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SENT VIA EMAIL 

UNCLASSIFIED 

Office of Inspector General 
United States Department of State 

May 2, 2025 

Subject: Final Response - Department of State Office of Inspector General Freedom of 

Information Act Request No. 2021-F-038 

This responds to your Freedom of Information Act (FOIA) request to the Department of State 

(DOS) Office of Inspector General (OIG), dated July 14, 2021, seeking: 

A copy of each report of investigation of problems at USAGM under former CEO 

Michael Pack, and also the six letters sent to employees [referenced in an NPR article]. 

Your request was acknowledged by this office on July 22, 2021. Your request was given 

the FOIA Case number: 2021-F-038. 

In response to your request, we conducted a search within DOS-OIG's Office of Investigations 

and Office of Evaluations & Special Projects. Based on that review, DOS-OIG is providing the 

following: 

4 pages are released in full; 

_____2.Q_ pages are released in part; 

OIG redacted from the enclosed documents, names and identifying information of third parties 

to protect the identities of these individuals. Absent a Privacy Act waiver, the release of such 

information concerning the third parties named in these records would result in an unwarranted 

invasion of personal privacy in violation of the Privacy Act. Information is also protected from 

disclosure pursuant to Exemptions 5, 6, and 7 of the FOIA further discussed below. 



UNCLASSIFIED 

Exemption 5, 5 U.S.C. § 552(b)(S) 

Exemption 5 of the FOIA protects "inter-agency or intra-agency memorandums or letters which 

would not be available by law to a party other than an agency in litigation with the agency. " 5 

U.S.C. § 552(b)(S). DOS-OIG is invoking the attorney-client privilege of Exemption 5 to protect 

information that falls within that privilege's domain. 

Exemption 6, 5 U.S.C. § 552(b)(6) 

Exemption 6 allows withholding of "personnel and medical files and similar files the disclosure of 

which would constitute a clearly unwarranted invasion of personal privacy. " 5 U.S.C. § 552(b)(6) 

(emphasis added). DOS-OIG is invoking Exemption 6 to protect the names of lower-level 

investigative staff, complainants and/or subjects, third parties, and any information that could 

reasonably be expected to identify such individuals. 

Exemption 7(C), 5 U.S.C. § 552(b)(7)(C) 

Exemption 7(() protects from public disclosure "records or information compiled for law 

enforcement purposes . . .  [if disclosure] could reasonably be expected to cause an unwarranted 

invasion of personal privacy. " 5 U.S.C. § 552(b)(7)(C). DOS-OIG is invoking Exemption 7(() to 

protect the names of third parties, complainants, and/or subjects and any information contained 

in these investigative records that could reasonably be expected to identify those individuals. 

Appeal 

You have the right to appeal this response. 1 Your appeal must be received within 90 calendar 

days of the date of this letter. Please address any appeal to: 

Office of the General Counsel 

Office of Inspector General 

U.S. Department of State 

1700 N. Moore Street 

Suite 1400 

Arlington, VA 22209 

Email: FOIAAppeals@stateoig. gov 

1 For your information, Congress excluded three discrete categories of law enforcement and national security records 
from the requirements of the FOIA. 5 U.S.C. 552(c) (2006 & Supp. IV 2010). This response is limited to those records 
that are subject to the requirements of the FOIA. This is a standard notification that is given to all our requesters and 
should not be taken as an indication that excluded records do, or do not, exist. 
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Both the envelope and letter of appeal should be clearly marked, "Freedom of Information 

Act/Privacy Act Appeal. " Your appeal letter should also clearly identify DOS-OIG's response. 

Additional information on submitting an appeal is set forth in the DOS regulations at 22 C.F.R. § 

171.15. 

Assistance and Dispute Resolution Services 

For further assistance and to discuss any aspect of your request you may contact DOS-OIG's 

FOIA Public Liaison at: 

FOIA Officer 

Office of General Counsel 

Office of Inspector General 

U.S. Department of State 

1700 North Moore Street 

Suite 1400 

Arlington, VA 22209 

foia@stateoig. gov 

Additionally, you may contact the Office of Government Information Services (OGIS) at the 

National Archives and Records Administration to inquire about the FOIA mediation services they 

offer. The contact information for OGIS is as follows: Office of Government Information Services, 

National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 

20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; 

or facsimile at 202-741-5769. 

Sincerely, 

Gina Goldblatt 

Government Information Specialist 
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Office of Inspector General 
United States Department of State 

SENSITIVE BUT UNCLASSIFIED 

MEMORANDUM 

FROM: OIG -Jeffrey McDermott, Assistant Inspector General 

TO: USAGM- Kelu Chao, Acting Chief Executive Officer 

June 14, 2021 

(b)(6); (b)(7)(C) 

SUBJECT: Report of Investigation Pursuant to Presidential Policy Directive 19 
OIG Whistle blower Case 2020-0103 fb)(B); (b)(?)(C) 

I 
Presidential Policy Directive 19 (PPD-19) prohibits the taking of any action affecting an 
employee's eligibility for access to classified information as a reprisal for a protected 
disclosure.1 PPD-19 requires that every agency have a review process that permits employees 
to appeal actions affecting eligibility for access to classified information they allege to be in 
violation of the directive. As part of the review process, the agency Inspector General shall 
conduct a review to determine whether an action affecting eligibility for access to classified 
information violated the directive, whether the agency should reconsider the action, and 
whether corrective action is warranted. 

As described below, the Department of State Office of Inspector General (OIG) received a 
complaint from l(b)(B); (b)(?)(C) I the Deputy Director for Operations (DDO) for the United 
States Agency for Global Media (USAGM). l(b)(6); (b)(7)(C)�lleged that USAGM suspended his 
secu • e after he made protected whistleblower disclosures. OIG's investigation found 
that (b)(B); (b)(?)(C) eligibility for access to classified information was suspended after he made 
protected disclosures, and that the agency did not demonstrate by a preponderance of the 
evidence that it would have suspended rb)(B); (b)(?)(C) !security clearance absent his disclosures. 

Allegation 

On September 29, 2020, counsel for )�;)�\icl along with five other senior management 
officials from USAGM, filed a complaint with OIG in accordance with PPD-19, alleging that 
USAGM suspended their security clearances after they raised concerns to their supervisors and 
USAGM senior leadership. Additionally (b)(B); (b)(?)(C) made disclosures to OIG regarding USAGM 

1 PPD-19 defines a protected disclosure as "a disclosure of information by the employee to a supervisor in the employee's direct 
chain of command up to and including the head of the employing agency, to the Inspector General of the employing agency or 
Intelligence Community Element, to the Director of National Intelligence, to the Inspector General of the Intelligence 
Community, or to an employee designated by any of the above officials for the purpose of receiving such disclosures, that the 
employee reasonably believes evidences (i) a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety." 
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Chief Executive Officer (CEO) Michael Pack's alleged gross mismanagement of the agency, 
violations of law, rule, or regulation, and substantial and specific danger to public health or 
safetyjb)(B); (b)(?)(C) I disclosures related to USAGM's inaction on J-1 visas, USAGM's freeze on 
human resources (HR), information technology (IT), and contracting actions, and agency senior 
leadership's response to COVID-19. OIG reviewed the complaint and determined that it 
contained sufficient details to allege a violation of the prohibition against retaliation for making 
a protected disclosure. Consequently, OIG initiated an investigation of the allegations. 

Background 

In September 2017J�11�1;,_, ltransferred to USAGM from the Department of State as Chief of 
Staff to then-CEO John Lansing. He was classified at the GS-15 pay scale level as Chief of Staff 
through February 2019. In February 2019, rb)(6); (b)(?)(C)lbecame the ODO, a Career Reserved 
Senior Executive Service position that reported directly to USAGM's CEO. In the DDO role, ��!��!;.J 

I\�/\�!:�, I had five employees who directly reported to him, and oversaw approximately 250 
government employees and hundreds of contractors and locally employed staff at USAGM 
facilities outside of the United States. He also oversaw most of USAGM's operations, including 
information technology, broadcast transmissions and operations, facilities, business 
development/marketing, human resources, contracting, training, security, and risk 
management. )�(�(iri also chaired USAGM's Emergency Action Committee, which 
coordinated the agency's COVID-19 response. 

The oosition of ODO reauires a securitv clearance.l(b)(6); (b)(?)(C) 
b)(6); (b)(?)(C) 

Kb)(6); (b)(?)(C) 1 

�l ________________ �lsecurity file showed five background investigations 
completed by either the Office of Personnel Management (OPM) or the Department of State 
from 2007 to 2015. 

On June 4, 2020, Mr. Pack was confirmed by the U.S. Senate as the USAGM CEO. (b)(B); (b)(?)(C) told 
OIG that, after Mr. Pack became CEO, he instructed the agency to freeze HR, IT, and contracting 
actions, effective June 9, 2020. Given�b)(B); (b)(?)(C) !position overseeing USAGM operations, 
USAGM's senior staff collectively decided that he would be responsible for implementing Mr. 
Pack's instruction.��()�(iri I put together a detailed list of applicable USAGM actions he placed 
on hold per the instruction and provided it to Mr. Pack's transition team. 2 

2 On June 17, 2020, Mr. Pack announced changes to the agency reporting structure that resulted in�b)(B); �- �eporting to the 
Chief 0 erating Officer, a new position created by Mr. Pack to which he appointedl(b)(6); (b)(?)(C) I In addition, all but one of 
(b)(6); direct reports were moved to different reporting chains. 

2 
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According to (b)(5); (b)(?)(C) included on the list of frozen actions were pending Front Office 
approvals for approximately 30 Voice of America (VOA) employees who needed J-1 visas 
because they were new, and for approximately 20 employees whose J-1 visas were set to 
expire. Several weeks passed after Mr. Pack's arrival, but the agency still had not approved any 
visas.��!\�!;,�, lwas concerned that some journalists who needed their visas faced clear 
physical danger if they were forced to return to or stay in their countries of residence. For 
example, one casefb)(5); (b)(?)(C) !flagged for his supervisor, Chief Operating Officer (COO) ,,,..�

,.,..,
1\�

,,....
t-,,--. 

I\�/\�!:�, I to raise with senior leadership involved a journalist for VOA in China who was 
persecuted by the Chinese government and recently had his life threatened. The journalist was 
unable to fly to the United States until USAGM approved his J-1 visaJ(b)(6); I said he brought 
his concerns about the visas needing to be approved for the staff's safety to the attention of his 
supervisor, both orally and in writing, several times from mid-June to early July 2020. The COO 
confirmed that b)(5); (b)(?)(C) xpressed concerns to him and that he, in turn, raised the issue with 
Chief of Staff (b)(5); (b)(?)(C) .3 However,l(b)(5); (b)(?)(C) �eceived no response to those requests. 

In addition to the disclosure�b)(5); (b)(?)(C)I made to USAGM leadership!�(��(;r1 I had a phone 
conversation with an OIG employee in mid-June, during which he also disclosed concerns about 
USAGM's inaction on J-1 visas, the freeze on HR, IT, and contracting actions, and agency 
leadership's response to cov10-19jb)(5); (b)(?)(C) !expressed concerns that the freezes were 
interfering with the agency's ability to move forward with important initiativesfb)(5); (b)(?)(C) I said 
that the continued freeze significantly impacted the agency because broadcasting and 
transmission relies heavily on contracting. In at least one case, the result was that a radio 
transmission needed to broadcast the agency's work was dropped because a renewal contract 
was not approved. In another instance, USAGM's IT office could not deploy an update, which 
caused technical issues to the website and impacted VOA's audience. (b)(5); (b)(?)(C) considered 
these to be examples of gross mismanagement. 

Additionally, (b)(5); (b)(?)(C) told OIG that the agency's COVID-19 response was an example of how 
the new leadership team excluded him from communications on sensitive policy issues and 
communications related to COVID-19 preparation and response logistics, which were directly 
related to (b)(5); (b)(?)(C) duties leading these agency initiatives. After Mr. Pack's arrival!�?\�/;,�, I 

\�!\�!;,_, frequently asked for permission, through his supervisor, l(b)(5); (b)(?)(C) Ito send 
information to the staff regarding the requirement to wear masks in the office, and to negotiate 
with the union regarding COVID-19 protections, but he did not receive a response. According to 
fb)(6); (b)(?)(C) !denied fb)(6); (b)(?)(C) I request because she believed it was an 
overreaction to COVID-19 and an attempt by staff to avoid coming to the office. (b)(5); (b)(?)(C) then 

3 OIG did not interview kb)(6); (b)(?)(C) I had departed federal service when OIG sent out interview requests, and 
OIG does not have the ability to compel individuals who have left federal service. 

3 

SENSITIVE BUT UNCLASSIFIED 

Page 3 of 14 

le 
I 

J 

7 



SENSITIVE BUT UNCLASSIFIED 

communicated tofb)(B); (b)(?)(C) I that he considered the senior leadership's failure to adopt a 
mask policy and to take other COVID-19 precautions to be a substantial and specific danger to 
the health and safety of agency employees. 

On August 12, 2020, b)(B); (b)(?)(C) received a letter, signed by Mr. Pack, suspending his security 
clearance and placing him on paid administrative leave. The letter stated: "You are hereby 
notified, pursuant to Executive Order 12968 and other applicable law, policies, and procedures, 
that I certify it is in the interest of U.S. national security to suspend your security clearance, 
pending the outcome of an investigation effective immediately." 

USAGM Security Clearance Suspension Procedures 

USAGM's policy and procedures for suspending security clearances are contained within its 
directive titled, Personnel Security Management v.4, which is largely based on Executive Order 
12968.4 The directive states that the Director of Security "acts as the ultimate authority (or 
designates an alternate) for the reduction, denial, suspension, or revocation of an individual's 
eligibility for access to classified national security information and/or an individual's eligibility to 
be employed in a government position based on a suitability or fitness determination." 5 Within 
the Office of Security, the Chief of the Personnel Security Division is given the responsibility to 
suspend security clearances.6 The directive notes, however, that the CEO "may also exercise 
authority granted in 5 U.S.C. § 7532 to suspend without pay, and then remove, a USAGM 
employee when this action is deemed necessary in the interests of national security." 

The directive states, "Suspension of a clearance, also known as administrative withholding, is 
appropriate when a significant question of security eligibility arises. Suspension is warranted, 
for example, when the security organization receives information indicating possible gross 
misconduct, criminal conduct, substance abuse, or a serious breach of integrity."7 Security 
eligibility is defined as "a determination of eligibility for access to classified information" that "is 
a discretionary security decision based on judgments by appropriately trained adjudicative 
personnel."8 Executive Order 12968 states that "determinations of eligibility for access to 
classified information shall be based on criteria established under this order." 9 Those criteria 

4 Executive Order 12968, Access to Classified Information, Aug. 4, 1995. 
5 USAGM, Personnel Security Management v.4, preface§ 6(c)(7). 
6 USAGM, Personnel Security Management v.4, preface§ 6(d)(7). 
7 USAGM, Personnel Security Management v.4, ch. 11, § l0(b)(l). 
8 USAGM, Personnel Security Management v.4, appendix 1 (noting that "eligibility shall be granted only where facts and 
circumstances indicate access to classified information is clearly consistent with the national security interests of the United 
States, and any doubt shall be resolved in favor of the national security.") 
9 Executive Order 12968, Access to Classified Information, Aug. 4, 1995, § 2.l(a). 
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are the adjudicative guidelines issued by the Office of the Director of National Intelligence 
(ODNI), which are: 

• Allegiance to the United States 
• Foreign influence 
• Foreign preference 
• Sexual behavior 
• Personal conduct 
• Financial considerations 
• Alcohol consumption 
• Drug involvement 
• Emotional, mental, and personality disorders 
• Criminal conduct 
• Security violations 
• Outside activities 
• Misuse of information technology systems.10 

USAGM's directive further specifies that "upon receipt of information that raises questions 
concerning the personnel security fitness of an individual, [the Office of Security] shall 
immediately assess the security factors involved and shall take suitable action to ensure 
national security interests are protected." 11 In making such a determination, the Office of 
Security must "consider such factors as the conclusiveness and seriousness of the information 
developed, the employee's access to classified information, and the opportunity the position 
affords the employee to commit acts contrary to national security interests." If USAGM decides 
to suspend a security clearance temporarily pending an investigation and the suspension 
exceeds 10 days, the employee is entitled to notice in writing with a justification for the 
suspension. 12 USAGM's policy notes that "retaliation that affects eligibility for access to 
classified national security information is prohibited" and that USAGM officials shall not take or 
fail to take, or threaten to take or fail to take, any action affecting an employee's eligibility for 
access to classified national security information as a reprisal for a protected disclosure. 13 

Despite these policies, OIG found that no one who was trained in the adjudicative guidelines 
participated in the decision, preparation, or finalization of b)(B); (b)(?)(C) suspension letter. 

10 SEAD 4: National Security Adjudicative Guidelines, Dec. 10, 2016. 
11 USAGM, Personnel Security Management v.4, ch. 12, § l(b). 
12 USAGM, Personnel Security Management v.4, ch. 12, § 2(a). 
13 USAGM, Personnel Security Management v.4, ch. 12, § 2(e)(l), (2). 
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USAGM's directive states that decisions regarding security clearances must be made by 
"a ro riately trained adjudicative personnel" using the adjudicative guidelines. 14 However, in 

(b)(B); (b)(?)(C) case, no one who was trained in those guidelines, such as the Chief of the 
Personnel Security Division who ordinarily has the responsibility to suspend security clearances, 
was even consulted about the suspension.15 Even if USAGM officials had questions about the 
ability of its Office of Security, they could have consulted with OPM and ODNI about the 
suspension, but they did not do so. 

Legal Standard 

As noted above, PPD-19 prohibits the taking of any action with respect to any employee's 
security clearance or access determination in retaliation for having made a protected 
whistleblower disclosure. In 2020, the Inspector General for the Intelligence Community issued 
procedures for how it would review allegations of retaliation under PPD-19. 16 These procedures 
specify that a complainant must demonstrate that: (a) he or she made a protected disclosure; 
(b) the agency took or failed to take, or threatened to take or fail to take, any action with 
respect to the complainant's security clearance or access determination; and (c) the protected 
disclosure was a contributing factor in the agency's decision to take or fail to take, or threaten 
to take or fail to take, the security clearance action. 17 

Although PPD-19 and these procedures do not specify how to determine whether a protected 
disclosure was a "contributing factor" in the adverse security clearance determination, similar 
language is used in the Whistleblower Protection Act, codified at 5 U.S.C. § 1221, which 
prohibits agencies from taking adverse personnel actions in retaliation for protected 
disclosures. Under the Whistleblower Protection Act, a complainant can establish that his or 
her protected disclosure was a contributing factor in the alleged retaliatory personnel action 
through either direct evidence or through circumstantial evidence that the official taking the 
adverse action knew of the disclosure and the action occurred within a period of time such that 
a reasonable person could conclude that the disclosure was a contributing factor in the adverse 
action. 18 

If a complainant can demonstrate that he or she made a protected disclosure that was a 
contributing factor in the adverse determination, the burden shifts to the agency, which must 

14 USAGM, Personnel Security Management v.4, appendix 1. 
15 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
16 Inspector General of the Intelligence Community Instruction 2020.001, External Review Panel Procedures Pursuant to 50 
U.5.C. § 3236 and Presidential Policy Directive/PPD-19 (Dec. 17, 2020). 
17 Instruction 2020.001 § 9(C)(2). 
18 5 U.S.C. § 1221(e)(l)(A),(B). 
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"prove by a preponderance of the evidence that it wou Id have ta ken the same action in the 
absence of such disclosure, giving the utmost deference to the agency's assessment of the 
particular threat to the national security interests of the United States in the instant matter." 19 
Federal courts have looked to three factors (commonly called the Carr factors) when 
determining whether an agency has met its burden: the strength of the agency's evidence in 
support of its decision; the existence and strength of any motive to retaliate on the part of the 
agency officials who were involved in the decision; and any evidence that the agency takes 
similar actions against employees who are not whistleblowers but who are otherwise similarly 
situated. 20 The courts weigh these three factors together to determine whether, as a whole, 
the agency has met its burden, and a strong showing on one factor may be sufficient.21 

Complainant's Burden 

(b)(5); (b)(?)(C) said he made protected disclosures to USAGM senior leadership and OIG regarding 
Mr. Pack's gross mismanagement of the agency and substantial and specific dangers to public 
health or safety. Under PPD-19, a protected disclosure is defined as a disclosure of information 
by the employee to, among other persons, a supervisor in the employee's chain of command, 
including the head of the agency, or to the Inspector General of the employing agency, that the 
employee reasonably believes is a violation of law, rule, or regulation or gross mismanagement, 
a gross waste of funds, an abuse of authority, or a substantial and specific danger to public 
health or safety. 22 Based on OIG's review of documents and interviews, there is clear evidence 
that (b)(5); (b)(?)(C) made multiple disclosures that fit the definition of "protected disclosure" both 
to OIG and to his supervisors. 

l(b)(5); (b)(?)(C) I concerns regarding the impact of the freeze constitute a protected disclosure 
because they were made to OIG and involved what he reasonably considered to be gross 
mismanagement. The courts and the Merit Systems Protection Board (MSPB) have defined 
gross mismanagement as a "management action or inaction which creates a substantial risk of 
significant adverse impact upon the agency's ability to accomplish its mission.'m�b)(6); (b)(?)(C)I 
expressed his belief to OIG that the freeze had a significant adverse impact on the agency, 
which relies heavily on contracting for its broadcasting and transmission. As ODO, �b)(6); (b)(?)(C) I 
was responsible for overseeing these functions and thus was in a position to recognize the 
significant effect that the freeze was having on the agency's mission. 

19 Instruction 2020.001 § 9(C)(2)(d ). 
2° Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v .  Dep't of Justice, 7 M.S.P.R.  682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997) ) .  
21 lucchetti v. Dep't of Interior, 2017 MSPB LEXIS 743, *11 (M.S.P.B. Feb 15, 2017) (citing Phillips v. Dep't of Transportation, 113 
M.S.P.R. 73, 77 (2010)). 
22 PPD-19 § F(5). 
23 White v. Dep't of the Air Force, 391 F.3d 1377, 1382 (Fed. Cir., Dec. 15, 2004). 
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b)(B); (b)(?)(C) disclosures regarding J-1 visa delays and COVID-19 protections const_it=ut�e�--� 
protected disclosures because they were made to both OIG and to his supervisor (b)(B); (b)(?)(C) 

and others in his chain of command, such as b)(B); (b)(?)(C) and her deputy, b)(B); (b)(?)(C) and the 
disclosures concerned information that b)(B); (b)(?)(C) reasonably believed to be a substantial and 
specific danger to public health or safety.24 SpecificallyJ�/��/;,.,, I cited the case of a specific 
journalist whose work for VOA made him a target of the Chinese government. With regard to 
the COVID-19 issues,��()�(iri !chaired the Emergency Action Committee, which coordinated 
the agency's COVID-19 response, and thus understood that wearing masks and social distancing 
in accordance with the then-current CDC guidance were key to protecting the health of USAGM 
employees. 

While OIG found no direct evidence thatfb)(B); (b)(?)(C) �isclosure was a contributing factor in the 
suspension of his security clearance, there is circumstantial evidence that the individuals 
involved in the suspension of his clearance knew of his disclosures and that they moved to 
suspend his clearance shortly after he made protected disclosuresJb)(B); (b)(?)(C)l told OIG that 
USAGM leadership knew about his disclosures to OIG because he told �b)(B); (b)(?)(C) I 

��!��!;,� I that he regularly spoke to OIG as part of his regular duties. Additionally, OIG's review of 
emails indicated that b)(B); (b)(?)(C) supervisor forwarded ��()�(iri Ian email about J-1 visas to 
(b)(B); (b)(?)(C) on July 9, 2020. 

While Mr. Pack was the official who signed the letter suspendingfb)(B); (b)(?)(C) !security 
clearance, USAGM identified l(b)(6); (b)(?)(C) l as having participated in the decision. 
In addition, Mr. Pack told OIG that his staff (particularly b)(B); (b)(?)(C) nd the Acting Vice 
President for Legal, Compliance, and Risk Management, b)(B); (b)(?)(C) proposed the 
suspension of the six complainants' security clearances and that he concurred with their 
proposal but left the details of the suspensions up to themJb)(B); (b)(?)(C) I were 
recipients ofl(b)(B); (b)(?)(C) I protected disclosures and participated in the decision to suspend his 
clearance on August 12, 2020. Accordingly, OIG concludes that there is circumstantial evidence 
that rb)(B); (b)(?)(C) I protected disclosures were a contributing factor in the suspension of his 
clearance because USAGM officials involved in the suspension were aware of his disclosures 
and took the action within days of the disclosures, a period of time such that a reasonable 
person would conclude that the disclosure was a contributing factor in the adverse action. 

24 PPD-19, § F(5)(a). �b)(6); �lso expressed his belief to OIG that the J-1 visa freeze was a violation of the firewall regulation, 
22 C.F.R. part 531, because he believed the decision not to renew journalists' visas improperly interfered with the ed itorial 
independence created by the regulation. See 5 C.F.R. § 531.2. 
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Agency's Burden 

Because )�(�(1r:1 met his burden, USAGM must demonstrate by a preponderance of the 
evidence that it would have suspended rb)(B); (b)(?)(C) I clearance even absent his protected 
disclosures. 

As noted above, the courts have traditionally reviewed three factors in determining whether an 
adverse action resulted from a protected disclosure. 25 The first factor that the courts use to 
weigh whether an agency has met its burden is the strength of the evidence in support of the 
adverse action. In examining this factor, OIG examines the evidence supporting the adverse 
action and whether there were "legitimate reasons" for the personnel action. 26 

The suspension letter cited several reasons for the suspension o1b)(B); (b)(?)(C) lc1earance: 

1) USAGM performed the background investigation that granted his security clearance 
when the agency lacked the proper authority to investigate and perform background 
checks. 

2) As a USAGM senior leader, he failed to take necessary corrective action to remedy 
personnel and other security concerns. 

3) He "knowingly and willfully granted eligibility for, or allowed access to, classified 
information in violation of the law and its implementing regulations." 

4) As the leader with oversight of the Office of Risk Management (ORM), the Security 
Office, and the Office of Management Services, he relayed the issues raised in OPM 
reports to USAGM but failed to enact meaningful change to rectify the severe security 
issues plaguing the agency. 

5) The ORM identified him, in his capacity as DDO, as a risk to USAGM. 

OIG addresses each of these justifications individually below. 

(b)(6); (b)(?)(C) Back round lnvesti ation 

The suspension letter alleged that b)(B); (b)(?)(C) background investigation "was done by USAGM 
when USAGM lacked the proper authority to investigate and perform background checks." This 
statement presumably refers to the fact that USAGM performs background checks and grants 

25 Carr v. Social Security Admin istration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.S.P.R. 682, 
688, aff'd, 116 F.3d 1497 (Fed. Cir. 1997) ). 
26 Baker v. Dep't of Defense, 2016 MSPB LEXIS 4567 (M.S.P.B Aug. 4, 2016). 
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clearances based on a delegation of authority from OPM, and that in 2012, USAGM neglected 
to return the signed memorandum of understanding (MOU) to OPM granting the delegation. 

l(b)(6); (b)(?)(C) 
(b)(6); (b)(?)(C) 

In this respect, the suspension letter is factually inaccurate in stating that (b)(B); (b)(?)(C) 
was done by USAGM when it lacked the proper authority to do so. In fact, b)(B); (b)(?)(C) 
clearance was granted by the Department, and there is no question about its authority to 
investigate and perform background checks. Moreover, ODNI officials told OIG that it was 
improper for USAGM to suspend l(b)(B); (b)(?)(C) I clearance on this basis because USAGM must 
honor the clearance granted by the Department. Thus, USAGM's assertion tha�(b)(B); (b)(?)(C) 
clearance must be suspended because it was conducted at a time when USAGM lacked the 
proper authority is not only false, but an illegitimate basis to suspend his clearance. 

Failure to Remedy Personnel Security Concerns 

The suspension letter alleged that as the ODO who oversaw ORM, the Security Office, and the 
Office of Management ServicesJb!\�!;· �· I failed to correct longstanding deficiencies in 
USAGM's personnel security program and that in failing to do so, "knowingly and willfully 
granted eligibility for, or allowed access to, classified information in violation of the law and its 
implementing regulations." USAGM provided several program reviews of USAGM's personnel 
security program conducted by OPM and ODNI as appendices to the suspension letter. These 
reviews highlighted numerous deficiencies in USAGM's program and directed it to undertake 
corrective action to address these deficiencies. 

Whilel(b)(B); (b)(?)(C) � portfolio as ODO included the above-mentioned offices, he was not 
appointed to this position until February 2019, while the issues identified by OPM's reviews of 
USAGM's personnel security and suitability programs were present as far back as 2010. 
According to 1�1\�t-, , the longstanding problems were a result of previous agency leadership 
not taking the OPM reports as seriously as they should have. However, in the 2 years prior to 
USAGM suspending his security clearance, I\�/\�/;,�, I noted that the agency "increased 
resources dedicated to fixing the issues raised by OPM, made doing so a priority, required 
regular check ins with staff working to fix the issues, and replied to and put plans in place to 
correct every single OPM [recommendation]." A November 2020 report by McGuireWoods 
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(which USAGM hired to investigate rb)(B); (b)(?)(C) I affirmed his assertion, finding that l(b)(B); (b)(?)(C) 
"appears to have inherited these longstanding issues. There are instances that show that he 
was trying to assemble teams to address the security recommendations. It does not appear that 
he was affirmatively taking actions against the Agency's interests." 

Furthermore, any deficiencies in not addressing OPM's recommendations would constitute a 
performance issue. Performance issues are not included in the adjudicative guidelines and 
generally are not relevant to the granting or denial of a security clearance. Per USAGM policy, 
suspension is warranted, for example, when the security organization receives information 
indicating possible gross misconduct.27 Despite the August 12, 2020, suspension letter and an 
October 6 follow-up letter signed by Mr. Pack noting that USAGM was investigating (b)(B); (b)(?)(C) 

nothing in his security file, reviewed by OIG in December 2020, indicated that any investigation 
was underway related to misconduct. Indeed, when USAGM presented similar facts to two 
trained security clearance adjudicators in December 2020, they determined that "there are no 
security issues that fall under the Security Executive Agency Directive {SEAD 4) and Executive 
Order 12968." The adjudicators determined that "these issues are all performance issues which 
fall under the Office of Human Resources." 

Risk Management Issues 

The suspension letter also noted that ORM identified (b)(B); (b)(?)(C) in his capacity as ODO, as a 
risk to USAGM. The USAGM fiscal year 2019 (FY19) Enterprise Risk Profile attached to the letter 
identified 1) security, 2) grantee network oversight, 3) HR operations, 4) inadequate 
building/infrastructure/equipment, and 5) press freedom/internet censorship as areas of 
highest agency risk. While these fell unde1b)(B); (b)(?)(C) I portfolio as ODO, the FY19 Enterprise 
Risk Profile assigned the Director of Management Services, l(b)(6); (b)(?)(C) � as the risk owner of 
security and HR operations. One of the other documents USAGM attached to the suspension 
letter it sent tol(b)(6); (b)(?)(C)lwas referred to as a "risk profile drafted by ORM." This document 
detailed the reasons that security and HR presented agency risk and how, as (b)(B); (b)(?)(C) 
supervisor, f�/�/;,._, I bore responsibility for not requiring her to implement an execute 
corrective action plans to mitigate the risks. However, the risk profile did not address the three 
risk areas for which the ODO was identified as the risk owner, yet it concluded that l\�1\�1;,� ! failed 
in multiple ways to fulfill his responsibility as Deputy Director of Operations. As a result, he put 
the Agency's mission, its personnel, and indeed national security at tremendous risk." 

As part of this investigation, OIG interviewed the Chief Risk Officer and the Risk and Regulatory 
Compliance Officer to discuss the impetus of the risk assessments about individual employees 

27 USAGM, Personnel Security Management v.4, ch. 11, § lO(b)(l). 
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that were written and attached to the sus ension letters. The Chief Risk Officer explained to 
OIG that his supervisor b)(G); (b)(?)(C) tasked ORM with writing risk profiles related to the 
six complainants' job functions, the OPM and ODNI reviews, and "anything you heard" about 
them regardless of whether they could verify the information. 28 l(b)(G); (b)(?)(C) I tasked ORM 
with completing the risk profiles very quickly, using information already known to the drafters. 
The Chief Risk Officer said that ORM had never written risk documents on individuals prior to 
this exercise. The Risk and Regulatory Compliance Officer who took the lead on authoring the 
risk profile forfb)(G); (b)(?)(C)lsaid the information she included in the risk profile was based on 
things she heard through office gossip. 

Because of fb)(G); (b)(?)(C) I selection of the employees as to whom risk profiles were to be 
prepared and her indifference as to whether the information to be included was truthful, OIG 
finds that the risk profiles are pretextual and were simply created to support the 
predetermined decision to suspend the clearances of the individuals, rather than a legitimate 
reason for the suspensions. Regardless, identifying )�()�(;r1 as a risk owner and describing his 
shortcomings in that role is at most a performance deficiency and thus not a legitimate reason 
to suspend a security clearance. 

The second Carr factor examines the existence and strength of any motive to reta I iate on the 
part of the individuals who were involved in the decision. OIG found some evidence of a motive 
to retaliate regarding fb)(G); (b)(?)(C) I disclosures. USAGM received significant negative press 
regarding the failure to renew the visas of journalists, the subject of one ofl(b)(G); (b)(?)(C) I 
disclosures. 29 In addition, several members of Congress had reached out to USAGM to express 
concern about the visas. Emails indicate that USAGM leadership bristled at this criticism. For 
example, on July 14, 2020,rb)(G); (b)(?)(C) land the Public Affairs advisor prepared 
talking points for the CEO that referred to such criticism as "nonsensical" and questioned: "Why 
are non-U.S. citizens being brought to the U.S. to report on 'significant American thought and 
institutions' back to the rest of the world?" 

Likewise, OIG found evidence that l(b)(G); (b)(?)(C) I expressed disdain a�(b)(G); (b)(?)(C) I concerns 
about COVID-19 protections. On August 5, 2020, she emailed .... l(b"-')(6-'-),"""(b-'-)('-'7)-'-(c-'-) _______ _. 
and referred to the proposal of an agency mask policy as "highly inappropriate." She stated, "I 
will not clear anything that includes such language, and no one is authorized to do so, nor to 
negotiate terms related to so-called 'enforcement' of mask or social distancing guidelines. Also, 

28 ORM was tasked with writing seven risk profiles. The seventh risk profile was used to support the clearance suspension of 
another whistleblower who d id not file a complaint with DIG. 
29 See, e.g., Kylie Atwood, "US global media agency seeks to kick out international journalists," CNN, July 10, 2020; James 
Crump, "Trump appointee cutting visas for 10 journalists with dozens more at risk," The Independent, July 10, 2020; Pranshu 
Verma and Edward Wong, "Trump Appointee Might Not Extend Visas for Foreign Journalists at V.O.A.," The New York Times, 
July 12, 2020. 
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as we have discussed many times, I want to ensure that we're erring on the side of bringing 
back staff as quickly as possible . . .  It's not at all clear to me that the team working on this is 
proceeding accordingly." The context of the conversation makes apparent that she was 
referring to (b)(5); (b)(?)(C) and the COVID-19 team that he was leading. 

(b)(5) Attorney-Client 

(b)(5) Attorney-Client I Shortly after these exchanges, � 
(b)(5); (b)(?)(C) !began their effort to suspend the security clearance of !(b)( I 
f�;)�;1�1 

�s well as those of the other five complainants. 

Thus, OIG finds that there was a reasonably strong motive to retaliate against b)(5); (b)(?)(C) 

especially given l(b)(5); (b)(?)(C) 
I awareness of his concerns and she and her colleagues reaction 

to such concerns. 

OIG's review of the third Carr Factor- any evidence that the agency took similar actions 
against employees who are not whistleblowers but who are otherwise similarly situated­
found some evidence that the agency did not take similar action against similarly-situated 
employees who were not whistleblowers. For example, one rationale (albeit false) for ��!��!;J 

(b)(5); uspension was that USAGM adjudicated his clearance without proper authority. 
USAGM conducted background investigations for hundreds of other employees during the 
years when there was no signed delegation memorandum, yet the security clearances of only 
seven employees (all of whom were whistleblowers) were suspended. 31 

OIG's examination of the three factors found that even though USAGM cited five different 
reasons to suspend the security clearance of b)(5); (b)(?)(C) none of them relate to the adjudicative 
guidelines and thus do not constitute a legitimate basis for the suspension. Likewise, OIG found 
some evidence of a retaliatory motive and no evidence that USAGM took comparable action 
against individuals who were similarly situated but were not whistleblowers. Accordingly, 
USAG M cannot meet its burden to demonstrate by a prepondera nee of the evidence that it 
would have suspended b)(5); (b)(?)(C) security clearance absent his protected disclosures. 

30 5 C. F .R. § 359.406. 

l

(b)(6); (b)(?)(C) 
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Conclusion 

(b)(6); 
/h\/7\/r-\ made several protected disclosures to OIG in June 2018 and to USAGM officials from 
June 2020 through August 2020 when he raised concerns about the agency's inaction regarding 
J-1 visas to journalists, the CEO's freeze on HR, IT, and contracting actions, and agency senior 
leadership's response to COVIO-19. Shortly thereafter, USAGM suspended his security 
clearance. 

USAGM could not demonstrate by a preponderance of the evidence that it would have 
suspended (b)(B); (b)(?)(C) clearance absent his protected disclosures. The five reasons cited inl(b)(�); I 
(b)(6); 
(b\(7\(C\ suspension letter bear no relation to the adjudicative guidelines and USAGM failed to 
follow its own directive for suspending a clearance. In addition, OIG found some evidence of 
retaliatory motive by individuals involved in the suspension and no evidence that USAGM took 
action against similarly situated individuals who were not whistleblowers. 

Pursuant to PPD-19, OIG may recommend that the agency reconsider the employee's Eligibility 
for Access to Classified Information and "take other corrective action to return the employee, 
as nearly as practicable and reasonable, to the position such employee would have held had the 
reprisal not occurred." 

Prior to the completion of this investigation, USAGM reconsidered fb)(6); (b)(?)(C) �ligibility for 
access to classified information and restoredfb)(B); (b)(?)(C) I security clearance. Nonetheless, 
USAGM should also consider other corrective action, including but not limited to formally 
rescinding the suspension letter and awarding him attorney's fees and other reasonable 
compensatory damages. 
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MEMORANDUM 

June 14, 2021 

(b)(6); (b)(7)(C) 
FROM: 

TO: 

SUBJECT: 

OIG - Jeffrey McDermott, Assistant Inspector General 

USAGM - Kelu Chao, Acting Chief Executive Officer 

Report of Investigation Pursuant to Presidential Polic Directive 19 
OIG Whistle blower Case 2020-0104 (b)(B); (b)(?)(C) 

Presidential Policy Directive 19 (PPD-19) prohibits the taking of any action affecting an 
employee's eligibility for access to classified information as a reprisal for a protected 
disclosure. 1 PPD-19 requires that every agency have a review process that permits employees 
to appeal actions affecting eligibility for access to classified information they allege to be in 
violation of the directive. As part of the review process, the agency Inspector General shall 
conduct a review to determine whether an action affecting eligibility for access to classified 
information violated the directive, whether the agency should reconsider the action, and 
whether corrective action is warranted. 

As described below, the Department of State (Department) Office of Inspector General {OIG) 
received a complaint from b)(B); (b)(?)(C) who is the Chief Strategy Officer (CSO) at the U.S. 
Agency for Global Media (USAGM). (b)(B); (b)(?)(C) alleged that his security clearance was 
suspended after having made protected whistleblower disclosures. OIG's investigation found 
that l(b)(B); (b)(?)(C) I eligibility for access to classified information was suspended after he made 
protected disclosures and that USAGM did not demonstrate by a preponderance of the 
evidence thatfb)(B); (b)(?)(C) ! security clearance would have been suspended absent his 
disclosures. 

Allegation 

On September 29, 2020, counsel for (b)(B); (b)(?)(C) along with five other senior management 
officials from USAGM, filed a complaint wit OIG in accordance with PPD-19 alleging that 

1 PPD-19 defines a protected disclosure as "a disclosure of information by the employee to a supervisor in the employee's 
direct chain of command up to and including the head of the employing agency, to the Inspector General of the employing 
agency or Intelligence Community Element, to the Director of National Intelligence, to the Inspector General of the Intelligence 
Community, or to an employee designated by any of the above officials for the purpose of receiving such disclosures, that the 
employee reasonably believes evidences (i) a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety." 
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USAGM suspended their securit clearances after they raised concerns to their supervisors and 
USAGM senior leadership (b)(B); (b)(?)(C) told OIG that he raised various concerns that certain 
budget reductions and reallocations violated the law, placed USAGM-affiliated journalists in 
physical danger, or constituted gross mismanagement.��/��/;,�, Is also asserted that an 
external communications ban constituted gross mismanagement. b)(6); (b)(7)(C) told OIG that he 
made these disclosures to then-USAGM Deputy Chief of Staff b)(B); (b)(?)(C) and then-Chief 
Operating Officer (COO),rb)(6); (b)(7)(C) I alleged that the suspension of his 
clearance was in retaliation for these disclosures. OIG reviewed his complaint and determined 
that it contained sufficient details to allege a violation of the prohibition against retaliation for 
making a protected disclosure. Consequently, OIG initiated an investigation of the allegations. 

Background 

(b)(B); (b)(?)(C) transferred to USAGM from the Department in July 2018 as a Senior Advisor for 
Global Strategy and Innovation. He became Acting CSO in October 2018. He was appointed to 
the position on a permanent basis in November 2019. In his role as CSO, l(b)(B); (b)(?)(C) I manages 
USAGM's relationship with broadcasters from other governments and with other U.S. agencies, 
including the Office of Management and Budget (0MB). rb)(6); (b)(7)(C) lhad oversight 
responsibility for three offices: the Office of Internet Freedom (OIF), the Office of Policy 
and Research (QPR), and the Office of Policy (OP). 

The position of CSO requires a Top Secret security clearance}b)(B); (b)(?)(C) 
(b)(6); (b)(?)(C) 

Michael Pack was confirmed by the U.S. Senate on June 4, 2020, as the Chief Executive Officer 
(CEO) of USAGM. (b)(B); (b)(?)(C) re orted directly to the CEO until June 17, 2020, when Chief of 
Staff �(b)(6); (b)(?)(C) I emailed (b)(B); (b)(?)(C) nd other senior career USAGM staff members with 
new reporting structures. Under this new rubric, rb)(B); (b)(?)(C) I was assigned to report to the 
COQ,rb)(6); (b)(7)(C) I In addition, his responsibilities for OPR were assigned to a different 
individual. 

2 On June 23, 2020, i�!��!:�, I also filed a complaint with the DIG hotline concerning some of these issues. While DIG found no 
evidence to suggest anyone at USAGM was aware of his complaint, he cited and quoted the statutory basis for his belief that 
the reduction in the Office of Policy Research's budget required congressional approval in the complaint. In addition,!/h\/fl\· ! 
l(b)(6); I also made several disclosures regarding these concerns to staff of various members of Congress. DIG found some 
evidence to suggest that fb)(6): !lawful communications with these individuals may have contributed to the suspension of 
his security clearance, thereby implicating his rights to furnish information to Congress protected by 5 U.S.C. 7211. However, 
because these communications are not protected under PPD-19, OIG's analysis and conclusions focus on b)(6); similar 
communications with �(b)(6); (b)(7)(C) ! which are, as explained elsewhere in this report, protec e . 
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l(b)(6); (b)(?)(C) I told OIG that he raised several issues that concerned him between June and August 
2020. He raised concerns about the potential threats to the safety of USAGM journalists and 
others posed by Mr. Pack's apparent resistance to funding the Open Technology Fund {OTF). 
(b)(5); (b)(?)(C) explained that OTF supported technological tools that allowed USAGM journalists 
to communicate over encrypted and anonymous platforms. l(b)(6); (b)(?)(C) lwas familiar with these 
issues because of his oversight of OI F, which oversees and assesses OTF and its projects, and 
was particularly concerned about OTF's ability to support internet freedom tools in Hong Kong 
amidst the then-ongoing conflict between pro-democracy groups in Hong Kong and the Chinese 
government. 

(b)(5); (b)(?)(C) told OIG that he expressed these concerns about OTF funding to his new 
supervisor, b)(5); (b)(?)(C) by phone and through emails in mid-July 2020. Later in July, ..,,...�/

..,..,
�� ...... /;,,__, 

l(b)(6); -· I received an emai I that stated that USAG M Vice President for Legal, Compliance, and 
Risk Management �b)(5); (b)(?)(C) l who had been detailed to the role from the Department 
and reported directly to Mr. Pack, was the only "USAGM individual authorized to communicate 
with OTF." 

b)(6); (b)(?)(C) 
told OIG that he also raised concerns about budget reductions to OPR, which he �---� 

believed required congressional notification. On August 5, 2020,l(b)(6); (b)(?)(C) !emailed �b)(6);1 
l(b)(5); I and flagged for him the approximately $1.4 million cut to OPR's budget and urged him 
to raise his concerns to USAGM leadership. l<bl/6\ <bl/7\/C\ I was concerned that removing the funds 
would violate a ro riations law and that the lack of funds would negatively affect USAGM 
operations. b)(5); (b)(?)(C) did not respond to this email.l(b)(5); (b)(?)(C) � recalled that l(b)(6); (b)(?)(C) I 
raised concerns to him about OPR's funding and that he had relayed this concern in a meeting 
l(b)(6); (b)(?)(C) I had with the USAGM leadership team. 

FinallyJ(b)(5); (b)(?)(C) I raised concerns to (b)(5); (b)(?)(C) about other actions taken by Mr. Pack that 
he believed constituted gross mismanagement. As noted above, on June 17, 2020, Kb)(�); I 
(b)(6); emailed the senior career USAGM staff and realigned the reporting structures of 
almost all the individuals on the email. She also wrote that "until further notice, no actions are 
to be taken, and no external communications are to be made, without ex licit a proval" from 
one of the political appointees brought on by Mr. Pack. According to (b)(5); (b)(?)(C) prohibiting 
external communications in this manner was very problematic because USAGM officials needed 
to be able to coordinate with the Department and with journalists. In addition, as time went on, 

l(b)(5); (b)(?)(C) lgrew increasingly concerned that non-responsiveness to partners and stakeholders 
was creating an exceedingly negative and an unfair impression of his staff. Moreover, his staff 
were unable to respond or fulfill standard requests made by the Department and others or 
perform their job functions.�b)(5); (b)(?)(C) I recalled an incident in which USAGM journalists in 
Russia were feeling pressure because the Russian government drafted legislation which would 
have required that they be labeled as a foreign agent. Because Mr. Pack restricted external 
communication, (b)(5); (b)(?)(C) staff had initially been unable to communicate with the 
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Department about the issueAb)(B); (b)(?)(C) lsaid when this issue occurred, (b)(B); (b)(?)(C) finally 
paid attention to his concern and allowed his staff to work with the Department to address the 
problem.4 

l(b)(B); (b)(?)(C) I told OIG that he also raised concerns about mismanagement to �b)(6); - ·  � the 
Deputy Chief of Staff. On June 11, 2020, a freeze was announced regarding certain actions, 
including obligations for new contracts or extensions of contract, hiring and promotions, and 
technical migrations. According to fb)(6); (b)(7)(C) !during the senior staff meeting on June 19, 
2020, he raised to (�!l�t-, hat he described as "urgent concerns" about this spending 
freeze. 5 He said that he also raised concerns about OTF funding to ��!��!:�, !during this 
meeting. 

On August 12, 2020Jb)(B); (b)(?)(C) I received a letter, signed by Mr. Pack, suspending his security 
clearance and placing him on paid administrative leave. The letter stated: "You are hereby 
notified, pursuant to Executive Order 12968 and other applicable law, policies, and procedures, 
that I certify it is in the interest of U.S. national security to suspend your security clearance, 
pending the outcome of an investigation effective immediately." On February 2, 2021, )�()�(1 

Kb)(6); !security clearance was restored, and he was reinstated to his previous position as 
USAGM CSO. 

USAGM Security Clearance Suspension Procedures 

USAGM's policy and procedures for suspending security clearances are contained within its 
directive titled, Personnel Security Management v.4, which is largely based on Executive Order 
12968. 6 The directive states that the Di rector of Security "acts as the ultimate authority ( or 
designates an alternate) for the reduction, denial, suspension, or revocation of an individual's 
eligibility for access to classified national security information and/or an individual's eligibility to 
be employed in a government position based on a suitability or fitness determination."' Within 
the Office of Security, the Chief of the Personnel Security Division is given the responsibility to 

3 On July 24, 2020, Radio Free Europe/Radio Liberty (RFE/RL)'s Acting President sent an email tol(b)(6); I requesting his 
assistance with this issue, given his relationship with the Department. In her email, she explained that the restrictions target 
RFE/RL and VOA and there had been discussions within RFE/RL as to whether the would have to consider closing their bureau 
in Russia if the new restrictions became law. l(b)(6); �orwarded this email to \b!\�!;·~ ·  on the same day and asked to 
reach out to the Department. 
4 (b) • nowledged to OIG that the communications ban was problematic but did not specifically recall discussing it 
wit �!(�t,, but generally recalled there having been an issue about this related to Russia. He also said that he had at a 
minimum, 1scussed his own concerns regarding the communications ban at senior staff meetings that would have included Mr. 
Pack and other relevant decision-makers. 
5 Whilel(b)(6); _ _ ldid not recall specifically discussing these concerns • she noted that "everyone" raised 
concerns about the spending freeze, and she could only assume that _b)(6); ~ ·  id  as  well. 
6 Executive Order 12968, Access to Classified Information, Aug. 4, 1995. 
7 USAGM, Personnel Security Management v.4, preface§ 6(c)(7). 
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suspend security clearances.8 The directive notes, however, that the Chief Executive Officer 
"may also exercise authority granted in 5 U.S.C. § 7532 to suspend without pay, and then 
remove, a USAGM employee when this action is deemed necessary in the interests of national 
security." 

The directive states, "Suspension of a clearance, also known as administrative withholding, is 
appropriate when a significant question of security eligibility arises. Suspension is warranted, 
for example, when the security organization receives information indicating possible gross 
misconduct, criminal conduct, substance abuse, or a serious breach of integrity." 9 Security 
eligibility is defined as "a determination of eligibility for access to classified information" that "is 
a discretionary security decision based on judgments by appropriately trained adjudicative 
personnel." 10 Executive Order 12968 states that "determinations of eligibility for access to 
classified information shall be based on criteria established under this order." 11 Those criteria 
are the adjudicative guidelines issued by the Office of the Director of National Intelligence 
{ODNI ), wh ich are :  

• Allegiance to the United States 
• Foreign influence 
• Foreign preference 
• Sexual behavior 
• Personal conduct 
• Financial considerations 
• Alcohol consumption 
• Drug involvement 
• Emotional, mental, and personality disorders 
• Criminal conduct 
• Security violations 
• Outside activities 
• Misuse of information technology systems.12 

USAGM's directive further specifies that "upon receipt of information that raises questions 
concerning the personnel security fitness of an individual, [the Office of Security] shall 
immediately assess the security factors involved and shall take suitable action to ensure 

8 USAGM, Personnel Security Management v.4, preface§ 6(d)(7). 
9 USAGM, Personnel Security Management v.4, ch. 11, § l0(b)(l). 
10 USAGM, Personnel Security Management v.4, appendix 1 (noting that "eligibility shall be granted only where facts and 
circumstances indicate access to classified information is clearly consistent with the national security interests of the United 
States, and any doubt shall be resolved in favor of the national security.") 
11 Executive Order 12968, Access to Classified Information, Aug. 4, 1995, § 2.l(a). 
12 SEAD 4: National Security Adjudicative Guidelines, Dec. 10, 2016. 
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national security interests are protected." 13 In making such a determination, the Office of 
Security must "consider such factors as the conclusiveness and seriousness of the information 
developed, the employee's access to classified information, and the opportunity the position 
affords the employee to commit acts contrary to national security interests." If USAGM decides 
to suspend a security clearance temporarily pending an investigation and the suspension 
exceeds 10 days, the employee is entitled to notice in writing with a justification for the 
suspension.14 USAGM's policy notes that "retaliation that affects eligibility for access to 
classified national security information is prohibited" and that USAGM officials shall not take or 
fail to take, or threaten to take or fail to take, any action affecting an employee's eligibility for 
access to classified national security information as a reprisal for a protected disclosure. 15 

Despite these policies, OIG found that no one who was trained in the adjudicative guidelines 
participated in the decision, preparation, or finalization of rb)(B); (b)(?)(C) !suspension letter. 
USAGM's directive states that decisions regarding security clearances must be made by 
"appropriately trained adjudicative personnel" using the adjudicative guidelines.16 However, in 
rb)(B); (b)(?)(C) I case, no one who was trained in those guidelines, such as the Chief of the 
Personnel Security Division who ordinarily has the responsibility to suspend security clearances, 
was even consulted about the suspension. 17 Even if USAGM officials had questions about the 
ability of its Office of Security, they could have consulted with the Office of Personnel 
Management (OPM) and ODNI about the suspension, but they did not do so. 

Legal Standard 

As noted above, PPD-19 prohibits the taking of any action with respect to any employee's 
security clearance or access determination in retaliation for having made a protected 
whistleblower disclosure. In 2020, the Inspector General for the Intelligence Community issued 
procedures for how it would review allegations of retaliation under PPD-19. 18 These procedures 
specify that a complainant must demonstrate that: (a) he or she made a protected disclosure; 
(b) the agency took or failed to take, or threatened to take or fail to take, any action with 
respect to the complainant's security clearance or access determination; and (c) the protected 
disclosure was a contributing factor in the agency's decision to take or fail to take, or threaten 
to take or fail to take, the security clearance action. 19 

13 USAGM, Personnel Security Management v.4, ch. 12, § l(b). 
14 USAGM, Personnel Security Management v.4, ch. 12, § 2(a). 
15 USAGM, Personnel Security Management v.4, ch. 12, § 2(e)(l), (2). 
16 USAGM, Personnel Security Management v.4, appendix 1. 
17 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
18 Inspector General of the Intelligence Community Instruction 2020.001, External Review Panel Procedures Pursuant to 50 
U.S.C. § 3236 and Presidential Policy Directive/PP0-19 (Dec. 17, 2020). 
19 Instruction 2020.001 § 9(C)(2). 
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Although PPD-19 and these procedures do not specify how to determine whether a protected 
disclosure was a "contributing factor" in the adverse security clearance determination, similar 
language is used in the Whistleblower Protection Act, codified at 5 U.S.C. § 1221, which 
prohibits agencies from taking adverse personnel actions in retaliation for protected 
disclosures. Under the Whistleblower Protection Act, a complainant can establish that his or 
her protected disclosure was a contributing factor in the alleged retaliatory personnel action 
through either direct evidence or through circumstantial evidence that the official taking the 
adverse action knew of the disclosure and the action occurred within a period of time such that 
a reasonable person could conclude that the disclosure was a contributing factor in the adverse 
action. 20 

If a complainant can demonstrate that he or she made a protected disclosure that was a 
contributing factor in the adverse determination, the burden shifts to the agency, which must 
"prove by a preponderance of the evidence that it wou Id have ta ken the same action in the 
absence of such disclosure, giving the utmost deference to the agency's assessment of the 
particular threat to the national security interests of the United States in the instant matter."21 

Federal courts have looked to three factors (commonly called the Carr factors) when 
determining whether an agency has met its burden: the strength of the agency's evidence in 
support of its decision; the existence and strength of any motive to retaliate on the part of the 
agency officials who were involved in the decision; and any evidence that the agency takes 
similar actions against employees who are not whistleblowers but who are otherwise similarly 
situated. 22 The courts weigh these three factors together to determine whether, as a whole, the 
agency has met its burden, and a strong showing on one factor may be sufficient.23 

Complainant's Burden 

l(b)(B); (b)(?)(C) I presented evidence that he made rotected disclosures by appropriately raising 
concerns with his first-line su ervisor b)(B); (b)(?)(C) and one of the decisionmakers in 
suspending the clearance (b)(B); (b)(?)(C) bout the funding for OTF and its potential implications 
for the safety of USAGM journalists, the need to notify Congress regarding changes to OPR's 
budget, and the effect of the communications ban. Under PPD-19, a protected disclosure is 
defined as a disclosure of information by the employee to, among other persons, a supervisor 
in the employee's chain of command that the employee reasonably believes is a violation of 

20 5 U.S.C. § 1221(e)( l)(A),(B). 
21 Instruction 2020.001 § 9(C)(2)(d). 
22 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.S.P.R. 682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997)). 
23 Lucchetti v. Dep't of Interior, 2017 MSPB LEXIS 743, *11 (M.S.P.B. Feb 15, 2017) (citing Phillips v. Dep't of Transportation, 113 
M.S.P.R. 73, 77 (2010)). 
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law, rule, or regulation or gross mismanagement, a gross waste of funds, an abuse of authority, 
or a substantial and specific danger to public health or safety. 24 

Based on OIG's review of documents and interviews, there is clear evidence tha�(b)(B); (b)(7)(C) 
made disclosures that fit the definition of "protected disclosure" because he made them to a 
supervisor in his chain of command. Furthermore, the concerns about OTF funding constitute a 
protected disclosure because �b)(B); (b)(?)(C) I reasonably believed that they related to a substantial 
and specific danger to public health or safety; in this instance, the safety of USAGM journalists. 
Reasonable belief means that the whistleblower actually believes in the impropriety of the 
conduct at issue and that belief is objectively reasonable, meaning a person similarly situated 
would also find the actions to be unlawful or improper.25 Given his role, rb)(B); (b)(?)(C) I was 
knowledgeable about the internet freedom tools supported by OTF and the role that they 
played in ensuring journalist safety. l(b)(B); (b)(?)(C) !concern about the need to notify Congress 
regarding the decision to reduce the funding for OPR was also reasonable. Based on a plain 
reading of the statute's congressional notification provision and the facts known to him at the 
time, it was reasonable for fb)(B); (b)(?)(C) Ito believe that the budget reductions to OPR required 
congressional notification and not doing so would violate the law. Likewise, OIG finds that b)(B); 

h\/7\/ 

I\�/\�!:�, I belief that the freeze on various actions and the implementation of the external 
communications ban constituted gross mismanagement was also reasonable because he 
believed that these actions created substantial risk to the agency mission. 26 For example, �b-)(6-);� 

b)(6)· h\17\ff'\ 

h1m1r1 told OIG that the freeze undermined critical agency missions and that the 
communications ban effectively prevented his staff from fulfilling and responding to even 
simple requests from the Department and created a misapprehension among key stakeholders 
that they were non responsive, which further risked the agency's ability to accomplish its 
mission. In addition, OIG notes that this ban on external communications prohibited employees 
from contacting OIG with concerns about wrongdoing, which is a violation of the Inspector 
General Act. 27 

While OIG found no direct evidence that b)(B); (b)(?)(C) disclosures were a contributing factor in 
the suspension of his security clearance, ere 1s circumstantial evidence that the individuals 
involved in the suspension of his clearance knew of his disclosures and that they moved to 
suspend his clearance shortly after he made protected disclosures. 

As stated above, Mr. Pai-u,... .................... L.Ll........,fficial who signed the letter suspending (b)(B); (b)(?)(C) 
security clearance, and told OIG that Mr. Pack was aware that (b)(B); (b)(?)(C) had 

24 PPD-19 § F(S). 
25 Craine v. NSF, 687 Fed. Appx. 682, 691 (10th Cir. Apr. 26, 2017). 
26 The courts have defined gross mismanagement as a "management action or inaction which creates a substantial risk of 
significant adverse impact upon the agency's ability to accomplish its mission." See White v. Dep't of the Air Force, 391 F.3d 
1377, 1382 (Fed. Cir., Dec. 15, 2004). 
27 5 U.S.C. App. § 7(c). 
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raised concerns regarding the spending freeze. fb)(B); (b)(?)(C) I also told OIG that he raised several 
of his concerns wit��()�(;r:, I who was one of the individuals that USAGM stated had 
"provided advice or guidance regarding the decision [to suspend the clearances] or participated 
in its execution." l(b)(6); (b)(7)(C) !made his disclosures to��!\�!;,�, � between June and August 2020, 
including one a week prior to the suspension of his clearance.28 

Accordingly, OIG concludes that there is circumstantial evidence that (b)(B); (b)(?)(C) rotected 
disclosures were a contributing factor in the suspension of his clearance because USAGM 
officials involved in the suspension were aware of his disclosures and moved to suspend his 
clearance within days of his disclosures, a period of time such that a reasonable person would 
conclude that the disclosure was a contributing factor in the adverse action. Therefore, l\�1\�U 
l\�1\�1:�, I has met his burden by demonstrating that he made protected disclosures, USAGM took 
an adverse action regarding his clearance, and the protected disclosures were a contributing 
factor in the adverse action. 

Agency's Burden 

Because b)(B); (b)(?)(C) met his burden, USAGM must demonstrate by a preponderance of the 
evidence that it would have suspended rb)(B); (b)(?)(C) I clearance even absent his protected 
disclosures. 

As noted above, the courts have traditionally reviewed three factors in determining whether an 
adverse action resulted from a protected disclosure.29 The first factor that the courts use to 
weigh whether an agency has met its burden is the strength of the evidence in support of the 
adverse action. In examining this factor, OIG examines the evidence supporting the adverse 
action and whether there were "legitimate reasons" for the personnel action. 30 

The suspension letter cited several reasons for the suspension of (b)(B); (b)(?)(C) clearance: 

1) The background investigation which granted his security clearance was done by USAGM 
when USAGM lacked the proper authority to investigate and perform background 
checks. 

2) As a USAGM senior leader, he failed to take necessary corrective action to remedy 
personnel and other security concerns. 

3) He "knowingly and willfully granted eligibility for, or allowed access to, classified 
information in violation of the law and its implementing regulations." 

28 l(b)(B); !acknowledged to OIG that, although she did not recall l(b)(B); lspecifically raising concerns to her, it was likely 
that he had raised to her concerns about the spending freeze. 
29 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.5.P.R. 682, 
688, aff'd, 116 F.3d 1497 (Fed. Cir. 1997)). 
30 Baker v. Dep't of Defense, 2016 MSPB LEXIS 4567 (M.S.P.B Aug. 4, 2016). 
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4) The Office of Risk Management identified him, in his capacity as CSO, as a risk to 
USAGM. 

OIG addresses each of these justifications individually below. 

l(b)(B); (b)(?)(C) !Background Investigation 

The suspension letter alleged that b)(B); (b)(?)(C) background investigation "was done by USAGM 
when USAGM lacked the proper authority to investigate and perform background checks." This 
statement presumably refers to the fact that USAGM performs background checks and grants 
clearances based on a delegation of authority from the OPM, and that in 2012, USAGM did not 
return the signed memorandum of understanding (MOU) to OPM granting the delegation. 

As noted previously, l(b)(6); (b)(?)(C) 
(b)(6); (b)(?)(C) 
b)(6); (b)(?)(C) '-----------------------------� However, because of 
deficiencies in USAGM's personnel security program, OPM and ODNI did instruct it to have the 
Defense Counterintelligence and Security Agen ·nvestigate some of the clearances 
h d b USAGM . I d. h f b)(B); (b)(?)(C) A h . f h. . DCSA t at were grante y , inc u mg t at o ,...._ ___ _. t t e time o 1s suspension, 

had already completed a reinvestigation of his security clearance and the re-adjudication was 
almost complete. 

Nonetheless, the uncertainty surrounding USAGM's authority to investigate and adjudicate 
clearances is not a legitimate basis to suspend b)(B); (b)(?)(C) clearance. At no point did OPM or 
ODNI direct USAGM to suspend the clearances while the reinvestigations were pending. 
Furthermore, as noted above,fb)(B); (b)(?)(C) I investigation had already been completed by DCSA 
at the time of his suspension and his re-adjudication was pending, yet no one from USAGM 
reached out to DCSA to ascertain if any adverse issues were found and if the re-adjudication 
would be imminent. 

Failure to Remedy Personnel Security Concerns 

The suspension letter alleged that (b)(B); (b)(?)(C) failed to correct longstanding deficiencies in 
USAGM's personnel security program and that in failing to do so, he "knowingly and willfully 
granted eligibility for, or allowed access to, classified information in violation of the law and its 
implementing regulations." USAGM provided several program reviews of USAGM's personnel 
security program conducted by OPM and ODNI as appendices to the suspension letter. These 
reviews highlighted numerous deficiencies in USAGM's program and directed it to undertake 
corrective action to address these deficiencies. 
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However, according to l(b)(5); (b)(?)(C) I position description, the position of CSO is not responsible 
for or in any way involved in managing the personnel security program. Thus, the CSO role had 
no bearing on the personnel security issues at USAGM, the vast ma·ori of which predated 1�11�1; 
)�()�(1r1 USAGM tenure. Given this, USAGM's allegation that (b)(5); (b)(?)(C) failed to correct 
personnel security concerns is likewise not a legitimate basis to suspend his security 
clearance. 31 

Risk Management Issues 

The suspension letter also noted that the Office of Risk Management (ORM) identified �()�(; 
I\�/\�/;,�, I in his capacity as CSO, as a risk to USAGM. In support of this assertion, the sus ension 
letter attached a document titled "CSO Risk," purporting to contain a risk profile for )�()�(;r 
b)(6); However, rather than an analysis of risk, the document instead contained two claims of 
improper hiring practices, which the document itself noted required additional support to 
substantiate, and a discussion of various issues surrounding OTF, many of which predate�b)(6); I 
(b)(6); 
/h\171/rl tenure. 

USAGM's Chief Risk Officer prepared this document. According to this official, � ...... b_)(6_);_(b_)(7_)(_c_) ___ __, 
first contacted him on July 24, 2020, and instructed him to prepare an analysis of the risk 
presented by severa I employees. A few days later,i(b)(5); (b)(?)(C) I added b)(5); (b)(?)(C) to that 
list. rb)(6); (b)(?)(C) I told him to include any negative information that he had heard about the 
individuals regardless of whether he could verify the information. fb)(5); (b)(?)(C) ltold him to 
add even rumors that he "heard in the halls." 

First, the CSO Risk document asserted that l(b)(5); (b)(?)(C) I had hired an unspecified "close family 
friend" to work at an unspecified position at USAGM. The document specifically noted in 
boldface type, that this allegation "need[ed] to be corroborated with HR documents." 1�11�1; 
)�()�(iri denied having engaged in this conduct and the ORM official confirmed to OIG that he 
did not have firsthand knowledge of this allegation and did not know whether it was true. The 
risk document also asserted that (b)(5); (b)(?)(C) had acted improperly in allowing another USAGM 
employee to be transferred into a senior advisory role under him. The document contended 
this employee was transferred because he had made "misogynistic remarks" and had 
mistreated "female subordinates," but did not allege that fb)(5); (b)(?)(C) lwas aware of or complicit 
in this conduct. The document also noted, again in boldface type, that this allegation also 

31 Even if Kb)(6); lwas responsible for managing the personnel security program, any deficiencies in doing so would 
constitute a performance issue. Performance issues are not included in the adjudicative guidelines and generally are not 
relevant to the granting or denial of a clearance. Indeed, when USAGM presented this same set of a facts to two trained 
security clearance adjudicators in December 2020, they determined that "there are no security issues that fall under the 
Security Executive Agency Directive (SEAD 4) and Executive Order 12968." The adjudicators determined that "these issues are 
all performance issues which fall under the Office of Human Resources." 

11 

SEf�SITIVE BUT UNCLASSIFIED 

Page 1 1  of 1 4  

r -_J D 

D 
p 

J 

J 



SENSITIVE BUT UNCLASSIFIED 

required the further support of "HR documents." USAGM officials performed no follow-up work 
to ascertain if the allegations contained in the purported risk profile had any basis in fact before 
relying upon them to suspendl(b)(B); (b)(?)(C) �learance. The use of office gossip and 
uncorroborated statements substantially diminish the evidentiary weight of the CSO Risk 
document. 

Finally, the document alleged that "OTF creates risks to the Agency including funding projects 
that fall outside the scope of the Appropriations Act, such as by focusing on funding civil society 
internet freedom activities." However, the document does not explain how, if at all, fb)(B); (b)(?)(C) 
in his capacity as CSO contributed to or mitigated these risks. In fact, the document only 
discusses l(b)(B); (b)(?)(C) I role by noting that OIF oversees OTF and is part of rb)(B); (b)(?)(C) ! portfolio. 
The supporting documentation for the alleged OTF risk contains information that reveals the 
OTF issues began in 2002, 16 years beforefb)(6); (b)(?)(C) I began workin at USAGM, and most of 
the events it describes occurred in 2017 or earlier, before b)(B); (b)(?)(C) became the Acting CSO in 
October 2018. Importantly, the supporting documentation does not mention l(b)(6); (b)(?)(C) lby 
name or title and instead attributes issues with OTF and OIF to the former USAGM CEO, the 
General Counsel, and the CEO of OTF. Thus, with respect to OTF, the CSO Risk document 
supporting documentation in no way tiesl(b)(B); (b)(?)(C) I to a purported OTF risk. 

Even if the information identifying fb)(B); (b)(?)(C) las contributing to OTF's problems was accurate, 
the issues discussed in the document are, at most, performance or policy issues which are not 
pertinent to the adjudicative guidelines and thus not a legitimate reason for the suspension of a 
clearance. 

With respect to the second Carr factor-the existence and strength of any motive to reta Ii ate 
on the part of the individuals who were involved in the decision-DIG found some evidence of 
motive on the part of individuals responsible for the decision to suspend rb)(B); (b)(?)(C) ! clearance. 
For example, in August 2020, (b)(B); (b)(?)(C) both of whom were key 
decision makers in the decision to suspend b)(B); (b)(?)(C) clearance, discussed how to respond to 
several congressional inquiries via email. Many of these inquiries concerned the subjects of fb)(6)1 
I\�/\�!:�, �isclosures, such as the funding of OTF and the lack of congressional notification for 
funding decisions. rb)(B); (b)(?)(C) I appeared to be dismissive of the concerns implicit in the 
congressional questions. For example, in response to one of the questions regarding allegations 
of the withdrawal of funds from OTF, she replied, "#fakenews." To another inquiry regarding 
the lack of congressional notification for funding decisions, she cast doubt on the underlying 
assumption of the question, referring to "so called reprogramming." The negative reaction of 
USAGM officials to con ressional concerns that were largely similar to those that they knew 
were also raised by b)(B); (b)(?)(C) suggests they had a similar reaction to his concerns and there 
may have been at least some retaliatory motive in the decision to suspend �(b)(B); (b)(?)(C) I 
clearance. 
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(b )(5) Attorney-Client 

b)(S) Attomey-Client Shortly after these exchanges (b)(B); (b)(?)(C) 

�\i�\rcl began their effort to suspend the security clearance of (b)(B); (b)(?)(C) ,._a_s_w_e_a_s_t�o_s_e_o_ 
the other five complainants. 

OIG's analysis of the third Carr Factor- evidence that the agency takes similar actions against 
employees who are not whistleblowers but who are otherwise similarly situated-also suggests 
that the suspension of fb)(B); (b)(?)(C) I clearance was retaliatory. For example, the background 
investigations of hundreds of other employees were conducted during the years when there 
was not a signed delegation MOU, yet the security clearances of only seven employees (all of 
whom were whistleblowers) were suspended. 33 

OIG's examination reveals that even though USAGM cited four different reasons to suspend the 
security clearance of (b)(B); (b)(?)(C) none of them relate to the adjudicative guidelines and thus 
do not constitute a legitimate basis for the suspension. Likewise, OIG found some evidence of a 
retaliatory motive and no evidence that USAGM took comparable action against individuals 
who were similarly situated but were not whistleblowers. Accordingly, USAGM cannot meet its 
burden to demonstrate by a preponderance of the evidence that it would have suspended �(�(; 

l(b)(6); �- !security clearance absent his protected disclosures. 

Conclusion 

fb)(B); (b)(?)(C) I made several protected disclosures to USAGM officials when he raised concerns 
about the lack of funding for OTF, the spending freeze, budget reductions and reallocations, 
and the impacts of the communications ban. Shortly thereafter, USAGM suspended his security 
clearance. 

USAGM could not demonstrate by a preponderance of the evidence that it would have 
suspended his clearance absent his protected disclosures. The four reasons cited in ,,,..rb
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suspension letter bear no relation to the adjudicative guidelines and USAGM failed to follow its 
own directive for suspending a clearance. In addition, OIG found evidence of retaliatory motive 
by individuals involved in the suspension and no evidence that USAGM took action against 
similarly situated individuals who were not whistleblowers. 

32 5 C. F.R. § 359.406. 
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Pursuant to PPD-19, OIG may recommend that the agency reconsider the employee's Eligibility 
for Access to Classified Information and "take other corrective action to return the employee, 
as nearly as practicable and reasonable, to the position such employee would have held had the 
reprisal not occurred." 

Prior to the completion of this investigation, USAGM reconsidered (b)(6); (b)(7)(C) eligibility for 
access to classified information and restored b)(5); (b)(?)(C) security clearance. Nonetheless, 
USAGM should also consider other corrective action, including but not limited to formally 
rescinding the suspension letter and awarding him attorney's fees and other reasonable 
compensatory damages. 
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Office of Inspector General 
United States Department of State 
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MEMORANDUM 

FROM: 

TO: 

SUBJECT: 

b)(6); (b)(7)(C) 
OIG - Jeffrey McDermott, Assistant Inspector General 

USAGM - Kelu Chao, Acting Chief Executive Officer 

Report of Investigation Pursuant to Presidential Polic Directive 19 
OIG Whistle blower Case 2020-0105 (b)(B); (b)(?)(C) 

June 14, 2021 

Presidential Policy Directive 19 (PPD-19) prohibits the taking of any action affecting an 
employee's eligibility for access to classified information as a reprisal for a protected 
disclosure. 1 PPD-19 requires that every agency have a review process that permits employees 
to appeal actions affecting eligibility for access to classified information they allege to be in 
violation of the directive. As part of the review process, the agency Inspector General shall 
conduct a review to determine whether an action affecting eligibility for access to classified 
information violated the directive, whether the agency should reconsider the action, and 
whether corrective action is warranted. 

As described below, the De artment of State (Department) Office of Inspector General {OIG) 
received a complaint from (b)(B); (b)(?)(C) who serves as the Executive Director at the U.S. 
Agency for Global Media (USAGM). )�()�(1r1 

alleged that her security clearance was suspended 
after having made protected whistleblower disclosures. OIG's investigation found that t�1\�L, I 

�/\�k-- , eligibility for access to classified information was suspended after she made protected 
disclosures and that USAGM did not demonstrate by a preponderance of the evidence that

..,,.
l(b

.,...,.)(6,..,...); -- _-,I 
I\�/\�!:�, becurity clearance would have been suspended absent her disclosures. 

Allegation 

On September 29, 2020, counsel for )�;)�\icl long with five other senior management 
officials from USAGM, filed a complaint with OIG in accordance with PPD-19, alleging that 
USAGM suspended their security clearances after they raised concerns to their designated 
supervisors and USAGM management. )�;)�;(C) told OIG that she raised a concern about a 

1 PPD-19 defines a protected disclosure as "a disclosure of information by the employee to a supervisor in the employee's direct 
chain of command up to and including the head of the employing agency, to the Inspector General of the employing agency or 
Intelligence Community Element, to the Director of National Intelligence, to the Inspector General of the Intelligence 
Community, or to an employee designated by any of the above officials for the purpose of receiving such disclosures, that the 
employee reasonably believes evidences (i) a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety!' 

SENSITIVE BUT UNCLASSIFIED 

Page 1 of 12 

r 

y 

p 

I . _J 

r J 

I - ___J 

I -_J 



SENSITIVE BUT UNCLASSIFIED 

contractor performing inherently governmental functions, in violation of federal law. She stated 
that she raised this concern first to USAGM Vice President for Legal, Compliance, and Risk 
Management b)(6); (b)(?)(C) and then to Chief Executive Officer {CEO) Michael Pack, Chief of 
Staff (b)(5); (b)(?)(C) nd Deputy Chief of Staff l(b)(5); (b)(?)(C) I alleged that the 
suspension of her security clearance was in retaliation for her disclosures to these individuals. 

OIG reviewed the complaint and determined that it contained sufficient details to allege a 
violation of the prohibition against retaliation for making a protected disclosure. Consequently, 
OIG initiated an investigation of the allegations. 

Background 

�?!\�!;·�- I is a career civil servant who has worked at USAGM and its predecessors since 1992. In 
June 2019, I\�/\�/:", I was promoted to the Senior Executive Service (SES) as the Executive 
Director of USAGM. Her responsibilities include managing USAGM's internal workflow and 
official communications with other federal agencies; directing management functions and 
facilitating the CEO's responsibilities for formulating, coordinating, and communicating major 
policy decisions; leading the front office operations; and overseeing the Executive Secretariat 
office. 

The position of Executive Director reauires a Too Secret securitv clearanceJb)(5); (b)(?)(C) 
b)(6); (b)(?)(C) 

On June 4, 2020, Michael Pack was confirmed as USAGM's CEO. As Executive Director, l�\m(c) 
reported directly to the CEO until June 17, 2020, when �b)(5); (b)(?)(C) I sent an email to USAGM 
senior management (including t�?\�/;,"' I revoking various delegations and reassi nin career 
staff. b)(6); as assigned to report to l(b)(6); (b)(?)(C) I effective immediately. �/�/;,.,,, 

b)(5); (b)(?)(C) Senior Advisor to the USAGM CEO, assumecfb)(5); (b)(?)(C) loosition after his 
departure in July 2020. 

According to f�/\�(;,.,,, I she first raised a concern about what she believed to be a violation of 
law during a meeting with (b)(6); (b)(?)(C) nd Mr. Pack's special assistant in late June 2020. 
During this meeting, she raise concerns that a contractor (as opposed to a federal employee) 
was performing inherently governmental functions, such as approving and certifying the 
timesheets of front office staff and authorizing purchases of office supplies and equipment for 
the CE O's Office�(b)(6); �- I believed that these were inherently governmental functions and that 
contractors were prohibited by law, regulation, and policy from performing them. According to 
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l .... (b
-
)(5
_
)
_
; (b
_
)
_
(7
_
)(C
_
) ____ ___,I responded that he would contact l(b)(5); (b)(?)(C) �or guidance about these 

issues. 

(b)(6); 
(b)(7)(C) said that she also raised her concerns about the contractor performing inherently 
governmental functions durin an August 7, 2020, meeting with Mr. Pack, fb)(6); (b)(7)(C) �nd 
��1�1;,_, �ccording to �/\�(;,_, Mr. Pack stated that he and his team would review the 
timekeeping issue. 2 

During his OIG interview, Mr. Pack acknowledged that there had been objections to many of 
the changes he attempted to implement during his tenure but denied any knowledge of specific 
concerns raised byl\�/\�/;,"' pr any of the other alleged whistleblowers in this matter. However, 
Mr. Pack also acknowledged that members of his senior political staff, including l(b)(5); (b)(?)(C) I 

l(b)(6); (b)(7)(C) I initially identified the individuals whose clearances should be suspended. 
Mr. Pack said he "assumed" that any purported whistleblower disclosures had not been a factor 
in their selections but did not articulate any steps he took to confirm this. OIG was unable to 
interview fbH6); (b)(?)(C) l 3 

On August 12, 2020, �(��(1r:1 received a letter, signed by Mr. Pack, suspending her security 
clearance and placing her on paid administrative leave. The letter stated: "You are hereby 
notified, pursuant to Executive Order 12968 and other applicable law, policies, and procedures, 
that I certify it is in the interest of U.S. national security to suspend your security clearance, 
pending the outcome of an investigation effective immediately." On January 4, 2021, ��!�!:", 
was informed that she was required to return to duty on January 18, 2021, and presumably, her 
security clearance was reinstated. 

USAGM Security Clearance Suspension Procedures 

USAGM's policy and procedures for suspending security clearances are contained within its 
directive titled, Personnel Security Management v.4, which is largely based on Executive Order 
12968.4 The directive states that the Director of Security "acts as the ultimate authority (or 
designates an alternate) for the reduction, denial, suspension, or revocation of an individual's 
eligibility for access to classified national security information and/or an individual's eligibility to 
be employed in a government position based on a suitability or fitness determination."s Within 
the Office of Security, the Chief of the Personnel Security Division is given the responsibility to 

2 �1\�1;,_, told DIG that she did not recall Kb)(6); lsoecifically raising concerns about the contractor performing inherently 
governmental functions, but she did remember discussions about whether this contractor could certify timesheets. 
3 !(b)(6); I had departed federa l service when DIG sent out interview requests, and DIG does not have the a bili to compel 
individuals who have left federal service. !/b\/6\� ; I did not respond to 0IG's request for an interview. (b)(6); (b)(?)(C) 
agreed to an interview but asked that it oe hel a ter she departed federal service to accommodate her sc e u e. S ort y a  ter 
departing federal service, she rescinded her agreement to sit for the interview. 
4 Executive Order 12968, Access to Classified Information, Aug. 4, 1995. 
5 USAGM, Personnel Security Management v.4, preface § 6(c)(7). 

3 

SENSITIVE BUT UNCLASSIFIED 

Page 3 of 12 

g 
I 



SENSITIVE BUT UNCLASSIFIED 

suspend security clearances.6 The directive notes, however, that the Chief Executive Officer 
"may also exercise authority granted in 5 U.S.C. § 7532 to suspend without pay, and then 
remove, a USAGM employee when this action is deemed necessary in the interests of national 
security." 

The directive states, "Suspension of a clearance, also known as administrative withholding, is 
appropriate when a significant question of security eligibility arises. Suspension is warranted, 
for example, when the security organization receives information indicating possible gross 
misconduct, criminal conduct, substance abuse, or a serious breach of integrity." 7 Security 
eligibility is defined as "a determination of eligibility for access to classified information" that "is 
a discretionary security decision based on judgments by appropriately trained adjudicative 
personnel." 8 Executive Order 12968 states that "determinations of eligibility for access to 
classified information shall be based on criteria established under this order."9 Those criteria 
are the adjudicative guidelines issued by the Office of the Director of National Intelligence 
{ODNI ), wh ich are :  

• Allegiance to the United States 
• Foreign influence 
• Foreign preference 
• Sexual behavior 
• Personal conduct 
• Financial considerations 
• Alcohol consumption 
• Drug involvement 
• Emotional, mental, and personality disorders 
• Criminal conduct 
• Security violations 
• Outside activities 
• Misuse of information technology systems. 10 

USAGM's directive further specifies that "upon receipt of information that raises questions 
concerning the personnel security fitness of an individual, [the Office of Security] shall 
immediately assess the security factors involved and shall take suitable action to ensure 

6 USAGM, Personnel Security Management v.4, preface§ 6(d)(7). 
7 USAGM, Personnel Security Management v.4, ch. 11, § l0(b)(l). 
8 USAGM, Personnel Security Management v.4, appendix 1 (noting that "eligibility shall be granted only where facts and 
circumstances indicate access to classified information is clearly consistent with the national security interests of the United 
States, and any doubt shall be resolved in favor of the national security.") 
9 Executive Order 12968, Access to Classified Information, Aug. 4, 1995, § 2.l(a). 
10 SEAD 4: National Security Adjudicative Guidelines, Dec. 10, 2016. 
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national security interests are protected." 11 In making such a determination, the Office of 
Security must "consider such factors as the conclusiveness and seriousness of the information 
developed, the employee's access to classified information, and the opportunity the position 
affords the employee to commit acts contrary to national security interests." If USAGM decides 
to suspend a security clearance temporarily pending an investigation and the suspension 
exceeds 10 days, the employee is entitled to notice in writing with a justification for the 
suspension.12 USAGM's policy notes that "retaliation that affects eligibility for access to 
classified national security information is prohibited" and that USAGM officials shall not take or 
fail to take, or threaten to take or fail to take, any action affecting an employee's eligibility for 
access to classified national security information as a reprisal for a protected disclosure. 13 

Despite these policies, OIG found that no one who was trained in the adjudicative guidelines 
participated in the decision, preparation, or finalization of ��!��!:�, !suspension letter. 
USAGM's directive states that decisions regarding security clearances must be made by 
"appropriately trained adjudicative personnel" using the adjudicative guidelines. 14 However, in 

(b)(B); (b)(?)(C) case, no one who was trained in those guidelines, such as the Chief of the Personnel 
Security Division who ordinarily has the responsibility to suspend security clearances, was even 
consulted about the suspension. 15 Even if USAGM officials had questions about the ability of its 
Office of Security, they could have consulted with the Office of Personnel Management (OPM) 
and ODNI about the suspension, but they did not do so. 

Legal Standard 

As noted above, PPD-19 prohibits the taking of any action with respect to any employee's 
security clearance or access determination in retaliation for having made a protected 
whistleblower disclosure. In 2020, the Inspector General for the Intelligence Community issued 
procedures for how it would review allegations of retaliation under PPD-19. 16 These procedures 
specify that a complainant must demonstrate that: (a) he or she made a protected disclosure; 
(b) the agency took or failed to take, or threatened to take or fail to take, any action with 
respect to the complainant's security clearance or access determination; and (c) the protected 
disclosure was a contributing factor in the agency's decision to take or fail to take, or threaten 
to take or fail to take, the security clearance action.17 

11 USAGM, Personnel Security Management v.4, ch. 12, § l(b). 
12 USAGM, Personnel Security Management v.4, ch. 12, § 2(a). 
13 USAGM, Personnel Security Management v.4, ch. 12, § 2(e)(l), (2). 
14 USAGM, Personnel Security Management v.4, appendix 1. 
15 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
16 Inspector General of the Intelligence Community Instruction 2020.001, External Review Panel Procedures Pursuant to 50 
U.S.C. § 3236 and Presidential Policy Directive/PP0-19 (Dec. 17, 2020). 
17 Instruction 2020.001 § 9(C)(2). 
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Although PP0-19 and these procedures do not specify how to determine whether a protected 
disclosure was a "contributing factor" in the adverse security clearance determination, similar 
language is used in the Whistleblower Protection Act, codified at 5 U.S.C. § 1221, which 
prohibits agencies from taking adverse personnel actions in retaliation for protected 
disclosures. Under the Whistleblower Protection Act, a complainant can establish that his or 
her protected disclosure was a contributing factor in the alleged retaliatory personnel action 
through either direct evidence or through circumstantial evidence that the official taking the 
adverse action knew of the disclosure and the action occurred within a period of time such that 
a reasonable person could conclude that the disclosure was a contributing factor in the adverse 
action. 18 

If a complainant can demonstrate that he or she made a protected disclosure that was a 
contributing factor in the adverse determination, the burden shifts to the agency, which must 
"prove by a preponderance of the evidence that it wou Id have ta ken the same action in the 
absence of such disclosure, giving the utmost deference to the agency's assessment of the 
particular threat to the national security interests of the United States in the instant matter." 19 

Federal courts have looked to three factors (commonly called the Carr factors) when 
determining whether an agency has met its burden: the strength of the agency's evidence in 
support of its decision; the existence and strength of any motive to retaliate on the part of the 
agency of

f
icials who were involved in the decision; and any evidence that the agency takes 

similar actions against employees who are not whistleblowers but who are otherwise similarly 
situated. 20 The courts weigh these three factors together to determine whether, as a whole, the 
agency has met its burden, and a strong showing on one factor may be sufficient.21 

Complainant's Burden 

Based on its investigation, OIG determined that��/��!:�, I made protected disclosures when she 
raised concerns with Mr. Pack and other senior officials about a contractor performing 
inherently governmental functions in violation of federal law. Under PPD-19, a protected 
disclosure is defined as a disclosure of information by the employee to, among other persons, a 
supervisor in the employee's chain of command, including the head of the agency, that the 
employee reasonably believes is a violation of law, rule, or regulation or gross mismanagement, 
a gross waste of funds, an abuse of authority, or a substantial and specific danger to public 
health or safety.22 Based on OIG's review of documents and interviews, there is clear evidence 

18 5 U.S.C. § 1221(e)(l )(A),(B). 
19 Instruction 2020.001 § 9(C)(2)(d). 
2° Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v .  Dep't of Justice, 7 M.S.P.R.  682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997) ). 
21 Lucchetti v. Dep't of Interior, 2017 MSPB LEXIS 743, *11 (M.5.P.B. Feb 15, 2017) (citing Phillips v. Dep't of Transportation, 113 
M.S.P.R. 73, 77 (2010)). 
22 PPD-19 § F(S). 
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that �(��(1r:1 made a disclosure that fit the definition of protected disclosure to a supervisor in 
her chain of command. I\�/\�/;,�, �tated that, during a meeting in late June 2020, she raised 
concerns to l(b)(6); (b)(?)(C) I then her first line supervisor, that a contractor was certifying the 
timesheets of Federal employees and making purchases of office supplies and equipment in 
violation of the Federal Acquisition Regulation (FAR).23 Kb)(6); (b)(?)(C) ltold Kb)(6); lthat he would 
raise these issues with l(b)(5); (b)(?)(C) btated that she again raised these concerns to 
Mr. PackJb)(5); (b)(?)(C) I during a meeting on August 7, 2020. These conversations 
constitute protected disclosures because she raised them to a supervisor and others in her 
chain of command, and because they concerned information Kb)(6); I reasonably believed 
constituted violations of federal regulations. �1��t-, reasonably believed that a contractor 
certifying the timesheets violated the FAR because, according to l\�/\�/;,�, I the contractor 
approached her for help because the contractor knew that she could not perform inherently 
governmental functions. 

While OIG found no direct evidence that )�;)�\rel disclosures were a contributing factor in the 
suspension of her security clearance, there is circumstantial evidence that the individuals 
involved in the suspension of her clearance knew of her disclosure and that they moved to 
suspend her clearance shortly after she made the protected disclosures. As stated above, Mr. 
Pack was the official who signed the letter suspending��!��!;,_, !security clearance, and �(��(ir:i 
l(b)(6); !disclosed her concern about the contractor performing inherently governmental functions 
to Mr. Pack, at an August 7, 2020, meeting, less than a week before he signed the letter. In 
addition, USAGM identified l(b)(6); (b)(?)(C) las having participated in the decision to suspend \�/\�/; 
(b)(6); ecurity clearance. Mr. Pack told OIG that his staff, particularly l(b)(6); (b)(?)(C) I 
(b)(5); (b)(?)(C) proposed the suspension of the six complainants' security clearances and that he 
concurred with their proposal, but left the details of the suspensions up to them. Both Mr. Pack 
and rb)(6); (b)(?)(C) lwere among the recipients of f�/\�/;,., , I protected disclosures, and they 
participated in the decision to suspend her clearance on August 12, 2020, shortly after her 
disclosure. 

Accordingly, OIG concludes that there is circumstantial evidence that �b)(5); (b)(?)(C)ldisclosures 
were a contributing factor in the suspension of her clearance because USAGM officials involved 
in the suspension were aware of her disclosures and took the action within days of the 
disclosures, a period of time such that a reasonable person would conclude that the disclosures 
were a contributing factor in the adverse action. 

23 The FAR states that agencies may not use third-party contractors for the performance of inherently governmental functions, 
including the direction and control of federal employees and determining what supplies or services are to be acquired by the 
Government. 48 C.F.R. 7.503(c)(7), (20). 
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Agency's Burden 

Because )�()�(1r1 
met her burden, USAGM must demonstrate by a preponderance of the 

evidence that it would have suspended b)(5); (b)(?)(C) learance even absent her protected 
disclosures. 

As noted above, the courts have traditionally reviewed three factors in determining whether an 
adverse action resulted from a protected disclosure.24 The first factor that the courts use to 
weigh whether an agency has met its burden is the strength of the evidence in support of the 
adverse action. In examining this factor, OIG examines the evidence supporting the adverse 
action and whether there were "legitimate reasons" for the personnel action. 25 

The suspension letter cited several reasons for the suspension of (b)(5); (b)(?)(C) learance: 

1) Her background investigation was conducted by USAGM when USAGM lacked the 
proper authority to investigate and perform background checks. 

2) In her senior leadership role, she failed to take necessary corrective action to remedy 
personnel and other security concerns identified during the OPM and ODNI reviews, and 
she "knowingly and willfully granted eligibility for, or allowed access to, classified 
information in violation of the law and its implementing regulations. 

3) The Office of Risk Management (ORM) identified her, in her capacity as Executive 
Director, as having substantial involvement in creating risk within the agency. 

OIG addresses each of these justifications individually below. 

l
(b)(5); (b)(?)(C) !Background Investigation 

The suspension letter alleged that �()�(1r1 background investigation "was done by USAGM 
when USAGM lacked the proper authority to investigate and perform background checks." This 
statement presumably refers to the fact that USAGM performs background checks and grants 
clearances based on a delegation of authority from the OPM, and that in 2012, USAGM did not 
return the signed memorandum of understanding (MOU) to OPM granting the delegation. 

(b)(6); (b)(?)(C) 

24 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.S.P.R. 682, 
688, aff'd, 116 F.3d 1497 (Fed. Cir. 1997)). 
25 Boker v. Dep't of Defense, 2016 MSPB LEXIS 4567 (M.S.P.B Aug. 4, 2016). 

8 

SENSITIVE BUT UNCLASSIFIED 

Page 8 of 12 

I - _J 
f 

~ • _J 



SENSITIVE BUT UNCLASSIFIED 

Under the principles governing federal security clearances, as well as USAGM's Personnel 
Security Management policy, a security clearance generally remains valid unless the employee 
separates from service or an adverse action is taken to suspend or revoke the clearance, even if 
a reinvestigation does not occur in a timely fashion. As such, any doubt about the validity of 
USAGM's ability to perform background checks was not a legitimate reason to suspend)�()�(ir:, 

)�()�(1r:1 c learance. Furthermore, at no point, did OPM or ODNI direct USAGM to suspend any 
clearances that had been granted because of the fact of the unsigned MOU. Thus, USAGM's 
assertion that (b)(B); (b)(?)(C) clea ranee must be suspended because it was conducted at a time 
when USAGM lacked the proper authority is an illegitimate basis to suspend her clearance. 

Failure to Remedy Personnel Security Concerns 

The suspension letter alleged that �/\�k-, had failed to correct longstanding deficiencies in 
USAGM's personnel security program and that in failing to do so, she "knowingly and willfully 
granted eligibility for, or allowed access to, classified information in violation of the law and its 
implementing regulations." USAGM provided several program reviews of USAGM's personnel 
security program conducted by OPM and ODNI as appendices to the suspension letter. These 
reviews highlighted numerous deficiencies in USAGM's program and directed it to undertake 
corrective action to address these deficiencies. 

According ttj(b)(B); (b)(?)(C) !position description, she was responsible for "coordinating the 
workflow of the agency internally, and standing up and overseeing an Executive Secretariat 
staff, among other Executive Secretary functions." The position of Executive Secretariat is not 
responsible for managing the personnel security program, which reports to a separate 
executive, the Director of Management Services. According tol\�/\�L, lthe only role that she 
played relating to the deficiencies identified by OPM and ODNI was an administrative role, 
limited to tasking the underlying issues to the responsible offices. Given this administrative 
role, USAGM's allegation that��(�(iri railed to correct personnel security concerns is likewise 
not a legitimate basis to suspend her security clearance. 26 

Risk Management Issues 

The suspension letter also noted that the Office of Risk Management (ORM) identified l�;l�\rcl 
)�()�(;r in her capacity as Executive Director, as a risk to USAGM. However, USAGM's Fiscal Year 

26 Even if �b)(6); lwas responsible for managing the personnel security program, any deficiencies in doing so would constitute 
a performance issue. Performance issues are not included in the adjudicative guidelines and generally are not relevant to the 
granting or denial of a clearance. Indeed, in December 2020, USAGM presented this same set of facts to two trained security 
clearance adjudicators who determined that "there are no security issues that fall under the Security Executive Agency 
Directive (SEAD 4) and Executive Order 12968." The adjudicators determined that "these issues are all performance issues 
which fall under the Office of Human Resources." 
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( FY) 2019 and FY 2020 Enterprise Risk Profiles do not include the Executive Secretariat office or 
its activities as an identified risk among the enterprise risks to USAGM. In fact, the "Risk 
Response Plans" for Fiscal Year 2019 included the creation of the Executive Secretariat as a risk 
mitigation effort "to improve Agency business processes and workflows and diminish stove­
piping." 

In support of the assertion that ORM identified )�;)�\rel s a risk to USAGM, the suspension 
letter included a document titled "Executive Secretariat - Risk Analysis", purporting to contain a 
risk profile tor i\?!\�!; __ , I According to USAGM's Chief Risk OfficerJb)(6); (b)(?)(C) I first 
contacted him on July 24, 2020, and instructed him to prepare an analysis of the risk presented 
by several of the complainants and another individual and then subsequently expanded that list 
to include \�(�(;,_, and the remaining complainants. fb)(6); (b)(?)(C) �old him to include any 
negative information that he had heard about the individuals regardless of whether he could 
factually verify the information. kb)(6): (b)(?)(C) I told him to add even rumors that he "heard 
in the halls." This ORM of

f
icial assigned the drafting of ,�!\�!:�, risk analysis to his colleague, 

who told OIG that she obtained information about (b)(�); _ from (b)(B); (b)(?)(C) subordinate and 
did not corroborate the information. The ORM official sent b)(B); (b)(?)(C) he Risk Analysis 
document fo�b)�);_ _ _ Ion August 4, 2020. He then sent her a revised and fin a I version of the 
Risk Analysis on August 11, 2020, after, as will be discussed in further detail with respect to the 
second Carr factor below, l(b)(6); (b)(?)(C) I asked for "harsher language" to be added to the 
Risk Analysis document. 

The Risk Analysis document primarily focuses on concerns with )�()�(1r:1 management style. 
The Risk Analysis alleged that l(b)(B); (b)(?)(C)lactions have contributed to "low staff morale and give 
a harmful perce tion of the front office." The only reference to the Enterprise Risk Profiles is 
not specific to �(\�(;,_, r her office. For example, the document states that fb)(B); (b)(?)(C) I 
actions directly contributed to risks on both the FY19 and FY20 Enterprise Risk Profiles, 
'Resistance to change/Improved business processes' and 'Workforce Risk-Leadership and 
Retention', respectively. Both risks are the direct results of executive leaders like��(\�(;,_, I not 
adopting and/or adapting to improved business processes, data-driven decision-making, and 
effective leadership skills. Furthermore,��/\�L, lack of transparency, silo-focused workstyle, and 
counterproductive management habits will continue to plague the Agency until these risks are 
fully mitigated." However, as noted above, much of the information in the Risk Analysis was 
based on office gossip and uncorroborated statements from(b)(6); (b)(?)(C) subordinate, which 
diminishes the weight of the evidence. Even if the information was true, neither l(b)(B); (b)(?)(C) I 
office nor��/\�L, las an individual were included in the Fiscal Year 2019 and Fiscal Year 2020 
Risk Profiles. At most, the issues discussed in the Risk Analysis document are performance 
issues, which as noted earlier, are not pertinent to the adjudicative guidelines and thus not a 
legitimate reason for the suspension of a clearance. 
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The second Carr factor examines the existence and strength of any motive to retaliate on the 
part of the individuals who were involved in the decision. OIG found some evidence that CEO 
Pack and his team had motive to retaliate against I\�/\�!:�, l Shortly after \�!\�L, August 7 
disclosure, l(b)(5); (b)(?)(C) !contacted the ORM of

f
icial who drafted ,�!\�!:�, Risk Analysis 

and requested that ORM revise her Risk Analysis to add "harsher language" about �b)(6); (b)(?)(C) I 
leadership and how she was "inhibiting the Front Office from doing their job," and to add that 
/�\/�\rel should be removed from her position.27 The ORM official revised the Risk Anal sis 
document to include the recommendation that �1\�t-, be removed as directed by )�;)�;,,,\ 

l(b)(6); (b)(?)(C) land USAGM included this version as an attachment to ,�/\�/:�, suspension 
letter. 

b )(5) Attorney-Client 

7b)(5) Attomey-Client 
I Sh ti ft th h 1(b)(6) (b)(?)(C) or y a  er ese exc anges, 1 r."7�-.-----,,------,-,--.....,.....--' Newman began their effort to suspend the security clearance of ��/\�k--, I as well as those ot 

the other five complainants. 

OIG's analysis of the third Carr Factor- evidence that the agency takes similar actions against 
employees who are not whistleblowers but who are otherwise similarly situated-also suggests 
that the suspension of )�()�(ir1 clearance was retaliatory. For example, the background 
investigations of hundreds of other employees were conducted during the years when there 
was not a signed delegation memorandum, yet the security clearances of only seven employees 
(all of whom were whistleblowers) were suspended.29 

OIG's examination of the three Carr factors found that even though USAGM cited several 
different reasons to suspend the security clearance of l\?!\�!;." _ hone of them relate to the 
adjudicative guidelines and thus do not constitute a legitimate basis for the suspension. 
Likewise, OIG found some evidence of a retaliatory motive and no evidence that USAGM took 
comparable action against individuals who were similarly situated but were not whistleblowers. 
Accordingly, USAGM cannot meet its burden to demonstrate by a preponderance of the 
evidence that it would have suspended )�()�(1r1 

security clearance absent her protected 
disclosures. 

27 The ORM official's initial Risk Analysis draft recommended that ��!\�!:�, pnd the Executive Secretariat portfolio should be 
reviewed to determine whether the [office] still serves the same purpose now that the Board has been dissolved." 
28 5 C.F.R. § 359 .406. 

l

(b)(6); (b)U)(C) 
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Conclusion 

b)(6); 
h\171/rl made protected disclosures in June and August 2020 when she raised a concern to her 
supervisor and to Mr. Pack and other senior officials regarding a contractor performing 
inherently governmental functions in violation of federal law. Shortly thereafter, USAGM 
suspended her security clearance. 

USAGM could not demonstrate by a preponderance of the evidence that it would have 
suspended her clearance absent her protected disclosures. The reasons cited in �rb-)(G-);-(b-)(-?)-(C

_
)
_

� 

security clearance suspension letter bear no relation to the adjudicative guidelines and USAGM 
failed to follow its own directive for suspending a clearance. In addition, OIG found some 
evidence of retaliatory motive by individuals involved in the suspension and no evidence that 
USAGM took action against similarly situated individuals who were not whistleblowers. 

Pursuant to PPD-19, OIG may recommend that the agency reconsider the employee's eligibility 
for access to classified information and "take other corrective action to return the employee, as 
nearly as practicable and reasonable, to the position such employee would have held had the 
reprisal not occurred." 

Prior to the completion of this investigation, ..,,.....=->ol..LlLL.........,onsidered �()�\re:\ eligibility for 
access to classified information and restored �;)�\b security clearance. Nonetheless, 
USAGM should also consider other corrective action, including but not limited to formally 
rescinding the suspension letter and awarding her attorney's fees and other reasonable 
compensatory damages. 
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MEMORANDUM 

FROM: OIG - Jeffrey McDermott, Assistant Inspector General 

TO: USAGM - Kelu Chao, Acting Chief Executive Officer 

b)(6); (b)(7)(C) 

SUBJECT: Report of Investigation Pursuant to Presidential Policy Directive 19 
OIG Whistle blower Case 2020-0106 l(b)(6); (b)(?)(C) I 

June 14, 2021 

Presidential Policy Directive 19 (PPD-19) prohibits the taking of any action affecting an 
employee's eligibility for access to classified information as a reprisal for a protected 
disclosure. 1 PPD-19 requires that every agency have a review process that permits employees 
to appeal actions affecting eligibility for access to classified information they allege to be in 
violation of the directive. As part of the review process, the agency Inspector General shall 
conduct a review to determine whether an action affecting eligibility for access to classified 
information violated the directive, whether the agency should reconsider the action, and 
whether corrective action is warranted. 

As described below, the Department of State Office of Inspector General (OIG) received a 
complaint from (b)(B); (b)(?)(C ·rector of Management Services for the U.S. Agency for 

b)(6); (b)(7)(C) Global Media (USAGM). ,__ ___ .., lleged that USAGM suspended her security clearance 
after she made protected whistleblower disclosures. OIG's investigation found thatl\�/�!:�, I 
f�?\�?:�, !eligibility for access to classified information was suspended after she made protected 
disclosures, and that USAGM did not demonstrate by a preponderance of the evidence that it 
would have suspendedfb)(B); (b)(?)(C) I security clearance absent her disclosure. 

Allegation 

On September 29, 2020, counsel for fb)(B); (b)(?)(C) �long with five other senior management 
officials from USAGM, filed a complaint with OIG in accordance with PPD-19, alleging that 
USAGM suspended their security clearances after they raised concerns to their designated 
supervisors and USAGM leadership.�b)(B); (b)(?)(C) ! told OIG that she specifically raised concerns 

1 PPD-19 defines a protected disclosure as "a disclosure of information by the employee to a supervisor in the employee's direct 
chain of command up to and including the head of the employing agency, to the Inspector General of the employing agency or 
Intelligence Community Element, to the Director of National Intelligence, to the Inspector General of the Intelligence 
Community, or to an employee designated by any of the above officials for the purpose of receiving such disclosures, that the 
employee reasonably believes evidences (i) a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety." 
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regarding journalist visa renewals, improper Schedule C hiring, and the public disclosure of 
USAGM security vulnerabilities to the USAGM Chief of Staff,fb)(B); (b)(?)(C) land Deputy Chief 
of Staff, fb)(6); (b)(?)(C) I her second- and first-line supervisors, respectively. 

(b)(B); (b)(?)(C) alleges that the suspension of her security clearance was in retaliation for her 
complaints to the Chief of Staff and Deputy Chief of Staff. OIG reviewed the complaint and 
determined that it contained sufficient details to allege a violation of the prohibition against 
retaliation for making a protected disclosure. Consequently, OIG initiated an investigation of 
the allegations. 

Background 

b)(6); (b)(?)(C) 
was a career civil servant who had worked at USAGM and its predecessors since L...-----r;;:;:;;;;-;-:-7.::7r=,1 

1982. (b)(B); (b)(?)(C) held various positions under several administrations during her time at 
USAGM. In late 2015Jb)(B); (b)(?)(C) �ssumed the position of Director of Management Services, a 
newly created senior management role that combined the oversight of USAGM offices 
responsible for the Offices of Human Resources, Contracts, Security, Civil Rights, 
Administration, and Workforce Support and Development. As Director of Management 
Services, fb)(B); (b)(?)(C) fnanaged approximately 100 USAGM employees. 

The oosition of Director of Management Services reauires a Too Secret securitv clearance. 
b)(6); (b)(?)(C) 

The U.S. Senate confirmed Michael Pack as USAGM Chief Executive Officer (CEO) on June 4, 
2020. On June 17, 2020, Mr. Pack's Chief of Staff, l(b)(B); (b)(?)(C) I sent an email to USAGM 
senior staff to announce changes to the leadership structure and revoke prior delegations of 
CEO authority. kb)(6); (b)(?)(C) I as Director of Management Services, now reported to the Deputy 
Chief of Staff, l(b)(B); (b)(?)(C) I The email also cautioned staff that "no actions are to be taken" and 
"no external communications are to be made" without "explicit approval" from the Chief 
Operating Of

f
icer; Vice President for Legal, Compliance, and Risk Management; Deputy Chief of 

Staff; or Chief of Staff. 

2 
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(b)(B); (b)(?)(C) told OIG that in late June 2020, she approached (b)(B); (b)(?)(C) 
�----�---�� 

regarding several J-1 visa extension requests that needed CEO approval.2 b)(B); (b)(?)(C) explained 
that the USAGM Office of Management Services routinely sought CEO approval prior to renewal 
of visa extensions, but that generally these requests were proforma (b)(B); (b)(?)(C) said she 
approached b)(6); (b)(?)(C) hen she did not receive the expected CEO approval. 
They told b)(B); (b)(?)(C) that leadership did not have enough information about J1 visa renewals 
to decide on the extension requestsJbHB); (b)(?)(C) I explained to l(b)(B); (b)(?)(C) I that 
the employees seeking renewal had no performance or security concerns that might have 
precluded extension approvals and that journalists awaiting J-1 visa extensions could be 
endangered if they were forced to return to their home countries. (b)(B); (b)(?)(C) gave an example 
of a Pakistani journalist living in the U.S. who risked grave danger if sent back to Pakistan, which 
could occur if the CEO refused to approve the necessary paperwork. AdditionallyJ(b)(B); (b)(?)(C) 
said she told l(b)(6); (b)(?)(C) !that visa renewal delays could negatively impact 
USAGM's credibility and its ability to recruit foreign journalists in the future. 

b)(6); (b)(?)(C) said when she was unable to get the needed approval after discussions with Ms. 
(b)(B); (b)(?)(C) she raised the issue with J(b)(6): (b)(?)(C) IUSAGM's Chief Operating 
Officer COO and with her former supervisor, the Deputy Director for Operations. On July 9, 
2020, (b)(B); (b)(?)(C) ent an email to the Deputy Director for Operations, which was shared with 
USAGM senior leadership, expressing urgent concern for a Chinese journalist whose work for 
Voice of America had made him a target of the Chinese government and whose life had been 
threatened. This journalist's transfer to the U.S. was already approved by the Department of 
State, but the transfer could not occur until the USAGM CEO approved the J-1 visa. l(b)(B); (b)(?)(C) 
said that despite repeated discussions with b)(B); (b)(?)(C) no CEO 
approval was forthcoming. Both (b)(6); (b)(?)(C) confirmed to OIG that b)(B); (b)(?)(C) 
had raised concerns regarding the J-1 visa renewals.3 

(b)(B); (b)(?)(C) told OIG that she also raised concerns with (b)(B); (b)(?)(C) about the 
improper use of the Schedule C hiring authority.4 b)(B); (b)(?)(C) said �\��\re> asked her to 
complete documentation and processing for four new Schedule C hires in early August 2020, 
but b)(B); (b)(?)(C) and her staff were unable to process the request because USAGM did not have 
OPM approval. b)(B); (b)(?)(C) said she spoke directly to a contact at OPM and was told that OPM 
approval was pending. (b)(B); (b)(?)(C) said she relayed the update to b)(B); (b)(?)(C) 

L---r=;;-'.",i==---....---____J 
and told them paperwork would have to wait until approval. However, (b)(B); (b)(?)(C) aid Ms. 

2 A J-1 visa is a classification of a visa for individuals participating in an approved program, such as teaching, instructing, 
studying consulting, or those who possess a special skill. 
3 OIG was unable to interviewl(b)(6); (b)(?)(C)lwho had departed from federal service during this investigation. 
4 Schedule C employees a re those who are excepted from the competitive service because they have policy-determining 
responsibilities or are required to serve in a confidential relationship to a key official. Schedule C appointments require advance 
approval from the White House Office of Presidential Personnel and the Office of Personnel Management (OPM). 
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)�()�(iri ignored this warning, and she believed the new hires began working without proper 
OPM approval.fb)(B); (b)(?)(C) �aid she did not know whether OPM ultimately granted approval. 

Finally, fb)(B); (b)(?)(C) baid OPM provided CEO Pack with a follow-up review of the USAGM 
suitability program in July 2020. According to the OPM report, "these reviews are conducted 
on, among others, agencies to which OPM has granted delegated investigative authority to 
conduct their own investigations and/or adjudications and agencies with a documented history 
of performance concerns." l(b)(B); (b)(?)(C) �xplained to OIG that the report detailed security 
vulnerabilities at USAGM. On August 4, 2020, CEO Pack issued a press release regarding the 
findings that included a link to the OPM report, making public these deficiencies. rb)(B); (b)(?)(C) 
explained that USAGM normally would not publish a report about internal security procedures. 

l(b)(B); (b)(?)(C) �mailed �b)(6); (b)(?)(C) I on August 4, 2020, expressing her serious 
concern about this public release because she believed that the release could increase 
USAGM's vulnerability to "bad actors." 

On August 12, 2020, b)(B); (b)(?)(C) received a letter, signed by CEO Pack, suspending her security 
clearance and placing her on paid administrative leave. The letter says: "I certify it is in the 
interest of U.S. national security to suspend your security clearance, pending the outcome of an 
investigation effective immediately." l(b)(B); (b)(?)(C) I 
l(b)(6); (b)(?)(C) I 

USAGM Security Clearance Suspension Procedures 

USAGM's policy and procedures for suspending security clearances are contained within its 
directive entitled, Personnel Security Management v.4, which is largely based on Executive 
Order 12968. 6 The directive states that the Director of Security "acts as the ultimate authority 
(or designates an alternate) for the reduction, denial, suspension, or revocation of an 
individual's eligibility for access to classified national security information and/or an individual's 
eligibility to be employed in a government position based on a suitability or fitness 
determination."7 Within the Office of Security, the Chief of the Personnel Security Division is 
given the responsibility to suspend security clearances. 8 The directive notes, however, that the 
CEO "may also exercise authority granted in 5 U.S.C. § 7532 to suspend without pay, and then 
remove a USAGM employee when this action is deemed necessary in the interests of national 
security." 

rb)(
6); (b)(?)(C) 

6 Executive Order 12968, Access to Classified Information, Aug. 4, 1995. 
7 USAGM, Personnel Security Management v.4, preface § 6{c)(7). 
8 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
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The directive states, "Suspension of a clearance, also known as administrative withholding, is 
appropriate when a significant question of security eligibility arises. Suspension is warranted, 
for example, when the security organization receives information indicating possible gross 
misconduct, criminal conduct, substance abuse, or a serious breach of integrity."9 Security 
eligibility is defined as "a determination of eligibility for access to classified information" that "is 
a discretionary security decision based on judgments by appropriately trained adjudicative 
personnel." 10 Executive Order 12968 states that "determinations of eligibility for access to 
classified information shall be based on criteria established under this order." 11 Those criteria 
are the adjudicative guidelines issued by the Office of the Director of National Intelligence 
(ODNI), which are: 

• Allegiance to the United States 
• Foreign influence 
• Foreign preference 
• Sexual behavior 
• Personal conduct 
• Financial considerations 
• Alcohol consumption 
• Drug involvement 
• Emotional, mental, and personality disorders 
• Criminal conduct 
• Security violations 
• Outside activities 
• Misuse of information technology systems.12 

USAGM's directive further specifies that "upon receipt of information that raises questions 
concerning the personnel security fitness of an individual, [the Office of Security] shall 
immediately assess the security factors involved and shall take suitable action to ensure 
national security interests are protected." 13 In making such a determination, the Office of 
Security must "consider such factors as the conclusiveness and seriousness of the information 
developed, the employee's access to classified information, and the opportunity the position 

9 USAGM, Personnel Security Management v.4, ch. 11, § l0(b)(l). 
10 USAGM, Personnel Security Management v.4, appendix 1 (noting that "eligibility shall be granted only where facts and 
circumstances indicate access to classified information is clearly consistent with the national security interests of the United 
States, and any doubt shall be resolved in favor of the national security.") 
11 Executive Order 12968, Access to Classified Information, Aug. 4, 1995, § 2.l(a). 
12 SEAD 4: National Security Adjudicative Guidelines, Dec. 10, 2016. 
13 USAGM, Personnel Security Management v.4, ch. 12, § l(b). 
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affords the employee to commit acts contrary to national security interests." If USAGM decides 
to suspend a security clearance temporarily pending an investigation and the suspension 
exceeds 10 days, the employee is entitled to notice in writing with a justification for the 
suspension. 14 USAGM's policy notes that "retaliation that affects eligibility for access to 
classified national security information is prohibited" and that USAGM officials shall not take or 
fail to take, or threaten to take or fail to take, any action affecting an employee's eligibility for 
access to classified national security information as a reprisal for a protected disclosure. 15 

Despite these policies, OIG found that no one who was trained in the adjudicative guidelines 
participated in the decision, preparation, or finalization of j(b)(B); (b)(?)(C) !suspension letter. 
USAGM's directive states that decisions regarding security clearances must be made by 
"a ro riatel trained adjudicative personnel" using the adjudicative guidelines. 16 However, in 

b)(B); (b)(?)(C) case no one who was trained in those guidelines such as the Chief of the ' ' 

Personnel Security Division who ordinarily has the responsibility to suspend security clearances, 
was even consulted about the suspension. 17 Even if USAGM officials had questions about the 
ability of its Office of Security, they could have consulted with OPM and OONI about the 
suspension, but they did not do so. 

Legal Standards 

As noted above, PPD-19 prohibits the taking of any action with respect to any employee's 
security clearance or access determination in retaliation for having made a protected 
whistleblower disclosure. In 2020, the Inspector General for the Intelligence Community issued 
procedures for how it would review allegations of retaliation under PPO-19. 18 These procedures 
specify that a complainant must demonstrate that: (a) he or she made a protected disclosure; 
(b) the agency took or failed to take, or threatened to take or fail to take, any action with 
respect to the complainant's security clearance or access determination; and (c) the protected 
disclosure was a contributing factor in the agency 's decision to take or fail to take, or threaten 
to take or fail to take, the security clearance action. 19 

Although PPO-19 and these procedures do not specify how to determine whether a protected 
disclosure was a "contributing factor" in the adverse security clearance determination, similar 
language is used in the Whistleblower Protection Act, codified at 5 U.S.C. § 1221, which 

14 USAGM, Personnel Security Management v.4, ch. 12, § 2(a). 
15 USAGM, Personnel Security Management v.4, ch. 12, § 2(e)(l), (2). 
16 USAGM, Personnel Security Management v.4, appendix 1. 

17 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
18 Inspector General of the Intelligence Community Instruction 2020.001, External Review Panel Procedures Pursuant to 50 
U.S.C. § 3236 and Presidential Policy Directive/PP0-19 (Dec. 17, 2020). 
19 Instruction 2020.001 § 9(C)(2). 
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prohibits agencies from taking adverse personnel actions in retaliation for protected 
disclosures. Under the Whistleblower Protection Act, a complainant can establish that his or 
her protected disclosure was a contributing factor in the alleged retaliatory personnel action 
through either direct evidence or through circumstantial evidence that the official taking the 
adverse action knew of the disclosure and the action occurred within a period of time such that 
a reasonable person could conclude that the disclosure was a contributing factor in the adverse 
action.20 

If a complainant can demonstrate that he or she made a protected disclosure that was a 
contributing factor in the adverse determination, the burden shifts to the agency, which must 
"prove by a preponderance of the evidence that it would have taken the same action in the 
absence of such disclosure, giving the utmost deference to the agency's assessment of the 
particular threat to the national security interests of the United States in the instant matter." 21 

Federal courts have looked to three factors (commonly called the Carr factors) when 
determining whether an agency has met its burden: the strength of the agency's evidence in 
support of its decision; the existence and strength of any motive to retaliate on the part of the 
agency officials who were involved in the decision; and any evidence that the agency takes 
similar actions against employees who are not whistleblowers but who are otherwise similarly 
situated. 22 The courts weigh these three factors together to determine whether, as a whole, 
the agency has met its burden, and a strong showing on one factor may be sufficient. 23 

Complainant's Burden 

l(b)(6); (b)(?)(C) �old OIG that she made protected disclosures to USAGM senior leadership 
regarding what she believed to be CEO Pack's gross mismanagement of the agency and issues 
related to substantial and specific dangers to public health or safety. Under PPD-19, a protected 
disclosure is defined as a disclosure of information by the employee to, among other persons, a 
supervisor in the employee's chain of command, including the head of the agency, that the 
employee reasonably believes is a violation of law, rule, or regulation or gross mismanagement, 
a gross waste of funds, an abuse of authority, or a substantial and specific danger to public 
health or safety. 24 Based on OIG's review of documents and interviews, there is clear evidence 

20 5 U.S.C. § 1221(e)(l)(A), (B). 
21 Instruction 2020.001 § 9(C)(2)(d). 
22 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.S.P.R. 682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997)). 
23 Lucchetti v. Dep't of Interior, 2017 MSPB LEXIS 743, *11 (M.5.P.B. Feb 15, 2017) (citing Phillips v. Dep't of Transportation, 113 
M.S.P.R. 73, 77 (2010)) . 
24 PPD-19 § F(S). 
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thatrb)(5); (b)(?)(C) I made disclosures that fit the definition of "protected disclosure." 25 
Additionally, based on circumstantial evidence, these disclosures were a contributing factor to 
the suspension of rb)(6); (b)(?)(C) !security clearance. 

(b)(6); (b)(?)(C) concerns regarding J-1 visa renewals constitute a rotected disclosure under PPD-
._,1,...,,9�e-c-a-us

_
e
_

s...,. e brought forth the concerns to her supervisors, (b)(5); (b)(?)(C) that 
involved what she reasonably considered to be a substantial and specific danger to public 
health or safetyJb)(6); (b)(?)(C) !specifically cited delays impacting a journalist targeted by the 
Chinese government and a Pakistani journalist who feared persecution if forced to return to her 
home country. These specific examples demonstrate a reasonable belief that these journalists 
and others may be subject to danger due to J-1 visa renewal delays. Additionally, l(b)(6); (b)(?)(C) I 
told OIG that recruiting foreign journalists was critical to USAGM programming and delays in 
the visa renewals by CEO Pack were acts of gross mismanagement. Gross mismanagement is a 
"management action or inaction which creates a substantial risk of significant adverse impact 
upon the agency's ability to accomplish its mission." 26 rb)(6); (b)(?)(C) I said, based on her 39 years 
of experience with USAGM, such delays would cause harm to USAGM's reputation, ma kin it 
difficult to hire journalists in the future. 27 As Director of Management Services, b)(5); (b)(?)(C) was 
responsible for offices that hired journalists and handled J-1 visa approvals and would recognize 
the impact delays would have on USAGM's ability to accomplish its mission. 

l(b)(5); (b)(?)(C) I concern regarding CEO Pack's disclosure of internal security vulnerabilities was 
also a rotected disclosureJ(b)(6); (b)(?)(C) I raised the concerns to her supervisors, �b)(6); (b)(?)(C) 
b)(5); (b)(?)(C) and she had a reasonable belief that CEO Pack's disclosure of the OPM report 
was an act of gross mismanagement and had the potential to create a substantial and specific 
danger to public health or safety. fbH5); (b)(?)(C) �aid that releasing the report of the OPM 
suitability program review could expose USAGM to "bad actors" who would prey on its security 
vulnerabilities. 28 The OPM report did not include sensitivity markings but does include a caution 

25 l(b)(�); _ .  ltold OIG that she also talked to the Deputy Chief of Staff and Chief of Staff about hiring concerns using Schedule 
C authority. Emails reviewed by OIG show thatKb)(6); I did di . e C hiring and noted that USAGM needed OPM 
approval to move forward. However, nothing in the ema ils show .b)(�),. _ aising any concerns that would rise to the level 
of a protected disclosure and the Deputy Chief of Staff said she did not recall b\/6\: raising concerns regarding Schedule C 
hiring. 
26 White v. Dep't of the Air Force, 391 F.3d 1377, 1382 (Fed. Cir., Dec. 15, 2004). Gross mismanagement must be more than de 
minim is wrongdoing or negligence and does not include management decisions that are merely debatable. See Wood v. Dep't 
of Defense, 100 M.S.P.R. 133, Pll (Sept. 1, 2005). 
27 A whistleblower does not need to prove the actual violation (that the mismanagement did adversely impact the agency's 
mission) but that the matter disclosed was one which a reasonable person in her position believes evidences gross 
mismanagement. See Mogyorossy v. Dep't of the Air Force, 96 M.S.P.R. 652, 658 (Aug. 19, 2004). 
28 !(b)(6); !email states: "I want to register my concerns over the release of the report from OPM's follow-up review of 
USAGM's suitability program .... To provide details about deficiencies in our program to the public increases the likelihood that 
sensitive information may fall into the hands of 'bad actors,' or those that may have an interest in using our vulnerabilities for 
their own interests." 
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label for distribution29 and a header that notes its exemption from public disclosure under the 
Freedom of Information Act ( FOIA) due to law enforcement privilege. 30 The report specifically 
cites an exemption for information compiled for law enforcement purposes that would disclose 
techniques or procedures that could reasonably be expected to risk circumvention of the law or 
could reasonably be expected to endanger the life or physical safety of any individual. 31 Given 
l(b)(B); (b)(?)(C) lrole in overseeing the Office of Security, she was thus able to recognize the 
impact of the public release of sensitive security information. Additionally, the OPM report that 
CEO Pack released contained FOIA ma rkings indicating that it would be exempt from public 
disclosure because of the risk of circumvention of the law and danger to life and safety. 
Therefore, l(b)(B); (b)(?)(C) I belief was reasonable. 

While OIG found no direct evidence that l(b)(B); (b)(?)(C) !disclosure was a contributing factor in 
the suspension of her security clearance, there is circumstantial evidence that the individuals 
involved in the suspension of her clea rance knew of her disclosures and that they moved to 
suspend her clearance shortly after she made protected disclosures. 

As noted above, CEO Pack signedfb)(B); (b)(?)(C) I notice of the suspension of her security 
clea rance. Mr. Pack told OIG that his staff had recommended suspending the security 
clearances of the six complainants and that he concurred with their proposal but left the details 
of the suspensions up to them. 32 Mr. Pack identified the staff involved as .... �b

-
)(B_)_; (b_)_(7_)(C_) _____ _. 

b)(6); (b)(?)(C) identified by CEO Pack as a 
decisionmaker in the security clearance suspensions, was in (b)(B); (b)(?)(C) chain of command 
and the direct recipient of her protected disclosures. (b)(B); (b)(?)(C) raised concerns about J-1 
visas in late June 2020 and the release of the OPM suitabilit ro ram review in early August 
2020. CEO Pack, based on advice from his team, suspended b)(B); (b)(?)(C) clearance on August 
12, 2020. Accordingly, OIG concludes that there is circumstantial evidence that �b)(B); (b)(?)(C) 
protected disclosures were contributing factors in the suspension of her clearance because 
USAGM officials involved in the suspension were aware of her disclosures and took the action 
within days of her disclosures. Therefore,fb)(B); (b)(?)(C) I has met her burden by providing 

29 The first page of the 0PM report notes: "CAUTION - This report has been distributed to Federal officials who are responsible 
for the administration of the reviewed program. This report is not to be released to the public or other personnel who do not 
have a valid "need-to-know" without prio r  approval of an authorized 0PM or agency official." 
3° F0IA provides the public with access to federal agency records. F0IA authorizes agencies to withhold information in order to 
protect against certa in harms, such as disclosing law enforcement techniques . 
31 FOIA Exemptions 7(E) & 7(F). 
32 Mr. Pack told 0IG that he thought the complainants, to include !/b\/6\: !were put on administrative leave to i nvestigate 
the failures identified in the 0PM suitability program review and that suspension of the security clearances was just part of 
administrative leave. However, Mr. Pack's understanding was incorrect. The complainants were put on admin istrative leave 
because of the suspensions of their security clearance, as their positions required active Top Secret clearances. 
33 0IG did not interview the staff identified by CEO Pack. b)(6); (b)(?)(C) had departed federal service when 0IG 
sent out interview re uests and 0IG does not have the a 1 1ty to compe 1n 1v1 ua s who have left federal service. Both Ms. 
b)(6); (b)(?)(C) greed to interviews and 0IG scheduled meetings based on the availabi lity of the interviewees, 
ut t ese in ivi ua s su sequently refused to s it for these interviews after departing from federal service. 
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evidence that she made protected disclosures, USAGM took an adverse action regarding her 
clearance, and that the protected disclosures were a contributing factor in the adverse action. 

Agency's Burden 

Because (b)(B); (b)(?)(C) met her burden, USAGM must prove b a re onderance of the evidence 
that it would have taken the same action in the absence of b)(B); (b)(?)(C) isclosures. OIG must 
give the utmost deference to the agency's assessment of the threat to the national security 
interests of the United States. 

As noted above, the courts have traditionally reviewed three factors in determining whether an 
adverse action resulted from a protected disclosure. 34 The first factor is the strength of the 
agency's evidence in support of its personnel action. In examining this factor, OIG examines the 
evidence supporting the adverse action and whether there were "legitimate reasons" for the 
personnel action. 35 

The August 12, 2020 letter cited several reasons for the suspension of l(b)(6); (b)(?)(C) I clearance: 

1) The background investigation which granted her security clearance was done by USAGM 
when USAGM lacked the proper authority to investigate and perform background 
checks. 

2) As a USAGM senior leader, she failed to take necessary corrective action to remedy 
personnel and other security concerns. 

3) She "knowingly and willfully granted eligibility for, or allowed access to, classified 
information in violation of the law and its implementing regulations." 

4) The Office of Risk Management identified j(b)(B); (b)(?)(C) I in her capacity as Director of 
Management Services, as a risk to USAGM. 

OIG addresses each of these justifications below. 

l(b)(B); (b)(?)(C) !Background Investigation 

The suspension letter alleged tha�(b)(B); (b)(?)(C) !background investigation "was done by 
USAGM when USAGM lacked the proper authority to investigate and perform background 
checks." This statement presumably refers to the fact that USAGM performs background checks 
and grants clearances based on a delegation of authority from OPM, and that in 2012, USAGM 

34 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.5.P.R. 682, 
688, aff'd, 116 F.3d 1497 (Fed. Cir. 1997) ). 
35 Baker v. Dep't of Defense, 2016 MSPB LEXIS 4567 (M.S.P.B Aug. 4, 2016). 
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had not returned the signed memorandum of understanding (MOU) granting the delegation to 
OPM. 

b)(6); (b)(?)(C) 

Under the principles governing federal security clearances, as well as USAGM's Personnel 
Security Management policy, a security clearance generally remains valid unless the employee 
separates from service or an adverse action is taken to suspend or revoke the clearance, even if 
a reinvestigation does not occur in a timely fashion. 36 Thus, any doubt about the validity of 
USAGM's ability to perform background checks was not a legitimate reason to suspend \�/\�/;,_, 
�\m(c) clearance. Even if the 2013 investigation was deemed to be invalid, she had long held 

clearance that was approved when the agency properly investigated under delegated 
authority, which would remain valid. Furthermore, at no point did OPM or ODN I  direct USAGM 
to suspend the clearances of any employees on the basis of the unsigned MOU. While OPM and 
ODNI did instruct USAGM that some of the clearances that were granted during this time had to 
be reinvestigated due to deficiencies in its personnel security program, �b)(B); (b)(?)(C) Flearance 
notably was not on the list of clearances that had to be reinvestigated. 

Failure to Remedy Personnel Security Concerns 

The suspension letter alleged that !(b)(6); (b)(?)(C) I had failed to correct longstanding deficiencies in 
USAGM's personnel security program and that, in failing to do so, "knowingly and willfully 
granted eligibility for, or allowed access to, classified information in violation of the law and its 
implementing regulations." USAGM provided several program reviews of USAGM's personnel 
security program conducted by OPM and ODN I as appendices to the suspension letter. These 
reviews highlighted numerous deficiencies in USAGM's program and directed it to undertake 
corrective action to address these deficiencies. 

As Director of Management ServicesJb)(B); (b)(?)(C) I oversaw the operations of several offices, 
including Human Resources and Security. USAGM's personnel security and suitability functions 
are divided between these two offices. The letter suspending b)(B); (b)(?)(C) learance points to 
deficiencies found in the OPM and ODN I  reviews as reasons to question (b)(6); (b)(?)(C) eligibility 
for security clearance. Although fb)(B); (b)(?)(C) r'as responsible for managing the personnel 
security program, failure to address the deficiencies identified in the program review would 
constitute mismanagement, possibly even neglect of duty. However, performance issues, 

36 USAGM, Personnel Security Management v.4, ch. 11, § 7(b)(3). 
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including mismanagement, are not included in the adjudicative guidelines and generally are not 
relevant to the granting or denial of a clearance. Indeed, in December 2020, USAGM presented 
similar facts to two trained security clearance adjudicators who determined that "there are no 
security issues that fall under the Security Executive Agency Directive (SEAD 4) and Executive 
Order 12968." The adjudicators determined that "these issues are all performance issues which 
fall under the Office of Human Resources."37 It is also important to note that despite the August 
12th suspension letter and an October 6th follow-up letter signed by CEO Pack stating that 
USAGM was investigating�b)(B); (b)(?)(C) I nothing inrb)(B); (b)(?)(C) !security file, reviewed by OIG in 
December 2020, indicated that any investigation was underway related to her eligibility for 
access to classified information. 

b)(6); (b)(?)(C) was a member of the senior executive schedule (SES), and while career SES .__ ___ __. 
members may be removed from federal service for misconduct, such as neglect of duty, or 
removed from the SES for performance, these actions are prohibited within the first 120 days of 
an appointment of a new agency head or a non-career supervisor. 38 The decision makers in the 
complainants' clearance suspensions were aware of the prohibition against removing career 
SES members. Based on emails reviewed by OIG, fb)(5) Attomey-Client I, 
b )(5) Attorney-Client 

Shortly after these email exchanges, l(b)(B); (b)(?)(C) I began their effort to 
suspend the security clearances of the six complainants, includingr)(B); (b)(?)(C) I 

Risk Management Issues 

The suspension letter also noted that the Office of Risk Management (ORM) identified \�(\�(ir1 

/�\/�\rel in her capacity as the Director of the Office of Management Services, as having 
su stantial involvement to creating risk within the agency. 

USAGM's fiscal year 2019 Enterprise Risk Profile identified security and human resources 
operations as areas of highest agency risk and assigned the Director of Management Services as 
the risk owner. The suspension letter attached a document titled "OMS Risk - Security," which 
detailed the reasons that security had the highest agency risk and howl(b)(fi); (b)(?)(C) �ad dealt 
with the assessment. The document notes that after meeting with ORM in 2019 to discuss risk 
mitigation efforts, l(b)(B); (b)(?)(C) land her team were nonresponsive to ORM's request to engage 
in risk monitoring in 2020. The document assigns responsibility to �b)(B); (b)(?)(C) I in her role as 

37 USAGM did not have the security clearance adjudicators review documents directly related to [b1(61;· �- I suspension 
because of her retirement. However, the other five whistleblowers who filed complaints with OIG had nearly identical concerns 
l isted in their suspension letters. 
38 5 C. F.R. § 359.406. 
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Director, for the security-related findings in the OPM and ODNI reviews of the suitability 
program. The document concludes with recommendations on how rb)(5); (b)(7)(C) !should resolve 
some of the identified deficiencies to mitigate the risk. 

As part of this investigation, OIG interviewed the Chief Risk Officer to discuss the impetus of the 
risk assessments written about individual emplo ees and attached to the suspension letters. 
The officer explained to OIG that his supervisor, b)(5); (b)(?)(C) tasked his office with writing 
risk profiles related to certain individuals' job functions, the OPM and ODNI reviews, and 
"anything you heard" about the individuals regardless as to whether they could verify the 
information. l(b)(6); (b)(?)(C) ! tasked ORM with completing the risk profiles very quickly, using 
information already known to the drafters. The Chief Risk Officer said the office had never 
written risk documents on individuals prior to this exercise. Because otf�b_)(6_);_(b_)(_7)_(c_) ___ � 
selection of the employees as to whom risk profiles were to be prepared and her indifference 
as to whether the information to be included was truthful, OIG finds that the risk profiles are 
pretextual and were simply created to support the predetermined decision to suspend the 
clearances of the individuals, rather than a legitimate reason for the suspensions. 

The second Carr factor examines the existence and strength of any motive to retaliate on the 
.,....,...,,,.....---, 

part of the individuals who were involved in the decision. OIG found some evidence tha �(��(;r, 
l(b)(�); _ I disclosures served as a motive to retaliate. USAGM received significant negative press 
regarding the failure to renew the visas of journalists, the subject of one of l(b)(5); (b)(?)(C) I 
disclosures.39 In addition, several members of Congress had reached out to USAGM to express 
concern about the visas. Emails indicate that USAGM bristled at this criticism. For example, on 
July 14, 2020JbH5); (b)(?)(C) land the Public Affairs advisor prepared talking points for 
the CEO that referred to such criticism as "nonsensical" and questioned: "Why are non-U.S. 
citizens being brought to the U.S. to report on 'significant American thought and institutions' 
back to the rest of the world?" In his interview with OIG, CEO Pack told OIG that he knew that a 
lot of the staff at USAGM shared this criticism, although he was not aware of any specific 
employees who raised such concerns. Nonetheless, OIG finds that there was a reasonably 
stron motive to retaliate against rb)(5); (b)(?)(C) lespecially given l(b)(6); (b)(?)(C) I awareness of l(b)(6); (b)(?)(C) I 
b)(5), (b)(?)(C) oncerns and she and her colleagues reaction to such concerns. 

OIG's review of the third Carr Factor- any evidence that the agency took similar actions 
against employees who are not whistleblowers but who are otherwise similarly situated­
found some evidence that the agency did not take similar action against similarly-situated 
employees who were not whistleblowers. For example, one rationale for l(b)(6); (b)(7)(C) I 

39 See, e.g., Kylie Atwood, "US global media agency seeks to kick out international journalists," CNN, July 10, 2020; James 
Crump, "Trump appointee cutting visas for 10 journalists with dozens more at risk," The Independent, July 10, 2020; Pranshu 
Verma and Edward Wong, "Trump Appointee Might Not Extend Visas for Foreign Journalists at V.O.A.," The New York Times, 
July 12, 2020. 
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suspension was that USAGM adjudicated her clearance without proper authority. USAGM 
conducted background investigations for hundreds of other employees during the years when 
there was no signed delegation memorandum, yet the security clearances of only seven 
employees (all of whom were whistleblowers) were suspended.40 Likewise, other offices and 
functions were listed as enterprise risks in the USAGM Enterprise Risk Document, including 
Information Technology and Congressional Affairs, yet no action was taken against the security 
clearances of the officials in charge of these offices. 

OIG's examination of the Carr factors found that even though USAGM cited four different 
reasons to suspend fb)(B); (b)(?)(C) !security clearance, none of them relate to the adjudicative 
guidelines as to constitute a legitimate basis for the suspension. In addition, there is some 
evidence of a retaliatory motive and that similarly situated individuals who were not 
whistleblowers did not face similar treatment. Thus, OIG concludes that USAGM did not meet 
its burden to demonstrate by a preponderance of the evidence that it would have suspended 
�b)(6); (b)(?)(C) !security clearance absent her protected disclosures. 

Conclusion 

l(b)(B); (b)(?)(C) lmade protected disclosures to the Chief of Staff, a supervisor in her chain of 
command, and a decisionmaker in the security clearance suspension when she raised concerns 
about J-1 visa extensions and the public disclosure of USAGM security vulnerabilities. Shortly 
thereafter, USAGM suspended her security clearance. 

USAGM could not demonstrate by a preponderance of the evidence that it would have 
suspended l(b)(6); (b)(?)(C) !clearance absent her protected disclosures. The four reasons cited in 

fb)(6); (b)(?)(C) I suspension letter bear no relation to the adjudicative guidelines and USAGM 
failed to follow its own directive for suspending a clearance. In addition, OIG found some 
evidence of retaliatory motive by individuals involved in the suspension and no evidence that 
USAGM took action against similarly situated individuals who were not whistleblowers. 

Pursuant to PPD-19, OIG may recommend that the agency reconsider the employee's eligibility 
for access to classified information and "take other corrective action to return the employee, as 
nearly as practicable and reasonable, to the position such employee would have held had the 
reprisal not occurred." 

b)(6); (b)(?)(C) 
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r
b)(6); (b)(7)(C) 

Nonetheless, USAGM should consider corrective action, including but not limited to formally 
rescinding the suspension letter and awarding her attorney's fees and other reasonable 
compensatory damages. 
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Un ited States Department of State 
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MEMORANDUM 

FROM: 

TO: 

OIG - Jeffrey McDermott, Assistant Inspector General 

USAGM - Kelu Chao, Acting Chief Executive Officer 

June 14, 2021 

(b)(6); (b)(7)(C) 

SUBJECT: Report of Investigation Pursuant to Presidential Policy Directive 19 
OIG Whistle blower Case 2020-01071(b)(6); (b)(?)(C) 

I 

Presidential Policy Directive 19 (PPD-19) prohibits the taking of any action affecting an 
employee's eligibility for access to classified information as a reprisal for a protected 
disclosure.1 PPD-19 requires that every agency have a review process that permits employees 
to appeal actions affecting eligibility for access to classified information that they allege to be in 
violation of the directive. As part of the review process, the agency Inspector General shall 
conduct a review to determine whether an action affecting eligibility for access to classified 
information violated the directive, whether the agency should reconsider the action, and 
whether corrective action is warranted. 

As described below, the Department of State (Department) Office of Inspector General {OIG) 
received a complaint from b)(6); (b)(?)(C) General Counsel to United States Agency for 
Global Media {USAGM). (b)(5); (b)(?)(C) alleged that his security clearance was suspended after 
he made protected whistleblower disclosures. OIG determined that l(b)(6); (b)(?)(C) I eligibility 
for access to classified information was suspended after he made protected disclosures and 
that USAGM did not demonstrate by a preponderance of the evidence that it would have taken 
the same action absent his disclosure. 

Allegation 

On September 29, 2020, counsel for rb)(5); (b)(?)(C) la long with five other senior management 
officials from USAGM, filed a complaint with OIG in accordance with PPD-19, alleging that 
USAGM management suspended their security clearances after they raised concerns to their 
designated supervisors and USAGM management. According to �b)(6); (b)(7)(C) lhe raised 

1 PPD-19 defines a protected disclosure as "a disclosure of information by the employee to a supervisor in the employee's direct 
chain of command, up to and including the head of the employing agency, to the Inspector General of the employing agency or 
Intelligence Community Element, to the Director of National Intelligence, to the Inspector General of the Intelligence 
Community, or to an employee designated by any of the above officials for the purpose of receiving such disclosures, that the 
employee reasonably believes evidences (i) a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety." 
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concerns to USAGM's top leadership about the failure to reinstate J-1 visas for Voice of America 
(VOA) journalists,2 the Chief Executive Officer's (CEO) lack of compliance with his ethics 
agreement, and a possible violation of the rules of professional responsibility by the Acting Vice 
President for Legal, Compliance, and Risk Management (VP Legal). 

Background 

fb)(5); (b)(?)(C) I is a career civil servant who was a legal advisor under a special appointment at 
the Department from 2011 until 2013. In October 2013, he joined USAGM as the Lead Fiscal 
Appropriations Counsel and held a variety of legal positions; in 2017 he became the agency's 
General Counsel ( GC). 3 fb)(6); (b)(?)(C) � lso served as USAG M's Acting Deputy Director from 
November 2019 until June 2020, after which l(b)(6); (b)(?)(C) !returned to the GC position full 
time. 

The position of General Counsel requires a Top-Secret security clearance. According to Mr. 
b)(6); (b)(?)(C) 

On June 4, 2020, Michael Pack was confirmed by the U.S. Senate as CEO, and on June 17, Mr. 
Pack's Chief of Staff,l(b)(5); (b)(?)(C) I sent an email to USAGM senior staff announcing changes 
to the leadership structure. As a result of the changes, �b)(5); (b)(?)(C) !reported to the VP Legal. 
The email also cautioned staff that "no actions are to be taken" and "no external 
communications are to be made" without "explicit approval" from the Chief Operating Officer, 
VP  Legal, Deputy Chief of Staff, or Chief of Staff. 

On July 8, 2020, the VOA's Chief of Indonesian Service requested assistance from USAGM 
attorneys regarding a journalist whose J-1 visa Certificate of Eligibility for Exchange Visitor 
Status was going to expire. The email noted additional examples of impending visa expirations 
for journalists. On July 10, rb)(6); (b)(?)(C) �orwarded the email to the Acting VOA Director. He 
also provided his assessment of legal and non-legal risks, such as physical harm, the journalists 
might endure if they were sent back to countries with repressive regimes (b)(6); (b)(?)(C) 
recommended that the visa extension requests be renewed immediately an no e e a 
discussed it with his chain of command. On the same date, July 10, the Acting VOA Director 
forwarded rb)(6); (b)(?)(C) �mail with his consent to fb)(6); (b)(?)(C) lthe 
Chief Operating Officer, and emphasized the J-1 visa issue "has become one of most urgent 
challenges facing VOA." On July 11,l(b)(6); (b)(?)(C) I forwarded the emails to �b)(6); (b)(?)(C) �hen-

2 A J-1 visa is a classification of a visa for individuals participating in an approved program, such as teaching, instructing, 
studying consulting, or those who possess a special skill. 
' The General Counsel also serves as the agency's Designated Agency Ethics Official (DAEO). The DAEO is an employee who is 
designated by the head of an agency to administer the provisions of Title I of the Ethics in Government Act of 1978, as 
amended, and 5 C. F.R. part 2634 within an agency. According to the U.S. Office of Government Ethics, for DAEO's to be 
effective they must assess ethics risks, identify employees at risk, and deliver training and counseling to those employees that is 
directly responsive to the risk those employees face. 

2 
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supervisor and to l(b)(6); (b)(?)(C) I the Deputy Chief of Staff.fb)(6); (b)(?)(C) I told OIG he could not 
understand why the front office was not approving the J-1 visa extensions and that he had told 
colleagues he would have to share his concerns with OIG. l(b)(B); (b)(?)(C) I expressed to others her 
anger about l(b)(B); (b)(?)(C) j involvement in the issue. 

(b)(6); (b)(?)(C) (b)(6) (b)(?)(C) On July 22, 2020,�---�emailed ' a olitical a 
Department who was detailed to USAGM and who became b)(B); (b)(?)(C) ervisor and 
Acting VP Legal, about various ethics issues. In the email, (b)(B); (b)(?)(C) t B); (b)(?)(C) 
that Congress had raised questions about Mr. Pack's apparent lack of adherence to his ethics 
requirement to divest himself from his video production company.�b)(B); (b)(?)(C) I as the DAEO, 
had participated in Mr. Pack's ethics briefings and expressed concerns about his compliance 
with the agreement. 

On July 23, 2020, in email correspondence betweenfb)(B); (b)(?)(C) I 
Department of Justice {DOJ) attorneys regarding litigation between the O en Technology Fund 
(OTF)4 and USAGM, l(b)(B); (b)(?)(C) I noted a credible allegation that (b)(B); (b)(?)(C) had 
conducted an "inspection" of OTF's office and, in doin so forced OTF's vice president to 
answer questions without legal counsel present. b)(B); (b)(?)(C) expressed concern and stated 
that her actions violated rules of professional responsibility for attorneys, specifically Rule 4.2 
"Communication with Person Represented by Counsel" as support. Later the same day, �?!�!;.J 
�b)(6); (b)(?)(C) I replied in an email communication that (b)(B); (b)(?)(C) was "not in a position to 
comment on the veracity of these claims or what transpired." b)(B); (b)(?)(C) told OIG that Ms. 

11�1\�1:�, lcalled him and told him she was displeased with the comments he made to the DOJ 
attorneys. 

On August 12, 2020, l(b)(B); (b)(?)(C) I received a letter, signed by Mr. Pack, suspending his 
security clearance and placing him on administrative leave. The letter stated: "I certify it is in 
the interest of U.S. national security to suspend your security clearance, pending the outcome 
of an investi ation effective immediate! . (b)(B); (b)(?)(C) 
(b)(6); (b)(?)(C) 

USAGM Security Clearance Suspension Procedures 

USAGM's policy and procedures for suspending security clearances are contained within its 
directive titled, Personnel Security Management v.4, which is largely based on Executive Order 
12968. 5 The directive states that the Director of Security "acts as the ultimate authority (or 
designates an alternate) for the reduction, denial, suspension, or revocation of an individual's 
eligibility for access to classified national security information and/or an individual's eligibility to 
be employed in a government position based on a suitability or fitness determination." 6 Within 
the Office of Security, the Chief of the Personnel Security Division is given the responsibility to 

4 The Open Technology Fund (OTF) is a non-profit organization that seeks to advance internet freedom, particularly in countries 
in with repressive leadership. 
5 Executive Order 12968, Access to Classified Information, Aug. 4, 1995. 
6 USAGM, Personnel Security Management v.4, preface§ 6(c)(7). 
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suspend security clearances.7 The directive notes, however, that the CEO "may also exercise 
authority granted in 5 U.S.C. § 7532 to suspend without pay, and then remove, a USAGM 
employee when this action is deemed necessary in the interests of national security." 

The directive states, "Suspension of a clearance, also known as administrative withholding, is 
appropriate when a significant question of security eligibility arises. Suspension is warranted, 
for example, when the security organization receives information indicating possible gross 
misconduct, criminal conduct, substance abuse, or a serious breach of integrity."8 Security 
eligibility is defined as "a determination of eligibility for access to classified information" that "is 
a discretionary security decision based on judgments by appropriately trained adjudicative 
personnel."9 Executive Order 12968 states that "determinations of eligibility for access to 
classified information shall be based on criteria established under this order." 10 Those criteria 
are the adjudicative guidelines issued by the Office of the Director of National Intelligence 
(ODNI), which are: 

• Allegiance to the United States 
• Foreign influence 
• Foreign preference 
• Sexual behavior 
• Personal conduct 
• Financial considerations 
• Alcohol consumption 
• Drug involvement 
• Emotional, mental, and personality disorders 
• Criminal conduct 
• Security violations 
• Outside activities 
• Misuse of information technology systems.11 

USAGM's directive further specifies that "upon receipt of information that raises questions 
concerning the personnel security fitness of an individual, [the Office of Security] shall 
immediately assess the security factors involved and shall take suitable action to ensure 
national security interests are protected." 12 In making such a determination, the Office of 
Security must "consider such factors as the conclusiveness and seriousness of the information 
developed, the employee's access to classified information, and the opportunity the position 

7 USAGM, Personnel Security Management v.4, preface§ 6(d)(7). 
8 USAGM, Personnel Security Management v.4, ch. 11, § l0(b)(l). 
9 USAGM, Personnel Security Management v.4, appendix 1 (noting that "eligibility shall be granted only where facts and 
circumstances indicate access to classified information is clearly consistent with the national security interests of the United 
States, and any doubt shall be resolved in favor of the national security.") 
10 Executive Order 12968, Access to Classified Information, Aug. 4, 1995, § 2.l(a). 
11 SEAD 4: National Security Adjudicative Guidelines, Dec. 10, 2016. 
12 USAGM, Personnel Security Management v.4, ch. 12, § l(b). 
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affords the employee to commit acts contrary to national security interests." If USAGM decides 
to suspend a security clearance temporarily pending an investigation and the suspension 
exceeds 10 days, the employee is entitled to notice in writing with a justification for the 
suspension. 13 USAGM's policy notes that "retaliation that affects eligibility for access to 
classified national security information is prohibited" and that USAGM officials shall not take or 
fail to take, or threaten to take or fail to take, any action affecting an employee's eligibility for 
access to classified national security information as a reprisal for a protected disclosure. 14 

Despite these policies, OIG found that no one who was trained in the adjudicative guidelines 
participated in the decision, preparation, or finalization otfb)(B); (b)(?)(C) !suspension letter. 
USAGM's directive states that decisions regarding security clearances must be made by 
"appropriately trained adjudicative personnel" using the adjudicative guidelines. 15 However, in 
(b)(B); (b)(?)(C) case no one who was trained in those guidelines such as the Chief of the 

f I 

ersonne ecurity Division who ordinarily has the responsibility to suspend security clearances, 
was even consulted about the suspension. 16 Even if USAGM officials had questions about the 
ability of its Office of Security, they could have consulted with OPM and ODNI about the 
suspension, but they did not do so. 

Legal Standard 

As noted above, PPD-19 prohibits the taking of any action with respect to any employee's 
security clearance or access determination in retaliation for having made a protected 
whistleblower disclosure. In 2020, the Inspector General for the Intelligence Community issued 
procedures for how it would review allegations of retaliation under PPD-19. 17 These procedures 
specify that a complainant must demonstrate that: (a) he or she made a protected disclosure; 
(b) the agency took or failed to take, or threatened to take or fail to take, any action with 
respect to the complainant's security clearance or access determination; and (c) the protected 
disclosure was a contributing factor in the agency 's decision to take or fail to take, or threaten 
to take or fail to take, the security clearance action. 18 

Although PPD-19 and these procedures do not specify how to determine whether a protected 
disclosure was a "contributing factor" in the adverse security clearance determination, similar 
language is used in the Whistleblower Protection Act, which prohibits agencies from taking 
adverse personnel actions in retaliation for protected disclosures. 19 Under the Whistleblower 
Protection Act, a complainant can establish that his or her protected disclosure was a 
contributing factor in the alleged retaliatory personnel action through either direct evidence or 

13 USAGM, Personnel Security Management v.4, ch. 12, § 2(a). 
14 USAGM, Personnel Security Management v.4, ch. 12, § 2(e)(l), (2). 
15 USAGM, Personnel Security Management v.4, appendix 1. 
16 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
17 Inspector General of the Intelligence Community Instruction 2020.001, External Review Panel Procedures Pursuant to 50 
U.S.C. § 3236 and Presidential Policy Directive/PP0-19 (Dec. 17, 2020). 
18 Instruction 2020.001 § 9(()(2). 
19 5 u .s.c. § 1221. 
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through circumstantial evidence that the official taking the adverse action knew of the 
disclosure and the action occurred within a period of time such that a reasonable person could 
conclude that the disclosure was a contributing factor in the adverse action.20 

If a complainant can demonstrate that he or she made a protected disclosure that was a 
contributing factor in the adverse determination, the burden shifts to the agency, which must 
"prove by a preponderance of the evidence that it wou Id have ta ken the same action in the 
absence of such disclosure, giving the utmost deference to the agency's assessment of the 
particular threat to the national security interests of the United States in the instant matter." 21 

Federal courts and the Merit Systems Protection Board (MSPB)22 have looked to three factors 
(commonly called the Carr factors) when determining whether an agency has met its burden: 
the strength of the agency's evidence in support of its decision; the existence and strength of 
any motive to retaliate on the part of the agency officials who were involved in the decision; 
and any evidence that the agency takes similar actions against employees who are not 
whistleblowers but who are otherwise similarly situated. 23 The courts weigh these three factors 
together to determine whether, as a whole, the agency has met its burden, and a strong 
showing on one factor may be sufficient. 24 

Complainant's Burden 

Based on its investigation, OIG determined that (b)(B); (b)(?)(C) made several protected 
disclosures. For example, on July 11, (b)(B); (b)(?)(C) sent an email to the head of Voice of 
America that raised concerns about the non-renewal of J-1 visas for journalists. The email noted 
"the risk of physical harm to journalists sent back to repressive countries." This email was 
forwarded with his consent tcfb)(B); (b)(?)(C) !then-supervisor and Chief of Staff l(b)(B); (b)(?)(C) 
This email constitutes a protected disclosure because it was made to a supervisor in l(b)(B); I 
l(b)(B); (b)(?)(C) �ha in of command and concerned information that (b)(6); (b)(7)(C) reasonably 
believed to be a substantial and specific danger to public health or safety. 2 b)(B); (b)(7)(C) 
email cited threats to a specific journalist, which demonstrated his reasonable belief that other 
journalists may be subject to the same risks. 

Similarly, on July 22, 2020, l(b)(6); (b)(?)(C) !sent an email to his supervisor, (b)(B); (b)(?)(C) hat 
raised concerns about Mr. Pack's compliance with his ethics agreement. e state t ere 
were some questions from the hill on Mr. Pack's ethics agreement . . .  I shared those concerns 
that not all resignations had been made." As part of his ethics agreement, Mr. Pack was 
required to resign from certain positions he held prior to his federal service, and�r

b-)(-B)-; (-b)-(?-)(C-)--� 

20 5 U.S.C. § 1221(e)(1)(A),(B). 
21 Instruction 2020.001 § 9(C)(2)(d ). 
22 The Merit Systems Protection Board interprets the Whistleblower Protection Act in cases of alleged retaliation against 
Federal employees. 5 U.S.C. § 1221(a). 
23 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.S.P.R. 682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997) ). 
24 Lucchetti v. Dep't of Interior, 2017 MSPB LEXIS 743, *11 (M.S.P.B. Feb 15, 2017) (citing Phillips v. Dep't of Transportation, 113 
M.S.P.R. 73, 77 (2010)). 
25 PPD-19, § F(S)(a). 
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as USAGM's Designated Agency Ethics Official, was responsible for briefing Mr. Pack on his 
ethical obligations and ensuring that he understood what was needed to comply with them. 
b)(6); (b)(7)(C) email constitutes a protected disclosure because it was made to a supervisor in 
(b)(G); (b)(?)(C) chain of command and concerned information that l

(b)(G); (b)(?)(C) I reasonably 
believed to be a violation of a law, rule, or regulation, specifically the federal regulations 
requiring federal officials to enter into and comply with ethics agreements. 26 

On July 23, 2020, (b)(G); (b)(?)(C) sent an email to several colleagues at USAGM, including �(��(;r, I 
(b)(G); (b)(?)(C) as well as attorneys at the DOJ, that raised concerns that \�1�1;"' 
(b)(G); (b)(?)(C) may have violated Rule 4.2 of the Rules of Professional Conduct because she 
purportedly communicated with the leadership of a USAGM grantee that was cu rrently in 
litigation with USAGM. This email constitutes a protected disclosure because it was made to a 
supervisor in fb)(G); (b)(?)(C) I chain of command and concerned information that �b)(6); (b)(7)(C) 
reasonably believed to be a violation of a law, rule, or regulation, specifically the ethics rules 
that bind all attorneys licensed to practice law. 27 

While OIG found no direct evidence that l(b)(G); (b)(?)(C) I disclosure was a contributing factor in 
the suspension of his security clearance, there is circumstantial evidence that the individuals 
involved in the suspension of his clearance knew of his disclosures and that they moved to 
suspend his clearance shortly after he made protected disclosu res. 

While Mr. Pack was the official who signed the letter suspending b)(G); (b)(?)(C) security 
clearance, USAGM identified both Chief of Staff Kb)(6); I and VP Legal b)(G); (b)(?)(C) s having 
oarticioated in the decision 28 

11 

addition Mr. Pack told OIG that his staff particularly Ms. 
l(b)(G); (b)(?)(C) _ proposed the suspension of the six com�lainants' security 
clearances and that he concurred with their proposal, but left the details of the suspensions up 
to them. Both l(b)(G); (b)(?)(C) lwere recipients ofl

(b)(G); (b)(?)(C) I protected 
disclosures, and they participated in the decision to suspend his clearance on August 12, 2020, 
mere days after his disclosures. Indeed, on July 26, 2020 (three days after �b)(G); (b)(?)(C) I 
disclosure about her alle ed violation of the ethics rules b)(5) Attorney-Client 

(b )(5) Attorney-Client 

\bI�� -- - ""~-• Thus (b)(G); (b)(?)(C) met his burden by showing that he made a protected 
disclosure that was a contri uting factor in the adverse action taken against his security 
clearance. 

26 5 C .F .R. subpart H. 
27 PPD-19, § F(S)(a). While b)(G); (b)(?)(C) disclosure was made to the person accused of wrongdoing, federal law generally 
permits a protected d isclosure to e ma e to a "a person who participated in an activity that the employee or applicant 
reasonably believed to be [wrongdoing.]" 5 U.S.C. § 2302(f) ( l)(A). 
28 OIG did not interview b)(6); (b)(7)(C) had departed federal service when OIG sent out 
interview requests, and oes not ave t e a 1 Ity to compe rn IvI uals who have left federal service.kb)(6); (b)(7)(C) 
agreed to an interview but asked that it be held after she departed federal service to accommodate her schedule. Shortly after 
departing federal service, she rescinded her agreement to sit for the interview. 
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Agency's Burden 
kb)(6); (b)(?)(C) 

I Because .... l ____ ____,met his burden, USAGM must demonstrate by a preponderance of the 
evidence that it would have suspended rb)(5); (b)(?)(C) !clearance even absent his protected 
disclosures. 

The first factor that the courts use to weigh whether an agency has met its burden is the 
strength of the evidence in support of the adverse action. In examining this factor, OIG 
examines the evidence supporting the adverse action and whether there were "legitimate 
reasons" for the personnel action. 29 

The suspension letter cited several reasons for the suspension of 1b)(5); (b)(?)(C) I clearance : 

1) The background investigation which granted his security clearance was done by USAGM 
when USAGM lacked the proper authority to investigate and perform background 
checks. 

2) As a USAGM senior leader, he failed to take necessary corrective action to remedy 
personnel and other security concerns. 

3) He "knowingly and willfully granted eligibility for, or allowed access to, classified 
information in violation of the law and its implementing regulations." 

4) His request for an "exemption" to 5 C.F.R. part 1400 that "ignored the serious security 
concerns of OPM and ODNI which was inconsistent with the law and internal policy." 

5) The Office of Risk Management identified him, in his capacity as General Counsel, as a 
risk to USAGM. 

6) His attempt to remove the Office of General Counsel (OGC) as an identified risk in 
USAGM's risk profile. 

7) "Numerous complaints and reports" about his behavior, including allegations from 
colleagues regarding anger, lack of veracity, potential conflict of interest, and other 
ethical issues, and unprofessional conduct. 

OIG addresses each of these justifications individually below. 

l(b)(6); (b)(?)(C) I Background Investigation 

The suspension letter a I leged that rb)(6); (b)(?)(C) lbackground investigation "was done by 
USAGM when USAGM lacked the proper authority to investigate and perform background 
checks." This statement presumably refers to the fact that USAGM performs background checks 
and grants clearances based on a delegation of authority from the Office of Personnel 
Management (OPM), and that in 2012, USAGM did not return the signed memorandum of 
understanding (MOU) granting the delegation to OPM. 

29 Baker v. Dep't of Defense, 2016 MSPB LEXIS 4567 (M .S.P.B Aug. 4, 2016).  
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(b)(6); (b)(?)(C) 

However, the uncertainty surrounding USAGM's authori to investi ate and adjudicate 
clearances alone is not a legitimate basis to suspend (b)(B); (b)(?)(C) clearance. At no point did 
OPM or OONI direct USAGM to suspend the clearances of any employees on the basis of the 
unsigned MOU. While OPM and ODNI did instruct USAGM that some of the clearances that 
were granted during this time had to be reinvestigated due to deficiencies in its personnel 
security program, b)(6); (b)(?)(C) 
to be reinvestigate . 

clearance notably was not on the list of clearances that had 

Failure to Remedy Personnel Security Concerns 

The suspension letter alleged thatl(b)(B); (b)(?)(C) lhad failed to correct longstanding deficiencies 
in USAGM's personnel security program and that in failing to do so, "knowingly and willfully 
granted eligibility for, or allowed access to, classified information in violation of the law and its 
implementing regulations." USAGM provided several program reviews of USAGM's personnel 
security program conducted by OPM and ODNI as appendices to the suspension letter. These 
reviews highlighted numerous deficiencies in USAGM's program and directed it to undertake 
corrective action to address these deficiencies. 

According to l(b)(B); (b)(?)(C) I position description, his role was to "serve[] as legal advisor to 
[USAGM], rendering authoritative legal opinions, oral and written, on an exceptionally broad 
range of complex legal issues and problems requiring knowledge and experience in many 
diverse legal practice areas." The position of General Counsel is not responsible for managing 
the personnel security program, which reports to a separate executive, the Director of 
Management Services. The only role that the Office of General Counsel played related to the 
deficiencies identified by OPM and ODNI was reviewing the legal sufficiency of USAGM's 
response to those reviews. Given this minor advisory role, USAGM's allegation that (�!\�(;"' 

fb)(6); (b)(?)(C) !failed to correct personnel security concerns is, likewise, not a legitimate basis to 
suspend his security clearance. 

Furthermore, even if fb)(B); (b)(?)(C) �as responsible for managing the personnel security 
program, any deficiencies in doing so would constitute a performance issue. Performance 
issues are not included in the adjudicative guidelines and generally are not relevant to the 
granting or denial of a clearance. Indeed, in December 2020, USAGM presented this same set of 
a facts to two trained security clearance adjudicators who determined that "there are no 
security issues that fall under the Security Executive Agency Directive {SEAD 4) and Executive 
Order 12968." The adjudicators determined that any deficiencies bv l(b)(B); (b)(?)(C) I "are all 
performance issues which fall under the Office of Human Resources." 
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Exemption Request 

The suspension letter alleges thatl(b)(5); (b)(?)(C) l"wrote an 'exemption' request which ignored 
the serious security concerns of OPM and ODNI which was inconsistent with the law and 
internal policy." This charge relates to a May 8, 2018, letter signed by the then-CEO to OPM and 
ODNI that requested a waiver of 5 C.F. R. pa rt 1400. This regulation states that "All positions 
must be evaluated for a position sensitivity designation commensurate with the responsibilities 
and assignments of the position as they relate to the impact on the national security, including 
but not limited to eligibility for access to classified information."30 The regulation requires that 
agencies use OPM's Position Designation System to designate the sensitivity level of each 
position. 31 

The letter in question (purportedly drafted by fb)(6); (b)(?)(C) I notes that USAGM did not want 
to use the Position Designation System, but rather wanted to designate every position in the 
agency as at minimum a "national security position" because "of the ability of the occupant of 
each position to potentially bring about a materially adverse effect upon the national security." 
The letter notes that this is necessary because unlike many agencies, USAGM hires foreign 
nationals and must assess their loyalty and foreign influence. OPM disagreed with this 
approach, noting in its most recent review that "failure to consistently designate agency 
positions at the proper level using established standards may result in investigating employees 
at a higher level than required, subjecting them to unnecessary scrutiny and placing undue 
financial burden on the agency." 

Thus, the waiver that USAGM sought would have actually required more stringent vetting of 
employees than they would have normally received. Thus, the waiver did not "ignore" the 
serious security concerns but, rather, sought to have a minimum position level for USAGM 
employees, potentially offering a more robust vetting. Furthermore, a genuine disagreement 
about the applicability of the law is not a legitimate basis to suspend �b)(6); (b)(?)(C) I security 
clea rance under the adjudicative guidelines. 

Risk Management Issues 

The suspension letter also noted that the Office of Risk Management identified l(b)(5); (b)(?)(C) 
in his capacity as General Counsel, as a risk to USAGM and that he used his position to remove 
OGC as an identified risk in the final Fiscal Year ( FY) 2019 Enterprise Risk Profile. 

USAGM's draft FY 2019 Enterprise Risk Profile lists OGC as an identified risk among 16 
enterprise risks to USAGM, stating: "Legal guidance and counsel is critical to USAGM's 
operations, especially in the highly-regulated a reas of employment, civil rights, policy, 
information technology, contracts and security; however, the lack of engagement by OGC staff 
has led to delayed, little, or zero guidance to internal requests, creating a risk of litigation and 

30 5 C. F.R. § 1400.l0l(b). 
31 5 C. F .R. § 1400.201(b) . 
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non-compliance which costs the Agency valuable resources, including time, money, and brand 
equity." 

However, this draft risk profile deals with an office, rather thanl(b)(B); (b)(?)(C) lperso ,.,....�� ........... 
could be affected by any number of factors, many of which are outside of OGC's and l�\m(c) (b)(B); (b)(?)(C) control, such as a lack of resources or a high demand for legal advice. At most, the 
risks identified relate to a performance issue which, as noted earlier, is not pertinent to the 
adjudicative guidelines and thus not a legitimate reason for the suspension of a clearance. 

The request to remove OGC from the risk profile was based on concerns about the accuracy of 
the description of the risk, as well as changed circumstances, such as the addition of four new 
attorneys to improve OGC's customer service. Similar concerns were shared by other members 
of the Risk Management Council, and it does not appear that the request to remove OGC even 
came from �b)(B); (b)(?)(C) !personally. USAGM's Enterprise Risk Management Report describes 
the identification of risks as a deliberative process in which risks are added and removed 
throughout the process as stakeholders express their opinions. 32 The discussion of whether an 
individual risk should be listed is an integral part of the risk management process and ultimately 
is a decision made by the USAGM Risk Management Council members, of which l(b)(B); (b)(?)(C) I 
was one of eleven. As such, it is not a legitimate basis on which to suspend a security clearance. 

(b)(6); (b)(?)(C) Com laints about Conduct 

However, the appendices to the suspension letter includes only two such complaints, both 
solicited b�(b)(B); (b)(?)(C) I which appear to be a collection of rumors and gossip. 

The first complaint was prepared by two officials from USAGM's Office of Risk Management. 
According to one of the officialsJb)(B); (b)(?)(C) I contacted him on July 24, 2020, and 
instructed him to prepare an analysis of the risk presented by (b)(B); (b)(?)(C) and three other 
USAGM senior officials and requested the analysis by the following day. b)(B); (b)(?)(C) told 
him to include any negative information that he had heard about the individuals regardless of 
whether he could factually verify the information. l(b)(6); (b)(?)(C) I told them to add even 
rumors that they "heard in the halls." 

Jb)(6); (b)(?)(C) 
I The document that the two officials sent t ._ _____ ___,mentions the personnel security 

deficiencies already addressed, as well as an allegation that the authors heard that l(b)(6); I 
�b)(6); (b)(?)(C) �as not truthful in his job application" because he listed that he worked as an 
attorney at the Department when he did not. However, a cursory review of �(b)(B); (b)(?)(C) 
security clearance file would have shown this allegation to be false, as it included a review of 

32 In fact, three identified risks (includ ing the OGC risk) were eventually removed from the December 2018 draft when 
compared to the final April 2019 FY 2019 Enterprise Risk Profile, and several other material changes were also made. 

11 

Page 1 1  o f  1 4  

r,;illv . ;inn 

[ 
I -_J 

p 

b)(6); (b)(7)(C) 



SENSITIVE BUT UNCLASSIFIED 

his Department personnel file listing his position as "Franklin Fellow/Attorney-Advisor." 

The second complaint appended to the suspension letter is a memorandum to )�()�(1r1 

b)(6); (b)(7)(C) by a current USAGM employee who interned in OGC. On July 27, 2020, Ms. 
�---� asked the employee to compile the memo. This complaint contains a collection of 
allegations, primarily about rb)(G); (b)(?)(C) I management of OGC, that the drafter heard from 
"first-hand and second-hand accounts" and of which he acknowledged that he did "not have 
direct knowledge." USAGM officials performed no follow-up work to ascertain if these 
allegations had any basis in fact before relying u on them to suspend (b)(6); (b)(?)(C) 
clearance. Even if some of the concerns about (b)(G); (b)(?)(C) managemen a 1 , y are 
accurate, these would be performance issues, which as noted earlier, are not included in the 
adjudicative guidelines and thus not legitimate bases for which to suspend a clearance. 

With respect to the second Carr factor-the existence and strength of any motive to reta Ii ate 
on the part of the individuals who were involved in the decision-GIG found strong evidence of 
motive on the part of individuals responsible for the decision to revoke l(b)(6); (b)(?)(C) I 
clearance. For example, b)(6); (b)(?)(C) ho proposed the idea of suspension and drafted 
the suspension letter, responded to b)(G); (b)(?)(C) July 23 protected disclosure regarding her 
compliance with Rule 4.2 with an email noting that l(b)(6); (b)(7)(C) I is not in a position to 
comment on the veracity of these claims or what transpired." Her email asserted that she was 
not subject to Rule 4.2 because only the Department of Justice attorneys who were officially 
representing USAGM in the litigation were subject to the rule and chastisedfb)(6); (b)(7)(C) l" l 
would advise we speak directly before making any more assumptions without facts." 

l

(b )(5) AttmoeyHeot 

(b)(5) Attomey-Client Shortly after these exchanges, Ms. 
m:(b:ii)(Rl6)::--'i; (hlb )17(7'iii)(Cr'i):-----------,T:""C'e-=g-=-a nc:--rl':"'e""'1""r-ce-rr:o""='"=o=--=--:s u,.,.-:-1s pend the security cleara nee of�� /��1:J 
b)(G); (b)(?)(C) as well as those of the other five complainants. 

l(b)(6); (b)(?)(C) 1appears to have continued her efforts to punish �b)(G); (b)(?)(C) ror making 
protected disclosures even after the suspension of his clearance. On August 27, 2020, she 
drafted a memorandum to b)(G); (b)(?)(C) threatening to discipline him for statements that he 
made in news articles asser mg a e suspension of his clearance was "pretextual" and 
constituted "retaliation."34 

OIG's analysis of the third Carr Factor- evidence that the agency takes similar actions against 
employees who are not whistleblowers but who are otherwise similarly situated-also suggests 

33 5 C.F .R. § 359 .406. 
34 It _is unclear if USAGM ever sent this memorandum tol(b)(6); (b)(7)(C)� but its drafting is relevant t1b)(6); (b)(7)(C) 
motive. ._ _ _______ __, 
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that the suspension of (b)(G); (b)(?)(C) clearance was retaliatory. For example, the background 
investigations of hundre s o  ot er employees were conducted during the years when there 
was not a signed delegation memorandum, yet the security clearances of only seven employees 
(all of whom were whistleblowers) were suspended. 35 

Likewise, other offices and functions were listed as enterprise risks in the draft USAGM 
Enterprise Risk Profile, including Information Technology and Human Resources, and many had 
much higher risk scores than OGC. However, no action was taken against the security 
clearances of the officials in charge of these offices. 

Finally, USAGM did not suspend the security clearances of all employees for which they had 
received complaints about their conduct. For example, in September 2020, USAGM learned 
that a judge had granted a protective order against a senior advisor to the CEO after he 
allegedly made threats against a family member. On September 16, 2020, the Senate Foreign 
Relations Committee sent Mr. Pack a letter raising concerns about this emplo ee. Althou h this 
situation is not directly comparable to the conduct concerns alleged about b)(G); (b)(?)(C) it is 
far more serious and also falls more squarely within the adjudicative guidelines than the work-
related allegations against l(b)(G); (b)(?)(C) � 36 Yet, no action was taken to suspend the senior 
advisor's security clearance. 

OIG's examination of the three Carr factors found that even though USAGM cited seven 
different reasons to suspend the security clearance offb)(G); (b)(?)(C) I none of them relate to 
the adjudicative guidelines and thus do not constitute a legitimate basis for the suspension. 
Likewise, 
OIG found strong evidence of a retaliatory motive and no evidence that USAGM took 
comparable action against individuals who were similarly situated but were not whistleblowers. 
Accordingly, USAGM cannot meet its burden to demonstrate by a preponderance of the 
evidence that it would have suspended l(b)(6); (b)(?)(C) I security clearance absent his protected 
disclosures. 

Conclusion 

l(b)(G); (b)(?)(C) �ade several protected disclosures to USAGM officials in July 2020 when he 
raised concerns about the agency's inaction regarding J-1 visas to journalists, compliance with 
the Rules of Professional Conduct, and compliance with the CEO's ethics agreement. Shortly 
thereafter, USAGM suspended his security clearance. 

USAGM could not demonstrate by a preponderance of the evidence that it would have 

36 For example, Guideline E (Personal Conduct) lists "any disruptive, violent, or other inappropriate behavior" as potentially 
disqualifying and Guideline I (Psychological Conditions) lists "violent" behavior as disqualifying. 
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suspended his clearance absent his protected disclosure. The seven reasons cited i \�(\�(;r, 
l(b)(B); (b)(?)(C) !suspension letter bear no relation to the adjudicative guidelines and USAGM failed 

to follow its own directive for suspending a clearance. In addition, OIG found strong evidence of 
retaliatory motive by individuals involved in the suspension and no evidence that USAGM took 
action against similarly situated individuals who were not whistleblowers. 

Pursuant to PPD-19, OIG may recommend that the agency reconsider the employee's Eligibility 
for Access to Classified Information and "take other corrective action to return the employee, 
as nearly as practicable and reasonable, to the position such employee would have held had the 
reprisal not occurred." 

Prior to the completion of this investigation, USAGM reconsidered l(b)(B); (b)(?)(C) �ligibility for 
access to classified information and restored his security clearance. Nonetheless, USAGM 
should also consider other corrective action, including but not limited to formally rescinding the 
suspension letter, and awarding him attorney's fees and other reasonable compensatory 
damages. 
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MEMORANDUM 

FROM: OIG - Nicole Matthis, Deputy Assistant Inspector General 

TO: USAGM - Kelu Chao, Acting Chief Executive Officer 

(b)(6); 
(b)(?)(C) 

SUBJECT: Report of Investigation Pursuant to Presidential Policy Directive 19 
OIG Whistle blower Case 2020-0108 l(b)(6); (b)(?)(C) I 

June 14, 2021 

Presidential Policy Directive 19 (PPD-19) prohibits the taking of any action affecting an 
employee's eligibility for access to classified information as a reprisal for a protected 
disclosure. 1 PPD-19 requires that every agency have a review process that permits employees 
to appeal actions affecting eligibility for access to classified information they allege to be in 
violation of the directive. As part of the review process, the agency Inspector General shall 
conduct a review to determine whether an action affecting eligibility for access to classified 
information violated the directive, whether the agency should reconsider the action, and 
whether corrective action is warranted. 

As described below, the Department of State (Department) Office of Inspector General {OIG) 
received a complaint from (b)(B); (b)(?)(C) Chief Financial Officer (CFO) at the U.S. Agency for 
Global Media {USAGM). (b)(B); (b)(?)(C) alleged that his security clearance was suspended after 
having made protected whistleblower disclosures. OIG's investigation found thatl(b)(6); (b)(?)(C) 
eligibility for access to classified information was suspended after he made protected 
disclosures, that his protected disclosures were a contributing factor to his security clearance 
suspension, and that the agency did not demonstrate by a preponderance of the evidence that 
it would have suspended rb)(B); (b)(?)(C) I security clearance absent his disclosures. 

Allegation 

On September 29, 2020, counsel for l(b)(B); (b)(?)(C) I along with five other senior management 
officials from USAGM, filed a complaint with OIG in accordance with PPD-19 alleging that 
USAGM suspended their security clearances after they raised concerns. In (b)(B); (b)(?)(C) case, 

1 PPD-19 defines a protected disclosure as "a disclosure of information by the employee to a supervisor in the employee's direct 
chain of command up to and including the head of the employing agency, to the Inspector General of the employing agency or 
Intelligence Community Element, to the Director of National Intelligence, to the Inspector General of the Intelligence 
Community, or to an employee designated by any of the above officials for the purpose of receiving such disclosures, that the 
employee reasonably believes evidences (i) a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety." 
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the complaint stated that he raised concerns about gross mismanagement and violations of 
law, rule or regulation to OIG and USAGM leadership. fb)(G); (b)(?)(C) !alleged that USAGM 
thereafter suspended his security clearance in retaliation for his complaints to OIG and USAGM 
senior leaders. 

OIG reviewed the complaint and determined that it contained sufficient details to allege a 
violation of the prohibition against retaliation for making a protected disclosure. Consequently, 
OIG initiated an investigation of the allegations. 

Background 

j(b)(G); (b)(?)(C)�as first appointed as the CFO of the Broadcasting Board of Governors (BBG), 2 a 
career position in the Senior Executive Service (SES), in February 2016. 3 On October 1, 2019, 
fb)(6); (b)(?)(C) lbecame the interim Chief Executive Officer (CEO) of USAGM pending a Presidentially 
appointed, Senate confirmed CEO. On, June 4, 2020, the Senate confirmed Michael Pack as 
USAGM's CEO, and he took his Oath of Office on June 8, 2020. Upon Mr. Pack's appointment, 
rb)(G); (b)(?)(C) I resumed his role as CFO. 

The position of CFO requires a Top Secret Security clearance. fb)(G); (b)(7)(C) !security file indicates 
that he has held multiple security clearances throughout his federal career. Immediately prior 
b)(6); (b)(7)(C) 

After Mr. Pack arrived at USAGM, he instructed the agency to freeze human resources (HR), 
information technology (IT), and contracting actions, effective June 9, 2020. In addition, he 
appointed or detailed several new senior leaders to the agency. In a June 17, 2020, email, the 
new Chief of Staff, l(b)(G); (b)(?)(C) revoked all prior delegations of CEO authority and informed 
l(b)(G); (b)(7)(C) lthat effective immediately, he would report to USAGM Chief Operating Officer, 
l(b)(6); (b)(7)(C) I email also informed (b)(G); (b)(?)(C) among others, that "until 
further notice, no actions are to be taken, and no external communications are to be made, 
without explicit approval from the Chief Operating Officer; Vice President for Legal, 
Compliance, and Risk Management; Deputy Chief of Staff; or Chief of Staff." According to \�/(�\--- , 
I\�/\�/;,�, I while fb)(6); (b)(7)(C) I was technically his immediate supervisor, several other individuals 
that were part of Mr. Pack's leadership team participated in meetings with him. These 
individuals included (b)(G); (b)(?)(C) De ut Chief of Staff j(b)(G); (b)(?)(C)l and Acting Vice President 
for Legal, Compliance, and Risk b)(G); (b)(?)(C) �------� 

2 BBG was the predecessor agency to USAGM. 
3 In November 2016, Kb)(6);_ I left BBG and joined the U.S. Centers for Disease Control and Prevention, but rejoined BBG as 
the CFO in August 2017. 
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During his interview, (b)(B); (b)(?)(C) confirmed that he made several disclosures to OIG and that he 
listed his disclosures in a document provided to OIG. One of the disclosures noted in ��/�/: I 
l(b)(B); I document was a July 17, 2020, disclosure to OIG that fb)(B); (b)(?)(C) I was exerting 
pressure on him to ignore f inancial management controls and withhold funding from the Office 
of Cuba Broadcasting (OCB).rb)(6); (b)(?)(C) I believed withholding funds could force USAGM to 
commit an Antideficiency Act violation.4 rb)(B); (b)(?)(C) I document listed 22 other specific 
concerns raised to OIG in July and August 2020. 

During his interview, l(b)(B); (b)(?)(C) �old OIG he did not tell USAGM management that he spoke to 
OIG but that he raised the same concerns with USAGM senior leaders around the same time 
that he had disclosed them to OIG. When asked how USAGM management would have known 
about his disclosures to OIG,l(b)(B); (b)(?)(C) !responded that he did not know but that he may have 
mentioned it to them indirectly during his last meeting the week or week and a half before Mr. 
Pack suspended his clearance. 

In his complaint, l\b!�!;·�- I noted that he made eight disclosures to USAGM leadership both 
orally and/or in writing. On July 13, 2020, l(b)(6); (b)(?)(C)lemailed (b)(B); (b)(?)(C) with concerns 
regarding Mr. Pack's mass firing of network heads, the impact Mr. Pack's spending freeze on 
USAGM's ability to continue functioning properly, violations of USAGM's Firewall and Highest 
Standards of Professional Journalism (Firewall) regulation5, and the targeting of J-1 visa holders. 
On July 16, 2020, l(b)(6); (b)(?)(C)lemailed rb)(B); (b)(?)(C) !separately about the 
same concerns he had raised to�b)(6); (b)(?)(C) I and additionally raised concerns about the 
impoundment of funds and health and safety issues related to COVID-19. On July 17, 2020, \�(�(;,-, 

l(b)(B); �- lema iled l(b)(6); (b)(?)(C) I to express concerns 
that the continued funding freeze would negatively impact USAGM's ability to perform its 
mission. On July 21, 2020, Kb)(�); _ I emailed j(b)(B); (b)(?)(C) I to express concerns a bout her 
interactions with the Open Technology Fund and how her actions would jeopardize financial 
controls for USAGM. On unspecified dates during this timefb)(6); (b)(?)(C) !raised concerns of a 
potential Antideficiency Act violation if USAGM continued to delay the transfer of funds to a 
granteeJb)(B); (b)(?)(C) I also told l(b)(6); (b)(?)(C) I that they could not lawfully 
transfer approximately $3.5 million between federal grantees without first notifying Congress 
and the Office of Management and Budget. Lastly, on August 12, 2020, in a meeting with 
several USAGM leadersJb)(B); (b)(?)(C) konveyed his concerns regarding the spending freeze's 
impact on USAGM operations and alleged that USAGM had misled a federal court regarding its 
intentions regarding funding for a grantee. 

On August 12, 2020, rb)(B); (b)(?)(C) I along with six other USAGM career employees, received a 
letter, signed by Mr. Pack, suspending his security clearance and placing him on administrative 
leave. The letter stated: "I certify it is in the interest of U.S. national security to suspend your 
security clearance, pending the outcome of an investigation effective immediately." Mr. Pack 

4 The day before, July 16J(b)(6); �- fXpressed this same concern to 1(b)(6); (b)(7)(C) I 
5 USAGM published its Firewall and Highest Standards af Professional Journalism regulation on June 15, 2020, (cod ified at 22 
C.F.R. Part 531). USAGM later rescinded this regulation effective DerPmber 10, 2020. See 85 Fed. Reg. 79,427 (Dec. 10, 2020). 
Nevertheless, the regulation was in effect at the time ofKb)(B); �- � isclosures. 
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told OIG that his staff recommended suspending the security clearances of the six complainants 
and that he concurred with their proposal but left the details of the suspensions up to them. 
Mr. Pack identified fb)(6); (b)(?)(C) 1

6 as the 
staff involved in the security clearance suspensions. 7 

USAGM subsequently retained an outside law firm to conduct a further review. On December 
21, 2020, adjudicators from USAGM's Office of Security reviewed the report on l(b)(B); (b)(?)(C) I 
prepared by the law firm and determined that all the issues identified, which were similar to 
the issues used by USAGM to suspend fb)(B); (b)(?)(C) I clearance, were performance based, 
unrelated to issues of national security as set forth in Security Executive Agency Directive 
{SEAD) 4 and Executive Order 12968. 

USAGM Security Clearance Suspension Procedures 

USAGM's policy and procedures for suspending security clearances are contained within its 
directive titled, Personnel Security Management v.4, which is largely based on Executive Order 
12968.8 The directive states that the Director of Security "acts as the ultimate authority (or 
designates an alternate) for the reduction, denial, suspension, or revocation of an individual's 
eligibility for access to classified national security information and/or an individual's eligibility to 
be employed in a government position based on a suitability or fitness determination." 9 Within 
the Office of Security, the Chief of the Personnel Security Division is given the responsibility to 
suspend security clearances. 10 The directive notes, however, that the Chief Executive Officer 
"may also exercise authority granted in 5 U.S.C. § 7532 to suspend without pay, and then 
remove, a USAGM employee when this action is deemed necessary in the interests of national 
security." 

The directive states, "Suspension of a clearance, also known as administrative withholding, is 
appropriate when a significant question of security eligibility arises. Suspension is warranted, 
for example, when the security organization receives information indicating possible gross 
misconduct, criminal conduct, substance abuse, or a serious breach of integrity." 11 Security 
eligibility is defined as "a determination of eligibility for access to classified information" that "is 
a discretionary security decision based on judgments by appropriately trained adjudicative 
personnel." 12 Executive Order 12968 states that "determinations of eligibility for access to 

6 l(b)(6); I was the Senior Advisor for Strategy, Research and Operations and l(b)(B);_ Lvas a Senior Advisor. 
7 OIG did not interview the staff identified by CEO Pack. Kb)(6); (b)(?)(C) had departed federal service when OIG 
sent out interview requests, and OIG does not have the ability to compel individuals who have left federal service. Both Ms. 
!(b)(6); (b)(?)(C) I agreed to interviews and OIG scheduled meetings based on the availability of the interviewees, 
but these individuals subsequently refused to sit for these interviews after departing from federal service. 
8 Executive Order 12968, Access to Classified Information, Aug. 4, 1995. 
9 USAGM, Personnel Security Management v.4, preface § 6{c)(7) . 
10 USAGM, Personnel Security Management v.4, preface§ 6(d)(7). 
11 USAGM, Personnel Security Management v.4, ch. 11, § lO(b)(l). 
12 USAGM, Personnel Security Management v.4, appendix 1 (noting that "eligibility shall be granted only where facts and 
circumstances indicate access to classified information is clearly consistent with the national security interests of the United 
States, and any doubt shall be resolved in favor of the national security.") 
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classified information shall be based on criteria established under this order." 13 Those criteria 
are the adjudicative guidelines issued by the Office of the Director of National Intelligence 
{ODNI ), wh ich are :  

• Allegiance to the United States 
• Foreign influence 
• Foreign preference 
• Sexual behavior 
• Personal conduct 
• Financial considerations 
• Alcohol consumption 
• Drug involvement 
• Emotional, mental, and personality disorders 
• Criminal conduct 
• Security violations 
• Outside activities 
• Misuse of information technology systems.14 

USAGM's directive further specifies that "upon receipt of information that raises questions 
concerning the personnel security fitness of an individual, [the Office of Security] shall 
immediately assess the security factors involved and shall take suitable action to ensure 
national security interests are protected." 15 In making such a determination, the Office of 
Security must "consider such factors as the conclusiveness and seriousness of the information 
developed, the employee's access to classified information, and the opportunity the position 
affords the employee to commit acts contrary to national security interests." If USAGM decides 
to suspend a security clearance temporarily pending an investigation and the suspension 
exceeds 10 days, the employee is entitled to notice in writing with a justification for the 
suspension. 16 USAGM's policy notes that "retaliation that affects eligibility for access to 
classified national security information is prohibited" and that USAGM officials shall not take or 
fail to take, or threaten to take or fail to take, any action affecting an employee's eligibility for 
access to classified national security information as a reprisal for a protected disclosure. 17 

Despite these policies, OIG found that no one who was trained in the adjudicative guidelines 
participated in the decision, preparation, or finalization of b)(B); (b)(?)(C) suspension letter. 
USAGM's directive states that decisions regarding security c earances must be made by 
"appropriately trained adjudicative personnel" using the adjudicative guidelines. 18 However, in 

13 Executive Order 12968, Access to Classified Information, Aug. 4, 1995, § 2.l(a). 
14 SEAD 4: National Security Adjudicative Guidelines, Dec. 10, 2016. 
15 USAGM, Personnel Security Management v.4, ch. 12, § l(b). 
16 USAGM, Personnel Security Management v.4, ch. 12, § 2(a). 
17 USAGM, Personnel Security Management v.4, ch. 12, § 2(e)(l), (2). 
18 USAGM, Personnel Security Management v.4, appendix 1. 
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(b)(6); (b)(7)(C) 
�---� case, no one who was trained in those guidelines, such as the Chief of the 
Personnel Security Division who ordinarily has the responsibility to suspend security clearances, 
was even consulted about the suspension.19 Even if USAGM officials had questions about the 
ability of its Office of Security, they could have consulted with OPM and ODNI about the 
suspension, but they did not do so. 

Legal Standard 

As noted above, PPD-19 prohibits the taking of any action with respect to any employee's 
security clearance or access determination in retaliation for having made a protected 
whistleblower disclosure. In 2020, the Inspector General for the Intelligence Community issued 
procedures for the review of allegations of retaliation under PPD-19. These procedures specify 
that a complainant must demonstrate that: (a) he or she made a protected disclosure; (b) the 
agency took or failed to take, or threatened to take or fail to take, any action with respect to 
the complainant's security clearance or access determination; and (c) the protected disclosure 
was a contributing factor in the agency's decision to take or fail to take, or threaten to take or 
fail to take, the security clearance action. 20 

Although PPD-19 and these procedures do not specify how to determine whether a protected 
disclosure was a "contributing factor" in the adverse security clearance determination, similar 
language is used in the Whistleblower Protection Act, codified at 5 U.S.C. § 1221, which 
prohibits agencies from taking adverse personnel actions in retaliation for protected 
disclosures. Under the Whistleblower Protection Act, a complainant can establish that his or 
her protected disclosure was a contributing factor in the alleged retaliatory personnel action 
through either direct evidence or through circumstantial evidence that the official taking the 
adverse action knew of the disclosure and the action occurred within a period of time such that 
a reasonable person could conclude that the disclosure was a contributing factor in the adverse 
action. 

If a complainant can demonstrate that he or she made a protected disclosure that was a 
contributing factor in the adverse determination, the burden shifts to the agency, which must 
"prove by a preponderance of the evidence that it would have taken the same action in the 
absence of such disclosure, giving the utmost deference to the agency's assessment of the 
particular threat to the national security interests of the United States in the instant matter." 2 1  

Federal courts have looked to three factors (commonly called the Carr factors) when 
determining whether an agency has met its burden: the strength of the agency's evidence in 
support of its decision; the existence and strength of any motive to retaliate on the part of the 
agency officials who were involved in the decision; and any evidence that the agency takes 
similar actions against employees who are not whistleblowers but who are otherwise similarly 

19 USAGM, Personnel Security Management v.4, preface § 6(d)(7). 
20 Inspector General of the Intelligence Community Instruction 2020.001, § 9(C)(2). 
21 Id. 
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situated. 22 The courts weigh these three factors together to determine whether, as a whole, 
the agency has met its burden, and a strong showing on one factor may be sufficient. 

Complainant's Burden 

As noted previously, the first element under a complainant's burden of proof in PPD-19 cases is 
whether the complainant made a protected disclosure. Under PPD-19, a protected disclosure is 
defined as a disclosure of information by the employee to, among other persons, a supervisor 
in the employee's chain of command, up to and including the head of the agency, or to the 
Inspector General of the employing agency, that the employee reasonably believes is a violation 
of law, rule, or regulation, or gross mismanagement, a gross waste of funds, an abuse of 
authorit or a substantial and specific danger to public health or safety. 23 OIG found evidence 
that (b)(B); (b)(?)(C) made several disclosures that constitute a protected disclosure under PPD-19. 

In mid-July 2020 through approximately mid-August 2020, I\�/\�!:�, I made several oral and 
written disclosures to his supervisory chain and OIG concerning what he believed to be gross 
mismanagement and violations of USAGM's Firewall. For example, in a July 13 email to � 
�;)�;1�1 

and almost identical emails to .... l(b_)(_6)_; (_b)_(7_)(C_) _______ ___,pn July 16, f .... �_)(6_);_(b_)(_7)_(c_,)I 
noted, "I think the Hill's concerns are not DCB-specific in most cases and are fairly obvious 
concerns, same as mine and likely leadership's, so easy to enumerate." \�/\�!:�, then 
enumerated the following concerns which he believed USAGM senior leaders would have to 
address: 

-Explanation for the mass firings of the network heads and the 
general strategy going forward. (Also the recent firing of Bay Fang). 
-The impact of the continuing freeze on contracting actions, 
personnel actions, and technical migrations (particularly on the 
federal side, but also during the time the freeze applied to the 
grantees). Impacts on health and safety related to covid or 
otherwise. 
-Governance issues at USAGM including violations of the firewall, 
such as the removal of Steve Springer as standards editor of VOA; 
the makeup of the grantee boards, etc. 
-The status of the lawsuit with the Open Technology Fund and the 
qualifications of the Acting CEO at this boutique organization. 
-The current status of OTF's grant agreement and various work 
they fund, including impacts on human rights activists, 
journalists/sources worldwide, and including protesters in Hong 
Kong. (The July funding still has not gone out). 

22 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.5.P.R. 682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997)) .  
2 3  PPD-19 § F(S). 
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-The status of the J-1 visas; threats to journalists who may need 
to return home; impact on operations; and the reasons for 
conducting the reviews. 

In addition, according tofb)(B); (b)(?)(C) I he met with Mr. Pack, rb)(B); (b)(?)(C) 
.,........,.,,.........,,.......,,,....,.,,..:...,�-------------� 

I\?!\�!;. Ion or about July 30, 2020. At the meeting, b)(B); (b)(?)(C) pointed out that people on the 
leadership team were causing significant delays on a variety of contracting, personnel, and 
operational activities within the agency. He noted that the delays were extremely detrimental 
to the functions of the agency and greatly impaired its mission and that of its grantees. 

(b)(6); (b)(?)(C) made another protected disclosure on or about July 21, 2020, when he told OIG that 
.__ ___ _, 

USAGM's new CEO failed to timely approve grant amendments, including to the Middle East 
Broadcasting Networks, which had not received its April, May, and June funding after months of 
waiting. According to rb)(B); (b)(?)(C) I this inaction created a growing cash-flow crisis for the 
grantee. Moreover, in a July 29, 2020, email to OIG, (b)(B); (b)(?)(C) raised concerns regarding 
"firewall violations and impacts on the journalism based on resource allocation." 

These statements qualify as protected disclosures under PP0-19 becausel(b)(B); (b)(?)(C) !reasonably 
believed them to be evidence of gross mismanagement and violations of law, rule, or 
regulation. Gross mismanagement is defined as "a management action or inaction which 
creates a substantial risk of significant adverse impact upon the agency's ability to accomplish 
its mission." 24 �b)(6); (b)(?)(C) I repeatedly expressed his concern that USAGM leadership's actions 
and inaction greatly impaired the mission of the agency; thus, falling squarely within the 
definition of allegations of gross mismanagement. \�/\�/;,--, also repeatedly expressed 
concern that USAGM risked violating the Anti deficiency Act violation.25 Similarly, l(b)(6); (b)(?)(C) I 
made disclosures regarding what he believed to be a violation of an agency regulation; namely, 
USAGM's Firewall regulation. fb)(6); (b)(?)(C) I belief that these actions evidenced gross 
mismanagement and a violation of an agency regulation is reasonable given his positions in 
USAGM. As an interim CEO and CFO of USAGM,26 l\�/\�/:,--, I had knowledge and experience in 
all the areas of concern he cited and had insight into the effect of the actions of its new leaders. 

The second element is whether the agency took or failed to take, or threatened to take or fail 
to take, any action with respect to the complainant's securit clearance or access 
determination. In this case, USAGM suspended (b)(B); (b)(?)(C) ecurity clearance on August 12, 
2020. 

The last element of a complainant's burden in PP0-19 cases is whether the complainant's 
protected disclosure was a contributing factor in the agency's decision to take or fail to take, or 

24 Kavanagh v. M.S.P.8., 176 F. App'x 133, 135 (Fed. Cir. Apr. 10, 2006). 
25 While a disclosure concerning a not-yet-realized violation of law is not protected as a "violation of law, rule, or regulation," 
kb)(6): I concerns regarding the ris k of an Antideficiency Act violation can be categorized as concerns regarding gross 
mismanagement. 
26According to the position description, as the CFO �b)(B); �- lis responsible for overseeing USAGM's budgeting, finance, and 
grant management functions. 
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threaten to take or fail to take, the security clearance action. While OIG found no direct 
evidence thatfb)(B); (b)(?)(C) I disclosures were a contributing factor in the suspension of his 
security clearance, there is evidence that the individuals involved in the suspension of his 
clearance knew of his disclosures and that they moved to suspend his clearance shortly after he 
made protected disclosures. USAGM identified Mr. Pack, (b)(B); (b)(?)(C) 

L------�C""""C'"-:-:==-:-...,._ ____ ___, (b)(B); among others, as being involved in the decision to suspend (b)(B); (b)(?)(C) security 
clearance suspension, and they were all recipients of his protected disclosures. These officials 
all participated in the decision to suspend l(b)(B); (b)(?)(C) !security clearance within days or at 
most a month of receiving his protected disclosures. The short eriod of time between �!��!; 
(b)(B); protected disclosures and the suspension of (b)(B); (b)(?)(C) ecurity clearance is such 
/h\/7\lr\ 

that a reasonable person would conclude that there is a connection between the security 
clearance suspension and the protected disclosures. Therefore, OIG concludes that there is 
circumstantial evidence that fb)(B); (b)(?)(C) I protected disclosures were a contributing factor in 
USAGM's decision to suspend his clearance. 

As set forth above, \�(\�(;,_, met his burden of proof under PPD-19 by demonstrating that he 
made a protected disclosure, that the agency took a security clearance action against him, and 
that his protected disclosure was a contributing factor in the agency's decision to take the 
security clearance action. 

Agency's Burden 

Because b)(B); (b)(?)(C) met his burden of proof, USAGM must demonstrate, by a re onderance 
of the evidence, that it would have taken the same action in the absence of b)(B); (b)(?)(C) 
disclosures. 

As noted above, the courts have traditionally reviewed three factors in determining whether an 
adverse action resulted from a protected disclosure. The first factor that the courts use to 
weigh whether an agency has met its burden is the strength of the evidence in support of the 
adverse action. 27 In examining this factor, OIG examines the evidence supporting the adverse 
action and whether there were "legitimate reasons" for the personnel action. 28 

The suspension letter cited several reasons for suspending (b)(B); (b)(?)(C) learance: 

1) The background investigation which granted rb)(B); (b)(?)(C) lsecurity clearance was done 
by USAGM when USAGM lacked the proper authority to investigate and perform 
background checks. 

2) As a USAGM senior leader, rb)(B); (b)(?)(C)lfailed to take necessary corrective action to 
remedy personnel and other security concerns identified by OPM and ODNI. 

27 Carr v. Social Security Administration, 185 F.3d 1318, 1323 (Fed. Cir. 1999) (citing Geyer v. Dep't of Justice, 7 M.S.P.R. 682, 
688, affd, 116 F.3d 1497 (Fed. Cir. 1997)). 
28 Baker v. Dep't of Defense, 2016 MSPB LEXIS 4567 (M.S.P.B Aug. 4, 2016). 
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3) (b)(B); (b)(?)(C) "knowingly and willfully granted eligibility for, or allowed access to, classified 
information in violation of the law and its implementing regulations." 

4) l(b)(6); (b)(7)(C)lfailed to correct issues identified in an OIG report for Fiscal Year 2019. 
5) The Office of Risk Management identified fb)(B); (b)(?)(C) lin the capacity as Acting CEO and 

later CFO, as responsible for ensuring corrective action was taken to mitigate and 
address the personnel security concerns identified in the OPM report, and he did not 
sufficiently act to remedy the problems. 

OIG addresses each of the letter's justifications below. 

l(b)(B); (b)(?)(C) !Background Investigation 

The suspension letter claimed that l(b)(B); (b)(?)(C) !security clearance was suspended because his 
background investigation "was done by USAGM (formerly BBG) when USAGM lacked the proper 
authority to investigate and perform background checks." This statement presumably refers to 
the fact that OPM delegated authority to BBG to conduct background investigations via a 
memorandum of understanding (MOU), and that in 2012, USAGM neglected to return the 
signed renewal of the MOU to OPM granting the delegation. 

l
(b)(6); (b)(7)(C) 
)(B); (b)(?)(C) I unaer me pr1nc1p1es governing teaera1 
security clearances, as well as USAGM's Personnel Security Management policy, a security 
clearance generally remains valid unless the employee separates from service or an adverse 
action is taken to suspend or revoke the clearance, even if a reinvestigation does not occur in a 
timely fashion. 29 As such, any doubt about the validity of USAGM's ability to perform 
background checks was not a legitimate reason to suspend fb)(B); (b)(?)(C) !clearance. 

Even if the 2017 investigation was deemed to be invalid, there is no question about the 
authority of the Department, which investigated his clearance prior to BBG/USAGM, to 
investigate clearances. At no point did OPM or ODNI direct USAGM to suspend the clearances 
of any employees that had been granted because of the fact of the unsigned MOU. Thus, 
USAGM's claim that it suspended l(b)(B); (b)(?)(C) I security clearance because it lacked authority to 
conduct l(b)(B); (b)(?)(C) �ackground investigation was not a legitimate reason to suspend his 
clearance. 

Failure to Remedy Personnel Security Concerns 

The suspension letter alleged that b)(B); (b)(?)(C) failed to correct or ensure the correction of 
longstanding deficiencies in USAGM's personnel security program and that he "knowingly and 
willfully granted eligibility for, or allowed access to, classified information in violation of the law 
and its implementing regulations."30 USAGM provided several program reviews of USAGM's 

29 USAGM, Personnel Security Management v.4, ch. 11, § 7(b)(3). 
30 This section addresses reasons 2, 3 and 5, as cited in l(b)(6); !security clearance suspension letter together. 
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personnel security program conducted by OPM and ODNI, and what it called a "USAGM Office 
of Risk Management Risk Profile" as appendices to the suspension letter. These reviews 
highlighted numerous deficiencies in USAGM's program and directed it to undertake corrective 
action to address these deficiencies. The risk profile claimed that l(b)(6); (b)(7)(C)I as CFO and interim 
CEO was ultimately responsible for the personnel security failings. 

The USAGM CFO is responsible for overseeing USAGM's budgeting, finance, and grant 
management functions. USAGM's personnel security and suitability functions fall within the 

.,,...,..,..,,.,......., 

purview of another senior leader, the Director of the Office Management Services. As CFO, �(�(1r: 
��!��!;,�, lhad no authority whatsoever to correct or ensure the correction of these personnel 
security concerns and did not have authority to grant eligibility for or allow access to classified 
information. 

(b)(5); (b)(?)(C) was the interim CEO from October 2019 to June 2020. While he was the agency 
head during this transition period, his failure, as an acting official in the span of half a year, to 
resolve longstanding problems that challenged the agency for years would at best constitute a 
performance issue. Performance issues are not included in the adjudicative guidelines and 
generally are not relevant to the granting or denial of a security clearance. Per USAGM policy, 
suspension is warranted, for example, when the security organization receives information 
indicating possible gross misconduct. Despite the August 12, 2020, suspension letter and an 
August 24 follow up letter signed by Mr. Pack noting that USAGM was investigatingfb)(5); (b)(?)(C) 
nothing in his security file reviewed by OIG indicated that any investigation was underway 
related to gross misconduct. Indeed, when USAGM presented similar facts to two trained 
security clearance adjudicators in December 2020, they determined that "there are no security 
issues that fall under [SEAD 4) and Executive Order 12968." The adjudicators determined that 
"these issues are all performance issues which fall under the Office of Human Resources." 

Based on the above, USAGM cannot legitimately claim that it suspended rb)(5); (b)(?)(C) I security 
clearance because he failed to correct or ensure the correction of longstanding deficiencies in 
USAGM's personnel security program, or that he knowingly and willfully granted eligibility for, 
or allowed access to, classified information in violation of the law and its implementing 
regulations. 

OIG Report for Fiscal Year 2019 

The suspension letter also alleged that fbH6); (b)(?)(C) I had knowledge of the severe issues 
identified in OIG's Inspector General Statement on the U.S. Agency for Global Media's Major 
Management and Performance Challenges for Fiscal Year 2019 (USAGM FY19 Management 
Challenges Report) but failed to correct them. The report, issued in December 2019, is a 
retrospective look at issues revealed during OIG's oversight work.31 

31 The suspension letter does not specify whether )�()�(iri fa iled to correct the management chal l enges, as CFO or 
interim CEO. 
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Like the personnel security def ic ienc ies, the management challenges reported by OIG have 
been longstanding difficulties for USAGM. For example, the report ind icated various issues 
related to USAGM's grant management dating back to fiscal year 2013. (b)(6); (b)(?)(C) alleged 
failure to correct longstanding issues in the approximate 6 months he was interim CEO, is, at 
most, a performance concern. Further, wh ile some of the management challenges, such as 
financial management and grant management, fell w ithin l(b)(5); (b)(?)(C) !responsibility as CFO, 
any defic iencies noted would likew ise constitute performance issues. Performance concerns 
are not legitimate reasons to suspend a clearance. 

Therefore, none of the reasons cited as a basis for the suspension constitute a legitimate 
reason for an adverse secur ity clearance act ion, and as such the strength of the evidence in 
support of the adverse action is weak. USAGM did not follow its own policies when effectuating 
the suspens ion which also negatively impacts its legitimacy. 

The second Carr factor courts is the existence and strength of any mot ive to retal iate on the 
part of the individuals who were involved in the decision. OIG found strong evidence of a 
motive to retal iate regard ingfb)(5); (b)(?)(C) I disclosures. USAGM received sign ificant negative 
ress re arding the failure to renew the J-1 visas of journalists, the subject of one of )�;)�\,c:, 

b)(5); d isclosures. Also, several members of Congress had reached out to USAGM to express 
concern about the visas. Emails indicate that USAGM bristled at this criticism. For example, on 
July 14, 2020, rb)(6); (b)(7)(C) I and the Public Affairs advisor prepared talking po ints for 
the CEO that referred to such criticism as "nonsensical" and questioned: "Why are non-U.S. 
cit izens be ing brought to the U.S. to report on 'sign ificant American thought and inst itut ions' 
back to the rest of the world?" 

(b)(5) Attorney-Client 

Shortly after these exchanges, l(b)(5); (b)(?)(C) !began their effort to suspend 
the security clearance o�(b)(6); (b)(7)(C) I as well as those of the other five complainants. 

Another example is that on August 11, 2020, b)(6); (b)(?)(C) sent an email to b)(5); (b)(?)(C) 
express ing concerns regarding instructions (b)(5); (b)(?)(C) ave to gran .... t-ee

_
s 
___ 

A
_
c
_
c
_
o-rd

_
i
_
n
_
g
_
t
_.
0

1-_�-!�-!�;_ 
l(b)(5); (b)(?)(C) I ordered several USAGM grantees to return Office Internet Freedom 
{OIF) money it had been rov ided dur ing f iscal year 2019. As a result, the grantees sent paper 
checks to USAGM. (b)(5); (b)(?)(C) informed l(b)(6); (b)(7)(C) I via email that fb)(6); (b)(?)(C) I 
instruct ions were outs ide of USAGM's normal f inancial internal controls and likely would raise 
questions by USAGM's financial auditor�(b)(5); (b)(?)(C) hoted that while rb)(5); (b)(?)(C) land the 
CEO wanted the money qu ickly, research was needed to determ ine the appropriate next steps. 

32 5 C .F .R. § 359.406. 
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Kb)(B); (b)(?)(C) !forwarded (b)(B); (b)(?)(C) email to b)(B); (b)(?)(C) 

immediately after receiving it b)(B); (b)(?)(C) tol i;.::b:-;;)(B;;-;-);�(b;:-;:)(7-;=;)v,(c"-)1-t�a-t _a_e_r-re_c_e�,v�,-n-g-t�e-e_m_a-,�,�M�s__J. 
(b)(B); (b)(?)(C) called him and said, )�;)�\icl just needs to do his fucking job !" The following day, 
(b)(B); (b)(?)(C) sent a colleague a message that stated, "Told �\)�\;r, o deposit [the checks] 
in treasury and allocate the funds for OIF. Of course, he's being a pain." In the same message, 
she asks the colleague the process for putting an employee on investigative leave. 

USAGM appears to have continued its efforts to punishl(b)(B); (b)(?)(C) I for making protected 
disclosures even after the sus ension of his clearance. On August 27, 2020, Kb)(6); (b)(?)(C) 
drafted a memorandum to (b)(B); (b)(?)(C) threatening to discipline him for statements that he 
made in news articles asserting that the suspension of his clearance constituted "retaliation" 
for reporting instances of gross mismanagement and violations of law. 33 On September 23, 
2020, l(b)(B); (b)(?)(C) � an advisor to the CEO, emailed a Department of Justice attorney and raised 
concerns that b)(B); (b)(?)(C) was going to testify before Congress on the following day and "may 
allege some form of retaliation." fb)(6); (b)(?)(C) !asked for the attorney's advice as to how to 
discipline l(b)(B); (b)(?)(C) �or his testimony. 

Thus, there is strong evidence that the officials involved in the decision to suspend r)(B); (b)(?)(C) 
security clearance had motive to retaliate. 

The fi na I Carr factor examines any evidence that the agency takes similar actions against 
employees who are not whistleblowers but who are otherwise similarly situated. OIG found 
some evidence that the agency did not take similar action against similarly situated employees 
who were not whistleblowers. For example, one rationale for (b)(6); (b)(?)(C) security clearance 
suspension was that USAGM did not have authority to conduct is ac ground investigation. 
USAGM conducted background investigations for hundreds of other employees during the 
years when there was no signed delegation MOU, yet the security clearances of only seven 
employees (all of whom were whistleblowers) were suspended.34 Likewise, USAGM did not 
suspend the secu rity clearances of other officials who were responsible for other management 
challenges noted by OIG, such as information security. 

OIG's examination reveals that even though USAGM cited five different reasons to suspend the 
security clearance o (b)(B); (b)(?)(C) none of them relate to the adjudicative guidelines and thus do 
not constitute a legitimate basis for the suspension. Likewise, OIG found strong evidence of a 
retaliatory motive and no evidence that USAGM took comparable action against individuals 
who were similarly situated but were not whistleblowers. Accordingly, USAGM did not meet its 
burden to demonstrate by a preponderance of the evidence that it would have suspended ,,,..b,..,..,)(6,,....);---, 
�-� b\(7)/C\ 
fb)(6); �- I security clearance absent his protected disclosures. 

33 It is unclear if USAGM ever sent this memorandum tol\�/\�/;,�, I but its drafting is relevant to �b)(B); (b)(?)(C) I motive. 
34 OIG found evidence that the employee whose security clearance was suspended but did not file a whistleblower complaint 
also made protected d isclosures and thus qualifies as a whistleblower. 
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Conclusion 

b)(B); (b)(?)(C) made several protected disclosures to OIG and his supervisory chain in July and 
August 2020 raising concerns of alleged gross mismanagement and violations of USAGM's 
Firewall regulation. Shortly thereafter, USAGM suspended his security clearance. 

USAGM could not demonstrate by a preponderance of the evidence that it would have 
suspended b)(6); (b)(?)(C) learance absent his protected disclosures. The five reasons cited in 
(b)(B); (b)(?)(C) suspension letter bear no relation to the adjudicative guidelines and USAGM failed 
to follow its own directive for suspending a clearance. In addition, OIG found strong evidence of 
retaliatory motive by individuals involved in the suspension and no evidence that USAGM took 
action against similarly situated individuals who were not whistleblowers. 

Pursuant to PPD-19, OIG may recommend that the agency reconsider the employee's Eligibility 
for Access to Classified Information and "take other corrective action to return the employee, 
as nearly as practicable and reasonable, to the position such employee would have held had the 
reprisal not occurred." 

Prior to the completion of this investigation, USAGM reconsideredl(b)(B); (b)(?)(C) I eligibility for 
access to classified information and restored rb)(B); (b)(?)(C) I security clearance. Nonetheless, 
USAGM should also consider other corrective action, including but not limited to formally 
rescinding the suspension letter and awarding him attorney's fees and other reasonable 
compensatory damages. 
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Office of I nspector Genera l  
United States Department of State 

Sensitive But Unclassified 

Case Closing Memorandum 

To : INV FILE 

From: rb)(6); (b)(7)(C) I Assistant Special Agent in Charge 

Thru: Elisabeth Kaminsky, Assistant Special Agent-in-Charge 

Thru: Elisabeth Kaminsky, Special Agent-in-Charge 

Subject: Closing Memorandum for C2021025, Amended 

SUBJECTS 

1. Name: Pack, Michael 
Associated Entity: U.S. Agency for Global Media 
Grade/Position: Executive Service / Chief Executive Officer 
Address: l(b)(6); (b)(7)(C) 

2. Name: ��b_)(6_);_(b_)(_7)_(C_) _____ � 

Associated Entity: U.S. Department of State / U.S. Agency for Global Media Detailee 
Grade/Position: GS-15 / Senior Adviser / 
Acting Vice President for Legal, Compliance, and Risk 
Address: l(b)(5); (b)(?)(C) 

3 .  Name: �rb_)(6_);_(b_)(_7)_(C_) ___ � 

Associated Entity: U.S. Agency for Global Media 
Grade/Position: Senior Executive Service / Chief Operations Officer 
Address: rb)(6); (b)(7)(C) I 

4. Name: l(b)(6); (b)(7)(C) 

Associated Entity : U.S. Agency for Global Media 
Grade/Position: GS-15 / Director of the Office of Contracts/ 
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Case Closing Memorandum 

Senior Procurement Executive 
Address: l(b)(5); (b)(?)(C) 

5. Name:l .... (b
_
)(6
_

);
_

(b
_

)(
_
7)
_
(c
_

) 
____ __, 

Associated Entity : U.S. Agency for Global Media 
Grade/Position: GS-14 Contractin Officer 
Address: b)(5); (b)(?)(C) 

6. Name: UltraReach Internet Corp. 
Address: 1712 Pioneer Avenue, #1089, Cheyenne, Wyoming 
DUNS:  83-162-8743 

7. Name:l .... (b
_
)(6
_

)
_
; (b
_

)
_
(?
_H

c
_

) _______ � 
Associated Entity: UltraReach Internet Corporation 
Position: Owner 
Add ress : rb)(6); (b)(?)(C) 

8. Name: fb)(6); (b)(?)(C) 
I 

Associated Entity : The Lantos Foundation for Human Rights & Justice 
Position: President 
Add ress : rb)(5); (b)(?)(C) 

9. Name :  rb)(6); (b)(?)(C) 

Associated Entity : Hudson Institute 
Position: Director 
Add ress : �rb-)(5

_
)
_
; (b-)-(?-)(C-)----------� 

Statutes, Regulations, Policies: 
18 USC § 371 - Conspiracy to commit offense or to defraud United States 
18 USC § 1031 - Major fraud against the United States 
41 USC § 3301 - Full and Open Competition 
FAR Part 3 - Improper Business Practices and Personal Conflicts of Interest 
FAR Part 6.lOl (a) Policy - Full and Open Competition 
FAR Part 15.3 - Source Selection 
2 CFR 200.319 - Full and Open Competition 
Consolidated Appropriations Act, 2020, Public Law 116-94, 133 Stat. 2534 
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Case Closing Memorandum C2021025 

{AGENT'S NOTE: This CCM was amended due to an oversight that the case was presented to the 
Department of Justice, Criminal Division, Public Integrity Section for prosecution. The original 
CCM failed to mentioned the DOJ referral. (Attachment 1)) 

BASIS  FOR INVESTIGATION 

OIG received a hotline complaint alleging former U.S. Agency for Global Media Chief Executive 
Officer Michael Pack, former Chief Operations Officerl(b)(G); (b)(?)(C) I and the Office of 
Contracts committed contract fraud and violated the Consolidated Appropriations Act by 
making an award to Ultra Reach Internet Corporation and reappropriated $20 million given to 
the Open Technology Fund to pay for it. It was fu rther alleged that Pack did so based on 
improper relationships with b)(G); (b)(?)(C) President, Lantos Foundation for Human 
Rights & Justice, and (b)(G); (b)(?)(C) Director, Hudson Institute. 

DETAILS OF THE INVESTIGATION 

OIG opened this investigation based on information indicating former U.S. Agency for Global 
Media {USAGM) Chief Executive Officer (CEO) Michael Pack, former Chief Operations Officer 
(COO) rb)(G); (b)(?)(C) I and the Office of Contracts (CON) committed contract f raud and violated 
the Consolidated Appropriations Act by making an award to UltraReach Internet Corporation 
{UltraReach) and reappropriated $20 million given to the Open Technology Fund to pay for it. It 
was fu rther alleged that Pack did so based on improper relationships with human rights 
advocates, b)(6); (b)(7)(C) President, Lantos Foundation for Human Rights & Justice, and 
b)(6); (b)(?)(C) Director, Hudson Institute. 

OIG conducted interviews, reviewed USAGM email accounts, reviewed contracts, and reviewed 
the Consolidated Appropriations Act and Federal Acquisition Regulations (FAR), among other 
documents and USAGM records. OIG attempted to interview Pack; former Acting Vice President 
for Legal, Compliance, and Risk fb)(6); (b)(?)(C) land Director of the Hudson Institute 

�l(b_H
6
_
);
_
(b
_
)(
_
7)
_
(c
_
) __ �IEach declined or failed to respond to requests for an interview. 

UltraReach Award 

OIG reviewed the UltraReach contract. UltraReach was awarded Basic Ordering Agreement 
951700-20-G-0162 on August 4, 2020. Ultra Reach was subsequently awarded Task Order 
951700-21-K-0011 on November 4, 2020, which had an initial period of performance of one 
month with three-month option periods thereafter. USAGM only exercised Option Period 1, 
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Case Closing Memorandum C2021025 

signed November 30, 2020, with a period of performance December 1, 2020, through February 
28, 2021. USAGM did not exercise Option Period 2. USAGM paid Ultra Reach a total of $249,000 
for all periods of performance. 

OIG interviewed Senior Procurement Executive (SPE)rb)(5); (b)(?)(C) �ho said (b)(5); (b)(?)(C) old 
him it was Pack's priority to make a new award for internet freedom tools. �/��/; nd 

l(b)(5); (b)(?)(C) I discussed various options for making an award. Afterwards, CON reinstated 
expired basic ordering agreements with the intent of issuing individual task orders against 
them. Once the solicitation was sent out and proposals were received, the technical evaluation 
team determined UltraReach's proposal was not sufficient as it did not meet the technical 
specifications, including that the mobile platform was in beta form, Ultra Reach did not have a 
completed security audit, it did not offer landing pages, and the price was too high. Ultimately, 
the technical evaluation team recommended to not award a contract to UltraReach. CON 
proceeded to make an award to Advanced Circuiting, Inc (ACI) and Psiphon after negotiating 
their rates down and notified Ultra Reach of its u nsuccessful offer. 

According to the statement of work for Basic Ordering Agreement 951700-20-G-0162, the 
vendor was required to provide separate customized versions of the client software for each of 
the following USAGM broadcasting services, localized in a language per C.2.14 (or in exercised 
option C.2.15), each of which loads a distinct default URL as provided by the COR: Voice of 
America (VOA) Chinese, VOA Persian News Network, VOA English, Radio Free Asia (RFA) 
Mandarin, RFA Cantonese. The vendor was also required to configure each customized version 
of the mobile application so that upon startup by the end user the mobile application 
automatically loads the computer's default web browser, and displays a pre-roll video as 
designated by the COR. The Contractor shall prepare customized versions of the client software 
and mobile application for each of the USAGM broadcast services as specified in C.2.16 (and in 
exercised option C.2.17), with a customized start page for each version as provided by the COR. 

Chief Risk Officer l(b)(6); (b)(?)(C) I as the former Office of Internet Freedom (OIF) Director, helped 
the USAGM front office facilitate acquisitions related to internet freedom tools. In his interview, 
l\b!\�!; _ _ , Isa id Fb)(6); (b)(7)(C) 1unexpectedly called l\b!\�!; __ , latter the awards were made to ACI and 
Psiphon and told him to fund both open and closed-source internet freedom tools. \�1\�t-, 
explained that UltraReach was the only closed-source tool available and fb)(6); (b)(?)(C) I said to 
fund it. 

OIG interviewed Supervisory Contracting Officer (b)(5); (b)(?)(C) who said that approximately 
one month after notifying UltraReach of its unsuccessful offer, �\m( old CON to make an award 
to Ultra Reach. According t )�()�(; Pack gave the instruction to make the award.l(b)(6l said he spoke 
wit (b)(6); afterward and they "all knew Ultra Reach was not qualified " b)(6); tol b)(6); o move 
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Case Closing Memorandum C2021025 

forward with the award anyway because that is what the "front office" wanted�aid, "I 
know we shouldn't have done it."l(b)(B)�eiterated he spoke with both (b)(B); (b)(?)(C) about the 
request and they both said the "front office" wanted the award. When asked if b)(B violated the 
FAR when he made the award, ��)( lsaid, "I did." OIG was unable to corroborate this statement 
in its review of the FAR. 

OIG reviewed the FAR, specifically Parts 3, which covers conflicts of interest; 6, which covers full 
and open competition; and 15.3, which covers source selection. According to the FAR, the 
source selection authority has the authority to make an independent judgment on source 
selection after making a comparative assessment of proposals received against the source 
selection criteria and including any reports or analyses prepared by others, such as a technical 
evaluation. 

In his interview, \�!�!; aid that even if Pack had not directed the award be made to Ultra Reach, 
if USAGM needed UltraReach's services it could have still made the award in the same way. Kb)(6); 
explained that the award did not prejudice another vendor, meaning it did not affect an award 
being made to another company, so it was not improper. 

In OIG's review of the contract, we determined that although USAGM CON made an initial 
notice of unsuccessful offer to Ultra Reach, CON renegotiated UltraReach's bid and then made 
the award to UltraReach at the re-negotiated rate. Insofar as the technical deficiencies 
highlighted by the technical evaluation team, Ultra Reach completed a security audit in May 
2020 on behalf of the Department's Bureau of Democracy, Human Rights, and Labor (DRL) for 
similar work performed via a DRL grant. Ultra Reach underwent a separate and unrelated 
Google security audit on their mobile application in March 2022. 

Upon interviewing UltraReach's owner and founder )�()�(;r, OIG learned UltraReach's mobile 
platform was in beta form on purpose in order to prevent user overload and that the 
contracting officer's representative (COR) was required to provide the landing pages and 
Ultra Reach was required to provide access to them. 

In his interview, �said UltraReach had English and Chinese landing pages since a majority of 
its original users were based in Chinaj�b)(6 �Isa said he agreed to provide access to the 
additional, requested landing pages, but it was USAGM's responsibility to create and provide 
them to Ultra Reach in the respective languages of the countries they wanted to have access. l\�1\�L, I 
said USAGM never provided him the landing pages for UltraReach to implement.l�b)(6�urther 
explained that under the USAGM contract, it was UltraReach's responsibility to provide access 
to the pages and USAGM's obligation was to promote them and track the users. 
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Case Closing Memorandum 

A review of Pack and l(b)(B); (b)(?)(C) lusAGM email revealed a July 29, 2020, email from 

C2021025 

l(b)(B); (b)(?)(C) I to l(b)(6); !directing \�!\�!;.., , to provide a report with "A brief statement on OIF will 
provide an open bid process to find and fund a more broad array of technology including closed 
technolo which serve the mission fully." In a July 31, 2020, email from �b)(B); (b)(?)(C) �o �/\�/;,--, 
(b)(B); (b)(?)(C) wrote that USAGM wanted to award both closed and open-source technology to 
attract that broadest pool of candidates. 

Additionally, in an August 14, 2020, email from �1\�1;,_, to fb)(B); (b)(?)(C) I recommended 
USAGM add additional vendors to the BOA for a broader spectrum of awards and for future 
award cycles. In an August 18, 2020, email fromf .... b_H

6
_);_(b_H_7)_(c_) ______________ ___, 

wrote, "CEO Pack is committed to funding as many internet firewall circumvention tools as 
possible, He is inclined to do both an RFP [request for proposal] and to expand the BOA." 

(AGENT'S NOTE: UltraReach was awarded Basic Ordering Agreement 951700-20-G-0162 on 
August 4, 2020. UltraReach was subsequently awarded Task Order 951700-21-K-0011 on 
November 4, 2020, which had an initial period of performance of one month with three-month 
option periods thereafter. USAGM only exercised Option Period 1, signed November 30, 2020, 
with a period of performance December 1, 2020, through February 28, 2021.) 

OIG did not find evidence that Pack or l(b)(B); (b)(?)(C) !attempted to influence any contracting 
actions for any reason other than to expand USAGM's current internet freedom programs. OIG 
did not find evidence that USAGM violated full and open competition requirements in its award 
to Ultra Reach. OIG did not find evidence that I\�/\�/:", I was directly involved in the Ultra Reach 
contract award, technical evaluation, or contract funding. )�()�(iri eft USAGM in August 2020. 

Consolidated Appropriations Act 

OIG reviewed the 2019-2021 Consolidated Appropriations Act and determined that while the 
act did call for a security audit to be completed, it did not require that one had to be completed 
prior to an award being made. Allegations also alleged that an award could not be made to 
UltraReach because UltraReach used closed-source methodology. However, the Consolidated 
Appropriations Act of 2019, which was the relevant statute at the time of award, did not call for 
only open-source internet freedom tools. It was not until the Consolidated Appropriations Act 
of 2021, signed into law on December 27, 2020, that it was stipulated funding could only be 
made available for open-source tools. 

Ultra Reach completed a security audit on behalf of DRL between April and May 2020 with no 
critical findings. According t�he completion of the audit was delayed because the auditor 
attempted to provide DRL a report with UltraReach's proprietary source code in itJ�)( land the 
auditor eventually came to an agreement and the final report did not contain the source code. 
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Case Closing Memorandum C2021025 

{AGENT'S NOTE: There were two reports. One clean report that did not contain the source code 
and one full report with the source code.) Ultra Reach underwent a separate and unrelated 
Google security audit on their mobile application in March 2022. 

Re-appropriation of OTF Funding 

In the review of Pack and l(b)(6); (b)(?)(C) IUSAGM email accounts, OIG found that in August 2020 
l(b)(6); (b)(?)(C) I issued letters from Pack requesting the return of grant funds from the Middle East 
Broadcasting Network (MBN), Radio Free Asia (RFA), and Radio Free Europe/Radio Free Liberty 
(RFE/RL) . 

The review also revealed a letter from RFA with an enclosed check in the amount of 
$2,910,038.10. On August 11, 2020, MBN gave USAGM a check for $500,000. On August 13, 
2020, RFE/RL proposed to return $129,000, whichl(b)(B); (b)(?)(C) I replied, "At the direction of 
CEO Pack, USAGM accepts RFE/RL's proposal to return $129,000." RFE/RL Comptroller �(��(1r:1 

�()�(;r1 subsequently requested the wire transfer information to expedite the payment. These 
amounts were also reflected in a Microsoft Word document drafted by (b)(6); (b)(?)(C) titled 
"OMB Draft." 

USAGM Office of Management Services Attorney Advisor b)(B); (b)(?)(C) irector of Budget 
l(b)(B), (b)(?)(C) land Deputy Chief Financial Officer (b)(B); (b)(?)(C) informed (b)(B); (b)(?)(C) and 

other senior staff fb)(5) Attomey-Client I 
(b )(5) Attorney-Client 

OIG's review of l(b)(B); (b)(?)(C) pnd Pack's USAGM email accounts also revealed a September 15, 
2020, email exchange between rb)(6); (b)(?)(C) pnd Pack where rb)(B); (b)(?)(C) I informed Pack that 
0MB granted the USAGM apportionment of previously unused and unobligated grant funds, 
and USAGM could use the funds for internet freedom projects through the OIF. {AGENT'S 
NOTE: An apportionment is an OMB-approved plan to use budgetary resources.) 

Pack's Relationshi with the (b)(B); (b)(?)(C) 

Pack declined OIG's request to interview him. 
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OIG interviewed ��/\�LJNho indicated she did not know Pack prior to his nomination and the 
majority of their contact was via email and solely focused on their mutual agenda of internet 
freedom and firewall circumvention. OIG did not find anything contradictory tdb)(B); (b)(?)(C) I 
statements in its review of Pack's USAGM email accounts, USAGM documents, or interviews. 

(b)(B); (b)(?)(C) failed to respond to multiple requests for interview. However, a review of Pack's 
USAGM email accounts did not reveal anything beyond a professional relationship. In a January 
2020 email in response tol\�/\�!:�, I request for a meeting, Pack wrote, "Let me state some 
ground rules at the outset. I will not make any commitments or promises beyond what I have 
already stated in response to the QFRs from the Senate Foreign Relations Committee. The 
purpose of the meeting must be limited to briefing me and providing information." 

DISPOSITION 

On May 17, 2022, this case was declined for prosecution by the Department of Justice, Criminal 
Division, Public Integrity Section Trial Attorney l(b)(B); (b)(?)(C) I OIG did not develop evidence 
that an administrative violation occurred and therefore this matter is closed to file. 

Assistant Special Agent in Charge 
Signed on: 03/30/2023 03 :45:36 PM 

ATTACHMENTS 

1) UltraReach CCM 

Approved By: 
c��� 
Elisabeth Kaminsky 
Special Agent in Charge 
Signed on:  03/30/2023 04: 12:11 PM 
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Office of Inspector Genera l 
Un ited States Department of State 

Seiisitive But Unclassified 

Case Closing Memorandum 

To: INV FILE 

From: (b)(B); (b)(?)(C) Special Agent 

Thru:  rb)(B), (b)(?)(C) 
r 

ssistant Spec ial Agent-in-Charge 

Thru: El isabeth Heller, Special Agent-in-Cha rge 

Subject Closing Memorandum for P2021 033  

SUBJECT 

N (b)(6); (b)(?)(C) ame: 
Associate . . gency for Global Media, Voice of America, South and Central 
Asia Division, Washington, DC 
Grade/Position: Former Senior Advisor 
Address:l(b)(B); (b)(?)(C) 

Statutes, Regulations, Policies: 
5 U.5.C. § 552a(i)(3)- Any person who knowingly and willfully requests or obtains any 
record concerning an individual from an agency under false pretenses shall be guilty of a 
misdemeanor and fined not more than $5,000. 

BASIS FOR INVESTIGATION 

OIG obtained information that on January 1 9, 202 1 ,rb)(B); (b)(?)(C) I former Senior Advisor, U.S. 
Agency for Global Media (USAGM), Voice of America (VOA), allegedly violated the Privacy Act of 
1 974. /�\/�\rel emailed five USAGM's Grantee Boards of Directors members who were also 
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Case Closing Memorandum P2021033 

active private journalists. The e-mail conta ined official reports of investigations related to 
a lleged misconduct by senior level offic ials within USAGM. The email conta ined four 
attachments including three zi p files and one PDF file. The attachments were labeled; 
" I nvestigative Summary Memos." (zip), bJ�5l

0v
_r� 1 Report." (zip), "OTF." (zip), "USAGM - Referrals." 

(PDF). 

DETAI LS OF THE INVESTIGATION 

OIG reviewed the complaint and found that on January 1 9, 2021 , (�1\�t-, sent a n  email with 
the subject l ine "USAGM Materials" to seven non-U.S. Government email addresses, specifically: 

b)(6); (b)(?)(C) 

I n  add ition, OIG found that Dela ncey carbon copied the email address b)(B); (b)(?)(C) on 
the email. The USAGM Office of General Counsel told OIG that th (b)(B); (b)(?)(C) ema i l  

.__ _______ __, 

address was used by former USAGM Chief Executive Officer Michael Pack. 

OIG found that on January 1 9, 20 1 9, Pack appo intedl(b)(B); (b)(?)(C) 
l(b)(6); (b)(?)(C) Ito t

,,_
h
_
e
_
B
_
o
_
a-rd-of�D-ir-ec

_
t
_
o
_
rs-f-o-r-th_r

_
e
_
e
_

U
_

S�A-G�M--� 
grantees; Radio Free Europe/Radio Liberty (RFE/RL), Radio Free Asia (RFA), and M iddle East 
Broadcasting Networks (MBN)J\�/�!:�, I was_appointed as chairwomen, and r)(6); (b)(?)(C) 
l(b)(6); (b)(?)(C) I were all appointed as d i rectors of all three boards. 

OIG reviewed the attachments sent to the non-government e-mail addresses a nd found the 
attachments were investigative reports related to allegations of misconduct that involved, 

l

b)(6); (b)(?)(C) 

On February 1 6, 2021 , USAGM's Chief I nformation Officerl(b)(B); (b)(?)(C) �etermined the breach 
was too small to report to the U.S. Department of Homeland  Security (DHS). 
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Case Closing Memorandum P2021033 

On February 23, 2021 and March 2, 2021 USAGM Office of General Counsel (OGC) sent privacy 
act violation notices to all five recipients. The notices advised each recipient they received an  
u nauthorized release of  agency records and i nstructed each recipient to destroy the electron ic 
files by permanent deletion, to retu rn hard copies to the USAGM OGC, and to provide contact 
information of entities or individuals to whom they may have provided or disclosed the 
information. 

On March 2, 202 1 ,  USAGM OGC received an affirmation from�b)(6); (b)(?)(C) I and a n  e-mail 
from rb)(5); (b)(?)(C) I attorney advis i ng  the affi rmation for �b)(6); �- lwas sent via mail service to 
USAGM OGC. On March 22, 202 1 ,  USAGM OGC received a n  e-ma il from �(��t-, attorney stat ing 

l(b)(6); k:Jeleted the file. To date, USAGM has not rece ived affi rmations from fb)(6); (b)(7)(C) I 

DISPOSITION 

On March 1 9, 202 1 ,  this p relimina ry i nvestigation was presented to Assistant United States 
Attorney (AUSA) Joseph Cooney, Chief of Public Corruption, Un ited States Attorney's Office, 
Washington, D.C. AUSA Cooney decl i ned prosecution. 

As this matter was referred to OIG by USAGM OGC and USAGM OGC reported to OIG that 
USAGM was addressing issues related to the potential PII breach in accordance with OHS and 
U.S. Office for Personnel Management d i rectives, OIG took no fu rther action. This preliminary 
investigation is closed. 

Prepared By: 

l
(b)(6); (b)(?)(C) 

Specia l Agent 

Signed on: OS/10/2021 11:32:37 AM 

ATTACHMENTS 

Approved By: 
Elisabeth Hel ler 

Elisabeth Hel ler 

Specia l Agent in  Charge 

Signed on:  05/11/2021 07:22:38 AM 

Pa e 3 of 3 

derived from the Office of Inspector General, Office of Investigations law enforcement case management system, a Privacy Act 
system of records un 52a and intended solely for the officia I use of the Department or entity receiving a copy directly from the OIG 
and is dissemi nated only as authorize • c Act, such as intra-Departmental need to know basis, 5 USC 552a(b)(l). This report 
remains the ro ert of the OIG and no seconda distri u • reduction ma be made in whole or in art without rior written 
authorization by the OIG. This report sha l l  be retu rned to the OIG or destroy .. n--t1�••nrdance with 5 FAM 430, Records Disposition and Other 
Information. Agencies not subject to 5 FAM 430, sha l l  return this report to the OIG or destroy th.,,..,.....,,,,,. ·n  accordance with that agency's 
records d isposition policy. Public availability of the report wi l l  be determined by the OIG under the Freedom o nrrrrn=ran Act, 5 USC SS2. 
Unauthorized disclosure of this report may result in criminal, civil or administrative penalties 

Page 3 of 3 




