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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 61704C
APPEAL: 3959
28 September 2023

This responds to your Freedom of Information Act (FOIA) request of 26
April 2010 for “a copy of each issue of the KRYPTOS Society newsletter (all
issues).” A copy of your request is enclosed. Your request has been processed
under the FOIA and the documents you requested are enclosed. Certain
information, however, has been protected in the enclosures.

Some of the withheld information has been found to be currently and
properly classified in accordance with Executive Order 13526. The information
meets the criteria for classification as set forth in Subparagraph (c) of Section
1.4 and remains classified TOP SECRET or SECRET or CONFIDENTIAL as
provided in Section 1.2 of Executive Order 13526. The information is classified
because its disclosure could reasonably be expected to cause exceptionally
grave or serious damage to the national security. Because the information is
currently and properly classified, it is exempt from disclosure pursuant to the
first exemption of the FOIA (5 U.S.C. Section 552(b)(1)).

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in these documents. Accordingly, those portions are exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statutes applicable in this case are Title 18 U.S. Code
798; Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U.S. Code
3605). -

In addition, personal information regarding individuals has been

withheld from the enclosures in accordance with 5 U.S.C. 552 (b)(6). This
 exemption protects from disclosure information that would constitute a
clearly unwarranted invasion of personal privacy. In balancing the public
interest for the information you request against the privacy interests involved,
we have determined that the privacy interests sufficiently satisfy the
requirements for the application of the (b)(6} exemption.



FOIA Case: 61704C

Please be advised that the Agency reasonably foresees that disclosure of
the withheld information would be harmful to an interest that is protected by
the identified exemptions.

The Central Intelligence Agency (CIA) has asked that we protect
information pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)}, as well as the third exemption of the FOIA, which provides for the
- withholding of information specifically protected from disclosure by statute.
The specific statutes applicable are Section 6 of the Central Intelligence Agency
Act of 1949, 50 U.S.C. 3507 and Section 102A(i)(l) of the National Security Act
of 1947, 50 U.S.C § 3024(j)(1). Those withholdings have been marked with the
code OGA (Other Government Agency) with CIA identified as the OGA.

The Defense Information Systems Agency (DISA) has requested that
personal information regarding an individual be withheld from the enclosures
in accordance with 5 U.S.C. 552 (b){6). Those withholdings have been marked
with the code OGA (Other Government Agency) with DISA identified as the
OGA.

The Federal Bureau of Investigation (FBI) has requested that personal
information regarding an individual be withheld from the enclosures in
accordance with 5 U.S.C. 552 (b)(6) and 5 U.S.C. 552 (b)(7)(C). FBI has also
requested that information be withheld in accordance with 5 U.S.C.
552(b}(7}(E). Those withholdings have been marked with the code OGA (Other
Government Agency) with FBI identified as the OGA.

The National Geospatial-Intelligence Agency (NGA) has requested that
information be withheld pursuant to the third exemption of the FOIA, which
provides for the withholding of information specifically protected from
disclosure by statute. The specific statute applicable is 10 U.S.C. 424. Those
withholdings have been marked with the code OGA (Other Government Agency)
with NGA identified as the OGA. .

The National Reconnaissance Office (NRO) has requested that
information be withheld pursuant to the third exemption of the FOIA, which
provides for the withholding of information specifically protected from
disclosure by statute. The specific statute applicable is 10 U.S.C. 424. Those
withholdings have been marked with the code OGA (Other Government Agency}
with NRO identified as the OGA.

Since these withholdings may be construed as a partial denial of your
request, you are hereby advised of this Agency’s appeal procedures.

You may appeal this decision. If you decide to appeal, you should do so-
in the manner outlined below. NSA will endeavor to respond within 20 working
days of receiving any appeal, absent any unusual circumstances.
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(U)PE EXTERNAL PAGE

(PO¥Q) The KRYPTOS Society and the Cryptanalysis Career Panel (CACP) are
pleased to announce an exciting joint venture - a newsletter, designed

to increase communication among the cryptanalysts within the Agency, to
provide a calendar of related events, and to provide a forum for the
exchange of ideas and questions which impact on the cryptanalytic
workforce. This newsletter, which will replace the CACP's CRIB, and

the old KRYPTOS newsletter, will be published on or about the first of
each month, and will be available on ENLIGHTEN under org.kryptos, and

on ESS as topic 1394. Limited numbers of hardcopy editions will be

made available to those who are unable to access either of the above.
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1. INTRODUCTORY WORDS

L]
-

[y l L the President of ‘the KRYPTOS Council, says: A
strong community spirit has always been good for Cryptana1y51s.
However, with today's technology (e.g., the increased complexlty of
communications systems, the need to 'cryptanalyze" even parts of the
system that are not enciphered, the increased pace of change to all
parts of these systems), a community that fosters the shgring of
information and the ongoing education of its people is becoming
absolutely vital to continued success. Couple this technical need with
reorganizations, shrinking budgets, new management philosophies, etc.
and communication within the CA workforce cries more lbudly for attention.
with all of this in mind, the Kryptos Society and the. CA Career Panel
have been looking into ways we can support one anothér's initiatives,
and thus CA in general. One of the more immediate needs was the
"simple" dissemination of information. A second netd was involving
more people in community activities and providing a forum for
interaction between junior and senior analysts. This newsletter

attends to both needs. . We enthusiastically support it and invite your
participation and comments.

»

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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(u) Ithe Chairman of the CACP, writes: Cryptanalysis
has long suffered from a epgmmunications problem. Most of us are
introverts, and prefer not to‘give talks or write papers. An
unfortunate result of our preoctupation with our own work is a lack of
valuable information flowing both'from and to the individual analyst.

The XRYPTOS Newsletter will not make any of us into extroverts,
but it will allow us to acquire knowledge thch could help us
do our jobs better. The editors hope to circulate throughout the
cryptanalytic community critical current 1nformat10q whlch many would
otherwise have missed. .

.
-

Some of us, recognizing the importance of interaction among
cryptanalysts, will contribute to this effort by writing brief'pieces
for the Newsletter. All of us can stay abreast of developments 1ﬂ.our
rapldly expanding career fleld by reading its pages. .

-
.

[ib) ¢3)-P.1. 86-3¢]
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2. COMMUNIQUE FROM CHIEF Z *

‘e
.
.

(U) I am pleased to be offered the opportunity to contr1bute~én
article to the first edition of the CA newsletter. My flrst few weeks
since replacing Harry Hoover have been rather hectic, with eenlor
promotion boards and the usual influx of spring v151tors.add1ng to the
usual turmoil of changing jobs and responsibilities. I'have now begun
arrangements to get out and meet with the people who,keép things
running in spite of management changes, but that wijll ‘take some time.
In the meantime, let me tell you something about myself, and my views
of Z Group and the future. S
) I spent my entire career in varlous pdrts of the old G Group,
until the Spring of 1986 when Har called-me, Bnd asked if I would be
interested in moving to GO03 as [:fi;;;;;::::]deputy. During the eight
years that followed, I worked with and eventually succeeded him as
Chief of G03 and then 203. While this involved me in many parts of Z
Group's operations, my time was largely spent in dealing with outgjde. .-+ -** """
organizations --
l I U. 5. industry, in
the context of export controls and technology transtér;:

.

.

(1) (a)
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ThlS has glven me an interesting perspective on the
outside forces that are likely to shape our future effort.

9€£-98

[Te=€6Q) Future use of cryptographic products is likely to be
pervasive, and the technology will be diverse. Much of the plaintext
traffic currently used in the Agency's product will be enciphered.
Talking to industry, the view is unanimous that there will be a rapidly
expanding private sector use of cryptography. Ironically, we see much
less enthusiasm on the part of these new potential users, but
integration of low-cost or no-cost security features in communications
and computer systems is going to make this technology almost
universally available to those who choose to use it. The software
industry is moving rapidly to incorporate data encryption, data
integrity, authentication and access .control functions in mass market

[o) (3)-P.L. 86-36]
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software packages. Cryptographic features are being added to .
communications hardware systems and computer operating systems. Common
carriers are preparing to offer cryptographic products and services.
Users will have ready access to an array of security products, and
encryption is likely to be applied on top of already enciphered data at
different layers in communications networks. | 1

3

“+8-€€0J)- There is considerable pressure from vendors and from privacy ) .
advocates for standardization of cryptographic technigues and removal . e
of controls on export of this technology. Moreover, the vendors want o,
standardization based on publicly known algorithms of proven security. +
However, there is a growing awareness among concerned governments that
proliferation of equipment based on such standards would have a
significant impact on their national security and law enforcement
interests. They are closely following the debate in the U. S. over
CLIPPER and CAPSTONE, chips designed by NSA for protection of sensitive,
but unclassified information g s = s ®rC ]

| They are likely to find similar
methods to protect their own sensitive private sector communications.
At the same time, most will not rely on commercially available
equipment, particularly foreign-manufactured products, to protect their R
classified systems. The result will be a diversity of indigenous ot
products, ranging in sophistication from manual to state-of-the-art .- FRBE
hardware, used for end-to-end encryption independent of any securlty .« .
functions built into the commercial systems used. . . .«

.
- . .« *
'y .

(1) (a)

1d-(€) ()

(T)p20g OSn 05-(€) (D

9¢€-98

programs an echnology controls are important .factors in our curren .«
and future capability; however, people are without question the one . .
critical factor. Having dealt with these | ] for - .
eight years, I fully apprec1ate thé 1mportant role they play in 6ur .
analytic effort, but they are us £ [ .
develop the techniques that make

. .

. .
«*
. .
.
. .

The Agency has recognized cryptanalysis as 1ts core .
discipline, and Z Group is blessed with an incredible amount of .
analytic talent. In my view, our cryptanalysts perform miracles and "
I'm confident that they will find ways to deal with the formidable ‘)
problems of the future. .

LIEIEIEIIET LI ILLLIIII I LTI IT I ETT 011 IIII0101010707010101010117F.

| [6)(3)-P.L. 86-36)
3. CALENDAR EVENTS et

June 1 KRYPTOS Talk - Museur .(11}30- i339) .
{ Jon The Polish Solutlon of
the Enigma - UNCLASSIFIED)-

June 1-2 Elder Care Expo (0930-1330, OPsl N. Cafeteria)
June 1-2 NPIC Expo (0900-1400, 3W156.0PS1) (TK rqrd)
June 2 CMI talk - I. J. Good (0930-1100, Friedman)

(Legal Responsibility and Probabilistic

*
.
.
.
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4.

a.

June
June
June
June
June
June
June
June

UPCOMING

July

July

6-10 .
8 .
13

13-17

17

20 to Aug 26
20 to Aug 12
21

7

31

Oct 17-21

.PLAN AHEAD:

March 27-31, 1995

Oct 21, 24-25, 1995

WORD FROM THE CACP -

Page 4 of 16

_ Causation - UNCLASSIFIED)

CRYSCO at CSE
Z Group Picnic (Burba Lake)
Z Technology Forum (1300-1400)

CA-305

CMI Bandquet (7 p.m., Holiday Inn, Laurel)
SCAMP at La Jolla
SCAMP at Princeton

KRYPTOS TALK -

{Friedman, 1300)

Congrats to those who were recently certified!

CMI Talk - (0930-1100, Friedman)
| |- New Results in Wavelet
Analysig) (b) (1)
(b) (3)-P.L. 86-36
Last day of TSP Open knrgllment Lasre s
CARD (GCHQ) el
Conference on Computer Communications ‘.,
L111HET170 0000000007000 07778777777700070007011072077717070777777117712777777777 Ce
©
T
v}
---------II' -t ,_—4
T

LE R ENAENENRENEEERNENERREERENNNENRERERRENENNE RN NRERRRRENRRENRERENNERRENNENNERNENSERNERHNEH:] .
-

LA SRS A R AR R RSR Rt R SRt RRER sttt Rt Rttt Rl S S & B

.
.
.

b. The CACP has also provided the descriptions for three new CA .
course. In future issues we hope to have some reviews from some recght
attendees. .
CA-104--Introduction to Cryptography and Cryptanalysis (U) *

™€) Description:

This course introduces new cryptanalysts .'
to basic concepts of cryptography and cryptanalysis,
including transposition, monoalphabetic substitution

.
.
L4

through syllabary squares, polyalphabetic substitution, O
Basic computer applicationg’

~and shift register devices.
are also included.

(u)

Duration: Three weeks,

full-time.

9/23/2010
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(U) Student Qualifications: Cleared for Top Secret and Indoctrinated for
Special Intelligence.

(b) (3)-P.L. 86-36

CA—i12—1 | ()

() Description: This course will teach the student a variety of

(U) Duration: Three weeks, full-time.

5
(U) Student Qualifications: Successful completion of CA-110 and CA-123. =
Students must be cleared for Top Secret and indoctrinated for <L
Special Intelligence. Assigned to NSA/CSS. T

o
LE NS EREEREENEREREEENNEREEERERNEENNNNERNENNENRERENNEENEN SN NN EEREEE NN NN NN NENENNNENNEERNEENRNNNNHN;] o

i
CA-219--Advanced Cryptanalytic Technigques 8% <

s w a n = = &8
s w2 s s = =@ .

L
R .

Description: , This. caurse emables thd bfjp%éﬂéiyst to evaluate various L°
technigques to select the best one to use in a given situation. Lt

The course is highly interactive and some problems require teamwork .

to solve. Computers are used throughout the course. Prima topics ,°*

Duration: Two-three weeks, full-time.

Student Qualifications: Successful completion of CA-261 and CA-223 or
equivalent experience with the material contained in the courses.

dekkdddedkdhkdhkhhdhhhhhrhkhhkhhhhhhhhkhdhhhhdhhdhhhhhhhkhhrhrkrdhdhhhhhkhhhhhdh

C. (@4 BIOGRAPHICAL PORTRAIT (Each month we will introduce one or two of the
most recent people to have joined either the CA Intern program or the

CA Tech Program. In the future we may also include interviews with

some of the more senior members of the CA community.)

I I the first new intern in fiscal year '94, is presently
assigned to z4333. In her second tour, she is working on several
projects, including

L]
]
.
»
-
L)
]
]
-

at
*******i*****;&***ii****i************************************************** .
&

(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36
{b) (6)
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came on board in June of 1993 and entered the intern
program in July. "The variety of mathematical applications, diversity
of the work that is done in cryptanalysis, and simply the 'challenge’

of being able to break a cryptanalytic system," she says, "is what
interested me in this field."

(b) (6)

LI17700017777177770777700777770777077727077200710777707707700771710711710711777

5. COMMUNITY SERVICE
a. Mathematics Education Partnership Program (MEPP)

Back to School

by

The desks seem small, the occupants short. I feel'coqfused and
gigantic as my dazed eyes scan the Lilliputian scene before me.

There is so much noise! Laughter and shouts bounce off thé walls and.
a hundred (or maybe only 32) young, wriggling bodies try to fihd,
comfort for hyperactive limbs in the confines of sharply angled -,
desks. Y

*Okay, students, settle down now,* says the teacher. ‘e

My initial reaction to this is immediate. I look in vain for an
empty seat to leap into, hastening to obey the teacher's
instruction. Then I remember: I don't have to sit down. I'm not a
kid anymore. Oh, yeah.

"Class, we have a speaker today from NSA who's going to talk to us
about codes and ciphers. Will you all please give her your
attention?*

[oc-98 1 a-(5) ()]

I take a deep breath and smile. I remind myself that there's really .
nothing to be scared of. I'm the adult here. Besides, these kids .
have to listen to me because I'm bigger than them. Wow! A captive .
audience. I think I'm going to like this. .

This school year, NSA's Mathematics Education Partnership Program .
handled approximately 1600 requests from area schools for speakers '
from NSA to give presentations on a wide variety of math-related .°
topics. Of the 1600 requests, the MEPP was able to fulfill over'

1200. while the objective of the Math Speakers Bureau is to ifcrease
student interest in mathematics, the benefits of the program'extend
beyond this to include the speakers themselves. '.’

I volunteered for the Math Speakers Bureau because I thought it might
be fun to convey some of my interest and enthusiasm for cryptanalysis
to students. Okay, I thought, a few times a montp-i'll go and say my

.
.

9/23/2010
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piece to some school and that will be that. A small contribution to
the community and a chance to get out of the office every once in a
while. No big deal. Well, I was wrong.

For one, I discovered how much I enjoyed teaching. I loved being
able to talk about something that I think is really neat and try to
find a way to get others to think so, too. The experience of
revealing the mysteries of monoalphabetic substitution ciphers to
students, who, for the most part, were practically falling all over
themselves with excitement, was a new one. I couldn't remember the
last time anyone had ever listened so hard to what I was saying. The
excitement was contagious.

I also found that I really enjoyed working with students in the 12-13
age group. They were old enough to demonstrate sharp mental skills
but still young enough to be unafraid to show their enthusiasm.

(This was not quite the case with two high school classes I spoke to
whose participants seemed more eager to be excused to go to the
bathroom or to pass unenciphered notes to each other!) I was
impressed by the skills and behavior shown by 6th and 7th grade
students and there were more than a few whom I would have given
serious consideration to adopting!

And I was given the chance to revisit my own days in school--to once
again see walls adorned with brightly colored posters on everything
from subject and verb agreement to world geography to recess rules.
To smell that peculiar perfume of chalk dust and slightly spoiled
milk which only schools seem to have and to however briefly feel the
connection between my school days and my present. To be surrounded
by youth in all its manifestations, both large and small. It was
like taking an elixir for the illness of routine and tunnel-visioned
maturity.

As you can see, I can't say enough good things about being a speaker
for the MEPP. It has been a truly enriching experience for me and, I
hope, for the students I have spoken to. For more information,
contact | MEPP coordinator,-at[:::::::l See you in 7th
grade! e R R I

D N

hkhhhhhkkkdhhkhhkkdhhkhrhrhhhkdhhkhdhrhrhhhhhhhrhkhhkhhkhhhhhhrhdhhhkhhhhhhkhhkhkkhhhkd E
W
b. Z TECHNICAL LIBRARY ""
e}
(U) Although the use of the Technical Library has increased =
substantially since the formation of Z Group, we would like to remind :
everyone of this valuable resource and encourage you to take advantage x
of it. i
oata g, - o
.
- »
. M Ad
* * ‘O“
* .~

You can browse through library_ heldings and, tlf1er‘1 request a
library paper without leaving your desk, . *Simply call the*"tlc"
system administrator, | ] on[:::::::jéna she will set

9/23/2010
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up an account on "bimini" which will allow you to search for, and
request, documents via "tlc". We have prepared a handbook to help you
use "tlc*, and you can get a copy from the library.

You can also stop by the library or call [:::::::::1with a
request. will reproduce the document requested - originals pever
leave the library.., Normally, you will receive the document withir a
working day of your request. Obviously, compartmented papers are -«
subject to greater restrlct;on Eventually, we will have softcopy °.
versions of papers so that we' ean satisfy a request electronically. °*

L4

.
- .

T8\, To keep you current on new- aqﬂitions to the library, a ‘.
newsgroup, | ] has been’ added to ENLIGHTEN. It is °|
updated monthly. For those without' ENLIGHTEN a’ prlnted version is .
available. . .. e, . .

- L)
LI » .
- a

(U) We hope this information will encourage You to use.the b/ .
Technical Library. If your organization has any technical &dcuments .
which can be donated to the library, please call Suggestiens .. .
on how the library can improve its services are also welcome® = « .., .« ., ,.'2'- .

LI
- -
..."':':'I‘
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c. TECH TRACK CORNER

The DDO Honey Pot
by

With regard to the Tech Track:

DDO has a large fund available for technical health needs, but

“Trd-(€) (Q)

9¢-98

no one seems to be aware of it. This money can be used for textbooks, BN
conference expenses, or any technical health purpose not covered Lt
adequately by conventional funding. Requests should be made through e R
the Group Plan Director for the Tech Track, in our case Floyd Weakley .°* o
for Z. However, requests can be presented to anyone associated with"' .
the tech track, e.g. TTRP members or skill field reps, career panels, .t
etc., who can in turn make a formal request through Floyd. The'ﬁius oe
side to the bureaucracy associated with the Tech Track is that there e
are lots of people around who are involved, and should be.able to help. o

* .o

***i**i*****i***********ii***********************i*!l**********ii***ii’*‘**
LY
“ LAR']
.

d. CRYPTOLOG . .

.
. ‘.

(FO8Q) CRYPTOLOG has a new edltorlal staff which is workrng to
revitalize the publication. With a fodus on the informal LN
exchange of information and ideas among SIGINT profess1onals,.értic1es
are being sought which promote, ekchange and understanding among our
technical disciplines. 1In that spirit, you are invited to, contribute
articles, letters and reyiews to CRYPTOLOG. H |.
is the Cryptanalysis representatrve on the
oard ol Advisors. She can provide editorial guidance and.w111 be happy
to accept articles for publication. .

.

.
IIIIIII!IlIIIIllIl"Illlll!lwl!lllllllHlﬂIIIIIIIIII..IIIIHIIIHIll'lll!lllll'.II.HIIIIIIHHHHIIIIIIIIIIIIIHI
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6. ACTION LINE .
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(U) QUESTION: The comment was made at the 1994 CA Conference that, whereas
morale had been a problem the previous year, it no longer was

now. I think what really happened is that there was such a clear
non-response to morale problems that people quit discussing it.

(U) Management in Z Group has yet to respond to some of the morale
problems,. created by the reorganization, and should provide some means
of communicating these problems to management, other than town meetings
that can put those with complaints in a high pressure, potentially
embarrassing situation.

signed "sleepless in Z*

ANSWER: From Chief 2z

{(T™®e@). The 1993 CA Conference was held less than a year after the

DDO restructuring, the creation of Z Group, and a major internal
reallocation of resources. Not surprisingly, the changes that were
" taking place created some unease within the workforce and were the
cause of some of the morale problems surfaced by the Conference
participants. In particular, the drawdown of the effort against the
Soviet problem and the reallocation of resources to other problems left
a number of people uncertain about their future. Many were moved to
new jobs, some requiring new skills. Some of the organizational
changes resulted in confusion over roles and responsibilities. 1In
retrospect, there are clearly things that could have been done to
handle this transition more smoothly.

(U) while there was less attention focused on morale during the
1994 Conference, I certainly don't interpret this to mean that we have
solved all of the problems that were cited in the 1993 Conference
.report. I hope that we can make more progress toward this objective in
the coming year. Input such as that provided by the Conference
attendees is invaluable in identifying the kinds of problems that we
should be focusing attention on, and I hope that we can find other
means to allow individuals to comfortably communicate such concerns.

We have an exceptionally talented workforce in 2 Group and a
challenging set of problems facing us in the future. We cannot afford
to let poor morale or lack of motivation prevent full and effective use
of our talent.

LEE 222 AR RS SRR X222 222 X2 X222 X222 E 2 2 X X d s X 22 2R 2ttt sl

=4€3= QUESTION: ) ‘ -
a) How many people are C/A certified?
b) what is the breakdown by grade?
c) Currently, how many aspirants are there?

signed, "an aspiring cryptanalyst"

(b) (3)-P.L. 86-36

ANSWER: Provided by | l CACP Exec "' TR Rt

[ .
.
.
« .

a. As of 24 May 1994, there are D:prpfes's'iénalized Crypranalysts here.
b. The breakdown by grade ig .- - .’

»
.
. " »

ste [ .
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SCE
15
14
13
12
11

c. There are[:::]hspirants; the distribution by grade follows:

GRADE ASPIRANTS
15 A L R R
14
13
12
11
9 .

l9€-98 “Trd- () (a)

7 .

5 *
4 .

Military] : ' .

Enlisted *
Officer : .

An aspirant for Cryptanalysis certification is anyone*who has
registered with the Cryptanalysis Career Panel, with the
intention of pursuing professionalization in Cryptanalysis.
Registration consists of submitting a recent Personnel Summary, which
includes job experience descriptions and lists of training courses
completed. Professionalization in Cryptanalysis requires the successful
completion of six major categories: ‘

1. Three years cryptanalytic experience

2. Three diversity assignments, each at least six months in length

3. Training courses, as described in the criteria document
Ca~-104, CAa-107, CA-110, CA-112, CA-123, CA-219, CA-223, CA-261,
CA-DO1, EG-243, MP-119, and either MP-220 or MP-227

4. Passing the CAPQE

5. Approved Technical Paper

6. Approved Computer Program

LA AR AL AR SRR Rt R R 2R X2 s 2 2 Rl 2R 2222222 R s R A At sl R

(U) QUESTION: Is it true that the Z Group Vision Statement was recently
changed? If so, why and by whom or by what committee? Also, how does
the new statement differ from the old one?

Signed by "curious in Z"

ANSWER: Provided by Tom Yodzis, the Z TQM Coordinator

*Yes, the Z Vision Statement was changed, though not recently.
About a year ago, Mr. Hoover felt that the original Vision Statement
could be more effective if it were shortened.

Thus, "Turning Today's Challenges Into Tomorrow's Successes
Through Innovative Cryptanalysis" became "To Read Tomorrow's Enciphered

(b) (3)-P.L. 86-36
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Communications”. This new vision is presently being put on plaques for
mounting at several highly visual points within Z Group. They should
be seen shortly."”

(2R 2222222 AR R 22X R 222222222 22222222222 222 22Xt R A2 2 Rt Rl )

T?fﬁllL QUESTION: . "Why does the CA Intern Program, whose graduates go
mostly to Z group, reside in Personnel, while the CMP program, whose
graduates mostly leave Z group, warrant its own division in 2?"

ANSWER: Provided by l

The Cryptologic Mathemat1c1an Program (CMP) was establlshed to

support the entire mathematics community at NSA, not Jqu Z,Group.

Each technical Key Component invests billets in the program and'reaps a

return on its investment in the form of graduates, roughly in

proportion to the number of billets invested. Of the approxlmately [:::1 te.,

CMP graduates still at NSA, about | Fare: fir the : S TE R et e e e
Operations Directorate. Most of that [ Jare in Z. In recent years,

the rate of CMP billet support from Z has increased to about -and

the proportion of graduates staying in Z has risen to about over” * - .. e

the past five years.

For the rest of the question, let's review a little history. There

had been a major math hiring effort in 1951-2, known as the Junior

Mathematician Program, but that was not sustained. The Cryptologic : .
Mathematician Program was established in 1963, when it became clear .
that there was going to be a sustained and rather large math hiring .
effort again. Since most of the new hires were assigned to the .

Operations Directorate, the Operations and Personnel managers at the .
time agreed that it should be administered in Operations, and Pl was .
given the responsibility to run the program. . .

|9€"98 T d-(€) ()

Just a few years later, other disciplines decided that they, too, would .
benefit from a program similar to the CMP. This time, though, the .
Personnel managers decided to set up a career development program, to
include career panels; and such a comprehensive effort, they decided, .
should be run from the Administrative Key Component. The first intern ,
program to be established was for cryptanalysis, and several others S ’
were set up in quick succession. Although many of these programs were. ‘
geared to Operations, not all were, which gave additional support to . °

the notion that the intern programs should be run from Personnel. .~

When the Mathematics Career Panel was established, they decided not to

set up a mathematics intern program, because the CMP was already in

existence and meeting that need. I think there have been questidns

raised from time to time about why the CMP is in the OD, and the best

answer may be that it was just a matter of timing. The CMP was first,

and it was successful; and there has never been much motivatjbn to

dislodge it from Operations. It became a division because the

reorganization of the OD in 1992 did away with its foxrmer home base,

Pl. ¢

.
.

You may be interested in knowing that there is at least,’one other
officially recognized Agency program which enjoys a status similar to
that of the CMP--the Resident Signal Engineering (RSE) Program,
administered in R5. It was established several year$ ago, well after
the advent of the intern programs, and was modeled after the CMP.

.
-
.
.
-
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l(b)(3)—P.L. 86—36'
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7. TECHNICAL EXCHANGE -

l .

from Chris,Cdpple,| |

(Editor's note: Chris' Technical exchange artical was classified
at a level that was not allowed on this home '
page. We have removed it so that the remaining
articles could be viewed. Those within Z group
can see the entire newletter including Chris'
article ‘

here

LA AR AR AR R RSt R A R R AR R AR AR R R XA RS LR R
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8. TELECOMMUNICATIONS TRAINING

qu The Z Telecommunications Training Board (ZTTB) was established by
Chief Z to help ensure that the Z work force is adequately trained in
modern telecommunications technologies. These technologies are having
and will continue to have a significant impact on Z Group targets and

missions. Collection, processing, and [ lall are
essential to our mission and all are affected by technological
advances. ’ e

-
.
-
L]
L]

Last year, the Z Telecommunications Training Working Group (ZTTWG):' ‘.,
a group of Z technical experts, studied needed and available training. ‘.

They surveyed available training courses, both NCS and external,

and evaluated them on their applicability to Z Group needs.

The ZTTWG report recommended creation of a standing group to address
training issues, and the ZTTB is that group.

(1) (q)

T1d-(g) (aQ)

The ZTTB works to identify necessary training needs and find
suitable presentations. It is investigating overview training as well
as tightly focused offerings. In addition to reviewing and

9€-98

recommending established classes in NCS and from external sources, the
board sponsors the development of in-house seminars which take

advantage of the many subject matter experts in Z Group. One example ‘.
of this approach was the recent one-day seminar on data compression, .
presented on May 17. The board is also working to acquire videotapes .
of selected talks, to be available from the Z Library. *

M, It is imperative that we in Z know what telecommunications systems .’ .
are doing for us and to us. The bit fairy cannot be trusted these * N
days (never could be, really), | |
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i Z needs analysts who are able to exploit ; ..

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl'

modern telecommunications Iually:
(b) (1)
(b) (3)-P.L. 86-36

(U) If you are a supervisor, you should encourage your people to take

advantage of the training opportunities. Also, you should develop a
list of necessary knowledge and skills, and make these needs known to
the ZTTB through your office representative.

{U) Individuals should look for ways to expand their knowledge. If you
find something good, let others know. It doesn't have to be a class

or a seminar-a good book is gold. Find out what you need to do

your job and make your supervisor aware of your needs.

{U) The board is interested in high quality presentations, and so
seeks out and listens to feedback on training events. If you attend a
valuable session, let your office representative know, so we can make
more people aware of it. If a training event is not all that it should
be, we want to know that, too.

The members of the ZTTB are:

IIIIIIIHIIIIIIIIIIIII.IIIIIIllIIlIllIlIIIIlIIII’lII'I'Ilﬂﬂl‘IIIIIH.HHIIIIIIIIIHII.III‘.
L]
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9. BOOK REVIEW: APPLIED CRYPTOGRAPHY Reviewer)

Applied Cryptography, for those who don't read the internet news, is a
book written by Bruce Schneier last year. According to the jacket,
Schneier is a data security expert with a master's degree in computer
science. According to his followers, he is a hero who has finally
brought together the loose threads of cryptography for the general
public to understand. Schneier has gathered academic research, internet
gossip, and everything he could find on cryptography into one 600-page .
jumble. .

T d-(€)(q)

9¢-98

The book is destined for commercial success because it is the only .
volume in which everything linked to cryptography is mentioned. It has .
sections on such diverse topics as number theory, zero knowledge .
proofs, complexity, protocols, DES, patent law, and the Computer .
Professionals for Social Responsibility. Cryptography is a hot topiec.’
just now, and Schneier stands alone in having written a book on it .’
which can be browsed: it is not too dry. .

.
.

Schneier gives prominence to applications with large sections.én
protocols and source code. Code is given for IDEA, FEAL, triple-DES,
and other algorithms. At first glance, the book has the ldok of an
encyclopedia of cryptography. .Unlike an encyclopedia, however, it can't
be trusted for accuracy. o

© 9/23/2010
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Playing loose with the facts is a serious problem with Schneler. For
example in discussing a small-exponent attack on RSA, he says "an
attack by Michael Wiener will recover e when e is up to one quarter the
size of n." Actually, Wiener's attack recovers the secret exponent d
when e has less than one quarter as many bits as n, which is a quite
different statement. Or: "The quadratic sieve is the fastest known
algorithm for factoring numbers less than 150 digits..... " The number
field sieve is the fastest known factoring algorithm, although the
quadratric sieve is still faster for smaller numbers (the break even
point is between 110 and 135 digits).® Throughout the book, Schneier
leaves the impression of sloppiness, of a quick and dirty exposition.
The reader is subjected to the grunge of equations, only to be confused
or misled. The large number of errors compounds the problem. A recent
version of the errata (Schneier publishes updates on the internet) is
fifteen pages and growing, including errors in diagrams, errors in the
code, and errors in the bibliography.

Many readers won't notice that the details are askew. The importance of
the book is that it is the first stab at putting the whole subject in

one spot. Schneier aimed to provide a "comprehensive reference work for
modern cryptography.® Comprehensive it is. A trusted reference it is not.

LILIT771E 7777707777177 770077000710770077777770777008707717717771777177777

10. PUZZLE

9 to 5

Nine of the clues below lead to 5-letter words which are to be entered
vertically into the diagram. The other clue gives a word of 9 letters
which can be entered horizontally in the middle row. The clues are in
no particular order; it's up to you to figure out which words go where.
As a help, all of the letters for the 5-letter words are taken from the
9-letter word. Solution next issue.

bury tips
evildoer worth
unmoving up
because misdeed
Le Havre Holy sting

Lt e et e et TR L P T 3

N I R

R S et e T e

R e e e e Statat 4

et il it il St Sl Talt LT TRt

O I D e

e S e A il it it it

N I A I I A B

i e S S t |

Send your answers tol L and next month we will
publish the names of those who correctly solved this puzzle.

.
LE R RN RN RENREENESNNERNERENRERERNEN SN ENENENEREEENEE NN E R R RS R RN RN RN ENNERENNNNERNRN)
.

.

l(b)(3)—P.L. sa—EEJ

®

9/23/2010




Issue 1 TALES OF THE KRYPT Page 15 of 16

Doc ID: 6823780
1771117777171777777777777777777177777777777777777777727777777771771177171777

11. EDITORIAL CORNER

If you have a relatively short technical treatise which you think might
appeal to our readers, please submit it to any of the editorial board. -

In fact, if you have anything you would like to have considered for
inclusion in future issues, please forward it, IN ASCII format, to one

of .the POCs listed below.

We would very much like this newsletter to represent a broad
cross~section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should

be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the

work, the less burden on any one person.

NOTE: We MUST receive any submissions for the July issue by 24 JUNE.

dkkodkdkdkdkhkkkhkhdhdhhdkdkhhbhdbdddhdhhdhkhhhbhbdkdbdbbhhbhkhhkhhbkdrhkrhkhhkrhkhkhkhhhdkhhhhk

EDITORIAL BOARD

g:l Puzzle Editor| |
Jack Ingram,.Cryptologic History Museum’,

L yCs .

OFFICE Reps ta e

Return to Kryptos Home Page

NSA Home Page

(b) (3)-P.L. 86-36
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DERIVED FROM: NSA/CSSM 123-2,
DATED 3 Sep 1891
DECLASSIFY ON: SOURCE MARKED "OADR"
DATE OF SOURCE: 3 SEP 1951

(b) {3)-P.L. 86-36
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NOTICE NOTICE NOTICE NOTICE NOTICE NOTICE NOTICE ' NOTICE

This will be the last issue of the newsletter mass-mailed to all of Z.

All future issues will be posted to ENLIGHTEN (under org.kryptos)

and also available through ESS (1395). For those who are unable to access

either ENLGIGHTEN or ESS, we will set up an e-mail alias. Please let your

Office POC know if you need this service.
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1. PERSPECTIVES IN CA ~ (We will be asking CA Seniors to contribute their
insights. We hope to feature both a Z and a non-Z perspective each month.)

a. -ts-eesy ] Chief | |

rammd

NSA's research is a series bf dlinks, each with a dLstlnct but
overlapping role to play in assurlng that cdrrent and future
cryptanalytic challenges are met successfully. For cryptanaly51s these .
links form a circular chain which extends from an outside organnzatlon, ‘.
IDA/CCR, to tealil_o_t_ﬂnlxstumnms_z_oiﬁ_ces__m_hmm.axs_m- L
important role. : R [T N ET T T 13

L] « '

. .
. .
«

*
*

utility of this link 1is evident to all .and. it works -very well. ! !is

Approved for Release Ry NSA on 09-28-2023, FOQIA Case # 61704
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2's window to the outside world. It administers grants programs,
provides our interface with IDA/CCR, provides theoretical research on
general guestions of cryptanalytic interest and finally and most
importantly it contributes directly to Z problems in terms of integrees, -
directly working on Z problems, and participation in SCAMPs, miniscamps,
expert conferences, working groups, and seminars such as ACE and CARD.

(b) (1)
(b) (3)-P.L. B86-36

In today's environment of swift technological change, a viable
technical organization such as Z must guard against the propensity to use
all of its energy fighting today's problem, otherwise it will surely lose
tomorrow's battle. Research is not a luxury, it is a necesgity.

[Editor's note: Joe has also started to write a short historical perspective
on this subject which may be published in a future newsletter.}

L2 A RS S X R R SRR R 2R AR XA R AR YR RRERFRTEEFEIEEIEEEEE RS R R R K (b) (3)“P.L. 86-36
b [ ender wi D msh maere e
(Editor's note: [::::::IR51 Fable was classified at a level )
that was not allowed on this home page. We O
have removed it so that the remaining .
articles could be viewed. ) .
In order to see the entire newsletter click here S

JILLD1TIT000 0000000007 7707008000800700000007001000080001107111710177117717177

2. CALENDAR OF EVENTS R
UPCOMING K
July 1-4 First Annual Meadefest (Burba Lake -
1730 on the 1st, 1200-2300 July 2-4)
July 4 Fireworks at Burba Lake

*
L]
-
-
.
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July 7

July 8

July 11

July 31

Aug 8

Aug 15 - Sep 15

Page 3 of 18

{(3)-P.L.

86-36

CMI Talk - (0930-1100, Friedman) I [
-"New Results in Wavelet .
Analysis) .

.
-

KRYPTOS Literature Contest Papers Due
(Poq l

Z Technical Forum “Modem Error Correction®

by| k1300-1400, oPs 2B,
Rm #6) (see TECHNICAL EXUMANEE far, more
details) : e

Last day of Thrift Savings Plan Open Enrollment

Z Technical Forum Talk - Asynthoﬁous Transfer

Mode (ATM), byl |

Flexible Employment Open Season

.hb)(3)—P.L.

86-36]

Aug 20 Aviation Appreciation Day - Tipton Airfield
Aug 21 Raindate for Aviation Appreciation Day
Oct 17-21 L s amnnn
(b) (1)
PLAN AHEAD: (b) {3}-50 USC 3024 (1)
(b) (3)-P.L. 86-36
March 27-31, 1995 CARD (GCHQ)
oct 21, 24-25, 1995 Conference on Computer Communications
J1177707770077117771777771771717777777777777777717771177777771727471111111771
" 3. WORD FROM THE CACP -
a. (U) congratulations to our most recently certified cryptanalyst -
(AR SRR R R X R RS A RS E R e R R S E E E X Z X R R R R E R R EE XSS EX i**tt*tt***t*****tit*i**tttt
b. “¥&) TINTERN BIOGRAPHY (Each month we will 1ntroduce oné or .tyo of
the most recent people to have joined either the CA Intern program dr-. .
the CA Tech Program. In the future we may also include interviews w1th to. .,
some of the more senior members of the CA community.) Two CA interns (B) (3)-P.L. 86-36

are responsible for interviewed this

these profiles.
—

month's Intern, and & PR
Ce st
Hl!l'lllllIl!II!lllIHIlllllllllflllllll'lllllllIJI‘II-HIIFI‘IrIllllIIIH:II!ll'lllllllﬂl!.lllllll'l'll!lllllﬂllﬁll'lIl“
is currentl i r £i r
She is assigned to] .
" N
P *
P .
- .
. r
* - »
“‘ .
“ -
“ *
* *
“ »
-“ ¢ B
Y »
.* .
“ .
u‘ .
“ .
L »
*
. N

(U) l Isaw the intern program as a chance to finaily get over to
*the other side of the house" and try cryptanalysis firsfhand. In
fact, it was her interest in cryptanalysis that brought'her to the
Agency. Meeting an NSA recruiter at a career fair her senior year of

*
.

.!‘!..l.l.l-.-.--.-'-.‘-.

.

.
. *

(b) (

1

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. B6-36
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college led her to research the history of cryptanalysis. She decided
that the Agency's mission sounded much more interesting and worthwhile
than most of the other jobs available. . Lt

c. (U)[::::::::::].Chairman of the CACP, has brought to our attention a
briefing recently predsented Ltp the CACP by three 2412 cryptanalysts who
conducted a survey relating to ‘cA” ce:t1£1q3t1on (A recap of their
findings is presented .below.) Bob would 11ke td nda that | the CA Panel
would be interested in other ideas too. e,

(b) (3)-P.L. 86-36

Dear Cryptanalysts: ’ .

You might think that we are the founders of the Cryptanalysis .°
Liberation Front, but au contraire! Actually, we are just three conéerned cryptanalysts.

After listening to several frustrated co-workers in Z4 who are. trying
" to get professionalized in CA, we decided to approach upper management .
with our concerns.  We were encouraged to research the p0551b1e problem
areas and to present our findings to the CA Panel. P .

. -
s

With the help and guidance of| I the career .
development advisor in Z4, we formulatéd a course of action. Wanting-to
know how other cryptanalysts in Z Group felt about this topic, we h
created a survey. We asked the Chairman of the CA Panel, another .
member of the CA Panel and the chief of Z41 to review the questions ®n
the survey to obtain their comments and suggestions before it was sent
out. The survey was e-mailed to division level management requesting
that it be passed to all members in their division. We received oyYer
130 responses. We also called seven other career panels in order .to
accumulate their professionalization criteria and statistics. In-
addition, we talked to M33 to get information about the Job Task,
Analysis (JTA) procedure and status. A JTA is performed to obtain
legally defendable professionalization criteria for a career field.
Finally, we acquired a copy of the Work Transition Force's repoft on
the needs of NSA's work force in the year 2000. .

Using the above mentioned data, we gave presentations tq the 24
Technical Advisory Board (ZATAB) and the CA Panel at their June
meetings. Based on survey comments, we proposed some alternqtives to
the current professionalization criteria and procedure. The.members of
the CA Panel were very interested in the thinking of the cryptanalytic
community and expressed their desire for aspirants to seek fheir counsel.

One of the slides in our presentation that you mlght find
particularly interesting contained the results of the suryey for those
that are certified. (Sections of it are presented below.}

dodede k k Certified deddeok % -

Number of people surveyed: 90 .

4. Number of attempts to pass? .
Exam: 1-5 Paper: 1-4 Program: 1-3 .

6. What part caused difficulties?

9/23/2010
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Exam: 32 Paper: 12 Program: 9
8. Satisfied with the CA professionalization?
Yes: 37 Neutral: 11 No: 31

9. A written exam of the type currently used is a good measure of
cryptanalytic ability?

Yes: 64* Neutral: 8 No: 14 (*many of these said "Yes, but...)
10. Having writing and oral skills is a good idea for professionalization?
Yes: 77  Neutral: 6 No: 4
11. Having programming skills is a good idea for professionalization?
Yes: 69 Neutral: 5 No: 14
12. Would you like a CA professionalization where a person can choose to
be professionalized in one of a number of specialty areas that best

describes her or his career field?

Really bad idea: 19

Bad idea: 24
Neutral: 14
Good idea: 19

Really good idea: 13

We would like to thank not only those who responded to the survey but
also those who showed great interest and support during the entire project.

We have a handout of the slides we used in the briefing, a handout
containing all the comments from a random sample of a third of the
respondees, the letter from the Chairman of the CA Panel in response to

. our briefing and a copy of the survey in softcopy form. If you have not
yet received any of these via e-mail and you would like them, they are
available. If you are in Z, please ask your Division Chief, as they were
sent to Zdistro3. If you are not in Z, e-mail any of us with your request.

Sincerely,

j(b) (3)~P.L. 86-38]
-~

.
.

.
s,

.t

N

.
LIS
.

]
.
.

.

. -

« e Py
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4. TECHNICAL HEALTH AR . ,'
e e L
a. (POWQ) TECH TRACK CORNER PR R
The Cryptanalysis Technical T{apkf‘s;bméttéh‘by K
I. Current Technical Track Reyieﬁ %;nel }TTﬁi& .'.

.

Voting Members: [:::::::::Ichairman.“ _ .
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Floyd Weakley"
- .JJo:Lned as new members in June

[
- .
v

.

I

| l Z Plan Executive
T T €A Panel Asst Executlve" .,
a -'-'-'-1.51.1.5.:".'"-
(includes TTRP members) ATl
(b) (3)~-P.L. 86-36

Non-Voting:
IXI. Current CA Title Distribution:
Member Senior Member Master
N ’ " s @ a = W x e s mS@w 'o.
. ‘0 -
X 3 -
Note: There is no "expected" or p}e set distribution. These .' :
numbers represent those who were the first to apply, including those ~
selected to serve on the Panel itself, evaluated against the publlahed ,?
criteria for CA Titling. . .
.o . * ..
o. Y
- ITI. Needed: A few more good cryptanalysts! i -:
. "
New tech track applications continue to come ixf. Those from the. N
more senior members of the community are especially .éncouraged, since LI
. Y o~
The use of titles allows quick,identification of the . :
L]
. A

resources available in the community,, When special needs arise;"
*

(1)
Promotion boards are being advised to consider

(2)
technical track status, and
Technical titles may soon be used in the selectlon .

process for newly establashed titled techn1ca1 positions.
Submit the one page *

(3)

The process is relatively simple:
application form, accompanied by a current persum, to the CA Panel
Any of the listed panel TTRP members can be contacted

Office. i
- »
for information or advice on the application process
*
*i****i*t**t*****’;t*****************t***********************i*****i't****
.
-

(These statistics DO 1nc1ude[ﬁhe

Below is the Current title distribution for Z personnel who have
This information provided by

applied to .some of the other TTRPS.
members of the various TTRPS. )
Exec for Z Tech Track Plan.

Member Sr. Member Maéter.
Math :
Computer Systems .
Signals Analysis v s
Intelligence Analysis .

Engineering

Signals Collection
llllllll!llIIIII!llllIlllll"lHHlnlllllllllnnl.nlll!..lllll"l!lIll!llﬂllllllllllllllll"lllrllll.llllllI'llllllll"ll

b. (U) 2Z4 and Technical Health
(Fo¥el. There is a new Z4 newsgroup on ENLIGHTEN called "z4.technews"
It is going to be used by the Z4 TAB (Technical Adv1hory Board) to post
Thig board was formed

information related to technical issues in Zz4.
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(b) (3)-P.L. 86~36

by Chief, 24, for the purpose of advising Z4 management about the

technical health of 24. The current membership is [

(U) 24 technical health items which will be posted are
announcements for seminars, courses, technical talks, diversity tours,
the Z mentor/resource program, reference documents,. and contact points
for new technology. Since this is a Z4 newsgroup, it could also be
used to exchange information on operational problems, cryptanalysis,
tools, techniques, etc. If you are posting an article containing
target information, please do not cross post (post in groups outside
2).

(U) We understand that not all 24 is using/trained in ENLIGHTEN.
Until that happens, we will be operating in a parallel mode and sending
this information out via e-mail.

(U) If you have any suggestions for 24 TAB actions, please post
your comments/questions in z4.technews or e-mail any TAB member. We
look forward to hearing from you and starting an active exchange of
information. )

Wohkddeddeh ko kdh kdokk

The following information was posted in z4.technews

Tc-6CQ) The %4 TAB has created the following list of technologies
along with points of contact who are willing to answer any question
regarding the topics. If you have additions to this list, please
post/e-mail. An additional list of mathematical techniques and

cryptologics and associated points of contact will be posted/e-mailed

later. (o) (1)

(b) (3)-50 USC 3024(i)
(b) (3)-P.L. B86-36

NEW COMMUNICATIONS TECHNOLOGY *

(b) (3)-P.L. 86-36

9/23/2010
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(b) (1}
(b) (3)~-50 USC 3024 (i)
PROCESSING and DATAFLOW () (3)-P.L. 86-36

VHHAARRU R NN I T AN AR A AN N NN RN R I A RN NN NI NN TR IR HN AT WHENWERNR

c. TECHNICAL EXCHANGE -

(1) . Z Technical Forum Presentation - (July 8th - see CALENDAR for details)

(U} The classification of the talk is TSC.

*ii*i***ii*itii*iti*ti*i*iii***ii**ﬁ******i*i***i******i*****i*i*************

(2). PROBLEM OF THE WEEK - (from cryptanalyst)

l(b)(3)—P.L. 86—36]

9/23/2010




June 1994 TALES OF THE KRYPT
Doc ID: 6823783 ‘

(U) I would like to make sure everyone is aware of the Problem
of The Week offering that is currently available. The Problem of The
Week group began when a few cryptanalysts in Z441 started to work the
*London Times" Sunday crossword puzzle at lunch. (If you have never
tried it you might enjoy it. The puzzles have "cryptic" clues--their
terminology not mine. A single puzzle may take several lunches to
finish.) As we began to solve the puzzles more Quickly, we started
looking for something else to do at lunch. Several members were
studying for the MAY 1994 CAPQE, so I received permission from the CaA
Panel to distribute problems from the NOV 1993 CAPQE. I began to
e-mail one problem per week to each interested person in Z441. Each
person would work the problem individually, but invariably discussion
would break out on how things were proceeding and who had the "neatest"
solution. We found that almost every problem had an easy solution, a
hard solution, and a very hard solution (e.g. exhaustion). I decided
to expand the effort to include all of Z44 in my e-mail alias. Well,
it did not take long for the list to include people from all of 24 and
then all of Z.

(U) Here is how the Problem of the Week works. One problem from
the last CAPQE is sent out each Monday morning as an attachment to an
e-mail message. A solution, including a narrative of the technique
used, is sent each Friday morning. The problems are meant to be fun
exercises which can be used to keep your skills sharp and help you
learn new techniques. Each problem is designed to be solved in half an
hour or less. I had hoped that people would try the problem by the
middle of the week and if necessary seek help within their office
before receiving the answer on Friday. I heard that some people were
not having the open discussion like we have in Z441, so we started
meeting on Friday mornings in 15037 at 11:00 to toss around the problem
of the week. Activity waned as the May 1994 CAPQE approached.

(U) New problems will soon begin arriving in the mail,
including the spanking new May 1994 problems. If you are interested in
receiving the problems and solutions in the mail and are not already, ......
receiving them, please contact me at| | Also, if you are ., = -t
trying a problem and get stuck, please e-mail or call me at[:fi::::i .g’f
and I will give you a hint. ¢

.
.

.
. P

.

. ° .

nnunnnllnunnnunn--nn-nn-n--nInnnu--u-nu-n-wun--nn-n-lln-n-nlnnuwnuuunnn.nzﬁ-n.
o .

Page 9 of 18

[(b) (3)-P.L.

86-36|

3ﬁ

(3). (U) PROBLEM OF THE MONTH - In keeping with the above, has.
suggested that the newsletter carry a technical problem each marith, alopg
with a solution for the previous month's problem. He has giyén us a .

(b) (1)
(b) {3)-50 USC 3024 (i)
(b) {3)-P.L. B86-36

sample from a past CA Professional Qualification Exam (CAPQR). We encburage
others to submit potential CA problems for the Problem of ‘the Week oxn for
future exams to him or to[ﬁ

.
.
.

ead of the CAPQE committee,*
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(b) (1)
(b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36

*********l'**l‘t****t********************t**‘********t*t****l‘****************l‘
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5. COMMUNITY SERVICE

ADOPT-A-SCHOOL PROGRAM

NSA-Meade High School's Adopt-A-School program his completed its
first school year. A joint effort initiated by the Deputy ‘Director for
Support Services and the National Cryptologic School, the prdgram has had
approximately 190 volunteers who have contributed close to 1500 hours.

(U) a.

Volunteers have participated in various activities such as '..
tutoring, mentoring, guest speakers, helping to repair school ..
The school has .

equipment, and computer installation and maintenance,

received file cabinets, blackboards, old books from the library, and

furniture. Despite the tremendous support the program has received .

from the NSA work force, help is still needed. Below is a list of

activities and coordinators for the Adopt-A;School proqram printed, with, ., [(®) (3)-B.L. 86-36
the NSA program coordinator for publicity. Lt

the permission of
Feel free to contact the POC's directly if you are interested in

volunteering. DDS has granted admin leave for this volunteer program, « . .
SUMMER WORKSHOPS Lot S

- * -

1. Citizenship Tutorial 2. writing Workshop . o.
Three week workshop preparing "How to Write Research Papers"
-students for the state 12 ~*28 July, 0800 - ;000 _'_
mandated exam. , *Tuesday and Thursday . L.

12 - 28 July, 1200 - 1400 ,«°  POC: . | *
Tuesday and Thursday . N .

POC: | | . ' .

3. Mentoring Seminars .

The first seminar in July will focus on helping to develop self-esteem. .

Other mentoring seminars will follow. Note: These sefiinars are for
existing mentors. Similar seminars will be developed for those wishin
to become mentors. For more information contact | . [

»

.
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NSA SUPPORT TO MEADE HIGH SCHOOL
DIRECTORY OF ACTIVITIES

STUDENT SUPPORT

Tutbring Programs
2. Language Help
After-Hours Clinic

1. Math and Science Help
(Spanish, German, French}

After-Hours Clinic
POC: [ |
T, POC: |
3. Reading Asq-istance ) 4. *‘Wrjiting Assistance (new) ‘.
In-class remedial reading program Writineg .Lab 14
POC: [~ POC: Ig e, I+
5. Social Studies Assistance (new) e, . ., e, . .
POC:I ].... ""'--..:'~.-
.....T...-...............'.'.;A
Mentoring Programs . '|(b) (3)-P.L. 86-3¢|
1. Educational Talent Search 2. Female Role Models" " " ,.*° o
Mentoring program for the .. Afterthours mentori Srogram ‘.
1st time college students sanrt ™t POC: I s l .
POC: | [ e .
3. Black Male Role Models PRI .
Aft?r—hours mentoring progrgi,.. . . 5 5 T L. 5630
POC: | S e
NERRAARREEY 2 £
Hobby Clubs ] ’ Lenet . -‘.'- Le . s :.5. :.0..~.:
1. Chess cer ] Genea *(hew) e b o3t e
POC: | | . . POC: RN B
. * . . * . - - .
3. Gaming 4. ATST Investert Ch 0
POC: | | POC: .|, .° oL . -
FACULTY SUPPORT - Lo . -t
1. Computer Software Support ,+* , -° 2. Databgsé support . . -
. Ad-hoc training teachers+ih .° Admin suypport to Maryland .
DB3, LOTUS, WORD PERFECT , ° . * Tondrrow Program . ;.
POC: | io.r Lt 4 ,’POC;’l N .
3. In-Service Staff Training .° 4;‘.Ath1etic Departmesit Support .
E2 presentation on Learnin Les . Assist coaching/. N
: POC:I . coordinate with Agency .
. PoC: | . |
FACILITIES & EQUIPMENT . _ .
1. Computer Hardware . o
Donations and Ad-hoc suppbrt installing computers .
POC: I ‘ .

Excess Equipment Transfer’

-3. Facilities Repair, Furniture and Material Donations
Donation of excess furniture, books, maps, posters, etc.

- 9/23/2010
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for installing folding doors, repairs to sound system, utility
vehicle, popcorn maker. and future---building walls, installing
fence, and telephone lines

POC: | |

Administrative leave has been authorized for those who participate in
the program (PML 1-94, 28 Jan 94). If you would like to volunteer or
need further information the POCs are listed below.

9e-98 "1°d-(£) (D]

Program POCs -

AR S EEE

l . .I.(Program' Ha'n,&de'rz":. '.._'..'-.-

| (NSA program egordinator, ,pubktity), :-J‘ i
(OGC), - ® w ® .

3 1C Relations Advisor).E

LILILIEEEIII0007000000000770000007007007170100000707711071171107111117717171

6. ACTION LINE

(U) QUESTION: I have recently heard a rumor that promotion boards have
been instructed to consider a person's tech track title during promotion
reviews. 1Is this true? If so, isn't the tech track in danger of becoming
what everyone predicted - another hoop to jump through? Please set the
record straight on this matter.

' Signed -

still willing To Be Convinced

LR X E R LSRR RS RS R RS E RS SS R 222 S R R R XX R 22 2 R X2 Rt R ol st

ANSWER: (We asked a number of people to respond, and they did. Responses
follow in the order received.)

(U) a. Froml lEx—Chair of the Z GGl4 Promotion Board:

Although my term as president of the Z 14 Board has expired
(new board not named yet), I will nonetheless venture a response to the
question you have submitted.

I am quite certain that most promotion boards and their members
suffer from an overabundance of "guidance", official and otherwise.
There are many areas of professional and personal achievement which a
promotion board must consider in evaluating all eligible candidates.

Education, certification(s), sex, race, performance and potential, and .

training are some of these areas; there are others. The trick is how to, N
accommodate all the guidance, be faithful to your own sense of riqh:-'

and fairness, and then, after much agonizing select a few gooqd ohes

from the many good ones. The fact that one holds a Tech Tr&ti Title is .
a professional accomplishment and needs to be consigeréa} but this is a .
subjective, not a mandated, consideration. .t *

- .
. * .
. * .
.
. * ¢
uullnnllnnllnnnnllllul'llllnnlllluwnnnlllll:llllllllllnlllllllllluIIll|ll|nnunllllnununlnunannnnull*lln
.
. * .
.

(v) b. From| Chair of the Agency GG15 Promotion Board:

During the period the FY94 board was sitting there were 1o
notations in the promotion records regarding Tech Track Status.. So the
short answer is, "no, we were not instructed to consider tech track
status". Board members did glean from the persums and from the
nomination records whether individuals were in technical, technical
management or management positions, and we kept ourselves aware
throughout the selection process of the relative share ©Of promotions

.
.
»

[oc-98 "17a-(e) (D]
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going to each of those categories.

When the Technical Track is incorporated into the formal
record, promotion board members will surely take membership into
consideration. The boards are always faced with'a dilemma: there are
more people deserving promotion than there are promotions to award; so,
every legal factor available will be used to select the MOST deserving
from the group. If all other factors appear equal in a competition
between two individuals and one holds an advanced technical track
title, the promotion will go to the title holder. Or, put in another
way -- If you were a technical track master and saw someone in your
field get promoted who had not bothered to participate in technical
track at all, what criteria would you think a selection board was
using?

Technical Track title requirements strike me as far more than
*hoop jumping®. The requirements describe performance and behavior
standards that clearly define the characteristics of a professional who
is committed to the continuing development of the art and science of
the field. It is not a meaningless exercise to identify and recognize
such people, particularly when this recognition process is managed by
peers in the field. It is these people who are the high potential
performers, the strength of this agency and the guardians of our future.
And, interestingly enough, those are also the people we want to promote!

llllm"llllll"Ill!'lll"l!ll!lIllll!lllllll'"llll‘lllllllnllllllllIl'lll!!llllll!!llIll“IllillH.lll!ﬂl'nllllIllllllllllll"

(U) c. From l Chair of the Agency GGl4 Promotion Board:
‘Promotion Boards are seeing less and less discrete data. With TR
the new performance appraisal system, boards are down to the
promotion write-up, the persum, and awards. When doing a zero-based °
review at the Agency level of someg:::::ES—13's, any merit-based
indicator is bound to take on added signifitdmte. ** - >« u.ui., ., ...

. If my memory serves me right, the records we reviewed did show
that a person was 'tech track', but with no titles. Titles -- or
descriptions that more or less matched them -~ have begun to show up in
promotion write-ups.

[oc-98 "17d-(g) (@]

It is certainly true that technical qualifications in general, . * .
and tech track participation in particular, carry increasing weight in, .*°* .
the GG-14 promotion process. Recent GG-14 promotion statistics_wilr' .
bear this out. We received no specific guidance to “consider a .
person's tech track title." We were, however, charged 46 “increase the .
number of technical promotions--and that's how it ‘should be. .

"
. .
llllllI|||I|lll|llll'llllll"lll!llllllﬂl!"llllllllllll"!Illnll'l‘llll’l!lll!lll!ﬂlllllll|l|lln"llull'lllll"lllll!lll!l'ﬂll"ll!“l! .

. ®
" -

(U) d. From Chair of the DDO GG1l4 Promotion Board .

L3
»

The new DDO-14 board is not yet making explicit use of Tech  *
Track Status. In fact, that information is not recorded in the data we
have been given so far. We will first see that (albeit an incompleté
version) information when we get write-ups and will then make some wse
of that information. Lack of a title, will not prevent an individual's
promotion; having a title (and which title) will be a positive !
statement about that particular individual's technical accomplishments.
In other words, we will use it in a way analogous to the way wt use
information about awards that the candidate has received; this is in
contrast to professional certification which is a "hoop". Hope that
answers your question. ¢

.

Please encourage people to pursue titles. In géneral, the tech

track criteria are specific, mission-oriented and reasonably objective.
L3

*
-
.

lI . 9/23/2010
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Boards will come to rely more and more on that information as they are
denied the other information that boards have traditionally used.

(U) e. From George Cotter, Chair of the Senior Tech Track Board (STTB)

Agency promotion boards have net received guidance as yet on
tech track titles. The new system is still being installed, there is
not yet sufficient parity among the ten fields in respect to membership
to permit firm guidance in my view.

However, I certainly would like to comment on the implication
that tech track titles are meaningless - "another hoop to jump through”
is the expression used in your submission. If the STTB has done its
job right, and the Agency's TTRP's are objectively applying criteria
and standards, titles represent the status of an individual in a core
cryptologic profession, judged by peers. We have used hundreds of very
good technical people to try to get this right and if we have, titles
are hardly meaningless.

To go one step further, though, tech track membership will carry
with it the responsibility for participants, and their management, to
enhance an individual's technical competencies under a variety of
initiatives. We advance the overall technical health of the Agency

- principally by developing our technical work force into better
cryptanalysts, mathematicians, etc. Most people would conclude that this
should add to the significance of titles. And advancement in the program
should therefore merit higher ranking in promotion boards, shouldn’'t it?

Yes, I believe, in time, promotion boards at all levels will
take tech track titles into consideration in evaluating promotion
candidates, since titles should reflect the judgment of the leaders in
the field of the competency of the tech tracker. If I were serving on
a promotion board, I would certainly value that input.

(u)y ¢£. From[:::::::::::lChair of the Z 13 Promotion Board

My board was not given spec1f1c gdldance.abqut rewarding tech
track members, but we WERE given guidance to promote the Very.few we
can afford to, based on performance and potential. This obv1ously e,

includes technical accomplishments in an organization like Z Group. We (b) (3)-P.L. 86-36

do consider tech track titles to be an indication of technical
competence and professional resolve and commitment, along with other -
information such as awards and letters of appreciation, etc. There is .
not yet a place in official records to show technical title, although .
we see them in persums and promotion writeups. So it is important for .
each eligible candidate to include such information in his/her persum. ,°
Our board has a tech track representative on it, as do most boards. .

*****i’i’i’iiiiiii*iiiiiiiiiii**ii‘*i*iﬁ**iﬁ*i**i‘***i’*i‘**iiiii**i****ii**iii**i

///////////////////////////////////////////////////////////////////4//////A

.
L]
.
.
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7. LITERARY TIDBITS . "

3 -

() Hidden Messages in Tolkien Fiction - (by .

} . . 9/23/2010
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If you've ever thumbed through a copy of J.R.R. Tolkien's trilogy
The Lord of the Rings, you might have been inclined to glance quickly at
the title page. If so, you might have noticed the strange and
decorative borders at the top and béttom of the page. But did you know
that the letters there, written both in runes and in a more elegant
freehand, actually spell out intelligible text? '

Fortunately, the key to these hidden messages is readily available.
It is found at the end of Book Three, The Return of the King, in the
extensive appendices. This key may be applied not only to the "Ring"
trilogy, but also to The Silmarillion, Unfinished Tales, and perhaps
.other books. Here are the translations of the hidden messages. You'll
have to figure out what the proper names mean.

The Lord of the Rings -- The Lord of the Rings, translated from
the Red Book of Westmarch by John Ronald Reuel Tolkien: herein is set
forth the history of the War of the Rings and the return of the King by
the hobbits.

The Silmarillion -- The tale of the First Age, when Morgoth dwelt
in Middle Earth and the Elves made war upon him for the recovery of the
Silmarils. To which are appended the Downfall of Numenor and the
history of the Rings of Power and the Third Age in which these tales
come to their end.

. Unfinished Tales -- In this book of unfinished tales by John
Ronald Reuel Tolkien, brought together by Christopher Reuel Tolkien,
his son, are told many things of Men and Elves in Numenor and in Middle
Earth from the Elder Days in Beleriand to the War of the Rings, and an
account is given of the Druedain, the Istari, and the Palantiri.

LA AR SRR RS R RS RRRa RlE aS X R XXX R R 22 XX 2R 22 R a2 R 222 Rt ts )
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8. PUZZLE

And now, the solution to last month's puzzle

JUNE'S SOLVERS:

I(b)(3)~P.L. 86—36]

*
o
.

nunnnlnuw-nunuunuunn-unnullnnluln-lllInlunlun.nunn!nunnnl-nunnnlln‘:u-lfnnn
L]

.

N L]

»

And, for this month, we offer the following - ¢

. L]

Rpnas1oc I

Each row and each column in the diagram below contain§~one each
of the letters A, B, C and D, as well as two blank spaces (though not
necessarily in that order). The letters around the dig§ram are clues

.
.
.
.

1v - 9/23/2010
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to the location of the letters within the diagram: a capital letter
indicates the first letter encountered in that row or column when
traveling in the direction of the arrow; a lower-case letter indicates
the second letter encountered in that row or column when traveling in
the direction of the arrow. From the clues given, can you determine
the placement of all of the letters?

c b A
v v v
R R el T e e  t §
B> | | | | | I<c
B e il taialat 2ttt TS

I I

s e B e e et J

[ N R A e

Rt e e
a> | | 1 | I |
e e Al St et S
o
i e s A it Sttt
a> I | | | | I<p
s Bt S N e atat

A " A

b D B

117710777777 0077007707700180777777777720027102707270707071200777770777771777
9. CONTEST

A number of people have entered the "Name This Newsletter Contest" -
must be the lure of the coveted double scoop sundae being offered to
the winner which prompted such efforts. Now we'd like your help.
Select your three favorites, list them in priority order, and send
them, by COB 8 July, to any member of the editorial board.  We will
tabulate the results, and the August edition w111 carry the new
banner. Here are the suggested names:

TRANSCRYPT

TransCrypt

Playfair Square

Plain & Cipher

The Graph Paper

Colored Pencils

The Log Waits

The Racing Form

The Approximator

Monthly Plain Text

The 0dds' Log
Cryptographic Crier

The SECRET Finder

THE CRIB

The Kryptogram

Tales of the Crypt

The Cryptanalytic Highway
The CA Digest

CA Today (b) (3)-P.L. 86-36
CA Review

CA News «
CA World v
Plain Text on Cryptanalysis i «
Plain Text ) ‘

I ' 9/23/2010
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CA Cornucopia
CA Scene

The NewsBreaker
The CipherSpace
URCA
BIT-BY-BIT

****t*****t***i****i*******ii**t*ti**ttt*ii*t*********ii***i*t***i*****
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10. EDITORIAL CORNER

If you have a relatively short technical treatise which you think might
appeal to our readers, please submit it to any of the editorial board.

In fact, if you have anything you would like ‘to have considered for
inclusion in future issues, please forward it, IN ASCII FORMAT, - to one
of the POCs listed below. Also, PLEASE paragraph classify each item
submitted. '

A reminder that anonymity may be requested for Action Line items -~
in fact, you may mail them in hardcopy form to a POC is you wish.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue; perhaps there is another topic which you think should be
included in future issues. Perhaps you would be interested in joining
the Editorial Board. Anyway, we would like your input, and help, so
give one of us a call. The more people who divide up the work, the
less burden on any one person.

NOTE: We MUST receive any submissions for the August issue by 22 JULY.

****ii*t**tt***************i**i***i***t***ii*****i*tt******t*****ii****i

EDITORIAL BOARD

I lPuzzle Editor, .

"+ .].Problem of thHe MOnth Editor, | .
Jack in 'tbl'bgic.-gli_st;o.ry Museum IR ; —
NCS H et
L N - ..'.".I.... * . . . .
OFFICE Reps ....:::::::Zlii;:;ffffif'

(b) (3)-P.L. 86-36
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o~ s

PSSSSST!

o~~~

SNEAK PREVIEW OF NEXT MONTH'S ISSUE!

an article on the KRYPTOS Séciety
a profile on a KRYPTOS Distinguished Member

an ACTION LINE item on selection CACP members and Chairman
an article on the VOYNICH Manuscript
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and many many more !
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Z PERSPECTIVE ON CA

(U) Some of the most disgruntled people I have known at NSA were
experts at what they did, did it well, and did it for many years. But
then the Agency's need for their particular specialty diminished, and
they became increasingly frustrated as recognition and promotions
eluded them. Eventually, they were moved to new offices where they
were the neophytes and everyone else seemed like experts. The frequent
result was a "retirement in place’.

(U) How do we avoid this scenario? There are several good answers
which come to mind. The first is that one may be so totally aware of
the big picture that they can see that sometime in the future system X or
country Y or technology Z will no longer be important to the United
States, so they take steps not to be stuck in those areas. Not all of
us have this kind of prescience, but if you do, more power to you.

A second answer is to keep your technical skills current.
If you took your math and CA courses in the early 80's and only have a
steady listing of CA305 on your Persum since, you may be out of date.
Today the disciplines of math, CA, communications theory, and
computers all intertwine as they advance by leaps and bounds. If you
keep up, you will have a wide choice of rewarding jobs where you can
contribute. At present, there is a wealth of courses, seminars,
workshops, and talks available. You may even study something on your
own, or with a group of co-workers. I recently read a budget-conscious
statement that too many people were taking courses for which they had
no operational necessity, and that this would have to stop. I hope
~that attitude does not prevail.

(U) The third answer is to diversify. I happen to sit on 2
Group's math TTRP (hold the applause, please), and diversity is
definitely one of the important criteria we consider. For some
people, the biggest move of their careers has been from G421 to Z21,
or from G41 to Z4. Of course, diversity is possible even within
these organizations, but that is frequently not what is happening.
Why not work in signals for a while, do some diagnosis, try speech
or hand systems, do reverse engineering, seek a PCS tour,
program' computers, go to Z03, or get involved in developing SPD's?
The contacts you establish and the new friends you make will enrich
your career as much as the new knowledge you gain. One brilliant
Hungarian mathematician switched every five years to a totally
different branch of mathematics. We don't all have his genius, but
few of our jobs require genius, just hard work and a willingness to
learn.

(U) You may ignore all this advice, be lucky, and have a wonderful
career. I sometimes think this is what has happened to me. I'm not a
big-picture guy, and my course work definitely leaves something to be
desired. But I have at least known instinctively when it was time to
change jobs, seek a new challenge, or learn some new discipline which

I needed. I hope you can be more deliberate than I.. Take charge of
your own careers and don't wait for "them®" to do it for you. If (b) (1) .
things go sour, it's poor satisfaction if all you can do is blame (b) (3)-50 USC 3024 (1)

: (b) (3)-P.L. 86-36
"them* for it.
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(b) (3)-P.L. 86—36|
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() (1)
« = = o )(b)(3)-50 USC 3024 (i)
-K. (b) (3)-P.L. 86-36

[ - U.S.  CRYPTANALYSTS IN THE U

:is a small division of .cryptanalysts and mathematicians .
working at Government Communications Headquarters (GCHQ), Cheltenham, ‘.
England, U.K. for the Special U.S. Liaison Officex, London (SUSLOL), *

The U.S. has had a close SIGINT with the U.K. for the
last 50 years. We are now assisting each other in making strategic
decisions for the post cold war era.

111177707777777777017717717717771777777177771771777111711771171117111111717
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(U) 2. KRYPTOS SOCIETY

What is the KRYPTOS Society, and Why Should You Join?
The KRYPTOS Society, an NSA professional organization of

Page 4 of 25

cryptanalysts, was established in 1981 to promote interest in cryptanalysis,
. to provide a focal point for fields of common -interest to cryptanalysts of

the National Security Agency, and to promote excellence in professional
cryptanalytic activity throughout the cryptologic community.

The Society promotes professionalism in cryptanalysis by:
- Sponsoring talks of general interest at its quarterly meetings
as well as at other times during the year. Topicse are

related to CA on both historical and current projects

(On June 1, KRYPTOS sponsored a luncheon, at the National
Cryptologic Museum, which included a presentation by

on: the: Polish selution: of- the ENIGMA.. .Eollowing - %114

this, individuals viewed the museum exhibits at their own

pace, vastly aided by a cadre of knowledgeable guides. On
. June 21st| ibriefed on a much more current topic,

l -|-)-----|----|-------:

- Sponsoring an annual literature contest and awarding cash
prizes and plaques at the annual luncheon.

(Prizes for first, second, and third places are $250, $150,

and $100, respectively.) .

- Recognizing sustained excellence in the cryptgnalyt{c field
through selection of Distinguished Memhers 'of the KRYPTOS
Society. The Distinguished Members are inducted at the
annual luncheon. To date,[::Ipeople have been inducted as
Distinguished Members of the KRYPTOS Society.

- Holding an annual luncheon in the fall. At this event, a
highlight of the KRYPTOS year, members of the Society and
their guests gather at a local restaurant to enjoy lunch,
socializing, and to collectively recognize professional
achievement.

* ek ok - Co-sponsoring the annual fall CMI-KRYPTOS picnic.

[oe-08 "1 a-(0) @

- Coordinating, with the CACP, the publication of this newsletter.

Join us! We need your membership and your input to give voice
to the cryptanalysts in our community now and in the future. This is
an excellent chance for networking at all levels.  To join, just £fill
out the attached application, and send it, and $5.00 to -

*%*%*.- HELP/INPUT NEEDED! Would you prefer a .Spring Picnic? A Dance?
Something else? We would like to do something which appeals to
the community - please let anyone on the KRYPTOS Counqil know if
you have any suggestions.

ot Pt o s S s o P Pt et P b Pt s Pt b P o~~~ ~ o~ s ~ o~ Lld g

** %% KRYPTOS MEMBERSHIP APPLICATION DUES: $5.00 (Annually)****

I9€—98 "1 d- (6) (a) |
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MEMBERSHIP YEAR: 1994 ( ) NEW ( ) RENEWAL

NAME: DATE:

SECURE PHONE: NON-SECURE:

ORG: BLDG:

INTERESTED IN CHAIRING A COMMITTEE? ____YES __NO

INTERESTED IN WORKING ON A COMMITTEE? ____ YES __NO

CHECK COMMITTEES OF INTEREST TO YOU:

w— CRYPTANALYTIC LITERATURE - MEMBERSHIP

_____ DISTINGUISHED MEMBERS - PUBLICITY ____AWARDS
—____ PROGRAMS —____ NEWSLETTER —_ RETIRED MEMBERS

~ ~ o ot B o ot s ot

v

LITTIITI70770070 7070077077707 7077107777077077777077777777777770770071771771777

(b) (6)
3. CALENDAR OF EVENTS .
UPCOMING
Aug 1-5 SPICE { |on mMaGMA)
Aug 9 Science & Engineering Society -
"Advanced Technologies for Signal &
Data Processing®” (1300 ~ R&E Symposium
Center (More info in Section 5d)
Aug 11 CLA Presentation - "Being a Second Party
: Linguist® (1300, 9A135)
Aug 15 GOLD BUG TEAM AWARD Ceremony
Aug 15 - Sep 15 Flexible Employment Open Season
Aug 20 : Aviation Appreciation Day - Tipton Airfield
Aug 21 Raindate for Aviation Appreciation Day
Sep 8 CMI - "Modern Results on an Ancient Problem*
(0930, Friedman)
Sep 12 2 Technical Forum Talk - Asynchronous Transfer
Mode(ATM),byL |.
[ @) 3)-2.1. 8e-36]
Sept 19-21 Cryptanalytic Computing Conference (SRC) . -+
Sep 20 Security Day (Friedman, 1000 & 1300)

.
.
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oct 17-21 | | [~
Oct 19-21 ESCAPE "94 (Biennial ciphony experts'
conference) - NSA
Oct 27 : KRYPTOS luncheon
Ocﬁ 31-Nov 4 CONSCRYPT at CSE
PLAN AHEAD:
March 27-31, 1995 CARD (GCHQ)

LIILILTTTITITIT 0000100700770 7707777077777777777777777177171771717717171117117711717

4. WORD FROM THE CACP -

a. (U) LATE-BREAKING NEWS - AS WE GO TO PRESS!!!! The CACP has just
announced that the new Chairman-elect is Deputy Chief

of z4. will take over officially on the 1st of Novafiber: » » ... . ..

b. (U) Congratulations to gur, mast.necentiy -cert'lfie'd dryptanalyst,

l

‘c. (U) The CACP is pleased to announce that Pas just. . .
joined the Panel.

d. (U) There are two other new faces in the CA community. Our newest
Intern 1s| and the newest member of the CA Tech

g, A m

Program is | — | A warm welcome to bothl " TRt

****************************A**********************************************

e. W) BIOGRAPHICAL PORTRAIT (Each month we will introduce one or
two of the most recent people to have joined either the CA Intern
program or the CA Tech Program. In the future we may also include
interviews with some of the more senior members of the CA community.)

. ™SQ I is in his first tour in 2433 as a CA

™ =
---......
- p g

) | Ibecame interested in the program after speaking with

st | the Assistant Exec to the CACP, and looks forward to the

: * " diversity of the CA programs.

. -
« «** . .
‘I
.‘I -
.
"

*Td-(€) (qQ)

9€-98

(b) (1)

(b) (3)-50 USC 3024 (i

{b) (3)-P.L.

86-36

)

(b} (6)

(b) (3)-P.

L. 86-36
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f. [PoBQ) CACP RESPONSE TO Z4 SURVEY

The Cryptanalysis Career Panel has met to consider possible
changes to its certification criteria which have been suggested by the
well-researched and well-presented (bv | at
the Panel's June meeting; : also .
contributed greatly) "Cryptanalysis: 2000 or Bust" survey. -, .,

L3 .

In that survey it was made abundantly clear that a sizahle .
number of contributing cryptanalysts, in particular those perforﬁiqg *.
duties in some, but not all, of the Z4 offices, are disadvantaged by , .
the conjunction of the Panel's current criteria and the demands of ‘e .
their current assignments. Especially, challenges were issued . .
concerning our required paper, program, and examination. Y. e

We agree that the duties with which some cryptanalysts are s

regularly engaged may make it less convenient for them than for others
to satisfy the demands of writing a suitable paper. The issue of a
program is less clear, for nearly all modern cryptanalytic personnel
routinely face situations in which a correct computer program could
contribute significantly to the solution of a problem.

Cryptanalysts need to share their ideas so that we all may

benefit. Failure to announce successful cryptanalytic methods can lead

to solvable problems remaining unexploited or being solved only after

a deplorable duplication of effort. The Panel, responsible for the R

health of the profession, feels strongly the need to continue the .
. requirement of the written and verbal enrichment of our rapidly .

growing discipline in this way. Aspirants know that acceptable

cryptanalytic papers need not be based on one's own work, but must .

show an understanding of good cryptanalytic technique. If one's own .
-area does not lend itself well to such an endeavor, a six-month .

diversity tour may well provide an opportunity. .

[99—98 “Trd-(€) (Q)

Cryptanalysis as a discipline is in a period of rapid .
transition. Nowhere is that change as evident as in the ubiquitous use .
by successful cryptanalysts of modern computing machinery. This is.a °
trend which will not be reversed, and today's cryptanalyst simply must
possess programming skills. Our required program need not be {(and .°
almost never is) a 3000-line optimized virtuoso performance. Many -
successful cryppies have only rudimentary programming skills, but .they
must be able to compose rapidly an effective routine in a high-lé¢vel
language when the need arises. Familiarity with existing routines is a
very useful asset, but the professional cryptanalyst should be,’
expected to bring more weapons into the battle. S

Agency budget cutbacks will lead to reductions in all skill
fields, and Cryptanalysis will necessarily be hurt. We must each learn
to do more. A cryptanalyst with skill in only one area risks
redundancy, as many of us have recently learned. The PQg'is designed
to measure cryptanalytic ability across our discipline,.and we
administer the examination in part to encourage the development of
individual flexibility which Cryptanalysis needs to fiourish A
movement in the opposite direction, toward spec1allzat10n, would
stifle the growth we are trying to cultlvate.

.

9/23/2010
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_ In summary, the Panel feels that at this time, when increased
proficiency is being demanded of every cryptanalyst, no action should
be taken to lower the standards of excellence by which professional
cryptanalysts are judged. We also feel that provisions to accommodate
specialists within the community would be counterproductive.

In spite of the Panel's seemingly intransigent position, we
are as anxious as are the aspirants in our community to close the gap
between their attainments and our requirements. We propose to do that
by suggesting methods of achieving our published objectives.

Let us first consider the examination, since we regard it as
the most demanding requirement for certification. We acknowledge that
the examination does a poor job of simulating the wotk - environment of
any cryptanalyst. We would love to be able to, in a way which is
equitable to all aspirants, prepare our examination so that computer
tools can be brought to bear. We are not close to realizing our goal.
We cannot counter the argument that many of our cryptanalytic
successes are at least partly dependent upon cleverly contrived
computational coups. Few cryptanalysts attack any significant problem
today without computer support.

But a still more important component of cryptanalytic
success, one which we all value beyond computer facility, is the
ability to design attacks to solve challenging cryptanalytic problems.
It is this problem-solving capability which our examination is
designed to measure. We conjecture that if cryptanalysts were asked to
identify the trait which good cryptanalysts share in greatest.
abundance, a plurality would respond "Problem solving."®

Cryptanalysts who fare poorly on the PQE should consider
broadening themselves through diversity tours, coursework, and study
sessions. We notice that a recent effort byl to make
problems (and solutions) from old examinations available to aspirants
has met with little enthusiasm in Z4. We feel so strongly that *,
problem-solving skills are essential to cryptanalytic success that .we
are led to question the suitability for cryptanalytic careers of thdse
who refuse to avail themselves of such an opportunity. ‘e

There may be some misunderstanding of the requirements for .
authorship of successful papers. We emphasize, and we have mentioned .
this before, that the cryptologic accomplishment recorded need not be .
original. A service is provided by someone who well records, and .
explains the significance of, any cryptologic triumph, and we seek to
recognize that contribution. The requirements for completion of this
task are currently being rewritten (as are the requirements for an
acceptable program) and should be available for dissemination soon.

Individual initiative is a necessary ingredient in the
certification process. Our Panel Executives are always available to
discuss requirements, and can often suggest avenues available to L
determined aspirants. Few take advantage of this service, and we .
cannot hold the aspirant for certification blameless if he/she fails .t
to take this painless and potentially rewarding step. .

[98—98 'q'd—(g>(q)|

We are aware that opportunities to complete our requirements"
vary with the office in which the cryptanalyst is employed, but , +°
individual cryptanalysts should not stay rooted in a single gffice for
long periods of time. We regard mobility as very important, in our
field, and we feel that most managers agree with this view. Of course

.
.
.
-
*
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an analyst who chooses not to acquire diversity may suffer from lack
of opportunity, but we feel that the responsibility to negate this
handicap rests with the individual.

In this response to the very important issues raised by the
"Cryptanalysis: 2000 or Bust" survey, we hope we have made clear our
strongly held opinion of the direction in which Cryptanalysis is
moving. We see ahead a rapid expansion of our field, reacting to
enormous transitions in telecommunications technology. We must,
individually and collectively, respond to this challenge by continuing
to expect maximum performance from each cryptanalyst. We are willing
-to entertain the possibility of altering the criteria, but not of
weakening them.

We understand that this policy does not meet the needs of
those cryptanalysts who have chosen to specialize in one particular
aspect of our art. We have respect for specialists; we benefit from
their achievements. But for our community we view any specialization
as unhealthy, leading to a segregation and parochialism which, with
cryptanalysts in such short supply, we can ill afford. We urge
specialists to become more versatile, to exercise their abilities in
other areas, to promote the free flow of cryptanalytic excellence.
Cryptanalysis is expanding, not contracting, and we will all need to
broaden our horizons to meet the challenges ahead. Professional
cryptanalysts will respond to our entreaties.

HRE AR AU NN AR N THUR IR RN AN NN AR ENNRARN N NN RABR A REHHAAN NN NP BN NN

g. The GOLD BUG and GOLD BUG TEAM AWARDS -

The Gold Bug Award was established in 1982 to recognize
outstanding technical excellence and achievement in the field of
cryptanalysis. | | then Chairman of the Cryptanalysis
Career Panel, was instrumental in esﬁdbizsh;ng this NSA/CSS Exceptional’
Cryptanalytic Achievement Award and giving its hame., .The award
consists of a pin suitable for wearing on a lapel or drebs, a, .,
certificate signed by the Director, and a plate bearing the rec1p1€nt s,
name attached on a permanent plaque that is installed in the hallway of frea,,
the first floor OPS #2B.

In his introductory remarks at the dedication of the GOLD BUG
Award plaque, Cryptanalysis Career Panel Chairman| ]
announced, "Edgar Allen Poe, the author of the story 'The Gold Bug’
which give its name to the award, was an amateur cryptanalyst. He had
hoped to gain employment with the federal government as a cryptanalyst,
and achieved, in his failure, the fame that has been denied our
honorees in- their successes. Poe once said, ‘It may well be doubted ' .
whether human ingenuity can construct an enigma of the kind which human .
ingenuity may not, by proper application, resolve.®' The recipients of .
the Gold Bug Award have demonstrated human ingenuity at its zenith." .

[o£-98 1 d-(€) (@) |

Criteria for selection are: .
a. the achievement to be rewarded must be of professional calibre as
defined by the goals and objectives established by the Cryptanalysis
Career Panel; .

b. the achievement must be in cryptanaly51s, and .

c. the nominee must be actively engaged in cryptanalysis within the
Cryptologic Community.

9/23/2010
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There are currently recipients of the GOLD BUG Award, the last
awarded to | ih"Mareh 4994......,,, .

R T I T T
In early 1994, the Cryptanalysis Career Panel received

nominations for outstanding cryptanalytic achievement performed

by teams of cryptanalysts. The excellence of the technical work was

noteworthy, but the original GOLD BUG Award was established to

recognize individuals. So the Cryptanalysis Career Panel approved the

creation of a similar award for team achievement. The concept was

approved by the Director, and the first recipients were selected.

9€-98 'q'a—(g)(qw

all of Z211, will be honored in a ceremony on 15 August. The
DDO will unveil the new plaque at that ceremony. A plate bearing the
names of the recipients will be attached to the new permanent plagque to
be installed in the hallway of the first floor OPS #2B. The GOLD BUG
TEAM Award plaque will hang next to the GOLD BUG Award plaque.

h. Ca-112 Pilot Course

(U) Our first issue previewed some new CA courses. Here is a follow-up,
provided by |

Gﬂﬁmu A pilot offering of CA-112 was held {in May. -.Although there
were numerous problems with computers and computer hookups that. nqed to
be ironed out, overall the pilot went very well. We hope to resolve’
most of these problems by setting up a separate computer network in E4
designated solely for CA classes. Each section of the course was
introduced by a short lecture given by a cryptanalyst considered an
expert on that topic. Toys were developed from real problems worked
throughout Z-group. Most toys were worked on with a fqyl?glpg
done directly on the SUN werkstations.. . » covered- 2 ety -of
DPP and | programs as well as

::.:.:-:-:-:-rl'l'-'

[oe-98 1 a- (o) (@]

) The students were very bright, hard-working individuals who
took very seriously the responsibility of critiquing the modules and .
suggesting changes for the future. The major recommendation was to .
ensure that the course focused on using CA applications and techniques .
to learn UNIX programs. Most other recommendations dealt with - .
rearranging portions of the class or changing the emphasis of various .
toys. Revisions are currently under way for the four classes of CA-112 -
scheduled for FY95. ) .

{reuQ)} Student comments included such things as: the course was .
enjoyable and valuable, even in the pilot format; the students were ,°
exposed to a broad range of techniques and topics which would requirxé
numerous diversities to learn on-the-job; a recognition of the .
importance of this course and the fact that it has been badly needed
for a long time; an appreciation for the opportunity to apply yools and
techniques mentioned in other courses to real CA problems. .

.
.

***************************************************.*******.'l’**l‘************
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5. TECHNICAL HEALTH *
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a. The z2 Summer Program (Submitted by | Poooa,

l(b) (3)-P.L. 86—BGI

?FBUQl You may have seen the glowing article in the
Communicator a couple of months ago about the Director's Summer Program
(DSP). You may not be aware that Z2 started its own version of the
DSP in 1990.

TPOY6) The Z2 Summer Program, like the DSP, is designed to expose
gifted math and computer science students to crypto-mathematics. Our
program consists of three full-time directors from %2 and eight to ten
students drawn from several different pools. For example, three of our
eight students this year are from the Undergraduate Training Program
(UTP), one is from the National Physical Sciences Consortium (NPSC)
program, one is a math co-op on his third tour at the agency, and the
remainder are 'direct summer hires. Two of our students have been in
the Z2 program in past years. Our students are at various -academic
stages, ranging from two who just completed their freshman year to two
first-year graduate students. The students arrived between the middle
of May and the first week in June, and they will stay for about 12
weeks. Two facts that apply to all of these students - they are
EXTREMELY bright, and they are very enthusiastic about the opportunlty
to apply math to real problems.

The Z2 summer program began this year, as it usually
does, with some toy problems to get the students comfortable with the
computers and with some basic cryptanalytic ideas. Several of our
students learned C programming within a couple of weeks. A couple of
our returning students were given operational problems to work on at

this time, since they required a shorter trainin eriod. One of the
students quickly became proficient in for a particular
system. Another pair of students began learning T

v by
A .
., .
L] -«
- L]

In early June, we joined the DSP for about seven days of PICAILE
intensive training in crypto-math techniques. (Imagine MA246 andT::::I
crammed into one week!) Following the training period, the students
were presented with 14 operational problems, from which they chose

their summer projects. About half the problems were diagnosis

problems, while the other half were attack development. The students
are working in groups of two or three, and most are working on more

than one problem. 1In addition to the accomplishments listed in the

last paragraph, the students have in only four weeks completed an

TTSUQ) As you can probably tell, these students are keeping the three
of us directors on our toes, and we're learning as much as the students
are this summer! If you think you might like to participate in the Z2
Summer Program in the future, you could act as a director (chosen from
within 22), or you could submit a problem and provide technical support
for that problem. Feel free to talk to any of us about the program.

fTrd-(€) (9)

(T)p2Z0E 2SN 0G~-(€) (d)

9¢€-98

(1) {a)

.[(b)(3)—P.L. 86—36'
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b. SPICE - (Background provided by| I

.

SPICE (Summer Program in Cryptologic Education) is a*
week-long seminar in advanced mathematical topics. . It is given by .
visiting professors chosen by the leaders of the Agency's mathematical®,
community. The goal is to keep NSA cryptanalysts and cryptologic .,
mathematicians on the cutting edge of technological breakthroughs going .
on in a variety of specialty areas. Topics in recent years have .

included: Proving and Discovering Combinatorial Identities, Permutation ’, () (6)
Polynomials over Finite Fields and Latin Squares, Groebner bases,

-.'-""A‘-l'-

Modern Permuation Groups and Coding Theory. P

(U) This year's SPICE speaker jigshk = **" et 1 iy
R is the designer of .
W conmpuger .algebra system, MAGMA. 1In addition to a tutorial, *
| —Jwill discuss many design and implementation issues which
impact the performance of a system like MAGMA. Algorithms for
computing in various algebraic structures will also be presented. 1In
particular, algorithms for computing with permutation groups of degree

one million will be discussed.

(U} SPICE will be held in the FANX2 Auditorium (see Calendar).8
For further information, contact] { or
send a message via e-mail to| [ ' I

9¢£-98 'T'a~(€)(q)J
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c. | B . .

[
. .

FHHBHRGBHEREHAEA# 4444 SECOND CALL FOR ABSTRACTS #########*#########ﬁ####
CONSCRYPT ‘94 is belng held at ,GSE’ from 31 October to 4
November. This is an opportunity to exchange 1nformatlop'on targets,
cryptanalytic techniques, software development and appllcatlons, and
trends in communications. St .

*
. .

Abstrdcts, in either flat agsali or framemaker, need to
be submitted tof~ ) no later than August 12th.
If fou hare ‘any questions at a11 please feel free to call her at

********l'*****************************************************************

d. Science & Engineering Society Presentation

(U) The NSA Science and Engineering Society will sponsor a
presentation by t 1 PM
on Tuesday, August 9th in the R&E Symp051um Center. ‘Iis- . .
the head of the Lincoln Lab Analog Device Technology Group an
principle director of the Consortium for Superconductlve Electronics.
He will speak on:

"Advanced Technologies for Signal and Data Processing" ‘.‘
(U) He will describe a variety of analog and digital ‘9'
electronic technologies being developed at thel} |

This will include silicon based low power analog to digital
converters, programmable transversal filters, fiber optic modulators
and receivers, superconductor based correlators, compressive receivers

(b) (3)-P.L. 86«3ej

9/23/2010




August 1994 TALES OF THE KRYPT Page 13 of 25
Doc ID: 6823782

and directive antennas.
All green and gold badge personnel are invited to attend.

[
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(&) (1)
e. TTSC) SOLUTION TO THE JULY PROBLEM OF THE MONTH (5 (3)-50 USC 3024 (L)
(b) (3)-P.L. 86-36
e el ~ JULY PROBLEM STARTS HERE ~ N
First, let's restate the question for those who missed it. S

"= xsad (b)(3)-P.L. 86-36 1 9/23/2010
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£. AUGUST PROBLEM OF THE MONTH

I(b) (3)-P.L. 86-36

*
*
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(b) (1)
(b} (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
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6. Technical Topic

Just the Fax (Submitted by|

>
.

(U) You've heard about them, seen them in the local 7-11, and .
maybe even used them. They are Fax machines and they are as popular as .
ever with people who want to send a copy of a document anywhere in the .
world within a few minutes. *

(U) Fax is short for facsimile, which is known as telefax in .
some countries. It is the method by which a page (printed, .
handwritten, photographic, whatever) is converted into bits, sent via
modems over phone lines, and recorded on the other end as a copy.
Group 3 Fax is digital in nature (encoded bits are sent with a modem
over phone lines) and is the predominant type of Fax used today.
Groups 1 and 2 are analog in nature and much older and slower. Group 4
is meant to operate on a digital network instead of regular phone lines.

[oe-98 "1 a- (o) (@]

(U) Fax is very much like a remote photocopier. One can think

of the process of encoding a page of Fax first by taking a picture of .
the page and converting it into a 1728x1100 raster file (for an 8.5x11 .
inch page). Each line going down the image is then encoded, usually .
via a particular Huffman code spelled out by the CCITT standards .
organization. The encoded bits are then optionally put in error .
correction packets and/or encrypted and sent to the image modem for .
transmission. The process is reversed at the receiving end of the .
transmission to create a raster image which is printed. .

(U) Group 3 Fax transmissions are half-duplex and use a 300
bps V.21 modem to send handshaking information, known as T.30 .
information. To actually transmit an image, a faster modem is used,
either a V.29, V.27, or a V.17. The speeds of the image mode@s range
from 2,400 bps to 14,400 bps. To ensure line quality, a 1.5-second
burst of all zeros, known as a training sequence, is sent.ﬁy the
transmitter; the receiver will either accept the current ‘speed or
request that another training sequence be sent at the aext lower speed
available. The pages will then be transmitted at the. speed which was

3
.
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accepted by the receiver. T.30 handshaking occurs at the start of a

transmission and in between each burst from the image modem.

Page 16 of 25

(b) (1)
(b) (3}-50 USC 3024 (i)
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(U) There are those people who say that Fax is a quickly
passing fad which will be supplanted by electronic mail, but the
evidence so far does not support this theory. A Gallup poll released
in April found that the corporate America uses Fax far more than email

‘to the extent that more than a third of telephone bills for Fortune
500 companies are from Fax transmissions.
Times, the poll found that,

regimen in a way that E-mail is not." Additionally, p1ctures,
drawings, signatures, and other non-textual information can be easily
transmitted via Fax in a way that most email systems cannot handle.

According to the New York-
"the real appeal of fax machines is that
they are easy to use and are an entrenched part of the daily office

LITILIRIIILIIIIII001070000 000700700000 71701770700070777777017071177111717

7. Norman Roberts Award - Call for Nominations

) In recognition of Norman Roberts' talent for nurturing the skills of

junior analysts,

the KRYPTOS Society established the Norman Roberts
Award. The award is presented annually to a junior cryptanalyst at

NSA/GCHQ who has made an outstanding cryptanalytic contribution.

Norman joined GCHQ in 1975 and won the respect and admiration

of his colleagues for his innovative ideas and particularly for his

ability to train and inspire younger analysts up to his untimely death

"in July 1990.

(P6UQ), Any KRYPTOS member may nominate any employee at NSA or GCHQ who

has been at their respective agency for less than five years as of

31 July 1994, and who has made an outstanding contribution to

cryptology or a related discipline. The nominee does not have to be

a KRYPTOS member. Integrees will be regarded as members of their host
agency. The nomination must include the names of the proposer and the
nominee, together with an account of the work which attracted the

nomination. It may be classified up to TSC. Nominations are due by

1 September 1994 and should be mailed to the KRYPTOS Society

secretary, |

hoeseres e |(b)(3)-P.L. 86-3¢
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{M™e¥Q) The winner will be selected by a joint UK/USA panel,
announced in October and presented with a small engraved plaque.

The winner's name will also be .added to a permanent plaque on the
first floor in OPS 2B.

///////////////////////////////////////////////////////////////////////////
8. ACTION LINE

a,. (U) QUESTION: How are CA Panel members selected? Are there minimum
grade levels required? Also, same question about the members of the

various committees (paper review, program review, and PQE test
committee).

(U) ANSWER: (Provided by CACP Executive)
-The Cryptanalysis Career Panel, the Technicai,Paper Evaluation

Board, the Computer Program Evaluation Board, and the CHPQE Committee
are composed of professionally certified Cryptanalysts. Thé.
Cryptanalysis Career Panel is a duly constituted board, which meaps it
includes a female representative and a minority representative. The ..
Cryptanalysis Career Panel also includes a military representative. I °.
will l1list the members of the various Boards below. ‘.

The STTB has recently advised that members of the Cryptanalysis
Career Panel, and the other career field panels, should come from the
GG15, SCE, and SLE ranks. These people are the senior experts in the
career field, and probably represent a wide diversity of experience,
skills, technical and leadership backgrounds, and have seen the career
fleld grow and change.

T~ (€) (Q)

9€-98

Under normal conditions, the Chairman and members of the
Cryptanalysis Career Panel serve three year terms. When the Chairman
is two or three months away from the end of his/her term, a list of .
possible candidates is formed. The Panel starts with the list of .
certified 15's, SCE's, and SLE's, and also reviews the list of people ‘
who have already served on the Panel. Previous experience as a member N
of the CACP is helpful for the new Chairman, but not a necessity. The .
CACP forms a short list of candidates in priority oxder, and the
current Chairman then invites each prospective candidate in turn, unt11'
one has accepted the position. 1In the past, the current Chairman was .
the final selection official, but would not choose a replacement .
against the advice and consent of the Panel members. When a Chairmam
is selected, he/she must be approved by DDO, with concurrence by ¥34.

Panel members are selected in a similar manner, except that the
CACP attempts to find representatives from the various areas wrthln
cryptanalysis. There are members from different offices in Z-Group.
and a representative from the NCS. .

A member of the CACP is also a member of, and acts as liaison
with, the Technical Paper Review Board, the Computer Pradram
Review Board, ‘the CAPQE Committee, and the Technical Track Review Panel
(TTRP) . There is a different liaison to each of the *
boards/committees/pariels. They report back to the CACP at its monthly
meeting. Membership on these various boards is by.invitation, with the

.
-
-
-
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individual‘'s interest in serving the cryptanalytic community an
important consideration for selection. Normally, professionalized
cryptanalysts volunteer to be on a board, or are suggested by
supervisors, current board members, or current CACP members. A
diversity of experience is also an important factor. For example, the
current Technical Paper Review Board consists of members from 21, 22,
Z3, Z4, 25, and C7. We also try to balance the boards in matters of
gender and experience.

Members of the Technical Paper Evaluation Board and the
Computer Program Evaluation Board serve terms of about two years, with
a staggered rotation schedule, to help maintain consistency and
continuity. There are no minimum grade levels for these boards, but
members must exhibit technical expertise and competency in the field.

The positions of the Executive and Assistant Executive of the
Cryptanalysis Career Panel are advertised through the Agency's Job
Vacancy Announcement Process. The selection authority is the Chairman,
with the advice of the CACP.

CACP:

Chairman
T
g
©
|
o
Floyd Weakley,i i ] £
Executive o
Assistant Executive o
Training Advisor @
Militacy Advisdrl [ i 11D i:::rzanseney
Technical Paper Evaluation Board:.s»** st Lot .
Computer Program Evaluation Board! S

.
Thdkhkhhkhhkhkhkhhdkkdhhhhdh Ak Ak h kbR dhdddddddrddd g ek o ok ok o o o ok % & % W ok ok ok ok o o o o

QUESTION: A number of people are concerned that, even though it is
required that positions at branch level and above beradvertised, many
of the advertisements appear to be paper exercises gnly. It seems
that selection officials often have a person in mind beforehand. No
one wants to spend his time agonizing over whethex' to apply for a job,
inform his supervisor of his intent to leave, and* then go to the

»
»
¥
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trouble of applying IF there is no hope of being selected. At least
before, we knew that if we saw an announcement, the office was
actually looking for someone. Could someone in Z comment on this, please?

»
IR EENENNERNENNENEENERENRERENERERRNERNENSENNENERNEERNERENESERRERNERNENSENRSENGSHENJNRES;JEHNESESESRINEREJLE-EN:.)

ANSWER: (provided by [:::::::::1 Deputy Z, Chair Career Development Board):

a
a

I think this an extremely pertinent.duestion which deserves a comprehensive
answer. The selecton of managers at the'brapch level and above is, in my
mind, one of the most important responsibilities of the selection official
who is usually the immediate supervisor for the position to be filled. It's
the responsibility of managers to acquire the resources'necessary to carry
out their mission and I don't know of any resource more 1mpbrtant than

the leadership (this is especially true in cryptanalysis where we: look

more to creative and imaginative problem solving rather than rote solut;ons
which are much more easily managed). .,

Consequently, there are proactive roles to be played here by both the
selecting official and the potential candidates. In my mind it is a gross
abdication of a critical responsibility for a selecting official to prepare
and publish an advertisement and then wait, in a passive mode, to be
presented with a list of candidates from which the selection official

will choose! In my experience, I have freguently had to go out and
‘convince a somewhat reluctant candidate to apply for the job. The eventual
selection of a heavily recruited candidate may give the appearance that

a. particular job was "wired" but it certainly doesn‘'t imply that other
candidates weren't considered. Fulfilling EEO responsibilities is a .
critical job element for selection officials who must also extend their .
proactive role to identifying and recruiting women and minorities who .
possess the right qualifications. .

loc-98 17 a- () (@]

In my few short months as D/Z I have seen many jobs advertised and -
selections made and I continue to be impressed with the professionalism of *
the selecting officials who really do look over the list of applicants very.
carefully. I have also observed that several people both in Z and elsewhefe
in DDO have become increasingly frustrated with a selection process which-
has repeatedly bypassed them in favor of other candidates. In these cases
the perceptions that jobs are "wired" are easily reached. After all, all

of us believe we are qualified for the jobs we apply for and may look .

for explanatlons why we weren't selected - this is human nature. .

I have occasionally seen some shortsightedness on the part of selecting
officials and this is where some improvements are possible. A manager will
sometimes select someone with recent relevant experience (usually.obtained
by working within the organization where the vacancy lies) rathef than
taking a risk on someone unknown to the selecting official who perhaps
doesn't see the long term corporate benefits of developing candidates

with excellent potential. Here is where selection and advisory boards
should play a key role in the process. Recently, we have added an advisory
role to the Z group Career Development Board (CDB). Branch And division
level management positions are routinely discussed with the goal to
cooperatively reach a consensus amongst the selecting official, the

office chiefs, and the CDB. Tom Lessard (CH/Z) has endqtsed this process.

-
dkkkdkhkhdkhkkrdkhhkdkhkkbhkkkh bk h ko kb kh kb dkkw kbbb rk kbbb khk bbbk rkkrhkdd
.
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9. LITERARY TIDBITS *
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(U) Voynich Manuscript Remains Elusive - (by| ] |

In Yale's Beinecke Rare Book Collection sits the Most Mysterious
Manuscript. Found by Wilfrid Voynich in 1912 in an Italian villa, the
book is at least 400 years old. Elegant handwriting f£ills its pages,
as do many anatomical, herbal, and astrological drawings, some in
color. Yet, as far as we know, nobody but the author has ever been
able to read it.

We don't seem to know enough about the book. The alphabet's size,

its origin, and the underlying language are all unknown. Frequency
distributions haven't shed much light. Still, some things are known.
The book is believed to have been circulating around the court of
Emperor Rudolph II of Bohemia during the early part of the 17th
Century, and may once have belonged to Rudolph's chief alchemist.
Despite the fact that some have attributed the work to Roger Bacon, a
13th-Century Franciscan philosopher and occultist, the author's
identity remains a mystery.

Much scrutiny has been given the manuscript. Some people think that
it's an elaborate hoax, but the text's structure suggests otherwise.
William F. Friedman believed that the "words" were written in an
artificial language, in which each letter denotes a different
classification for an object (similar to genus and species). In 1928,
William R. Newbold presented the first "decipherment,® based on an
anagramming system so complicated and subjective that practically any
interpretation is possible. From the decipherment, Newbold claimed a
13th-Century manuscript origin, with Bacon as author, and argued that
Bacon revealed, among other things, his knowledge of 20th-Century
astronomy.

Robert S. Brumbaugh, in 1974, claimed that each letter had as many -
as three plaintext equivalents. Though he holds that the translation
has an alchemical flavor, his decipherment technique fails for most of
the book. Just a few years ago, Leo Levitov decided that the voynich
alphabet is actually plaintext, that the language is some sort of
polyglot, and that the manuscript is a prayer-book for a suicidal cult
of Isis. Unfortunately, Levitov's translation is more repetitive than
the manuscript seems to be, and provides us with only a few words,
which he rearranges without regard to case. In short, nobody has a
convincing, accepted translation.

the Voynich Manuscript remains a mystery. Any would-be solvers
should refer to an Agency publication, *The Voynich Manuscript: An
Elegant Enigma" by Mary E. D' Imperio. The Main Library has it; it's the
chief source for this article. Yours truly is curious about any recent
developments, as well as the cost of photocopies of manuscript pages,

and whether some are floating around at the Agency. Decrypted or not,
what a great coffee table book it would make!

So,
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10. (U) PUZZLE
Here is the solution to last menth's puzzle -
Solution to July Puzzle: vieenemsns=s=rlb)(3)-p.L.

86-36
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JULY'S SOLVER'S

(b) (3)-P.L. 86-36
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v

And, for this month, we offer the following - "It is not necessary to

send your solutions on this one, it is too lonb.

by

XXXX

"We Knew it All Along!"

et e e e e e et Tt e e L L L L

101} 11F

12p

130

14b

15N

XXXX
XXXX

16H| 17U

18r

20P | XXXX

XXXX

19Mm

Answer in next month's issue.

ST e et T B e Sttt et I

| 21a

87s
101R

114a

750} 76B|XXXX| 77Y

‘23W

| | XXXX |

I | xxxx|

240

25b

| XXX |

91z

26¢

66M

79s

923

27T

36P| 372| 3BU|XXXX| 39L] 40T
XXXX |

| 670
|

| 80Q
|

| 93
l .

102M|103E|XXXX |1040|105U|106D | XXXX
| [ xxxx |

| xxxx

115C]| XXXX|1162]1178|118Y|119X|120z

fxxxx |

107E|108c

28b| 29F

81B| 82N

94c| 95T
I

30D

96E

31z 32J| 33N

84a| 85P| 86E

97D

| xxxx|

98G| 99B|100U

34Y

it S R B A el B TEL L TRt

83g

XXXX
XXXX

Lt et e e e L e D e it D D D e
88c| 89A|xXxxXX| 901

D ik D e R bt e e et e e e
110K|1115][112a]113Q

e b e e et T T A At S e e A e

123Q|XXXX|124B|125H

B e e e D R e ks mairtalE e e e D 5

(b) (3)~P.L. 86-36
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|126G|127R|128X | XXXX|129S|130G|XXXX|131L|132D|133E|134K|XXXX|135J|136S|XXXX
| | | | XXXX | XXXX | | XXXX | XxxXX
il e e i el e D D e el e e DL ettt
[137D{138V|139L | XXXX|140K |141N|142B{143G|144B|XXXX |145L]|146C | XXXX|147K|148a
] | | XXxXX o | xxxx| | xxxx |
R e i e bl el el A D it D e e bl ol Lttt i ded
149J|150H| XXXxX]151Vv|1527|153Q|154M|1552|156U| 1571 |158b|159R|160b|161S | XXXX
xxxx| | | . XXXX
R A e Bt e Dl e it D Dl D e el ek Stk Sobeldd 5
162P|163F [XXXX|164B|165A|166R|167E|168c|169U|170a|XXXX|171A|XXXX|172c|[173Q
XXXX | | | Xxxx XXXX
R e e Bt e el DD e e e D D e e e 2
174Y|175L)176M|1771 | XXXX|178C|179T|180R | 181N|XXXX |182F|183L|1840|185D|186M
| XXXX | XXXX | |
e il e e e e el el ettt o e lbel b bt o
187F 188V |189S|190A|191P | XXXX|[192Z|193I|194b|XXXX|195W|XXXX|196P|197a|198G
XXXX XXXX XXXX
R e e e D e Skttt e e e e A
199X |200M|XXXX|201N|202H|203C|204I|205a[206Y|207J|XXXX|208b|209X
XXXX XXXX
R e e el e e el e e Rl et ek il Al bl Dbl dh
XXXX|210T|211b|212Y|213c|XXXX|214V|215F]|216R | 217W|XXXX
XXXX XXXX XXXX
e tataladed Lol bt DL D DD bbbl bl Rl Dl ik bl Dol bl et td o
A. Articulated
171 21 165 112 59 190 89
B. : Evening song
76 117 164 142 81 99 144 124
C. vVanity
115 178 146 55 .3 203 6
D. Estate in Espanol
132 30 185 97 106 44 58 137
E. Pismire palace
133 103 86" 167 107 96 47
F. 1 1/3 fluid drams
11 215 187 163 182 18 64 29 .
G. Fervent
98 198 46 143 130 126 35 '
H. Flirt
202 60 125 51 150 16 109 54
I. Yacht race
177 204 90 157 193 42 10
J. Small farmers
49 207 135 83 152 92 149 32
K. Layered dessert
147 69 110 140 71 43 134
L. Deception

(b) (3)-P.L. 86-36
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131 183 145 39 175 78 61 139

M. . . Moor of Venice
66 200 154 176 19 186 102

N. Barren; uninhabited
15 141 22 82 72 181 33 201

0. Rhea's cousin
184 50 104 24 75 13 7

P. Denied
196 162 62 85 20 36 12 191

Q. ‘ Locale for a canal
80 113 153 173 9 67 123

R. Extremely serious
180 216 101 56 159 166 127 48 ‘

. S. Large watchdog
189 87 161 129 111 79 136

T. Flabbergast
" 95 74 27 40 179 122 68 210

u. i Fermat's Little or Last, e.g.
100 105 57 17 169 38 156

V. ' People
214 45 151 5 138 188 1 121

W. Improve
93 70 2 195 41 23 217

X. Destructive insect
4 209 199 128 73 52 119 63 .

Y. Cupidity
118 212 174 77 34 206 8

Z. Epithet of Ivan IV
120 155 37 65 192 116 31 91

a. ’ Hurt
114 205 53 148 197 84 170

b. _ Shipwrecked
160 14 194 158 211 208 28 25

c. A tool in the boot
172 26 168 108 88 213 94

(ITIETTTTTTI LI I 71T I 10T E0 0700000000000 00000002 0000000700200010011027717

11. CONTEST

4. And the winner is........0..iiiininnnnneeroenennnnns (b) (3)-P.L. 86-36
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(U) Congrats tol l whose proposed title for this
newsletter, Tales from the Crypt, received the most votes! Ray wins a
double~scoop sundae, and should contact [::::::::::1;0 collect same!

4
. Y]
(U) Just to let you know, the top five vote—geﬁ!qqg were:

Tales from the Crypt - 21 ‘.,

TransCrypt - 15 . ‘e

The CipherSpace - 14 ‘.

The Kryptogram - 12 T
Plain & Cipher - 11 ‘e

LA R A SRR RS AR AR R Rt iR 2222222222222 R 22X XX

b. A NEW CONTEST - What do those vanity license plates mean?

] | has had his vanity license plates, "CURRO26",
" for over a year now. Although many have tri no one has succeeded
in deciphering it. (] badgered incessantly!)

9g-98 "1'd-(g) ()]

. .-,-.-,..-...-.-.-...u.-.-.-.--‘-5-5-\-\-1.-----

(U) [:::Ithlnks it is so easy that putting it in the new CA
newsletter, as a challenge, is an insult to the CA community. He has,
however, reluctantly agreed, in view of how intractable it has been.
The ground-rules are that respondents will be given only one of two.
pieces of information - 1) "No, that is not correct"™ or 2) "Yes, by
George, you've got it!"

(U) We will publish the answer next month ONLY IF it is
broken, and then the winner (first to submit the correct answer) will
win a double scoop sundae from Send your guesses to any member of
the Editorial Board and we'll run them by him. (We don't know the
answer either!) ' T

»
.
*********************************************************‘#*.***********
.

12. EDITORIAL CORNER e,

...
-

* .

-

If you have a relatively short technical treatise which you think might ‘.
appeal to our readers, please submit it to any member of the editorial
board or any of our office POCs.

.

In fact, if you have anything you would like to have considered for
inclusion in future issues, please forward it, IN ASCII FORMAT, to one
of the POCs listed below. Also, PLEASE paragraph classify each item
submitted.

[oe-98 1 a-(e) (@]

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the o
editorial board or any of our office representatives. ’ .

We would very much like this newsletter to represent a broad o’
cross-section of the CA community - we need some more volunteers to .-'
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think ‘should
be included in future issues. Either way, we would like your’lnput

and help, so give one of us a call. The more people who d1v1de up the
work, the less burden on any one person. .
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Jack Ingram, Cryptologic History Museum
I | NCS
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(b) (3)-P.L. 86-36

Return to Kryptos Home Page

NSA Home Page
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DECLASSIFY ON: SOURCE MARKED "OADRY
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1. PERSPECTIVES IN CA - (We will be asking CA Seniors to contribute their
insights. We hope to feature both a Z and a non-Z perspective each month.)

(Po8Q)  a. Dick Ruhl, Deputy Chief of 21

A SENSE OF COMMUNITY

(b) (3)-P.L. B6-36

(U) The key ingredient to cryptanalytic success is people. People

with diverse skills. Our best analysts carefully reverse engineer and, . = *

Approved for Releaée by NSA on.q9r28w2553, FOIA Case # 61704um}
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study the details of each aspect of the entire telecommunications and
cryptologic spectrum that impacts on their ability to turn cipher into
plaintext. During this period of down sizing and budget reductions we
are often reminded that we must be careful to preserve investment
capital. Within the cryptanalytic community our investment capital is
our people, the infrastructure, and the techniques that have been
developed over time. We should realize our strength is in having
confidence and trust in our colleagues. We all must convey a sense of
priorities and a commitment which allows people to adjust, train and
modify our emphasis to those activities which centribute to our
infrastructure. The emphasis must be applied even-handedly across the
entire spectrum of cryptanalytic functions.

(U) The extended cryptanalysis community at NSA is at the core of many
Agency successes. The key ingredient.to our success and productivity
is people. Historically our analysts become skilled by working on
difficult cryptanalytic problems. The ideas generated and the
techniques which are then implemented are often generalized and both
are constantly improved. To its credit, the cryptanalytic community
consistently developed training to teach each successive generation.
As technologies changed, the work force adapted and moved forward.
Understanding the complexities and weaknesses of new cryptologics, the
development of compartmented programs to exploit subtle
vulnerabilitiés, and the willingness to develop intellectual areas of
deep technical expertise, which when applied to exploit target
communications, have provided the technical leverage to exploit
enciphered target communications critical to the U.S. policy makers and
in support of U.S. military leaders.

(FO8Q), Today's cryptanalyst must be multi-disciplined and have broad
experience. As with earlier generations, the cryptanalysts must be
problem solvers and have the ability to examine and to determine the
cryptanalytically relevant data. For some cryptanalysts, this may mean
the mathematics in developing an attack. It might mean developing a

linquistic capability. For others the relevant data might be found jn

Cryptanalysts must be and have always been willing to acquire in-depth °,
knowledge of related fields impacting on their discipline. This .
attention to detail and to related fields must continue to be an .
integral aspect of the cryptanalysts success. .

+E—€6e) Television and the news media are constantly filled with
programs which are being identified and promoted to satisfy the needs
of special interest groups. The extended cryptanalytic community has
traditionally responded as a community and developed new techniques,
new expertise, as our targets and technology have changed. However,
traditional is no longer in vogue. We now see a trend toward new
programs developing. Each trumpets its claim as a new special interest
group. New programs specializing in network attack possibilities or
reverse engineering are developing. The energy is focused on the
process of setting up these programs with limited access for the work ., .°
force-at-large. Just the opposite needs to occur. These emerging . »*
fields must be open to the Agency analysts who are willing and able to

.

1ta-(g) (qQ)

9¢-98

.

.
.
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adjust. Open to analysts who are currently engaged in these activities
and who are striving to obtain practical experience to such a depth
that the emerging fields become part of the “traditional' culture.

This transition is necessary to preserve the technical health of the
community. To solve real problems a cadre of individual experts will
be necessary to attack facets of the problem which are too complex for
individual specialists. Each must appreciate and recognize the
contributions of the other specialists. Given the opportunity I am
absolutely positive cryptanalysts will refine their technical skills
-and develop new pools of experts who can continue toc meet the
challenges and opportunities that challenge the Agency. Cryptanalysts
have developed strong ties with signals analysis and engineering
disciplines. | |
I I In ‘o
each case, the cryptanalytic community has developed depth of teckmjcal °*,
expertise to interact knowledgeably with other technical specialists” agd .
working together these teams have overcome the technology challenge of ‘+,
the moment. L

{U} The people I have trusted and encouraged to explore new
opportunities have far surpassed my expectations and certainly my own
abilities. Our people are our most important ingredient in the
development of our community.

NHB AN NN AN TR N DN NI AU HAE N AT RN BTN NI AR A NN RN YRR RN

[oe-98 "1°a-(c) (@]

{(b) Can you believe they did that....

{INFOSEC Developmental Security Evaluations)

FFUSQL One of the joys of cryptanalysis is the occasional feeling of
superiority when the analyst sees a mistake by the designer or
implementor. In the SIGINT world, we can make money from those
unintended designs. That's good, because we in the INFOSEC business
have plenty of things that need money to fix! This note is an attempt
to share with you the perspectives of one INFOSEC person who grew up as
a cryptanalytic mathematician, and who tried to practice cryptanalysis
on problems in SIGINT and INFOSEC. The quick summary: INFOSEC uses

cryptanalysis every day; finding, assessing, and helping correct the YRR
flaws which could harm U.S. interests. To avoid being censored, I'll (b) (3)-50 USC 3024 (i)
try to disguise "target nationsf in the following. See if you can (b) (3)-P.L. 86-36

figure it out. .

(b) (3)-P.L. 86-36
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{b) (1)
(b} (3)-50 USC 3024 (i)
{b) (3)~P.L. 86-36

TS{ In addition to signals and "traditional" cryptanalysis, CA
opportunities are flooding in from network and system areas. Networked
computers pose immense security challenges, and great opportunities for
cryptanalysis. "Tools" like signatures and encryption are used;
hardware and software protective features like access control lists,
audit, and authentication are used. And we in INFOSEC get to pretend
we are the hacker, trying to uncover the hidden information with
whatever tricks we can find. The problems and opportunities which
confront NSA are great - this is a fun time for the problem solver. We
in INFOSEC invite you to stop in and chat about your challenges, our
challenges, or even your answers to our challenges!

dhdkhkdkhhhdhhhhkkhhhdhhhkhhkhkdhdhhdhdhdhdhhhdhhhhdkhrohdhhhhhhhkrrkkkhrrhkrkrkrkrhbhkkrhhkrhhkdrhdxw

2. KRYPTOS SOCIETY
a. REQUEST

(U) We have co-sponsored a fall picnic with the CMI over the last few
years, but there seems to be a decided lack of interest this year from
the members of both organizations. We would like to know what kind of
social activity the CMI and KRYPTOS members would like to have, such as
an "end of winter doldrums spring picnic" or a cocktail party, or even

a dance. Please take time to let either| | or
l know just what you would like. .
b. SPOTLIGHT ON ..... T
Distinguished Members of the KRYPTOS Society for 1993 [(b) (3)-P.L. 86-36

(U) Last fall, KRYPTOS introduced the Society's 1993
Distinguished Members at their annual luncheon. Background on each of
the five 1993 Distinguised Members will be featured in the upcoming
issues of this newsletter, leading up to the annual luncheon in November.

NN ARV RDAHITUNANANRATA DU N DDNHATNRHAOR N RAAD NN RN YHR NN DN RAA RN RN

(a).r

[(b) (3)-P.L. 86-36}
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(U) WwWith the exception of several special project§,| | | @
I [
w
[::Land 1ts _successor organlzatlons._ Profe551onallzed both as a e >

mathematician and cryptanalyst his 51gn1f1cant breakthroughs "gng” "ttt
advances in major research problems over the years merited him a Letter

of Commendation from the Director (1970), appointment as a Senior

Consultant (1973), the Exceptional Civilian Service Award (1977), an

immediate merit promotion by the Director (1978), and a DDO Spec1al
Performance Award (1987).

(uy | Idemonstrated outstanding performance in a
variety of roles - supervisor,* resgarch cryptanalyst, and technical
consultant. He attended and was a prrmary part1c1pant at many
conferences at Princeton and at GCHQ, where he presgnted technical
briefings and led discussion groups of senior analysts and out51de
consultants. He was a member of many Agenc romotion boards ant- . .,
received several Senior Technical Awards. last year before T

retirement was marked by even more impressive SUcGCesSEs' AMd" & 1L Of* » = v ¢ s v W ututie

TDY. In 1992, the Director of Central Intelligence awarded him the
Outstanding Collector Award.

his loss to this branch would be a crippling blow to its
research

responsible for generating ideas, attacks, and hypotheses
for all systems

this achievement is a classic example of cryptanalysis at

its very finest R
while an exceptionally brilliant piece of work, it is  «° L
typical of the work accomplished by him R L
has a long history of producing critical cryptanalytlc .
results on a variety of systems . *

. .
A4 .
.
. .
-
. .

has a vast store of cryptographlc knowledge and an - *

analytic ability second to none. oo L
Illlllll|lllll|ll|il||"l|"lllll|"|'llIlllllll!II'Hlllllllll‘l'.l!‘ll‘llllllHl!H|||I|"IIIIlllllllll|l|HHNIINII.I.HH""HHIIIII
(b) . .
(U) At the time of her retirement,[ ]was the Deputy

Office Chief of B8. She was a major player in the organizational
planning for and creation of Z Group. An exceptional mathematician and
cryptanalyst, she spent the majority of her career performing analytic
and technical leadership functions of increasing complexity and
importance. She distinguished herself by producing the finest ever
annual report on the status of cryptanaly51s and putting together a
related briefing for the Director.

[oe-08 *17a-(2) (@

“ m » m » mmwmmEwmosomEswmmaawwnxunsasansszeaasl (b)(3)-P.L.
(U) [:::::::::Icommunications skills were quite evident. She .

86-36

9/23/2010



September 1994 TALES OF THE KRYPT Page 6 of 21
Doc ID: 6823781

authored a variety of technical papers, taught courses, and was an

active and eloqguent participant at SCAMP and cryptanalytic research
conferences. Her papers and notes were used in the development of

several cryptanalytic courses. :

(U) wrote increasingly complex software and made, ,......
fundamental improvements to widely used dlagnostlc attacks. Her (b) (3)-P.L. 86-36
technical liaison talent was often used to bridge the gap between
cryptanalysts and the programmers or engineers who were developlng;
support systems. Her ability to clearly articulate the negd.an a way
that could be understood by outsiders was remarkabls,. . *She was the
cohesive factor in coordinating complex cryptomathematlcal research

against a broad variety of sophlstlcated-Systems (b) (3)-P.L. 86-36

“llllll!lll"IllIIll'llllll"lllllllll'HHNHIIHllllnllnlllll‘llﬂl'lllllllllIlllllllllvllll'lllllIlllll'lllll"'l'!)llll!""lllllllllllIl! {(b) (6)

. T - "

. (U) During his five years at the National Cryptologic School,[::::l
developed CA-107, Exploitation of Manual cryptosystems; taught CA-260, .
Diagnosis and CA-301, Bookbreaking; originated and directed M
CA-305, Annual CA Seminar; and served as Chief of the CA Division. He .
then became Executive of the Cryptanalysis Career Panel. During his
tenure as Executive, he oversaw the growth from less than to more ’
than interns and built a stronger program, largely by allowing .
interns dgreater- part;c1pat10n Morale improved through the publlcatlon .
of a newsletter, intern meelings; and a, brochure for new hires. ., .

.

practiced TQM before it was fashionable. He "a'l58 desiguned, ;he CA T, ’,
Technician Program and helped to form the KRYPTOS Society. - e N, o

[::::::::::Ican best be characterized by the following comments:

* extraordinary level of honesty, integrity, and enthusiasm

* extremely sensitive to personal and career needs of the work force

[oe-98 ~1-a-(e) (cﬂ

* inspired junior analysts to persist in attacking challenging problems
* flexible, willing to help out wherever he was needed .
* excellent interpersonal skills | _ .
* oputstanding breadth of knowledge .

* left a strong legacy by his ocutstanding leadership .

. o .
RHHEBUERHAB DR RPN NN AR TR ARSI R RARR NIRRT AR NI NN A RENON AR A AR IR R R DN RN A

.
.

c. "8 We have extended the deadline for nominations for tpe'Norman
Roberts Award to the 15th of September. As a reminder, this award is
presented annually to a junior cryptanalyst at either NSA*or GCHQ who
has made an outstanding cryptanalytic contribution. "J@nior" has been
defined as on who has been at his/her respective Agendy for less than

.
»*
.
.
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five years as of 31 July 1994. While there is some on-going discussion
about this definition, it will be followed this year. Any KRYPTOS member
may nominate any employee, Nomination must include the name of the nominee,
the nominator, and a write-up of the work which attracted the nomination.

It may be classified up to TSC. Please mail to the KRYPTOS secretary,

-
.
R

***i***********************'k******"k"i‘**t**********************************
., . . .
-

3. CALENDAR OF EVENTS e,

UPCOMING el
Sep 7 MEPP Brown Bag Lunch and Movie (2B5038, 1200-1300) '+ —
‘ o
Sep 8 CMI - "Modern Results on an Ancient Problem" »
(0930, Friedman) (See 5b) e
lav}
Sep 8 HRMA Roundtable Discussion on "Networking for e
Career Development", 2C086, 1100-1230) ©
N
i
Sep 8 "Stress - Is it Worth Dying for For?" 'ES
(Movie, 1100, 3wW083) A
Sep 12 Z Technical Forum Talk - Asynchronous ,.-**"
Transfer Mode (ATM), byl I
Sep 12 "Stress - Is it Worth Dying for For?"
(Movie, 1100, 2C086)
Sep 15 Norm Roberts' Award Nominations Due - (see 2¢)
Sep 15 Flexible Employment Plan (FEP) Open Season Ends
Sep 19-20 Healthy Heart Mini-Fair (OPS1 N. Cafeteria,
0715-1030, Call 688-~3400 to register)
Sep 19-21 Cryptanalytic Computing Conference (SRC)
Sep 20 Security Day "The Steven Lalas Espionage Case -
presented by the FBI (Friedman, 1000 & 1300)
Tickets available in 1S079.
Sep 23 "Stress ~ Is it Worth Dying for For?"
(Movie, 1100, 3C086)
Sept 26 Pen and Cursor Society - | |on
Writing got Profit (0930-1100, 9A135) T,
Sep 27 International Affairs Institute (IAI) Talk “b)(3)—PJh 86-36
"Intelligence Sharing Worldwide”, (1030-1130 .
Ambassador Montgomery, OPS2B, Rm 2B4118-6) .
Oct 7 TSP Workshop (0900 Friedman) o
Oct 13 IAI Talk "Nuclear Missile Proliferation?®, (9A135
1030-1130, Larry Gershwin, NIO S&T}
AR [N
Oct 17-21 . (b) (3)-P.L. 86-36

9/23/2010
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Oct 19-21 . ESCAPE 94 (Biennial ciphony experts'

conference) - NSA
Oct 31-Nov 4 CONSCRYPT aﬁ CSE
Nov 4 KRYPTOS Luncheon (Officers' Club)
Nov 7-10 Data Demodulation Workshop {(FanxII)

PLAN AHEAD:

March 27-31, 1995 CARD (GCHQ)
May 15-19 CA-305
May 34-35, 1995 CA PQE

LIVTILTTII L0700 100770777707 70077177077777717777777777777077007707717177777

4. WORD FROM THE CACP -

a. Gﬂxﬂ;L. Congratulations are in order for the following people who
just completed their CA professionalization!

1
HEnNRRnERRRURRNH RN B AR AR AN R AR HE R AR R U AT AR U R N RO U pUu N AN N TR R AN w
.

L]
L]
.
-
L]

b. ) The Report from this year's CA Conference is on the T
streets! "Copies were sent to all those who participated, and also serdt ,

in hard copy to Distro IV (down to Branch level). The report contains e,
the full text of the keynote addresses and working group reports, and LN
gists of the technical briefings. Tapes are available for the entire e
conference proceedings, and may be viéwed in the CACP office, or may be

borrowed for viewing elsewhere. If you have not seen the report and

would like to have a hard copy, please contact either |

a.-.-.-.-:-:l:l------- LA RL]
them at . Future issues of this newsletter may carry
parts ol thils report, space permitting.

9£-98 7 d- (£) (q)]

HUNUARNARADIEAA RO R DN ORI AR DA O N AU RN DO AR R AN U NHAA A IR N N H NN BN RN

C. CBSUQL The CACP has already begun to think about next year's ,.--* .t
Conference, which will probably be held again at SRC in January 1995 . .
They are open to suggestions for topics and/or themes' *and ask .

that you forward any suggestions to I L or any panel member. o

*
*

.
n||uullnllIlnll!l"NnilllnllnullIlllnnwnnnl!llllllnullllllunnnnllllnnunllllunllnnnnnnnwnnnl!llllyﬂllnnll

d. T BIOGRAPHICAL PORTRAIT (Each month we will introduce one, br
two of the most recent people to have joined either the Ca Ingerh
program or the CA Tech Program. In the future we may also jmclude
interviews with some of the more senior members of the Cg'éommunity.)

/23/2010
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1. 1€4| lig a first- i assigned to 7421, .
worklno' ‘ﬁ;rst on he & aﬂd hdv',. bd R
{b) (1)
the | | R (b) (3)-P.L. 86-36
[ | in addition tQ learping, £Q .. vv v .. -

program and attending the many classes required by the intern program.

(b) (1)
(b) (3)-P.L. 86-36
(b) (6)

lll!llllll'lllNlllllll'llll"lll!llll"llllll"!ﬂ""H"ll"""l‘llllllll"“IlIIIIIIllll"l'll"ﬂllll"l"llllllﬂllllﬂ"""!lllllllﬂ"l!ll
2. ™ I | is a first-tour intern currently .
assigned to z433. She is working ‘on, the] | inciuding .
..... l....... 1]
L] ) (1)
Y., (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
(TelQ) Before entering the intern program worked* in

the Office of Policy. She was a Freedom of Informatidn® Act, Case .,
Officer. " A3 "sUéH," sher was: respensible, for, {espondlng to requests £Sr < - ‘.,
information about NSA from the public. She searched thé Agency "for= =« « ... A
responsive information and applied exemptions to this information
‘before releasing it to the requester.

Having.workad. in DDQ for. about .five years.hefore. GQING « v « v & & « = «
to DDP recalled that she really enjoyed the TA aspects of her
job. she was "really interested in getting back into analytical work."®
her d1v151on chief, brought the CACP's intern vacancy
announcement to her" attention ahd efidoutdged "het “to dpbly." " * "« " s st v s v v E s e .

[oe-98 "1 a-(e) (@

M} (b)) (1)

(b) (3}-50 USC 3024 (1)
{b) (3)-P.L. B6-36

(b) (6)

[ 3)-p.L. 86-36]

9/23/2010
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P1111777707710177777777777777777777777777777770770117770771777777177771777

(b) (3)-P.L. 86-36
(b) (&)

5. TECHENICAL HEALTH

{(b) (3)-P.L. 86-3¢]

a. New ESS category for Signals P*oce551ng JTagks < w2 v n " " st
resQ) I 'is the author of a set of Cray-based

programs for performing signals processing tasks. Recently he
obtained an ESS category (#1433), which he will use to notify users in
advance of changes or new programs. Following is a brief description
that Ed provided to us.

(b) (1)
(b) (3)-P.L. 86-36

(b) (1)

(b) (3)-50 USC 3024 (1

(b) (3)-P.L. 86-36

)

ll""llllllIlllllllIl'lH"llﬁNllIIII"ll"H""”IIHHHHHHHII""""H|IIIII|I'I"H||IIIII|IIIIIIHIIHHHIIHIIH“"IIIIIIllll"l'll
b. CMI September Talk - (see calendar for date/time, etc.)

{ree), Double transposition is one of the oldest cipher systems .
that still poses difficulties for the cryptanalyst. | .
HIIIIIIIINHIIIIIlllllIlllll!lll“HHH"IIIIIIIIIINIIllIlIIlIllllll"""llllNllllHH"“ll"““""w"llllIlllll""“lll""ll!ll““N

c. MEPP Monthly Brown Bag Lunches - |

(U) The Math Education Partnership Program, an outreach ,effort for
improving math and science education in grades kK-12, w111'hold monthly
luncheon meetings, on the first Wednesday of each month, for’ ats
volunteers, beginning this month. This will be an opportunlty tp share
ideas, sees movies or hear talks about other initiatives, etc. This
month there will be a movie about an innovative teacher of math in '~.
Harlem. It is very entertaining and full of wonderful ideas for ‘.

.

interacting with students. After this motivating movie there will be a .,

discussion of what it means to be a member of the Speakers' Bureau.
Future meetings and agenda will be announced on ESS, #1393, so please

subscribe if you are interested. Questions? Call[ ]
IlllrlllllllﬂllnlllII'll"ll""llllllll'lllllnﬂ'l"HHHH""HNIIIIIIIIIIlI"lllIl!'lIl!nlllllll[llll"ll'l“HI'!IIIII“"II!IIIHHII
d. Course Schedules —| I_ N T S A A A A N S A
llIlllllllllll-I
Following is a listing of! !FY 95 schedule for Cryptanalysis
and Cryptomathetics courses. Changes to this schedule tend to occur
fairly often (usually due to circumstances beyond our control!). We'll

make every effort to announce such changes, as soon as they become Lt

s

[oc-98 "1 a- () @]
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known, on Enlighten, admin.training. If you have any questions, please
give us a call on 968-7051.

NCS CLASS SCHEDULE IN COURSE DESIGNATOR ORDER
FOR CA COURSES
(PERIOD COVERED 941001-950930)

DESIG CL-FY

START/STOP SESSION DAYS/HOURS ROOM

CADO1 01-95 SPEECH ANALYSIS DEPT: E42 SIZE: 024
950104-950106 1 WF 1300-1500 A2B058 FANX2
950109-950210 2 MwF 1300-1500 - A2B058 FANX2

ALLOC: Z(18) R(1) H2(5)
INSTR: STAFF

CAQ015 01-95 INTRO TO MANUAL & MACHINE CRYPTOSYSTEMS DEPT: E42 SIZE: 011

941128-941216 1 DAILY 0800-1600 A2324 FANX2
ALLOC: A(2) B(4) H2(2) I(1l) K(1) V(1)
INSTR:
CAQ15 02-95 INTRO TO MANUAL.& MACHINE CRYPTOSYSTEMS DEPT: E42 SIZE: 011
950703-950721 * ., 1 DAILY 0800-1600 . A2328 FANX2

ALLOC: A(1) B(4) H2(2) K(1) ¥41) z(1) ARMY (1)
nsTR: [ ] .

CA101 01-95 GENERAL CRYPTANALYSIS FOR MATHEMARICIANS DEPT: E42 SIZE: 018

«
-

950905-950929 " *% . DAILY 0800-1600 A2B024 FANX2
ALLOC: Z(16) C(2) T, e
INSTR: STAFF T ‘.
CA104 01-95 INTRODUCTION TO CRYPTOLOGY AND NSA ) " DEET: E42*.SIZE: 010
950103-950120 1 DAILY 0800-1600 *+ A2328 FANX2
ALLOC: B(1) V(2) Y(1) Z(4) HQAIA(2) ' AT
INSTR: STAFF e,
CA110 01-95 INTRODUCTORY CRYPTOSTATISTICS DEPT: E42 SIZE: 009 Tl
950306-950317 .1 DAILY 0800-1200 A2324 FANX2

ALLOC: C(1) H2(3) J(1) M(1l) N(1) Z(2)
INSTR: STAFF

CAl10 02-95 INTRODUCTORY CRYPTOSTATISTICS DEPT: E42 SIZE: 009
950807-950818 1 DAILY 0800-1200 A2328 FANX2
ALLOC: C(1) H2(2) R(1) Z{(3) M(1l) N(1)
INSTR: STAFF

[se-98 "1-a- (o) (@]

--n------------ll-----.---:-"-
s * s

CAl1l2 01-95| | DEPT: E42 SIZE: 011, .}
: 941011-941031 1 DAILY 0800-1600 A2324 FANX2 .°.°
ALLOC: Z(7) H2(4) ' et et et

INSTR: STAFF et et
ca112 02-95 | DEPT: €42 SI€E: 011
950103-950124 1 DAILY 0800-1600 .*"  A2324 FANX2
ALLOC: Z(8) H2(3) ‘ o R
TNGTR. CGTARE e .

AL AN . JlArll .
. .
*

»

DEPT: E42 SIZE: 011

CA112 03-95 | :
950403-950421 1 DAILY 0800-1600 "‘ A2324 FANX2

.
-
+
.
.
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ALLOC: Z(7) H2(4)
INSTR: STAFF

CA112 04-95 | | DEPT: E42 SIZE: 011
950703-950721 1 DAILY 0800-1600Q, A2324 FANX2
ALLOC: Z(8) H2(3) : el
INSTR: STAFF el
CA123 01-95 SHIFT REGISTER CRYPTOLOGY . DEPT: E42 SIZE: (1% .,
941003-941110 1 DAILY 0830-1100 A2BO58 FANX2 .
ALLOC: C(2) H2(3) J(1) N(1),R(1)} .i(dk W{k)s Y¢l9r(Qy " "= " " """ """ =
INSTR:I ] ;
CAl123 02-95 SHIFT REGISTER CRYPTOLOGY - DEPT: E42 SIZE: 016 é
950313-950331 1 DAILY 0800-1600 . _,,.A2R058 FANX2- """ "|L
ALLOC: C(2) H2(3) J(1) M(1) N{I)-RE1Y=v(37 W) Y1) 2(2) ~
INSTR: | o
w
CAl23 03—95 SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 9%& . mmet il
950807-950915 1 DAILY 0830-11Q0, ...« - - B2BOSB'FANX2- " "
ALLOC: A(1) C(2) H2(3) .M(1)} R{2) VI "¥(3} "Z(1) PR
CA207 01-95 COMPUTER APPLICATIONS FOR.GRYPTAhALYSIS DEPT: E42 SIZE: 008
950522-950602 , .« *» * "1 DAILY 0800-1600 A2328 FANX2
ALLOC: H2(2) Z(4) *F612)
INSTR:
CA219 01-95 ADVANCED CRYPT ANALYTIC TECHNIQUES DEPT: E42 SIZE: 010
941128-941216 1 DAILY 0800-1600 A2328 FANX2

ALLOC: H2(3) Z(7) INSTR: STAFF

CA219.02-95 ADVANCED CRYPT ANALYTIC TECHNIQUES DEPT: E42 SIZE: 010
950217-950217 1 F 0800-1600 A2328 FANX2
950221-950310 2 DAILY 0800-1600 A2328 FANX2

ALLOC: H2(3) Z(7)
INSTR: STAFF

CA219 03-95 ADVANCED CRYPT ANALYTIC TECHNIQUES DEPT: E42 SIZE: 010
950501-950519 1 DAILY 0800-1600 A2328 FANX2
ALLOC: H2(4) Z(6)
INSTR: STAFF

[og-08 "1a-te) (@]

CA223 01-95 INTERMEDIATE SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 016
950103-950210 1 DAILY 0830-1100 A2B058 FANX2
ALLOC: C(7) H2(3) J(2) K(1) R(1) z(2)
INSTR=IiL.........
CA223 02-95 INTERMEDIATE SHIFT REGISTER CRYPTOLOGY DEPT: E42 SIZE: 016
950710-950728 1 DAILY 0800-1600 A2B058 FANX2
ALLOC: C(6) H2(4) J(2) W(1) R(1l) Z(2)
INSTR: @ B " m m @ W E 3 m m W E¥ E N NS S SR E S EEEREFWWRE NS ERST
CA235 01-95 MACHINE ANALYSIS FOR MATHEMATICIANS DEPT: E42 SIZE: 025
950306-950421 1 MWF 0900-1100 A2B024 FANX2
ALLOC: C(6) z(19) )
INSTR: STAFF Lot
CA250 01-95 KEY GENERATION SYSTEMS . DEPT: E42 , ST2E: 011
950313-950428 1 MWF 0800-1100 , « *A2328 FANX2

/23/2010
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ALLOC: Z({(10) H2(1)

INSTR:
CA261 01-95 DIAGNOSTIC wonxsaop : DEPT: E42 SIZE: 010
950206-950217 " "1+ LQAILY 0800-1600 A2324 FANX2
ALLOC: H2(2) Z(8) e,
INSTR:I:L
CA301 01-95 CRYPTOLOGY OF CODES "' **s... DEPT:" K42, SIZE: 011
941017-941104 1 DAILY osoo 1600 « .., , - a23se FANXZ
ALLOC: H2(5) Z(2) OPEN(4) B
INSTR: STAFF tre .,
CA301 02-95 CRYPTOLOGY OF CODES DEPT: E42 SIZE: 011 T
950424-950512 1 DAILY 0800-1600 A2324 FANX2 3
~ ALLOC: SPECIAL{11) -
INSTR: STAFF o
e
CA323 01-95 ADVANCED SHIFT REGISTER CRYPTANALYSIS DEPT: E42 SIZE: 012 o
941017-941104 1 DAILY 0800-1600 A2B038 FANX2 o
ALLOC: C(1) H2(1) 2Z(7) F6(1) OPEN(2) o
INSTR: " = ®m § 2 5 N E ®E = = ®wa&a m A ¥ 3 B s F E N E = = » E N " = = = u -- ll -I .l -I .l -I '- g .-.:_.
CA323 02-95 ADVANCED SHIFT REGISTER CRYPTANALYSIS.:*** DEPT: E42 SIZE: 012 S
950605-950623 .1 » BAILY "0800-1600 A2B038 FANX2 .
ALLOC: C(1l) H2 (1) «Z(8Y ?3(1) OPEN(1) .

INSTR: [ | .

MA148 01-95 INTRO TO CRYPTO MATHEMATICS FOR MATHEMAT DEPT: E42 SIZE: 024.

941011-941215 1 TR 1300-1500 A2B024 FANXZ
ALLOC: Z(20) H2(2) R(1) OPEN(1) .
INSTR: STAFF .

MA204 01-95 ALGEBRAIC CODING THEOQRY DEPT: E42 SIZE:'024

950306-950511 1 MwWR 1300-1500 A2B024 FANX2
ALLOC: Z({19) C(5) .
INSTR: STAFF (b) (1) .
(b) (3})~-P.L. 86-306 .'
MA213 01-95 [ freecrrenrarers DEPT: E42 SIZE: 024
941024-941202 1 MWF 0900-1100 A2B024 FANX2
ALLOC: Z(20) C(2) H2(2) N
-INSTR: STAFF .
MA246 01-95 CRYPTOMATHEMATICS FOR MATHEMATICIANS DEPT: E42 SIZE: 020
950103-950210 1 DAILY 0800-1600 .’ A2B024 FANX2
ALLOC: Z(16) C(2) H2(2) .
INSTR: STAFF . .
MA250 01-95 THEORY OF LINEAR RECURSIVE SEQUENCES DERT: E42 SIZE: 024
950626-950901 1 MWF 0900-1100 N A2B024 FANX2
ALLOC: C(4) K(6) R(1) W(4) Z(7) F6(2) .
INSTR: STAFF .
MA256 01-95 SIGNAL PROCESSING MATHEMATICS 'DEPT E42 SIZE: 024
950403-950526 1 MwF 0900-1100 . A2B058 FANX2
ALLOC: Z(18) C(5) OPEN(1) .
INSTR: STAFF N
MA302 01-95 FOURIER ANALYSIS . DEPT: E42 SIZE: 024
950731-951006 1 MWF 1300-1500 A2B058 FANX2

ALLOC: Z(18) C(5) OPEN(I) .

.
.
L]
L
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INSTR: STAFF

MA414 01-95 COMBINATORIAL MATHEMATICS DEPT: E42 SIZE: 024
950711-950831 1 TR 0900-1100 A2B024 FANX2
ALLOC: Z(18) C(5) OPEN(1)
INSTR: STAFF

MA550 01-95 NUMBER THEORY FOR CRYPTOLOGY DEPT: E42 SIZE: 024
950403-950623 1 MWF 1300-1500 A2B058 FANX2
ALLOC: Z(18) C(5) OPEN({(1)
INSTR: STAFF

L L R N R R R R R R R LR R R RN

e. TTS&. SOLUTION TO THE AUGUST PROBLEM QF THE MONTH

What is the plain text and what are all of the cryptovariables?
~~~~~~~~~~~~~~~~~~~~~~ AUGUST ANSWER STARTS HERE ~~nnnnmnn e o e

TOP S BERT Bl R A

1td-(g) (D)

(1) pz0€ 2sn 06-{(€) (A

9¢-98

(1 (@

(b) (3)-P.L. B6-36

/23/2010
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f. September Problem (b) (1) '
‘ : (b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36

-

T T T T R R T R R T T T T T T T T R T —
6. Technical Topic

ARITHMETIC COMPRESSION | |

(U) Arithmetic compression is a relatlvely new technique which
provides excellent data compression but with the codt of processing
‘time which is far greater than that used by other compre551on schemes.
Unlike other techniques, arithmetic compression explicitly reIres .upon

a well-designed language model to provide estimates for upcoming e,
characters and then derives its compression from the roughness in the .,
estimates. Arithmetic compression has not caught on for text *

compression due to the expense of computation but it will soon become

a critical part of compression schemes for both color and black and
white images.

(U) To illustrate how arithmetic compression operates, take an
alphabet consisting of four characters A,B,C,D with corresponding
probabilities .5, .25, .125, and .125. We begin with two values,
HIGH = 1.0 and LOW = 0.0 and we will recompute values of HIGH and LOW as .
we step through the message. Think of A as owning the bottom half of .
the line segment between LOW and HIGH (i.e., from 0.0 to .50), B owns ‘.'
the next quarter (.50 to .75), C the next eighth (.75 to .875) and D the
last eighth (.875 to 1.0). We choose the new HIGH and LOW values to,Be

the boundaries of the line segment owned by the first character of'the
message.' So if B is the first character of the messace havra

caarx Ca8 message we 'wvu,x.u nave

HIGH = .75 and LOW = .50. We now subdivide this new line segment
according to the probabilities of the characters (A now owns the
segment from .50 to .625, B from .625 to .6875, etc.) ard repeat the

[oe-98 ~1a- (o) (@]

.
.
.
*
.
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process for the next character of text. When all the text has been
processed, the compressor publishes the midpoint of the final region
(LOW,HIGH). To decompress, one must be able to track the procedure

which created the midpoint. That is, at each step of the process the
decompressor needs to know which of the four possible line segments,
corresponding to the four characters of the language, contains the
midpoint in question. It is not hard to show that if the compressor
publishes the first -log(HIGH-LOW) + 2 bits of the midpoint then the
decompressor has sufficient information to complete the job. It can
also be shown that, on average, the value -log{(HIGH - LOW) represents
the best compression possible for messages which satisfy the given list
of probabilities. With the probabilitiés given above, the message
BAADA would yield values HIGH = .55859375, LOW = .5546875. The
midpoint is .556640625 and the compressed text is 100011101. The nine
bits of compressed text are only slightly better than one would have
gotten by simply assigning two bits to each character, but for longer
messages we would expect the compressed text to average 1.75 bits per
character.

{U) Now, a few details have to be worked out. The most obvious
problem is that we are using decimals which need to become increasingly
more precise and thus we seem to need to use a multi-precision package
to do the computations. 1In fact, what happens is that the high order
bits of HIGH and LOW soon become equal so that the high order bits of
the ultimate output become. fixed. The compressor can output those bits
and keep the remaining bits in a single register. Also, our example
had a static language model; that is, the probabilities for the
characters were constant from time to time. But there is no reason why
the probabilities can't be recomputed after each step of the
compression since the decompressor is capable of performing the same
calculations. Several text compressors have been written which use
sophisticated language models to select the character probabilities.

In general these compressors will produce shorter output than other
compression techniques but they are usually much slower because the
language modelling is time-consuming.

(U) There is one application of arithmetic compression that is soon
to become important. When encoding binary data several tricks can be
used to speed up the computations involved in modelling and
compression. Two international standards groups, JPEG and JBIG, have
been considering a form of arithmetic compression for image
compression. JPEG has recommended binary arithmetic compression as an
option for the compression of color images and JBIG is working on a
standard for the compression of black and white images which will
require arithmetic compression. It is likely that future generations
of facsimile machines will work according to the JBIG standard.

khkkkdkhkhkdkdhkhkhkdkhkhkhhkhhkdkhddhhkrdhhhhrhkhkhhdhdhhdddhddkohkdddhdkhdkddhdkhhddhdhkhkkdkdkdkdkddkii

7. ACTION LINE

a. (U) Question: How was the voting membership of the CA TTRP
decided? What safeguards are in place to ensure an equitable
representation from all areas of Z? 1Is there a minimum amount of
breadth and depth of CA experience necessary to be a member of the CA
TTRP? What are the requisite qualifications for CA TTRP membership?

NHBU R RN RN A AR RN N AR RN RENNAR RN NN RO AN AR AT UNREI AR E RN RO DN

[(b) (3)-P.1. 86-3¢]

(0) Answer provided by[ | Chalrmah ‘ot "fne’Ca’ dRp" S
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(U) The original CA TTRP was established via a "jumpstart group"
policy designed at the DDO level. Several prominent Cryptanalysts
were asked to surface a list of candidates for the first panel.
The jumpstart group also titled the first panel, based on the criteria
that had been developed by the CA Panel. These criteria were
developed in conjunction with all of the other included skill fields
represented in the new Agency Technical Track, at a series of meetings
of the Senior Technical Track Board (STTB).

(U) The original (and current) panel was selected, not to "ensure
representation" from areas of Z, but to be composed of bona fide
cryptanalysts who could be relied upon to make fair determinations of
their peers, regardless of assigned organization. - No minimum
requirements were officially set, but the first group chosen were those
who would be seen as Master level cryptanalysts by the community.

(U) Since the original panels for all skill fields were formed,
the additional requirement of being "duly constituted" with minority
and female representation has been added, and the CA TTRP has
complied. From the start, the CA TTRP has been concerned with
equitable representation - but for the applicant, and not to present a
superficial allotment by organization. The Panel is concerned with
genuinely being fair, not just appearing to be.

(U} Rest assured that all title applications are carefully
reviewed, and further researched if there is insufficient first hand
knowledge of an individual among the panel members. Also keep in mind
that most senior cryptanalysts have worked in a variety of
organizations and frequently have a good knowledge of an organization,
its people and special expertise, though they may not work there at
the moment.

kEkdk kAT hhkhhkkhkhkhkhhdhkhkdrhhhkhkdhhkhdhhdhkddkdddkdodk ok kddd ko dkdddkddokdodk dokdokddddkddkkddhdhd

8. LITERARY TIDBITS (Review by

How To Tell the Liars from the Statisticians DRI AR
by Robert Hooke

why would a statistics consultant, former manager of
Mathematics at Westinghouse, a fellow of the American Statistical
Association, and member of the Operations Research Society of America
write a humorous book on statistics? Why would you want to read one?

Many people are scared away from "mathematics" even though they
unknowingly deal with mathematics, especially statistics, in many areas .
of their lives. This book gives anecdotal evidence to support statistical .
techniques and their usefulness to the average American (however you .
want to define "average" or "American"). .

[oe-98 T ao(6) (@]

.

In 76 one- to three-page chapters, Dr. Hooke hits on such .
varied topics as "Are You Average Enough?", "Who is Unemployed?", .t
"Things to Think About While Waiting to See the Doctor", "Zero or .°
Nothing?", "More is Less", "Watch Out for 67%", and *"There Are No Easy
Solutions". (The last one is something to keep in mind on election
day!) In addition to making complex statistical techniques‘ehd terms
understandable and applicable to everyday living, Dr. Hooke helps the
reader regain (or learn) enthusiasm for statistics. .

L]
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Chapter 39, Scaling Up and Down reminds us that rules that
apply to things that are small don't always apply to those that are

big. "If you can solve a two-piece jigsaw puzzle in two seconds, it
doesn't follow that you can solve a 3000-piece puzzle in 3000 seconds
(fifty minutes)." 1In our Agency careers we will see many
reorganizations; the most recent will not ‘be the last. Why so many?
Dr. Hooke helps define the "whys" of reorganization: "Sometimes the
change is made for purpcses of decentralization, ... In other cases
the change glorifies consolidation, ... All of this reorganizational

activity is a crude way of trying to reach an optimal position where
the trade-offs of big vs. little are as profitable to the corporation
as possible. If corporations remained quali[ta]tively the same as they
rew, there would be no need for such activity." :

If you are interested in other such nuggets, and a very
readable, enjoyable book, look for "How to Tell the Liars from the
Statisticians™ in the NSA Library, call number QA276.12.H66, in the
Enhanced Mathematics Collection.

FH Kk ok ko Kk ke ko ok kW %k ke e ok b ok e e o o o ke ok e ke e o ke vk e e e e e e vk ok e ek ke e ke b ke e o e e e ok ok e e e

9. (U) LETTER TO THE EDITOR .(From

I read with interest the CA Panel's response to the zZ4 Survey e, ..

Briefing. While I agree with most of the response I feel that it

contained some mis-perceptions, as well as a somewhat patronizing

tone. Foremost, the statement that this effort was intended to "lower

the standards of excellence" for judging cryptanalysts is absolutely

false. In fact, their proposal was designed to try to influence the CA

criteria to include aspects that would help make it germane to the

communications and other changes in our targets that we are facing in

Z4. The response encouraged movement away from specialization toward l;

flexibility. I certainly agree; to be successful the cryptanalysts in A

the production offices must learn to deal with collection problems, . .

data forwarding issues, garbled traffic, changing requirements, etc. . .

They must constantly interface with reporters, linguists, collection . .

managers, signal analysts, other cryptanalysts and mathematicians. "' .

Flexibility must be their middle name! But nowhere in the CA criteYia .

are these traits really addressed. Related Fields is not even‘a»bart .

of the examination anymore. ) e .
One other comment I would like to address is that'cryptanalysts

should not stay in a single office for long periods of* time. This is-a

noble statement and it is certainly true that mobildity is desirable for

both gaining and sharing experience. But it is‘a fact of life that®

many cryptanalysts, including those outside Z4 do not readily move

from office to office. And many of them are our most productlve.

employees, and often among the most well-rounded. If the commupfity is

serious about such diversity, it shoqké be institutionalized. +We have

lots of interesting problems in Z4 that could use fresh ideas from, for

example, Z2 or Z5 experience. . ¢

[95—99 “1d-{g) (a)

.
* L]

| | 211 certified professionals.’' recognized a
problem and made a good faith effort to both quantify the extent of
feelings about the issue and present possible solutions: They spent a
great deal of their own time working at thisg, and they 'should be
commended for their commitment. Hopefully they have taised the
consciousness of the community, but I'm afraid that *the tone of the
panel's response will only stifle similar "grass roots" efforts to

.
»
.
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bring forth perceived problems.

To repeat, I basically agree that our professional
cryptanalysts should be well-rounded in the CA disciplines.
This means training, diversity tours, seminars, conferences, etc.
Programming skills, problem- solving traits, and the ability to
communicate, orally and on paper, are important. It really is an
individual's responsibility to deo whatever is necessary to become
certified. However, it is not asking too much for the CA community
itself to consider whether their criteria is relevant to much of their
constituency, or perhaps could use some fine-tuning, as several other
disciplines have done.

hkhkdkhkdddhkhkhkdhhkhkhkhkkhkhkdhkhkhhkhkhkhdhkdkdhhkdhdddhdhhrhrdhhkdhhdkdkddkdhhrrhdddhhddhkkdhkddkkdkhkddk
10. (U) PUZZLE

Here is the solution to last month's puzzle -

"The mathematical tools of cryptanalysis are continually subjected to

rigorous analysis, refinement and generalization. The intrinsic
beauty is equal to that of any field in pure mathematics. As

once proclaimed, "It's a great science we have here!"” R
el [ ] CRYPTOLOGIC MATHEMATICS .
________________ " _I...._._..______.__..________.....____._.__.__..._.__________..._....-_—..... "
A. JOINTED '+« K, PARFAIT " +y. THEOREM .
B. SERENADE L. TRIGKERY V. HUMANITY "
C. CONCEIT M. OTHELLO "+ ., W. ENHANCE .
D. HACIENDA N. LIFELESS ' *«X, MEALYBUG-. ‘_
E. ANTHILL 0. OSTRICH Y. AVARICE ‘., .
F. TEASPOON P. GAINSAID Z. TERRIBLE " +., '+, "
G. ZEALOUS Q. ISTHMUS a. INJURED Trllt., s
H. COQUETTE R. CRITICAL b. CASTAWAY v
I. REGATTA S. MASTIFF c. SPANNER G
J. YEOMANRY T. ASTONISH o
I E R R S R RS S SR EE R R R R E R R E R R R R R RSN R RS R R SRR SRR E R R EREE SRR ESEERER SRS &SRS S S S R4 T
Lev)
And this month we bring you .............. 3
a
EQUATIONS ;‘ﬁ
byI I.-.--....-.---..-..--.....:—
Each equation below represents a phrase, fact or title which G
contains the given number. For example: o
3 =Mand a B would be "Three Men and a Baby" .
9 =1 in a B G - would be Nine innings in a baseball game .

[ warning for solvers at GCHQ, CSE and DSD: this puzzle has Lt
a definite bias towards U.S. culture (and no, that is not an

oxymoron :-). However, in the interests of international peage
I've taken out some (but not all) of the worst offenders. (Of
course you already knew that it was 897 steps to the top o? the
Washington Monument, didn't you?) You're welcome. —Lar{y ]

1 = F O the C N 18 = W on a T-T L

i = Wonadu 24 = BBin a P-

3 = BMI(SHTR) 24 = HinaD.'

3 = S to the W 26 = L in the'A
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4 = F of Pon MR 29 = Din FinalL ¥
4 = FofMI 31 = Fof ICatBR
4 = Q in a G 32 = D F at which w F
6 = L on an I 40 = D and N of the G F
6 = Pina P T 40 = Cona CBREK
6 = W of H the E 54 = C in a D (with the J)
7 = Vofs 57 = HV '
7 = S in the B D 64 = SonacCB
7 = W of the A W 66 = B of the B (K J V)
8 Sona$s§sS 76 = T that L. the B P
8 N in an O 80 = D to GA the W
9 P in the S S 88 = P K
10 = LI 90 = DinaRA
11 PonaVFT 101 = D
12 = A M 200 D for PG in M
12 L of H 206 = B in the H B
12 S of the 2 1000 = W that a P is W
13 S on the A F 1001 = AN
14 D in a F 1215 = Y the M C was S
16 = O in a P 1760 = YinaM
18 = HonaG<C 20000 = L U the S
A A A A I I A I A A I I A A A A A A A AR AR A A I A AR A A AR I A AR AT I IR AR AAAIIRARARAAA T AR AN A A kA A h K
11. CONTEST -[ ]Vanity Plates g
[¥%)
(U) And the winner is | | now of N51, but a former member ki
of the NCS CA faculty. Sharon is an obvious Latin ‘scholaf, 35, 'sha. . . . . = "t temeer ]y,
correctly translated 'CURRO' as 'I run'. | |is a marathon .
runner; ergo, I RUN 26! Sharon gets a sundae from Joe! We had one >
other correct guesser, | lof z3, and about 15 other guesses, 3]
some quite creative, and even close to the marki =~~~ -ttt tTrRrRemeRaRaed
khkhkhkhkhkhkhkhkhkkhkhhkhbrkhkrhkkhbrthkrhdhkhdhrdhdrdrddhkhbhdkhrrhrhhkdtdkhkdhhkhkhkhkdthkhkhkhkhkhkdhkkkkhkii ..
12. EDITORIAL CORNER .
If you have a relatively short technical treatise, or anything you would .
like to have considered for inclusion in future issues, please submit it ,°
to any member of the editorial board or any of our office POCs. .

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT! . °

A reminder that anonymity may be requested for Action Line items - - .
in fact, you may mail them in hardcopy form to any member of the S
editorial board or any of our office representatives. .

.
L]
L

We would very much like this newsletter to represent a broad .
cross-section of the CA community - we need some more volunteerg to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way., we would like your input,
and help, so give one of us a call. The more people who di¥ide up the
work, the less burden on any one person. . '

.

HURHBBRUHFHSHHSH BB A FER AR ABARAFH B R G A RH SRR H SRR H BB H RSB H SRS SRR S SR 4
NOTE: We MUST receive any submissions for the October:issue by 23 Sep.
FHERRHFR AR R R R R R SR R R R R R R R R R R R

| -
Khkhkkdhkhkkhkhkhhdhhdkhdkhkdkhdohhhhhkhddrdhbhdkhkhbkhhhkkhddrkhhdhhkhddrhhrrhkhkdkdrhkkhkkhrdx

EDITORIAL BOARD B
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T Ty (3oLt 86-34

Cryptologlc History Museum

Jack Ingram,
l N
OFFICE Reps
Return to Kryptos Home Page .
NSA Home Page .
DERIVED FROM: NSAGSSM 123-2,
DATED 3 SEP 1991
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WE ARE LISTENING ...... (Note from the Editorial Board)

(U) We have received lots of very favorable comments on our first four
i'ssues, and we thank you. Our only somewhat negative feedback has been
on the length of the issues. We have been somewhat inundated with
articles and announcements, etc., which obviously reflects the need for
such a publication, BUT, we also want everyone to read the entire
newsletter! SO, we have listened to your suggestions, and have made a L
few cuts. We will only do one Senior CA Perspective each month, and et .
one interview of the new Interns, CA Techs, etc. We also will only et .
include the answer to the puzzles, so if you want the puzzle, saye-ft B
for yourself. | . K .
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-
.

(U) The challenge this month ik from the Editorial Board. We have .
changed something. First person to e-mail the correct answer to

gets an ice-cream sundae.
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1. hﬂtQLfPERspECTIVEs IN
perspective of a CA Senior on
between Seniors from within 2

pleased to print the thoughts

CHANGE :

TrouQ)

CA - Each month this newsletter features the
a CA topic of his/her choice, altermating
and Seniors outside Z. This month we are

of regarding

-
-
.

IT'S PART OF OUR LIFE ‘.

.

I welcome a chance from the editors of Tales of the Kr&pt.to
give my perspective on a CA topic.
it has affected me in particular and why I like it.

The topic I chose is change andfhoq
All opinions are .

mine and are based on my experiences.

>=€6Q) When I graduated from

program) I had to decide on a permanent assignment.
this choice was not easy for me.

tours and each organization I

the P1 program (now called the CMP
As for most interns
I had had several very interesting

considered had a lot to offer. In the end

I made my selection of |

factor in my choice was change.
problems for long periods of time.
were very much long-term(i.e. not much change).
because the problems changed and I felt I was better sulted”to” wdrk'dn
I did not have the patience or stigk-toritivenesd

their problems.

To me, both| Iworked on
The problems were fascinating, but

appealed .to me

| So early on in my

career I decided that I liked
I would get!

change. Little did I know how much change

] -'i‘ﬁe..amé(:idfn.g--'.'-'.'.'i'-'-'s""'
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In summary, my entire Agency career has been affected by changes

e ;
in the cryptology Far. the. mast .part .this .
change has producLa'a ﬁféfﬁ%iéme“TﬂEE?ﬂgEfﬁ§“$fgblems, many of which I {(b) (1)

have been able to work on. I expect to continue to be affected by (b) (3)-P.L. 86-36

change for the rest of my career. I just hope I enjoy the coming change
as much as I have enjoyed the change I have already seen.

LIIILLLLTIELLIILI0000700000000700000000707000700000007771111711707777717
2. (U) KRYPTOS SOCIETY

a. 1993 pistinguished Members (continued)

MAHLON DOYLE

Mahlon Doyle hails from North Baltimore, Ohio. After serving three
years in the U.S. Army at the Pentagon and in Manila during World War
II, he pursued his education at George Washington University, earning
an A.B. in Mathematics, a B.E.E. in Electrical Engineering, as well as
doing graduate work in mathematics there and at American University.

Mr. Doyle began his NSA career in 1949 as a cryptanalyst and
progressed from cryptologist to mathematician to Branch Chief to
Division Chief in Cryptomathematics. He became a Senior Cryptographer
in 1976 and currently holds that title in the Office of Information

(b) {3)-P.L. 86-36
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Security Research and Technology. Among the awards he has received
are: Cryptographic Literature Award, Exceptional Civilian Service
Award, Distinguished Member of the Crypto-Mathematics Institute, and
the National Intelligence Community Citation/National Intelligence
Distinguished Service Medal. Mr. Doyle has written over 130 papers on
cryptologic topics, including original work in theoretical and applied
mathematics; cryptographic design and design principles; cryptanalysis
and cryptanalytic techniques; and historical papers describing the
evolution of the science of cryptology.

I Ihas a long list of articles to his credit in such "
learned publications” 4s the Journal of Algebra, the Digest of the .
Society for Information Displéi,'and-the Annals of Math Studies. Among .
his published articles are: | e ., 1 "
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b. KRYPTOS Talks
{U) We are in the process of establishing a collection of tapes of
previous KRYPTOS talks. This collection will be catalogued, and housed
in the Z Tech Library. We expect to have this completed within the next
month, and will keep you informed. If you have an f these tapes
currently in your possession, please send them to I
IIIlllllll'lllllllllllllﬂlIIIIIHIIIIIIIIIHIIIIlIlllllllll!llllIllIlHlllllHﬂﬂH#llnII
JI17771127770707007777707077777707707070707027777087707277077077070417717777777/047717/7
3. (FPo8Q) CALENDAR OF EVENTS i
UPCOMING .
Oct 6 CMI TAlk (0930 Friedman) B
"Mathematicians Turn Chips into Logs"
l | "v = e s s anaaassa(b)(3)-P.L. 86-36
Oct 7 TSP Workshop (0900 Friedman) L
Oct. 11 NSA Science and Engineering Society, Talk .’
1000, R&E Symposium Center - _ésee Tech Health)
Oct 13 IAT Talk "Nuclear Missile Proliferation®, (9A135
1030-1130, Larry Gegyshwin, NIO S&T)
Oct 17 Z Technical Forqm‘='Asynchronous’Transfer Mode
[ ] (1300-1400, OPS1 3S040) - (see
Tech Health) .
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Oct 17-21

O [T
(b) (3)-P.L. 86-36

Oct 19-21 ESCAPE "94 (Biennial ciphony experts'
conference) - NSA

Oct 31-Nov 4 CONSCRYPT at CSE

Nov 3

CMI TAlk (0930 Friedman)
"SCAMP 1994°"
Nov 4 KRYPTOS Luncheon (Officers' Club) "
Nov 7-10 Data Demodulation Workshop (FanxII) %
Nov 11-12 MD/DC/VA Section of the MAA Fall Meeting *

Western Md College

Nov l1l4-Dec 12 Health Benefits Open Season

PLAN AHEAD:

Jan 24-25, 1995 1995 Cryptanalysis Conference (SRC) .

March 27-31, 1995 CARD (GCHQ)

May 15-19, 1995 CA-305

May 23-25, 1995 CA PQE : '

111100007770 70777707771771077771777771177111777717101711777771177711171117717117 ;
4. (U) WORD FROM THE CACP - . '

a. There are four new professional certifications in Cryptanalysis:

NAEAR NN IR AN E NI NI RO N AN A RRER NN A AR AN AR R NN RN RN NI RN AN AR RN ERBERANANREE RN
b.

The following CACP members have completed their terms:

] Chairman, will be replaced 1 November
oy I Il‘ i -\...\..-\.--\..-\. n-.-u.n..n..n..n..n..-'-.'-'-'-'-
| Military Advisor

] |
Training Advisor, is replaced by} = - ...

9€-98 "T'd-(€) ()]
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R
TFOBQL Update on the 1994 Cryptanalysis Conference Reparf.»:--° "~ e
. submitted by]

Many of you have now seen the report from the 1994 Cryptanalysis
Conference which was sponsored by the Cryptanalysis Career Panel in January
of this year. On the second day of that conference,

the attendees were split
into five groups and sent off for the better part of the day to address a
specific topic.

In the next few issues of "Tales of the Krypt", we would
like to bring you up to date on the status of the recommendations made by

those working groups. Since I was a moderator for one of the working_greups'

[oe-98 “1-a- () (@]

-

-
-
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and I am also on the editorial board of this newsletter, it seemed natural
that I should "volunteer" to do the first segment. [(0) (3)-P.L. 86-36]

| l and I were the moderators of the working group
tasked with looking into the topic of "Marketing CA". Our group saw our
problem to be a three-fold one. We needed to improve the communication
within our community, to educate upper level management (above Z) as to what
we do and how the Agency benefits from it, and to assure that our customers
know what our needs and capabilities are. Points two and three are related.
Our customers include the TOPIs, other cryptanalytic offices working the same
target, and upper level management.

The easiest place to start seemed to be within our own community.
Since the Cryptanalysis Career Panel and the Kryptos Society are the two main
organizations concerned with the health of Cryptanalysis, it was suggested
that they form a partnership with the intent of improving communication
within the community. It was thought that a monthly newsletter should be
published in order to facilitate the spreading of information, and more fre-
quent Kryptos talks would be good for our technical health. Members of
these two organizations did get together and the result is the publication of
this newsletter. Additionally, a member of each organization attends the
meetings of the other. As far as there being more Kryptos talks, we're
working on that. This cannot be achieved without volunteers from within
the Cryptanalysis community. (Call or e-mail the Cryptanalysis Career Panel
or any member of the Kryptos Council to volunteer to give a talk or to sug-
gest a topic for a talk that you would like to see presented.)

Cryptanalysts are sometimes hurt because we are thought of as enigmas
by many members of promotion boards above the Z level. For this reason, name
recognition is even more important for us. One way to improve this situation
is to publicly reward those who excel in our field. while we have defined a
number of prestigious awards for our career field (among them the Gold Bug
and Peter Marychurch Awards), there is a need for more. As a community, we
do not adequately publicize either the availablility of these awards or,
worse yet the recipients. There was also thought to be need for more team
awards. The Cryptanalysis Career Panel responded to this by defining a new
Gold Bug Team Award; the names of the first recipients were engraved on a
plaque installed in OPS #2B and were published in a previous issue of this
newsletter. Kryptos has also recently defined a new award for community
service, the Peter Jenks Service Award. The August issue of this newsletter
carried a small article on the Norman Roberts Award and solicited the commu-
nity for nominations.

Many outside of our community also believe that cryptanalysts are
mathematicians and that mathematicians are cryptanalysts. This is often, but
not always, the case. There are many among us without a degree in mathematics
and there are a number of mathematicians out there who have no real feel for
cryptanalysis. Our group believed that we need to educate those who make the
decisions about hiring. We would like some say in whom we hire to replenish
our field. While we realize that it is unlikely that we will be able to bring
in anyone in the near future who does not have a degree in a "critical" field,
we would like to be able to request that some of the mathematicians that are
brought in have a strong background in another field also, such as a foreign
language, art, history, or political science. Such a two-fold nature is
characteristic of many of our best crytpanalysts. While hiring is currently
at an all time low, there are on-going discussions about hiring into the
Cryptanalysis Intern Program.

Another suggestion made by the group was to set up an infrastructure
designed after the 15-minute OP INTEL Briefings that are currently given to

[(b) (3)-P.L. 86-3¢|

*
.
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[(0) (3)-P.L. 86-36]

«of, FQntlnulty with that field." When | Jin September to

DDO and the Office Chiefs. We believe that these briefings do serve the pur-
pose of informing the upper level managers outside of Z about the successes
attained by cryptanalysts. It was thought that the original OP INTEL brief-
ings could be taped and shown to the Z workforce, a similar series could be
given to Branch and Division level management, and a third set could be
directed towards the TOPIs.

We have made some progress on this. In May 1994, a series of monthly
Z INTEL briefings began. The audience consists mainly of Division level
management and above, but there is sometimes room for people at the branch
level. No one has addressed the broad topic of communication. with the TOPIs.
On a local level, the divsion where I work (222) has been doing "target
review" sessions with their counterparts in Z4 and with the OPIs. It seems
to me that this idea could catch on.

d. [Pe8Q) Biographical Portrait

| |came to NSA as a CA intern about nine
years ago. Having complete ﬁhé’ﬁrbfessionalizaqipq:pgqq;fgqgggql}n

her first five tours, she was able to go to [::rfor her last tour.
Recalling how much she had enjoyed teaching in graduate school,

was eager to try it again. During this tour, she taught MA-146 and
CA-110, and wrote a text for Ca-110.

"L'L'l-'h'h'ﬁlh:.='.

"Td-(€) ()

9€-98

.------I""""I"'
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Upon graduation from the intexn, progxam,
where she worked on the signals which shé had w
during two of her intern tours. e thoroughly enjoyeq hez-hork there,
staying two years. RS

Her next assignment was 1n1E::].where she worked four years.
Her primary responsibility in [::[was course development. She
was also responsible for revising CA-110 to incorporate classified
applications from MA-145 and MA-146; teaching CA-110 and CA-123;
writing a text for CA-104/105; and coordinating the development of
CA-112. She further enjoyed the opportunity to work on the CA Job Task
Analysis evaluation committee, serve on the PQE committee, act as the
math liaison for the MA courses taught by adiunct faculty, and serve as
the E42 coordinator for this year's offering of SPICE.

During her tenure inl |was appointed the CACP
training advisor, acting as the liaison he the career
panel and the NCS. As training advisor, attqued panel
meetings as a non-voting member to report on any bunrenb tralnlng
1ssues,lfffj reported any concerns raised at the meetlnd to the school

»
. L~

through : .,
.., % o

"Being the training advisor is a great opportunity for someone _:ﬁt.

in the school to become familiar with the sorts of dissues: " " * e

discussed by the career panel, '| Isays, "and to maintain a sense

the training advisor position was filled Byl i R R PR

As is true for all CA instructors,- ! l adds that she is
would welcome any input on training is .

sure

[oe-98 "1"a- () (a)]

...........
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5. TECHNICAL HEALTH : .
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a. (FosQl 2 Tech Talk Info: [(o) (3)-P.L. 86-3¢|

| | Technical Talk on the 17th of October will focus on Asyn-
chronous Transfer Mode (ATM), a new technology for high speed transmission
of mixed types of digital data.

b. (U) want Ad:

The Math Speakers Bureau is looking for a Female Role

‘Model volunteer to give a presentation on cryptology/cryptanalysis
to 7th grade girls at Montgomery Blair High School for a Females
in Science and Technology Seminar on Saturday, November 12, 1994.
If anyone is interested please let me know as soon as possible.

For further info, contact | ].  To volunteer
to help, please contact | IEEW'. I
(One other person has volunteered so far.) ., .

.
»
- -
» 0,
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{b) (3)-P.L. 86—36'

c. (U) New Language and Linguistic Resource Center L

According to the CLARION, the Cryptolinguists'’ Assoqiatioh'(CLA)
newsletter, the new Language and Linguistic Beaoutée Center has just
opened. It resides in room|[. | and the hours are
approximately 0630-1600 (depending on the availability of personnel).
Their holdings include dictionaries, grammar books, magazines,
newspapers, and audiotapes in over a hundred different languages.
There are also books on a variety of other subjects such as language
teaching and linguistics. There is an on-line database to help you
-find what you need. They are always looking for donations of
language-related material, and they offer a freebie shelf for their
extras. The POCs are | | | and f{ L

.
I I l e e, T, *
.

-..l--l------.-------.---------:.:.E‘l‘
nn

. I(b)(3)—P.L. 86—36'

d. (U) Science and Engineering Society Presentation

The speaker for our October 11, 1994 Symposium at 1000 will beL;;;;L

.

‘ Jwill speak on Statistical Methods:
Tor Human Language Systems. This will ihélude applicatipns to speech e,
recognition, machine translation and text understanding. L A

N S

e. TMSC) PROBLEM OF THE MONTH

Apparently, the Problem of the Month for last month has not been
solved. Therefore the problem is being extended another month. Please
mail all solutions to the editor of the Problem of the Month,[ ]

[(0) (3)-P.L. 86-3¢|
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[ | This Problem of the Month was designed to be
a little more difficult'thap previous problems. As a result, it is
expected that you may need a'computer to solvée this and future Problem
of the Months. As a hint, it is duggested that you may want to run

some programs from the Ta Also, the
user of this system has been known a If you don't have

the cipher, it can be found in the last Tales of *the Krypt in *.
org.kryptos on.ENLIGHTEN. Let :.hear how you are* -doing! .

L)
L]
.
" . . @ -
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6. (U) TECHNICAL ARTICLE _[(b) (3)-P.L. 86-36|

WHAT IS A CRYPTOLINGUIST? Leeet

by

Don't ask Webster, for he apparently has no clue. Were he to
include a definition for this term in some future edition, however,
it might read something like this:

Cryptolinguist \'krip-to-'lin-gwest\ n [Gk kryptos + L lingu- + L -ista]
1: One who is expert in a language and uses that knowledge to solve codes
and ciphers (see cryptogram) 2: An obscure profession which required
intense concentration and mental intensity, the practitioners of which
were all killed off by Muzac during the late 20th century.

So here we have a term that is a combination of Greek and Latin, a
mixture of fire and water, an amalgamation of hope and despair. The
wanton death and widespread destruction precipitated by the four
Macedonian Wars between 215 and 148 B.C. are all wrapped up in this
single obscure word. And yet there remain those who wonder why we few
remaining cryptolinguists are looney, or at least appear to be so!

To expand the definition of the term CRYPTOLINGUIST as it applies to
the real, everyday efforts expended by those who claim that title, we
must note that the CRYPTO portion means °cryptanalysis®" which Webster
does recognlze and describes simply as "the solving of cryptograms or
cryptographlc systems,” while the LINGUIST portion means, in our usage,

a "language expert" or a person adept in one or more target languages.
It is essential to recognize that the prefix CRYPTO modifies the base
word LINGUIST and thus a CRYPTOLINGUIST is a type of linguist, not a
type of cryptanalyst. To define CRYPTOLINGUIST then, we need to relate
how such an animal differs from another type of linguist.

We recognize four essential elements that are necessary for one to
be an effective CRYPTOLINGUIST. These can be assigned the acronym LIFE.

1. LANGUAGE: The single most essential element and the only ome that
can be accomplished {(at least to a certain level) via formal
training. The more familiar the CRYPTOLINGUIST is with the target
language, the more successful he or she will be in breaking codes.
Also, better language skills facilitate the acceleration of one's
development in the remaining three essential elements.

2. INSIGHT: The ability, often developed over years of practice, to
see the ®"big picture" through the fog of scattered letters and/or
digits. This insight can range from the microscopic recognition
of digital patterns to the macroscopic realization of parameter

[{b) (3)-P.L. 86-36
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limitations. One who has developed such insight can combine one's
intense knowledge of the target language and sense, even with a
paucity of evidence, that the subject code messages are based on

a dictionary, a.novel, a manufactured chart, or any other variation.

3. FLEXIBILITY: While a CRYPTOLIGUIST can learn much from that which
has gone before by studying the work of colleagues and maintaining
~comprehensive notes, lists and charts of data from his or her own
earlier efforts, flexibility is a key attribute. One'’'s mind must
be constantly challenged and open to avoid the tendency to force
round pegs in square holes. Unlike the actuary or accountant who
knows a given amount of rules and formulas, some combination of
which must apply to a given set of data, the CRYPTOLINGUIST must
be always alert for something new and different. He or she must
be flexible enough to recognize the constant changes and obscure
developments which characterize code construction. Aall the rules
and formulas for the CRYPTOLINGUIST have never been written nor will
will they ever be. :

4. EXPERIENCE: An on-going stockpiling of information and techniques
that enhance one's abilities in the first three attributes. This
is, thus, perhaps the most sigificant attribute of all. Such
experiences can be manifested and solidified by the CRYPTOLINGUIST .
who concentrates on the three keys that make a truly superior
practitioner. These three keys employ the acronym MID.

a. Memory: The ability, for example, to see a certain pattern
among the lines of characters and equate it to a similar one
studied perhaps years earlier. We note that there have been
some very good CRYPTOLINGUISTS who couldn't remember what day
it was, but the really superior CRYPTOLINGUIST develops a
good memory and improves it as he or she progresses through
a lengthy career.

Page 10 of 20

b. Identification: The most successful CRYPTOLINGUISTS also engage

in Traffic Analysis and in-depth research on their target. To
try to recover a code system without any knowledge of the
target creates a lot of questionable recoveries such as those
for organizations, etc. Developing a full understanding of
the target enhances the CRYPTOLINGUIST'S efforts.

c. Documentation: Some CRYPTOLINGUISTS feel that they are code-
breakers only. They have neither the time nor inclination to
document their findings. A year later, that person has been
re-assigned and another CRYPTOLINGUIST is given the problem
which must be started from scratch. Documentation not only
maintains continuity and assists others in picking up the
dropped ball, but it certainly helps the documenting
CRYPTOLINGUIST because it forces him or her to identify the

" entity, it helps in memorizing patterns, and it greatly
enhances experience.

We would be remiss if we did not here admit that the relative
import of each of the "four essential elements" and the "three
keys" could vary from target language to target language. Codes in

](b)(3)—p.L. 86-36|
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We have thus defined the attributes of a true CRYPTOLINGUIST. As
the work is often slow and painstaking, requiring the gathering of tiny
acorns one at a time, it is essential that the CRYPTOLINGUIST enjoy
certain considerations. These we assign the appropriate acronym: SOS.

1. SILENCE: The intensity and concentration required for a
superior CRYPTOLINGUIST to accomplish often arduous tasks
which includes sometimes extensive degarbling, cross-checking,
and memorization, demands an atmosphere conducive to such
endeavors. The tantamount among these is silence. Unpublished

medical research has proven that each time the loudspeaker (b) {3)-P.L. 86-36

announces another esoteric meeting, over 2000 braincells in
the average CRYPTOLINGUIST explode; and each time the CRYPTO- .
LINGUIST deep in thought is jarred by a ringing telephone, his '
or her remaining nerve cells are decimated. With all this .
documented medical knowledge and the piles of brain cells and .
nerve endings swept from the carpets each evening, the powers -
that be still haven't gotten this message. )

2. OBJECTIVE: The on-again, off-again nature of staffer and
management decisions vis-a-vis the operational target of .
a CRYPTOLINGUIST is even more frustrating than the phone ,
and the intrusive loudspeaker. Somebody should decide what
we should direct our efforts toward and stick to it. A good
CRYPTOLINGUIST like a good German Shepherd needs to be given
challenging objectives and an occasional pat on the head.

3. SUPPORT: There are many challenging tasks available tp the

CRYPTOLINGUIST, some which go to State-of-the-art, and others
which represent maintaining continuity on various prqQjects.
All such efforts affect the mental health and job comfort of
the CRYPTOLINGUIST. Often, instead of fighting to see that
CRYPTOLINGUISTS are provided with such work, management is more
concerned about political ramifications, inter-office harmony,
ethics seminars, etc. SIGINT has become an afterthought if
that. Based on this assessment, we consider that this is a
very bad time in our history to consider making:a career move
to that of CRYPTOLINGUIST. The CRYPTOLINGUIST may be an
intelligent and capable animal, but it is also*on the endangered
species list. .

So the three acronyms sum up what it means to be.a CRYPTOLINGUIST

today: MID-LIFE SOS. .

-7. COMMUNITY SERVICE .
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(u) a. From| | come two interesting items about the
ACA, who and what it 1s, and one of'i;s services. ’

.

The American Cryptogram Aééociation (ACA)

on Saturday. The rain will Eontinue till evening and you

It's '3 p.m.
don't want to go out. You need a mental stimulatay to keep from
napping, so what to do??? : ..

.

If you had joined the ACA that would be NO PROBLEM! » You would take
the bimonthly ACA journal, The Cryptogram, off the shelf, grab some
graph paper and pencils, and start having fun. Some of the eﬁtgies in
the table of contents from a recent issue give you an idea of what's
offered: Early Forms Porta Table, Solving the Magic Square, Bring ‘Home
the Baconian, Computer .Column, Cipher Exchange, Cryptarithms, and-man&w.
more. The Cryptogram is made up of ciphers in systems that can

L]

Page 12 of 20

certainly tickle your brain cells!!

B GrL 86-36| -

The ACA was started in the 1920s to further the enjoyment of cross-
word puzzle solvers by offering cipher challenges created by ACA members.
- Systems are designed around classical pencil and paper methods. Ciphers
include foreign languages; however, most are in English and can hide the
wittiest and most entertaining prose. The ACA is a worldwide, non-profit

organization which holds a yearly convention at which members get together'

and talk a unique ACA "cipher-speak" to their hearts' content.

Included in The Cryptogram are book reviews, methods-of-solution
articles, unique cipher finds, occasional unsolved historical ciphers,
answers to prior issue challenges, news about the members and more.
The association itself is friendly; many members have been lifelong
acquaintances thanks to the hobby of cryptograph promoted by the ACA.

For membership information, write to:

American Cryptogram Association
Treasurer
P. O. Box 198
Vernon Hills, IL 60061-0198

I know that there are ACA members out there! Maybe you would
like to use this newsletter to let other people know about your
experiences with cryptography as a hobby and/or your involvement in
the ACA. We hope to hear from you.

(b) (3)-P.L.

86-36
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American Cryptogram Association (ACA) Bulletin Board Service (BBS)

With your modem humming and your other favorite computer bulletin
board busy, where do you go for some telecomputing fun? (b) (6)

Have you dialed into Columbia, MD vial yet? There is
your answer to an otherwise boring wait for a bulletin board to
play on. Wwhen you get in, you will see that you have reached the
"DECODE" BBS run by Mr. Dan Veeneman, who arrived last year from the
Chicago area. Dan started this BBS there as the official BBS for the
American Cryptogram Association. .

This board caters to the international membership of the ACA, a
group of cipher solvers with a history back to the early 1920s.
Non-ACA members are allowed to use the board (in fact they are
encouraged) as an opportunity to meet the ACA or at least find
interesting downloads for cryptography buffs. Besides carrying
information of use and interest to hobby cryptanalysts, the free BBS
also offers email posting, USENET news, huge wordlist files, and in the
future, access to Internet.

The ACA Computer Supplement, offering a wide variety of programming
language source code and software. development articles, is one of the
most popular downloads from the board. All the cipher challenges from
the bi-monthly journal of the ACA, The Cryptogram, may also be accessed
from this BBS.

To contact Dan in Columbia, seénd correspondence to:

American Cryptogram Association
P.O. Box 2442
Columbia, MD 21045-2442

Facsimile may also be sent via the phone number provided above.

b. (U) Apples Needed Apples for the Students

On September 18th, 1994 Giant Food began its “Apples for the
Students' program again. This program allows area schools to redeem
cash register receipts for computer equipment. For the last several
years, CMI has collected receipts and donated them to a needy school.
Last year's choice was the Ruth Parker Eason School in Anne Arundel
County. It is a special education school where many of the students
are multiply handicapped. With our help they were able to purchase
a new Macintosh computer with a CD Rom and a printer.

This year, CMI will again collect receipts. Suggestions are
being accepted for a recipient school. (Last year's school will also
be considered again.) Please send the bottom portions of any

receipts that you would like to donate to| 1 _HQ.

Suggestions for needy schools may be sent to "-L

HQ, | Thank you. Lo '

RABANARANERD NERARNEERENAN NS RANYEER I NN RE RPN N Y YN EYRERA YRR EREN RN (b)(s)-P'L'BG—SG
c. Cryptologic Almanac A _ Lot

.
»
13

.
.

(S=cee). The Center for Cryptologic History (E324) regularly -

.
13
.
.
»
13
.
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publishes a feature known as "Cryptologic Almanac." These items

relate an important or just plain interesting event in the (®) (1)

history of cryptology. An almanac story may be classified, such (b) {3)-P.L. 86-36
as recent discussions of Project BOURBON and the "myth" of Black -

Friday, or it may tell an unclassified tale such as contrasting .

portraits of NSA deputy directors or the uses of codes and ciphers .':

during the Civil War. Future articles will deal w1i§_5mg;;g§n______r' .
efforts to build its own Bombe during World War II, :

Here is a recent sample:

The Passing of Solomon Kullback

(U) Friday, 5 August, marked the passing of one of
America's greatest cryptanalysts. Solomon Kullback, part of
a team that broke Japan's first machine ciphers in the mid-1930s,
died at Holy Cross Hospital in Silver Spring.

(U) Kullback was born in Brooklyn in 1907. He was a

brilliant mathematics student and obtained a B.S. in math from

City College of New York and an M.A. (also in math) from Columbia.
Kullback was hired by William Friedman, head of the Army's
cryptologic organization, in 1930. He entered on duty almost
simultaneously with Frank Rowlett and Abraham Sinkov, and all

became pioneers, with William Friedman, in America's cryptologic bus-
iness. When the Japanese introduced their first diplomatic machine
cipher in 1935, this team broke it almost immediately. When its suc-
‘cessor system, Purple, was introduced in 1938, they also broke that
(after two years), thus enabling America to read Japan's diplomatic
ciphers throughout the war. Paradoxically, though, Kullback moved
on to head the Army's effort against Germany, not Japan, during the
war years.

(U) Kullback earned his Ph.D. in statistics from George
wWashington University in 1934, and taught classes there for years.
After the war, he became director of research and development for the
Army Security Agency. When the Armed Forces Security Agency was
formed, he became its technical director of R & D,and in 1957 was named
assistant director of R & D for NSA. After his retirement from
government service in 1962, Kullback became head of George Washington
University's department of statistics. He authored three books and many
journal articles on mathematics and statistics, and he was widely
respected in those fields. When Kullback retired from George Washington
in 1972, he was awarded the title of professor emeritus. )

. (U) Of the original four members of the team who broke the
Japanese ciphers, two survive. Frank Rowlett lives in Florida, and
Abe Sinkov is in Arizona. William Friedman died in 1969.

[Thomas R. Johnson, Center for Cryptologic History,:

(r®8Q) Barry Carleen, E324, is the POC for Cryptologic Almanac Etams
and he posts articles like the one above to the Electronic Subscrlptlon
Service (ESS) and to ENLIGHTEN. .

[(6) (3)-P.1.. 86-3¢|

(rSUQ) To access the Cryptologic Almanac, simply add topic 1364 et
(Center for Cryptologic History) to your ESS distribution, or lquPOn
ENLIGHTEN under the topic "pubs.history". [If you don't knqw how to
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subscribe to ESS or how to access ENLIGHTEN topics, please contact
L, who will e-mail you very explicit instructions.]

L]
AU AR EHARNE AR O MA RPN TR N AN IR FRRENE RN T AR AR H RN R A RAEE RN -
.

d. (U) National Cryptologib~uuseum News - from Jack Ingram, Curator .

.d . .

Have you ever heard of the Hebern Eﬂeﬂtrlc Code? It was the first

American cipher machine to embody the'wlred rotor technique. Edward "
Hebern invented the rotor and the the first electromechanical machine .

in 1918. The machine now on permanent display at the Cryptologic ' .
Museum is beautifully made of solid .brass, and* ﬁeatures a single "
rotor and keyboard. .. .
Come and see this, and other fascinating items on dlsplay at the Museum ,
which is now open on Saturdays hours, from 1000-1400. . g
IlllIlllllﬂllllllllllllllllll!llnllllll‘llllllllllllllllﬂ.llllllllllIlllllIl.l'l.llllllnl'l -l
e. (U) Math Speakers' Bureau ‘e |

- -
3
» . -

NSA's Mathematics Speakers Bureau is looking to expand its current course *.
offerings on science related topics and needs volunteers to develop some ‘. .
talks. You don't have to have any particular type of background to help .
out--and the field of possible topics is a wide one (astronomy, physics,, , .. «=""*
chemistry, etc). If you're interested, please contact[
at AAI Thanks.

lHlllll"l'"l'll"IIllll“llllllll..ll"llllll!II'l.lllll'llllllllﬂ..lﬂIHIH"I-H..IIIHHIIUE*.-H- e

L1117 007 070000707707 07700077707071077777707778777170101077707107277077171177771777

8. AN OPEN LETTER TO THE CA COMMUNITY

foe-98 "1 a- () (@]

(U) Shrinking resources and a changing world are forcing all
of us to rethink and reevaluate our jobs. Open and honest expression
of opinions are critical for building a healthy understanding of where
we are and where we need to be. Unfortunately, in free-flowing debate
on sensitive issues misgspeaking and misunderstanding can occur all too
easily. At a cryptologic futures committee meeting such a
miscommunication occurred. The publication of the CA conference
proceedings brought the miscommunication to light and prompted us to
confront our feelings about the math/CA divide. You may recall that in
her impassioned, if somewhat reckless, speech implied that ]
was not a friend of cryptanalysts. This struck aé'a'brt-unfaln,.__
as he has spent much of his career not only befriending dryptanalysts I —
but being one! He has on many occasions experienced and profited from o
the worthwhile and productive efforts of graduates of the CA intern 3
program from all decades. We tried to understand the dynamics of a T
situation that seems to place us on different teams though we seek the -
same goal. &
[o o]
(e
&
RN

.
N

(U) The cryptanalyst's feeling that he is in competition with
the mathematician is both reality and projection. We define ourselves
not only by what we think we are, but by what we believe we are not. N
Women and men perform many of the same functions, yet they have certain .
specializations that are crucial to the survival of our species. What .
would we say if told that we could only have one or the other? Though , -
cryptanalysts and mathematicians at work are often indistinguishable -°
from each other, each discipline has different emphases and prefexred
modes of thinking. When a situation comes along that demands these
specialized skills, we are fortunate still to have both types of people
at this Agency. How do men and women manage to co- ex1§t? Recognition

.

.
.
.
.
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of mutual need. This can work for us too.

(U) The conference tried to focus on what cryptanalysis is and
identified a wide range of problems for which the cryptanalyst is
needed. That vision of the cryptanalyst's future needs to be
well-understood within the field and then effectively communicated to
the other disciplines with which it is entwined. As the understanding
of our mutual need is built, mutual respect will grow.

//////////////////////;/7////7////ﬁ/Jl///{//////////////////////////////

9. LITERARY TIDBITS

a. (U) *"Decrypting® ISBNs i

The International Standard Book Number, or ISBN, is a 10-charac-
ter string which uniquely identifies a book. The ISBN was adopted by
American book publishers in 1967 and by the International Standards
Organization in 1969 in order to facilitate the process of ordering
and inventorying books by computer.

[oe-98 "T7a-(c) (@]

The first nine characters are always digits, the tenth can be .
any of the digits 0-9 or the character X, which represents the number R
10. These ten characters can be separated into four fields. The first .
three are of variable length while the fourth consists of a single .
character. ) .

The leftmost field is called the Group Identifier. It *
identifies a group of publishers. For example, a ‘0' or “1' means that .
the book was published in an English-speaking country, while a "2°' .
means that it was published in a French-speaking country, and a “3' .
means that it was published in a German-speaking country. .

The second and third fields, called the Publisher .
Identifier and Title Identifier respectively, are used to
identify a.specific publisher within the group, and a specific book -«
title put out by that publisher. A prolific publisher will have a .’
short Publisher Identifier field and a long Title Identifier fieldf

The final field is a check character. It is selected so that
when one performs a dot product between the ISBN and the vector.
(X=10,9,8,7,6,5,4,3,2,1,0), the answer is equal to 0 modulo 11.°

For example, consider the ISBN 052142707X. .

X 9 8 7 6 5 4 3 2 1
0 5 2 1 4 2 7 0 7 X Lt

00+45+16+07+24+10+28+00+14+ X = 154 = 0 (mod 11).

rd

ﬂl'III-II.Hl'lll'l.II'Ill-IIIIIIllIIIIIHIII'llllllIllﬂIIIIl.lﬁfllll.llll!il..ll'l (b) (l)

. \ . b) (3) ~P.L.
b. (PO8QL_ Crypt History in the First Person ’ ) (3)

B6-36

- [}
- =" e M
n =

{rsel), Prior to his retirement, former, Chief -7, ‘M. Harry Hoover *
authored a paper, | .
Iwhlch was recently dist¥ibuted to each Z branch.
If you haven't seen the paper yet and would 1ike:to, you may contact:

L]
«
-«
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| | or by e-mail ({ |. The paper
is available in either hard copy or 'soft copy. "

b .

IIllll.lliiﬂ;llﬁlil-llﬂl.l-.lllll-.ﬁl.llllIIl.II..I.DIIIIIIIIHIII!.IHIHlﬂl‘n‘ﬂnll"

////////////////////////////////////////////////77#//[///////////////ﬁ(//

10. ACTION LINE . ta, .

- .
LI -

(U) QUESTION: What was the selection process for attendees for thé "._ ..

- 1994 C/A_Conference? How can someone increase his/her chances of ., .
attending the next conference? et

ANSWER: (Provided by[::ji:::ij:]'éhairman of the CA Career Panel)

The Career Panel's January conferences have served to address
issues which are felt to be of importance to cryptanalysts. The 1993
conference dealt primarily with management issues, in light of the
reorganization. The 1994 conference had two related thrusts: the new
technologies and the direction in which cryptanalysis is moving. Of
course, the attendees feel free to debate many other issues as well. ’ o

*1°d-(g) (@)

[o€-98

Attendees at the conferences are selected with the theme of | .-° .
the conference in mind. Senior Z management is usually invited ,.°*° .
regardless of the topic. The Panel tries to select people_who‘ﬁill“‘
contribute to the discussion sessions and who can be expected tg .°
continue the discourse with those who could not_attend. An effort is
made to spread attendance over Offices, and.td invite a faiY¥ number of
junior cryptanalysts. Those who are net ‘certified in etyptanalysis are
rarely invited. L. . Lot

The 1993 conference included about[ Janalysts; in 1994 the
list swelled to and we prefer the greater number if the theme
permits. The theme has not yet been chosen for 1995. One possibility
is the difficulty we in 2z face in convincing qualified people to
assume management positions. Has the management-technical pendulum
swung too far? What can be done to make first-line management
positions more attractive? Suggestions for other topics would be
appreciated, but the decision needs to be made very soon, so do not

dela roposing topics of community-wide interest. Call the Executive,
| l |with your suggestion.

The best ways for a cryptanalyst to increase his/her chances
of being selected for the annual cryptanalysis conference are to
express his/her interest in attending by participating in
cryptanalysis activities throughout the community, performing

excellent work in the ional arena, and contacting . the C/A.CAreer, .. ...« =+« 4
Panel, H11l1l, Ops #ZB,I L

Interested parties may also be sure that their names will
appear on a consideration list by sending email to either the Executive . ___ . .)
of the C/A Career Panel, R 4-or-her (LA R
assistant, | | o

[oe-98 "1 a-(e) (@]

////////////////////////////////////////////////////////////////////////‘.;‘

11. (U) PUZZLES e
a. Solution to "Equations® ’ o
1 = Flew Over the Cuckoo's Nest .“
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1 = wWwheel on a Unicycle
3 = Blind Mice (See How They Run)
3 = Sheets to the Wind
4 = Faces of Presidents on Mount Rushmore
4 = Quarts in a Gallon
4 = Families of Musical Instruments
6 = Legs on an Insect
6 = Pockets in a Pool Table
6 = Wives of Henry the Eighth
7 = Stars in the Big Dipper
7 = Voyages of Sinbad
7 = Wonders of the Ancient World
8 = Sides on a Stop Sign
8 = Notes in an Octave
9 = Planets in the Solar System
10 = Little Indians
11 = Players on a Football Team
12 = Angry Men
12 = Labors of Hercules
12 = Signs of the Zodiac
13 = Stripes on the American Flag
14 = Days in a Fortnight
16 = Ounces in a Pound/Pint
18 = Holes on a Golf Course
18 = Wheels on a Tractor-Trailer
24 = Blackbirds Baked in a P1e
24 = Hours in a Day
26 = Letters in the Alphabet
29 = Days in February in a Leap Year
31 = Flavors of Ice Cream at Baskin-Robbins
32 = Degrees Fahrenheit at which Water Freezes
40 = Days and Nights of the Great Flood
40 = Channels on a CB Radio
54 = Cards in a Deck (with the Jokers)
57 = Heinz Varieties
64 = Squares on a Checker/Chess Board
66 = Books of the Bible (King James Version)
76 = Trombones that Led the Big Parade
80 = Days to Go Around the World
88 = Piano Keys
90 = Degrees in a nght Angle
101 = Dalmatians
.200 = Dollars for Passing Go in Monopoly
206 = Bones in the Human Body ‘
1000 = Words that a Picture is Worth
1001 = Arabian Nights
1215 = Year the Magna Carta was Signed
1760 = Yards in a Mile
20000 =

Leagues Under the Sea

b aroR DAY by[ ]l

I was curious about the scientific names of some of the trees found'iﬁ

the Ft. Meade area (and maybe even a few that aren't), so I went and
looked them up. However, I think that the author of the bcok.I‘
consulted was more cryptographer than botanist, because the.names I -
found there looked a little suspicious. They turned out, €0 be nothing
more than encrypted versions of the trees' common names (some of which

.
. .
*
*
-
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are two-word names). Half of each 'scientific' name was a uniliteral
monoalphabetic substitution of the common name, and the other half a
Playfair substitution of the same name, although the author was pretty
sloppy about the order; either substitution could come first. He was
kind enough, however, to use the same plain and cipher alphabets and
the same square for all of the trees. See if you can decipher the
trees and recover the keywords on which the substitutions are based.
(A different keyword was used for each method.) 1If you can, mail the

solution to | | and you will receive the coveted honor
of having your name printed ih 'thé'mekt ibkgue: " * """ "=+ r s s v s
[ (3)-p.1. 86-36]
1. -Mzarqimc cbfhkqwi 9. Gmghmbvfuk beapkdrork
2. Swzuqjfw owhpmuaw 10. Kdfive mbkddn
3. Biblbiriib gwggwydwg 11. Dkxmkxwd iftdcfit
4. Gagpbmersi xqglzjwgyfd 12. Bsdoniotsk glzwdswvik
5. Awgawa cbaubc 13. Mbkghulh kdfevpbp
6. Xgzcqax gazowuag 14. Xusqurpsyc ajlkgvdlmk
7. Simpmiag fdqucqgx 15. Owgmdovk swbgzwun
8. Hkwi rcmc 16. Sljakddn oluxfive

LIITLTITT0T7 000007070000 00000700070707770777071001071077710710701711171171111177
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12. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you would
like to have considered for inclusion in future issues, please submit it
to any member of the editorial board or any of our office POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the
editorial board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one persomn.

HERHESHERHBAAREHHHLAFBHBA LR EBHHBRRF R BB HH AR AR EFH A B A RA BRI RSB RE R

NOTE: We MUST receive any submissions for the November issue by 21 Oct.
FHEFERERERRRRESRERE R ERARSB R SRR ER AR AR R ER BB HR B R BB R R R R R R

_EDTTORTAL, BOARD

(b) (3)-P.L. 86-36
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Jack Ingram, Cryptologic His‘tory Museum
I ] NCS

OFFICE Reps e

{(b) (3)-P.L. 86-36

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSACSSM 123-2

DATED 3 SEp 1991
DECLASSIFY ON: SOURCE MARKED POADR®
DATE OF SOURCE: 3 SEP 1991
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1. {(F®8¥Q) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice, and we
alternate between Seniors from within Z and Seniors outside Z. This

month we are pleased to print the thoughts of | |

ek Hi, I'm] | currently chief ofI ! ‘.
Approved for Release by NSA on 09-28-2023, FOIA Case # 61704 I m)(%*P.L.86~36|
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The first eight years of my Agency career were spent on a .
ty .of SIGINT and jic problems as a member of the P1
program ﬁmow CMP) , 1n|
GCHQ) .

and as an 1ntegree at GCHQ (still

= = % o ow o=
»
.

b} (3)-P.1 86-3
(0} (33-r.L. 8 3

, 1. 86—
™S) Cryptography has changed in significant ways since the seventie

o

when I was last working in INFOSEC

few years later in the SIGINT buslness
you.

8, -
Since it is still true that the
current developments in thé *INFOSEC business are often experienced a R
I'd like to share them with

]
.
L]
]

), Cryptography is expected to provide ‘many more security services. iy
. Here is a quote from a recent Advanced Research Programs Agency (ARPA

formerly DARPA) solicitation for unclassified research proposals to
supply advanced security technologies for the National Information
Infrastructure (NII).

authorization,

"These services could include authengication,
confidentiality, access control, auditing, audit anal-
ysis, integrity, key management, and multiparty key escrow."

trypto-
graphy, either conventional or public, is the basis for all of theSE.
services except those dealing with audit.

(1) (q)

1d-{€) (q)

9€-98

-~
. *

~
PSQ Cryptography is no longer a dlsc1plrne almost exclusively domin-
ated by a few national agenc1es PuBlic knowledge and sophistication in

- -
all aspects of cryptography mhd its uses have increased considerably. s
L . * -
Get a copy of Bruce Schneier's book, "Applied Cryptography", if N
you haven't already, and spend some time reading it. It is a very .
readable compendium of the public knowledge of cryptography, the avail- °-
able algorithms, and the potential applications.

I

Of course, as good as ..
this knowledge is, there is still plenty of room for mistakes in con-
verting theory to practice.

e

i

TS What is the import of all this to cryptanalysis? There is a

(b) {3)-P.L. B6-36

ST I T I
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growing realization that the United States national interests are at
serious risk because we rely so heavily on security vulnerable network
communications and computers for running our economy and our defenses.
It is that feeling that has prompted the ARPA solicitation from which I
quoted above and is pushing forward the public knowledge of crypto-
graphy and its uses. However, if the United States buttons up its
communications networks there is the very real danger that everyone
else will also, either by following our example or to preserve inter-
operability with our networks. There is enormous pressure from U.S.
hardware and software manufacturers to allow the export of the same
security products abroad as they produce for the domestic market. The
end result could be a considerable loss of access to communications and
data, both plain text and enciphered, that produce SIGINT. Key escrow
as embodied in CLIPPER/CAPSTONE is. an example of an approach to solving
this problem.

The battles over issues like key escrow and export control are
being very strongly fought by the leadership of the Agency and there is
every hope that they will continue to be successful, but even if they
fail there is still a bright future for cryptanalysis. In my view the
most exciting feature of cryptanalysis is its concentration on solving
the problem regardless of the technique that has to be used. How often
have we seen a cryptanalytic problem seem unsolvable by conventional
attack, and then seen it fall by the clever application of some "sneaky"
trick. It is that kind of attack mentality that promises to be the
greatest virtue of future cryptanalysis. In the future the front door
is likely to be made of hardened steel with a strong cryptographic lock,
but it is also likely that-a back window will be left unlocked. The
tight integration of cryptography in complex uncontrolled systems, which
is such a challenge to INFOSEC, can be a great benefit- to cryptanalysts,
if we are willing to take on the challenge. It may in some cases mean
we are fishing with spear guns instead of with trawlers, but we can hope
to land more valuable, though fewer, fish.

(U) willingness to change and willingness to accept new challenges

has always been a hallmark of the cryptanalytic effort at the Agency.
How to get started seems to be the hard question right now. There are
no established courses or text materials. I don't believe it is even
clear what subjects the new courses should address in depth. It will
take time and experience to develop the appropriate training. The
history of cryptanalysis shows what a difficult process it has been to
develop the tools and training which we accept as standard. After all
Friedman's "Military Cryptanalysis® did not emerge full grown. Much of
that material took many years to develop. If as a community we pool our
resources, our knowledge, and most importantly our experiences solving
the new problems, we can produce the training that we all need.

) In the meantime here are some areas in which to start. First
any cryptanalyst who wants to work in this area should become familiar
with the cryptographic principles which will supply all those services
listed above. Conventional encipherment is only one feature. Signa-
tures, hashing, and certificates are probably going to be as important
or more so. To quote Rick Proto, "The cryptanalyst of the future may
really be a forger® or at least that should be one of the available
tricks. Secondly, the cryptanalyst needs to understand how crypto-
graphy is used in a modern system (analogous to the principle of under-
standing the properties of the underlying plain text). Most of us use
but do we know how it works and where the weak points are.
Fow about PEP? *ftiesé ‘aié ‘e riail ‘sybfems. Thére will be'd 16€ hére’ """ Yo v wead]
cryptographic challenges and cryptanalytic opportunities in more
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complex systems likel or network management as people try to
bring security to them. A third area where some experience and
knowledge would be useful is in network'pretocols. What are IP, ATM,
and SONET? ) tea.,

(U) Thanks for reading this far. If you want more to read, one of ", ...
my more notorious jobs was chairing a committee which last year looked St
at the future of cryptology. If you'd like a soft copy of the report,

please send me an e-mail note atl |and I'll send you a
FrameMaker version. -

17 d-(g) (D]
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- 2. (U) KRYPTOS
DON'T MISS THE NOVEMBER KRYPTOS TALK! et

(U) In the January 1994 issue of WASHINGTONIAN magazine, gn *  ,°*  ° .
article by Ronald Jaffe detailed the work of U.S. Marshall Biil Bonk" L N
in the pursuit and capture of a fugitive wanted for mundei The + ° . .
article mentions the involvement of *"decoding spe01a115ts‘ ,MArshall - .
Bonk and the *decoding specialists® will giye a presentatth of thig- .
fascinating case at the November meetlng o the KRYPTOS Society whzch .
will be held on Tuesday, 22 Novembemn in Friedman Apdltorlum, at- 0900. R

(U} If you have suggeétlons for future KRYPTOS talks, or 1f you
would be willing to.be a speaker, please qontact D/CH. Z3, .
who is the KRYPTOS Program Chair. He ¢an be reached via e-mail,

| !or by phone at | - .
LA AR RS A2 asasizadia i i 2222222222222 R s iR X d -

LILELIIILILLLIIIIILEL00IEIIII00IIIII00 7000000000700 7701101110770717 @ .

3. [POUQ) CALENDAR OF EVENTS -

Nov 3 CMI TAlk (0930 Friedman) .
“SCAMP 1994*

Nov 4 KRYPTOS Luncheon (1130, Officers*' Club)
Nov 8-10 Data Demodulation Workshop (FanxII)
Nov 11-12 MD/DC/VA Section of the MAA Fall Meeting

Western Md College

Nov 14-Dec 12 Health Benefits Open Season

Nov 21 PERSUMs - (9A135, 0930) Panel of Z Managers
' discusses the How's,Why's, When's and What's

Nov 22 KRYPTOS Talk - (0900, Friedman)

Dec 1 CMI Talk

(0930, Friedman)

T (3)-P.T. 86-36

PLAN AHEAD: ’ .
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BANCC (see CACP News)

Jan 18, 1995
1995 Cryptanalysis Conference (SRC)

Jan 24-25, 1995

March 27-31, 1995 CARD (GCHQ)
May 23-25, 1995 CA PQE
CA-305 (** NOTE - this is a change.)

Jun 5 ~ 9, 1995
1777777177 777777777777777777777717777771712717177717777177717777771777777177

4. (U) CACP News
CRYPTANALYSIS PROFESSIONALIZATIONS:

B6-36

a.
‘()(3)—P.L.

. .

b. Panel Changes e
Z32 (replaces[::::::::].Pésing to CCR-I.J)

.

c. Panel Actions

] The CACP approved new guidelines jbf the Technical Paper and the

Computer Program Requirements for CA qeftlflcation. They go into

effect on 1 November 1994. Copieés mAy be obtained from the CACP office.
PLEASE NOTE: CA-305,ddtes have changed. It will now be held

from 5 to 9 June 1995. .

.
lll!llnlll'llll.llIlIlllllI“IIH.HIIlllllll-lllllll'lllllllll'"'.'..ll.u'llllll".l'll.lII

d. TS  BIOGRAPHICAL PORTRAIT

The+CA Panel has said farewell to their first military advisor,
served on the CA Panel from March 1994 |

— T e
to July 1994 as a liaison between mllltary o/ 9 asplrants and the CA

Panel.

LB 3)-P.L. 86-36
(b) (6)

most enjoyed the overvieWw of

ﬁmile serving on the Panel,
the community and its issues. He bellevés-the idea of having a.
military representative on the Panel serves a dudl'lqterest to the CA

community and to the technical health of many part1c1pat1ng mllltary

members.
‘ 'L(b) (3)-P.L. 86-3¢|

I -
- 9/23/2010
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e. (U) CA Conference Update

The CACP has decided on 'Technical Health in the CA Community*" .
as the theme for the 1995 CA Conference. The Panel is still in the .
early stages of planning the conference but hopes to identify and P
design specific technical development offerings (courses, working aids, -
gseminar series, etc.) during the conference. The Panel is open to "
suggestions for this theme, and asks that you forward them to Donna, .
Joella, or any Panel member. Also, the Panel is accepting self- "
nomination requests for attendance at the conference. Names should .
be forwarded to 1

(b} (3)-P.L. 86-36

.

‘f . (U) BANCC . .
There will be a Breakfast Affair for Newly-Certified . !
Cryptanalysts (BANCC) in the Canine Suite on 18 January 1995. .

.

///////////////////////////////////////////////////////////7//////[7//

5. TECHNICAL HEALTH . .
. (b) (1
a. (U) CRYPTANALYST TO THE HINTERLANDS by[ (2433 | (2 (3700 vt 3024(h)
(§:CEG¢ After several years away from cryptanalysis, I decided to °,

xetuzn to that field in 1992. Since I had enjoyed working as a .

FTﬁKU Around the same time, E4 announced the SLANG and SPICE
programs for external language training. E4 told me that if I could
find a place where} ] there might be a chance that I
could go, if I applied and was accepted, I applied and somehow got
accepted. Thus began a long dialog w1th'admjnistrators of the
| . the language.aepartment there, and

"o
" ..
. .
"l-...

[(®) (3)-P.L. 86-3¢]
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with the future instructor to decide the dates, place, and length of
the class. The month of June 1994 was chosen as the most convenient, a

class length of 80 hours, and the imstruction to take place at the

Page 7 of 19

(©) (3)-B.L. 86—36|
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(b) (1)
(b) (3)-P.L. B86~36
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(k) (1)
(b) (3)-P.L. 86-36

' Page9of19-

b. (U) A New Approach to On-line Computer Tutorials

(U) What is a PUP?

\
a. a small dog

b. an on-line computer tutorial
c. a kind of tent

d. all of the above

(U) Answer: d. all of the above. What, you didn't know about the
on-line computer tutorial?

PUPs are Pop-Up-Prompt Tutorials and the
first one was written for FrameMaker 2 about two years ago

. Since then
20 PUPs for a wide variety of software products have been designed and
are in various stages of development These include two of special
interest to Z users, the DPP PUP and the ZAP PUP.

{(b) (3)~P.L. 86-36
(U) These tutorials are designed by groups of users, with editorial Loy
and leadership guidance by the Computer Based Tutorial for Users .
Council (CBTUC).

The CBTUC is a group of 15 volunteers from many’ .
disciplines (cryptanalysis, language, reporting, compute;-St1ence) and.’
many groups (A, B, J,

7) in the Agency. The chairpeszson is the PUP .°
Director. Currently, |1s the PUP .
Director.

(U) what makes these tutorials differemt than the ones which come with
the software?

PUP Tutorials are designed to run alongside the~software
which is being learned so that the learning process happens as the
software is used.

The skills which are learned follow a logical
progression of tasks from easiest to most complex, or from start to
finish of a particular project. For example, the FrameMaker 4 PUP
takes the learner from creating a blank document to adding text to

adding titles to adding page c1a551flcatlons, w1th mindr formatting
steps in between.

{U)

Why should I use the PUP tutorial rather thanfgoing to a class?

.
-
.
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You shouldn't, because the class is a very useful experience, and
covers many things which are not covered in the PUP tutorial

you are having difficulty getting into the class, if you want a
reference after you get out of -class, if there is no class offered, or

if you prefer to work at your desk at your own pace, you might want to
use the PUP tutorial.

But, if

(U) Tired of answering the same guestions over and over from those
around you new to the software? If you would like information on

having a PUP tutorial developed, would like to know what other PUPs are
available, would like to see a demonstration, or would like to be a PUP
tutorial writer, contactl

PO
L1071770707777707777777077777077177177777710777717107177171777117711714111177
6. COMMUNITY SERVICE

a. (U) Apples Needed - Apples for the Students

On September 18th 1994 Giant Food began its ‘Apples for the
Students' program again. This program allows area schools to redeem .
cash register receipts for computer equipment. For the last several .
yvears, CMI has collected receipts and donated them to a needy school. .,
Last year's choice was the Ruth Parker Eason School in Anne Arundel .
County. It is a special education school where many of the students '
are multiply handicapped. With our help they were able to purchase .
a new Macintosh computer with a CD Rom and a printer. "

This year, CMI will again collect receipts. Suggestions are
being accepted for a recipient school. (Last year's school will also

be considered again.) Please send the bottom portions of any
receipts that you would like to donate to

HQ.
(She is also collecting SAFEWAY receipts for a similar program.) *.
Suggestions for needy schools may be sent tol I'~,
» 5

HO. | | Thamk you. ... [ (57-7.1. 86-3
***********i*************************i*********************************}.'k*

«* .y
b. (™ NSA'S ATTIC (#10-94) ' \ et o
I.  INTRODUCTION Lt oo

(U)

These notes were prepared by the NéA/CSS Archives to .

acquaint customers with the type‘of cryptologic material held by -
the Archives and how to access it - perhaps for research.” .

purposes or to support current operations. Material is gvallable
on a need-to-know basis and researchers must be properly cleared

before gainin ocess to the records. For further 1nﬁormqtlon,
phoneﬁaor send an E Mail tol

II. ACCESSIONS

1. Early History of the United States Air Force Securlty Service
(Accession 46593) ()

(U) This accession covers the history of the.United States Air
Force Security Service (USAFSS) from 20 OctoPer 1948 to 31

December 1949. Chapter headings include the-:establishment and

.
-

9/23/2010



November 1994 TALES OF THE KRYPT Page 11 of 19
Doc ID: 6823785

development of the USAFSS, the mission of the USAFSS in the Air
Force, the transfer of units and responsibilities from the
Department of the Army to the Department of the Air Force,
funding for the USAFSS, and the establishment of the USAFSS at

 Brooks Air Force Base in San Antonio, Texas. Additional topics
include problems associated with the movement of personnel
overseas, promotion policies, job assignments, training. and
COMSEC (Communications Security) issues. The document is 170
pages in length and was written by Air Force Historical

Technician T/Sgt Rupert P. Roberson.
: (b) (1)
(b) (3)-P.L. 86-36

3. The Sorge Spy Ring: A Case Study in International Espionage in
the Far East. (Accession 45018) (U)

(U) For nine productive years a daring and skillful band of spies
worked in Japan and China for their spiritual fatherland, Soviet
Russia. Despite their vigorous activity and enormous successes
they went unsuspected and undetected until 1941. Led by Dr.
Richard Sorge, a German communist posing convincingly as a loyal
Nazi, the ring of spies succeeded in keeping the Soviet Union
fully informed on Japanese military and industrial capabilities
and intentions from 1933-1941. During this period the Red Army
always knew the status of current Japanese war plans and could
make their own plans and dispositions accordingly. This accession
(with photographs) details how Sorge organized his spy ring, the
ciphers and communications procedures his spy ring used, and how
he was eventually discovered and imprisoned.

IIT. NOTES
ARCHIVAL EXHIBITS (U)

a. (U) ‘"Pearl Harbor to Midway" - currently showing in the
National Cryptologic Museum.

b. (U} "The Shootdown of Admiral Yamamoto® - on display at the
NSA/CSS Archives.

c. (U) The "Capture of the German U-Boat 505" - on display at

(b) (3)-P.L. 86-36
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the United States Naval Academy in Annapolis.

d. (U) "Deception at D-Day" - exhibit is currently being shown
in the Special Collection Library at the National Defense
University at Ft. Lesley J. McNair in Washington D.C. until 20
November. ’

e. (U) "Native American Code Talkers WW I and WW II" - a copy is
now on permanent display at the National Cryptologic Museum.

£. () "Peace in the Pacific®™ - this new exhibit is scheduled
to be shown for the first time in September 1995.

c. (U) STdRY CONFIRMED - The Russians Were Here!

{U) You may have heard something about Russians visiting the
National Cryptologic Museum recently. The story is true.

(U) On Wednesday, 5 October, two Russian army officers in
uniform visited the museum--the first Russians {(we know of) to do so.
The visitors were Lieutenant General Ivan Milkuan, chief of the
Russian Army Personnel Department, and Colonel Alexander Nikinov,
‘curator of the Russian Army Military Museum. Their visit to NSA was
strictly unofficial--the Russians had come to the United States to
participate in ceremonies marking the fiftieth anniversary of World
War II, and stopped at the museum on their own time.

(U) These unexpected visitors toured the museum for a little
over two hours and, among other things, were quite interested in our
exhibit on the KGBE Museum, which they had never had a chance to visit
in Moscow.

(U)  Of more enduring importance during this visit, the Russian
officers presented the museum with a small fragment from the U-2
aircraft piloted by Francis Gary Powers, who was shot down over the
Soviet Union in 1960. This fragment is now on exhibit in the museum.
The.curator has temporarily placed it in a spare case until a proper
display can be prepared.

(U) Intérested in having a look at the U-2 fragment? Drop by the
-museum and ask the staff to see it.

[David A. Hatch, Director, Center for Cryptologic History, E—____l

I ] .

.

IllIIIIIll!IIIl|llIIHIIIIIIIIIIIIIII||I"'lll.'ll.llﬂllllIlII.I.I.-*H.H"I!II‘H.I"I.H:IIHIIHIIIII“
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d- (U) FULL CIRCLE: l(b) (3)-P.L. 86-36

THE PURPLE ANALQG ON DISPLAY AT THE NATIONAL CRYPTOLOGIC MUSEUM

(U) The National Cryptologic Museum has just put on display in .’
its main hall the PURPLE Analog--the early processor which was usgp'hy the
Americans to decipher the high-level Japanese diplomatic cipher known to
us as "PURPLE." . .?

(U) This processor was designed in 1940 by a team of.c}yptanalysts
led by Frank Rowlett. The team analyzed Japanese traffig* and made
enlightened assumptions about how the Japanese cipher machine worked; they
decided telephone switching devices were a-likely choice for the target

.
.
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machine's components and used switches to construct an 'anelogf for machine
decryption. After the war, the Americans found their assumptions had been

absolutely correct--the Japanese had indeed constructed the original machine
" with telephone switches!

) (U) The PURPLE Analog on display in the museum was identified some
years ago by Mr. Rowlett as the unit which decrypted the Japanese Foreign
Ministry's last message on the eve of Pearl Harbor. A British author who.
has written extensively on World War II called it the "holy relic," only
partly in jest. In many ways he was right: the PURPLE Analog heralded
a brave new era in cryptanalysis, and it is not too much to say that the
cryptologic community's modern machine development stems from its successes.

(U) The PURPLE Analog is now displayed beside one of the few surviving
fragments of an original PURPLE machine. Drop by and ask the museum staff
for more on the background of the effort against PURPLE and what it meant
to America's efforts, first to avert war and then to win it. ’

tfffif:i::fffff::?irector, Center for Cryptologic History, [:::::::::]

»
Fﬂ.lIll.llllllllHHIHHIIIIlIHlllIll.l".ﬂl...lﬂl.llllll..ll
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]

e. Trese; CRYPTOLOGIC' LITERATURE AWARD PRESENTED "

.
e -

The 1993 Cryptologic therature'Awards were presented on 6 October’
1994 by the National Cryptologic School tommandant’L'E"'E'Eaﬁatﬁg'ny-r
to three individuals whose papers were Judged tbe most outrs "
the Cryptologic Literature Review Board. "

First place went _to Nora L. Mackebee, recently retlred.from Z
Group, for her paper,

= % = N N ORRPOROEoN " N B E 2§ A & w s w L z

} took Second place. honons-for.hms.péper" ST .Iﬁﬂ (3)-F.L. 86-36
"PURPLE DRAGON: The Origin and Development of the United States QRSEG - -'1
Program" . R .t -

o *
. B
w s " ®

-

-
-

-

-

L d
-
-

was this year's Third place winner gnf.'
her paper, "The Technological Implications of Emerging Space e )
Programs in Southeast Asian Countries”. . S

This year's winning papers were selected by the Cryptologac .
Literature Review Board from over a dozen submissions. *
readers may obtain copies of the winning papers through Arcyives
and Records Management, Mr. Robert Hanyok, . N

L]

Former NSA Director, VADM L. H. Frost, USN, established t?e
Cryptologic Literature Award in.1962 as the highest award to .
recognize contributions to the body of cryptologic literaturg.

L4
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7. (U) ACTION LINE . i

-
L]

(U) In the last year or so, many highly qualified aspirants for CA
certification have had their certification papers rejected by the Ca
panel. In some cases, the rejection letters have included insulting
remarks pertaining to the authors' understanding of the subject.
Furthermore, a study of the requirements for the.paper and the

L]
4
«
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evaluation criteria shows some disagreement. Some aspirants have been
so disgusted by the unprofessional actions of the CA Panel that they
have decided to become certified in other discplines!

{U) Wwhy are the CA panel and the TPEB (Technical Paper Evaluation
Board) treating these aspirants harshly and not applying a consistent
and professional evaluation of papers submitted?

- ANONYMOUS

(U) Dear ANONYMOUS,

It is our opinion that even an anonymous assertion that the
Technical Paper Evaluation Board is harsh, inconsistent, and
unprofessiona; deserves a response.

The Boards which review submitted papers and programs are
selected by the Panel from our community's most experienced and
respected cryptanalysts, with attention paid to diversity, so that
many points of view will be represented.

It is natural that differing views will be taken of the merits
of a particular paper or a particular program. That is why we seek the
counsel of a senior panel. Our panel changes regularly (we like to get
fresh viewpoints and, fortunately, we have always received wonderful
support from our senior analysts, who are willing to donate their time
for the good of the career field), so it is quite possible that a
marginal paper or program might be approved by one panel but
disapproved by a different panel at another time.

The standard of professionalism we seek on the Paper Board is
one which is difficult to quantify. Some of our aspirants have never
before authored a technical paper; they should be advised by their
supervisors to study some successful models (available, for instance,
in the Z Technical Library), and our Executives are available to
suggest papers which may suit an individual's reading preferences. We
-expect that less experienced authors will spend several hours in
consultation with their senior analyst in preparation of a
satisfactory paper.

Unfortunately, not every aspirant views the completion of a
technical paper in as positive a way as we do. For many, it is a
loathsome burden which must be borne. Indeed, there is hardly a
cryptanalyst who would not prefer to be carrying out challenging and
exciting new analysis instead of fighting frustrating battles with
software which makes the publication of papers such a chore.

Some papers which are submitted show clearly the unwillingness
of the author to provide the detail and the explanation which could be
so instructive to others who are required to learn from the analyst's
experiences. Papers which are submitted for certification are expected
to have arisen naturally in the course of an analyst's labors; the
supervisor is expected toc be eager to see a correct and properly
documented paper published. Instead, our seniors on the Board are
often asked to review papers upon which which neither the author nor
the supervisor has expended much energy.

The Board is understandably anxious to discourage such
behavior. .The Board has learned that, unless they speak clearly to the

[ — 9/23/2010
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weaknesses of certain pépers, the papers, only slightly modified to
rectify a few identified errors, will soon reappear, begging for
approval. If the Board's criticism seems strongly worded,

cryptanalysts produce, and it seems clear that, judging for example
from the excellence of the papers which have been winning prizes in
the Cryptologic Literature Contest, they have been succeeding! If,
on occasion,

apologize and we will try to avoid such remarks in the future.

A cursory review of the technical paper requirements and the
evaluation criteria revealed no disagreements.

shortly. As with the other concerns expressed in this letter, it is
difficult to supply a more detailed response unless more specific
information is presented. Individuals with questions or concerns
regarding any of the certification criteria are encouraged to address

them directly to the Cryptanalysis Career Panel or the appropriate
Evaluation Board.

Cryptanalysis Career Panel
Technical Paper Evaluation Board

dededdokkkkkhkkkkkdkdkddkddkdwdkdkdkkhddhhdkhddbhdddkhkdhdbhhdddbdhbhddkkkkdkddkdkdiiddd
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8.

its motives
must be understood. Their object is to foster pride in the literature

a board member has made comments that were too harsh, we

In fact, the.guidelines
are currently being revised and improved, and should be released very

(U)

PUZZLES AND PROBLEMS

a.

(m

First of all, congratulations to|

|

222, who was the first to let us know that she noticed the change

in the Masthead, from "Tales of the Crypt" to "Tales of the Krypt".
She earned a sundae!

b. TMSQ) We will be combining the Problem of the Month and
the Puzzles and Challenges into one category, and some months may
have items for all three, while others may not. |

will .continue a6.the.-0ditoOrEs « = s s v s v v 2 5 v = 2 = s 02 2 o 22

*
.

| and

ANSWER TO SEPTEMBER PROBLEM OF THE MONTH

The September Problem of the Month congisted df |

r

1| |at Bad Aibling was

the only person I heard from with'a complete solution.

.
-

[(0) (3)-P.L. 86-3¢]

Page 15 0f 19

.
.

" T® G -p.T. 86-3€

(b) (1)
(b) (3)~-50 USC 3024 (i)

(b) (3)-P.L. 86-36
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(b) (1}
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. B6-3¢

NOVEMBER PROBLEM OF THE MONTH

The Zendian ambassador to the U.S. has been using single
transposition for 30 years, but he recently got a computer and
jumped on the information superhighway. Unfortunately for us he
subscribed to sci.crypt on the INTERNET and read that single
transposition is insecure. As a result, he enciphered one last
message stating that he was changing over to PGP. In his last
transposition message he included scme 256-bit PGP cryptovariables.
It's a good thing I didn't make you break the transposition cipher
with random hexadecimal values for plain text! The CV's are
listed below.

wWhat do we expect the next cryptovariable to be?

[++
6B5284F46BD62C2090633C3FCFFD0734DC67A3A52B26E2FAEFTES8451D735B7E
[++ -
69C8FD41470213F3EA6531B847F5AA73127593CABF6BC0O1F8118C5964D83F515

PRI (by (3)-P.L. 86-36
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c. (U) Challenge from:

| NSA Trivia question: Which Deputy Director has |
"{~., had his picture repalnted to make it look |

| ‘More ,like the others. What was done? |
1 . |

o

L]

L .
l|nl!lllﬂllllHIIIII!IIII!HI!IIIIH.I.I'III ! lﬂ LA Illll‘!'nlIIIIIIII'HIIIIII“.lIlﬁIllllllllll.llIH

n

»

»

o, ... L]

5 . .,
-

da. (U) Solution to "Arbor Da y fiig, ,1111 ..
LY ‘. LY .
1. white Oak : 9. Scotch Pine e “u.fyﬁin
2. Magnolia 10. Cherry ...l(b) (3)-P.L. 86-36
3. Sassafras 11. Red Cedar .
4. Douglas Fir 12. Sugar Maple o
5. Baobab 13. Chestnut e
6. Dogwood 14. Blue Spruce R
7. Ironwood 15. Mahogany Lo
8. Teak 16. Mulberry . N

The plain and cipher components of the uniliteral substitution .
are based on the key *Bristlecone Pine" with B-plain aligned.with S
A-cipher. The Playfair square is based on the keyword "Sequoia",.
beginning in the center cell and spiralling clockwise outward. . °

Solvers i R

n.liiiiﬂﬂﬂll'llIHIlllllllllllllIl.IIlIIIIIIllllIﬂlllllllllﬂll!lIHH."I"I“lIfll"ﬂllll!!l!!!!!!!!!!!!ll'

/////////////////////////////////////////////////////////f)//////////////////

9. LITERARY TIDBIT i .

Edgar Allen Poe, Cryptologist .

(U) At this time of year, we often think of Edgar Allen
Poe, one of the more remarkable literary minds of antebellum

America. His arabesque tales still have the power,’to make us
shudder or grieve. .

.
«
.
«
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(U) Less well known is that Poe was an avid, if somewhat
limited, cryptologist. In one of his lectures, William F. Friedman
wrote, "[flor his day he was certainly the best informed person in
this country on cryptologic matters outside of the regular employees
of government departments interested in the subject.*

(U) Poe made cryptanalysis an important aspect of his famous
short story °"The Gold Bug"; the protagonist solves an enciphered
message which turns out to be directions to finding buried pirate
treasure. In addition, Poe, as an author and editor, published a
series of articles on cryptology and secret writing systems.

(U) Whatever his claims as a theorist, Poe proved himself
rather limited as a practitioner. According to his recent biographer,
Kenneth Silverman, in 1839-40, as editor of a family newspaper
entitled "Alexander's Weekly Messenger", Poe challenged his readers,
inviting them to send encrypted messages and promising to solve them
all. The offer had a catch, however: Although the readers could
employ symbology as well as conventional letters, the messages had
to be enciphered in a single alphabetic substitution system; he
rejected messages enciphered by any other method. With this stipulation,
it is hardly surprising that Poe achieved a high rate of success against
his readers' entries or that he often reprinted them with the solutions--
together with a boast of his speed and skill in solving them.

(U) Rather than being one of the best informed cryptologists of
his day, Poe's total pool of knowledge, Silverman points out, seems to
have been gleaned from several encyclopedia articles on cryptology.
Silverman concludes that "he was entirely a novice, as the still more
naive readers of "Alexander's® failed to realize."

[pavid A. Hatch, Director, Center for Cryptologic History,[:::::::::]

[

**********i*******i**************-*tt***'k******i*****i’*******i**ii*******

///////////////////////////////////////////)/77I/V/A/Jl/////////////////

(b) (3)-P.L. 86-36

10. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you would
like to have considered for inclusion in future issues, please gubmit it
to any member of the editorial board or any of our office POCs,

PLEASE paragraph classify each item submitted, and USE ASCII®'FORMAT!
A reminder that anonymity may be requested for Action Line jtems -
in fact, you may mail thém in hardcopy form to any member of the
editorial board or any of our office representatives. *

L]
-

We would very much like this newsletter to represent a bpoad
cross-section of the CA community ~ we need some more voelunteers to

help us, however. Perhaps you would like to work on one of the topics

in this issue, or perhaps there is another topic whichr you think should
be included in future issues. Either way, we would like your input,

and help, so give one of us a call. The more neop1e~who divide up the
work, the less burden on any one person. .
##################################################&######################
NOTE: We MUST receive any submissions for the Degtember issue by 25 Nov.

-
-
L]
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EDITORIAL BOARD

Jack Ingram, Cryptologic History Museum ) N
| Incs . .
OFFICE Reps e, .

) '](b) (3)-P.L. 86-36]

Return to Kryptos Home Page

NSA Home Page - : ‘ ..

DERIVED FROM: NSALCSSM 23-2

] DATED 3 Seb 1891
DECLASSIFY ON: SOURCE MARKED "CADRY
DATE OF SbURCE: 3 SEP 1981
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December 1994

Season's Greetings and Best Wishes for a Happy New Year
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1. PERSPECTIVES IN CA )
(#6-€G6+ Each month this newsletter featur'es the perspective

of a CA Senior on a CA topic of his/her choice, and we alternate

between Seniors from within 2 and Seniors outside’Zz. ‘This month we are

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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pleased to print the thoughts of:1 Chief z2.

The Director of Central Intelligencé identifies Cryptanalysis
as NSA's core discipline and key to the futute of SIGINT effectiveness.
Recognition of the importance of our professien by our most senior
leadership is both flattering and frightening.’, It instills great pride
among the CA community. But at the same time, .it places a tremendous
responsibility upon us to sustain our record of’achievement upon which
SIGINT relies. ’

Why is CA important? The answer is quite simple. Our targets
use codes and ciphers to protect their most importint communications.
When we are able to decrypt these signals, we are able to penetrate the
target. Our customers now have access to first-hand,information: the
target's diplomatic or economic negotiating position; its military plan
of attack; or its own plans for intelligence activitiés. Throughout
the course of history, we have demonstrated that intelligence based on
decrypted communications does, in fact, save lives. What greater
impact can we possibly expect to have? .

But, can we live up to the responsibility which the DCI has put
upon us? *

Today we expend a lot of energy questioning ourselves. We
worry that we are hot trained to deal with a revolutionized -
telecommunications system. We are chagrined that we are unable to
bring in larger numbers of interns. We are fearful of the effects of a
shripking budget. We are frightened by the proliferation of "
sophisticated crypto devices. All of these are valid concerns.° Yet in
fact, we have made some progress in dealing with them. We do have new
courses available to the work force. We have learned to apply cIass1c
crypt techniques to recovering elements of modern communications .
technology. *

Yes, we have goals remaining to be met. But let's be positive:
emphasize what we can do - and do it. We may not solve every problem
which we attack; but we'll probably make far more progress than any &f
us imagines possible today. For those challenges without an apparent.
course of action, let's team together to design creative solutions.
and in doing so, let's respect every individual and organizational role .
in the intricate cryptanalytic process.

.

One of our greatest assets is our confidence. We believe in (0) (3)-P.L. 86-36

ourselves and in our ability to solve hard problems. We have a e
dedicated, bright work force. We have invested in state-of-the-art ,.* -
tools. We have fun. We share knowledge. We've known one another'for.'
years. We tolerate - even enjoy - our reputation as eccenpric. We aye

a unique community in this Agency. Let's take pride im *these strengths
and apply them to the challenges. . .

. * *
. * .
.

*************************************i*‘**"*********‘********i***t**********

////////////////////////////////A/J7//7////////////////////////V//////////

2. KRYPTOS SOCIETY _.-" .

. .

(U) Over people attended the annual KRYPTOS Sbciety
Luncheon at the Officers' Club. As is customary, the newest
Distinguished Member inductees, and the recipients of, the Literature
. Contest Prizes were announced, as well as the first w1nner of the Peter
Jenks award. .

.
.
.
.
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(b} (1)
AND THE WINNERS ARE .... :

(b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36

. (b) (6)
Distinguished Members - The KRYPTOS Society inducted three -
new members this year, and we have inlcuded biographical sketches of each.

a.

f et (b)(3)-P.L. 86-36
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b. IMSQ) Literature Competition Winners

First Prize:

Second Place Tie: |

(b) (1)
(b) (3})-P.L. 86-36

(b) (3)-P.L. B6-36
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Honorable Mention Tie: | |

l | .

5o

C. First Peter Jenks Community Service Award Given

) (U) Following are the words of[::::::::::l out901ng Chairman
of the CACP, as he announced the first recipient of thls new award
granted in recognition of exceptlonal service and contkabubaon to the
CA Community. L

"We are here today to honor two people, one, unfortunéteLy, in
memory only. Peter Jenks was a most unusual man, one who defied .
definition, who lived by his own rules, by his own wits. Though he'uas
widely admired, none would try to emulate him, and his eccentricities’ -
ensured that he would remain unique in our memories. .

[(b) (3)-P.L. 86-36|

In our search for an individual who, like Peter Jenks, has
given so much of his life in the service of Cryptanalysis and
cryptanalysts, one name stands out above the rest. Tireless,
energetic, compassionate, generous --- these adjectives, which applied
so well to Peter Jenks, also apply to the first recipient of the award
whlch bears his name.

When the first Cryptanalysis Conference was convened last year,
Floyd Weakley was selected by the Career Panel to make the opening
remarks and to chair the ensuing discussion of the critical issues
which confronted our profession. Floyd is the principal architect of
the Technical Track program in Cryptanalysis, and has for many years
prepared the exhaustive and extensive CA Report. He is a member of the
Cryptanalysis Career Panel and a leader in the Kryptos Society. No one
here has done more than Floyd in the development of our career field,
and it is with great pride and humility that Fred and I present the
first Peter Jenks Community Service Award to Floyd Weakley."

********************************************************i****************

LITITITTIITTI 1L IIT 00 77000707070000000000000000070770107070710177111111117
3. CALENDAR OF EVENTS

Dec 1 CMI Talk

(0930, Friedman) ‘e,
Dec 7, 8 CLA Cinema "Journey of Hope®, (OPS2B4118-1 (b) (3)-P.L. 86-36
) 1100) PR ¢
Dec 8 NSA Science and Engineering, Society’ Talk - .11°

tics for High eed- Computation® by ¢ .
R&E Symposium Center'looo a.m.

Dec 8_ IAI Holiday Social 1§'POC)
Dec 12 Z2 Technical Forum (1300, OPS1, 2C086)

"Z Data --- How Does It Get to Ydur Desk?*®

(briefing by Z Data Flow Managérs, 1300-1400,
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Dec 13

OPS1 room 2C086)

IATI Talk, (1000-1100, OPS2B 4118-6)

PLAN AHEAD:

Mary McCarthy,

Community'’'s Responsibility to Warn in the 1990's"

NIO Warning,

"The Intelligence

Jan'7,
Jan 9,

Jan 18,

1995

1995

1995

Last day to USE-OR-LOSE Annual Leave
Z Technical Forum

BANCC (see CACP News)

* % W

Jan

25-26, 1995

March 27-31, 1995

May 1-5,

May 23-25,
Jun 5 - 9, 1995

June 1995

1995 Cryptanalysis Conference (SRC)
CARD (GCHQ)

1995 ACE (CCR Princeton) .
1995 CA PQE
CA-305

MATHFEST '95

**%* - NOTE - THIS IS A CHANGE.

LILITTITILI0LII 070007007070 7000000777101701777170777177170717777177171171

4. CACP NEWS

(U)
z21,
temporary Acting

been named by the Director to a special task force!)

lllllll'llllllll'ﬂlll"llllllII-.IIIHI-'IIHIIIIIIIIIIIIIIIIIIIIIIIIIHHIIIIIllﬂl".!l‘ had

a. (U

" (Late-breaking news as we "go to press' -I

the former Chairman of the Career Panel, has been named

Chairman until further notice, as |

CA Panel Update

.

>

.

.

.

| has *.

.

Page 6 of 12

There have be n.several'changes in the Panel and Boards.
[ ihas accepted a position on the Computer Program

Evaluation Board.

will officially replace |

—

She will begin to attend meetings immediately and
|on 1 December 1994.

| | has accepted a position on the Technical Paper Evaluation

Board.

s o s s Pt s B s g s Bt ot s st ot O

Cryptanalysis Career Panel: "*.., ‘., "

She wikl.pegln to attend meetings’ 1n December and will .
officially replacef_

.. ]on 1 January 1995,

o~~~

(b)(3)—P.L.

86-36
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Executive
Assistant Executive
Training Advisor

Technical Paper Evaluation Board: = *- ..,
ke x m s h = s mazEEEEsoas . e "l(b (3)-P.L. 86-36
Computer Program Evaluation Board:* * " .

Thkhkddkdkdkdkhdkhhddhdhddk ok r ko hhddk ek h ok d sk ddoddeddrdrd s gk e ok ok ok do ok o ok o o e o o o ok ok sk ok ok ok g ok o o ok
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5. TECHNICAL HEALTH , .
a. (U) Conference Schedules -

Following is a list of some of the conferences coming up

which might be of interest to the Z population - .
Dec. 5-7; Washington, DC J
SPONSORS: Technology Training Corp (TTC) .

THEME: "Data Fusion" (and associated topics)
FEE: $825 - $1145 (depending on employment-status (e.g. Uan or Govt.) and
registration date)

ADD: Alan Friedman .
TTC Seminars .
Dept. DF
P.O. Box 3608 .
(3420 Kashiwa St.) .
Torrence, CA 90510-3608 .

TEL: (310) 534-4871 :

ﬂllllIIIlIIllIIll|llll.ll|IIIIIIIIllllllllIlIlllllllllI_IHIllll.IIIIIEIIIIIIIIIIHIHIIHHII

1995: :
Jan 8-11: Tucson, AZ (Ventana Canyon Resort) N
SPONSOR: IEEE Communications Society .

THEME: "Broadband '95 Workshop: Emerging Broadband Agplications, Systems, Networks"
FEE: $945 to $1,045 (depending on membership-status and reglstratlon date)
ADD: Judy Keller .
. IEEE Communications 5001ety .
345 E. 47th Sst. )
New York, NY 10017-2394 .
TEL: (212) 705-8248 g
FAX: (212) 705-7865 : .
E-MAIL: j.keller@ieee.org . ..

9/23/2010




December 1994 TALES OF THE KRYPT | Page 8 of 12
Doc ID: 6823787 i

Jan. 23-26: Washington, DC
SPONSORS: Network World
Federal Computer Week
Computerworld
THEME: "COMNET '95: Leading Communication into the Global Age"
FEE: not listed (but a $50 "Super Pass" to exhibits and to some sessions
is free upon early registration)
ADD: COMNET '95
IDG World EXPO
Framingham, MA 01701-96€99
TEL: 1-800-225-4698
1-508-879-6700
FAX: 1-508-872-8237
E-MAIL: comnet@idwec.com

Feb. 5-10: San Jose, CA
SPONSOR: not listed . .
THEME: "Digital Video Compression: Algorithms and Technologies 1995"
FEE: not listed
ADD: Jane Lybecker/Donna Rode
SPIE
P.0. Box 10 )
Bellingham, WA 98227-0010
TEL: (206) 676-3290
FAX: (206) 647-1445

b. TEEL) CALL FOR ABSTRACTS - ACE 95

The Annual Cryptomathematics Exchange, ACE, will be held the week of
May 1-5, 1995, at CCR in Princeton, New Jersey. ACE is the premier
conference for classified cryptomathematics. Those wishing to give a
talk must submit a short abstract to an ACE representative by Friday,
January 13, 1995,

The short abstract should be two pages, in soft copy ASCII, submitted
to a committee member. Talks can be classified up to TOP SECRET
CODEWORD and should not contain NOFORN or source-related material.
Compartmented presentations will be allowed during afternoon parallel
sessions.

Please note that talks given at ACE must be on topics that have been
released to Second Parties and also to IDA (topics can be released for
the purposes of presentation at ACE). Abstracts are generally sent to
members of those organizations who are on the ACE committee. If you
plan to submit an abstract, it is important to know whether it can be
released to second parties and IDA.

c. CMI AND MATHFEST

The CMI council is actively making preliminary arrangements to host a
festival in June which aims to bring together the entire mathematics
community for a single day to exchange the major results of the past
year. Unlike ACE, CARD, DATA DEMOD, etc. this meeting seeks to
celebrate mathematics in all its forms at NSA, and to familiarize the
CMI membership with the diverse applications of cryptomathematics being
used and created at NSA.

The organizing committee envisions approximately sixteen 15-minute

(b) (3)-P.L. 86-36

L ot 9/23/2010
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talks spread over a full day. We expect the bulk of representation
coming from Z, C, R, and W. As such, we are sending the formal
announcement at this time to selected Office chiefs in these groups,
seeking comments and suggestions on how to make this festival useful,
enjoyable, and rewarding.

At this time please feel free to share the announcement at your own
discretion, bearing in mind that the format remains flexible and no
firm commitments beyond the date have been made.

For additional i ion, contact |

ia e-mail. .
***************************'I‘#**r****i‘***i‘*****i‘********************'F****

/////////////////////////////////////fV/lA///////////////////////////7//

»
e, .
' .
. . .
.
»
. .

a. {U) CLA Cinema presentation - JOURNEY OF HOPE (111 e
minutes) Turkish with English subtitles. This winner of the 1991 Oscar
for Best Foreign Film is a passionate drama about a poor Kurdish couple
who decide to make a better life for themselves and their seven
children by moving to Switzerland from their native Turkey. Their
dangerous journey is chronicled in this stirring film directed by
Xavier Koller.

6. COMMUNITY SERVICE

[(0) (3)-P.L. 86-3§

b. 0&1 E-Mail to Second Parties Changes

Agency changes to mail routing will result in the following address
modifications. 0l1d forms will not work after 30 November.

New addresses shoulq read: T

(b) (3)-P.L. 86—361

(England)

(Canada) : Lot

(Australia) Lttt

(New Zealand; not yet avallableo N

(USA) .
lllll!llil'lﬂllllIllﬂl!lllllllllllIIlIlllllIIlllllll‘llllHIIlllIllllllllllcll’lllllllllll.lIH"

c. (U) The NSA Science nd‘Englneerlng Society w111 sponsor

a presentation by Mfrom the National Secur.lty Agency
Physical Science Laboratory a AM on Thursday December’ 8th in the
Research and Engineering Symposium Center. a Senior

Member of the Institute of Electrical and Electronic Engineering
Society, will address -

"Optics for High Speed Computation".

ThlS will include optical applications to high performance computers and
to projects in both the SIGINT and INFOSEC areas.

All green and gold badge personnel are invited to attend.

d. (U) CLA Foreign Language Movies Available

The following is a current alphabetized list of CLA foreign language
movies available for FREE USE. Call]| ~Ef you
want to borrow any: "o

(b) (3)-P.L. 86-36
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1. Ashes and Diamonds (Polish/English subtitles)

2. Attila 74 (Greek/English subtitles)

3. Chocolat (French/English subtitles)

4. Come and See (Russian/English subtitles)

5. Commissar (Russian/English subtitles)

6. Hey Babu Riba (Serbe-Croatian/English subtitles)

7. JuDou (Chinese-Mandarin/English subtitles)

8. June Night (Juniatten) (Swedish/English subtitles)

9. Raise The Red Lantern (Chinese-Mandarin/English subtitles)

10. Ramparts of Clay (Arabic/English subtitles)

11. Red Sorghum (Chinese-Mandarin/English subtitles)

12. Terra Em Transe (Portuguese/English subtitles) *

13. The Home and the World (Bengali/English subtitles)

14. The Lady With the Dog (Russian/English subtitles)

15. The Official Story (Spanish/English subtitles)

16. The Red and the White (Hungarian/English subtitles)

17. The Shadow by the Road (Chiec Bong Ben Duong) (Vietnamese/French
and Chinese subtitles)

18. This Land Is Ours (Hausa/English subtitles)

19. Two Women (Italian/English subtitles)

20. Wake Up Vasili (Xipna Vasili) (Greek/no subtitles)

21, Yol (Turkish/English subtitles)

*It says Spanish on the movie jacket but is in Portuguese. The
last twenty minutes of this one are missing as well. We at CLA
believe in truth in advertising.

As you can see, we have a decent library. However, we are not too
proud to beg for more movies. If you have any that you can bear to

b, then you can once again glvel Ia call at
Thank you. ) v,

3

e, .
l-._ »
L

.
*****************************i’*'ﬁ*i*f************************M***********

////////////////////////////////////////////lf/V/A//(////////////////////

7. PUZZLE [(b ) (3)-P.L. 86- 3J

(U) Insert a different group of 3 letters into each of the ﬁwords'
below so as to form 2 real words - the 3 letters you insert will be fhe
last three letters of one word and the first 3 letters of the other: No
rearrangement of the given letters is permitted. Once you have determined
the correct 3 letters for each word in a set, you may put them together to
form a single 9-letter word. Again, no rearrangement of letters.is per-

mitted. N

Example: MARED Insert "BLE" to form "MARBLE" and "BLEED"
FORAISE Insert "MAL" to form "FORMAL®" and "MﬁLAISE“
PTHER " Insert “LEA' to form "PLEA" and °"LEATHER"

.n

The groups "BLE", "MAL" and "LEA" may be assembled to form

the word "MALLEABLE". .
HUGER SHOO GILER CRELIER BASENT CATLE
CALIMIT PANAST SHROUND GERLET MENMENT INSAL
PATICE COROBE SPHODOX CORLY CLQMIN ARCKLE

«
]
.
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8. LITERARY/HISTORICAL TIDBIT
The Rewards of COMINT

(U) During the Civil War, both Union and Confederate forces
engaged in the intercept of telegraph messages from the other side,
often profiting by the intelligence derived from reading plain text
or decrypting messages sent in code or cipher. In late 1864, as -
General Ulysses Grant was at the gates of Richmond, the Confederates
received special benefits from what one source calls the "most
successful wire tapping of the war."

(U) For six weeks, a Confederate operator maintained a
continuous tap on General Grant's telegraph line to the War Department.
Despite the longevity of the tap, it is believed that none of Grant's
encrypted cables were decrypted by the Confederates (or "translated”,
as they sometimes called it in those days).

{U) On 12 September, however, the Quartermaster in Washington
sent a plaintext message to Grant's forces requesting a guard to meet
2,486 head of cattle due to arrive the next day at a landing at nearby
Coggins Point. This was good news for the Confederate Army, which
was nearly always short of food supplies and drastically short of meat.
A large body of Confederate cavalry traveled by a roundabout route to
Coggins Point, where they captured the beef along with 300 Union soldiers,
200 mules, 32 wagons, and 40 telegraph construction workers. °

(u) Thanks to the telegraph intercept, for the first time in
months if not years, the Confederates ate well, having captured about
40 days' worth of supplies.

{SOURCE: William R. Plum, "The Military Telegraph during the Civil
War in the United States:, Vol II" - submitted by David Hatch, CCH)
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9. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you would
like to have considered for inclusion in future issueg, please submit it
to any member of the editorial board or any of our office POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items -
in fact, you may mail them in hardcopy form to any member of the
editorial board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which ydu think should

(b) (3)-P.T. 86-36
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be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

FHESHRRER AR AR RR BB SRR B BB RS RHSB R R R RR R RO RS R SR AL B AR B R R RS R RS
NOTE: We MUST receive any submissions for the January.issue by 21 Dec.
#########################################################################

___ EDITORIAI, BOARD

Jack Ingram, Cryptologic History Museum .,
| NCS .

_OFFICE Reps

(o) (3)-P.L. 86-36
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1. (FoBQl KRYPTOS Society

a. First Annual BANCC

The Cryptanalysis Career Panel and the KRYPTOS Society are hosting the
first annual BANCC (Breakfast Affair for Newly Certified Cryptanalysts) on

18 January 1995 from 0800-1000 in the Canine Suite. Join your friends and
_co-workers and celebrate with all of the honorees:

{(b) (3)-P.L. 86-36

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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Breakfast Buffet: Fruit Juice, Fresh Fruit Cup, Scrambled Eggs, French
Toast, Bacon, Biscuits, Toast, Coffee/Tea. Cost: $6.00 *,
R.S.V.P. Deadline: 12 January 1995 to one of the following POCs:

. . L3

.
LA RN AN NEREENEENREN RN R N TN R RN NN
-
. .
-

b. Kryptos Society Council ‘., .-

The current KRYPTOS Society Council members are: m)<3yP.L.86—36|

President .t e
President-elect .t o
Secretary . .
Treasurer e .
Member-at-large . *e
Member-at-large . .
Member-at-large N .
Member-at-large Floyd Weakley ..’ .
lllll|Illl!lllIIHIIIlIlnl.lIIllllﬂl'llllllllIIIIIIlllllllllIII’I.IHIHIIIII'.i.IIIHIlll'

. -

c. Kryptos Society Membership Renewal . _—

.

*

It's the beginning of a New Year, why not join us? We need +your member-
ship and your input to give voice to the cryptanalysts in out community now
and in the future. This is an excellent chance for networ@inq'at all levels.
To join, just £fill out the attached application, and send .it,.and $5.00 to -

. .

**** KRYPTOS MEMBERSHIP APPLICATION DUES: $5.00 (Annually)****
MEMBERSHIP YEAR: 1995 ( ) NEW ( ) RENEWAL 3
NAME: DATE:
SECURE PHONE: NON-SECURE: _° —
ORG: __ BLDG: :

9/23/2010
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INTERESTED IN CHAIRING A COMMITTEE? YES

—__NO
IN'I‘ERES'..[‘ED IN WORKING ON A COMMITTEE? — YES —_NO
CHECK COMMITTEES OF INTEREST TO YOU:
— CRYPTANALYTIC LITERATURE —_ MEMBERSHIP
— . DISTINGUISHED MEMBERS — PUBLICITY . ____AWARDS
—_ PROGRAMS — NEWSLETTER - RETIRED MEMBERS

WA A S AL SRS AS RS ARR RS E R R T EY R R R R R Ry R R R R R R R R R R R R R R R R gy
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2. (FOUO) CALENDAR OF EVENTS

Jan 7 Last day to USE—OR-LOSE Annual Leave

Jan 9 Z Technical Forum (1300-1400,
OPS2B, room 4118-2B6)

Jan 12 CMI Talk "The President's Address*®
by ](0930-1100, Friedman
Auditorium) '~..

Jan 17 SES Symposium Talk *A Mllitary—

Technological Revolution" by'Geperal
Welsh, President and Chief Executive

L

of IDA (1000, R&E Symposium Center) .

(see Technical Health) ]15)(3)‘P-L- 86-36
Jan 18 First Annual Breakfast Affair for Newly’-f

Certified Cryptanalysts (0800-1000, -+ -

Canine Suite) P
Jan 18 NEWSMAGAZINE Talk "The State of.the .’

Agency" by Vice Admiral J. M..McConngll,
Director, NSA (1000-1100, Channel 50 in OPS,
Channel 21 in FANX II; a}so broadcgst live
in Course Center B, room A1B045, FANX II. )

ans:;n.and.:all.;nTYbur questlons Dial:

.

Jan 23-26 . ComNet 95 (Washington Convention Center)
(see Technical Health) S
PLAN AHEAD: | .'.
March 27-31, 1995 CARD-(GCHQ) :.
** March 29-30, 1995 1995 Cryptanalysis Conference (SRC)
May 1-5, 1995 ACE (CCR Princeton)
May 23-25, 1995 CA PQE .

9/23/2010
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** June 5 - 9, 1995 CA-305

June 1995 MATHFEST 95

(** NOTE - this is a change.)
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3. ahxxv Word from the CACP
Annual Cryptanalysis Conference Date Changed

In October, the Cryptanalysis Career Panel began comsultations with
senior Z managers to solicit their views on the future cryptanalytic needs
of the Agency. Using the results of this process, and recommendations
from the first two cryptanalysis conferences, we are developing a course of
action designed to ensure our technical viability into the future. With
the January conference date fast approaching, and our work not yet complete,
we have decided to move the conference to 29 and 30 March, 1995. We cer-
tainly hope the change does not prove to be an inconvenience, for we expect
the extra time devoted to planning to be very beneficial. )

Acting Chairman, Cryptanalysis Career Panel

-
»

.
****************************i********t**'ii'*********.Mf********************
.

/////////////////////////////////////////////////////////7/[4/////////////

4. TECHNICAL HEALTH ' ' ‘.,

.

a. ?PbﬂQl SES Symposium . ' _“b)(j)_P'L' 86-36]

The NSA Science and Engineering Society (SES) will sponsor a presenta-
tion by General Larry Welsh (USAF retired} at 10 AM on Tuesday, January.1l7th
in the Research and Engineering Symposium Center. General Welsh is thg
President and Chief Executive Officer for the Institute for Defense Analysis
(IDA). Among its many functions, IDA operates the Supercomputing Regearch
Center in Bowie and the Centers for Communication Research at Princeton and
La Jolla for NSA. The title of General Welsh's talk is .

»
-

_"A Military-Technological Revolution®. N

He will address the end-to-end combat information system frem intelli-

gence collection to combat direction, how technology has produged revplu—

tionary changes in military capabilities and how our intelligence superi-
ority supports the utilization of these capabilities. .
All green and gold badged personnel are invited to attend.

»
liIllIlIIIII.IH"IIIIIllllﬂllllHll'l"HIIIIIIIIIIIII‘IIll!IIIIIIIIIIII.II.IIIIIIIIIIHIllllllllll

b. (U) ComNet 95 :

-
-

ComNet 95 will be held 23-26 January 1995 at the Washington Convention
Center. According to an advertisement in a recent issue of Telecommunica-
tions magazine: "Explore leading-edge technologies and emerging business

"applications that are the building blocks of the global enterprise from ATM,
Frame Relay and FDDI, to multi-media, videoconferencing, wireless, digital
convergence and the Internet.® This is an opportyhity to gather technical

.
»
»

9/23/2010
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literature, view demonstrations, and talk to technical experts in commercial
telecommunications. Admission to the exhibition hall is free. For more
information, call 800-225-4698. '

**********l‘*******'l'*************i********'I"l"l'l‘***************************
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5. TECHNICAL ARTICLE

[(b) (3)-P.L. 86-36]

(Fovey. The Challenge of [

by |

(1) (@)

“Td-(g) (q@)

{T)¥Z0€ DS 0G-(g) (9)

9E£-98

I(b)(3)—P.L. 86—3§j
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LILIIILLIIT20077007071177000077070700777777777777777777777777777777777777)%) 1)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86—36] {(b) (3)-P.L. B6-36
6. COMMUNITY SERVICE e e
P .. . _.-'.--l“'- .'\
(| ]-The People Behind the %ame _“_"-ﬂ'“ o
byl ..ll"'.--.‘- Wy
TS Many cryptanalysts ﬂreﬂaW5¥é thatl ::

I . * | but some may not know that this
1s named for it¢s three inventors:
| ] These distinguished m ers o he cryptanalytic community

have made many contributions to our field, as well as to academia, over
the years. ;

(9) (q}

“Trd~(g) (Q)

9£-98

|(b)(3)~P.L. 86—36l
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(U)

Thus thel

has more to its name than first meets the eve.

**********************""’***'ﬂ******l’*******************************I’*****

//////////////////////////////////7////#/41//////////////////////////7//

7. Puzzle

a.

Solution to last puzzle:

hu MAN ger

cali PER mit
pat ENT ice

[

PERMANENT

re ATE lier

ger BIL let
cor RAL ly

BILATERAL

sho ALS o
pana CHE st

co MIC robe

CHEMICALS

ba CON sent
men TOR ment
clo VER min
CONVERTOR

gi ANT ler
shr IMP ound

sp ORT hodox

IMPORTANT

ca PES tle
ins IDE al
arc TIC kle

PESTICIDE

January KRYPTOS Puzzle

The Light Fantastic

e e it et e e b L e Sl DL Ll Sl &
I I I N | - |xxx]| XXX | xxx I
[ | |xxx| XXX | xxx l
R il e e D o e e e LTl ot e el 3
| | XxXX | | xxx | XXX |

| jxxx| | XXX | XXX |

Rt e et il l e il DELE LR Lt e Lt DLl
| | | | | XXX XXX XXX

| ] ] | | XXX XXX XXX
il e il T e e e el A L L L bl il J
| | xxx | | xxx| XXX

| | xxx | jXxx| XXX ‘

Bl e et L e e e el Sl Lty it Dbt 3
| | | | | XXX XXX XXX

| | | ] | XXX XXX XXX
Ll el D el el L e e L L DL L L Ll Dl
| | XXX | | Xxx | XXX |
| | xxx | | xxx | XXX |
+——-+——j+———+---+——-+—-——+———+-——+--—+—--+-——+-——+——-+
| | | | | XXX | XXX XXX |
| | | | | XXX XXX XXX |
Rkl e el el e e LTl Lt Ll L E L L EE

«

.

Page 7 of 11
(b) (3)-P.L. 86-36
[(b) (3)-P.L. 86-36|

The following cryptic clues all lead to 7-letter words which are to
be entered into the diagram above.

what it

is.

.
.
.

The clues are given in o particular
order, and the solver must determine which word goes where.

the center column (1nd1cated by the arrow) is unclued: yoy must determine .

The word in

A. Lodge member, returning-after the first victory,’ to act as a star.

B. It's liked by all,

turning up in extreme. *
C. Untidy trunk emptied, but just a section. .

.

.
.
.
.

9/23/2010
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Burn returned book draft, having come first.

Late returns having earl leading nurse to the last.
Mistakenly rush mob figure.

Turns on to act as carriers.

Alternate route carries little one to remote part.
Impossible dream to note that man comes ahead of time.
Crown used once or twice, initially.

Plant to be, to a point, without framework.

He can't believe what he sees: King in filthy surroundings.
Hold up: no twitching is automated.

RPxRGHITIQOQHWEU

For those of you who may be unfamiliar with the cryptic style of clueing,
each clue consists of two parts: a more or less straightforward definition of
the solution word; and a word-play which may involve anagrams, synonyms, clue-
ing parts of the solution word separately, or any of a multitude of other tech-
‘niques. Either part (the definition or the word-play) may come first, but
there may be no overlap of parts. A 'connector' word or phrase ("is", "for-",
"makes", "goes to", etc.) may sometimes be used in the clue to act roughly as
an ‘equals sign' between the parts. Here is an example which employs several
clueing tricks. (It is traditional in cryptics to give the number of letters
'in the solution word. 1In this puzzle, all words will be 7 letters long, so
this help is omitted.) ’

CLUE: Fixed ten damaged trails for each fellow. (9)
ANSWER: PERMANENT .

The definition is "Fixed". "Ten damaged® is a common convention that
suggests that the word "ten" should be anagrammed. (All anagrams will
have a clue word such as this. Look for "broken", "confused",
"muddled"”, etc.) "Ten" anagrammed is "ENT". "Trails" suggests that
this part of the word comes after whatever is clued next. "For each
fellow" can also be expressed as "PER MAN®". So the solution is "PER
MAN ENT".

LA A AR AR S RS SRR LRSSttt sl iR R 22X 22222 X2 R 2 2R R XY 2R

////////////////////////////////////////{///////////////////////////////
8. LITERARY/HISTORICAL TIDBIT

.a. (U) Book Review "Hobbyist's Guide to COMINT Collection
and Analysis"

{™88Q) Browsing the INTERNET, an alert reader spotted a review of a
book of possible interest to KRYPTOS members: "Hobbyist's Guide to COMINT
Collection and Analysis" by Tom Roach. This book is in the NSA Main
Library {(Circulating) Collection:

Author: Roach, Thomas B.
Title: Hobbyist's Guide to COMINT Collection and Analysis /
Publication info: San Jose, CA : Tom Roach, c1994.

CALL NUMBER - JK468.I6 R53 1994 MAINCIRC
(U) Here are some excerpts from the book review by a non-Agency
subscriber, Edward Anderson, in INTERNET article l1lle@ixnewsl.ix.netcom.com,

Anok@ix.netcom.com, on 8 December 1994:

*The Hobbyist's Guide to COMINT Collection and Analysis breaks new
ground here, since it provides information on how easily the reader can

(b} (3)~P.L. 86-36

bt 9/23/2010
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collect and analyze COMINT. It turns out this can be done with radio
receivers and "decoder” boxes which are easily purchased on the open market.
The book reveals some of the very interesting Russian messages Mr. Roach
has received using a shortwave receiver and "decoder® while sitting in the
comfort of his den. And what a bizarre catch he reveals. The messages
range in subject matter from the deliberate canning of fish tainted by toxic
waste, to an "upper air weather® message broadcast from a Russian trawler
sitting off Vandenberg AFB. The Russian vessel was monitoring tests of
United States' anti-missile missile launches from Vandenberg to Kwajelein.

The book even includes intercepts, and technical descriptions of four
distinctly different types of KRIPTOGRAMMA messages. These are messages
which use special Russian encryption methods (still in use). The messages
are sent by both Russian trawlers (who catch a lot more than fish!) and
Space Event Support Ships (SESS). You are even instructed in how to learn
when, and where, the next Russian ICBM shot will impact in the icy waters
off the Kamchatka peninsula. You learn how to find the proper radio
frequency to monitor ship traffic in the Middle East. As a convenience,
the book comes with a spiral metal binder so it can lay flat on the desk of
the home COMINT collector deciphering the latest Russian °20101" message.
Lest you believe only the Russians provide material .for the hobbyist, the
author reveals how he intercepted a U.S. military classified message
accidentally sent in the clear. The techniques discussed in this book can
be applied to almost any sort of radio traffic.

The reader is provided examples of various Russian "numbers" messages,
which at first glance may appear "encrypted". Mr. Roach gives the exact
nmethodology which resulted in one such message's “decryption". A whole
chapter is devoted to teaching the uninitiated how to "decipher" similar
messages on their own. The means by which the Internet can be used to
allow hobbyists to share information, get translations, and combine inter-
cepts to gain greater insight is described. According to the author, you
don't even need to be able to speak Russian to get the basic meaning of
many of the Russian messages that are still being broadcast. Mr. Roach
stresses that COMINT, even at this level, provides a real insight into
just what extent, and how successfully, "capitalist®" ventures are develop-
ing in the "new" Russia. 1In fact, Mr. Roach has published a second book,
Hobbyist's COMINT Russian Radioteletype Dictionary, to assist those who
actually take up the hobby."

b. (U) Dr., Dobb's Journal

(U) The January 1995 issue of Dr. Dobb's Journal contains two articles
of interest to cryptologists:

1. Page 123 - The GOST Encryption Algorithm, by Bruce Schneier
This algorithm was used by the former Soviet Union, possibly
for the civilian market. The analysis does a comparison to DES.

2. Page 146 - The RC5 Encryption Algorithm, by Ronald L. Rivest
Description of the named algorithm. f(b) (3)-P.L. 86-36}
TPesQ) [Note: | | of the KRYPTOS Newsletter Editorial -’
Board, advises that Dr. Dobb's Journal may be found in the NSA Maiu‘
Library as follows. As you go towards the newspaper reading area,’ it is
in the second section on the right (aisle 60), the next to the«bottom shelf
(alphabetically under D)}.] .

*
*

********************************************************‘****************
*

.
.
.
*
.
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////////////////////////////////////////////////////////////////////////
9. EDITORIAI, CORNER

If you have a relatively short technical treatlse, or anything you would
like to have considered for inclusion in future issues, please submit it
to any member of the editorial board or any of our office POCs.

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line .items -
in fact, you may mail them in hardcopy form to any member of the
editorial board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,

and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

#########################################################################
NOTE: We MUST receive any submissions for the February issue by 15 Jan.
#########################################################################

EDITORIAL BOARD

Jack Ingram, Cryptologic History Museum

OFFICE Reps fe

9/23/2010
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1. [™8UQ) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to print the address Acting Chairman

of the CACP, delivered at the recent Breakfast Affair for Newly
Certified Cryptanalysts. .
*

To the Newly Certified Cryptanalysts: .
*

First I'd like to join with your colleagues and frieﬂ@s to
congratulate you on your certification as cryptanalysts. We sanior
members of the cryptanalytic community are honored that you have'.
chosen to associate yourselves with us and to put your shoulders ,
{figuratively) and your minds alongside ours in the struggle to attain
cryptanalytic knowledge. ¢

*
-

It is more difficult to be a cryptanalyst now than ever before *
in our history. oOur field has came of age. All the easy problems have ,
been solved. To accept the mantle of cryptanalyst is to subject .
yourself to a career addressing difficult, often impossible, R
questions. The rewards are few and come seldom. Why do people like

yourselves, who have so much to offer, choose such a demanding .
profession?

I chose cryptanalysis, as you did, becaugse I love an *

intellectual challenge. I stayed in cryptanalysis, as I hope you will, t(b) (3)-P.L. 86”36l
because I enjoy the stimulating company of the other Agency . *
professionals who have selected this uncompromigingly difficult .

.
2

Approved for Release by NSi *on 09-28-2023, FOIA Case # 61704
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vocation.

We come from many backgrounds: geographically, academically,
and ethnically. In the past months I have heard some interesting
stories about several of you! That may be a trait common to
cryptanalysts --- we are not dull people! We enjoy a variety of
activities: some athletic, some intellectual, some social, ... We take
great pleasure in our outside lives to compensate for the
disappointment which comes so commonly to those who choose to test
themselves daily on almost intractable problems.

But cryptanalysis is changing rapidly. The new modes of
communication will force us to learn some new techniques and to
discard others. This will make for exciting times, and you couldn't be
in a better position. Whenever new methods are introduced, there will
be errors and misunderstandings which will compromise seemingly secure
cryptologics. The ablest among you will find and exploit these
blunders and will achieve fame (at least internally). The successful
cryptanalyst keeps trying, probing, testing, looking for some
oversight which will confer enough of an advantage to permit first a
small success, then a larger triumph, and finally the conquest of the
seemingly impregnable fortress.

We oldtimers see in you the analysts who will replace us, who
will rise above us, who will perform tasks we had thoyght to be
impossible. We couldn't be prouder at the prospect of passing to you
the responsibility for success in the enterprises we share. Some of us
will get to work with some of you, to teach you, and to learn from
you. As we increasingly rely upon you to solve the toughest problems,
it is comforting to know that your ability, your preparation, and your
determination will maximize our probability of realizing success.

We welcome you to our Community. We need your skill. Today's
problems are too difficult for individuals to solve. Inspiration will
still be welcome, of course, but maybe more important will be the
ability to work together, to pool our communal strengths to overcome
our individual weaknesses. You are our investment, our future. We will
work with you to enhance your skills, and you will ingpire us with
your achievement. We must be partners, because each of us needs the
other.

The KRYPTOS Society and the Cryptanalysis Career Panel work to
bring cryptanalysts together. We are overwhelmingly introverted, and
some of us are uncomfortable in social situations. Nevertheless, it is
only through cooperation that cryptanalysts, and Cryptanalysis, will
succeed. We thank the KRYPTOS Society for sponsoring this breakfast,
and we welcome you as colleagues. Congratulations, cryptanalysts!

(22222 2 22 2 R R R R R 22 22 e s 2 A R R R R R R R R R SRR R g L]

2. MMe8Q) XKRYPTOS Society
a. KRYPTOS

The KRYPTOS membership drive is now underway. Perhaps you are asking
just what is the Kryptos Society and why should you join?

The KRYPTOS Society was founded in 1981 to promote interest in
cryptanalysis, to provide a focal point for fields of common interest
to NSA cryptanalysts, and to promote continued excellence in
professional cryptanalytic activity throughout the cryptologic
community.

KRYPTOS sponsors briefings on topics related to cryptanalysis on
both historical and specific current projects at its quarterly
meetings and at other times during the year. This year KRYPTOS and the
CACP sponsored the first annual Breakfast Affair for Newly Certified
Cryptanalysts (BANCC). It was considered to be a resounding success
and will be continued next year. Last May, KRYPTOS organized a
luncheon at the National Cryptologic Museum which incluyded a _ _
presentation by | ]on the Polish solution of the Enigma .
machine. Following the luncheon, individuals viewed the museum :
exhibits at their own pace, vastly aided by a cadre of knowledgeable .
guides. This event was also well-received and similar events are .
planned in the future. We hope to have quarterly events, in addition .
to our technical talks, throughout the year. .

fio) (3)-P.L. 86-3¢]

KRYPTOS recognizes sustained excellence in the cryptanalytic field, "’
through selection of Distinguished Members. It also sporisors an annual

.
.
.
-

9/23/2010




February 1995 TALES OF THE KRYPT Page 3 of 13
Doc ID: 6823788

literature contest and awards cash prizes. In the fall, we hold an
annual luncheon for members and guests. At this event, a highlight of
the KRYPTOS year, everyone gathers at the Officers' Club to enjoy
lunch, socializing, arid networking with new and old friends. It is
during this event that KRYPTOS collectively recognizes professional
achievement in our field. . We hope to plan additional social events
during the year. Any ideas for briefings or future events? Let one of
our Council members know.

Join us! We need your membership and your input to give voice to
the cryptanalysts in our community now and in the future. Thig is

an excellent chance for networking at all lgwels. To join, just £ill
out an application and send it and $5.00 to
I lor any of the council members 118 elow: :

.3

.

President
Secretary -
Treasurer .
Member-at-Large] .
Member-at-Large .
Member-at-Large, M

Member-at-Large FToya"WeaEIey :: .
T

lllllllllllnqulllnnllnl“llilnlllll.nllllllIlllI-II“IIlllllIll'lllllﬂll‘lll‘lllll

b. KRYPTOS Membership Application * ‘. . .
L] M -
" . * . . .
- *
#&4% KRYPTOS MEMBERSHIP APPLICATION LDUES: $5‘.90 (Annually) *+*+ ‘.
. . * R . .
MEMBERSHIP YEAR: 1995 ( ) NEW { ) RENEWAL . . *
. . . *
NAME ; . s  DATE: —o‘_:_ .
- - A
Ay
SECURE PHONE: __ * NON-SECUREY -, *
. - R e .
ORG: . BLDG: N . ¢ . .
. . L] . -
SID & HOST: . “ . . .
. ™ . .
A .
. - = . *
INTERESTED IN CHAIRING A COMMITTEE? " -—_YES « ___ _NO . * . “
. * - . -
INTERESTED IN WORKING ON A COMMITTEE? o_YES e ___NO b . .
. - . -
. . - * .
CHECK COMMITTEES OF INTEREST TO YOU: - -_ : o
. . . {b) {3)-P.L. 86-36
— CRYPTANALYTIC LITERATURE —+— MEMBERSH]P . -
.
. " - LI 4
_____ DISTINGUISHED MEMBERS w—=2. PUBLICITY. —_ JAWARD . * ‘.:'
’ d - L] - . * ’g
PROGRAMS — NEWSLETTER ——_"RETIRED MBMBERS LIS * o 8
. . [ 4 .
. - . . ‘ 3 . ¢ £ 3 3
* | 3 2 * A e ‘
. Ad v 3
. . Ad v .. M . b
c. KRYPTOS TALKS AVAILABLE ON VIDEQ o " . " ¢

.

.

. - *
'("rsq We have collected a number pf 'tapes ‘from previpls
KRYPTOS Talks, and we will be making theh available’through.the 2, %
Technical Library. If you have sqme of the old ones, pleade fqrwarg
them tof | we will update the.]lrst as«wd
receive more tapes, and encourage you to borrow them,operhapk even
arrange & brown-bag lunch arcund them, so that otherds may «gnj‘oy
LN 2 - .

-
(3

them too. e PRES .
. ¢ . .o .‘ . i :
Collection of KRYPTOS Talks Available on "i‘ape '_ .
Jan 95 trsey | L I . .
Dec 94 () The Harry Hantman Story ® .t
Jun 94 (760 . Loe
Apr 94 (%6Q) Harry Hoover Farewell Address ..
Mar 94 Q| | -t
Sep 93 ™sa} A short Tale of a Long Cycle *t.
.

+ .

(b) (3)~P.L. 86-36
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Nov
Sep
Juri
Nov

Jun

not

92
92
9z

91
91
91

dated

B i

{UNC)

Page 4 of 13

History of a Successful Diagnogisg - e e
The SUNS Shine on a

Classmate and Longshore (Technology for CA

(b) (1)
(b) (3)-50 USC 3024 (i}

(b} (3)-P.L. 86-36

in the Field)
Just the FAX
Analysis of a Computerized Code
Superenciphered Systems

Cryptography in the Vineland Map

i.il‘itii*tttiit*‘*iti.‘itiii..i.i!'tt'.lttiii‘tiii*iiiiittiii.iiiiiil‘ii'i
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3.
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(>

(Po¥Q) CALENDAR OF EVENTS

February 15

February 16

February 17

February 28

PLAN AHEAD:

March

March

March

March

March

March

March
March

April

May 1-

2

13

16

16-19

22-24

28-31

27-31
29-30,

3-7

5,

May 23-25,

June 5-9,

June

NOTE - this is a
't*iitii.iit.iiiiitlﬁitttiiiitiittitl‘l‘i.iii*ittiil.tt.‘itt't.iiiii*il'l‘l’

LELITELIIEIIIL L2 1L LI 00T 1T 000 202000000010 0110010000001000007118710111

D‘Teleccmmunications Technology Forum
1994/1995 jwareness Seminar Series Talk
"International Netwprks & Gateways® by

[ 1(0800-1500, .Ppedman

Auditorium) trrae L, .. .

IAI Talk “Russia's Winter of Discontent® by
George Kolt, NIO for Russia and Eurasia
(0930-1030, OPS2B, Room 2B4118-6; seating
limited to 60 persons, IAI members have
priority until 0925)

CLA Talk "The Political Agpects of the _J.
Gul f Er'.

T9A183, *1300)" = = = " " 7 %% jen vt * Y

*
.

KRYPTOS/CMI Social at the "Last Chance* *
(1730-1930) (POC is [ ]

CMI Talk (Friedman, 0930) .

KRYPTOS Talk - Subject to be ‘Announced
(Friedman 1300-1500)

cua/1ar LT Baltimore

Council Foreign Policy (9A135 1300)

3rd International Conference on
Telecommunication Systems Modelling and
Analysis (Nashville, Tenn.; 615-322-3694)
CISS 95, Conference on Information Sciences
and Systems; (John Hopkins University;
Baltimore, MD; (410) 516-7031)

IPCCC "95, Annual IEEE International Phoenix
Conference on Computers and Communications;
(Arizona State University; Phoenix, AZ;
602-965-7775)

CARD (GCHQ)

1995 Cryptanalysis Conference (SRC)

1995 Signals Development Symposium
(Friedman Auditorium)

ACE (CCR Princeton)
CA PQE
CA-305

MATHFEST 95

change. )

(b} (3)-P.L.

86-36

.
.
.
.
.

.
LIPS I S R I ]

.

[(b) (3)~P.L.

86-36}
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4. (Powey word from the CACP

a. This article is the second in a series reporting on follow-on activity
from the working groups of the 1994 Cryptanalysis Conference. It

would be helpful to have read the conference report before reading

this article.

Reinventing CA: A Brave New World for the Career Field
by

Lagt year's CA conference had as its central fheme the role of the
cryptanalyst in the modern, post-Cold War, post- reorg world. If you
examine the conference speeches, you can pick out scme of the issues
which led the CACP to call for a hard look at our didgipline. New
technologies, austere hiring, an apparent contradiction* :En what
outsiders and insiders considered to be cryptanalysis: these realities
seemed to be pushing the classical cryppie into the margins®@f the
cryptanalytic establishment, while the latter appeared to be becoming
synonymous with the crypto-math community in the eyes of much o} .the
Agency. R

*
The 1994 conference organizers worked under the assumption that the ca' ,
vs. CA distinction which I defined in my speech was a valid one, and ‘.
the conclusions that the "reinventing ca" working group reached seemed .
to support the perpetuation of that distinction. (For those for whom : .
this is new, I defined "ca" as what someone professionalized in .
cryptanalysis is trained to do and "CA* as what Z group does.) In its .
‘report, the working group defined CA as "the diagnosis and .
exploitation of data which is, otherwise, not obviously intelligible." .
Then it went on to carve out a little niche for the "classical® .
cryptanalyst in diagnosis and exploitation, simultaneously stressing . [(b) (3) -P.L. 86—36]
the importance of treining in related fields. This is, perhaps, not
surprising. We organizers stacked the conference with talks that « 3 ¥
showed how classically-trained cryptanalysts could be successful in .
what we termed "modern” cryptanalysis. We believed then that the wqy. . . *
forward was to create a distinct identity for ca that would nJ.acO i, »
on an equal footing with the other disciplines that yere :‘.‘nvolved- In
doing CA.

—
]

It took several months for the, cpnférence repoxgtstbd ‘come out, and even

longer for the Panel figally® to_pu rt on the agenda for
discussion. In e heantime began his term as Panel
chairman. first initiative was for the Panel to go to the

office Chiefs and Chief, Z and ask their advice on what the CACP could
do better to support the activities of their areas. These interviews
were extremely enlightening. Another important thing happened during
this period; the CA intern program looked like it was on the chopping
block. With no hiring and all those empty billets, there was a
distinct possibility that we might have to close down. Here,

Dick Ruhl came to the rescue, suggesting that Z group might benefit by
hiring computer scientists and engineers (these are, with mathematics,
the relevant critical skills for CA) and training them through the CA
intern program. There is still no hiring, but at least there is a
plan.

By November it was clear that the Panel could no longer operate
without a cogent working philosophy of the nature of cryptanalysis.

The Panel had promised the community another conference in January,

but as we wrestled with the issues confronting us, that conference
seemed ill-timed and more and more irrelevant. At long last, in early
December, the CACP held an offsite to synthesize the input we had
received from the 1994 Conference, Z-group management, and from studies
like the ‘"Future of Cryptology". The conclqsion of this day of
soul-searching was to me as clicking the ruby slippers must have been to
Dorothy: cryptanalysis is Cryptanalysis. We always had the power, but
we had to find out for ourselves.

Simple as the concept is, the implications are far-reaching. Z2-group
cryptanalysis requires the efforts of people in many sub-disciplines.
We, therefore, began to try to fashion a career field that would be
equally as relevant to newly-hired mathematiclans, computer scientists
and engineers as to those in non-technical fields. 1In the emsuing
months we have constructed new criteria for the field which attempt to
ensure that every cryptanalyst will have a thorough grounding in the
classical subjects: diagnosis, cryptography, related fields, but will
also enable him to contribute in the areas for which his academic
training has uniquely prepared him.

[) (3)-P.L. 86~36]
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While last year's conference spotlighted how the classical
cryptanalyst could move into areas of new technology, this year's
gathering will focus on how to embrace diverse technical backgrounds
to strengthen cryptanalysis. The new criteria for professionalization
in cryptanalysis are a work in progress, and will be a major topic of
the conference. Here is what they look like so far.

A number of the requirements will seem familiar on the surface. We
will still require three years of creditable experience and we will
still require a paper and a program. The omission of the PQE from
this list is not accidental:; an aspirant's grasp of essential
knowledge will be assessed in other ways. We will require work
experience in three core areas: exploitation, diagnosis and related
fields. (wWhen we say related fields we mean communications and
collection). We will also require two elective tours, to be
negotiated with the Panel execs. As an example, a mathematician might
elect tours in attack development or algorithm design; an engineer
might choose to do hardware reverse engineering or signals analysis; a
computer scientist might work on CAPRI or study computer networks; a
non-technical aspirant might delve into book-breaking or bit-stream
analysis. We're not attempting to pigeon-hole anyone here - the
mathematician could do book-breaking and the anthropology major
algorithm design, the point is rather in the explicit inclusion of

what was previously considered peripheral into our new vision of the
career field.

Training requirements will be completely revamped, and this will
necesgitate a great deal of work in course development., Again, we
envision a core of required courses and a wide choice of electives.
The core will contain some new courses on which we hope to get started
at the Conference: a related fields survey course, a "foundations of
CA* course which will survey the most significant cryptographies
extant, a new diagnosis course which I like to call "patterns of
thinking", and a "topics in math, ¢S and engineering"” course that will
highlight the ideas in those fields with the most important
implications for cryptanalysis. Some of our present required courses
will become electives. Does everyone need to know how to solve a
grille transposition? Probably not, just as we don‘t all need to
program digical signals processing (DSP) chips, yet.

The Panel is immensely excited about this new direction for the career
field, even if that excitement is tempered with apprehension about the
hard work necessary to get this new program off the ground. We hope
we can count on your help and your counsel as we take cryptanalysis
‘into the next century. ' See you at the Conference in March!

b A e e L R L LR Rl e L LT L T U O O O
b. ANNOUNCEMENTS

Treug) ] has been named as the new Executive of the
CACP, ved out"ahd began her new job in Z409. Her new
phone n T 1 w-ii you .nged fq get in toudh *with sher

.
.....'.'."--..._.
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5. TECHNICAL HEALTH

a. TRSQ) " It Was the SAWUNEH of 94 " hyl

Ira-(g) (q)

R R R R I T DR LS S Ll
Well another spring and summer has past and we in have s I T LB L

it come and go with the completion of SAWUNEH94. SAWUNEHY94, Summer

Analytical Workshop Up North EH!, has resulted in some good work, very useful

programs, some new experiences and a summer program that will hopefully

continue on an annual basis for years to come. s h s s e s wsas
workshops started back in 1991 when it was decided , w n = * """

that one way for CSE to contribute to the c t effort shduld be to A - ®

host workshops that would help focus athematicians op, s " " .

specific problems and would benefit from invited cqmpunity Visitors fram_ .* "

NSA and GCHQ. . .

9€£-98

-
Y

..
has hosted its fourth, SAWUNEH with a very

different twist. The wo: Op started on May 16th "and finished on
Friday, July llth. This year, it was [:E______:ffirst time to IEEEF .
members of academia to participate in the workshop. a e an el (b)(6)

well it's 1994 and

[(b) (3)-P.L. 86-36]
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University. Being a bit of a skeptic on how well these academics would
perform in our workshop, I really had my doubts that these fellows
could stay focused and interested on our workshop problems for eight
weeks. Boy, was I surprised! Given the brief introduction to
cryptanalysis and cryptomathematics, they still managed to keep a high
interest and tremendous amounts of energy to do some outstanding work
in the workshop. I tip my hat to them.

The three main topic

-
J,Due to the choice o "-... .
problems and operational requirements, we unfortunafely” Had moe » . . e, L
representation from GCHQ, but we received a strong con- tin ent f e LS
NSA. Our N H . b) (1
(b) (1)
. (b) (3)-P.L. 86-36

7 ANTy

The topic coordinators for SAWUNEHI4 were; | for . .

Deing a topic coordinator was not an easy task. Not * « L .
e thesd beople .in,vqued in doing crypt research on their ., . LIRS
specific subject, but they were "also respopsible to put the problem e et
together. This implied collating all the preliminAry infermation such e : 2 :
as finding papers, software, and data, and then identifying areas” &hd * » ., LI

strategies of research on their pertinent problem. Of course, BRI IR N

throughout the workshop, they were keeping the momentum of the research (b) (3)-P.L. 86-36
going and seeing things through, chairing regular brainstorming

sessions, and, finally, helping in the wrapup of the workshop by hd
writing up a technical report outlining the work performed, results .
achieved, and new directions of research identified. . A

The first official week of SAWUNEH94, which I called "Homecoming .
Week, " consisted of the topic coordinators introducing the problems to .
be researched and outlining some avenues of investigation. 1In e
addition, the invited academics were initiated to cryptanalysis and .
cryptomathematics, a very grueling exercise for them. But they took it .
in stride and with a smile on their faces. . -

Meanwhile, the logistics to set up camputer accounts, provide o
desks and chairs and all the accompanying paraphernalia for ¢ o
working in an office, was interesting to say the least. Because of the‘ AR
presence of the academics, special ¢ uter securi T
implemented. For the workshop,

The next big headache was setting up accounts so all visitors
could sign on easily and have everything set up accordingly, e.g.
have good .login and .cshrc files. Thanks to some very computer-wise
cryptomathematicians, we were able to set up our visitors so they could
log on, send e-mail and do the various EDP tagks as painlessly as
possible. It was slow going, but eventually, everything sorted itself
out and everyone could get some work done.

Finally, the problem of where to sit all the visitors including the
academics was great fun to solve. It was the classic case of musical
chairs. For this, a debt of gratitude goes out to the folks who
sacrificed their desk to accommo- date the special seating arrangements
for the workshop. Special care in deciding where to sit people was
needed because we wanted to integrate the academics amongst our
mathematicians and our NSA visitors so that everyone could benefit from .

(b) (3)-P.L. 86—36|

.
.
.
.
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others®' experience and knowledge and just simply get to know each
other.

Even with moving some people around, we wouldn't be able to
accommodate all of the visitors with a desk. So we needed extra
office space. A fortuitous situation happened when another office
needed to move. When they moved, we simply became squatters and
managed to get that room where we could sit four people. A coup d'etat
I say! This room became the room during the day and
the academics' room after hours ich enal them, to have a place to
continue working on their problems on weekends and suéh. . Being from
outside Ottawa, they would often stay late to continue working on some
idea or, towards the end of the workshop, finish writing up their ,

reports. . e, .
.
-
L]

Once all the bugs were worked out at the start of the e,
work began. And what excellent serious work indeed. On the fel
problem, we had three academics and our topic coordinator -an L

WOTKiNg wi e, .
NsA crypto-linguist { | an Nea crvoraaives o ] et

st IT-._ Together thev] I_I

we had one academic working the

1rd- () ()

9¢£-98

The results of SAWUNEHS4 are that we have produced a good . .
1. some interesting bypotheses on M L L R N R

. From all this work, ’ .
Té written which have been published and distributed to ¢
NSA dnd GCHQ. .

We i have found SAWUNEH94 to be a success, even more 80 .
with the participation of the academics. It was a first experiment .
that has provided great dividends. A pat on the back for our *
mathematicians for a job well done is in order. And many thanks for *
our NSA visitors whose ingights and experience made this SAWUNEH *
great., ¢

It's now January 1995 and Spring is not too far., Guess what, .
SAWUNEH95 is coming soon. The dates for SAWUNEH95 will be M
15th to July 14th. The overall workshop coordinator is
=1 & 1ist of topics has been sent out to NSA.and GCHG for
comments. And if you are one of the few who can come to Ottawa and
attend SAWUNEH95, we're looking forward to meeting and working with
you.

b. (MO8 Signals Development Conference
1995 Signals Development Symposium

This year's Signals Development Symposium will be held in the
Friedman Auditorium from Monday, 3 April through Friday 7, April.
The motto for this year's symposium is "Meeting the Challenge", and it
will give us an opportunity to review current efforts to analyze and
exploit modern communicatione. Efforts and achievements in the
analysis of waveform and bit-level signals will be presented, as well
as analytic concepts, s8ys s and tools; a number of demonstrations are
planned. Hany"ﬁu‘nd Second Party activities will be
represented, raining wi be, discussed.

~

Symposium sesgions on digital mult:plexers data networks, HF
communications developments, cellular commuhi-cgtmns. technology
issues and software tools are being planned and bvhers may be
organized. ‘e,

»
This year's Symposium is co-sponsored by Z1, W9S and G2. .,

Arrangements for the conference are being handled by 2z15. Please e, .
send name of presenter, title and short abstract (~100 words) to e,

by, February 10, 1995. NOTE: Presentations are limited toa® " » » .'%».,
Classification level of TOP SECRET CODEWORD. Attendance at the’

symposium is open to all cl_e_gm_p_ezs_qgfel. The point of contact is [(b) (3)-F.L. 86_36'

L AE ARSI RS R R R R RN R 2R P SRR NSRS SRS SRR AR 22 L ] *

LHLILTETIELTTLL0 0000000700 87000000000000007280800871000708010811107181807174 '
.

.
.
.

.
.
.
.
.
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6. COMMUNITY SERVICE k © J(b) (3)-P.L. 86-36]

a. (u) lgorithm and Its Inyeptom = » * * * * = ° °

(b) (1)
k= s s 2 v w 2| (b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

mmis planning to publish a paper entitled rSome Things . _ . ... ... .
I Did in Thirty Years at CCR" (and "a"Few I Did Befora)™.' "ali 66-36
cryptanalysts are encouraged to read this paper when it appears, and to (b) (3)-P.L.
learn more about this creative member of our profession. (b) (6)

b.' (U} Center for Cryptologic History Announcement
Dr. David Kahn has joined the CCH as its 1995 SCholar-in—.Residence.

Dr. Kahn has not been cleared and will be undertaking a number of
unclassified projects for the CCH. 1In addition, he will give
occasional presentations to special seminars and to NCS classes.

David Kahn .
* as a teenager, became interested in cryptology
* A.B., Bucknell Univeraity
* Ph.D. in history, Oxford University

* In 1965, published _The Codebreakers_, the first (and most)
comprehensive study of how cryptology has affected the course of history

* published _Hitler's Spies_ in 1978

* published _Kahn on Codes_ in 1984

* published _Seizing the ENIGMA_ in 1991

* author of many journal, magazine, and newspaper articles

*

has taught at Yale & Columbia Universities
* is a senior editor at the Long Island daily _Newsday

i‘i*t'iiliii**ii!‘iitiiti.tti*.i.iiiii.t.t'ti'tti-tiiit'ii"'.i*i.li.i‘i.**.

c. (U) February is Math Certification Seminar Month

The math panel will be holding two seminars in February for
individuals who are interested in becoming certified as
Mathematician. The Chaixrman of the Math Career Panel, I l
will start the session, and the Exec will present an overview of the  « .
certification process; copies of the certification criteria document .
will be available. Members of the the math panel will explain what they ' .
look for when they evaluate a package of papers submitted by an .
aspirant, and also describe what an individual ‘s supervisor can do to ' (b)(3)—P L. 86-36
facilitate the process. The remainder of the time will be available for —
questions and answers. Details about the two seminars are contained in *
the following two Calendar Appointments (drag-droppable onto Calendar *
Managers) . .

** Calendar Appointment ** .
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Date:
start:
End:
what

2/21/95

10:00 am

12:00 pm

Math Certification Seminar
Ops 1 - Rm. 2C086

** Calendar Appointment **

Date:
start:
End:
vhat:

LA AT XY

2/24/95

10:00 am

12:00 pm

Math Certification Seminar
S - Rm. C2A57

(DDI Conf. Rm.)

i.i.i.ii.t...iii.iitlll’it..ili'.i.'...

L Y S L e D)
///’//////I’/////r’/////I‘//////’//I‘///f//////ii///////////////////////////

...... ’s

7. Puzzles and Problems

a. . (U)
A. TWINKLE
B. POPULAR
C. UNKEMPT
D. SMOLDER
E. ETERNAL
F. RHOMBUS
G. BETRAYS

Solution to January KRYPTOS puzzle:

"The Light Fantasgtic" E::_l

OUTLIER

H. +o

I. CHIMERA |RHOMBUS s s E| e,

J. CORONET o U R UNEREMPT|

K. BRACKEN | BETRAYS E 0 E|

L. SKEPTIC 0O L C POPULAR |

M. ROBOTIC | TWINKLE T D N|
| T BE E CHIMERA | .
|coRONET ¢ R 1] .
F e ———————— + . *

UNCLUED WORD: SUSPECT

b. (req

November PROBLEM OF THE MONTH by |

™) The November problem invol i d
*

Solution to last problem:

.
.

* .
- ¢ hd
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;4 »
o L L T Ty Emmmaoy == A==z .
. .
L1 o F oE,E 3B RN
c. {(Peey February PROBLEM OF THE MONTH by | L] .
& »
(e [ = ] )
I Find as e
many signiflicant observations as you can, dnd describe a model that .*
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) (o) (3)-P.L. 86-36]

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)~-P.L. 86-36
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will explain as manf features as possible.

model to

Please e-mail your best
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LITERARY/HISTORICAL TIDBIT

.
A B

(b)(3)-P L. 86-36

(b) (1)

(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

.
-
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(b) (1)
(b) (3)=50 USC 3024 (i)
(b) (3)-P.L. 86-36
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9. ACTION LINE

(U) OQuestion: Why aren't the vote totals of the Kryptos election '
publicized?

Answer: The simple answer is that, to my knowledge, nobody ever

. considered doing it. I brought the question before the Kryptos Council
which formally decided not to publish election results. Election votes
are counted independently by three Council members. The Kryptos
Council felt that this process was sufficient to guarantee accuracy and
to protect against irregularities. We are very appreciative of those
willing to step forward as candidates for positions on the Kryptos
Council. Publishing the results could embarrass some of those people
while, in our minds, providing no substantive benefit. Perhaps this
position seems "undemocratic® and, if there is a ground swell of
opinion of Kryptos members against it, we will reconsider. But for now
we will continue to publish only the names of the winners.

Kryptos President . ©) (3)-P.L. 86—36]
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10. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you
would like to have considered for inclusion in future issues, please
submit it to any member of the editorial board or any of our office
POCs. .

PLEASE paragraph classify each item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items - in
fact, you may mail them in hardcopy form to any member of the editorial
board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

IFH#i'##'lII#!'!D#G'I#“!I#llliiliiiiiiiifﬂliﬂ###ﬂ#illliiiillli##ill#i#i##
NOTE: We MUST receive any submissions for the March issue by 23 Feb.
GI'llﬁﬁlﬂI#ilIlﬂ#*llﬂ#'#lliIIIII##ﬁ#ﬂ###IGiii##Gl##i#ill#ﬁliiii###i'*#lli

EDITORIAL BOARD

Jack Ingram, Cryptologic History Museum ..
{NCS ‘ ..
* oA, .
"-. »
OFFICE Reps ., ..
. "-... ‘.
L .
-..... ~.
* ox 3

"
AL .
-
"o

Return to Kryptos Home Page .

NSA Home Page .

DERIVED FROM: NSALTSSM 123-2 .
DECLASSIFY ON

DATED 3 Sep 1991
: SOURCE MARNI) "OADRY
DATE OF SOLRCE: 3 $29 1891 .
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1. TrSQ) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of Nicholas Howard, Head

of H at’GCHQ:
THE CHANGING CHALLENGE OF CRYPTANALYSIS

(U) I am very honored to be the first non-American to be invited
to write a lead article for this distinguished publication, which
has already established itself as a valuable means whereby the various R .
elements of the crypt community can keep in touch and share ideas. *

. -

- M L.

™ For as long as I can remember there have been Jeremiahs_, *
wanderlng around the halls of the cryptologic Agencies loadqd_W1th -
doom and gloom: cryptanalysis has had its day, in five, yehrs time v
nothing worthwhile will be readable and the youngsters ought to leave
and seek another job while the going's still 9005 To which I, after .
35 years experience both as a working cgypﬂanalyst and as a
cryptologic manager, say boldly: 'RpBBISH" How do I dare say that? = *«
Why - the evidence is all around-us by common consent 1994 was the ..
best year for UKUSA crypanalysls for a very long time, possibly even .
since wWorld War II, with significant advances on all the fronts thar:'

matter: [ .
.

and I can say with pride that the UK made important

'GUHETTBUET!ns to all of them.

}Ei\;n our business two things can be said with ceftainty:

The target will continue to get bigger - and more difficult;

The ability of UKUSA cryptanalysts to deal w1th enough of it
to keep us in business will continue.

{(b) (3)-P.L. 86-36
FOIA Case # 61704.F

Approved for Release by NSA on 09-28-2023,
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TTSG-). But to do this means that we have to keep up with change,
and adapt to new circumstances. One of the biggest challenges in
the last few years has been the growth in |

(b) (1}
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

¥ But in my view | ] .

l, and indeed I myself have devoted . ¢

most of my career to it, as I lack the high-powered mathematical . .

abilities needed for and the advanced . .
programming skills needed ror ﬁ — " } so it is with ..
great joy that I see! !once again returning to center stage. -

What are the consequences for us of this shift towards more + o R .
Above all, we need a very special kind of analyst, one with o . T, .
ree eyes, Which gt_and for Inspiration, Intuition and Imagination. R o

Formal qualifications "are mof .2 prerequisite for these attributes, but S e 4
even so0 such analysts are harder te €ingd than professional ..
mathematicians or programmers, and indeed arb® ‘rarey on the ground in
general! They also need a working medium where they can exchapqe
ideas, hypotheses etc. without risk that anyone will denounce theh "as . ..
silly (I hesitate to think how many silly ideas have turned out to be
right!). For this reason the close UKUSA cooperation in crypt, which

has stood us all in such good stead over the last 50 years and more, (b) (3)-P.L.

86-36

becomes ever more important still; analysts at each Agency can bounce

ideas off each other, and the friendly cooperation (which at times, gap . « * »2
almost look like rivalry) between us ensures t! we take edch 'o;:h.er's o« .
ideas seriously. Intractable though the old roblems. gefierally .
were, the spirit of co-operation between
none, as many old hands in both will read: y testify. R

W), 2 key element in the UKUSA crypt cooperation is the integree R
exchange program. Someone - it may well have been Winston Churchill - .
once said that the British and the Americans were two nations divided .
by a common language; but the differences between us (which of course .
exist between any pair of natiomns, even the English and the Scots who
have been politically united for nearly 300 years) are not fully .
appreciated until one has had the chance to live and work in the other
country and make the most of the best aspects of both. For this reason .
both of our Agencies see the integree exchange program as so important.’
an element in securing the future health of the relationship that it ,
has always been policy at both Agencies (all Agencies, I should say,*

‘because CSE and DSD have long participated in the integree exchange

program, and this year sees GCHQ's first integree from GCSB (Gov.ernment

Communicat;ions Security Bureau in New Zealand) only to exchangs
4

-

&

9/23/2010




March 1995 TALES OF THE KRYPT Page 3 of 10
Doc ID: 6823789

enalysts with proven track records as integrees. For myself, I
unquestionably dj he best work of my entire career dur:.ng my three
years at NSA (inﬁ of course!) in 1967-70.

(U) So may I end by 1nv1t1n§ you.a.'ll to think hard about putting
your name forward for consideration as an :m’tegree- 1t'11 be the best
investment you ever made for your future, and for the *ftiture, Qf our
profession. trea,, .

/////////////////////////////////////////////////////////////////////////
' (b)(3)-P.L. 86-36

2. KRYPTOS SOCIETY . . e
«v " . o™
(U) 1In conjunction with CMI, KRYPTOS sponsored a Mardi Gras pant " o %
celebration, at the Last Chance Saloon in Columbia, on 28 ,Februdry. . ‘L
Over 80 people attended and thoroughly enjoyed wingltng and munching! st Lt
There were plenty of hors d'oeurves and-lid\ud refreshments, and a P
great time was had by all! _ Put *MArdi Gras on your calendars for next .t * .
year too, and we'll see "about doing it again! Special thanks to . .t
| and her commjittee: [ I
///////////////////////////'///////////////////////////////////////////_///
3. TTe¥e+ CALENDAR OF EVENTS
March 3 CLA Talk: "Islamic Encéunters with
Modernity: The Social Dimensions of Islam
in Comtempory Indonesia” (9A135 1300)
March 9 CMI Talk: "Quantum Computing: How to do
Exponential Work in Linear Time and Space®
(Friedman, 0930)
March 13 .+ *" _KRYPTOS Talk - "Examples of CA Support to
[ o) (3)-p.1. 86-36] ~TrYTeTmIT—TIUT) ..
~ *
March 14 * Tech Track and the application Process - *
‘e . Panel of Z TTRP Chairs/Reps () (L)
.. (9135, 1300-1500) (b) (3)-F.L. 86-36
- . Ad B
March 14 ¢ j e and Engineering Society Talk - L’ *
ADO DEFSMAC, addressing DEFSMAC' s .
role and mszLOn‘ including their role in__.
March 15 G21 'i‘eleco_munications Technology Forum
March 16 : GNI Day Sponsored by K06 - Demos and
‘ Briefings from Across the Agency -
) (R&E Symposium Center, 0815-1530)
March 16 CLA/IAI Talk: ®Cont rary American
Foreign Policy", m
Balt. Council Forelgn Policy (9JA +1390)
March 16-19 3rd International Conference on T, .
Telecommunication Systems Modelling and *
Analysis (Nashville, Tenn.; (615) 322-3694 (b) {6)
March 22 o Talk on "Mathematigs.Educatdion- Refoxps* * " = " " " " °
' [ ] bartmoutn (Fricdnan, 0500)
March 22-24 CISS ‘95, Conference on Information Sciences

and Systems; (John Hopkins University;
Baltimore, MD; (410 516~7031)

March 27-31 CARD (GCHQ)
(b)(3)-P.L. 86-36
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March 28-31 IPCCC '95, Annual IEEE International Phoenix
Conference on Computers and Communications;
(Arizona State University; Phoenix, AZ;
602-965-7775)

March 29-30 1995 Cryptanalysis Conference (SRC)
PLAN AHEAD -

April 3-7 1995 Signals Development Symposium
(Friedman Auditorium)

May 1-5 . ACE (CCR brinceton)

May 3 CLA Speaker "Language Policies in the
United States®" (OPS2B 4118, #6, 1300)

May 23-25 ‘ CA PQE

June 1 CMI Banquet (BBC, 1830-2300)

June 1 . MATHFEST 95

June 5-9 CA-305

L1111070020770070007008107077001077787710707000277071077017741777177711471777

4. CACP NEWS

a. H'OLLQLChanges : e N

r J has been named a Member of the CACP.

r Jeas-rw}ﬂc?d- °Pllllllllllll.ll-ll
the Technical Paper hvaiuation Boara.
will replace| ] ..
€ Technical Paper Evdlhdtioh "Bdatd. i e e b DR L LR R Y

b. (PeQ) CA Conference Update

9€-98 "1 d-(eN]

"Invitations have been sent out for the 1995 CA Conference: CA 2000C.

The conference will focus on the development of the new certification
requirements for a professional cryptanalyst. Individuals who did not
receive an invitation but who would like to express their thoughts or
concerns regarding the new certification requirements should speak with
a Panel member before the conference.

1117071771770 7707071777718107777107778770771772777001712187171717117717111¢111117
5. TECHNICAL HEALTH
a. (POSQ) CRYPTOLOGIC QUARTERLY NEEDS ARTICLES!

(Pev®) Cryptologic Quarterly is looking for a few, actually many,
good articles. If you have recently written a paper or report (other
than SIGINT product) on a cryptologic topie, whether it be a
professionalization paper, a technical report, paper for an NCS class,
or anything else you think might be of interest to the cryptologic work
force, please get in touch with us. Articles written just for the
Quarterly are, of course, always sought. To give you an idea of the
kinds of contributions we're looking for, here's what our editorial
policy, as stated on the CQ's title page, says:

"The goal of Cryptologic Quarterly is to educate the work force

in both the narrow technical elements of the cryptologic

effort and the broad issues that affect that effort. Articles

for Cryptologic Quarterly may be written on any theoretical,

doctrinal, operational, managerial, or historical aspect of

cryptology. The criterion for publication is whether or .
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not the article is of sufficient substance and interest to
make a genuine contribution to cryptologic literature.*

Te™ceed And to give you an idea of the various subjects CQ
authors write about, here are the articles that appeared in the Fall
1994 issue:

Old BOURBON--1947: The Third Year of Allied Collaborative
COMINT Effort against the Soviet Union (8-€€6}

(b) (1)

The Collection Challenges Represented by th§ a = s« n s s](b)(3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

LI L B O L I O I A Y
.« *

The Cryptographic Mathematics of Enigma (U) PR *

ProjeCt:—.—_:].(t-J)..-.....--....-.--.-.-------..--.-(b)(3)—P.L. 86-36

Signaling System No. 7: And What about Analysis (U) .

Code Acquisition by Binary Autodirective Search (U) .

ffose) If vou have soﬁething you've already written and think ic,
might be a candidate for publication in Cryptologic Quarterly, or if"

you have any questions about writing such an arti

Barry Carleen, Executive Editor, atl I
*RQUQ) The Quarterly is NSA's professional journal, and it needs

contributions from professionals if it is to accomplish its goals.

We know you potential authors are out there--and we would like to hear

from you.

///////////////////////////////////////////////////////////////////////

6. COMMUNITY SERVICE

a. (FosqQ)

tiiiitiiiiii*ii*ii*iii*iiiiititiiliiiiiiiiiii-ti.tiii*iii*iiii*iiiii*

*
* ok ) LI
* o A LOOK AT THE MATHEMATICS EDUCATION REFORM EFFORT: . x
LI L
. W WHAT IS GOING ON? . ox
L LA
- I'—b:'r—'r—n———l'“ (b) (6)
o rtmouth College - * o
L 4 L
* o* 9:00 a.m., Wednesday, 22 March 1994 *ox
* o Friedman Auditorium *ox
* * ' ' * *
* o This Talk Is Unclassified * o*
* LA
ttiiiiiiiiii*iiiiiiiiii**iiiiiiiiiiﬁiiiiiiiiiittii*iitiiiitiittttt*iii

Throughout the 80s national attention has been drawn to perceived
problems with mathematics education in the US. NCTM has responded with
its "Standards®, the Counc¢il of Govermors under George Bush set goals
for improvement by the year 2000, and calculus reform efforts have
extended the effort into the colleges and universities.’

What, in fact, are the problems? Are they real? what changes are
actually taking place in the colleges and universities? .Apart from
changes in the way mathematics is being taught, what does the reform
effort actually have to say about mathematics itself? what, in short,
is the "beef"?

The talk will survey some of the background and will report on what
mathematics departments are doing. It will contain specific examples

9/23/2010
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drawn from some of the reform efforts of departments.

e n-n 0o n s sl (b)(6)

I _Fis tHe" ibelfate’ pasdt” président of the
Mathematical Association of America and a leading proponent of
mathematics education reform. His presentation should be of interest
to anyone who uses mathematics or has a student in a math course.

For more information, contact:
B e

»
-
itititiitiiitiitttitiiiiitiiititttiiltiit*ii*iitiiitiii**ii‘ﬁl‘ttt**ititi
- -

b. Teweee) COMMUNICATIONS RESEARCH E-MAIL e,

What is it and WFZMJET?
(Submitted by e,

* = -
"t eay o, .

L L]

CRE is basically an E-mail bulletin board which connects people all” ™ * » = - I
over the Agency who have an interest in communications research or Pb) {3)-P.L. 86—36J
related topics. There are often queries regarding telecommunications .
in general or about uses by a specific target. You can ask questions,
provide answers, or simply absorb information. This 'topic' is not B
available via Enlighten because not all of the interested parties have .
access to that forum. Participation is open to all TS/SI cleared GREEN .
BADGE (NSA) AND GOLD BADGE (U.S. Military and 2nd Party) analysts (i.e., R
not BLACK BADGE contractors or consultants). ¢

To register for the CRE, send E-mail to the moderato :I

- Your NAME, Organization, building/room *, secure phone

(* personnel outside CONUS give "site” vice "building/room”)
- Your E-mail address as SID@NSA
- Your BADGE Color {GREEN or GOLD, not BLACK)

If not GREEN, also give nationality

Include:

That's it. The moderator will add you to the CRE distribution
list and you will begin to receive CRE-mail. Soon thereafter the
moderator will send you a copy of the guidelines and a recap of recent.
messages. : .

Submissions may be on any WORK-RELATED subject pertaining to
Communications Research. Each message need not appeal to all
participants.

The format of CRE is informal. There is a moderator but he
does not filter submissions. Whatever you send to the CRE is
automatically sent verbatim to ALL CRE subscribers, though you may of
course respond to someone's query directly without sending your
response arn something!

Try it. You might like it!

contact[" l.

If you have questions
I l..............'.......................'.'-b3P.L.8&36

Vet de ke R R R A AR AR R AR R R AR AR R AR AN E R R R R R R AR AR AR R R R R R R

c. (U) ARCHIVAL EXHIBITS

On Exhibit in the NSA Records
Center

1. Shootdown of Admiral Yamamoto

2. Native American Code Talkers - Available for display. The National
Cryptologic Museum has been given a
copy of this exhibit which it intends

' to keep on permanent display. Future
displays of this exhibit will be
outside the Friedman Auditorium in
April for a special ceremony honoring
Choctaw and Comanche code talkers. )

3. Capture of U-505 - Nimitz Library,- U.S. Naval Academy

4. Deception at D-Day - National Defense University,

b)(3)-P.L. 86-36

19/23/2010
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Washington D.C.
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7. (W) PUZZLE (Send your solution to our Puzzle Editor, [:::;::::::l
and we will publish the names of all those who solved this éne. .
L2

s

B-Gone! l(b)(3)—P.L. 86—36]

In this puzzle the letters A-Z are assigned the values 1-26 in that
order, and are placed in the 5x5 diagram below. The number in a cell
has nothing to do with the letter which belongs in that cell, but
rather is the sum of the values in the cells immediately adjacent
horizontally and vertically. .

Example: 48 is the sum of T(20), H{(8), P(16) and D(4).

D e a4
| 8] |
([
L St 3
[ R S
[ 1 e8] |
L s et 3
| o] |
([ N
s St 3

In this puzzle, the letter "B" has been omitted, and the letter "O"
has been placed in the center cell for you. Wwhen the diagram is
completed, no two letters that are consecutive in the alphabet will be
in the same column, row or diagonal with one other. For the purposes
of this puzzle, the letters Z and A are considered to be consecutive,
as are A and C (since "B" is omitted).

= o= - == o +
| [ | | | |
| 37| s3] 42 33| 23|
tm————— Fmm——— tomm———- tm———— fm———— +
| | | | | |
| 29] 61] 63| 62| 25|
bm————— tmm——— m————— o fo———— +
| | o | | |
| 41| 60| 54| 61| 41|
teom—e- Fomm—— 4= - fmm——— +
| | | | | |
| 44| 317 87 53] 54
Fm———— tom———— - tmm——— m———— +
I I | | ] |
| 16/ 6s] 29| 59| 23]

F1117777777007187777077077107107777777707777777777771077717771717717777771717177

8. TIDBITS (Compiled by | ] b)(3)-P.L. 86-36

a. (U) Dedication of the William F. and Elizebeth S. Friedman Auditorium

On 27 October 1994, the "Friedman® Auditorium was in fact
rededicated, this time to reflect the fact that many consider Elizebeth
Friedman to have been fully equal in talent and accomplishments to her
better-known husband.

partners for Life - At Home and At Work

In 1623 Sir Francis Bacon created his "biliteral alphsabet®,
which used only combinations of the letters "a" and "b" to represent
the entire alphabet. In his table, "aaaaa® stood for "A", "aaaab" for
*"B", "aaaba" for *"C", etc. He suggested it could be hidden in ordinary
text by using two different typefaces. William and Elizebeth Friedman
represent a "biliteral" approach to the study of the art and science of
cryptology. They met at Riverbank Laboratories, in Geneva, Illinois,

near Chicago. (This was the creation of the eccentric millionaire A 3-§L Y

9/23/2010
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George Fabyan, who enlisted people to explore a variety of subjects in
his laboratories, from plant genetics to cryptology. Elizebeth was
hired to help prove that Sir Francis Bacon wrote Shakespeare's plays
and sonnets.)

After spending the winter of 1916-17 studying everything they
could find on secret writings (American sources included a couple of
short works by military men, and two articles and a story by Edgar
Allen Poe), William and Elizebeth decided to marry and spend their
private, as well as their professional, lives together.

This combination of a genetics major and an English major
provided the basis for the science of modern American cryptology.
Until the creation of the Army's Cipher Bureau in 1917, the team at
Riverbank was the only organization in the country capable of solving
secret messages. After 1917 the Friedmans stayed involved in the
training of Army officers until William joined the Army and spent time
in France studying German code books with the American Expeditionary
Force. Early in 1921 the two were offered six-month trial employment
as civilian "code experts® for the Army in Washington, D.C.

While William was solving the Hebern machine and other ciphers
for the War Department, Elizebeth was on loan as a "special agent®" to
the Customs Department from the Department of Justice. During a three-
year period, she and her assistants solved 12,000 encoded and
enciphered radio messages from rumrunners seeking to circumvent the
Prohibition Act. In 1934, due to her testimony from decrypted
telegraph messages, a major diplomatic incident between Canada and the
U.S. was resolved. (A Canadian-flagged schooner had been chased down
and sunk by the Coast Guard when suspected of illegal activities. The
owner actually proved to be involved in a New York smuggling ring.) In
1937 Elizebeth was asked by the Canadian govermnment to testify against
opium dealers working in the Vancouver area. (She had solved their
complicated code without knowing Chinese.)

i During World war II, while William was busy trying to solve the .
Red and Purple Japanese cipher machines, Elizebeth was also busy
supporting the U.S. war effort. She devised a code system for the
Office of Strategic Services (0SS), and solved cipher messages sent by
German spies in Allied lands. 1In 1944 she helped solve the Doll Woman
case, where an antique doll dealer in New York was spying for the
Japanese. (A letter containing coded information was a source of
suspicion.)

After the war William was a cryptanalyst for the predecessor
agencies and, finally, the present National Security Agency. Elizebeth
worked as a consultant for the International Monetary Fund, setting up
a secure communications system.

Both Friedmans returned to the project which had initially
brought them together - the Shakespeare problem. Their book, *®"The
Shakespearean Ciphers Examined", is considered the definitive work on
the subject, disproving all claims that Bacon wrote the plays.

(Information for this article was. extracted from notes used in the
rededication of the Friedman Auditorium to the Elizebeth and William
Friedman Auditorium, and The Friedman Legacy: A Tribute to William
and Elizebeth Friedman, Sources in Cryptologic History Number 3.)

b. (U) Callimahos Flutes Shown at Mid-Atlantic Flute Fair )
On Sunday, 26 February, at the Holiday Inn in College Park, the
Mid-Atlantic Flute Fair was the venue for the display of several items
belonging to or pertaining to Lambros Callimahos, reknowned guru of
cryptanalysis, cryptologist and flautist. Andrew Callimahos, son of
Lambros, and a flautist in his own right, and Helen Callimahos Hurry,
wife of Lambros, were both there to talk to interested persons. Andrew
recalled wanting to learn to play an instrument when he was nine, and
being steered away from double-bass to flute by his father. Helen
recalled several events in the life of Lambros. Lambros was born in
Egypt of a Greek newspaper editor and a schoolteacher, and moved to New
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York when a young boy. He became involved in the Boy Scouts and played
fife in the Boy Scout band when he was sixteen. He -realized the
potential of the instrument and went on to play the first ever all
flute concert in Carnegie Hall. The specially-designed flute with
which he played was later stolen. The company which designed it,
however, got a call nine years later from a pawn shop in New York,
describing an unusual flute (it has several extra keys) which they
recognized as the one they had designed for Lambros! At twenty-six he
was the youngest flute instructor in Salzburg, Austria.

Through the Army, during the war, he entered the field of
cryptology, and he and his wife were good friends of the Friedmans.
Helen now lives in New Jersey in the small town where both she and
Lambros were raised. She keeps active as a docent for the
Victorian-style Centennial House across the street from her home.

i*ttiltt*itiiiiiiiil'iii‘iiitttit*titi*iiiii*tititiii**iti*ii.t*tt'***'*t*i*.

9. ACTION LINE

It appears as if everyone is happy, and totally informed about
everything, as we have had no questions submitted recently! A reminder
that we will, if requested, keep the name of the questioner anonymous .

/////////////////////////////////////////////////////////////////////////
10. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you
would like to have considered for inclusion in future issues, please
submit it to any member of the editorial board or any of our office
POCs.

PLEASE paragraph classify each item submitted, and USE ASCIT FORMAT !

A reminder that anonymity may be requested for Action Line items - in
fact, you may mail them in hardcopy form to any member of the editorial
board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to
help us, however. Perhaps you would like to work on one of the topics
in this issue, or perhaps there is another topic which you think should
be included in future issues. Either way, we would like your input,
and help, so give one of us a call. The more people who divide up the
work, the less burden on any one person.

###########lﬂ##ﬂl##*########################i##ﬂ#l#####S#i?###l##i#######
NOTE: We MUST receive any submissions for the April issue by 24 March.
ﬂ####&#####l#ﬁl#######ﬂ#########################*ll#####ﬂ################

EDITORIAL BOARD

JACK_Ingram, Cryptologlc History Museum ..,

| | Ncs ‘.
ll---...._..._.... b

OFFICE Reps ' I T R T R
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1. (M8Q) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of[::::::::::1 Chief 24.

Our Future -- Penetrating Secure, Pervasive Cryptography o) (3)-P.L. 86-36}

{®8C) Cryptography, which was a national security and military
technology, is rapidly becoming a dual-use technology. As Tom Lessard
pointed out in the first of this series, secure cryptography is likely

to permeate the environment we see ip the future. Manv of the [ ‘l‘

.
.

.
] The common carriers are starting to encrypt
signals as telephone'dialing, ‘cellular phones and much more. ) (1)
INFOSEC, formerly a national security requirement, has become a (b) (3)-50 USC 3024 (i)
commercial requirement. Law firms would use the Internet if they (b) (3)-P.L. 86-36

thought their e-mails about their clients' cases would be safe from
prying eyes. I would use the Internet to purchase goods if I thought
my credit card number would be safe from theft. Networking and on-line
computer records have provided alluring targets for a new breed of
criminal. Cryptography is a means of protecting the privacy, integrity
and authenticity of data on a network. The cryptographic algorithms
used are likely to be well-thought-out. Fortunately for us, as

Approved for Release by NSA on 09-28-2023, FOIA Case # {61704

e [T L 8639 gn3/0010
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cryptanalysts (and less fortunately for us as users of the electronic
highway and purchasers of security software), the total cryptographic
system, including key management, distribution, training, etc. is much less
likely to have been given the same degree of care. Anyone who has

dealt with cr en community such as i
knows that they are the peers of our ‘~..
‘ Very manner except one: they do not’ hdve'dur eéxpériende i " "t

looking at the wonderful variety of targets we have faced and have not (0) (6}
.seen the subtle mistakes these adversaries have made.

Keys to our Future -- People and Teamwork and Learning

TTre6s Continuing to succeed against this formidable challenge will mean
we must leverage every advantage we have. The keys to our future are
people, teamwork, learning and planning. We must foster excellence in
our people and ensure they have the opportunities to develop the skills
needed to succeed in attacking this cryptography. Team work is
essential, not only within the CA community, but within NSA, with
industry, other government agencies and our forelgn partners. We must
do a much better job of planning. We need to adopt a more business-
like outlook. We must know where our "profit* comes from, where our
weaknesses and strengths are. We then need to plan to penetrate the
technologies or targets that are most likely to satisfy our
requirements.

Technical Excellence, Team Work and Strategic Alliances

{rs6) We must maintain our technical excellence, but maintaining it
means changing and developing. Currently we are being challenged by
telecommunications technology changing at a faster rate than ever. As,
I believe, the Mad Hatter said, "You must run as fast as you can jus
to stay in one place." [

Tence I cherish in my career is my time in the| | .
program y because I saw cryptanalysts cooperate with englneers b
and all from different organizations or agencies. Our . -

future success depentis on. Levenaglng the talents of people from at ‘. =
least as wide a variety of places and 'gkills- . JPart, of thls team work ’."

will be forming strategic alliances. GCHQ is a model of & ‘strategic. .. [ »

alliance that we have had for vears, but this alliance was based on the (o) (1)

alliance between our two countries to face a common threat. We have (b) (3)-50 USC 3024 (1)
lately seen industry form strategic alliances with competitors, e.g., (b) (3)-P.L. 86-36
IBM and Apple to develop the Power PC chip. I believe many of our .

alliances in the future are likely to be similar, limited a111ance$-on
limited topics with organizations that are our competition in q;her
ways. These are much more difficult to manage but are 11kely‘to
dominate. Some examples of these are DO and ISSO, NSA; aﬂd‘Second
Parties, and NSA and other government agencies, bu mb t of

| _Thlere are few other
ese vs with exactly the same aims as ours, so alliances

will usually be uncomfortable, but the difficulty of the challenges
makes alliances essential. We cannot succeed on our own technical
prowess alone; we must stand on the shoulders of others to see where we
must go. Alliances can provide the shoulder. In order to participate
in these alliances, to judge which ones are productive and just to
attract first class partners, we must be first class ourselves.

{(b) (3)-P.L. 86-36
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Business Outloqk

(M™8UQ)] In the past three years, we have been under increasing demand,
primarily from Congress, to justify our budget, people and output in.a
comprehensible manner. They are doing us a favor. In order to face
the challenges of the future, we need to know what our most and least
rprofitable® efforts are. We need to be much quicker to cut our losses
on projects. We have a tendency to declare everything a winner. We
need to start more projects and kill more projects. We need to know
how much effort we are expending on various problems. This must extend
to the development we do, not .just the exploitation. Most people in Z

ar loping new products not producing old products. Even
in the organizations that have the most people involved
in exploitation, many people are develecping new products, not

maintaining the proauction of 0ld ones. Since most people are involved
in development, we need to know how we are spending that effort and how
effective it is. Measuring development is difficult to do; it may be
hard to explain your ratiohale to outsiders, but most of our effort is
spent in development, and we'need to manage it in a more quantitative

manner than we have up to now.'-
..
*

Conclusion -- .

*

(U) I find it a little embarrassing to ddmit that I like the nineties.
I like knowing we are facing up to harder ‘challenges than ever before,
that we are squeezing more from the taxpayefsz dollars. I have always
been proud to work at NSA and lucky to have spent most of my time in
the cryptanalytic/cryptographic community with pebple who are
collectively, according to Washingtonian Magazine, *One of the smartest

.

people in Washington."

////////////////7////////////////////////////////////////7![/////////////

.
3

2. (Fose) CALENDAR OF EVENTS .
April 3-7 1995 Signals Development Symposium®.
(Friedman Auditorium) .,
April 18 NSA Science & Engineering Society Talk - * - P
Dr. Peter Runge, "Future Directions of (b) (3)-P.L-
Undersea Fiber Optic Communications ;f
Systems® (R&E Symposium Center, 1000) | .
(see 4b) S,
April 19-20 3rd Annual Multimedia EXPO (N. Cafeterla,'
Special Activities Room) L :
'PLAN AHEAD - I .
May 1-5 ACE (CCR Princeton).’ . .
May 8 Z Technology quﬁm; 'An. Inside Look at °
' the { — [ (FOUO) "; by
1 1300-1400, OPS2B 4118 Rm.6.
May 3 CLA Speaker "Language Policies in the

United States" (OPS2B 4118, #6, 1300)

= (b) (3)-P.L. 86-36
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May 15 Seminar on "Bent and Other Highly Non-
Linear Boolean Functions" (see 4a)

May 23 Crypto-Linguistic Association Banqguet
: (Ft. Meade Officers' Club, 1130-1330)

May 23-25 CA PQE

June 1 CMI Banquet (BBC, 1830-2300)

June 1 MATHFEST 95

June 5-9 Ca-305

LA R AN ENNENENNENERENNENEERENNSRENNEEREEREENNENENERNENEERERNNRENEESNERINNEJERZSNERMENEHRESBSIENEN]

//////7///////////////(///////////////////////////////////////////////////
3. WORD FROM THE CACP
a. TG{ Third Annual Cryptanalysis Conference - "CA 2000"

The third annual Cryptanalysié Conference, held on 29 and 30 March at
the Supercomputing Research Center in Bowie, was a resounding success.
Nearly 90 people participated, and those attending included both
certified cryptanalysts and professionals in the other disciplines
involved in cryptanalysis. The focus of this conference was to discuss
new criteria for certification in CA that will help our career field to
prepare to enter the 21st century.

Changing resources (downsizing), changing world situations, and
technological advances require today's cryppies to do many things that
our current professionalization criteria do not address. The CA Career
Panel did quite a bit of research and brainstorming during the latter
half of 1994 to devise new, more relevant criteria, and armed with a
sketchy proposal, invited members of the community as well as experts
from related fields (or "integral disciplines®) to pick it apart, £fill
in the gaps, and offer suggestions about what a professional
cryptanalyst needs to know and be able to do now and in the future.
You may have read about some of these proposed changes in the February
issue of "Tales of the Krypt®, or heard about them via word of mouth.

After some preliminary speeches, the conference attendees broke into
seven working groups to focus on various aspects of the proposal, along
with other issues. Some were tasked with identifying areas of
knowledge that all cryptanalysts should have, as well as which areas
should be suggested but optional; others were tasked with doing some
preliminary course development, and still others with providing a
*sanity check" for the whole process.

All groups worked very hard to come up with fair and useful
recommendations for the Panel. A presentation was made by each working
group on the afternoon of the second day, and a more detailed, written
report will eventually be submitted by each group. We hope to publish
a conference report containing both the recommendations of all the
working groups and the speeches made to the entire body in early May.

One concern that was expressed by many involved our plans to do away
with the PQE. Several alternatives were suggested, and in light of the
fact that the Career Panel still has much work to do on the new
criteria, it is likely that the PQE will be around for a long time, in
one form or another. So if you were holding off on taking the exam

« = (b)(3)-P.L. 86-36
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because you thought it might be replaced- by coursework, rush right over
to the CA panel office and sign up for the May offering!

b. (FOBE) Sign-up for the CAPQE, which will be held on May 23, 24 and
25, is underway in the CA Career Panel Office. Aspirants are
encouraged to contact the Panel office if: they are unsure of their
eligibility. Below is a schedule of the CAPQE review sessions.

1995 CAPQE REVIEW SESSIONS:

SESSION I: CAl10 REVIEW - [
03 April, 1100 - 1300, 3c082 -,

04 April, 1000 - 1200, 3cC082 ‘.
SESSION II: CAl23 REVIEW - | | -,

05 April, 1100 - 1300, 3C082 Te, ot

06 April, 1100 - 1300, 3C082 e
SESSION III: MACHINE CA REVIEW -[ | Tele

10 April, 1000 - 1130, 3C086 Yl tat.

11 April, 1200 - 1400, 3w083 e, e

12 April, 1100 - 1300, 3C082 el T

13 April, 1000 - 1200, 3C082 Tty

14 April, 1100 - 1300, 3C082 [o) (3)-P.L. 86-3¢]

SESSION IV: ESSAY REVIEW

19 April, 1100 - 1300, 3C082 LT

SESSION V: MANUAL CA REVIEW -

24 April, 1100 - 1300, 3C082
25 April, 1100 - 1300, 3C082
26 April, 1100 - 1300, 3C082
27 April, 1100 - 1300, 3C082
28 April, 1100 - 1300, 3C082

c. (Pe8Q) The CACP will hold a Technical Track Titling Ceremony on 11
April 1995, at 1400 hours, in 9A135. Refreshments will follow. Please
call the Panel office for a reservation.

d. (M™UQ) Announcements

|_l}a_s_lge_en n_amed as the newest CACP

Member. —Hie has Teplaced i ROOEEOE JpETDTr T R e
-----ll""-.--..-.--II".--."- E
[ [, "has replaced | | and| ] o
1'_1a_s_ z_'e_p}ac_ed on the Computer Program L
Evaluation Board (CPEB)"." ‘ TR rerra '_'_'_'_'.'_','_'.'.'.'.'.'.'.'.'.'.-.-.-------- <
is the newest member of the CA Technical Track 3
Review Panel (TTRP). ) &
Graduating .CA, interns.f« » « s v s e ¢ ¢« o ¢ o e T T T T T Iwill ‘“-“n
be joining D'for their permanent assignments. Lot
The Cryptanalysis Career Panel presented[ et 1“with
a cash award for the honors computer program he submitted ,foY CA
9/23/2010
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certification. Occasionally a technical paper -or computer program
submitted for CA certification is of such a caliber that it not only
passes, but passes "with honors," as John's did. We congratulate John
on his fine work and wish him continued success.

L117107777707717777777777777177707770717777707777777177111711771777717111177777

4. COMMUNITY SERVICE

a. TMe¥Q) Upcoming Cryptologic Mathematics Seminar (see calendar)

1 ] a distinguished researcher in cryptologic Lewst
mathematics, will present a one-day seminar at the Agency May r esn
15. r has .

published several scholarly papers on bent functions and their
application to cryptography. The title of her seminar will be "Bent
and Other Highly Nonlinear Boolean Functions."

» = » sf (b)(6)

Details of her visit will be announced, later. Mark your
calendars and plan to hear a leading practitioner of theoretical
cryptomathematics discuss topics of considerable interest to Agency
professionals. Aguestions may be addressed to

) (3)-P.L. 86-3¢]

b. (FO¥Wes NSA Science and Engineering Presentation (see calendar)

Implementation Division'a%'AT&T_Bell Laboratories. a pioneer

in fiber optic technology, holds M5'and,Ph.D. degrees from the -,

Technical University of Braunschweig, Germahy.. .He has been honored yith
prestigious awards from the Optical Society of America and the Institflike

of Electrical and Electronic Engineers. He is currently rehponeibyg for *.
undersea fiber optic cable installation, testing, maintenance and e,
integration and for specifying future systems. The title of .
talk is - (b) (6)

The NSA i and Engineering Society will sponsor a presenta-
tion byl | the Director of the Undersea Lifhtwave System

L7
* .
- x

"Future Directions of Undersea Fiber Optic Communications Systems.*" Lt

lllllll'l!l'lllll!.llllll!llllllllun'nlllllll.llllllllnl!ll'llllllll'lllllllllllllllrlll‘ll-llll"
I- .
“‘- I‘
“ .

c. (U) CLA 30th Annual Banquet R Lot

The Crypto-Linguistic Asgociati iz very’ fortunate to have’ for our
guest speakers this year[::::;:ff:ff:rand curators of
Marine Mammals at the National Aquarium in imore. ey will be

speaking about "How Dolphins and Seals Communicate." Their
presentation will include dolphin and seal "communications" and
videos. Come and see how "aliens' on our own planet communicate!

In addition, the winners of the 1995 Jaffe, Rochefort, and
Awards will be announced at the banquet. Come celebrate 30 years of,
fellowship and linguistic adventure and excellence! .

Tickets will be on sale until 12 May, and may be obtained from - (b) (3)-P.L. 86—-36]

N N R

9/23/2010
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" [®) (3)-p.L. 86-34

d. (S¥Cee®? CRYPTOLOGIC ALMANAC: NSA's First NSOC

+9-8CQ) At the time the Armed Forces Security Agency (AFSA) was
reorganized into NSA in 1952, the AFSA Watch Office was staffed by two
officers and a group of enlisted personnel, arranged into four shifts.
The office was under the Production organization, and its functions
were- the same as some of NSOC's today: personnel scanned traffic and
would call in analysts to handle problems; they also disseminated items
of special interest to customers. Eventually, they were tasked with
giving a daily intelligence briefing. While various proposals were
made to place the Watch Office on the Director's staff and endow it
with the authority to make after-hours decisions, none were adopted.

hu By 1958 the Watch Office had seventeen people, split between
military and civilians. When the CRITIC program was established that
year, the Watch Office was made responsible for monitoring NSA CRITIC
handling, including placing proper addressees on CRITIC messages.

TS™CC0) A temporary command post was set up at NSA in response to
the Cuban Missile Crisis in 1962. Its senior officer was authorized to
act for the Assistant Director for.Production during nonduty hours.
This led to the Interim Command Center in January 1963. Staffed at
forty to fifty personnel, the ICC also produced several summaries and
watch reports. .

(8=€€6) A permanent NSA Command Center was established on 1 March
1963, once again subordinated to the Production organization; personnel
came from each of the Groups. Central Reference provided one assignee.
Additional duties included producing the SIGINT Daily Summary.

{S*Ct®® Other NSA organizations also had established watch
operations-- in fact, other elements in Production established watch
teams of analysts-- in response to worldwide crises including the North
Korean capture of the PUEBLO and the Tet Offensive in Vietnam in 1968.
After the PUEBLO incident, and especially after the shootdown of the
EC-121 aircraft in 1969, the need to consolidate Agency watch operations

.and to have someone available during nonduty hours to speak for the
Director became apparent, and the then-Assistant Director for
production, Major General John Morrison, USAF, worked to bring the
disparate elements together into what we know today as the National
SIGINT Operations Center (NSOC).

[David A. Hatch, Director, Center for Cryptologic History,[:::::::::l
or [

[(b)(S)—P.L‘ 86136J

lllIIIll.l'll.“.l...lnll"l-ll’ll'lIIDIIIIHIIIIHIIIIIIIIII.ll.llnll.ﬂlll-lllllll‘-‘).l

////////////////////////////////////////////////////////////{/(lﬁ/77;/////
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5. IS TECHNICAL HEALTH

Painting a Room - Cryptanalysis from a Different Perspective (U)
o S [ETNEI RS T |

(U) While'painting an upstairs bedroom one weekend, I realized the
process was similar to the cryptanalysis of a new system.

Step 1 -- Preparation (U)

(U) Have you ever noticed how it seems to take longer to prepare a room
for painting than to do the actual painting itself? I carefully
removed the contents of the bedroom to another room, sorting into two
piles the things to be saved and the things to go to Help Laurel or
Amvets.

(U) The next step was to clean the area to be painted -~ the walls,
floors, etc. Taking my stack of saved newspapers, I spread them over
the floor, covered the whole with a plastic dropcloth, and used masking
tape to cover the molding around the edge of the rooms.

(1) (q)

“Ttd-(g) ()

(T} pz0og 2SN 0G~{(€) ()

9€-98

Step 2 -~ Diagnosis (U)

(U) Now I was ready to begin painting. Oops! I forgot to collect the -
tools to use -- the paintbrush, sponge edger, large and small rollers, o)
and most important, the paint. Being a conservationist at heart, I o
took the one full and one partial can of paint left from painting two G
previous rooms and mixed the two together -- one light aqua and . .
one-half pale pink did not make the expected lavender, but a shade . .

lighter aqua -- oh, well! .

Step 3 -- Solution (U)

(U) Bringing in the team for the actual work, my youngest daughter and :
I began painting, she using the small roller, and I the large. : .

(U) Uh-oh, I neglected to tape the top edge of the white baseboard.
Well, I planned to paint that white again anyway.

(U) Small diversions from the straight and narrow track of
diagnosis/hypothesis/solution can often be corrected by later
analysis.

Jo) (3)-P.L. 86-36}
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(U) My daughter gave up early, while I plugged along trying to finish
the initial coverage of the walls. The trim would wait for another

day. I brought in lamps as our natural sunlight failed to illuminate
the room.

(S)_Additional people with pew ideas |

(U) I turned to a paintbrush and edger for the top of the wall where 1t

meets the ceiling and discovered I had neglected to bring the ladder up ‘_-

from the basement.

.
.
.

(U) Frustration set in as I scurried to finish late in the evening, and
my paintbrush slipped now and then with a swoop of blue against the
white of the ceiling.

(U) I cleaned up the tools for the night and prepared to go to bed.

(U) Sometimes a break is needed from analysis of a cryptosystem
as well, so we can get "a fresh start in the morming.*

(U) The next day I surveyed the results of my work of the night before,
seeking my husband's opinion on whether a second coat of paint would be
necessary. Considering the slight greenish cast to one wall would be
covered by a bookcase, I decided to proceed to the painting of the
trim.

Page 9 of 14
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Tt d- (¢
(T)vzoe osn 0§- (€

9¢€-98

)

q

(

(1)

(U) Again I had to prepare for the painting of the trim by cleanlng the
window -sills and taplng around the edges.

(U) Using a paintbrush I finished ub the trim work, touching up places
on the ceiling I had accidentally painted blue and covering over the
blue spots on the baseboard.

s ax s s (b)(3)-P.L. 86-36
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a bookcase."”

(U) Now to the final cleanup -- all the tools were washed up and put

away for the next time; the drop cloth and newspapers were cleared away

and disposed of.

(U) Programs are 1abe1ed, and copies of early test results and

worksheets deleted or tbrown away.

Step 4 -- Exploitation

(U) The fﬁrnishings_were moved back into the room; the newly-washed
curtains rehung. Yea! 1It's finished and it looks beautiful!

Page 10 of 14

(b) (1)
(b) (3)-50 USC 3024 (i)

) (3)-P.L. 86-36

-
.

(U) Now, it is time to sit back, relax and enjoy the refreshing
atmosphere of a "new room", and the satisfying feeling of a finished

job!

LILTTIT170 0070007070 07070070777777777700707770777777777177777711177111717177

6. (U) LITERARY/HISTORICAL TIDBITS
a. (U) THE CRYPT BUG (by MASTER SGT. Charles Murray)

When all good folks are sound asleep,
And all the rest are counting sheep,
He concentrates on cipher text,

And contemplates ways most complex
To render an approved solution

Of some obscure substitution.

While all the world is sleeping, snoring
Loud enough to rip the flooring,

He derives much satisfaction

>From the spatial interaction

Of poly-graphic frequencies

And isomorphic sequences,

Of characters on paper slips

Better known as sliding strips.

Slides them West and tries the "Chi" test,
Slides them East and tries the "Phi" text,
Clamps his pipe tight in his mouth,

And grimly slides them North and South,
And if success eludes him then,

Tears them up and starts again.

Meanwhile the clock ticks on and on,
Until at long last comes the dawn.

(b) (3)-P.L.

86-36

9/23/2010




April 1995 TALES OF THE KRYPT
Doc ID: 6823791

As the milkman rattles by,

He is heard to heave a sigh,

Slowly piles the work sheets higher,
- Calmly throws them on the fire,

Having proved one simple fact;

There can be no doubt of that-

As suspected all along,

Everything he did was wrong.

Reprinted from The Signal Corps Bulletin. July-December 1940 - 109.
War Department, Office of the Chief Signal Officer. Washington DC.
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b. S\, A CRYPTANALYST'S ENCOUNTER WITH ROYALTY (by

(U) Here is the real scoop, right from the notorious cryppie herself!

TMUQ) I wasn't too tightly wrapped. Honestly, I believe the
Americans in the GCHQ community were even more excited about the visit
of Queen Elizabeth and Prince Philip than the British!

s .:s

™9 Now, our office is next door to one the royals-vrsited (The
I.think," which controls

The.:oyal entourage went in

back door for a briefing, rather than w1nd-th;ou the hallways. OUR bagk
({fire) door is right nearby so of course we were all hanglng out. It -

was great, and when we went back inside, someone said ‘oh, when the
Prince went by he looked right in our window and really staréd-a; the .
abacus onﬁw1ndow51ll ’

L IR S R R IR BN IR B D I B I N O | ,;;;,,illll.l---l

(U) Well, :desk is in a prime location, right near where

the entry passageway narrows and the RP (royal party) would have to go
single file. That's where I stationed myself for when they emerged 20
minutes later. I was well rewarded because they did indeed go single
file, the Q went zooming past straight out to the Rolls, but the P
stopped AGAIN and REALLY STARED at this little doodad on the sill,
then looked up AT ME and pointed at the thing and gave me a quizzical
look. Well, all I could muster in that instant was one of those "I
Love Lucy" type shrugs. Afterwards I said 'oh how rude and we really
should write to the poor man and explain what it was.®' So I wrote and
told him it was a child's wooden abacus and that we DO usually use more
sophisticated equipment.

(U) The Prince's staff person (Brigadier Miles Something-Something)
wrote back saying he'd shown the P my letter and P said to write and
thank me. So at least my letter whizzed by royalty. If I only had the
Coronation colorlng book I was given in the early 50's, I could have
probably sent it in and had it autographed. Lost chances. Oh well, I
never finished it. I didn't Xnow what a scepter was, let alone how to
color it. So that's the real story.

c. (U) PUBLISHED AUTHOR

Page 11 of 14
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| I you have always wanted to take this kind of trip
or just want to read the article, a copy is available in

»*
'H.llllllllIHIIIIIllHIIIHHI'I.IIllllIIIIIIlIl“ll‘lllIlHllIllIlI'Ilﬂl“"ﬁ‘l’lllﬂllﬂll'.‘ﬂ_“
*

////////////////////////////////////////////////////////////////(/////////
7. (U) ACTION LINE .
Dear Action Line: _ .

Who is it who hands out frames for CA Professionalization .
certificates? In the span of a few months, one person receives his .
certificate in a black plastic government-issue frame, the next person .
receives his in an elegant wooden gold-trimmed frame, and the next 2.
person receives the certificate with no frame whatsoever! *

(D]

For most people, professionalization is the only certificate that they
choose to display. Are the credentials of professional cryptanalysts
being exhibited equally?

I d- (6

Frameless in Z

ANSWER - provided by | | Assistant Exec of the CA Panel

------.---------.-..--------‘u

Prior to 1994, the Career Panels would supply all the frames for “"
professionalization certificates. The Panels would frame the .*
certificates before sending them off to the “09" organization for Lt
pPresentation. These frames were usually plastic, although wooden. frames

were used in the early '90s. Approximately one year ago, M34-+informed

the Panels that the funding for frames for professionalization

certificates would no longer be included in their qugeE. The Panels

were instructed to mail the unframed certificates.to the "09" offices.

The "0S" offices have the option of supplying «a° frame for the

certificate if they choose. N

IllllllllIlllIllllll|lllllll|l|lllllIl‘l“lll!!llllllllllllllllllllllll’l

ANSWER - provided by . | former CACP Exec

Joc-9s

I would like to add to Donna's response. The length of time it takes
for presentation of a professionalization certificate, once it is
received in the "09" office, varies greatly, from office to office.
Some recently certified people wait two, three, or more months to
receive the certificate from the office chief. This delay may make the
differences in the frames all the more apparent. If someone who was
certified four or five months ago, and received one of the "last"
wooden frames that the panel was able to obtain, is included in the
same ceremony with someone under the new "frame" guidelines, there
could be obvious differences in the presentation.

|lll|lllll'|llllIIllll'llllll'lll'lllllllllll|i|llIllllllIll,llllll!llll'l

ANSWER - provided by] }. Gt e e s e sa e e s aEEEesEEa s

Until recently the panels supplied frames for professionalization

certificates. In[] we also give out framed CMP graduation

certificates. Normally, ‘we order plastic frames "in"the "spring for the " * """ """
class which graduates in August. This year we are ordering additional

"T°d-(€) (D]

frames so that we can have some extras on hand for professionalization $
certificates. We have been able to find plastic frames for the few w
certificates awarded recently. Lt
'lllllll!lllllIl.ll.‘lﬂlllllllllllﬂlllllll'ﬂllll!lll!llllllllII.Ill|lll"'llll"lll'l‘“":’!l\n‘"‘ll‘l"ll’
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8.

(FO¥e3. EDITORIAL CORNER

If you have a relatively short technical treatise, or anything you
would like to have considered for inclusion in future issues, please

submit it to any member of the editorial hoard or any of our office

PCCs.

PLEASE paragraph classify each

item submitted, and USE ASCII FORMAT!

A reminder that anonymity may be requested for Action Line items - in
fact, you may mail them in hardcopy form to any member of the editorial

board or any of our office representatives.

We would very much like this newsletter to represent a broad
cross-section of the CA community - we need some more volunteers to

help us, however.

Perhaps you would like to work on one of the topics

in this issue, or perhaps there is another topic which you think should

be included in future issues.
and help,

so give one of us a call.

Either way, we would like your input,
The more people who divide up the

work, the less burden on any one person.

#########################################################################
NOTE: - We MUST receive any submissions for the May issue by 21 April.
#########################################################################

EDITORIAL BOARD

Jack Ingram, Cryptologic History Museum .,

| | ncs

OFFICE Reps

9/23/2010




April 1995 TALES OF THE KRYPT . Page 14 of 14
Doc ID: 6823791

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSA/CSSM 123-2,
DATED 3 SEP 1991
DECLASSIFY ON: SOURCE MARKED "OADR"
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.,

1. PERSPECTIVES IN CA - Each month this newsletter features. - = """ o %
the perspective of a CA Senior on a CA topic, of hig/hér choice. This .
month we are pleased to featpre the thoughts of | zZ1:
Although he ig knewn*ad the 2z Group Computer Security Manager,

]primary job is Management of the 2 Group Computer Budget.

CRYPTANALYSIS, COMPUTERS, and CONGRESS

Ultimately we respond to Congress in our annual activities to
purchase computers for our cryptanalytic mission. Historically, this
task has been a fairly straightforward process despite occasional
periods of funding pressures. 1In recent years, however, the annual
ritual of making and defending requests for supercomputer assets has
become increasingly cumbersome, difficult, and stressful for those in
Z Group who manage the process.

In this perspective I would like to provide you with some
insights into our ability to achieve the success rate we have developed
as we examine the process in a little more detail.

ApproVed for Release by NSA on 09~28-2023, FOIA Case # 61704

f(o) (3)-P.1. 86-36]
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It's worthwhile to look at the old procedures. We effectively
produced a chart which had an exponentially increasing curve on it
along with annotations stressing a documented[::::::f&:lincrease in
various processing requirements. This chart was briefed at each level
by a small group of technically literate cryptanalytic managers to a
broad cross-section of budgetary folks who remained silenf at
cross-examination time for fear of exposing lapses in their knowledge
bases. Furthermore, congressional oversight was minimal; &ur budget had
few roadblocks. .

And then a rather dramatic change took place in the ,last ten years.
Publicity associated with various scandals in the Intelligencte Community
served to drastically increase congressional scrutiny of our’budgets with
the cascading result that a simple technical argument for our needs was
no longer accepted at any level of the budget requirements reyiews. 1In
short, we had to quickly develop across the CA community a far-reaching
strategy to create solid arguments in support of the large outlays of funds

" which purchase the super computers. Central to that strategy, .and
specifically noted by auditors, was the need to generate usage *
statistics for our systems. ] .

The current solution to the statistics problem, a brilliant
piece of analytic exploitation, has not yet received the recognittion it
deserves. Its vision is on a global scale. 1Its creation and sucgessful
implementation is an example of cross-disciplinary talent working.
together to reach a common goal. Simply put, a small CA team .
formulated and executed a multi-pronged coordinated effort to generate
solid computer usage statistics and educate the appropriate players in
the game. And with CA resources, it was able to perform this task with
minimal bureaucracy and interference. i

First a large program was written to perform target forecasting
based on vary sparse statlstics. Fortunately only one Cray was :
dedicated to this task. Second, a covert team approached a frlendly .
target head-of-state to employ increasingly difficult enciphered .
.communications in their systems whose. exploitation data could feed thie
program. A second Cray was dedicated to collect and process the .
resulting high data rate signal (we were assured that one channel "
would always contain CNN video news data). Thirdly, a political .
action team was dispatched to make sure this target country *
continually appeared on the White House most critical requirements
list. There was no need for a third Cray here, merely the unwitting
cooperation of two other government agencies. And, finally, with all
parts in place, leaks were made to several sources downtown to insure ¥

congressional focus on this target. The result: continuous highest o) (3)-P.L.

86-3¢6f

.

level tasking on a process which places heavy demands on our super .
machines, generates fundamental processing statistics, and produces L
unmeasurably valuable intelligence reports. .

.
*

All the wheels are currently turning smoothly: the analyti¢’
prediction program is generating copious charts, matrices, and fjidures.
A brief executive summary this year condensed to an estimate of °
"exactly 41.769%". Truly a remarkable outcome for this well- concelved
effort. A backtrack approach might be used to gain further technlcal
insights available in a non-published treatise dealing with'the LIRPA
(Localized Inverse Reconstitutions in Probabilistic Applications)
method as applied to Project SLOOF (Subliminal LegislatjiVe Operational
Oversight Formalizations). 1It's a most interesting ggte.

///////////////////////////////////////////////////J/////////////////////

.
.
.
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2. CALENDAR OF EVENTS

15 April 1995 SAVVY Program Briefing, CANX Auditorium

1217 hours (see Section 3.)

4 July 1995 I Ispeaks to Agency Seniors
IV Auditorium, 0800 - 1200 hours

31 September 1995 Retail Shops Open in OPS #1 South Corridor

1 October 1995 RIF Policy Takes Effect (see Section 4.)

FUTURE DATES

July 1995 SAVVY Program Begins (see Section 3.)
October 1995 Ratskeller opens in OPS2B
" 30 February 1996 . Revised CA Criteria Takes Effect

L1711777171777777777777777777777220777777777770777777770777177717777¢71771777

!
3. CACP NEWS

A. TECH TRACK ADDS THIRD HURDLE

Hailed as the third jewel for the triple crown of the technical
world, the new SAVVY Program will complete the Agency's guest for
technical leadership. Along with the Certification Program and the
Tech Track, the SAVVY Program will give needed direction for those
who desire to rise in a technical career.

The Certification Program determines competency; the Tech Track
determines contribution to technical health; the SAVVY program will
determine networking savvy. The more Agency people who know you and
the higher their grades, the higher you will be rated in the SAVVY
Program. There will be three Monikers in SAVVY similiar to the Titles
of Tech Track: NAIVE, NOVICE, and PLAYER. The application process
couldn't be easier. Just make a list of people and their respective
grades whom you think know you by name and face. If you don't know
to whom to give the list, you will automatically get the lowest Moniker
of NAIVE. Otherwise, you may get the NOVICE Moniker (if most people
know you, but they mispronounce your name) or the coveted Moniker of
PLAYER.

Note that, in keeping with the spirit of the times, you need not
actually be productive to attain even the highest rank that the Agency
technical world can bestow: Certified Master Player.

B. CRYPTANALYST CONSIDERS CALLING IT QUITS AFTER CONFIRM CONFRONTATION

The CA Panel's newest intern, Ms. Pauline Pitt, has reported
that she may offer her resignation after being on the job for only
two days. On her first day at NSA, Ms. Pitt confidently approached
the CONFIRM post with her new badge. The reader accepted her badge,
which was worn around her neck, and she punched in her secret PIN
number, but the reader would not release the badge. Ms. Pitt, wanting
to obey the reader's order to PROCEED, ducked her head, slipped the

{(x) (3)-P.L. 86-36]

9/23/2010




April 1 1995 TALES OF THE KRYPT Page 4 of 14
Doc ID: 6823790 A

chain over her head, stepped off the mat, and was- immediately arrested
by the attending FPS officer for not wearing her badge. She explained
what had happened, but examination of the reader showed no sign of
badge or chain. The officer suggested she call her office for
identification. However, Ms. Pitt was unknown there to anyone save
her supervisor, who arrived for work at a later time. She was taken
to FPS Headquarters, where she was held and questioned for several
hours until her supervisor arrived to vouch for her. The badge was
eventually discovered in the bowels of the reader. It is now known
that the secret number, inadvertently assigned, was one of those
keyed to apprehend individuals wanted for various infractions of
Agency rules.

////f////////////////////////////////////////////////////////////////////
4. pERsomEi. ISSUES ' '
A. CRYPTANALYSTS AND THE RIF

The task force which formulates and implements the Agency's
RIF policy, should it ever be needed, has submitted its decisions for
presentation to the NSA work force. The group first considered that
a Lottery system would be the fairest way to determine who would be
riffed. However, it was thought that the Agency's needs would be
better suited if each career field had its own RIF Program and
Criteria. The following are the new.guidelines for the Cryptanalysis
career field.

Any Cryptanalyst shall immediately be eligible for RIF
processing who: ;

/

1. Cannot correctly spell CRYPTANALISIS on the first try.

2. Cannot solve the Sunday BALTIMORE SUN Jumble puzzle
in one (1) day.

3. Is unable to walk from TFCU at OPS #l1 to TFCU at VCC
without going outdoors.

4. Does not demonstrate dedication to the field by maintaining
a FULL set of SHARPENED colored pencils. (It is realized that this
requirement may be a little out of date. It will be updated as soon
as all SUNs have the PAINTBRUSH Accessory installed.)

5. Has not shown his/her well-roundedness by becoming
certified in at least five other fields, including Programming,
System Administration, Data Flow, Computer Operator, and Destruction
Officer. (Persons weighing more than 200 pounds will be considered
to have automatically fulfilled the well-rounded requirement.)

B. QUICKIE PERSUM TIPS ON HOW TO GET PROMOTED:

* Reading Achievements ~- This is the most overlooked and the least
well done part of most Persums. But very often, the
content of this item makes the critical difference in
a promotion decision. List "TQM JOURNAL", "“DRESSING
FOR SUCCESS", and "DAYTIME SOAPS", as your regular
reading, and wait for the whispers to start around
the office coffee mess.

[(0)(3)-P.L. 86-36]
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* Summary of Previous Experience -- Most people don't fully appreciate
the fact that Persums are signed by supervisors who are
only attesting to the truth of the Current Assignment.
So, to get that all important leg up in the promotion
process, consider attribution-free embellishment on the
Summary of Previous experience section. You'll be
pleasantly surprised at the spectacular results!

///////////////////////////////////////////////////////7////////////////
5. TECHNICAL HEALTH
A. ZENTOOLS - YOUR ANSWER IS HERE!

(U) Stress is a major topic of concern not only in our Agency
but in private corporations. Take a moment to reflect on the number
of items on your daily agenda. Personally, my schedule of events for
one week would take the breath away from a "busy" person of one
hundred years ago. I am "happy" to report to you that it seems that
Mahayana Software, Inc. of Calm Springs, Florida, may have hit on the
perfect product...ZENTOOLS.

(U) After spending some time with this product, not only did
I find it extrememly effective, I must commend the developers for
their insight, creativity, and genuine sensitivity for the sanctity
and importance of individual beliefs. What surprises me is that a
relatively small corporation would risk developing a product so
potentially controversial. A bold move, indeed, but one which not only
‘individuals, but employers are raving about. Listen to these
.testimonies:

*I was 80 stressed at work and home that it seemed I had lost
control. I tried the spas, hobbies, church, but nothing seemed to
work. Then I was in the computer store one day and purchased this
package, ZENTOOLS. It changed my life!*

- Bob: Computer Programmer, Boston, Massachusetts

*"Before ZENTOOLS, our office was a den of backbiting, coffee
swilling, doughnut munching yuppies. I can't believe the change!
There is no noise any longer, productivity is up 35% and climbing, our
customers aren't sure they still deal with the same people. Everyone
is friendly, healthy, heck...nine people have even quit smoking! It is
the single best investment our company has ever made!"

- Stephanie: V.P., Eastern Marketing/Sales Conglomerate, New York.

(U) Briefly, ZENTOOLS is designed to teach the user how to
develop and maintain periods of productive meditation while at work,
home, or traveling (but not driving). There are seemingly innumerable

. options which you can set. You can even set ‘it to come up randomly
during your day, but at least a minimum number of times, which you
select! Sessions may vary widely but in general consist of a
reflective period, a teaching period where lessons of self discipline
and control are conveyed to the user, an agenda period on prioritizing
your projects which you will do immediately after your session and,
finally, the self induced trance. (Note to Employers/Managers: It is
highly recommended that you establish some trance position guidelines
such as whether it is acceptable for employees to lie down, sit on
floors, etc... . The documentation accompanying the software is very
helpful in this regard.) : ’ :

|<b)(é)—P.L. 86-36]
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(U) Supervisors have been made aware of this product and can
arrange demonstrations through NCS. Your feedback could be a key in
making this product available to all Agency employees. Reniember the
name, ZENTOOLS, and have a peaceful day!

B. LEONARDO WHO?

Certain famous first names are almost universally recognized and,
to a lesser degree, associated with not-so-famous last names. Take
Galileo. Most people associate Galileo with the gastronomical
telescope and some even know that his last name was Galilei. It
has been rumored that as he became a more seasoned astronomer, he
changed his last name to Galilee. How about Marco? 1In his time,
he was a big shot who, when properly oriented, landed on inventing
the Poloroid camera. Michaelangelo Buonparroti painted flora and
fauna on the ceiling of a once pristine chapel. And then there's
Leonardo Pisano. Leonardo Who? PISANO! You might guess that he
was a vintner and early forbear of the widely known Carlo Rossi,
but what he's actually noted for was observing that the birth rate
of rabbits follows a particular pattern. He subsequentially became
famous, and was later known as FIBONACCI.

/////////////(///////////////////7/////////////////////////////////////
6. COMMUNITY SERVICE
A. RATSKELLER TO OPEN IN OPS2B

Have you noticed how creative sparks fly when you are out with
friends drinking your favorite brew? Up to now, there was no place
where cryptanalytic subjects could be freely discussed while enjoying
the golden beverage with good company. Imagine how much cryptanalysis
could benefit by having such a place in a secure environment where
classified discussions were encouraged!

Well, your wait is over. The BOD, ever committed to the precepts
of TQM, have heard your cries! Part of the basement of OPS2B will
become: the world's first classified Ratskeller. Current plans are to
decorate to the theme of CASABLANCA., Agency seniors will take turns
as waitpersons, donning costumes of the WWII era and using nicknames
such as "Fast Freddie" and "Ace Perkins". Hours of operation are
expected to be 0500-1330 Mon & Thurs (to accommodate early people),
1030-1800 Tues & Fri (for late people), 0000-0430 Wed (the red-eye
special for Mids).  You can expect to start sipping the suds sometime
in late October of this year. '

B. NEW SHOPS AVAILABLE TO WORK FORCE

with the reductions in the Agency work force, unused office spaces
have appeared in OPS #1 South corridor. CWF announced at its Saint
Patrick's Day luncheon that new shops will soon be available to the
Fort Meade Campus work force. Plans for a discount liquor store (similar
to Class 6 stores), ABC Pawn Shop, and Betty's Briefing Clothing Store,
are being finalized. Although not vet on a par with the shops at
Pentagon City, CWF feels that these retail outlets will improve.the
quality of life at NSA. Free samples, complimentary hot dogs and lemonade,
and balloon rides from outside Gatehouse #4, will mark the grand openings
on 31 September 1995.

LIT1110770771077107710770777177771077770777177177777707077711171717771711777777

[v) (3)-p.L. 86-36]

9/23/2010




April 1 1995 TALES OF THE KRYPT Page 7 of 14
Doc ID: 6823790

7. PUZZLE AND PROBLEMS

A. PUZZLE (Send your solution to our Puzzle Editor, AJ

and we will publish the names of all those who solved this one.)

As a challenge, form as many common English words as you can of 5 or
more letters from the diagram below. Please start at any letter, but
move only to adjacent letters. Repeating a letter by staying on it is
not permitted. If you wish, however, you may return to a letter after
moving off of it. Lastly, the following are not allowed: foreign words;
obscure words; out-of-date words; less commonly used words; slang.

/X \__
/ Z\__/ D\

/ N\__/ F\__/" M\
/P\_/R\_/S\_/C\
\_/ M\_/R\__/ Q\___/
/ C\__/ S\__/T\_/ R\
\_/ N\__/W\_/ W\__/
/ K\___/V\__/V\__/T\
\/L\_/K\__/J\_/

\__/B\_/N\__/

\/ T \__/
\__/

B. PROBLEMS
Q: How many Windows programmers does it take to change a light bulb?

A: Four Hundred and seventy-two. One to write WinGetLightBulbHandle, One
to write WinQueryStatusLightBulb, one to write WinGetLightSwitchHandle...

Q: How many WordPerfect support technicians does it take to change a light
bulb? .

A: We have an exact copy of the light bulb here, and it seems to be working
fine. Can you tell me what kind of system you have? OK. Now, exactly how
dark is it? OK, there could be four or five things wrong...Have you tried
the light switch?

Q: How many managers does it take to change a light bulb?

A: We've formed a task force to study the problem of why light bulbs burn
out, and to figure out what, exactly, we as supervisors can do to make the
bulbs work smarter, not harder.

Q: How many testers.does it take to change a light bulb?

A: We just noticed the room was dark; we don't actually fix the problem.

Q: How many Microsoft technicians does ;t take to change a light bulb?

A: Three. Two holding the ladder, and one to screw the bulb into the
faucet. : :

Q: How many MIS (Managemént Information Systems) guys does it take to
change a light bulb?

J®) (3)-P.L. 86-36]
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A: MIS has received your request concerning your hardware problem and has
assigned your request service number 39,712. Please use this number for any
future references to this light-bulb issue.

Q: How many C++ programmers does it take to change a light bulb?

A: You're still thinking procedurally. A properly designed light-bulb
object would inherit a change method from a generic light-bulb class,

so all you'd have to do is send a light-bulb-change message.

Q: How many developers does it take to change a light bulb?

A: The light bulb works fine on the system in my office...

Q: How many shipping department personael does it take to change a light .
bulb?

A: We can change the light bulb in seven to ten working days, but if you
call here before 2 P.M., and pay an extra $15, we can get the bulb changed
overnight.

Q: How many Microsoft Engineers does it take to change & light bulb?

A: None. will -just redefine Darkness(tm) as the new industry
standard. """------.................

. . . b) (6)
Q: How long does it take a DEC repairman to change a light bulb?

A: It depends on how many burnt-out bulbs he brought with him.
Q: How many Newton* users does it take to change a light bulb?

A: Foux! there to eat lemons, axe gravy soup.
*Newton is an Apple hand-held Personal Digital Assistant (PAD) computer
that recognizes handwriting and speech.

Q: How many Microsoft vice presidents does it take to change a light bulb?

A: Eight. One to work the light bulb, and seven to make sure Microsoft
gets US$2 for every light bulb ever changed anywhere in the world.

Taken from the "Illuminating Geek Jokes" section of WIRED magazine (Dec '94):
/////////////////////////////////////////////////////////////////////////
8. TIDBITS

A, THE WAIL OF A CRYPTANALYST
by W.M.V, Hoffman

There are moments when the world looks bright and rosy,
When the messages are tailing as they should,

When each fancy little letter

Makes the columns come out better,
And the rows could act no better if they would.

Then the heart of the cryptanalyst is merry,
And he chortles as he sets the traffic down; o -F.t 86~3q
And he thinks the enemy chaps —
Are such simple-minded saps, ' .
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And the man who makes their ciphers is a clown.

But, alas! there comes a day of horrid failure;
Our cryptanalyst is miserable and blue;

And the nasty little letters

Thumb their noses at their betters
And make gibberish no matter what you do.

You can stand them on their heads and read them backwards,
You can shift them left to right and to and fro,

You can calculate and mutter

Till your brain becomes like butter,
But no matter what you try it doesn’'t go.

Then you curse the day when ciphers were invented,
And you kick yourself around for being dumb;

And the guy who once invented

Such a code is a demented
Low-down, slinky, lousy, dirty, rotten bum!

(From the Feb 1982 issue of Cryptolog)
B. MEMORABLE QUOTATIONS

Jim Koch, Founder of The Boston Brewery and maker of the Samuel Adams
line of beers was overheard to have said recently:
"There is food in beer, but there is no beer in food. Beer is
like liquid bread - it provides the same necegsary nutrients.
I say, just lay off the food."

"Smoking kills. If you're killed, you've lost a very important part of
your life."
- Brooke Shields, said to demonstrate why she should become .
spokesperson for a federal anti-smoking campaign

"I've never had major knee surgery on any other part of my body."
Winston Bennett, University of Kentucky basketball forward

"I support efforts to limit the terms of members of Congress, especially
members of the House and members of the Senate."
- Vice-President Dan Quayle (surprise, surprise)

"Outside of the killings, Washington has one of the lowest crime rates in
the country."
- Mayor Marion Barry, Washington, D.C.

On Pesticides:
"Sure, it's going to kill a lot of people, but they may be dying of
something else anyway."
-~ Othal Brand, member of a Texas pesticide review board, on
chlordane

"The exports include thumbscrews and cattle prods, just routine items
for the police."
- Commerce Department spokesman on a regulation allowing the
export of various products abroad

"Are you any relation to your brother Marv?"
- Leon Wood, New Jersey Nets guard, to Steve Albert, Nets TV
commentator

J(o) (3)-P.L. 86-36]
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"I1f you can't make the putts and can't get the man in from second on
the bottom of the ninth, you're not going to win enough football games
in this league, and that's the problem we had today.*

- Sam Rutigliano, Cleveland Browns coach, on why his team lost

On Government Ability to Communicate After Death:
*Beginning in February 1976 your assistance benefits will be
discontinued...Reason: it has been reported to our office that you
expired on January 1, 1976."

- Illinois Department of Public aid

On Criticism:
*That lowdown scoundrel deserves to be kicked to death by a jackass--and
I'm just the one to do it."

- a congressional candidate in Texas

"It takes a virile man to make a chicken pregnant."
- Perdue chicken ad, as mistranslated abroad

MEMBERS AND NON-MEMBERS ONLY
' - sign outside Mexico City's Mandinga Disco in the Hotel Emporio

Wish-~--To end all the killing in the world

Hobbies---Hunting and fishing .
- from personal statistics of California Angel Bryan Harvey,
flashed on the scoreboard at Anaheim Stadium

"He's trying to take the decision out of the hands of twelve honest men
and give it to 435 Congressmen!®
- Representative Charles Vanik of Ohio, when he heard that the
indicted Spiro Agnew was asking to have his corruption case
tried by the House instead of in a regular court

*The Holocaust was an obscene period in our nation's history...this

century's history.... We all lived in this century. I didn't

live in this century." 4
-~ Dan Quayle, then Indiana senator and Republican vice-~presidential
candidate during a news conference in which he was asked his
opinion about the Holocaust

"In the early sixties, we were strong, we were virulent..."
John Connally, Secretary of Treasury under Richard Nixon,
in an early seventies speech, as reported in a contemporary
*American Scholar®

"At the Lincoln Park traps on Sunday...over 80 shooters took part in
the program. Rotarians, be patriotic! Learn to shoot yourself.®
- from Chicago Rotary Club journal, "Gyrator"

*The streets are safe in Philadelphia, it's only the people who make them

unsafe.*
- Frank Rizzo, ex-police chief and mayor of Philadelphia

*I've always thought that underpopulated countries in Africa are vastly
underpolluted. "
- Lawrence Summers, chief economist of the World Bank, explaining
why we should export toxic wastes to Third World. countries

On the Little-known Importance of Poultry Inspectors:
[() (3)-P.L. 86-3§|
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"The crime bill passed by the Senate would reinstate the Federal death
penalty for certain violent crimes: assassinating the President;
hijacking an airliner; and murdering a government poultry inspector.”

. - Knight Ridder News Service dispatch

*After finding no qualified candidates for the position of principal, the
school department is extremely pleased to announce the appointment
of David Steele to the post."

~ Philip Streifer, superintendent of schools, Barrington, Rhode Island

"The doctors X-rayed my head and found nothing."
- baseball great Dizzy Dean explaining how he felt after being
hit on the head by a ball in the 1934 World Series

C. LIMERICKS

A manual cryppie did so laugh

And smile as he worked on his digraph.
He thought ZQ meant ‘beating',
But it really was '‘meeting’;

So the message read ‘beating his staff'!

A psychic cryptanalyst poses

To solve systems by crypto-osmosis.
He could dream in the night,
Which solutions were right,

Then leave early to tend to his roses!

The gymnast cryptanalyst Fred,
Decrypts while he stands on his head.
But the problem, you see,
Was with TOPIs, 'cause he
Made plain text that upside-down read!

LIL1TT7770 00770077777 870777 0070700070000 77777077707770777777777777177777777
9. ACTION LINE
A. QUESTION #1

Dear Action Line, .
"Tales of the Krypt" recently reported that the CA Professional
Qualifications Examination (CAPQE) will no longer be required for
certification as a professional Cryptanalyst at NSA. Are any other
changes being planned to the certification requirements? If so, what
are they? ’
CA (Curious Analyst)

Dear CA,-

The elimination of the CAPQE is just one of the changes being planned
for the CA certification process. The.Panel - in conjunction with M3,
the General Counsel, and a special DDO Legal Affairs Committee - has
been busy reviewing all professionalization criteria, looking for weak
spots. Doing away with the CAPQE is only the first to be put into effect.
Some other changes to be implemented:

1. A number of additional NCS courses will be required. The growth
in the types and sophistication of communications in recent
years has meant that new courses were going to be developed
anyway, and the Panel was quick to recognize these courses as a

[ (3)-p.L. 86-3¢}
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way to fill the gap left by the CAPQE. It is expected that

20-25 required courses would be added to the current number of 14.
As a bonus, many of the new courses are expected to have
applications to actual operational cryptanalytic problems.

Revival of the "points" system, where specific accomplishments

are awarded some number of points, and professionalization is
achieved when a set threshold is reached. This program will
differ from similar versions in the past, however, in that the
number of points needed for certification - and the number of
points awarded for specific accomplishments - will be tailored

to each aspirant, as determined by a series of interviews with
Panel members. In this way, we hope to address the all-too-common
situations where some people appeared to attain professionalization
more rapidly than others. [This approach is very familiar to the
sporting world, especially in golf, bowling and horse racing.]
This is designed to "level the field", giving some aspirants a
better shot at gaining certification.

The writing of a technical paper will still be required, but the

‘review process will be eliminated. Aspirants will no longer be

required to give an oral presentation of their paper (this was
found to be too stressful for the reviewers), but will instead

be asked to sign an affidavit that the paper being submitted deals
with a valid cryptanalytic topic, is of a minimum length (to be
determined later), and took a minimum amount of time to write
(also to be determined later). This affidavit will become part

of the aspirant's permanent record with the Panel, and if at some
time in the future the paper is actually read and found not to be
in compliance, the Panel will have the power to strip the analyst
of their certification.

In recognition of the crucial role that computers have come to
play in cyptanalysis, the requirement of a computer program will
also be modified. The primary aspects of the new criteria are:
a) three programs will be required (vs. the current regquirement
of one); b) to promote standardization, all programs must

be written in either Ada, C++, FORTRAN77 or QBASIC; c¢) again to
promote standardization, all source code must be created using
the emacs text editor; and d) programs must compile and run on a
minimum of three different platforms (e.g. IBM PC, SUN and CRAY).
Programs must be completely orignal and will be subjected to a
rigorous review by a panel of computer experts. Any program found
to contain routines written by others (to include most standard
library subroutines) will be rejected.

That just about covers it. There are a few other changes being planned,
but you don't need to be concerned over them. As you can see, the Panel
is vitally concerned about the continued technical health of the field of
Cryptanalysis, and it is hoped that the new criteria will not damage our
posture to any great extent. As always, if you have any questions about
the new process, you may bring them to the Panel, and they will give them
the attention they merit. Thanks for the question.

B.
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Dear Action Line: o
Maybe I'm dumb, but I don't have a clue as to why the Agency cares

.
.
.
.
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about VISION STATEMENTs all of a sudden. It seems to me to be such a
waste of time and effort.
Non-visionary

Dear Non-visionary:

You couldn't be more wrong! Vision statements are the driving
forces of change in an organization. They give full purpose and
direction to the mission of any group. They set the tone for the
hoi polloi. , .

To give you an example, suppose we talk about a company which
makes widgets. This company came up with the vision statement:

TO MAKE THE BEST POSSIBLE WIDGETS. You probably think that such a

. profound statement took years to evolve. Actually, it took only two
dozen top corporate executives two weeks to develop it during an
off-site team-build in Hawaii. That single vision statement spurred
the Advertising Department to come up with: TO CONVINCE PEOPLE TO
BUY MORE WIDGETS THAN THEY NEED. You can see the trickle-down effect
now. Even the Research Department threw its hat in the fray with:

TO DESIGN TOMORROW'S WIDGETS (that's just like researchers to come up
with something that allows them to procrastinate for another day).
The workers decided on their own version: TO MAKE THE LARGEST
SALARY POSSIBLE WHILE MAKING THE FEWEST POSSIBLE WIDGETS. As you can
plainly see, the proper framing of a vision statement keeps the
intricate parts of any organization working at cross vision statements
instead of at cross purposes.

C. QUESTION #3

Dear Action Line:

I have noticed that, for the past 20 years, the quality of dress
at the Agency has declined dramatically. The way people dress today
disgusts me so much that I sometimes feel physically ill. Don't these
people know that to be true professionals, they must dress appropriately?
Is there anything that can be done -- perhaps the institution of a
dress code?

Sore Eyes

Dear Sore Eyes:

We brought yvour letter to the attention of Mr. Otto Nobetter, chief
of protocol. He discussed your concerns with several other senior Agency
"officials who jointly responded as follows:

"Complainers like you have nothing better to do than whine about
silly, irrelevant things. If you worried half as much about your own
productivity, it would never occur to you to be so droll. You should
be more concerned about national issues, such as television prime time
network ratings, the rising cost of cable television subscriptions, and
famous trials from the west coast. So, dress down and take your work more
seriously. GET A LIFE, Sore Eyes!" ~

/////7///////////////////////////////////////////////////////////////////
10. EDITORIAL CORNER
We hope you have enjoyed reading the first April Fool's issue. It was

meant to bring enjoyment and a little smile into your very technical
world. :

BRAGHEHFRARRBRG SRR BB S U BB SRR ERH R BH R RS AR A SRS SR RS S RS H RS S R R R R 4
NOTE: We MUST receive any submissions for the May issue by 21 April.
REREHEREBRFHERFBHRFHF R R RERR R ARG R BB H R R R R B R U RS ARG R R R R H SRR AR
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1. TFDSQl PERSPECTIVES IN CA - Each month this newsletter features

the perspective of a CA Senior on a CA topic of hi gice. This
month we are pleased to feature the thoughts of Chief, R51.

™ * &= oa oo

Q) R51 is the Mathematics Research Division of R5. There's a lot .hb)(S) P.T. 86-3¢
going on in R51 besides our basic research work but I'm not sure L
that very many people really understand the diversity of activities .t
here. Since the whole idea of all these projects is to support the ,*
cryptomath community at NSA, I thought it would make sense to tell, you
about the whole range of projects going on in R51 and also try to’
convince you that R51 is a great place for a cryptanalyst to take a
diversity tour. Let's start with the latter topic. .

»
.

(rSQ), MATHEMATICS RESEARCH: This is our core mission: to carry out research
on math problems relevant to any aspect of the Agency s SIGINT or

Approved for Release by.NSA on 09-28-2023, FOIA Case # 61704
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INFOSEC missions. Most of our work is related to cryptologic
mathematics and supports Z Group cryptanalysis efforts, but we are also

trying to have an impact on problems involving colIection‘ processing,

| but thls is an area where we need

to increase our contribution.
Whether you have a PhD in math or a BA in English you are
welcomed and encouraged to stop in any time and talk about a diversity
tour in R51. The role of mathematics in cryptaralysis is well known,
and a tour in R51 gives you a chance to extend your math expertise into
some exciting new areas. Recently we have had a large research effort

Page 2 of 13

jJump off onto another aspect of R51. But, before I go on, please
.congider coming to R51 for a diversity tour - there is a great group of

people here to work with and we are equally happy to learn from you as
well as teach!

1EH~ R51 MANAGEMENT: I want to give you an overview of some of the other
activities going on in R51 but first, I'll mention that the management
structure of R51 is much simpler than in most organizations. At the
moment, other than the chief,. wve have only-two'pevple’ Irf fhdnagément
roles. | |is the Technical Director of R51 and has the job
of bringing new projects into the office and making valuable technical
contributions to all of the projects. He organizes the R51 work force
into effective teams and acts ,as . qur.main .interface- to the folks "we"dre
trying to support. 1s our External Research Director, and
takes care of coordinating all of the R51 activities that support the
mathematics infrastructure of the U.S. as well as the projects that
involve support to the NSA cryptomath community by folks from the ]
academic and industrial world. He makes sure that a complicated set of +*

[
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actions move forward in a timely manner throughout the year, plans out
the R51 budget (which supports the whole cryptomath community in many
different ways), and formulates research projects for external work.
Other than myself, I l there are no other managers of any
sort at the moment, just 40 or so mathematicians (including visitors)
who are left free to do math. We usually have a customer deputy
visiting from Z and most recently this was. has moved
on to take over as the acting Chief of R53. N .
\Qﬁe THE DIRECTOR'S SUMMER PROGRAM: We bring 25 of ‘the very best,
rgraduate math majors in the country to NSA each sumper through,

this highly competitive program. Usually 10 are returning .-DSPers frdém
previous summers and they are assigned to offices throughout the .
cryptomath community, and 15 are first time DSPers who work down ‘in

. the DSP room under the mentorship of top Agency cryptomathematicians’..
The goal here is to establish a long-term relationship with the
mathematicians who will be the leaders of the U.S. math community for
the next generation. (We will hire some former DSP students here (and
have hired some at IDA) but that is not the primary goal.) The program

Page 3 of 13
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manager for the DSP is pnd she ‘handlea every* aspect 6f tha " " “* """ *°°
complicated process of advertising the DSP, organizing the selection

meetings, and tracking a large pool of students through the clearance
process. She has the whole process running very smoothly and we are
very excited about this year’'s group. It is extremely important to have

a strong presence by Z in the DSP roc&gn_d_this_mwmﬁry happy
to have as the

DSP Technical Directors. ' BRI AR *

Tresq) THE MATHEMATICAL SCIENCES PROGRAM: Th}q is .a.- progrdm’ Ehrough
which NSA funds undirected mathematics®research in the U.S. academic ™ i
community. | ]13 the MSP director and | jthe
program administrator. The.MSP, which also funds conferencess and
workshops, has had a major impact on the U.S. math c6mmun1ty and has
prlayed a large role in promotlng a p051t1vg Fmage for the Agency. A

committee of the AMS oversees whlch_graﬂts are funded and the program _*

has enabled many younger mathgmat1c1ans to get funding. A current Lt

action item here is to|get‘more of the mathematicians receiving grants
to visit NSA. and lecture on their work. .

-
.

‘THE SABBATICAL PROGRAM: 1In addition to the MSP,[:::::::];nd

also manage the Sabbatical Program which brings academic

ticians into NSA for a year or two. This program has a been a
great success. At the moment is v181t1ng on_the sabbaticgl

*17d-(€) (D)

9€-98

program and working in R21. This summer three people "who or1g1na11E PRI

visited through the sabbatical program will return for the summer:
In_June E::q_vull start a
our and in the fa will ‘drrive” fof d Yéari < Mgttt c1n wu =

program has been extremely valuable for two reasons. First, we get some
first-class help on our most difficult problems. Second, we build some
strong ties to the academic world. For example, | is helping

us establish a Center for Computational Mathematics at Rice Univerkity ==+ -« .. ..

which will play a large role in our outreach efforts to the Hispanic
mathematics community.

TPOBe) JSAG: THE JOINT STATISTICAL ADVISORY GROUP: This program, whichs®

has been in existence for 20 years, brings unclassified statistics "‘
problems of operational interest to three leading centers of statiétics
research: Stanford University, U.C. Berkeley, and the Un1versmty of
Washington. Work carried out on these problems appears 1n‘a series of
reports that are available through R51. The JSAG problems have been the

L]
L]
L]
L3

.
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topic of many PhD dissertations at the three institutions listed
above. A related activity is the sponsoring of applied mathematics
workshops and a recent example is the conference on applied change
point theory organized by[::::::::l Conference proceedings are now
available. If you can formulate a statikstice. research problem in an

tffffffffﬁed setting and would like some help, call Tree e, fleqr, |,
-.-------.-.------...--..-----------...---.-.-.-'-'-'-'-'-'F-"ll'.q.—

(FOUO) MATHEMATICS CONSULTANTS: Leading academic mathemat1c1ans
regularly visit the Agency through R51 and in operational

areas. Atnom_au:_ne.mu.alr .consultants .are '-*ﬂ-j‘""""" e eteerenernd
Clemson, from.-NC- State,-and " *** """ """ from

UMBC. who visited through the sabbatical program,
will join our list of consultants soon. We also bring ﬂof AT&T

in for consulting work. e,

17 d-(g) (q)

9¢-98

(U) WiMS AND OTHER OUTREACH EFFORTS: R51 provides the funding and Lt
administrative support to WiMS activities (Women in Mathematics) at NSA.* . ’
and to a number of outreach and recruiting efforts to minority R o '
mathematicians and institutioms. ." . p

P * P

TFrosQ) IDA: R51 is the primary interface for the three IDA nesearch N
centers that work exclusively for NSA: The Center, for Communlcatlons
Research at Princeton, The Center for Communlcatlons Regearch at La -
Jolla, and the Supercomputing Research Centér in Bowsé The mission at
SRC is moving away from an emphasis qn‘the de51gn.of supercomputers and ¥
into the areas of advanced cryptanalytlc compyting and network security .

and exploitation. To emphas;zé this change-the name of SRC will also
change in the near futuge. In addltloq £d considering diversity tours.
in R51 please take som& time to consijder a tour at any of the three IpA

centers. AgainV.I‘would be glad fe’talk about this with anyone.. ”

{ R51 CLASSIFIED LIBRARY: The R51 library, managed by 'anr'.—e_rréj
houses over 11,000 cryptologic mathematics papers fr
past years. Rachel "is now responsible for the electronic L
distribution of IDA°papers (and R51 papers soon) and is organizing a
large-scale effprt to put the R51 library on-line. The abstracts are
already on 1iﬁe and you can access them by becoming a [:::::::fuser.

Call [::] for details.

TFrose) R51 SEMINAR: For many years R51 has sponsored a general seminar
on current topics in cryptologic mathematics. The R51 seminar meets
nearly every Thursday at 1:30 p.m. in the R51 Math Lab. Wwatch for the

announcements. Currently | |is coordinating the seminar
series and he has been finding some fantastlc speakers from all over
the Agency. .

»
»
.
.

(U) OK - I have run out of steam for now, but if you 'got this far thanks
for taking the time to read about R51. We are here to servé the whole
cryptomath community so come over and get involved with some of'our
activities. ‘.,

[(0) (3)-P.L. 86-36|
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2. (FOUO) CALENDAR OF EVENTS *

~ May 1-5 ’ ACE (CCR Princeton) .
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May 3- CLA Speaker "Language Policies in the
United States" (OPS2B 4118, #6, 1300)
May 8 Z Technology Forum; "An Inside Look at
the [ | (FOUO) *;
[ |(1300 -14006, OPSZB 4118 Rm.6)
May 9 NSA Science & Englneefrng Sopleﬁy Talk, .

*Stopping Terrorists in Midair ‘with' N

Aviation Security Technology"”, [(b) (3)-P.L. 86-36|

(R&E Symposium Center,_lQOD)- R
May 10 [:;;Iiblecommunlcations Technology Forum,
: . riedman, 1000 - 1600) (See Community
Service for details)

May 11 Brown-bag>Lunch Video, sponsored by Z FWP,
*Taking Care of Ourselves and Qur Parents"”,
(2C086, 1100)

May 15 Seminar on "Bent and Other Highly Non-
Linear Boolean Functions" (see 4a)

May 23 Cryﬁto-Linguistic Association Banquet
(Ft. Meade Officers*' Club, 1130-1330)

May 23-25 CA PQE

PLAN AHEAD

June 1 CMI Banquet (BBC, 1830-2300)

June 1 MATHFEST 95

June 5-9 CA-305

June 20 KRYPTOS Talk (Speaker To Be Announced)

IIILLTTITITT I P00 17000000770 0000000077101007717777771071771711711111171177

3. WORD FROM THE CACP

to the Panel.

i
. ..
RN PR NN T I N AR RN NN A BN AN N R AR AR AL NN RN N YRR AN HR AN AN RN RN R R AT AN
.
L]
.

b. (U) The CA Career Panel will be édber;izing several positions for
its development programs. Five CA Intern positions and five
Cross-Training positions will be advertized in Ehb-ls May edition of
the Headquarters Vacancy Announcement booklet. te.

a. {(U) The Crvntgnalzﬁﬁs Career Panel welcomes its newest member,

3
»
»

HIIIIIIHllllnlllllll.ﬂ“"lﬂn..ﬂllIl“llﬂIlll'l-I...IIII..I.I'II!III:JH.I.IIIIIIIll

c. (FPOBQ)L CRYPTANALYSIS CROSS-TRAINING PROGRAM (CACTP) BEGINS .".

86—3q

[®) (3 -P.L.

The Agency cross-training program began in March, with
Cryptanalysis participating as an "emerging®" career field. This L
involves a competitive selection process whereby people who are in.°*
*diminishing® fields can apply for cross-training in an "emerginy
field." Once selected, the participants will have an ind}vidualized

.
»
[
»
»
»
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plan developed for them based on their backgrounds, past Agency
experience, and other considerations. This plan will include
coursework and diversity tours, and will usually last about three
years.

In this first wave of applications and selections, the following
three people were selected for participation in the CACTP:

enjoys mental challenges and is looking forward to sharpening his (b) (6)

(b) (3)-P.L.

86-36

analytical skills and using his educational background to work on .
cryptanalytic problems. . AN

*

I l where she is a program analyst.‘
Mary has been fascinated by cryptanalysis elqce she EOD-ed, but thrs is .
her first chance to get into the career field. " She. quoys puzzles and

intricate projects, and is looking forward to making a mbresd;rect .
contribution to the Agency's mission, after working so long.rn varrous ‘

'l
support roles. . . "

. {(®) (3)-P.L.

86-36

b w1th a .
background in mathematics and accounting. She is ;nterested in areas -

where logical thinking, attention to detail, and Organizational skill
are required. { N i

| |

Please welcome these Cross-Trainees into our career field as they
tour through Z Group!

LILTIITIILTLIIITIII 100000000000 0000070700017711711111100007077717111111
4. TECHNICAL ARTICLE

a. (T®€. A Mini-View of Mini-Scamp '95

BACKGROUND... There was once a cryptanalyst who attended
a meeting of thef ]

F
a®
e
at
L

L
L
'.

J—HavIng cstabITshed himselT as a knowledgeable
customer, he then found himself being asked to answer all sorts of
customer requirement questions from J1. This insightful cryppie knew
that a more thorough examination of [ Iat the agency was

in order, thus Mini Scamp '95 was conceived. TrRTErrrr e s

(1) (@)

1td-(g) (q)

(TYp20€ 250 06-(€) (D)

MISSION... Mini Scamp '95 convened at the R&E building from 13
February through 24 March. Twenty participants, 13 from Z group and the
remainder representing €, J, and R ups, as well as CCR, SRC and’ GCHQ,

9¢-98

met to concentrate on
answer three questions:
2)
3) (

1)

WEEK 1... During the first week we had several meetings in
order to establish a good working environment and to address question
one from the above paragraph. Each Z group participant described the

(b)(3)-P.L. 86-36

9/23/2010




May 1995 TALES OF THE KRYPT Page 7 of 13

Doc ID: 6823792

needs in his/her division. Each of the other participants
e inﬁo.rmation to share about hardware, software, or

also had’ valuabl
algorithms. ..

(b) (1)

(b) (3)-P.L. 86-36

(b) (3)-50 USC 3024 (1)

METHODS... During the course of our work on the probléms

we tested many existing programs and various computation platforms
Although we examined several. ideas. the main ;eghnjm;gg we found tao

*
-l-.----.--

l____gi-:cdmmnnm‘xoms .. In answer to the $64,000 question (actually '
~ which prompted the mini scamp. we found that although the ¢

FOR FURTHER INFO... We have documented our motivations,
methods, and findinge in a final report which will soon be available
upon request. This report contains much more detail than is appropriate
for this article, yet it is quite readable, so we urge you to obtain

a copy if you have any interest in depth detection. POCs are
.L—W'I.Illllﬂllﬂlll'lllllllllll:lllllll

////////////////////////////////////////////////////./7,‘-/././/////////I//////

e
-
Y.

.-I(b) (3)-P.L. 86-3¢|

COMMUNITY SERVICE
Z FWP Reps Presents Monthly Videos (See calendar) ' .

5.

.
.

a. (U)

On Thursday, May 1lth, the Z FWP reps will bev offering thg‘éécond in a

.
*
.
.
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series of Monthly Video presentations focusing on Family Issues,

including Parenting, Eldercare, Childcare, and Balancing Family and
Work. In this presentationl IMaryland Department of
Mental Health, discusses the changing physiology and social behaviors
of the aging and offers insight in dealing with the elderly.

IIIIIIIIIlllnIIllIIIIlIIIllIllllIlllllIllﬂllllllllIIIIIIIIII.IJIIIIIIIIIIIIIIII

-

b. (U) NSA Science & Engineering Presentation t.,
I !is the Scientific Advisor at the FAA in the area of Civil ‘.,
Tation security” amd: is an.anhernatlonally reqognized expert in this ‘..
field. Higs talk is entitled: L
(b) (6)
Stopping Terrorists in Midair .
With .t *

Aviation Security Technology .

Few things are more terrifying than the thought of a commerc1a1
airliner exploding in midair. .

.
.

The Federal Aviation Administration (FAA) is charged Qith ensuring that
air travel is safe. They are responsible for idehtifying the terrorist
threat, developing regulations, equipment,_ and procedures to reduce it,
and conducting inspections to ensure cqmpliance.

The FAA is now in the midst of .535 Million research and development
program to 1dent1fy, develop, énd exploit technologies to detect
weapons and exp1051ves, jmprove human performance in security, and
increase aircraft suryvitability. Systems resulting from this research
which are capable,éef automated explosive detection are beginning to be
used internationally.

will address these topics in his presentation. (See calendar)

c. {U) FIRST OFFERING OF CRYPTOLOGIC HISTORY COURSE

The Center for Cryptologic History (CCH) is pleased
to announce that it is sponsoring IR-127, U.S. Cryptologic
History, through the National Cryptologic School {(NCS).
The course will be held from 22 to 30 June (no class on 28 June)
from 0900 to 1200 in 9A135 in the Headquarters building.

The course will examine major themes and enduring principles
in the practice of signals intelligence and information systems security
from the American Revolution to the present. CCH staff and guest
speakers will also discuss the roles and operations of SIGINT and
INFOSEC in many of the crises of the twentieth century. This is
the story of how and why the U.S. SIGINT System got to be the way
it is.

For information on course content, please contact the CCH at
or on e-mail atf ] For registration, please
contact y Ur'oﬁgan;zatlon s training coordlnétor,_

lllllllllllllllﬂll'lﬂllll.ll.IIIIIHIHIIIIIIII.II""Il!.‘l.llll..lllI'n.l’"lllnﬂll’l'ﬂl

R = - “- = nomew -------------------'!-
MD’Telecommunlcatlons Technology Forum .. (b) (3)-P.1. 86-36]

lllIlllllllllllIIIIIIIIIIIII‘

The final presentation .of the Telecommunications Technology Fortm
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1994/95 Awareness Series is scheduled for next month. First, there will
be a classified briefing in the morning, followed by an unclassified
seminar in the afternoon.

BRIEFING
DATE: 10 May

TIME: 1000 - 1100
PLACE: Friedman Auditorium

SPEAKER: .

LUNCH: 1100 - 1200
SEMINAR : e, .

DATE: 10 May (b) {3)-P.TL. 86—36'
TIME: 1200 - 1600
PLACE: Friedman Auditorium

TOPIC: "ENCRYPTION: A GLOBAL PROSPECTUS." Encryption is one of the most
hotly debated topics of recent years. To what extent do governments
have the right to control the privacy of telecommunications? Does the
need for criminal information, obtained by intercept, weigh against the
need for an expectation of privacy by world citizens. Cost,
availability and readiness of equipment, worldwide, make policing and
restricting commercial and private use difficult at best.

(b) (6)

This seminar will present a review, recent trends in commercial
encryption, and a prospectus of worldwide policy issuqq._.. AR

.

w v "
.o n w s .

SPEAKER: | ] a trial lawyer ang patent
attorney specializing in the law of technology and intelléctual
property. He represents domestic and foreign clients ghfoughout the
U.S. and abroad in complex technology-related cases,*Formerly an
Associate Professor of Electrical Engineering and. Computer Science at
GWU, he developed an engineering course entitLeI "Telecommunications
Security,” and a graduate law course entitl "Electronics and
Computers: Patent Law Practice.'[::::;:::;:Tglso has advised on and
or CIA.

analyzed high-technology electronics

. [(b) (3)~P.L. 86-36]
OPEN SEATING, MUST BE CLEARED TS/SI-TK FOR MORNING BRIEFING o

4 a

.
Illlll'llllIIlllll’lllIllllIIIIlll!I-IllllllﬂllHl.l.ll-lll.IIIIIllllllllllll.lﬂllllﬂ"...l'lll-
L]
.
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Calendar of Events .
The following conferences and exhibitions are sponsored by NSA, o
academia, and professional associations. These conferences and "

exhibitions provide the participants with technical information and

Page 10 0f 13

exchanges on current plans, programs and developments. Call the number -*

listed for further information about the conference or contact

Calendar of Events.
May 95

6-11 May; Diéital Equipment Computer Users; Washington, DC; (800)
332-8755

8-9 May; Technology Convergence 95, Capturing Competitive Advantages
Through Integrated Telecommunications Solutions; Philadelphia, PA;
(800) 626-1796

8-10 May; IEEE Symposium on Security and Privacy; Oakland CA; Email:
sp@itd.nrl.navy

8-11 May; ECF95, Eastern Communications Forum; Washington, DC; (312)
938-3500

9 May; 1995 Vital Issues Symposium, Geo-Political Impacts of C4I in the
21st Century; Washington, DC; (703) 757-1466

9-11 May; IN 95, 1995 IEEE Intelligent Network Workshop; Ottawa,
Canada; (905) 615-6486

9-12 May; ICASSP "95; Detroit, MI; (517) 663-7114

9-13 May; 7th International Conference on Indium Phosphide and Related
Materials; Hakkaido, Japan; (908) 562-3893

14-17 May; 1995 IEEE/LEOS Workshop on Interconnections Within High
Speed Digital Systems; Santa Fe, NM; (908) 562-3894

15-16 May; C4I Networking Solutions -- Today and Tomorrow; Tidewater
Chapter, Hampton, VA; (804) 764-7065

15-17 May; Test & Evaluation Under the New Acquisition Reform
Initiatives; Washington, DC; (310) 534-3922

15-18 May; 6th Joint European Networking Conference: Bringing the World
to Desktop; Tel Aviv, Israel; Tel: 31-20-639-1131

15-20 May; SVIAZ °95, 7th Biannual Communications Systems-and
Facilities; Moscow, Russia; (800) 868-9761

16-18 May; 7th Wireless Data Communications conference; (203) 847-5131

16-19 May; 7th Annual Canadian Computer Security Symposium; Ottawa,

[(b) (3)-P.L. 86-36]

[w}th suggestions, updates, and/or additions td .,

9/23/2010
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Canada; (613) 991-7656

21-26 May; CLEO/QEL - Conference on Lasers and Electro-Optics and
Quantum Electronics and Laser Science; Baltimore, MD; (908) 562~ 3893

22-24 May; Information Security Conference: Securing the Extended
Enterprise; Rosemont, IL; (800) 808-EXPO

22-24 May; IWANNT °"95 - International WOrkshop.on Applications of
Neural Networks to Telecommunications (IWANNT '95); Stockholm, Sweden;
(201) 829-4929

27-29 May; IEEE International Symposium on Requirements Engineering;
Heslington, York, United Kingdom; Email: mdheéminster.york.ac.uk

£. TPMOUQ) MEPP HONORED

The Math Education Partnership Program has been selected to receive
Special Recognition in the nationwide 1995 Public Service Excellence
Award Program. All MEPP volunteers are cordially invited to attend an
award presentation and social on Tuesday, 2 May from 1300-1400 in the
Canine suite. Please come and share in the excitement! POC is[ |

| l. l .n
LA BB BB B N ) . .‘I"l.lﬂ nu ARRN IIIIIIIIIHII..IHIIIHIIII‘.

g. TFOYe). WiMS Activities TRitiaaaaa,,,, .

At the last WiMS meeting on 20 April 1995,[::::::::::I(Ch, R51) provided
a report on the funding support provided by R51 to external WiMS type
activities. Last summer, R51/WiMS provided support to the now well

known and publicized Research Experience for Undergraduates (REUs) at
the Mills Summer Math Institute. This provides research opportunities
for undergraduate women in mathematics. The Mills program is being
funded by NSF this year. This summer, we are providing significant

17 a- () (D]

support for a simila be started up at George Washington .
University. Our own wilt be *teaching a'3 wéedk e Y
combinatorics course there as well. In addition, R51/WiMS is provuding

some support to a similar REU being started thlS year-aﬂ R

.Olaf/Carleton College. ettt Lt

Last year | Itraqeled but to Mills to see what this REU was
all about. That was-Very fortunate for us since she made contact there
with[;:::::::;::I a spectacular mathematician who will be EODing to NSA
short]ly. We hope to again send Agency representatives to Mills this
year, and to-St. 0Olaf/Carleton as well.

11111171771777771077777777107727171777707777777777770777077777777171717777117771

6. ACTION LINE

QUESTION: Has any consideration been given to limiting the terms in

office of KRYPTOS officers? This would include the term in a

particular office and consecutive terms of service in any office.
Signed, Anonymous

~ -~ -~ o~~~ o~~~ ~

ANSWER: Coincidentally, the KRYPTOS Council is in the process of
considering shortening the terms of its officers. We were prompted by

[(®) (3)-P.L. 86-3¢]

foc-98
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two considerations:

a) several officers serve four years and that gets to
be somewhat long; and : -

b) we desire to get more people active in KRYPTOS affairs;
increasing the turnover rate of our officers will accomplish this.

The terms of offices are defined in the bylaws and so these would have
to be changed by vote of the membership. The Council plans to finalize
the proposed changes at our April meeting and have the membership vote
on them at the June KRYPTOS talk. To this point we had not considered
prohibiting back-to-back terms of office but I will now have the
Council consider this possibility. Thanks for your suggestion.

|. s s aE s (b) (3)-P.L.
KRYPTOS President

LILITIIIILILIII2000000000070070007777007717077110771707777077107711177771
7. TPeUQ) NEWSLETTER ANNIVERSARY CONTEST

It is hard to believe that we are approaching our first anniversary,
but it's true. It has been a very interesting endeavor for us, and
we hope it has been the same for you. For our anniversary issue,

we would like to recognize some of the most unusual CA-related

events experienced bu our readers during this past year. So, if you
have such a Tale, submit it to us by 19 May. The Editorial Board will
vote, and the top two winners will be treated to Anniversary Sundaes

by us!

FHRARREHERRR R RRRB SR A AR RSB RRI AR R E R BB AR R BB H R R R R RO SR R0
NOTE: We MUST receive any submissions for the June issue by 26 May.
HARBAAHHERRHGHAAS RS RAFRE B SRR R G R RB A SR RN IR RS RS U RS U SRR B U RS H RS H RS LS

If you have any comments or suggestions, please submit them to any
member of the editorial board.

LDLTORIAL EOARD

Jack 1Ingram, Cryptologic History Museum ' s

] .

86-36

OFFICE Reps "t s s a v s sw e mramraxuwanunuanen=unu|(b)(3)-P.L. 86-36
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Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSA/CSSM 123-2
DATED 3 SeF 19891

DECLASSIFY ON: SOURCE MARKED "0ADR™
DATE OF SOURCE: 3 SEP 1981
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1. PERSPECTIVES IN CA - when "Tales of the Krypt" was first
published in June 1994, we asked Tom Lessard to write the inaugural
"Perspective in ca". or this anniversary issue we solicited the
thoughts of [:::::::::leeputy Chief of Z. His topic is...

Future Watch on Cryptanalysis

Four events in the past few years will have profound impact on
the future of cryptanalysis: the apparent end of the Cold War, the
decline of Big Government, the worldwide transformation from industrial
economies to the information age, and the private sector's recent
infatuation with providing information security to an unsuspecting
public. One can hardly pick up an Information Age magazine without
finding a paragraph in every article explaining the risks and solutions
for eavesdroppers, viruses, data integrity, masqueraders, hackers,
etc. Formerly the secretive domain of governments, the emerging
security provider now more resembles a professor, an engineer, a CIO
(Chief Information Officer), a hacker, or perhaps just a "do-gooder". .
All of these diverse elements have one thing in common: they are ,"
primarily interested in securing the global 1nformat10n infrastructure *

and have little concern or motivation to protect 22! in;g}l}gﬁﬂﬂﬁ;

T a- () (@]

Pe-o8

Approved for Release by NSA‘on 09-28-2023,

FOIA Case # 61704
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gathering capability. Corporate America is investing big bucks
(compared to government) into the R&D for products. Public discussions
on vulnerabilities, threats, and the sequence of steps necessary to
insure their correction is the everyday chat on the INTERNET. Thus
public cryptology has moved from a scholarly interest by the academic
community to competition amongst corporations and standards bodies.

&) So what does all of this mean to cryptanalysis? Are we a dying
breed? Certainly not, but we must act quickly to outmaneuver the
adversary. The decline of Big Government has already put us on a
downward trend just as steep as the increases we saw in the mid-
eighties. Of great concern is our inability to hire all kinds of
Information Age specialists. In an activity where our people are far
more important than any computer or specia-purpose crypto-buster, the
only investment of lasting value is indeed our cryptanalytic work

force. Our hiring in the mid-eighties formed the corg of feople who
tackled]

———

ST experienced cryptanalysts and this new breed of mixed
cryptanalyst/information technologist was just the formula for the
tremendous success we now experience, but it will take super human
efforts on the part of us all to sustain the success without the
vigorous hiring program we formerly enjoyed.

(U) Self-evaluation and self-correction will have to drive a
cryptanalytic workforce committed to life ong learning. There is no
simple curricula that will be appropriate for everyone. 1In fact, a
diversity of concentrations and interests is far more important than
overconcentration on any single-threaded sequence of courses. Much of
what any individual must learn will be based on both their own
experience and their constantly changing responsibilities in the
Information Age. One must find the balance between formal study and
surfing professional journals and electronic media.

(U) In summary, I have great expectations for the future of
cryptanalytic problem solvers. We have already seen where crypt-
analytic training is invaluable to solving many of the non-cipher
problems associated with processing. This trend will continue as we
confront the full wave of information technology and must rely on
creativity and innovation, our real genius, to survive.

L1111 1777 0000700077770 0707700777707777777707777177777177177007101777777777

2. (TO¥Q) CALENDAR OF EVENTS

June 1 CMI Banquet (BBC, 1830-2300)

June 1 MATHFEST 95 (R & E Symposium: Center)
(See COMMUNITY SERVICE)

June 5-9 CA-305

June 13-15 Summer Satéllite Symposium (see

COMMUNITY SERVICE)

June 20 ’ KRYPTOS Talk { | on .
: BULK Encryption, (Friedman, 1315 - new time) *
(8see KRYPTOS SOCIETY NEWS for details) .
PLAN AHEAD s
July 7. CMI Talk, David Kahn on "Codebreaking and,the

Battle of the Atlantic® - (Friedman, 0938)

July 10-14 CA Curriculum Review { | poc)

mid-October l

(b) (3)-P.L. 86-36

Tand many more, _The combindtigh” <+ v,

Page 2 of 10

(1) (@)
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(b) (3)-P.L. 86-36

(b) (1)
(b) {3)-P.L. 86-36
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30 Oct -~ 3 Nov CONSCRYPT

L11100700000000007700000070000007700000708000700000077000280077000271782211117

3. (U) KRYPTOS SOCIETY NEWS
a. Tﬂ{ NORMAN ROBERTS AWARD - CALL FOR NOMINATIONS

In recognition of Norman Roberts' talent for nurturing the skills of
junior analysts, the KRYPTOS Society established the Norman Roberts
Award. This award may be presented annually to a junior cryptanalyst
at NSA/GCHQ who has made an outstanding cryptanalytic contribution.

Norman joined GCHQ in 1975 and won the respect and admiration of his
colleagues for his innovative ideas and particularly for his ability to
train and inspire younger analysts up to his untimely death in July
1990.

Any KRYPTOS member may nominate any employee at NSA or GCHQ who has
approximately five years' service as of 31 July 1995, and who has
made an outstanding contribution to cryptology or a related
discipline. (For a nominee with more than 5 years of cryptanalytic
experience, the citation should explicitly draw the judges' attention
to that fact, and explain why the nomination should be considered as
falling within the overarching purpose of the Roberts award.) The
nominee does not have to be a KRYPTOS member. Integrees will be
regarded as members of their host Agency. The nomination must include
the names of the proposer and the nominee, together with an account of
the work which attracted the nomination. It may be classified up to

Page 3 of 10

TSC. Nominations are due by 1 September 1995 and should
the KRYPTOS Society secretary, l , » = «(b) (3)-P.L. 86-36

The winner, to be chosen by a joint UK/USA panel in October, will
receive an engraved plague and have her/his name inscribed on the
permanent Norman Roberts Award plaques displayed at NSA and GCHQ.

b. T™ KRYPTOS Cryptanalytic Literature Competition - CALL FOR PAPERS

Sponsored by KRYPTOS, the professional society for
cryptanalysts, the competition is open to all personnel at NSA,
., to personnel on field assignments, and to retirees (consistent
with security considerations).

Papers may treat any topic in the broad category of
professional cryptanalytic literature, including:

--- attacks and techniques relating to cryptanalytic
problems; .

--- cryptanalytic research;

--- history of cryptanalysis:

--- other subjects relating directly to cryptanalysis,
e.g. target studies, cryptologic trends from the point of view
of cryptanalysis, or computer support of a cryptanalytic problem.

Submissions may be written specifically for the competition.
They need not be, however. PAPERS WRITTEN BETWEEN JULY 1, 1994 AND
JUNE 30, 1995 ARE ELIGIBLE. Entries may carry a classification of up
to TSC. Compartmented papers will be considered only in extraordinary
cases. Papers should be submitted with one cover sheet with the
name (s) and organization(s) of the author(s) and title, and only the
title on the papers themselves, to facilitate impartial judging.

The judges will consider the following criteria: o
--- Is the paper an original discussion of a cryptanalytic
subject? :

--- Is the paper well written? Is the subject presented well?
Can a reader with a suitable technical background but unfamiliar
with the subject understand the paper and, by reading it, gain
knowledge about the subject?

(b) (3)-P.L.

86-36

9/23/2010




June 1995 TALES OF THE KRYPT | | Page 4 of 10
Doc ID: 6823793

--- Does the paper constitute an important additlon to the
body of cryptanalytic literature?

The judges will determine up to threée winners: cash prizes of
$125, $75, and $50 will be awarded to first, second, and third place
winners. The judges may designate papers to be worthy of honorable
mention. KRYPTOS hopes to publish some of these winning papers in IYB)(3)—P-L- 86—36‘
Agency professional journals. N P

- ¥ -
s ="
= =" .

To enter, please submjt, four vdples of your paper to 1
| The DEADLINE for entries is JULY 14,
1995. The competition results will be announced at a KRYPTOS function
in October 1995.

c. (FOUC) KXRYPTOS June Meeting Agenda

i. There will be some limited discussion, then voting, on the
Proposed Bylaws changes at the upcoming meeting. These changes will be
posted on ENLIGHTEN and to ESS during the first week of June.

2, talk is will be on] ~ | watch
ESS and ENLIGHTEN for additiohal, details. _ e
IlIllllII.I'llIlIIIIIIIIlll?l-l..Illll-.I:ll-l".llIII‘IIIIIIIII.'.I'.II:!I.
- - . . . ‘ ...
d. (Fouo) Distinguished Members ., . ..

If you have any suggesti i ! igtd i e, .,
Members, please corntact Trel ot

e. (FOUO) Election Time

*1td-{e) (qa)

.
Just a notice that this fall is election time for new officers of the
KRYPTOS Council. The voting on the proposed changes to the Bylaws at
the June meeting will determine just which offices are up for
election. If you are interested in running, or would like to suggest

someone, please 1 KR} cretary, know, either via
e-mail er By p. né-"-’-"-f'-f' FEEFEFEREE R NE N RN N N N ]
.llllllllllllIllllllIIIIllIIIIIIIIIIIIIIIIIIIIIIlll.lill'lillln.l.-ll.l-.l

£f. [Toves hapter News

The new officers for this chapter took office effective 12 May.

9£-98

President
President-Elect
Secretary
Treasurer

“1°d-(g) ()]

L1111107117777771717707777770777008777007777777710717717771177177177177177717

[oe-98

4. [FOYQ) CACP NEWS P T
.

..
a. Announcements T P *
- - - - - .

1. The CACP is pleased to announce that[:[1s «sthe new .
. *

Chairman of the Panel. L.t .

— . .

2. The CACP also welcomesl lof Z23 as its newest member. |, °
*

*
FRRR SRR R AN RN SR A RN E R NG TN RN RN AN R NN N TR NN I SRR U N AN RN USSR NN uS
.
.
.

b. CA Certifications - .
- *
*

The following people became professionalized in CA during May:, *

.
.
.
.
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c. CRYPTANALYSIS PQE RESULTS

The 1995 Cryptanalysis Professional Quallflcation Exam (PQE) was given on (b) (3)-P.L. 86-36
23, 24, and 25 May. Here are a few statistics on this year's offering of o
the PQE: ’ .

- Of the 24 aspirants who took the exam, 8 passed-—and one .
passed with honors! i .

*
- This year's pass rate is the same as it has been in recent xears.

- Of those who passed, some had taken the test several tlmes,
others had taken it just once before, and still others passed on ‘their
first try. .

- Among those taking the exam were 6 CA interns,.J CMPers, and 1 aspirant from the field.

. .
qu---IIIIIlllI.llllllll!ll.llnlllllIIl-llIll'llIIll.fl.l.nulllllnnllllllll

LIIIIIIIILLIIL 1000700070000 700 000000007080 007000 18070777721 700027771117777

.

{"M9EJ_TECHNICAL ARTICLE LY

.

) .
New Language Model Available *on Westing

WEBMASTERS NOTE: This article has been removed due to classification
issues. If you'd like to see the original please contact the current
webmaster.

LIVITIIIELILIIIIEIII00ITI0 0011000 000000000000000700007001710011121117
(MsQ) TECHNICAL HEALTH

a. CA-305 Schedule for Friedman Auditorium

(b) (1)
Monday June 5 i (b) (3)-50 USC 3024 (i)
_____________ {b) (3)-P.L. 86-36

1000 Talk 16 # David Kahn A New Theory of Intelligence .
1230  Talk 12 NSA Overview Briefing .
1400 Talk 6 * The SIGINT Sports Bar:

# - talk is to be broadcast on NEﬁSMAqAZINE
* - talk is open to NSA and all Second Par:{es

Tuesday June 6 Y,

0830  Talk 33 " "An overview of 1¢-300" """ "To) (3)-P.1. 66-3¢|
1000  Talk 14 NSA/Intelligence Community ,*

1230 Talk 38 Password Cryptography . *

.
.
.
.
.
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1400 Talk 7 + ' Now I Know My A, B , Cs...

+ - talk is open to NSA and UK "

Thursday June 8 Y a

0830 Talk 8 - Using the T3D "

1000 Talk 11 why 00 in CA Programming? e,

1230 Talk 22 # Health of US Supercomputing
Industry

# - talk is open to NSA, IDA, and all Second Parties

“17a- () (D]

Friday June 9

9€-98

0830 - Talk 34 N5 Staff Policy Soup PRI A
.

1000 Talk 34 N5 Staff Policy Soup (contlnuedl * o
PR .

1230 Talk 13 | . oo

.
M NN B AN A N AR R NS I A NN AR AN N AR A NN RR RO AR AR R RN runoia v

b. PRESCRIPTION FOR DIAGNOSIS by|

) *"what do I do next?®" How many of us in the cryptanalytic
communi have heard this plaintive question from an analyst who had
exhausted his/her "bag of tricks"™ in trying to diagnose a cryptosystem?
One of the main issues discussed at the recent cryptanalysis conference
at the SRC was diagnosis - what is it, how is it done, what kinds of
people CAN do it, can it be taught and, if so, how?

ﬂc{ The ability to_diagnose cryptosystems was one of the main
concerns ofl Chief 24, as he projected the needs of z4
into the year Among his quegtions were: "How do we train our junior
analysts for the challenges ahead? héw'do.we tap the experiences of our
senior people before they retire and so learn thérr-'t;icks of the trade"?

How dc we develop the innate diagnostic skills of our analysts? Can we
teach creative thinking?*

G| In an attempt to answer the above questions, in September 1994 T
a pilot course was developed within Z4 that was designed to sharpen the
diagnostic skills of our workforce by exposing them to unusual
cryptanalytic problems and then allowing them the opportunity to share
with other analysts. From the different divisions in Z4, fourteen
analysts of varying degrees of experience in terms of both longevity and
exposure were invited to participate in this initial offering. A common
alias was established for everyone and the set of problems was placed in
a common file. Individuals and small groups were encouraged to work on a
particular set of messages, communicating via e-mail on their approaches
and results. Then, twice a week we met for an hour for a direct exchange P
of ideas and "brainstorming®”. Comments like "I didn't see that®" or "I .
would have never thought of that" were common as each participant began ot Lt
adding to her/his diagnostic repertoire. Unfortunately, other comments «* .
like "I didn't have time to work on the problem® also surfaced and p01nted .
out again the need for strong management support for this type of t:ainlng o

foe-98 1 a-(€) (@}

.

T In November 1994, [ sent pe’
a note asking if this class would be interested in working on some IZ:ive"
problems. Her branch had isolated some fifteen target systems that were
undiagnosed because of low priority and/or lack of diagnostig eXperience.

.
*
.
»
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Her only request was that the junior analysts in her branch be included -

in the diagnostic process.

What an ideal situation!

The analysts in

Sylvia's branch worked with a system administrator to set up the various
directories and files, and by late November we became a diagnostic exchange

group instead of teacher-class.

no "right" way to attack a problem.

There were no longer any set answers and

Since November 1994 the membership in the group has expanded

beyond Z4 and is fluid in nature as people with different backgrounds are
made aware of the various phenomena existing in these systems and attempt

to bring their expertise to bear.
agenda varies from the historical to the excitement of a new result.
we been successful?
system has yet be

en solved.

We meet once a week for an hour and the

Have

That depends on what one perceives as the goal. No

However

f One DPP program has

been modified and a couple new programs have been suggested.

question of success ca
one of the analysts in

(v)

increased confidence demonstrated by some of the junior analysts.
are more willing to discuss their ideas,
and trust their own hunches.

rtﬁ be summed up in the comments of

try new tests,

Perhaps the

*One indicator of the success of this collabofatron ig the

‘Théy" » « . .

share their results,
This gain in self-assurance, coupled with the

opportunity to brainstorm with experts, and an expanded "bag of tricks",
has led us to characterize this activity as a clear success.

For anyone desiring to join this group and wanfip_
We try to keep the group reasonably smal
would encourage you to j6ih “ohIy" i'f*youn nre-willing &o. devate time, ek owmom s

(v)

information about it,

or e-mail

feel free to call

and effort on the problems.

on

an

L2L17I707707707070770070077707707700070007807070707070707777077778477770074°

7. Treay

a. MATHFEST '95

COMMUNITY SERVICE

This is a reminder that MATHFEST is coming June 1, 1995, @t the R & E

Symposium Center.

See'below for the official schedule.

All Green/Gold

badgers are elcdme, as well as IDA contraccors * "Talks are limited to .

—

No special access is requlred .

There will be a list of abstracts avallable as a handout at MATHFEST. .'

The CMI is looking to circulater the ab:
participating offices i

dvance
in hardcopy.

0830-0840

MATHPFEST

Be on the lookout for it.

LA AR AR SRR R2 2222222222222 22 22 2 2R 32

'95

Schedule of Events

Introduction and Welcome

0840-0900
0900-0920
0920-0940

LA AR A2 R R 2222222222 2222222 23

Prog. In ~CAPI |

] r21)

n::‘zf:rzfs

'h'-'-'h'h'-'-'i'aﬁ!-----'-lr.

Page 7 of 10

(b) (1)
(b) (3)—50 USC 3024
P.L. 86-36

(b} {3)-

Trd- () (Q)

9¢€-98

LR :.kﬁ‘
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Session 2: [ I Chairperson
1000-1020 Formal Methods { ~* * v . ]
1020-1040 Diagnosis of | e ]

1040-1100 O
1100-1120 ML RO
1 Ry N
L R . LI R ra '.'..’.-'

‘ L T I L A T b R 5

1300-1320 | L . e aezdr =

1320-1340 | ] ©

1340-1400 Automated Signal Identification | 1 ] i

::::::::::Ilu-'-_u

Session 4:[:::::::::::Ichairperson ©
(o)

1420-1440 ln ] z1) o

1440-1500 1 D1 Lol 3 T >

1500-1520 RS
Session 5: ::r Chairperson Leserttt . et -"_‘,..-""
1540-1600 Demodulatiag €o-Channel v.32 | P =
1600-1620 (software encryption) k-~ Lt
1620-1640 N
| T R51)

b. Summer satelite Symposium

Applied Signals Technology is offering this symposium on 13-15 June to
"U.S. Government employees®". Equipment will be on display in the R&E
building lobby; and then four 90-minute seminars will the offered at AST
in Jessup on :

Forward Error Correction Code Analysis Processing
Transponder Characterizations and Analysis |(b)(3)_p,L, 86-36
Model 120 Users Group

Baseband Channel Analysis

This is limited to 60 applicants. | |in 2409, has a copy
of the registration information and a Iist of equipment which will be

on display. Call her for a hardcopy of the brochure.

LILILIIELIILLLI LTI L0220 00000 000700007 00070007000700000001008011111771117
8. {TMeQ) PROBLEMS AND PUZZLES

a. ANSWER TO FEBRUARY PROBLEM OF THE MONTH

* (b} (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-3¢

s ewse|(b)(3)-P.L. 86-36]

9/23/2010
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(b) (1)
. » 1 (®)(3)-50 USC 3024(1i)
g {b) (3)-P.L. 86-36
all of this sounds far fetched, then I recommend that you attend the
CA-305 talk by| |[titled "You Can Usually Tell Plain Text,
But You Can't Always Tell-a-Cipher. She will describe a real probl
that is very similar to this toy. bdntqct[ I
for specific details and a diagram of the' ToDLef. .
!!!IIIIII'IIIiv‘uiiiiii'IIlllllll‘llll‘..lllll..ll:I.I.I':ll."-.'.l'lII.IIIII.I’
b. (PeUQ) PUZZLE ' SR ‘.
1. Aanswer to the March Puzzle (B-Gone) ' '-'}
[(b) (3)-P.L. 86-36

HNYJE .

WTRCM .

AFOUQ S

LXIZ2G .

S DVPK .'
Congrats to the following solvers! o .

c. The New Challenge

Given:

Solve for:

0123456789

Every letter represents a distinct digit. Wwhen the letters are
associated with digits so that the addition is correct, they will spell
out a phrase that may describe the successful cryptanalyst.

TIIIIILLIIIIT 00000 T80 0000 000000000 00000000000001010001111117

l####i#l##l##il#######I#!##ﬂ###l#lllili##l##Ili#lli#l###l#li##l#l#######i
NOTE: We MUST receive any submissions for the July issue by 27 June.
#l####l!##i#####i####i#il##I########ii####i###i###l##################I##l

If you have any comments or suggestions, please submit them to any

member of the editorial board. J(b)(3)_P'L' 86-36}

9/23/2010
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EDITORIAL BOARD

_JETR_Ihgram, Cryptologic History Museum, 688-5849 .

OFFICE Reps T .
.................................I(b)(3)—P.L. 86—36]

ARLIAIATAR LA AL TARAEATALALLA A TATALALLAL AL LAY R
Return to Kryptos Home Page .
NSA Home Page :

DERIVED FROM: NSACSSM 123-2, .

DaTeD 3 Sep 1891 .
DECLASSIFY ON: SOURCE MARKED "0ADR® .
_ DATEOF SOURCE: 3 SEP 1991
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1. (FO®Q) PERSPECTIVES IN CA - Each month this newsletter features
the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of David Goldschmidt, the
Director of IDA-CCR-P, who brings you ..

Greetings from the Center for Communications Research in Princeton.

Many people in the CA-Math community at NSA are acquainted to one
degree or another with CCR-Princeton, but I'm sure there are some who
have never heard of us, and many others who have only a vague idea of
who we are, why we are here, and what we do. So I thought I would take
this opportunity (kindly offered by Tales of the Krypt) to tell you
something about us, and to try to give you an idea of what things look
like from up our way.

We were established in 1959 by recommendation of a high-level committee
called the Baker Committee which was established by President
Eisenhower to make recommendations about how the United States should
develop and expand its cryptologic capabilities. We are a division of
IDA, the Institute for Defense Analyses, which is a Federally Funded
Research and Development Center with headguarters in Alexandria, VA.

We work exclusively for NSA, as do our two newer sister divisions, CCS
(formerly SRC) and CCR-La Jolla. There are a number of other IDA
divisions located in Alexandria, but they are not involved with NSA at

*erer (D) (3)-P.L. 86-36  9/23/2010
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all.

One of the main thrusts of the original Baker committee report was the
idea of strengthening ties between NSA and the outside mathematics
community. Back in the fifties at the height of the cold war, NSA was
a very "‘black'' organization and did not have any of the outside
connections which you now enjoy. For many years, the connection with
academia was maintained almost exclusively by us, primarily through the
SCAMP program which I'm sure many of you have heard of, and quite a few
of you have attended. 1It's an 8-10 week summer program to which we
invite roughly 20 outside academics, ranging from bright undergraduates
r_po distinguished senior professors, in addition to colleagues from NSA,

Actually, SCAMP pre-dates the founding of CCR, and almost of NSA (b) (3) -P. L. 86‘36-]
itself! The first SCAMP was held at UCLA in the summer of 1952. 1Its

early success was probably at least partly responsible for the Baker

committee recommendations. I think it's safe to say that this program

has proved over the years to be one of the most successful investments
NSA has ever made.

At CCR, our main mission is to develop new cryptanalytic techniques and
algorithms, and, more generally, to foster and extend the science of
cryptology. Over the years, we've devised many new algorithms, not
only in cryptanalysis, but in related fields such as signal processing,
language modelling, and speech recognition.

But we don't do this research in a vacuum. Experience has taught us
that in cryptology, like any applied science, progress comes from
working on hard (even '‘intractable’'') problems. Trying to solve such
problems seems to be the best route to new ideas, algorithms, and
techniques which may then apply to many other problems (even if they

don't solve the original problem as posed). And every once in a while,
we actually do solve the original problem!

Now that I've given you the birds-eye view, let me close with a
commercial message. In order to work on real problems, we need close
technical researcher-to-researcher contact with NSA. So we have grey

phones, we're on the classified network (our e-mail addresses are
' | and we have a Www page I l But
° even more important, there are in-person visits, both BRGLC ana rong
term. We often have an integree in Z Group, and we have a half-dozen

‘or 80°'1-2 year billets here for NSA integrees. If you're interested in

' wvisiting us, either for a short time or a long time, please let me ",
. know.

»
-

IIHIIIIIllﬂ...lﬂlIIIIIIIIﬂlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII:‘ﬂI
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2. CALENDAR :

July 7 Joint CMI/KRYPTOS Talk, "Codebreaking and ",
the Battle of the Atlantic®, by David Kahn ’
(Friedman, 0930)

(b)(3)-P.L. 86-36|

. July 7 Abstracts for CONSCRYPT Due - R
. troc | ] 243, |
. July 10, . - +**"" 2 Tech Forum, "Networking, Now and Tomorrow in
, z", by| ] and | o111
(b)(3)-P.L. 86-36 I L e

-
.

. - "

P

| | w1 o-rn. ez l9/23/201o
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86-36

(b) (3) -P.L.

.

July 10-14

July 14

July 18

PLAN AHEAD

August 17

. September 1
September 15
mid-October
October 26

Oct 30 -~ Nov 3

July 1995 TALES OF THE KRYPT
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(OPS 1, 3S040, 1300-1400) 4

CA Curriculum Review[ "‘—1,POCP

Paper _qumzms_mr.emmxemnan_me .
B ]

.
‘- .

Science and Englneer1ng 50c1ety Talk *"How
Sufezggmnunars_ugxga t of the ‘Basement”,

.

I (b) (3)-P.L. 86—36J

[ 1000) G | (b

R 3 rF
Joint CMI/KRYPTOS Talk,| |
TOPIC TBA, | , 1315)

Norman Roberts Award Nominations'Due

Peter Jenks Award Nomination Due

) (3)-P.L. 86-36_'

(b) (1)
(b) (3)-P.L. 86-36

KRYPTOS Annual Banquet and Awards Ceremony

CONSCRYPT

LI1PTT000000000000700 7000000 70770701077007000771007010710007701011177107711177177

3. KRYPTOS

a. (F9¥e) amendments to Bylaws Approved

Members of the KRYPTOS Society recently had a chance to vote

on some proposed changes to the Bylaws, and the vote was unanimously in
favor of accepting these changes. 1In effect, the terms of office are
shortened, creating more frequent opportunities for individuals to offer

to serve their community.

(A reminder that the Bylaws, with changes

annotated, is available on ENLIGHTEN.)

b. (P®sQ) KRYPTOS Election News

(b) (3)-P.L. 86—36'

is chairing the Nomination Committee to prepare a slate for the °,

upcoming fall election.

or

‘interested in running for an office to contact her, either onl
via e-mail.

She would like to have those KRYPTOS members
who might be interested in serving on this committee, or who might be

—

C. (POUYe) Peter Jenks Cammunity Service Award

Last year the KRYPTOS Council and the CACP created a new award to
recognize an individual for exceptional service and contribution to the

CA community. The first recipient was

Special Assistant

to 25. A detailed description of this award wiIl be available on

ENLIGHTEN, and will be mailed to

Nominations are due to

. -

.
. »
LA

}. .-I (b) (3)-P.L. 86-36
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| by 15 sept. ‘
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4.

a.

NEWS FROM THE CACP

(rove)

CACP Adds New Members .

(b) (3)-P.L. 86-36

. The. CACP is pleased to announce the addition of tyo new members. They

.+ are| 2232, and| 20341. They replace
Zz42 and | | 221. Also, has
replaced| bn the Computer Program.Evaluation Board. .

. .
. .
. ® “I-l.lllllIlll---llllllIlIl.l.ll..II.IIIIIIIIIIUUDI.H'HC-.IIIllIll-Il.--I

b.

(Fowe) NEW FACES IN THE CROWD

The newest CA Intern is

was a participant in the UTP.
will report on 24 July.

He is a recent graduate of
‘. _University of NC Chapel HIII with a Bachelors Degree in Mathematics.
The newest Cross-Trainee, [ | . *°
She was a Resources Manager with’a'

. .
.
., .
.-, °*
. e

(b) (3)-P.L.

86-36

.
.

bPackground in Accounting and is returning from Bad Aibling. _ .°* .

.
-llIIIIIIIIIIlIlll'l'll.ll.'lllllIllIIIlIllllllllII..'I.II‘.Il..ﬂ.'l."'ll.

(FODe)

C.

CA CERTIFICATIONS ' .

The CACP congratulatesl
H111, upon their completion of the CA Professionali’zaion criteria.

[ 253, and|

|

[ E AN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNENENRENENENNNN)

d.

(POYQ) NEW CRYPTANALYSIS CERTIFICATION CRITERIA

The CACP held an offsite where it considered the recommendations to
change the proposed CA professionalization criteria which were made at

the CA Conference.

Three subcommittees have been formed to investigate

retaining the CAPQE in some form, to change the computer program
requirement, and to develop the validation requirements for experience

and diversity.

the CA Curriculum Review.

during the week of 10 to 14 July.)

The recommendations for new courses will be briefed at

(The CA Curriculum Review will be held

throughout. the month of July to fine tune the plans.

The Panel will be meeting

(PO¥e3 HELP WANTED

Look for a job vacancy advertisement in the next HQOS booklet for the

position of Assistant Executive of the CACP.

If you would like to be

instrumental in the direction of the CA career field and desire to work
with aspirants and interns this may be the position for you. Please
call the CACP for more information.

LIVITIITLI000 000000070 70070770001077777771711771771717711711711111711777
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(u)

TECHNICAL ARTICLE

I (b) (3)-P.L. 86-36-I
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ALAS, we have A LACK of technical contributions. Do you want to see
your name in & by-line? 1Is there a particular topic you would like

to see covered here? We need support from our readership - soooooo,
volunteer to write something, OR, tell us what you want!

LILLLITTI00 000000000000 0070 000000007 00007071000717000717171111111111711111

6. COMMUNITY SERVICE
a. [POSQ) Nomination Call for Pirst Stephen W. Dilke Crypto-T/A Award

TS{ The first Stephen W. Dilke Crypto-T/A .Award will be presented at
the 1995 Crypto-T/A Conference 17-19 October at GCHQ. This award
recognizes any CANUKUS individual or group who has used crypto-T/A to
make a significant contribution to SIGINT. The Stephen W. Dilke Award
may be given across CANUKRUS Agencies (i.e. CSE, GCHQ, NSA),
Groups/Division and career fields since the key determining factor is
the use of crypto-T/A in intelligence. As successful crypto-T/A is
typically a group effort, it will not be unusual for more than one
person to receive the award. An inter-agency committee of
representatives at GCHQ will select this year's winner(s). It is
anticipated that the Agency hosting each year's Crypto-T/A Conference
will convene a similar committee to select that year‘'s Dilke Award
winner(s) . :

(& Nominations may come from anyone and should include the name,
e-mail address and secure telephone number of the person making the
nomination. Information about the nominee should include a writeup of
the contribution, explaining each person's role and the SIGINT benefit
that resulted. This year's nominations should be forwarded to:

} (b) (3)-P.L. 86-36

. fIa ready to provIae Ffurther advice on the
process to anyone at NSA who would like to submit a nomination(s). The,’
deadline for nominations is COB 31 July 1995. .

l-IIIllIlIIIllllllIIIlIllIIIllIlIIIlllIIIIlllllIll.lIlllllllll-lllll..:l

1111171117101077107777007177107777107777077771777712777177170117171771717774117

-

b. rPGGQL Newsletter Needs a New Office Rep :

We have an opening for a 23 rep on the editorial board, as is
moving on. If you are interested, please let us know.

L11771777707777707107777777777107771770777777777777177177171777777777117777177
7. ACTION LINE:

a. (FO®®) QUESTION: Knowing that I am in 2 Group, a friend of mine
in another Group stopped me in the hall the other day and asked my
opinion on a situation. . She wanted to know if a student at Anne
Arundel Community College (who works in Z Group) can write a paper on
encrypting email for class. I told her that as long as the information
used in the paper came from open source (and there is a lot of open
source on that topic), I did not see a problem. She then told me that

(b) (3)-P.L. 86-36

[ 9/23/2010
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the person had used FOUO documents and told the teacher that he could
see the references used in writing the paper but that he (teacher)
could not keep them. That part of the story changed my view. I don't
think that FOUO information should be used in a school paper. Would
you please give me an official reading on thisg?

A 2 Manager
(b) (3)-P.L. 86-36

kbbb bbb r o d ..

‘_..-----'
—————

ANSWER: (Provided by Z CAO)

Dear 2 Manager,

FOR OFFICIAL USE ONLY is UNCLASSIFIED information that is protectable
(withheld from the public) under the Freedom of Information Act (FOIA)
and Public Law 86-36. FOUO information may be disseminated within the
US Government, contractors, consultants and guarantees to conduct
official business. Holders of FOUO information are authorized to
convey this information to officials within the government to conduct
official business.

The long and short of this is that FOUO information may not be taken
out of this building for personal use without the signed permission of
N5. An example might be a chapter out of the PMM one might need. 1If
an individual wanted to use information in a school paper, it should
have been taken to N5, who would redact the (FOUO) information. An
example of that would be an individual‘'s name, organization, or SSN.

There has been quite a bit published in policy.online about this
subject; but, we will continue to bring this subject to people's
attention, either in classification.online or in Znotes. A lot of
times people will read something, and think that the article was not
meant for them. So, if anyone needs clarification on any
classification issue, such as this, please feel free to discuss it with
me.

b. (FO5Q) QUESTION: We have heard that the DO is requiring Tech Track
membership as a prequisite for promotion for all people in technical
fields. 1Is this true? >

LA A SRS R XY YY)

(b) (3)-P.L. 86—36-|

s e s mEs e

ANSWER: (Provided by for the DO)

The DDO's policy is that as a rule, for promotion to GG/14 and GG/15, a
person in the technical field should have at least applied for a
title.

1171171771177 7177717777177777177177777777777717717777777777717717717177171777
8. PUZZLES AND PROBLEMS
a. (rosQ) Answer to Last Month's Puzzle

The following people forwarded the correct answers to last month's
puzzle: _ B

I (b) (3)-P.L. 86-36—'

J : 9/23/2010
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(b) (3)-P.L. 86—36]

.
"

b.

TFO8Q) This Month's Challenge

1 our new Puzzle Editor)

The following groups of letters represent anagrams Of pine common 4-letter

words.

a

Send your answer to at I ‘l and we will publish the list
of correct solvers in the next iIssue. .

C.

new word.

EMAT
TNHU
ATHE
OBRE
CSAE
RILA
THBA
ESHO
AVSE

Anagram them, and then change the first letter ip each one to form

Choose the'nine new letters so that they spell out (in order)
yet another word. What is it?

(b) (3)-P.L. 86-36

(b) (1)

[ AR SRR RRANELERRAEE LR AR RS RRRNERARNERERNERNRRRRNRRNERENERENENSNNNNGRERNREN] () (3)-P.L.

™eC) PROBLEM OF THE MONTH

(b) (3)-50 GSC 3024 (1)

86-3¢

o

‘. .. I (b) (3)-P.L. 86-36 | 9/23/2010
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(b) (1)
L ot et e e (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

[EXE TR FX )
n---uu-nnwululnncI--l--u-'InI-Ilnnlrl---nnlu-lnlnnlnnnlnnluln

L111000170000707171070710171107711117777117011711771111771117111177111177

HRRRRBRRRERRRRRRRRRRERRRRRRRRRRRRRRRRRRBERRRRRRERRRRRRRRRRRRRRRRA RN R
NOTE: We MUST receive any submissions for the August issue by 26 July.

#ﬂ#’H##i#ﬂﬂ##*#ﬂ#############8####4###l#'##l####l##lHBGG#############N}#

If you have any comments or suggestions, please submit them to any
member of the editorial board.

v

(b) (3)-P.L. 86-36 l
EDITORIAL BOARD .

— T ’
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1. (PO8Q) PERSPECTIVES IN CA - Each month this newsletter features

the perspective of a CA Senior on a CA topic of his/her choice. .This
month we are pleased to feature the thoughts ofl' Chief, Zz3.

>

.

WE ARE OUR FUTURE {(b) (3})-P.L. 86-36

(E‘CCQl As I think about the future of cryptanalysis, I find my crystal
ball is very imprecise, but yet I know WE will continue to be
extraordinarily successful. WE have been responsible for our success
in the past, and WE will be responsible for our success in the future.

Through OUR very hard work, our capabilities really do keep up with our
target's capabilities.

(5>66Q) We have made unimaginable strides over the decades, yet we also
have much in common with our predecessors. The commonality with our
past is what gives me confidence in our future. We have always had
wonderful people, working on beautiful problems, using super
technology. We often hear that cryptanalysis is our core discipline,
and it is. But the important fact is that WE ARE CRYPTANALYSIS today,
WE have been in the past, and WE will be in the future. I include all
of 2 in this WE along with our colleagues elsewhere in NSA (primarily
in the DT and INFOSEC organizations), in IDA, in our 2nd (and in a few
cases 3rd) party partners, and in some less commonly recognized
intelligence and law enforcement agencies. To be successful, CA must
be an inclusive discipline, not an exclusive club. Our job is
difficult, and we must be open to innovative approaches to doing our

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704

f et by (3)-p.L. 86-36  9/23/2010
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job. I believe our predecessors did that, and succeeded. They taught
us that with our PEOPLE, and determination we could do the impossible.
We continue to do the impossible today.

TFBUQ) We cannot take future success for granted. I don't know where
the future will take us, but I know with certainty how we will get
there. WE will get there through the skills of our people. It sure
helps to have good problems to push us to new heights, but the
overriding factor is US (that means YOU and ME). And, the key to OUR
success is our TECHNICAL HEALTH. Technical health is no accident. The
first intern programs and professional societies were in the CA field.
The CA field has been the leader in continuing education. But, we
cannot rest. The world and our problems are changing rapidly, and we
know we must change with them. We must each take responsibility for
our continued growth. The technology we will be using ten years from
now and the targets we will be exploiting will be vastly different from
today. We cannot afford to let either the technology or the targets
leave any of us behind. If we become complacent, we will lose. We
must not only learn new "facts," but new ways of working together.
Teamwork and collaboration must really become part of our routine

way of operating.

TFDBQL WE really are wonderful people, WE ARE OUR FUTURE, I do have
confidence in US, and that is why CA will continue to be successful.

L1L0101700700000100777770077777770070707070771770000707770777077277177771717

2. (PSYQ) CALENDAR

August 3 RS1 Seminar - *A CW&:.\D:T

+ R51 Math Lab, Rm R1S048) (See Aug. 10th)

August 3-4 "° NSA Software Reuse Symposium (R&E Symposium
. Center)

.
.

August.8-10 INFOSEC Research and Technology Transfer

(0) (1) Conference (TECHFEST) - Spo.
(b) (3)-50 USC 3024 (i) (Marltlme Instltute - POCs, I ]

(b) (3)-P.L. 86-36

- . L e I.I.I.I.I.Illﬂ

August 10 *.., R51 Seminar - "A Cryptomathematician's Vie B
— i 5 v
R51 Math Lab, Rm R15048) w
N T =t ;:“
August 17 " Joint CMI/KRYPTOS Talk, | ] -
: "The Day of the Dodo, Some Escapades from o
the Past" (Friedman, 1315) w
August 25 Views on ization "X Pérsonal ‘,::'
Story by Technical Advisor to ,:“
Chief z. = , 9A135)
PLAN AHEAD ' R
September 1 Norman Roberts Award Nomlnatlons Due"
(Send tol” L
- 9/23/2010




August 1995 TALES OF THE KRYPT : Page 3 of 11
Doc ID: 6823794

September 15 Peter Jenks Award Nominati
(Send tol I

.
.
.
.
.

mid-October I

.
+ .
.

October 26 KRYPTOS Annual Banquet and Awards Ceremony ‘e
. [0) (3)-P.L. 86-36]
Oct 30 - Nov 3 CONSCRYPT (FANX) |[(b) (1) o
(b) (3)-P.L. 86-36 e

.IIIHIIIIHHI-IIII.IIHIHIIIIII.II'll...llllI.lIHI.IIIIIIIIIIllll".l.ll":‘

//////////////////////////////////////////////////////////////////(/.l/
3. {(U) KRYPTOS NEWS °

a. (PO¥Q) Nominating Committee to Meet : W

It is time to think about the election of KRYT S Officert for next
Year, and the Nominating Committee, chaired byl?L is looking
for volunteers. If you are interested in hearing more about which
offices will be available, please contact Joan.

//////////////////////////////////////////////////////////////////////

4. (U) WORD FROM THE CACP

a. (?OSQ) New Certifications Announced

At the 14 July meeting the CACP pre of Certification to

» -
lllllllnﬂl-..ﬂllllll.ll'lﬁlllllIﬁllll".lllHI.llIl.'lll.'ll'ﬂ;ﬂ.li.hl’l."ﬂll
a

b. . (P8Q) GOLD BUG Team Award Announced ' .."'--.._
- N . P "
DDO will present the Gold Bug Team Award to | st g
w
Lom 9 August. L o
=
Hlllllll.lﬂ"l.lnllll"ﬁlllII.IIIIIIII.HH'IIIIII.IHll!l'llllll.lllllllllllﬂllIlll ‘u)
c. (PoBQ) Job Opportunity z
: [«
The Job Vacancy Announcement for the Assistant Executive positions P -_-_-.':‘_-'-‘
(95HQS598) will close on 18 August. For additio ipformation,” ettt e
contact either r A e’ .
llIIHII.lllllﬂllll'llll.llﬂ!l'llllllﬁlll‘III.Ill.llll:‘.l\:l‘l‘lIIIIIIIIII!-I‘I‘IHI
d. (PONQ) Interview of New. €ross-Trainee, by | |
(u) has been a cryptanalysis cross-trainee since April (b) (3)-P.L. 86-36
and she "loves it". She has always had an interest in cryptanalysis (b) (6)
and was delighted to be selected for the program.
" ®) (3)-P.L. 86-3§
9/23/2010
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(b) (3)-P.L. 86-36
t * (o) (&)

e. (M¥Q) Books Needed
The CACP is in need of Military Cryptanalytics I, II, and III for those
individuals who are new to the career field. If you have any not in
use, please forward them to the Career Panel Office. If you would like
to obtain a copy, please call the Panel Office.
////////////////////////////////////////////////////////////////////// o (L

; - 3024 (i)
5. (U) TECHNICAL ARTICLE R e

{Ts=ee€e} The E:rutorials |

(U) We're learning to do thingS.differently these days which means we
have to be smarter about so many €hings. Some obstacles are obvious: «if
there's no TDY money, you don't go. You cpordinate a little better, °,
‘work a little smarter and somehow manage.to'get,the job done. Other *
obstacles aren't so easy to see, which makes their impact a little more

difficult to measure. One of those intangibles is the 1os§ of corporate °°,

knowledge we suffer every time a colleague of long-standing Yeparta, . °,

-

.
.
.
-

a
-

.

. *

UNKKQ ‘Do you really have to wait for your resident guru to tell you how
to run a particular program, or work a new system?

9€-98 “T"d- (g) (q)l

(FouQ) Dais making headwgy, in .its effart .to. eapture- some "of - Bt
L5 ma e-of 'that * :

knowled make it available to it

(U) The[::::::] lessons take advantage of the best features of "Pop-Up *
Prompt" (PUP) tutorials and advance a step further. Through creative .
use of hypertext links, [ Jallows you to go after only the Y :
information you want, without wading through pages of material. . .
(U) The nature of the lessons also lend themselves to easy updates.
Should something change or if there's a better way to convey o .
@ message, it can be done on the spot. : *

9/23/2010
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software should consider
rigueur"'.
to provide to users.

(U) To add further versatility,
hypertext mark-up language (HTML)

providing an accompanying tutorial 'de
It is proving to be a very effective piece of documentation

we're in the midst of moving to
for Wwww browser viewing.

Not only

does the medium itself allow for easier movement among the documents,

but it will allow easier access to-
Maker version permits.

(U)' If you have material--notes,
beneficial to others, please let us know.
it into shape and make it a viable lesson.

(U) Finally, we actively solicit your feedback on
published. Did we capture the essence of the program?
said it better?

learning to use a
valuable our tutorial was to you.

(U) We're on the web:

L

1

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

the tutorials than what the Frame
We think‘you'll be pleased with the change.

the lessons already

Could we have

Did we say too much? Too little? Those of you
neéw program are in the best position to tell us how

takes you to the [T Home Page.
and a "point and click"

********************** Herel

You'll find set up instructions
menu that will take you where you need to go.

s What' 3 & % & d gk d Aok ok Kk Kk

Page 5 of 11

manuals, ANYTﬁING—-you think would be
We'll work with you to whip

" |(b) (3)-P.L. 86-36]

(1) (q)

1A~ (€) (Q)

(PSUQ) DIAGNOSTIC PROGRAM PACKAGE (DPP) Tutorial
(It's in both FrameMaker and,

TOOLBOX For the[:::IDatabases

(FOUQ),

*
Frhkxkxkkkkkk* k¥ *2and ynder construction (but available for review) **x*x

F foxmats)

[]
B o N B N B B W W E R, ippggVUgEpNuaanwn

9€-98
(T)yzoe 20Sn 0G-(g) (q)

L]

.
.

|9E—98 ‘1 a-(g) ()

9/23/2010
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6. (U) COMMUNITY SERVICE

a. (U) The Z Technical Library now has various articles on Women in
Mathematics, Science and,V_aJ_rlOL_S_O&h.er_DﬂﬁaESiDnaJ—ﬁlelds. Request
copies of articles from , 2 Technical
Librarian, or if you have any new articles to add to the collection,
please send the them to her, attention-Z50%, Headquarters Building.

Ky
LE RN N ENENENENRNENNRERNEEENNENERNERRESRENSNERNEENNRNEENNNNRENERENNNRNYELNENERNNNRN.)
.
.
.

b. (U} Cryptologic History On-Line .
{(*®¥Q) The Center for Cryptologic History, E322, invites all Agency
personnel to subscribe to its history categories on the Electronic
Subscription Service (ESS) and ENLIGHTEN. Two or three times a week

the Center publishes "CRYPTOLOGIC ALMANAC," a gallimaufry of historiégal
notes about our cryptologic heritage. Sometimes these notes are pegged
to an important anniversary, sometimes they just recount an 1nterest1ng'

and instructive incident from the past. .
(F9¥Q) The Center also uses these categories to. announce its new *.
publications, provide the work force with information about the annual .,
history symposium, and disseminate news about new exhibits or .
activities at the National Cryptologic Museum. E322 is also pleased ‘.
that many Agency employees use these categories to provide feedback —_
about the Center's activities. Z
g.
TPe¥Q)] The ESS topic number is 1364. The ENLIGHTEN newsgroup is I
pubs.hist. If you have general questions on the Center for C g, SRICILICRL,
History, please contact Dave Hatch on ' KR :
for questions on the ! ublica . ncac i |on $
l nnnnnnnnn nnIIlrl'lI-IMIII‘IHHJ'N"JI!LI.-IIIIIIIlIlllllll.II.IH.I.III Léo\
c. (U) Write Line

The Write Line, a service manned by the faculty of the Intelligence
Production Work Center at the NCS, is set up to answer questions on
grammar, punctuation, word use, and anything else you can talk them
into! Over the course of the 10 plus yeard that Write Line has been in
existence, the faculty has answered questions from almost every
organization in the Agency, ranging from "Is there a comma before 'and'
in a 1list?" to "What is the accepted abbreviation for 'Chief' in an MR?

The Write Lin is not in the phone book, but they do give it out

freely - .

IIIllll'l‘lll!lllllllllﬂlﬂﬂllllllllIll|IHI!Il..l...ll:I.I.I:Illl.l.'*ﬂ'llﬂllﬂliﬂlIOIIIIIIIIIIIIHIII

d. (864 New Pers Rep 5
@

M3Z is pleased to announce that :___—:1 returning fromg is now T

assigned as a Pers Rep.  The distribution of accounts ‘will heZ 11 vae0.. Z

’ w
oY
w
oY
P I LI
9/23/2010
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A reminder: they are located in Room 2N018, and can be reached on 3036s.

e. (POBQ) Access you Personnel Profile (Provided by M3z)

To check up on your personnel profile, simply send e-mail to
perinfo@nsa with a subject line of profile. The text of the message
should contain only your social security number without any dashes,
i.e., 123456789. You will receive back a listing of your personal
stats, test scores, classes, past performance appraisals, awards, and
previous positions held.

L1771710710117777777077777772870722187772720070707272002000722070700707777071777777
7. (U) HISTORICAL CA PERSPECTIVE
a. I'MsQ) Extract from CRYPTOLOGIC ALMANAC - The Story of VENONA

(U) On 11 July NSA declassified the existence of VENONA--
the cryptanalytic effort against the communications of the KGB's
predecessor organization and GRU. The VENONA effort encompassed
2,200 messages; on 11 July NSA released forty-nine messages and
Pledged to release the balance over the next year.

(U} Until recently, the word VENONA loomed large for only a small
segment of the Allied intelligence and counterintelligence community.
Now, VENONA may well become as famous as the terms PURPLE, MAGIC, -
ENIGMA, and ULTRA. And just as those well-known catchwords for
American and British cryptanalytic successes of World War II conjure up
their war-shortening code and cipher breaking achievements against the
military forces of Nazi Germany and Imperial Japan, so too will VENONA
become the byword for the postwar American and British cryptanalytic
successes against a collection of high-level encrypted Soviet
intelligence service communications. The seemingly miraculous (but
actually tireless and skillful) code breaking of the VENONA
traffic helped the FBI expose dozens of Soviet KGB and GRU agents and
their traitorous American collaborators in the U.S., including the
atomic spies Julius and Ethel Rosenberg.

TS\, As with almost everything cryptologic, describing the VENONA
project is complicated. Soviet diplomatic communications, essentially

telegrams between Moscow and its embassies and consulates abroad samm e
contained the traffic that.b I | i"

1 _@nalysis
Lﬂﬁ!ﬂﬁIIy determined that five systems and subscribers were involved: """ ...,
Trade, Diplomatic, KGB, GRU and GRU-Naval. The KGB system contained

the bulk of readable traffic of intelligence and counterintelligence
value in the VENONA program.

T d-(€) ()

(T)YpzoE 280 05-{(€) (q)

9¢£-98

(1) (@

™’e) But all these systems and subscribers contributed to the -
phenomenon that made some of the traffic readable. | L «+"

{(b) (3)-P.L. 86—346]

9/23/2010
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(D) (@)

“1rd-(g) (@)

(T)rzog DOSN 06-(€) (q)

9€-98

() (3)-P.L. 86-36]"
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(U) ~ That's enough for now. This is intended as the first in a series

of “Cryptologic Almanac" items designed to introduce the VENONA effort
to a wider Agency audience. It is important history that can now be
told. Over 100 Americans were identified by name in and through VENONA
as agents of Soviet intelligence, and another 100 probable but unnamed
Americans were known to be agents and informants. They worked in the
1940s for the State Department, Treasury, Justice, the 0SS, the
military, the Manhattan Project, -even the White House and Congress, to
name a few federal government organizations. The VENONA codebreaks were
of enormous value in helping uncover and end the espionage efforts of
many of these Soviet spies in the early days of the Cold war.

[Based on materials contained in the _History of VENONA__ by Robert’
Louis Benson and Cecil James Phillips, in three volumes, National

Security Agency,

[Michael L. Peterson,

1995 (TsC).]

orl

I

Center for Cryptologic History, E322,

.
.
.

L]
. . .
HIll.lﬂIl’llllIl.lllllllllllllllllllllnlHllllll..'.'l'll.llllﬂlﬂl"lllllIIIIIIIIIII'IHIIIII.IHII'I“III .
L
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8. (U) PUZZLES and PROBLEMS OF THE MONTH
nﬂﬂQQ) We will begin to alternate monthly between Problems of the

Month and Puzzles, so in effect everyone will have two months to solve
each and have his/her name appear in the newsletter. Therefore,

readers have another month to solve | llhéf Problem.
mewQ)

a. The following people correctly solved last month's puzzle -

Py
*

.
.

»
I|IIlIllllnll'llIH"IllllIIlﬂﬂIl’llllllllllllllllll.IlllllIIIIIIIHIIHHHIIIIIIIlﬂ'l'll'l"l."llllllIIHIII

.
«*
.
.
.

.
.
.
.
.

l..
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b. TPOBQ) August Puzzle | Tt T [ (3) kL. 86-3q

The clues below refer to the following grid. Since the clues are
unnumbered, finding out where the answers go is up to you. The clues
are cryptic, i.e. similar to crossword puzzles found in England. The
basic idea behind cryptic clues is that half the clue is a straight
definition, and the other half of the clue is a play on words.

XXXX XXXX XXxXX XXXX XXXX
XXXX XXXX XXXX XXXX XXXX
XXXX XXXX XXXX XXXX XXXX
|
XXXX XXXX | XxxXx XXXX XXXX
XXXX XXXX XXXX XXXX XXxXX
XXXX XXXX | XX XXXX XXXX
I
|
XXXX XXXX XXXX XXXX XXXX
XXXX XXXX XXXX XXXX XXXX
XXXX XXXX XXXX| XXXX XXXX
XXXX XXXX XXXX XXXX XXXX
XXXX XXXX XXXX XXXX XXX
XXXX XXXX xxXXX XXXX XXXX
|
XXXX XXXX XXxXX XXXX XXXX
XXXX XXXX XXXX XXXX XXXX
XXXX XXXX XXXX XXXX XXXX

Generically European articles, coming and going, surround
unfinished poem (9)

Striking notes lead confused civet (9)

Product of mixed marriage brought about by edges of halters offcast,
up to a point (5-4)

Man takes a tablet in hairlike item (9)

Inflammation of a vein sounds like bugs catching little one (9)

Pike's arty negotiations provide ballplayers salary? (6,3)

Innocent untruths confuse the 51 wise (5,4)

Dog leads quiet jerk backing up on most of Ten Square (9)

Have fun!

... [ (3)-p.T. 86-3¢

9/23/2010
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NOTE: We MUST receive submissions for the September issue by 28 August.

#########################################################################

If you have any comments or suggestions, please submit them to any
member of the editorial board.

EDITORIAL BOARD

LJack Ingram, Cryptologic History Museum, 688-5849

OFFICE Reps

Page 11 of 11

Jo) (3)-P.L. 86-36]
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Return to Kryptos Home Page S
NSA Home Page .
DERIVED PROM: NSAGSSM 123-2
DATED 3 SeP 1991
DEQLASSIFY ON: SOURCE MARKED “0ADRY
DATE OF SOURCE: 3 Sep 1991
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l. (®e¥e) PERSPECTIVES IN CA - Each month‘this newsletter features

the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of Jeff Zehe, Chief Cl.

e o s s Pt s Bt Pt Pt et Pt Pt Pt B Pt P Pt Pt ot P P P8 ot P s Pt o s 8 ~ ~ o~ s ot s B ot s

[®) (3)-P.L. 86-36|
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(U) When[ ]asked me to wrlte an article several months ageo,
my immediate thought was to write about the new C Group - how we have

been reengineered - what's our new game plan and how does it mesh with
NSA's Core Process Team actions including the soon to be published NSA
Corporate Plan for INFOSEC. Although there's so much more I'd like to
know and understand before I write this note, there have been a lot of (b
developments. I also want to seize the opportunity to tell you a {
little about a new initiative called the Crypto Mathematics Education
Board.

) (1)
b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36
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are even more intertwined than before...INFOSEC's challenges are
SIGINT's opportunities / SIGINT's challenges are INFOSEC's
opportunities...perhaps even on the same network.

ISQ There are several factors that have driven the C reorcanization.

In INFOSEC, the old ground rule was

T CHe auversary Ruows all there 1s to know about your system®; the new

ground rule is "the adversary is a member of your net®. Our interests

. ..|(b)(3)—P.L.

86-36]

Page 2 of 19
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(b) (1)
(b) (3)-50 USC 3024(i)
{b) (3)-P.L. 86-36

{Fose) The Crypto Math Education Board (CMEB) was established last
- fall (under the Mathematics Carrer Panel) to care for the cryptomath
curriculum at the National Cryptologic School. We (1) recruit,
facilitate training for and support instructors, (2) monitor and
develop the curriculum to satisfy community needs, and (3) provide a
reliable interface between the School and the community. Since

Se three weeks. In add_it_:i:on_t_o_ 1_1e_lpn:.qg; B
terult "ihstrictors,” we have worked- - - - ° " 5
on developing the curriculum. We've continued | |effort_to =
improve CA-235, discussed MA-246 with former instructors to identify o
measures to improve and update this course, and laid out the foundation .rlo
for a telecommunications sub-curriculum. | fie revisimge* vttt L
MA-145/146 and new public key/numb i 1=k -
Members of the CMEB are o
[ v " oa, w
l 'E.id UeFI- Fehe: - We "are -acting for -yous « = s e e e e fode s L
T YOUT Input and may seek your support. .
////////////////////////////////////////////////////////////////////////
2. TPeWQ) CALENDAR
September 8 Norman Roberts Award Nominatj
(Send to | : I
Septerﬂber 8 CMI Presentatiqq -l a s @ ®E B B N ® N B -‘- a a = w I+I.I.l.l.l:l:l:l:l""
CCS (Friedman, 0930) i
September 14 Science and Engineér_imjﬂiematﬁmmion[ %”
Lav)
Emw (1000, R&E Symposium Center) (See 6b) ] &
[o0)
September 15 Peter Jenks Award Nominationg o
(Send to | I .. o
September 22 CA Technical Track Ceremony .t
(9Aa135, 1300) ’.‘
PLAN AHEAD ‘.‘
October 6 CMI Talk - Topic to be Announced .+
(Friedman, 0930) ' .
October 10 OKTOBERFEST, a joint KRYPTOS/CMI Gala
(Last Chance, Columbia) (see 3a, below)
9/23/2010
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October 17-19 * Cryptanalytic Computing Conference
({See 64)
mid-Octcber fﬁ }' R --iﬁ;ﬁéi_p,L_ 86-36
October 26 KRYPTOS Annual Bangquet ;nd Awards Ceremony
Oét 30 - Nov 3 CONSCRYPT (FANX)

P11111770777707770777777777777777777077777777777777777111771711111171171

LIITT11177770 0070200 708070707770772870777077F87777777777717717777071771177777
3. KRYPTOS

a. ﬁﬂﬁxu Second Joint KRYPTOS/CMI After-Hours Celebration Scheduled

The next Kryptos/CMI party is planned for Tuesday October 10th from
5:30 to 7:30 at the Last Chance in Columbia. As we did at the last
party, we will be collecting $5.00 per person to cover the cost of
appetizers. The cost of drinks will be the responsibility of each
attendee. (But please order from the waiters/waitresses instead of at
- the bar so we get credit for the order ) We will begin takin

reservations and money aro ptember. POCS:%:::::l
More info later. .

o

. L]
HlllIIlIllI"lllllllIlII-l.IIIIIIIIIIIIIHHIHIIIIIIHHHIIIIMIIIIIII-IIIIHIIIIIHI‘I!II
.

//////////////////////////////////////////////////7/{//////////////////Z/
4. CACP NEWS : . .
a. (u) 1Ispp o, .

Most people are aware of the Intern and Cross Training Programs ‘. .
administered by the Cryptanalysis Career Panel (CACP), but there is a '~. .
lesser known program that is also in existence. It is the Individual *e *
Skills Diversification Program, or ISDP. This program can £ill many LI
purposes. It can be used by the professionalized cryptanalyst wishing . R

to update his/her CA skills, by someone in a related field wishing to
acquire some CA skills, or by someone in the CA field who lacks some of
the requirements toward certification.

In the ISDP, the Career Panel acts in an advisory capacity. The
participant is not detailed to the CACP, but remains on his/her own
billet. This requires the support and commitment of the participant's
organization. The ISDP participant will, in conjunction with the CACP,
draw up a plan or roadmap to get him to the goal. This may involve a

It d-{g) (a)

9¢-98

list of diversity assignments, courses, or other activities. Next the
participant gets the concurrence of his management, and then, remaining .
on his billet, goes on a mini, self-styled intern program. NS

The program benefits the individual by improving his technical skills .
and knowledge; it benefits the host organization because they qpt‘b@pk
a more well-rounded analyst; and it benefits the organlzatlons .
providing the diversity because they get "free help" in the form‘of a
person loaned to them with a billet. .

3
. .

If you would like more details on how i " can wori'for you,
contact the CA Career Panel office on $

.
.

9/23/2010
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b. (FOSQ) CACP TIDBITS

1. In July there was a curriculum review for Cryptanalysis.
Testimony was heard from instructors, and information gathered from
people who had taken CA courses and their supervisors. A panel headed
by Tom Lessard, Chief Z, took all the information into account and came
up with some recommendations for improving the CA curriculum. The
report from the Cryptanalysis Curriculum Review Board is almost
complete, and will be available on MOSAIC in the near future. For
additional information, contact ) 1 z09.

2. The 1995 Cryptanalysis Conference Report, CA-2000, ‘was ,mailed
out to all conference participants and Z offices this month. If" you, .
would like a copy, contact the CA Career Panel office. Aalso, newly .,
revised tech track criteria for cryptanalysis are available by ‘ te.

contacting the CA Career Panel office.

3. If you have any suggestions for how to improve the Technical
Track, contact | ), . fhe ig part of
a DO THAB subcommittee that is studying the results of the recent tech
track survey and suggesting ways to improve the Agency's Technical
Track program.

"1°d-(¢) (9)]

foe-98

4. There will be a ceremony to confer titles on recent members of ...
the CA Technical Track, to be held on 22 September,at. 1300-hout€ in .
room 9A135. A reception will fallew the ‘céremony. If you are . .
interested, in. attendihy, please contact the Ca Career Panel office on .°* s

o .
. ° .
.

lllIl|lll_ﬂlIllllllIllllIlllIllllllllllllllllﬂlllllllllllﬂﬂllllllllllllllllllln'l.llll"ll‘:llllllﬂll""llll
.
.

c. (POWQ CA COURSE DESTIGNATORS CHANGED e .

.
.
.

Beginning in FY-96 there will be gome changes in ¢ourse designators: *
CA-112 will become CA-212.°" .
CA-101 will become Ca-202 .

» r
!lllIIIllllRIlIIIIIIl|ll'lﬂlllIIIIHIHI'II’IIII'I’I"I’""IIIHlll'lllllll'll'll.lllllnlll'lﬂl'lllln
. »

////////////////////////////!1/[/////////////////////////////////////// N

. L]
.

5. TECHNICAL CORNER |, °* .

.
.

a. Prsel in a Nutshell

(1) (@) )

"1 d-(€) (a)
(T)¥zoe 0Sn 05-(€) (Q)

9¢-98

srrxeseeseaaay f(D)(3)-P.L. 86-3¢
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(T)y20€ D280 06~ (€) (D)

(b) (3)-P.L. 86-36
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(1) (@

*TTd-(g) ()

(T)pZ0E D8N 06-(€) (qQ)

9€-98

b. hﬂxxu Tech Trend Note

(The following was exacted from this quarterly periodical published by

the! |on C41 technologies of
int € Information System Security Orgapization. For further

information or suggestions please contact: LA

‘ ) . b) (3)-P.L. 86-36
QUANTUM CRYPTOGRAPHY-BASED SECURE KEY DISTRIBUTION done for the first { l

time over long distances. Achieved on a 10km optical fiber circuit at .°
BT Labs in the UK, the process encodes key on pairs of quantum effecgs’
that, according to fundamental physical laws given in Heisenberg's"
uncertainty principle, cannot be observed without changing the key and
thus alerting legitimate users to the intrusion. The work shoys it is
possible to build a practical quantum-based system of key .°
distribution. (Electronics Letters Vol 30, No.1l0 via Proquést. See

also Scientific American Qct92) ot

.
.

OIIIIIIIIlllllllll'lllInHIl"l'l'I'll!‘ll'."l.-'l....ﬂ|lIIIIIIIHUI‘I'IIIIIIIHIIIIIHIIIIIHH

*
.
.
.
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6.

a.

COMMUNITY SERVICE

TTSCL Fourth Annual Cryptanalytic Computing Conference

The Cryptanalytic Computing Conference (C3) is a forum for

presenting recent work on the computational aspects of cryp-

tanalysis. Major topics include:

+ Applications and Algorithms - practlce and
experience

algorithm de51gn and analysis, data structures,
innovative mappings of problems to parallel and
vector architectures, technigues influenced by
new architectures, comparative performance
studies, software and hardware reverse
engineering

+ Computing Tools for Cryptanalysis
languages and compilers, distributed job
management, production control systems,
software development environments

+ Architectures for Cryptanalysis (proposed and in
use)
SPD's, ASICS, workstation accelerators, high-
speed networking, etc.

The conference will be held October 17-19, 1995 at the Center
for Computing Sciences in Bowie, Maryland.

Information for Attendees

A (classified) copy of the conference program can be ob-
tained via electronic mail (see below). If you would

like to register for the conference (and have. a. .folders s»» === *"""

prepared for you), contact| |at the address
below. Attendees without NSA green badges should deter-
mine . if they have current TSSI clearances on file at the
Center for Computing Sciences (CCS); ask your Cognizant
Security Authority or call the number provided below.
Those attendees without current clearances (or NSA green
badges) should arrange to have their clearances forwarded
to the CCS Security Manager well in advance of the
conference. Attendees with NSA green badges are not re-
quired to have clearance documents at CCS.

Please submit your conference reglstratlon reqdest no
later than September 22. .®

"1 d-(g) (D]

foc-98

Conference Chair: .

]

(b) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

[
.

I EFEREENNEEENNENENFEEENEENNNEEEEE RN ENNNENRENNNRE RN EENNENRERNENNEICENIERNERINE N} b

b. OTSQl Science and Engineering Society Presentation

.
-
.
.

" [(®) (3)-P.L.

7e34
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*

during an NSA - .
Lsponsoreu-rEIIUwsnIpT“HE‘EEE’been with the Agency for fifteen years, *.
- mostly in W group. He has degrees in physics and mathematlcs and has b) (1)
pPlayed par golf once. ., (b) {3)-50 USC 3024 (i)
. (b) (3)-P.L. 86-36

.
For information on_or m ip i i ERER SRR
Tom Kline .

*
.
(B AN RN AN ANNNENRRERNRNRNNRRREEERENEENNRENRENNRNRENERRERRESNNRERNNNERERNENNESENN]
.

c. CRYPTOLOGIC HISTORY .

ﬁﬂnxn The Center for Cryptologic History, E322, invites all ) .
Agency personnel to subscribe to its history categories on the .
Electronic Subscription Service (ESS) and ENLIGHTEN. Two or three .
times a week the Center publishes "CRYPTOLOGIC ALMANAC," a ¢
gallimaufry of historical notes about our cryptologic heritage.

Sometimes these notes are pegged to an important anniversary,

sometimes they just recount an interesting and instructive

incident from the past.

{™¥Q) The Center also uses these categories to announce its new
publications, provide the work force with information about the
annual history symposium, and disseminate news about new exhibits
or activities at the National Cryptologic Museum. E322 is also
rleased that many Agency employees use these categories to prov1de
feedback about the Center's activities. -t o e

.
.
.
. st .« * .

9¢-98 "1°d-(g) (C{)‘I

. .
PR . e

CFDUQl The ESS topic number is 1364. The ENT.IGHTEN newsgrbup 1s
pubs.hist. If you have general-qdest1ons on the ter for _3‘
Cryptologic History., -plbase contact Dave Hat;ch- énm

|; for questions on the Tenter's publications,

hry

contactl | ]

d. (M¥ed. I.A.I. TRIVIA CHALLENGE '95

The International Affairs Institute (IAI) will host TRIVIA CHALLENGE '95
on 13 September 1995. This unclassified written contest will include
multiple choice questions on the following topics: international and
domestic affairs, politics, economics, history, current events, the
military, and geography. This is the inauguration of what is expected
to become an annual event designed to promote interest in international
affairs while challenging the wits and knowledge of Agency employees in
an enjoyable fashion. At least half of the questions were drafted by
SINIOs, and the concept for this contest is fully supported by DDO,
Barbara McNamara.

CASH PRIZES -~ 1lst Place $250 + free lifetime membership
- 2nd Place $100
- 3rd Place $50

({In the event of a tie, the money will be divided evenly)

DATE/TIME - 13 September 1995 (Wednesday)
- 2:30-3:30pm (1430-1530)

[(b) (3)-P.L. 86-36]

3

9/23/2010
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written; 120 unclassified multiple choice questions.

FORMAT -
LOCATION - TBA; either the Opsl or Ops2A/2B cafeteria.
MISCELLANEOUS -~ Opén to all green/gold/black badgers.

- Those who helped draft the questions are eligible
to participate, but cannot receive the cash prizes.

- To preregister, send a note to] | by
COB 11 Sept. T,
e-mail: I(p>(3)-P.L. 86—36J
phone: s s n s
office:

//////////////////////////////////////////////////////////////////////[////
7. [P®8Q) HISTORIC TIDBITS

This month we feature a series of monographs written in 1966 by Lambros
Callimahos. They not only illustrate his keen grasp of technical concepts
and an uncommon attention to detail, but also show a side to the great
analyst that unfortunately only a handful of today's NSA family have had
the opportunity to experience firsthand. '

Monograph No. 1.

FOREWORD

This publication heralds the first in what is hoped will be a series of
definitive treatments of important topics facing the scientist in this
technological age. Although this first monograph is hardly
controversial in its nature or approach, it nevertheless faces squarely
up to a rather sticky problem that has long baffled, puzzled, rankled,
and bothered mathematicians all over the free world. Like Euler's
Identity and Gauss's formula for the number of primes under N, the
utter simplicity of this presentation should appeal to both ncvice and
expert alike, requiring as it does only the rudiments of counting,
although graduate study in celestial mechanics is certainly not a bar
to its full appreciation.

I wish to thank the Directors of the Ptolemy Club Research Foundation
for their encouragement in the face of adversity, and for the
insubstantial grant which made this far-reaching study possible. I
also wish to acknowledge the assistance of my good wife, Helen, who
egged me on and on and on; not only did she read through the
manuscript, but she gave me her unstinting help and unflagging
cooperation without which this work no doubt could not have seen the
light of no day. Any errors in this paper are the author's, of course.
Comments, criticisms, and suggestions for revision are invited.

/s/ Lambros D. Callimahos
Washington D.C.
11 February 1966

Jb) (3)-P.L. 86-36]

9/23/2010
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A Short Table of Even Primes

Monograph No. 2.

FOREWORD

The widespread interest and universal acclaim greeting the publication
of Monograph No. 1 in this series of definitive treatments of important
topics facing the scientist in this technological age is heart-warming
indeed, right through the left auricular cockles. This present paper
goes directly to the stomach of a problem which patently has been
unclear for generations; otherwise, why hasn't it appeared in print
before this? Wwhy, why, why -- the burning question hammers at the top
of the scientist's head. Now, for the first time, and in clear,
unambiguous exposition, we have the value of unity expressed to 1600
decimals, which should be enough for the average engineer's uses, if
not precise enough for the astrophysicist.

I wish to thank the Directors of the Ptolemy Club Research Foundation
Comments, criticisms, and suggestions for revision are invited.

/s/ Lambros D. Callimahos
Washington D.C.
12 February 1966

1.00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000 00000 00000 00000 00000 00000

s [(0)(3)-P.L. 86-3¢
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Monograph No. 3

FOREWORD

The furor created in the scientific world in the last two days,
following the appearance of Monographs Nos. 1 and 2 in this series, was
beyond our wildest expectations. Congratulatory telegrams have been
coming in diurnally from Hoboken, New Jersey to Addis Ababa.

(Actually, they were all sent from Hoboken, New Jersey, to Addis Ababa
by mistake.) This present paper, another triumphal first, gives the
first 200 integral powers of 1. The calculations were effected by
using Napier's bones. (The bones were on loan from the British Museum,
through the courtesy of the Napier family.) Calculation was complicated
owing to the absence of the right femur, with subsequent round-off
error.

I wish to thank the Directors of the Ptolemy Club Research Foundation

Comments, criticisms, and suggestions for revision are 1nv1ted

/s/ Lambros D. Callimahos
wWashington D.C.
13 February 1966

B T e S e R e R b e L

1 200

——————————— B e il et Rt T
1 1 41 1 81 1 121 1 le61l 1
2 1 42 1 82 1 122 1 162 1
3 1 43 1 83 1 123 1 163 1
4 1 44 1 84 1 124 1 164 1
5 1 45 1 85 1 125 1 165 1
6 1 46 1 86 1 126 1 166 1
7 1 47 1 87 1 127 1 167 1
8 1 48 1 88 1 128 1 168 1
9 1 49 1 89 1 129 1 169 1
10 1 50 1 90 1 130 1 170 1
11 1 51 1 91 1 131 1 171 1
12 1 52 1 | 92 1 132 1 172 1
13- 1 53 1 93 1 133 1 173 1
14 1 54 1 94 1 134 1 174 1
15 1 55 1 95 1 135 1 175 1
16 1 | 56 1 96 1 136 1 176 1
17 1 57 1 97 1 137 1 177 1
18 1 58 1 98 1 138 1 178 1
19 1 59 1 99 1 139 1 179 1
20 1 60 1 100 1 140 1 180 1
21 1 61 1 lo01 1 141 1 181 1
22 1 62 1 102 1 142 1 182 1
23 1 63 1 103 1 143 1 183 1
24 1 64 1 104 1 144 1 184 1
25 1 65 -1 105 1 145 1 185 1
26 1 66 1 | 106 1 146 1 | 186 1

. {(b) (3)-P.L. 86-36]
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27 1 67 - 1 107 1 | 147 1 | 187 1
28 1 68 1 | 108 1 148 1 | 188 1
29 1 69 1 | 109 1 | 149 1 | 189 1
30 1 70 1 110 1 | 150 1 | 190 1
31 1 71 1 | 111 1 |151 1 | 191 1
32 1 72 1 112 1 152 1 | 192 1
33 1 73 1 | 113 1 | 153 1 | 193 1
3¢ 1 74 1 114 1 154 1 | 194 1
35 1 75 1 115 1 | 155 1 | 195 1
36 1 76 1 116 1 | 156 1 | 196 1
37 1 77 1 117 1 | 157 1 | 197 1
38 1 78 1 118 1 | 158 1 | 198 1
39 1 79 1 119 1 | 159 1 | 199 1
40 1 80 1 | 120 1 [160 1 | 200 1

Monograph No. 4

FOREWORD

By this time, the whole world knows that the Ptolemy Club Research
Foundation Monograph Series is to be reckoned with. (We pause for a
few milliseconds to let that one sink in.) As an adjunct to
computation, the Monographs are truly sine-qua-nonical, absolutely
nonpareil, and very useful to boot. Most texts give implicit values of
quantities raised to the zero power; but now, for the first time in
history, we have an _explicit_ listing of 120 quantities raised to this
power. In addition -- and this may not occur to the average reader,
this Table also contains a handy listing of the squares of numbers from
1 to 120. The proper use of _any mathematical table should embrace an
adequate understanding of its component parts.

I wish to thank the Directors of the Ptolemy Club Research Foundation .
Comments, criticisms, and suggestions for revision are invited.
/s8/ Lambros D. Callimahos
Washington D.C.
14 February 1966

Table of (N ) for 120 Integral values of N

2 20 2 20 2 20

N N {N ) N N (N ) N N (N}

e e R o e — e -——

1 1 1 41 1681 1 81 6561 1
2 4 1 42 1764 1 82 6724 1
3 9 1 43 1849 1 83 6889 1
4 16 1 44 1936 1 84 7056 1
5 25 1 45 2025 1 85 7225 1
6 36 1 46 2116 1 86 7396 1
7 49 1 47 2209 1 87 7569 1
8 64 1 48 2304 1 88 7744 1
9 - 81 1 49 2401 1 89 7921 1
10 100 1 50 2500 1 90 8100 1
11 121 1 51 2601 1 91 8281 1
12 144 1 52 2704 1 92 8464 1

wenn=ns=s f(b)(3)-P.L. 86-36]
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13 169 1 53 2809 1 93 8649 1
14 196 1 54 2916 1 94 8836 1
15 225 1 55 3025 1 95 9025 1
16 256 1. 56 3136 1 96 9216 1
17 289 1 57 3249 1 97 9409 1
18 324 1 58 3364 1 98 9604 1
19 361 1 59 3481 1 99 9801 1
20 400 1 60 3600 1 100 10000 1
21 41 1 61 3721 1 101 10201 1
22 484 1 62 3844 1 102 10404 1
23 529 1 63 3969 1 103 10609 1
24 576 1 64 4096 1 104 10816 1
25 625 1 65 4225 1 105 11025 1
26 676 1 66 4356 1 106 11236 1
27 729 1 67 4489 1 107 11449 1
28 784 1 68 4624 1 108 11664 1
29 841 1 69 4761 1 109 11881 1
30 900 1 70 4900 1 110 12100 1
31 961 1 71 5041 1 111 12321 1
32 1024 1 72 5184 1 112 12544 1
33 1089 1 73 5329 1 113 12769 1
34 1156 1 74 5476 1 114 12996 1
35 1225 1 75 5625 1 115 13225 1
36 i29¢ 1 76 5776 1 116 13456 1
37 1369 1 77 5929 1 117 13689 1
38 1444 1 78 6084 1 118 13924 1
39 1521 1 79 6241 1 119 14161 1
40 1600 1 80 6400 1 120 14400 1

Monograph No. 5

FOREWORD

To coin a phrase -- we being numismatic Pharisees from way back --
"Necessity is the mother of invention." The giraffe grew a long neck
to reach the tops of trees, and early Eiderdown man developed ten
fingers to match his decimal counting system. Mapier, Burgi, and
Briggs compiled logarithmic tables to three different bases, all
unusable by extraterrestrials with only 3 1/7 fingers. Striking a blow
for interplanetary amity, this brilliantly conceived table will win for
us new friends in our Galaxy -- and God knows we could use some. ' For
the pi-fingered gentry, these.logarithms will be viewed as a good boon,
even from the point of view of a Cyclops with an orb perched on top of
his main universal joint.

I wish to thank the Directors of the Ptolemy Club Research Foundation

Comments, criticisms, and suggestions for revision are 1nv1ted.

/s/ Lambros D. Callimahos
Washington D.C.
15 February 1966

S SsEsSsSSECCSEs=S=SsoooToo=mosmmnmmsoxms=+ bt bbb S=sS==zs==ss===ssSssS=s=s=s

(b) (3)-P.L. 86-36
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Abfidged Table of Logarithms to the Base Pi

("Lambrosian Logs*®)

N Logarithm

Monograph No. 6

FOREWORD
Accustomed as we are to burning gquestions -- carminatives will often
help -- we are totally unprepared for the untenebrific, unfrigorific

reception accorded the publication of these papers. 1In brief, the
rhapsodic lillibullero after each paper, starting with the distant
rumblings reminiscent of eerie viscera and swelling to a Walpurgis
crescendo of incredulous unbelief, punctuated by a myriad nan oboes
inflected in agonized tones rising along an exponential curve to a
shocking 2000-cycle note beyond the wildest lamentations of the fair
lady of Lammermoor -- such is the warp (and woof) of the Monographs.
Now that we are exhausted, consider this present paper as having an
adequate introduction.

I wish to thank the Directors of the Ptolemy Club Research Foundation
Comments, criticisms, and suggestions for revision are invited.

/8/ Lambros D. Callimahos
Washington D.C.
16 February 1966

The4Last 24 Positive Integers, in the Arab World

{b) (3)-P.L. B6-36
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Monograph No. 7

FOREWORD

This present Monograph is a fitting tribute to the culmination of
seven days of feverish activity on our part. It will mark the last
Monograph in the series, since the Board of Directors of the Ptolemy
Club Reasearch Foundation have seen fit to utilize our multifaceted
talents for the relief of human misery, not for creating additional
problems. We were quite flattered at the first kudo (sic): captaincy

" in the Salvation Army, politely declined. The second kudo (sic sic):
Director of the Pakistani Planned Parenthood Association, declined as
being unprolific. The third offer was accepted with alacrity (Alacrity
is a Greek friend of ours): Chamber Virtuoso of the Lion of Judah, an
imposing title, pregnant with possibilities.

I wish to thank the Directors of the Ptolemy Club Research Foundation
Comments, criticisms, and suggestions for revision are invited.
/s/ Lambros D. Callimahos

Washington D.C.
17 February 1966

The 100,000th Decimal Digit of Pi,
after the Decimal Point

5, uh, 6, er, 5, no wait, 6 ...
HHIIIIIII-HIIl.llllll'ﬂnnllllll.!llllllllnlulllll;llllll'ln-‘llllllﬂﬂlﬂllll'lllﬂﬂ'ﬂ
8. {U) PUZZLES and PROBLEMS OF THE MONTH

TFOUSY) We will begin to alternate monthly between Problems of the
Month and Puzzles, so in effect everyone will have two months to solve
each and have his/her name appear in the newsletter.

« 4 (b){(3)-P.L. 86-36

9/23/2010.
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a. HRHKEL The following people correctry‘hblved last month's problem -

As you may recall, the problem was a putative

(b) {3)-P.L. 86-36

real problem. I

glaintext message from g

Page 17 of 19

(b) (1)

(b) (3)-P.L.

(b) (3)-50 USC 3024 (i)

86-36

.
.

L.esd ©G)-P.L.

86-36
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(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

b. PUZZLES

Correct answers from the last puzzle were gubmitted bvl |

i i Congrats to them. ".-

. : 3)-P.L. 86-36
1. The following puzzle is courtesy of rﬁ 4J7 (o) (3)°F- &

The commonest way to write out a list of words is alphabetically. This
may be all that is needed in many circumstances, but it can have
unfortunate side effects {nods from those whose last name starts X, Y
or Z). So the following 19 words have been deliberately written in a
"fairer" order.

BALLAD ACHING LEDGER ITALIC ADSORB BILLET USABLE RICHER TERMED KERNEL
LESSEE MANTRA ENSIGN SONATA PELMET ENTRAP OREGON CERVIX PORTAL

Problem 1. Identify the method used to order the list of words. -

Problem 2. Rearrange the list of 19 words, so they are in the "correct"
order. (Puzzle solvers are left to decide for themselves
what "correct® really means, and may submit either this new
ordering, or the algorithm used to generate it).

Problem 3. Explain the significance of 594 - (this provides a check on
the "correct" solution to Problem 2).

2. {U) And Another One .......
We received another submission, this one from| | who (B) (3)~P.L. B6-36
found it in Martin Gardner's "Codes Ciphers and Secret Writings",

9/23/2010
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published by Simon and Schuster , New York, 1972. (The original is
a hand-written graphic depiction of symbols, which we have tried to
represent as closely as possible from the keyboard. For a copy of the
original, contact r

A CRYPTO-RIDDLE: What goes "zzub, zzub, zzub"? (b) (3)-P.L. 86-36
(The cryptogram below: contains the answer.)
! ‘66 H/FU\*
TigrelE-

(Our Puzzle Editor would like to encourage anyone who has a puzzle he/she
would like to submit to send it to him. Thanks!)

L1177177777107770770077777077770707727770710770777077772070727011070717771¢47117777
FHAHBHHRRH AR R R AR H SR ERAREHRAF B H RSB H AR F B RS R RA B H AR RE R B S AR R AR R AR

NOTE: We MUST receive submigsions for the October issue by 27 September.

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSAACSSM 123-2,
DATED 3 Sep 1981
DECLASSIFY ON: SOURCE MARKED "OADR®
DATE OF SOURCE: 3 SEP 1891

Rl e A lata IR 2
Tk
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(b) (3)-P.L. 86-36
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1. (Mo¥ed PERSPECTIVES IN CA - Each month this newsletter features

the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of[‘f !Chief Z31.

o P Pt > ot Pt s ot Bl Pt s . s Pt P s Pt P Pt Pl ot Rl Bt o T8 Pt TP P P et P P P Pt Pt S Tl P P b s o st
[
]
[

(5>e6Q) A Military Standard (b} (3)~-P.L. 86-36

+e—-8ee+ There are days when the negatives seem to outweigh the
positives; days when furlough talk permeates the air, and you wonder if
you're "essential”; days when you learn that the decrypts you're
sweating to produce fall "below the reportable threshold®"; days when
the bureaucracy does something objectionable (well, that's every day so
it doesn't matter!). I've learned in recent years to put a lot of this
in a much better perspective by focusing on one thing: our core
mission, support to military operations. I'd like to share this
perspective as my tale.

{C>=€6+ I'm not a rabid militarist, far from it, but I do see this
part of our job as particularly clear and compelling, revitalizing
because it is so real and immediate. My awareness of this is recent,
developing over the short time I've enjoyed as Chief of z31, which is
supporting military operations somewhere in the world pretty much every
day. )

(FoBQ), First, no matter how anxious the military situation, no matter
how serious we all are as we try to succeed, this is satisfying,
enjoyable work. I say "enjoyable" intentionally, even though we may be

talking life and death. People have a goal and commit heart and soul
Approved for Release by NSA on 09-28-2023, FOIA Case # 61704|

L o - -« o f () (3)-P.L. 86-36 © 9/23/2010
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to achieve it. They inevitably look back on their efforts with fond
memories. This is something to remember when the next furlough or
downsizing rumor comes around, suggesting that we are expendable in
some sense. If you've just helped keep soldiers out of harm's way, you
have no inner doubts about the value of your contribution.

«+=QUQ) Second, people work together without constraint. Teamwork and
efficiency predominate. Information gets to those who need it,
computer resources are assembled .and connected overnight,
mathematicians and signals converters find common ground. All the
petty stuff that inhibits cooperation vanishes without trace.

t9-€€e)+ Third, bureaucracy melts away when military operations come

up. | L
| Other offices can top -
at, I'm sure, Office, Group, Key Component Ebﬁndaries,qre .
immediately transparent. Money is found when it's clearly'hkéded.. L. ‘e

have the dubious distinction to be the Cryptanalysis category manager
.as well as Chief Z31, meaning I lead formulation, presentation and
defense of our budget. Cryptanalytic support to military operations is

a briefing show-stopper, without fail. Cryptanalysis, the Agency's core .

discipline, is seen to be prosecuting the Agency's core mission, and it .°
deserves and gets the support it needs. .
Te=-€eQ) Now, I don't want anyone who isn't working military supporf® at
this moment to feel maligned or neglected by this. I realize that°we
can't give every problem the same priority as the| much
less the Gulf War. I know research doesn't work quite this way. And I
know that there are many cryptanalytic work centers, with no military
support role, but where cryptanalysts make extremely valuable
contributions to our Agency's mission, enjoy their work, have a strong
sense of mission, work well with others, and do not feel unduly
constrained by bureaucracy and resource shortfalls.

{Cwe€e3= But I also know that this level of satisfaction and
productivity is hard to maintain when the latest memo comes around
encouraging everyone to retire or prepare for a furlough. For me, our
history of success supporting the military, and the way we do that,
provides an inspirational standard to compare with what I am doing
today, a principle that says do what needs to be done to reach your
objective, no matter what gets in the way. That principle applies to
anything we do. It helps me forget about the irritations of the
moment. It is something we have to do much more consistently in a
future which consists of a smaller organization and a much more
challenging target environment.

L1100 1 70077707000 0777000770077700070070807710077777770777771777777177777

2. (MOHQ) CALENDAR
October 3 Science and Engineering Spciety‘P}ésentation,
"Applying Technology td Apprehend and Convict",
by ' Special Agent of the FBI,
(R& ymposium center, 1000) (see beloq)

October 6 CMI Talk - Topic to be Announced
. (Friedman, 0930)

October 10 . OKTOBERFEST, a joint KRYPTOS/CMI Gala

(b) (3)-P.L. 86-36

l.’

b)(1)
b)(3)-50 USC 3024()
b)(3)-P.L. 86-36

(b) (6)
(b) {7) (C)
OGA

FBI

9/23/2010
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October

October

October

October
October

October

Oct 30 - Nov 1

Oct 30 - Nov 3

Plan Ahead

10

12

17-19

16-20

26

27

November 17

.{Last Chance, Oakland Mills Village,
Center, Columbia 1730-1930) )

Z Tech Forum, " ortunities in work
Analysis",

(35040, OPS1, 1300)

DDO Tech Track Masters Ceremony

Cryptanalytic Computing Conference (C3)
(CCS) (see 6a, below)

1

Page 3 of 16

(b) (3)-P.L.

86-36

(b) (1)

(b) (3)-P.L. 86-36

KRYPTOS Annual Banguet and Awards Ceremony

Z/H Offsite

Third Annual Computer Communications Conference
(Friedman - Keynote Speaker, William Crowell,
D/Dir, Oct 30th, 1300)

CONSCRYPT (FANX)

KRYPTOS Talk (TBA) and General Election

(Friedman, 1300)

LILITITITITITILT070 070700000700 00 0007070700707 70010170717170711717177177777

3. (U) KRYPTOS

a. (PO8Q) DISTINGUISHED MEMBERS ANNOUNCED

The KRYPTOS Council is delighted to announce the.named of those

(b) (6)

recently chosen as Distinguished Memb?rs:- T

)

all Iormer NSAers.
gentlemen will be formally inducted as Distinguished Members at the

These

Annual Luncheon to be held on October 26th at the Fort Meade Officers'
Club. The winners of the Literature Contest and the recipients of the
Norman Roberts Award and the Peter Jenks Community Service Award will

To sign up for the luncheon, contact

be announced as

well.

L]
-
.

.

. .
ll||l|l|InllllllllnnllIIllllnlllIlIulnllIIllllllllllllnllllllulunnl..Il-.llnlllllllh'lllll:
.

b. (™SUQ) LAST CHANCE

Just a reminder that the Joint KRYTPOS/CMI Octoberfest will be held at L

the Last Chance at the Oakland Mills Village Center in Columbia on

Tuesday the 10th of October from 5:30 to 7:30 p.m.

A mere $5 per

L]

person includes a variety of appetizers including Potato Skins, Buffalo
Wings, Beer Battered Mushrooms, French Fries,

Grandes, Cheese Quesadillas, and Garlic Bread au Gratin!
extra. Contact any of the following to sign up and pay.

have a -head count by October 5th.

Buffalo Meatballs,

Nacho

Drinks aré
We need to

.
.

(b) (3)-P.L.

86-36

9/23/2010
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(b) (3)~P.L. 86-36

JI1IILTII00TT7 0000000700 000007700000007170077107777011071777077711111111
4. (U) CACP NEWS
a. (TOWe> MONTHLY MYSTERY ANALYSTS - THEN AND NOW

Each month the CA Career Panel office will feature, on its third floor
bulletin board, a new cast of mystery analysts. At the beginning of
the month we will display photos of the analysts earlier in their
careers. As the month progresses, clues to the identities of the
analysts will appear. 1If you think you can guess the identity of one
or more of the featured analysts, e-mail your guesses tc hlll@nsa.
People guessing correctly, as well as the names of the mystery
analysts, will be published in the following month's edition of the
Tales of the Krypt.

(Note: the CA bulletin board is located in the 3rd floor
breezeway between the OPS 1 and HQS buildings.)

b. (Fes¥es CA-2000 UPDATE

(™8¥Q) Since the CA conference in March, the Career Panel has been
working to refine and incorporate the recommendations in the conference
report into a new plan for CA professionalization. Subcommittees have
been formed to study various aspects of the criteria, and the panel
. hopes to be able to publish some new guidelines by the end of the

year. A current status report of how things are looking as of 1
October is included below.

{™e8Q) The six major areas of certification will remain, but may
change form somewhat. These areas are:

1. Experience: requirement will remain the same, but the
. method of validation (currently the PERSUM) will
change. ' .

2. Diversity: will be restructured to include 3 core areas
and 2 specialty areas. Method of validation will also
be altered.

3. Training: - several new courses are to be developed (this
requirement will probably change the most). The career
panel is working with the newly formed CA Education
Board on recommendations from the 1995 curriculum
review. '

4. PQE: there will still be a PQE, but the format will probably
change - maybe several times. The eventual goal is to
automate it so that canned software can be used in
solving the problems.

5. Paper: the requirement for a technical paper will remain

(b) (3)-P.L. 86-36
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unchanged.

6. Program: there will still be a programming requirement, but
some modifications will be made in what is accepted.
This should result in a "relaxing® of some of the
topics and languages that are acceptable.

(U) As a reminder, this is still a draft, and none.of these changes
have been officially approved or put into effect yet.

c. [TO¥6s. NEW CA CAREER PANEL STAFF

The Cryptanalysis Career Panel (CACP) welcomes the following new
members tc the team:

| Iformerly of Z42 w111 be replac1ngl !
as Assistant Executive. , TetTEReEmmey L A

{ jformerly of Z21, will be the new, Administrative Asslstant
for the Career Panel. T

[(b) (3)-P.L. 86-3¢|

I IExecutive of the Systems Acquisition Management Career
- Pane an ormer CA intern), will be helping out the CA panel with

various activities.

{(Z32) is the new Engineering Advisor, and[ B
z21) 1s the new'Mathematlcs Advisor to the CACP. The Advisor .
positions (a Computer Sc1enbqudvksor will be named shortly) have been-
. created to assist the panel in draftldg'new.crlterla for certification’
as CA moves to include more Math, Engineering, and Cemppter Science, .
and as a resource for interms, cross-trainees, and asplrants with, those'
technical backgrounds who may want advice on courses to take or tours
in their specialty area.

| l(2233) has replaced[::::::::jéh the Computer‘Program

Teresa Levendusky (Z232) will replace[::::::::Ion the Technical Paper
Evaluation Board.

I(b) (3)-P.L. 86-3¢

d. (PeUQ) NEW CRYPTANALYSTS ON THE LOOSE!

Four "future cryppies®” joined H11l1l this month:

CA Cross Training Program:

CA Intern Program: ' » - .
L | :

We welcome them to our career field!

{b) (3)-P.L. 86-36

e. (™O¥8) CONGRATULATIONS ot

9/23/2010
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The Cryptanalysis Career Panel is pleased to announce the promotion of
recently graduated intern| AJ now in 2211, to GGD-13.

CA intern, received an SPCA from the CACP" for -work done on
the DPP while assigned"to" 2443  for "Him first COUrv » s = = v v s v s o » ." ML

of Z223 received TWO cash awards from the CACP this month
- one for his honors technical paper and one for his honors computer
program submitted for certification. It is rare that a paper or
program passes with honors, and this is the first time that an aspirant
has received the award for both!

*1d-(g) (a)

9€-98

2211, became certified in Cryptanalysis this month.

N L N R
I A_ICACP Chairman, recently presided over, 3 ceramony which®

announced the awarding of Technlqal Traek titles to approximately 30
individuals. [ ](Ch Z2), standing in for Tom Lessard,

awarded the certificates.

(U) Congratulations to all on these accomplishmenfs!

f. (PUQ) CRYPTANALYSIS TECHNICAL TRACK UPDATE

—~4+PEUOT The CA Technical Track Review Panel (TTRP) is now accepting
e-mail applications. Applicants should e-mail their persum and
completed form P6770 to and submit one signed hard copy
version of each to the CA Career Panél'oﬁfiie ffllff fP; 2B room
3036D). Contact the career panel office on "+*+.. .| for more

information. 1

L oY “aa
(B R R R AN ENERENENNNERENRRNENERERRERNERNEREENNNERENANERE NN NERRESBNRENERERENNNNNNNNENENRNENERHE.] ..I
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5. (U) TECHNICAL -CORNER

a. KQ Report On CRYPTO '95 (Submitted byl IZZ)
(Fro8Q) (The complete report will be distripyted thrqughqut, Z, and can, _.......

be obtained by e-mail to Bob has offered to make copies
of papers from the conference available also; .again e-mail requests are
easiest.)

[eg-98 1 a- () (@

(Fouo>» All of us know how popular CA-305 has become here at the
Agency. You get to hear a selection of talks on contemporary
developments in cryptology by smart people who have been working hard
on a particular problem for perhaps a year and are ready to share their
considerable knowledge with an audience. Instead of hard-working
techies with a job to do, constrained by NSA perspectives and blinded
by NSA objectives (as we all are), let the presenters be from around
the world, researchers at major universities, probably all with
doctorates, experienced lecturers, only minimally constrained by a
modest teaching load, able to ponder the great issues of our day.
Finally, place this enhanced (that is, if you prefer their subjects to
ours) CA-305 in Santa Barbara, California (do you think you'd be in
line for a Suggestion Award with this one?), in August, and you can see
why the CRYPTO conference, sponsored by the International Association
for Cryptologic Research (IACR), has become such a popular vacation for

(b) {3)-P.L. B6-36
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so many people (of course the NSA representatives were hard at work,
keeping the world safe for democracy, etc., so were never all on the
beach at the same time).

(U) This was the 15th annual CRYPTQ, and continued the uninterrupted
string of successes. The attendance list which was circulated contained
330 names. Of those, 164 (almost exactly one-half) gave U. S.
addresses. Among other countries, an astounding three-way tie
resulted, with Canada, France, and Germany each having 21 attendees.
Other nations represented were: Netherlands, 12; Japan, 11; Korea, 10;
Israel, 9; Norway, Switzerland, each 7; Brazil, Denmark, each 5;
Australia, Turkey, each 4; Belgium, Czech Republic, Hungary, Romania,’
Sweden, U. K., each 3; Austria, China, Singapore, South Africa, Spain,
each 2; and Taiwan, 1.

(U) CRYPTO is a worthwhile meeting for NSAers to attend because it

" provides a window into the "academic" cryptologic community. Their
"cryptology" is quite different from ours, reflecting the difference in
their background, their goals, and their methods. They write books and
papers which seem to be completely unrelated to what we think of as
cryptology. Many of them would be unhappy (and very unsuccessful) as
NSA employees.

(U) There were no seminal papers presented this year. Few people are
capable of really first-class work, and academicians are limited (as we
are not) by their quest for individual recognition. In a mature field
like cryptology, where all the easy work has already been done, results
are more readily obtained by sustained collaborative effort.

(U) The program was divided into 14 "sessions®, two of which
incorporated a single invited talk of some 45-50 minutes. The other 12
session topics included: number theory (2 sessions), cryptanalysis (2
sessions), secret sharing (2 sessions), MAC and hash, key escrow,

protocols, "everything else", oblivious transfer, and zero-knowledge.

(U) There were two, jnvited- addressks,” orie by Adi Shamir, the other by
r ‘—rwas billed as °"NSA, retired®, though very little of
“His career was spent as an Agency employee and, to my knowledge, he did

not actively enter the cryptomath career field. He told a few of the

usual war stories as though he had been there, but more likely he got
them from David Kahn. -

¢6) Shamir's talk was better, but not by a lot. He too reminisced
(maybe that's what was expected) about the event i

discovery (outside) of the RSA algorithm T
] i ] He : (b) (1)
mentioned some difficulties that he and some of his colleagues had (D) (3)-P.L. B6-36

with NSA, but he tried to say that we were not too bad (after telling
stories and showing viewgraphs that presented us in rather poor
positions). Then he laid down the "Ten Commandments of Commercial
Security". He gave as an example some recently cited figures on the
per-year losses suffered by American banks. While check fraud costs
$10 billion, credit-card fraud $700 million, and ATM fraud $18
million, losses to on-line fraud total only $5 million, so one should
not go overboard designing security to defeat on-line fraud. He
estimated that one needed to double the expenditure to halve the
misuse, and such a heavy penalty was seldom justified, since most
attacks are quite elementary. He cited an unnamed ex-NSA employee
connected with the recent Venona release saying that he had enjoyed
six or seven good days in 30 years of labor. Shamir compared his own

{(b) (3)-P.L. 86-36
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academic experience, which was just the opposite.

(U) We turn next to the unappealing rump session. Speakers were
limited to five minutes, so nothing of any consequence was achieved.
Anatoly N. Lebedev (LAN Crypto, San Jose) spoke on "New Regulations on
Cryptography in Russia". There was something about the government
seizing all the copies of some (intermational, with one of the
Scandinavian countries?) conference report and classifying them.

(U) Bruce Schneier (Counterpane Systems) spoke on "Open Source
SKIPJACK". The academic cryptologists are extremely curious about any
classified cryptographic design, of course, and since SKIPJACK is under
their noses they will pursue any avenue to ferret out information. I
know nothing about it myself so, without guilty knowledge, I can report
on the rumors which Schneier has collected (apparently a "Freedom of
Information Act"™ suit against NIST has resulted in the release of some
incompletely cancelled documents). There are 64 clock cycles per
block: 2 clock cycles per round, 32 rounds; half of the text is not
encrypted in each round; there 1s a 48-bit internal structure (versus
32 bits in DES); there is only half of the S-box data of DES; an
unbalanced (the source blocks and the target blocks are of different
sizes) Feistel network is employed; there are 2 clocks per G-box
operation; 32 shifts per ECB function; the "F-table" of "SKIPJACK 3"
was revised in 1992.

(U) John Gilmore (Electronic Frontier Foundation) keeps us posted on
the progress of the anti-government knights, and at the moment the
battle is to overthrow export controls on cryptography. He seemed
pleased that the judge selected to hear the Dan Bernstein suit was
formerly on the Board of the ACLU.

(U) David Naccache (Gemplus, France; coauthors, Markus Michels and
Holger Petersen, both of the University of Chemnitz, Germany) .
distributed a useful technical paper "GOST 34.10 -- a brief overview of
Russia's DSA*". I quote from his paper:

*GOST 34.10 is Russia's DSA. Just as its U. S. counterpart, GOST is
an ElGamal-like signature scheme used in Schnorr mode. It is close to
NIST DSA in many aspects. In our paper, we will first overview GOST
34.10 and discuss the three main differences between the two
algorithms."

*GOST's principal design criterion doesn't seem to be computational
efficiency. This algorithm is 1.6 times slower than the DSA and
produces 512-bit signatures. This is mainly due to the usage of the-
modulus g, which is at least 255 bits long. During verification,
modular inverses are computed by exponentiation (while the extended
Euclidean algorithm is roughly 100 times faster for this parameter
size) and the generation of the public parameters is much more
complicated than in the DSA. The choice of the parameters makes GOST
34.10 very secure." ’

"An advantage of GOST 34.10 over DSA is its inherent suitability
to extended signature concepts, e.g., for blind signatures or
multisignatures, as already shown in [two papers by Horster, Michels,

.and Petersen]. This property does not hold for the DSA."

(U) No doubt all of you readers gave already digested the paper "Why
You Cannot Even Hope to use Groebner Bases in Public-key Cryptography:
An Open Letter to Those Who Have Not Yet Failed" which appeared in the

(b) (3)-P.L. B6-36
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Journal of Symbolic Computation 18 (1994), 497-501. 1Its authors are
Boo Barkee, Deh Cac Can, Julia Ecks, Theo Moriarty, and R. F. Ree. A
footnote remarks that the last author was partially supported by
SPECTRE. The authors are identified with Cornell University. Read
-.backwards the name of the second author. The first is easily
recognizable as "Bourbaki", the last as "referee"; who are the others?

(U) Jim Gillogly (RAND) described a successful attack on a 384-bit PGP
(Pretty Good Privacy) key, solved by factoring the integer (it's the
product of two primes, as usual) by harnessing 50 workstations, and
using three weeks of MASPAR processing to complete half of the work. I
think he said "modified", so maybe this wasn't a standard PGP key. To
no one's surprise, he concluded that 384 bits is too short for a
modulus.

(U) Cryptanalysts sometimes wonder how to acquire the mathematical
knowledge we need (in a cryptologic situation where mathematics clearly
applies) without getting enmeshed in a web of unnecessary theorems and
proofs. In the case of elliptic curves, where a great deal of
excellent but inapplicable mathematics is available, there is an
answer, a good (by my standards) book by Alfred Menezes, "Elliptic
Curve Public-key Cryptosystems”.

(U) *How to Break Shamir's Asymmetric Basis", Thorsten Theobald
(University of Trier, Germany). This was a very impressive piece of
work, done while at the University of Frankfurt by a young researcher
whom we have not seen before. I guess he must have been a doctoral
student of Schnorr. He addresses a proposal of Shamir (CRYPTO'93),
Efficient signature schemes based on birational permutations®. Shamir
recommended two variants, a "symmetric® scheme and an "asymmetric"
scheme. The first was attacked by Don Coppersmith, Jacques Stern, and
Serge Vaudenay, but the attack depended heavily on the symmetry of the
scheme. They showed how to forge a signature (that's what it means to
*break"” a signature scheme), but the secret key was not divulged.
Theobald's attack transforms algebraic conditions into polynomial
equations, then solves them, and finally recovers the key, thus
completely breaking the scheme! The attack has been implemented, using
Mathematica, on an HP 737/50 workstation, using 50-bit keys (the
recommended key length is 512 bits; Theobald estimates a few hours for
the attack in that case).

(U) "On the Security of the Gollmann Cascades", Sang-Joon Park,
Sang-Jin Lee, and *Seung-Cheol Goh, Electronics and Telecommunications
Research Institute, Korea. The German Dieter Gollmann has proposed
"clock-controlled® cascades, and they have been much studied by the
Chinese, but also by Menicocci and by Chambers. The Koreans specialize
Gollmann's proposal to the case that each of the k registers (assumed
to generate m-sequences, and with a senior register controlling the
‘motion of its next junior) is of the same length n. Gollmann's
proposal was not so restrictive. Another obvious weakness which you'd
like to legislate away (but the Koreans have not, to their advantage)
is the possibility of O-stepping the.registers. Both of these
conditions (particularly the latter) contribute to the ease of solution
which the Koreans report. Experimental results are given. They use,
for the largest data set, n=100, k=9; they require 30 million
consecutive bits of output and report using 55 minutes CPU on a Power
Xplorer (Axil Hyundai) workstation (comparable, they say, to a SUN
Sparc-10). For a more reasonable assumption, showing more respect for
the cryptography, try "Analysis of Clock-controlled Sequences" by Xian
Liu and Guozhen Xiao, from a recent issue of Applied Algebra in

.. (b) (3)-P.L. 86-36
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Engineering, Communication and Computing.

(U) r"Improving the Search Algorithm for the Best Linear Expression",
Kazuo Ohta, *Shiho Moriai, and Kazumaro Aoki (NTT). This was an
excellent talk by a young Japanese woman. It is Matsui's deft
development of the tools of ®"linear cryptanalysis® which has excited
everyone, and those (few) who recognize the value of his work are able
to present pretty good talks. The Japanese waste no opportunity to
suggest the superiority of FEAL to DES; FEAL has no other champion.
Their paper will appear (in English) in the first 1996 issue of the
IEICE Transactions, section A.

(U) "On Differential and Linear Cryptanalysis of the RC5 Encryption
Algorithm®", Burton S. Kaliski, Jr. and *Yiqun Lisa Yin (RSA). Since
Kaliski and Yin work for RSA, you'd expect their study of RC5 {designed
by Ron Rivest) to give it high marks. They have tested it with
straightforward differential cryptanalytic and linear cryptanalytic
attacks and have, they claim (they offer no supporting computer
experiments), determined that, for RC5 with a 64-bit block size (no
alternative is considered), 12 rounds suffice to make both attacks
impractical. Other reéesearchers, viewing the same data, might have put
a different spin: "9-round RC5 vulnerable to differential cryptanalytic
attack!"™ Surely it's an accident that 12 rounds happens to be the
exact specification laid down by Rivest! They conjecture (!) that the
characteristics (for differential cryptanalysis) they have used are
indeed optimal, and that the linear approximation upon which they have
based their attack is also best.

(U) Key escrow is a hot topic with the CRYPTO crowd. "Escrow
Encryption Systems Visited: Attacks, Analysis, and Designs", Yair
Frankel (Sandia) and *Moti Yung (IBM). This seems to be rather an
extensive analysis of potential weaknesses in both the "Clipper® and
the "fair cryptosystems" approaches. The software key escrow methods
of Trusted Information Systems (with which I am not familiar) also come
within range of the Frankel-Yung scimitar.

CLAIM 1: There is an attack showing that the LEAF field in
Clipper does not determine the identity of the chip which encrypted a
message. Moreover, criminals can squeeze an honest person's LEAF in
order to force escrow agents to open the honest person's escrow key.
Claim 1 also tells us, they say, that users who have no part in .some .
illegal action (whether knowing it or not) may have the1r keys opened
and messages read.

CLAIM 2: There is an attack showing that compllance is not
possible in Clipper given two rogue parties (even if the LEAF contains
the identity of the parties' chips and proper 1ntegr1ty check) .

CLAIM 3: Fair cryptosystems are not fair.

CLAIM 4: Spoofing is easy with public-key-based key escrow and
the Clipper. v

CLAIM 5: The Clipper puts compliance over availability.

CLAIM 6: Cheap Clipper chips may reduce the feasibility of the
Clipper program for real-time Law Enforcement. :

(U) "Robustness Principles for Public Key Protocols", *Ross Anderson
and Roger Needham (Cambridge University, England). Anderson is an
intelligent and practical cryppie. His advice is well supported. We
excerpt from his paper.

PRINCIPLE 1: Sign before encrypting. If a signature is affixed to
encrypted data, then one cannot assume that the signer has any
knowledge of the data.. A third party certainly cannot assume that the
signature is authentic, so nonrepudiation is lost.

(b) (3)-P.L. 86-36
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PRINCIPLE 2: Be careful how entities are distinguished. 1If
possible, avoid using the same key for two different purposes (such as
signing and decryption) and be sure to distinguish different runs of
the same protocol from each other.

PRINCIPLE 3: Be careful when signing or decrypting data that you
never let yourself be used as an oracle by your opponent. He illustrates
with an example, published by Simmons, of an easy attack on a protocol of
Tatebayashi, Matsuzaki, and Newman; this principle describes a very subtle
and troubling difficulty which is not easy to defend against.

PRINCIPLE 4: Account for all the bits --- how many provide
equivocation, redundancy, computational complexity, and so on. Make
sure that the redundancy you need is based on mechanisms which are
robust in the application context, and that any extra bits cannot be
used against you in some way. Ignoring this principle created a weakness
in ISO 11166, used by the SWIFT banking consortium.

PRINCIPLE 5: Do not assume the secrecy of anybody else's
*secrets" (except possibly those of a certification authority). This
one is supported by an attack of Mike Burmester on a RIPE protocol.

PRINCIPLE 6: Do not assume that a message you receive has a particular
form unless you can check this.

PRINCIPLE 7: Be explicit about the security parameters of crypto
primitives. A key .generation routine should be claimed as good for so
many keys; a threshold scheme for resistance to so many conspirators;

a block cipher for so many blocks; and so on.
PRINCIPLE 8: Robust security is about explicitness; one must be

explicit about any properties which can be used to attack a.public—key
primitive, such as multiplicative homomorphism, as well as the usual
security properties such as naming, typing, freshness, the starting

{b) (1)
(b) (3)-P.L. 86-36

assumptions, and what one is trying to achieve. .

(U) *"A Key-schedule Weakness in SAFER-64", Lars R. Knudsen, Ecole
Normale Superieure, Paris. Because SAFER was designed by the respected
Jim Massey (ETH, Zurich, but he's an American) it has received much more
attention than your average proposal. Knudsen's paper is significant
because it represents a departure from standard attacks -- the key
schedule has historically received little attention, maybe because in
DES it was so carefully designed to be strong. As Knudsen admits, the
resulting attack is not a serious threat to the security of the design;
it merely shows that there is room for improvement. SAFER's recommended
parameters include only 6 rounds of encryption. Knudsen's attack emperils
this and also the 8-round model, but is sufficiently diluted by 10 rounds
to be impotent. It applies equally to SAFER-128, but there Massey has
already recommended at least 10 rounds.

(U) Research into factoring continues apace. I would like to quote
from a marvelous article, by the marvelous Andrew Odlyzko (Bell Labs),
which appeared in the RSA newsletter CryptoBytes. He starts by citing
some historical milestones (at 10-year intervals) in factoring. 1In
1964 the record factorization was a number of 20 decimal digits. By
1974, a 45-digit number had been factored, using (as we now describe
it) .00l mips-years {a mips-year is a year of processing on a VAX
11/780). By 1984, the corresponding numbers were 71 digits and .1

-

(b) (3)~P.L. 86-36
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mips-years; in 1994, 129 digits (the RSA challenge) in 5000
mips-years. The recent RSA conquest has opened our eyes to the
possibility of distributing the effort. If thé Internet capacity is
3x10E7 mips (about 10% of the world's capacity) then the RSA challenge
cipher drew 0.03% of Internet resources without much effort. Now that
such a procedure has been shown to be effective, there is a reasonable
prospect of acquiring much greater support for an attractive future
effort. One could even consider the possibility of a clandestine
attack. Odlyzko estimates that Silicon Graphics (well, you wouldn't
have expected him to take Bell Labs as an example, would you?) has
about 10,000 workstations (a total computing power of perhaps 10ES
mips, about 10 times that needed for the RSA129 project), so they are
currently able (if they chose to de so) to factor a 512-bit integer in
under a year of elapsed time. He mentioned that the success against
the 384-bit PGP key (described by Gillogly in the rump session) used
about 400 mips-years. Here's Odlyzko: "In a few years, we might see
teenage system administrators for local real estate agents or laundries
breaking 512-bit RSA keys without anyone being aware of the attack."®

(U) A recent success by Dodson and A. Lenstra in factoring a 119-digit
integer suggests to Odlyzko that the number field sieve (NFS) could
have conguered RSA129 with only 1000 mips-years instead of the 5000
used by the guadratic sieve. He is able and willing to extrapolate
from the extremely limited data (but he is a very smart guy, and
experienced in these matters) a table of mips-years likely to be
required to factor integers using the currently available NFS- routines:

bits of n mips-years
512 3 x 10E4
768 2 x 10E8
1024 3 x 10E11
1280 10E14
1536 ' 3 x 10E16
2048 3 x 10E20

He estimated that moduli of 1280 bits should be safe for 20 years, and
that even 1024-bit moduli should be safe unless they conceal extremely
valuable information. But algorithms improve, and new techniques

evolve. He is of course aware of the dangers posed by quantum computers
and DNA computers, and that tools such as the ®"special NFS" apply in
certain cases. In an appendix (there are ten of them!), Odlyzko compared
DES to RSA, estimating that finding a single DES key would take about 300
times as much computing as the factorization of RSA129 (also, DES does
not seem to be as vulnerable to a distributed attack).

.lIlIllllﬂI."lIIllﬂlll!lll|I-ﬁlllIIlIIIIII‘I-IIIIIIIIIIIIHIIIIIIIII'IIII.IHII!HIIII‘l

b. T®SL) WORKING AND LIVING IN OTTAWA, CANADA
(Submitted by I

»
N
* .

~
-
el re,

("eUQ) Canada's NSA egquivalent, the Communications Security
Establishment, (CSE), is located in Ottawa, the capital city of Canada,
in the province of Ontario, about 550 miles from NSA and about 60 miles
north of Ogdensburg, NY.

*Trd-(€) ()

{re8Q) Working at CSE presents both similarities and differences from
working at NSA. The first obvious difference at CSE (and also in

Ottawa) is that most people are bilingual and many things such as

signs, menus, etc. are written both in English and in French. Although
English is the main language, it is not uncommon for coworkers to PR
converse in French. Meetings and conversations with non-French .

9€-98

.
[
.
.
-
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.
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speaking people are always in English; therefore there is not a
language problem.

0) Another difference at work is that it is more of a "laid back"
atmosphere as compared to the hustle-bustle of the Agency. Many people
wear shorts during the Summer and do some sort of recreation during
‘lunchtime, this includes running, cycling, going for a walk, soccer,
aerobics, working out at the nearby fitness center, etc. Cycling in
Ottawa is especially popular with many people cycling to work.

(T=ceer

R | There are informal afternoon "teas" ..
twice a week in | (where I’ wWork} whéﬂg'someqne brlngs in some food .
(e.g,, cookies) and a“""fun™ problem,_usuafiy mathemhtxpgl ;n ,pature, is ‘.

lightly discussed. "'-----...'.'.'.‘.'lis.p:n g
‘ L res

(1) ()

T3~ {(€) (Q)

(T)¥2og osn 05-{(g) (q)

9£-98

{Fove) Living in the Ottawa area is a wonderful experience.

{Pe¥Q) Although warm by Ottawa standards, the summer was very pleasant. .
and a nice break from the intense heat and humidity of Maryland. .
Canadians are said to thrive in the winter. Among other things, five *
miles of the Rideau Canal, which runs through the city, is open in the e
winter for ice skating. We are looking forward (with some trepidation) -
to the winter. .
’ {b) (6)

TMOBQ), Ottawa is a family oriented town with many museums and ‘
activities for families. There is an experimental farm in the heart of .
the city with exhibitions for families. Parliament Hill, where the *
federal government is, is also a popular attraction. For the sports .
fan, hockey has the Ottawa Senators of the NHL, football has the Ottawa N
Rough Riders of the CFL, and baseball has the Ottawa Lynx of the .

International League. : ‘

¢#080) The cost of living is comparable to the Maryland area, maybe ~
slightly higher but the value of the dollar more than makes up for the .
higher costs. (Currently, $1.00 US = $1.33 Canadian.) s .

[(b) (3)-P.L. 86-36]
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6. COMMUNITY SERVICE

a. (T'S63. CONSCRYPT NEWS

] CONSCRYPT-95 will be held from 30 October .
thru 3 November. The opening *sesgion will be held in FANX-2's : .
auditorium. Aall other sessions will'be held ih A1B017 (Course Center .

B, FANX-2). There is limited seating at the'eouxse Center B .
presentations. .

»
... .
LI .
I'l.HHII’IllllIIIll-.lllll-.l.lI'lll.lll...l.ll.!!!!!!!!lIl!lll!l!ﬂ-".'ﬂ'l.l
-

b. ({Me¥6) IAI Trivia Contest Winners Announced

Rank Score Name Org Cash Prize

1rd-(g) (A)

1 98 $250.00
2 921 $100.00
3 90 $50.00
4 89 Honorable Mention

9€£-98

c. (FOYQR) S&E Presentation on FBI Use of Technology in Law Enforcement

{U) Law enforcement has various techniques which exploit scientific
and technical principles. This discussion will relate .how these
techniques are applied to assist the investigator to develop
indicators of criminal activity, determine the veracity of subjective
evidence and establish the true fact of an investigation.

#OUO) -Since 1989 Special Agent[:::::::lhas served as the[:::::::l

for Technlcal Services in the Defense'Criminal egstigati

Service.  He has 'a BS "ih'Forémsie Chemistry: from

and -a* M9 4in *Teclmical® Management from”

During his four years in the Navy he served as a special . . . ... Eﬁiﬁi(m
agent in the Naval' Investlgatlve Serv1ce, conductlng crlmlnal fraud OGA

and counterintelligence investigations. He then joined the Naval

Investigative Service as a civilian. v esammemrmn it .

-.-l""- FBI

(FQUQ) Special Agent[:::::::Ihas served on several national level
committees such as the DOD Forensic Service Advisory Committee and has
been awarded the Meritorious Civilian Service award.

d. (PeUQ) MORE APPLES (b} (3)-P.L. 86-36

-'-...--‘

(Trosa) I AAJlS collecting Giant, Safeway, and Metro
Apples-tor-the Students recelpts again this year. All receipts will be
donated to the Ruth Parken €ason School in Anne Arundel County. This
is a special school for* mentally and/or physically challenged children

between the ages o£‘3 and 21 years old. These register receipts allow
the school to purchase new computers, printers, software, and other
educational .tools for these special children. [ ]

[(b) (3)-P.L. 86-36|
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b) (1)
b) (3)-50 USC 3024(1)
b) (3)-P.L. 86-36
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7. (U} PUZZLES AND PROBLEMS .

////////////////////////////////////////////////////////////////////////

#########################################################################
(U} EDITORIAL CORNER

NOTE: We MUST receive submissions for the November issue by 27 October

PLEASE NOTE: All submissions must be in ascii format, and with the
imminent implementation of E.O. 12958, MUST BE PORTION MARKED.

If you have any comments or suggestions, please submit them to
any member of the editorial board.

TFOWes EDITORIAL BOARD

Jack Tngram, Cryptologic Histo Musepm,. S

(b) (3)~P.L. 86-36
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Return to Kryptos Home Page
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2. Calendar of Events
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5. Technical Corner
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8. Problems and Puzzles . -
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1. (Pe8Q) PERSPECTIVES IN CA - Each month this newsletter:features
the perspective of a CA Senior on a Ca topic of his/her chqgice. This
month we are pleased to feature the thoughts ofl D/Chief, J1.

NS N et g A o o Pt ot P Pt St s Pt B Pt T P Pl o P P B P Bt o o o Pt 8 8 2 o Pt

-C - T VEVE SRR VR VP PR SR

(b) (1)
(k) {3)~-50 USC 3024 (i)

™) Close your eyes for a minute and picture the future. Visualize (b) (3)-P.L. 96-36

the new game in town for cryptanalysts. Call up all we've been told R
-about future processing, and I'm sure your inner screen will dlspla%. .

—something like this: |

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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(U) 1In trying to bring it to pass, J1 finds that many of the modules
needed de not yet exist commercially. We must invent them, then get
industry to sell them to us. But, there is a problem ... No one group of
software or hardware experts at NSA has sufficient knowledge, expertise
or manpower to construct the prototype. To succeed, the individual
groups now groping with various aspects of the overall infrastructure.
must come closer together. We must evolve to resemble that which we
would create: a cooperative, coordinated, scalable and philosophically
unified network. &And we will succeed

™) Wwhat does all this mean to the cryptanalyst? It could generate a
whole new way of working. First, the analyst will become more engaged in

TTrd-(g) (a)
(1) (q)

(T)vZog 2sn 0G6-{€) (M)

9€-98

TZ™esQ)l. Certainly, the ability to manipulate data in a highly
distributed network environment will become even more of a critical
skill than it is now. The crypt community may, like the implementors
of the infrastructure services, come to resemble a network:
cooperative, coordinated, scalable and philosophically unified. After
all, the future target is a network. Intelligence organizations tend
to resemble their targets.

LILITIIIIIIIIII1700077000770777707707777777707770777077777777717711177171777

2. TrMeUQ) CALENDAR

November 1 NSA Science and Engineering Society
Presentation, "Towards a Global Information
Infrastructure: Challenges and Opportunities”,

« » s[(b) (3)-P.L. 86-36
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by [ 1 (1000, R&E) (See 6a)

IAI Presentation _l'ﬁ on "U.S
a Time of Diminishing

(b) (6)

November 8
African Policy in
Resources®" (OPS2B, 4118-6, 1200-1300)
November 17 KRYPTOS Talk (TBA) and General Elecflon
(Friedman, 1300)

llllllllllll||||lIIlI"Illlllllll'lllll!lllllllll!"l!lllllllllllllllllll'l
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(U) KRYPTOS NEWS

3.
Winners Announced at KRYPTOS Annual Banquet

a.
(™eUQ) Well over 100 people, including guests from GCHQ, a number of
former Agency Employees, and current members and

Distinguished Members,
other Agency employees, attended the annual KRYPTOS Banquet at the Fort
Meade Officers' Club on the 26th of October. Nicholas Howard, Chief of
H Division, and retiring after almost 40 years "in the business" spoke
briefly about the highlights of the past, and provided encouraging
the future. [::::::::::l out-going KRYPTOS President, and
President-Elect for 199 » £mcee 'd the proceedings, and
| aze

one agreed that it was once of the~best luncheons ever.

.
2
L4
.
.

ever
| and her commrttee,l
to COngratulated for h-;qb well done. .,

GHXKU As is customary, the.wlnners ‘of . the Annual KRYPTOS Awardg were
announced at this luncheon, and they'were e Y, i

Distinguished Members 1995
L9
l(b) (3)-P.L. 86-36
Peter Jenks Award carrt s et -0 . -
Norman Roberts Award - * .Y h
CA Literature Competition . ;
1st Place - .
2nd Place - o
3rd Place - o
Honorable Mention -

b. The election of KRYPTOS officers will be held in conjunction w1th
the November presentation this month, on Friday November 17th.

LILILELIIIILLLLIIII 0T 1000007077000 00 007777000007 077770707777117111011117177
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4, (U) CACP NEWS
a. (U) MYSTERY ANALYSTS REVEALED
{Fove)l. Even with clues posted mid-month, not many guesses were

received to the identity of the mystery analysts for October. Correct
guesses were received from| '

Page 4 of 12

l I The mystery analysts for October

were... "'----............

*
x
. at

.

........ e r e h e et e e aa e, ..hb)(3)—P,L, 86—3q
A. R L R L e
B. . .----__..---.-.-...-----II.I.---'--‘, -
c. ﬁhis was the one that stumped mbst people!)
D. Lt .
(P®8Q) Many thanks to those.arfalysts who allowed us to feature them,
and also to { who created the bulletin board display. Be
sure to stop by the CA bulletin board in the 3rd floor breezeway .
between OPS 1 and HQS to check out November's mystery analysts. If you
think you know who some or all of them are, reply to hllleénsa.
b. (U) WELCOME FUTURE CRYPPIES
(™SUQ) Two new CA interns joined our ranks this month:
formerly a computer scientist in Z12
- formerly a computer scientist in J34
=============================;=.=.=é==.|=;=.==================================
c. (U) CHANGES :
(resq) [ | has replaced | |on the Computer" - - ...
Program Evaluation Board', R A eeep——e—————— ﬁ-\t\iht-----------'lﬁ))(S)_PL 86—36[
================================;;;;;;::::========================-=F'=~=‘hd‘=!:‘.‘
d. (U) ANNOUNCEMENTS P
- (®888) The CACP is pleased to announce fhe féilowiﬁg:‘."
. R s - .« : 1 .
Promotion of CA intezm to GGM-11. E:;&i-sousc3024u)
L became certlfied'in CA. (b) (3)-P.L. 86-36
e. (U) CA Intern Profi}e“ L.t . .

(T>eeq) | lis currently in her third tour, working in
performi analysis on . .

I Previous tours include | | both of
which she feels proved to be "quite illustriousT. e

.

» = #(b) (3)-P.L.

86-36
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(b) (3)-P.L. 86-36
(b) (6)

(U) While considering the cryptanalysis career field, [::::]yas
looking for career growth, which was very limited in her former c¢areer
field. After interviewing with the panel executive, she was impressed
with the mental challenge. When asked what she likes about the CE.
intern program, replied, "I find the coursework and exercises',
stimulating, an » fqrward to reinforcing my newfound skills, -«
while acquiring more w1th eatt d;ver51ty tour. Thus far, each tour Has
given me a new perspective of this obSeuxe career field, its many .
dimensions, and its relativity to the Agency m1551on' ‘

///////////////////////////////////////////////////////////,//,/////////’fI(b\B) ENETRY

5. (U) TECHNICAL CORNER P

a. (FBUQQ ENTHUSIASTIC REVIEW OF AN R51 DIVERSITY. TOUR
(Submitted by[

TPSUD) On 9 January 1995, I walked into the R and E building, wound my
way through several hallways, opened the door marked "R51 -- Math
Research Division," and entered into a new world.

(M®¥Q) For 16 years I have worked hard at my job, but when I left the
office, my classified projects stayed in my desk. During my six months
in R51 I carried my project home with me every night and, on my day
off, spent much of the day working on it. Since returning to Z43, my
R51 project has continued to come to work with me almost every day,
come home with me in the evening, and occupy much of my day off.

{M™S¥Q) R51 -- a world of PhD mathematicians keeping up with math
research all over the world. During the week of my arrival in R51, Dr.
from California spoke in the R5 auditorium on the topic of
ing my last official week in R51 a recent PhD graduate,
spoke of work relating to the topic of my prcject
: bject of his PhD dissertation. In between these two
speakers were speakers and classes in all areas of mathematics, a
weekly algebra seminar, a class on the new discovery of codes derived
from elliptical curves, reports from attendees at math conventions,

talks on research being conducted, etc. Two weeks of the algebra
lﬁf.mnmdmolted to my project -- theI ]

I briefed twice while in Rb51. el
IlllllllllllllIIIllllIllllllllllllllllIllll.l.l.I.Iq-—
ﬁﬂﬁkﬂ For two months my office mate was a professor from Clemson §
University who comes to NSA for two months every summer as a m
consultant. =
g
(PF8UQ) Perhaps I have now aroused sufficient curiosity as to what R
R51 project was. In the past three years, o
B
[ ]
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| Mv task has veen ro. . ...
understand the papers written on this new topic, and to write a paper I(b)B)—P.L.86—3gI
to clearly describe the results and to make mathematically rigorous all .

the results that have been published. The writing of the paper has _."

been very complicated because I have att ted to make it re e to
those with little background in Both

topics are presented in the papers

{(POBQ) One of the most fun and exciting experiences for me was doing
research in the R51 library. Of about 50 references that I looked for,
45 were in journals already at the NSA library. Every article that I
needed in an existing journal was in the library in the place it was
supposed to be. The copy machine was available to copy found articles
without charge. The articles not in the library were requested for me
over interlibrary loan and were in my hands within several weeks --
even one written in German.

{™®8Q) Even though R51 has many PhD mathematicians, there is a place
there for all types of people. What is needed is a love of mathematics
and a desire to learn more about mathematics. Many of the people in
the office are teachers as well as research mathematicians and they are
skilled at suggesting projects for amnyone in their care and at working
with that person to help in the completion of a project. I highly
recommend a tour in R51 for anyone in the mood for mathematics,
research, hard work, and fun.

™eUQ) I am glad to be back in 243, but my life will never be the
same. It is no longer true that there is nothing work-related that I
can do when I go home in the evening. There is always new math
research that can be explored. I plan to keep up with all math

research re i 51 project, and I will be involved in looking

for uses ofi iin'the real world. I have yet to learn about (b) (1)

thel : ll;ﬁ R51,” whi'ch'was ‘one "of my goals while > was™ " "|(b) (3)-p.L. 86-36¢
thel®. ake somé "timé td ‘gdb'bBatk ‘ahd "learn” abolt *“this =" * """

topic. My time in R51 was not only rich and rewarding, but also

life-changing. I hope to complete my paper soon, so that analysts at
NSA can benefit from my research.

b. (FP®8Q) A KRYPTOS Yankee in King Arthur's Court
(Submitted by | )

(FoBQ) Please think of the following as a friendly note from me to
you. It documents significant aspects of our PCS (permanent change of
station) experience at Menwith Hill Station, North Yorkshire,
1991-1996. Loosely and interchangeably, the "us / our" descriptors
refer to myself, my husband, occasionally my 2 year old Yorkshireman
son, new but lasting British and American friends, acquaintances, and
various MHS associates.

"1 a-(€) (D]

foc-98

(U) To begin, I'll chat about the weather; ... most appropriate, since .
the weather is always the conversation starter. North Yorkshire's .
weather is unique ... we think it's "just brill®" when the sun hangs .
before its backdrop of blue sky and sparkles as the puffy clouds whisk ,*
by; ... on the other hand, we wonder what is hitting us when the .
horizontal rain challenges our efforts to move from one location to,*
another. Despite the weather's contrasts, we endure and enjoy qbﬁér

aspects of living. . .

(U) To name a few, ... we have fortunately exposed ou;séives to a

.
.
.
*
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respectable subset of the innumerous travel and cultural
opportunities. Our passports and scrap books are impressive with
various country stamps and tickets. England features strategically
placed air and ferry ports which easily facilitate "going to the
Continent", as the locals would say, or hopping over to Ireland. The
rail system networks throughout the United Kingdom: London and
Edinburgh are popular destinations that may be obtained in a matter of
seemingly effortless hours from York, the North Yorkshire midpoint.
Abbeys and ruins decorate the countryside, welcoming us to explore them
and picnic on the grounds while taking a break during our Sunday
drive. Cathedrals adorn the city ceners, drawing our attention above
the streetview market places. British artisans display their wares in
local shops and markets, and they usually enjoy passersby to observe
them develop their creations. Many food and beverage items are
prepared locally and still by hand, like the Wensleydale cheeses and
Brymore ice creams as well as the John Smith bitters and the Black
Sheep ales. Publicans, the curators of public houses, more commonly
known as pubs, encourage the locals to have a pint, and maybe even a
meal. It should also be noted that Brits, a socially acceptable slang
term to describe British subjects, love their animals; ... so much so,
we usually see dogs accompanying their masters rather than children
their parents in the older traditional locals. Given the last
sentence, it would be most appropriate to now comment on language. We
have learned through experience that America and Britain are certainly
two countries divided by a common language.

(U) Shopping is a topic which should next be addressed. Most shopping is
completed by knowing what you set out to purchase and knowing from

which shops to purchase them. Your local butcher provides your

meats, and the fishmonger provides your seafood, and the green grocer
provides your fresh produce, the weekly market in the town sqguare hosts
vendors for other household items, the hardware store supplies tools

and equipment; ... I think you get the idea. Within the last decade,
supermarkets, department stores, and malls have blossomed around the
country and have really responded positively to customer demand.

{(U) Medical care is a function of two caregiver systems. The National
Health System (NHS) cradled us during the pregnancy, birth, and early
months of life for our Yorkshireman son. Midwives, health visitors,
and doctors provided great advice and care before, during, and after;
and they even made routine house calls! For common NHS visits, service
is rendered with no accompanying pricetag. On the other hand, when one
*‘goes private", as we did when our son suffered from recurrent ear
infections, we received bills for the service rendered. We then
submitted these bills to our Blue Cross/Blue Shield Health insurance plan
and were swiftly reimbursed the usual 80-85%. "Going private" simply
means that an individual is soliciting care from a doctor who maintains
his/her own private practice, perhaps in addition to the NHS clinical
practice. Basically, funding makes resources available, so "going
private" allows for patients to receive care in terms of more options.
Incidentally, by being a Yorkshireman, our son is entitled to play for
Yorkshire cricket, positions only traditionally held by Yorkshiremen.

(U) Housing is another topic for discussion. We have had the
opportunity to live in three different homes: a direct result of
availability and a landlord's change of status from employment to
retirement. Not only do we now consider ourselves professional movers,
but we have enjoyed living in various landscape settings,
neighborhoods, and home structures: from the dales to the farm, from a
bridal path lane to a village, and from the quaint cottage with all

[(0) (3)-P.L. 86-3¢
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modern amenities to the refurbished brownstone to the modern home.

(U) And, oh, ves, work, the foundation for a PCS, is now an aspect
which warrants comment. Given the small but expanding infrastructure,
work requires us to tap on the sources of our diversity. For example,
duties and responsibilities defined by mission allow for flexibility as
mission requires. Furthermore, many individuals play significant roles
in various committees and meeting groups. The reasons for these two
examples clearly stems from the small numbers and the transient nature
of a field site.

7hxnu We hope that this short synopsis provides you with some useful
information and an inviting "warm fuzzy®" about a PCS tour at Menwith
Hill Station.

LIIPLILTTIEI7007770077077070007007770777770000778700707000770770777777777
6. (U) COMMUNITY SERVICE

a. (U) Science and Engineering Society Presentation

{U) In this talk, I I who is the Director of the Center

for Satellite and Hybri Communlaatlons Networks, will address the
advancements in communications and network technologies and how this
technology has created real opportunities fokr» thp creation of an
information infrastructure that provides mass acceés'dxgltal
connectivity at affordable costs. He will discuss various' technical
challenges imposed by the increased need for digital connect1v1ty and

the on-going programs of research in hybrid internetworking, w1reless T,
networking, digital libraries, databases, telemedicine and personal
computing and communications systems. He will describe some unique
opportunities for rapid advancement in digital connect1v1ty, by.means -« = " ¢
of some recent technology transfer results. be has achibved. .

(b) (6)

.
-.-l"-" . .

T?BUQJ [:::::::::]}ecelved a B.S. in Electrical Engineering, with‘." .
highest distinction from the National Technical University Athens, .
Greece in 1970 and a M.S. and Ph.D. in Applied Ma i fom .
Harvard in 1971 and 1973 respectively. Since 19731::f:fj;::[has been °
on the faculty in the Department of Electrical Eng ering at the -«
University of Maryland College Park as a professor of Applied N
Mathematics. From 1985 to 1991 he was the Founding Director of the
Systems Research Center now the Institute for System Research. 1In.
February 1990 he was appointed to the Martin Marietta Chair in Sygtem
Enginering. Since 1991 he has been the Director of the Center fior
Satellite and Hybrid Communications Networks, a NASA center for,the
commercial development of space, which he co-founded. has
held visiting research scholar positions with Stanford, , Harvard
and the University of California, Berkeley. He has numerous
publications in control and communications systems, and is the
co-editor of Recent Progress in Stochastic Calculus, Springer-Verlag,
1990. His current research interest includes stochastic systems,
signal processing and understanding with emphasis on speech and image
signals, real-time architectures, symbolic computation, intelligent
control systems, robust nonlinear control, distributed parameter
systems, hybrid communications network simulation and management.

THIS SYMPOSIUM WILL BE BROADCAST OVER NEWSMAGAZINE CHANNEL 17

ALL PERSONNEL ARE WELCOME

[(b) (3)-P.L. 86-36]
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For information on or membership in the Science and Engineering
Society contact Tom Kline I ] |

L ] f it saseasemsmmass s a e e AN SO 86—36I

b. (U) International Affairs Institute (IAI) Presentation

(U) L | ‘the current Director of Regional Affairs in the

Office of the Assistant Secretafy’bf State-for.African, Affalrs, and

former NIO for Africa, will address the topic of U.S. African Poliéy b= =+ =«
Wednesday, the 8th of November, at noon. IAI members will be seated on (b) (6)
a priority basis until 1145.

HlnlﬂllﬂlllﬂllllII.II'lﬂ'-l-llI.IIIIIIIIlll.llIIlIIHIIIIIIIIIIIHIIIIII,lfllll .

c. [Po¥Q) Communications Analysis Assoc1at10n (CAA) Presentatlon o

*
.
. L]

(t~6CQ) The CAA is proud to announce 1t§.f1rst Membershlp Meetlng and
the first of its sponsored presentat:dhs will be held on Meohday,
November 6th. | Jof the Joint Military+Intelligence
College will discuss "The Nature and Process of Anadytic Thought".
The program will include a welcome by CAA Presj dentl l and
a question and answer period with The classification’*.,
level of the talk will be TOP SECRET UMBRA, and all Green and Gold T
Badge personnel are welcome to attend. "

d. (U) APPLES FOR THE STUDENTS

"1°d-(€) (D)}

(U) CMI is pleased to support two schools this year in the Apples for the
Students program, Ruth Parker Eason and the Imaculate Conception
School.  Giant, Safeway, and Metro receipts are being accepted.

[oc-98

(U) Ruth Parker Eason is a special school for mentally and/or Lent L
physically handicapped children. Ages of the students attendlng the" '-’
school range from 3 to 21 years old. The school is lopaued in anne .
Arundel County. The register receipts that wgre'dbnated to them two .
years ago were equal to what they collectea on their own. The .
purchased equipment was partlcularly useful to a school with their +".

r needs. Please rechpts b "be donated for this school to
HQ.

(U) Immaculate Conception school at 7 th and N street N.W.,
Washington, D. C. Immaculate Conception is in a very low income part of
the city. It is a very needy school. Although it is a school supported
by the parish(catholic) over 90% of the children are a different faith
and not members of the parish. Receipts to be donated to this school
should be sent to[::::fi::lR51.

l.ll'.lll!lllllll.l'llll'n'llﬂ.llllll.ﬂlIIIII'll.'ll'lllI“Il.ll'.."llll-lllﬁﬂ.lllllﬁ.’llllll'

//////////////////////////////////////////A/////////////////////////////

«

7. (U) CRYPTOLOGIC HISTORY "

I(b) (3)-P.L. 86-36]
a. (U) ROTOR DEVELOPMENT HISTORY » .

6g) One of the major milestones in the history of maéhine cryptography
was the invention of the rotor as a basic component for the performance
of the encrypting/decrypting operation in mechanical and
electro-mechanical cipher equipment. Available evidence indicates that
the wired rotor was originally conceived by H.A. Koch, a Dutch

.
v
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inventor, during the years preceding World War I, and it found its
first practical use in the German Enigma machine. Almost
simultaneously, it was invented and patented in a somewhat different
form by E. H. Hebern, an American. Another contribution to the art was

- made by Sidney Hole, a farmer from Devonshire, England, who conceived
and patented a cipher machine which utilized pneumatic rotors.

"¢8). The subsequent history of the development of electrical wired
rotors in the U.S. is one of evolutionary progress through the
succeeding years. In the later 1920s the U.S. Navy contracted with
Hebern to build a wired rotor cipher machine for military use. The
first results of this development were not completely successful and
because of legal difficulties of a patent, no further work was
performed by Hebern for the U.S. Government. In the years following
World wWar II, equipment was finally evolved which became the major high
echelon cipher equipment used by the U.S. during World War II. It was
based upon the concept of a wired rotor maze and included the principle
of enciphered motion developed by Mr. W. F. Friedman and Mr. Frank
Rowlett. Under the direction of Captain L. F. Safford, USN, Teletype
Corporation developed and produced this equipment known in the Navy as
the CSP-889, or Electrical Cipher Machine (ECM), and in the Army as the
SIGABA.

11111100777 77007777070777777770707007707077777077777777777707077177771777777

8. (U) PUZZLES AND PROBLEMS
: [(b) (3)-P.L. 86-36}

a. #ev¥e) Solvers and Solutions Lt

(P6U0) At least partial solutions to the September,puzzle were received
froml They got the
corre¢t ordexring in the first part - number the letters from a=1 to

z=26, and sum the values of the letters in each word. Arrange the
words in order from smallest sum to largest. To answer the second
part, the words can be arranged in order (below) so that the last three
letters of one word and the first three letters of the next word also
make a word. When you get them all right, you have a start word and an
end word, an the three letters which connect them are TOR. Number the
top row of the keyboard from Q=1 to 0=9 to get TOR=594.

(U) portal entrap pelmet richer ballad ledger billet termed usable aching
lessee kernel sonata mantra cervix ensign oregon adsorb italic TOR

b. (U) This Month's Challenge

(U) In this solitaire version of the popular "Battleship" game, you are
to find the 10 ships listed below. The ships will lie either
vertically or horizontally (never diagonally) on the grid. - The numbers
on the side and bottom of the grid tell how many squares in that row or
column, respectively, have ships in them. (For example, the "1" next

to the top row means that one scquare in that row is taken up by a ship,
but it's up to you to find where, and what kind of ship.) ’

I I A e I DO N

———— mme e et e e e meem e e W e -

I O D e e e B

(b) (3)-P.L. 86-36}
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1 2 3 2 2 4 1 1 3 1

Battleship: XXXX
Cruisers: XXX XXX
Destroyers: XX XX XX
Submarines: X XXX

W

(U) Submit solutions (and proposals for future puzzles) tol
q : '

.III'lll.llﬁnllllIl'lllllllﬂll||ll"lllllll!l‘.'ﬂﬂIHI'I...lllllllll."IIIIIIIIIHIIIIIIIHIII'IHII!IH ]

////////////////////////////////////////////////////f/7/ﬁ//lﬁ/!/ﬂ////////

b) (3)-P.L. 86-36

#########################################################################J

(U) EDITORIAL CORNER

NOTE: We MUST receive submissions for the December issue by 27 November,:

PLEASE NOTE: All submissions must be in ascii format, and, with the *
implementation of E.0. 12958, MUST BE PORTION MARKED. If other than

NSA/CSSM 123-2 governs the classifications, please so indicate. :

If you have any comments or suggestions, please submit them to
any member of the editorial board.

TFose) EDITORIAL BOARD

Jack Ingram, Cryptologic His;jry Museum,l I
..................... ..hb}(B)—P.L. 86-36

AEARRRRRREERAATATARRVRERR RV VATV ALV

»
»
»
.
»
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Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSACSSM 123-2
DaTED 3 Sep 1891
DECLASSIFY ON: SOURCE MARKED "DADRY
DATE OF SOURCE: 3 SEP 1591

TANCIIAOST AT
L O R Y I

[(b) (3)-P.L. 86-36]

.
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LITIT1I0000 00000077770 77770770777707077777077077048770710770770177771777177¢47

dedr ok odek ko

dkdkdkdkbk kb rkd NOTTCE NOTICE ******kkxkd NOTICE **¥ddddbrdddrr

(Fowe) OYEZ! OYEZ! OYEZ! CALLING ALL ALMOST-RETIREES! How about

writing an article about the most memorable "happening(s)"® during your

[(b) (3)-P.L.

86-36]

career here? We will then feature these in upcoming newsletters. L
Please take the t1me to leave a little legacy to those of us who, aré
still here! (Ascii format, please, and send to | I

*kkkkdkk* ANOTHER NOTICE ***%kkkkkkxdk k¥  ANOTHER NOTICE ***kkkkkhdkkdkddddk

(U) Please note the short suspense for input to the next issue. We
hope to distribute the issue by December 20th or so, before many of our
. readers depart for the Holidays.
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LHLTTTTTTTEL LTI L0070 2000000007000 00000700077070000711700771717717K74/
1. (PeWUD) PERSPECTIVES IN CA - Each month this newsletter feagufes'
the perspective of a CA Senior on a CA topic of his/her choice: THis
month we are pleased to feature the thoughts of|
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(re¥Q) The lesson, if obvious, is often hard to apply. It might be F

difficult for us to share our data and our early discoveries because we .

want to do the entire problem. This attitude, while understandable, is o

costly. Often, to solve our problems in the best manner, we must take “‘.u

the time and effort to share them. OQur management has a responsibility, * ,'f

to create and nurture such an environment. |and 1 meet. * .-

weekly to try to foster this attitude between 22 and 25. THe 24-,°* e

initiated Exchange Group is an excellent example in which, L.

analysts share their problems.” " """« ===« uuuiiai Ll .0, 0,

o . [(b) (3)-P.L. 86-36|
{rsQ)l Currently Z Group is attempting to define its rle in *

.
.
*

] Tom Lessard,
recognizing these problems, has charged his Office Chiefs with .defining
the Z Group management model for active network attacks. If we are to
be successful, one ingredient is a big need for inter-office trust and
cooperation. We will try to make that happen.

(U) Our future successes will depend on our working together closely
in a large community. This will require high levels of trust and
confidence. We need your help.

LIITIILTTEIT LTI 1 0000007000000 0000000000007 007010011100771111411111111
2. (™®88) CALENDAR

Dec 14 NSA Science and Engineering Society presentation,
"The Threat to the Department of Defense
Information Infrastructure", by| |

.

.l(b) (3)-P.L. 86-36]

(R & E Symposium Center, 1000) Y
PLAN AHEAD for 1996 .
Jan 17 Second Annual Breakfast for Newly Certified .
Cryptanalysts (BANCC), (Canine Suite, 0800-1Q00)
Jan 19 Joint CMI-KRYPTOS Talk, "INFOSEC Posture ana
Threat", by Rick Proto, Chief R. (Friedman, 0900)
Mar 14 : KRYPTOS Talk (Subject/Speaker to be Anpéunced)
(Friedman, 1300) .
Mar 25-29 CARD .
May 13-17 ACE 1996 at CCS in Bowie. o
June 18 KRYPTOS Talk (Subject/Speaker o be Announced)
(Friedman, 1300) .

9/23/2010
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Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

Fall? CONSCRYPT '96, at DSD

Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced)

(Friedman, 1300)

L1717170177777777777777771777777771077771777777777777777171777171777717177
3. (Fe8Q) KRYPTOS NEWS

a. (FOUO) On 17 November the Kryptos Soc1ety held its annual election,
with the following results.

President-Elect

Treasurer

Member-at-Large "' (3)-P.L. 86-36
Member-at-Large R S

(FQUQ) Our thanks to those who agreed to run, and-spéc1a1 thanks to
those outgoing Council membe served so well:

Treasurer, Floyd Weakley and Members-at-Large. And, +of
course, a BIG THANK YOU to our outgoing President,] ]

b. (FOUU) Joint KRYPTOS-CMI Presentation

Too
{5>e€6+ Rick Proto's presentation characterizes the successes of the Soo
T
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c. ﬂﬁkxv Second Peter Jenks Community Service Award Presented =

(Mo86e) At the KRYPTOS Fall Luncheon in October, the winners were
announced for the Literature Contest, the Peter Jenks Community Service
Award, and the Norman Roberts Award. 1In the following months we will
be highlighting some of the recipients of these awards. This month we
will focus on the Peter Jenks Award winner, | ]
citing the recommendation that came to the Council. ..

o Pt A Pt Pt o Pt P 8 Pk Pl Pt P Pt P P P Pl P P P b ot St P P b T b B b Pt P o P b P ot ot s s s s g o o et By o ot s et
.

" B =2 m E B 3 RSP E N E W S E 2 F S NS N EBRGE ----.-l------I(b)(B)”P.L.86"36]
(#0509 [:::::::::::Irecently completed an extended term as Chairman of
the Cryptanalysis Career Panel. He was an eloquent spokesperson for
the community, raising the morale of and professional esteem for
cryptanalysts throughout NSA. His contributions include:

##eUQ) - Establishment of the annual Cryptanalysis Conference. His
vision of an event that would bring cryptanalysts together to assess
their posture and future was met with skepticism by the members of the
Panel; only his advocacy made it a reality. Now in its third year,
this event is providing an opportunity for cryptanalysts to address
crucial issues while simultaneously fostering a sense of community.
Bob has not hesitated to raise contentious issues at the conferences,
enabling the community to recognize, discuss, and work to resolve

[(b) (3)-P.L. 86-36]
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of two new cryptanalytic courses, CA-112: |

them.

. $¥QIQ) - Training. Following-up on his participation on the CA
Curriculum Review Board, Bob personally participated in the development

3

] and CA-219: Advanced Cryptanalytic Techniques. He »

participated in"pilet offerlngs of both, providing guidance in the .
content, instruction and exefdibes prqsented to the students. In '~,
addition, he has worked one-on-one with countless.:uglor analysts, ot
personally nurturing their technical development.

. .
- .
a
Y., 3
LN |
LI .
aw
4

&SQUQ) - Gold Bug Award Recognition. The Gold Bug Award is potentially
one of our most powerful public relations tools. Shocked that our
awardees were languishing in obscurity, he proposed a permanent plaque
be installed for the award, and that the Director, himself, dedicate
it. He suggested that the originators of the award participate and be
recognized, along with all past recipients. The ceremony was held
exactly as he had envisioned, and brought great honor to our career
field. The plagque now hangs in OPS2B, along with others that recognize
outstanding accomplishments of NSA employees.

-q-a_<s)(qu

foc-98

#8896+ - Gold Bug Team Award. Under| Jleadersnlp, the CAQP'
established the Gold Bug Team Award to recognize teamed efforts, against
our increasingly difficult technical challenges. He planned *and
presided over the inaugural presentation of this aqud-ln 1994.

(EQUG4 - KRYPTOS-CACP Partnership. [::::::::::Irecognized that
together, KRYPTOS and the Cryptanalysis Career Panel might prove a more
effective force to strengthen our community than either entity could
alone. He approached the president of the KRYPTOS Society and arranged
a joint session of the two groups. That historic meeting produced an
extremely large number of excellent suggestions and directly resulted
in the very successful community newsletter "Tales of the Krypt®". The
newsletter has established a new and effective means to disseminate
information and feedback. This very award, The Peter Jenks Award, was
conceived at that joint meeting as well.

=ebed Though the Panel's participation in the Techmical Track.
Program was hardly optional, through his leadership, the CA career
field implementation of the Agency program has stood as a model to
which other disciplines aspire. The CA Technical Track Review Panel
was the first to begin assessing applicants and the first to honor
participants with a titling ceremony. Bob has represented our concerns
at many Senior Technical Track Board (STTB) meetings, helping to
fashion a plan that could work for our field.

#9868 - CACP Subcommittee participation. In addition to leading the
CA Career Panel, Bob has, over the course of his tenure on the Panel,
volunteered his technical expertise for each subcommittee assessing
aspirants for certification. Bob has worked on the PQE committee
almost since its inception, and has served terms on both the Paper and
Program committees.

#89¥Q). - Aspirant Interviews. Bob personally undertook a series of
interviews with aspirants for CA certification to assess the fairness
of the process and to ascertain if and where changes were needed.

t#¥8) The initiatives described above are only the most visible
portion of | Jcontrlbutlons to the Cryptanalysis career
field. Throughout his tenire’ he 1nvested guch tlme, energy and emotion

[(p) (3)-P.L. 86~3¢|
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pondering the issues that face the career field. His subtle, yet
effective influence has moved the community in new directions. For -
those of us who have worked with him on these community endeavors, he
has been a mentor and a hero. Again, we are proud to present him as a
most deserving candidate for the Peter Jenks Community Service Award."

L1717 777707001077070177107707777077777777777771077710787717107771077717771717717771771

4, (Me¥Q) CACP NEWS
a. (U) Professionalizations

{re¥8) Two people completed their requirements for CA certification:

Congratulations to them both! e LI e,
b. (P®¥e) Changes to CACP ©
{
. N lav)
8eUQ) The CACP is pleased to announce two new panel members: ML R
Computer Science Advisor -| -
Math Advisor -| | 0w
LA L B R L N N N . —91-

LA

c. (U) MYSTERY ANALYSTS REVEALED

FeUQ)l 'Only two people s mdttéa'éuesses for this month's mystery
analysts. [ icorrectly identified analysts B, C, and
D. The CA Executive regrets that no clues were posted mid-month due to

the fact that she was in class and then furloughed! Nevertheless,
November's mystery analysts were as follows:

A.
B.
C.
D.
{(ro¥ed As a side note, November's mystery analyst C used to play .
volleyball with October's mystery analyst A { I ’,

L]
LI .

(=6We9 Our thanks hose analysts who allowed us to feéature tﬁéﬁf" -.,_ﬂ
and also to[_ fwho-creat'ed'the ‘Bulletin bodrd-dispray: - This" " """

month's low rate of participation was somewhat disappointing, but we T
will try one more month of the Mystery Analyst contest to see if there 3
is any interest in it continuing. We welcome your comments and/or T
guesses at the CA Career Panel office (hlll@énsa). Be sure to stop by ;
the CA bulletin board in the 3rd floor breezeway between OPS 1 and HQS :
to check out December's mystery analysts. o

w

(o)}

d. (PeUQ) 1996 CA Conference Planning Underway "
¢#6Ue) The CA Career Panel has begun considering topics for Phe‘ahﬁual

-"
-
.« "®
«*
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CA conference in March 96, and is soliciting suggestions from the

CA work force. If you have an issue/topic/concern that is of widespread
interest to cryptanalysts, please forward your suggestion (with a

brief explanation) to the CACP office (hlllénsa) by 14 Dec.

11771110777 7777777777777777777L408000200202000480077777777777777777777177177777
(b) (1)
5.7 (U) COMMUNITY SERVICE |(b)(3)-P.L. 86-36

a. (FOYek Winners of ,Pirst Stephen W. Dilke Award Announced at CANUKUS
C{ypté—T/A Conference .

(C) Delegates’ from CSE and NSA, including|

joined GCHQ analysts for the 1995 CANUKUS Crypto-T/A
Conference from 17 through 19 October. This year's conference was
opened with the announcement of the first winners of the Stephen W.
Dilke Award for using Crypto-T/A to make a significant contribution to
intelligence - the theme of this year's conference.

(1) (q)

TTrd- () (a)

(T)pZ0E DSN 0G-(g) (a)

9€£-98

Along with discussions stressing a CANUKUS agreed statement on
improving the Value for Money provided by Crypto-T/A, the 1995
Crypto-T/A Conference featured nineteen speakers presenting highlights
of Crypto-T/A's contributions to intelligence on twenty-two different
topics, well achieving this year's theme.

b. (M¥68) Science and Engineering Presentation

it of . S0
the Defense Information Systems Agency, will speak at 1000 hours on "1 oca
Thursday, December ld4th in the Regearch apd Engipeering Sympesium,......... |

Center. The Title of[::::::::jtalk will be: T

DISA

"The Threat to the Department qf, Defense Information Infrastructure”

£oue) [:::::::::I whose organization is responsible for assessing and
pententrating DOD networks, will address their astonishing successes to

(b) (3)-P.L. B6-36
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date. will also discuss ‘the 1mp11cat10ns of risk managment vs. risk, ......

avoid ahd "DISA's" Deférisivé Tnformation Warfare program. (b) (6)
0GA

o) l lhas ten years of experience as_a_qoup;qx;ntgll;genqe Qﬁgiqgr;,
in the US Army and fifteen years “of experience as a _DOR givid.servant® ;“‘
in the field of secure communications networks. is a graduate df‘the

DISA

State University of New York and has over 500 class r Qm-kdhr of
technical post-graduate work in information systens’ has received
several military and civilian awards for[:::Ioutstan.ing work in the
secure communications area.

P1107112077077708077770007077777777771772728217277080070772772777007717777771%77
6. (U) LITERARY TIDBITS

() {EDITORS' NOTE} Given our recent FURLOUGH experiences, thought
the following, which appeared on ENLIGHTEN, from an unidentified
author, rather appropriate.

++4++

"Sometime when you're feeling important.
Sometime when your ego is in bloom.
Sometime when you take it for granted
You're the best qualified in the room.
Sometime when you feel that your going
Would leave an unfillable hole.

Just follow this simple instruction

And see how it humbles your soul.

Take a bucket and fill it with water.

Put your hand in it up to the wrist.

Pull it out and the hole that's remaining
Is a measure of how you'll be missed.

You may splash all you please when you enter.
You may stir the water galore.

But stop and you'll find in a minute.

That it looks quite the same as before.

The moral in this quaint example
Is do just the best that you can.
Be proud of yourself but remember
There's NO indispensable woman or man."

LIIIELTTTTTIITL I 007000000000000000000000007007700777077111177111717117
7. (U) PROBLEMS AND PUZZLES

a.. {P8UL) We received solutions to last month's puzzle fromj |

One solution to the puzzle is: * .

0000000X00 . »
XXXX000000 . *
0000X00000 _ f(b) {(3)-P.L. 86-36
00000X00X0 :

OXXO00X00X0

9/23/2010
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00000X0000
00000000X0
0O0XXX00000
000000000X
OO0000XX000
Many others are possible.
IHll.llnllI'lll'llllIlllll!lIll'lllllﬂ.l.lll-lll.llIllllnl.ll"lll!ll.lllllll
b. (U) December's Puzzle
{(rOU83  Here's a puzzle | | our Puzzle Editor, got from
would like to-.remind everyone that he would
love to have others submit puzzles to hiﬁ‘{pr future issues!
-------------------------------- ) _:..:.....__.._.._...__...:.:_._...._—-._-_..___---—-—----—-
(U) For this puzzle, the words are alrea&&'ordgred “Fhe list was
originally 40 long, but the escape from the Nile' of a rat’has reduced
it to 38 (read down the columns). Identify the 8 themes w1th1n the
list, and recreate the original. . .
is hear cure through ' T :::.
pair party compromise sitting T,
prepared hum broad punch (b) (3)-P.L. 86-36
sin print henry talk
cat derby dear buds e
out fruit money williams R
brown legal shoes thieving ‘.
clock bridge red base o
culture purchase hood pudding oo

. ]

////////////////////////////////////////////////////////////////[7//{7///

###############################################################%###?#####

(U)  EDITORIAL CORNER ‘ .. .

. -
3

REMINDER: Submissions for the January issue are due by Deéember I5th.
PLEASE NOTE: All submissions must be in ascii format,~and with the
implementation of E.0. 12958, MUST BE PORTION MARKED... If other than
NSA/CSSM 123-2 governs the classifications, please so indicaté.

If you have any comments or suggestions, please submlt them to

any member of the editorial board. . .

TMO¥Q)L EDITORIAL BOARD . .

9/23/2010
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Jack Ingram, Cryptologic History MUseum,l l .

*

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\i\}\\\\\\\\\\\Q\\\\\

Return to Kryptos Home Page ' B

NSA Home Page ' o

[(b) (3)-P.L. 86-36

DERIVED FROM: NSACSSM 123-2 .
baren 3 eep 1981 .

DECLASSIFY ON: SOURCE MARKED OADRY .
DATE OF SOURCE: 3 SEP 1891 «

TAD CEANRTT U AT
gl I T
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1) POC: \info
(U) Last Modified: 10/30/2002 11:42:20
(U) PE EXTERNAL PAGE

THE CLASSIFICATION OF THIS NEWSLETTER IS SeP-SHCRET—gMBRA~ .
de e e ok ok e kg ok e e ok ok ok ok ok e ok ok ok ek ok ok ko .

* TALES OF THE KRYPT *

Fhkkk ok dk ok ok kdkd ok hkdok e hkhdookdk ok ’“b)(3)“P-L- 86-36

January 1996

HAPPY NEW YEAR TO EVERYONE!

LIITIITEEI77077007077770777077707070707107777700777077777077770777707710717777777
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TPyQ) TABLE OF CONTENTS:

1. (U) CA Perspective

2. (U) Calendar of Events

3. (PS8Q) KRYPTOS Néws

4. (P986) Word from the CACP

5. (U) Community Service

6. (U) Literary Tidbits

7. (U) Problgms and Puzzles

8. TMeuQ) Editorial Corner
L111777700777070707707777717777707077707707777777007777710777777177177771777777
1. [FOw®) PERSPECTIVES IN CA - Each month this ne@sletter features

the perspective of a CA Senior on a CA topic of his/her choice. This
month we are pleased to feature the thoughts of SUSLOC.

ottt s P O et e o o Pt et Pt ~n o ~ vt s st et st ot b et o s 0 e Rty o o o st e

T®) () _P.1L. 86-39)

TPeUQ) My first inclination was to write a straightforward article .
about the virtues of a tour for a cryptanalyst at the Defence Signalg-*
Directorate, Australia's national SIGINT authority, when[:::::::::::?
kindly asked recently if I would write an article for 'Tales of the
KRYPT'. I decided, however, to take an entirely different slant though
it's one that still focuses on the cryptanalytic career field. (By the
way, I use the term ’‘cryptanalytic' in a broad sense. It would include,
among others, everybody in Z Group. Further, I submit much of the
thrust of what I will be saying has relevancy throughout NSA today.)

I will reveal the driving force behind the change of mind later.

TMe¥64 Try to imagine a job that combines fun with high stakes, one
where success can markedly improve your country's well-being. Try to
imagine one whose importance goes off the top of the scale, where the
challenges never go away, where success is often tantalizingly close --
and indeed often realized -- and the payoffs can be of incredible

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704

prser o [(0) (3)-P.L. 86-3¢) 9/23/2010




January 1996 TALES OF THE KRYPT Page 2 of 20
Doc ID: 6823799

value. Further, try to imagine a field where one can coﬁmit oneself to
every aspect of the job from long-term research to hands-on practical
applications during a career.

{PosQ) If those aren't enough attributes, consider one where an abun-
dance of good data to work with is the rule rather than the exception,
albeit in many cases not without a great deal of effort involved. Con-
sider one where the tools provided are a cut -- actually, several --
above those found virtually anywhere else. Consider one where teamwork
is invariably a necessary though not always sufficient condition for
- success and the caliber of those comprising the teams is arguably as
high as that to be found anywhere. Consider one where you might be
fortunate enough to participate in an international cooperative effort
in intelligence the likes of which the world has never seen. (I'm
talking, of course, about the UKUSA Agreement and what it has become
over the last half century. It is my contention there has never been a
more durable one in recorded history nor one where the bandwidth of the
exchange was higher. Those skeptical should ask CIA.)

TMO8Q) You have long since realized where this was leading. Most of you
reading this fall into the category of those fortunate ones I'm talking
about. You're working at a place, NSA, that has one of the most important
missions charged to any component of the U.S. government. My experience
has taught me there is no more gifted set of people anywhere in this world,
and I'm speaking particularly of other U.S. intelligence agencies, foreign
intelligence agencies and U.S. industry when I say it, based on firsthand
observations. You're working in a field of endeavor that is frequently
referred to as NSA's core discipline. There's nobody else like you any-
where in the government. The caliber of your peers is unsurpassed.

TFSUQ) Let's talk about opportunities. On the technical level, while
the challenges continue growing, I submit they are just that. They have
been growing for years and they have largely been met. I note the amount
of plain text produced has grown almost uninterruptedly for years. You
set yet another record last year. 1 expect both the number of challenges
and successes to continue. ' '

TESUQ) On a personal career level, our Agency has become one over the
past ten or fifteen years where we are fortunate in that an individual
may follow either technical or management tracks. It wasn't always
like this at NSA and, frankly, it isn't like it at most other places
even today. The approach may have some flaws, but one only needs to
have been around about half as long as I have to remember what it used
to be like.

(FDHQL What does the future hold? Access will be harder. Volumes will
be greater. Getting at the data of interest will become increasingly
challenging. Stakes will continue increasing. Boundaries between
disciplines will continue becoming fuzzier. Challenges? Certainly.
Opportunities? Ditto. .

T?DHQL Why am I using so many words simply to state the obvious?
Frankly, I'm not so sure it's obvious. Let me explain where I'm coming
from. I've been ten thousand miles away for thirty months. While I
certainly have no feel for the mood of the place on a day-by-day basis,
a couple of factors tend to compensate for it. First, as do most field
chiefs, I come back for a week or two every six months. Second, e-mail,
while no substitute for being there, does pretty well in keeping one
abreast of how people feel. I get the sense a few people - or just
maybe more than a few - have lost sight of what they have going for

f(b) (3)-P.1. 86-36]
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them.

Tresd)l WwWhat words would I have for anybody who might put himself or
herself into that category? I would start by pointing out how very
fortunate we are to have the opportunity to have a career in an area
that is so vital to our nation's well being as to almoset defy
measuring. I would suggest we focus more on what we might do about
helping to attain success and slightly less on what we find
distracting. Of course our Agency has challenges and problems today
never before encountered. Many are ones over which we have no control
as Congress has mandated them. Other sources of irritation to some
come from within the building, not that what irritates one necessarily
irritates another.

Te=6CQ), (Ironically, one of our Agency's greatest contributions over
the years helped in its own way to bring about a cause of frustration
many seem to feel. I'm talking about the valuable work done by NSA in
bringing about the demise of the Soviet Union.)

(FOUQL Attempts are being made to resolve some of the Agency's problems
even as others are emerging. I submit few places one could find employ-
ment are devoid of such. The whole peint of what I'm trying to say,
however, involves what else we have going for us. We have a reason for
being found few other places. You don't believe me? Compare your fate
with others you know who work elsewhere. I'll avoid making real compari-
sons; I'll stick with a rather silly hypothetical one instead. I maintain
what we're doing is slightly more important and relevant than, say, doing
research on finding the best possible container in which to package corn:
flakes.

Promotion rates may have slowed down. Other sources of concern
are certainly present. The frustrations involved with a career can't
be shed, of course, merely by waving one's hands and wishing them
away. They can, however, largely be overcome by a focus on the
positive. Be grateful we have a mission whose importance is such we
can draw comfort from it simply by turning to it. Am I saying we
should therefore turn our backs on the problems we face? Of course
not. All I'm saying is we shouldn't dwell on them. Finally, when all
is said and done, the greatest reward you likely will ever receive is
the one you give yourself upon the realization you gave your very best
to the effort at hand.

"TMeYQ) Is this simply the ranting of one who feels incredibly fortunate
to have had the career he's had -- particularly from the safe confines
of Australia -- as he's about to enter retirement? Perhaps, but I would
point out I have been saying the same thing for years. My motivating
factor is to do what little I can to raise the spirits of those who
might feel the need for it. Our mission -- fortunately for all of us --

. is about a thousand times too large to do otherwise. We need for
everybody to focus on the job at hand for us to continue doing what
we've been able to do for so long.

TFSUQ) P.S. Back to the topic I first thought of writing about.
Would you likely find a PCS tour at DSD rewarding and enjoyable?
Do birds fly?

LIITTEETITIII70777107071077777777777777777717777777717177177177111177777
2. TTs-6CQ)l CALENDAR
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.

Jan 9
Jan 11 Science & Engineering Society Presentation -
*Microsensors and Supercomputers"®,
Jet Propulsion Labs, (R&E SymposiuL‘CEﬂEEfT'TUUUU L.
Jan 12 "Real World Applications in Large Scale Combinatorial '~.
Optimization", an R55 Seminar, (R&E Symposium *
Center, 0830-1200) (See Community Service) (b) (6)
Jan 17 Second Annual Breakfast Affair for Newly Certified ‘."
Cryptanalysts (BANCC), (Canine Suite, 0800—1009{ N
Jan 19 Joint CMI- -KRYPTOS Talk, "INFOSEC Posture‘ and
Threat®, by Rick Proto, Chief R, (Frzedman Auditorium, - 0900)
PLAN AHEAD et
Feb 15 Science & Engin?erihé Society Presentation -
*Latest Tec logy in Modeling and Simulation"
Silicon Graphics, (R&E Symposium Center, 1000)
Mar 14 =~  KRYPTOS Talk (Subject/Speaker to be Announced)
{(Friedman Auditorium, 1300)
Mar 14 Science & Engineering Society Presentation -
"LIGHTING Project for High Speed Data Transfer
between Computer Systems®,| NSA
Laboratory for Physical Sciences, (R&E Symposium Center, 1000)
Mar 25-29 CARD .
May 13-17 ACE 1996 at CCS in Bowie ’
June 18 KRYPTOS Talk (Subject/Speaker to be Announceq),
(Friedman Auditorium, 1300) .
Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced)-
(Friedman Auditorium, 1300) .
Fall? CONSCRYPT '96, at DSD "
Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced), °,
(Friedman Auditorium, 1300) .

///////////////////////////////////////////////////////////////////////Z

3. (FOBQ) KRYPTOS NEWS , "

The outgoing Officers of the KRYPTOS Council and 1996 Officers wish [(b) (3)-P.L. 86-3¢
everyone a happy and safe holiday season! . _."‘\‘
Il'lIllll-lllﬂllllllIllllIIIIIII.llllI“.IIIIIIllllllll.'.l'ﬂ‘ﬂll‘l:IIIIIHIIINHI‘HHHI

a. (U) BANCC Plans Underway__..-..... .

(Fovay |s chairing the Second Annual Bredkfast Affair
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for Newly Certified Cryptanalysts to be held on January 17th. Among
those items featured on the menu are -

Crisp Bacon

Sausage

Farmer's Scrambled Eggs

French Toast

Hash Brown Potatoes or Cinnamon Apples
Homemade Biscuits

Coffee and an assortment of Teas
Juice

Page 5 of 20

Sign up and pay $6.00 to one of the following people by Friday,

January 12, 1996.

List of Honorees:

|(b)(3)—P.L. 86—36I

////////////////////////////////////////////////////////////////////////

4. (U) CACP NEWS

The CACP sends Seasons' Greetings to everyone!

///////////////////////7////////////////////////////////////////////////

5. (U) COMMUNITY SERVICE

a. (U) R55 Seminar

(POl  The Center of Operations Research (R55) has scheduled a-selninar

on January 12, on the application of large-scale inatdrial

optimization to real world problems. i Professor of
Operations Research from the Post Graduate School at Monterey, will
discuss how large scale, mixed-integer programming models have been
applied to problems in both the private and military sector. I
will provide a hands-on presentation of the state-of-the-art 1

combinatorial optimization and associated COTS (Commercial Off-The-

»

Shelf) software, stressing applications -- not theory. The lecture will

be provided in four parts:

[(b) (3)~P.L. 86—36]

*
.

(b) (6)
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1. TFBUQL, A 30-minute introduction into the terminology and principles
of Large-Scale Combinatorial Optimization.

2. (POBQL, A 60-minute discussion of several military and Fortune 500
success stories. One particular application required more than a
million binary variables, yet could be solved on a personal computer
using Benders Decomposition Algorithm. Another example application has
been used by the Air Force for sortie planning and for justifying
billions of dollars in non-nuclear weapons procurement.

3. The next segment (90 minutes) will focus on notoriously
difficult problems and recent mathematical advances that have appeared
in COTS packages which render these combinatorial models solvable.
These solver packages are mated with new, quick-prototyping, algebraic
modeling languages opening new horizons.

(b) (6)

4. (Powa)l 1In the afternoon (starting at 1300), [__E__:'will pro- .
vide an informal demonstration of a PC-oriented optimizatioh tool kKif. -« “*"

that is flexible for quick response modeling. The toale-protvide
ad-hoc report writing capability qiph.a.graphichl user interface, as

well as the abili buld*dnd solve sophisticated problems
overnight. will then be available to discuss actual Agency

problems put forth by the audience at the TSSI level.

{(TosQ) Parts 1 through 3 will be provided from 0830 and 1200 in the

R&E Symposium Center (seating on first-come basis). Part 4 is

intended to be more interactive in nature and will be limited to a

smaller audience. Those interested in attending part 4 should

reserve a seat by sending a request via e-mail to LT hb)(m—P.L.Be—Bq

b. (U) CRYPTOLOGIC ALMANAC

(U) "A view from the Other Side®
(David A. Hatch, Director, Center for Cryptologic History)

(F®¥Q) Visitors perusing the World War II exhibits at the National
Cryptologic Museum are often surprised by the extent the Allies
penetrated German and Japanese codes and ciphers. This frequently
leads them to ask whether the Axis powers had any success against U.S.
cryptographic systems. It is clear that neither Germany nor Japan ever
succeeded in breaking into the highest level U.S. machine system, the
SIGABA. However, the story is less rosy for systems of lesser grade.

TSL Following World War II, the U.S. Army Office of Military

History had former German signals intelligence personnel compile a
history of German SIGINT operations against Allied forces during the
war. The following are excerpted items from this history, a cautionary
tale about American communications security.

TS The German author noted that up to 1942, military
communications by units deployed to the United Kingdom were easily
exploited by the Germans. These communications revealed APO numbers,
unit designations and abbreviations, and officer promotion lists.
American communications revealed to the Germans the activation of
units, their training, and impending shipment overseas; unit APO
numbers allowed the Germans to follow the units once they reached the
European theater. This basic information on the U.S. military stood
the Germans in good stead during the rest of the war.

[(D) (3)-P.L. 86-36]
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Y. British, and then American, communications security practices
were strengthened after the summer of 1942. At the battle of El
Alamein, the British captured the entire stock of equipment of the
intercept company attached to the German Afrika Corps. This gave them
a better appreciation for the SIGINT capabilities of their adversary.

Although the Americans adopted better communications
security practices after 1942, modeling their procedures after those of
the more experienced British, the Germans noted that radio discipline
deteriorated rapidly when U.S. troops entered combat. The inexperience
of American soldiers, combined with an "abundance of radio sets,*
tempted communicators to send too many messages in the clear. This
provided the enemy with "many clues regarding the tactical situation
and U.S. intentions" and allowed them to solve many American tactical
cryptosystems. American COMSEC improved as the war continued, but not
uniformly. Even when COMSEC was good at senior levels, this was often
compromised by poor security measures at lower-level units.

?S{t Seemingly unimportant messages often provided critical information
to the enemy. German intelligence lost continuity on an American
airborne unit which had been fighting in Italy. After some weeks, a
net in the U.K. -- hitherto unidentified by the Germans -- transmitted
a message seeking a soldier against whom a woman in the United States
had instituted a paternity suit. The identifying information of this
soldier tallied with the missing airborne unit, leading the German
SIGINT service to believe it was now stationed in England, readying for
the cross-channel invasion. Subsequent analysis of American
communications bore out this hypothesis.

"8), The German author singled out for criticism American military
police communications during the Ardennes offensive (popularly known as
the "Battle of the Bulge®). He says that "all established rules were
violated, " that the German high command obtained complete information
on U.S. operations, and he suggested that "given a less unfavorable
distribution of forces," the outcome of the battle might have resulted
in German victory rather the other way around, given this special
knowledge.

c. (U) CALL FOR PAPERS: ACE 96

(Fowes The 1996 Annual Cryptomathematics Exchange (ACE 96) will be held
13-17 May 1996 at the Center for Computing Sciences (CCS) in Bowie,
Maryland, USA. ACE is the classified community's premier conference
for cryptomathematics.

(U) The conferencé will feature both general sessions (talks of general
interest) and specialized sessions held in parallel. Conference
proceedings will be published containing abstracts of the general talks.

TrevQ) General talks will be 20 minutes in length. They should be
summaries rather than detailed presentations, designed for
cryptomathematicians who are not specialists in the speakers field of
expertise. Additional time may be given during parallel sessions as
requested (see below) to provide further details and examples, or to
answer questions or conduct discussions. General talks may be
classified up to TSC, and may not contain compartmented or
source-related material. General talks must be releasable to nationals
of the US, UK, Canada, Australia, and New Zealand, and to IDA.

[(6) (3)-P.L. 86-3¢]
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TFGUQLiparallel sessions will feature 20-30 minute follow-ups to the
general talks as well as presentations of results not releasable to all
attendees. Parallel talks may not be NOFORN and must be releasable to
IDA.

Those who wish to present a talk at ACE 96 should submit a preliminary
abstract to an ACE representative (see below for names). The preliminary
abstract should be one or two pages (preferably one) and consist of:

-> Title and Speaker

~> Authors (if joint work)

=> C(Classification of talk

-> Summary of work, suitable for nonspecialists
-> Request for parallel-session time, if desired.

TMeUQ) The abstract should be properly classified, including paragraph
classifications. The preliminary abstract must be in ASCII form and be

e-mailed to an ACE representative by Friday, Februa 2, 1996, In
addition, U.S. personnel should send a hard copy toi I
R&E Bldg, along with a Conference Approval Sheet (aval e from your .

ACE rep) signed by the gpeaker's Branch-level management. Australian, * o1 (3P L. 06-36
Canadian, New Zealand and UK submissions should be made through the i AAJ
appropriate liaison office. .

Gﬂﬂx& The ACE Committee will select the talks to be given and notify .
the speakers in late February. Those selected for general talks will :

be asked to submit full abstracts for inclusion in the conference .
proceedings. The full abstracts will be up to 8 pages, in PostScript -
format, and will be due in mid-April. N

(Fo8a) Questions/problems should be referred to your ACE representative:

(b) (1)
(b) (3)-P.L. 86-36

[(6) (3)-P.L. 86-36|

9/23/2010




Jaimary 1996 TALES OF THE KRYPT Page 9 pf 20
Doc ID: 6823799 )

(b) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

(U) Qualifications: Students should have an engineering or physical
science degree. Some familiarity with elementary probability is
assumed. A high degree of participation is expected, so that the
workshop will be well-tested and critigqued. Only green or gold badge
personnel may attend.

TPeUQ) Instructor: [ ' 4[15 an adjunct NCS
faculty member and a recent graduate of the Cryptohathematac;an .
Program. He developed this workshop at the request of the Science * ’Rb)(3)—P.L. 56-30

and Engineering Society. e
(U) Enrollment: Space is 11m1t¢d to 30 par61c1pants Because ofAJ"
the lateness of this anrfoliricement, please email to |

I M| subject Dan's workshop, if you wish to attend. You

will be notified if you may attend the class on 3 or 4 January 96.

(U) Credit: This should be considered a pilot offering. An NCS
course designator has been reqguested.

(U) If you have any questions about registration or course

content, please contact| 1 (on leave

20 Dec - 2 Jan). Contact "~ .} for

questions on course content. "112_.

"TTre~eCQ) We have asked the Z Classification Authority for specific e, :
guidance on the classification of this workshop. While the course . fb)(B) P.L. 86-36
material is derived from unclassified sources, there is precedent . -

*

for classifying the fact of the Agency'’'s 1nterest in the topic as qu
Secret - COMINT Channels Oonly.

*
*

.
(NN ERERNEEENENENNENREENNNENENENREENNERENNENERNENNNNNNENNENNENRNEJNNENERNRSL.NNENLES)

/////////////////////////////////////////////////////////////Y?///////

6. (U) TIDBITS ' ' .

a. (FOwel. IN THIRTY YEARS by . T

MARINE GUARDS...... METAL BADGES.....THE OLD HOSPITAL SITE...... MOVING S
FROM NEBRASKA AVENUE...... SEPTIMUS...... CAROL'S HANDS IN ALAN'S POCKETS
TRYING TO PASS THE PLATE...... THE PUEBLO...... THE LIBERTY...... DESERT
STORM...... KATCINA...... CLASS 26 OF THE ISPGC WITH "THE GURU"...... FRANK
AND MARY...... BOB AND DIXIE...... DICK AND HELEN...... JUDITH...... SPICE...
«..AKIF...... THE BIRTH AND DEATH OF CK-600...... BATTLES OF LAUREL, FREDERICK,
AND ANNAPOLIS...... CHRISTMAS GAMES AT CATHY'S...... THE HANTMAN CASE......
THE KRYPTOS SCULPTURE...... TDY'S TO EXOTIC PLACES...... 2A AND 2B......

Z GROUP AND THE “GANG OF EIGHT"...... WINDSONG AND LE CHANSON..... .WARS IN
THE MIDDLE EAST...... PROJECT KAY...... 5500, 6600, 7600, AND SIGN-UP SHEETS
....... THE ACES......SKYHIGH......CARTER, GAYLER, PHILLIPS, ALLEN, INMAN,
FAURER, ODOM, STUDEMAN, AND MCCONNELL...... MISS NSA...... ITB...... DEG. ..

..H~-460 AND THE CAST FROM "THE AVENGERS"......GUPPY AND PAPER TAPES......

SLIP STICKS...... G4 PARTIES...... SOFT PORN ADVENTURE......TRIVIAL PURSUIT
...... THE HOSTAGE CRISIS......KAL 7.......CROSS HATCH PAPER AND COLORED
PENS...... IC'S ON THE FREIDMAN CALCULATOR...... JIM SNOWBOUND FOR FOUR
DAYS...... BLACK CLOTHS...... RNG'S......64K PC'S....,.MANAGEMENT GRID,

[y (3)-P.L. 86-36)
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MBO, TQM, ET AL...... IBM CARDS AND METAL TRAYS......MEN IN TIES AND WOMEN
IN DRESSES...... MATERIAL INSPECTIONS..... HALLOWEEN AND BORIS HUNTINGTON
...... LIZABETH SCOTT......HENKEL HAM THROUGH-THE-GARDEN FOR $.80......
SMOKING AT THE DESKS...... "THE BRIG" ...... CONFIRM......

b. (U) BOOK REVIEW by i [©) (3)-P.L. 86-36

Text Compression, by Timothy C. Bell, John G. Cleary, and Ian H.
Witten. (Prentice Hall Advanced Reference Series, Prentice Hall,
Englewood Cliffs, New Jersey, 1990.)

(U) The authors present a wide-ranging treatment of a variety of
topics in the data compression field. Particularly interesting topics
included an investigation of natural language characteristics and
practical comparisons of coding schemes including Huffman, -
Shannon-Fano, and Arithmetic Coding. Throughout the book a host of
clear explanations and numerous examples are provided, while
theoretical, mathematical discussions are generally relegated to
appendices or separate note gections. The overall text is quite
readable, and provides a strong foundation for further study of the
topic. While not designed to serve as a "how-to" guide, the book
successfully provides a serious treatment of the underlying principles
of text compression.

(U) Text compression involves finding ways to represent text with
symbols using fewer bits than the original characters required. The
process should be reversible; that is, the new representation can be
uncompressed in order to regenerate the original text, and it is
usually important that the original can be recreated exactly, not just
approximately. This sets text compression apart from other types of
data compression such as voice or image compression, where some loss of
quality may be acceptable if significant compression can be achieved.

(U) The authors suggest that’ text compression is essentially text
prediction. If we can predict the next character, word, or phrase in
text, we need not transmit it, and as a result can transmit the message
in fewer symbols than originally required; i.e. we have compressed the
message. All predictions for the next character, word, phrase, etc.
can be based on a model of the message. The task of finding a suitable
model for text is an extremely important problem in compression. Once
predictions (probabilities) are determined, they are processed by an
encoder that turns them into binary digits to be transmitted.

1
(U) The idea of separating the compression process into two parts -- an
encoder and a separate model that passes information to it -- is a major
advance in the theory of data compression. The prediction, in the form
of a probability distribution over all messages, is supplied by the
model. The encoder is given the prediction, along with the actual
message that occurs, and constructs a compressed representation of the
actual message with respect to the probability distribution. Note the
encoder does not need to know where the predictions come from, and as a
result can work with many models. According to the authors, the issue
of constructing an encoder has been completely solved, in a way that is
as close to optimal as practically possible. However, the problem of
constructing models for different kinds of data is more artistic than
mathematical, and cannot be said to be solved in any definitive way. A
majority of this book is dedicated to discussion and comparison of

e+ e ef(b)(3)-P.L. 86-36
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alterrnative modeling strategies.

(U) One pervasive theme throughout the book is the effectiveness of
using adaptive models over static models. An adaptive model is one
that changes as the message is encoded so the model better suits the
message. After a lengthy mathematical comparison between adaptive and
static models, including a discussion of "conditioning classes" (how
the text is to be partitioned) and the "zero-frequency" problem (how to
represent the probabilities of symbols that never appear in the text), -
the conclusion is drawn that, in a wide range of circumstances,
adaptive models can only be slightly worse than any static one, but
static models may be arbitrarily worse than adaptive models if the text
is statistically different from the model being used. Thus the authors
support adaptive techniques over static in almost every case.

(U) In addition to an extensive discussion of modeling, practical
algorithms for an .encoder are also presented. The basic compression
problem can be stated as follows: Given a probability distribution that
is assumed to govern the choice of the next symbol, and the symbol that-
actually occurs, find an algorithm to generate bits that specify the
symbol to a decoder which is aware of the same distribution. The best
known method for coding with regpect to a probabilistic mcdel is
Huffman Coding. While this method is often touted as the best possible
technique for reducing the encoded data rate, the authors disagree. A
more recent development, Arithmetic Coding, is presented as superior in
almost all respects. Arithmetic Coding represents information at least
as compactly, and sometimes considerably more so than Huffman Coding.
Arithmetic Coding encourages a clear separation between the model for
representing the data and the encoding of information with respect to
that model. It accommodates adaptive models easily, and is
computationally efficient. 1In their enthusiasm for the technique, the
authors go so far as to provide a full software implementation for
Arithmetic Coding in the C programming language in an appendix to
Chapter 5.

{(U) Each of the coding schemes discussed strives to give high-
probability messages short codes and low-probability ones longer

codes. On occasion, Shannon-Fano Coding will assign a longer code to a
more probable message than it does to a less probable one. Huffman
Coding, however, can be shown to generate codes that produce the
shortest possible average code length given the message set's
probability distribution. However, in both of these coding schemes,
every symbol in the alphabet must occupy an integral number of bits in
the encoding. Arithmetic Coding disregards this restriction, thereby
coding more efficiently. It actually achieves the theoretical bound
for compression efficiency. The technique is considerably more
intricate than either Shannon-Fano or Huffman Coding, and a full
treatment with a computational example is provided. Essentially, a
message is represented by an interval of real numbers between 0 and 1.
As the message becomes ‘longer, the interval needed to represent it
becomes smaller, and the number of bits needed to specify that interval
grows. Successive symbols of the message reduce the size of the
interval based on the symbol probabilities generated by the model. The
more likely symbols reduce the range by less than the unlikely symbols,
and hence add fewer bits to the message.

(U). After an exhaustive treatment of Arithmetic Coding and other _
statistical technigues, the authors move on to discussion of the other
class of text compression techniques, dictionary coding. These

techniques specifically include the Ziv-Lempel (LZ) family and several

«xswenf(b)(3)-P.L. 86-36}
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variations are presented. While statistical methods use probability
estimates for each character and choose a code based on the probability,
dictionary coding achieves compression by replacing groups of
consecutive characters with indexes into some dictionary. The
dictionary is a list of character groups that are expected to occur
frequently. Indexes are chosen so that on average they take less space
than the character groups they encode, thus achieving compression. A
lengthy comparison of various dictionary methods is presented.

(U) So which compression method is best? The answer is simply, *"it
depends". It is difficult to make direct comparisons between
statistical and dictionary schemes, and a number of issues must be
evaluated: models used, speed of compression, amount of compression
achieved, and memory requirements. 1In order to give some practical
comparison of popular methods, a corpus of various types of text,
including fiction and non-fiction books, object code, C programs,
technical papers, and electronic mail messages was used, and a number
of graphs are provided to show how each technique fared against each
type of text.

(U) As a result of their extensive presentation, Bell, Cleary, and
Witten have made a murky subject accessible to the layman as well as
the earnest student. "Text Compression" presents the facts and
underlying principles in a usable fashion for readers of all levels,
and this reference deserves a place on the shelf of any serious student
of compression techniques.

[17070770000401770000007070070070717771177177111717717171777171171117117

7. (U) PUZZLES AND PROBLEMS

tPeuQ), This month we bring you a present, from,ouy KRYRTOS .Chapter .ar. ..
Cheltenham, courtesy of | | For solvers here, the closing
date is the 19th of January. The first person to provide t e.corredt
solution, OR, that with the highest score, tol i our
Puzzle Editor, will be treated to an Ice Cream Sundae by the Newsletter

staff. The names of all those submitting solutions will be featured in
the February newsletter.)

T(b) (3)-P.L. 86-36]

??BHQL~(Note from GCHQ: one or two questions have a rather British
theme,~ and one depends on spotting the names of two CC (Cheltenham
Chapter) members (both contained in the opening blurb, so that. needs
to be retained).

LI W W SN W N S . L WSO S WO WKW W W W S e L N N T N N O O O N N N N N N R N N N N N R RN

TreuQ) have again put their warped minds together
to produce the 1995 Kryptos ‘Krigtmas lez, designed to keep you from
all the things you OUGHT to be doing (work, ‘Christmas, shopplng, etc.).
Last year there were several quizzes running over the ChrlstmasANew
Year period, so this year we're getting in early! [(b)m)_PJL 86-36

g

(U) As before, some questions are more difficult than others, and‘:’
so each question has an associated Warp Factor. For Factors greater
than 1, points may be given for a nearly-correct answer or even‘é‘
gallant effort, so enter something on the answer sheet even.rf you're

not sure. If your answer is better than ours, you may recelve bonus

. points. A

* .

TFOBQ) Note than ahd so thinks
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that A is the first letter of the alphabet; | ~ Jworks in H,

so thinks that A is the zeroth letter of the alphabet. But-we're not
going to tell you who originated which questions..... On the other.,
hand, there are a few hints which are designed to be helpful. I(b) (3)-P.L. 86_36|

{ove). Chambers Twentieth Century Dictionary will be taken as the
authority for what constitutes a "word®, and has been used to provide
definitions. Unless otherwise stated, "words" do not include proper
nouns or entries which contain punctuation {hyphens or apostrophes).
[Note: North American solvers may use Webster's Ninth New Collegiate
Dictonary if Chambers is unavailable. Solvers °"down under" are
likewise welcome to choose an alternate reference held as an authority
by their respective agency.]

1. (U) Write down your name, section and room number. (1)
(This way EVERYONE gets AT LEAST 1 point!)

2. (U) Keys may be produced by "numbering off" a keyword or phrase -
replace the first A by 1, the second by 2, etc. Given the key, it can

be quite difficult to recover the keyword. One method works reasonably
well with longish (10-12) words containing letters which are fairly
evenly spaced in the alphabet: replace 1 by A, 2 by C, 3 by E, etc. and
see if you can pull the word out of a matrix containing this sequence
plus 1l-offs, 2-offs, etc. For shorter words (6-9 letters) replace 1 by A,
2 by D, 3 by G, etc. Define "distance" as the sum of the differences
between each letter of the generated stream and the corresponding letter
in the keyword. Example:

keyword: L U M B E R J A C K

key: 710 8 2 4 9 5 1 3 6

stream: M § 0 C G Q I A E K

diffs: 1 2 2 1 2 1 1 0 2 0 distance: 12

(a) what 7-letter word has the smallest distance? (1)
(b) what 10-letter word has the smallest distance? (1)
(c) what ll-letter word has the greatest distance? . (2)

3. (U) The following words relate to members of families: identify the

surname and initials of each member of the family (noting that different
members of a family may have different numbers of Christian names):

(a) DISMOUNT, BAY, FUNGUS, SHINING, STRIVE, SOARING, LOAD, TERROR,

HILL, CHESSMAN and AMUSING (1)
(b) CONTEND, HAGGLE, PILFERER, WITCH-FINDER, SWIFTER, HEART, OSIER
(1)
and a slight variant,
(c) START, INDULGENT, BESTOWAL, NOTING, FLOOR FABRIC, THEFT,
WHISTLING, APPAREL, EAGER (2)
4. (U) What have the following in common: BLOOMERS, BOYCOTT, DIESEL,
LYNCH, SILHOUETTE? (1)
5. (U) If "Smith and Jones" in Great Britain correspond to *Johannsen
and Andersen" in Sweden and "Chang and Wang" in China, what are the
equivalents in Korea? (1)

[(5)(3)-P.L. 86-3¢)
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6. (U) wWhat have the following in common: John Bunyan's "Pilgrim's
Progress", Miguel de Cervantes' "Don Quixote", Adolf Hitler's "Mein
Kampf", ‘Marco Polo's "The Travels of Marco Polo" and Sir walter

Raleigh's "History of the World"? (1)

7. (U) what have the following in common: Willy Brandt, Paul Cezanne,
Leonardo da Vinci, Alexander Hamilton, Sophia Loren, Ramsay MacDonald
and Richard Wagner?

8. (U) (a) what was the series that came between Mercury and Apollo? (1)

(b) How many men have landed on the moon? (1)

{c) What was the name of the dog which the Russians sent into
space aboard Sputnik 2 in 19572 (1)

9. (U) Many words which are 3n long can be broken down into n 3-long
words, e.g. FORGOTTEN = FOR + GOT + TEN. Reconstruct the 9 words which
produced the following list of 3-letter words:

AGE AGE AGE ANT ANT CON CON CON DIT ERA ERS FED HER HOG IMP
ION ORT ORT ORT ORT PAR PER RAP REP REP SON SON SON TED (1)

10. (U) wWhere does "CANE" fit in the following list (read across lines

in order):
" BET MAX ALLEY CLEVER RING BOX BAT

LAWN MEN WING HOUSE THUMB PROBLEM BRER

DION CLUB EIGHTH STICK CLIENT BUCKET PINK

FACTOR SLIM BACHELOR BUILDER CLEAR MOON LATELY

LoT QUESTION CHICKEN PLUG CIRCLE TYRANNOSAURUS BOAT

UNION BEAR TENOR GENTLE PACK TABLE CYCLIST

COURT POOL BISCUIT RUS INCOME POP " POOH (6)
11. (U) wWhat is the next in the series: Chariots of Fire, Gandhi, Terms of

Endearment, Amadeus, Out of Africa, Platoon, The Last Emperor, Rain Man? (1)

12. (U) wWhat is the next number in the following sequences:

(a) 1 1 -2 3 5 8 : (1)
{b) -1 -1 1 5 11 19 ' (1)
(c) 2 1 0 17 118 513 (1)
(d) 0 -6 -21 -40 -5 504 : (1)
(e) -2 -5 -11 -17 13 295 (2)

13. (U) [Unfortunately, the first part of this question got lost, but see
if you can solve it anyway.] We had to dismiss our insolent maid, Diana.
She said "A house is nothing but a house®, at which we got exasperated.

She would say "Oh, I ought to do some washing tonight", but she rarely did.
She often bought small packets of detergent when large, or giant-sized,
packets. would have been more economic. And she dressed carelessly: more
than once the words were spoken "Tuck your blouse in, Diana®". Dismissal
became a foregone conclusion.

14. (U) CDHHDPJ SWTTWON TXLQU ek ko ok ok GFHIE QDSTPQW
‘ Tk kk BZTDX XWCPQW FCSOIC ZSYKDS IWYGOIC
VAGWF RPBCZ Qovsa AYUMWY PUEJCU DCUBKDS
IKRYP DMQUO OEXNSE JPQU XHDAPVXGT NPJXY
STPQHXY . YGOITFU LONFU ?2?22??? AND 2?22?72

[ (37-P.L. 86-3¢
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(a) One could make a case for **+*%** gng **+* appearing as

plain text. what are they? (1)
(b) What are ??????7? and ???? (2)
(c) Given that the hatted alphabet starts with C, how was it

generated? (2)

15. (U) Determine the rule by which the alphabet has been divided into
two parts:-

(a) AHIMOTUVWXY / BCDEFGJKLNPQRSZ (1)
(b) ABCEHKMOPTXY / DFGIJLNQRSUVWZ (1)
(c) AIKMOPRSTWYZ / BCDEFGHJLNQUVX (1)
(d) AEFHIJLPRSUVW / BCDGKMNOQTXYZ (2)
(e) ACDEKMNOUXYZ / BFGHIJLPQRSTVW . (3)
[If you don't see the last one within a few minutes, you might (b) (3)-P.L. B6-36

feel that it's an unfair question]

17. (U) what is one hundredth of a kwatcha (or kwacha)? (1)
18. (U) BRITAIN -3 -1 (1,2) 1- 2- 2- SPAIN
ECUADOR -5 -4 -2 (1,2) (3,4) (1,4) 1+ PERU
GERMANY -7 -4 (2,3) (3,4) (4,5) +5 1- 5+ 5+ FRANCE
GREECE -6 -5 (1,3) (2,3) 2+ 2+ ? (1)
? -2 (1,3) (3,4) 4- 4- IRAQ (1)
? -8 -7 (2,5) 6- ? (2)
19. (U) The following list of words can be divided into two sets,

of equal length, on the basis of another word:

awve body day fear hand how lone
one . thing tire what where whole win
What is the other word? ' (1)

20. (U) A little crossword (deduce the grid):

Jb) (3)-P.L. 86-36]

.
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la. Repose in which there's tranquility?
5a. Always in the middle of a river.

6a. Remove a girl's head.

7a. Commonly half, not more.

1d. "The River's Return"? Try again!

2d. Incomplete result, indeed.

3d. Betray a Scots personality.

4d. 0ddly, three by three. (1)

21. (U) rIdentity" quizzes have become popular recently. These comprise
a list of numbers, each associated with the initials of an object
connected with that number, e.g. 24 H in a D (hours in a day). This is
much too easy for Kryptos types. You are asked to identify the six
numbers associated with the following initiale, which will allow you

to predict the seventh (appropriately).

(1) M and HD (2) F in an OP (3) SofalL'sT
(4) PinaG (5) D in a ww (6) W of the W

What is the next number? . (1)

22. (U) (a) what do Victoria Holt, Philippa Carr and Jean Plaidy
, have in common? : (1)
(b) By what name is Cecily Isabel Fairfield better known? (1)
(c) Which of Daphne.du Maurier, James Michener and Robert
Heinlein follows Barbara Cartland, John Ernest Steinbeck,
George Orwell, Graham Greene, H E Bates and Catherine
" Cookson? (1)

23. (U) . In which country is June 24 the Anniversary of Currency,
Promulgation, Constitution and Day of Fishers? (1)

24. (U) Each of the following is the name of a province, state, county,
region or district of a country: SOMOGY; MAT; GREVENMACHER;
RUGGELL; VORARLBERG; AKERSHUS; RIBE. The first letter of each
country, in order, spells the name of a county in a different
country. Which? (1)

25. (U) (i) Each of 15 words is defined below. Each letter of each word '
is to be replaced by a digit (you must work out the digit-for-
letter substitution) to give a series of numbers with an obvious
connection.

(a) (coll) a lavatory (b) shelter (c) scoop up with the tongue
(d) (dial) girl (e) any fish of the species Apodes (f) tree
(g) (slang) partner (h) mislay (i) used to scare away fowls etc
(j) obstruct (k) (coll) interjection for God (1) relieve

(m) mince (n) fellow (o) (slang) smart

Find a 5-letter word with the same property. ' (2)
(ii) A similar problem, but with an added dimension:

(a) concerning (b) past (c) (Scot) to cause, compel

{(d) Syriac or Coptic bishop (e) schools of whales (f) ventilated

(g) jellies prepared from seaweeds (h) hollow cases containing
explosives, etc.

[(0) (3)-P.L. 86-3§

.
.
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what is the next word in this series? (1)

26. (U) Write down the name of the composer:

(a) whose first symphony was referred to as "Beethoven's 10th";

(b) whose first, but unnumbered, symphony is now referred to as
his "Symphony No. 0";

(c) whose symphonies 8 and 9 are often heard, his 7th never;

(d) who wrote a full-scale, unnumbered (but named), symphony
between his 4th and 5th;

(e) whose 8th is called "the symphony of a thousand®;

(£) who didn't write his *"own" 37th;

(g) whose symphonies originally numbered 1-5 were renumbered
5-9 half a century after his death;

(h) who claimed to have completed his 8th symphony but apparently
never set pen to paper;

(i) who wrote 12 symphonies as a boy before writing his "First"?

The letters at positions 1, 7, 6, 1, 3, 2, 2, 4 and 3 respectively

spell out the name of which other composer? (1)
27. (U) Some more series:
(a) 1 4 10 17 27 40 54 71 100 ? (1)
(b) EDCFT?YHNJTI (1)
(c) 1 49 10 19 24 31 40 51 64 79 90 ? (1)
(&) AHALUHETALEL? ' (2)
(e) ? 30 42 54 66 78 90 144 259 (1)
(£) ? 30 42 54 66 78 90 102 114 (1)
(g) 7 14 19 29 40 44 52 59 73 83 94 (1)
(h) 187 243 267 351 366 474 586 826 922 958...?2 (28th element) (1)
(i) 18 25 28 34 35 37 41 44 ...? (44th element) (1)
(j) 1010001 100111 21301 20141 15041 ...? (14642nd element) (1)
(k) TBONTOEHTSH? (1)
28. (U) The letters of the alphabet have been given scores according to

two particular rules. For each rule determine what score N should have.

Rule 1 l: ET 2: AIM 3: DGKORSUW 4: BCFHJILPQVXYZ (1)
Rule 2 4: EGKLMPXYZ 5: ABDHIORT 6: JQSVWY 7: CFU (1)

29. (U) (a) What is the shortest word that can legally be played in a
game of Scrabble, but which can never appear on a Scrabble board? (1)

(b) In Scrabble, the following letters score 1: AEILNORSTU. What
is the longest word consisting only of letters scoring 1? (1)

(c) The following letters score more than 1: BCDFGHJKMPQVWXYZ.
which word contains the longest unbroken sequence of letters which score
more than 1? (1)

30. (U) Define the "area" of a crossword as the number of squares in the
square/rectangle that the whole grid needs. Compose a crossword which

contains all the letters of the alphabet and has the smallest possible

area. The crossword grid should be a normal one, with all strings of

adjacent letters forming words (e.g. daily Times, Mail, Independent, etc.)

rather than one in which bars are used to separate letters which do not

form words (e.g. Listener, Saturday Independent, etc.). (3)

31. (U) Twelve words have been enciphered using a substitution system.
Decipher the words and then, using the same system, encipher a 6-letter

[(b) (3)-P.L. 86-36|
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word which sums up the 12 words.

27437, 728787, 436464, 226237, 530, 84740, 54272, 7207640,

72447727487, 226742076, 20827487, 647237. (2)
32. (U) who, or what, are, or were, MERCHED and DYNION? (1)
33. (U) There's a game of cards in which players take it in turn to make

a rule about whether or not successive cards should be accepted or rejected,
and the other players have to determine the rule. You are to determine the
rules for each of the following 3 sequences (O=accept, X=reject), and
complete the sequence (NB T=10):

4298436Q44967625AT3783KK75T375Q028J5A2Q93T8TQ26JJAKIK
DHCCCCDCSHDHSSDCDHDDDHCHHDCSCSDSHSHSCHSCDSSSHCHDCDHS

(a) 0XO000OO000000000XO00000X00000000XXOXOXX00XXX00X. . . . . (1)
(b) OXXOXXXOXOXXOXXXOOXXOXXOOXXOXXXOXXXOXOOXXXOXXXO..... (2)
(c) OOOOXXXXXOOXXOOXXXOXXOOXXXOXO0XXOXXOOOXOXXXX0X0..... - (3)

34. (U) (a) Who led the army which won the battle of Stirling Bridge? (1)

(b) Who is mourned.in "In Memoriam"? (1)
(c) Who had a Number 1 in 1960 with "Only the Lonely"? (1)
(d) who partnered both Hart and Hammerstein? (1)
(e) Who wrote "Book of Nonsense" in 18467 (1)
(f) Who married Vivien Leigh in 1940? (1)
(g) Who won the Nobel Peace Prize in [unfortunately the year
was obliterated by a coffee spill...) (1)
(u) KRYPTOS KRISTMAS KWIZ
1. Name: Section: Address:
2. (a) (b) (c)
3. (a)
(b)
(c)
4.
5.
6.
7.
8. (i) (ii) (iii)
9.
10.
11. [0y (3)-pP.L. 86-36}

Pan
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12.
13.

14.

15.

ls.

17.
1s.
19.

20.

21.

22.

23.
24.

25.

26.

27.

28.
29,

30.

(a)

(a)
(c)
(a)
(b)
(c)
(d)
(e)
(a)

(b)

(a)

la
14

(a)
(b)
(i)
(ii)

(a)

(g)

(a)

(b)

(b)

S5a
24

(b)

(h)

(c)
(i)

(b)

{c) (d)
(b)
(ec)
6a
3d
(a) (e)
(3) (k)

Page 19 of 20

(e)
(d)
7a
4d

(£)

//////////////////////////////////////////////////////////////////////

-
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8. (U) - EDITORIAL CORNER

TFoves.. BEST WISHES TO R R

(b) (3)-P.L. 86-36

(Foves | | a member of the !Talés of the* KRYPT'
Editorial Board, 1s resigning from the Agency at the end*of December.
to join her husband who is retl;lng'at the same time.,*The 'Tales of

the KRYPT' Editorial Boa;d.wddld like to thank very much for her
loyal support and ¢reative and insightful contributions to the CA
community newsletter. It has been a pleasure for each of us to work
with:tﬁd We wish her all the best!

IEE R RSN EN RN R E N R AR R R RN R R EREREFERRNEERNRNEE N R R RN N RN RN NERNERRRENRERSESREH;NHSE.)]
TFOVe> REMINDER: Submissions for the February issue are due by
January 26th. PLEASE NOTE: All submissions must be in ASCII format,
and, with the implementation of E.O. 12958, MUST BE PORTION-MARKED.

If other than NSA/CSSM 123-2 governs the c1a551f1cat10ns, please so
indicate..

(U) If you have any comments or suggestions, please submit them to
any member of the editorial board.

MO8Q) EDITORIAL BOARD

mecx—rngram, CEyptologic History Museum,l | RN

I ..............................".'Rb)(3)—P.L. 86-36|

ATATATRTATATAREATATRRREARRERERRER IR RE ARV ALV

Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSA/CSSM 123-2
DATED 3 Sep 1991

DECLASSIFY ON: SOURCE MARKED "OADR™
DATE OF SOURCE: 3 SEP 1891

‘rnnhr‘r r‘\r‘r l"l"\ xl ll‘v

[RYIIRY)

[(x) (3)-P.L. 86-3¢|
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1. P} PERSPECTIVES IN CA - Each month this:newsletter features

the perspective of a CA Senior on a CA topic‘of his/her choice. This
month we are pleased to feature[::::::::zz:ﬁ the immediate
Past-President of the KRYPTOS Society, and the current Chairman of the

Cryptanalysis Career Panel. This is the address given at the Second
Annual Breakfast for Newly Certified Cryptanalysts last month.

(U) Today's breakfast, honoring you who have been certified in
Cryptanalysis during 1995, is in some sense like a commencement
exercise. Certainly it is a time for celebration and the CA community
gathers very consciously to say that what you have accomplished is
important. It is important for you, for your career, in that it opens
doors that would not otherwise be open. It is important for the CA
community in that it is a significant step allowing us to call upon
you to f£ill more senior leadership roles in meeting the challenges that
cryptanalysis faces. And so it is appropriate to pause and recognize
you and to say what everybody in this room believes: that this is GOOD;
that this is healthy, healthy for CA and healthy for you; and it's a
cause for special recognition.

{U) It occurred to me that you recently professionalized will find

yourself in an interesting position over the next few years, because CA
is in a time of transition. The reason; of course, is that the targets
are changing; they are changing because the technology is changing; and
all of that change is accelerating. None of this is a surprise to any

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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of you. 1In fact, there has been a strong grass roots effort across CA
(which, I believe, has been effectively harnessed by the previous CA
Career Panel) to get us to respond to the shifting playing field we
find ourselves on. All of that effort is being played out now in
adjustments to the CA certification criteria and extensive changes in
formal CA training which will be taking place over the next few years.
And so the "interesting” position you will find yourselves in is that
you will see the CA community (rightfully) proclaiming a cryptanalyst
to be something significantly different from what you have just been
-certified to be. Don't you find that "interesting®"? It's like you
aimed at a target and the target moved, quite a bit.

(U) If you think about it, though, it's really no different than where
NSA has always found itself, that is, always attuned to change, always
in need of ongoing development and education. Only now the fire is
turned up higher. However, lest you feel persecuted, let me assure you
that ’

1) you are not alone; the burner is turned up for all of us; we
all need to acquire this new knowledge; and

2) (and this refers back to the accelerating pace of
technological change) we can't afford to delay; we (all of us) can't
afford not to jump on the education train; and, corporately, we must
rev up our CA education so that it evolves and keeps pace with the
cryptanalytic challenges we are facing.

(U) Some of you, I know, are right in the thick of these developments
- some of you have, of your own accord, learned what has been necessary
to resolve the complications introduced by the new communications
technologies. You are accomplishing things that would astound the out-
side world, the Baltimore Sun notwithstanding. We will be calling
upon you, because the CA community needs to solve its own education
problem (and, as an aside, the lion's share of this task falls to 2
Group) . Meeting this challenge is not only a necessity but also a
great opportunity. The challenge is before us; we have the resources
to do this thing right; and we can only gain by doing so.

&) I would like to make one other point of encouragement. About a
year ago, Tom Lessard, concerned about Z's continued technical health,
challenged Z's cryptanalysts to become proficient in the diverse areas
that make Z successful:

~ collection, field processing and signals analysis
- research, diagnosis and attack development

- exploitation

- special compartmented activities

- overseas and other external assignments

- staff positions

~ leadership positions.

(U) In light of Tom's challenge, in light of the increasing importance of
the Tech Track (and I hope all of you realize how much the Tech Track
will be affecting your careers), in light of the mission-driven need

for more and more knowledge, it is crucial for all of us to take more
conscious control of our career paths and ensure that gaps in

experience and knowledge are filled. I encourage you to do that.

(U) I encourage you to be a part of gaining experience and part of
passing on experience. Be part of the process --- or I should say,

{©) (3)-P.L. 86-36
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"Stay part of the process" because what you have accomplished which
culminated in certification this past year shows that you already are
part of the process; you are "engaged". And I salute you for being

. engaged in keeping Cryptanalysis, the core discipline here at NSA,
vibrant and successful.

(U) So it is up to you --- to be aware, to take control, and to make
things happen, for yourselves personally and for this discipline of
ours, Cryptanalysis. Congratulations on your certification. All of us
in this room are proud to have you as colleagues.

Feb 15 Science & Engineering Society Presentation -
"Latest Technology in Modeling and Simulation"
Silicon Gray@%gg_ s xnm s nxsmannuwauxna] (b)(6)

{1000 R&E Symposium Center)

Feb 20 Mardi Gras Celebration, a KRYPTOS/CMI,event,
Last Chance Saloon, Columbia, 5:30 to 7:30 P.M.

PLAN AHEAD

Mar 14 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

Mar 14 Science & Engineering Society Pregentation -
"LIGHTING Project for High Speed Data Transfer
between Computer Systems®, | | Nsa
Laboratory for Physical Sciences e
(1000 R&E Symposium Center) T

Mar 25-29 CARD, at CCS vy (3)-P.L. 86-36]

May 13-17 ACE 1996 at CCS in Bowie.
May 21-22 CA PQE
May 30 MATHFEST '96 and CMI Banquet

June 18 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

Fall? CONSCRYPT '96, at DSD

Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced)

(Friedman, 1300)

LELIITITITHELI7 0707000000 700100707000207770710771110177711171711111111111

3. [PO¥6) KRYPTOS NEWS

a. TFOB&L BANCC a Huge Success - [ (3)-F.L. 86-39)

.
.
.
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(U) Jointly sponsored by the KRYPTOS Society and the CACP, the Second
Annual Breakfast for Newly Certified Cryptanalysts (BANCC), was held in
the Canine Suite on 17 January. Almost 90 people attended to

recognize those who were professionalized in the last year.

Fg@ her committee did an outstanding job in putting this " - .,
together! ] (b} (3} -P.L. 86—36]
(FosQ) The new cryptanalysts honored were: | [.°

b. (M8Q) Membership Drive Underway

(P8UQ) The KRYPTOS Society needs new members. Join between February 1st
and February 16th and you will be entered in a drawing to win one of

50 KRYPTOS coffee mugs. Dues are $5.00 per year. This money is used

to purchase gift certificates for speakers, to pay for the Literature and
Distinguished Member awards, and to subsidize the cost of the annual
luncheon for members who attend.

(M8UQ) To join, please complete the attached application, and submit
it with your $5.00, to one of the KRYPTOS board members listed below:

(U) The drawing will be held the week of February 20th, and the winners
will be notified ASAP afterwards. Please join KRYPTOS now, and assist
the officers and current members in promoting the science of
cryptanalysis throughout the Agency.

**%* KRYPTOS MEMBERSHIP APPLICATION DUES: $5.00 (Annually)****
MEMBERSHIP YEAR: 1996 ( ) NEW ( ) RENEWAL

NAME: DATE:

SECURE PHONE: _ NON-SECURE :

«wwof(b) (3)-P.L. 86-36]
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ORG: BLDG: i ROOM NR.

SID & HOST:

INTERESTED IN CHAIRING A COMMITTEE? . YES —___NO

INTERESTED IN WORKING ON A COMMITTEE? _  YES l_____NO

CHECK COMMITTEES OF INTEREST TO YOQU:

- CRYP’I‘ANALYTIC LITERATURE — . MEMBERSHIP

— DISTINGUISHED MEMBERS — PUBLICITY ___ AWARDS
—0_ PROGRAMS . —_ NEWSLETTER __ RETIRED MEMBERS

L L
c. (U) Joint Mardi Gras Festivities Planned

ﬁﬂ!ﬂ&L, KRYPTOS and CMI will be celebrating Fat Tuesday at the Last
Chance in Columbia. Come enjoy a couple of hours after work with your
colleagues and the Last Chance's wide selection of drinks & great
appetizers!

(U) The party room is reserved for Tuesday February 20th (the day after
Presidents' Day) from 5:30 to 7:30.

(U) The cost is $5.00 per person to cover the price of appetizers (listed
below). If you would like to attend, please sign up early so that
we can better judge the quantity of appetizers to order.

(U) The appetizers provided include Potato Skins, Buffalo Wings (mild
and spicy), Beer Battered Mushrooms, Buffalo Meatballs (mild and
spicy), Nachos and Cheese, Cheese Quesadillas, Onion Rings and Garlic
Bread au Gratin. Any drinks you buy will be extra. Sign up today!!!

ONNIU Please contact one of the following people in order to sign up:

[(b) (3)-P.L. 86-3¢]

LILILLLLI00000 00000000000 000777707780701020700070707117771777777727117177177
4. (U) CACP NEWS

a. (U) New Certification

f(b) (3)-P.L. 86-36

9/23/2010




February 1996 TALES OF THE KRYPT Page 6 of 12
Doc ID: 6823800

Treuq) has just been newly certified as a cryptanalyst.

. ]
»
IIIIIIIIIIIIIIllﬂll.II.lIIIl...IIIIIIllII-l.llll.Il..l'I.IIIIII--IIIIIIIIIIIII

b. (U) Announcements .,

]
x

(U) The CA PQE will be on 5/21 and 5/22 {(only thb'dqys this time

rather than three). Look for updates to the CA Computér,ggquirement

next month. e,
HI‘IIIlllllllﬂlnll!llllllIIIIIll-Illlll!lﬂllllIIl.lllIIIIIIIIIIIIll'IlllIl..Il.#l.lllI

c. (U) GOLD BUG AWARD [(®) (3)-P.L. 86-36]

(U} The Cryptanalysis Career Panel is currently accepting nominations®
for the Gold Bug Award and the Gold Bug Team Award. The Gold Bug,ié an
honorary award created by the Cryptanalysis Career Panel in'19§2‘to
recognize outstanding technical excellence and achievement in’
cryptanalysis. An individual or a team may receive the qud Bug

Award. While there is no particular time of year that.the award is
given out, the CA Career Panel encourages all supe:v1sors who have an
employee or employees who might merit this dlst;nctlon to submit their
names and a description of their accomplishment to the panel by COB 1
March 1996. There is no specific format iot’the nomination - simply
describe the achievement in narrative ferm and send through normal
administrative channels via regular office memo to the CA Career Panel,
H111l, OPS 2B room 3036D. Further ‘questions may be directed to the
Panel at hlllénsa or E

J1111177701707070077777707771777777707777707770777710777777717177171171171171177
5. (U) COMMUNITY SERVICE
a. (U) CA Technical Track Review Panel (TTRP) Succession Plans

{Pe8Q) The CA TTRP, which has been operating for over two years, has a
number of members who are due to rotate off, and this will lead to a
number of vacancies. The TTRP has begun to identify a process for
selecting people to serve in this capacity, and is interested in
including input from the Z technical workforce in its deliberations.

At a minimum, all nominees should hold either a Senior Member or a
Master level title in CA. If you would like to volunteer to be

considered, or if you would like to nominate an individual for h
"consideration, please notify I i

or [ | i
IIIIHIIIIIH'I-Il."-l.lI'IIll'l'...I.I.-.l-..-.IH...II.IH.'H..IH'IIIllll.'.“."lll.l
b. (U) Former Agency Deputy Director Died .. . ’.

(U) Dr. Louis W. Tordella, a former top official of the National ‘.
Security Agency, died of cancer on 10 January 1996 at the age of 84.° e

Dr. Tordella was a pioneer in the science of cryptology and rose to the l(b)Cﬂ—P.L.86-36|
position of Deputy Director of NSA, a position he held for sixteen :
years, longer than any other official at NSA. .

.

.
.

(U) Dr. Tordella was born in Garrett, Indiana, in 1911 and grew up 1n
the Chicago environs. He displayed an early affinity for mathematlcs
and obtained B.S., A.M., and Ph.D. degrees in the 1930s. The outbreak
of World war II found him teaching mathematlcs at Chlcago‘s Loyola
University. .

9/23/2010
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(U) He volunteered for the Army, but the recruiter told him that the
Army would draft whomever they needed. So Tordella made contacts in
the Navy, and he was brought aboard as lieutenant junior grade in
‘'1942. He went directly into cryptologic work for the Navy's
codebreaking organization, OP-20-G, where he worked on the German
Enigma cipher machine. He was one of a team of brilliant
mathematicians who designed the "bombe,"™ a wartime machine used to
decipher the keys on the Enigma. He finished the war at OP-20-G
collection stations on the West Coast, at Bainbridge Island,
Washington, and Skaggs Island, California.

(U) After the war, Tordella stayed on with the Navy, and in 1949 he
joined the newly created Armed Forces Security Agency (AFSA), an early
attempt to achieve service unity in the business of cryptology. He was
a key figure in devising policy for the new agency and for its
successor, the National Security Agency, which emerged in 1952 to
replace AFSA. Although a Navy man, Tordella readily grasped the
advantages of unification, and he pushed the concept forcefully in the
early years.

(U) Tordella's career at NSA brought him to the very front rank of
cryptologists. On the technical side, he was an early advocate of the
use of computers for cryptologic work, and he helped to cement a close
working relationship with a new computer firm, Electronic Research
Associates, which eventually became CDC. His grasp of computer
technology and the associated engineering concepts, coupled with his
understanding of cryptanalysis, was invaluable in keeping the United
States ahead of the field in this critical skill. Tordella was also a
leader in securing American communications, pushing a series of
leading-edge new encoding devices to secure U.S. government
communications.

(U) During the Eisenhower administration, when the central concern of
the government was the growing Soviet nuclear capability, Tordella led
the NSA response. He was the driving force behind NSA's response to
the threat, and he directed the technical activities of the Agency at a
time when President Eisenhower had little else to rely on except
signals intelligence. In 1958 Tordella convinced Eisenhower to fund a
new communications initiative, called CRITICOMM, which offered a means
to get critical intelligence information to the White House within ten
minutes. The new system revolutionized concepts in American
intelligence, bringing with it methodology that is still in use
everywhere within the defense and intelligence communities.

(U) As a senior official at NSA, Dr. Tordella played a central role in
NSA's outside relationships. Close collaborators in Great Britain and
the British Commonwealth built up such a trust with Tordella that many
foreign intelligence officials regarded him as the linchpin in their
relationship with NSA. He traveled throughout the world building up
that trust, and it paid great dividends over many years. He also
served as the principal contact between NSA and its American
collaborators: CIA, DIA, and the Office of the Secretary of Defense.

(U) In July of 1958, while he was serving in a liaison post to the
Secretary of Defense, Tordella was asked by then-Director Lieutenant
General John A. Samford to become his deputy. Tordella took office on
1 August 1958, and he continued as the deputy to six successive
directors until his retirement on 21 April 1974. He thus became the
longest-serving high intelligence official since World War II. Within

|v) (3)-P.L. 86-3¢]
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NSA, he became an institution, and to many he WAS NSA. There was not
then, and never has been since, a precedent for his tenure.

(U) Dr. Tordella received unprecedented honors over the years. On his
retirement in 1974, the Secretary of Defense, James R. Schlesinger,
presented him the National Security Medal. That same month he received
the National Intelligence Distinguished Service Medal from the Director
of Central Intelligence, William Cclby. His relationship with the
British was officially recognized in 1976 when he become an Honorary
Knight Commander of the Most Excellent Order of the British Empire.
After his retirement, he remained active in the intelligence community,
serving on a number of boards and committees and as a consultant to
various corporations with national defense contracts. In 1992 the
Security Affairs Support Association, comprising mainly retired
intelligence officials, gave him the William 0. Baker Medal for
distinguished service to American intelligence.

c. (UyCMI MATHFEST '9 6

(U) The CryptoMathematics Institute is pleased to announce the second
annual MATHFEST, a daylong festival on Thursday, May 30, 1996, at the
R&E Symposium Center. To cap off the festivities, the CMI banquet will
be held in the evening at CoCo LoCo in Washington, D. C.

The goal of MATHFEST is to bring together the entire NSA
cryptomathematics community, if only for a day, to expose the variety
of ways mathematics has recently contributed to the success of NSA's
mission and to highlight the immediate challenges facing us. To
accomplish this goal, the MATHFEST program will consist of a series of
fifteen-minute briefings, each highlighting accomplishments of, or
‘challenges to, an individual Office, Division or Branch. As the
organizing committee envisions the event, each talk will be given by an
analyst, at a level accessible to the entire CMI membership, and will
give an overview rather than technical details. Of course, to
accommodate all of our members, the talks must be suitable for CCR/CCS
contractors and all green and gold badge personnel.

Tresal The organizing committee encourages submission of abstracts for
MATHFEST talks to the Office representatives listed below. A member of
a listed Office who wishes to submit an abstract should contact the
corresponding representative for instructions. Individuals from
outside these Offices are strongly encouraged to submit abstracts, too,
but should contact the organizing committee directly. The deadline for
the Office level talk nominations is March 1, and the organizers will
announce the talk selections by mid-March.

OFFICE REPRESENTATIVES
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) The CMI eagerly anticipates your participation in this exciting
event. We welcome your comments and questions and ask that they be
directed to a member of the organizing committee.

CMI MATHFEST '96 Organizing Committee:

* =+ «x..f0)(3)-P.L. 86-3§

d. (U) Mathematics Education Partnership Program - Training Sessions
for Speakers

GﬂﬂﬂlL The Math Speakers Bureau (MSB) is an outreach program that
allows NSA employees to give talks at local area schools. We are
always in need of new volunteers to fill the numerous request forms

that we receive each vear. If you are interested in becoming involved
in the MSB, contact the MSB Coordinator, l

The Mathematics Education Partnership Program (MEPP) will hold
training sessions for all volunteers interested in the Math Speakers .
Bureau. The first training session will be on 22 February at 1000.
The talk that will be presented is the "Goldbug". The session will |
take place in the D5 Conference Room - 2B5038. If you plan to attend-

this training session, please contact| | via e-mail .
f‘f P or by phonel [ Trea,, .
(U) We hope to see you there! T '."."'."'"'"'"‘"Taﬂ(3)_p_L,86-3q

.
lllll.ll.ﬂllllHllllllIllllHIII.IIlHI'IHHIlIl'I-lﬂl'IlIIIIIIIIII-IIIIIIIIIIQI‘H"
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6. (U) ACTION LINE ' L

(U) QUESTION: *Does the CA Tech Track Review Parel use a blind review
process when evaluating a candidate for the tjitles of Senior Member and
Master? If it does not, please explain whw.*

(U) ANSWER: Provided by Chairman of the CA TTRP

(u) If, when you say "blind", you mean that the evaluation process
does not include the name of the individual being evaluated, then the
answer is no. The process for Tech Track titles for the CA Tech Track
Review Panel (TTRP) does include the name of the applicant. (And, the
process is the same, for every level, not just Senior and Master.)

(U) The applicant is judged in nine categories. Some of these
categories - Advanced Educational Training, Technical Publications, and
External Recognition - could be done in this *blind" manner. For
example, we could read the technical papers and evaluate this category
without knowing the name of the individual.

(U) However, one category that every applicant must have is Specific
Technical Accomplishments. This Tech Track evaluation is done by your
technical peers, and the normal paper trail will not be sufficient.

[(o) (3)-P.L. 86-36]
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We encourage applicants to provide detailed examples for their technical
work, in any format. ("What do you mean provide more technical details?
- I am too busy doing great technical work to spend time jumping

through another hoop - If I wanted to do that much writing I would go
into management!") Thus, we spend a lot of our time going to the
technical work force and asking about the quality of the technical

work under review. We may ask the applicant to expand on specific areas.

(U) Another important category is Technical Leadership. Here again
the paper trail is often not sufficient to separate fact from fiction.
Again we go to the work force and ask questions. I have been impressed
with how uniform the answers on a particular applicant have been. The
technical work force knows who does good technical work.

(U) We recognize that since the name of the applicant is known, there
is a danger of personal prejudice becoming part of the process. We
attempt to overcome this by having a broad range of people on our
TTRP. We also attempt to interview several sources for each
applicant. The applicant is encouraged to bring information in any
form to the panel. The applicant should be aware of all the appeal
processes, if there is a concern that personal prejudice has entered
into the process. '

(U) 1In short, I do not believe that a good technical evaluation could
be done in CA without so much detailed information that the identity of
the individual would be known to the Panel. One of our strengths is
that we are a community. When the Panel makes decisions, we try to
make them as a community decision. Most of our feedback has indicated
that the CA community is satisfied with the present process. Please
feel free to contact me at any time with suggestions on how we can
improve our process in general or address any personal concerns.

L1171 11 7707077707077 7777000700777707070777777077777771077777777171177777777

7. (U) PUZZLES AND PROBLEMS

: ‘ (b)(3)-P.L. 86-36
a. Solution from December Issue R L

TFovS~ Only[::::::::Isuccessfully solved the December Puzzle!

(U) Remember, the words were already ordered. The list was originally
40 long, but the escape from the Nile of a rat has reduced it to 38
(read down the columns). The challenge was to identify the themes
within the list, and recreate the original.

(U) The original list consisted of 40 phrases, sorted by the first
word. The phrases fall into 8 categories, for seven of which you are
given the second word. For the eighth you are given the first word.
The words in the 7 categories are

. as, be, he, ho, in - chemical symbols

au, o, oh, owe - all pronounced "o"

cardinal chicken cuckoo kiwi robin - birds

cheshire cleveland norfolk suffolk yorkshire - English counties
hear see taste touch - 5 senses

hen london military miracle oxford ~ Haydn symphonies 7
kentucky louisiana missouri rhode island tennessee - US States

SN W N

For the eighth category, the answers are also birds
' {(b)(3)-P.L. 86-36
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8. vulture eagle duck turkey magpie.

Categories 2 and 5 have one word missing. It should be an easy step to
recover eau de Nil and smell a rat respectively.

b. Puzzle Challenge Extended
(U} We will hold over the KRYPTOS Kristmas Kwiz for one more month

to give people a chance to earn that ice cream sundae. Remember, the
highest score wins, so give it a try.

c. (U) Puzzles Wanted

YYEEKQ~ Our Puzzle editor would be delighted to receive some puzzles
and problems for future issues, so please keep him in mlnd'

R RN N AN AN N E I N A RN NI AR AN R R U N UM IR A AN NN N A YR RO WA HA NN NN AR N

LITTLLITTIP L0000 0077700010007 777777077777770177107777207271771112172117717
BEEHERAHRAERRHRRRBRRRRA R E BB R BB R B RH R BB R E R H R R R R4

(U) EDITORIAL CORNER

REMINDER: Submissions for the March issue are due by February 26th.
PLEASE NOTE: All submissions must be in ASCII format, and, with the
implementation of E.Q. 12958, MUST BE PORTION MARKED. If other than

NSA/CSSM 123-2 governs the classifications, please so indicate.

If you have any comments or suggestions, please submit them to
any member of the editorial board.

TPUQ) EDITORIAL BOARD

Jack Ingram, Cryptologic Histo Museun, .

*
LI . -
.
"l-..... *
" . wow

(b)(3)-P.L. 86-36

Return to Kryptos Home Page .

NSA Home Page .
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DERIVED FROM: NSA/CSSM 123-2,
DATED 3 SEP 1991
DECLASSIFY ON: SOURCE MARKED "0ADRY
DATE GF SOURCE: 3 SEP 1991

[(b)(3)-P.L. 86-36)
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1. My PERSPECTIVES IN CA - Each month this newsletter features the

perspective of a CA Senior on a CA topic of his’/her choice. This month
we are pleased to feature :Lof IDA/CCS.
L]

Some Non-traditional Opportunities for Cryptanalysts
in the SIGINT Cycle (PUwe)

(M) BIOGRAPHICAL INTRODUCTION. Let me start by pointing out that I
differ from other essayists of thim column in that I have been in this
field only eight years, and at that I am somewhat of an outsider. My
training is in mathematics, but I spent my previous life as a
computaticnal physicist. I was an outsider there too, in a different
way, working with “real' physicists to define and analyze expariments.
I did learn that to do my work well, I had to learn the entire cycle of
laboratory work: experiment, analyze, (re-)form questiona, and return
to experiment. (As a aside, this work in physics, involving analysis
of very large data sets, turned out to be the best possible preparation
for my subsequent Agency work.)

Since I came to IDA/CCS eight years igo I have been exceedingly

lucky to have worked on a number of interesti rojects, all i
field of what has became known as
m'rhus my view of SIGINT i A My [ew yoars of = ,

mighe suggest: bauing pegn_cgn!_ined to working only cne
signal type. L N .

T THE SIGINT CYCLE. Within this limited perspective, I have formed my
picture of the SIGINT cycle. My version consists of a sequence starting
(somewhat arbitrarily) with signal development, signal collection,
diagnosis/exploitation of cipher into plain text, and analysis by
linguists into intelligence reports. What is interesting is the
interplay of the parts of the cycle. {For example, intelligence
production may lead to further signal development, and so on.)

T'POHQ) The cryptanalyst (CA} participates primarily in the middle of
the cycie that I have described (somewhat arbitrarily) as beginning
with signal development. However, in order to have the greatest
impact, the CA has to see the whole picture. I want to describe here
some observations based on personal experiences as a {neophyte) CA in
the other parts of the SIGINT cycle. Most CA's already delve into
these "non-traditional* roles, so I am not saying anything new here.
The only possible novelty might be in emphasis.

T, SIGNAL DEVELOPMENT. I have been intrigued with the question "why am
I looking at these particular bits from this particular Bignal?*
Someone, somewhere has (1} decided that a particular communication
contains interesting information, (2) identified and collected the
signal, (3) demodulated {and possibly modified and filtered) the data,
and (4) produced the cipher I finally see.

My, In each of these steps

choices have been made, which we as CA's can and often should affect.
For example, as CA's, we may have developed plain text or traffic
analysis that could bear on signal ID and importance, especially if we
are the first to see the decrypt. On the other hand, how often have we
heard of crucial parts of the data having been thrown away because
people did not understand their cryptographic significance {cf. part
{3} above)?

Page 1 of 7
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(b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36

(S) In a growing number of further instances, CA's are contributing to
the solution of problems previously thought to be intrinsically from
the distant world of signals analysis. A recent example iB the
kshepr which=greatly benefited by ehe participa """":,'J-'—
§ and statisticians. It was a goal of the workshop to .includg-c"g. s <
= " Ad
A . ® . " L

to benefit from their expertise, and it worked.
. »
m;abhﬂ that it became

™} Conversely, it was in the course of
crucial for our diagnestic work to bett " nd the nature of the
This led to gniesof the most productive

original collection. >
collaborations I have had gtatMe 'Agency, one between our amall group of
cA's andm' His explanation of the collection
environnent, @ natures of the types of interferences, was a
revelation to us. And we, in turn, educated him on our collection
requirements, all to the benefit of our project.

(POUQ) INTELLIGENCE ANALYSIS. Some of the most interesting Agency
groups I have had the fortune to work with are the linguists apd
These are often very learned and cultured

intelligence analysts.
people, from a milieu completely different from my everyday world.
(WGQ) In my view we. as CA’s, must do everything possible to make
their work as easy and productive ag possible. This means talking to
them and trying to understand their world. They often protest against
change, wanting to stick with what they are ugsed to, which is :
understandable since they often work under pressure. However, if we
learn the circumstances of their work, we can contribute new
information sources and methods of presentation which will benefit ua

all.
ber of non-st rd areas

#9U8) I have left out discussions of a

(reverse engineering, for example) which CA's can both contribute to
and learn from. Let me finish by observing how far the gearch for the
information I needed in order to do my job has led me from my original

mathematics training.

TILLIITIIE00 L0000 08T LRLITELILIIE8000 0800000000 00070070000001127217117

2. CALENDAR (U)
Seminar on Certification (9A135, 1000-1130)

Mar 4

Mar 14 KRYPTOS Talk, on
*Classical ¢ = The qar-nqnqpc_ript',
L]
e "N, »
" .,

Page 2 of 7

(Friedman, 1300)
s s v v nanmaewus s =] {b){(3)-P.

Sclence & Engineering Society Presentation (S&ES) -~

Mar 14
"MISSI - The Multilevel Information System
LI T R R

Security Initiative-,

Ympogium Center)

Mar 18 KRYPTOS Talk m:;mg, *Reminiscances
. from Bletchle 7 , Rm 6)
Preference will be given to

SEATING IS LIMITED.
KRYPTOS members until 0BSS.

Mar 25-29 CARD, at CCS
.

PLAN AHEAD
S&ES Sixth Annual Luncheon, (Canine Suite, 1100)

Apr 25 “GNI - The Attack has Begun®, (Friedman 0800-160Q)°
-
May 13-17 ACE 1996 at CCS in Bowie. .
*

Apr 10

May 21-22 CA PQE
CA-305 Begins *
*

.

May 28
MATHFEST °'96 and CMI Banquet
-

June 18 KRYPTOS Talk (Subject/Speal to* be d)
{Friedman, 1300) G
KRYPTOS Talk (Subjecr./swa):;r to be Announced)

Sep 17
(Friedman, 1300) .
*

May 30

CONSCRYPT ‘96, at DSD*
.

Nov 19 KRYPTOE Talk (Subjéct/s
{Friedman, 1300}

.
L R R R L L

LIPITLLIIIIIIT 0000000000000 20 000001000007 000100070010101000010170070011
.

Fail?
4.

L to be

.

3. (TP®eM KRYPTOS NEWS .
a. ((U) Special XRYPJUS Speaker Anncunced

rveee) mrms kindly volunteered to present a KRYPTOS talk
while he e in mid-March. He will talk about scme of tha
excellent work done at Bletchley Park durings its colorful history,

86-36
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including their exploitation of TUNNY and the COLOSSUS attack on it.
Only 60 seats are available in this conference room. KRYPTOS members
only will be seated until 0855, when, if geats are still available,
non-members may be seated.

b. TPOWay Membership Drive Gets “Mugged®

(U) The following people won KRYPTOB mugs in the 1996 KRYPTOS
Membership Drive. Many thanks to all who have joined KRYPTOS thia
year: as of today, we have a totzl of 215 members, of which 103 are
new members in 1996,

tPoMal Winners should contact | |
preferably via email , and state whethér
they would like a mug TZ & XRYPTOS pin. wWe will
then arrange for delivery of the prizes. * *

. .

(U) we are still accepting memberships for 1996, both hgw and renewal. s

el D00 A0 SRR iRDSEE aTa: ‘., .

M L L L L e
.

Ad
€. (U} Joint MRYPTOS/CMI Festivities & Success

(roway, momnnized this vear's gathering and reports that on
Tuesday , rebruary 20th, 55 Kryptos and CMI members converged on
the Last Chance Saloon in Columbia for a2 ‘Fat Tuesday' social
gathering. The Last Chance provided us with their back room, and twice
brought out an impressive array of appetizers. There was very little
left on the serving table afterwards, although the 29 kegs of draught
beer offered that night were in no danger of suffering a similar fate!

T K N N N N R A A KRR RN R K R R e R R KR R R R R R

LIVIETEELII IR IR0 0000000080000 00000000008 0000100100000000001010020110¢
4. (U) word from the caCP
a. (U) REVISION TO COMPUTER PROGRAM REQUIREMENT

{ The CA Career Panel is in the process of revising its criteria
for professicnalization, and has just completed a new document
describing the computer program requirement for certification. If you

would like a hard or soft copy of this revised document, please call or
e B Lop AtaP bY.ERO FACITREE « v v ok s s s m o oa ok ae s e
Panel office in OPS 2B room 3036D.

B Al L L L . .

Page 3 of 7
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b. (U) CA-305, Cryptanalysis: Contemporary Issues, Announcement

{U) The annual offering of CA-305 will be held May 28 - June 5. This
annual symposium will take place in Friedman Auditorium and several
Ft. Meade conference rooms.

(Powa) The symposium is designed to bring cryptanalysts, crypto-
mathematicians, computer scientists, engineers, signals analysts and
other interested persons up to date on the status and trends in the
current practice of cryptanalysis. The symposium will be presented as
a number of individual lectures by competent authorities on a variety
of cryptanalytic and related subjects with qQuestions and discussions by
the participating students.

If you would like to present a 30 - 60 minute talk on any
cryptanalytic topic for the 1996 symposium then you must:

1. Obtain your management's approval to présent the talk,

2. Submit an abstract for any cryptanalytic or cryptanalytic-
related presentation to the Z/CAD for review mccompanied by
a conference approval sheet signed at the Branch level. The
Z/CAO0 must verify that the topic({s) are releaseable to all
confe i current Z/CAO is

" e momomomomwEEEoE wa
Procedures for approval of CA or CA- cs and bhes * = "
approval sheets may be obtained from or
downloaded from the internal Z Homepage on MOSAIC.

e '- S L L

3. After the talk abstract has been approved please send both’
abstract and approval sheet to the 1996 CA-305 course
coordinator e - = m o m woE ¥ moER viamgai =ty = = m = - =

(Tovey Suggestions, comments, or Qu be submitted to at
the above addresses or via phone at The deadline fo: e ..,
submitting talks for this year's CA- 8 DAY APRIL 2,%1996% = » o & v 2 & o « =", " % &

*1d-(€) (q)

9€-98

P e e Y R PR YY) .« *

LIIEEDIIDE000000000000000000000000080000008080000710001111101211111111111117 .« ®

5. (U} COMMUNITY SERVICE . *

a. TPO¥Q) Science and Engineering Society Pr ion ced « d
- -
#RGUQ), The Department of Defense is at a crossroads,witi respect to
security for-its networked information system arthitecture, which
consigts of many individual systems bgsed on open system concepts using
best available commercial technplegl. sSignificant portions of this
architecture are c of unsecure commercial networks like the
INTERNET. g:ﬂvul address the philosophy and programs for
providing the necessary connectivity between systems of all .
clasgification levels, while protecting all systems from unauthorized
access and assuring their availability at a reasonable rigk.

l--.-.n.-.-_\yn
L. ' (b} (3)-P.L. 86-36
(b) (6)

(Po¥® This presentation will be broad on ine Ch 117,

b. (U} Center for Cryptologic History {CCHj Announcement

{(U) The NSA/CSS Archives will soon release approximately 1.55 million
pages of declagsified historic material to the National Archives and
Records Administration (NARA). These documents include such items as
- correspondence between foreign governments relating to diplomatic,
commercial and military intelligence during both world wars,
including: Mexican codes and ciphers from 1912-1918, cipher bureau
operations from various countries from 1914-1918, German post-World War
I historical analysis and naval operations from 1512-1935, the Pearl
Harbor investigation, interrogations of Russian Prisoners of war by
their German captors, intelligence activities in the Philippines from
1834-1941, use of Native Americans as communicators, the war diary of
the German "U427" submarine, and documents concerning German cessation
of hostilities at the end of World War II.

T11112000008000007107110081100101700170771120011021201088001117217111111111
6. TECHNICAL HEALTH

a. [PsuQ Public Key Cryptography Seminar Announced

(PouQ) There will be a seminar on the fundamentals of public key b 3)-P L. 86-36
cryptography on 14 March, 0900-1100, in 9A135. This seminar, which is ( )( i

the first of a aeries of Puhlig Key nropeptations,awilk be epenstor = = » » ® » = = a = @ = 8 2
everyone 1n 2. [ —Jis the FC. .

L Y T E P YT T T YY) N

b. (U) Seminar on Certification ' .

(U} The execs of the Math, CA, and C5 career panels will conduct a *
seminar on certification on Monday, 4 March 1996, from 1000 to 1130 ¢

9/23/2010
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hours in room 9A135 of the Headquarters building. The preasentation is

designed for mathematicians, but any NSA employee interested in knowing
about professionalization in these career fields is welcome to attend.

After describing the requirements and process for their career fields,

the execs will answer questions from the floor,

FELILILELLELILL 20000000008 0020 80000080800 00000000000181000001101001011101
7. (U) PUZ2ZLES and PROBLENS

Troway, Solutions from the GCHQ Kryptos Kristma

(b) (3)-P.L. 86—36]
The answers are as follows:

ANSWERS
2. {a) SPADING - 2 (b) RELOCATING ~ 4 (c) ABRACADABRA -~ 69
3. fa) al/b/bl/br/f/tl/fre/fr/he/kn/1-ight

{b) b/d/p or n/pr/qu/tiw-icker
{c) dawn/dot/grant/mark/matt/nick/pip/rob/will-ing

4. All were named after the people who were associated with their

introduction,

5. Kim and Pak, the two most common family names.

6. All were written, in part or in whole, in prison.

7. All were born of unmarried parents.

9. {i) GEMINL (ii) 12 (iil) LAIKA

9. CONDITION CONFEDERATED CONSONANT IMPORTANT ORTHOGRAPHER
PARSONAGE PERSONAGE REPORTAGE REPORTERS

10. Between box and bat.

There are five sets of ten words: the words are sorted according to
a word agsoclated with each of the listed worda. The five sets are words:

(a) that can be preceded by a Greek letter to form another word;
(b) that are associated with three-letter words ending in X;
(c) follow various sports;
(d) which form a phrase of the form "xxxx the xxxxx®

and (e) which form the title of a Sherlock Holmes adventure.

and (e} which form the title of a Sherlock Holmes adventure.

alpha/bet beta/max bowling/alley box/clever
boxing/ring cardboard/box cricket/bat croquet/lawn
dancing/men delta/wing empty/house engineer's/thumb
final/problem fox/brer gomma/dion golf/club
Henry/eighth hockey/stick illustrious/client kick/bucket
lily/pink max/factor mu/slim nobel /bachelor
Norwood/builder nu/clear over /moon phi/lately
pi/lot pop/question pox/chicken pull/plug
red/circle rex/tyrannosaurugs rock/boat rugby/union
Rupert/bear sax/tenor sex/gentle pack/six
snooker/table solitary/cyclist squash/court swimning/pool
take/biscuit tau/rus tax/income vox/pop
winnie/pooh CHI/CANE

11. Driving Miss Daisy (motion Picture Academy Awards, Best Film 1989)

12. {a) 13 [x(t)ex{t-1}+x{t-2)] (b} 29 [x**2 - 3x + 1}
{c) 1844 {3**x - x**3} {d) 4697 [xI ~ x**3]

(e) 1909 [4**(x~1)-}**x]

13, The text conceals 10 US states (Missouri, Idaho, Utah. Texas,
Ohio, Washington, Georgia, Kentucky, Indiana and Oregon).

4. {a) STEPHEN and JOHN (b) YCGGCKI, AND NOIE

(c) K I NG S A NDOQUETENS
7 6 512 1 9 21114 3 41012

8
M O NARCHYBDETFG 1
Jd K L PQ S TUV WX 2

The list gives the kings and queens of England, enciphered using
the alphabet CSYUEXFZAPOKMINLHTGBVRQIDW. The slide is given by the number
following the monarch's name: there was only one Stephen and one John, so
nc number follows their names. James 11 was followed by William (III) and
Mary (II}.

15. Letters in the first set:
{a) are symmetrical about the vertical
{b) have Morses Code equivalents beginning with dot
(c) appear in *KRYPTOS KRISTMAS XWIZ*
{(d) appear in the Russian alphabet .
(e) have a hole in the first position of the second row in Braille

16. HAVE RECRUITED TOP G.C.H.Q. CRYPPIE. THE FERRET.

The key comes from 5-figure trigonometrical tables - starting

9/23/2010
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with sine (8) 15 degrees:

Key: 25682 27564 29237 30902 32557 34202 ...
Plain: 04343 B0944 16091 51637 06450 94644 ...

Cipher: 21549 47620 13246 89375 36107 40668 ...
17. Ngwee (the currency in zambia) or r.nmbala. {aitto Malawi)}.

18, EIRE, SYRIA, ZIMBABWE, ZAMBIA.
-N delete the letter at position N
+N ingert A at position N
{M,N) exchange the letters at positions M and N
N+/N- replace the letter at position N by the letter which
follows/precedes it in the normal alphabet

19. SOME (awe fear hand lone tire win whole-some;
some- body day how one thing what where)

20, REST 1a (The)re's t({ranquility) 5a {S)ever(n)
EVER 6a (A)dele 7a (comm)only
DELE 14 Oder reversed 2d even(t)
ONLY 3d saell = Scots self 4d t(h)r{ejeibly

21. '

1 (Man and His Dog) 4 (rarthings in an 014 Penny)
2 (Shakes of a Lamb‘'s Tail) 8 (Pints in a Gallom)

5 (Days in a Working Week) 7 (wonders of the world)
.142857 recurring = one seventh

22, (a) They are all the same person
. (b) Rebecca West
{(¢) All (year of birth)

23. Zaire

24, Sweden (Hungary, Albania, Luxembourg, Lichr.enntein. Austria,
Norway, Denmark lead to HALLAND)

25. (1) SLOSH. The 15 words are LOC (100), LEB (144), LAP (169),
GAL (361), EEL (441), ASH (625), PAL (361), LOSE {1024),
SHOO (2500), STOP (2809), GOSH (3025), EASE (4624), HASH (5625),
CHAP (7569) and POSH (9025). SLOSH ia 21025 (145**2).

(ii) ERROR. The words are RE (64), AGO (125), GAR (216), ABBA (1331),
GAMS (2197), AIRED (10648), AGARS (12167), and BOMBS (35937).
ERROR is 46656 (35"3)

26. BEETHOVEN. (BRAHMS, BRUCKNER, SCHUBERT, 'I'CHAIKWSKY. MAHLER,
MOZART, DVORAK, SIBELIUS, MENDELSSOHN}

27. {a) 121 N**2 base 9
{b) 6 . diagonal pattern on keyboard
{e) A9/109 N**2 base 16
()} M N**3 mod 26
{e) B41 sum of proper factors of previous value
(£) 18 N{I})=N(I-1)+12
{g) 107 N(I)=N(I-1)+ sum of digits
(h) 4506 N(I)=N(I+1)+ product of digits
(i) 44 N{1)=N(I-1) + difference between digits
(k) 14641 N**4 base (N-1)
(1 0 alternating lecters of “"to be or not to be..."

28, Rule 1: N=x2 (number of gymbols in Morse Code equivalents)
Rule 2: N=B [(length of Nato phonetic equivalenta)

29. {a) PIZZAZZ (b) UNOSTENTATICUSNESS (c) GYMKHANA, SYZYGY

30. QUIZ AX C EDGE
A MHOS JOWL v {3 x 14 = 42 squares)
TYPO KNOEB FIRE

31. 903422 (ZODIAC). Substitution is 023 4 5

- OADGU
OQBEHK
FIL

TAX
SR
2O ®
N X

2
A
B
{based on the 0ld telephone dial) c

32. LADIES and GENTLEMEN in Welsh.

33. {a) OOOXX reject all hearts and spades greater than 7
(b) OOXOX reject 1 card after a black face card; reject 2
after a red non- tace card; reject. 3 after a black
non-face card .
(c} XOXXO0 only red after even, only black after odd

. 1. william Wwallace
2, Arthur Hallam
3. Roy Orbison
4. Richard Rogers
5. Edward Lear
6. Laurence Olivier
7. Lech walesa (1983: note initials)

b. (U) WNEW PUZZLES

(U) The following are puzzles that I pulled (with the author's
permission) off the outside web. If you have outside internet access,

Page 6 of 7
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you may want to vigit the author's site at:
http: //www.webcon.com/~clong/welcome . html

You are on your honor to Bubmit your own solutions, and not those you
four! on the web! Submit answers to either or both puzzles.

Puzzle #l: Birthday Ununiqueness (U}

1 was gitting around with my friend Waldo and hig grandfather Mortimer
last week, and the topic of birthday surprises came up. Mortimer
mentioned that one of the greatest surprises that he has had involved
his grandfather, who happens to have the same birthday that Mortimer
has. One year the family was celebrating this double birthday, and
during the events Mortimer proudly mentioned to his grandfather that
not only had he just turned ms old aB the last two digits of the year
he was born in, but he was also a prime number of years old, and each
of the two digits making up his age was also a prime. Mortimer was
tloored when the older man thought for a second, turned to him, and
said that the same thing had just happened to him! What year 4id this
occur, and how old had Mortimer end his grandfather just turned?

Puzzle #2: Fast Answer (U}

I was sitting around with my friend Waldo. his nephew Spike, and
Spike's friend Molly recently. I happened to have two tickets to a
new wovie in my pocket that I had just purchased, and 1 mentioned thia
and noted that there were two four-digit numbers on the tickats and
that the sum of all B digits was 25, Wwaldo asked if any digit
appeared more than twice out of the B, which I answered. Spike then
asked 1f the sum of the digits of either ticket was equal to 13, which
I answered also. Much to my surprise, Molly immediately told me what

the two numbers were. Wwhat were they?

F11222012200800000707070070000770000007000000001711202011112172111111111
llllllllllllll!llll"lllIII"II"IIIIIV‘IIIIIII"lllllllll"i"lllllll"
{v) EDITORIAL CORNER

REMINDER: Submissions for the April lssue are due by March 27th.

PLEASE NOTE: All submissions must be in ASCII format, and, with the
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than
NESA/CSSM 123-2 governs the classifications, please so indicate.

If you have any comments or suggestions, please submit them to
any member of the editorial board.
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1. {U) PERSPECTIVES IN CA - Each month this newsletter features the
perspective of a CA Senlor on a CA topic of his/her choice. This

month, however, we are pleased to feature Phorme Z. O'Fisceef, now retired
from the fifth office, reporting on the latest happening in the CA Community.

MATHEMATICS BANNED IN Z GROUP

(U) FORT MEADE, MD, 1 April 1996, - At an off-site attended by Z Group
Office level management held last week, a decision was reached to ban
the use of mathematics in Z Group. This decision was announced by the
Chief of Zz to a packed audience of Z Group employees in the Friedman
auditorium this morning. The chief said, "We have the blessing of the
Director to implement this plan as a major budget-saving initiative."
He further quoted the Director as saying "...it could be a model for
the rest of the Agency and the Federal government {the Agriculture
Department has been using this approach for years}. We are looking at
language analysis, computer science and engineering to see if a similar
plan might work in those disciplines.” After announcing that the
decision was based on the enormous savings that could be made, the
floor was opened to questions from the audience addressed to the Z
managers on the stage. What follows is a sampling of the gquestions and
answers and some observations made by individuals in Z Group who have
provided their thoughts on condition of anonymity.

(U) A thoughtful questioner wanted to know what would happen to the data
that Z normally processes. One of the Office Chiefs, after a consider-
able pause, gave a lengthy and complex answer. The consensus of those

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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who heard the reply boiled it down to the following: "We will aggregate
the letters into separate bins without counting them or detailing their
~ position.". There was a follow-up question: *what about binary data?"
"That's an easy one.", another Office Chief answered to a collective sigh
of relief from the audience. "Just aggregate the 1's and 0's.”". "Can
you count them?" rejoined the canny questioner. "No, that would be too
mathematical.”, came the reply. A squeaky voice in the back of the
auditorium asked about data that was not character- or bit-oriented.
an Office Chief responded that "...it would be unnecessary to do any
analysis or measurement on such data and therefore the operation of my
office will not be affected by this decision.". The next question had
to do with computers and their use in Z. "No problem." stated an Office
. Chief acridly. "Also there will be no change in the plan to put a CRAY
YMP on every analyst's desk. With that type of computer power, who would
need to do mathematics anyway?"

(U) In a related development, it was reported that MITAGS held an emer-
gency meeting on the decision. They reached a major conclusion that it
would be necessary to convene an off-site, but the meeting ended in con-
fusion as the attendees got bogged down over whether the off-site should
be held in Charlottesville or Berkeley Springs! Also, a senior technical
level individual was heard to mutter under his breath, that this was
merely another grandstanding display by the math community to force the
cryptanalysts out of the limelight.

(U) Continuing with the questions from the audience to Z Management, a
most logical and practical question was asked: "What will happen if
someone actually does Mathematics in 2 Group?”. The Staff Chief promptly
replied: *“The first offense will be an assignment to 2Z5. 1If you are
already in Z5, that will be punishment enough. A second offense will

land you in R5 or C6. For a third offense", she replied with a twinkle,
"the miscreant will be sent directly to La Jolla without passing through
Princeton or receiving a relocation bonus". The next quesion was "What
would happen to the Cryptomathematics Program?" An Office Chief replied,
"Nothing.", and sat down. The Chief of Z hastily amplified on this answer:
"Their tours would be the same, they just would not do any Mathematics."

A follow-up question was *"What about the math hiring program?®" The Chief
of Z, visibly rankled by this obtuse question replied: "It is obvious that
the hiring program for mathematicians must continue. How else will we be
able to achieve substantial savings in the future?" - At this point, our
anonymous observer reports that it was as if the entire management team

on the stage smiled as one, and appeared to be puffed up with their own
importance and brilliance. 1In reality, though, and they all stood up

and shouted in unison "“April Fools".

ot I P et It P Pt P P 8 8 P ot 8 8 8 P P P o o ot I o 8 b Pt P I Bt 8 vt ot 8 o o~ o ~ o~y
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2. CALENDAR (U)
Apr 3 KRYPTOKNIGHTS Roundtable, Camelot, England

Apr 10 Lambros Callimahos Birthday Celebration, -
Athena Restaurant, Pigs Brains Special

Apr 25 CA-400 Class 2000 Reunion, Hausner's Carry-Out

PLAN AHEAD (U)

[(b) (3)-P.L. 86-36]
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May 13-17 ACEventura Conference on the PET Random Number
: Generator, David Bowie Center
June 17-21 Zendian Cryptodevices Exhibit, National Cryptologic
Museum
Sept 11 KRYPTOS Talk, Bawlmor Sun Expert on Cryptology

(Friedman Auditorium, 1300)

L117710777777070777777121717777777777777177727777777777777777777127777710171477171717777
3. (U) WORD FROM THE CACP
(U) Call for Committee Volunteers

(U) The CACP announces a call for volunteers to serve on a committee toc
assess the role of psychic CA in breaking cryptologics. This is a follow-on
effort to last year's highly successful development of telepathic algorithms
for depth reading. Interested analysts should apply to R. U. Serious at
913-1313s or by e-mail to Sy .Kick @frnds.netwrk.

L117777701077107710710777070777007777707770710772172727717177701777717717777177171¢1777
4. (U) TECHNICAL HEALTH
TECH-TRACK QUALIFICATION EXAM (TTQE)
By Mike Kelly, former Z43 SLE, now retired

(U) Through extensive research by members of the Technical Track Board, it
has been determined that to select for Tech-Track membership from among the
many otherwise qualified technical personnel in this organization, a method
of determining their abilities in related fields must be established. Subse-
quently, we have contracted the National Union of Testing Systems (NUTS) to
provide a related-fields testing program for Tech-Track applicants.-

(U) A score of 95 or better is required of éach successful candidate.
Answer all questions thoroughly. You will be given three hours.

(U) 1. ECONOMICS - Develop a realistic plan for retiring the national
debt. Include provisions for the possible effects of your plan on the
wave theory of light and on the overcrowding of Citizens' Band radio
channels.

{(U) 2. ENGINEERING - The disassembled parts of a high-powered rifle will
be placed on your desk along with an instructions manual printed in
Swahili. In ten minutes a hungry Bengal tiger will be admitted to the
room. Take whatever action you feel appropriate. Be prepared to

defend your decision.

(U) 3. MEDICINE - You will be provided with a razor blade, a piece of
gauze and a half-bottle of scotch. Remove your own appendix. Do not

close the incisionr until you work has been inspected.

(U) 4. PHILOSOPHY - Sketch the development of human thought, and describe

(b) (3)-P.L. 86-36
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its significance. Compare and contrast this with other kinds of
thought. .

(U) 5. PHYSICS - Explain the nature of matter. Include in your answer an
evaluation of the possible effects of electromagnetic emanations from
commercial power lines on the reproductive health of Giant Pandas.

(U) 6. POLITICAL SCIENCE - Pick up the gray phone and start World War
IITI. Report at length on its socio-political effects, if any.

(U) 7. PUBLIC SPEAKING - 150 riot-crazed members of an unidentified
aboriginal tribe will be turned loose in the classroom. Calm them.
You may use any ancient languge except Greek and Latin. '

(U) 8. RELIGION - Trace the history of all religions from their earliest
origins to the present day. Prove which is best in a manner which will
convince all other religions.

(U) 9. SOCIOLOGY - Estimate the sociological problems which might
accompany the end of the world. Contrive and conduct an experiment to
test your hypothesis. ’

{(U) 10. UNIVERSAL KNOWLEDGE - Describe everything you know in detail. Be
objective and specific.

(U) 11. EXTRA CREDIT - Define the Universe; give three examples.

LIITLITT1707077070770777707077170077777070077707777077777077777717777777170771777777
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5. COMMUNITY SERVICE

a. SECOND PARTY CA TRAININf‘ MONGOLIA ‘H\SQ By| J
[T9€ One of the most'lnterestlng three-weeks of my NSA career has

been my recent Mbngolaan TDY to teach 1ntroductory CA courses. Despite
the untimely loss of ‘the presumably late r | the trip was

an unqualified success, improving the relationship between NSA and an
important Second Pakty partner.

TTs-GCQ) As you nMay know, GKHQ (Genghis Khan Headquarters) replaced
GCHQ as a second party recently, due to "Mad Cryppie Syndrome" caused
by the British betef offered at Wood dining facilities (one analyst,

| | was found riding the freight elevator for four days
muttering about unsolved Austro-Hungarian ciphers he apparently worked (B) (1) ceae
as an intern. He was given a face-saving retirement last week). In (o) (3)-F.L- 86~

exchange for the cafeteria receiving monthly shipments of. Mongoliah "yak +

meat, NSA agreed to provi cryptanalytic éxpertise against
) This resulted in my training TDY,

accompanied by|

TS™66Q) GKHQ is a rather primitive facility, being a colIecthn of five
yurts located a mere 20-minute horse ride from booming downtown Ulah® . .

Bator. Perched on a high, treeless plain, there were no security
fences, and a herd of oxen served as a classified waste disposal system

{b) {(3)-P.L. 86-36

(interns monitored the herds output in case of incomplete .
destruction). Except for the initial beating we received because-they
thought we were Russian, the Mongolians proved to be excellent hosts,

.
.
.
.
.
.
.
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giving us unexpectedly full tours of all five yurts, including the
director's, which had the nicest grass.

VYHEKH~ The Mongolian students were hard workers, and were proud of
their agency. They enthusiastically demonstrated their new CA LAN,
which consisted of seven abacuses hooked to a large 10-by-20-foot
abacus, with ceramic beads. "We can figure out problems on our local
machine, or logon to the big mainframe for large number-crunching
problems.®" A burly, unshaven man named Ugh operated the mainframe.
Obviously highly paid, he offered to purchase for a tempting
price. Only when she promised to buy us dinnetr dﬂ::::l;nd I refuse.

All went well until our farewell dinner, a splendid repast of
broiled yak, basted marmot lungs, camel cheese and a myriad of
undefined vegetables, served with an unchecked flow of Mongclian
vodka. Despite our cryptanalytic background, we negotiated the social

niceties flawlessly until lmentionad how proud -he-was:bo: learm = =+ + s v« o =

that the Washington Post had recently selected Genghis Khan as Man of
the Millennium.
*I think that's a bit premature,'l suggested, remarking that
five years still remain until the mi
December 2000, and that, be51des, *Prince Henry the Nav1gator et

deserves the award." e -

. ®
v " -t L
. .
= * -

(U) wWith that, the back flap of rhe yurt opened up, a110w1qg.two

tent and snatch from his meal, spitting sheeg'eYes as he .t

lightning-footed steegs.carrylng wild-eyed Huns to racq-through the .

.
» %

(U) We were still chuckling about pqqr1;j::]at the airport the next
morning, until the realization get:in, along with our hangove;s, that
he was not going to make the flight. However, we still had,a wonderful

trip, and decided not , to* worry too much aboutl [ especially

since the Mongo}ianb'had unexpectedly provided us with a crate of
special meat *to present to the cafeteria as a gift from their
presidert’. "It will taste like nothing you have ever had before," Mr.
said. "

(U) As an epilogue, the meat was served last week as part of Wood
Dining's Tour of Asia, and was a big hit, tasting vaguely like chicken
in the Mongolian Barbeque. .

Page 5 of 8
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b. Z PERSONNEL NEEDED FOR OLYMPIC WORK T®8C) By‘

{™MsC) 1In light of NSA being named the Official SIGINT Organization of -

the United States Olympic Team, cryptanalysts, cryptomathematicians,
collection managers and computer scientists are being recruited
throughout Z to participate in the Agency's Olympic Effort. According
to| } and Olympic Task Force Leader, this will
be a golden opportunity for: Agendy'employees to excel. "For years, we
attacked the Soviet problem, but never actually had.to, flght a war
against them, so our effort was wasted. But we KNOW we will *hava ro,
oppose the Brazilian basketball team. For once, we can do somethlng
that matters." .

5HKQ NSA won "Official" status in-a tight competition with SIGINT .
organizations from Japan and Mexico, whose cheap labor and offe;c- £o
take Texas back made it a favorite choice of President Cllgton s
campaign advisors ("Bill, we're not going to win those electoral votes

.
PR
.
.
.

"Trd-(€) (q)

9¢-98

(b} {3)-P.L.
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anyway, " one was overheard saying.) In the end, however, it was 2's
cryptanalytic capabilities and the anti-Castro lobby that made the
difference: no one else would task as many collection resources
against the Cuban third base coach.

PTSCL The biggest CA effort will obviously be in baseball, where Team

Chief [ |expects to have five cryppies, two data flow and one

system administrator working each game the US plays, and three CA

personnel scouting future opponents' * 'We ghould be able to predict

every bunt, steal, and split-finger fastball before.- it, happens,

said, "this should make the game much easier on our players whe aren’'t * -,

that bright to begin with. Can you believe thay can't even solve a e “-2-“_"

single transposition?*

8C) Another big push will be on the drug testing target, where[:::::l
will lead a team of password guessers, trylnq to break 1nto __:'_;:-'3u_“
the I0C's. computers.” " "we'can’ change the test "Fesults of all the
Chinese swimmers to positive, really giving a boost to our women's

team," [ |notes. "We can also find out what drugs are not being
detected, and encourdge dutr dthlétes to-take them.” - Asked.if.he had , \ i v v v s v ..

“Trd- () (@)

9€-98

any ethical problems with such endeavors,[:::::Ireplied, *Me?" R

.
- . *

(®8C) Asked how much this would cost, budget analyst L .
said, "Tons, especially if you count the toilet I, just ‘busted."” So ) .
what does NSA get in return? "well, as pfﬁlcial sponsors, we think

that the intelligence communit wlli‘be more interested in our .
product,* a laid- back[:::::::igplned "and I'll get to ride in that .
cool NSA/Hertz-Rent-a-Car blimp." ) .

[Fo¥es. For those interested in joining this task force, contact the
following people: . .

Baseball
Basketball
Volleyball
Synchro. Swimming
Soccer

Boxing

Cycling
Wrestling
Gymnastics

Drugs

llllllllIlllﬂHﬂIlnllllllllll"lIlﬂllllIllIllllﬂllllllllﬂI|IIIIIIIII.IH'IIII"IllllllllIIII"HIIHIIIIIHIHIIIIIW
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7. (U) PROBLEMS AND PUZZLES
a. CRYPTO-TALK (U)

(U) Brush up on your cryptanalytic terminology by finding 52 terms of modern
cryptanalysis. The terms read in a direction. Score two points.

L2 AR TR R EZ SRS R SRR R E
*additiveaaaaaaaaaaNihilist*
*ADFGVXbbbbbbbbbbnonliteral*
*Baconiancipherconepartcode*
*BCDdddddddddddddddopencode*
*CAeeeeeceeeeeeceeceeeepadding* (b) (3)-P.L. 86-36
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*cryptanalysisffperiodicity*
*deciphermentgggggggasignal *
*decodehhhhhhhhquantization®*
*enciphermentiiradioprinter*
*FibonaccikkkkkkkkkkkkkkSCE*
*£f1lat1111111111111111SIGINT*
*garbl emmmmmmmmmmmrammmnmTA *
*Gronsfeldnnnteletypewriter*
*Hagelinooooooundulatortape*
*hi tpppppPPPPPPPPPUniliteral *
*ICqqagqaqggggVernamaddition*
*intervalrrrrrrrrrrVigenere*
*jargonsssssssssssswhitebox*
*juniorwheeltttttttttttword*
*kappaplainuuuuuuuuuuuuuuux*
*kapparandomvvvvvvvvvvvxiIC*
*LatinsquarewwwwwwwwwiwwwYOU*
*1lowgradexxxYOUWENTTHISFAR?*
*masterdecoderyyyyyyyZendia*

*messagezzzzzzzzzzzzzz22zZ0*
Frhkhkdhkhkhbkhkdkhhkdrhbkhkhbkrrdhdkdohdhd

Page 7 of 8

H’lll"ll.lllllll!lll'l'lﬁl!llﬂﬂlllll‘Illllllllllllll"'I"IIIIHI.-IIIIIIIIIIIIIIIIIHIIIIIIIII.H'IIIIHll'll

LI011177177707707177711777770077777717777777777717177717112771177717117711111717
FAARFRA R RS R AR R RRERR R R B H BB R R A SRR R R R R R BH R R B R A 84

(U)

REMINDER:

PLEASE NOTE:
implementation of E.O. 12958, MUST BE PORTION MARKED.
NSA/CSSM 123-2 governs the classifications, please so indicate.

EDITORIAL CORNER

If you have any comments or suggestions, please submit them to
any member of the Editorial Board.

(Fosq)

EDITORIAL BOARD

Submissions for the APRIL FOOLS 1997 Issue.are-due by 1 March 1997.

All submissions must be in ASCII format, and, with the
If other than

Jack Ingram, Cryptologic History Museum, | |

(b) (3)-P.L. 86-36
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1. T®\. PERSPECTIVES IN CA - Each month this newsletter features the
perspective of a CA Senior on a CA topic of his/her choice. This

month we are pleased to feature] [(formerly Chlef Z3) now
a cryptanalyst working on | oo ROt ST Sy

~FelQ) After spending about 10 years on a diversity tour in manage-
ment, I have returned to the technical workplace to find some changes.

«.
Some are good, some are not. Some were to be expected, others were
surprising.

Trosa). One of the first things to hit me is the increased capability ’
and complexity of the computing environment. When I left, the CRAY-I *
was just coming in and I was amazed that a user could get hundreds of *
thousands of words of memory. There was no computer networking. !
There was no capability to plot waveforms or listen to a speech file = -
on your own terminal. And, alas, there was no XBIT. One of the first.®
things I did after getting access to a computer was compile a FORTRAN'
program with an array dimensioned to one billion words. The numbeg'of
‘computers we have at our disposal and with the enormous storage capac-

ity and compute power is staggering! (and I haven't yet used more’ than
one processor at a time.) )

-
.

(®®86) While the UNIX world is complex, my entry into it was easier
than I expected. This was facilitated by a lot of help fram our
excellent core of system administrators and many friends yho were very
generous with their time and patience. I have been surprlsed at how
dispersed the expertise is. You have to make a lot of phone calls to
find someone who is knowledgeable about things I would think everyone
would want to know. While I tried to spread the burden among a number
of people (one doesn't want to appear too stupid) invariably some

Approved for Release by NSA on 09-28-2023, FOIA Case # 61704
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people pulled double duty.

{™™8Q) Another observation on the current situation is that there
seem to be more distractions than before. I believe that crypt-
analysis requires single-minded, deep focus. The large number of
conferences, technical meetings, meeting meetings, technical talks,
award ceremonies, town meetings, team meetings, TTRP meetings, ...
makes that commitment more difficult than I remember it being.

{MeUQ) The current problem set is certainly richer than I can ever
remember. The problem I am currently working is so dynamic and
exciting, I can't get enough time to do everything I should. 1In
addition to that, I am aware of several problems in other areas that
I would liove to work on~--if only there was time.

™S} The one area that really needs some improvement is our ability
to store and quickly access large data files. While many people have
been working on this, we still have great room for improvement. We
have great difficulty dealing with 1970's technology (signals running

(b) (1)
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

hﬂxxu While on my management tour, I had the perception that there
was a disproportional amount of whining by the technical work force.
I couldn't understand this because I believed that their work had a
minimum number of negative aspects and a maximum of rewarding
aspects. My recent change of jobs has only reinforced that view.

GHNKU Great problems, great computer access, terrific people to
work with-- What a great time to be alive!

LITTLTITLLLIII0 0000000000000 00 00000 7001000000110070771117707111711111177

2. CALENDAR (U)

Apr 3 Z Technical Health Awards Ceremony

Apr 10 S&ES Sixth Annual Luncheon, (Canine Suite, 1100)

Apr 25 "GNI - The Attack has Begqun", (Friedman Auditorium,
0800-1600)

PLAN AHEAD (U)

May 13-17 ACE 1996 at CCS in Bowie, Maryland

May 21-22 CA PQE
[(®) (3)-P.L. 86-36

.
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May 28 CA-305 Begins
May 30 MATHFEST '96 and CMI Banquet

June 18 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman Auditorium, 1300)

June 18 Science & Engineering Society, June Symposium,
(R&E, 1300)

Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman Auditorium, 1300)

Fall? CONSCRYPT '96, at DSD

Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced)

(Friedman Auditorium, 1300)

////////////////////////////////////////////////////////////////////////
3. (PeUQ) Woxrd from the CACP.

a. {PeuQ) PQOE Reglstratlon

(PO¥63 Registration for the Professional Qualification Examination (PQE)
is now in progress at the CACP office. Review sessions will be held '
during the month of April - and the PQE will be given May 21 - 22.

b. (M8YQ) CA-305, Cryptanalysis: Contemporary Issues, Announcement

(®eUQ) The annual offering of CA-305 will be held May 28 - June 5. This
annual symposium will take place in Friedman Auditorium and.several
Ft. Meade conference rooms.

(Fre8Q) The symposium is designed to bring cryptanalysts, crypto-
mathematicians, computer scientists, engineers, signals analysts and
other interested persons up to date on the status and trends in the
current practice of cryptanalysis. The symposium will be presented as
a number of individual lectures by competent authorities on a variety
of cryptanalytic and related subjects with questions and discussions by
the participating students.

11177777107177171077770770777077777777777770477777771777772077777777777/7777177777
4. (U) COMMUNITY SERVICE
a. [FPOBQl Science & Engineering Society News

(PeUQ) The sixth S&ES Luncheon will be held on Wednesday April 10, 1996
at 11 A.M. in the Canine suite. Our speaker this year will be Dr. Robert
Hermann who will give us his "Thoughts on the Future of Intelligence"

#8863 Dr. Hermann will be remembered by some of us old timers as the
"founder® of W group, a former DDR and Director of NRO. He is
currently a member of the President's Foreign Intelligence Advisory
Board (PFIAB), the DOD Science Board and the Aspin/Brown commission.

. J(b) (3)-P.L. 86-36
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(MrOVUQ) He is a futurist. The scientist depicted in the white smock on
the mural at the entrance to OPS 2B is Bob Hermann. Few other

people in the country have Dr. Hermann's insight into the future of the
intelligence community.

(TOBO). He is very opinionated and tells it *like it is". He will be a
very interesting speaker.

¢#e¥e) For the sports fan, he was a pitcher on the Iowa State University
baseball team which we believe won the national championship.

20UQ). Stay tuned for further details from the S&ES Luncheon '96

committee:[ _]co—chairs.
) “rrssasesaaas (D) (3)-P.L. 86-36

(POEOY)- . S&ES members will be given priority on ticket sales.

{PeE6y. DR. HERMANN'S BIOGRAPHY:

(PSLQ) Dr. Robert J. Hermann was elected Senior Vice President, Science
and Technology at United Technologies Corporation in July 1992. 1In this
position, Dr. Hermann is responsible for assuring the development of the
company's technical resources and the full exploitation of science and
technology by the corporation. He also has responsibility for the United
Technologies Research Center.

Trewey Dr. Hermann joined the company in 1982 as Vice -President, Systems
Technology in the Electronics sector and later served in a series of
assignments in the Defense and Space Systems groups prior to being

named Vice President, Science and Technology at United Technologies
Corporation in March 1987.

(FOWQ), Dr. Hermann served 20 years with the National Security Agency with
assignments in research and development, operations and NATO. In 1977,
he was appointed principal Deputy Assistant Secretary of Defense for

s Communications, Command, Control and Intelligence. In 1979, he was
named Assistant Secretary of the Air Force for research, development
and logistics and in parallel was Director of the National
Reconnaissance Office. In 1981, he was named special assistant for
intelligence to the Under Secretary of Defense for Research and
Engineering.

(PSUQ) He received B.S., M.S. and Ph.D. degrees in electrical engineering
from Iowa State University.

¢"e¥63 Dr. Hermann is a member of the President's Foreign Intelligence
Advisory Board; the Defense Science Board; the National Academy of
Engineering; the Visiting Committee on Advanced Technology of the
National Institute of Standards and Technology; the National Research
Council Commission on Physical Sciences, Mathematics and Applications;
and the National Society of Professional Engineers Industry Advisory
Group. He is a member of the Board of Directors for Draper
Laboratories, and the American National Standards Institute; Board of
Trustees for the Hartford Graduate Center. '

b. (FOUey Signals Analysis Association Presentation Announced

l

*Some Preliminary Results from the

{b) (3})-P.L. 86-36
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Spring '96 MiniSCAMP on the Internet TrOuQ)"

Wednesday, April 3rd 1996
starts 9:15 a.m.
Friedman Auditorium

The presentation is CLASSIFIED.
All green, gold and black badged personnel are invited to attend.

T*OSQ) ABOUT THE PRESENTATION AND SPEAKER:

0) This talk will present some preliminary results and some
lessons learned from the Spring '96 MiniSCAMP on the Internet that was
held from 12 Feb 96 to 22 March 96 at IDA/CCS in-Bowie MD. MiniSCAMPs
are working conferences aimed at producing results on important Agency
problems. The purpose of this MiniSCAMP was to develop techniques to
examine and work with large sets of data containing computer
communications. The large data set that was chosen was approximately

10 Gbytes of data from a day in the life of the Internet. The (b) (3)~P.L. 86-36
MiniSCAMP also served as a tool to educate a number of people that had (b) (&)

no previous experience with computer ﬂétworking. Thirty-five people

from across the Agency and GCHQ participated. .
lllllIHHHIIHI.-IIIIIIIIIIIIIIIIIllll»llIIIIlllll.l“lllIIIIIIIIIIIIIIIIIIIIIII

c. () Crypto-Linguistic Association (CLA) Call for Nominations

(Fo¥8) The Crypto-Linguistic Association (CLA) is accepting neminations
for the Sydney Jaffee and Capt. Rochefort Awards. These awards are made

to two outstanding linguists each year, one civilian and one military.

The civilian linguist's award is the Sydney Jaffe Award. The military
linguist's award is the Capt. Rochefort Award. Candidates may be nominated
by any three members of the cryptologic community, by the chairman of the
Language Career Panel, or by any supervisor at division (or equivalent) or
above. Persons in the Service Cryptologic Element organizations outside of
NSA may also be nominated at the operations office level (or equivalent) or
above.

{Fowes Nominations must be in writing. In addition to the name, grade or
rank, and organization of the candidate, a write-up of approximately 2 to 4
typed pages is required, detailing the candidate's accomplishments in the
language field and specifying how the individual contributed to the
cryptologic community's mission. For details, see the official announcement
dated 7 February 1996.

All nomlnatlons must be submitted by 12 April 1996 to:

Chairman, CLA Jaffe/Rochefort Award Committee
ATTN: | |

National Security Agency  °

Fort George G. Meade, MD 20755 6000

-

Questions about the nomination process'should be directed to[:::::]

[ 4} P e s e a e e s

(b) (3)-P.L. 86-36
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5. TECHNICAL HEALTH
a. (FosQy

The Z Technical Health Award was formally established by
Chief, Z in December, 1995 (see Z Regulation No. 30-2) "to recognize
Agency personnel who have made outstanding contributions to the tech-
nical health of Z*. These prestigious cash awards, ranging in size
up to the maximum of an SPCA, are granted semi-annually to individuals

and teams for special acts or accomplishments above and beyond the
recipients' regular duties.

{To¥e\. Nine recipients of Z Technical Health Awards for the 2nd Qtr
FY-96 were recognized by Chief, Z in a special awards ceremony on
3 April. Names of seven of the nine awardees are:-

(b) (3)-P.L. 86-36

(Fove). The Z Group Technical Career Advisory Board (TCAB), Z's tech-
nical track oversight body, is the deliberative body for the Award
and is responsible for forwarding a list of its recommendations to
Chief, Z for action. Nominations for this award may be generated by
individuals within Z, by Z technical health entities, such as the
various Office Technical Health Boards (OTHB), the Technical Track
Review Panels, or the TCAB itself.

. b. (FOweN. THE RSA PUBLIC KEY CRYPTOSYSTEM

(b) (3)~P.L. 86-36

Section 1l: Introduction

TFe8Q) There are two general categories of cryptographic devices:
*secret-key" and "public-key". Secret-key devices require that both
the sender and receiver agree on a "key" or cryptovariable (CV)
before secure communications can be initiated. . The security of a
secret-key system is the CV. If communication is to be secure, then
the CV must remain a secret between the sender and receiver.

re8Q) A familiar example of a secret-key system is the Data Encryption
Standard (DES). In DES, the same method (algorithm) and CV are used for
both encryption of plain text, and decryption of messages. The security
of DES lies entirely in the 56-bit V.

{b) (3)-P.L. 86-36

“
_ ————— + +o———=y Original
- -
L4
-
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Plain text --> | DES | --> Cipher -//////--> | DES | --> Plain text
: pm———— + ~ R +
A I A
I spy |
56-bit CV Same
56-bit CV

{Pose), Figure 1: DES, A secret-key system.

{PeUQ) Benjamin Franklin is believed to have said that "Three can keep
a secret if two of them are dead." Using a secret-key system requires
that the sender, receiver, and the courier who facilitates the exchange
of cryptovariables, keep their mouths shut. Clearly the sender and
receiver want secure communication. The underpaid courier, however,
might accept a bribe or otherwise be convinced to disclose the crypto-
variable, rendering the boss' communications open to eavesdroppers.
Public~key systems take the courier out of the loop.

(Po6UQ). In a public-key system, the keys used for encryption are differ-

ent from those used for decryption. Furthermore, it is very difficult or
(ideally) impossible to recover decryption keys given only encryption

keys. These systems are called public-key because the encryption key can be
made public. The corresponding decryption key, however, is kept secret.

(PeE6) Each positive integer can be classified as being either prime or
composite. .

A prime number is an integer greater than 1 that cannot
be evenly divided by any positive integer except itself
or 1. An integer greater than 1 that is not prime is
called a composite number.

The first few prime numbers are 2, 3, 5, 7, 11, 13, and 17. Are these
all of them? No! There are infinitely many prime numbers. Further,
every composite number can be written uniquely {(up to the ordering of
the factors) as a product of prime numbers.

(Fo¥Q) Given two numbers, a and b, the greatest common divisor, or "gcd*
of a and b, is the largest positive number that evenly divides both a
and b. If the largest number that evenly divides both a and b is

the number 1, then we call a and b "relatively prime" numbers.

("8UQ) We say that two numbers are of the same "parity®" if they are
both even or both odd. For example, the numbers 2 and 4 have the

same parity while 2 and 5 do not. An algorithm to determine if two
numbers have the same parity is to subtract one from the other; if the
result is even then the numbers have like parity; if the answer is odd
they do not. Formally we could write: :

the numbers a and b have the same parity if and
only if we can write the difference (a - b) as
some multiple of 2. (b) (3)-P.L. 86-36

9/23/2010
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We can easily generalize this notion to what is called "congruence
modulo (mod) n" where.n is some number larger than 1:

the numbers a and b are congruent modulo n if
and only if we can write the difference (a - b)
as some multiple of n.

In this article, we will denote the statement "a is congruent to b
modulo n" as

a == Db (mod n) ..
For example:

23 == 2 (mod 7)

because we can write the difference (23 - 2) as
(23 ~2) =21 = (3 *7).a
Another example is
‘ 37 == 2 (mod 7)
because

(37 -2) =35=(5*17).

{FO¥Q) In fact, a number is congruent mod n to every other number whose
distance away on the number line is a multiple of n. When the number a
is divided by n, the remainder r is congruent to a modulo n. This is
true because (using long division) we can write: )

a = (quotient * n) + r

which shows that (a - r) is a multiple of n. Since the remainder
is always larger than or equal to 0 and less than n, it is called the
""least nonnegative residue of n."

{POY8> The RSA system is named after R. Rivest, A. Shamir, and L. Adleman.
RSA depends on the assumption that it is easy to find large prime numbers
(integers greater than 1 that cannot be evenly divided by any positive
integers except itself and 1), but if they are multiplied together it is
very hard to retrieve the prime factors given only the product. 1In
practice, the prime numbers involved here are at least 256-bits long.
Even with much smaller numbers we can see that the problem of recovering
factors is harder than finding primes. For example, it is not too hard
to show that 113 and 11,831 are prime, however if you're given the number
1,336,903 to factor, it's not immediately clear how you would figure out
that 1,226,903 = 11,831 * 113.

{(b) (3)-P.L. 86-3¢
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TreuQ) Typical messages in the RSA system are cryptovariables for
secret-key systems like DES. Before someone can use the RSA system,
they must generate a "key pair". Each user finds two large prime
numbers p and q, and a number E that is relatively prime to the product
Z=(p-1) * (gq- 1); i.e., E has no common factors with either (p - 1)
or (g - 1). The user now makes the following pieces of information
public: the number E, and the product N = p * q.

Public Key: (E, N).

The user now finds a number D that makes the following congruence
true

(E * D) ==1 (mod 2).

This is very easily done by computing gcd(E,Z) with the extended
Euclidean algorithm. Finally, the user destroys the numbers p, q,
and Z and stores the number D in a safe place.
Secret ‘Key: (D, N).

{Fowes-Bob wants to use the RSA system. Bob selects the two primes

p = 113 and q = 227
(Note, we are using small primes here for instructional purposes.)
Multiplying p and q together we have

N=P*qg-= 113 * 227 = 25651
and
Z=(p-~-1) * (q-1) =112 * 226 = 25312.

Bob now picks E = 3 and checks that it is relatively prime to Z = 25312.
Finally, Bob solves the equation

(3 *D) == 1 (mod 25312)
for D and finds that D = 16875; i.e,
(3 * 16875 ) - 1= (2 * 25312 ).

Bob's key generation is complete. Bob destroys p, q, and Z, publishes .

Bob's Public Key: (E, N) {3, 25651)

and stores his secret key

(16875, 25651)

Bob's Secret Key: (D, N)

in a safe place.

(U) Say Alice, another user of the RSA system, wants to send an -
encrypted 56-bit DES cryptovariable M to Bob. Alice looks up Bob's public
key (E,N), raises the message M to the E-th power and sends the least
nonnegative residue (remainder) modulo N

(b) (3)-P.L. 86-36
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to Bob.

E
C=M (mod N)

compute

3
5150 (mod 25651) == 18228

and send the cipher message C = 18228 to Bob.

(U) Bob uses his secret key (D,N) to decrypt cipher

to the original plain text.

16875

- 18228 {mod 25651) == 5150

Suppose the DES cryptovariable was M = 5150.

Page 10 of 14

Then, Alice would

This works because of a mathematical

theorem from the 1600s called "Fermat's Little Theorem" that states:

If p is a prime number then for any number a,

P .
a == a (mod p).

(b) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

T
.

Cc.

(U)

(U) CRYPTOLOGIC ALMANAC
More on the Bombe

The Cryptologic Almanac announcement that the

.

(b) {3)-P.L.

86-36
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World War 1I cryptanalytic Bombe had returned to the
National Cryptologic Museum has sparked interest in

how this piece of equipment got its name. Correspondents
on ENLIGHTEN have quoted the most popular theories on
this, but the truth is--nobody knows for sure.

(U) Among the items of lore passed down from our
cryptologic forefathers and foremothers was that the
- Bombe got its name because it ticked like a time bomb
when it ran. The problem is that there is no definite
source for this story; it's just one of those things
"everybody knows." Never having heard one, I wonder
what a time bomb sounds like and how "everybody knows®
that, too. (bon't bother sending me one--I'm not THAT
curious about the sound!)

(U) David Kahn, in his excellent book _Seizing the
Enigma_, says that members of the Polish Cipher Bureau,
who originated the concepts for the processing machine,
gave it this nickname because they came up with some of
the ideas while enjoying a frozen "bombe," a popular
dessert.

(U) Last week, one of the truly great figures of
scientific intelligence in World War II visited the
National Cryptologic Museum. This was R.V. Jones,
author of _The Wizard War_. While viewing the museum's
exhibits, he mentioned he had worked with the famous
mathematician Allen Turing on the Bombe design. I asked
him if he knew how the Bombe got its name. He gave me
an immediate and accurate answer--he said he didn't know.

(U) I suspect that the designation "bombe" was simply
a covername. They had to call it something, and "bombe"
had a military sound to it. '

(U) However the name arose, everyone is invited to come
and see the Bombe on display in the National Cryptologic
Museum. Museum hours are 0900-1500 on weekdays and
1000-1400 on Saturdays. (The museum will have special
hours for NSA's Family Day, but more about that in a
future Cryptologic Almanac.)

_Trowes [David A. Hatch, Diregtrr, Center for Cryptologic History, (b) (3)-P.L. 86-36

JI11110000701000007070010701000707701070701701070770107017171111111111117717

. (b) (1)
6. (U) PUZZLES and PROBLEMS (b) (3)-50 USC 3024 (i)
: (b) (3)~P.L. 86-36
a. (MeQ) Problem of the Month . .

(b) (3)-P.L. 86-36
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(b) (1)
(b) (3)-50 USC 3024 (i)
(b) {3)-P.L. B6-36

b. (U) LAST MONTH'S PUZZLES
Puzzle #1: Birthday Ununiqueness

(U) I was sitting around with my friend Waldo and his grandfather
Mortimer last week, and the topic of birthday surprises came up.
Mortimer mentioned that one of the greatest surprises that he has had
involved his grandfather, who happens to have the same birthday that
Mortimer has. One year the family was celebrating this double birthday,
and during the events Mortimer proudly mentioned to his grandfather
that not only had he just turned as old as the last two digits of the
year he was born in, but he was also a prime number of years old, and
each of the two digits making up his age was also a prime. Mortimer
was floored when the older man thought for a second, turned to him, and
said that the same thing had just happened to him! What year did this
occur, and how old had Mortimer and his grandfather just turned?

Answer:

(U) 1It's clear that Mortimer had to have been born in the 1900s, and
his grandfather in the 1800s. If Mortimer was born in 1900+x and his
grandfather in 1800+y, then 1900+2x=1800+2y (the year this happened),
and so y=x+50. Now any odd prime number plus an odd number must be
even and greater than 2, and so not a prime, hence Mortimer must have
been 20-something. But 25 and 27 are not prime, so Mortimer must have
been 23, and so his grandfather was 73 (which is indeed also prime).
It follows the year was 1900+2*23=1946.

{FO80)=~ “Correct answers were received from: s essansf(b)(3)-P.L. 86-36|

Puzzle #2: Fast Answer

(U) I was sitting around with my friend Waldo, his nephew Spike, and
Spike's friend Molly recently. I happened to have two tickets to a
new movie in my pocket that I had just purchased, and I mentioned this
and noted that there were two four-digit numbers on the tickets and
that the sum of all 8 digits was 25. Waldo asked if any digit
appeared more than twice out of the 8, which I answered. Spike then

{(o) (3)-P.L. 86-3¢
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asked if the sum of the digits of either ticket was equal to 13, which
I answered also. Much to my surprise, Molly immediately told me what
the two numbers were. What were they?

Answer:

(U) what Molly realized was that the tickets were consecutively
numbered. If the tickets were numbered abcd and abc(d+l)and my answer
to Spike's question had been yes, the only conclusion, Molly could have
reached would have been that a+b+c+d=12, and regardless of my answer to
Waldo's question, there would not have been a unique solution. So my
answer to Spike's question must have been no, and it follows that the
tickets could not have been numbered in this manner. If the numbers
were abc9 and ab(c+1)0, we'd have 2a+2b+2c+10=25, and so 2({a+b+c)=15,
which is impossible. If the numbers were ab99 and a(b+1)00, we'd have
2a+2b+19=25 or a+b=3, leading to the four possibilities 0399 and 0400,
1299 and 1300, 2199 and 2200, 3099 and 3100. Of these three of them
would have had me answer "yes" to Waldo's question, and only the pair
1299 and 1300 would have had me answer "no". It follows that these -
were my ticket numbers.

(FO8Q), Correct answers were received from:
II.I|IHHIIHll""'l'l'nlll-.H“HﬂllllllllluﬂlllllHII.H.I"I"H"I'I""HIIIII'"""-.."""HII.II;i'
c. (U) NEW PUZZLES e

.

an "
«ws " »

(U) April puzzle. Answer.either 6f both. Send answers to [::::::I

(U) Puzzle #1: Cheese and Fleas

(U) waldo, Basil, Molly, two wedges of cheddar, two wedges of mozza-
rella, and Rufus the dog are going to the annual Cucumberland cheese
competition and dog show. Waldo's little sports car can only seat two
objects at a time; Waldo, Basil, and Molly can drive the car. If
Waldo is not around, Basil will eat the cheddar. If Basil is not
around, Waldo will eat the mozzarella. If Molly is not around, Rufus
will eat the cheese and bite Waldo and Basil. Can they all get to
Cucumberland without anything bad happening? If so, what's the small-
est number of trips needed, and who and/or what goes in each trip
(each way counts as one trip)? (Please note, each wedge of cheese
counts as 1 object.)

(U) Puzzle 2: Rumor Mill

(U) waldeo is having a party and has 50 guests, among whom is his
brother Basil. (Waldo is not counted as one of the 50 guests.) Basil
starts a rumor about Waldo; a person hearing this rumor for the first
time will then tell another person, chosen uniformly at random, the
rumor, with the exceptions that no one will tell the rumor to Waldo or
to the person they heard it from. If a person who already knows the
rumor hears it again, they will not tell it again. What is the proba-
bility that everyone, except Waldo, will hear the rumor before it stops
propagating?

[(0) (3)-P.L. 86-36]

P
.

L)
-

Page 13 of 14

I(b) (3)~P.L.

86-36|

[

9/23/2010




- April 1996 TALES OF THE KRYPT
Doc ID: 6823803

Page 14 of 14

////////////////////////////////////////////////////////////////////////
FERRREARARRRRERRRR BB A RRR BRI AR RB R R BB RR AR AR R B BB R R R H AR B R R SRR B R H RS

(U) EDITORIAL CORNER

REMINDER: Submissions for the May issue are due by April 25th.
PLEASE NOTE: All submissions must be in ASCII format, and, with the
implementation of E.O. 12958, MUST BE PORTION MARKED. If other than

NSA/CSSM 123-2 governs the classifications, please so indicate.

1f you have any comments or suggestions, please submit them to
any member of the editorial board.

TPEUQ) EDITORIAL BOARD

Jack Ingram, Cryptologic History Museum,| | ¢

) (3)-P.L.

86-36
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Return to Kryptos Home Page

NSA Home Page
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DECLASSIFY ON: SOURCE MARKED "OADRY
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1. T PERSPECTIVES IN CA - Each month this newsletter features the
perspective of a CA Senior on a CA topic of his/her choice. This month
we are pleased to feature

= o (b)(3)-P.L. 86~36
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PP364 Having been outside of Z Group for the past year, I thought. it
might be useful to offer an INFOSEC perspective on the state of
cryptanalysis. In the twenty plus years that I have served at the
Agency, I have on many occasions seen our community wrestle with the
question of where cryptanalysis was headed and whether its days were
numbered. We successfully weathered and, in fact, flourished under the

explosion in the commercial cipher machin
early 80's. I i

(b) (1)
{b) (3)-50 UsSC 3024 (i)
(b) (3)-P.L. 86-36
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TTSCL In the 90's we have been faced with the challenges of computer
networks and the proliferation of strong software cryptography. Though

(FSQQ) Despite my pride in what our community has accomplished in the -
past and my optimism in our ability to make the changes needed to .
tackle the difficult problems we face today, I believe that we should .
be concerned about the future. It is not so much the rapid pace of
technological advance which worries me. Rather it is a Qualitative
change that is taking place, namely the role that cryptography plays
in our society. Cryptography will soon be a commodity with impact far
beyond the traditional domain of government and classified
information. This change is the inevitable result of the spread of
information technology. Computers are gradually invading every aspect
of our lives. As a result, the security concerns that make us use
locks and keys and other physical protections will soon drive us to

. . . . . . b} (1)
demand information security devices. We will be carrying ib)B)—SOUSC3024H).
crypto-tokens and they will not only replace credit cards for

(b} (3)-P.L. 86-36
financial transactions but will affect every aspect of our daily lives

>from access to our home and office to medical services and records,
entertainment, and personal communications.

(P8UQ) We have already reached the point where important public assets-
such as the telephone system, air traffic control network, power grid, N
and banking system are highly automated. Our nation faces a major .
crisis in providing the security infrastructure required to, on the :
one hand, protect our personal affairs from criminal activity, and on.
the other, secure our public assets from more serious threats. In .
doing so, we must somehow balance the competing interests of economlq
health, personal privacy, law enforcement, and intelligence. .

TS‘GGQJ This challenge is greatl i )
factors.

(S=6CQ) We must improve our performance of the INFOSEC mission and to
do so will require us _to change our wav of doing business

{b) (1)
lKE tlie same time 1 am convinced that the two missions are

{b) (3)-P.L. 86-36
‘intrinsically linked and it would be unwise to try to accomplish them

independently. Simply producing decrypts will not assure our national

security. Fortunately NSA cryptanalysts have a tradition of moving

forward in the face of overwhelming challenges. And if WE can't

tackle the technical problems and develop the strategy to meet this
challenge, who can?

[(b) (3)-P.L. 86-3¢]
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2. (U) CALENDAR
May 2
May 9
May 13-17

May 16

May 21-22

May 28

May 30_
PLAN AHEAD

June 4

June 6

June 18

June 18

June 26

Sep 17

Nov 19

Nov 18-22

IAI Twenty-Fifth Anniversary Luncheon
S&ES Symposium (R&E Auditorium, 1000)
ACE 1996 at CCS in Bowie.

CISI General Meeting and Presentation, "Improving
Technology Insertion and Other Information

Technology Issues®, | | Chief J, and
r I(Frlequn 0930)
CA PQE . Tel s

* .

[(b) (3)-P.L. 86-36}

CA-305 Begins

MATHFEST '96 and CMI Banquet

Page 3 of 9

CLA Banquet, "Should We Hate the Media?',l

(Canine Suite, 1130-1330)

Pen and Cursor Luncheon, "Freelance Writing',l

}. .o

(Canine Suite, 1200-1400)

KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

Science & Engineering Society, June Symposium,
(R&E, 1300)

KRYPTOS Talk, Cecil Phillips, "More on the VENONA
Releases”, (Cryptologic Museum, 1000)

KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)

CONSCRYPT '96, at DSD

LILTTTT1017 7777707777770 07770777707177171177711777177777117771177711171771

3. (U) KRYPTOS SOCIETY NEWS

a. (U) Literature Contest Announcement

PTSCJ Sponsored by KRYPTOS, the professional society for cryptanalysts, the

competition is open to all personnel at NSA, to personnel on field
assignments, and to retirees (consistent with security considerations).
Papers may treat any topic in the broad category of professional
cryptanalytic literature, including:

[(b) (3)-P.L. 86-36]

9/23/2010
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attacks and techniques relating to cryptanalytic problems:;
cryptanalytic research; .

history of cryptanalysis;

other subjects relating directly to cryptana1y31s, e.g.,
target studies, cryptologic trends from the point of view of
cryptanalysis, or computer support of a cryptanalytic problem.

1]

(U) Submissions may be written specifically for the competition. They need
not be, however. Papers written between July 1, 1995 and June 30, 1996

are eligible. Entries may carry a classification of up to TSC.
Compartmented papers will be considered only in extraordinary cases.

Papers should be submitted with two cover sheets: the name(s) and
organizations(s) of the authors(s) and title on one sheet, and only the
title on the other, to facilitate impartial judging.

(U) The judges will consider the following criteria:

Is the paper an original discussion of a cryptanalytic subject?
Is the paper well written? Is the subject presented well? Can

a reader with a suitable technical background but unfamiliar with

the subject understand the paper and, by reading it, ga1n
knowledge about the subject?

Does the paper constitute an important addition to the body of
cryptanalytic literature?

(U) The judges will determine up to three winners: cash prizes of $125,
$§75, and $50 will be awarded to first, second, and third place winners.
The judges may designate papers to be worthy of honorable mention.
KRYPTOS hopes to publish some of these winning papers in Agency
professional journals.

(TO®Q) To enter, please submit four copies of your paper to

_| The deadline for entries
‘1s July 1, 1996. The competition results will be announced at the
KRYPTOS 1uncheon in October 1996. .

.
.

.
A AN ENEEEERERRNERNRERRNRNRES NN RN ERNENENENENRENRNSNNRNIENRNE CNNENEJNEJNZSNENRESESEJNREREH};]
.
-

.
-

b.  (U) VENONA Summer Presentation .

.
.

(U) The KRYPTOS Society is pleased to announce that Cecil PHillips
will give a talk in June at the NSA Cryptologic Museum on the VENONA
material. This will give us an opportunity to invite retired ‘e
employees to attend, as the talk, and exhibit currently on display, '~.

are, of course, unclassified. : . ‘

[(b) (3)-P.L. 86-3¢|
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4. (U) 'TECHENICAL HEALTH .ot . o

a. (U) S&ES Symposium Lt Lot e

) The speakers will be a team composed of | .
and [ i'rhe subject of the. team's

presentation will be: .

9/23/2010
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b. (U) CISI Presentation

. *

-

Page 5 of 9

q)

Trd-(g) (
£)(
T) (

(T)¥zZ0o€ Jsn 06~

9€-98

a)

q)

(
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NI IR N S

Trosay andl I co-chairs of
the ne és8 ishe echnology Insertion Board, will discuss plans to

improve the way technology and systems are acquired or developed into
products for broad-based use within NSA. They will relate key findings
>from a DDO/DDT-commissioned study; provide the audience with helpful
hints to increase the chance of developing an easily integrated and
broadly used product; and introduce the role of the Technology

Insertion Board in the improvement process.

(U) Following the briefing on Technology Insertion, the

speakers will

provide information on other forums established to address Information
Technology issues. A question and answer period covering all topics

addressed will conclude the presentation.

(U} The presentation is open to all cleared personnel.

For those who

cannot make the trip to the OPS campus, the presentation will be
broadcast on NEWSMAGAZINE Channel 16 and will be videotaped. Contact
the CISI secretary to borrow the tape for viewing in your office.

IllllllllllIllllIIHHllllﬂllllIl'll.llllllllllll.ﬂII."III'IIIH-ﬂllﬂﬂllllﬂllﬂlllnﬂlIlllll
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5. (U) ACTION LINE

(U) QUESTION: "How are members of Z Office-level-and-above promotion

boards chosen? How are the chairmen chosen?

(U) ANSWER (provided‘by M32)

M3Z goes out with a memo-asking for nominations from each Office to
sit on the new board. Each Office makes submissions and the list goes to
Chief of Z. He will select from the list and also selects a Chairman,

a female rep and a minority rep. Each board member serves for 2 cycles.
They must be one grade higher than the grade for which they serve. The

15 board is made up of Office Chiefs due to grade level

. Feel free to

(b) (3)-P.L. 86-36
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call M3Z at :j for additional information about the boards.

..l. .
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6. (U) CRYPTOLOGIC HISTORY T (9.1 8616

a. (U) Cryptanalysis Postage Stamp .’

(U) A 29-cent postage stamp was issued in 1992-:0 commemorate
cryptanalytic successes in WWII. The de31gn ‘tncludes a page of cipher
(PURPLE can be seen at the top), a red Qenbll, and a set of headphones.
There is a line of text at the bottept. ‘3f the stamp which reads "Allies
decipher secret enemy codes, 1942“ The stamp is part of a sheet of
ten stamps commemorat;ng varipus war-related events that took place in

1942. This sheet is *available at_ face value from the U.S. Postal
Service. will be ordering a quantity of these sheets
later thi . you are interested, send a message to him at

| ] indicating the number of sheets you want.

L1117777177777011777777777777777777777171777777077771177711717717117717777

7. (U) COMMUNITY SERVICE

(b) (6)

a. (U) CLA Banquet Announcement

(U) The Crypto-Linguistic Association is very fortundte’ to have for
its guest speaker this year:::r:ﬂl author, Washington
editor of the Atlantic Monthly, National Public Radio commentator and

Asian expert. He will speak on the topic of his latest book,
"Should We Hate the Media?"

(U) In addition, the winners of the 1995 Jaffe, Rochefort, and
Awards will be announced at the banquet. Come celebrate 31 years of
fellowship and linguistic adventure and excellence!

(U) Below is additional information about the keynote speaker:

Harvard University (B.A.), 1970

Queens College, Oxford (Rhodes Scholar, 1970-1972)
Washington Monthly Editor, 1972-1974

Texas Monthly Editor, 1974-1976 . :
Chief Speechwriter for President Jimmy Carter, 1977-1979 [(0) (3)-P.L. 86-36|
Washington Editor of the Atlantic Monthly, 1979-present

One of five finalists for Natiomal Book Critics Circles Award for ,°

general non-fiction, (National Defense), 1982 N

American Book Award in general non-fiction, (National Defense), 1983
National Commentator, National Public Radio, 1987-present *

Harvard Crimson President, 1969 B

.

.

He has written the following non-fictional works: e
The Water Lords, 1971 v .
who Runs Congress, 1972 .
National Defense, 1981 ‘ ’

More Like Us: Making America Great Again, 1989 .

Japanese Education: What Can It Teach Amerlcan-Schools, 1990
Looking at the Sun, 1994 .

9/23/2010
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| lhas just wrltten another book (and the .subject of his, ,....
Speech) -- "Breaking” the'News: How the Media Undermine American

Democracy."

(b} (6)

- Tickets ($12.95) will be on sale until 28 May and may be purchased
>from any of the members listed below:

e wassaswenl (b)(3)-P.L. 86-36

LIITHLTEE7 7000007000 770700077077077077070777777777700700710717077271117777
8. () PUZZLE CORNER
a. (U) Solutions to Previous Puzzles

Puzzle #i: Cheese and Fleas

wWaldo, Basil, Molly, two wedges of cheddar, two wedges of mozzarella,
and Rufus the dog are going to the annual Cucumberland cheese '
competition and dog show. Waldo's little sports car can only seat two
objects at a time; Waldo, Basil, and Molly can drive the car. If
Waldo is not around, Basil will eat the cheddar. 1If Basil is not
around, Waldo will eat the mozzarella. If Molly is not around, Rufus
will eat the cheese and bite Waldo and Basil. Can they all get to
Cucumberland without anything bad happening? If so, what's the
smallest number of trips needed, and who and/or what goes in each trip
(each way counts as one trip)?

Answer:

Yes, they can do it, and the smallest number of trips is 17. There are
esséntially two ways of doing this in 17 steps. One is:

Molly and Rufus; Molly; Molly and cheddar; Molly and Rufus; Waldo and
cheddar; Waldo; Basil and Waldo; Basil; Molly and Rufus; Waldo; Basil
and Waldo; Basgil; Basil and mozzarella; Molly and Rufus; Molly and
mozzarella; Molly; Molly and Rufus.

The other method is to do this in reverse. Another way of looking at
it is that we're swapping cheddar and mozzarella, Basil and Waldo,
since from the point of view of the other restrictions, this changes
nothing.

Correct answers were received from and

.
.

(b) (3)~P.L. 86-36
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Puzzle 2: Rumor Mill

Waldo is having a party and has 50 guests, among whom is his brother
Basil. Basil starts a rumor about Waldo; a person hearing this rumor
for the first time will then tell another person, chosen uniformly at
random, the rumor, with the exceptions that no one will tell the rumor

to Waldo or to the person they heard it from.
knows the rumor hears it again, they will not tell it again.

Answer:

If a person who already

What is
the probability that everyone, except Waldo, will hear the rumor before
it stops propagating?

Let person one be the initiator, and person m>1 be the m'th person to

hear the rumor.

Then the probability that person m will give the

rumor to a person who hasn't heard it yet is (48-(m-2))/48, since there
are 48 people who can hear the rumor, and of these, m-2 have already

heard it.

everyone is the product (50-2)/48 * (50 3)/48 *

equals 48!/ (4

Correct answers to problem #2 were received from[

8+48).

Thus the probability that the rumor will propagate to

* (50-49)/48, which

lllﬂlllllllllll!llllﬂllllIIIIIIIIIIHI'I‘II.II'IIHllllllflllll.llllllﬂllll'.l‘l.“l

b. (U) May Puzzles.

(U) Answer e

L

Puzzle 1l: Turophile Teaser

The Cucumberland grocery has six cheese wedges of different sizes,
16, 18, 19, 20, and 31 pounds.

weighing 15,

and only one wedge is mozzarella.
and Basil also bought cheddar, but twice as much by weight as Waldo.

(b) (3)-P.L.

86-36

.

jther -or" both'puzzles, and send solutions tor

]

Five wedges are cheddar,

Waldo bought two wedges of cheddar,

How much does the mozzarella wedge weigh?

Puzzle 2: Island Quandary

Waldo mentioned the problem they had getting to the Cucumberland fair

recently (see last month's puzzle), and Mortimer recalled a similar
occurrence from his days as a boy.
on an island wanted to cross the water using a boat that could only

it was considered improper

hold two peop

le at a time.

In those days,

It seem that three couples staying

for a woman to be with a man who was not her husband unless her husband
ent. How many trips were required?

was also pres
one trip.

Each way counts as

I11111771717770707077727707107707171070177177771117777711777777717771777177777
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9. (W

REMINDER: Submissions for the June issue are due by May 24th.

PLEASE NOTE:

EDITORIAL CORNER

(b) (3)-P.L.

86-36

All submissions must be in ASCII format, apd, with the

.
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implementation of E.O. 12958, MUST BE PORTION MARKED.

NSA/CSSM 123-2 governs the classifications, please so indicate.

If you have any comments or suggestions,
any member of the editorial board.

tFeUQ). EDITORIAL BOARD

please submit them to

If other than

Page 9 of 9

(b} {3)-P,L. 86-36
Jack Ingram, Cryptologic History Museum Z .
AERPARAARAEREERERERRRURRRERRREDRR LA LA L LR LA L LA LLLLLAAA
Return to Kryptos Home Page
NSA Home Page
B DERIVED FROM: NSAXCSSM 123-2,
DATED 3 SEP 1981
DECLASSIFY ON: SOURCE MARKED "OADRY
DATE OF SOURCE: 3 SEP 15991
c TR ErAnCT o r e
(b) (3)-P.L. 86-36
9/23/2010
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1. (W PERSPECTIVES IN CA - Each month this‘newsletter features the
perspective of a CA Senior on a CA topic «f his/her choice. This month
we are pleased to feature| | Chief z03.
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CRYPTANALYSIS FROM BOTH SIDES OF THE FENCE (U)

(U) Let me say first that I was quite surprised and flattered to be
asked to write for this publication. My instructions have been to pick
any CA-related topic and to make it brief. For those of us who have
worked at the Agency for three decades, there are of course countless
*war" stories but I thought that I would focus on the issue of change,
and the effect that change is going to have on us functionally and
psychologically.

At the risk of oversimplifying, cryptanalysis from post-WWII to the
late 80's was a relatively stable process in terms of culture,
technology, targeting and definition. Of course there has been growth
over these 40+ years, but it has tended to be steady growth prompted by
a reasonably predictable target set and a general feeling that, in the
CA community, we understood what cryptanalysis was and how to continue
doing business as usual. With the dissolution of the Soviet Union and
the rapid evolution of complex and ubiquitous telecommunications

86-36|
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technology, we have had to deal with a sudden redefinition of
cryptanalysis itself. Before I plunge into the future, allow me to
reminisce a bit to give you some idea of the flavor of one of my early
experiences and the role that it played in keeping me enthusiastic
about cryptanalysis to this day.

Sy, For me, cryptanalytic life in the 70's was good. The goals were
clear (at least in my naive view at the time), the issues were simple
and morale was high. The adversary technology we were up against was
far simpler than that confronting us today, traffic volumes were low
‘and cryptanalytic problems were difficult but more than occasionally
tractable. Work hard, work together, successfully attack tough
problems, make decrypts, win big. No problem.

TrsG) My first recollection of working in such an idyllic environment
was in G41 in the early and mid 70's. For those of you too young to

_remember, one of the predominant problems.at.hand.was the familyeifem

(b) (1)
(b) {3)-50 USC 3024 (i)
4 (b) (3)-P.L. 86-36

{TSe) The working conditions at the time, especially in the tube room,
were something far more akin to a MASH unit than the pristine
environment of today. {ED. NOTE: For those who may not remember them,
tube rooms were where the computers resided, and you had to sign up to
use them - desktop computers were unknown at the time!} We blindly
worked endlessly long hours (or so we say now), with food remnants and
overflowing ashtrays very much the order of the day. I can remember
dozing off at the tube at 3 AM while waiting for an important

I ~bor other program to complete and then feeling totally
energized whér I,"hit it big". These were the greatest days, and, if
nothing else, they sérved to motivate me for the rest of my career. If
you've had this sort of electrlc experlence, you will know exactly what
I mean. While I was very much an’ érdinary player in an outstanding
cast, I was left forever with the bellef ‘that. by could prevail over
tough problems and survive some dark days if need be .without getting
discouraged. I will forever be in debt to those with whém I .worked
during those years 1970-1978. One might argue that, in terms of* SIGINT
bang for the buck, some of the subsequent programs with which I hb)(3)—P = 86~3q
been associated since thep [, . ........-20cececceeecneceeee]nns L.

However, In terms of contributing to

Tong-term positive professional values, my early experiences in G41 are

second to none.

Enough nostalgia. If those early years were one side of the
cryptanalysis fence, our present and rapidly approaching future are the
other and, as a community, we need to be mentally prepared and
motivated to successfully tackle.a stunning volume and variety of truly
daunting technological problems if we are to build on our past level of
success and remain relevant in the eyes of our customers. We all have
to get used to the reality that cryptanalysis of the future is going to
require a far broader range of technical skill coupled with a
sophisticated understanding of telecommunications and how to target
every facet of the telecommunications path. Cryptanalysis, if defined

(b) (3)~P.L. 86-36
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"merely" to be the analysis of enciphered communications and nothlng
more, will become irrelevant without a substantial inteqr

i I believe that, intellectually, we all know .

this to be true. The big jump-is, going to be to make the cultural and .

emotional adjustment necessary to nét ogly force us to organize and
function in this new way, but to lead us tb-dgq so with ‘the same
self-sustaining enthusiasm we brought so successfully to the Cold War
cryptanalytic mission. T,

{(U) with skill, experience, belief in the value of the Agency's .,
mission, and sheer force of will, we will prevail over many of the
critical problems facing us. Success, after all, is not really all that
tough. You decide where you need to go, and then do whatever it takes
to get there. The problems of the 21lst century will be vastly different
>from those of earlier decades, but mental toughness, persistence, risk
" taking, and aggressive leadership will, as always, be essential
ingredients in our productive future. I have had an exceptionally
gratifying career and have had the good fortune to work with many fine
professionals. My wish is that when each of you look back on your
careers, you are left with the same lasting feeling. Good luck.

//////////////////////////////////////////////////////////////////////..

*

2. (U) CALENDAR . L’
June 4 CLA Banquet, "Should We Hate the Media?"*, ,° .
| | (Canine Suite, 1130—1330)‘.' .
(b) (6) June 6 Pen and Cursor Luncheon, "Freelance Writing”, N
c s n s .{ l (Canine Suite, 1200-1400) .
June 18 KRYPTOS Talk, "A - ess. Story", .
(Friedman, 1300) .
June 18 Science & Engineering Society, June Symposium,
(R&E, 1300) .
June 26 KRYPTOS Talk, Cecil Phillips, "More on the VENONA
Releases", (Cryptologic Museum, 1000) h
PLAN AHEAD .~
Sep 17 KRYPTOS Talk (Subject/Speaker to be Annodhced)
(Friedman, 1300) .
Nov 19 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300) : .

-
-

Nov 18-22 CONSCRYPT '96, at DSD
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3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS J
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a. (U) CAPQE

T?TEKD . The 57th Professional Qualification Examination in
Cryptanalysis (CAPQE) was given on May 21 and 22. The format was
modified slightly this year to make it a two-day (morning only) exam
rather than three-days, as it was in past years. Aspirants needed to
answer 9 problems out of 16 correctly to pass. The passing rate in
previous years has been around one-third, and this year was no
exception. Eight out of 24 passed, and scores ranged from a total of 1
right to 15.

{b) {(3)-P.L. 86-36

b. (U) RECENT CERTIFICATIONS

(PoBQ) Congratulations to on becoming certified in
Cryptanalysis this month!

c. (U) NEW CA PROFESSIONALIZATION CRITERIA

ﬂﬂixv We've been announcing its imminent arrival for a while now, but
the revised criteria for professionalization in cryptanalysis is almost
ready to hit the streets. It has been through all the pertinent
channels and is awaiting the signature of the Chief of M8 in order to
become an official career development document. We expect to be able
to disseminate it in June.

(AN EERENEERENENNNSEENNNERNEEREENENNENENNSEENERNEERERNEEENENNNERNENENENNENERNERNERNNENNEJ}]

d. (U) NEW CRYPTOLINGUISTIC CRITERIA

-ﬂﬂxxu . The Language Career Panel has developed a set of criteria for
professionalization as a Cryptolinguist. 1It, too, is awaiting Chief,

M8's signature. If you do bookbreaking, depth reading, or other , /
cryptolinguistic work in a foreign language, this may be the ‘
certification for you! ‘ .

L111177777770707707777107777777717077077777707777777010770777077071777777777777777

(b) (1)
4. (U) KRYPTOS NEWS {(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

a. (U) June Talk . -

. -

TBGL This briefing will include an explanation bf the state-of-the-art

analysis called Crypto—Trafficlégglgaia~and_a_dgsnrinrinn of tha
successful research project on
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5. (U) TECHNICAL HEALTH

a. (U) CA-305 RECAP

«oss e af(B)(3)-P.L. 86-36]
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(k) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

« «|(b) (3)-P.L. 86-3¢|
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6. (U) CRYPTOLOGIC HISTORY

a. (U) BIOGRAPHY - Elizebeth Smith Friedman (1892-1980)
{with thanks.to the Cryptologic Almanac)

Elizebeth Smith Friedman - wife, mother, writer, Shakespeare
enthusiast, cryptanalyst, and a pioneer in the field of U. S.
cryptology - died on 31 October 1980 in Plainfield, New Jersey at the
age of 88. Although she is often referred to as the wife of William
Friedman, she enjoyed many successes in the field of cryptology in her
own right and has been dubbed "America‘'s first female cryptanalyst."
In fact, although her husband is credited with numerous contributions
to cryptology, it is Mrs. Friedman who introduced him to the field.

Not only did she coauthor a book with her husbarid and write many other
technical papers, she was at times employed by many important agencies
whose mission was crucial to matters of national concern and defense.
She worked for the U. S. Treasury Department, the U.S. Navy, the U.S.
Army, the Canadian government, and following government service - the
International Monetary Fund, to name a few. Friedman's career spanned
both World Wars, but it was for the period in between that she earned
notoriety for her contributions to the international drug and liquor
smuggling problems.

Pre College and Early Career Years

Born in 1892 to John M. Smith, a Quaker dairyman, banker, and
politician and Sophia Strock Smith, Mrs. Friedman was the youngest of
nine children. The special spelling of her name is attributed to Sopha
Strock Smith who held a strong passion against Elizebeth ever being
called Eliza. WwWith all that is known about her; early childhood
information is virtually nil. A frail child, known to have a weak
stomach, she battled nausea for all of her life. She was energetic,
impatient, and at best strongly opinionated with a disdain fer
stupidity. She is known to have been a hairdresser, seamstress, and
fashion consultant whose talents were often exploited by her friends.

After briefly attending Wooster College in Indiana, she graduated from
Hillsdale College in Michigan with a major in English Literature.
Having exhibited her interest in the languages, she had also studied
Latin, Greek, and German and minored "in a great many other things."
Only she and one other sibling were privileged to attend college.

Sometime thereafter, Mrs. Friedman became a professional, probably
without a clue that a great career would eventually ensue. Prior to her
employment with the Newberry Research Library in Chicago, she was a
high school principal for at least a year. A great Shakespeare
enthusiast, it is suspected that she was attracted to Newberry because
of an "original Shakespeare folio®" known to be there. 1In 1916 while
working at Newberry, she was recruited by George Fabyan to work on

his 500-acre estate.

Circumstances Surrounding Friedman's Recruitment To Riverbank

Interestingly enough, we are consistently told about Mrs. Friedman's
recruitment, but are always left with the burning question of how this
all came about. How did Fabyan come to recruit Freidman? Wwhat brought
Mrs. Friedman to Newberry was her independent search for employment
following a lack of leads through an employment agency. By all
indications, Mrs. Friedman's job as principal was shortlived because it

[(®) 3)-P.L. 86-3§
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was not quite what she wanted to do in lifq. Armed with her enthusiasm
for Shakespeare, she was in search of a job that would allow her to do
research; she wanted to do something different.

The librarian with whom Friedman interviewed on her first day is
credited for having made 4 phone call that would change the then Miss
Smith's life forever. She conveyed, in her telephone conversation,
Smith's love for Shakespeare, among other -things. Colonel Fabyan, a
wealthy textile merchant, was on the line; he would be right over to
see Miss Smith. They would meet and discuss the advent of life at
Riverbank. At his great estate located in Geneva, Illinois, Miss Smith
would assist a Boston woman, Elizabeth Wells Gallup and her sister,
with Gallup's attempt to prove that Sir Francis Bacon authored
Shakespeare's plays and sonnets using a cipher that was supposed to
have been contained within. '

" Riverbank - An Extraordinary "Think Tank" PFacility

Miss Smith had arrived at .an extraordinary compound consisting of

three parts separated by a highway and river. There were housing
facilities for the workers, a villa for the Fabyans, and research
laboratories. Not only would there be a department of ciphers, there
were laboratories devoted to acoustics, chemistry, and genetics. The
staff enjoyed luxurious accommodations, maid service, and elegantly
prepared and served meals. Nothing about Riverbank seemed simple. Most
everything about the estate was awesome.

The Fabyan's villa, which contained one of two massive pipe organs, was
centrally located. It was also home to the many animals Mrs. Fabyan so
dearly loved and accumulated over time. The "small zoo" was refuge to
purebred dogs and race horses, peacocks, bears, a hive of bees, and a
pet chimpanzee known to have "roamed unfettered about the house." Even
the grounds were extraordinary. There were sunken gardens, an authentic
Japanese garden, & waterlily pond with high and low arched bridges
spanning it, a waterfall over a huge rock mound, enormous trees, an
antique German windmill, a greenhouse filled with rare plants, a Roman
pool, and on the banks of the Fox river - a lighthouse.

Mrs. Friedman's Employment as a cryptanalyst for the U.S. Navy:

followed in 1923. This led to her employment with the U.S. Treasury
Bureau of Prohibition and the Bureau of Customs. The net effect of

her career is quite significant and embraces cryptology against
international smuggling and drug running in various parts of the world.
The smugglers and runners resorted to radio and encoded messages to
conduct their operations presumably with a great sense of security.
This, however, would become a mistaken notion now that Mrs. Friedman had
come to Washington. A more detailed account of her contributions

will be dealt with in another almanac article.

During the post WW II era, Mrs. Friedman became a consultant and
created communications security systems for the International Monetary
Fund. ) : '

A longtime Shakespeare enthusiast, Mrs. Friedman and her husband,

after retirement from government service, collaborated on what was
published as "The Shakespearean Ciphers Examined." It won awards from
the Folger Shakespeare Library and the American Shakespeare Theater and
Academy. In this document the Friedmans dismissed Baconians such as
Mrs. Gallup and Ignatius Donnelly with such technical proficiency and
finesse that the book won far more acclaim than others addressing the.

[(b) (3)-P.L. 86-3¢|

9/23/2010




June 1996 TALES OF THE KRYPT Page 9 of 12

Doc ID: 6823805

subject topic. Reflectively, the work that Gallup had done earlier
operated on two assumptions: One was that Bacon invented a biliteral
cipher, and that the cipher used in the original printed Shakespeare
folios employed "an odd variety of typefaces." The Friedmans however,
*in a classic demonstration of their life's work," buried a hidden
Baconian cipher on a page in their publication. It was an italicized
phrase which, using the different typefaces, espoused their final
assessment regarding the controversy: "I did not write the plays. F.
Bacon." Their finalized document is regarded as the definitive work,
if not the firial word on the subject.

Following her husband's death in 1969, Mrs. Friedman devoted much of
retirement life to compiling a library and bibliography of her husband's
work. This "most extensive private collection of cryptologic material
in the world" would finally be prepared for the George C. Marshall
Research Library in Lexington, Virginia.

Elizebeth Smith Friedman - wife, mother, writer, Shakespeare
enthusiast, cryptanalyst, and cryptologist, as evidenced by the life
she led, is truly a legend in her own time.

(U) Elizabeth Smith Friedman - A Pioneer in the Field of Code-breaking

"OUR OFFICE DOESN'T MAKE "EM, WE ONLY BREAK ‘EM;" uttered Elizabeth
Smith Friedman to a representative of a code building company who came
to sell his wares and to tout their precious worth. And "break ‘em" she
did many times over for many years against many targets. Quite
admirably, she did all this without the aid of calculators or
computers and with only a basic background in mathematics! Her
successes led to the conviction of many violators of the Volstead Act
during Prohibition Years.

While the 18th Amendment of 1919 forbade the manufacture, sale, import,
or export of intoxicating ligquors, the Volstead Act forbade the
consumption of such beverages. However, prevailing conditions during
those days encouraged illegal activity.

Further, as radio equipment became less cumbersome, less conspicuous,
and more sophisticated, it afforded the criminal element another means
to circumvent the law. To avoid taxes, etc., they smuggled mainly
ligquor, and to a lesser degree - narcotics, perfume, jewels, and even
pinto beans. Rumrunning and bootlegging were typical, and related
enciphered communications were passed by persistent anti-prohibitionists
to protect their operations.

Anti-prohibitionists provided Friedman and her team of cryptanalysts
with "beaucoup® opportunities to hone their cryptanalytic/
codebreaking skills during her employment with the U.S.

Treasury Department. She led the cryptanalytic effort against
international smuggling and drug running radio and encoded messages
which the runners began to use extensively to conduct their illegal
operations. Even though early codes were very basic, their subsequent
change in complexity and resistance to solution was predicated on the
financial success and growth of the operation. The extent of
sophistication seemed to pose no problem for Friedman; she still
mounted successful attacks against both the simple substitutions and
transpositions and the more complex enciphered codes which eventually
came into use. While working for the Coast Guard office and the
Bureau of Foreign Control during the Prohibition era, she solved over

[(b) (3)-P.L. 86-36
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12,000 rumrunners' messages.
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She also perceived the need to lodge a more dedicated effort against
suspected communications. By 1931, she had convinced Congress of the
need to create a headquartered, seven-man cryptanalytic section for
this purpose. As her cryptanalytic responsibilities began to mount,

Mrs. Friedman sensed the need to teach other analysts basic

cryptanalytic fundamentals to include deciphering techniques. This
allowed her ample time to attack the more atypical new systems as they
cropped up and expedited the entire process from initial analysis
through to solution. It also allowed her to stay one step ahead of the

smugglers.

Although Mrs. Friedman worked closely with her husband as a team, many
of her contributions to cryptology were of her own doing.
deciphered many encoded messages throughout prohibition years and
solved many notable cases singlehandedly, including some codes which
were written in Mandarin Chinese. As has been determined, the

complexity or difficulty mattered not.

She

After fifty years at her

business, Elizabeth Smith Friedman had indeed proved to be a pioneer in

the field of code-breaking.

//////////(////////////////////////////////////////////////////////////

7. (U) PUZZLES AND PROBLEMS

a. (U) June puzzles: send ansﬁers to either or both puzzles to

Puzzle #1: Easy Sum
Consider the sum:

ABC + DEF + GHI = JJJ

{(b) (3)-P.L.

86-36|

If different letters represent different digits, and there are no

leading zeros, what does J represent?

(Note, the question only asks

for J - there may be several possibilities for the other letters.)
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Puzzle 2: Hard Sum

No imstructions. When you get the right answer, you'll know it.

HARD + HOKY = LOLY
HOKY + CIA = PYKYL

s e e ot o s It P S P P B s Bt B0 b Pt o b o P o

b. (U) Answers to last month's puzzles (which proved to be very

popularj :

Puzzle 1: Turophile Teaser

The Cucumberland grocery has six cheese wedges of different sizes, weighing
Five wedges are cheddar, and only one

wedge is mozzarella. Waldo bought two wedges of cheddar, and Basil also

15, 16, 18, 19, 20, and 31 pounds.

bought cheddar, but twice as much by weight as Waldo.

mozzarella wedge weigh?

How much does the

(b) (3)-P.L.

86-36
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Answer:

Waldo must -have bought at least 31 pounds of cheese, so Basil must have
bought three wedges, since the two heaviest wedges together only total
51 pounds. Since Basil bought twice what Waldo bought, the total
amount of cheese bought by the two together equals three times that
purchased by Waldo alone. Now, the total weight of all the wedges at
the grocery divided by 3 leaves a remainder of two, so the mozzarella
wedge must leave a remainder of 2 when divided by 3. But the only such
wedge is the 20 pound wedge, thus the mozzarella wedge must have
weighed 20 pounds.

_Correct answers were received by | , I

T2 431111831l iitTiazililalililaingsaganrisiarilassntssagsissantsiansstaisantsssstsassanmssysnsssssys

éuzzle 2: Island Quandary

Waldo mentioned the problem they had getting to the Cucumberland fair
recently (see last month's puzzle), and Mortimer recalled a similar
occurrence from his days as a boy. It seems that three couples staying
on an island wanted to cross the water using a boat that could only
hold two people at a time. 1In those days, it was considered improper
for a woman to be with a man who was not her husband unless her husband
was also present. How many trips were required? Each way counts as
one trip.

Answer:

It can be done in 11 trips. Let W_i and H_i be husband and wife, then
on such scheme is (there are several others):

W_1l and W_2; W_1; W 1 and W_3; W_1; H_2 and H_3; W_2 and H_2; H_1 and
H_2; W .3; W2 and W_3; W_2; W_1 and W_2;

If you assume it is ok for a man to drop his wife off with another
woman, even if that woman's husband is not present (this was not the
intention of the puzzle), then you can do it in 9 trips:

M 1land W 1; M 1; M 2 and W_2; M 2; M 3 and W_3; M_3; M1 and M_2; W_3;

M 3 and W_3;
_Correct answers were received hwl }.

»
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" To)R)-P.L 8636

L . ..ﬂb)(3)—P.L. 86-36
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8. (U) EDITORIAL CORNER

[(0)(3)-P.1. 86-3¢|
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REMINDER: Submissions for the July issue are due by June 26th.

PLEASE NOTE: All submissions must be in ASCII format, and, with the

implementation of E.O. 12958, MUST BE PORTION MARKED. If other than

NSA/CSSM 123-2 governs the classifications, please so indicate.

If you have any comments or suggestions, please submit them to
any member of the editorial board.

(FOWe). EDITORIAL BOARD

Jack Ingram, Cryptologic Historv ,I I ‘.

.
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Return to Kryptos Home Page

NSA Home Page

DERIVED FROM: NSACSSM 123-2
DATED 3 Sep 1991
DECLASSIFY ON: SOURCE MARKED
DXTE OF SOURCE: 3 SEP 1991
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1. (8) PERSPECTIVES IN CA - Each month this newsletter features the
perspective of a CA Senior on a CA topic of his/her choice. This month
we are pleased to feature Richard Walton, Head of H Division, GCHQ.

s s Pt s P A P I P o Bt P8 g Bt Pt Pt Ot Pt Pk Bt Pt Bt Ot P Pt ot P o B P8

(5=re® The very last thing I did before starting to write this
article was to prepare a brief presentation on cryptanalysis for a
ministerial visit to GCHQ. . The theme of that presentation is the
essential key ingredients for maintaining a successful UK cryptanalytic
capability. It should come as no surprise to any reader of this
publication that high on the list is a strong and healthy partnership
with Z group, NSA. From a perspective of over 50 years of close
cooperation it is difficult for us to appreciate the immense courage
and foresight of our forebears when they took the unprecedented leap
that resulted in total pooling of the efforts in the most secret art of
cryptanalysis by two great and powerful independent nations.
‘the imperatives of World War this action was unparalleled and
incomprehensible in terms of the accepted norms. The continuation and
flourishing of this wartime arrangement into peacetime through the
UKUSA agreement is. an even more incredible achievement. The result has
been a unique relationship that fuelled the growth of cryptologic
science and has been the main cause of the enormous success of
cryptanalysis for both our countries. The relationship has also been a
significant, though hidden, backdrop to the strong ties of friendship

~ o~

Even under

Approved for Release by NSA on 09-28-2023, FOIA Case ¥ 61704
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that have existed between our two nations throughout post-war history.

(3—68Q) A striking result of our post-war cooperation has been the
development of modern cryptanalytic science. The popular image of
cryptanalysis as a black art carried out by a set of rather odd but
extremely gifted amateurs could not be further from the truth. The
modern inheritors of the dilettante tradition are the academic
cryptographers exemplified by Whitfield Diffie or Gus Symmonds. These
amateurs work in a vacuum outside the reality of real intercept and the
practical constraints of the need to provide a timely decryption
service to meet actual intelligence requirements. In contrast the crypt
communities at NSA, GCHQ and the other second parties constitute a
fully professional force with a serious body of scientific .literature.
All of us can be proud to be members of that profession and heirs of
the traditions forged in our shared experience in world war and its
aftermath. .

¢5—-€€8) That well-worn Chinese line about living in interesting times

has always been a part of post-war cryptanalysis. [

we have loun a IGINT 1in general- and cryptanalysis in
particular has won through against the various tides that threatened to
engulf us. However, this has not been by accident or good fortune but
by persistent attack by our well-motivated professionals who have seen
their national duty in terms of protecting our most vital secret
capabilities and preserving them for use in times of true national
emergency. I hope that we in our turn can find it in ourselves to meet
today's challenges as robustly as our predecessors met theirs.

(8-€€6) Nowadays cryptanalytic skills are needed for application in
other parts of the SIGINT business. To meet these needs both Z Group
and H Division have expanded their range of activities beyond

traditional cryptanalysis. One highly visible example ig -the -expankicy

LY

g » mow a0 L

TH1S WOIK OILIers exciting possib%Lities'for the future
but nevertheless it is important that we should’not become so carried
-away with those possibilities that we n&glect th i ~ *

i. If we remember these truths and go forward
together in the spirit of the founders of UKUSA, we will continue to
provide our respective govermments with the capability to retain the
competitive edge over the rest of the world during the information age.
Alone T believe that either one of us would fail. I am confident that
we can live up to the standards set by our predecessors and continue to
share their vision and show the courage to follow in their footsteps
and so look forward to the next 50 years being as fruitful as the

last.
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{(b) (3)-P.L. 86-36
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July 31 KRYPTOS Literature Contest Deadline

PLAN AHEAD
Sep 17 KRYPTOS Talk (Subject/Speaker to be Announced)
(Friedman, 1300)
Oct 7-11 TOOLFEST '96 (POC: Chairperson)
Nov 19 KRYPTOS Talk (Subject/Speaker to ‘be Announced}
(Friedman, 1300) .
Nov 18-22 CONSCRYPT '96, at DSD .
lllIlllllI!llliﬂlllllll.'llllIIIIIIIlIllIl.lllll'IlllllIllIIII‘IIIIIIHHIHHIIIIIHIII
1172177771777 727777/ /////////////////////////////////////////////////////

3. (U) CRYPTANALYSIS CAREER PANEL (CACP) NEWS

a. {(U) New Faces

1'1"080_‘) 'I‘wo new cross- tralnees wild - Begln tl;elr tra1n1ng 1n CA in July

.
. s * .

- E_—Tl_a_]- comes from a data flow position in A. group, and has
a prlor CA'éxperlence

- :15 a former Russian linguist current;ly working at the
NCS. . . .

We welcome them both to the caréer field. .

(R E NN RN RN NN ERN NN RN NN R R R E RS RN RN RN RN RN RN RN NN AN ERNENENRRNNNRSN
]

b. (U) Congratulations Due .

+£6UQ) Congratulations are in order for two i jho were promoted
this month:

c. (U) New Cryptolinguist Professionalization Criteria

FeYQ) The Language Career Panel now offers a professionalization
in cryptolinguistics. If you are interested in finding
out about this opportunity, please contact hll4@nsa.

117777177770 70777777772777777717777707777770777777777777707777777777777777777777
4. (U). KRYPTOS NEWS
a. {(™e¥83 Norman Roberts Award Nominations Due

frOUOr In recognition of Norman Roberts' talent for nurturing the skills
of junior analysts, the KRYPTOS Society established the Norman Roberts
Award, presented annually to a junior cryptanalyst, at NSA or GCHQ, who
has made an outstanding cryptanalytic contribution. Norman had

joined GCHQ in 1975 and won the respect and admiration of his

colleagues for his innovative ideas and particularly for his ability

to train and inspire younger analysts up to his untimely death in 1990.

[(5) (3)-P.L. 86-3¢|
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Tres8e) Any KRYPTOS member may nominate any NSA or GCHQ employee who
has approximately five years' service as of 31 July 1996, and who has
made an outstanding contribution to cryptanalysis or a related
discipline. (For a nominee with more than five years of CA experience,
the citation should .explicitly draw the judges' attention to that

. fact, and explain why the nomination should be considered as falling
within the overarching purpose of the Roberts Award.) The nominee does
not have to be a KRYPTOS member. The nomination must include the names
of the proposer and the nominee, together with an account of the work
which attracted the nomination. It may be clagsified up to TSC.
Nominations are due by 30 August, a