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ABSTRACT

The purpose of this study is tn determine wvhe present
capabilities of the Bomb Alarm Systom and to present a program
whareby the system may be improved to yleld encugh additional
data to provide an attack assessment capability,

The study of the present aystem avni}ability was based
$n an anaiysis of oné year's opsrationai logs. Tne mean
Sensor availability for the year was 99.08. To a 90%
significance level, Sensors were availatle better then
98,2% of the time, Ultimata target area availability, on
a one Sensor basis and to a 90% significance level, was
bettear than 9909Mo

Of the 13 false alarms occurring during the year, most
were attributsble to personnel errors or disturbances caused
by storma, These alarms were 2ll of the single Sensor
category. There have been no confiried or "Map alarms"
since the system has been in existence,

The system was also analyzed to determine 1its effective-
ness under hypothetical attack conditions. Under the attack
conditions considered, target area availability remained
unimpaired on & two Sensor basis for the first twslve minutes
of the attack, At the end of twenty five minutes 42% of the
target areas still had at least one Sensor capable of
reporting, All facilities falling within the 5 PSI contours
were considered destroyed.

Features, originally doasigned into tho system to increase
the probability of revorting the early alarms, reduce the
systems repeat capability and degrade the unique value of the
separate reports, Simple modifications of the present hard-
ware can clarify and double the systems repeat capability at
some sacrifice In the reliability of the system to report the
firat or any single weapon,

Feasible additions to terget area hardware could provide
incroased svrvivability, a measurs of yield, a discriminaticn
tetween air and ground bursts s~d localization to a specific
target area. Increasing the duia rate hetween Master Control
Centers and Display Centers to 1200 bauds wouid reduce the
need for adding real time to events at target areas since all
reports can be processed on s close~to-current basis yle ding
a worst-caso 6 second resolution and a probable 3 second
resolution., Present message format would be retained and the
system configuration, insofar as communications circuits ars
concerned, would remain essentislly as they are,

iv
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For attack assessmant purposes, the system should probably
be expanded to include more of the various types of target
areas. A large enough sample of each type of target should
be included tn aid in determining what type of target is under
attack,

Increases in cost for th added capabilities for the
Present complex would in generszl be linmited to ths hardware
costs at the various equipment aites. Any increases in costs
of cirauvit foeilities wonld be very slight, TIf the svetam
were expanded by adding target areai, further increases
would be incurred proportional to the degree of expansion,
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1,0 INTRODUCTION

During the summer of 1559, when the Bomb Alarm System
was being conceived, the emphasis was on reliadbility insofar
as reporting the fivst nuclear detonations wsre concerned
and on speed of implementation. At that cime 1t was felt
that if the first several nuclear detonations were reported
with a high degree of reliability and if the system remained
in operation for as long as five minutes, it would have
served its purpose,

Sensors were required to detect aerial detonations in
the range O.4 to 20 megatons and were located with respact
to target areas so as to assure a colstant, worst weather
surveillance, This placed them close enough to ground sgero
so that nuclear detonations of any appreciable size would
probably destroy many installations. The Sensors wers,
however, designed to report nuclear detonations within two
seconds to increase the probdadbility that an alarm would have
b;;n :ont before tho arrival or accumulation of any damaging
eIfectTs,

Sensors were designed {o report to Signal Generating
Stations, where the raw alarm messages were converted to
commcn telegraphic code, and where storage existed so that
an orderly report from a multiplicity of locations cculd dbe
made at & 60 word per minute rate without losing any of the
first alarm reports. Signal Generating Stations were
located at abpreciable distances from target areas to
assure their survivability., Signal Ganerating Stationa
were arranged in serles loops to reduce the wire mileage
necessary to serve them, Pracstical maintenance conaiderations
caused a gradual reduction in the number of stations per loop
from an coriginal design goal of twenty per loop to the present
maximum of seven per loop,

Three Sensors were located about target areas in a
manner to assure a simultaneous report from at least two
in case of a dstonation, taking into account ths fact that
one might be lost because of a direct hit. According to the
original concept, an alarm consisted of the simultaneous
receipt of two or more alarm messages from the same target
ares, These alarms were displayed on a Map and were
socompanied by an audible alarm. The Communicator's Panel
was conceived as an availebhility display and was designed
to keep the Communications Officer fully informed as to the
status of the system, Single red reports were also displayod
hera as pertinent information that should be investigated,
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These reports wers not to be treated as primary slarms, The
system was designed for military people, to give them alarm

information and to inform them as to which military targets

had been hit,

The present system provides surveillance over 99 selected
target areas, moatly military installations. As it atands it
is ocapable of being expanded to 120 target areas without
materially altering either the Master Control Centers or the
Display Centers. Additionsl Sensors, Generating Stations and
associated communications circulitry would, of course, be

required,

The system checks itself every two minutes poating the
results of each poll on the Communicator's Panel at the

Diaplay Centers,

Since 1959 many changes have taken place, not only in
the qusntity and complexity of parallel and complementary
information gathering systems, but also in the thinking of
military people and other possible users of information
gathered from nuclear detonation detection sys tems., Today
more thinking is concentrated on gathering detailed infor-
mation relativs to nuclear detonations so that such infor-
mation can be used to make attack and possibly demage
assessment estimates, To this end a study of the present,
operating Bomb Alarm System has been undertaken to determine
to what extent it can be modified to yleld additional data.
Estimates with respect to increased cost are included to
provide a base cost for effectiveness studies and comparisons
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2,0 PZRFORMANCE STUDY CF THE PRESENT BOMB ALARM SYSTEM
2.1 TARGET AREA AND SYSTEM AVAILABILITY STUDY
2.1.1 Beais of Study and Source of Data

The study of the availability of the asystem
was made by an analysis of the performance of the system during
the period December 1962, through November 1963, For this
purpose the following records were used as sources:

2.1.,1.a ADC CORS Outage Log and Narrative
Summary, These are daily reports prepared ag Ent Alr Yorce
ase. The outage log records the time of the outage, circuits

and equipment involved, length of the outape, and wvhere
possible, the reason for the outage., Outages noted include:

{1) Circuit failures
(2) 8Single Sensor losses in excess of one hour

(3) All doudle and triple Sensor losses at any
target area

(4) False reds

{5) Master Control Center (MCC) and Display Center
(DC) fallures,

The Narrative Summary reduces the detalled data to a short
form report.

2.1.1.b Western Union System Representative
Report. This report 1s an Internal monthly report ol the
SenTor Systems Representative at Ent AFB to Western Union
Headquarters, summarizing the month's operation in the
following areas:

(1) False reds, with a more detailed analysis
where possibdble

(2) Results of the system-wide monthly Rad Test
(3) Reports of repesated failures on a circult

(L) Reports of excessive two-detector and three-
detector outages in any tarpget area

(5) Equipment troubles at MCC's or DC's,




Page determined to be Unclassified
Reviewed Chief, RDD, WHS
IAW EO 13526, Section 3.5

Date: (OCT 11 2011

It should be noted that the term "yellow" in conunaction with
reports and status refers to an unavailable Sensor for whate
ever reason, and not to the intermediate condition of the
Sensor when it is in the process of reporting a burst,

2.1,2 Target Area Availabllity

These three charts (Figurea 2,1, 2,2, 2.3)
record the availability of the individual Sensoras snd of the
target areas on a two-sensor and one-senscr basis,

2¢1¢3 MCC Red Tests

These charts (Pigures 2.}, 2.5) record the
results of Red Tests terminated at the MCC, In this test a
message is sent to all Signal Generating Stations (SGS'a) to
operste the test light sequence in the Sensor, The test
sequence causes the message sent from the SGS to be terminated
with the characters NY rather than the normal alarm indicator
CY., The MCC disregards the NY status indicator and these
messages are not relayed to the DC's., In this analysis,
Sensors which were not reporting oroperly at the time of
the test are excluded from the Red Test Data.

Since the testing sequence is more complex in
nature and involves additional equipment over that required
to make a normal alarm report, one might expect that the
reporting capability for actual alarms is better than that
indicated for red tests.

Red tests were conducted on an average of twice
a week at each MCC.

2.1,4 System Wide Red Test

A nonthly Red Test is made which includes
a test of the DC's, This is done in the same manner as the
MCC Red Tests, but the operation of a switch at the MCC
permits the Tast Red Messapes to be irocessed and relayed
to the DC's as standard alarm messages, The alarms produced
et the Communicator's Panel and Map at each DC are recorded
and the results are shown for both Commnicator's Panel and
Map responses, As in the MCC Red Test, the Sensors which
were not reporting at the time of the test are excluded
from the Red Test Data.
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Since this presentation (Figure 2.6) is hased on
only one test per month, it should be viewed with somewhat
leaa confidence than the MCC Red Test charts for which the
data was much mores extensive,

2.1.,5 Tadbulation of Failures

Table 2.1 classifies the causes of yellow
indications at the Communicator's Panel into three
categories:

TABLE 2,1

BAS COMMERCIAL
BX EQUIPMENT POWER
BX NO. REPEATERS NILEAGE PFAILURES PAILURES  PAILURES

101 13 2011 6 13 L
102 11 1230 72 9
10 16 1800 52 S 7
£ 0F o= &0
20
106 13 1570 36 1 3
10 9 1211 k2 2 1
10 g 1002 3 2 g
109 # 3020 9 20
261 12 2491 63 7
202 * 10 21,60 111 5 g
20 21 1304 50 0 E
13 309 56 2
205 10 27 61 L 3
206 12 1789 65 S 9
203 6 633 12 1 2
20 6 983 23 0 0
209 13 771 2 1 1
210 10 1499 1 6 1
211 16 1085 36 10 3
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TABLE 2,1 (Continued)

BAS COMMERCIAL
EQUIPMENT POWER

BX
BX NO. REPEATERS MILEAGE PFAILURES PAILURES FAILURES

1673 80 1 7
1315 118 3 7
3899 71 7 7
1678 Ez E 2
610 hﬁ a
901 1

1050 3 L 1l
839 13 0 2
1165 63 s 2
1319 66 3 L
3758 45 2 1
3687 52 10 8
3186 () é in
3267 S i3 12
- S A
17

1057 l(:% 1 2
2326 L5 0 1
2187 27 1 6
1900 21 1 0
2193 65 7 12
1546 32 0 L
1sgo 7 1 [
688 3 3 2
1399 ’33 3 0
12%2 S 1 3
2785 & o :
198 67 1 6
139 3 7 12
3309 3 2 2
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TABLE 2,1 (Continued)

3B0S  COMMERCIAL
BX  EQUIPMENT  POWER
BX NO, REPEATERS MILEAGE FAILURES PAILURES _FAILURES

601 11 1611 £3 3 8
602 16 2620 [ 3
60 13 23 33 5 10
7 27l I s 1
60 1S 3403 49 3 6
606 16 ag'rz 108 [ 11
607 15 32 53 3 6
608 13 1268 31 2 5
609 9 127 55 2 5
610 10 2727 66 1 9
81 10 SS9l 60 1
82 11 5682 62 2 11‘
83 10 S146 72 1 2
8l 12 572 62 3 N
8s 12 738 L7 5 1
86 13 622 72 0 1
881 [ 18 1 1
882 3 2389 8 0 0
88 7 2n7 4 0 1
88 5 4190 10 3 2
885 6 3076 3 3 1l
886 L 2688 13 0 1
6 1 BMEWS 92 0 7
7 » 1 BMEWS 79 [ 28
8 & 1 BMEWS 108 1 s
9 0 BMEWS 66 1 5
10 2 BMEWS 52 5 3
11 0 BMEWS 12 1 1
27 1 BMEWS 38 ) 4
35 1 BMEWS 2y 3 3

# Pailures on USAF Facilities.
® Common poor Telco Pacility. Special Walver Area.

# Includes 6 reported fallures on one equipment in a 2-day
period.

81-86 Primary Reporting Circultry
881-886 Secondary Reporting Circuitry
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2.1.,5.a BX Failures. This category includes
a1l fallures of circuitry and commnication equibment between
the BAS equipments.

2.1.5.b Bomb Alarm System Equirsent.

2.1,5.,¢ Commercial Power Failures.

The "BX NO." column is the Western Union designation
of the SGS circuits conmnected to the MCC's, BX6 through 9 and
the 100, 200 and 300 series are associated with the eastern
MCC's; BX10, 11, 27, 35 and the 400, 500 and 600 series with
the western MOO's, BX's 81 through 86 and 881 through 886
:m :ho D:in and fallback revorting circuits from the MCC's

0 the 8e

The ™Repeater™ and "Mileage™ columns indicate the
mnbl er of telegraph repeaters and the circult mileage on each
00Pe

2+.1.6 Duration of Mailures

In an attempt to relate tiu.e duration of the
double and triple yellows to the number of such outages, the
individual outages were arranged into time interval groupa.
The length of the intervals was arbitrarily selected. A
double yellow outage condition exisiis when two of the three
lights associated with a target area on the Communicator's
Panel are yellow, indicating that two of the Sensor triad are
unavailsble. Similarly, a triple yellow indicates that none
of the three Sensors in a target area is available,

The first chart (Pigure 2,7) shows the distri-
bution of ths number of outages as a function of the outage
time interval. The average duration of ' double yellow is
55.7 minutes. The aversge duration of a triple yellow 1is
12,3 minutes,

The second chart (FPigure 2.8) indicates the
percentage of the outages which are shorter than a given
duration. The median value of double yellow outages is
2l; minutes. The median vaelus of trinle yellows 1s 3.5
minutes,

2:1.7 Circuit Failure Analysis

The Pigures 2,9, 2.10 and 2,11 "Eastern
Loop Pailures™, "Westorn Loop Fallures™ and "Reporting Circuit
Pailures™ repressnt a further analysis of the vreviously
tabulated "BX Pailures®., The falilures for which a cause was
found were assigned three categories.
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2.1.7.a Equipment Failures. This category
includes failures of telegraph repeators, carrier equipment
and radio equipment,

2+.1.7.b Fersonnel Errors. This category
includes losses due to errors In course of maintenance,
operation and testing of tha system,

2.1.7.0 Storms and Accidents. This category
refers prinoipally to loss of telegraph and power wires,

It i{s interesting to note that the ™€ Causes
Unimown™ and ™K Due to Equipment Failure™ move in an almost
complementary manner. This suggests the poasidility that the
unimown ccuses are for the most part equipment failures and

that the increases in the latter are dua to more stringent
investigation procedures.

No failures on the reporting oirocuits due to
storms and socidents were reported except ‘n July and August.
The high percentage in this category in August is due to the
accidental cutting of a cable betwesn Colorado Springs and
Ent APB which was recorded as a fallure on each of the 12
osircuits so that the percentage for this cause was inflated.

2.1.8 Circuit Pailure Correlation

An attempt was made to correlate the number
¢i fallures per year to circuit length and to the number of
telegrapl repeaters in the circuit, Neither function shows
a strong correlation, but the number of failures as a function
of the number of repsaters i1s the detter of the two., On both
plots of the eastern loops the two worst loops (111 and 118
fallures) share s remarkably poor facility. These plcts are
included in Pigures 2,12, 2,13, 2.14 and 2,15,

2:1.9 PMalse Reds

All of tha fulse ieds occurring during the
year were single-ssnsor (Communicator's Panel) alarms. None
were displayed on the Maps and were, thereforse, not full
alamms, The seventeen false alarms weros distridbuted as follows:
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TABLE 2

Power

Storms Personnel Equipment Garble Undet, Other
Dec. 1962 1
Jan. 1963
Feb, 1963 1
Mar. 1963 1
Apr. 1963 1 1
May 1963
Jun. 1963 1 1
Jul., 1963
Aug. 1963 1
Sep. 1963 1 1l 1
Oct. 1963 1 1l 1
Wov, 1963 2 1

2¢1¢9.2a PFalse Alarms Caused by Storms and
Power Falluras Occurred as Foﬂwa:.

(1) 2/19/63 - BX302 - FB - Winter Park, Floride.
One false red was generated during a heavy slectrical atorm,
The power at this station was found to be fluctuating by the
maintainer who arrived during the storm. Investigation by
enginears revealed that this SGS would send out false red
responses when the A-C line voltage was slowly redused to
bYelow 80 volts and also when the SGS was jolted,

Three troubles wers found. A broken wire and
unsoldered joint were repaired and the delay relay was
adjusted to operate properly,

—SteRET—
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(2) 4/19/63 - BX509 - JCC - Rocky, Oklahoma,
One false red was received at all DC'a except Richards
Gebaur (faulty relay contacts here). Investigation at
the S35 revealed maladjusted contacts on the delay relay.
Any loss of A-C power would cause the SGS to transmit NY'sg
and ocoasionally a CY.

As a result of this trouhle and the similar trouble
at PGB, field personnel were instructed to check and adjust
all relays.

(3) 6/12/63 - BXjj0 - GJP - Brookville, Kansas.
One red message was received at all DC's, %his station,
acoording to the monitors at the Salt Lake MCC, had trans-
mitted test reds during the idle period between polls twico,
at two minute intervals, just prior to transmitting the fal:e
»ed, The Kansas City area engineer found this SGS to have a
faulty flip-flop which caused trouble whenever the power was
turned off and on. The test red condition could dbe duplicated
but the false red could not be generated in the laboratury.

(4) 9/16/63 - BX601 - MGU - Game Refuge, North
Dakota, One false red message was received at all DC's, This
alarm message was generated during a severe electrical stomm
which caused rmany power aips (21 were recorded by a telephcne
operator at the game refuge in a one hour period)., The false
alarm condition could not be artificially dupmlicated,

(5) 11/9/63 - BX;01 - GFM - Ephrata, Washington,
A false alarm referred to as "one™ red was apparently two,
twanty-one minutes apart., Fairly heavy winds and rain were
reported in the area. The maintainer found the Sensor loop
shorted 20 ohms from the SGS. When the loopr was restored,
the maintainer renorted that the SGS operated normally, It
had not been operating properly just prior to the false alarm.
The false red could not be dunlicated by the engineer who
investigated,

(6) 11/20/63 - BXS08 « JJJ - Chula Vists,
California, A false alarm was transmitted to all DC's and
recorded everywhere excenting March Field. The Tulsa monitor
recorded "JJCYJJJICY" during the idle time between polls. It
was reported lightning had struck and blown out a high-line
transformer furnishing A-C power to thils section of the state.
An emergency power plant restored power in five minutes, It
is not known whether the red was transmitted before or after
emergency power was appliesd, The enginser detalled to this
investigation could not reproduce the false red during three
days of testing,
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2+1.94b False Alarms Caused by Personnel

Occurred as Follows:

(1) 3/13/63 - ¢CJ, BCP, BFJ, JFM, MCC, JMB, BMC
Classified Location Only. A Western Unlion maintainer caused
seven single rcd alarms at the Classified Display Center while
working on the DC equipment.

(2) U4/11/63 - Alvany, New York.
The Albany MCC transmitted five (5) red messages to all DC's
during released time obtained from Military Control for the
purpose of making his semi.weekly local red test. The trans-
mission waaz caused by a faulty blinding awitch at the MC
station. The procedures under which red testing is conducted
were tightensd in an attemrt to reduce this type of failuroe,

(3) 6/4/63 =~ BX8 -« FMM - Thule, Greenland.
One false red was transmitted to all DC's due to a faulty
maintenance procedure., Thule had asked for a 15 minute
release to repair his 8GS. Charlotte MCC was asked to patch
this drop off, but because normal signals from the S5GS
apoveared, mads a restoration before authorized to do so,
The false red urrived just after the premature restoration
was made,

(L) 9/21/63 - BXA09 - CBJ - Salem, Massachusetts,
A folse red was generated at Salem und was received at all
DC's, A maintainer was working on the SGS without a release,
An engineer was sent to talk to the maintainer.

(5) 10/7/63 - BX409 - GJF - Seattls, Washington,
One false rel was received at all DC's, A Western Union
technician was attempting to obtain a part number for a
component in the SGS. While attempting to get a close look,
he inadvertently pushed the test relay which caused the SGS
to transmit a false red to all DC's, MNo release had been
requested or granted for this work,

2.1,9.¢ False Alarms Caused by Equipment
Failures Occurred as Follows:

(1) 12/13/62 - BX409 - GJG - Salt Lake City MCC,
A false red was transmitted from the Salt Lako City MCC while
the monitor printer showed an incoming circuit gsrbling Jlue
to hits on the line between Soattle and Wenatchee, A faulty
component was fouud on that part of the equinment designed
t5 inhibit such occurrences.

SEeReT .
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(2) 10/16/63 - RX;09 - GGU - Salt Lake City MCC.
A false red was received at all DC's from the Salt Lake City
MCC, This was caused by defective diodes in the MCC decoder.
(The defective diodes caused the change of a garbled message
to a valid alarm message). A testing procedurs to locate
defective diodes in decoder equipment is under consideration.

2¢1.9.4 Alarms Caused by Circuit Garbdle

Occurred as Follows:

(1) 10/17/63 - BX601 = BX603 -~ Helena MCC,
The alarm message MMBCY was transmitted to all DC's by Felena
MCC. This false red came in on a loop which did not have
station MMB on it. It has been determined that there was
a garble gsomewhers in the circuit during an MMG tranamission
which added BCY to the first two letters MM giving a legiti-
mate address ahead of the “CY™, This false red, therefore,
constitutes one of the caleculated risk reds appearing during
disturbances causing junk on the circuits, and is the firat
one verified in the 13 months of operation since acceptance
of this system,

(2) 11/16/63 - BXS08 - JJC - Richards Gebaur DC,
A false red was received at Richards Gebaur only during the
transmission of Junk to all displays from the MCC at Tulsa,
The junk was generated when s carrier system falled. The
DC at Richards Gebaur somehow decoded a legitimate alam
message out of the incoming garble. Excessive bilas on the
rsceiving relay may have been a contributing factor,

2.1.9.0 False Alarms from Undetermined and
Other Causes Occurred as Pollows:

(1) 9/16/63 - BX503 = JJU - Maxwell Air Force Base,
Maxwell AFB DC recorded receipt of a false red message for no
aoparent resson. The avpropriate relay module was changed
by the maintainer and a complete check of the system was made,
but no trouble was found,

(2) 8/27/63 - BX108 - CFB - Booneville, New York.
A false red was received at all DC!'s, The Telco was repairing
the cable between the SGS and the Sensor, Most probtably,
either by a cross in the cable or by application of potential
from a test set, the D=C sunply current to the Sensor was
reversed for a time sufficlently lonp to initiate the test
cycles within the Sensor. Since the current reversal was not
under the control of the SGS, the cnsulng tone sequence was
interpreted as a real alarm,

2ottt
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2.2 RESPONSE TO HYPOTHETICAL ATTACK

these states.

SEERTT

In order to evaluate the performance of the Bomd
Alarm System, the response of the system to part of the
first 25 minutes of the hypothetical attack, provided by the
Contracting Office, was estimated,
included all bursts in the states served by the eastern MCC's
and such bursts in Canada as might be visible to Sensors in

This portion (See Table 2.3)

s they affected telegraph circuits between MCC's and SGS's,
but are not included in the effectiveness statistics.

Time
Minutes
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TABLE 2.3

Tocation

Montreal, Quebec
Jacksonville, ¥lorida
Depot, New York
Redford, New York
Annanolis, Maryland
Mooers Porks, New York
Swaton, Vermont
Ausable Forks, New York
Keyser, West Virginia
Pt. Henry, New York
Merrill, New York
Merrill, New York
Sault. Ste. Marie, Mich.
Norfolk, Virginia
Chazy Lake, New York
Lewis, New York

Essax, New York

Hamil ton, Rhode Island
Hamilton, Rhode Island
Keyser, Weat Virginia
Alberg, New York

Bath, Malne

Classified Location
Baltimore, Maryland
Quonset Pt., R.I.
Elizabeth, New Jersey
Dayton, Missouri
Eldorado Springs, Mo,
Ft., Brapg, N. Carolina
Ruffalo, New York
Mobile, Alabama
Newark, New Jersey

Yield
Mt

Elevation
Feot
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Burasts west of this area were considered insofar
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TABLE 2,3 (Continued)

Time Yield [Elevation
Minutes Location Mt Foot Reports
16,00 Saugus, Massachusetts 1.5 3,00 2
16,00 California, Missouri 100,0 0 1
16,05 Jersey City, N, J. 1,5 3400 1
16.10 Long Island City, N.Y. 3,0 0 1
16,15 Boston, Massachusetts 1.5 300 1
16,15 Philadelphia, Pa. 1.5 3400 1
16,20 Griffiss AFB, N. Y, 1.5 3h00 0
16.25 Portland, Maine 1.5 3400 0
16,30 Quarles, Missour! 100.0 o] 0
16,40 Annapolis, Maryland 1.5 3400 2
16,45 Newport, Rho¢y Island 1.5 0 0
16,50 Jacksonville, Florida 1.5 3400 0
16,50 Bangor, Maine 1.5 3400 o
16,55 New York, Xew York 1.5 3400 )
16,60 Atlanta, Georgla 1.5 3400 1
16,60 Savamnah, Georgia 1.5 3400 2
16,65 Homestead, Florida 1.5 3,00 1
16,65 Kew London, Conn, 1,5 3400 0
16,70 PFrederick, Maryland 1.5 3400 2
16,75 Jacksonville, Florida 1.5 3400 (4]
16,75 Newark, New Jersey 3.0 0 0
16,85 Eglin AFB, Florida 1.5 3400 2
16,85 Quarles, Missouri 100.,0 0 0
16.85 Norfolk, Virginia 1.5 3400 0
16,85 Norfolk, Virginia 3.0 0 0
16,90 Bath, Maine 1.5 3400 0
16,90 Providence, R.I. 1.5 3400 0
16.90 Jersey City, N.J. 1.5 3,00 G
16,95 Charleston, S. Carolina 1.5 3400 0
16,95 Eglin APB, Florida 1.5 3,00 2
17,00 Washington, D, C. 3.0 0 1l
17,05 Washington, D. C. 3.0 0 1
17.15 Holden, Missourl 100,0 o 0
17,25 Brooklyn, New York 3.0 0 o
17.30 New Orleans, lLa, 1.5 3400 1
17.30 Virginia, Missourdi 100.0 0 0
17,50 Mobile, Alabama 3.0 0 0
17,50 Prairie City, Mo, 100,0 0 0
17,55 Jacksonville, Florids 1.5 3400 0
17,60 Loring AFB, Maine 1.5 3L00 0
17.65 PFrederick, Maryland 1.5 3400 2
17,75 California, Missouri 100,0 0 0
17.80 Charlesaton, S. Carolina 1,5 3400 0
5,85 Moblilo, Alabama 1.5 3400 0
17,85 Pt, Brapg, N. Carolina 1.5 3400 1

15




DECLASSIFIED IN FULL
Authority: £0 13526
Chief, Records & Declass Div, WHS

Date: (OCT 11 2011

Time

Minutes

17.90
18,05
18,05
18,10

SEGRIT

TABLE 2,3 (Continued)

Location

Classified Location
Newport, Rhode Ialand
South Norfolk, Virginia
New York, New York
Norfolk, Virginia
Fort Ritchie, Maryland
Koy West, Florida
Atlanta, Georgla

Fort Ritchie, Maryland
Jacksonville, Florida
Brooklyn, New York
Saugus, Massachusetts
Flushing, New York
Loring AFB, Maine
Miani, Florida

Long Island City, N.Y.
Clasaified Location
Norfolk, Virginia

Ft. Belvoir, Virginia
South Norfolk, Virginia
Griffiss AFB, New York
Squantum AFB, Masa.
Jacksonville, Florida
Homestead, Florida
Newark, New Jersey
New York, New York
Newvnort, Rhode Tsland
Mobile, Alabama
Bangor, Maine

Ft. Belvoir, Virginia
Higginsville, Missouri
Key West, Florida
Bristol, Ponnsylvania
Jacksonville, Florida
Baton Rouge, La,
Leavenworth, Kansas
Otis AFB, Massachusetts
Lockbourne AFB, Ohlo
Clifton, New Jersey
Plattsburg, New York
Memphis, Tennessee
Jacksonville, Florida
Des Moines, Iowa
Sawyer AFB, Michigan

SERRET—

Yield Elevation
Mt Poot
100.0 0
1.5 3400
1.5 0
1.5 3400
3.0 o
102.2 3&08
1.5 3400
100,0 0
1.5 34,00
3.0 o
1.5 34,00
1.5 3,00
1.5 0
1.5 3,00
3.0 0
100,0 0
1.5 0
3.0 0
loo.g W 8
1, 0
1.5 3400
1.5 3400
1.5 3,00
3'2 3&03
1.
1.5 34,00
3.0 0
1.5 34,00
3.0 0
100,0 0
1.5 34,00
7.0 5700
3.0 0
3,0 0
7.0 5700
1.5 3400
7.0 5700
3,0 0
7.0 5700
3.0 0
1.5 0
3.0 0
7.0 5700

Reports
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TABLE 2,3 (Continued)

Time Yield Elevation
Minutes Location Mt Feot
21,00 Albany, New York 3.0 0
21,00 Byron, Michigan 3.0 0
21,00 Kinchloe APFPB, Michigan 7.0 5700
21,10 Pease AFB, X, Hampshire 1.5 3400
21.10 Wright Patterson AFB,Ohioc 7,0 5700
21,15 McCoy AFB, Florida 1.5 3400
21,25 Seymour Johnson AFB, N.C. 7.0 5700
21,50 Albany, New York 3.0 0
21.55 Des Moines, Iowa 3.0 0
21.60 Jacksonville, Florida 3.0 0
21,65 Bristol, Pennsylvania 7.0 5700
21,90 Kinohloe APB, Michigan 7.0 5700
21,95 Wurtamith AFB, Michigan 7.0 5700
22,40 Little Rock AFPB, Ark. 7.0 5700
22.45 Schenectady, New York 3.0 0
22.55 Westover AFB, Mass. 7.0 5700
22,65 McCoy AFB, Florida 1.5 3,00
22,65 Sawyer AFB, Michigan 7.0 5700
22,70 R'chmond, Virginia 3.0 0
22,75 Memphis, Tennessee 3.0 0
27,90 Leavenworth, Kansans 7.0 5700
22.90 Robins APB, Georgia 7.0 5700
23.10 Turner AFB, Georgla 7.0 5700
23.10 Baton Rouge, La. 3.0 0
23,25 Lockbourne AFB, Ohio 7.0 5700
23.30 Pease AFB, N. Hampshire 1.5 300
23,30 Robins AFB, Georgila 7.0 5700
2310 Richmond, Virginia 3.0 o}
23,55 McOuire AFB, N.J. 7.0 5700
23.65 Selfridge AFB, Michigan 7.0 5700
23,70 Wright Patterson AFB, Ohieo 7.0 5700
23.85 wurtsmith AFB, Michigan 7.0 5700
23,90 Seymour Johnson AFB, N.C. 7.0 5700
23,90 Westover AFB, Mass, 7.0 5700
24,00 Plattsburg, New York 7.0 5700
24,05 Centralia RCAFB, Ont. 3.0 9200
24,10 Jacksonville, Florida 1.5 0
2h.20 McGuire AFB, N.J. 7.0 5700
2«35 Little Rock AFB, Ark, 7.0 5700
2. Selfridge AFB, Michigan 7.0 £700
21,50 Otis AFR, Massachusetts 1.5 34,00
24,65 Turner AFB, Georgila 7.0 £700
2L .95 Clifton, New Jersey 3,0 0

Reports
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2.2:.1 Data Presented

The results of the study are shown in three
graphs (Figures 2,16, 2.17, 2.18) relating ths performance
of the system as a function of time,

2:2.1.a Effectiveness of Bomdb A) Systea.
Pigure 2.16 presents the response of the Map slarm ;Eﬁoilon
of the system to the hypothetical attack. The heavy line
indicates the total number of bursts in the time interval
after the beginning of the attack, while the line ennlosing
the s0l1d cross=hatohing indicates the number of ttese bursts
reported. The broken line enclosing the Lroken coross-hatching
indicates the number of excess alarms produced when bursts
trigger the Sensors of more than one target area,

2.2.1.b Sensor Availability. This curve
(Pigure 2.,17) shows the number of Sensors remaining effective
as a function of time after the beginning of the attack, both
without telegraph circuit patehing and with immediate patching.
To indicate the rate of the attack the total number of weapons
i1s also presented,

242:.1sc Target Area Avnilnbiligl. Thia curve
(Pigure 2,18) indicates the number of Targe ea Sensor

Complexes remaining cupable of reporting a Map alarm as &
function of time. The "1 Sensor" curve indicates the number
of target areas having only one remaining effective Sensor,
These areas are capable of producing a Map alarm on a one-
red-and-two-yellow-status basis. The "2 Sensor™ curve
indicates the number of target areas having two effective
Sensors capable of producing the higher credence two-red-status
Map alarm. The total attack curve is also included on this
chart to indicate the rate of the attack.

?e2,2 Analysis of Results

While the information of the hypothetical
attack did not include sn exposition of the philosophy of
assignment of the Design Ground Zero locations, an analysis
of the targets in the portion of the attack included in
this study indicates a certain pattern,

The first portion of the attack (0 to 1% minutus) s
assumed to be on missile fields, with the majority of the bursts
in the east falling in the Plattsburg, New York area. Since
Plattsburg AFB is included in the Romb Alarm System Target Arasa
list, most of these were renorted and the performance of the
aystem runs quite high,
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The second portion of the attack (15 to 20 minutes)
is against population centers, except for a hearvry concentration
of large weapons in an area of no kmown significance in
western Missouri. The rats of attack is gharply increased
starting at this time interval, and the time base of the
Effectiveness Chart (Pigure 2.16) was changed at this time,
The increased rate is reflected as a sever increased slope
of the Number of Weapons Curve (Pigures 2.17, 2.18). Since
the population centers are alao major commnications centers,
this portion of the attack reduced the availadbility of Sensors
sharply. During the firat minutes of this period many of the
weapons were detected and reported, By minutes 18 and 19,
however, facilities to Sensors and 30S loocated arocund comuni-
cations centers were disrupted sufficisntly to reduce the
reporting rate substantially,

Ths third portion of the attack (20 to 25 minutea)
is centered on Bomdb Alarm System target areas. As a result,
the proportion of these bursts reported 1a increased although
many of the facilities are destroyed and many of the Sensors
are unable to report.

24243 Methods of Response Analysis

2.2.3.2 Time Distributions. The times of
the bursts were assigned at random w n e time intervals
designated in the attack document. The minimum time interval
used was 0,1 minute for the first 14.9 minutes and 0.05
minute for the balance of the study.

2.27,3.b Detection Criteria. It was assumed
that a burst at ground level cou e seen at a distance of
4O milea, except where terrain interference was known to
exist., Bursts at higher elevations were assumed visible at
the horizon distance calculated by the equation:

D = 1,23 (n)}
where D = distance to horizon in miles

h = elevation in feet.

Fo weight was given to atmospheric attenuation, effects of
cloud cover or other factors affecting detection,
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242,300 Loss of Facilitiea, It was assumed
for the study that all fac es lylng within tha 5 pst
overpressure contour will be destroyed and all outside this
contour will survive, The tiavel time of the overpressure
front was considered in the reporting capability of Sensors

and 8GS's, permitting, in appropriate circumstances, a report
to be released prior to destruction of the faci{lities.

In addition to the loss of feacilities between
the SGS's and MCC's some reporting circuits were lost between
the MCC's and various DCt!s. In the study, all Sensors reporti
to an MCC were assumed to be lost if sending from the MCC to :gl
Dg'l v;: interrupted on both the main and fallback reporting
channels.

?42,3.4 Patching. In the telegraph circuit
configuration employed for the loops, it 1s possidle to
by-pass an inoperative SGS circuit by manual patching or
re-routing of the telegraph circuit at a communications
ocenter, This will resture to service other 3GS's sending
through the faulty facility to the MCC. In the effectiveness
study {t was assumed that a patch was made in two minutes to
restore SGS's cut off by interrurtion of the facilities,

2.3 BOMB ALARM SYSTEM REPEAT CAPABILITY

The BAS was designed to be a system for the purpose
of reporting, with highest reliability, the first alam of a
nuclear detonation at any of a number of selected target
areas. As such, it has a definite but 1imited carability
to datect and report successive detonations, The following
discussion will evaluate the repeat capability of the system
in terms of (1) 1ts inherent capability and (2) 1ts capablility
as related to the hypothetical attack considered,

2.3.1 Present System Philosophy

Each of the selected target areas is covered
by a tr.ad of optical Sensors. Each of the Sensors is connected
to a SGS wkich contains the circuitry necessary to storo and
transmit the Sensor status in telegranhic code., Each of the
three S(S's in connected to one of three MCC's to which {t
renorts the status of the Sensor either on command (Poll) or
imms diately following a detected nuclear detonation (Event).

The MCC'!s collect data from the SGS's both serially and in
parallel and repeat this data to the DC's serlally with a
parallel output for each DC,
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The country is divided into two geographic areas,
Within each of the areas there is an autonomous system of
three MCC's as dessribed above, All of the MCC's orerate
asynchronously,

The data transmission speed 13 60 words per minute
and is constant for the entire system, The code employed is
7.5 unit with bit width of 272 ms. The duration of one
character is, therefore, 165 ms.

All intelligence is transmitted as five-character
code groups, the first three characters being the address of
the 8G3 (and Sensor) and the last two being the status, The
first character is unique to one of the MCC's while the
second and third characters are unique to one target area in
esach of the two geographic areas. The transmission time of
the standard five-character message is 825 ms.

The reporting order is from the Sensor to the SGS
to tre MCC to the DC, Each of thess points in the system
has its own measure of repeat capabllity and each is subject
to variation by a different set of conditions. The reporting
system presently imposes more severe limitations on repeat
capability than the Sensor, .

The optical Sensor complestes its detection cycle
in two seconds. This is a minimm figure based upon its
designed range of weapon yields,

The SGS registers the alarm st the end of approx-
imately one and one-half seconds but requires additional
time to tranamit the alarm to the MCC. It cannot register
s second alarm from its Sensor until the first one has been
transmittad., Various numbers of SGS's are connested together
serially and the data transmission rate of the entire serial
string i{s limited to 60 words per minute, Under certain
conditions of multivle alarms, or alarms coincident with s
poll, loop traffic is generated much faster than it can be
transmitted to the MCC, Each SGS has a seven=-character
storage and excess loop traffic is diverted to the storage
of one or more SGS's to await its turn for transmission.

The MCC collects deta, sorially, frcm a number of
rarallel {nputs and repeats this data, serially, to each
of the DC's. The MCC vnolls sll of its loons, in parallel,
to determine availability for each of the two following
conditions:

21
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2e3.1.a Standby - two sequentiul volls
are conducted in each two minute interval,

2.3s1,b Attack - a poll (yellow search) is
conduc ted imredlately af“er repeating all alarm messages to
the DC if all the 3GS loops are idle,

For the condition of multiple events in
rapid sequence at multiple target areas, the rate of data
into the MCC may exceed its output capability. Therefore,
it has a limited repeat capability which may impose further
restrictions on the system in addition to those of the SGS.

The DC receives from a number of MCC's in
parallel and displays the information in the form of lighted
lamps on either the Communicator's Panel or Map. The alarms
remain displayed until a manual reset is performed, There-
fore, .ny repeat capability of the system reporting to the DC
can only be realized by a manual reset at the DC,

In order to optimize the original system
concept of reporting the first alarm with highest reliability,
two alarm messages are sent for each detected event. Inclusion
of the redundant message effectively halves the repesat capa-
bility of the reporting system, In addition, neither the
MCC nor the DC can differentiate between the redundart alarm
of one event and the alarm of a succeeding event reported by
a common SGS,

2.3.2 S0S Repeat Capability

The twc factors, other than data transmission
rate, which 21. 't the repeat canabllity of the SGS are:
They are connected together serially, in varying numbers, each
acting as a regenerative repsater for the preceeding one.
They send two alarm messsges for each event, the second being
redundant,

2+3.2.8 Circuit Configuration of SGS's.
SGS's are "looped" together serlally to each of the MCC's as
indicated (Figure 2,19)., The loop shown contains seven SGS's,
which is the maximum number per loop presently within the
system, A breakdown of all the loops in accordance with the
number of SGS's on each ia:

22
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TABLE 2
Number of Loops SGS's per Loop
6 1l
3 2
17 !
1 5
19 é
ﬁ 7

Each of the MCC's checks the availability of
its SGS's twice in each two minute interval and makes a single
composite report to the DC, To do this the MCC sendsa poll
message to all its loops, in parallel, twice in each two
minuce interval. As each of the SGS's receives the poll
message, it regenerates it and adds its status message
immediately behind on the idle 1line condition. It adds a
status measags only if the Sensor 1is operating normally
(gresn). If a Sensor or SGS is not operating, no response
is made by the 303 and the MCC later sends a yellow status
message to the DC, Assuming all Sensors are operating
normally, a polling sequence for the loop illustrated, as
received by the MCC, would be as follows: BBBG(s nco’,

BBCW( s aco{, BBPW(space), BBOW{space), BBJW(apace), BBMW
{space), BBPH(spnco?, BBUW(space), where BBBG(space) is the
0l1 message (request) and W(space) is the green status
fanswor). It will be noted that the #1 SGS, BBC, has only
to regenerate the poll message and its own response whereas
the #7 808, BBU, regenerates the poll message together with
all the responses from the preceding SGS's and then adds its
own response, The probabllity of there being incoming traffic
at any SGS under routine conditions of standby volling is,
therefore, related to its position on the loop.

TABLE 2,
Probadbility of

SGS Position on Loop Ircoming Traffic

~J O\NEW N -
O OO\NE N1
[
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When a2 SGS finishes responding to sn event,
at approximately 1,5 seconds of the {snsor cycle, 1t will
revort it as two identical five chara ter alarm messages to
the MCC, Tranamission of the first al.vm must be completed
and the second initiated (programmed in storage) before the
SGS can regiaster a succeeding event., Tia SGS will transmit
under one of the following two conditions:

(1) Idle Line: 1If there is no tra®fic on the line
(loop), between the send side of the MCC and the SGS responding,
the two alarm messages are sent immediately. Each requires a
transmission time of 825 ms or 1,65 seconds total.

(2) Busy Line: If there is traffic on the line,
normal polling or additional alarm messages, the first alarm
is sent immediately following the end-of-message character of
the status message being regenerated. The second (redundant)
alerm is aent when the line is idle. Therefore, start of
transmission of the first alarm messag2 can be delayed an
additional 825 ms meximum but the second (redundant) alamm
can be delayed up to 8 message lengths or 6.6 seconds,. This
wogld be true of the #7 SGS for an alarm just after start of
poll.

To fllustrate the adbove, assume that the

#1 8GS is ready to report an event just after start of poll.
Its response would be: BBBG(space), BBCCY, BBCCY, where CY

is the red status, The event would have just been registered
when polling began and the first alarm would be delayed 825 ms
(duration of poll message). The time for the 3GS to be ready
to repeat would de 1.£5 seconds as measured to the start of
tranamission of the second alarm message,

If an event, is detected by the #7 SGS, its
response would be (voll), (#7 alarm 1), (#1 green), (#2 green),
(#3 green), (# green), f#S groen), (#6 green), (#7 alarm 2).
Again, the first alarm is delayed only 825 ms but the elasped
time to start of transmission of the second alarm message
(ready to repeat) is 6.6 seconds,

It will be noted that transmission of the rirst
alarm massage is never delayed more than 825 ms maximum, Also,
the ahove are worst case conditions which assume that the poll
has just begun. For the intermediate SGS's between #1 and #7,
their times to be ready to repeat are proportional to their
positions on the loop,

2k




Page determined to be Unclassified
Reviewed Chief, RDD, WHS
IAW EO 13526, Section 3.5

Date: OCT 11 2011

The ahove are the ranges of ability to detect
a second event following the first event of an attack. Because
of present asystem philosophy, the probability of traffic on
the loop 1s high following the first event, This 1s true
because the MCC is programmed to poll all 1ts loops after an
alarm 13 received as soon as all its incoming lines are idle,
It does this for the purpose of determining possible additional
damage by ascertaining which of the SGS's are not reporting.
All yellow reports only are sent to the DC where they may be
combined with the red report (alarm) to light Map Display
lamps. Polling after an alarm has the effect of limiting the
repeat capability of the 3G3's for subssquent events as
descoribed above.

2.3.2.b Interdependence of SGS's, Repeat
capablility is also impaire or e condition of simultaneous
detection of one or more events by some or all of the 3GS's
on a loop., The time required for each of the SGSt's is again
related to its position on the loop and the worst repeat
canability 1s that for the #7 SGS on & 7 SGS loop. Assuming
the worat cawe where all SGS's on a loop detect event(s)
simultaneocusly, the times for the SGS's to be ready to repeat
are:

TABLE 2,6
Position and Total Time (Sec.)
Number of SGS on Loop Ready to Repeat
1 .825
§ 2.?
L 5.8
5 7.4
é 9.1
7 10,7

The above times assume no traffic on the loop.
If there is traffic, the times are increased by a maximum of
825 ma and the worst repeat capability 1s then 11,5 sec,

2.3.2.¢ Summary. The time required for a
SGS to be ready to repeat can vary between ,025 sec. minimum
and 11,5 seconds maximum and is dependent upon:
(1) The position of the 3G6S on the loop.
(2) The probability of traffic on the loon, either

normal polling or additional alarms, at the
time cf an event,

25
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The BAS is divided into two geograrhic areas.
Within each geographic area, each cf the target aress 1is
monitored by each of the three MCC's, Each of the MCC's
controls a number of loops with varying numbers of SGS's on
each,

TABLE 2
Master Control Center Total Loops

B 12
(o 10
) J 11
G 11
J 12
M 11

o7

Since the loops are connected in a random
manner, the repeat capability of each of the SGS at any target
area is generally different, The table below indicates repeat
capability of numbers of target areas in terms of one, two
and three SGS repeat capability. The SGS repeat capability
is proportional to its location on the loop as discussed
above,

TABLE 2,8
Numbers of Target Areas Having:
SGS Locatiun on Loop T 508 -3 3 EEEBE
1 L7 17 3
2 35 17 9
3 11 33 13
L 6 22 25
5 8 2L
6 2 21
7 L

For two SO0S repeat capabllity, the location
{time) given 1s a maximum for one; it may be the same or less
for the other, For three SGS repeat capability, the location
{time) given is & maximum for one; it may be the same or less
for the other two.
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Forty-seven target areas have one SGS with
the highest repeat capability and these are scattered randomly
through the system, They can detect and report successive
weapons at minimum intervals of 2.3 seconds corresponding to
the 1,5 second SGS response time plus the ,825 second for the
alarm message, This is inoreased by a maximum of 825 ms
additional with traffic on the line, Thirty-five additional
target areas have a single SGS repeat capability egual to the
above plus 2.5 seconds if the #1 SGS simultaneocusly reports
an alarm coincident with a start of poll, or 4.8 seconds
maximum,

The single SGS repeat capabllity is useful
for alarming the Communicator's Panel. The two and three SG8
repeat canabilities are more significant in terms of present
system philosophy which dictates that a "true™ alarm i{s a Map
alarm corresponding to alarm reports from a minimum of two
out of three Sensors at a target area,

The SCS's with the best repeat capability
have the least probable availebility and survivability. This
is true since any break in the serial loop prevents SGS's
between the send side of the MCC and the break from reporting.
The probability of isolation is greatest for those SGS's
nearest the send side of the MCC,

2.3.3 MCC Repeat Capability

The MCC's receive from thelr SGS's in
parallel and send to the DC's serially, at the same trans-
mission rate, and therefore have a limited repeat capability.
In the present system the MCCts receive from a maximum of 12
loops with the result that thoy may accept information 12
times faster than they send it. The MCC atorage will accommo-~
date one message from each of the SGS's and the MCC is
programmed to search through and read out of storage in a
fixed order. Therefore, when simultaneous alarms are received
from several SGS's en several loops, there will he an interval
whereby a second alarm from a common SGS can be received on
top of the first one before it is read out. The maximur
repeat capability of a Sensor and SGS is 1.5 plus 825 or 2.3
seconds. This corresponds to & maximum of two simultaneous
alarms at the MCC to realize the best repeat capability of
the Sensor and SGS, The probadbility of simmultaneous responses,
followed by another responze in 2.3 seconds, at two target
areas with the highest SGS repeat capability renorting to one
MCC 1s consicdered remote, but it represents the limiting
conditions.
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It is important to note that the concept of repeat
capability of the MCC has little meaning irn the present system
due to the redundant alarm message for each event, The
redundant alarm message 1s delayed by the S0GS until the loop
is 1dle and this delay can be as long as 13 message lengths
(10,7 sec) for a saturated 7 SGS loop. Regardless of the
delay, ths MCC cannot differentiate between the redundant
alarm of one event and the alarm of a succeeding event,

2.3.4 DC Repeat Capadbility

The DC receives from all the MCC's, in
parallel, and displays the alarms serially on the Commuli-
cator's imol and Map. Each individual Sensor atatus is
displayed on the Communicator's Panel, An alarm is displayed
on the Map only for the conditions of (1) two or more red
reports from a targst area or, (2) 1 red report and two
yellow reports from a target area, Since the reports are
proceased serially, it is necessary to store them in order
to combine them for the two conditions described. The Map
alarm is generally regarded as the "true™ alarm since it
provides additional credence.

Of all the system equipment, the DC is most limited
in repeat capability., A Map alarm could de noted anda manual
reset quickly performed, but this would result in a very low
credence level for sn additional alarmm at that target area,
For example, the transmission of three simultaneous alarms
from a target area involves three tranamission paths and
three different delays. Since they ars posted seriall{, the
first two are sufficlent to actuate the Map Display. f they
are then reset, the third slarm arriving at a later time 1s
left to combine with additicnsl possible alarms from a
succeeding event or yellows resulting in a false Map alamm.
This is compounded by the redundant alarm message. The MCC,
as a furction of its repeat cavability, may or may not
transmit the redundant slarm to the DC., If it does, the
number of possible combinations avallable to post a false
Map alarm is increased still further.

?.3.5 Repeat Capability as Related to Hypothetical
Attack

The repeat capablility of the system, except
for the DC, is not generally a significant factor in light of
the hypothetical attack considered. When successive events -
41d occur, they occurred in areas where the density of Sensors
was small and saturation of the reporting system in that area
did not occur, Conversely, there are hipgh altitude events -
over areas with a hipgh density of Sensors, but the time snacing
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of successive events is within the repeat capability of the

system in that area. As examples of each of the above, the
most exacting periods of the attack are as follows:

2.3.5.a Target Area JB. A high concentration
of weapons occurred in the vielnity ol this target area. Their
timeas and the BAS responses are as follows:

TABLE 2
Time of Event Interval

{Min,) (Seq,) 8GS's_Responding Alarm
0.3 - BJB,CJB,FJB Map
e85 132 BJB c.P.
0 150 BJB,CJB(FJB lost) Map
6.5 90 BJB,CJB Map
7.5 S)Z BJB,CJB Nep
Te BJB,CJB Map
9.5 120 CcJB Cc.P,
11, 120 BJB c.P,
12,0 30 CJB(BJB lost) Map
12,3 18 CJB Map
1.1 108 cJB Map

The shortest time interval hetween successive
ovents 1s six seconds, welli within the repeat capabllity of
the Sensor. The SGSts BJB, CJB and FJB occupy positions 1,

2 and 3 respectively, on their loops and have ample time to
clear the alarm for the event at 7.4 before the event at 7.5,
even for the condition of prior traffic on the loops. The MCC
can process all the reports including the redundant alarms
and repeat them to the DC, Manual reset at the DC would, for
the time spacing involved, give a fairly reliable picture of
successive events. A fallacy of the "Map Alarm™ concept is
revealed by events at 9.5 and 11.5, CJB, reporting the event
at 9,5 would not actuate a Map lamn, If left stored, howsver,
it will combine with BJB renorting the event at 11,5 and only
one Map alerm will result from two widely spaced evonts. A
=imilar combination is possible at any stapge of an attack,

?.3.5.b A Series of Hiph Altitude Events
Over a Large Ceographic Area With Mult} Ee Sensors and Target
Kreas Responding. The analysls 8 with resvect Lo repsat
capabll 1ty and assumes that the system survives, whereas much
of the system does not survive as illustrated in another section
of this study. The additional assumption is made that all MCC
loops are idle just orior to the attack inte'val. This is

probably not true but, short of considering the complete attack,
this interval 1s censidered as a "worat case" sample,

SECR— 29
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The following additionsl assumptions are made:
(1) Aggregate reporting times to the MCC'as and to the DC's are
taken as the sum of integral message lengths without regard to
additional small timing delays incurred by regeneration and
transmission. (2) For those cases where several loops are
reporting "simultaneously® to & MCC, the address first alpha-

betically will be assumed to arrivo first. (3) When polled,
each of the S0S's will respond gresn unless in the red mode.

For the listed data (Table 2,10) numbers in
parenthesis indicate the positions of the SGS's on the loops
involved during the attack interval,

TABLE 2,10
Time Total
or SGSt's
Event Interval Loop On
(Min) _(Seo) SGS's Responding No, Loop MCC
16,40 - BHB(h;,BPPU),BBF(Z),BCJ(I) 209 I B
BOW(1 207 2 B
cet 2;.(:3?(1 106 6 ¢
CFP(3),CMB(2),CoW(1) 107 6 c
PCW{0) 3 6 ) 4
PMB(2),FFF(1 30 L F
FCJ(2),¥BF(1 308 3 P
16.50 6 ROM(6) 21 7 B
ceM(s) 109 7 c
FCM(Y) 309 7 P
16.55 3 Baa (1) 210 5§ B
CGG(5) 107 6 c
FaG(1) 30l 6 I
16,60 3 BBC(L),BFJ(2),BRP(1) 206 6 B
CBP(6) 103 6 c
CFJI(5) 105 6 c
CBC(6) 106 6 Cc
FBC(1) 301 6 P
FFJ(3),FBP(2) 305 3 F

5 EEH {il.]F 30




DECLASSIFIED IN FULL
Authority: EQ 13526

gy o

-* §

I3

TABLE 2,10 (Continued)

- ————

Time Total
or 8GS's
Event Interval Loop On
(Min) _(Seo) 8GS's Responding No, Loop MCC
16.65 3 BYG(3 205 § B
BIP(L 210 &5 B
BMC(L) 221 7 B
cm§3§ 103 6 c
CTP(6 107 6 c
CMC(3 109 7 c
m{z; 302 6 r
. RIP{7),PMC(3) 309 7 | 4
16,70 3 BMB(};) ,BPF(3),BBF(2) 209 |4 B
BCW(1) 207 2 B
CBF(1) 106 6 ¢
CFF(3),CMB(2),C0W(1) 107 6 c
FCW(6) 3 6 r
PMB(2) ,FFP(1) 30 L F
FBP(1) 308 3 P
16,75 3 BGG(1) 210 ¢© B
cGa(5) 107 6 c
PaG(1) 04 6 F

Location of burst together with target areas
and numbers of Sensors responding are listed in Table 2,11,
All alarms are Map alarms,

3
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Target Area
R.ﬂpeﬂding 16.110 16.50 16.55 16.60 16.65 156,70 16075
Washington, D. €, (MB) 3 2
Baltimore, M4, (BP) 3 ?
Dover APB, Del, (ct) 3
Classified location (PP) 3 3
Pt. Ritc-le, VMd. (cw) 3 3
Dow AFB, Ohio {cm) 3
New York, N. Y, (GG) 3 B
Atlanta, Georgia (BC) 3
Aunter APB, Ga, (rJ) 3
Charleston AP}, S.C. (BP) 3
Aomestead AFB, Fla, (PG) 3
Suffolk CO. A?B, N.Y.(J‘P) 3
Westover AFB, Mass, (MC) 3
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The following points are noted:

(1) Nine events occur, two simultaneously at 16.6 and again
at 16,65, within a total time interval of 21 seconds,

(2) The maximm number of Sensors responding simultaneously
is fifteen, for the event at 16.40,

{3) Cormmon Sensors see successive eventa in two cases. One
group sees events at 16,40 and again at 16,70, a time
interval of 18 seconds, Another group sees events at
16.55 and sgain at 16,75, a time interval of 12 seconds.

(4) The maximum number of SGS's responding on a loop is four,

(5) Successive events are seen by different Sensors on the
same loop,

(6) The maximum number of loops simultaneously reporting to
one MCC is four.

A series of timing diagrams i1llustrates the
operation of the system during the attack interval. Pigures
2,20, 2.21 and 2,22 show the sequence of traffic to each of
the MCC!'s from the loops responding and the subsequent traffic
from each of the MCC's to the DC's, PFigure 2,23 indicates
the clearing (of traffic) times of the SGS's rcspondlng.
They can register another event one message length or 825 ms
less than their times to clear. This time corresponds to
vlacing the second alarm in the storage register and start
of transmission. Figure 2.2 indicates the order in which
alarm messages are received bz the DC's together with the
time and order of posting "Map" alarms.

It is to be noted that the order in which
the SGS's clear doas not correspond to the revorting order
as received by the MCC, For thes condition of slmultaneous
response by multiple Sensors on the samo loop, it is most
probable that the SGS's will report their first alem
massage, in order, from the recelving side of the MCC,
This is due tc amall transmission delays "up the lino™ from
the receiving side of the MCC, Therefors, the SGS nearest
the receiving side will be the first to report, the last to
be ready to repeat and the last to clear,

The timing and pattern of the attack 1is
within the repeat capability of the Sensors and SGS's
responding. Times to clear are extended, in .nany casnes,
because of bcth simultaneocus detection by SGS's on the same
loop sand by the yellow search, An example of the former 1is
seen in loop 209 on which all four SGS's respond to the event

SHEE 3
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at 16.40, The time required for the Lth SGS (BMB) to clear

is 6.6hsoconda after it is first ready to report. An example
of the latter is seen in loon 107 on which the 5th SGS (CGG)
responds to the event at 16,55 just after start of poll, The
time to clear this SGS is extended an additional 3.3 seconds
while it regenerates the fr'on 1 asponses frgm up the lino."
The difference between "clearing time™ and "reporting time

1s revealed by the operation of 1loop 211 on which SGS BMC
responds to the event at 16.65 during a yellow search. This
SGS is #; on the loop and does not respond green when polled
since it is in the red mode. It i1s not yet ready to report
the alarm, however, and #5 begins its green response. Approx-
imately 200 ms later, #i is ready to report its alarm and does
80, with the alarm traffic diverted to the storage of #5 while
it finishes its green response. A similar oneration is found
on loop 210 for SGS #,; (BJP) reaponding to the same event,

Some i1dea of the repsat capability of the
MCC 1s revealcd by the traffic to each of the three MCC's
following the first event at 16,40, MCC "B" receives in
parallel on two loops with the bulk of the traffic on one
of them. The input rate is only slipghtly greater than the
output and only the redundant BCJ 1s lost. MCC "C" receives
the same quantity of traffic on two loops but with the traffic
almost equally divided, Two of the redundant alarms (CBF and
CCW) are lost. MCC "P" receives the same quantity of traffic
on three loops and the input rate is substantially greater
than tre outout, Of the five redundant alarms received, only
one (FCJ) is repeated to the DC,

The serles-parallel pattern of traffic to
the MCC determines how long it will remain busy sending to
the DC and, therefore, how long before a yellow search is
inftiated, Yellow searches are initiated at 13‘ 9.8 and 7.2
seconds of the attack interval by MCCts "B", "C" and "pF"
respectively,

The series-parallel pattern of traffiec
together with asynchronous yellow searches, alphabetical
storape register at the MCC and the redundant alarm message
makes any repeat caoability at the DC's highly ambiguous,
For example, Fipure 2.2l reveals that the first and redundant
Map alarms forr Dover AFB, responding to ths event at 16.40,
are received ;. X seconds apart., If a manual reset was performed
following tho first Map alarm for this target area, the following
redundant alsrm would apvear as another event. Worse yet is
the report from Dow AFB, responding to the event at 16,50,
The redundant alarm follows reports frcm tarpet areas responding
to the event at 16,55,
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It is to be noted that information derived
from the yellow searches and stored at the MCC's 1s not
transmittea to the DCts, This is true since each of the
MCC's receives an alarm during the course of its yellow
search and returns to the alarm mode, reporting alarm
messages and ignoring yellow reports. Since the MCC always
sends alarm reports on a priority basis, the density of the
attack may prevent the MCC from making yellow searchea or,
having made them, from reporting the results to the DC,

The repeat ocapability of the present BAS
is sufficient to report much of the hypothetical attack
oonsidered. The value of repeat capability is severely
restricted, however, by multiple detection of events,
redundant reports and inability to sort and display the
reports beyond the first one from easch target area,

3,0 DESCRIPTION OF AUGMENTED BOMB ALARM SYSTEM
3.1 GENERAL

The Augmented Bomb 1a.m System (See Figure 3.1)
i1s organized along the same ..- -3 as the present system in
that an MCC receives messagr fCrom a group of SGSt's and
forwards the information ‘ om i(hem to all DC's. The MCC
periodically sends out poll messages to the SGS which reply
with a green status message if the Sensors and equipment at
the station are operati-: properly. When the Sensors
associated with a SGS detect a nuclear detonation, the
station sends out an alarm message which is processed
through the MCC to the DC's with a minimum of delay. An
operator at the MCC may initiate a test of the 365 by
ssnding a message which causes test equirment in the Sensors
to cycle. If the Sensors detect the test signals properly,
a test response, differing only aslightly from an alarm message,
1s sent to the line by the SGS. The MCC normally will intsrcept
these messages, but for a system test the MCC may be programmed
to send them on to the DC's as alarm messages.

As in the pregent system each target erea is covered
by throe Sensors. Each of Lthe SGS reports to a different MCC
80 that the loss of one MCC facllity will still leave two
Sensors in operation. The target areas are divided into
geographical groups of not more than 80 ver group, each group
revorting to three MC's,

g0 L 3
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The Electromagnetic pulse Sensor 1s a high threshold
device, possibly weighted for increased sensitivity to high
frequencies, This weighting and the high threshold features
will reduce the sensitivity of the aystem to sferica. In any
event, an alarm 1s not generated on the basis of an EM pulse
alone; the pulse provides localization of an optically detected
detonation and may be wsed to determine time zero of any event,

The Yield determination is made from an optical device,
with the measurement made on the basis of the time interval from
the arrival of the EM pulse to the first peak or to the minimum
inflection point after the first peak, A device designed to
measure time to the second peak would severely restrict the
systenm's repeat cuo#billty. (See Figure 3.2). The yleld is
evaluated to a (10)¥ accuracy with outputs of 0,3, 1, 3, 10,

30 and 100 megatons,

The Elevation determination will be made on the basis
of a two sector optical device capable of differentiating
between air and ground bursts (See Pigure 3.3). The divisiun
line between the two levela must he established arbdbitrarily,
Under certain conditions the optical Sensor range is such that
2 remote air dburat may be seen by the ground burst sector,

To resolve this ambiguity an elevaticn report will be made

only if EM localization of the optical report has been received.
Ideally the determination will be made early in the burst cycle,
when the fireball is ralatively small, using only first peak
thermal energy.

3.2 DETAILED DESCRIPTION OF SIGNAL GENERATING STATION

The S0S in the augmented svstem operates in the same
manner as in the present Bomb Al»:in Syatem, but 1s also capable
of reporting yleld and differer.-iating le*ween air and grecund
bursts. A high threshold eX:: :romagnetic (EM) pulse Sensor
is included for localization .f the ovent reported by the
optical Sensor. A second fai.btack oriic 1 Sensor is wnrovided
at the SGCS to give alarms 1f t“e Sen:ucr iearsr the target area
is d~stroyed or inonerative,

A typical target area complex is shown f{n Pifgure 3.j.
The optical Sensors 11 miles fr»~m groun zero are the present
Sensors, unchanged {n operation ~r func‘ion, The SGS's are
located further radialiy from the tar~ t area with additional
Sansors in the immediate vicinity o the SGS. Locating the
new Sensors at the SGS simplifies the problem of providing
power to the Sensors and receiving signals from them. Dliecause
of the addition of sensing elements to SGS asltes, SOS sites
would have to be more rigorously defined than in the present
configuration,
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3.2.1 Sensors

The Primary Optical Sencor is the one presently
instelled and working in the Bomb Alarm System. In the augmented
system 1% 1s unchanged.

The Secondary Optical Sensor is located in a Sensor
complex near the SGS. It is identicel In operation to the
Sensor in the present ayatem, although the output signals wmay
differ since a telemetering system to report signals is not
necessary with the Sensor located near the SGS.

3.2.2. Signalling

The signalling arrangement betwasen the MCC's
and the 8038 is the same as in the present Bomb Alarm System,
The SGS are arranged in series loops from the MCC. The output,
of the SGS nearest the sending side of the MCC, 1s regenerated
and passed through subsuvquent SGS on the way to the receive
side of the MCC.

The characters used for signalling in the augmented
system are the same as those used ir the present system. All
characters used for address and status information have three
pulses marking of the five pulses in the telegraph code as
does the character Y, the alarm end-of-messare character,

The spaco character used for EOM status character for green
messag: 3 haa only one of the five pulses marking. PFor an
error to pass undetected while using this three out of five
code, transmission distortions must convert as many pulses
in a character from marking to spacing as are converted from
spacing to marking. This double conversion is much less
nrobable than the more common systematic addition or sub-
traction of pulses.

In normal operation the MCC sends a poll message
to all loops in parallel. This message 1s read in the SCS
as it is passed through the loop., If eithor of the optical
Sensors connected to a SGS are working, the 3GS inserts a
green response message when tho receive line goes idle. This
message consists of the two address characteras followed by the
character snace. The reduction in the number of the address
characters from three to two aliows the reporting of the
additional yield information without extensive modification
of the SGS.

When either of the optical Sensors reports a burst,
an alarm message 1s prepared. Depending or the additional
information received, any one cf seven yleld characters and
four status characters may be ircluded in the message.
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The alarm messare is sent at once if the send and receive lines
are idle or at the end of the message going through the SGS

if there is traffic on the lines. As in the present system,
traffic coming in while an alarm message is being sent ia
stored for transmission at the end of the alarm message.

In the present system two alarm messages are sent;
one as described above and another when the receive line goes
1idle., In the augmented system this second measage iz eliminated
to increase the reveat capability of the system and to eliminate
the smbiguity caused by the second report.

A facility is included in the MCC to generate a message
to be sent to the SGS to initiate burst simulation devices in
the Sensors and test the resnonse of the Sensor and SGS, An
alarm response to this test message 1s altered from a regular
response to reduce the probability of generating a false alarm
during the course of testing. In order to generate a test
response, it is required that both of the optical Sensors
revort the burst simulation. For test purposes they rust
func tion on an AND basis; to report alarms only the OR function
is required,

3.3 DETAILED DESCRIPTION OF MASTER CONTROL CENTER

The MCC (See Figure 3,5) 1s essentially a time-
division multinlexing device which receives messages fron
an many as 80 SGS's, connected serially in up to 24 low
speed circuits, and relays the information received to the
DC's at high speed,

The SGS loops sending into the MCC work at a sveed
of 60 words ver minute or 45 bauds (bits per second). The
total incoming date ~ate then is 24 times 45 bauds or 1980
bauds. The messages are relayed to the DC's serially at a
speed of 12700 bauds which is more than adequats to handle the
data.

The loop=storape block includes a serisl-to-parallel
converter, a groen missage storage, an alarm messapge storage
and control circuits to check the inceming messapes and regulate
access to the sending circuit., The address and status characters
are 1imited to those having three marklng nulses of the five
in the telegrant code, As each character 1is received, 1its
=apking bits are counted and if any character of a message
should fall in its oount, the message is not stored for trans-
mission to the DC. This check provides vrotection againit the
most common Of transmission distortions; the 3imple addition
or subtraction of opulses, For an error to pass through the
MCC the same number of pulses must be added and subtracted in
one character,
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Two storagea are provided to receive the ressage
wher, the end-of-message (EOM) character hai been received
and the parity check requirement iz met. The first of theae
stores the three characters of the green message; the second
stores the five characters of the alarm messagss,

When a message iz transferred to a storsge, a request
for access to the circuit sending to the DC's is made. The
scanner is continually probing the loop storages to determmine
if a request is present. When a message is walting it ia
shifted direotly out of the storage unit to the sending cirouit,

In the normal polling sequence, the dlock of green
status mcu{u relayed to the DC's is framed between start-
ofetransnission and and-of«transmission mossages whioh are
required for DC control. The start-of-transmiasion message
is sent when the loops are polled and the end-of-transmission
is sent after the last message received from the loops has
been relayed through the MCC.

Tmmediately following receipt and re-transmission
of an alarm sequence, a poll message is sent to the loops and
the messages received are forwarded to the DC's, This MCC,
unlike the present CC, is ocapable of handling and re-transmitting
a mixture of red and green inooming reports. This process
permits more rapld reporting of inoperative SGS to the DC'as to
allow more rapid evaluation of one red and two yellow alarms,
At the same time this special poll message is sent to the loops,
a con‘rol message 1s sent to the two other MCCO's in the same
geogranhical area. This control messapge will initlate the
special polling mequence at the other MCC's,

A monitoring readout of the status of the SGS reports
to the DC's is required to faclilitate maintenance dispatching.
This readout could be in the form of & pare printer with a
single line of characters per poll, one character per SGS,
to indicate which had responded green,

3.4 DESCRIPTION OF DISPLAY CENTER
3.4.1 General

The DC recelves revorts from all MCC's and
presents Availability and Alarm Displays and a printed readout
of burst data, The Availability Display is similar in function
and appearance to the present Commnicator's Panel, with green
and yellow availahbility lights and a red alarm light for each
Sensor-3GS comdbination. The Alarm Display shows targst area
name and distinguishes betwsen alr or ground burasts for localized
events. A third indicator, for each target area, counts those
events outside of, but unique to, a particulnr target area.
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The Alarm Display is capable of recording a limited number of
bursts at each target area. The printed readout shows the
target area nmme, the time of the burst, the yield, localization
and whether an air or ground burst was recorded,

As in the present Bomb Alarm System, an alarm will bde
displayed only if alarm reports have been received from two
Sensors, or from one Sensor if the other two in the target area
are not availadle,

3.4.2 Diasplay Desoription

344260 Anthbnit% m?lg. This display
shows the avallability or alamm sta of each Sensor as

reported by the last message from its MCC, When an MCC starts
transmission of a poll, all green (Sensor availadble) lights
associated with that MOC are turned off, while yellow (Sensor
unavailable) and red (alarm) lights are left on. As green
atatus reports are received, green lights are turned on,
eitler from the blank state or from the yellow conditionm,

At the end of the transmission from the MCC, lights associated
with SGS's which fail to report green are turned yellow,

When an alarm message 1s received, the red
light assoclated with the Sensor sending the alarm message is
lighted and remains 1it until manually extinguished, The green
or yellow 1ight preceeding the red is extinguished.
appropriate green or yellow indicator is, however, relighted
on the first poll following the alam,

i, em:
(1) Visual Display. The Viaua splay consists of an
11luminated panel displaying the name of the target area and

three rows of lights (See Pigure 3.6). The upper row indicates
that & lo6al air burst was detected; the center row indicates
that at least two optical Sensors detected a burst without an
accompanying EM localization signal and the bottom row indicates
that a local ground burat was detected. The name panel is lark
until the first report for the area is received,

(2) Readout Printer. The printed readout lists the target
area name, the time of arrival of the report at the DC, the
yvield, an indication of the presence of a localizing EM pulse
and a differentistion betwaen alr or ground burst, Typiocal
report readouts are shown in Pigure 3.7,

3.4.3 Display Control Deseription

2.4.3.a Buffer Storage. See Figure 3,8,
There are two circuits ecarrying the same information to each
DC to provide redundant and diversified serrice, The DC is
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capable of receiving from both circuits simultanscusly, acting
on the first good message to be received from either. The
confirmmation received on the other cbannel is ignored. Each

o! these inputs is terxinated in a serial-to-parallel converter
to store the message as it is received, A parity check ia
applied to each character as it is received as described in

the section on the MCC receiving ocircuits. When a good message
1ldroeolvod, a request for access to the display oontrols ia
made,

Rach Buffer Storage 1s equipped to decode start
and end-of=poll messapges for input to the Availlability Display
control equipment.

Each Buffer Storage is able to detect sn 1dle
line character sent periodically by the MCC, If the squipment
should fail to detect this character, a sending atopped signal
1s generated and passed to the Availability Display control.

3.4.3.b Scannsr, The scanner is continuously
probing the Buffer Storage units to determine if a -oaaago is
waiting for processing. If a message is waiting, it is trans-
ferred to the display controls. The scanner operates at
sufficient apeed to permit transfer of the messages received
to the Buffer Storage bsfores other mesasapges start arriving,

3.4.3.c Availability n1-§1g Control. This
control provides status storage mn amp ver oircuita. Wwhen

a Buffer Storage receives a start of poll message from the MCC,
the green status storages for 30S's associated with that MCC are
reset to a bdlank state and the associated greon lamps are ex-
tinguished, As green response messages are received, the
corresponding green lamps are turned on. When the end-of-poll
message 1s received in the Buffer Storage, a signal is sent to
cause all control storage elements, associated with that MCC,
remaining in the dblank state to be set to yellow.

When an alarm message is received, the
corresponding red lamp is lighted., This lamp will remasin
11t until a manual switch is operated to reset the control
storage element to the blank state and extinguish the light
until further status reports are received,

When both facilitiee from a MCC are interrupted,
a sending stopped signal is sent from the Buffer Storage to the
Avallability Display control to indicate that it is no longer
posaible to receive reports from that MCC., When the control
receives this signal, all lights associated with Sensors relaying
through that MCC are turned yellow and remain in this atate until
green responses arse received.

/3]
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At either the end-of-poll or tho sending
stopped signals from a Buffer Storage, all yellows generated
are passed to the Alarm Display -ontrol and stored for future
alarm evaluation.

3.4.3.4 Alarm Display Control. Since the
amount of information to be displsyed an rate at which
the information is presented to the DC is much greater than
in the present BAS, the Alarm Display control equipment is
far more complex in the augmented system. In addition to
reading out more extensive data, the augmented system is
designed to renort s limited number of dursts in each target
area and to reduce the mumber of excess alarms; 1.e., those
from an area considerably removed from an air durst over
another area.

The Alarm Display control is a computer-like
device with information storsge canacity and central logic
vrogram for evaluatirg the reports received from the Buf fer
Storages and the Availability Display control. The Display
Interface converts the information to levels and codes
ocompatihle with the disnlays used.

The system is designed to display an alarm
if two Sensors in a target area transmit alarm reports, or if
one Sensor transmits an alarm renort while the other two Sensors
in the area are in the yellow, or unavailable, state. Since the
SGS is capnble of locslizing an optical detection with an
assoclated detection of an EM pulse, several levels of local-
1zation of the renorts for a tsrget are possible. The various
tyg;s orlnlarm reports noassible from an area are indicated in
Table 3.1,

In areas of heavy tarpet area concentration,
it 1s highly probable that one event, esnecially an alir bturat,
will nroduce optical detections at Sensora well removed from
ground gero, The EM pulse detection was added to the 8GS
output to provide localization of the burst area. For these
complexes of high target area concentration, the target areas
are grouped, and when an alarm determination has been made,
the localization levels of all target areas in the complex are
shecked, The target area with the highest level 1s displayed.
The raports for all other tarpet areas in the complex with
icwer localization levels are erassd from the storage. 1If
two target areas have alarms consisting of two or more ranorts
consisting of optical plus EM, both are displayed.,
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TABLE 3,1
REPORT RELIABILITY LEVELS
Localisation
Level Sensor Reports
1 1 Optical without Localisation and
2 Yellow Sensors indicates a prodabdble

burst near the target area

2 2 Optical without Localization indicates
a definite durst near the target area

3 1 Optiocal with Localization and

1 Optical without Localisation indicates
a definite durst, possibly within, dut
definitely close to the target area

L 1 Optical with Localisation and
2 Yellow Sensors indicates a probable
target area bdurst

5 2 Optiocal with Localization indicates
a definite burst within the target
area,

When Sensors from two or more target areas
in a complex give reports from a distant air burat resulting
in loocalisation levels 1 or 2, printing out the individual
alarms would result in exscess durst reports, To accommodate
this condition, each of the multiple target area complexes
oould be given an additional listing such as "Washington
Area™, or "Los Angeles Area". The Alarm Display control
would select a “complex" listing when alarms are received
from more than one target area within a “ecomplex" in the
absence of localization of the burst at any one of the areas,

3.4.3.0 Report Storage and Evaluation,
Bach target area is provided with a \mgquo Yocation In the
storage where there are stored the location addresses of other
target areas in the same general area with space for input
information from sach of the Sensors associated with the area.

This information includes:

{1) Time of arrival of the report st the DC,
recorded to the neareat second,

(2) Status Character {(Insludes EM localization
and HOB information).
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(3) Yield Character,

(4) Yellow (unavailable Sensor) information
derived from Availability Display control,

There may be a differential delay between
2larm reports from Sensors of as much as six seconds, It is
necessary, therefore, to delay evaluation after a report is
received by this amount of time to insure that the reports
with the highest localization level will be received. At
the end of this period, the localization levels of all
associated target areas will be checked and the report from
the area with the highest avallability level will be Aisvlayed,
and reports with a lower level will be erased from tho storage.

In the presence of a heavy attack, the high
incidence of alarm traffic into the MCC may prevent the
completion of the poll, initiated after the alarm message
was sent from the MCC, Since new yellow status information
cannot dbe transierred from the Availability Display control
until after the completion of such a poll, more than six
seconds may bs required for evaluating an alarm on the basis
of two unavailable Sensors. If, then, no further reports are
received in the first six seconds to confirm single alarm
revorts for either the primary area or one of the assocliated
areas, sadditional time may be required to determine whether
an alarm should bhe displayed on the baais of unavailable
Ssnsors, If no further yellow information is received withrin
this additional time, the report is erased from storage and
no alarm is disnlayed. It should be noted that any auch
single alarm report will show as a red lipght on the Avail-
ability Display so that investigative action can be taken.

It is entirely possible that in the two
reports evaluated for the alarm, the yleld information may
differ in the case of a weapon with yield midway between the
measurenent levels, In this svent, a worat-case sclution
would be to disnlay the hipgher 7ie6ld level. An alternativae
is to synthesize an intermediate yield disnlay in the Alarm
Display control cireuits,

Jte3.f Alarm Display Interface.
(1) Visual Disnlay. This Interlace Eiocﬁ provides the storage

of the output of the Alarm Display control for successive
alarms as they occur at s target area, The numher of burats
can be increased over the five shown (Figure 3.6) by inrrease
of the storage capacity in the interface squipment and in the
size of the Disnlay Panel,
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(2) Printed Readcut. The interface block includes the encoding
circuits and equipment required to operste the readout printer.
Since successive reports may be evaluatod in intervals shorter
than the cycle time of the printer, the interface wnit will
probabdbly include buffer storags to average out the high peak
rate of information input.

In areas of moderate target area concentration,
an alr burst may cause several areas to produce reports with
lccallization levels 1 or 2 when ths burst 1s besyond the range
of the EM pulse dstector. This condition may also prevail when
a target area under heavy attack has no Sensors availadle, In
these 1t 1s possible to deduce that the burst has occurred in
an area common to the circles of detectivity of the Sensors
produeing the low localization level reporta. To accomplish
this, all the combinations would be determined and the addresses
of the ¢ombinations atored to give an alara display when a
sufficient number of low localizatiosr level alarms have been
received, This would result in rather imprecise locations and
require extensive equipment to give even a crude location,

3.5 IMPLEMENTATION PROGRAM

Any augmentation of the Bomb Alarm System must be
made with a minimum of interference with the present system,
which is to be kept running until the augmented system 1is
ready for operation.

Since the MCC and the DC in the augmented ayatem
are entirely different in operation from those in the present
system, these two units could be bullt, installed and tested
whilu the vresent system is in operation. When the augmented
system is put into operation, the present MCC and DC equirment
will become obsolete,

The location of additional Sensors at the SGS may
require relocation of some of the stations to meet the listarnce
reguirements of the Sensors from the target areas,

Since the SGS in the augmented system are essentially
the same as in the present system, it is contemplated that the
present stations would be expanded with additional equipment
ard not replaced. An additional unit is required to communicate
with the added Sensors and ccrnvert the information from them to
a form suitadle for transmission from the SGS. The station itself
will require modification for the chanpe to a two-character
address and for the insertion of the several yield and status
characters. A modification program must be sstablished which
will prepsre the stations, with the circuits and wiring required

]
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for use in the augmented system while leaving the stations
capable of operating in the present system until all stations
are ready for ocut-over,

Approximately fifty of tho 8GS's in the Bomb Alarm
System are of the deaign used in the prototype BAS, modified
for ourrent uss, and are too small for further modification
to the augmented systen., It is neocessary to marmfacture
enough new 303!y, prenpared as discussed above, to replace the
prototlype ataticas., Tasas new units would s installsd im
place of production design stations in the system, which would
then be prepared mnd installed on a rotational basis until
the last prepared stations are installed in place of the

pricctype designs,

When all SGS's are prepared and the new MCC and DC
are ready, the system would be cut over, one MCC at a time,
over a period of a few days. During this period, parts of
both the present and augmented Bomb Alarm Systems would be
operazing, with at least two eastern and two western MCCt's
in operation at all times.

3.6 RESPONSE TO HYPOTHETICAL ATTACK
3.6.1 Repeat Capability of Augmented BAS

The augmented BAS has a significant increase
in repsat capability. It is achiaved by (lfnolinim.ting the
redundant alarm message and (2) increasing the reporting rate.

To ¢tranamit yleld, HOB and localization information
from the SG3's and, at the same time to retain the five-
character alarm message, the first letter of the address,
common to each MCC, is dropped. To decrease the polling time
of the loopa, the poll request message and the green reaponae
are each reduced to three characters from five,

The data rate on the 3GS loops remains at 60 WPM,
The repeat oapability of the 5GS's remains proportional to
their position on the serial loop but is affectively doubled
by elimination of the redundant alarm, The worst repeat
capability, for the #7 S3S, would be for the improbable
condition of simultaneous responses by all seven SG3'a on
the loop and 1s 5,8 seconda, The effect of polling on repeat
oapability is reduced because of the shortened messaze format.,
The longest loop (7 SGS) can now be polled in aoproximately
i seconds, TFor the worst-case of the #7 SGS ready to report
an event fust after start of poll, 1t will be able to repeat
in 3.F seconds, .
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The reporting oirocuits from the MCC's to the DC!'s
are speeded up sufficiently to handle the maximum 2 loop
inputs on a time division multiplex basis., The MCC status
storage register is eliminated and the yellow decision making
function is performed by the DC. This function is prepared

for with receipt of the start~of-poll control message and
verformed with receipt of the end-of-poll control message,

In order to handle 2l circuits operating at 4S5 dauds,
the reporting circuits from the MCC's must operate at 1200
bauds, It 1s now possible to tranamit all received traffiec
to the DC, including the yellow search reports regardless of
whether an alarm 1s generated during the polling sequence or
not. Therefore, the availability of the syatem will de updated
mch more npidiy than in the present BAS, " Additional message
delay, incurred at the MCC, will range from 33 ms minimum to
825 ws maximum with the latter figure occurring only for the
g:pio‘ublo condition of simultaneous slarms on each of the

oops,

The DC will have an enhanced repeat capability
achieved by sorting the increased information avallable,
The true alarm will continue to be determined by two or
more red reports or one red report and two ysllow reports
from a target area, This alarm will be timed locally from
the first red report received, The first red report will
be held to combine with a second red report arriving later,
because of delay in the 3GS loops, or with pre-existing
vyellows or yellows derived from a subsequent vellow search,
The longest differential delay between two red reports would
be aporoximately 6 seconds. A yellcw search could be completed
in & minimum time of L seconds but, depending upon the intensity
of the attack, may not be immediately initiated by the MCT,

3.6,2 Repeat Capability of Augmented BAS with
Respect to Hypothetical Attack

A series of timing diagrams (Figures 3,9,
2,10, 3.11) illustrate the flow of trafflc from the SGS loops
to the MCC's and from the MCC's to the DC's, The timing
fagram (Figure 3.12) illustrates the sequence of “two-of-three"
alarms received at the DC,

The analysis 1is useful for illustrating the rsduced
polling time and the increased data rate to the DC. Elimination
of the redundant alarm reduces the ambiguity at the DC but a
certain amount still exists in the absence of localizing
information,
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The assumptions are again made that the system survives
and that the S0S's will respond green to a poll unless in the
red mode, This has the effect of creating the heaviest traffio
on the loops during the attack interval, but eliminates the
:{to;g of poasible yellow information in deriving alarms at

L] .

The poll request and green responses are three
characters in length or S00 ms, The transmission times of
five and three character messages, at the 1200 daud rate,
are approximately 33 and 20 ms respectively. Transmission
from the MCC to the DC during yellow searches is showm
continuous because of the compressed time scale. Actually,
it 13 not contiauous decause the loops have different numbers
of reports but the length of the yellow search iz determined
by the longest loop., Also, simultaneocus alarms at the MCC's,
on parallel loops, are shown transmitted to the DC simul-
taneously whereas they are serial and of the order of 33 ms
spart, These slight timing errora are insignificant when
compared to the resolution time of the rest of the system,

Timirz dlagram (FPigure 3.,12) indicates the traffic
t> the DC and the sequence of disvlayed alarms., The start-of-
poll control message is sent to the DC at the end of the start-
of=poll message to the loops in order to compress the poll
duration at the DC for the purpose of making yellow decisions
in the absence of green reports. For the event at 16,40, whieh
resulted in responses from fize different target areas, four
of the two-out-of-three alarms will recelive the same local
time and the fifth will be tagged one second later, If
localizing information is available, the number of optical
alarms, within this geographic ares, is reduced to one and
time-tagged from the earliest received revort, If localizing
information is absent, a genersl area name such as "Washiagton
Ares) will be displayed, also time-tagged from the earliest
received report. The same sorting technique would apply to
the reports received for the event at 16.70 in the same
geographic area,

The simultaneous events at 16,60 are located at
Atlanta and Savannah and involve twu geographic areas of
optical detectivity with one target area (Atlanta) respondin
from one and two target areas (Hunter AFB and Charleston AFB
resnonding from the other. Localizinys information should
result in displaying Atlanta and Runter AFb (near Savannah)
and eliminating Charleston AFB. Time tags would be the same
or poasibly one second apart,
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The simultaneocus events at 16,65 are located at
Homestead, Florida and New London, Connecticut and involve
two areas of optical detectivity with one target area
(Homestead mg responding from one and two target areas
(Suffolk County AFB and Westover AFB) responding from the
other, Localliszing information should de avallabdble for
Homestead AFB, Localizing information may be present to
raaclvs Suffolk County AFB and Westover AFB but, ir it 1s
not, a general area name would be printed out such as
"New London Area%. Time tags would be the same or possibly
one seoond apart,

The assumption that all equipment survives during
the attack interval is unrealistic, as borne ocut by the
survivability study. Confiruing red alarms will not de
available for meny of the target areas snd & waiting interval
may be required to update the yellow information. This is
especially true at the beginning of an attack., PFor example,
a yellow search is necessary after receipt of a single Sensor
alarm for a target area having ome inoperative Sensor prior
to an event and that event destroying one of the operating
Sensors befors it can respond,

As the attack progresses, yellow information will
be increasingly availadle for Immediste combining with red
reports, This is true since a yellow search at any veriod
of the attack updates all yellow information such as
disruption of communications faocilities serving one target
arsa by an event at another tarpget area. This yellow infor-
mation is permanently stored until green responses are
received. Restated, yellow searches, of whatever freguency,
provide an availability check of the entire system at a rate
slightly slower than that of the attack itself,

For the density of the attack considered, 1i,e,.,
randomly located events at 3 second intervals, it is seen
that yesllow searches are conducted at similar intervals,
It would aopear that, following the receipt of a single
Sensor alarm, and in the absence of pre-existing yellows,
a walting period of the order of ten seconds might be
necessary to confirm the report with yellow information
subsequently extracted from the system, If the attack
proceeds at a faster rate, yellow searches may be initiated
less frequently or not at all since the MCC is busy handling
red alarms, For an attack of this intensity, ysllow infor-
mation may be less significant anyway. If the attack proceeds
at a slower rate, a yellow search 4ill take place after each
event., Also, tha concept of all three MCC's within a geographiec
area cunducting a yellow search on command {rom any one of thenm,
after reporting an alarm, is most useful under thess conditions.
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The sugmented system has a vastly improved repeat, F‘ \
capability éver that of the present system. The longest ﬂo :
delays are still associated with the serial SGS loops,
howover, A further reduction of these delays can be /WI'' 4
accomplished by reducing the number of 20S's per loop to ‘)
a maximum of four. This will further increase the repeat
capability of the SGS's and improve their availability and
survivability., The length of the yellow search would be
nearly halved as would the maximum differential delay between
two red reports from a tarpet area, At the DC, the local
time tag would be more accurate, the waiting period would be
shortened snd the sorting proucedure would be simplified.
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