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Foreword

In his treatise entitled “The First SIGINT Organization,”! Mr. Bl Millsard, a former member of
the Directorate of GCHQ,Z deseribed the scene in Henry V. Act 11 Scene H, which showed Shakespeare's
awareness of the possibilitins of SIGINT, In that scene, a conspiracy led by the Earl of Cambridge is
unmasked when a Lord, in an aside, observes that "the King hath note of all that they intcnd; hy
inlcreeption which they dream nol of.” The King addresses the conspirators, and hands each one a
ship of paper purporting o be a commission. Each, upon reading his paper, turns pale and falls to
his knees, pléading forgiveness. According to Mr. Millward, the slips of paper were quite likely hits

P
of SIGINT end-product based en the King's i nterceplions.

This story is important because il dramatizes what may be the {irst known, documented,
uncquivocally recognizable ahsence of prud;mt communications securily practices. [ad the
conspirators the good sense to apply COMSEC principles to their conspiritorial notes, writs, letters,
and other communications, and thereby prevented the King from learning of thci;' plots, there is no
way of knbwing what effeet their dastardly actions might have had on Henry V's reign nor on
Shakespeare’s felling of it.

For all of that, it was still many years before the art of communicatious securitly reached

the point of being a much used and accepled tool.

IContact, 19 .

2Mr. W. Millward, C.B., C.B.E. was formerly Director of Requirements at GCIHQ



Introduction
The history of thé invention, development, and -application of cryptegraphic devices,

machines, and associated apparatus and material is long and interesting. Attempts to keep secure(;f,‘
Dt 3am e iGHS

the contents of the various communications passing between and among civil and mlhtary}ctiom
(7

have gone through many vxsszcztudes over the years, not always with a great deal of suecess. This is

LR

~ -~ ->-evidencedfroim the’ *earhest days in the ebservatlens ef Sir Prancis Bacen who, in 1623 noted that

*...many times the greatest matters are committed to future and weak ciphers.”?

Until the advent of elec’tmn;ic;j/ cipher machines, xr;ost cryptographic devices were built
upon or around ;:oncentric circui‘a.l; rotating numbers such as cipher wheels, cipher discs, ete. One of
the earliest developments of su¢h devices appeareci in Italy -areund 1470 in a paper written by an
Italian cryptologist named Alberti. There were a few modifications made -t?rom time to time, but the

basie methods of trying to keep

e s - T—

iIn E/ﬂbert_WattsLtranslatlons (1640 p 2‘70) of Bacon’s De Avgments Sc1entan-um London,_____,,,f

] sae—methods—of‘try-mg-toamp-the u;lei-;zr-lylng plain text
/ communications "secure” remained.

Progress in the development of cryptographic equipments and devices kept pace, and
apparatus for protecting all manner of communications were developed and continually perfected.
These included machines and keying devices to secure litera] communications -which employed

letters of the alphabet; cifax transmissions--which were picture or facsimile transmissions; and

cipﬁﬁ:ae transmissions--telephonic transmissions.

E&I‘I}; mentiet-h cent;ury communications security devices, such as those used up to the
1930’s, had been based primarily on manual techniques. This included code books, transpoesition
processes, auxilliary devices for use with printed tables and books, strip-ciphers, and similar processes
for disguising plain text niessages-. Additive tape machines had been used to a limited degree. A few

mechanical (i.e., non-electrical) ciphers such as the German Kryha and the Hagelin devices had

N Lt b M ok i o, e e
e iy st i 4 o et

appeared but had been employed only vety selectively or not at all by the U.S.

o~
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Enciphering and decirphex;ing were tedious, time consuming processeé. The wired rotor, which bécame
practicable for secure machines in the late *30s, was te revolutionize the encryptien/decryption
precés"ses of the era.

By early 1942 rotor machines were b@inning to ease the load on manua!l systems and to
lower the time between filifig of a message and delivery to its intended recipient. At least this was
the cipher networks at fixed plant levels for Army and Navy alike. (The Air Force had not yet been
established as a separa.»te service.) The use of roters continued to grow ﬁhrdngh eBe 1940’s and early .
1;’50’& AAbout that time techniques to supplant rotoz"s became practicable and affordable.
Miniature tubes came first, followed closely by magnetie’ binaries (BI'-MAGS) and transistors.
Development of these, and of the later min'iat{;rized technolegies, spelled the eventual end for roters
in U.S. Cryptography.

Jitle’ | . 535;%
Even in the light of rapidly advancing technelogy, keeping our communications sectire
continues to be a difficult and challenging task. We have been eminently successful so far, and é)gtl .o

goal is to maintain that status. P. L. 86-36

There are a number of reasons why this task grows even more difficult. .For one, the Sowet

Union has a very efficient SIGINT service which we must consider to be as dedicated af?_;d

determined as our own. They target communications world wide.\'

Another reason is that our exposure of communications signals increases regularly. The
" U.S. government transmits millions of messages each month. These are sent in various

transmission moﬂes, teletype, morse, telemetry to and from missile and satellites, radietelephone,

2 SEERET
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commercial (radio, television data), ete. The volume of material in the radio freguency spectrum
which is =ubject Lo intercept by anyone with the proper receving equipment is staggering, and it is

increasing. The job of providing communications security on this seale is, Lo say the least, a big and

challenging one.

3 -SECREF



Chapter 3

Partl. The Elements of Commuanications Security

Most. members of the cryplelogic community have a fairly good knowledge of what the
term communications seeurity means. But just in case there are some who do not, communications
seeurity (COMSEC) can best be-defined as being the natural and direct defense against
communications intelligence {COMINT). Just as communications intelligence has three elements,
eryptanalysis, traffic analysis, and the use of information picked up through normal intelligenee
channels, so also does communication security have three distinet elements, i.e., eryplologic
seceurity - the defense against ceryptanalysis: transmission security  the defense against traffic
analysis: and physical security - the defense against espionage and other intelligence gathering
means. Puiling these three defenses together gives a working definition of communication
seeurity, which can be stated simply as being "the sum of all of the measures necessary o deny (o
unauthorized persons the possibility of deriving intelligence from onc’s own communications.™
Actually, communication sceurity is the state which results from successfully implementing all
these measures, so it can be described as one active thing, i.e, something which is done; and also as
an inactive thing, i.e., a condition whieh is achieved.

The following is a broad summary of how the whole field of communication security was
controlled and how it operated during the period after World War 11 and for the years up to about
1955. In the mid-1950%s, major technological advances resulted in major changes in the mechanical
and manual aspeets of communication security, but certainly not in the philosophical bases of this
vital responsibility. It is important 1o note that during this time communication:;: security
measures in the U.S. were applied almost exclusively to communications of the military services
and of the State Department.

The elements which comprise communications security are:

4 -SEERET



(T'rypmgmpizic Security ~ This consists of the provision of eryvptographie systems which
inherently set‘ufe: brovision of the rules, rt‘:gu!alions, and policies 1o govern their use: and the
excculion of proper measures to insure their ecorrect use.

Trunsmission Security -This is the part of communications security which results from all
measures designed and activated Lo proteet transmissions from interception and traffic analysis.

Physical-Security — This amounts simply (o taking the nccessary precautions Lo ensure
physical protection of crypto equipment or material.

Up until the mid-1950’s, the process of achieving eryptographice security usually began
with a requirement. This could be submitted by one of the military services, or by all services
jointly. The requirement stated the need for a secure eryptographic system te fill a particular
communications need. IL stipulated certain sﬁécriﬁcatians to be met, certain desired characteristies
as o sp@d, reliability, and security, and perhaps others such as size and weight. If the

\ , :
requircment. could be met by existing eryptosystems, the proper materials would have been
provided and the job was relatively simple. But if it was a new requirement, a newly expressed need
which had not arisen before, a different procedure was called for.

a. Requiremnents, Production, Control. First, a research project would be established.
Engincers would devise an equipment which would meel the physical requirements; cryplographic
experis would "invent" a cryptographic component which would f{it inte the geographical
limitations imposed upon them, and one which would afford the necessary degree of eryplographic
security, onc which would resist cryptanalytic attack by other COMINT organizations. When this
wits completed, the project would usually be turned aver Lo an outside commercial development,
company. Ilere the fine points were completed, development models made and tested, and the
specificalions and designs for mass production established. Following this a production contract wag
let, the manufacturer toaled up for the job, und the first production models were provided. These
were then Lurned over to the orginators of the initial requirement, and they would c¢onduct service

tests. As a result of the tests, production modifications were made if necessary, and the

5 -SEERET-




equipments were then produced. Thus, in heeping with the definition of erypiosccurity through the
first siep, provision of an inherently secure system was completed.

While the production of basic cquipment was going ahead at some commercial plant,
AFSA/NSA \s;'us manufacturing, in its own lacilities, the materials that had to be provided with the
equipment. As was gencerally the case, most eryplosystems consisted of a basic, unvariable method
of operation, usually a machine and, in addition, certain variable elements. It was these latter
variables which were produced by AFSA/NSA. Usually they consisted of cipher rotors, small wheels

with clectrica'! circuits through them, which could be placed in a cipher marchine in a large number

f
of ways and which performed the actual process of encipherment. These would be accompanied by
key lists, printed shects which told an operator how he was to arrange his variable elements for the
message he was o encipher.

The bulk of the manufacture of this type of material was done hy the eryptologic agency,
with commercial assistance. For example, blank rotor shells were produced outside, but the wiring
and all other security features that went into a completed rotor were inserted at AFSA/NSA.

The next step in the birth of a new cipher system had really been going on all the time.
Various ways of using Lthe system had been under study and finally a pro;ii;}zrc for its usc had been

. L
decided upon, a procedure which would maintain the inherent seeurity of the system and at the
same time be as simple and casy on the operator as was possible. This procedure was then written
up and printed as a document which went to cach user of the system. Also published were
“statements of policy on use of the sysﬁerﬁ physical security regulations that had to be observed in its
use, and other general rulqs governing ils employment.

At that point evervthing was turncd over to the services, machines, rotors, keylists, ete.
The first set of material was usually especially made for training, and the services trained their
eryplographic technicirans in the new system. The operational material was then distributed to the
users, an effective date was promulgated, and the new system was put into operation. Once it was
in use the services were responsible for secing that the rules were properly followed. In order to

insure that preper action was faken when serious mistakes occurred, a violations reporting
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procedure was put into effect. 'i‘his consisted of a requirement that any command or service element
noting a mistake in an encrypted message, or learning of a violation of physical security, had to
make a report to the proper authorities citing the circumstances. The ease was then evaluated in
terms of cryptanalytie significance, and the sending organization was informed of the action which
had to be taken. In all instuncﬁs AFSA/NSA was responsible for determining the cffect of the
violation for determining the effect of the violation and for determining what correct action would
bhe taken in the way Qf' superseding a system, correcting a procedural deficiency, or clarifying
existing instructions. Other actions to prevent recurrence, improved training, disciplinary action,
improved supervision, ete., were p Iy users (mainly military services) responsibilitioes.

Closely interwoven in this patiern of control was cryplosecurity’s companion element,
physical sccurity. Physical security of cryptomaterial breakdown into three main aspects -
establishment of safeguards governing the material itself i.e., how it should be protected in transit
and while in use and what accounting records needed to be maintained on it safeguards governing
praotection of the area in which it was used, i.0., what kind of facilities had to be provided, guards,
barred windows, limited access, elc.; and safeguarding against persoonel defections and
carclessness by the establishment of personnel clearance provisions. In all of these AFSA/NSA
established the standards considered necessary; they were usually the minimum standards,
however, and the military services were at l-iberty, in most cases, to institute their own more
restrietive rules if they so desired.

'The transmission security (TRANSEC) element of communication sccurity was and is as
critical to the system as was the cryplographic and physical secuﬁty aspeets. Transmission security
is best defined as the taking of all measures necessary kto proicel communications from
unauthorized interception, traffic analysis, and initiative deception. There is no absolute defense
against interception because almost anything that is transmitted can be intercepted. But there are
some means of transmission which can be much more difficult to intercept than others. Therelore,

when "measures necessary to proteet communications from unauthorized interception” are used,

7 SEEREH
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whal is really meant is the execeution of steps designed to make interception as difficult as possible,
Included in these protective measures are:
1) the use ofspncial'izcd radio equipment, special antennas, frequencies, ete.
2) protected landlines
: ' . EO 1.4. (¢}
3} registration of and accounting for, documents and equipment P.L. 86-36

4} specialized transmission, i.e., infra-red, laser, cte.

5) monitoring of [riendly communications circuits for sceurity supervision.

Transmission sceurity is, then, what is done to prevent loss of intelligence from the
external message characteristics by protecting the signal during the act of communicating.

New developments in communications techniques and in communications security
equipments and procedures started to appear in strength beginning around the mid-1950's.
Generally speaking, cipher systems up till then had heen of three kinds, manual systems with
encryption done eﬁtirely by hand; oﬂ'—liné machine systems in which eneryption was done
mechanically with the result still left to be transmilted; and non-line teletype systems in which
encryption took place simultaneousl& with transmission. We had reached a peak in this latter kind
of development by 1954-1955. One new off-line cipher machine had just been given its final service
test and was in production, and others were just a few months away. But even those new units,
which were basic systems for the next six or seven years, were geared to more-or-less old fashioned
concepts of communications.

The first new concept, not new really but certainly in the early 10 1950’s just beginning to
sce the light of day as an aétunlity, was fully automatic switching cquipment al relay centers.

Relay installations of that cra consisted of a line receiving circuit, a typing reperforator which

8 SECREF— oM




produced the reccived message, and a teletype transmitter for ench send channel which read the
perforations on a tape introduced into it and caused the tape to be transmitted 10 the appropriate
receiving point or next relay station. The gap between receive reperforator, and telelype
transmitier was spanned tnanually. The purpose of the newly introduced equipment was to span it
autornatically, to transfer messages from receive point to transmit peint electrically without any
requirement for lmndling mt."ssages physically,

Automatic equipment which was designed and bécame available in that period was
capable of checking incoming channel continuily numbers, recognizing message precedence and
routing information, and automatically transmitling messages via cross-office circuits to the
correct outgoing circufts. The demand for strict communications security complicated all of this,
since eryplographic equipment associated with the relay equipment also was required to provide an
equal degree of automatically, and this was quite difficult to achieve. The signals transmitted as
switching information, that gave precedence and routing "instructions,” had to be in plain,
uncnerypted form in the switching centers. Therefore. the principle of "link ¢ncryption” was
adopted. ‘This meant that a message, automatically encrypted at its point of origin, was
automatically decrypted, routed (o the proper outchannel, and reencrypted at each velay point. The
circuits between relay points were in constant use, with an enciphered signal continuously
transmitted whether intelligence wﬁs being transmitted or not. When a message was entered into
the system everything, heading and all, was encrypted. Thus, an almost perfect answer to traflie
analysis had been devised. On circuits such as these, it was impossible for interceplors to deteet the
existence of messuges, and the first traffic- analysis tool, volume count, disappeared. The other
tricks of the trade, routing instructions, precedence information, eall signs and the like were
equally absent.

7 But the development problem was by no means licked. There was not an entirely suitable
switching equipment, nor did any of the contemplated ones permit, without some hasic changes,
association \\.:ith eryplosystems believed to be workable at that time. It was a long while, into the

late 1950's, before completely sceure automatic relay arrangements were in operation.

9 SEERE—



Chapter 1

Service COMSEC Establishments U.S. Army

Part {1

COMSEC 1945-1955

At the beginning of World War I, the Signal Sccurity Agency’s Code Con’zpihtion Scetion
was responsible for the preparation and administration of cryptographic systems designed to
protect the communications of the United States Army from attack by enemy eryptanalysts.! These
tasks included:

- compilation of codes

- preparation of manual cipher sys!;em‘s

- design of machine cipher systems, and supervision of their development and production.

- preparation of keys for encipherment of codes and for use with cipher systems.

- distribution, accounting, and other control features.

! History of the Signal Security Agency (forerunner of the Army Security Agency), Vol

VUL, Chap. 1.

10 SECREF



security studies and monitoring of traffic.

During the war, technological advances tended to bring about the replacement of both
codes and manual ciphers by the increasing use of cipher machines, some of which had been
developed prior to the conflict, but many of which were new types developed during the war.’

In protecting against enemy SIGINT operations, the Signal Securily Agencey’s goal was (o
develop muchiﬁcry and techniques which would effectively prevent all possibility of oblaining
- useful intelligence from any Army communications. In retrospeet, the experience of many years of
the cryptographic art proves attainment of that goal to be most difficult, il not impossible. Indeed,
at that time even relative security was regarded as high achievement.

At the end of World War I, Army communications security was the sele responsibility of
the Signal Securily Agency. The head of the Signal Security Agcncy at that time reported to the
Army Chief Signal Officer 02 matters relating to COMSEC.?

On 15 Septembe ,.‘;d. new organization, the Army Security Agency (ASA) was established. !
This Agency operated under the direct command of the War Department and comprised all signal
intelligence and commmﬁcatitms sccug'it_\' establishiments, un»i!.s, and personnel that were then
attached Lo major forces, commands, and departients, or their subordinate elements. There were
no changes made in the location of units or personnel, but the all inclusive instructions from the
War Department applied to a.diversc assemblage of operational activities, including the Signal
Sccurit.y Agency; Seéond Signal Service Battalion personnel engaged in SIGIN'T aetivities: Signal
Radio companies; Signal Intelligence Service Detachments; Army Air Forces mobile radio

*Ibid.

*When wearing his other hat, i.e., COMINT, the Chicf, Signal Sccurity Ageney reported to
the Assistant Chief of Stall, G2.squadrons. Radio Intelligence Platoons of Aviation Signal
Companies; and all other units and activilies organized to perform communications intelligence
and communicalions securily functions.

At the time of this change in structure, COMINT and COMSEC units and personnel of

ASA were allocated to major
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FAGQO 322, (4/9/45), OB-S B-M, dated 6 September 1945. (S) forces and commands as
needed to meet local tactical or security requirements. When so allocted, such units and personnel
were administered by the major force or command, but operated in accordance with directives
issued by the Chiefl, Army Security Agency. In addition, other units of the Army Security Agency
were placed in the territories assogned to a major foree or command in order to mect other than local
tactical or security requirements. In those cases the units and personnel were administered by the
maujor force or command but were opcrationally under the direct command of the War Department,
through the Chicf, ASA.

As head of this nc»; establishment, the Chief, Army Security Agency, was responsible for
the following SIGINT, and COMSEC activities.

a. Interceptlion, identification, and analysis of radio and wire traffic.

b. Organization, employment, and operation of COMINT and COMSEC establishments,
procedures, and equipments within the Ariny, exclusive of message centers.

¢. Rescarch and development of all items of equipment of particular interest to the Army
Sccurity Agency.

d. Determination of the military characteristics of and the requirements for items of
equipment peculiar to the Aﬁn v Security Agency.

¢. Research, dtzvelopxnent, preparation, publication, revision, storage and distribution of
all eryptographic equipment and material (including codes, ciphers, and seeret inks) required by the
Army; the establishment of procurement requirements and accounting for such equipments: and
the maintenance of linison with other agencies in connection therewith. The Army Security Agency
was authorized to delegate such‘of those duties and responsibilitics as appropriate to its field units
or to major forces or commands.

{. Cryptographic and transmission (radio, wire, and courier) sccurity.

g. Organization and training of all units, detachments, or teams, and training of all

individual specialisils assigned to ASA.

12 SEEREF



h. Determination of doctrines, techniques, #nd the preparaiion of {ield manuals and
{raining literature.

i. Preparation of T/Q0’s, MOS's, ete, required by the Army Security Ageney.

J. Establishment of personnel requiremnents and personnel policies in accordance with War
Denartment poiiéics. :

k. Review of instructional programs in service schools engaged in training clerks,
technicians, and other specialists involved in all phases of eryptographic work.

‘I'he Chief Signal Omccr of the Army, who prior Lo the establishment of ASA had directed
many of the activities which were performed by the Signal Sceurity Ageney was made responsible
for providing communication facilitics needed by ASA (o and between forees and commands
overseas.  Major ferce commzvmders abroad were instructed to provide adequate communication
facilities to the ASA units within their respective commands.

All facilities, equipments and records used in the operation of the ASA units and
personnel, and the appropyiatc funds for these, were transferred to the Army Security Agency. ASA
was, Lherefore, a strong, well organized and well managed signal intelligence arm of the U.S. Armgy.
It stayed in this basic alignment until 1 January 1949 when certain communication intelligence
and communication security functions were transferred from the Department of the Army to the
Deparitment of the Air Foree and were incorporated into a newly established United States Air
Force Security Service.

B. The U S. Air l-‘orcev

When il was established in 1947, the Department of the Air Foree instituted a practice of
routine communications security activities organically assoeiated with the operation of its
communications networks. Unlike the Army and the Navy, the Air I"créc, up until 1 January 1949,
did not have any single entity responsible for directing and coordinating all phases of
communications security. The Department of the Army undertook Lo provide these serviees to the
Army Air TForces in accordance with the terms of a 15 September 1945 letter signed by MGen

Edward . Witsell, Acting Adjutant General, U.S. Army.1 The first formal step in establishing the
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USATF Sccurity Service was taken on 20 October 1948, as noted in the following excerps from the

directive of the Air Foree Adjutant General:

AFOIR-SR322 =~ 20 Qctober 1948

Subject: Funections of the USAF Security Service

To: Commanding Generals, Major Air Commands in 21 and overseas.

1. The L'SAF Security Service, established with headquarters at Arlington IHall,

Washington, D.C.,on

TAGO 322 (4/9/45) OB S-M-B. dated 6 September 1945 (S) 20 Qctober 1948, will operate under
the direet control of the Chicf of Staff, USAI (such control 1o be exercised by the Deputy C‘hief of
Staff, Operations, through the Direetor of Intelligence.

2. There will be assigned to the USAF Sccurity Service as field units thereof alil
comimunication intelligence and communication security establishments, units, and personnel not
otherwisc assigned by Headquarters, USAF.

3. Personnel will not be transferred to or from the USAF Security Service, to or from any
field unit thereof, or to or from any otherwise assigned communications intelligence and
communication securi_ty unit ithout prior approval of Headquarters USAF in each instance.

4.  Communication inteﬂigence and communicalion security units and personnel of the
USAFT Seeurity Service will be attached to major air commands in 71 and overseas as needed to mect
security and lactical intelligence requirements.

5. Other communication ‘intelligence units and/or personnel of the USAF Securily
Service may be located iﬁ the territory assigned Lo a major air command in 71 or overseas in order to
mect other than local intelligence and securily requirements.

6. 'The L'SAF Security Service will be responsible for the following communication

intelligence and communication security activities:
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a. The operational command and direetion of all communieation intelligence and
communication security units and personnel assigned to the USAF Seeurity Service.

b. The intereeption and traflic analysis of foreign tactical type traffic of interest to
the Air Foree and for the location and identification by electrical means of stations passing this
traffic.

c. 'The cryptanalysis of intercept which is exploitable in the field.

d. The preparation and coordination of military characteristics and operational
requirements and coordination of the rescarch and development of communication intelligence and
communication seﬁurity equipment.

e. The preparation, and publication of key lists and related items for use with Air
Foree cryptographic systems.

{. The storage, distribution, and accounting for all cf_\'plogmphic sysltems and
equipment held by the Air Foree. Existing facilities and procedures will be used where feasible.

g. - The preparation of operating and mainienance instructions for cryplographic
equipmoent and related systems developed and used exclusively by the Air Force; collaboration in
the preparation of operating and mainienance instructions for jointly developed and used
cryptographic systeras and equipment. Sccurity classification of the alorementioned equipment and
related systems will be a responsibility of the Agency developing the equipment.

h. The cryptographic and transmission security of Air Force communications.

i. The establishment of requirements for personnel for the communication security
units in accordance with established Air Force policies.

j-  The organization and Lraining of all units and provision for the specialized
training ol all individuéls engaged in Air Force communication intelligence and sceurity activities..

k. The determination of doctrine and {echniques and the preparation of training

literature and ficld manuals.
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I, The preparation of Tables of Organization and Equipment, Military
Occupational Specialties, and related items peculiar to the activities of the USAF Security Service.

m. The hudgeling for Air Foree cryptographic equipment and for the necessary
c.\;pcnditurcs in the discharge of the communications intelligence and communication security
activities.

7. 'The f)irectﬁr of Communications will exereise staff supervision at the Headquarters
USAF level over all matteré pertaining to cryptography and communications security in
coordination with the Director of Intelligence.

8. CoxrxxxlﬁnicatiOtls facilities required by the USAF Sccurity Service will be provided by
the Director of Communications,

9. The troép basis ;)f major air commands in ZI and overseas will reflect any transfers
effected undef the provisions of Lhis letter.

10. For purposes of securily, knowledge of the activitics in whicﬁ the communication
intelligence units are engaged will be confined to only those individuals whose official dates require
such knowledge. Dissen.:ination of intelligence produced will be made only to those selected
individuals who have been cleared {or Special Intelligence.

By Command of the Chicf of Stall

(signed) L. L. Judge
Colonel, USAF

Air Adjuiant General

On 31 December 1948, Joint Army and Air Force Adjustment Regulations No. 1-11-54, signed by
Omar N. Bradley, Chiel of Staff United States Army, and oyt S. Vandenberg, Chiefl of StafT United
States Air Foree, delineated the role of the new USAF securily service element that would accept

the transfer of certain COMINT and COMSEC responsibilities from the Department of the
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Armv.2 Effective 15 February 1949, the Air Foree assumed responsibilities for the following

functions:
2JAAFAR 1-11-54, 31 Decemboer 1948

2. Preparation and publication of eperating and maintenance instructions for
eryplographic equipment and systems developed by, and used exclusively by, the Air Force.

3. | Collaboration in the preparation and publication of operating and maintenance
insi.ruclions for cryptographic equipment and systems in which both the Army and Air Foree are
involved in the use or development, thcreof'.

4.‘ I)ctcrmihation of doctrines and techniques, and for the preparation of training
literature for Air Foree COMINT and COMSEC operations, with the exception of individual
specialists training conducted by the Army for the Air Force.

5. Preparation of Tables of Organization and Lquipment for USAF COMINT and
COMSEC units.

6. Budgeting for:

i, cryﬁtng?aphic equipment purchased for the Air Force by the Army.

b. COMINT and COMSEC activities for which the Air Force is responsible under
the reference agreement. | |

¢. Civilian and military personnel and other costs necessary for the conduct of the
functions iransferred.'

7. Pruduclion; dissemination, and proper handling of departmental special intelligence
for the Department of the Air Foree.

8.  Operation of fixed and mobile intercept stations assigned to the Air Force.

9. Transmission seeurity of United States Air Foree Communications,

10. Participation i’n activities which are performed by ASA as a common serviee, i.e.,

a. traffic analysis
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b. cryvptanalysis

c. resecarch and development

d. developm'em of common COMINT and COMSEC doctrine

¢. preparation of common field manuals and training literature

f. certain f.raining activities carried out by the Army Security Ageney.

11. Interception and tratlic analysis of:
a. taclicaixtmfﬁc of interest to Air Commanders in the field.
b. weather traffic
12. DFing and identifyving by electrical means stations passing tralfic of interest.
13. Field exploitation through cryplanalysis, where possible,
14. Research, development and procurement of Aiz.' Force COMSEC equipment.
15. ‘Praining of personnel and integral units in COMINT and COMSLC specialities.
Although the Air Force was also assigned direct responsibility for cryptographic seeurity
of USAF communictions, preparation and production of key lists, and storage, distribution and
accounting of eryptographie systems and equipments, the Army continued to perform these tasks
until the Air Force was able to assemble the facilities and resources to assume them.
C. LU.S Navy |
U.S. Navy regulations in force throughout WWI directed that all codes and ciphers and
signal publications would be produced by the Chief of Naval Operations. To meet the requirements
of these regulations, a communications security organization was established under the Chicef of
Naval Communications Lo carry out the most important functions:

a. Research was performed by the eryptographic research section (OP-204D). This
scetion determined eryplographic prineiples of U.S. Naval cryptographic aids, and produced
breadboard models of new machine and devices resulting from its research.

b. Engincering developments were carried out by the Naval Code and Signal

Labhoratory. This facilily completed enginecring on equipment and designs, and overhauled - and
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also manufactured in its own shops - a considerable portion of the ervptographic machines and
devices used by the Navy.

¢. Production of printed crypltodocuments was performed in the Cryptographic Aids
Scction (OP-204Y) under the Chief o_f Naval Communications, in the office of the CNQ. [licld
cryplographic rcp!'nduétion offices, such as the one at Pearl Harbor, reproduced cryplographic aids
for their arcas from copy furnished by OP-204Y.

d. Corhpi!ation 0( k(;y lists and code vocabularies, and the preparation of wiring
diagrams and operating instructions, were also functions of O?-204Y. Nonc of these tasks was
performed at field offices.

¢. Distribution and aceounting of registered cryptographic aids was handled by the
Registered Publication Section (OP.204R) in Washington, and by 22 subordinate Issuing Offices
located throughout the world.

f.  Communications Securily Rules were formulated in the COMSEC section (OP-
204K). This section supervised the operation of the Navy's communication securily activities in
Washington and in the field, and also determined through ils eryptanalysis and traffic analysis
sections when compromise of Navy crypiographic systems had occurred or were likely to occur.

The Bureau of Ships was responsible for the production of cryplographic devices and
machines. The Bureau wﬁuld et commercial contracts for such equipment or assign preject orders
for their manufacture 1o the Naval Code and Signal laboratory. Requirements for production were
estublished by the Chief of Naval Communications.

The Navy’s Research and Development program, and the allocation of funds to support the
program, were submitted to the Research and Development Board for consideration. The Navy
eryptologic procurement program, and the allocation of funds to carry it out, were approved by the

Munitions Board.
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Chapter 2
Interservice Coordination

Part 11

APPROACHING A TRANSITIONAL PERIOD -

As the milritur_v services looked to the post war period, certain considerations indicated a
need for much closer collatoration - and perbaps even {or a cdmp!ele merger - of the two existing
COMINT Agencies, i.c., the Navy Communiclions Securily Agency (CSA) and the Army Security
Agency (ASA). One overriding consideration was that continuity of COMINT anﬂ COMSEC
operations would have to be preserved in order to maintain readiness for possible future
emergencies. The organizations which would result from close collaboration or merger would be
directed in a manner which would prevent another Pear] Harbor, and would be trained and
equipped 10 serve the combat forces from the very beginning of any hostilities.

One of the most difficult problems arising out of such a consolidation would be that of
fusing the essentially military organization of Navy’s CSA with the essentially civilian
organization of Army’s ASA. A primary purpose of a consolidation would be to conserve and make
maximum use of the limited number of personnel who were trained and experienced in COMINT
matters. Thus it was mest important that any new organization be established aleng lines that
would not only assure retention of the personnel who were employed by CSA and ASA, but also
would atliract now personnel of the requisite caliber, both civilian and military,

To aid in effecting such a merger, an unofficial working level group was formed. This
resulted from an agreement reached in February 1944, between leaders of the Army and the Navy.!
The group was known as the Army-Navy Communication Intelligence Coordinating Committee
(ANCICC). This commitlce, along with other committees and groups, formulated and viewed
various studies and proposals which resulted eventually in the formation of the Armed Forces

Securily Agency (AFSA).
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1Secrot ;‘\rmy-.\éw_v Agreement for the Exchange of Communications Intelligence, signed
4 February 19-24, l’hol.ost;.u copy in Wengeor files, folder: Army-Navy C1 collaboration.
Originating as a purély unoﬁ'lci_ai, wtﬁking level group established by agreement between the
heads of the two COMINT organizations, ANCICC at first had no formal organization beyond the
minimum necessary for iis immediate operations ! An grganizational bulletin in the form of an
*official description™ of ANCICC, prepared by its Seerctariat was approved on 8 November 1944,2
and was distributed, along with a roster of subcommittees and a schedule of prospective meetings,
to the committee members on 10 November 1944.3 ANCICC itself had the following members:

Deputy Chiefl, Military Intelligence Service, U.S. Army, Colonel C. W, Clarke.

Commanding Officer, Signal Security Agency, U.S. Army, Colonel W. P. Corderman

1For its first two meetings, 18 April and 10 May 1944, it tgok the name Army-Navy Radio
Intelligence Coordinating Committee.

2Tap Seeret Minutes of ANCICC Meeting of 8 November 1944, pp 12-15. AGrec:

3Tap Secret. ANCICC General Information - No. 1, 10 November 1944, AG Rec.Assislant
Director of Naval Communictions (OP-20G), U.S. Navy, CaptainJ. N. Wenger.

Officer in Charge, Naval Communications Annex, U.S. Navy, Captain P. R. Kinney.

Assistant, Combat Intelligence, COMINCILI, U.S. Navy, Caplain W. R. Smedbcerg, HI.
Its standing subcommitlces consisied of members of the Army's -2 and Signal Security Agency
(SSA), The Navy's Oflice of Xaval Intelligence (OND); and OP-20G (including NEGAT). Normally,
each service supplied at‘ieast two members of @ subcommittee, with the senior office of the host
station for o given meeting acting as cha‘irman. The light original subcommittees were as follows:

Intercept and Direction-Finding  Cryptanalysis

Traffic Analysis Research

COMINT Communications [Frequency Alloeation Coverage

Collateral Information Intelligence and Security
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Fach suhcmnmil_mv was expected 1o meet at least once a month, and to submit to ANCICC
a monthly report. cumaininé a record u('vprncmedings and a list of p«)lic,\" mﬁlters requiring ANCICC’s
decision. It was expected to establish its own procedures, to make and to implement decisions on
speciﬁc matters insofar as the individual members possessed authorivty to commit their respective
services, lo initiate studies and projeets of conrdination, and to make recommendations to ANCICC.
F.ach subcommitiee could establish working commitices

~ The rule of decision by unanimity applied to all formal action by either ANCICC or any of
its subcomunitices. In the absence of unanimous agreement, cach subcommittee report (majority
and minority) was signed by those who lavored it;, and was forwarded to ANCICC. Whenever
ANCICC faileci to agree, the matter was referred to the higher authorities of the two services. In
brief, ANCICC’s administrative organization was devised to facilitate mutually beneficial
operations through exchanges of information between agencies deeply engaged in the conduct of
war, and wholly thrpugh voluntary action.

The status of ‘ANCICC did not change unti lit was given a more official character alter
nearly a year of existence. An inlerservice agreement in the form of a joint memorandum signed by
the Army Chiefl of Staff and the Chief of Naval Operations on 10 March 19451 established a new higher-
level board, d_esigmﬂed as the Army-Navy Communication Intelligence Béard (ANCIB) with the
following membership:

Assistant Chief of Staff for Combat INtelligence, U.S. Fleet

Director of Naval Cemmunications

" Assistant Chief of Stafi’, G-2, War Department General Staffl

Commanding Officer, Signai Security Agency
For security reason.?, it was to remain outside the framework of the Joint Chief of Stafls
Secretariat, and to report dircetly to the two signatories, exercising its authority subject to their
joint approval. The functions assigned to the Board were to coordinate the plans and operations of
the communicalion inLelligtrnée organizations of the Army and the Navy; the formulate joint

agreements as Lo pertinent procedures: and to regotiate and coordinate with other intelligence
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organizations. The status of ANCICC was formalized by the authority bestowed on the Board 1o
establish a working committee and principal advisory body compored of representatives of the
members of ANCIB. ANCICC s organization, as well as its regulations, prﬁcedurc.-; and duties were
determined by ANCIB. The ’:\l'fect of this action was to give recognition to the previously
established wquing commiltee as an interservice agencey, although in a subordinatie role.

The ANCIB stt‘i;lcuxm wis formalized iﬁ an or-g:mizutioxml hulletin of 27 June 19-153 It was
expected that ANCICC and its standing committees would perform most of the work for coordination,
while ANCIB met only "o decide questions of major policy and to consider mattlers upon which
ANCICC cannot reach agreement.” Whenever necessary, ANCIB and ANCICC would meet jointly:
both groups would use the same secretarial. The rule of unanimity for all decisions remained in
effeet. ANCICC received "authority to make and implement decisions on all matiers within the
cngnimncé of :‘\NC!B,_except. those involving major policy, which shouid be réferrcd fo ANCIB."
The previous membership of ANCICC was changed only by substituting the officer-in-charge, U.S.
Naval Supplementary Radio Activity, Washington, for the Officer-in Charge, Naval
Communications Annex. Secven out of nine ANCIB meetings in 1945 were joint meetings with
ANCICC.1 Deternunation that any matter involved major policy apparently rested with ANCICC, which
went on working much as it had before the Board's establishment. Its sulmonlmitt.m‘:s remained
unchanged except for the Vamaklgamalion in the ANCRAD subcommitleevof Lwo sepuraie unils
previously known as subcommittees on cryptanalysis and on Research, and for the change in
designation of another subcommitiee from “frequency allocation coverage™ to "Intercept

Coordination.” The ANCICC subcommitices are shown in the following reorganization chart.2
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During the 1945-1949, the Armed Forees paralleled their coordinated effort in COMINT in
the arca of COMSEC also, 10 the degree necessary for efficient intra service and combined
communications. A ’Juin':l Security and Cryptographic Panel of the Joint Communications
Elcetronies Commitice atiended to CO.‘ﬁSl‘IC aspects within that committee’s jurisdiction. Joint
Army-Navy Publications included a series of communications, instructions, and rules flor
recognition and identification. Allhoughk they were mandatory only for jo'uﬁ communications, some
were also applied voluntarily to intra-Service r._'nmmunicutions, thus broadening the arca of uniform
practices. One Service, in contracting for and procuring major items of intra-Service eryptographic
equipment for its own user occasionally expanded a contract to take care of the nceds of the other
Service. Cryptographic documents used by both Services were produced by one of them in
guantities sufficient for t.he requirements of both. The Army Sceurity Agency and the Navy cach
heiped other departments and agencies of the United States Government, and of Allied
Governments, to obtain eryptographic materials for their use. But cach Service had its special
operatlional characleristies which affected its means and methods of communication, and which
therefore, created differing COMSEC requirements.

In cryptographic rescarch and development, the Navy insisted oo independent action.
Considering the degree of its dependence on radio communications at sea, and its highly successful
exploii;ation of COMINT as operational intelligence during World War II, every means of confining
knowledge of its cryptographic activities so those who needed to know seemed well justified. The
Navy's COMSEC organization was distincet from that engaged in Navy COMINT activities. While
the latter was under the Depuly Chicef of Naval Communications for Supplemental activities,
COMSEC activities were under the Deputy Chief of Naval Communications for Administration.
The Navy's eryplographic work wus carried on by cryptographics research, cryplographic aids,
communications security, ﬁnd registered publication units. In the Army Sccurity Ageney, both
types of activily were carried on under one administrative roof.

Besides research and development in eryptography, standard COMSEC activities

consisted of the preparation of codes, and ciphers and other cryptographic aids such as key lists,
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wiring diagrams, and operating iﬁslruciions for cipher machines, and {i:cir distriliuli(m to users.
They included econtinuous monityring of actual serviee traffic to discover compromises or
woaknesses iﬁ a servii:c’s own cryptographic systems. Cryptographic devices not only had to be
procured and distributed, but also had to be repaired and maintained within a Service's secure
system.

Each service com-iucz.cd COMSFEC activities in its own way.j ASA had the simple
administrative structure but the Navy’s older organization probably funetioned as effectively. In
1948 ASA had a Research and Development Division and a Sceurily Division, branches of which
aceomplished all COMSEC activities except procurement. At that time the Navy’s units under the
Deputy Chief of Naval Communications for Administration had to utilize the Bureau of Ships, an
oflice which was not under the jurisdiction of the Chief of Naval Operations in order to complete the
enginecring development of promising new eryptographic devices. When mechanisms had been
officially approved for use, the Chief of Naval Communications determined the quantities required,
and the Burcau of Ships had them manufactured, as projects in the Naval Code and Signal
Laboratory or under commercial contracts. In a somewhat similar fashion, ASA went outside the
jurisdiction of the Chief of Military Intelligence, within which it normally came, to obtain its
eryptographic devices. Their procurement was accomplished by the‘Army Signal Cog‘ps, which
incorporated ASA’s budget in its own.

I'he Navy rclied on a Cryplographic Aids Seetion Lo prepare and produce such materials,
while the Army (and Air Force) used the comparable Material Branch of ASA’s Security Division.
When it came to distribution of such material, however, the Navy utilized its separate Registered
Publications System consisting of a section in Washington and 22 issuing offices dispersed around
the world. The Army (and Air Force) included this funetion of distribution anxoﬁg those within the
cognizance of the Material Branch.

Determining Army and Air Force procedures and supervising their employment, and

monitoring to test the vulnerability of crypto-sysiems, were done by two parts of ASA’s security
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division {the Methods and Protective Branches.) In the Navy one linil, the Communieation Securify
Seet ioh, carried out both those function.
Eventually, an Air Foree eryptologic ageney would assume for the independent
Deparl.mentr of the Air Force, both the COMSEC and COMINT {unctions being provided for it by
ASA. Coordination of such COMSEC aetivities, at least to the point of'vprv\'enting inadvertent
damage by one Service Lo another’s COMSEC, was an obvious necessity. How far bc),"()nd that point
. ‘EO 1.4. (c)
coordination could advantageously go with a highly complex problem. P.L. 86-36
Heeause ASA's authority cxtended to COMSEC while C8A’s did not, the UéCICC’s

Intelligence and Security Subcommitiee had to approach COMSEC problems with lcss:;: firmness

than it applied to those related to COMINT, /\nr I’i’olicy, for

example, was wholly within the province of USCICC, but a Manipulative Comnﬁmication
Deception Policy could only be tkéated as a suhject for conrdinétion with the separate
Communication Security Unit, OP-20-K, also under the Navy's Director of Communications.
Certain legislation respecting the security of COMINT activities concerned USCICC. 1Us
subcommittee on Intelligence and Security was made responsible for liaison in relation to bills for
the purpose. The Espionage Act of 1917, the Act of 10 June 1933 (18 Stat. 122), the Federal
Communications Act of 1934, and the laws governing the granting of patents for seeret
cryptographic devices all were vehicles for proposed amendments. The existing laws penalized
disclosurcs with respect to Unil;cd States or forcign diplomatic codes and ciphers, but not unless the
actions were deliberat,ekly intended to injure the United States, and applied to military matters.
What USCICC desired was a prohibition of disclosure, even though innocent of any intention to
damage the United States, of any American Code or cipher, or of the fact that a foreign code or
cipher had been "bmkén,“ actions which aclually did damage the United States. Secret devices for
cryptanalysis or eryptography needed the protection not only of patents, but of silence concerning
the very nature of the devices. USCICC walched developments in regard to Congressional
legislation, and worked out akdraft agreement and a draft statement for the use of the Secretary of

Defense (Forrrestal) in 1947 in supporting the security legislation before Congress.!
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Although in 1948 the COMINT agencics of the Armed Services withstood, through USCIB,
an atlempt to suhjcci them to the Control of the Director of Central Intelligence, and escaped from
the thre:it of a separate FéC FBECOMINT ¥111d(3rtuking, they did undorg(s the first stage of a more
successful attack upon the kind of control and coordination which they themselves had nurtured.
This third development, which stemmed from the Office of the Secretary of Defense, was supported
“chiell .\; by considerations of cconomy.

THE SITUATION AT THEEND OF W()RLI) WARIT

Al the end of hqstilirtics, the Armed Forces possessed two _substuutiél agencies for
producing communications intelligence (COMINT) and maintaining communications sccurity
(COMSECQ). The Ax‘m_s" and the Navy had each formed organizations of more than 10,000 persons to
accomplish these purposes. Their rosters started shrinking soon after the German surrender, but
when the fighting in the Pacific also ended about three months later, they were still large, going
concerns. The inevitable post-war readjustments which Lhéy faced scemed likely to diminish
greatly their ability to furnish communication intelligence of the quality and volume which might
vield substantial advantages in peacetime.!

While the Navy's Communications Support. Actiity and the Army Securitly Agency were
developing the means of coordinated service effort in cryptanalysis, at the working level some
mutual assistant in eryptanalylic rescarch was effected through an informal, interservice
committee which originaled in mid 1944, Known as the Army-Navy Cryptanalytical Rescarch and
Development Committee (ANCRAD), and subsequently to be regarded as a subsidiary of ANCICC,2
it then exchunged information ¢oncerning work on devices for use in emission identification, direction
finding, interception, and cryptanalysi s.f

ANCRAD functioned steadily from 1944 to 1949. This committec was not itsclf engaged in
directing research and development, only in coordinating the cfforts of ASA and CSA/W, through
cognizance of a growing and vimprcssivc array of projects. In an auxiliary role, it compiled a set of
classifications ;md of unclas:éiﬁ_ed code names for the many cryptanalytic devices possessed by the

two agencies, and for the foreign cryptographic devices with which they were concerned. It
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also prepared and issued a glossary of eryptologic terms and other reference and training aids.
Research and development in the field of eryplography, however, remained a matier of separate
action in which cooperation was less official and complete.

During the {inal stage of the negotiations which resulted in the Joint Operating Plan of
April 1946, the Acting Chief, ASA's Colone IHayes, proposed that ASA ahd OP 20-G coordinate
their eryplographic research and development. New and important achievements in that field were
on the horizon, he noted, andkconsiderutions of efficiency would encourage maximum application of
the principle of common use of completed devices, and the avoidance of duplicated work in providing
them. Iis proposal called for recommendations by the new committee as to which of the services
“should undertake primary responsibility in the conduet of special projects of joint interest.”
Niether service would be hampered in undertaking whatever its operational requirements dictated,
but information would be exchanged when its timeliness might influence the course of
development.,

The Chief of Naval Communicaiions was prepared to enter into an association with ASA
on cryptographic f'esearch, development, and procurement matters with one proviso, that either
service should remain free (o reserve from the other information on any development which that
service considered {o have only intra-serviee application. ASA accepted this limitation. A first
meeling on an informal hasis occurred on 22 April 1946, and by early July of that year un
agreement establishing the Army-Navy Crypto-Equipment Coordinating Committee, ANCRIECC,
had been drafted. Mémbcrs of the committee and its subcommittees on ciphoney and cifax, on
cipher machines, and hn procurement, were designated by the Chief of Naval Communications on
19 June 19486, and by the Chicf of ASA ten days later.

ANCRECC met irregularly cither for general exchanges of information or for the
discussion of particul#r problems, or for a demonstration of equipments under development. It
helped to formulate a single U.S. position on such COMSEC problems as the modification of the
Combined Cipher Machine. ANCI{ECC remained on an informal, voluntary basis, partly to avoid a

membership 0o numerous o permit uninhibited deliverations. As a purely advisory body, it
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accomplished all' that could be achieved by sharing knowledge and judgements to advance the
interests of joint communications.

On 5 February 1947, Admiral Nimitz, then Chief of Naval Operations, proposed in a
memorandum Lo Genreal Eisenhower, Chiefl of Staff, U.S. Army, that the existing informal joint
commitiee lo exchange lechnical information on the research and development of erypto-equipment
be {'Ormalizéd through their joint approval.l In his memorandum to General Fisenhower entitled
"Establishment of the Army Navy Cryplo-Equipment Coordinating Committee (ANCRECC):
Admiral Nimitz cited the fact that the ANCRECC, a joint cnmmit.tcﬁ whose objective was the
attainment of closer coordinatiqn between the services in the field of eryplo-equipment,2 had been anly
informally cstublisﬁed and he was now proposing to formalize the committee as it was then
constituted. Admiral Nimitz observed that, in his view, the commitiee had been functioning so
effectively that its continuance on a formal basis should be assured.

In his response, General Eisenhower stated that even though the informal exchange of
technical information between the services had been of considerable mul.ual’ benefil, he believed
that it weuld serve no particular purpose o formalize the existing committee because of its very
limited authority vis-a-vis coordination between the services. Rather he felt that the rescarch and
development of cryplo-equipment should be under the cognizance of the Rescarch and Development
Board of the Joint Chiefs of Staff. In this way all three services, Army, Navy, and the newly
establishd USAF, wouid be participaﬁng in 4 common 'cffort to insure a coordinated effort.

On 23 July 1948 the Army proceeded on this tack and proposed that the rescarch and
development of crypto-equipment be placed under the cugnizahcc of the Joint Chiefs of Staff’s
Rescarch and Development Board.

!nit'm;ﬂy, the Navy indicated that it did not concur, and proposed instead that the charter
of the Joint Security and Cryptographic Panel of the Joint Communications Electronics Committee
(JCEC)! be breadened o include the making of rocommendations regarding the research and development
of crypto-cquipments. m the end though, the Navy did agree to the Army proposal, following which

it was coordinated ith and concurred in by the USAF.
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Coordination Among Defense and Non-Defense Agencies

On 23 Se-pterhbér 1944, the Joint Commun‘icatibns Board! reported to the Joint Chiefs of
Staff on the ﬁndmgs of an ad hec éomm-ittee which had investigated eryptographie security
activities éf several departments and agencies of the govérnment. The repert recommended the

establishment within the Joint Chiefs of Staff of a permanent cryptographic security board which

“would-have coghizande -tver-thé eryptogrdphicractivities of a1l government” ageiiciés and” "

departments. _

On 20 g};une 1945 a provisional committee on the _sécur-i-ty'qf communications was
esﬁébiished by thé Joint. Comméni,cat,ions Board for the purpose of studying the secunty of US.
intra- sen)ié'e and joint communications.2 This coimittee considered th;a following jbi-nt and intra-
service-aspects of their problem;

a. Educétién

b. Terfni-nology and nomenclature

¢. Physical security 4

d. Transmission security

€. Ctyptograpﬁic p#ocedupes

These collective activities regarding the treatmentvof communications security played a
role in the 3 July 1§45 issuance of a confidential, unregistered Presidential Executive Order! which
established a Cr;yptcgraphic Security Board consisting of the Secretaries of State, War, and the
Navy, and chgrged it with the function of determining and estjsdbl‘ishing cryptographic security
staﬁdards gnd p,o_licies m order to aeliie\i'e the maxxmum degree of security in all governmental
communi;caﬁioris. ’T’he Cryptographic Security Board was a-uthori’zeci to establish a cryptographic
Security'Coordlinati-i}gv Committee and other committees as needed, and was also authorized to
regulate communicaﬁons’ secm_‘i'ty- activities in all parts of the govemment except the Federal
Bureau of Investigatioﬁ, to which the terms of the Executive Order dzd not apply. No department or
agency was obl'iged; however, to release information or yield cr%rptographi-'c practices if its director

concluded that it would be-in the national interest to retain Sale jurisdiction over them.2
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SG-2, CG SSA, 10 March 1945, subj: Army-Navy Communications lnle!libgence Board,
Establishment of, coy appended to USCIB study (prepared by Captain Wenger) "The Status and
Authority of USCIB and USCICC,” 7 February 1947. In Wenger files.

Top Secret ANCIB Organizational Bulletin No. 1, 27 June 1945. Folder 334-USCIB and"
- USCICC, History of. NSA Library. |

Restricted List of Meelings headed "USCIB chairmen” filed in USCIB 4 file. AG records.

Based on Top Secret ANCIB Organizational Bulletin No. 1, 27 June 1945.

Top Secret papers of ANCICC Intelligence and Security Subcommitice. NSA, Technical
Library, History File 37; Top Secret Min. Migs of SUCICC (39th), 26 March 1947, (41st) 26 May
1947. Captain E.S.1.. Goodwin, Captain Wenger, and Mr. W. I, Friedman were invoived in drafling
what became known as “P.L. 513."

"The condition of the Navy's Supplemental Radio Activities Branch (O1-20-G) is described
in Naval [.G. Survey, 13 July 1945, Serial 0001791, para. 39. The Army’s situation is described in
Army Sccurity Agency Top Secret monograph, the "Achievements of the Signal Security Agency in

World War I1," 28 February 1946, pg 4 NSALIBDOC
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Seeret Memo, Captai.’n JW. Fried, S.C.. for W, F. Friedman, ND, X5, Folder 334 -
USCRAD tancradi NSA Library.

The Army .\'uvfCryptanalyticul Rescarch and Development Committee tANCRAD)
consisted of Commander J.N. Wenger, Commander LT, Fngstrom: and H:W.C. Norris {or the
Navy: and Colonel HL.G. Hayes, Major Leo Rosen, and Mr. William F. Friedman for the Army.

OP-20Y, Serial 036661°20 5 February 1947.

According to the proposed terms of reference, formalization of the Committee was intended
"o cxpedfte research, development, manufacture, and procurement of crypto- equipmaont, and to
obtain maximum benefit from common effort in this field...and to facilitate the exchange of
information between the two services....” Beeause of the highly classified nature of the activities
falling within the cognizance of the commilice, membership was very limited. The Army was
represented by the Chief, Army Security Ageney, and members of his office; the Navy by the Chief
of Naval Communications and members of his office and of the Bureau of Ships.

After Congress in 1947 had placed the Joint Chiefs of Staff on a statutory basis, created the
Department of the Ai; Force, and recognized the U.S. Air Foree as a third, separate Armed Service,
the Joint Commuﬁications Board ceased to fit the structure of the national military establishment.
As a result, it was réplaced in May, 1948, by the Joint Communications - Electronies Committce
(JCEC) of the Joint Chiéf s of Stafl.

Joint Communications Board 174/10/D, 20 June 1945,

Getand quote verbatim |

"Study of a Joint Organization for the Security of U.S. Milvitary Communications.”

Prepared for the Stone Board. Part B.
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CHAPTER3

Part 1. The Elements of Commuanications Securily

Most m'(‘smbers of the eryptologic community have a fairly good knowledge of what the
term "communications sceurity” means. Bul just in case there are some who do not,
communications secuﬁty (COMSEC) can best be defined as being the natural and direct defense
ugainst cmnmunicationé inteligence (COMIN'T). Just as communications intelligence has three
clements, cryptanalysis, trafflic-analysis, and the usc of information picked up through normal
intelligence channels, so also does communication sccurity have three distinet elements, ie.,
cryptologic security - the defense siguinst cryplanalysis: transmission security - the defense against
traffi¢ analysis; and "physical scacurit}' - the defense against espionage and other intelligence
gathering means. DPutting these three defenses together gives a working definition of
communication security, which can be stated simply as being "the sum of all of the measures
neeessary to deny to unauthorizoed persons the possibility of deriving intelligence from one's own
communications.” Aclually, communication security is the state which results from successfully
implementing all thesekmeasurcs, sﬁ it can be deseribed as an active thing, i.e., something which is
“done; and also as an inactive thing, i.c., a condition which is achieved.

The following is a broud summary of how the shole lield of communications security was
controlled and how it operated during the period afler World War II and for the years up Lo about
1955. In the mid-1950s, major tcchnclogical advances resulted in major changes in the mechanical
and manual aspeets of communications securily, but certainly not.in thé philosophical bases of this
vital rcsp«»hsibility. It is important to note thal during this time communications sccurily
measures in the U.S. were applied almost exclusively to communications of the military services
and of the State Department.

The elements which comprise communications security are:
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Crypingraphie Security = This consists of the provision of ery ptographic systems which are
inherently secure: proyision of the rules, reguiations, and policies to govern their use: and the
execution of proper measures lb insure their correct use.

Transmission Security - This is the part of communications security which results from all
mecasures designed and activted to protect Lransmissions from interception and traffic analysis.

Physicdl Security - This amounts simply to taking the necessary precautions to ensure
physical protection of crypto equipment or material.

Up until the mid-1950s, the process of achieving cryptographic sccurity Lisually began
with a requirement. This could be submitied by one of the military services, or by all services
jointly. The requirement stated the need for a seeure eryptographie system to fill a particular
communications need. It stipulated certain specifications to be met, certain desired characieristics
as (o speed, reliability, and security, and perhaps others such as size and weight. I the requirement
could be met by exissting eryptosystems, the proper materials would have been provided and the job
wag relatively simple. But if ;t was a new requirement, a newly cxpressed nced which had not
"arisen before, a different procedure was called for.

a. Requirement, Production, Control. First, a research project would be established.
Engincers would devise an equipment which would meet the physical requirements: cryplographie
experts would "invent" a cryptographic component which would fit into the geographical
limitations imposed upon them, and one which would afford the necessary degree of cryptographic
seeurity, one which would resist cryptanalytic attack hy other COMINT organizations. When this
was completed, the project would usually be turned over to an outside commercial development
company. llérc the fine points were completed, development models made and tested, and the
specifications and designs lor mass production established. Following this a produection contract was
let, the manufacturer tooled up for the job, and the first production models were provided. These
were then turned over 1o the originators of the initial requirement, and they would conduet service

tests. As a result of the tests, production modifications were made il necessary, and the
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mxuipnwm:-" were then produced. Thux, in keeping with the definition of erypto seeurity through the
{irst step, provision of an inherently s(!ém'c system was comploted.

While the production of basic equipment was going ahead it some commercial plant,
AFSA/NSA was manufacturing, in its own facilities, the materials that had to be provided with the
cquipment. As was genreally the case, most eryplosystems consisted ol a iﬁxsic, unvariable method
of operation, usually a mechine and, in additiuri, certain variable clements. It was these latter
variables which were praduced by AI'SA/NSA. Usually they consisted of cipher rotors, small wheels
with electrical circuits through them, which could be placed in a cipher machine in a large number
of ways and which performed ljhe aetual process of encipherment. These would be accompanicd by
kev lists, printed sheets which told an opcrator how he was to arrange his variable elements for the
message he vs"as {o encipl1er.

The bulk of the manufacture of this type of material was done by the eryptologic ageney,
with commercial assistance. For example, blank rotor shells were produced outside, but the wiring
and all other securit y features that went into a completed rotor were inserted at AFSA/NSA.

The next step in the birth of a new cipher system had really been going on all the {ime.
Various ways of using the system had been under study and finally a procedure for its use had heen
decided upon, a procedure which would maintain the inherent security of the system and at the
same time be as simple and casy on the operutﬁr as was possible. This procedure was then written
up and printed as a Jocument which went to cach user of the system. Also published were
statements of policy on use of the system, physical security regulations that had to be observed in its
use, and other general rules governing its employment.

At that point cveryth'ingwas turned over {o the services, machines, rotors, keylists, cte.
The first sct of material was usually especially made for training, and the Services trained their
cryptographic technicians in the new system. The operational material was then distributed to the
users, an offective date was prc;mulguled, and the new system was put inloyoporal.ion. Once it was
in use the services were responsible for sccing that the rules were properly followed. In order to

insure that proper action was laken when serious mistakes occurred, a violation reporting
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procedure was put into effect. This consisted of a requirement that any command or service (;Immml
makinﬁ a mistake in an enerypted miessage, or learning of a violation of physical sceurity, had to
make a report. Lo the proper authorities citing the circumstances. The caéc wits then evaluated in
terms of eryptanalystie significance, and Lhe sending organization was informed of the action which
had to be taken. In all instances APFSA/NSA was responsible for detcrinining the effect of the
violation and for determining what corrective action would be taken in the way of superseding a
system, correction a procedural deficiency, or clarifying existing instructions. Other actions to
prevent recurrence, improved training, disciplinary action, improved supe.rvision, cle., were purely
user (mainly military services) responsibilitics.

Closely interwoven in this pattern of control was eryptosceurity’s companion element,
physical sccurity. Physical scéurity of cryptomaterial breaks down into three main aspeets -
establishment of safeguards governing the material itself, i.c., how it should be protected in transit
and while in use, and }vhnt. aceounting records nceded to be maintained on it; safeguards governing
protection of the arca in which it was used, i.e., what kind of facilities had Lo be provided, guards,
barred windows, limited access, elc.; and safeguarding against personnel defections and
carclessness by the establishment of personnel clearance provisions. In all of these AFSA/NSA
established the standards considered necessary; they were usually the minimum standards,
however, to institute their onw more restrictive rules if they so desired.

The transmission secgrity (TRANSEC) clement of communication security was and is as
critical to the sytem as was the cryptographic and physical sceurity aspeets. Transmission security
is best defined as the taking of all measures necessary to protect communications from
unauthorized interception, traffic analysis, and initiative deception. There is no absolute defense
against interception because almost anything that is transmitted can be intercepted. But there are
some means of’ transmission whvich can be much more difficult to intercepl-lhan others. Therefore,
when "measures necessary (o protect communications from unauthorized interception” are used,
what is really mecant is Lthe cxecution of steps designed to make interception as difficult as possible.

Included in these protective measures are:

36 -SEEREF




sccher LoD

1) the use of specialized radio equipment, special antennas, frequencies, ete,
2) protected landlines

3) registration of and accounting for, documents and ecquipment
EO 1.4. (c}

1) specialized transmissions, i.c., infra-red, lascr, etec. P.L. 86-36

5) monitoring of {friendly communications circuits for security supervision,

Transmission security is, then, what is done W prevent loss of intelligence from the
external message characteristics by protecting the signal during the act of communications.

New developments in communications techniques and in communications security
equipments and procedures started to appear in strcngth beginning around the mid-1950s.
Generally speaking, cipher systems up till then had been of three kinds, manual systems with
encryplion doné enlirely by hand; off-linc machine systems in which encryption was done
mechanically with the result still left to be transmitted; and on-line telelype systems in which
encryption took place simultancously with transmission. We had reached a peak in this latter kind
of development by 1954-1955. One new off-line cipher machine had just heen given its final service
test and was in production, and others were just a few months away. But even those new units,
which were basic systems for the next six or seven years, were geared to m‘o’re-ar-less old fashioned
concepts of communications.

The first new concept, not new really but cerlainly in the early-to-mid 1950s just
beginning to sce the light of day as an actuality, was fully automatic swi&hing equipment at relay
centers, I{Qluy installations 6f that era consisted of a liner receiving cireuit, a typing reperforator
which produced the received message, and g teletype transmitter for each send channel which read

the perforations on a tape introduced into it and caused the tape to be transmitted to the
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appropriate receiving point or néxt relay station. The gap between receive reperforator and
teletype transmitter was spanned manually. The purpose of the newly introduced cquipment was Lo
span it awomatically, to transfer messages fram receive point W transmit ]ﬁ)int clectrically without
any requirement for handfi ng messages physically.

Automatie equipment which was designed and became available in that period was
capable of checking incoming channel continuity numbers, recognizing message precedence and
routing information, and automatically transmitting messages via cross office cireuits to the
correet outgoing circuits. The demand for striet communications security complicated all of this,
since eryptographic cquipment assoeiated with the relay equipment also was required to provide an
equal degree of automatically, and this was quite difficult to achieve. The signals transmitied as
switching information, that gave precedence and routing "instruetions," had to be in plain,
unencrypted form in the switching centers. Thercfore, the principle of "link cncrypiion" was
adopled. This meant thai a message, automatically enerypted at its point or origin, was
automatically decrypled, routed to the proper outchannel, and reencrypled at cach relay point. The
circuits between relay points were in constant use, with an enciphered sigmni continuously
transmitted whether intelligence was being transmitted or not. When a message was entered into
the system cverything, heading and éll, was encrypled. Thus, an almost perfect answer to trafTic
analysis had been devised. An circuits such as these, it was impossible for interceptors to deteet the
existence of messagers, and the first traffic analysis tool, volume count, disappeared. The other
tricks of the trade, routing ins!.ruc!jons, precedence information, call signs and the like were
cqually absent. |

But the development problem was by no means licked. There was not an entirely suitable
switching equipment, nor did any of the coﬁlemplatod ones permit, without some basie changes,
association with cryptosystems believed to be workable at that time. It was a long while, into {hé

late 1950s before completely sceure automatic relay arrangements were in operation.
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Part I
3.1
8. The augmentation and Management of National COMSEC Resources.

1.  The Formation of the Arméd ["orces Security Ageney, ASAL

While the (3()XIIN'F agencies tried ol a joint operating plan, complete unification of the
nation’s armed Ascr\-ices within a singlé‘dcpartment of defense was not achieved until the spring of
19471

The National Security Act of 19672 created a National Security Organization of which the
major clements were the National Military l-fstablislnxncnl, the National Sceurity Council, and the
Nuiionul Sccurity Resources Board. A civilian Scerctary of Defense, having an office but not a
department, headed the National Military estahlishment. The Joint Chicfs of Staff, four members
with a joint stsafl were r;amcd the principal military advisors {o the President and Scerctary of
Defense. Three departments (Arr{xy, Navy, and Air Foree) headed by Sceretaries without eabinet
rank, were established.

The National Security Council was desiged to provide the President with advice on the
basis of which o integrate domestic, foreign, and military policies. It brought into association for
the purpose the President, the Sceretary of State, the Scerctary of Defense, and his three
subordinate secﬁztaries of the Arm}:, Navy, and Air Foree, the chairman of the National Security
Resources Board and, by presidental designation other heads of exeeutive departiments and boards.

Directly under the National Security Council, with the mission of coordnating the
intelligence agtivities of the Federal Government which were concerned with national scurity, was
a Central Intelligence Agency, headed by a Director of Central Intelligence. This Agency was
expected to correlate, evaluate, and disseminate national security intelligence, render intelligence
services Lo other agencies and Federal de|partmcnts, and advise the National Security Council on
intelligence matters,

Lugu,ly, the National Sccurity organization included the National Security Resources

Board which, like the National Sccurity Council, had direct relationships with the President.
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Its mission was to advise the President coneerning the coordination of military, industrial,
and civilian mobilization, and the base that advice on programs for the most effective >use in
wartime of ma npower ‘und resources. |

In Seplember: i9«17 . James Forrestal was installed as the first Sccrctary of Defense.

Against this backgmund of service unification, those oﬂ'xci&lsvres;mnsible for condueting
communications intelligence (COMINT) and communications security (COMSEC) operations were
considéring the ways and means of best coordinating their own efforts. From February o July,
1948, the make up the authoritics and the responsibilities of the United States Communications
Intelligence Boardl were heing analyzed at length. On 1 July 1948, National Security Council
Inteiligence‘ Direetive (NSCID) No. 9; b(;camc the USCIR's new charter. 1L designated the Board as
the National Sccurity Council’s agent "the effect the authoritative coordination of communications
intelligence for which the Director of Central Intelligence is responsible."2 Some members of
USCIB undertook a study for the Secrotary of Defense to determine the merits ofmerging the
COMINT and COMSEC activities of the Armed Services into a single agency.

On 20 May 1949, Secretary of Defense Johnson, acting under authority given him by the
National Security Act .of 1947, issued a directive to the Joint Chiels of Staff. This direclive
established -- within the National Military Establishment and under the direction and control of
the JCS -- a unified cryptologic organizaiion to be known as the Armed Forces Security Ageney, or,
in shortened form A.F.S.A’s {_'unctions were to be determined by the Joint Chiefs of Stall, and were
to be provided by ASA, CSA, and a comparable organization from the Air Force (this eventually
Lﬁmed out to be the Air Force Security Service - AFSS)

Responsibiﬁl.ies for co>mmurv1icat.ions security during the period precéeding the formation
of AFSA were related to, but separate from, those for COMINT, By a confidential, unregistered
Exccutive Order dated 3 July 1945,1 the President had established a eryplographic Security Board
consisting of the Secrqtaries of State, War, and Navy, and had charged it with the function of
determining and &:si.abl‘ishing cryptographic sceurity standards and policics i“, order to achieve the

maximum degree of security in all Governmental communictions. The cryplographic Security
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Board was permitted o create a cryptographic Security Coordinating Commiltee and other
committees as needed, and autharized Lo regulate communications security in all parts of the
government excepl the Federal Bureau of Investigation, to which the terms of the Executive Order
did not apply. No department or agency was obfig(sd, however, o release information or yield
crypl.oi.,rraphié practices if its director concluded that it would be in the national interest to retain
them.2 |

The Commitiee on the Creation of a Unified Armed Forces Security Ageney (The "Stone
Bourd.”)

The official separation of the Air Force from the Army on 19 September 1947 involved
arrangements by which the Army continued to provide various services to the Air Force, among
them the production of strategic COMINT. The Air Force for some of the same reasons which
prompled the Army and Navy to retain conirol of COMINT produetion within their own chains of
command, preparced to establish an Air Force COMINT ageney. On 3 June 1948 Headquarters,
ASA, established an Aii‘ Force Security Group (AFSG) as a unit within its own plans and operations
staff. The group was commanded by Major Idris Jones, an office experienced in both
Communications and comint. Working jointly ASA and the USATF Security Group formulated
tables of organization, requirements, operating procedures, cte., and on 23 June 1948 the U. S. Air
Foree Security Group wis formally announed to the major commands of the Air Force.

The Department of the Air Force incorporated the AFSG within a new U. S. Air Force
Sccurity Service, a major command reporting through the Direclor of Intelligence, USAF, to the
Deputy Chief of Staff for Operations and the Chiel of Stalf, USAF. l“ofmal establishment oceurred
on 20 October 1948. At the end of the following January, ASA released to the USAFSS the
personnel and property of three radio squadrons, plus some staflf members. On 1 February 1948, at
Arlington [1all Station, the commander, USAFSS, assumed command.!

Secretary of Defense Forrestal had sought in the meantime to escape avoidable new casts
for cryplologic activities. He planned, with encouragement from Secretary of the Army Kenneth S.

Royall, 10 ascertain the possibility of combining in one unit all existing military COMINT services
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/EO 1.4. (c)
~SECRET— /P.L. 86-36

"at the Washington level” rather than of permitting duplication to expand :-'l;nl.ﬁ triptication. The

secretary’s objective was 10 determine how costs for COMINT might be rcdt;i:cti. The annual cost of

starting up an Air Foree Agencey was then estimated to be nearly, )

On 3 August 1948, a study of the possibilily of creating a unified Armed Forees Sceurity
Ageney was initigted. The study was 1o be conducted by military officers of the National Military
<stablishment, but to take ﬁccounl also of the cryptologic interests of other segments of the
gover}imcnl.‘l

The secretary of Defense’s directive to the committec on the creation of an Armed Forces
Sceurity Ageney identified the six members of the commitlee, only one of whom was engaged in
COMINT production, as follows:

Departmentof the Army

Major General A. R Bolling, Associate CS, G-2, DA Colonel Harold G, Hayes, Chife, Army
Security Agency. |
Depariment of the Navy

Rear Admiral Ear E. Stone, Director of Naval Communications.

Captain W S. Vecder, 0?\ [

Department of the Air Force

Major General C. P. Cabell, Director of Intelligence, A-2, USAF

Brigadere Geheral F. .. Ankenbrandt, Director of Communications, USAT.

While General Bolling was instructed to call the Committec's first meeting, the members
were authorized to select their own chairman. As a non-voting person_al' representative at its
sessions, the Secretary of Dfense named his exccutive assistant, Mr. Robert Blum. The date set for
submission of the Committee’s report, with recommendations, was 15 November 1948.

Secretary Forrestal's directive grouped a series of topices for study under two major queries: '

1. Should there be established a joint or unified Armed Forees Agency fo the production

of communications intelligence, and if so, what form should il take?
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2. Should there be joint or t.miﬁ(!d Cryplographic Security Activities of the Army, Navy.

and Air I"ori:«: and, if:;é, what form should they take?
These queries and topics were meant to be illustrative, not resirictive. The cnmnhit.tce was
authorized to take up any related problems. It was instructed 1o take into consideration the
interests of the other mcmbez‘é of USCIB, the Departinent of State, anrdﬁ the Centiral Intelligence
Agency, and to consult them, if appropriate, but its province was only that portion of the COMINT
and COMSFC activities of the Government which were under the cognizance of the military
departments and were therefore a proper subject for action by the Secrctary of Defense. ‘The Terms
of Reference, in their usc of the words "Cryptographic Sccurity,” were interpreted by the committee
to mean "Cemmunications Securily," embracing not only cryptographie but also transmission and
physical security.

The first assembly of the Commiltee was on 25 August 1948, at the Pentagon. At this
organization session, the Committee elected Rear Admiral Earl I, Sf.onevas permanent. chairmaun,
an action which caused the committee to be known thereafler as "the Stone Board." The committee
agreed that each member migﬁt designate an alternate, and also that a Working Group should be
created to prepare the studies on which the committee itsell would subscequently deliberate. The
working Group consisted of the following: .

Department of the Army Alternate

Member

Colonel Harold G. -I‘!ayés Lieutenant Colonel Paul F.. NelT
Lieutenant Colonel A.C. : |

Peterson Lieutenant Colonel Carter L. Clark
Departmeni of the Navy

Captaind.N. Wenger  Commmander Bernard Roeder

Captaind.S.llarper ~ Captain E.S.1.. Goodwin
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I)_t;'.lmﬂmc)nl of the A x;ryf‘;or:'.'c'

Colonel R.P. Klocks Lieutenant Colonel HL.H. Towler -

Lieut.Col. L.C. Sheetz Major J. MorrisonThe Working Group then established two sub groups,
one o study COMI NT ;xnd the 6t.ller to study COMSEC, and each to prepare drafl proposals for the
commillee’s consideration. !

The Bmi_rd’s second mecling‘was largely devoled to furnishing guidanéc for the Working
Group by interpreting the Terms of Reference from the Secretary of I)cfe;)sc. At its third session,
however, it had bc_fote it a preliminary version of a study of communication sceurity which
deseribed possible me‘thods by .which the Armed Services could conduct unified comsec activities.
The various suggestions were discussed inconclusively but the area on which to scek agreement was
narrowed by the obvieus, general disapproval of certain posszil:;ili}.ics.2 After the section of the Stone
Board’s report concerned with CQMSEC had been brought to a stage of provisional agreement, it
was reserved in order that all recommendations might be consonant with the pending proposals
concerning COMINT activities,

‘The new inter-service agency which this plan envisioned would engaged in both COMINT
production and COMSEC operations. A Rescarch and Development Division, a major factor in the
overall concept of COMSEC, having a shop and branches specializing in ciphoney and cifax,
electronies and ekzctrormecha‘nics, would plan new cequipment, prepare models, undertake
emergéncy construction, and maintain (;x isting equipment,

" The Agency would be headed for a two-year term by a Direetor, a Flag or General office
who would be chosen in turn from each of the three Armed Services. The Director would be the
chairman of an Armecj,’ Forces Communications Intelligence Advisory Council (AFCIAC) which
would consist of the Service representatives already serving on USCIB, and of not more than one
additional representative from cach scr\-vice. The AFCIAC was expected to recommend to the Joint
Chicls of Staff po]icies:’, operating plans, and doctrines for the production of COMINT and the

maintenance of COMSEC.
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20 May 1949

MEMORANDUM I"QR THE JOINT CHIEFS OF STAFF
SUBJECT: Organization of C!‘_\'pﬁ)lt)giC Activities wilvhin the National Military Establishment

1. The attached dircctive establishes a dniﬁud cryptologie organization--the Armed IForces
Security Agency--for the conduct of communications intelligence and communications security
activities within the National Military Establishment,

2. It is desired that the common activities of AFSA be conducted in not more than two
major establishments. Elficiency and economy are (o be stressed.

3. Responsibilities of the Joint Chiefs of Staflare as indicated in the attached directive.

Isf Louis Johnson

Mission of the Director, AFSA Acquisition of New Functions

The mission of the I)irectorv of AFFSA, DIRAFSA, would apply noi. only to COMINT but to
military COMSEC also. He was ekpccted ﬁermally to prepare, produce, store, account for, and
deliver eryplo-material fof dis{ribution to the Armed Forces. He was also to formulate policies and
publish instructions. |

On 20 May 1948, Secrctary of Defense Louis Johnson sent a covering memorandum! to the
Joint Chiefs of Staff, with copies to the Service secretaries, which eontained a dircetive deseribing
the establishment of a unified cryplologie organization--the Armed Forces Security Agency. This
Agency was to conduct the communications intelligence and communications security activities
within the National M'ilitary Estahlishmcnt.‘ Secrctary Johnson expressed the desire that the
common activities of AFSA be carried out in not more than two major establishments. In this he
had in mind ASA’s facility at Arlington Hall and CSA's resources at Nebraska Avenue.

The Direetive also defined the responsibilities the Joint Chiefs of Staff vis-a-vis the new

AI'SA.
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The mission of the Dircetor of AFSA. DIRAFSA, would apply nos ’on]y to COMINT but 1o
military COMSEC a\ls«;. He was expected rmrrrﬁlily to prepure. produce, store, account for, and
deliver erypro-material for distribution Lo the Armed Forces. He was also to formulate policies and
publish instructions neccsSary for their use, handling, maintenance, and protection. In formulating
COMSEC policies, he ws expected to deal with jts three major clements, eryplographic security,
transmission security, and the physit:u} security of cryptologic material, and with the related
matters of communications cover and deception, or "eryptologic countermeasures” ‘c»f' any sort. His
responsibilities included liaison with other appropriate departments and agencics for the purpose of
coordinating eryplologic equipmeni.'and procedures, and providing icchnical supervision of all
mililary COMSEC aetivities. None of his COMSEC responsibilities came witﬁin the jurisdietion of
USscin.

For units of the Armed Forees, AI'SA was (o establish a method of providing special items
of ervpt-equipment whenever the standard distribution lists did not provide for them. AFSA was
made responsible lor preparing and executing coordinated programs of rescarch and development, of
eryptologic cquipmcnj. approved by lher Rescarch and Development Board of the Department of
Defense. With the aéprdval of the new Munitions Board, its responsibility for precuring eryptologic
equipment would parallel that for research and development. AFSA was expected Lo issue technical
publications pertaining to ils work, to conduct training Lo meet the standards which it established,
and to provide specialized lraining»dcsigned to mect individual Army, Navy, and Air FForce nceds.
LOCATION OF AFSA

The Direclor was asked lo’ prepare a paper for forwarding to the Joint Chiefs of Staff
indicating two possible plans for the newly formed AFSA organization. The first plan would
assume that the two Washington arca plants, Arlkington Hall and the Navy Communicalions
station at Nebraska Avenue, in Northwest Washington, D.C., were each operated on an integrated
basis; the second, that all COMINT activilies would be consolidated in one plant and all COMSEC

activities in the other. The Director's paper recommended the second plan.
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Since Arlington Hzﬂl Station could provide 420,000 square feet of operational floor space,
and the U.S. Navy’Communicnlion Station could furnish 245,000 square feet, the total area
availuble was aﬁproxihlamly the total arca required for all Washington activitics.

AFCIAC accepted the argument in favor of consolidating at one station almest all of Lhe
COMINT oporations and related rééoarch and development, and, at the other site, almost all
COMSEC Opcrat.iﬁns with related research and develﬁpmént. |

AFSA’s first Director assumed office on 15 July 1948 and received a directive from the
Joint Chiefs of Staff on 1 September. »0n the sume day, AFSAC obtained its charter. The aucleus of
plannérs and organizéts'grew and, hy a succession of steps laken or planned prepared for the
approval of the JCS the ou;!ines of the new Agency’s compesition, physical location, and
headquarters orgar:izétion.‘ On 1 October 1949 DIRAFSA officially assumc& operational control.
Two striking features deserve emphasis: the Military Services were estabiishing an arga"nimiion
through thch their production of COMIN'T would be under unificd control, and they were linking
the cryplologic agencies of all three Services with reference not only to COMIN'T production but, to
COMSEC activities as well.

B. Formation of the Office of Communications Security, AFSA-04.

While fundamental planning defined AFSA’s position in the Department of Defense and
the relationships to the Armed Services, simultaneous, detailed planning was determining AFSA’s
internal structure. The first Director depended heavily upon the advice and assistance of key
individuals who had been close ‘to the cryplologic activities of the Services during his tour as Chief
of Naval Cdmmunicatimi& Iﬁ matters of orgunizaﬁon, distribution of functions, :aelection_of
personnel for specific key posiliims, and the relations to be developed between AFSA and the service
cryptologic agencies, he relied in particular on Captain J.N. Wenger, USN, who had been his chief
subordinate in COMINT matters for several years.

F.ach Armed Service furnished one Deputy Director soon after Admiral Stone took office in
July. Captain J.N. Wenger, USN; Colonel S.P. Collins, USA; and Colonel Roy Il. Lynn, USAF,

became the official Steering Group, and they served in that capacity until AFSA’s organization was
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firmly established. Fach Deputy Director was given particuliar functions, with one of his main
functions being that of Haison between AFSA and his Service, as the Dircetor preferred. The

division of {unctions presceribed on 29 July 1949 was as follows:!

Army Deputy Navy Depuvy Air Force Deputy
Colonel Colling  Caplain Wonger  Colone! Lynn
Army Liaison Navy Liaison _Air Force Liaison
COMSEC Operations-COMINT Administration

Researchand  CJO Functons  Staff Coordination
Development Communications

The pattern of Acﬁon intended to bring about AIFSA’s {full {functioning was sketched in the
first erganizational memorancium, issued on 22 July 1949. There were to be successively (1) a
period of study ;md p!aﬁning, (2) a period for the implementation of this plan, in the course of which
ils merits and defects would become apparent, and (3) a peried in which the permanent organization
would be established. A Steering Group, besides supervising the work of other groups, was expected
to develop an organization plan for AVFSA’S staff. Four monitor groups were given functional areas
of responsibility as follows: Communications Intelligence (COMINT); Communications Security
(COMSIEC); Rescarch and Development, and Administration. Each of these four groups consisted of
one representative from each Service with‘suitabie qualifications. ‘The Monitor Groups were
authorized to subdivide the problems in their areas of responsibility, and to parcel out special study
and planning tasks to others, while adopting procedures resulting in final, inclusive reports not.
later than 15 August 1949,

The Communications Security Monitor Group was composed of Dr. A. Sinkov, ASA
Chairman; Captain M-,R' Gerin, US».\': Captain I1.0, Hapsen, USN; and Licutenant Colonel d4.1..
Wecks, USAF. The group succeeded in drawing up a plan for the consolidation of Service COMSEC
activilies, disagreeing only on ghe question of operational control of security moniloring units. It
was unanimously agreed that the new AFSA office of Communieations Securif.y should assume
responsibility for plahning and policies in the field of COMSEC; for production of all erypto-

material for the Armed Forces; for enginecring and development of crypto-equipment; for
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eryptanalysis and evaluation: for traffic analysis and evaluation: and for procurement of erypto
equipment. The Services were to ralain responsibility for d(.-ten‘nirvmtirm of intra service
allowances: distribution and accounting; maintenance: physical security: budgeting: and training
(cryplo-operators and vmainten’ancc personnel).  Service testing of crypio-equipuwnt was (o be
performed by the Services with AFSA providing iochnicai ass<istance and guidance. The office was
Vm be divided into thrée divisions, i.e., Cryplo l:lngi:necring, Documents, and Ana!y;sis and
Evaluation, with administrative and technical staffs, and a Distribution and Accounting Branch
below the division level, responsible directly to the head of the office.

The hackground of the organization of the office of COMSEC was formed by the provisions
relating to COMSEC in the JCS 2010 directives and by the report of the COMSEC Monitor Group.
JCS8 2010 assigned to AFSA served specific responsibilities in the COMSEC field, such as
formulation of pelicies, production of eryptographic material for the Services, evaluation of erypto-
seeurity violations, and technical supervision of Service communication security aclivities.! An
amendment to JCS 20102 assigned to the residual Service eryptlologic organizations the
responsibilily for "sccuri ty monitoring of intra-service circuits.”

On 25 August 1949 the Director, AFSA, submitted to AFCIAC a Progress Report
describing, in very gér_:ei-hl terms, the actions thus far taken to organize AFSA, and the principles
on which this organization was procecding. e reported that he had assigned certain specific
functional supervisory duties to each of the three Deputy Directors. Responsibility for supervision
of COMSEC had been givken to the Army Deputy, Colonel Collins. The Director also informed
AFCIAC that it had been decided to consolidate all COMSEC activilies at the Naval
Communications Station as far as possible. This was in accord with the recommendations of the
COMSEC Monitor Group.

The first draft of the AFSA organizalional manual, which was ready on 26 August,
followed the recommendations of the Monitor Group in outlining the organization of the Office of
Seccurity. The responsibilities assigned to this Office, and Lo its subdivisions, were, in general, those

of establishment of COMSEC policies; production of crypto-matcerial for the Services,
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together with necessary technieal instructions:; evaluation of vioiutiuné of seeurity: determining
compromises; and formulating policies for communications cover and deception. In addition, the
Office of Sncurit& was {0 exercise "operational control of AI'SA communication sccurity facilities,
units, and ‘mi'lirtar_v pcfsonnci, and opérational and administrative ctinirol of all civilian personnel
of AFSA cﬁgugcd in cpmmunicati(m security duties." I was also responsible for "technical
supervision ol all communication sccurity activitics of the Armed Forces.” ‘The organizational
structure of the Office followed rather closely the Monitor Group’s recommendations, i.e., the office
was to have a Technical Stafl, three Divisions (Analysis and Evaluation) Documents, and crypto-
engineering), and a Distribution and Accounting Branch, below the Division level hut not part of
an_\'rl)ivision.

Details of the division of functions between .M"Sf\ and the Services were worked out
shortl v allerwards, in conferences between IMRAFSA and Service representatives. On the question
of COMSEC, it was dc;cided that the Navy should retain its securily monitoring service, the Naval
Cg)mput,ing Machine laboratory at St. Paul, cryptographic repair and maintenance facilities,
crvptlologic l.mining schools, and the Reéistercd Publications Seetion, 'l‘weive men were transforred
to AFSA {rom the Na#y‘s analysis and evaluation of cryptosystems branch and an equal number
were to remain under Navy control to perform monitoring functions ﬁnd other miscellaneous duties.
Cryptographic maintenance was to remain a function of the Services, with AFSA exercising a
coordinating role. For the time being, Navy would retain the Naval Code and Signal Laboratory
which would continue under the management and techuical control of the Bureau of Ships. The
Bureau also continued its contractual authority until this also could be assumed hy AFSA.

Arrangements with the Army were made carly in Sepiember. The understanding reached
at this time was amended at another conference held on 14‘Octobcr, and was then formalized in a
written document! dated 22 Decc.mber 1949. According to this agrecment, ASA was to continue to
be responsible for communication securily within the Army, through such tasks as issuance of

crypto-material to Army users, cryptographic maintenanee and repair, enforcement of AFSA’s
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directives on security, ete. AFSA was to be responsible lor preparing crypro material for Army use,
declaring cryptographic cmynpmmises. establishing ervptographic procedures, and conducting
cryptanaivtic studies f'or S(?L'l"‘il.;\' evaluation. No mention was made of the operation of sceurity
monitoring units.

A list of proposed appointments to supervisory positions of the sub-divisions of AFSA was
promulgated on 7 Séptgmber 1949, 'This list provided for the appoim.mk;m of Captain M. R. Gerin,
USN, as Acting Chief of the Office of Communication Security, AFSA-04, with Dr. A. Sinkov as the
Technical Director. ‘Thc list of division chiefs indicates that there were five divisions provided for,
instead of only three, as had been shown in the draft of the Organizational Manual. In addition to
the three divisions noted in the latter, there was to be a Distribution and Accounting Branch and a
Security Coordinating Division (which had been deleted from the draft manual.l)

On 23 Scptmnbér 1949, the Director, AFSA, notified ASA and the Chief of Naval
Communications that he would assume "operational control of all elements éf AFSA at 0001l on 1
October.” Appended to this announcement were lists éf the units and facilitics which would pass
under AF'SA’s contral at this time. Those to be taken over from ASA included the Security Division
of ASA Headquarters, less the elements required for ASA residual eryptologic functions. Similarly,
the Navy was informed that AFSA would take over the Communications Security Scction (less
clements required for residual Navy f{unctions), the Cryptographic Aids section, and the inactive
Cryptographic Reproduction Unit at Pear] Harhor.2

Assimilation of these activities into AFSA, and of the Naval Code and Signal Laboratory
as well, had already been approved by AFCIAC on 8 September. This AFCIAC decision, finalized
on 23 September, was embaodied in JCS 2010/10, approved by JCS on 25 October, at which time the
decision to Concentrate COMSEC activities at the Naval Communications Station (also approved
by Al-‘ClAC) was also app'roved as JCS 2010/11.1

Since AFSA at this time existed largely on paper, it would be necessary, for the time being,
for the Direetor to exercise control over the assimulated units through the existing command

channels of ASA Ileadquarters and of CSA/Washington until the physical consolidation
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of these lacilities had progressed sufficiently to render this indirect method unnecessary. This {uct
was pointed out in a lil(:rrl()rzlr{dllvrllé from OP 202, Captain Holtwick, to the OF 202 staff and the
officer-in charge, CS/‘Q""&V, dated 30 September 1949, 'I“he memorandum listed the specifie unity of
OP-202 over which AFSA would assume control on 1 October., Those slated for absorption into
AFSA-04, the Office of Communieation Security, were OP-202Y, the Cryplographic Aids (or
Cryptographie Production) S(zé_lion, OP-202K2, the Statistics division of OP-202K; OP-202K 4, the
~ Cryptanalysis Division: a_ﬁd OP 202K71, the Cryptographic Monitoring subdivision.

In accordance with the plan, DIRAFSA announced on 1 October, that he was assuming
operational control of the Service ervptologic fucilities.! A fairly complete description of how this
affected at least one of the Navy units concerned (OP-202K) was given in a dircetive? from OP-202,
dated 1 November 1949, announcing the formation of AFSA. According to this directive, "all U.S.
Navy Communication Security Activities will continue to exist as part of the Navy and to be under
the same mililary command and coordination control as in the past.” llowever, "the OP-202K
cryptologic evaluations (eryptanalysis and evaluation of compromises) and statistical functions,
and part of the crypto-monitoring functions, are to be transferred to AFSA, together with the
personnel engaged primarily in those (unctions. OP-202K, with {he remaining personnel, will
coniinue as the Communications Sccurity Scction...to discharge intra-Nuvy COMSEC
responsibilities and maintain Haison with AFSA for communication security responsibilities.”!
Operational control of the Cryvptologic Evalué(ion, Statistics, and crypto-monitoring functions,
assumed by AFSA oh 1 October would be exercised "through the cxistiﬁg channels."? For the time
being, OP-202K would retain operational control of its field actlivitics. "However, it is possible that
AFSA may when time does not permit working through 202K, make direct requesis to
Communications Securily i\ctivities for circuit coverage or informalional data concerning
suspeeted compromises. Such requests will be complied with."3 Presumabl y, similar arrangements
existed with the correshonding Arnty activities.

On 15 December 1949, DIRAFSA assumed direct control of lhuée units which he had

previously controlled through existing conmand channels. Consequently, effective the same date,
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the office of the Officer -in-Charge, Communications Supplementary Activity, Washington, and of
the heads of the units of OP 202;;m1 CSA/W whieh had passed to .;\VI"SA, were abolished.
Rmnuinin# sections of CSA/W were made a part of the Naval Communication Station
organization.t

Almost simuhaneuusfy with this step,vl)llml"S/\ completed the process of taking over the
Naval Code and Signal Laboratory, which had remained under Navy control for the time being.
Transfer of this activily was a rather complicated process. On 21 Scptcmbér, IIRAFSA requested
the Bureau of Ships to take action to have civilian personnel of NCSL placed in exceptled positions
{Schedule B), for sceurity considerations; this involved transfer of the exisling personnel ceiling of
176 to the Navy Communication Station for reappointment of personnel under Schedule B.2 This
was done on 2‘? Scptember; the Bureau still retained technical and management control over the
I.aboraior_v, bul it was agreed that DIRAFSA direclives on eryptologic work would, with the
concurrence of CNO, be accepted for action.! On 9 November, DIRAFSA requested BuShips to have
NCSL disestablished by 10 December, or as soon thereafter as possible, transferring all materials
and supplies to AFSA, and personnel allowanees, projects, and funds to the Naval Communication
Station.2 Consequently, the laboratory was discstablished, effective 10 December.3 Transfer of the
projects to Naval Communication Station, and of material and equipment to AFSA, was done on 14
and 16 December 1949; respectively.l Iowever, the transfer of materials required some months,
and was not completed before the following summer.2

“The organi_zatitm of the AFSA Office of Security was completed byvthe issuance of the final
drafi of the Organization Manual, on 24 March 1950. According to the man‘ual, the activities of the
Office were to be conducted in two staff sections and four divisions. The Chief of the Office, in
addition to cxercisi_ng'cnntrol over the Office, advising DIRAFFSA on COMSIEC matters, and the
like, was to exercise "operational contral over such service communications security activities as
may be allocated to the operational control of AFSA." The two staffs were 04A3, the Management
Staff, and 04A4, the Technical Planning Staff. The latter was charged with preparing the technical

plans necessary in connection with the production of crypto-material, and with guidance
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of the AFSA (’rr:_\';)mgmphic research and development program, int‘hiding‘, in this connection,
service testring of new cryplocquipment. The Analysis and Evaluation Division (AFSA- 41) dealt
with maintenance of ¢ryptographic sceurity through proper use of eryvptosystems, including
"examination of cncrypled traffic of the Armed Forces for violations of cryptosecurity.™ For the
latter purposes, it was to make arrangemenis through the Serviccg to obtain tralfic for
- examination. ;!t preseribed operating procedures, based on cryptanalytic stﬁdies: evaluated all
existing and proposed cryplosystems and devices; established procedures for reporting violations
and possible cc:‘mpromvises; established policies for uniform serviee enforcement of transmission
security rules; initiated requests to the Services for special sccurity monito.ring missions; directling
"such surveillance activities of the Armed Forees as are placed under the operational control of
AFSA;" and prepared policies for communications cover and deceplion. Production of eryptographic
equipment for the Armed Forces, and related engineering functions, were done by AFSA- 42, the
Crypto -Engineering Division. The Documents Division, AFSA 43, produced cryplographic
documents for usc by the Armed Forces. AFSA-44, the Distribution and Accounting Division, was
"responsible for the bulk distx;ibuti{)n and accounting of all AFSA produced eryptomaterial to the

Armed Forces, "also to other governmental agencies and (o certain allied governments.")
FFive diagrams of the organization of AFSA-04, the Office of Communications Security,

and mission and function statements to hranch level, follow.
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The following sources cuﬁcuming unification of the Armed Forces are worth noting:
Walter Millis, ed., The Forrestal Diaries (N.Y. 1951), pp 59, and following: Klias Huzar, "Notes on
the Cniﬁculioné Controversy" in Public Administration Reviews, V1, No. 4 (Autumn, 1946), pp 297-
314; Task l"nrcc‘ Réport on National Security Organization, prepared for the Commission on
Organization of the Execulivé Braneh of the Government (as Appemiix G), and submitted to Mr.
Herbert Hoover by Mr. F. Eberstadi, Chairman of the Committee on National Security
()rgzaniz#liorx, 15 November 1948 (Washington, GPO, 1949).
Public Léw 253, 80th Congress.
The Board consisted of rppresentalives from the Departments of State, Army, Navy, and
Air Force, and from the Céﬁlra! Infeligc nce Agency.
NSCID No. 9,CBapter .
President Harry S. Truman's order of 3 July 1945, "Cryplographic Security with Respect
to Certain Communications of the Government."
Information derived from a
Study of Joint Organizationfor the Security of U.S. Military Communiations, prepared for the "Stone
Board" and included within Part B of its report, and from Communications Division, U.S. Navy, Top
Sceret Order No. 15-48, 8 September 1948,
History of the USAFSS, 1, 1-9, Secret. Annual Report, ASA Stalf, FY-48, 1, 5. Top Secret
~ Memos for the Secretary of Defense from Mr. Robert Blum, Execulive Assistant, dated |
July 1948 and 28 July 1949, and from Army Secrctary Royale, dated 24 July 1948, subject.: Unified
Armed Forees Securiy Agency.
Memo for Chicf, Unification Control Office, 1DC/S, {rom Dircetor of Intelligence, GSUSA,
dated 23 July 1948.
Memo for the Secretary of Defense from Robert Blum, dated 17 August 1948, Top Secret.

Memo for the Secretarics of the Army, Navy and Air Force from the Secretary of Defense, dated 19

55 -SEEREF



August 1948, Subject: Terms of Reference for the Commiutee on the Creations of a Unified Armed
Forees Secnlrit;_x' Agency. |

Minutes of the first meeting, 25 August 1918, and ol the sccond mecting, 8 September
1948, of the Committec on the Creation of a Unified Armed Forces S(e::txrit.\"./\genc_v. Top Sccret (In
See/Def files.)

Minutes of' the third ,mcéting, 1 Qctober 1948; of the Commitllee for the Creation of a
Unified Armed Forces Sceurity Ageney. Top Secret. Tbid.

Memorandum for the Joint Chiefs of Staff. Subject: Organization of Cryptologic Activities
within the National Military I-Istablishﬁmcnt, dated 20 May 1949, plus attachment: Directive-
Armed Forces Security Agency (AFSA),

JCS 2010/10 and JCS 201 0/11, dated 30 September 1949. 'Fop Secret.

AFSA Organization Memorandum No. 3, 29 July 1948, Subject: AFSA Teadquarters.

JCS 2010

JCS 2010/G, 28 July 1949.

Tap Sccret Memorandum for the Record, Subject: Discussions Concerning the Proposed
Residual Army Cryptlologic Organization, CSGAS-23, 6 September 1949, (filed w/minutes of AFSA
Staff Meetings; SECRET Memorandum from ASA (CSGAS-23) to DIRAFSA, 22 December 1949,
Subject: Interrclationship of Armed Forces Security Ageney nd Army Security Agency l-‘uncl.ions‘
(folder "AFSA-Service Agreements,” Tab 11, in Wenger files in Historian’s office).

AFSA Organizational Memorandum No. 8, 7 September 1949.

‘Top Seccret Meﬁmrandum from Dircctor, AFFSA, to Chief, ASA Serial 000186, 23 September
1949; Top Sccret membranduni from Director AFSA, to Chief of Naval Operations (CNC00OP20),
Serial 00017, 23 September 1949, (Both ’m AFSA Orgunizational folder - file ‘?7! J

Minutes of Fourth Meeting of AFCIAC, 8 September 1949, and of Fifth Meceting, 23
September 1949; Top Secret JCS 2010/10, 30 Scptcmber 1949, and Decision on JCS 2010/10 25

October 1949; Top Seeret, JCS 201-/11, 30 September 1949, and decision on JCS 2010711, 25 October

1949.
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Confident inl7.\1(3n1mjmulum for OP 202 Staff and Officer in Chargé, CSA'W, from Captain
J. 8. Holtwick, OP-202, Serial 02764P20, 30 September 1949 (in :*\FS!\’ Organization folder file
771). See chart of org‘unizaﬁﬁn of Communication Sccurity Scection (there designated OP0204).
dated 1 July 19-’19, crnc‘luscd as Tab 10a in Top Sceret Folder No. 3, Organizations of U.S. Navy
Cryplologic Activities as of 1 July 1949, Encl. B, CNC Serial 0001921720.

AFSA Order No.1-49, 1 October 1949, (AFSA Organization folder.)

Letter serial 001013P20, 1 November 1949, from Chief of Naval Communications (OP-
202), Captain 4.S. Holtwick Jr., to all U.S. Navy Communication Sceurity Activities, Subject:
Armed Forces Security Agency; information concerning. (AIFSA Organization folder.)

Ihid.

Ibid.

Ibid.

Suﬁplementary Rranch Order No. 2-49, 15 December 1949, Subject: Communica.l.ions
Supplémentary Aciivity, Washington: de-activation of. (AFSA Organizatioﬁ folder.)

Letter serial 09, 21 September 1949, from DIRAFSA to Chief of the Burcau of Ships,
Subject: Assumption of Operational Control of Cryptlologic Actlivities. Rear Admiral Stone day fite.

BuShips serial No. 852-742 10 DIRAFSA, 21 October 1949, Subject: U.S. Naval Code and
Signed Laboratory, status of. (In folder CSA and NCSL, St. Paul. NSA AG file 771.) Confidential.

Letter serial No. 040, 9 November 1949, from DIRAFSA to Chicf of the Burecau of Ships,
Subject: U.S. Naval Code and Signal Laboratory, Request for disestablishment of.

BuShips letter Cude 740, C-NP(67) A4(743), 1 December 1949 to Assistant Secretary of the
Navy, Subject: U.S. Naval Cod(% and Signal Laboratory, Request for disestablishment of, SKCNAV
letler serial No. 446?24, 6 December 1949, |

BuShips letter serial No. 852-939, 14 December 1949, to Cnmrﬁanding Officer, U.S. Navy

Communication Station, Subject: U.S. Naval Code and Signal Laboratory, Disestablishment of:
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BuShips lotter Serial No. 852-949, 10 Superintendent, U.S. Naval Gun Faelory, Washinglon,
Subject: U.8. Naval Code and Signal Laboratory, Transfer of Fquipment and Supplies.

Memorandum for Rear Adwiral G. G. Stone, USN, Subject: Disestablishment of the Naval
Code and Signal Laboratory, Actions awailing completion, 31 Ju§y 1950, from NCSIL
Disestablishment ol’ﬁcé, Cammanderr D. W. Seiler, USN. Letter 42 A4-2(1) 078, 3 August 1950,
from Commandant, Potomac River Naval Command to Commanding Officer, Naval
Communication Station, Subject: Discstablishment of NCSL; authority to assume cuslody of
material in connection therewith.

Armed Forces Sceurity Agency Organizational Manual, 24 March 1950.
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OFFICE OF COMMUNICATION SECURITY, AFSA-04

04
04A
04T
04T1
41
42

413

Chiefl, Captain [1. O. Hansen, USN

Assistant Chief, Licutenant Colonel G. V. Johnson, USA

Teehnical Director, Dr. A. Sinkov

Assistant Technical Director, Mr. i1, L. Clark

Chief, Analysis and Evaluation Division, Mr. Frank Austin

Chief, Cryplo engincering ivision, Mr. Kenneth Kuhn

Chicf, Dm:tmients Divistion, Commander, G. M. Grening

OFFICE OF COMMUNICATION SECURITY, AFSA-04

A. Responsibilities

Responsible for the performance of all COMSEC [unctions under Lhe cognizance of AFSA.

B. Organization

AFSA-04
AFSA-401
AFSA-402
AFSA-40
AFSA-41
AFSA-42

AFSA-43

C. Functions

Office of the Chief
Administrative Group

Planning Group

Management Group

Analysis and Evaluation Division
Crypto-Engincering Division

Crypto-Aids Division

AT'SA-04 - ()fﬁkce of the Chicl’

1. "Exercises control over the subordinate echelons of the Office of Communication

Seccurity in the discharge of its assigned responsibilities.

2. Advises and collaborates with all clements of AFSA as required.

3. Insures provision of such technical supporl as is required of AFSA by the Armed

Forces and appropriate government agencices in their conduct of COMSEC activities.
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4. Lxercises operational control over such Service COMSEC activities as may be
allocated 10 the oberalbin,nal control of AFSA.
5. Insures complimkc with applicable security directives, and establishes such
additional security safégﬁards, as may be necessary, within the Office of Communications Security.
6.  Providestechnical support to Combined and NATO COMSEC activities as directed.
7. Provides members or observers on pancls and working groups.”
ADMINISTRATIVE GROUP, AFSA 401
I C()ox'din;xtes and supprviscs the application of all administrative and training
policies, mgu‘latinns, and procedures within the Office of Communication Security.
2. Coordinates the training within AFSA .04 of Service personnél attached to AFSA for
COMSEC training.
3.  Prepares speciﬁé job requirements for procurement of AFSA-04 military and civilian
personnel.
4.  Translates bulk alloiments of military and civilian personnel into AFSA-04 Tables of
Distribution.
5.  Supervises inlernal security activities of AFSA-04,
6.  Within Office of Communication Security:
a. Adm_inistcrs intra-()fﬁcc supply procedure.
b. [Insures correct preparation of correspondence.
e. Provides mail and central file service.
d. Coordinates historical activities.
7. Administers Top Sceret Control for the Office of Communication Security.
PLANNING GROUP, A["SA—;W‘Z
Performs a coqrdination funetion both within the Office of Communication Security and
with the Armed Forces outside the Agency. Coordinates technical and operational planning for the

Office of Communication Security. Recommends fiscal policies and budget objectives required for

i
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effective operation of Office of Communication Security.  Performs long range planning for
mobilization. Maintains technical liaison with the Services and prepares a comprehensive long
range program for cach COMSEC equipment from the time the requirement for a eryplo-equipment
is first expressed until the equipment is placed into aasé. Performs spocialplanning in relation to
NATO and L'KL'SA agrecments. Advises on COMSEC objectives for inclusion in AFSA pluns and,
as required, supplies i‘nfurmati(m on or prepares COMSEC portions of these plans.
LONG-RANGE PLANS Sf'l'(,"l'l().\. AFSA-402B

1.  Prepares statement of the Office of Conununication Seeurity program for cach Fiscal
Year based upon JCS plans for the FY, related plans of the Services, status of research and
development pmgram, requirements of the Serviees, related pluns of A!’-‘SA, and conlinuation of
authorized "in process" plans.

2.  Prepares broad outline of the Office of Communication Security production potential.
Caoordinates plan with Plans and Policy Division (12) and the Comptroller (OFI).

3.  Prepares the Office of Communication Security budget and personnel requirements
for FY.

4. Prepares the Office of Communication Security funding program in conjunction with
the Comptroller (QOF), the Office of Communication Security staff groups and operating divisions.

5. Recommends fiscal policies and budget assumptions required for effective operation
of the Office of Communication Seeurity.

6. Prepares and initiates procurement program for cryplo- equipment for FY based
upon estimated requirements from Services.

a. Initiates action on procurement programs and consolidates Service requisitions
and AFSA requirements.
b. Ma’inltains liaison with Logisties Division and the Comptroller on bids and

contractual and obligating actions.

¢.  Kceps up-to-date on prices, changes in prices, and estimated dates of availabilivy.
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1. Prr(,-pure‘s’ mobilization plan for the Office of'Cmnnluniéntinn Security in conjunction 7
with the ()fﬁ(:;r of Communieation Security staff groups and operating divisions.
EQUIPMENT PROGRAMS SECTION, AFSA- 402

1. Maintains contact with Services for AFSA on matters relating to communications
securily equipment under development and procurement.

2. Prepares AFSA communication security rescarch and development program.

3. Prepares long-runge program for cach communication security equipment, covering
from the time the need for an equipment is [irst expressed as a military characteristic until the
cquipment is placed into use. |

a. Coordinates AFSA’s actions on military characteristics and prepares answer to
JCEC.

b. Acts tb cstablish R&D) projects in AFSA by initiating AFSAT action. Positions
project in program. Prepares AFSA pmjéct sheet.

e. Prepares and maintains long-range time schedule covering development, lest,
and procurcment.

d. Maintains detailed liaison with the Office of Research and Development, Office of
Communication Security divisions, and Services.

¢. Arranges for tests of equipment by Services and for AFSA’s participation thgrin.

f.  Furnishes to Logistics Division specifications and drawings for the procurement
of COMSEC equipment.

g. Determines when a newly developed COMSIEC équipmenl is ready for
procurement.

| h. "Maintains close coordination check with Office of Communication Security

operating divisions on all Office of Communication Security activities related to new equipment.

i. Prepares and maintains detailed time schedule for bringing all elements of a new

cquipment to completion.
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J Eslﬂbfishes Office of Communication Seeurity pr.im'if.ics for Rescarch and
Development pmjécts for Couﬁnunicminn Security i'k;uiptﬁ(:nl.
4. Keeps abreést of trends and technical advances in the communication ficld in order to
relate and integrate sgcﬂ’rity cquif)m'en(. to proper communication equipymevﬁ't.
5.  Determines by liaison with Service Cryptologic Agencivs the type of technical
information required by them for conduct of their responsibilities.
PRODUCTION PROGRAMS SECTION, AFSA-402D A
| 1.  Gathers long range quanlily requirements for cryptomaterials and cquipments
periodically from the Services, offices of AFSA, and non-militztry government agencies.
Disseminates information t:«lmcerning over-all work load to divisions for use in cstimating needs
and cupabilities.r
2.  Translates the production objective for the year into gencral monthly production
nbjccﬁ\fes for cach major type of material, Phases program build-up or cut-back according to
production potential desired at end of Fiseal Year.
3. l)et.etmings general type and qﬁantity of cryptomaterials and equipment to be
produced for war reserve. ’
4. Summarizcsy data supplied by the Survi;:es on the rate of !.‘he use of eryptomaterial for
comparison with production rates and determination of trends.
5.  Monitors production activities through close and continuous contact with production
units. |
6. Recommcnds arcas where simplification studies would be usof ul and where changes
should’be made in work measurement schedule.
GENERAL SYS’I‘EMS PLANNING SEC‘I‘I()!\:, AFSA-402E
1.  In coordination with each Service and Office of Communication Security operating
divisions, deiermines ckaracteristics and organization (cryptonet% cryptochannels) of
cryplosystems which \éill Vbé broqght into use by the introduction of new crypto-equipment.

Recommends programs for phased introduction of systems involving new cryplo-cquipments.
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2. For non machine cryptosystems and tactical ervptomaterial involving extensive
usage and high volume production, investigates Service need and, iﬁ conjunction with operating
divisions, initigtes plans relaling to organization and supply of the material.

3. Performs special planning relating to Combined US UK and NAT(Q eommunication
seeurity materials and operaling with particular emphasis upon organization, supply, and use of
crypws_\'sﬁtems. Follows Vlhrough on all Coinbincd and NATO agreement, including the special
UKUSA conference, to assure fulfillment of agreements.

4.  DPerforms short Lerm operational planning projects which do vot full into activities of
any other Planning Group section.

MANAGEMENT GROUD, AFSA-403

Establishes and maintains programs for realistic and effective business management of
the Office of Communications Security with emphasis upon methods, cost, and utilization of
resources in order that the Office of Communication Sccurity may effectively meet requirements of
the U.S. Armed Forces, other U.S. Government Agencies, and Combined and NATQ organizations,
Represents the Chief, Office of Communication Security, on management matters. Conducts
operations through the Statistical and Cost Control Section and the Operations Management
Sections.

STATISTICAL ANDCOST CONTR(‘)L SECTION, AFSA-40318

1. Hstablishes and reviews stock control and supply procedures required for efficient

“conduct of the Office of Communication Sccurity operations.

2.  Devises and administers a cost accounting system within the Office of

Cohzmunicazion Security.

3. Establishes and maintains fiscal records of the Office of Communication Security.
Conducts audits of internal Office of Communication Security records.

4. Obtains, summarizes, and publishes production and cost data of all operating

divisions.
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5. Consolidates periodic progress reporfs, mﬁnthly operational summaries, quarterly
and annual reports, ar{d pmsoniati(m data for the Office of Communication Security.

6.  Reviews requisitions and issue slips prepared by operating divisions for availability
of funds, and uppropriu_teﬁéss of fiscal citations, und record notationé.

OPERATIONS MANAGEM PIO?\'T SECTION, AFSA—-403C

1.  Conducts a continuing management improvement program Lo assure conservation
and utilization of manpower.

2. Devises trmdkcenciucls work simplification and methods studies, evaluates the rosults
of these studics and initiates the ndcessary action when and as required to insure that
administration and production procedures are economical and efficient. |

3. Analyze organization and proposed erganizational changes for the Office of
Communicalion Security.

4. Administers the allocation of space within the Office of Communication Security.

5.  Devises .'am‘i conducts a work measurement program suitable to the Office of
Communication Securily’s production techniques and needs.

6. Administers within the (.)fﬁce of Communication Security the AFSA reports and
forms control program.

7. Reviews operating division records of machine utilization for the purpoese of taking
action to imprové uti!izatién and develops machine replacement programs.

8. l{eéommends to Chief, Office of Communication Securily, manpower allocalions in
accordance with long-range produgtion plan based upon recommendations of the Planning Group
and the operating divisions.

9. Administérs efﬁéidncy awards program.

10. Conducts special management projects.

11, Criginatcs and coordinates Personnel Relations Programs.

12. Coordinates specialized on-the-job iraining as required for AFSA-04 personnel.

ANALYSIS AND EVALUATION DIVISION, AFSa-41
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Fstablishes and promulgates the communication sﬁcuri! 3 dm:trinc of the Armed Forces:
does this through the operation of |v.w‘n branches, with functions as follows:
TRANSMISSION SECURITY BRANCIHL AFSA-411

1. Prepares policy, doctrine, techniques and instructional material applicable to the
ficlds of transmission security, friendly traffic analysis und communications cover and deception
which ét‘e within AFSA cognizance; reviews such umu!riu.i originated outside AFSA and lorwarded
to AFSA for coordination.

2. Revicws communiéations operating procedures to insure conformance with
transmission security requirements.

3.  Establishes policies designed to insure uniform Service enforcement of transmission
sceurity regulations.

4.  Performs securit;\r monitoring of joinlly utilized circuits; conducts analvses of traffie
thus obtained; forwards results of such studies to the services as may be required.

5. Initiates requests to the Services for securily monitoring of intra service circuits,
maintains records concerning availability of Service security facilities o accomplish this.

6. Performs analysis of military communications for cover and deception programs,

7. Prepares new policies and excceutes established policies governing the use of strategic

communications cover and deception: provides technical advice to cognizant Joint and Service

. . s : . e TEO 1
agencies engaged in communiecations cover and deception. .
8. FEngages in planning of] h)ﬁ'éiséé of strategic cover and deception

prograins; implementing those which are the responsibilitics of AFSA. Provides as required special
training and instruction to pérsdnncl engaged in communication deception activities.

9. Advises other AFSA organizations on matlers pertaining Lo cryptologic
countermeasures whicﬁ_ are within the scope of AFSA responsibility.

10. Muintains surveillance of AFSA communications for the purpose of insuring
maximum security. Devises pr()cedurcs {o insure security of AFSA communications.

11. Maintains liaison as appropriate with other AFSA organizations and other agencies.

66 -SEERE—

4. (c)
86-36



CRYPTOSECURITY BRANCH, AFSA-412
- L l{(rcuxnxnuﬁds new crypuosecurity and physical security (of ervptomaterial) policies,
and direets implementation in the Services tv)l'estahlishcd policies in these ficlds.

2.  Performs security and procedural evaluation of all nxis'tirlg and proposed
cryplosystoms and communications security mechanisms and devices.

3. Prescribes cryplo-operating procedures, based oh cryplanalytic studies, which will
provide the maximum cryplosecurity compatible with operational requirements.

4. Establishes procedures for the reporting of violutions of cryplosccurity and possible
compromiscs of cryptomaterial by the Services; evaluales such reports and declares compromise
when appropriate; initiates remedial action through Service channels, maintains appropriate
records in connection with the foregoing.

5. Conducts programs of examination of encrypted traffic for violations of
eryplosccurity. Makes arrangements through the Services for obtaining such traffic.

6. Prescribes the procedure for the submission of encrypted traffic reports; prepares
studies based on such reports.

7.  On request from non-military agencies, recommends special eryptosystems for their
usc and assists them in the formulation of their communication securivy policies and procedures.

8.  Undcrtakes intelligence evaluation as necessary to insure proper evaluation of the
security of U.S. cryptusystéms in the light of foreign cryptanalylic potenﬁal.

9. Maintains liaison as appropriate with other AFSA organizations and olher agencies.

10. Exercises technical control of cryplographic aspects of cover and deception.
Clé\'l”!’()-l‘:?\'GIN EERING DI\"ISIO!S, AFSA-42

Performs basic engineering analysis with respect to planning production methods.
Prepares engincering studics in methods and production control and gfﬁcicncy of production
methods. Performs fabrication, modification production testing, inspection, repair and

maintenance of all crypto- mechanisms, keying elements, devices and equipment prior to issuance
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to using services and upon return l.l;t:rt:fr‘():r:. Prepares training man uals, course oul.li:_u.-:-:,
maintenance muﬁuuls, and r::b!ies 1o technical inquiries from the field.
Following is a breakdown by Sections of the functions of the Engineering Services Branch.
A.  Equipment Standards Scetion (421B).
1. Prepares maintenance manuals, course outlines, training program, and training
manuzﬂs for AFSA crypto- cqtlipmenis.
2. Conducts training programs for maintenance personnel of the Branch and the
Scrvices.
3. Participates in service Lests of erypto-equipment.
4. Analyzes equipment failure reports and initiales necessary corrective action.
B. Inspection Section (421C)
1. Inspeets all eryplo-equipments belore issuance to the Services.
2. Inspects all rotors before issuances to the Services.
C. Fabrication Section (421D)
1. Rehabilitates, fabricates, and modifies all existing crypto-equipment issued by
AFSA.
2. ;Revhubili!,alés all rotors received from the field.
3. Fabricates some of the new crypto-equipment issued by AFSA.
D. Rotor Section (421F)
1. Produces all rotors utilized by the Services.
E. Crypto Maintenance Scction (421F)
1. Provides maintenance of Government owned telelypewriter and
cr_vptoequipment for AFSA-13, AFSA-02, AFSA- 04, and Stafl Divisions.
2. Provides maintenance on one time tape producting equipments.
3. Provides maintenance on rotor lesting equipment.

4. Provides maintenance on AFSA-43 key producing and key checking equipments.
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I, Tape-Section (421G)
V 1. Produces {m one time tapes utilized by the Services.

2. Produces all M209 keys utilized by the Services.

Following is a breakdown by S(:ctions of the functions of the .Enginecring Development
Branch.
A | Machine Section (422B)

L Manufuctures parts for various types of communication equipments produced in
Al'SA and for supplying field agencies.

2. Manu[‘aéturos paris for experimental madels of communication devices and
speeial production equipment for erypto accessories.

3. Provides maintenance services in AIFSA-42 for shop equipment and special
production equipment for erypto accessorics.

4. Provides technical and manual assistance in the dovelﬁpmtml of new produection
methods and new special equipment used in the production of erypto devices and components,

5. Designs and manufactures tools, jigs and fixtures for producing parts and for
performing various operations in connection with the préduction of eryplo accessories in the
Engineering Services Barnch.

B.  Drafting Section (422C)

1. Prepares drawings of various Lypes of permanent record for manufacture of parts
for communications equipment produced in the Crypto-Engineering Division.

2, Prepares drawings for use as instruction manual illustrations and diagrams for
equipments produced in AFSA or contracted for by AFSA. Detailed k'iring diagrams of crypto
equipments are also prépared.

3. Provides storage for and is responsible for sceurity of all drawings produced in

the Crypto-Engincering Diyvision and Lthose prepared for AFSA by private contractors.
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4. Sets up and maintains standards for modern and efficient drafting practices for
AFSA and is responsible for disseminating such information Lo private contractors for their
guidance in preparing'dmwings for A'SA.

5. Provides printing services for the Crypto Engineering Division and the Office of
Communication Security in general.

C. Manufacturing Development Section (4221))

1. Designs and develops breadboard production models of new and modificd
classified communications equipment. Performs all engincering and trial tesl work necessary to
arrive at a practical working model.

2. Designs, develops and builds special production and test devices for the
Engincering Services Branch, AFSA-421.

3. Conducts life cycle lests on new equipments and components and recommends
design changes based on these tests.

4. Provides general technical advice and engineering service for AFSA-04 and other
AFSA units.

5. Maintains constant check on electrical power requirements and distribution, and
provides technical help in connection with maintenance of electrical equipment.

D.  Quality Control Section (422E) i

1. Establishes and maintains a system of continueus quality contrel shop
inspections for parts in process of manufacture.

2. Performs final inspection on all parts manufactured by AFSA and by outside
contraclors.

3. Performs and maintains a periodic and systematic inspection of all production
tools and equipmént.

4. Devises special methods, l;mcedurcs and fixtures for inspection of unusually

intricate parts or parts and assemblies held to very close tolerances.
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5.. Endeavors Lo keep abreast with the latest methods in thyﬁcld of Quality Control
and in the use of special equipment.
6. Prepares and submits reports on final inspections performed.
Following is a breakdown by Sections ol the functions of the Project and Material
Requirements Branch. |
A, Material Procurement and Stores Section (41231)
1. Initiates procurement for all items for which the Division is responsible.
2. Coordinates with project engineers malterial requirements for special projects
and prepares supply {orecasts.
3. Maintains complete and current project control records of property, equipment
spare parts and ussmiaied items.
4. Prepares and distributes the eryptographic parts catalog used by AFSA and the
Services. |
5. Autho;'izes the release of parts and related items for AFSA projects, and other
users of cryplo-equipment.
6. Compiles material cost data for regular and special reports as required.
7. | &!éiniains detailed procurement records, specifications and catalog reference file.
8. Provides custodial and miscellancous supply services.
B. Project and Fiscal Accounting Section (423C)
1. Maintains personnel, time and atiendance, lubor and leave records. for AFSA-42.
2. Rccords and compiles cost data on assigned work projects.
3. Prepares and distributes monthly and qucial reports on work projects,
production, {iscal and personnel status.
4. Records, verifies and distributes payroll checks and other pérsnnnel aclions.

C. OfTice Services Seelion (423D)
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1. Performs a varicty of clerical duties,
2. Prepares and maintains position control cards of assigned personnel.
3. Prepares and processes oflicial personnel action correspondence.
4. Receives and distributes all incoming correspondence.
5. Sets up and maintlains current correspondence and personnel records,
6. Prepares and di;s:tributes all official oulgoing correspondence.
7. Maintains records and prepares requests (or required forms.
D.  Registered Publication Section (4231)
1. Establishes and directs policies and procedures for the distribution and
accounting of registered crypto- material,
2. Maintains detailed records as prescribed by the Department of Defense security
regulations for the haﬁd!ing of registered eryplo-material.
3. Receives, reviews and processes all requests for eryplo-equipment and material.
4. Receives, stores and issues all registered crypto- material for the Division.
5. Prepares code cards for the wiring of rotors.
6. Assigns registery numbers for all erypto- equipments produced.
7. Responsible for the destruction of all registered and non-registered crypto-
material.
8. Maintains a display of cg‘:mto-equipments.
CRYPTO-AIDS DIVISION, AFSA-43
1. Supervisés and diiects the activities of the various Branches within the Division
which are responsible for the coordination of requests for programming, preparation, reproduction,
storage, distribution and accounting of all crypto-material produced.
2. Excrcises overall coordination control of the various branches in accomplishing the
Division’s assigned responsibilities.
3. Develops and caorélinates the AFSA-43 portion of the overall AFSA-04 budget and

mobilization plans,
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4. Rccéivcs, reviews, iand provesses requests for crypto material including rotors, tapes
and pads l'(;r use by the U.S. Armed Forces, other LS. Government Agencies, und eertain allied
govcrnmcntﬁ. | ’

5. Assigns nomenclature to Armed Forees Cryptographic systems, documents,
machines, and related malterial.

6. Schedules the preparation and production ineluding the dcter’minatien of the
reproductive process of eryptographie material,

7.  Provides technical advice to other Divisions and offices as required.

8. Maintains stock levels and initiates procurement actions to obtain produetion
cquipment, material and supplies required for the production of printed cryptomaterial.

9. Maintains and supervises the Division cost accounting program.

10. Performs atl civiﬁan and :ﬁilitary administrative functions within the Division.

11. Prepares recurring administrative and operational reporis as required.

12. Maintains property accountability records for all property held within the Division,
PREPARATIONS BRANCIH AFSA-432

Supervises and directs the activities of the various sections which are responsible for
compilation, scheduling, machine processing, mock-up and cryptographic checking.

Following is a breakdown by Scctions of the functions of the Preparations Branch.

a. Machine Pracessing Section (432B)

1. Operates IBM cquipment with specialized devices in the preparation, processing
- and production of one t';mc pads, codes, random scrambles, and other cryplographic documents.
| b. Compilation and Scheduling Section (432C)
1. Initiates and schedules requests for production of crypmma(erial on a
supersession basis.
2. Coordinates the format for all cryptographic documents and prepares letters of

promulgation concerning their production, distribution and use.
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3. Develops and prodiuces rotor wiring diagrams and cam contour patterns and
provides eryplographic cheeks for all hey lists using these items.
4. Maintains Master Control Records of all established cryptographic systems
including the initiation, supersession rate, and compromises.
¢. Mock-up Section f432l)) _
1. Translates original draft of cryplographic material into suitable form for
lithographic processing.
2. Prepares materials needed for the reproduction of cryptographic material
requiring limited distribution.
d. Checking Section (432EF)
1. Engages in the eryptographic checking and proofreading of prepared materials
prior to entering the reproduction process.
REPRODUCTION BRANCIH, AFSA-443
Superviseé and direc¢ts the sections responsible for photoplate making, offset and
letterpress reproduction, and final finishing (binding) of printed material.
V Following is a breakdown by Seetions of the functions of the Reproduction Branch.,
a. Photo Plate Section (433B)
1. Photographs for the purpose of producing lithographice plates all copy required to
he reproduced hy the offset printing method.
2. Reproduce by the photographic process special joins for the various offices and
Divisions within Lhe Agcnéy.
3. DPrepares, strips and opaques negatives required for producing oflsct plates.
4. Sensitizes, exposes, and develops all lithographie plates used in the reproduction
branch. |
b. Offset Press Section (433C)
1. Repr@duces by the offset method in quantity eryptographic and eryptologic

material, forms, and miseellaneous pririted items.
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¢ Letter Press Suctimy& {4331

1. '!‘r':lﬁsliat(rs original draft of eryptographic and ervptologic material into suitable
form for cither letter press or lithographic processing.

2. Reproduces by the letter press method in quantity cf_s’ptg;gt‘:xp!1i<: and cryplologic
material, forms and miscellancous printed items.

d. Bindery Scction (433k)

t. Provide all finishing Qpcrations for eryptomaterial produced by the offsel press,
letter press and machine processing scetion.

2. Visually checks all documents for completness and quality.

3. Establishcsk accountability for all cryptographie documents by the assignment of
register numbers.
l)!S'l'RHﬂ."U()N BRANCEH, AFSA 434

Supervises :md directs the operation of the various sections concerned with t.hé storage,
distribution and accounting of registered eryptographic materials.

Following is a breakdown by Sections of the functions of the Distribution Branch.

a. Routing and Records Scction (13413)

1. Maintains master accounting records covering Lthe bulk dfstributicn of registered
cryptographic documents of the Armed Forceé, other U.S. Governmental Agencies and Allied
Governments.

‘ 2, Accéunts for all registered cryptographic documents to custodians within the
Agencey.
3. Maintains historica] library of all registered crypto documents.
b. Storage and Shipping Sectioris (434C)

1. Inventories all eryplographic material received for distribution.

2. Provides limited storage of regis!.ered cryptomaterial as roqui.red.

3. Makes nece#sary arrangements for receipt and dispatch of eryptomaterial.

4. Issues registered cryptographic material to custodians within the Agency.
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Fquipment

Part I, A4

Prior to the start of World War [l, manual systems, which had carried the main load of
eommunications sccurity,r were gradun_lly replaced by wired rotor machines. During the next
several years rotor machines became the standard cipher devices !"m'vhigh level traffic. At lower
echelons, for example, hbelow Army division level, manual systems continued to be used, with the
M2091, a mechanical deviee, carrying the bulk of encrypted communieations, As tape productions
became more efficient and more 0c0nom§cul, one time lapes came to be used more heavily, but il is
likely that they carried no more than 104 of all eneryption.

The sccuring of voice communictaions continued to present major difficulties for the
technicians of the day. By the beginning of 1943, the SIGSALY, a ponderous on-line voice
encryplion system, had been installed at aboutl a dozen sites around 1.}1;3 world, including
Washington and London, It was used on a few occasions for talks between Roosevelt and Churchill,
but the system worked poorly and suffered from problems such as low-grade voice quality,
svnchronization difficulties, and power level fluctuations. The SIGSALY used vacuum tubes, but
uscd rotors as part of the keying process. Although it represented a major step forward in voice
A encryplion technology, it actually was us&d only sparingly and was scrapped with the war’s end.

A few other speech systems based on vacuum tube technology were dcve{opcd during
WorldVWér 11, but none of these playced a significant role. Some, notably the Navy ASAX-2 and the
Army AN/I'SC-2/3 (a trailor mounted voice system) employed sets of revolving dises for generation
of key.

Rotor machines{bcld swag until advancing technology in the form of transistors, magnetic
binaucs, and miniaturized combuncnts started the downward trend, but certainly not the demise, of
rotors. Rotors and new technology shared a sort of phase-out, phase-in process over a period of about
twenly years. Ct)mnmnicatiéns bit rates had increased far beyond those which could be

accommodated by rotors for on-line eneryption, and the need for voice cneryption had grown
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significantly. Flectroni¢ eryplography was developed and employed to cov:i-r these areas first, For
off-line purposes, the SIGABAECMy, and the modified version, 'I‘S!'IC,’KI.-QQ. continued in usce
through the !'95Os2; ;I‘hq Combined Cipher Machine (CCM), was used by the United States,
England, and other aH‘iCd nations. The U.S. stopped ﬁsc of the CCM in 1960, but it was continued in
use by NATO until about 1966. The TSEC KL-7/47 had about a 2()-3-ear life span, Lo the mid 1970s,
for the U.S., and about a 30-year life span for NATO.

Machines using wired rotors remained as the foundation of U.S. eryptography into the
1950s, and rotors served to complement other technologies well into the 1970s.
ROTORSAND R(}T(_)!{ I)l-:VEl‘()P!\{l?S'l'S

In the decade following World War 11, the United States engaged in an extensive program
for the development of rotors, principally for electro-mechanical eryptographic equipment.
However, this development program had been materially reduced by 1960. Although the rotor had
been one of the maéf. versatile and powerful cfyp!.ogmphic tools available in the field of machine
cryplography, the serious limitations of clectro-mechanical rotor machines (principally speed
limitaitons, inﬂexibi.lity once basic design parameters had been established, and the extended
production and tooling time required) caused them to be generally supplanted by electronie
equipments. In addition, the extremely expensive operation of wiring rotors and issuing new sets Lo
the ﬁcid mitigated against their continued widespread use.

Equipments, devices, and the rotors for use in them continued to be eonsidered however, on
a limited scale for tactlical use whef'e small size and ruggedness were of prime importance.
Development also continued {0 a limited extent on higher echelon rotorv cquipments until the
electronic doveiopmenfs in this field completely proved themselves as far as practical operation nd
ease of maintenance werc concerned.

Following is a t)rief summary of the background of specific rolor developments on
COMSEC equipment in the U.S.1

As has been noted, the invention of the rotor as a basic component in the

encrypting/decrypting operation in mechanical and electro-mechanical cipher equipments
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represented @ major milestone in the history of machine cryptography. :\vitilublc evidence seems to
indicate that the wired rotor was originally cunceivedvhy . A Koch, a Buteh inventor, during the
vears immediately preceeding World War I, and it found its first pratical embodimeﬁt in the
German “Enigma” machine. Ahﬁosl simultancously, and probably independently, it was invented

and patented in a somewhat different {orm by K. . Heburn, an American. One additional feature

of Heburn's effort was that, in wiring his rotors he ohtained/

/Anothcr concurrent, und ugain perhaps independenty

contribution to the art was made by Sidney llole, a farmer from Devonshire, England, who

: EO 1.4.{(c)

developed and patented a cipher machine which utilized pneumatic rotors. P.L. 86-36
The subsequent history of the 30\'01(»pxxzent of electrical wired rotors in the U.S. is onc of
evalutionary progress through the succeeding years. In the latter 1920's 1he U.S. Navy contracted
with Heburn to build a wired rotor cipher machine for military use. The first results of this
development were not completely successful and, because of legal difficulties of a patent and
contractual nature, no further work was performed by Heburn for the U.S. Government. In the
years immedialely prececding World War 11, however, an equipment was evolved which was to
become the major high echelon cipher equipment used by the U.S. in World War 1. It was based
upon the concept of a wired rotor maze and included the principle of enciphered motiont developed
by Mr. W. F. Fricdman and Mr. Frank Rowlett. Under the direction of Captain I.. F. Safford,
U.S.N,, Teletype Corporation developed and produced this equipment, known in the Navy as the
CSP-889 or Electric Cipher Machine (ECM), and in the Army as the SIGABA, or converter M-134-
C. In contrast to the eVolﬁtionary development of the wired electrical rotor, the pneumatic rotor
approach of Hole was not advanced until the basic principle of a2 pneumatic rotor was applied to the

development of the TSEC/KI.-17, a small, literal cipher machine.

| The two types of wired rotors, as used in the German "Enigma” and in ITeburn’s machine,
had eertain basicall v different characteristics, and subsequent rotor deveiopments were identified

as Hehern-type rotors or Enigma-type rotors according to these characteristics. The llehern type
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rotor had fTush electrical contacts on cach of its surfaces and it fit hetween fixed separates which
contaiend spring loaded eontacts.” These contacts prt';ssc-d against the flush contaets of the rotor Lo
make circuit continuity through the maze. The Enigma-type rotor had fTush contacts on c.mly one
face, and spring loaded cohtactg on the other face which pressed directly against the flush contacts
of the adjacent rotor lo make circuit continuily through the maze. Thus, no fixed separators were
required in equipments employing the Enigma-type rotor. The Hebern lypo rotor became the basic
component of the high level literal and teletypewriter security device u$ed by the U.S. in World
War If and the Kérean war (with the exception of one time type dm-ice.:s). The Enigimna type rotor
had been used in most of the British and German cipher machines, and was the primary component
af the literal equipments developed in the U.S. and other myjor countries in later years.

"The rotor thus became one of the most useful and versatile cryptographic tools during the
span from 1941 to 1955. Cryptographically, it afforded a very high security potential, particularly
when used as an interchangeable component in a "permuting maze” system; physically, it was a
compact, rugged, and relatively simple device. For all of their good utiribute#, however, there were
limitations in the services which rolors could provide. Among these limitations were 1) beeause
rotors had to be stepped mechanically, their operating speed was relatively slow, and as a result
their application was confined to devices with a maximum speed requirement of between 60 words
per minute; 2) contacl resistance build-up qnd dimensional instability of rotor bodies were major
problems; 3) cryptugrqphic securit:y slandards, and advances in cryplanalytic techniques -
including the applicatibn of high speed analytic machine processes to rotor machine solution -

proved that a maze of len rotors was the minimum number which could be permitted in an

acceptable crypto-system; 4)]

\ Further, thv

cost of initial manufucture, or wiring and rewiring, and of distribution was high in both timqy“é'md

money.

EO 1.4.(c)
P.L. 86-36
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HEBERN TYPE WIRED ROTOR DEVELOPMENTS  BLUE ROTOR
This 2(5-})‘()“1[» rotor was t‘h(s‘ 'has;ic rotor used in U.S. cipher machines during World War 11
&nd u'p to the Inte 1950s. The Blﬁe Rotor was a typical Hebern rotor. I was used in the
SIGABA/CSP-889 serics of equipments, of which about 11,000 were mad;z; the CSP 1700 series of
cquipments, of which about 2,000 were made: and the ASAM 2.1 séries,o'f equipments, of which
about 2,500 were made. 1t had the important advantages of being sipie ar;d rugged with very few
parts, but it was relatﬁ-elf large (3-1/2" diameter x 5/8") and heavy (6 oz.). The fact that the Blue
Rotor required separators in Lhe maze, thus doubling the number of clectrical contacts per circuit
path through the maze, required greatly incrcased power o cope with the increased circuit
resistances thereby created. The manual rewiring required of this roter was a relatively slow
process, and ut cr‘itical times in the history of ils use the rotor wiring out barely kept up with
requirements. [a the “Colmar Incident”! of World War II, the wiring cﬁ' the Blue Rotors and
replacement rotors in wse in the European Theatre of Operations were considered compromiscd“
This necessitated the special assignment of the equivalent of a batltalion of men working on a crash

basis to rewire Blue Rotors to permit continued use of the cipher equipment in that arca. Another

disadvantage of the Blue Rotor was the fact that other than rewiring il, the onM

/L

WHITE ROTOR

On order 1o give the Blue Rotor a greater number of ’
/ ' la modification was introduced in March 1952. Hxistiné

Blue Rotors were mcdxf' ed to accept an alphabet ring and a notch ring for controlling rotor sleppmg,

both of which could be rotated with respeet to the main rotor body and which could be frccl);
interchanged from one rotor body to another. This modified Blue Rotor was called the White Ruu;r.';

YELLOW ROTOR

As part of the development of the TSEC/KL.-47 by the Navy, a small, 26-point Hebern typt

rolor, designted the Yellov. Rotor, was built. However, for reasons of economy and logistics ﬂ\bA

EO 1.4.(c)
P.L. 86-36
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decided to modifly the KL-47 to aceept the existing Red Rotors! thus negaling the need to go into
production on the Yellow Rotor. |
ENTGMASTYPE WIRED R()"l‘()l{ DEVELOPMENTS (iRI'Il'fN ROTOR

..\'car the close ‘of World War I1 a 26 point Enigma-{ype rotor \rds developed for use in a
small, battery powered cipher deviee known as the SIGFOY 1M-325). This equipment. was never
used operationally, but an improved version of its rotor, known as the Grccﬁ Rotnr, was employed in
an on-line, telelypewriter equipment called the SIGNIN. A rotor of t.hcv Fnigma-type, with the
consequent elimination of separators, made poésiblc a much smaller maze than in earlier U.S.
electro-mechanical ciphcr cquipments, and the rotor was designed to be rewircable without
soldering o speed up the wiring process. This was achieved by making it possible to shift some of
the internal mechanisms by hand into any one of 26 positions. Four hund?cd and fifty SIGNIN’s
were produced by the end of World War If, and some were still in operulional‘ use as late as 1958,
RED ROTOR

The development of the Red Rotor represenied the major U.S. effort in this field in the post
World War Hera. A Series of eryptologic studies initiated in February 1946 resulted in the decision
to use a 36-point rotor with roLable notch rings and alphabet rings as the basic cryplographic
component of {two new cipher machine developments, an off-line literal security equipment,
TSEC/KL-T, and an on-line teletypewriter equipment, TSEC/KW-9. 'l‘hé 36;poinl rotor was chosen
in order that & common rotor could be used in both systems.

Technicians working on these systems encounliered two major problems during
development of the Red Rotor. One was contact resistance build-up, and the other was dimensional
instability of the plastics being used. The Red Rotor used berrylium copper and, in operation,
particles wore off which turned into copﬁer oxide. Copper oxide is very abrasive; this caused the
wear effect fo be éumulatﬁe. It is also non-conductlive, and the build up on contuact points caused
interference with proper operation of the cipher maze. Problems with the plastics used in the Red

Rotors came about because of the wide tolerances of parts. These conditions were attributed to the
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methods uscdv in the ;ﬁ()idingv;)rt)ccss, as well as the environmental sttuations in which the
equipments were used.

Starting in 1946, four contractors were assigned to studing Red Rotor developmental
problems. l)ﬁring the .{'oliowing ten years more than a million and a quxim.;r dollars were spent on
research relating Lo the Red Rotor and its successor, thus Orange Rotor. | A thorough evaluation of
nearly 200 contact mu}erials did not uncover a better material for practiced application than the
original material, beri‘y!ijm copper; and a lenglhy search of plastic ecompounds showed that the one
used in the original Red Rotor design was the most suitable for the purpose. Follow-on equipment
modifications and improvements enabled the Red Rotor to be fully acceptabie in all of the machines
designed {0 use it, namely, the TSEC/KL-7, TSEC/KL-47, and TSEC-KW.-9.

ORANGE ROTOR

Orange Rotor wus a Red Roter with some changes. The principal change was that a metal
hub was added to positively space the rotors, the alphabet ring was mde rotable without having to
remove it from the rotor, and the notch ring was made wider and sturdier. The Qrange Rotor went
inlo production in August in 1956 and at that time was designated as the standard 36-point wired
rotor.

BROWN ROTOR

Development of the Brown Rotor, undertaken by the Navy with NSA approval, was
completed by the end of 1954. The differences between the Brown and the Red Rotors were
principally in detail design. Because it was so basically similar to the Red Rotor, for which
production tooling had been completed, the Brown Rotor wus not considered for production.

PRINTED ROTOR DEVELOPMENTS

fn 1946, as a parallel approach to the éevelopmcnt of the Red Rotor, technicians initiated a
study on the feasibility of using a printed rotor to melt existing requirements. In the laboratory
models that were built, the printed circuitry was etched on the rotor body itself. The aim wus to

have printed circuit rotors for the TSEC/KL-7 and TSEC/KW.9 be the same in physical appearance

and outside dimensions as the wired rotors. In this way, complete interchangeability of printed
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cireuit and wired rotors in the machines using the Red Rotor would be possible. In view of this, the
basic printed rotor approach was dropped em.d a development was persued in which mixed wiring
inside a Red Rotor was replaced by a plastic dise containing printed n)ixed circuitry. QOutward
appearance of the rotor with the pri.nted circuit insert was the same as I.ha} of the rotor with mixed
wiring. At the time that the decision was made 1o go into production on the TSEC/KL-T and the
TSEC/KW-9 because 'oi' the emergency brought on by the Korean War, a decision also had to be
made on whether to go into production on the wired Red Rotor or on the printed circuirt insert. 'The
users decided that sinee they had invested considerably more time in testing and developing the
wired rotor, they would proceed with that choice. Development continued on the printed circuit
dise, but at a low priority, and was concluded in 1953. NSA used the pilot equipment for
experimental and educational purposes for awhile, but ultimately discontinued the project.
PNEUMATIC ROTOR I)EVELO*’MI’JNT

lnb 1949, a pneumatic rotor was developed for use in the TSEC/KIL-17, a small, keyboard
operated literal cipher machine requiring no source of external power ot_.her than manual. This
rotor was basically on Eniglxla;type rotor in which the mixed electrical wiring was replaced by air
passageways. Pnceumatic circuits, instead of electrical eircuits, were established through the rotors
comprising the maze.

By 1958 there were no plans for further contractual research zmg! development activities
on wired rotors. On the basis of past results technicians concluded that no significant improvement
in the wired, 36-point rotor could be expected, either in the basic design approach of the Orange
Rotor, or in murﬁ radical changtes (o that design. Local research continued at !\'SA on a low priority
basis whenever an approach seemed to hold sufficient promise of marked improvement over the
existing designs.

One effort which was continued for awhile involved a search for a conductive plastic. This
was researched by the Markite Corporation and showed promise of resuliing in a plastic to replace
the metal contacts being molded ini_o the plastic rotors. It was felt that the probiems encountered by

the differences in expansion between metal and plastic in the rotors could be alleviated by the
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use of cunducli\"g plast%c purls,tuna possibly a much smaller rotor could be achieved. This project.
designated CALLIOPE, was eventually dropped.

Work on printed rotors for use in the TSEC/K 1. 98 and the TSEC/KL.-3 continued. This
effort resull'cd in a rolor for use in low echelon, low speed, manual devices. The use of this rotor in
power driven quipment was evaluated through its application in the TSEC/KL-T modification
aimed at achicving itltcz'c)pf:r'al»_iiit}' with the TSEC/KL-17. -

Termination of the studics on conductive plastics and printed rotors signalled the definite

de-emphasis of rolors as a major cryplographic tool of general applicability in communications

security equipment.

Rotor
Red/Orange Rotor

White Rotor

Printed Rotor

Flammable Plastic

(for a plastic suitable

for rotor use which would
muke it possible to
readily destroy rotors in
an cmergency by
incendiary means)

Penumatic Rotor
(for KL.-17)

Blue Rotor

CALLIOPE
(development ol a
conductive plastic for
rotors

Rotor Development, Post World War [l

Manufacturer

Molded Insulation Co.; Minneapolis
Honeywell Regulator Co.; American
Phenobic Corp.

American Molded Products; [.undquist
‘Tool and Manfacturing Co.

Melpar Inc: Ceneral Afills, Inc.

Esselen Resarch Division of U.S. Testing Corp.

Corning Glass Works: Mycalex Corp.;
Pure Carbon Co.

National Seientific Labs; Sterling Eng. Co.

Markite Co.

HIGH AND MEIMUM GRADE CIPHER MACHINES IN USE

84—SECRET

Covered Fiscal Years
1947 through 1956
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1954 through 1957

1952-1953

1954-1957

1954-1956
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Co_nv(,-ﬂoi' M-134-A, short title SIGMY, and its snxcceSm)f, Converter M-134--C, short title
SIGABA (1S, Navy designation: Eleetric Cipher Machine, or CSP887) were the mainstays of ULS,
cummuh}cal.iens Qecurity prior to and during World War 11, The United States Army’s and Navy's
"Sceurity Line” in cryplography was ably and successfully defended and muintained by the
SIGABA, one of yihe best, if not the best, high grade cipher machines of its time. Iingland and
America owe a greal debt Lo their eryptanalysts for their eﬂ'oris in winning the ervptanalytic, phase
of World War U, but a great debt is also due those persons whose skill and ability in eryptography
resulted in providing the United States with SIGABA. The United States began to win the
cryptographic war with the invention and development of converter M-134-A, SIGMYC, between
1935 and 1938. It was regaded at that time as a good machine, perhaps providing adequate
seeurity. Continued study, modification, and design, in which work both the Army and Navy
contributed, resulted in the development of Converter M-134-C, SIGABA. The SIGABA embodied
a cryptographic pr%nciple (5-rotor device) never before used in any cipher machine. Yet the
development was not achieved casily, for the project encountered almost insurmountable
difficultics. The chief difficulty was obtaining adequate funding to defray the necessary costs of
improving the machine. It was fortunate that SIGABA was ready for use al the time when it was
most needed because subseqeuent experience demonstrated that SIGMYC would not have proved
practical enough for the extensive demands imposed upon communications facilities with the
outbreak of World War II. The SIGMY consisted of two units connected together, a typewriler and a
cryptadevice. The only function of the typewriter was to furnish a printed copy of the plain or cipher
text. Encipherment was performed by the cryptodevice, ulilizing {ive rolors which were stepped by
a long key tape. Later, bccause the use of key tapes proved impractical, stepping of the rotors was
accomplished by means of a keying unit, short title SIGGOQ.

Only a few of the SIGMYC converters were produced. Before the war the SIGMYC was
used by the Arrhy on only a few circuits, mainly between Washington, Fort Shafter (Honolulu),

Quarry [eights (Punama), and London. Although the SIGMYC afforded about the same degree of
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seeurity (o communications on which it was used as did the SIGABA, mechanical and operational
features of the machine made it iztlpt'zicli(tal for wartime military usage.

The Converter M-134-C, SIGABA. using a five | rotor mechanism for
enciphering/deciphering, was similar in cryptographic principle Lo the ISGMYC. 1t differed,
however, in the niunnef and means by which stepping of the ciphor rotors wa;s carried out.

The SIGABA was used exclusively by the Army and the Navy. Starting with only a fow
equipments in 1942, the Army had more than 3,200 machines by the end of the war. The Navy had
considerably more than this number.

As a result of investigation and interrogation of many German cryptﬂgraphiés and
eryplanalysts, it was concluded that the German's had no success in their atlacks on SIGABA
. traffic, nor did they have information regarding Lthe appearance or operating principle of SIGABA.
They referred to it as the “American Machine,” or as "AM-2,” but the musi that they could discern
from examinatlion and study of intercepled traffic was that the U.S. had a highly secure, high-grade
cipher machine. This fact is borne out by the interrogation by Specialist Dr. Ferdinand Vaegele,
Chief of Section I£ of the Signal Intelligence Ageney of the Commander in Chief of the Air Foree and
principal eryptanalyst in the German Air Force, who stated that he "...did not know the name of this
machien and had no idea of its appeurance or operating principle. As with Typex, no suceess was
achicved and attempts to break the system were dropped.”!

Licutenant M_arl.in Ludwig, an evaluatbr of the Signal Intelligence Agency of the Air
Forece High Command, \#hen questioned concerning cryptanalytic attacks upon SIGABA, stated:

"Vig‘orous efforts were made to break it, especially by the German Army. Army experts

considered dcqiphcrment possible right up to the end of the war.”2

As far as can be determined, in the absence of work sheets or formal reports, the cryplanalytic

attack on SIGABA was in {the nature OIT

Although this fact is not stated definitely in any of the interrogations, such as attack is along l.h"e

EO 1.

P.L.
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same line of procedure as that followed in the case of the Combined Cipher Machine (CCAD and
TYPEX.
SECURITY O ROTOR MACHINES

Three factors formed a defense line against exploitation of U 8. rotor inachines:!

1. The opponent had {o know preeiscly how the eryptographic machine process worked;
2. he had Lo acquire, or to reconstruct, wiring for the applicable fotors, and,
3. he needed the key list information.

Even though strong measures were used Lo keep each machine safe from compromise, from
the time that a machine was put into use it was acceptled that sooner or later thal machine, or its
essontials, would beecome know’n to opponent countries. It was further aceepled that such an cvent
could occur without the U.S. being aware of it; and cevn if it were known, there could be no sudden
replacement of the machine. v'I‘hercfore, it was determined from the beginning that cach rotor
machine type would be so designed as to be safe for use even afler a ﬁ?reign power came into
physical possession of one of them, Al decisions on actions nceded to counter the effects of a
physical compromise of rotors or of key lists, or of a eryptographic “list”, took into account the
possibility that a majo’r" t;pponent already knew precisely how the cryp&igraphic machine process
worked.

Each rotor sét had a shorter life — one to three years of actual use - and a narrower
distribution than the machine itself. Every rotor set and every rotor was protected by strong
physical and personnel security measures. yet when some event occurred which was judged to
permit successful reading of traffic if_' rotors \;'erc known to the opponent, Lﬁe action taken might be
based on the possiﬁility that the rotors were known. For example, if a copy of a key list was reported
missing and unaccounted for and the corresponding rotor set was a widely held one that had been in
use for one or lwo years, the messages encrypted in that key list might be declared to be
compromised. In that case all holders were requested Lo review the affected messages for any action

which might case the damage from compromise. Similarly, if a cryptographic "bust occurred
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that would enable reading of lhesﬁagcs b\ a foreign party who happened -tc; have the rotor set and
know the machine details, messages in the key involved probably ufaufd bhe deelared Lo be
compromised.

The key list was considered the most crilic.al of the three lines of defense. Any suspicion
surreunding 1 copy of the kcy list, from its ineeption 1o its destruction, was reason for prompt and
serious actions. With few exceplions, compromise of a key list was viewed as tantamount to
compromise of all traffic encrypted in that key list. Reserve keys were kept in position for prompt
supercession. For a majority of such incidents the supercession was usually billed as precautionary,
with no message review requested; but declaration of compromise along with a request for message
review was notl a rare oceurrence. |

Despite the basic assumption that sooner or Jater a major opponent would manage to get. a
SIGABA/ECM, a CCM, or any one of the other rotor machines, and despite actual incidents of
possible compromise, the time never arrived at which the U.S. gave up the protective measures

| aimed at keeping rotor machines safe from physical compromise.

Primary eryplographic systems which continued to be used for a number of years following
their suceessful employment during World War IT were in addition to the Army Converter M-134-
SIGABA and the Army high security teletypewriter cipher system SIGTOT; the Army speech
equipme‘nt RX-220-T1 SIGSALY; the Combined Cipher machine, CCM; the Navy electrical cipher
machine Mark 1, KCM - same as SIGABA; the Navy teletypewriter cryptographic attachment,
CSP1515 - same as Army Converter 228, and the Army teletypewriter cipher attachment known as
Converter M228 SIGCUM. Converter M-228 was a machine, developed by the Army, which made
possible simultancous and instantancous encipherment, transmission, reception, decipherment,
and printing of teletype communications cither by wire or radio. For radio transmissions, the
machine was allowed to be used only in RESTRICTED and CONFIDENTIAL communications,
although on wire lines m U.S. controlied, friendly territory: SECRET rﬁateria] could be passed via

this means,
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The SEGCUM“machine enabled the Army to pass a very large amount of intercept traffic
by radio, accurately and expeditiously, {rom various intercept centers to the Signal Sccurity
Agency, |

The SIGABA was a rather heavy equipment, used a lot of electric current and was not well
suited to use in the field. During World War 11, the Army expressed o requirement for a field type
eqixiptﬁdnl which would be light enough 1o be casily transported, rugged enough 1o take ficld
activity treatment and yet pmvidc the degree of security demanded of operations. This requirement
was met by_ a machine invcnl_t_?d by a Swedish engineer named Boris Hagelin. One hundred
thousand of these machines, designated the M-209, were produced by the Smith Corona Typewriter
Corporation during thé period 1942 - 1944. It had some mechanical deficiencies and a few
cryplographic weaknesses, butr it was neverlheless, the best field eqﬁipmcnt extanl, and was used
exiensively by the Armed Forees duringr the war and for some time thereafter.

The SIGABA énd the M-209 wére off-line equipments. Qutput of both was a gummed tape
containing either enciphered or plain text depending on the operation being performed. The
gummed tape was then posted ento a message form. This type of off line operation had Lwo major
wealknaessess: first, it was (oo slow; second, it increased the possibility of opérator errors. These off-
line equipments required operator handling of both plain text and enciphered text at each end of the
communications circuit. In the first step the plain text was typed into the erypto-equipment, which
produced an enciphered text on gummed tape. The enciphered text was posted onto a message form
and then transmitted aé a separaie and additional operation - cither the operator of the cryplo-
equipment or the transmitling operator could, and did, make errors. At th_e receive end, the
o’pcral.or received the enciphered message which, in a next step operation, had to be deciphered by
the crypto-equipment. This off-line operation was too cumbersome for increasingly modernized
communications, and had the added serious disadvantage of increasing the number of operator
errors because of the additional handling step involved.

Around ahout the mid 1950s, it hecame accepted fact that growing requirements for rapid

secure communications could only be met with on-line systems. These systems provided for
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simuliancous encipherment and lv.ransmis«;ion at one end of the cirvuit', and simultaneous receipt
and decipherment at the other end. From the operator's viewpoint, then, the tash was simply 1o
type plain text into the transmitiing end of the circuit and plain text would come out at the
rcceiving end. He w;:s. not concerned mechanically with the encipherment and decipherment
processes which took place in between.

The earliest beginnings of on line operation can be traced back to the World War 1 era. At
that time an A'l' and T engincer named Gilbert Vernam came up with the idea of a punched tape
teletypwriler security system. Several cquipments using this punched tape system were fabricated
and tested just before the war's end with the termination of hostilities, interest lagged and there
were no funds for further development. The equipment used at first a single loop of punched tape,
and Lhen two leops of punched Llape in changing combinations to produce random cryptographic key
for encipherment. Both the single loop and twe loop techniques proved to be eryptographically
insecure, and the alternative.uf going to a one time tape syslem was considered impractical because
of the problems involved in distributing the tape. In any event, at the beginning of World War 1i
not one of these equipments was in existance. But with the beginning of World War 1, plans for the
equipment were resurreclied and the machines were produced as a priority lask. As they were
further developed durihg the war the equipments used either one time punched tape or rotors Lo
provide cryptokey to mix with the plain text.

During the mid-1950s \SA f;mduced the KW-26, an electronic equipment which
represented a major depariure {rom the previous clectromechanical punched tape and rotor
cquipments. The KW-26 is a fixed plant, on-line telelypewriler security equipment which has been
used extensively. [t was built during the vacuum tubes-to-transistors transitional period. Bi-
magnetic cores were the principle circuit comp(}pcnts,'but miniature vacuum tubes and transisiors
were also used. Some of the major important improvements introduced by the KW-26 were: 1)
heing an on-line deviee, it reduced operator errors and was inherently faster, being used at speeds of
up to 100 words per minute, 2) it used a built in electronic l_(e,v generator and eliminated the

employment of the more cumbersome rotors and one-time tapes 3) it used pluggable printed circuit
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boards and packages v;'hich could rapidly be replaced Lo restore an equipment (o operational use. It
was no longer necessary to focate zmd replace the individual defective part before an equipmoent
could be made operational after being removed from service. 1t was simply a matter of isolating the
board causing trouble and i'cplacing it with a bvard known to be good. [dentification of the defective
component and replacement of it on the board could be done in the workshop, and at a convenient
time. Placing an equipment back into operational condition was thus reduced to a maiter of
minutes, instead of hours or days.

Introduction of the KW-26 into the arsenal of eryptocquipments designed Lo maintain the
integrity of U.S. communications was the act which opened the door on the ------—-technological
advance in communications and eryptographic systems which continues to this day.

SIGABA

The SIGABA, or Eleetric Cipher Machine (ECM), the most effective U.S. cipher machine of
its time, was used on t-ﬁose nets which demanded the highest protection of information. This
machine was held as U.S. Eyes Only from the time it was introduced until the carly 1950s, at which
time it was released to the UK. and Canada.

Approximately 1 1,000 SIGABA's were built during World War 11, The machine contained
two 26 point mazes, one of which’ performed the encipher/decipher function, while the other
controlled the stepping of the alphabet maze. Not only was the SIGABA an extremely secure and
dependable device, it was also highly versatile. Through the use of various roter arrangements,
swilches, and other special adaptors, it could be made to enerypt/decrypt numerical weather datg, to
be used as the Combined Cipher Machine (CCM), and to be used as the short-lived Backward
Combincd Cipher Machine (BCM).

By the Jate 1940s, Army and Navy COMSEC elements decided that the machine needed to
be modified and strengthened. This judgement was based on the fact that signiﬁcant advances had
been made in the ficld of cryptanalysis during the decade, both in the arcas of human knowledge
and technological application. The resultant revised version of the SIGABA was called BACchus.

During its long and useful lifetime this most important machine was identified by a
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number of short titles, including Converter M-134C: CSP 888“889; csp ﬁQO(}: ASAM-1: and those
above,i.e.; SIGARBA, l')!(e«:trié Cipher .\laéhin(', CCM.BCM, and BACCHLUS.
COMBINED ("ll’lll':l( M .-’\(‘,jllNl'i WCCM)

The CCM was designed carly in 'World War I to encrypt allied communications. The
British CCM off-line mains{ayb was a machine designated Type X (I'YPEX), a five rolor machine
with mechanical activation of rotor stepping. A CCM muaze waus designed for a basketl imposed on
the TYPEX and for another basket that was fitted into the SIGABA. This modified version of the
SIGABA was known as AJAX. By 1954 appreximately 2000 CCMs had been made from chassis of
the CSP 889 models of SIGABA, 200 more were made from new parts.

Extensive cryptanalysis on the system from 1943 onward coupled with close following of

usage and of operator error in use of the system, led to periodic revisions in the procedural processes

of encryption. l

The CCM was withdrawn from use starting about 1955. Replaéement was made m:.x":va
continuing basis as sufficient quantities of the next generation of cipher machines came aiong.},ﬁ"il‘hc
new machines, designated 'I‘S!:‘.C KIL.-7/K1.-47, to replace the CCM in NATQ in late 1958. ;E'?L:.l . 36—(;:)6
TSEC KI~T/KL-17

By the end of World War. [1, the Army Sceurity Agency had read'ied requircments (or the
development of a new, portable, off-line, rotor machine. Early requirements for such an equipment
were aimed at Army division and Air Force equivalent clements, with the intent of providing more
convenient, faster, and mo'rc secure encipherment than was then available for such levels. Small

size, simplicity of procedures, and portability were the attributes emphasized. The ASA cfforts

resulted in a design that included a new 36-point rotor and a new machine, the TSEC K1.-7.
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While the KL=7 was still in development, pluns were made for ix-m levels of usage. One,
catled POLLUX, was l'(;r tactical applications. This was defined as field Army cquivalent and
helow, and operational procedures called for clear text message indicators und ﬁ#ed set of six rotors.
The ol‘her level of usage was termed ADONIS. The ADONIS system provided [or enciphered
message indicators and a box of ten rotors, from which the six needed could be drawn.

While ASA was developing the KL-7, the Navy COMSEC organization under the design
direction of Caplain Lawrence F. Stafford was seching a new rotor machine {or shipboard use. With
the centralization of COMSEC development, and the formation of AI'SA, General Canine, Director
of AFSA, decided that the new Army and Navy machines would be cryptogfaphicall v compatible, to
the point of providing inter-communication. In early 1952,the Army originated logic was chosen as
the basis for both machines. This was the genesis of the Navy's TSEC KL—47. While the Navy
continued (vi!;h the devclopnicnt of a machine which would f{it specifically the shipboard
environment, AFSA continued development of the Army originated machine, with emphasis on
providing an equipment that would be suitable to field environments. Keying malerials for the
Navys KI—47 were as pres;:rib(ad for the Army’s K1~7, as were enciphering/deciphering procedures.
KW-9/AFSAM-9

This dn-!ine system was developed in parallel with the off-line KL.-7, and used the same
36-point type rotor. Keying materials wére csscntéhlly the same as for the K1.=7; enc method of use
(ATHENA) employed clear text message indicators, and another method of use (IRIS) employed
encrypted message indicators.

Thc KW-9 was uscd only sparingly, for less than ten years. It was secure enough, but it
had maint¢nanee problems which significantly affected its reliability.

COMBINED CIPHER MACHINE(CCM)

The Combined Cipher Machine (CCM), introduced in 1944, was designed specifically to fill

the necd for a commonrérypbographic system for use between the U.S. Army/Navy and the British

military. For both security and operational reasons, it was necessary to have a high grade
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cipher system ‘)_v which a ’la rge volume of tratfie ecould be handled but which would not endanger or
compromise Converter Ni-—l.‘Mf P Si(’;Ai;A. It was not possible to permit the British forces to have
aceess to the U.S. SIGABA, nor 10 an inappropriately modified machine from which they might
have been able to reconstruct the eryptographic principle of SIGABA. The Combined Cipher
Machine, derived from the SIGABA cfmssis but emploving a tatally different eryplographic
principle fulfilled ther rcquifemeht for a Secure cryptographic machine while at the same time
sufeguurdiné U.8. eryptographic secrets,

TSEC-KL-~17

‘The hope of developing a rotor cryptomachine which would operate without eleetrical
power of any kind, accept kevboard input, provide printed output, and be safe against eryptanalysis,
persisted for man;»' years. Such a deviee was needed for low echelon tactical operations where
electricity was cither not available or not dependable. In 1948, an AFSA engincer named Albert
Small, came up with the idea of a pneumatically operated cipher machine. This was designated the
TSEC KL~17, also known as the DEM-17. The device was a small, keyboard-operated, tape
printing rotor machine in which the functions of the electrical signal current were effectively
reproduced by a pneumatic system. Fach rotor contained a system of air passages, or air tubes,
When the roiors were properly installed and aligned, twenty-six pneumatic passages through the
maze were created. Air pressure was generated by tiny bellows, one of which was lecated under
each key of the keyboard. 'I"inger pr?.*ssure on the key was sufficient to operate a print alter the air
found its path through the maze. Outputl was printed on 3/8 inch paper tape. The approximate
weight of the TSEC K1.-17 was nine pounds, and the overall dimensions were 8" x 8" x 4",

About 12 of the devices were produced for test purposes. [t worked well mechanieally, but
users found it sluggish in its operations. Also, the degree of finger pressure needed was a bit more
than t,hutk required for a typewriter, and this proved to be troublesome. The KL-17 probably would
have been competitive had it been produced earlier, say during World War 11, but by the mid-1950s,

when it would finally have been ready to go, consumers were looking for greater
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convenience than it could provide. The machine was never put into pmduéliun and the project was
cventually abaondoned.
BOM tBackwards CCM)

The BCM, a madification of the Combined Cipher Machine, was designed by Captain
Lawrence F. Stafford about 1950. The BCM hkad sin rotors, two of which stepped in reverse
dircction. The BCM was t:ofnpnting with the TSKC/KL~7, which had been under development for
several years, Al the begi:miﬁg of 1952 General Canine reviewed the two equipments and deeided
that the Navy's BCM should be cryptographically compatible with the K1~7, but that it could be a
separaie development aimed at shipboard equipment. This judgemént resulted in the action
lcading to development of the TSEC/K1.-17 and the BCM coneept was dropped.

MCB

The MCB wés a 5-rotor machine designed and used by the Department of State. 1t was
cryptographically similar to the CCM in its procedures (or encryption. Primary applications of the
MCB were for embassies and attaches, locations at which the U.S. was unwilling to risk the
SIGABA/ICM. The machine went out of use in the late 1950s and was replaced by the MEC-1 and
one-time tape systems,

MEC-1

‘ In the early 1950s the Deputy Sceretary of State, Lee W, Parks, designed a rotor machine
based an the SIGABA/ECM. His ohjective was to adopt as much of the SIGABA logic as was needed
to achieve sound securii.-y,,but at the same time avoid risking the SIGABA details in the hazardous
locations in which the Deﬁartment of Slate had te use its cryptographic machines. 1le presented the
logic to AFSA COMSEC experts for engineering design. The machine went into use in the late
1950s and was used until 1964, when it was replaced by more modern electronic systems,
MX-7T47,SIGBRAT |

At the end of World War Il Civil Defense was a large part of U.S. defense planning. The
organizational elements of Civil Defense had need for eryptography but could not provide the level

of physical protection required for eryptomachines or the personnel clearances normally required.
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The SIGBRAT was built from SIGABAS te fill this purpose, but there was considerable controversy

over whether or not it was sufficiently secure for the job intended. This indecision resulted in only a
few being constructed, and those were in use for only a short time.

CSP 1511,

L, ewee e
PO AR

During Workd War II plastic, imﬂar#mab*le, water-proof cellulose acetate trips were

PR

i nubactured and issued as the CSP 1511 series for use by amphibious forces. However, these

strips were not egnerally accepted nor used for their intended purpose, probably because any strip
system is unsatisfactory when it is to be used under the adverse conditions enicountered in most
amphibious operations. This strip, whose only advantage over paper lay in the fact that it was
relatively impervious to water, had several disadvantages, chief among them being that the
difficulty and expense - plus production delays - would be out of all propertion te the benefits to be

derived. .
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A lightweight. rgeedized Swedizh designed machine mnnui‘nriurc:d by Smith Covena
Tepewriter Company. M-208 was the Army’s designator for this oqixipmenl: CSP=-500, the Navy's,

The SIGABA, known as Comverter .\1—!'34—(: {U.S. Navy designation;  Fleetric Cipher
Machine (ECM), or CSI"SQSS’ was the most suecessful and secure erypto machine used during World
Warll.
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updated and published by the History and Publications Branch.

Machine Cryptographic and Modern Cryptunalysis, Cipher Deavour, Louis Krugh. pp. 6.
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Summary uttuchcvd

The Colmar incidcht occurred during World War Il when a French farmer from Colinar,
France, stole a military vehicle with an operational SIGABA on board. The farmer dumped the
SIGABA and its accompanying rotor sets into a nearby river. As a result of this action, SIGABA
rotors in use and programmed for use in the Buropean Theatre were declared compromised. When
the cipher machine and rotors were rocovcred fromn the river, close examination secemed to indicate
that the thiel had not. penetrated the protective cases of the SIGABA and rotors, but the compromise
declaration stood and the massive task of wiring and distributing a whole new batch of rotors was
carricd out,

History of the SSA, Volume VI I, Chapter V.

Ibid.
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The wired rotors in U.S. COMSEC, Ryon Page, VL F. 21
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