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IN REPLY 

REFER TO 

DEFENSE LOGISTICS AGENCY 

HEADQUARTERS 

8725 JOHN J . KINGMAN ROAD 

FORT BELVOIR , VIRGINIA 22060-6221 

OCT 1 2 2011 

This letter responds to your June 13, 2011, Freedom oflnformation Act (FOIA) request, as 
amended on August 12, 2011 , for copies ofDLA Audits DA0-09-10, DA0-09-10b, DA0-09-12, 
DA0-10-02, DA0-09-14, and the first ten pages ofDA0-09-02; and your June 14, 2011, FOIA 
request for a copy of the DLA audit database since 2007, as amended on June 29, 2011. 

The enclosed records are released in part. We are withholding portions pursuant to 
FOIA exemptions 5 U.S.C. § 552b(3), prohibited from disclosure by another federal statute, 
5 U.S.C. § 552(b)5, predecisional and deliberative, 5 U.S.C. § 552 b(6), personal privacy and 
5 U.S.C. § 552b(7)(C), personal information in law enforcement records. 

Exemption 3 protects information which is specifically prohibited from disclosure by 
another federal statute. Therefore, we withheld information pertaining to special nuclear 
material equipment or systems pursuant to 5 U.S.C. § 552b(3) as the information is exempt from 
disclosure by "Physical Protection of Special Nuclear Material: Limitation on Dissemination of 
Unclassified Information," 10 U.S.C. § 128, and "Department of Defense Unclassified 
Controlled Nuclear Information," DoDD 5210.83 (2003). 

Exemption 5 protects information that is considered to be predecisional and deliberative 
in nature, the disclosure of which would injure the quality of the decision-making process within 
this agency. DLA is invoking the "deliberative process" privilege to the Defense Commissary 
Agency peer review as it was rescinded on July 20, 2011, and is considered a draft. Therefore, 
we are withholding in their entirety, three pages pertaining to the peer review for DA0-09-14. 

Exemption 6 protects information about individuals when disclosure of such information 
would constitute a clearly unwarranted invasion of personal privacy. Due to increased security 
of DoD personnel, the names and signatures of DLA employees who are not in the public 
domain are withheld. Exemption 7(C) protects law enforcement information contained in an 
investigatory record compiled for law enforcement purposes, when disclosure could reasonably 
be expected to constitute an unwarranted invasion of personal privacy; therefore, the names of 
the auditors have been withheld. 
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No fees are assessed. You have the right to appeal this partial denial response. An 
appeal must be made in writing to the General Counsel and reach the General Counsel's Office 
within 60 calendar days from the date of this letter. The appeal should include your reasons for 
reconsideration and enclose a copy of this letter. An appeal may be mailed, emailed to hq­
foia@dla.mil, or faxed to 703-767-6091. Appeals are to be addressed to the General Counsel, 
Defense Logistics Agency, ATTN: DGA, Suite 1644, 8725 John J. Kingman Road, Fort Belvoir, 
Virginia 22060-6221. 

Should you have any questions or require further information, please contact Ms. Kathy 
Tennessee at 703-767-6183 and reference case number DLA-11-HFOI-00148. 

Enclosures: 
as stated 

;d~tOSI~ 
Bridget SKJoldal 
Deputy Inspector General for Auditing 
DLA Office of the Inspector General 
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IN REPLY 
REFERTODA 

DEFENSE LOGISTICS AGENCY 
HEADQUAR"fERS 

87:25 JOHN J. KINGMAN ROAD, SUITE :2533 
FORT BELVOIR, VIRGINIA 22060·6221 

August 18, 2009 

MEMORANDUM FOR Dm.ECTOR, DEFENSE LOGISTICS AGENCY 
CHIEF OF STAFF, DEFENSE LOGISTICS AGENCY 
COMMANDER, DEFENSE DISTRIBUTION CENTER 
DIRECTOR, LOGISTIC OPERATIONS AND READINESS 
DIRECTOR, INFORMATION OPERATIONS 

SUBJECT: FinaJ Interim Audit Report: Transfer of Nuclear Weapons Related Material 
(NWRM) to the United States Air Force (USAF) 

In accordance with the DLA approved FY 2009 Audit Plan, the DLA Accountability 
Office (DA) conducted an assessment of the NWRMtransfer process. We conducted our work 
from January 2009 through May 2009. 

The attached report identifies vulnerabilities and risks in eight areas and makes 14 
recommendations for corrective action. During our review we found instances where process 
guidance and management oversight over NWRM inventory transfer could have been improved. 
Management agreed and where possible took responsive actions during the audit. Additionally~ 
since NWRM assets will remain on hand until the second positive inventory control (PIC) 
facility is completed (estimated to be December 2009}, additional safeguards are needed. We 
identified risks to DLA for consideration. Management should take appropriate actions to 
reduce the risk to an acceptable level. Management comments were provided and are included 
in appendices 3 through 5 ofthis report. 

We appreciate the courtesies and cooperation extended to us by all staff involved in this 
audit. Please direct any questions to Mr. Steve Boulette, Audit Lead, DA Audit Division at 
(614) 692-9008; DSN 850-9008 or via email at steven.houlette@dJa.mil or Ms. Trang Ho, IT 
Audit Director, DA Audit Division at (703) 767-7482~ DSN 427-7482 or via e-mail at 
trang.ho@dla.mil. 

Attachment 

l(b)(6) 

\) 

BRIDGET SKJOLDAL 
StaffDirector, Audit Division 
DLA Accountability Office 

0 

J 
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DEFENSE LOGISTICS AGENCY 
Accountability Office- Audit Division 

FINAL INTERIM REPORT 

August 18, 2009 

DLA Transfer of Nuclear Weapons Related Material (NWRM) to the 
United States Air Force (USAF) 

A. Interim Results in Brief 

l(b)(3po u.s. c. 12s 

1 I I ' , 

However, we found instances where process guidance and management oversight over NWRM 
inventory transfer could be improved. Management agreed and where possible took responsive 
actions during the audit.l(b)(3):10 U.S. C. 128 
(b)(3):10 U.S.C. 128 

• Documentation, including record retention, is critical for DLA to ensure its ability to 
support and answer future questions about individual NWRM item transfers. (D .1.) 

• NWRM accountability must be accurate 100% of the time. Furthermore, specific 
guidance for all NWRM assets related to causative research requirements and handling 
NWRM is needed. (D.2. and D.3.) 

• (b)(3):10 U.S.C. 128 

• 

• (b)(3):10 U.S. C. 128 

• 

• 

1 Defense Distribution Center- Warner Robins (DDW G) 
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• 
(b)(3):10 U.S.C. 128 

• 

• 

• 

• 

B. Background 

(b)(3):10 U.S.C. 128 

As a result of this incident, several reviews have been conducted. In particular, the subsequent 
Report of the Secretary of Defense Task Force on DoD Nuclear Weapons Management Phase I: 
The Air Force's Nuclear Mission, September 2008 stated that the USAF is implementing PIC for 
NWRM. Further, wholesale distribution responsibilities for NWRM assets were transferred 
from the Defense Logistics Agency (DLA) to a USAF organization. In the subsequent 
Memorandum of Agreement (MOA) between the USAF Nuclear Weapons Center and the DLA 
(here-in-after referred to as 'the MOA'), it stated that as a result of the a eement reached b the 

b 3 :10 U.S.C. 128 

(b)(3):10 U.S.C. 128 

2 The original list actually had 276 NSNs, but only 226 had quantities. 
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(b)(3):10 U.S. C. 128 
Based on the final combined list (b)(3): 10 U.S. C. 

~~~~~=-~~------------------~~~~~~~~ ' 
(b)(3):10 U.S. C. 128 However,~t--P<-ro-u----.--ou--ct~e--

transfer, assets continue to be received and shipped by DLA causing a continuous change in the 
number ofNWRM assets on-hand. 

Table 1 
NWRM- DoD/Air Force Defined Universe 

= 

Combined DoD AF 

Depot Assets I NSN s Assets I NSNs Assets I NSN s 
(b)(3):10 U.S.C. 128 

(b)(3):10 u.s.c: 128 

C. Objectives, Scope, and Methodology 

The objective of this audit was to evaluate the internal controls over the process design and 
implementation for transfer ofNWRM from DLA to the USAF. Between January 2009 and 
April2009 a DLA Internal Audit team conducted fieldwork at the!(b)(3):10 U.S.C. 128 
j(b)(3):10 U.S. C. 128 [4 . During our visits we: . 

1. Determined whether controls ensured that all NWRM assets stored in DDC 
warehouses were identified and transferred timely to the USAF, and 

I 

I 

I 

2. Observed the subsequent accountability transfer process to ensure there was 
agreement between DLA and the USAF over material physically transferred and 
that the corresponding documentation was current, accurate, and complete. 

3 DoD end I IS AF nuhlished the fingl list 9S of 5 FehnuJnr 2009 

l(b)(3)J 0 u.s.c. 128 
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Assets 
Reviewed 

Table 2 Jan -A r 2009 

For Official Use Only 

To accomplish this, we reviewed applicable laws and regulations along with the NWRM 
Transfer MOA between the USAF Nuclear Weapons Center and DLA. We also reviewed the 
Report of the Secretary of Defense TaskForce on DoD Nuclear Weapons Management Phase I: 
The USAF's ·Nuclear Mission dated September 2008 and the DA 24 December 2008 DDC 
Vulnerability Assessment report which reinforced the need for establishing strong controls 
during the NWRM transfer. 

For the~SNs a~~b~ ~we: 
• Examined the transfer control checklist documents to ensure warehouse personnel 

accurately and completely recorded what was transferred. 
• Determined if appropriate personnel inspected the inventory and noted their review on 

the checklists. 
• Verified that the appropriate DLA and USAF personnel co-signed the checklists noting 

joint agreement that the inventory was inspected and transferred. 
• Interviewed key DLA and USAF personnel for clarification where necessary. 

Because the~ NWRM had only been bare-item inspected, but not transferred to USAF, 
we: 

• Reviewed inventory still in the warehouse and the associated documentation. 
• Interviewed key DLA and USAF personnel for clarification where necessary. 

Since NWRM transfer activities will extend beyond the original completion timeframe of April 
2009, we are issuing this interim report. This interim report provides senior leadership with 
information regarding our tentative results, findings and observations. Our recommendations 
will help ensure controls are in place during this transition period and provide procedures to be 
followed ifDLA erroneously receive NWRM once all material has been transferred to the 
USAF. 

5 DLA DA auditors are trained to observe financial and operational processes and procedures and based on this 
work to identify potential weaknesses. We could not perrorm bare item inspections ourselves, since we do not have 
the expertise required to determine whether an asset is correctly identified. 

6 
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Our objectives in the systems review was to assess the effectiveness of application security 
controls and business process controls related to the validity, completeness, accuracy, and 
confidentiality of transactions and data during application processing. Our evaluation was based 
on the Government Accountability Office (GAO), Federal Information System Controls Audit 
Manual, which contains guidance for reviewing application security controls and business 
process controls. Specifically, we performed a limited evaluation of application security controls 
and business process controls intended to (1) ensure adequate access controls are in place at the 
database and application level, (2) protect data and software from unauthorized access, and (3) 
ensure adequate controls exist at the application level. 

We conducted this audit from January 2009 to April2009 in accordance with generally accepted 
government auditing standards with the exception of meeting the peer review requirement. The 
DLA Internal Audit Offices have not been subject to an external peer review in over three years 
due to lack of a Quality Assurance Review Team. However, this has no effect on the quality of 
this report. Those standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 

D. Results 

The transfer ofNWRM assets atlili)Q):lO QS.C. 128 . land was accomplished 
following the draft USAF/DLA MOA. During the first week of the transfer, the DLA and USAF 
teams worked closely to develop a process and determine rules of engagement for the transfer. 
During this first week atl(b)(3): I DLA auditors made several recommendations for improvement 
to the checklists being used and the process followed to help ensure the joint inspection steps 
were documented, consistent, and accountable. The NWRM management team concurred with 
the following improvements to the transfer process/procedures and took immediate corrective 
actions to: 

• Improve accountability and audit trail. Personnel should pre-number the checklists and 
DLA Form 27 used to account for each NWRM asset. Further, we recommended that a 
label be affixed to each asset examined and inventoried, with the Form 27 number 
included, ensuring accountability with a visible marker showing an item has been 
completed. 

• Add the item condition code to the item checklist, since each checklist corresponds to a 
unique serial-numbered item. 

• Add a current copy of the DSS Quantity by Location (QBL) to item documentation to 
show that each item count equaled the real time DSS balance. 

• Add the Equipment Specialist's signature to the item checklist, where applicable. 

• Add all catalogue systems (WEBFLIS, Air Forces' D043) as criteria on item checklist. 

7 
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• Add checklist step "Record any additional associated NSN and/or serial numbers on asset 
(if applicable)" 

• Examine all NSNs and associated condition codes as a group and leave every item 
unpacked until the entire NSN group is completed. This will allow a more accurate 
determination that all NSNs are the same. We found an instance on the first visit where a 
condition code F item was different than a condition code A item even though they had 
the same NSN. 

In addition to process improvements, our review identified documentation weaknesses that could 
be improved. The documentation is the key trail showing that the items were jointly inspected, 
and then transferred to the USAF. Therefore, it is critical that documentation is completed and 
maintained to ensure a complete audit trail of the transfer of the NWRM assets. 

USAF/DLA Transfer Team Operations 

1. Documentation Errors 

As shown in Table 2, we foundl(b)(3):10 U.S.C. 128 ==:J 
l(b)(3):10 U.S. C. 128 j It is important that the 
documentatiOn be accurate because these wlll be the record of agreement between DLA and the 
USAF for each NWRM asset transferred. For example, if there is a future question about 
whether an asset was transferred at all, or its condition, this record can be accessed to show that 
there was agreement by individuals at the operationallevel 6 to avoid such disputes;.:...· ---~ 
Documentation errors occurred because of human error and could be prevented byl(b)(3):10 U. I 
l(b)(3):10 U.S.C. 128 I Strengthening controls overNWRM transfers will avoid possible 
future disputes. Management concurred with our observations and took real-time actions during 
the audit to correct or mitigate concerns. Specifically, they corrected all problem documents and 
disseminated new and updated guidance. However, to ensure continued accountability, we 
recommend: 

Recommendation Number 1 (J-314 and DDC) 
J-3/4 and DDC should work together to emphasize to personnel working NWRM transfer the 
importance of current, accurate, and complete documents. 

Recommendation Number 2 (J-314 and DDC) 
J-3/4 and DDC should work together to develop a record retention procedure so that the co­
signed checklists are maintained for at least 5 years after completing the transfer of all NWRM 
assets (classified and unclassified) and are scanned electronically. 

6 While never formalized in writing, tacit agreement was for USAF team lead (TSgt.) and DLA DDC team lead 
(GS 12). 
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Recommendation Number 3 (J-314 and DDC) 
J-3/4 and DDC should work together to perform oversight of the NWRM transfer documentation 
process, for example by assigning personnel to randomly check documentation to ensure that it is 
current, accurate, and complete7

. 

2. Missing NWRM Asset 

(b)(3):10 U.S.C. 128 

(b)(3):10 U.S.C. 128 
b)(3):10 U.S. C. 128 1 Thts actwn does not comply wtth extstmg guidance. For 
example, the 16 October 2008 Under Secretary of Defense for Acquisition, Technology, and 
Logistics Memorandum for the Service Secretaries, Subject: Nuclear Weapons-Related Materiel, 
stated: 

• "Causative research is required on any discrepancies found as a result of the inventory. 
Adjustments to the accountable record as a result of the causative research must be 
approved at the Flag Officer/Senior Executive Service level regardless of dollar value." 

Further, in DDC informal guidance dated 12 February 2009 to all DDC NWRM centers 
servicing USAF operations. 

• "Per guidance previously issued, if there are any discrepancies with NWRM, DDC must 
be notified immediately through the DDC Command Control Center (CCC). DDC 
Command approval must be obtained before taking any actions in DSS that will result in 
an inventory adjustment to a NWRM asset. When a discrepancy is identified, the 
attached form must be filled out as completely as possible and submitted to the DDC 
CCC immediately. At the same time, causative research must be initiated regardless of 
Controlled Inventory Item Codes (CIIC) or dollar value of the materiel. If causative 
research does not correct the discrepancy, a Financial Liability Investigations of Property 
(FLIPL) must be initiated. Daily updates are required to the DDC CCC until the cause of 
the discrepancy is identified or the FLIPL investigation is complete." 

Audit Comment.l(b)(3):10 U.S.C. 128 
(b)(3):10 U.S. C. 128 

7 For example, a quality control check by someone outside the transfer process who reviews transfer support 
documentation for completeness and accuracy each day/week could add value to the process. 
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Recommendation Number 4 (J-314 and DDC) 
J-3/4 and DDC should work together to remind and emphasize to the centers that they comply 
with existing guidance which directs any NWRM inventory discrepancy be reported to DDC 
immediately. Further, they should determine if contractor operated sites are in compliance with 
NWRM inventory variance reporting. If necessary, develop contract modifications to ensure 
NWRM inventory variance reporting complies with DLA NWRM policy. 

3. Frustrated Inventory 

(b)(3):10 U.S. C. 128 

We recommended during the audit that J(b)(3):10 )only utilize DSS but also use an excel 
spreadsheet to include a reason and date frustrated along with the responsible party. DDHU 
management concurred and took action during the audit to manage frustrated inventory. 

(b)(3):10 records for each ttem and were uttllzing DSS appropnately, but dtd not have a 
comprehensive listing by date to track aging, which would help with management of these assets. 
We recommended utilizing a spreadsheet like[~b) [ andl(b)(3): ~anagement concurred. 

Recommendation Number 5 (J-314 and DDC) 
J-3/4 and DDC should work together to direct the NWRM centers to manage its frustrated 
inventory utilizing DSS so that at any point in time management can be apprised of all the 
frustrated items and their location. 

Recommendation Number 6 (J-314 and DDC) 
Usingl(b)(3):10 model, J-3/4 and DDC should develop management reports indicating when 
items were frustrated, why they were frustrated, and who needs to take action by what date. 

4. NWRM Demilitarization 

The Under Secretary of Defense Memorandum for the Secretary's of the Navy and USAF, dated 
16 October 2008 stated that "a schedule for NWRM demilitarization will be prepared within 30 
days of the date of the memorandum and the actual demilitarization will be accomplished within 
a timeframe approved by my office". However, there have not been any demilitarization actions 
taken on NWRM assets. The USAF has not provided DLA an official list ofNWRM assets 
requiring demilitarization or a demilitarization schedule as required by the memorandum. 
(b)(3):10 U.S.C. 128 

8 Frustrated inventory include items that have not been transferred due to questions about Item Identification, 
condition, and/or packing requirements. Further, it should be noted that in DLA DA 's 24 December 2008 VA 
Report we reported several instances of unclassified frustrated inventory and recommended increased controls to 
improve accountability and oversight. 
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(b)(3):10 U.S.C. 128 

Recommendation Number 7 (J-3/4 and DDC) 
Elevate through appropriate Senior level channels to request a final demilitarization list and 
schedule within 30 days or a waiver to the MOA so that all assets can be transferred to the USAF 
regardless if they expect to demilitarize the assets. 

5. l(b)(3):1 ~are Item Inspection 

(b)(3):10 U.S. C. 128 

personnel performing this work had no access to NWRM transfer guidance. This occurred 
because the joint DLAIUSAF NWRM transfer team at Tinker AFB wanted to take advantage of 
available time and personnel resources prior to transfer. However, they did this without 
notifying DDC, or the DLA J-3/4 NWRM program office. As a result, NWRM inventory was 
bare-item inspected and documented unobserved b either DDC or DLA Internal Audit who had 
been assi ned this res onsibilit . (b)(3):10 U.S.C. 128 

3 :10 U.S. C. 128 . (b)(3):10 U.S. C. 128 
development, [(b)(3):10 U.S.C. 1 personnel explained that there have been several mission 
incapable due to supply (MICAP) situations that have required shipment ofNWRM material 
from the classified facility subsequent to bare-item inspection. 

Recommendation Number 8 (J-3/4 and DDC) 
J-3/4 and DDC should work together to write a policy letter to DDOO and a letter to the USAF 
stating that when the Tinker PIC facility is ready for transfer that the dual bare-item inspections 
be redone real-time prior to the transfer actions as done by DDHU and as directed by the signed 
MOA. Further, DDC should provide formal NWRM transfer guidance oversight to DDOO for 
the transfer. 

6. Query Management Facility (QMF) Changes to Asset Balances with No 
Audit Trail 

that allows programmers and analysts to read, update, insert, and delete DSS data. 
(b)(3):10 U.S.C. 128 

DoD 4140.1-R, DoD Supply Chain Material Management Regulation, May 2003, states that 
transaction histories shall be maintained providing a complete audit trail of all transactions 
affecting the total item property record for a minimum of2 years. 

11 
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l(b)(3):10 U.S.C. 128 

Recommendation Number 9 (J-6 and DDC) 
DLA J-6 should develop and implement a standardized procedure for reviewing update, insert, 
and delete actions within QMF to ensure the actions are appropriate and authorized. 

Recommendation Number 10 (J-6 and DDC) 
DLA J-6 should work with DDC to develop an auditable process for using QMF to update, 
delete, and insert DSS data. 

7. Access to the QMF 

l(b)(3):10 U.S.C. 128 

l(b)(3):10 U.S.C. 128 

J r 

DoD Instruction (DoDI) 8500.2, Information Assurance (IA) Implementation, dated 6 February 
2003, section E3 .4. 7, states: "Privileged users and Information Assurance Officers shall access 
only that data, control information, software, hardware, and firmware for which they are 
authorized access and have a need-to-know, and assume only those roles and privileges for 
which they are authorized." Additionally, National Institute of Standards and Technology 
(NIST) 800-53, Recommended Security Controls for Information Technology Systems, states 
Control AC-2, "The organization manages information system accounts, including establishing, 
activating, modifying, reviewing, disabling, and removing accounts. The organization reviews 
information system accounts [at least yearly]". 

(b)(3):10 U.S.C. 128 
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Recommendation Number 11 (J-6) 
DLA J-6 should re-evaluate users with access to QMF to validate the number of users with read, 
update, insert and delete access to QMF. 

Recommendation Number 12 (J-6) 
DLA J-6 should develop and implement procedures requiring QMF user lists be reviewed 
periodically to identify and remove users that no longer work at DLA and those users that do not 
need update, insert, and delete access as part of their job function. 

8. Movement of NWRM not Transferred to Date 
(b)(3):10 U.S.C. 128 

(b)(3):10 U.S. C. 128 IFor the period identified 
above, DSS was not configured to identifv and restrict NWRM assets from being received and 
sent by DLA. l(b)(3):10 U.S.C. 128 I 
(b)(3):10 U.S.C. 128 

The MOA states that there is risk to DLA if items that have already been transferred to the l1hlJ 
are subsequently sent to the transferring DLA depot, thus the MOA precludes such action. 
However, USAF field and maintenance personnel continue to ship NWRM assets already 
transferredl(b)(3):10 lin non-compliance with the MOA9

. This occurred because USAF field and 
maintenance personnel either do not realize the item has been fully transferred l(b)(3):10 I or they 
ignore USAF guidance that NWRM assets transferred to i(b)(3): I [ill] facility should be sent only 
to the [(hl] Additionally, while DDC has sent guidance to its depots directing that NWRM assets 
be treated as classified inventory we believe that more specific working level guidance would be 
helpful if it explained what should be done upon receipt ofNWRM. As a result, DLA continues 
to be at risk for mishandling NWRM. 

Recommendation Number 13 (J-314 and DDC) 
Develop an internal process to track NWRM misdirected shipment events and notify repeat 
offenders. Write a letter to the Air Force Materiel Command Directorate of Logistics, 
AFMC/A4, requesting assistance in getting USAF shippers to send NWRM to correct Defense 
Activity Address Code (DoDAAC) locations. Finally, develop procedures covering proper 
handling ofNWRM inventory misdirected to and received by DLA warehouse personnel. 
Audit Comment: DLA DA will provide a copy of the final report to the Air Force Audit Agency 
to advise them of our finding of misdirected NWRM. 

9. Weaknesses Surrounding Authorized Supervisor Table 

As noted above, DLA continues to receive and send NWRM assets to the USAF bases and local 
depot maintenance shops. Once DSS prompts an operator that a dual inspection is required, a 
valid supervisor must sign on to approve the movement of the NWRM asset. The supervisor 

91(b)(3):10 U.S.C. 128 
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must be on the "AOU Global Table- Authorized Supervisor Table", which lists all individuals 
who are able to approve movement ofNWRM assets into the DLA depots.[(b)Q):lo U.S.C. 

l(b)(3):10 U.S.C. 128 

• Six of 12 depots on the Eastern Region had ten or more authorizing "supervisors" 
• Two of 13 depots on the Western Region had more than ten authorizing 

"supervisors" 

DoD I Number 8551.1, dated 13 August 2004, section E2.1.1 0 states: "Least Privilege. The 
principle requiring that each subject is granted the most restrictive set of privileges needed for 
the performance of authorized tasks. Application of this principle limits the damage that can 
result from accident, error or unauthorized use of an information system." Additionally, NIST 
SP 800-53 Recommended Security Controls for Federal Information Systems and Organizations 
states Control AC-6: "The information system enforces the most restrictive set of 
rights/privileges or accesses needed by users (or processes acting on behalf of users) for the 
performance of specified tasks." 

The DLA depots may not have known of the quantity ofNWRM assets that are going to be 
received and how many individuals would be required to approve these transactions. However, 
excessive access permissions can lead to an access control environment where users have 
unnecessary access to a system or greater access rights than required to perform their job 
function. This can lead to inappropriate actions within DSS and can cause NWRM assets to be 
erroneous! y inducted. 

Recommendation Number 14 (DDC) 
DDC should re-evaluate the list of approving "supervisors" for each depot and limit the list to a 
reasonable number of approving "supervisors" as determined by DDC. Additionally, periodic 
reviews should be done to identify and remove users that do not require access as part of their 
job function. 

10. Duplicate Serial Numbers 

(b)(3):10 U.S.C. 128 

DLA Defense Distribution Center, Swarm -Distribution Operations Training Manual, 
Warehousing 8.2 states, "When a UII is used, no other Unique Item Tracking (UIT) asset can 
contain the same UII within its NSN or National Item Identification Number (NIIN)". 
Additionally, GAO Standards for Internal Control in the Federal Government states "A variety of 
control activities are used in information processing. Examples include edit checks of data 

14 
For Official Use Only 



For Official Use Only 

entered, accounting for transactions in numerical sequences, comparing file totals with control 
accounts, and controlling access to data, files, and programs." 

(b)(3):10 U.S.C. 128 

We will follow-up on the system change by testing it in the production environment to ensure it 
is operational and functional. 

11. Other Observations 

The following are issues that merit consideration. We will continue our work and where noted, 
perform additional work related to these areas and gather more information prior to our final 
report to be issued after the NWRM transfer is complete. 

• 

• 

• 

Some actions and decisions by the USAF have increased the risks to DLA. For example, 
the lack of a final demilitarization list re uirin DLA to ossibly hold NWRM longer, the 
decision to develop an additional (b)(3):10 U.S. C. 128 also requiring DLA to hold 
NWRM longer, and an imbalance in the level of senior level involvement during day-to­
day transfer operations. Specifically,l(b)(3):10 I DLA initially had a Colonel and later a 
GS 15 managing daily operations including personal visits to the warehouse while the 
USAF staffed the operation with a ChiefMaster Sergeant lead.l(b)(3):10], daily 
responsibility resided with'(b)(3):10 !director (GS 15) while the USAF staffed the 
project with a YC02 10

. 

Supporting testing documentation, including test plans and test results, were not 
documented and maintained. Specifically, we noted during a walkthrough of changes 
made to DSS, J-6 did not have a test plan and the test results were not captured and 
maintained. The DLA One Book- Collaborative Configuration Management (CM) 
Process, states "All test plans, results, and reports shall be collected, reviewed, and 
accepted through the assurance testing team. Mter final testing, the testing 
documentation and results shall be incorporated into the development package." We 
suggest J-6 comply with the DLA One Book- Collaborative CM Process and ensure all 
test plans, results and reports are maintained. 

!(b)(3):10 U.S.C. 128 

10 In the National Security Personnel System, pay band YC02 for Logistics Managers falls within the previous GS 
12-14 pay levels. 
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• (b)(3):10 U.S.C. 128 

• 

(b)(3):10 U.S.C. 128 

l(b)(3):10 U.S.C. 128 I Office ofManagement and Budget Circular A-
LLJ, Management s Kesponslblllty tor Internal Control states, "Application control 
should be designed to ensure that transactions are properly authorized and processed 
accurately and that the data is valid and complete. Controls should be established at an 
application's interfaces to verify inputs and outputs, such as edit checks." We suggest J-6 
work with DDC I (b)f3)·1 o II S c 128 I 

l(b)(3):10 u.s.c. 128 

E. Interim Conclusion 

While overall,[(b)(3): 10 U.S.C. 128 ~ave so far performed the NWRM 
transfer well, process guidance and management oversight over NWRM inventory transfers and 
data processing could be improved. Additionally, because DLA will continue to handle NWRM 
for the foreseeable future, we strongly encourage DLA/DDC Management to develop detailed 
guidance for those handling NWRM. Furthermore, due to the sensitivity and visibility related to 
NWRM, we recommend DLA Senior Leadership consider the risks identified and take 
appropriate actions to reduce the risks to an acceptable level. 

F S . ummary o fR d f ecommen a Ions 
Number Recommendation (NLT 30 days) Office of Date Corrective 

Primary Action will be 
Responsibility Completed 

1 Emphasize to personnel working NWRM J-3/4/DDC Action Complete 
transfer the importance of current, accurate, 
and complete documents. 

2 Develop a record retention procedure so that J-3/4/DDC 30 September 2009 
the co-signed checklists are maintained for 
at least 5 years after completing the transfer 
of all NWRM assets (classified and 
unclassified) and are scanned electronically. 

3 Perform oversight of the NWRM transfer J-3/4/DDC Action Complete 
documentation process, for example by 
assigning personnel to randomly check 
documentation to ensure that it is current, 
accurate, and complete. 

4 Remind and emphasize to the centers that J-3/4/DDC Action Complete 
they comply with existing guidance which 
directs any NWRM inventory discrepancy 
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Number Recommendation (NLT 30 days) Office of Date Corrective 
Primary Action will be 

Responsibility Com_]!_leted 
be reported to DDC immediately. Further, 
they should determine if contractor operated 
sites are in compliance with NWRM 
inventory variance reporting. If necessary, 
develop contract modifications to ensure 
NWRM inventory variance reporting 
complies with DLA NWRM policy. 

5 Direct the NWRM centers to manage its J-3/4/DDC Action Complete 
frustrated inventory utilizing DSS so that at 
any point in time management can be 
apprised of all the frustrated items and 
where they are. 

6 Using thel£b}(3}:10 U. I, J-3/4 and DDC J-3/4/DDC Action Complete 
should develop management reports 
indicating when items were frustrated, why 
they were frustrated, and who needs to take 
action. 

7 Elevate through appropriate Senior level J-3/4/DDC 30 June 2009 
channels to request a final demilitarization 
list and schedule within 30 days or a waiver 
to the MOA so that all assets can be 
transferred to the USAF regardless if they 
expect to demilitarize the assets. 

8 (b)(3):10 U.S.C. 128 J-3/4/DDC 1 November 2009 

II 
9 DLA J-6 should develop and implement a J-6 3 1 August 2009 

standardized procedure for review, update, 
insert, and delete actions within QMF to 
ensure the actions are appropriate and 
authorized. 

10 DLA J-6 should work with DDC to develop J-6/DDC Action complete 
an auditable process for using QMF to with on-going 
update, delete, and insert DSS data. quarterly reviews 

11 DLA J-6 should re-evaluate users with J-6 3 1 August 2009 
access to QMF to validate the number of with on-going 
users with read, update, insert and delete quarterly reviews 
access to QMF. 

12 DLA J-6 should develop and implement J-6 3 1 Au_g1.1_st 2009 
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Number Recommendation (NLT 30 days) Office of Date Corrective 
Primary Action will be 

Responsibility Completed 
procedures requiring QMF user lists be with on-going 
reviewed periodically to identify and quarterly reviews 
remove users that do not need update, 
insert, and delete access as part of their job 
function. 

13 Develop an internal process to track J-3/4/DDC Action Complete 
NWRM misdirected shipment events and 
notify repeat offenders. Write a letter to the 
Air Force Materiel Command Directorate of 
Logistics, AFMC/A4, requesting assistance 
in getting USAF shippers to send NWRM to 
correct DoDAAC locations. Finally, 
develop procedures covering proper 
handling ofNWRM inventory misdirected 
to and received by DLA warehouse 
personnel. 

14 DDC should re-evaluate the list of DDC 3 1 August 2009 
approving "supervisors" for each depot and with on-going 
limit the list to a reasonable number of quarterly reviews 
approving "supervisors" as determined by 
DDC. Additionally, periodic reviews should 
be done to identify and remove users that do 
not require access as part of their job 
function. 

G. Management Comments 

We provided a draft of this report to DDC, J-3/4, and J-6 for comment. DDC, J-3/4, and J-6 
concurred with all of the recommendations addressed to them. All DDC written comments are 
included in their entirety in Appendix 3; J-3/4 written comments are included in their entirety in 
Appendix 4; and all J-6 written comments are included in their entirety in Appendix 5 of this 
report. 

We appreciate the courtesies and cooperation extended to us by all staff involved in this audit. 
Please direct any questions to Mr. Steve Roulette, Audit Lead, DA Audit Division at (614) 692-
9008; DSN 850-9008 or via email at steven.houlette@dla.mil; or Ms. Trang Ho, IT Audit 
Director, DA Audit Division at (703) 767-7482; DSN 427-7482 or via email at 
trang.ho@dla.mil. 
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ICb)(6) I Auditor, DLA Accountability Office 
l(b)(6) k Auditor, DLA Accountability Office 

uditor, DLA Accountability Office 
l(b)(6) liT Auditor, DLA Accountability Office 
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AFB 
CCC 
CGA 
CIIC 
CM 
DA 
DDC 

Air Force Base 
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Appendix 2 
Acronyms 

Command Control Center 
Continuing Government Activity 
Controlled Inventory Item Codes 
Configuration Management 
DLA Accountability Office 
Defense Distribution Center 

i(b)(3):10 U.S.C. 128 L 
~~;~~l~:I~o~u.~s.~c.~Iz~s--------------------~~ 

uerense Logtsncs Agency 
DoD Department of Defense 
DoDAAC Defense Activity Address Code 
DoDI Department ofDefense Instruction 
DSS Defense Distribution System 
(b)(3):10 U.S. C. 128 
'FLIPL 
GAO 
IA 
lAO 
MICAP 
MOA 
NIIN 
NIST 
NSN 
NWRM 
PIC 
QBL 
QMF 
UII 
UIT 
USAF 
SDR 
WEBFLIS 

Financial Liability Investigations ofProperty Loss 
Government Accountability Office 
Information Assurance 
Information Assurance Officer 
Mission Incapable due to Supply 
Memorandum of Agreement 
National Item Identification Number 
National Institute of Standards and Technology 
National Stock Number 
Nuclear Weapons-Related Materiel 
Positive Inventory Control 
Quantity By Location 
Query Management Facility 
Unique Item Identification 
Unique Item Tracking 
United States Air Force 
Supply Discrepancy Reports 
Federal Logistic Information System Web Inquiry 
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DDC Management Comments 

DEFENSE LOGISTICS AGENCY 
DEFENSE OISTRIBUTION CENTER 

2001 MISSoON DRIVE 
NEW CUMBERLAND, PA 17070-5000 

MEMORANDUM FOR DLA ACCOUNTABILITY OFFICE 

JUL 10 2089 

SUBJECT: DDC Comments on Draft Interim Report, Transfer of Nuclear Weapons Related 
Material (NWRM) to the United States Air Force (USAF} 

DOC has reviewed the Draft Interim RqlOI't on the transfer of NWRt\4 to the USAF dated 
June 19,2009. Our comments are provided on the attached and include our actions taken or 
planned in response to the recommendations provided. 

l(b)(6) 

"'WiLLiAM 1FifuWEN. s£S 
Deputy Commander 

Attachment 



.. 

Appendix 3 
DDC Management Commets 

Number I RecommendaUon .. ----····-- - --- ---- ------·-· --

Emphasize to personnel worklng.NWRMiransfer-otthe . j.3i4ii::ioc·· i5ocT-3comments:··ec;rn;ur:--Airpersonnel working the --

_, ___ OP~--I ____ _ Comments/Status . •"•. ·- ·······-

2 

3 

4 

5 

l
! Importance of current, accurate, and complete documents. transfer of NWRM assets are aware of the Importance of 

current, accurate, and complete documentation. When errors 
are Identified, the personnel Involved are notified and re-

I 
.. . _ _______ trai!!ed a~-~~s_~ry,_____ _ ___ ----·------

Develop a record retention procedure so -lhaHheOO:stgned-- j~3i4115tic- DDC.J-=3COinments: -Concur: DOC tiastaken action to-obiafn 
1 checklists are carefully maintained for at least 6 years after all completed checklists used during the transfer or NWRM 
completing U1e transfer of all NWRM assets (classified and assets and will retain for at least five (5) years. We are 
unclassified) and are scanned electronically for utmost control. ,exploring opUons to electronically scan the documents so they 

ican be retained indefinitely; ECD: Completed checklists will 
I be provided within two weeks of completion; ECD for method _ _ _ _ _ _ _____ __ ____ _ _ . _ _ _ ________ F _____ t_ e~~tronically scan the docum~~~ ~~~0 September 2~0-~. __ _ 

Assign personnei to-randOmlY check documentailciiliii ensure· J-=314tDDC I:DC J-3 Commeri~ -Cofcur::-·o-n-a June o!i:Ooc!iire'cted ---
that it is current, accurate, and complete. sites with NWRM ,--.... and f ,--.... ll to assign a parson to 

randomly check documentation to ensure that It is current, 
____________________ .... ____ --------\!lccurateandcomplete. D-~~_actloncomRiet~-- ___ _ 

Remind and emphasize k:ltheceniers worklngNWRt,r-··--- J-3/4/DDC iDDC J-3 Comniiinis: -Concur. DDC re-Issued gUidance oil·a·-
transfer actions to comply with existing guidance that directs !June 09 to ensure that any NWRM discrepancy is reported to 
that any NWRM discrepancy be reported to DOC Immediately. !DDC immediately. DOC action complete 

------~--- --~-----------~--·-···----- ---·-- ---- -·- -· -·-----------· 

Direct theN .... lRM centers to mana g-ifts frustrated lnveriiCiry-,J-3/4/0DC-,DDC J-3 Comments: Concur. Wiieiithlsvliineral>iliiy was ... -
utilizing DSS so that at any point In time management can be Identified, immediate acUon was taken to ensure any frustrated 
apprised of all the frustrated Items and where they are. NWRM assets were clearly Identified as frustrated, placed In a 

· segregated location and DSS record updated with the actual 
physical location. This Is now standard practice for any 
frustrated NWRM asset. DOC action complete 

1-----1-- .. --- ----- --·I 
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Appendix 3 
DOC Management Commets 

[ . -:- -RoooO.iD..,.,.,~--:: . . . ... ~ <!P~ 1=--~ _ _u c.,.nont•':'"'-:-: : 
'!_J(II'iU ~~olio ,-.. IYooi:IDI, .1~1..4 ~r.o DOG 1t1oo:O dai'Uiop J-314/0DC OOC J~ Cor.llmtnl$: CQI'IGUr. fl'l/litrill.a M frWflMiit~ ortl! ll_lll t;;~tlll'lg. when ~lat<".e at~ fru aHQJO.d, Why .tltl &IS .ant IUICl-1. t>:l '.'. fOilrX'Itt1 mat_ •_ d, tJ.lulng tha VJ321 n~~:~du( 
lllei' Brj) rruetrate\1, flltld whoneeds._I<.>Jsko nooon. QLlC OC.IIQI'I IXI!'I'fl)t~!l ... . . , . . · _ 

I::.I<Y•ate ttiroOJ<;Jh .a(>prt'pr>UCo SoniOf 10-#0I ~QM041IO ro'liiUUI a IJ-1.'<4i00(:: 
linol dOIToiHtarlzolion ltlt 1'.1thll'l 30 day& or 1 v..uh'er 10 11111 MOA 
eo 111et oa oG&cm C;lti'Jllc tror.Cfb"M 1611'1• Ui·\F r~Gralnt If 
UW'/ tlXPOCllo d'llmlltaf\M 1i'lO t!U011L 

DDC J~Commeniti: Concur. ThrOl!QhO<Jn•·lil•k~/ 
ccnl41fanca <:allw with lha A:F, DI.Jl."DDC h111 n:qu-eors~et.lllll!"-.1 
domill!llrt:zatlon U~:~t llll'ld s.::hodule c• p:·o•.11ded prornptlr·. 
CII~TWJI AF ECO for pro11t:Jin(l- Uut ll&llliCl~VICI loJ ~Q ~!Jill!! 

,.200il. A!tllough 11/Q havv n04;roov!vv:J gn -of(~~:kfl DeMIL list IH 

: f!lchvoula, WI ha~o-. tnam~flflrutl1hll t111 m• l!l'ritH \Q N''I\>'-.JIIhttl 
and cufif:nd\' by lam(::()r;JI1!y IIJ.'.Orlrt:~ k• 11 JeiJI"f!.'mmlleO, locked 
uraa. "Th• AF wll ba "nP<ll"'llbre lor Bll processlno of this 
mPivllel. VIII riio:•lliwd dht>otal ordor•lor•l;.cll,lt 15('} assets et 
tE3 wh klh v~re shlpr~td lllutell., the OEIIJIL Center Jn 
T\tt:ll'on. Pis~"' orllers for lite n>malnlng OE>..!IL mst .. ritizl at 
~ '"'ill e.xpucted ovst lha 1111X1 monlll or aa. 

··~·-·--·- -----------·--·· ·-··-·· .. 
'!Wiiht 11 pl)llt:ryt aelt(lr tn ~am! a l!ttter lo lila USAF lltllt'liJ 
tl1al 'Nhl! 1 uw Ttnko• P~lty Iii ralldjilor tra.nafllr jj',a( thlf 
lo~a; ~w-o-ili)lll l"\$f-•OIIo . .., \'o/lltl:-e redQne reei-Um&flrlcno h!t 

ltrl'fiOter QCU9•lli< llfl tiQI'l~ l:r,• D:JHU on<J a~ dlnloted by U1a 
, !Sit') null Mot\. f'urth~r. DDC filftl PI'J~<roe-rcrrnat NV'IRM 
·tr(!col~ll!l !1\JI.:Ii:'.lnca .o'"~'Hr>lghl ta ,-.. for ths Vllfllli~. 

'J-3.i4li:DC DbC j.:s-CCirifiwriti: ·c:xleur. DOC~ made It el~r to i~. 
AF' that~ '""po~~<;f lint n--s~i91to bejointl)" ber~~,-.. 
,ln~et.ed v.1lfilr> tha rn.at...-koll 11 trans.letY>ed Co 11"le 0" 
:~t~d&lf Form ... t~WRM tran,.fec (llJldtmCI! (M W(Z 01 "'Y lteca:;r;ry uddl!onellra nltn~J and O'Jotr&lghl) wit be: pro~1d.,::! to 
I ,......_ prior to oi!.IIJ!IC 1111~ 1h• iiNtllrMe ro:or ()f "''MiM &.~sets. to 
jlha Tlnller FIC Pocftl!y. J·~f<IIII'KI ODC. In r;:cmjunction wllh lhs 
14F, ara tiBwtloplno 1 M OA to b~ '-"!l:lCI IO' docu men! neousuury 
11dbm. 1'r.or 111~ lhallflOnster of Nlf/RI.~. ·T111a 1.\0AinoludoD th(l 
rei'Julromenllu conduct a joint baro•l'it!ln'l intlpcotlr.liJlr!Cr to 
trsnwfemno. Em: Nl.T 1 Novilmbt.or 7009 (estimated Tlnkllr 
PIC o&t.b11•hrr•enlda.te) 

L -·-·"'--···'·"·~·~·- .... ·-·--------.-- .. -- I 

I 
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NU!flj)!lr i R•conmwndatlon -OPR ,_ ____________ 9~~!!!'!~ffi("lllll 

~ 

lot/, J.l) ~10Uid deo.oelop erd IP"If-i"ll'ent" etAr.dl!rcli~r--lH. 
:(lror.ed•Are kn' K~o;•~t•"· UF'Jiiki, ln~art, OlOd ~,.ltla uctlc;m• V•itnh 
C:MF tc enaunt rhe a.:;U::ma ariJ apprupriwre ilfltl aulhoiaad. 

---lone -J-3t~MI.J-6H cctr.mCJt.t~: co'ncut. DDCJ-3arid J'.aN 
hiMI nn inl'omlm! proe!lu In (:laca·hhe-r& \'.rrJf~ . .., (l.11. e-mail 
oJocl!mul~ Ia prOYrlied prfc.f lo any •!li\.IF II!Ciloo that ·~.till 
''JP~tG. lncort or dOitllb OSS dalll. We \\t llofiT!i.IIZ:;!!Ihl~ 
1
J)I!XOOS '.'Altlrn lhit Ot'Hil!U •:ta:ts-. ECD: 31 AuglllillJIJ9 

. . . . - .. 'r;t.:J\'J-6 l;tio'uld \~t•(~k ~.1111 DCC to <l!IYilO' • P.f~¥$fw-r U-!lillg IJ..fiiooo·· 'lbt:C.i-3 arid J.atfC:mlnleniS: Concil r: 'oi:lc J~3 .and J-4JN . 
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ChieflnlotmatiQn Officer 
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Executive Summary 
Audit Report DA0-09-12 

Januaty 27, 2010 

Audit of Military Construction Resulting from BRAC 2005 

J-3/4 and DDC 

Results 

The DLA Accountability Office audited the adequacy and management 
of documentation required to support the 2005 Base Realignment and 
Oosure (BRAq conclusions, construction requirements, and BRAC 
funding. Our audit covered the DLA military construction (MILCON) 
projects that resulted from the 2005 BRAC decision number 177. The 
BRAC MTLCON projects that were subject of this audit were the 
General Purpose Warehouse (GPW) and the Consolidation, 
Containerization, and Palletization (CCP) warehouses located at 
Distribution Depot Susquehanna Pennsylvania (DDSP), Distribution 
Depot Warner-Robins Georgia (DDWG), and Distribution Depot 
Oklahoma City Oklahoma (0000). 

As a result of our audit, we found that the BRAC MILCON 
construction requirements were generally valid and supported. The 
BRAC 2005 Decision Memorandum justifies the GPW MILCON project 
DDSP and the CCP MILCON projects at DDWG and DDOO, and 
details the expected benefits. Because the supply, storage, and 
distribution management reconfiguration decisions were authorized by 
the Secretary of Defense, the President, and Congress, there was 
sufficient approval of the projects. 

We also found that the BRAC funding provided to DLA for the 
construction of these MILCON projects was being used appropriately. 

The construction requirements for the BRAC MILCONs were valid; 
however, DLA supporting documentation on all three projects needed 
to be consolidated and improved. We did not find a clearly defined 
audit trail of documentation and methodology supporting the 
progression from the original BRAC recommendation to the specific 
construction projects. 

We determined that DLA did not have any space or volume utilization 
metrics for bulk storage; which accounts for about 70 percent of all 
DOC stock. We also determined the methodologies used in the 
measurement of bulk stock are highly subjective and rely on self 
reporting by warehouse personnel. Each distribution depot is 
responsible for performing their own bulk storage utilization study and 
reporting the results to DOC with limited validation. 

--- ~-~~~--- -~--

Why DA Did this Review 
·' .. ,. . ,. ' ' 

The FY ·09_ I) LA Accountability.. · 
OfficeA:nhualAudit Plan. · · 
mcluded an audit ofBRAC SS&D 
sites; however,due to the~­
of SS&D iinplementatioil (and at 
the reque5t of the DLA BRAG 
Office), we condtitted. an audit of . 
the' BRAG MILCONprogram •. · 
This audit provided a . . . 
comptehen5ive assess:tnefltof the 
program and practical · 
recotmneridatio:nS,· as 
appropriate; for DLA senior 
leadership. 

. ~ ·; 

The· overall objective of the audit 
was to evaluate the DLA BRAG 
MILCON progratn _·· _. .. . . -• 
ad1llinistration; Speeifically, the . 
audit determine([ whether: (1) the 
BRACful1ding is being used 
appropriately,· and (2) the .. 
cortstr4ction reqditehients were . 
valid and supported. 

This rep~llt contciiristwo 
recotnl11endation5 addressed • 
jointlytoJ-3/4 arid QDC,three, 
recotniriendations addresSed to 
the DDCConunander, and two , 
recbJl:Uriendation5 lQ theDifeetor 
of'DES. Ottr recommendations 
addr'~-6pportU1lities fbr DLA t6 
further develop their proc~ . 
and procedures for BRAG 
MILCONptojecf supporting , 
documentation files and for 
further development irt storage 
space asSe5Smerit, measurement, 
and management ~ · · 



DEFENSE LOGtSTICS AGENCY 
HEADQUARTERS 

8725 JOHN .J. KINGMAN ROAD, SUITE 253::.'1 

FORT BELVOIR, VIRGINIA Z2060-6221 

IN REPLY 
REfER ro DA January 27,2010 

MEMORANDUM FOR COMMANDER, DEFENSE DISTRIBUTION CENTER 
DIRECTOR, LOGISTICS OPERATIONS AND READINESS 
DIRECTOR, DLA ENTERPRISE SUPPORT 

SUBJECT: DLA Military Construction Projects 

This is our report on the audit of the DLA military construction projects initiated as a 
result of the 2005 Base Realig1m1ent and Closure decisions. It includes our review and 
conclusion of the overall BRAC MILCON program administration. 

We conducted this audit from January 2009 to October 2009 in accordance with 
generally accepted govermnent auditing standards for performance audits issued by the 
Comptt'Oiler General of the United States, with the exception of meeting the peer review 
requirement. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on 
our audit objectives. The DLA Accountability Oftice has not been subject to an external peer 
review in over three years due to a lack of a Quality Assurance Review Team. Howeverj tlus 
has no effect on the quality of this repoti. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objectives. 

This report contains seven recommendations to impmve the operations of the BRAC 
MILCON program and the associated management comments. There are two 
recommendations addressed jointly to J-3/4 and DDC, three recommendations addressed to the 
Commander ofDDC, and two recommendations to the Director of DES. 

I appreciate the courtesies and cooperation extended to us during the audit. For 
additional information about this teport, please contact Jonathan Gallinger at (804) 279-3570. 

l(b)(6) 

BRIDGET ... SKJOLDALV 
StaffDirector, Audit Division 
DLA Accountability Office 

~ 
Federal Recycling Program .... , Printed on Recycled Paper 
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INTRODUCTION 

OBJECTIVES 

The objective of this audit was to evaluate the DLA Base Realignment and Closure (BRAC) 
Military Construction (MILCON) program administration. Specifically, we determined 
whether the: 

• BRAC funding was used appropriately. 

• Construction requirements were valid and supported. 

WHAT WE AUDITED 

Our audit covered the DLA MILCON projects that resulted from DLA enacting the supply, 
storage, and distribution management reconfiguration decisions within BRAC 2005 decision 
number 177. This decision created: 

• A general purpose warehouse at Defense Distribution Depot Susquehanna (DDSP). 

• A consolidation, containerization and palletization warehouse at Distribution Depot 
Warner-Robins (DDWG) and Distribution Depot Oklahoma City (DDOO). 

We also reviewed funding documentation from DLA to the U.S. Army Corps of Engineers 
(USACE). We did not evaluate these projects for their use of green technology. 

BACKGROUND 

On January 4, 2005, the Secretary of Defense released selection criteria to guide the BRAC 
process. The DOD, Congress, and the BRAC commission adhered to a predetermined set of 
criteria to guide them through the process. While many of the criteria are similar to those used 
in past BRAC rounds, some were updated to reflect new DOD objectives. These new criteria 
were critical to a process that produces the maximum savings and efficiency for the taxpayer. 

The BRAC 2005 data call used fiscal year 2003 data to estimate potential costs using the Cost of 
Base Realignment (COBRA) model. After an in-depth look at the missions and functions, as 
well as other workload changes, DLA identified a variance between the original and the current 
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COBRA estimate. This variance resulted in a reduction to the number of transfers-in-place to 
support the industrial supply and distribution functions. 

BRAC commission recommendations became law November 9, 2005; DOD has until September 
15, 2011 to complete the implementation of recommendations. The DOD BRAC business plan 
serves as the foundation for the complex program management necessary to ensure BRAC 2005 
recommendations are implemented efficiently and effectively. The BRAC Supply, Storage and 
Distribution Management Reconfiguration (COMM-177 I S&S-0051) recommendation created 
four regional Strategic Distribution Platforms (SDP) and realigned the remaining distribution 
depots into Forward Distribution Platforms (FDP). Once implemented, the recommendation 
will change DLA' s wholesale storage and distribution infrastructure into four hub-and-spoke 
geographical regions within the continental United States. Each region will have one hub, 
known as a SDP, and multiple spokes, known as FDPs. Each strategic distribution platform is 
designed to have state-of-the-art capabilities for packaging and shipping supplies to its 
designated customers. The four SDPs are located at 

• Warner Robins Air Force Base, Georgia . 

• Tinker Air Force Base, Oklahoma . 

• Distribution Depot Susquehanna, Pennsylvania . 

• Distribution Depot San Joaquin, California . 

The recommendation required the FDPs to relocate their remaining wholesale storage and 
distribution functions and related inventories to their regional SDP. The recommendation also 
requires DDSP to receive supply, storage, and distribution functions and associated inventories 
from Defense Supply Center Columbus, Tobyhanna Army Depot, Naval Station Norfolk, and 
Defense Supply Center Richmond. The recommendation is intended to reconfigure DLA's 
distribution depot network to save money and enhance the effectiveness of logistics support to 
operational forces. 

DDC and DLA management proceeded with the development and construction of three new 
buildings in order to fully implement the BRAC decision. The original baseline number and the 
revised baseline number resulted in total construction requirements of 584,000 square feet. This 
includes two general purpose warehouses (one with 407,000 and a second with 163,500 square 
feet) and administrative supporting facilities measuring 13,500 square feet. The construction 
projects were approved in February 2006. 
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RESULTS, RECOMMENDATIONS AND CONCLUSIONS 

RESULTS AND RECOMMENDATIONS 

In this section, we discuss these four areas: 

• Use of BRAC Funds. 

• Space Management. 

• Inventory Management 

• Policies and Procedures. 

USE OF BRAC FUNDS 

The expenditure of BRAC funds is progressing appropriately and in accordance with BRAC 
guidance. We reviewed funding documentation sent from DOD to DLA and then from DLA to 
the USACE, and verified that the appropriate BRAC funds were transferred. We also reviewed 
BRAC funding documentation to verify USACE was using BRAC funds appropriately. We 
found no evidence that the funds were used for non-BRAC construction or that DLA 
supplemented the BRAC funding. 

SPACE MANAGEMENT 

We found that DDC has the ability to manage space utilization; however, the ratio of actual 
cubic storage space available to the actual cubic space used is not currently being measured. 
DDC manages space utilization as the overall storage spaces or locations utilized. Currently the 
distribution depots are reporting both cubic storage space vacant and occupied in bin, rack, and 
bulk storage; however, there are no minimum standards on an acceptable occupancy to 
availability rate within the storage spaces utilized. 

We identified the lack of storage space utilization metrics while reviewing the DD Form 805 
(DoD Storage Space Management Report). The DD Form 805 report does identify total cubic 
feet available and occupied in bin, rack, and bulk storage areas; however, there is no identified 
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minimum standard or metric. Volume utilization statistics would provide management with 
additional valuable information in the effective management of warehouse space. 

Overall space requirements standards are identified within the Joint Services Manual for 
Storage and Materials Handling (DLAM 4145.12). However, this manual does not include any 
storage space volume utilization standards. The most recent version of this manual was 
released in 1994. An update is underway to more effectively address current storage and 
material handling situations. DDC Storage Program Manager informed us that DDC has 
proposed a 40 percent volume utilization rate. This proposal was not accepted by DDC 
management and was not implemented. The use of such metrics would also provide a clearer 
justification for the need for additional warehouse space. 

Recommendation 1 (J-33 and DDC) 

Develop and implement a realistic and reportable space/volume utilization metric that will 
have "buy-in'' from the distribution depots and provide DDC and DLA management with 
oversight of space/volume utilization metrics. 

Management Comments 

Partially concur. In the absence of established DOD space utilization goals, DDC currently 
utilizes metrics to measure occupancy and storage density. The occupancy goal for bin and rack 
storage is 85% and bulk storage is 70%. The storage density goal is 40%. These goals are in 
place to measure efficient use of storage space within the DDC distribution network J-33 agrees 
with these internal DLA standards established to measure space and volume utilization. DOC 
will publish these goals to the distribution centers. 

Additionally, J-33 and DDC will work together to promote establishing DOD standards and 
ensure goals are documented in the updated version of the Joint Services Manual for Storage 
and Materials Handling (DLAM 4145.12). 

Our Response 

The comments were partially responsive. Although the comments received from management 
addressed the occupancy rates in rack and storage density goals. The management comments 
have not addressed the spirit of the recommendation in providing/reporting to DDC and DLA 
management with realistic, timely, and measurable space/volume utilization metrics. We have 
clarified our recommendation to ensure that these metrics are agreed upon by the distribution 
depots and ultimately reported to DDC and DLA management ultimately ensuring strong 
management oversight. 
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INVENTORY MANAGEMENT 

DDC has worked extensively with the Services on eliminating duplicative, dormant, excess, and 
slow-moving (zero activity) inventories. However, the Services have not identified the 
minimum and necessary storage and distribution quantities as required in the BRAC decision. 
As a result, DDC had to estimate what they anticipated the Services will transfer to DLA as well 
as the associated space requirements. BRAC initially estimated that about 22 million square feet 
of storage space would be relocated. Because DDC has improved data reliability and integrity 
due to standardizing assessment methodology across the distribution depots, the storage space 
relocation calculation provided by DDC dropped to 15 million square feet. 

In order for us to validate whether the DDSP GPW construction requirements were valid and 
supported, we attempted to verify the current storage space availability to compare to the total 
storage space requirements of the incoming stock. Since the original estimates were based on 
the Services implementing drastic reductions of stock, which hasn't occurred, as well as the 
issues we identified with space and inventory management, the DDSP BRAC MILCON may not 
be large enough to adequately house all incoming stock. 

According to DDC management, bulk storage comprises 70 percent of all DDC stock. We 
observed that bulk stock measurement was highly subjective and relies on self-reporting by the 
distribution depots. Distribution depot personnel completing bulk storage space measurements 
utilize visual estimations and judgmental observations of stored material within open storage 
areas. Secondly, each distribution depot is responsible for performing their own bulk storage 
utilization study and reporting the results to DDC. By each depot self measuring and reporting, 
there is added potential for variance from each distribution depot. Without the availability of 
accurate measurements of storage volume space available and utilized for approximately 70 
percent of all storage, management is limited in their ability to determine the true need for and 
overall amount of additional storage space. 

Recommendation 2 (DDC) 

Determine if the general purpose warehouse planned for DDSP is going to provide adequate 
storage type and space to effectively warehouse incoming items. Potential study parameters 
could include the evolving item transfer data to date, the overall storage space plan for DDSP 
and corresponding distribution depots, item overflow, and rental space mitigation plan. 

Management Comments 

Concur- action completed. The planned general purpose warehouse will provide the right 
mix and amount of storage space required to store stock moved from associated FDPs to DDSP. 
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The DDC has developed a BRAC execution plan to include the estimated amount of stock 
required to move from FDPs to the SDPs and the corresponding amount of GSF required to 
store that stock. 

DDC is also implementing a storage optimization plan at DDSP. The plan includes improved 
utilization of existing warehouse space, consideration for the space that will be provided by the 
MILCON, and the estimated impact of the DDC BRAC execution plan, including materiel 
movements. DDC considered acquiring temporary storage capacity but analysis indicated that 
a modified materiel movement plan would achieve BRAC goals without the requirement for 
temporary storage space. 

Our Response 

The management comments provided were responsive and addressed the recommendation; 
however, management did not provide the referred 'BRAC execution plan' or the referred 
'storage optimization plan' for our review and assessment. We are unable to assess whether the 
actions taken adequately address the recommendation; this will be determined during Internal 
Audit Follow-ups. 

Recommendation 3 (DDC) 

Report the results and recommendations from recommendation 2 to J-3 /4 and DDC senior 
leadership to ensure adequate oversight. 

Management Comments 

Concur- action completed. The plan was previously briefed to the DLA Alignment Group on 
December 2, 2009 and the Service Materiel Readiness Project Office (MRPO) representatives on 
December 9, 2009. 

Our Response 

The management comments provided were responsive and addressed the recommendation; 
however, management did not provide the referred 'BRAC execution plan' or the referred 
'storage optimization plan' for our review and assessment We are unable to assess whether the 
actions taken adequately address the recommendation; this will be determined during Internal 
Audit Follow-ups. 
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Recommendation 4 (DDC) 

Perform semi-annual random validations and verifications of distribution depot bulk storage 
space utilization data reported by independent teams. 

Management Comments 

Concur. As a management practice, DDC routinely sends operationally focused teams to visit 
and assess the distribution centers. While the data reported via the 805 report is specific to a 
particular date, DDC will ensure that these teams visually validate the bulk space utilized at the 
distribution center and compare to utilization reported by the center via the 805 report. 

Our Response 

The management comments provided were responsive and addressed the recommendation. 
Internal Audit Follow-ups will be performed to assess the effectiveness of the actions 
performed. 

POLICIES AND PROCEDURES 

BRAC MILCON construction projects did not follow the standard MILCON process as detailed 
by the DLA One Book. There is not a sufficient historical record documenting changes. This is 
complicated by the fact that there is not a clearly defined central documentation point for the 
BRAC MILCONs; the multiple document storage locations increase the probability that some 
documents may be lost Currently portions of the supporting documentation reside in several 
different offices. For example, we found some supporting information for the original DLA 
BRAC Team construction requirements with J-39, updated construction requirements at DDC, 
and DLA communications and project updates to USACE within the DES Project Manager's 
electronically stored email files. 

BRAC MILCON project historical records were incomplete for two main reasons; highly 
structured BRAC deadlines, and the geographical and organizational separation of DLA offices 
involved in the provision of supporting data. Subsequently, progressive changes to the original 
BRAC decisions were made and supported with updated DOC data. However, the audit team 
found gaps within the overall agency's documentation and supporting methodology behind the 
use of more recent DD Form 805 report data. In one instance it was discovered that the business 
plan incorrectly referred to the use of DD Form 805 data from December 2004 instead of from 
June 2005. As a result, the BRAC MILCON projects have a great deal of documentation related 
to the overall decision of requirements that is not consolidated in the MILCON folder. 
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Recommendation 5 (DES) 

Develop a single project folder that includes all documentation relating to the BRAC Decision, 
and the progression and evolution of the resulting MILCON. This file should be managed by 
DES as part of the overall MILCON documentation and reside in e-workplace so that all parties 
have real-time access to the overall project file. 

Command Comments 

Concur -completed action. DES has consolidated all of the necessary files into a single folder 
that supports the BRAC MILCON's size, scope, cost, methodology, and implementation. 
However, these files will continue to be managed in a manual fashion as opposed to an e-file 
construct. Due to the vast size and volume of documents an e-file construct will be 
unmanageable. 

Our Response 

The management comments provided were responsive and addressed the recommendation. 
Internal Audit Follow-ups will be performed to assess the effectiveness of the actions 
performed. 

Recommendation 6 (DES) 

Include within the project folder from recommendation 5; a full description of the methodology 
as well as necessary supporting documentation of decisions, changes, and special circumstances 
that have ultimately affected the MILCON size, scope, cost, methodology, and implementation. 

Command Comments 

Concur -completed action. DES has consolidated all of the necessary files into a single folder 
that supports the BRAC MILCON' s size, scope, cost, methodology, and implementation. DES 
methodology for control and management of files for BRAC MILCON's adheres to OSD's 
policies and procedures and is not different from traditional MILCON projects. 

Our Response 

The management comments provided were responsive and addressed the recommendation. 
Internal Audit Follow-ups will be performed to assess the effectiveness of the actions 
performed. 
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Recommendation 7 (]-39 and DDC) 

Incorporate copies of all documentation of decisions, changes, and special circumstances that 
have ultimately affected the MILCON size, scope, cost, methodology, and implementation, in 
the single project folder. 

Command Comments 

Concur -completed action. DES has consolidated documentation into a single project folder. 

Our Response 

The management comments provided were responsive and addressed the recommendation. 
Internal Audit Follow-ups will be performed to assess the effectiveness of the actions 
performed. 

CONCLUSION 

We concluded the construction requirements for the BRAC MILCONs were valid; however, 
DLA supporting documentation on all three projects needed to be consolidated and improved. 
We could not identify a clearly defined audit trail of documentation and methodology 
supporting the progression from the original BRAC Recommendation #177 to the current DDSP 
GPW MILCON. A single project folder that includes all documents relating to the BRAC 
Decision, and the progression and evolution of the resulting MILCON should be kept and 
maintained within e-workplace. With the main MILCON project folder residing within 
e-workplace, all appropriate DLA personnel will have instant access to all uploaded project 
documentation. 

Overall, DDC has made significant advances in assessing and forecasting storage space 
requirements. However; without the availability of a true and accurate measurement of storage 
volume space available and utilized, management is limited in their ability to determine the 
actual requirements for additional GPW storage space. 

We found that DDC has the ability to manage space utilization; however, the ratio of cubic 
storage space available to the amount of cubic space used is not currently being measured. 
Overall space requirements standards are identified within the Joint Services Manual for 
Storage and Materials Handling (DLAM 4145.12). However, this manual does not include any 
storage space volume utilization standards. Volume utilization statistics would provide 
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management with additional valuable information in the effective management of warehouse 
space. 

The distribution depots are reporting both cubic storage space vacant and occupied. The DD 
Form 805 report identifies total cubic feet available and occupied in bin, rack, and bulk storage 
areas; however, there is no identified minimum standard or managing metric. DOC Storage 
Program Manager informed us that DDC has proposed a 40 percent volume utilization rate. 
This proposal was not accepted by the distribution depots and was not implemented. The use 
of such metrics would also provide a clearer justification for the need for additional warehouse 
space. 

The overall size requirements for the DDSP GPW MILCON that were generated to 
accommodate stored inventory moving from DDTP, DDNV, DDRV, and DDCO to DDSP was 
based on DDC's stock level calculations and projections. We determined that there are no cubic 
space or volume utilization standards for available storage space, and that bulk storage 
comprises 70 percent of all DDC stock. We also determined that the measurement of bulk stock 
was highly subjective and relies on self-reporting by warehouse personnel. Each distribution 
depot is responsible for performing their own bulk storage utilization study and reporting the 
results to DDC. 

By each depot self measuring and reporting, there is added potential for variances from each 
distribution depot. Without the availability of accurate measurements of storage volume space 
available and utilized for approximately 70 percent of all storage, management is limited in 
their ability to determine the true need for and overall amount of additional storage space. The 
use of teams that are highly trained, experienced, and independent of local distribution depot 
management to perform semi-annual reviews and validation of self-reported bulk inventory 
would provide independent verification of actual bulk storage inventory levels. 

As for the proper use of BRAC funds, we concluded that the BRAC funding provided to DLA 
that is being utilized for the construction of the MILCON projects referred to within this report, 
is being used appropriately. As of the time of our site visits, the expenditure of BRAC funds is 
progressing appropriately and in accordance with BRAC guidance. All financial documentation 
provided by DLA J-8 and the USACE showed the transfer and expenditure of the correct BRAC 
funding. We found no evidence that the funds were used for non-BRAC construction or that 
DLA supplemented the BRAC funding. 
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APPENDIX A 
SCOPE, METHODOLOGY AND CRITERIA 

SCOPE AND METHODOLOGY 

We focused on determining if the need and requirements for the new construction of the CCPs 
at DDWG and DOOO, and the GPW at DDSP were adequately supported and documented. 
The BRAC business plan serves as the foundation for the complex program management 
necessary to ensure BRAC 2005 recommendations are implemented efficiently and effectively. 
The BRAC Commission Supply, Storage and Distribution Management Reconfiguration 
(COMM-177 I S&S-0051) Recommendation created the requirement for four regional Strategic 
Distribution Platforms (SDP) at Robins AFB, Tinker AFB, Distribution Depot Susquehanna, and 
Distribution Depot San Joaquin. These plans within the BRAC business plan were authorized 
by the Secretary of Defense, the President and Congress decisions made had sufficient reasons 
to recommend the project. 

To ensure the scope and size GPW MILCON project at DDSP was supported, we reviewed the 
determining factors used by DDC management; these determining factors included: 

• The current storage space utilization rate . 

• Dormant and inactive stock identification and calculations . 

• Projected FDP stock level requirements . 

• The DDSP Master Plan for site availability . 

During our review of the supporting data and calculation we looked at both the quantification 
and qualification of the supporting and source data; this included reviewing: 

• How the DD Form 805 report is generated and on what data it is based . 

• Reviewing the calculation storage space and space utilization . 

• Reviewing the identification and calculation of dormant and inactive stock. 

We visited the USACE District Office for each of the three corresponding MILCON projects to 
verify the existence and review the contents of the official project file. We also performed site 
visits to all locations that MILCONs were either currently or soon to be underway in order to 
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verify their physical existence. At both of the CCP MILCON sites, the USACE Site Project 
Manager provided us with a brief tour and provided us the original site plans for review. We 
visited the GPW MILCON site during the survey phase of the audit and were provided with a 
brief view of the construction sites of the two GPW s. 

We reviewed the Funding Authorization Documents (FADs) that were within the official Project 
File and compared funding documentation provided by DLA J-8. We also identified the 
appropriate and acceptable use of the various funding lines to ensure the funding was being 
used in accordance with BRAC guidance. 

We conducted this audit from January 2009 to October 2009 in accordance with generally 
accepted government auditing standards for performance audits issued by the Comptroller 
General of the United States, with the exception of meeting the peer review requirement. These 
standards require that we plan and perform the audit to obtain sufficient, appropriate evidence 
to provide a reasonable basis for our findings and conclusions based on our audit objectives. 
TheDA Audit Division has not been subject to an external peer review in over three years due 
to a lack of a Quality Assurance Review team; however, this has no effect on the quality of this 
report. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

CRITERIA 

To determine adequate support of the construction requirements we reviewed the: 

• 

• 

• 

• 

• 

• 

BRAC 2005 Decision Memorandum - August 2008 (Business Plan #177) . 

DD Form 1391 (FY07 & FY08 Military Construction Project Data) for the three MILCON 
projects (as submitted within the above Business Plan). 

Project file representing a complete historical record of each project. 

DLA One Book Chapter on Military Construction dated April22, 2008 . 

GAO Standards for Internal Controls in the Federal Government. 

DLAM 4145.12, Joint Services Manual for Storage and Materials Handling, April1994 . 
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APPENDIXB 

SUMMARY OF RECOMMENDATIONS 

.. 
·'· : . . .. '',, ''-·' . <;,: ' ... ·.··· .... : ' : Statusof·· ... : .Estimated·•· 

. '" . ' -,~· '-~· ··" f·· ~""'v' '' ·tcolie<:iiv:e~ :: .·¢6Jil~te~;Jil ~ ~ ,,, ,, ' 

Ad~~~see :: 
' . .. •.· ' ,, .. > ~- ·~: • ; ''-' •• __ ~; ''';,: ~ •• :· • ,) ."· ..... 'Actitin: · ,. · .', :. Recommendation Text . · .. .. Date. ·.·'.· , ·· ... 

1 Develop and implement a realistic 
space/volume utilization metric that J-3/4 and 
will have "buy-in" from the DDC 
Distribution Depots. 

2 Determine if the general purpose 
warehouse planned for DDSP is 
going to provide adequate storage DDC 
type and space to effectively 
warehouse incoming items. 

3 Report the results and 
recommendations from 
recommendation 2 to DLA and DDC DDC 
senior leadership to ensure adequate 
oversight. 

4 Perform semi-annual random 
validations and verifications of 
distribution depot bulk storage space DDC 
utilization data reported by 
inde_2_endent teams. 

5 Develop a single project folder that 
includes all documentation relating to 
the BRAC Decision, and the DES 
progression and evolution of the 
resulting MILCON. 

6 Include within the project folder from 
recommendation 5; a full description 
of the methodology as well as 
necessary supporting documentation 
of decisions, changes, and special DES 
circumstances that have ultimately 
affected the MILCON size, scope, 
cost, methodology, and 
implementation. 
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. S(af.us.~f Estimated 
~· . .· .· 

· Correetive completion .. 
Recomm:endclti.on Text 

. 
Addressee· :Action: ··.Date · . 

7 J-39 and DOC should work with DES-
IM, to ensure that all BRAC Decisions 
resulting in a DLA managed 

J-3/4 and 
MILCON, is included as part of the e-

DDC 
workplace BRAC MILCON Project 
Files as implemented within 
recommendation 5. 
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APPENDIXC 
SUPPLEMENTAL INFORMATION 

During this audit we performed site visits at the following DLA and USACE locations: 

DLA: 

• BRAC Business Manager, DLA Headquarters 

• DES Installation Program Division, DLA Headquarters 

• J-30 Distribution Operations, DOC 

• DES New Cumberland, DDC 

• DDSP 

USACE: 

• Savannah District Office 

• Baltimore District Office 

• Tulsa District Office 

• Robins Air Force Base Site Office 

• Tinker Air Force Base Site Office 
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BRAC 
CCP 
COBRA 
DA 
DDC 
DDCO 
DDNV 
DDOO 
DDSP 
DDTP 
DDRV 
DDWG 
DLA 
FAD 
FDP 
GPW 
MILCON 
MOA 
SDP 
SecDef 
SOP 
SS&D 
US ACE 
USD 

ABBREVIATIONS USED IN THIS REPORT 

Base Realignment and Closure 
Consolidation, Containerization, and Palletization 
Cost of Base Re-Alignment 
DLA Accountability Office 
Defense Distribution Center 
Distribution Depot Columbus Ohio 
Distribution Depot Norfolk Virginia 
Distribution Depot Oklahoma City Oklahoma 
Distribution Depot Susquehanna Pennsylvania 
Distribution Depot Tobyhanna Pennsylvania 
Distribution Depot Richmond Virginia 
Distribution Depot Warner-Robins Georgia 
Defense Logistics Agency 
Funding Authorization Document 
Forward Distribution Platforms 
General Purpose Warehouse 
Military Construction 
Memorandum of Agreement 
Strategic Distribution Platforms 
Secretary of Defense 
Standard Operating Procedure 
Supply Storage and Distribution 
US Army Corp of Engineers 
Under Secretary of Defense 
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APPENDIXE 

MANAGEMENT COMMENTS 

STAFF SUMMARY SHEET 

........... ~SJ ...... :'E.~.()-~{/;~-;":S~IG,.N"A"'T"'U"-R"'E~G"-'RAO=,E'"'Al"'N"'D'-'DiA::_:T:_::E:..__+--J.-T:_:O:::.._+:::A:::C.:_li::::O:::N~--r7S;"ilillii~~.lffii~l,ffii=E~G~RAD=~E'=4A::_:N:::D__:D::A:;TE,:-:_-I 
b)(6) I 6 J-39 Appr H(b)(6) I J mx: Coord 

Jan 12 lO I ~"12' O!L/lti 

2 
Coord Col Thomas Laffey f ' 

......... 
1~~~-- ················I"J~·a:.:.n...:7 ... l~O:,._ _____ .,.-----+-If---t---t--------------i 

Coord 
l(h)(()) I 
Jan n 10 

SUllJE:C I ; DATE 
Dra!t Report: Audit of Military Con~truction Resulting from Base Rculignmcnt and Closure ';: J 

12 
lO 

(BRAC) 200.5 l an 
ltOio!MARY ---··----··········--·················---···-·····-·-···-·--···----·--·---------~---------) 
l. Draft report contains the results of a DLA DA audit of the overall BRAC MIL.CON program administratim>. (Tab 3} 
J-39 tasked to consolidate responses to the recommendations as well as general commcnts on the report from DDC, J-33 
and DES, and submit to DLA DA. 

" BACKGROUND. Objective of the audit was to determine if I} BRAC funding was <tppropdately used and 2) if 
con:;truction requiremcnb wcr"~ valid and suppmtcd for the DLA MlLCON projects associated with BRAC 2005 
recommendation 177- Supply, Storage and Distribution Management Reconfigura.tior.. The three MILCON projects arc 
n general purpose warehouse at !R.fense Distribution Depot Susquehanna (DDS!-•), n consolidation, c(}nt;uncrizmion ~ml 
pruletization {CCP) warehouse nt Distribution Depot Wamer-Robins (DDWG! ancl a CCP at Distribution Depot 
Oklahoma City (DDOO). 

3. DISCUSSION. Audit findings were favorable. The team tound that BRAC MILCON requirement.$ were valid/ 
supported and that BRAC funding was used approprintely. Report recommendations focus on improvh~g our 
adminbtrative practices for tiling and retrieval of supporting documentation and improving our bulk storage me tries. 

'• 

4. RECOMMENDATION. Recommend J~39 approve sending consolidated management comment~ at '1'31> 1 to DLA 
l),.\ .><:lion oCiiccr 

I (b)( 6) 

I 

DEANNA L. COOPER, Col, tJ::iAF 
Chief, BRAC MRPO 
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~fan,1ge1nent Conune:nts 
DRA.FT Report 

.-\ucht of \lilitaJ:y COil$tn.tction Resulting from Base Realignment ami Closm:e 2005 

Gener;ll comments (DDO 

TI1e-re a1·e two Ul$t,mces where the draft report l1c1s iiKorrect i.J.liornMtion. 

l. .·\n. i.n~·or'l."ect st,\tement W<l.S p~1blished on P.1ge 6 tutder the Sp.l.ce M,\Jtagement 
he,\Chng: Titis }ll'opos,u Wc\S not '"cepted by the distribution depots .u1d w.1s not 
implemented. DDC did not n:-qt1ee•t input from the distribution depots on thi;, 
reconnnencli1tion. Tile coonlin.1tion on the pwpos,u '''a:; ii1te:m.u to DDC HQ. 

2. .-\n n1COl'lfft stateJ.nent was published on Page 6 \lllder the Inventory 
1\[a.J.u.gement heading: TI1e inconect statemeJ.1t is in regards to the 22}.--1 .md 15:-.I 
squ.we foot estima.tes. Tius number does not represent the squ.u·e feet of sto1'<1ge 
space ret]uired but represents the f<1cility r€'duction nmnber. TI1e 22:\I represents 
the origu1<u GSF COBRA f.1dlity redtlC'tion v,utte. llte 15:!\ [ lepresents the Nov 
0') GSF FDP facility reduction munber provided by th€' DDC. 

Reconunendation 1 <J-33 and DDC) 

De' ·elop ,md implement a re,uisti(' spac€' j vohune utilization metric th,lt will hit\'\?'" buY­
ii·( from the distribution dept1ts . 

.:\·Ianagli'ment Comnwnts 

P,uti.ulv conctu. In the absence of er.ta.blished DOD £.pacE' utilization go,us, DDC 
c-ture11tlY utilizes metrics to mE'.lStu·e occttpancy .u1d stoHtge densil0'· TI1e occttpan('Y 
go.u £o1· bu1 and 1·.Kk stor.1ge is SS% <Uld bulk sto1·age is 70%. The storage density go.ll is 
4o0°o. TI1ese gt."><lls are in pb.ce to me,lS\u·e efficient use of storagt> sp.Ke witlun the DDC 
distribution 11€'twork. J -33 agr€'eS with these internal DLA st,\ncl,uds established. to 
meastue sp.Ke and \'ohune utiliz,1tion. DDC \Vill ptthlish these goals to the distribution 
centers . 

..-\ddition,uly, J-33 .md DDC will work tog€'ther to p·omote est.1bl.ishing DOD ~;tand.uds 

.u1d enstue go.us .u·e d.o..:1.nnented in the upd;\ted version of the Joint Set-vices I\l,ulU,\l 
for Storage ,md I\faterials H.1ndli.ng (DL-\::..1 4145.12). 

Recouunend.ltion 2 <DDC) 

Detemune j£ the geJ.ler.\1 pttrpose w.u:ehou:;.e phu111ed for DDSP is goii1g to p1·o\'ide 
adeq'-1ate storage typE' <U1d 01p.1ce to effectively W<u:ehouse inconting itens. Potentia.l 

Att.Klunent 
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~f,u1agem.ent Coumlf."nts 
DRAFT Report 

And.it of 1\lilit.uT Construction Resulting from Base Rea.ligmnent .u1d Closm·e 2005 

study p.u·,m1eters <:<:•1.tld include the e·:olving ite1n t:nuwfer d.1t;1. to cl.lte, the over.l.ll 
stN.1ge sp<\.:e pl.u-1. for DDSP .u1d corresponding distribution depots. item o\·ertlo;.\·, .u1d 
rental space m.itiga.tion pl.u1. 

:'vbnagement Conmu.•Itts 

Concm· - .1.ction completed. TI1.e pl.umed general p1.u·pose '"'uehouse >vill provide the 
right mix .1nd .uno1u1t oi storage £.pace rE'quu-ed to stote stock movE'd from assod.lted 
FDPs to DDSP. 

Tiw DDC has deYeloped a. BRAC execution pl.m to include the ec.tinl.lted amotmt of 
stock n:•qun:ed to move &·om FDPs to the SOPs .mel the coiwspond.ing ;:unotmt of GSF 
required toston~ that stock 

DDC is also implem.enting ,, storage optim.iZ<\tion pl<ul .1t DDSP. TI1e plan indudes 
improved utilization of existing ;.varehouse sp.Ke, cmtsid€'1:.1tion for the s11.tee th.lt will 
be prmided by the ~llLCON, and the esti.1nated impact of the ODC BRAC execution 
pl•m.- induding 11.1..1.teriel movements. DOC considered <lCt}tliring tempor,u·y stor<'tge 
capacity but analysis indicated that .1 modified llli1.terielnlovernent pl.ul would a.chieYe 
BR.-\C goals \\"ithout the re>quir€'lnent for tempor.U}' stor.lge sp.lce. 

Recommendation 3 (DDCJ 

Report the results ,u1d r;:o<.:onunendations from recouunenda.tion 2 to J-3/4 .u1d DDC 
OJ.-nior le,\dership to e1wm·e .ldequ,\te o\·en:oight. 

::\bnagement Comme1tts 

Connu·- adion completed. TI1e plm1 w.1s previously briefed to tl1e DLA Aligmnent 
Group on December ::!, 2009 .mel the Service :\Iateriel Readiness Project Office ().lRPO) 
repre:.entatives on DecernbE'l.- <J, 2009. 

Recommendation 4 <DDC) 

Perl01111.S€'llU·,u1!1.u.li r.u1don1 Y<liidations .u1d. verific.ltions of distribution depot bulk 
~;tor.1ge sp.Ke utilization d.1ta.repo1ted by independent teanw. 

Attadunent 
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~I.u1agem.ent Comments 
Dr"'-~T Report 

A.nd.it of 1\·Iilit .. u.y Construction Resulting from Ba.se Re.lligmnent and Closure 2005 

:\I.tnagement Conmwitts 

Concur. A.s .1nuu1agem.ent p1·actice, DDC routinelv sends oper.1tionally focused teanlS 
to \·isit <md assess th;:o dish·ibution cent;:ors. \Vhile the data repo1·ted via. the 3()5 report is 
spe<.·ific to,, p<'trticuiaJ.· d .. ,te, DDC ·will et1S1.U"e that these tean15 visu,t.!ly v,llid,'\ttO' the hulk 
sp,,~·e- utilized at the distl"ibution cent~ a11d compare to 1.ttiliz<1.tion re-ported by tht" 
center via the 805 report. 

Recomnte-nd.ation 5 (DESj 

Develop,, single proje.:t ioldt"r tl1<1.t indudes ,til doc,uuentation rel,\ting to th€' BR.-\C 
Deci~i .. ~n •• u1d the- progr€'ssion <Uld evoh1tion oi the rt>sultu1.g 1IILCO::\". Titi.s filt> should 
be uumag€'d bv DES,,::; p.ut of th€' ovel"all.\IILCON docmnent.lti<.>n .u.Kl1·eside in e­
,,·orkplace ,.o tl1<1t all p.uties hi\Ye real-time <Kct:ss t~1 the oYe1·all project file. 

Command Comments 

C oncm - cmnpletet.Llction. DES h,-u:, consolidated all of tht: necess.uy files into ,, single 
folder that c-upports the BR.9..C '\HLCON' s size, scope, co~•t, methodology. m1d 
implement.1tion. Ho-.;,·ever, these tiles ·will contume to l">€' llli.Uulged in a n«uutal fashion 
.1.:. oppo;:.ed to .u1 e-file constntet. Dtte to the vast size and ,-ohune of docutnents .u1 e­
file comtrud '1\-ill be mmuUL.1ge,lble. 

Reconunendation 6 {DES) 

hKlude ·within the p1·oject folder h·oml"E'conunend,ltion 5; a full de;:.c1·iption o£ the 
methodology as w;:oll as necess;u-y supporting docmnentation o£ ded~·iotlS, dL.utges, a:mi 
;:,pecial cunuust.uKes tl1..1t have ultinultely atft?Cted the MIL CO::'( size, scope, cost, 
methodology .• u1d implement.1tion. 

Conm1and Conm1ents 

Concm· - completed action. DES h,lS consolidated ,ul of the neces;::,u-y files into .1 single 
tolcler that supports the BRAC 2\.ULCON's siztO', scope. cost, methodologv, .u1d 
implementation. DES methodology for control and n1anagement of filtO's for BRAC 
).llLCO.:\'' ~ .• lt.ihenc-s to OSD. s policies and procedures and is not different fron1 
h"<1ditiOluU ).IILCON pmjects. 

At t.K lunent 
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:1\!anage1uent Conune:nts 
DRA.FT Report 

A.udit of ::\Iilit.u;.: Construction Resulting h:<:.1nt B.'l.se Re;uignment .u1d Closur:e 2005 

Rewmme1tdation 7 q-39 1111d DDC) 

Incorporate copiec; o£ all doctu.nenta.tion of decisions, ch<ulges, .u1d special 
ci.n:mnst.mces that have ultim .. 1tely af.tectt:od the :\ITLCON size, scq•e, cost, 
methodology. m.1d implementation, in the single project f-.,ld.ec 

Command Contm.ents 

Concur - completed action. DES ha::~ consolidated doctunentation into <t single p~·oject 
£older. 

Att.1.dunent 
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APPENDIXF 

OUR RESPONSE TO THE MANAGEMENT COMMENTS 

General Comments (DDC) 

In response to the two instances where the draft report has incorrect information, we have 
reviewed and revised the following statements: 

1. An incorrect statement was published on Page 6 under the Space Management heading: 
This proposal was not accepted by the distribution depots and was not implemented. DDC did 
not request input from the distribution depots on this recommendation. The 
coordination on the proposal was internal to DDC HQ. The statement has been changed 
to: This proposal was not accepted by DOC management and was not implemented. 

2. An incorrect statement was published on Page 6 under the Inventory Management 
heading: The incorrect statement is in regards to the 22M and 15M square foot estimates. 
This number does not represent the square feet of storage space required but represents 
the facility reduction number. The 22M represents the original GSF COBRA facility 
reduction value. The 15M represents the Nov 05 GSF FDP facility reduction number 
provided by the DDC. 

The original statements within the draft report were: DOC initially estimated that about 22 
million square feet of storage space would be required. Because DOC has improved data reliability 
and integrihJ due to standardizing assessment methodology across the distribution depots, the 
additional space requirement dropped to 15 million square feet. 

The original statements have been changed to: BRAC initially estimated that about 22 
million square feet of storage space would be relocated. Because D DC has improved data 
reliability and integrity due to standardizing assessment methodology across the distribution 
depots, the storage space relocation calculation provided by DOC dropped to 15 million square 
feet. 

Additional management comments, including our responses, directly associated with 
recommendations within this Audit Report have been included within the body of the report. 

Overall, the management comments were responsive and addressed the audit findings 
recommendations adequately. Internal Audit Follow-ups will be performed to assess the 
effectiveness of the actions performed. 
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O(FENSE LOGISTICS AGENCY 

HEADQUAHTEHS 
8725 JOHN J. KINGMAN ROAD, SUITE 2533 

FORT O~LVOIR, VlflGINIA 22060·62;~ 1 

IN REPLY 
AEFERTO DA January 15, 2010 

MEMORANDUM FOR COM1\1ANDER DEFENSE DISTRIBUTION CENTER 
DIRECTOR, LOGISTICS OPERATIONS AND READINESS 

SUBJECT: Final Audit Report: Nuclear Weapons Related Material (NWRM) Worldwide 
Inventory, Defense Distribution Center Oklahoma City, Oklahoma (DDOO) 

Attached is a copy of our final report to document the results of our audit related to the 
NWRM Worldwide Inventory conducted a~(b)(3): !during the week of July 13, 2009. This 
audit was request by DDC personnel. In accordance with the Defense Logistics Agency (DLA) 
Internal Audit Process, the DLA Accountability Office Audit Division supports DLA 
management in achieving improvements in the efficiency and effectiveness ofDLA activities 
by conducting audits and providing advisory services. This is a memorandum to document the 
results of our audit. 

It is our opinion that overall the internal controls for NWRM atJ(b)(3): ]were adequate. 
We provided one recommendation where discrepancy reports could be used to improve intemal 
controls and increase material accountability. 

Management provided comments and concurred with the recommendation. 
Management comments are included in this report. No further comments are required. 

AA~OOJtlel:atulli.Jext.eru:led_lQ.ns__inl~~ involved in this 
~~~~.;_:__:_ ____ t------:--:-:--__j DLA 

or via e-mail at 
~~----------------~ 

l(b)(6) 

BlttDGET A SKJOLf>AL 
Staff Director, Audit Division 
DLA Accountability Office 

Fodural Recycling Program 0 Prlr1ted orJIIccyclcd f>aper 



Defense Logistics Agency 

DLA Accountability Office 
Audit Division 

Final Audit Report 

Audit of Nuclear Weapons Related Material 
Worldwide Inventory, Defense Distribution Depot, Oklahoma City, 

Oklahoma 

January 15, 2009 
DA0-09-lOb 



DA0-09-10b January 15, 2009 

FINAL AUDIT REPORT 

Nuclear Weapons Related Material Worldwide Inventory, Defense Distribution Depot 
j(b)(3):10 U.S.C. 128 I 

A. Results in Brief 

~ly 2009, we observed Defense Distribution Depot:(b)(3):10 U.S.C. 128 I 
~ personnel as they took a physical inventory of all Nuclear Weapon Related Materiel 
(NWRM) recorded on DLA' s Distribution Standard System (DSS) logistics records. We 

To strengthen internal controls over these assets, we recommended(b)(J):l \personnel 
suspend them in DSS and send a Supply Discrepancy Report (SDR) to the USAF item 
manager in accordance with the instructions in the NWRM Memorandum dated October 16, 
2008, and Defense Distribution Center's (DDC) Stock Readiness Swarm Manual 8.2. 

B. Background 

(b)(3):10 U.S. C. 128 As a resu to t IS mc1 ent, severa revtews were con ucte . In 
pa 1cu ar, e su sequent Report of the Secretary ofDefense Task Force on Department of 
Defense (DoD) Nuclear Weapons Management Phase I: The Air Force's Nuclear Mission, 
September 2008, stated that the United States Air Force (USAF) is implementing Positive 
Inventory Control (PIC) for NWRM. Further, wholesale distribution responsibilities for 
NWRM assets were transferred from DLA to USAF organization. DLA is in the process of 
transferring all NWRM to the USAF. In the meantime, in accordance with OSD 
~~~~~~~~~·~~~rnnn~~~m·arn~~~ 



C. Objectives, Scope, and Methodology 

The overall objective ofthe audit was to evaluate DLA's internal controls overDDOO's 
NWRM 1 physical inventory process and procedures. To accomplish this, we evaluated 
~e, interviewed personnel, and observed the physical inventory to determine whether 

~ 
• Adequately reviewed all areas where inventory was kept to ensure all NWRM assets 

were accounted for by NSN and condition code 

• Took appropriate action to ensure all assets counted were reconciled with the 
accountable record in DSS, with any discrepancies timely posted, and 

• Reported all potential adjustments to the~Accountable Officer withinl(b)(3):10 I 

and conducted causative research for assets with discrepancies to provide for Flag 
Officer/Senior Executive Service approval 

(b)(3):10 U.S.C. 128 

(b)(3):10 U.S.C. 128 The QA was performed by a 
two person team, separate from the team performing the first count. .I (b )(3_11 0 U.S. C. 128 
(b)(3):10 U.S. C. 128 

We conducted our work during July 2009, in accordance with generally accepted government 
auditing standards with the exception of meeting the peer review requirement. Our office has 
not been subject to an external peer review in over three years due to a lack of a Quality 
Assurance Review Team; however, this has no effect on the quality of this report. Those 
standards require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 

D. Findings and Recommendations 

Findings 

(b)(3):10 U.S. C. 128 
I 

1 The NWRM inventory was conducted using the list ofNSN's identified as NWRM by the USAF. DLA did not 
independently determine what NSN's were NWRM. 



Incorrect NSN and Condition Code 

(b)(3):10 U.S. C. 128 

(b)(3):10 U.S. C. 128 As a result, DDC and 
i(b)(3):1 ~re at risk of an unintended requisition being processed against these assets. 

Marking Discrepancies 

(b)(3):10 U.S.C. 128 

According to the DDC Swarm Manual, when an item is not marked properly, it should be 
corrected. 

(b)(3):10 U.S.C. 128 

Recommendation 1 (DDC) 

s 

DDC should direct!Cb)(3): I to suspend these assets in DSS and send an SDR to the USAF 
item manager in accordance with the instructions in the NWRM Memorandum dated October 
16, 2008, and Defense Distribution Center's (DDC) Stock Readiness Swarm Manual 8.2. 

F. Conclusion 

Based on the results of our audit, we concluded that overall the internal controls for NWRM at 
DDOO were adequate. There were zero quantity and location errors identified during the counts. 
(b)(3):10 U.S.C. 128 



Warehouse personnel at lrhV3) I were aware of the reported findings but, at the time of our audit, 
they had not received DDC authorization to make the necessary corrections. Correspondence 
between DDC and lrh\£3) personnel and the item manager indicates USAF is also aware of the 
situation and working towards a resolution. However, we believe that the assets should be 
suspended and a SDR submitted to the Item Manager to create an audit trail in DSS that 
documents the current state of the assets prior to an asset transfer to the PIC facility. 

G. Management Comments 

DDC concurred with the recommendation to suspend the assets and submit an SDR to the Item 
Manager. DDC stated that corrective actions have been completed for incorrect NSN/Condition 
Codes and SDRs were issued for the marking discrepancies. 

We appreciate the courtesies and cooperation extended to us by all staff involved in this review. 
DDC's verbatim management comments are attached in A endix A. For additional information 
about this report, please contac (b)(6) I DLA Accountability 
Office, atl(b)(6) I; DSN (b)(6) or via e-mail at (b)(6) 

~~------------~ 



.. 

VERBATIM MANAGEMENT COMMENTS 

OEFENSE LOGISTICS AGENCY 
DEFENSE DISTRIBUT!Ofol CEHTER 

<te()1 MiSSlOI'I !Jf«'iE 
NE:W CUM8£RLAND, PA 17010.~ 

APPENDIX A 

OCT 2 0 2009 

St ifUH'f: Ornfl R.:port: :-Judo:ar \V<:UP<ms Rdnt~-d Mah:rinl (NWRI\.U Worldwide lnvcnt<>ry. 
DC'io:nso: Di~o~rlbmiun Ccm .. 'f Oklahoma City. (>klllht.>mnti>DOO) 

DOC h;)s reviewed sub,i-."Cl n:pon anJ .;o1u:urs wilh the n:commcndati<>n tv suspcrnl tho: 
a"'-><: Is in nsS .md s.:n<l a SDk as appruprbtc. t: urr.xtint acti..ms •wr'lt com plct~-d for in<:Urrcct 
KS"i:(.\mJilivn Cud .. 'l! and Supply Di,..,rcpruu;y l~pon,; cSDR) w.;rc i.-:su<.>J tor the minor 
nuukin)l di.scNpttnd .. <-:S. 

If >~>u ha"c un;-· •lu..'l«i•>lt-~ th.:y can b.: :~tklr .. ..,.,..:d to :\.b. Patty Mycr$. 00<.' JJ.o. at 
l''~'l~. !!1~<:1;:'-!t:iiJ;.•,m.il. I>SN 77t -58:!0. nr <:<mmtcn: ial 717-770..58:!0. 

(b)(6) 

WILLIAM YJ: liUDDEN. SI~S 
Deputy Commander 
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DA0-10-02 

For Official Use Only 

DEFENSE LOGISTICS AGENCY (DLA) 
Audit Division 

DISCUSSION DRAFT AUDIT REPORT 

March 8, 2010 

Audit ofNuclear Weapons Related Material Demilitarization Process and Controls 

A. Results in Brief 

The Memorandum on Nuclear Weapons Related Mat~al(NWRM) from the Under Secretary of 
Defense dated October 16, 2008, requires the Milit~~Departms:nts and the DLA to develop 
specific policies and procedures on the proper handiing~fN\VR;M:" During our audit, we found 
that both the Defense Distribution Center (DDC) and ihe:Pef~Iisi{R.'eutilization and Marking 
Service (DRMS) addressed this guidance in principle. ''~= 1cF'~' 

~:Fr;~~·; 
•t- Al' ~"~ 

Specifically, DDC issued instructions that required all DDC p~~~imd tQ handle NWRM in 
accordance with DDC' s Swarm Manual for Storage and Handling'o{~fassified Material; and 
DRMS issued two separate NWRM specific Standard Operating Procedures (SOPs). However, 
DRMS NWRM procedures \\i'~re conflicting and did not provide references to a licable 

• . . ··F F ;.·.,. . 3 :10 U.S.C. 128 

(b)(3):10 U.S.C. 128 

B. Background 

On July 6, 2009 NWRM was found in a United States Air Force mana ed kit undergoing routine 
repackaging a (b)(3):10 U.S.C. 128 In response to this 
discovery, the 1 1s ~ matter experts to 
review NWRM guidance and identify potential risks in current DLA policies and procedures. At 
the request of the DLA NWRM Red Team, the DLA Accountability Office (DA) Audit Division 
performed an audit of the NWRM Demilitarization Process and Controls, to provide a 
comprehensive assessment of the process and make practical recommendations, as appropriate, 
to strengthen internal controls. 
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C. Objective, Scope and Methodology 

Our objective for this audit was to determine whether SOPs were followed and internal controls 
were implemented to ensure 100-percent accountability of all NWRM items. To answer our 
objective, we: 

• 

• 

Obtained, reviewed, and analyzed applicable DOD, DDC, and DRMS guidance to gain 
an understanding of required procedures and DLA best practices for NWRM. 

Observed 100- ercent ofthe NWRM physical transactions PJ~~1:M for disposal from 
(b)(3):10 U.S.C. 128 on October 26,2009, to assess th~it';~l~vel of compliance with 

.; :f~~;-- ,.,·s.:~:r::: ~, 
,,,,,.,, ~'':'·.:r-1:_ 

~+!' ·~::~~:::~~-
t~~t: ~tHtH~. 

We conducted our audit in accordance with generally acceptecl'~overn~~Ht ... u.diting standards 
with the exception of meeting the peer review requirement. DA has not beeit~j~ct to an 
external peer review in over three years due to a lack of a Quality Assurance Rev.lew. Team. 
However, this has no effect on the quality of this report. Those standards require 'tb~t .. we plan 
and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe that the evidence 
obtained provides a reasonable basis forb'f~ •. findings and conclusions based on our audit 

· · ·L:i~i:t~.: .. objectives. ..,.;.,.,~······'· 

·;~f,;~,. 2i.~l;~jn~=m: !;i'!,;:,~ .. 
D. Policies and Procedure Results and B,ecomrnenuations·· 

td . ·i:~?·- . ::.•:-~:;-~-
"'L:t:~·· :t -;'"· 

~}.!' 

DDC' s Swarm Manuals are a set of instructions ir{~. single source that contain both high level 
guidance and detailed step-by-step processing instrli~fons for functional areas. We found that 
the Swarm Man~~~ for Storage and Handling of Cla'ssified Material addressed both fully 
successful ~fil!fiSacggp~,~!ld transactions containing discrepancies. Additionally, the Swarm 
Manual ineomorated Infernal controls throughout the processes and instructed employees to 
perf~f~(b)(3):10 U.S.C. 128 \verifications. 

This occurt~d;'b~cause DDC ·~~ experience handling assets that require special controls, and 
issued policiesl~,procedur~§;~or classified material issued prior to the heightened security 
requirements for'~. w;tlen additional NWRM controls were mandated, DDC issued 
guidance that requiri!(Jf~~p,ldyees to handle J(b)(3):10 U.S. C. 128 l As a result, DDC 

rocedures have interrian:ontrols in lace that should rovide reasonable assurance of 
(b)(3):10 U.S. C. 128 
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DRMS 
In contrast to DDC's consolidated instruction, DRMS relied on two SOPs to process NWRM­
joint policy issued with the Air Force and DRMS policy. We found that the: 

• Joint Air Force Materiel Command (AFMC)/DRMS Procedures for NWRM 
Demilitarization provided high level guidance for both Air Force and DRMS Tucson 
Demil Center personnel for processing scheduled Air Force shipments ofNWRM 
property. 

• DRMS SOP for NWRM (revised September 1, 2009) provid,,~fub'redetailed processing 
steps for DRMO's discovering NWRM items as part ofnQfiUal receipts . 

. .;:~~~ ·~~:~:fit;_~ 

. ~,f1~~)' ~i}i:i::;·k 

Although both DRMS procedures contained similar processirig:~teps, c'O@jpts were evident in 
steps to inspect NWRM, report discrepancies, systemically process matenal~l:~d references to 
applicable DOD and DRMS demilitarization instructions were absent. We 10®:4.; 

:r~::n~~~~·-

• Both procedures required DRMS staff to inspect the material and perfor 
(b)(3):10 U.S. C. 128 

I 
i 

• (b)(3):10 U.S.C. 128 

•.''tl(b)(3):10 U.S.C. 128 
! 

• Although bot~~~~~:~edures required the Air Force representative to perform the 
demilitarization certifier role, b 3 :10 U.S. C. 128 

4160.22-M and DRMS Instruction 4160.14 Section 2 requires the (b)(3):10 U.S.C. 128 
the certification credentials of each certifier and verifier, appoint them in writing, and 
ensure that the demilitarization verifier, who countersigns for the demilitarization 
l(b)(3):10 U.S.C. 128 !Additionally, DOD Manual4160.22-M states 
the demil verifier should be at least in the next higher management or technical level. 
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These conditions occurred because NWRM SOPs were issued separately without the appropriate 
checks for complrteness accuracv and validitv As a result DLA does not have oolicies in 

lace to maintain (b)(3):10 U.S.C. 128 J 

(b)(3):10 

Recommendation 1: (DRMS) 
Issue, after appropriate coordination, a single consolidated policy or SOP that covers NWRM 
inspection, discrepancy reporting, and system processing. This policy/SOP should include: 

• Who should conduct bare item inspections for NWRM and more closely align DRMS 
NWRM procedures to DDC procedures and the J-3/4 NWRM Red Team Report. 

• Specific steps to be followed when physical receipt~ do not match associated paperwork. 
. +4~~~b~. 

• References to all applicable demilitarization ~i~t'~nce: ., 
;::~·~'"' 

• Timeframes for entering sensitive materiaf'i6~~ip~ into ~AJSY to determine if special 
handling instructions exist prior to demilitarizattb'~:h.:::F' ....... . 

-:;Ti7~·.:~t -

• Instructions on how to handle exceptions to the pro~~~~~~L 
"~~~:ti:; . 

. ~::.;:~~-f.:~:-;~: 
Management Comments: '!P" 

Concur. DRMS updated the AFMC/DRMS procedures to more clo~ely align with DDC 
procedures. Specifically, thtt_P.ff?.Cedu.res now include: (I) references to applicable 
demilitarization guidanc~i(2Yai!~\lirement to research the property through the NUN research 
tool, which contains s_p~1al derritt!r~quirements, and (3) instructions on handling exceptions. 

,;, ,;, ,;~i!iir:~ ji;i 

Recommendation 2: (D~~J':l::C:: ·r;;;~:;j~H~· Qj:E:lii:EL";·"' 
Conduct appropriate training on't{ie,new consolidated NWRM SOP to ensure that operational 
personnel know to follow the n'ew'"PQI!~y, r.egardless of how the NWRM is identified. 

rik~=~~:~;f:,-. t 

Management Comments: ~~~·· 

Concur. After DRMS issued the updated AFMC/DRMS procedures, DRMS also released a 
mandatory study period for all employees. 

E. Transaction Processing Results and Recommendations 

DDC 
The DDC Swarm Manual for Storage and Handling of Classified Material instructs employees to 
follow a general process flow that incorporates internal controls without differentiating between 
transactions destined for customers and those destined for disposaL This "as-instructed" process 
flow is outlined in Appendix A and results in a final output where material is sub· ect I (b )(3 ): 10 I 

i(b)(3):10 U.S.C. 128 
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l(b)(3):10 U.S.C. 128 

NWRM transactions processed,~?)£32: 1 ? lon October 26, 2009, did not comply with the "as­
instructed" process flo · · · 

• (b)(3):10 U.S.C. 128 

• 

• 

• 

• 

•l(b)(3):10 U.S. C. 128 

(b)(3):10 U.S.C. 128 

(b)(3):10 U.S. C. An on-site DDC Supply Management Specialist made the decisi~ t~~~ifl 
the established procedures for NWRM components destined for disposal. Althoug~(b)pj:[o 
personnel were knowledgeable of the process, they did not have the trainin or ex erience 
necess to overrule a sub" ect matter ex ert. b 3 :10 U.S. C. 128 

i(b)(3):10 U.S.C. 128 
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Recommendation 3: (DDC) 
Develop and publish specific policy for the handling and disposal ofNWRM. 

Management Comments: 
Management comments and proposed implementation dates will be summarized in this section 
when they are received. Verbatim management comments will also be added as appendix C 
when they are received. 

DRMS :<1;:_,: ·• · ''· .. 

Although DRMS issued conflicting guidance, DRMS employees.llt~IA;illlr::th.-....;..,.11..,., .. _, exercised 
sound judgment in processing NWRM transactions for demilit~zafiQ'i\'~,. 

: :::~:~ -·~:s:~:;~": 

(b)(3):10 US.C. 128 

·;~:J.r·l .:ry 
[(hillllh'lciiJ employee exercised sound judgmentin processing NWRM for demilitarization 
because they followed local procedures that direct&! employees to (b)(3):10 US. C. 128 

(b)(3):10 US.C. 128 

F. Additional Observations 

We noted the following additional observations while performing our audit: 

• Contracted transportation carried NWRM material in accordance with applicable Defense 
Transportation Regulations for Cargo Movement. 

• (b)(3):10 us.c. 128 
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• 
(b)(3):10 U.S. C. 128 

l(b)(3):10 U.S.C. 128 I Although this is not a 
violation of any transportation regulations, it may not be the best practice to continue 
shipping NWRM in this manner because the material cannot be easily verified through a 
visual inspection during the receipt process. 

• NWRM items were individually inspected at ~~~)S3l: 1 ? .... a 

contracted site without an additional verification. 

I 

land demilitarized in bulk at a 

Because these additional observations were outside the scope of the audit, we are providing 
suggested actions for management consideration that do not require management comments and 
are not subject to follow-up. 

Suggested Actions: 
(b)(3):10 U.S.C. 128 

e -:f~i:~~~+~T .. 

G. Management c-oii:'~~~¥~[;!~ 

This report contain;·;~1~:~~pm~~qations - one addressed to DDC and two addressed to 
DRMS. We are providing.thl*:~fi:~~rtX9bY9c}Jf review and comment. We request that 
management provide commerits:&this df~1Frep6rt as they deem appropriate for inclusion in the 
final report. Management comrii~~~~~hould indicate concurrence or non-concurrence with the 
draft findings and recommendation:S:11~~9ptinents should describe actions taken or planned in 
response to agreed-upon recommendations and provide the completion dates of the actions. 
Please state specific reasons for any rlon-concurrence and proper alternative actions, if 
appropriate. We would also like for you to review the report and determine what, if any, security 
markings should be applied to the report. We would like to receive your response by the close of 
business on January 19, 2010. 
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MANAGEMENT COMMENTS 

DEFENSE REU'fiLIZATtON AND MARKEr!NG SERVICE 

74 WASHINGTON AVeNUE NORTH 

BATTLE CREEK, MfCH!CAN <100.37<!109:;!. 

APPENDIXC 

IN '<f?cv APR t ! 2t10 
o;;EFER TO DRMS.D 

!vlEMORANDUM FOR DLA ACCOUNT II.BILITY OFFICE, MR. STEVEN PIGOTT 

SUBJECT: D.RMS Response to DA0·!0·02. Draft Audit Report, Audit of Nuclear Weapon~ 
Related Material Demilitarization Process and Controls. March 8. 201 0 

My staff has reviewed the draft audit report and below are our responses: 

P:t~e 5, Recommendation 1: Issue, after appropriate coordination. a single 
consolida[cd policy or SOP that covers NWRl'v! inspection, di,;crepancy reporting. and system 
processing. '[his policy/SOP should include: 

• Who ~hould conduct bare item inspections for ~\VRM and more closely align 
DRMS NW'XM procedures to DDC procedures and the J-3!4 NWR.\,f Red Team 
Report. 

Specific steps to be followed when physical receipts do not match associated 
paperwork.. 

• References to all applicable demilitarization guidance. 

• Timcframcs for entering sensitive material receipts into DAISY to determine if 
special handling instructions exist prior to demilitarization. 

• Instructions on how to handle exceptions to the procedure. 

DRMS Response: Concur. 111e AFMC/DRl"lS procedures were updated February 
24. 2010, to more closely align the procedures to DOC. where applicable. Reference~ were 
added to the AFMC/DRMS procedures. The AFMC/DR!v!S proccd<rrcs require the Demii 
Center to run the list ofNSNs provided by the Air force prior to shipment through the NJIN 
Research Tool. This tool identifies any special demil requirement• (i.e .• classified, ha7.ardous 
item. etc.). Also added were instn•ctions on how to handle exceptions to the procedure. 

Page 5, Recommendation 2: Conduct appropriate trair.ing on the new consolidated 
NWRM SOP to ensure that operational personnel know to follow the new policy, regardless 
of how the NWRM is id~ntificd. 
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DRJHS RespGase: Concur. DRMS published a mandatory study period; it "'llll 
released on March 26, 2010. 

Page 8, S11gge!Jted Action 3: Consider developing a final demilitarization property 
check (e.g. weight, individual counts} on property demilitari?.ed by the hammer shredder b~ 
comparing the material d~'l'lliled at the contractor site with the information on 1he bill of 
lading. 

2 

DRMS RespGn•e: Concur. Tlie property remains under constant Government 
surveillance. However. the AfMC!DR..\{S procedures for demilitarization were updated to 
clearly identify a fum! propeny check. Once items have been inventoried and shipment is 
verified, the Oemil C£nter will load the property onto the Govemment conveyance for 
shipment to the !)emil Center. '!be property will be under constant Govemment survcillane¢. 
The Oemi1 Center employee will accompany the shipment to the Dcmil facility and will 
maintain surveillance until the property is destroyed. If the property cannot be destroyed the 
same day of shipment. the O.:mi! Cent:e'r will secure the property in the designated NWRM 
storage area. The property will be inventoried again prior to shipment to the Demil filcility 
and the same S\ll'\<ei!laru.:e requirements will apply. 

If you have any questions or colll!lleilts regarding our respon.o;c,g, please contact 
!vis. Nina Basi, DRMS J-322. at DS:-1 661-7173. 

j(b)(6) 
TWILA C. GONZALE~. SES 
Director • 
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Executive Sumrnary 
Audit Report DA0-09-02 

September 29, 2010 

Audit of Pwcurement Technical Assistance Program Oversight 

DLA Office of Small Business l~rograms 

Results 

What D A Found 
The DLA Office of Small Business Programs was delegated the 
responsibility to administer the Procurement Technical Assistance 
Program (PTAP), a program established to provide eligible entities 
with DoD assistance so they in tum may provide specialized and 
professional teclulical assistance to individuals and businesses seeking 
to pursue conh·acting opportunities with DoD, and other Federal 
agencies. The DoD PT AP provides DoD assistance (in the form of 
matching funds) to state and local governments and other nonprofit 
organizations by sharing the cost of establishing new and/ or 
maintaining existing Procurement Technical Assistance Centers 
(PTACs). 

The DLA Director, Office of Small Business Programs is responsible for 
the management of the PT AP and is primarily involved with the pre­
award of the Cooperative Agreements used to support the program. In 
accordance with the Deparhnent of Defense Grant and Agreement 
Regulation (DoDGARS), the DLA Office of Small Business Progmms 
delegated the responsibility of perfonn.irtg field administration services 
for grants and cooperative agreements to U1e Defense Contract 
Management (DCMA) Agency and the Office of Naval Research 
(ONR). 

As a result of our audit, we found PTAP had systemic issues that led to 
weaknesses in the oversight, administration and execution of program 
nlission and goals. TI1ese issues included: 

• A lack of financial and operational processes at all levels (DLA 
Office of Small Business Programs, Administrative Grants 
Officer and PTA C), limiting DLA' s ability to adequately assess 
the effectiveness of PTAP. 

• AGOs were not always aware of DLA's expectations for grant 
management, decreasing DLA's assurance that post-award 
adminish-ation was executed in accol'dal1Ce with established 
guidance and fulfilled its desired expectations. 

Although DL'-\ Office of Small Business Programs has made significant 
improvements to improve oversight and management of the program, 
significant risks still remain that must be mitigated to improve the 
accountability over program adminish·ators and recipients, as well as 
the overall management of Federal funds. 

Why DA Did this Review 

As approved in the FY 09 DLA 
Ammal Audit Plan, we conducted 
an audit of PTAP to provide a 
comprehensive assessment of the 
program. The audit was initiated, 
in part, as a result of significant 
deficiencies identified during a 
joint DA/DCMA review of an 
individual PT AC in November 
2008. 

What DADid 

We conducted fieldwork at the 
DLA Office of Small Business 
Programs (DLA HQ) and at ten 
Administrative Grants Officer and 
PTAC locations throughout the 
U.S. Our audit objectives were to 
determine whether: (1) financial 
and operational processes of tile 
program were adequately assessed, 
and (2) grant adminish·ation offices 
were aware of DLA' s expectations 
regarding contract management of 
PTAP. 

What DA Recommends 

This report contains ten 
recommendations addressed to the 
DLA Office of Small Business 
Programs. The office fully or 
partially concurred ·with six of the 
recommendations to improve ti1e 
management and administration of 
PTAP,as well as the monitoring 
and execution of the individual 
PT AC awards. The Office of Small 
Business Programs non-concurred 
with four recommendations, but is 
taking corrective actions. 
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INTRODUCTION 

OBJECTIVES 

The overall objective of the audit was to determine whether the DLA Office of Small Business 
Programs has policies and procedures to adequately address the terms and conditions in the 
Solicitation for Cooperative Agreement Application (SCAA) and the Office of Management and 
Budget (OMB) Circular A-102. Specifically, the audit determined whether: 

• Financial and operational processes of the program were adequately assessed . 

• Grant administration offices were aware of DLA' s expectations regarding management 
of the Procurement Technical Assistance Program (PTAP). 

We also evaluated internal controls and whether they were operating as they related to these 
two areas. The original audit objectives were modified during the audit to include AGOs 
awareness of the DLA' s expectations of the contract managements of the PT AP. 

WHAT WE AUDITED 

The DLA Accountability Office audited the general management, administration and execution 
of PTAP and cooperative agreements awarded for the last option year. We focused our audit on 
the Office of Small Business Program's program management of PT AP. Additionally, we 
reviewed specific grant administrators and recipients that represented the highest risks to both 
DoD and DLA (participants with total program costs over $1 million and previous identified 
program deficiencies reported during performance reviews). Our audit began with the 
approved budget of the solicitation of the cooperative agreements to post-award grant 
administration. 

BACKGROUND 

The PT AP was authorized under Title 10 U.S. Code, Chapter 142, titled "Procurement Technical 
Assistance Cooperative Agreement Program" to assist businesses in obtaining conh·acts with 
local and state government as well as DoD and other federal agencies. The legislation gave the 
Secretary of Defense, acting tlu·ough the Director of DLA, authorization to enter into cost 
sharing cooperative agreements to provide DoD assistance to state and local governments and 
other nonprofit organizations by sharing the cost of establishing new and/ or maintaining 
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existing Procurement Technical Assistance Centers (PTACs). The PTACs provide specialized 
and professional technical assistance to individuals and businesses seeking to pursue 
contracting opportunities with DoD, and other Federal agencies. 

The Director, Office of Small Business Programs is responsible for the management of PT AP, 
which includes issuing the SCAA, evaluating applications received from potential recipients, 
and awarding the cooperative agreements. To conduct post-award administration of all 
cooperative agreements, the Office of Small Business Programs delegated 24 Administrative 
Grant Officer (AGO) responsibilities (through the DLA Office of Small Business Programs 
Delegation Letter) to both the Defense Contract Management Agency (DCMA) and the Office of 
Naval Research (ONR). One of primary AGO responsibilities is to conduct performance 
assessment at the end of the cooperative agreement performance period. The DLA Office of 
Small Business Programs requires that AGOs use a DLA-developed Performance Review 
Template to provide consistency when conducting reviews. 

Between September 2008 through February 2009, the Office of Small Business Programs 
awarded cooperative agreements to 89 different PT ACs throughout the U.S. and territories with 
a DoD cost-share of about $54 million which a DoD cost- share of about $30 million. Of the 89 
cooperative agreements awarded, 51 agreements were administered by DCMA, while the 
remaining 38 agreements were administered by ONR. 

As approved in the FY 09 DLA Annual Audit Plan, we conducted an audit of PT AP to provide a 
comprehensive assessment of the program. The audit was initiated, in part, as a result of 
significant deficiencies identified during a joint DA/DCMA review of an individual PTAC in 
November 2008. 
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RESULTS, RECOMMENDATIONS AND CONCLUSIONS 

RESULTS AND RECOMMENDATIONS 

In this section, we discuss these two areas: 

• Financial and Operational Processes . 

DLA Expectations. 

FINANCIAL AND OPERATIONAL PROCESSES 

The DLA Office of Small Business Programs, AGOs and PT ACs lacked financial and operational 
processes to adequately assess the effectiveness of PTAP. We found that the Office of Small 
Business Programs did not develop and implement performance metrics to measure overall 
PTAC performance. Secondly, the AGOs did not provide adequate oversight of PTAP 
cooperative agreements-specifically, none of the AGOs adhered to the 24t·esponsibilities 
outlined in the DLA Office of Small Business Programs Delegation Letter that defined financial 
and operational processes. And lastly, some PTAC managers did not adhere to the terms and 
conditions of the SCAA, which outlined their financial and operational responsibilities. This 
occurred because the DLA Office of Small Business Program provided limited oversight of and 
guidance to AGOs and PT ACs to ensure compliance with policies and procedures. In addition, 
there was no formalized training program in place. As a result, DoD had limited accountability 
over program managers, administrators and recipients which could lead to the mismanagement 
of Federal funds. 

DLA Performance Metrics. 
During the audit, we found that the DLA Office of Small Business Programs did not develop 
and implement any performance metrics to measure the effectiveness of overall PT AC 
performance. 

Although the DLA Office of Small Business Programs had a mechanism in place to obtain 
performance-to-goals data from individual PT ACs, the data was insufficient to measure the 
operational effectiveness of PTAP. The SCAA states that the DLA Office of Small Business 
Programs management will evaluated each applicant on its managements approach to 
implement aPT A Program. The evaluation will include as assessment of the overall strength 
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and soundness of the organization. Specific, one of the management areas to be reviewed will 
be procedures for identifying and resolving problems that impact the program. 

This occurred because the DLA Office of Small Business Program's primary mission was 
focused on awarding cooperative agreements, rather than performing post-award monitoring. 
As a result, the DLA Office of Small Business Programs did not have reasonable assurance that 
the program was executed in accordance with established guidance nor did they have 
mechanisms to measure success of the program. 

During the course of our audit, the DLA Office of Small Business Programs began developing 
performance meh·ics to measure PTACs; however, these meh·ics were not finalized. Examples 
of the measurement categories that the DLA Office of Small Business Programs planned to track 
for each PTAC included: 

• Financial Status: used to track if PI ACs had any funding issues with their share of 
the total approved budget. 

• Status of Achievement to Goals: used to measure if PT ACs were meeting established 
goals for performance (i.e. the number of outreach events sponsored). 

• Retum on Investment- Prime Contract Dollars/Estimated Total Program Value: 
used to measure if PT ACs were successful in meeting client goals for prime contracts. 

• Return 011 Investment- Sub-Coutract Dollars/Estimated Total Program Value: used 
to measure if PT ACs were successful in meeting client goals for sub~contracts. 

• Average Costs of Counseling: used to measure if PT ACs were successful in meeting 
the number of initial and follow~up counseling sessions held with all small business 
categories (e.g. Small Disadvantaged Businesses, Historically Underutilized Business 
Zone, etc.) 

While these performance metrics were a valid start, additional metrics need to be developed to 
measure the performance of program recipients. Additionally, once the Office of Small Business 
Programs has several years of performance meh·ic history, procedures should be developed to 
gradually improve grantee performance so that Federal funds are used in the most efficient 
manner. 

Recommendation 1 (PTAP Program Office) 

Continue to review PTAP and individual PT AC performance meh·ics to ensure the program 
goals are achieved, and develop performance meh·ics for administrative grants officers. 
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Management Comments 

Partially Concur. The DLA Office of Small Business Programs determined that the definitions 
in the previous SCAAs related to the DLA Form 1806 were ambiguous and may have led to 
multiple interpretations by PTACs, resulting in potentially erroneous data. With the issuance of 
new SACC in July 2010, DLA Form 1806 definitions were revised to ensure all PT ACs are 
reporting on a more consistent basis and therefore providing more accurate data with which to 
measures performance. The DLA Office of Small Business Programs anticipates completing 
development of the performance metrics by February 2011. Although the DLA Office of Small 
Business Programs pal'tially agreed with the recommendation, their proposed actions meet the 
intent of our recommendation. 

AGO Performance. 
The AGOs lacked oversight of their designated PT AC cooperative agreements. Of the four 
administrative offices that we visited during the audit (see Appendix C for complete list of site 
visits), we found that none of the AGOs completed all designated responsibilities delegated by 
DLA. 

The DLA Office of Small Business Programs Delegation Letter, which is sent to the AGOs after 
grant award, designated 24 AGO administrative responsibilities for PTAP cooperative 
agreements (see Appendix C fm· all AGO responsibilities cited in the delegation letter). These 
responsibilities included, but were not limited to, the following: 

• Conduct performance reviews: These performance reviews evaluated the quality of 
the recipient's performance against the cooperative agreement requirements on an 
annual basis, which the DLA Office of Small Business Programs needs. to assess 
overall PT AP effectiveness. Although the DLA Office of Small Business Programs 
delegation letter required a performance review, this was not included in the SCCA 
until April 2008. 

• Conduct Post-Award Orientation Conferences: These conferences were essential to 
provide a clear and mutual understanding all of contract requirements to both the 
AGOs and PT AP recipients. 

• Review and approve/disapprove the recipients request for reimbursement or Standard 
Form 270 (Request for Advance or Reimbursemeltt): Certification of the Standard 
Form (SF) 270 provided assurance that all periodic submitted costs were reasonable 
and allowable- without this certification, the PT AC may be reimbursed for expenses 
that were not allowable, applicable or reasonable. 
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• Ensure timely submission of the correct and proper SF 269 (Financial Status Report): 
This review of the SF 269 provided a snapshot of the PTAPs' quarterly financial 
status. 

• Ensure timely submission of the correct and proper DLA Form 1806 (PTAC 
Cooperative Agreement Performance Report): The AGOs' semi~annual review of the 
1806 provided the Office of Small Business Programs with a detailed look at 
individual PT AC performance. {The SCAA dated March 2003 and April 2008 states 
semi~annual and quarterly submission respectively). 

During the audit, we visited four different AGOs to determine if they complied with selected 
responsibilities outlined in the DLA Office of Small Business Programs delegation letter. Based 
on our analysis, we found that the AGOs inconsistently adhered to the delegated 
responsibilities, while none of the AGOs completed all of the selected responsibilities. The 
following chart summarizes our results: 

AGOs Visited 

AGO Review Areas AGO#l AG0#2 AG0#3 AG0#4 

Conducted Performance Reviews ../ 

Conducted Post~Award Orientation ../ 
Conferences 
Certified SF 270 ../ 

Certified SF 269 ../ 

Certified DLA Form 1806 ../ ../ 

LEGEND: ..J ~ Denotes completion of responsibility in area and compliance with 
the DLA Office of Small Business Programs Delegation Letter. 

../ 

../ 

• Performance Reviews: We found that AGOs 1 and 2 conducted their delegated 
performance reviews; however, these reviews were ineffective because they were 
limited in scope and detail, and were not conducted using the DLA Office of Small 
Business Programs Performance Review Template. Although AGOs 3 and 4 used the 
review template, we found that AGO 4 did not conduct their delegated performance 
reviews; instead these reviews were performed by personnel other than the AGO 
from both the Defense Contract Audit Agency and DCMA's Small Business Office. 
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• Post-Award Orieutatiou Conferences: We found that AGOs 1, 2 and 4 did not 
conduct the required post-award conferences. The AGOs 1 and 2 stated the reviews 
weren't conducted because their designated PT ACs were wel1 established, had 
extensive knowledge about the program and didn't require a post-award conference. 
The AGO 4 didn't conduct the conferences due to liinited budget and resources. 

• SF 270: We found that both AGOs 1 and 2 did not adequately review and approve the 
SFs 270. The AGO 1 certified the PTAC's SF 270, however, the amounts billed for 
reimbursement were incorrect (the PTAC billed expenses incurred in FY07 while in 
Performance Period 2008), which caused accounting errors and funding issues with 
future reimbursement payments that remains unresolved to date. The AGO 2 did not 
certify all of the SFs 270 for the performance period. Since the issuance of this report, 
AGO 1 was in the process of correcting the accounting errors and funding issues, 
however, the concerns remained unresolved. 

• SF 269: We found that AGO 1 did not review any of the SFs 269 during the 
performance period. During our visit, we identified and reported this discrepancy to 
the AGO, at which time the AGO then submitted the forms a year later than 
originally due. We also found that AGO 3 did not review a SF 269 timely-the form 
was submitted later than required. 

• DLA Form 1806: We found that AGOs 1 and 4 did not review their respective PT ACs' 
Forms 1806 for accuracy. In all cases, we determined that PT AC performance-to­
goals were understated or not supported. 

The AGOs did not fulfill their delegated responsibilities because there was no standardized 
training program in place for AGOs- they received general grant training to obtain their official 
delegation, but there was no follow-on or refresher training to ensure the AGOs were up-to-date 
on changes in the administration of cooperative agreements). We also found that the Office of 
Small Business Programs did not require AGOs to report to DLA their accomplishment of all 
required responsibilities. 

In addition, the DLA Office of Small Business Programs did not provide adequate feedback to 
AGOs that periodically reinforced DLA expectations and addressed grant officer performance 
issues. In some instances, we found that AGOs provided inadequate post-award administration 
without any feedback of performance provided by the DLA Office of Small Business Programs. 
Feedback is a mechanism/ control that helps to ensure delegated responsibilities are executed in 
an effective manner. By providing feedback that is valuable and timely, all parties are aware of 
strengths and weaknesses and have a mutual understanding of future performance 
expectations. 
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Number Project CodE! ProjE!~_Title . · ·· Issue Date 
. ··-· -· .. -~ . . ~- ""' - . ·"-

IA-FY07-01 Audit Follow-up of Completed Corrective Actions 

Related to Internal Controls for Federal Employee I 

1 
' 

Compensation Act 6/13/2007 
IA-07-03 Validation on DLA's Working Capital Fund Budget 

~~]--+-- i Resource Distribution Process 1 12/20/2007 
'IA-FY07-01 I Audit Follow-up of Corrective Actions Related to Federal j 

3 i Employees Compensation Act 1 4/4/2008 

IIA-07-05 'Audit of Property, Plant and Equipment Baseline Efforts 

4 ! 4/30/2008 

5 

1

IIA-07-04 '(udit of Property, Plant and Equipment Baseline Efforts 

4/30/2008 

6 

I IAFA-FY08-01 •Sustainment Audit of Contingent Legal Liabilities 

6/13/2008 
.IAFA-FY08-02 I Validation of Global War on Terror, Cost of War Data, 

I 

I 

7 I 2nd Quarter 2008 7/16/2008 

OA-FA-FY08- j Internal Control Testing Related to Accounts Payable I 

8 OS !Vendor Set-up I 8/8/2008 

i IAFA-FY08-03 jValidation of DESCEnd of Month Accounts Receivable I ! Budgetary Resources Journal Vouchers 

9 I I 
9/30/2008 i I 

10 

. jValidation of the Corrective Action Plan for DLA Energy 

'DSCC-DI 08-40 • Unbilled Receivables 11/14/2008 

11 DA0-09-06 I Vulnerability Assessment- DLA Distribution 112/24/2008 

12 1

validation of Missile Fuels D022D Posting of Bad 

12/31/2008 
1 

DSCC-DI 06-66 Debts/Direct Write Off Procedure 

I 
i 

1 

I validation of Defense Logistics Agency's 3rd Quarter 

1/23/2009 13 :oAFA-FY08-06 FY08 Costs Related to the Global War on Terror 

Review of Contract Close-Out Procedures in the 

14 I OA-CF0-0~-45 ·Enterprise Business System I 3/26/2009 
----- --

i 

15 DA0-09-05 'vulnerability Assessment- DLA Disposition Services 4/23/2009 

Validation of Corrective Action Taken for Plan of Actions 1 

16 , DESC-08-04 and Milestones 28, Cash Sales Processing I 5/11/2009 

' 
! 

Validation of Corrective Action Taken for Plan of Actions I 
' 

17 , DESC-08-13 land Milestone 20, Related to Oilers, Carries and L-Decks' 5/12/2009 

I validation of Enterprise Business System Dunning i 

18 DSCC-DI 08-411 Procedures i 5/15/2009 

19 OA-DSCR-FY08
1

Audit of Contracts Paid Using Fast Payment Procedures I 7/2/2009 

I 

I validation of Defense Logistics Agency Financial 

Improvement Plan Fund Balance with Treasury Working 

20 DSCC-DI 09-43 'Capital Fund Pre-Columbus Cash Accounting System 7/15/2009 



21 

22 

23 

24 

25 

26 

i 
1 DAF-09-16 

DAI-09-03 

I 

IDA0-09-10 

DAF-09-17 

DAF-09-15 

i ,DAF-09-21 

27 I DA0-09-07 

28 I DA0-09-13 

i 

29 
1 

DAI-09-28 

I 

30 i DA0-09-10b 

31 DAI-09-29 

32 i DAI-09-33 
~------------, 

' 

33 DA0-09-12 

34 i DAF-10-06 

Internal Control Testing Related to the Budget to 

Execute Business Cycle as Required by OMB A-123, 
Appendix A 

Validation of Corrective Actions Taken Related to the 

Deficiency of System Specific Configuration 

Management Plans and Change Controls for DLA Energy . 

1
Systems 

i 

]Transfer of Nuclear Weapons Related Materiel from 

1 
Defense Logistics Agency to the United States Air Force 

'Internal Control Testing Related to the Hire to Retire 

Business Cycle as Required by OMB A-123, Appendix A 

I 

I 

I 

: 

! 

i 7/31/2009 

I 

8/4/2009 

8/18/2009 

8/31/2009 
FY 2009 Plan to Stock Quantity Distribution Operations i 
/Internal Control Testing as Required by OMB A-123, 

jAppendix A 11/17/2009 
!validation of Resolution of Fund Balance with Treasury 
I 

i Material Weakness Related to Evidential 

Documentation for Undistributed Disbursement and 

Collection Items 12/4/2009 
DLA Distribution San Joaquin Process and Compliance 

Review 

I DLA Distribution Susquehanna Process and Compliance 

/Review 

! 12/29/2009 

I 

I 12/30/2009 

'validation of Notice of Deficiency 6- Corrective Actions : 

Taken Related to Deficiency of Access Controls for Base 1

1 

I Level Application 12/30/2009 
I Nuclear Weapons Related Material Worldwide ' 

'Inventory 1/15/2010 

!

'Validation of Notice of Deficiency 10- Corrective Actions' 

Taken Related to Deficiency of Configuration and 

I 

Segregation of Duties over the Requirements Manager 

. Windows Server 1/25/2010 
Validation of Notice of Deficiency 13, 14 and 15-

I 

Corrective Actions Taken Related to Deficiency of RACF 
. Security Settings, Recertification of DFAMS Privileged 

:Accounts, DFAMS Audit Logs and System Software 

/Change Control Weaknesses I 1/26/2010 
Military Construction Resulting from Base Realignment I -~ 

I and Closure Decision of 2005 1 1/27/2010 

I I Follow-up Internal Control Testing Related FY 2009 Hire 

Ito Retire as Required by OMB A-123, Appendix A 1 1/29/2010 



I 

I Validation of the Defense Logistics Agency Financial 

Improvement and Audit Readiness Capital Fund Step 8.3 1 

IDAF-09-19 

and General Fund Step 7.5, Annual Statement of 

Assurance Tab D-2-6 Milestone 1 Statement 
35 Transactions 2/12/2010 

Validation of Corrective Actions Taken Related to Plan ot: 
36 DAF-09-25 Actions and Milestones 40, Base Level Operations 2/12/2010 
37 iDA0-09-01 law Enforcement Support Office 3/1/2010 

Validation of the Defense logistics Financial 

I 

Improvement and Audit Readiness Plan Fund Balance 

I 
with Treasury Working Capital Fund Step 8.2 and 

38 :DAF-09-18 General Fund Step 7.3 Statement of Differences 3/1/2010 
Nuclear Weapons Related Material Demilitarization 

39 ,DA0-10-02 Process and Controls 3/8/2010 

1

validation of Correctie Action Taken for Plan of Action 

! and Milestone 23, Maritime Pre positioned Ships Vessel ! 

I I 
40 DAF-09-22 Transactions I 3/26/2010 

Validation of Corrective Action Taken for Plan of Action 

41 IDAF-09-24 
land Milestone 39, Processing Claims for Losses on 
Commercial Pipelines 4/2/2010 

I 

Validation of Corrective Action Taken for Plan of Action 

42 DAF-09-27 and Milestone 24, Utility Code Account Processing 6/18/2010 
i Validation of Correctie Action Taken for Plan of Action I 

I I 

and Milestone 5, Timely Reporting of Transactions at 

I 43 iDAF-09-30 j Defense Fuel Support Points 6/30/2010 
I !Validation of Corrective Action Taken for Plan of Action 

44 DAF-09-23 and Milestone 22, Contingency Processing I 7/1/2010 
45 DA0-09-14 I Defense Commisary Agency Peer Review ! 8/3/2010 

I 

46 DA0-10-08 I Defense Finance and Accounting Service Peer Review 
I 

8/5/2010 
i 

IDAF-10-31 

1 FY 2010 Internal Control Testing Related to Hire to 

47 Retire as Required by OMB A-123, Appendix A l 8/12/2010 

! 
jlnternal Control Testing Related to the Budget to 

'Execute Business Cycle as Required by OMB A-123, 
I 

48 j DAF-10-30 ~pendix A 
I 

8/27/2010 
-

49 'DA0-09-11 'DLA Disposition Services Small Arms 9/9/2010 

i 
I FY 2010 Internal Control Testing Related to the Plan to 

I 

IDAF-10-32 

'Stock Business Cycle as Required by OMB A-123, 

I 50 ]Appendix A 9/16/2010 
I 

'Validations of Intermediate Documents Order I 

' I Fulfillment -55 Error Standard Operating Procedures and I 
i 

9/27/2010 51 DAF-10-12 Controls 



! 
I 
! 

52 :DAF-10-35 
I Internal Control Testing Related to the Order to Cash 
Business Cycle as Required by OMB A-123, Appendix A 9/27/2010 

53 DA0-09-02 1 Procurement Technical Assistance Program 9/29/2010 
Enterprise Audit Related to Nuclear Weapons Related 

54 DA0-10-07 Material 9/30/2010 
-· 

55 DA0-09-11 DLA Distribution Small Arms 9/30/2010 
I 

I validation of Notice of Deficiency 24- Corrective Actions 

56 DAI-10-29 
I Taken Related to System Documentation for Edit Checks 
and Error Validations for DLA Energy Financial Systems 10/7/2010 

57 
1

DA0-09-20 
1 

DLA Distribution Contract Oversight 10/21/2010 

58 IDA0-10-01 DLA Distribution Compliance Assessments 12/9/2010 

59 'DA0-10-09 Drawdown and Reset in Iraq 12/29/2010 

I 

:Validation of Notice of Deficiency 16- Corrective Actions 

Taken Related to the Implementation of Application 
I 

. Level Configuration Management Controls over BSM-E 
I 

,Subsystems (OED, OGF and FES), RM, PORTS and 

60 DAI-10-05 I DFAMS/ AVEDS 1/5/2011 
I 
I 

Validation of Notice of Deficiency 17- Corrective Actions 
! 

I Taken Related to Deficiency of System Specific Script I 

61 
1
DAI-10-03 

1 
Configuration Management Procedure I 1/10/2011 

I 

62 DAF-10-34 

I Internal Control Testing Related to the Procure to Pay 
Business Cycle as Required by OMB A-123, Appendix A 1/13/2011 
Validation of Corrective Actions Taken for Plan of Action . 

1
and Milestones 7, Financial Reconciliation of Energy I 

63 DAF-10-36 I Inventory 3/16/2011 
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