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U.S. Department
of Transportation

Federal Aviation
Administration

SEP 19 2011

Freedom of Information Act (FOIA) Request 2011-8771

This letter is in response to your August 13, 2011 FOIA request for a copy of the December
2, 2005 memorandum, “Sensitivity of United States Radar Information” from the Director,
Office of Internal Security and Investigations, AIN-1.

A records search was conducted the Office of Security and Hazardous Materials Safety
(ASH) and enclosed is a copy of the memorandum you requested. It is being released to you
in its entirety.

There are no fees associated with this request because the cost to process was under $10.00.

Sincerely,

MM
Bruce Herron

Director, Office of Security

Enclosure



Federal Aviation
Administration

Date: gEC 2 400h

To: Acting Dire

Frou: Directar, Offlce of Lifiérgent

Prepared by Intemal Securily Policy Division, AIN-200

Subjcct: Sensitivity of United Btates Radar System Information

Y owr e-mail of Novenber 9, 2005 asked for recommendations and suidance an

The suitable sensitive unclassified information (SUL) label for your database of United
States radar sysioms and microwave links.

Backyround checks or secwity clearances for access to this information.

Proper labeling and handling of SUT and Scasttive Securily Information (S51).
Condracting language and nondisclosure agreements for people who need access to this
inforination.

Justification to withhold this information if someone requests it rouch the Freedom of
Information Act (FOLA).
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Y our e-mail stated the daetabase information:

. Is not normally available fo the public;
2. Contains information such as the locations of all Unitfed States radar systems and
microwave links that send radar information; and
3. Provides information that a crimninal or teyrorist coulkd use 1o spot weak links in national
surveillance La}?)dblhth.s anct 1o Tind radar sites to disrupt or destroy the vital services and
secunty measures they provide.

Based on your degeription of the database and by Title 49 Code of T'ederal Regulations Part
15.5(h), it’s proper to label database information SSI because

1. The database Hsts physical asscls vital to the aviation trfmapmmtmn systen;
2. Destruction oy incapacity of these asscts would have a debilitating impact on

transportation securilys and
3. Criminals or terrovists could use database information to ev de gurveillance, an avistion

Seeurily meusure,



O yvour other regquests:

I, FAA Order 1600.75, Chapter 3 has goidance for marking and handling 881
2. FAA Order 1600.75, Chapter 2 has guidence for access to S50 A person does not need a

securily clearance for access to 581 FAA omployees and contractors must have a
fivorably adjudicated National Agency Chack with Written Inguirics (NACT for nccess.

3. Vor details on writing security clauses, go to the Contract Writing Toolbox in the FAA
Aequisition Toolset at htp/fust.faazov, We can help vou crafl 8 nondisclosure
agreement.

4. FOIA exemptions High 2 and 3 ure suitable cxempiions to eite i yout et an FOIA
request for database information. Sce FAA Order 127001 and Paragraph 9, Chapler 1,
FaA Order 160075 for gridance on handling FOIA requests for §S7.

Our point of contact for this memorandum is John McCarthy, 202-493-5423.
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