
 
 
 
 
 
 

 
 
 
 
 

Description of document: Federal Aviation Administration (FAA) memorandum, 
“Sensitivity of United States Radar Information,” 2005 

 
Requested date: 13-August-2011 
 
Released date: 19-September-2011 
 
Posted date: 10-October-2011 
 
Date of document: 02-December-2005 
 
Source of document: FOIA Coordinator 

Federal Aviation Administration 
National Freedom of Information Act Staff, ARC-40 
800 Independence Avenue, SW 
Washington, DC 20591 
Fax: (202) 493-5032 
Online FOIA form 

 
 
 
 
 
 
 
 
 
The governmentattic.org web site (“the site”) is noncommercial and free to the public.  The site and materials 
made available on the site, such as this file, are for reference only.  The governmentattic.org web site and its 
principals have made every effort to make this information as complete and as accurate as possible, however, 
there may be mistakes and omissions, both typographical and in content.  The governmentattic.org web site and 
its principals shall have neither liability nor responsibility to any person or entity with respect to any loss or 
damage caused, or alleged to have been caused, directly or indirectly, by the information provided on the 
governmentattic.org web site or in this file.  The public records published on the site were obtained from 
government agencies using proper legal channels.  Each document is identified as to the source.  Any concerns 
about the contents of the site should be directed to the agency originating the document in question.  
GovernmentAttic.org is not responsible for the contents of documents published on the website. 

http://www.faa.gov/foia/email_foia/index.cfm?region=hq


U.S. Department 
of Transportation 

Federal Aviation 
Administration 

SEP 1 9 2011 

Freedom of Information Act (FOIA) Request 2011-8771 

This letter is in response to your August 13, 2011 FOIA request for a copy of the December 
2, 2005 memorandum, "Sensitivity of United States Radar Information" from the Director, 
Office ofintemal Security and Investigations, AIN-1. 

A records search was conducted the Office of Security and Hazardous Materials Safety 
(ASH) and enclosed is a copy of the memorandum you requested. It is being released to you 
in its entirety. 

There are no fees associated with this request because the cost to process was under $10.00. 

Sincerely, 

QceHerron 
Director, Office of Security 

Enclosure 



Federal Aviation 
Administration 

Memorandurn 

DJte:. DEC 2. 2005 

To: 

From: Director, Office of h..:l. ~""""'(.T:~~ 

Prepared hy: Intemnl Security Policy Division, AIK-200 

Sensitivity of United States Radar System InR.H1J1ation 

Your e~mail of November 9, 2005 asked for n:commend::nions and guidance on 

1. The suitable S<.-'llsftlvc und~Jss[ficd inlf~lmlation (SUI) 1ahcl for your database of United 
States rad;.'u- systems and mkrmvave links. 

2. B;,ckground checks or security cleanmccs for access to this infomt::i.tion. 
3. Proper labeling Hnd hand1i11g of SUI alid Scnsi1ive Security Infonnalkm (SSI} 
4. Contracting language and nondisclosure agreements for people \vho need access to this 

information. 
5. Justification to withhold this infom1ation if someone reque:;ts it through the Freedom of 

Jnfonnation Act (FOtA). 

'lour e-mail stated the database infomwtion: 

I. Ts not nommlly available to the public; 
2, Contains infom1ation .such as the locaiioHs of.aH Cnited Stales tadar systems. and 

microwave links that send radar infi'mnaticm; and 
3, Provides information that a ctitninal or terrorist could usc h1 spot ;,.r..'eck links in national 

surveillance capabilitk:s and to Jim! .radar flites to disrupt or destroy t1·a:: vi(af services and 
setUiity measures the:y provide. 

Based on your description of the database and by Title 49 Code of Federal Regulations Part 
lS5(h), it's proper to label (latahase information SSI b!x:ause 

J_ The database lists physical assds vital to the aviation transponation system; 
2- Destruction m-1nc::~paci!y of these ass.::ts ''Votdd hav;,; a dcbilit:n1r..g impact {~n 

transportai1on security; and 
3. Crirnimtls or terrorists could usc database informtttion to evade> survei1lance, an aviation 

sceu:rity measure. 



Ou your other requests: 

l., FAA Order l <i00.7.5, Chapter 3 has guidance for tnru-king and hamWng SSL 
2. FAA Order l (>00.75, Chapter 2 h3s guid;;.:nce fo·r access to SSI. A person doeR not need a 

sttcurity clearance for access to SST. FAA cmp]oyccs and <:(.mtrac-tors must hnve a 
fitvoruhly adjudicated National Agency Check 1vith \Vrittcn Inquiries (NACJ) Jor r1cwss. 

3. For details on writing security dauses, go to tho Contract Writing Toolbox in the FAA 
i\CqHisltion Toolset ti( illtp:< ft"U::Ja.grn \Vc can help you cmn q nondisclosure 
aLrreemenL 

4. I--DIA exemptions .High 2 and 3 are sui1ablt: exemptions to cite ifyou gd an F01A 
mquest for database infom1ation. ScL: Ft\A Onk~r 1270.1 and Paragraph 9, Clwpkr 1, 
FA. A Order ~600.75 for gnidanee on lumdling FOIA n.xtuest<J for SSf. 

Our point ofc.ontac( lor this memorandum is John McCmihy, 202-49;;-542:~ 
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