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Foreword

Cryprologic operations in support of U.S. Air Force commanders
during the Korean War provided the essential base from which the air-
related SIGINT systems employed in Southeast Asia in the 1960's
developed. U.S. Air Force commanders in Korea learned to make direct
application of SIGINT in their operations. As they did so, SIGINT
analysts for the first ime worked in the air operations centers them-
selves to assist in the application of SIGINT

U.S. Air Force and U.S. Naval Air commanders in Southeast Asia,
recalling the Korean War, asked for SIGINT 1o aid them in planning,
conducting, and evaluaung air operations, and they wanted timely
service. With Korean War and Cuban missile cisis experience behind
them, US. SIGINT technicians adjusted collection, processing, and
reporting tasks 10 meet these Southeast Asian requirements. Once again,
they formed a close relationship with commanders and worked in or near
the operations centers of PACAF and Seventh Air Force and Seventh
Fleet's attack carriers and special mission ships.

The purpose of this cryptologic history on SIGINT aspects of U.S. air
operations, of which this is the first volume, is to establish a record of
those SIGINT operations and the use made of SIGINT by the Air Force
and the Naval commanders concerned. The documentation will serve,
therefore, both the cryptologic agencies and the U.S. Navy and U.S. Aic
Force as they look ahead to a continued partnership in future air
operations.

NOEL GAYLER
Vice Admiral, US. Navy
Director, NSA



Preface

In preparing this inital volume on SIGINT applications in Southeast

Asian air operations, the writers used a wide variety of source materials,

Noteworthy among these were the unit histories of Air Force Security

‘ » Service’s Pacific Region, documentary materials from Naval Security

Group; operational message files, including a major one assembled by

Mr. Delmar Lang of NSA; drafts prepared by Mr. James Thompson,

TETA 3 =B L e B6-32 B3, before he departed NSA; the technical reports of NSA's technical
T library; and interviews,

The ‘writers are indebted to many persons for ass?;ﬁn“ freely given
Di i in oar foem o anarher Cagse £

[ Jod LT. Thomas }.
Coneeney, USN (NFO!0), also contributed by making several of our

Gy accounts more meaningful and accurate. Finally, the writers acknowledge

IR the patient work ol:who typed and corrected their draft
manuscripes.

USAF A few source footnotes appear in text, mainly where the material was

directly quoted. A fully documented version of this volume is available ac
NSA for reference. Requests for additional copies of this publiation
should be addressed to Director, NSA, Fort George G. Meade.
Maryland.
The staff assumes sole responsibility for the use made of source
) materials and of comments offered on the draft manuscripts. as well as for
anv errors of fact thar may appear in this volume.

January 1972 T
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J
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CHAPTER 1

The Setting

The air war over North Vietnam, in one sensc, fepresented a
conventional contest of arms berween American and communist forces,
with most U.S. aircraft and crew losses resulting from North Vietnamese
usc of AAA. While the air war unfolded day by day, another coatest
was taking place, however, with equal intensity. This was the struggle
for technological electronic supremacy in the skies over North Viemam.
The U.S. had to devise new tactics and equipment to keep its lead over a
North Vietnamese air defense system employing increasingly sophisti-
cated bloc country techniques and equipment. On their part, the North
Vietnamese attempted to deny the airspace over North Vietnam to U.S.
reconnaissance and strike aircraft by employing these advanced systems
0 conjunction with their conventional air defense forces, adapting
equipment and techniques to contest U.S. electronic innovations.

The period of the air war over North Vietnam, March 1965 through
October 1968, was one in which the enemy’s air defense system became
a highly refined, arviculated defense mechanism. During this period,
with assistance from signal intelligence (SIGINT) agencies, the U.S.
kept pace with the successive stages in the development of the enemy air
defense organization.

U.S. Forces

In conducting air operations over North Vietnam, the U.S. Pacific
Command (PACOM) in Hawaii exercised control through the Pacific
Air Force (PACAF), the Pacific Fleet (PACFLT), and Fleet Marine
Forces, Pacific (FMFPAC). Each of these, in turn, had operational forces
in the Southeast Asian theater. PACAF's 7th Air Force (2d Air Division
nul 1 Aprit 1966)*at Tao Son Nhut Air Base (AB) near Saigon; an
tlement of PACFLT's 7th Fleet, Task Force 77 (TF-77), in the Gulf
—_—

"This volume will use 7ch AF.
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of Tonkin;: and the 1st Masine Air Wing (MAW) at Da Nang and Chu
Lai, South Vietnam, conducted the U.S. air mission against North
Vietnam. The Commander-in-Chief, Pacific (CINCPAC), gave 7th
Air Force coordination authority for air operadons over North Vietam.
and the 7ch Fleet kept a liaison officer on duty at Tan Son Nhut for coor-
dination. Military Assistance Command, Vietnam (MACV), not
PACOM, controlled through 7th Air Force the strikes of 1st Marine Air
Wing which centered on the area immediately north of the DMZ.

Air Force

7th Air Force had six tactical figher wings, three
special operations wings. one tactical reconnaissance wing, and various
support elements. The fighter wings flew primarily the F-100D's, and
F—4's (modifications C to E); the special operations wings flew a wide
assortment of aircraft, including the AC-47, AC-119G. A-1, C-123

In South Vietnarm,

43240 TACTICAL RECONNAISSANCE WING

115TH TACTICAL FISHTER SQUADROY

DENS %097H CATH F1GHTER KTERCEPTOR
SQUADRD!

55T TACTICAL MGHTER WG
4157 TACTICAL RECONNAISSANCE SCUADRON
460 TH TACTICAL RECONMAISSANCE SQUACRO™
DET OF 4258TH STRATLGIC WING

T @

GET 509Th FIGHTER INTERCER™CR SQUAGRON

@ranoxos

DET OF 12:8Th STRATEGIC WNG. 8

WAJOR US. TACTICAL AIR ELEMENTS IN THAILANT
19/7
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and others which were adapted for gr
;c::::n::n;e wingf flew the RB—.")7!5.81101:1—"2(:,s uRPI?(-"I‘OX
Pl Nra norc;hwmg;‘ operated from airfields at Bien Hc.;amcd e
Bay. Da | lmi.imsa;h ng, Phljl Cat, Pleiku, Tan Son Nhl.;( 'zl'm fonh
o o Ta'; o e hl:cpubhc of Vietnam Air Force ( VN:AFu)v H'oa
pedarrs 3t Tan a hv..n:. operated from many of the same aj e
. d gs at Bien Hoa, Tan Son Nh B
,qr:::,’o::d fB";nh Thuy. The South Vietnamese A‘:
P Wb:)mc :tpﬂ;pe.ller-dnven SKY RAIDERS, three squad
s e fo:‘ac jets, fmd one squadron of F-5 superm;‘?““Of
cBheers These ces pamcnpa_ted from time to tme with Uslc et
et n sl 7t:verdNonh Yletnam. S
e l,(or an 13([’_1 Air Forces had numbered fighter wi
acdrons ac a:l. Takhli, Ubon, Udorn, Bangkok, and Nng:(gnd
phanom. The _lsfquka fons flew F-4's from Korat, Ubon and Uda o
akhli and Korat. Air Force electronic warfare sqz‘:ir::d
s

- The tactical

t, Da Nang, Nha
r Force had three

USAF F-

v A]lel_OSﬁ7 THUNDERCHXEF all-weather fighter-bombe;

e A ’ electronic warfare pod (left wing) and AL ‘r‘
¢ warfare pod (right wing) positioned outboard tg —thl

relatively large fuel tank
roaively l s. An APR-25 radome is under the nose of

TORSECREP—HIERE ™
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flew EB—66's from Takhli and EC-47's from Na Khon Phanom. Several
tactical reconnaissance squadrons a¢c Udorn flew RF—4's.

Scrategic Air Command (SAC) also deployed units for operations in
Southeast Asis. From Kadena Air Base, Okinaws, U Tapso Air Base,
Thailand, and Andersen Air Base, Guam, SAC launched B~52 mimions
against targets in South Vietnam and aloag the infiltration corridor in
La0s. SAC also conducted U-2 and drone photo/ELINT operstions
over North Vietnam.*

U.S. Navy end Maerine Corps

With headquarters at Yokosuka, Japan, 7th Fleet kept its Task Force
77, cousisting normally of two or three artack cacriers (CVA's), in the
vicinity of two desi d poiats adj 1o the Vi infand
Yankee Station, the point from which the Navy launched its ROLLING
THUNDER missi Ithough noc fixed, 3 upon 16-00N 110-
OOE in the offshoce waters south of the DMZ prior to April 1966 and
thereafter upon 17-30N 108-30E ia the waters to the north of the
DMZ. Dixie Scation was off the Mekong Delta to the south. PACFLT
CVA's Hancoch, Constellasion, Coral Ses, Ranger, Orishany, Kitty
Hewh, A , Insvepd, R i1, Emserprise, and F I rocated
into and out of the war zone, cruising on either Yankee or Dixie Seation
for varying periods of time.

Commander, Task Group (CTG) 77.0, a subelement of TF 77, also
designated Yankee Team commander, assigned flying times to his
CVA's. Yankee Team usually assigned each CVA a 12-hour flying time.
If more than two cartiers were on station, overlap times were
concentrated during daylight hours, but all carriers conducted strike
operations 12 bours daily. To prevent CVA's from striking the same
target, North Vietnam was divided into sectors with sector assignmenss
made by CTG 77.0 based on time-of-day flying hours. Suike planners on
the individual carriers nominated to CTG 77.0 targets and
teconnaissance areas within their assigned sectors. If for any ceason the
nominated targets were not approved, CTG 77.0 assigned other targets.

*Sce below, p. 14-20

—TORSECRET~-EMBTY—
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CRUSADER. Other aircraft such as the E-2A HAWKEYE with its
special radar served as early warning placforms for the fleet. Still others
such as the RF-8G CRUSADER and RA-5C VIGILANTE carried out
reconnaissance missions employing various sensors.

The firsc Marine Air Wing, under the 3rd Marine Amphibious
Force, had major units at Da Nang and Chu Lai, with other forces at
Marbie Mountain (near Da Nang), Phu Bai, and Dong Ha primarily for
ground support. The major units, Marine Air Group (MAG) 11 at Da
Nang and MAG's 12 and 13 at Chu Lai, in addition o supporting
ground units in South Vietnam, also flew missions over Route Package
1in North Vietnam (see illustration, p. 8). Their missions were, for the
most part, responsive to MACV surike objectives and were thus distinct
from both Navy and Air Fotce operations over the North.

MAG-11 at Da Nang flew A-6 INTRUDER's and F-4
PHANTOM fighter-bomber aiccraft. ls Marine Composite Recon-
naissance Squadron One (VMCJ-1) flew reconnaissance and eleceronic
warfare versions of these aircraft, RF-4B's and EA~6A's. MAG-12
flew A-4 SKY HAWKs and MAG-13, F-4's from the air base at Chu
Lai.

U.S. Air Operations Over North Viemam

Before the Gulf of Tonkin incidents in 1964, American air operations
consisted onfy of reconnaissance missions in the Laotian-North
Vietnamese border area. The diminutive South Vier Air Force
(VNAF), under Air Marshal Nguyen Cao Ky, flew A-1E propeller-
driven aircraft from Da Nang with the help and guidance of American
advisors, but established rules of engag at that stage prohibited
direct action by U.S. advisors unless provoked by the enemy. The United
States faunched its first air strikes® against Norch Vietnam on 5 August
1964 in reualiation for the North Vietnamese PT boat attacks on the
U.S. destroyers Maddox and C. Tumer Joy in the Gulf of Tonkin. In

* An air strike is an attack on specific 1argets by fighter, bomber or attack aircraft on an
offensive mission and may consist of several air org; under a single ¢ din
the air. A sortic is "an operational flight by one aircraft.” This differs from a *'mission

which is “the dispatching of one or more aircraft to accomplish one particular ask.”

{Jownt Chiefs of Scaff, Dictionary of United States Military Terms for Joins Usage.

Washington, D.C_. U.S. Government Printing Office. | January 1968}

FOPFEER STl

!
|
\

4

!
|
|
!

THE SETTING

this initial ajr operation
based piloes flew sory; e ERCE ARROW. USS o e

€5 agaj ; .
and support bases 3g2inst North Vietamese PT boar facilities

Following PIERCE ARROW
attacks against the norch until F;
attacks on U.S. facilities then
President directed the execution o

”._ authorizing Admiral Sharp o
F'LAMING DART operations c
US. pilots from the attack carey,
North Vietnamese Army barrac
Nortth Vietnamese panhandle.

Before the end of Febry
Washington prepared a plan
Vietnam called ROLLING T

the LS. did not undertake further ajr
Bruary 1965 In reaction to Vier Cong
taking place «n South Vietnam, the
fa JCS plan called FLAMING DART
Qfry ouc retaliatory strikes. During
onducted on 8 and 11 February 1965,
€rs Coral Sea and Hancock attacked the
ks and port facilities at Dong Hoi in the

ary 1965. JCS and dvilian officials in
Hf{))rNsE;stcmanc 4r strikes against Norch
) . ER. a two. isti
of ) part program ci
reme:; frﬂkes .aga@st preselecred JCS-designated rirzf(s an; n:fsr:ng
N aissance* against both fixed and moving targets. The objecti .
the program were to make it as difficult as pes;ible 'for- s o
F::unue sluppon of communist forces in South Viern
increasingly i
porea 8%y severe penalties on the north for continuj
The firsts ROLLING THUN
) firs DER operations were 1o be i
Z:)r::cs similar to FLAMING DART, but a coup d'erat 1n Smg;:l:lr::m}:y
canceﬂugnt alert status of the Republic of Vietnam Air Force forced Ih:
cllation of this plan. The firse actual strike was ROLLING

involvin; 111 US. and 19 VNAF

North Vietnam to
am and to impose
g support to these

cp b R mission referred to a speaific class of rarger;

\10,.’ " aL(s[. syupply areas, communications, radar sites. or port ficxliues‘
mally, C ) i :

Ny hI\CPAC recommended the mission to the Joint Chiefs of
. either they or the President authorized execution.

“JCS gefines armed reconnaisiance as

inc autacking targers of Opportunity
Sriefed targess”

‘2 mission with the primary purpose ot lating
- and not for the purpose of attacking speciﬁk

~—FOP-SECRITTRIBRT
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After the beginning of ROLLING THUNDER, th.e us. c’?mn;:ds
conducted air strikes only in sreas designated s?.enﬁcally g '(h‘::
PACFLT, PACAF, and MACV assumed responsibilicy for stril e “,"_.,.e
the various districts of North Vietnam, o route packages as they
called.

100 1on*

cimNa

HANDI AND HAIPHONG
RESTRICTED AREAS

=)l

|9TH PARALLEL

THAILAND

ROUTE PACKAGE AREAS

LEL
EFFECTIVE! APRIL 1%8

EFFECTIVE 2 APRIL 1363

»
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THE SETTING o

Originally, each service had three route package areas for 2 specified
time, then rotated responsibility for those areas with the other services.
In order to allow the pilots 1o become more familiar with their target
areas, placement of andaircraft barteries and the like, route package

ig: became per

In December 1966 the commanders of 7th Air Force (AF) and TF
77 established procedures for controlling and coordinating their air
operations over Laos, South Vietnam. and *North Viemam. The
procedures provided, in particular, for exchange of information on all
friendly air operations over the Gulf of Tonkin and the adjacent land
areas of North Vietnam and for mutual use of radar control facilities,
The lacter included the Air Force Conmrof and Reporting Center (CRC),

) M,

at y near Da Nang: Air
Force's Control and Reporting Post (CRP) at Dong Ha
near the ; Air Force's Airborne Barly Warning and Control aircraft

(callsign ETHAN); and Navy's RED CROWN facility on board the
Positive Identification and Radar Advisory Zone (PIRAZ) ship stavioned
in the Guif of Tonkin.*

The US. expanded and contracted the ROLLING THUNDER
program in terms of geographic area, suthorized targets, and sortie level
in accordance with directions from Washington. From March 1965 to 1
April 1968, interrupted by seven truces ranging from 24 hours t a week,
the US. gradually expanded the area of authorized operations until
almost all of North Vietnam was included. The U.S. did not carry out
operations along the Chinese Communist border, nor did it strike the
Hanoi and Haiphong aress except for specified military and ocher
strategic installations.

On 1 April 1968, President Johnson limited strike operations against
North Vietnam to areas below the 20th parallel, and on 3 April further
revised the limitation southward to the 19th parallel. On 1 November,
he suspended ROLLING THUNDER ions. Air rec isance

< irh 1

c 1 h

= M 3

of Operational Procedural Agreement Berween Commander. 7th AF,
+nd Commander TF 77, 8 December 1968 (Secrer).
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USMC Aircraft in SEA

Reconnaissance Programs

Under the controt of the Joint Chiefs of Staff and .izs J.oim Recon-
naissance Center (JCS/JRC) in Washington, the Strategnsco A:] Comr:afxd
nsibility for strategic reconnaissance in utheast  Asia.
}I\}a:der":}‘: JSlCS/Jy;{C and ClNgCPAC direction, PACFLT ?nd PA(;AF
conducted tactical air reconnaissance of direct value to their operations
ietnam. .
OV?JSO;TG‘I/NT agendies, from the bcginning of the Korean conﬂxq.
have assisted U.S. military commands in the coaduct oftdan‘
reconnaissance programs. When an enemy air defense system ref.nct d(0
these operations, SIGINT agencies incercepted communications 1: olrJ :sr
10 gauge the target country’s reactions to them anf‘l to provide U.5.
officials with timely intelligence. At times, when hostile action against a
reconnaissance mission was evident, tactical conuu{lers were able to av:;!
shootdowns by using SIGINT.derived i.nforn}auor_\ and recalling the
aircraft before the enemy could make an air interception.

-

Although SIGINT agencies were primary- contributors to the JCS

WHITE WOLF advisory warning program, which supporfed all
peripheral airborne reconnaissance worldwide, Southeast Asia was

=TOP-SREREI-LALERA
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exempe from normal WHITE WOLF procedures,
system was in use for the zone idenrified as X.ray, including all terri-
tocy westward from Hainan Tsland throughout Laos. The modified
system applied only to SAC U~2 and drone reconnaissance flights and
was separate from threat alems and border waraings in support of
tactical missions over North Vietnam and Laos.

Air Force Security Service's 6924th Security Squadron ar Da Nang
had advisory warning r ibility for SAC m in the X-rav area,
providing pertinent SIGINT to a SAC single-sideband scation near the
AFSS compound. The SAC station determined if a warning was required
and, if so, passed it to the aircraft. The 6925¢ch Security Group at Clark
AB in the Philippines passed WHITE WOLF warnings for
reconnaissance flights outside the X-ray area in the normal manner.

SAC, PACFLT. and PACAF reconnaissance mi
the most part, photographic intelligence, communications intelligence
(COMINT), and electronic intelligence  (ELINT).* ELINT was
particularly useful to the Navy and Air Force in the conducr of elec-
tronic warfare operations over North Vietnam. Tactical commanders
wanted information on the enemy’s air defense organization. Was the
enemy using a given electronic system? Whar frequencies were the enemv
employing on his cadars? Was the enemy preparing to launch missiles ac a
U.S. flight over Route Package V? Tactical air commanders looked w0
ELINT for answers to these and man
air defense operation.

Instead, a modified

ssions produced. for

y other questions abour the enemy’s

Air commanders also had a longer-range interest in the weapons
systems being introduced into North Viernam by communist bloc
counteies. They wanted to know the general cechnical capabilities of the
weapon system and its modus operandi, What was the effective range of
the missile and its associated radars? How did the radar signal guide the
missile? Was it susceptible to jamming? How reliable was the enemy’s
tadar-controlled AAA? Where was the enemy locating his air defense
weapons and radar control facilities’ These were only a few of the
questions asked of the ELINT specialists.

— .
"ELINT is information obtained by the collection and techmical processing of foreign
nong ications elect

cadiations from other than atomic or suclear
sOurces,

“TOF STCRTT UNMBRX™
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Operartors and analysts participating in ELINT collection misions
normally processed the signals immediately for information of direct use
in air operations. They plotted the signals, read our the audio portion of
the signals, examined the film which photographically recorded the scope
displays to measure pulse rare frequency (PRF) and other characteristics
of the signal for identification of the emitter by type. They checked
the derived information with that previously held o updare their ELINT

‘\_ order of battle (EOB). They then forwarded Jthe ELINT dara and

|

of emitter signals, s, incd on the FAN SONG rldlﬁ
Wn the Gulf of Tenkin during
‘ of » were necessary before the U.S. could develop elecronic

“ pertinent COMINT on i

thi

fi » tssued ELIN'T reports and continuousty
maincained for PACOM the ELINT order of batle, then forwarded the
basic ELINT dara to NSA for further processing and 1o DIA for
incorporation into the workiwide EOB. NSA aiso acquired ELINT data
directly from collectors for updating its ELINT Parameter Listings, the
technical guides used for signal identification.

ELINT analysts worked closely with engineers of the three services
who designed jamming and other electronic equipment to deny the enemy
reliable use of his electronic equipment. Often very precise measur

LOCATING EMITTERS THROUGH AIRBORNE DIRECTION FINDING

Using receivers for ELINT signals spanning thel : I

counter (ECM) devices. Examples of the larter were the lock-
beeaker and gate-stealer jammers employed to confuse reception by

¢nemy antisircraft radars. COMINT analysts also participated in the

requency range, service ELINT operators collmefi rl-dnr. musnle
guidance, navigational (beacon) and other aen.communications signals.
Of primary. importance in the air war were, of' coufse, -rhe
electromagnetic radiations of the enemy's radar sets which comprised
upwards of 90 percent of the signals recorded. :

Since most radar signals of interest were in the very high frequency
range and intercept depended largely on being within line of sight of the
emiting radars, U.S. ELINT operators on aifborne platforms collected
these signals. While intercepring the signals, the airboene operators also
were able to ke successive direction finding bearings along a base

line—the path taken by the aircraft—to fix/ che relative positions of the ;

radars (see illustration above).

BN
—TOr-SRCRET-UMBRNT—

lof of ECM devices by providing the service R&D agencies,
interservice panels, and.contractors (Ssnders Associates, John Hopkins
Applied Physics Laboratory, and others) with insight into the operation

} of electronically controlled weapon systerns based on their COMINT

studies.*

'NSA‘:m give oniy one example. briefed 2 "SAM Working Group
Meeting™ at the Awr Proving Geound, Eglin AFB, Fla.. as early as November 1965 on
the COMINT-derived view of NVN's SAM operstions. In sttendance were
b of the ineell itr and service R&D agencies such as Army's

FSTC. Aberdeen Proving Grounds. and Redstone  Arsenal; Navy's STIC; and Air
Force's FTD and AFSC.

YBy i BuL. tw n TOP SECRET UMBRA
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SAC Reconnaissance

In Southeast Asia. SAC flew U-2's, drones, RB-47's, RC-135's, and
the SR-71 on photo reconnaissance and SIGINT missions. As the JCS
executive agenc for strategic® ELINT operations, SAC undertook. major
ELINT processing at its Omaha headquarters and also in- field loca-
tons.

The U-2 Program
Oa 13 February 1964, SAC began a high-altitude photo

reconnaissance and SIGINT program utilizing the U-2 aircraft, the high.
altitude—up to 70,000 feet—monoplane with a cruising speed of 460

mph and a range up to 3,000 miles. The first U-2 mission staged from .

it Base in the Philippines in a program nicknamed}

* Shortly after the initial February mission, the U-2's be-

gan operating out of Bien Hoa AB, RVN, on an almost daily basis —a

recorded 1,100 missions from inception of the program to 1 November

1968. Acting on data produced by the U-2 missions and requests re-

ceived from MACV and others, SAC planned the U-2 missions and,

after JCS/JRC approval, forwarded instructions to the field for execu-
tion.

During 1964 U-2's ranged over Laos and North Vietnam without
restrictions, but following U-2 photographic detection of 2 SAM (SA-2)
installation to the southeast of Hanoi in early April 1965, the JCS
directed that U-2 missions be restricted from overflying SAM sites.***

*The distinctions berween what is siraregic and- what i§ factical became, at umes.

somewhat blurred. and the terms are used here with some reservation. The bombing of

NVN-wa$ strategic: 1t supporeed the region of main confrontation. South Vietnam

Despite SAC's strategtc mission and its strategic B-52 bomber force, it was PACFLT

and PACAF which carried out the sratepic bombing of NVN. SAC's B-52 force.
~ uii'thie uther hand.. ay used in South Vietnam. performed a tactical support mission.

*2Mare recent ni(knair.er:l Qctober "1967: and

*4*JCS 1254~65. 082331 Z Ape 65. (TS COMINT Channels Onlv)

<LOR.SELRET [IMBRA.
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S'rra:egic Air Command U-2 high altitude photo reconnaissance
aircraft staged from Bien Hoa Air Base, South Vietnam, by

OL-20, 100th Stracegic Reconnai [
- ssance Wing. is af
carried a few COMINT receivers. e This aitrae aleo

U-2 routes then became i
es b peripheral o the known areas of SAM
concentration in NVN. U-2's overflew NVN as far north. as the
buffer zone along the NVN side of the Sino-NVN bordcrﬁ
I I With the inrroduction of the SAC
rogram (see p. 19 below) in the spring of
| F pring of 1968, U-2
!sstons were for the most part over central and southern South Vietnam

3 with a 'number over Laos west of the NVN panhandle
While the primar l

h ¥ U-2 mission was photo reconnaiss i i
Sho‘(omappmg.' t}}e p—l had a secondary SIGINT a:;;it‘):fm::lg
cZ:}:py,aed the U-2's with 2 series of COMINT-ELINT systems in 1964,
Prima:}tslé:gMp?ﬁage designed for a specific kind of collection. The
o ¥ by T'package used early in the program. System JIII, was
©quency scanning and recording.
lmAfl!er (}'w U-2's photographed the firse SAM sites in April 1965, SAC
talled another package, System XII. which operated on the same

DOD
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Drone Operations

In August 1964 SAC began anocher program employing Ryan
FIREBEE drones under the codename BLUE SPRINGS. * Initially, SAC
emploved the drones in reconnaissance ove ad launched

*More recent codenames’ BUMBLE BUG on 1 October {967, BUMPY ACTION
21 February L968: and BUFFALO HUNTER. 21 February {970,

RS R BTl B R

g T FRVITH
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them from C-130 aircrafy f
t staging from Kadena
AR Okinuwg

Following successful i
experience with Rvan FIREBE
E
:::ced p!arforﬂﬁand the introduction of SA \:; ’ f""m‘:‘“’
e drone became the primary feconnaissance vch(. PN

t,
e over N\arth

essentially i v e X
Ity a photo reconnaissance mission. but they served 2| uunq -
S 2 imes 1y

an ELINT collector and on ra
- : : F€ 0CCaslons as a jammin J
SAg.img DC-130's bjased at Bien Hoa Air Base ni P;:::I;m\.'f
$ 4080th Straregic Wing launched the drones aimost g « o
can

over the Gilf of Tonkin or over Laos. Af i
warfare officers aboard the > cecrom,
to a distance of about 150 V@Ging a F racio ghiaance o ste

Beyol i i
vond rh':s, orbits were dependent on the drone's self-c
programming system. e

DOD

Recovery of Rvan Drone
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SAC used scparate models of ch]______] for high-altirude; long:

range missions and for low altitude, relatively short range missions.
Model 147T, the high altitude drone with a maximum cange of 2200
nautical miles could photograph a strip of land up to 22 miles wide
on a 783 mile long track from an altitude of 6,600 0 72,000 fu. In
contrast, with a range of 680 am., the Model 147 SC provided horizon-
ro-horizon photo coverage of a 155 mile track from 1500 ft. altitude.

In recovering drones, CH-53 helicopters snagged the parachutin
vehicles in mid air over the bay adjacent to Da Nang ﬁ

In either event, upon return of the drone to Bien’
0a s processed the photographic materials and readied the
drone for its next mission.

To elicic specific responses from enemy weapon systems, SAC often
programmed the drones to fly within the lethal range of the enemy
weapon systems. In such cases, other reconnaissance platforms were ac
hand to measure the enemy responses either for ECM R&D or for
targeting the weaponry itself for U.S. strikes.

18

) (L
A

USAF

.
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ERB-47H Operarions

During 1965 and 1966 there was keen intere
knoyvle:dgc as possible concerning the NV'\I“
s!xcxahsts particularly wanted to know about. b
signals, for intercept of the latter would lead Eo

in obaaining as much
SA-2 misyle. ECM
3 .fusmg and guidance
LS Countermeasures

SAC's Reconnajssanc

-¥COraska, processed and eval Ty
collected. e he FLINT

Lasting from October 1965 to January. 1966I L
employed two drones (mode! 147E) 3 ipped 1th an ELINT coll, _[“’
!Jackage [ in(er.cept the desired SA_2 sig‘nrals and a (elcme:rv ;Zk:a .
.elgnjetet the signal 1o an RB-47 in the Gulf of Tonl;jn.pThegtslr:

contributed o R&D of ECM devices to counte: v
J .. 1 t T he
N iy unter the effecuveness of t

SR-71 Operations
B P
"an :gx:,u’:g in March 1968, SAC employed the Lockheed SR-71 long-
. 7 1gh-altitude reconnaissance air in a Southeast Asian photo
. eli;gence program called l distinguishing it fm:m :Uh
otld o il &' & ¢
wide SR-71 or| lprogram. With its permanent
-»}‘ ER P ‘
he ERB_GTH i
i 4 itcraft-had been performing ELINT missions as part of SAC's worid-
peagram. RC-135's refilaced -th RB-4TH aircraft in

NG (o Januarv 1968, called

Strategic Air Command's OL-8, Sth Serateg, i .
Wing staged the SR-71 reconnaissance aircral
from Kadena Air Base, Okinawa. SAC flew app tely si% -

missions a month over Southeast Asia.

FOP-SREREEIERR

. =&y 1067 in gram ched talled
‘[j‘;or other SAC RC=

programs which include COMINT . see Ch.
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A
USAF
KC-135 tanker aircraft refueling the SR-71 réconnaissance
aircraft
location at Beale AFB, California. SAC's 9th. Strategic Reconnaissance
Wing s(ageii?missions aut of Kadena AB. Okinawa.
and during the period of the air war averaged about six missions a month,
Flying at Mach 3 speed with an orerational ceiling of over 80.000
feet. the SR-71 enjoyed relative immunity from NVN's air defense
organization. At 1800 mph it transversed North Vietnam-az its widest

point of 250 miles (Haiphong to Dien Bien Phu) in slighdy more than 8 ﬁ}

minutes. For protection. it also carried two ECM packages.
While the primary missions of the SR~71 remained high-altirude

photography. ac times the SR-7['s also carried equipment for collecting

“In Mav of 1969, SR-71's :n SEA beran caerving eiecromagnetic packages whicd
permitted satistactacs ELINT collecnon bue faiied 1o provide sausfactory COMINT

because of the aircrast s high speed

i R R E et R

w
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Tacticai Reconnatssance

dea‘?:’:{’:}lg ::: I:EP‘ a.ppro\.-ed by Presicent Jnhnmn 1 March 196 10
which led 1o u(imimg communtst threat in Southeast Aqy %33 cne
missions by the lsul-phmu ,'"““’Em“ and ELINT reconnaissance
North Vietnam Af Navv and A}' Force first over Laps ang later aver
Us. 0V¢l’ﬂi|zhu. ; ter }’rcmx:r :ouvanna_ Phouma of Lans annﬂﬂ;
Pathet Lao Ea i ?lu”\.h'" @ core with a threateneq communist
fiying EA-}BP(Euée 10: norransr Laos. U.S. Navy and A, Force prlors
and other air;:rzﬁ_b;‘z[:;nﬂ:\,;):;:‘f\;sc. RF_4B/E;RF‘8A. R.F-iu;
called Y N rnssance over Laos in 3 py,

o QN:,EE nz‘j;\gt Using rh'e reconnaissance inte[ligenzz (:::::
agaiast the communise e!:.::::(fu"ﬂl Laotian piiots flew offensive serikes

Whe i 1
o n n:t overflving the crincal northwest region of Laos, S, priot
atrated on the North Vie { io astern Laoy

) n tnamese :nﬁl(rauon i
cone : foutes in eastern L
vadr ng from North Vietnam through the Lao panhandle 1o So ::
' 3} ;
;:et;am.‘ f;ﬂeA the first shoor-down of a Navw YANKEE Ei\f’
— m Jjune 1964, w0 protect fu w i
i .t rther Jow.level fligh 3

RF-8A ghes. ch

authorized armed escorrs wich orders to retaliare ; ol

sm}lef’u:jar mtcrd:cpon Ot communist roops and supply points in Lsos
Oanbo o:vec}i. With approval from Souvanna Phouma. the U3 n
2 : :) 1964 belgan w0 checif the rate of North Vietnamese m:}I:er:;\
" program ca le.d BARI‘(EL ROLL. The Roval Liouan Asr Furce,
ying out of Vientiane. undertook the tist BARREL ROLL missy
tbe Laotian panhandle with U s, fighter escorr. Shortly rh;e-:ixe'u?" ‘j
pllot_s out of Da Nang flew these m:ssinns on [).mr own. Afjn-r bu.r.n'nmv‘;
::;:c:ons wcm. into_effect in April 1968, phoca missions and me.—n:
D’-‘.m.i"'e!eumn in the Laouan corridor commanded pacucularhy hugn
Thfough the war years. PACFLT and PACAF under
coordination conducted regular airborne pho}o i 5
o rth Vietnam. Manv of the late ams-
- IN;zmix;\O:]:l:u‘::: . _crc—:nc:uu'cu wenItane
tnation with ELINT.*

SINCP A

—_—
I .
for discussion of these piattorms. see Chapter 4
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EB-66 operated. Some 20 »Hif{ercm types of radar tmerged
i N rz :

3430€L o _

TR, TeAY

RECONMAISSANCE IN LAOS
BAPAEL ILL ~ STRMEE AGAINST SATHET LAD-YVY SRCESILADSI
TANCEE TEM  AIR 2ECONYA SSERCE OF PATHEY LGN -
s S LATS TC MTERDIZT N

Other_platforms such as PACAF's EB~66, primarily intended for
mndcrtwk ELINT collection and direction finding
of the radar signals. Six EB-66C aircraft modified for ELINT deployed

to SEA in April 1965, about the time SAM installations were first

detected by UJ.S. photo analysts.
The expansion of air defense facilities in North Vietnam created 2
highly complex electronic environment in which aircraft such as the

“TOPSECRTT UMBRA

including

These and other emicters inclo ing identificacon

as well as the radio commnx{icztions used y,
bands, partcularly in : .

degr?dadon of the widely divérsified signals
hat the EB—66's carry an asortmen

—

Air Force EB-G6's were neith : T
A €. suthicient (n aumbe f
:::zl:;:pedM however, to provide all'the ECM support ";;‘;’:i?“i“_”
s. Much of the| vas therefore hy Navy EA—ll:sga:;

EKA-3B’ y i
3B’s, and by Marine Corps:EF-10B’s and EA-6A's. These were

equipped withf

Pr:sgpd i jet subsonic EB-66 DESTROYER with crew of four
provided [ support 10 ROLLING

THUI\.JDEI'K operations over North Vietnam. The primary missi
of this aircraft in Southeast Asia was ﬂ

LOBebECRPTmOrETT X




CHAPTER [

The North Vietnamese Aj, Defense System

To counter the U.S. and VNAF 4 strikes, North Vietnam in

“'} cooperation with Communist China develnpgd a formidabie 11r defense

organization. North Korea and the Sovier U
assistance in its development and operauon. its area of interest was
broad -Hainan Island. much of the Guif of Tonkin, all of North
Vietnam, peripheral regions in Communist China, and 4 part of Luos.

Three distince elements of the System were an early warning and air
surveillance network; an anmaircrafc Organization with automatic
weapons (AW), andaircraft argllery (AAA), and surface-to-air mussile
units; and a MIG interceptor force. Of the more than 110.000 North
Vietnamese serving the system, about 90 percent were in AW and AAA
units. In 1967-68. intelligence sources estimared thac North Vietnam
had over 150 radar sites in its air surveillance network, 6,900 AAA
weapons of 37 mm and larger caliber, 30 to 35 active SA-2 mussile
sites. 105 M1G-17s, and 22 M1G-21’s.

Operating directly under the General Staff of the People’s Army at
Vietnam (PAVN), the Air Defense Headquarzers at Hanov's Bac Ma:
Airfield was the senior authority for North Vietnam's air defense
operations. In this capacity, it coordinated the operauons of the thres
components for maximum effect against U.S. aircraft and drones. The
Air Defense Headquarters worked closely with the North Vietnamese
Air Force Headquarters also at Bac Mai. and manv of the operations
)) of the ewo headquarters were integrated. The Air Defense Contral
Center, heart of the system, had two sections: The Air Sicuation Cente:.
and Air Weapons Control Staff. The Air Situarion Center received and
processed air defense data from the INVN and associated Chinese Cum»‘
mumist air sucveillance nerworks and issued advisories to components of
the aic defense system and the Air Weapons Control Staff. With repre.
sencatives drawn from the NVN Air Force. SAM and AA.? unts
employed as senior controllers for weapon systems. the Air Weapung
Control Staff assessed the air situation advisories. or the data plottec

FOPFECRETT B \

nton aiso gave tangible
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THE NORTH VIETNAMESE AIR DEFENsg SYSTEM
h 1=

and displayed for them by members of the Air Sicuation Center, and then
igned targets & subordinate units (sce ill ion below).
In controlling the air defense organization, the Air Defense

Headquarters employed a variety of ¢ It depended
primarily on radio, but probably also used landlines when chese were

close to air defense installations.

SUAPLE REPRESENTATION OF NVA'S AR DEFENSE SYSTEM N OPERATWOM

AR DEPENSE HEADQUARTEAS

AN DEFENSE SONTROL CENTER

BACUA ANDH )
MYPED

el 1
1BL73 50 UST 403 - TARGET ASSGAVERTS)
e 1
[UNE FHNT

[RARIC MFORATION:

For its advisories. the Air Defense Headquarters used ME/HF voice
and manual Morse. The advisories included both “friendly” (NVN) and
“hostile”" (U.S.—RVN) ir defense data. For control of weapons systems.

the Air Defense Headquarters also employed single-channel VHF voice 'iﬁ
and the VHFi ) I 1

ystems in cnmrﬁunicaging with Ground Controlled
MIG and with SAM and AAA units.

AQVIDMES

ntercel at ti

|Nnnh Vietnam's air defense units primarily usedithel

*Source used for the explanation, as given here, is DIA's North Vietmem Air Defrast
Commaend and Comtrol, FTD-SW.06-4.69-INT, January 1969 (TSCW NOFORN}
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AR DEFENSE HEADQUARTERS COMMUNKATIONS
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THE NORTH VIETNAMESE Arx pgsensE sy STEM =

D,]

% after the introduction of these sysems. an NSA task grou
includi NSA specialists Caterino Gnmf:]o¢
ﬂ and others, helped by SCA technicians working ar field
sites in Vietnam, recovered these systems sufficientty well for LS.
intercept operarors to-have some advance knowledge of the frequencies
and callsigns- enemy commumcamrs would use. The North Vietnamese

(b) (3) -
—FARGEERTTTMBRR




FOP-SECRELLIMBRA
30

CLANDESTINE COMMUNICATIORS FROM THAILAND AND SDUTH VIE THAM
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THE NORTH VIETNAMESE AIR DEFENSE SYSTEM

r 1als procured by ASAT
TAREX organization, mmmmﬂdgn books taken
from an enemy courier in South Vietnam, made possible relatively
complete advance knowledge of enemy callsign and frequency usage.

The NVN Air Surveillance Network

As U.S. aircraft departed their bases in Thailand, NVN agents near
‘the airbases provided to the Air Defense Headquarrers its firse warning of
! these raids by megns of clandestin, i

€ communications. As U.S. sircraft
i took off from CVA's in che Gulf of Tonkin i

i Hy rs bad early warnin
! ﬂ:ffrom its own radars

example,

codst line which could paint, for
targets flying at 30,000 f;. as distant as 150-200 pr.

tion from the radar starions  and
cach center processing the data of five o nine radar
and passing the screened information to Air Defense
Point-to-point and, afrer February 1968, by brosdcase

TORGEERET-TNTENA

Feporting starions
Headquarvers by
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communications. Known locations of the filter centers were Son La in the
northwest and Vinh in the southern region. Tentative locations for other
filter centers were Thai Nguyen, 50 miles north of Hanoi: Haiphong;
and Nam Dinh, some 50 miles south of Hanoi.

Primary early warning radars employed in the North Vietnamese air
surveiliance netwock were the Soviet-designed FLAT FACE. KNIFE
REST-B, and BAR LOCK or BIG BAR which constituted over half the
approximate 200 radars detected by U.S. intelligence sources. Operated
in low pulse rate frequency (PRF). these mobile radars spanned’ much
of the frequency spectruma. KNIFE REST operated in the VHF range
(81-91 MHz); FLAT FACE, in the L-band (700-900 MHz);
and BAR LOCK/BIG BAR, the S-band (2690-3120 MHz), Technical
evaluations of the KNIFE REST assigned it poar ratings for low-alttude
coverage but good ratings for medium- and high-alticude tacger defini-
tioa. FLAT FACE and BAR LOCK, according to evaloations, offset
KNIFE REST's deficiency at low altitudes. Their effective ranges
for targets flying at 45,000 ft. vacied from 120 to 250 gm. BAR LOCK
or BIG BAR radars were in use at GCI stations near MIG air bases.

Dispersed along the coasr line of NVN were a number of coastal radar
surveillance stations operated by the NVN Navy primarily for early
detection of hostile surface craft. The CROSS SLOT radars employed for
coascal surveillance were also effecrive against low-flying inbound

i Of Chinese desigd g
r'_n_uinoss SLOT operated o the 5-band at low PRE.

The northernmost of the North Vietnamese naval radar seations. those
at Tra Ban, Cac Ba. Do Son Point. and Nga Son in the Hajphong area.
routinely passed air surveillance data ‘on low flying US. airqnﬁ
approaching the Nerth Vietnamese mainland to Naval Headquarters.
Haiphong, by manual Morse and: single channel vpice (R-108
transceiver, 28-36 MHz) communications. Although the precise meams
of communication is unknown.* the Naval Headquarters forwarded the
air defense data, it may be presumed. to NVN's Bac Mai Air Defenst
Headguarters. . R ’

*See chart. p. 30.

~XOP-SPCRET-UMBRA
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he Chi 5
rorchern NVN| fese_were_operati
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everal radar stes |
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The Chinese unics V.
o employed MOON CONE. CROSS LEGS o
FE REST B radars. MOON CONE was 1 long-range early ‘JH\‘:::

T
= above. p. 29-30
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radar of Chinese design which was effective out to 400 nm. CROSS
LEGS was an early warning L-band radar used with height-finding
radars for ground controlled iatercepr (GCI) of fighter aircraft. It had

a range of 180-~230 nm for targets at 45,000 ft. l

SAM'sand AAA

I
North Vietnam had two major ground organizations for active air l

defense. One emploved the mobile Sovier SA~2 missiles and the other, i

conventional AAA. The two ground organizations operationally i

complemented one another. Since SAM's were effective primarily againse !

high-altitude nonmaneuvering targets. U.S. aircraft normally flew at

altirudes of 3,000 to 3.500 feet or below which reduced the SAM threat

but put them within range of NVN AAA units.* NSA SIGINT scudies

of U.S. aircraft losses attributable to SAM's during 1966-67 contributed

t0 a continuing evaluation of SAM effectiveness ac altitudes under 3,000

fu. 1n some cases, AAA unirs assigned to defend SAM installations. were

under the command of the SAM-organization itself. )

Both SAM and AAA units were under the ultimate control of the Air
Weapons Control Scaff. but the degree of control diminished with thcc
distance of the units from Hanoi. Units in the vicinity of Vinh in™
southern NVN. the DMZ, or the Laotian border had relative avtonomy
of action because there were few, if any. NVN aircraft in these areas. and
the North Vietnamese could assume all observed aircraft to be hosule t0
them.

*A 1969 North Vietnamese modificatior. of 1ts SAM-reiated FAN SONG radars
permit faster arming of the missile after faunch oifset to some extent the neflecuvenest

of rhis air defense svstem against aircraft at low altirudes.

THE N :
ORTH VIETN AMESE AIR DEFENSE SYSTEM '
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. |stas r;e fiest SIGINT evidence of Soviet SA-2
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SAM Sites in Nortn Viemnam

missiies from U.S. air amacks. the Nortn Vietnamese air defease forces
rowted the firing units among approximarteiv 300 prepared sites.
During an engagement. reziments assizned 1arzets o tn

I respecine

i bartaiions. monitored air surveiilancs commurcations and the statws < .
4”; their subordinate unuts, ANG Zave jermission @ auncn missiies or
56 AAA. Banalion commanders. on the other hara. ¢hese tne methee

warger rracking and guicance and the Tumber of missiles 1o e fired.

SAM-Reluted Communica

In-stucving tne VHF UHF single shannel 1K series of S
ransce; VC'S I

kil

Stcrags Area ‘or SAM';
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s

W
BATTALIN HQ
LAUNCHER REVETMENTS

FAN SONG RADAR

NORTH VIETNAMESE SAK REGINENT INICATIONS
1 Sends fring orders. admintstrative, tactical data, vi
WUauad Morse (administrative Liallic only), fow VHF single chamet {R105 103, 105) 10ptes

tional data only). o wa landiine.
2 Sends search instmctions including general azimuth-range data, Mmd requesis for lracing $0

]

ACQUISITION | RACAR

messages

tained information

on enemy tracking of their own and horle s
] ostile aircraft over N Laos,
'h_es .Qulf o.f Tonkxn.' SAM order-of.bartle details, tactics ‘f:?muncr:nnd
,) B Of . bomb damage and other subjects. *
COMMUNICATIONS DIAGRAM Of THE NO|

RTH VIETMANESE 236TH Al REGIMENT PHUC YEN.

(Bottakon callsigns shown are those used in January 1969)

3 Sends fine gid data. administralivé Laffic via same means as regimental headquarters, -
rs a1 sucveillange network Tor wamings on Nanua) Morse (HF) communications.

4 Sends adminisliative and miscellanetus tratfic including searth instiuctions.

5 Sends fine grid md o range-azimytr d3ta via RiXX and 0 landtine.

3 Nay send line grid and ‘or range-azimuth data vig| Also mayy broadeast L1
and/or range-azinuth data to olfier batlalions.

NOTE: Remoted battalion acquisetion rarar may serve several battalions. Exstence of line ‘o8
remoted radar site [o regirienlal hexdgoaters net conlirmed. Tratfic may be rouled %
battatian headquarlers tather than paint to point.

*See above, p. 28,

“FOP-SPERTT-UNMBKKX
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North Viemnam's AAA and SAM units employed at least three targey
teacking sy in’' their icati one pressing azimuth
and range information; another for expressing relative directions]
information; and 2 third, the fine grid locator for indicating target
locations within two-by-two kilometer squares.

The first system, primarily for h/range
uined this format:

pressi coa-

o1 130 045 1210 030
a b 3 d e f

. Track number

. Azimuth

. Range in hundreds of kilumeters

Time

. Altitude in hundreds of meters

. Number and type of aircraft

The second, or directiona! tracking system, depended on aumbers
designate the four primary and four secondary points of the compass.
In the example shown in p. 41, a hypothetical message, “'Nr 32 direc-
ton 1 F-105 dist 20 alt 60 heading Nr. 12,” reads "S.W. direction,
1 F-105, distance 20 ( in kilometers), alitude 60 (hundreds of
mevers), heading northwest.”

~n AanOo.

To prevent accidencal destruction of friendly aircraft, SAM
employed the SCOREBOARD IFF system. Essentially similas’ o normsl
radar operations, the IFF system employed beacon signal§ which wer®
returned by peoperly keyed wansponders on board - most of North
Vietnam's tactical fighter aiccraft. )

SAM unit operations depended on two kinds of radar. one for urget
acquisition and the other for target tracking and missile guidance. T
North Vietnamese normally used the Soviet SPOON REST A.a V
acquisition radar. It provided hish""zl"ﬁﬂ?i(’i},’ilfi{ﬂth5?“"“

thy (3)-1% USC 798

=FOR-SECREF-HMBR— (b) (31 -P. L, B4-34

) THE NORTH VIETN AMESE AIR DEFENSE SYSTEM

2F-105 ‘ 1
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o DIRECTIONAL TRACKING SYSTHEM
Numbers inside the circle are used for reporting Larget bearing and heading.

argets out 10 110 nautical miles but way ineffective for targees bef
lF.XOO feet. Occasionally, the Nosth Vietnamese employed fhe FIAO;
CE radar (sce page 32) for soquisition of low-altitude targers.
-‘kqumnon rad:_r such as the SPOON REST and FLAT FACE serve to
tect or “acquire” the incoming aircraft at fong range and alen the

ar follows the aircrafc at closer ra

Position and speed and feeding thi

Ompurer,

d":’l:ngz and azimuth data produced from SPOON REST tracking were
fore the basis for prepositioning one or more arget tracking FAN

nge, continupusly determining its
s information into an elecronic

ONG

radars either ar the active site or withi 10.mj
::eming in low PRF mode At
m:;M: SONG was.able When it came within a
of am;muely 70 nm. When trgers approached to within

tb} i3} -50 407

D)3 -F L 25036 FOREECRITMERA—
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20-30 nm or less narily switched the FAN SONG !
t its high PRF L nning, the ; {miﬁ:{:n‘}w“"‘m regarded the appearance of high PRF as th
%‘ g a missile launch. € prme
FAN SONG employed two..S-band beams, one
for azimuth and range, the other for elevation and range. An L-band AA4A4
: high PRF signal transmitted through a six-foot dish
" antenna guided, armed and detonated the SA-2. The FAN SONG From 1965 the end of 1968, North Vietnam: ) 3
4 could track and guide as many as three SA-2 missiles simultaneously Command acquired from bloc countries a large nmn;m S[A” Derense
. _at ranges within 32 nautical miles. A beacon transponder (frequenc‘ 'af”“POfls. 12.7 mm and above. The Air Defefst l-l;mder o annaircrart
berween on the missile responded to the FAN s AAA units in all major NVN geo ,a,,ht;a duarters deplose
4 SONG in its tracking and guiding. The FAN SONG tracked, accord- particularly heavy concentrations along gzhe' cloz *ubdsions. wie
ingly, both the missile and the incoming aircraft up to 80,000 &. alti- Ha;Ph;;‘ig corridor. ’ st and the Hanor.
tude and provided the necessary command information for the L-band 5 did ocher air defense forces. AAA uni i :
control emF;ssions; Awr Defense Headquarters broadcasts andncl:n::xcl::::j :::am(ng :ﬂla from
Afeer engagement with the target, the SAM unit quickly turned off ;| *¥S€M. Units emploved radar for 1arget acquisition and ﬁreou: y Orerall
its radars to avoid a U.S. signal-seeking air-to-ground missile attack racking cargets within 20 nm an, nerol. For

While the FAN SONG radars sumenmes operated in a low PRF for
firing purposes, SIGINT analysts and Radar Homing and Warning

) i
AAA Site
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K AAA weapons, the units had the FIRE CAN radar and ies forerunner,
. the WHIFF. Both emitted signals in the S-band.
. Communications berween Air Defense Headquarters :nd AAL
3 regiments probably went by landlines of via SAM unit communicatians,
- 1In inter-ynit ges the AAA ek used low VHF commun;.
’ cations, principally the R109. The low VHF messages related mostly
to tracking of hostile mircraft, types of aircraft being tracked, and
typés-of missions flown by the hostiles. Some of the AAA units shared
communications facilities with the SAM bactalions, and intercept of the
munications links showed a mixture of SAM- and AAA.
relned information. Intrasite communications between AAA and SAM
consisted of landi: leph backed up by vaice wireless
munications.

THE NORTH VIETNAMESE AIR DEFENSE SYSTEM

: . and in enly summer of
1964 at least 200 of them returned to North Vietnam. In August
1964, just afcer the Gulf of Tonkin incidents, 36 Chinese MIG-15
FAGOT's and MIG~17 FRESCO's were delivered to Phuc Yea Air-
Micld. Additionzl airfields became operational as MIG bases in the
"following years (see map, p.46).

After the introduction of these MIGs. North Vietnam’s small air force
trained until February 1965 with assistance from Chinese Communist
advisors at Phuc Yen Airfield. In May 1965, after the apparent
withdrawal of the Chinese advisors, additional and berer equipped
MIG-17's appeared at Phuc Yen Airfield along with a small number of
Soviet instructor pilots. The Russian advisors participated in the daily
flight routines and performed check-out missions in the newly arrived
dircraft. Engagements with Altied aircraft, however. involved only North

e, CHICOM AAA unisl

otated 0 NVN and its
border areas on a six- to eight-month basis. In January 1967, the Chinese
Forces, North Vietnam (CFNVN) AAA units were augmented bv 2
CCAF AAA division in the Hanoi area, through which the Nanning-
Kunming rail line also passed, and a CCAF AAA unit in the Thai
Nguyen area. At the end of 1967 CHICOM AAA units were in the
vicinity of Phu Tho and Kep in addition to the locations already nored.
These units had separate VHF and low VHF radio communications for
coordination and control and also used HF voice to transmit acquisition
radar data,

North Vietnam's Tactical Air Force

After 1959, evidence accumulated to show thac the North Vie:
namese, with Chinese Communist heip, were developing the nuclews
of a tactical air force, the mainstay of which would be fighter ait-
craft. In 1961-62, the Norch Vi actively parti d in the
air transporcation of military cargo to communist elements fightst

FOR-SECRETLMERA,

Vi pilots; the Russians remained in the background. The
number of Soviet advisors noted in SIGINT increased in 1966, and in
the last three months of that year twenty Soviet advisors, some of whom
; were concerned with ground control operations, were at work in North
Vietnam.
, During September 1965, there was evidence that the North
: memesc were soon to receive new-generation fighters. Several months
| later. a Soviet-piloted MIG-21 was operating out of Phuc Yen. North
Vietnamese pilots eventually were active in these advanced MIGs, and on
6 February 1966 a North Vietnamese-piloted MIG—-21 reacted to a high
altitude U.S. reconnaissance airceaft operating over Laos and North
Vietnam.
r North Korean pilots, firsc observed in North Vietaam in November
1966. also joined the growing communist air defense force. As shown in
SIGINT. for 2 while North Korean pilots flew MIG-17's in training
ind area familiarization exercises. As more of their countrymen arrived
n January 1967, the Korean pilows. flying primarily out of Kep and
*casionally from Phuc Yen on defensive patrols, were soon engaging
US. aircraft. In August of 1967, the North Koreans began flying
MIG-21's out of Phuc Yen and later from Kep. Four months after the

—HOP=SEERETUMBRT
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TACTICAL JET AIRFIELDS USED BY NORTH VIETNAM'S AR FORCE
(AS OF JANUARY 1969)

PEITUN *‘ YUMNANI

NINGMING

‘ YEN Bal

PHUC YEN ‘
‘ GlA LAm
HOA LAC

BAC MAl

KEF

HaLP

or
LADS

~_ ST

TOK RN

VINK

I

R

MIG-17's at Phuc Yen

US. ceased regular bombing of North Viemam, in February 1969,
North Korea withdrew its formal air support of North Vietnam. P

In mid-1968 the North Vietnamese - MIG inventory stood at
proximately 1 —17'sand 22 MlG—Zl'yi

Vf"‘b Vietnamese Bomber Aircraft. In addition to its MIG force,
\Oflh Vietnam had a small light bomber group consisting of eight Soviet-
e [L-28 (BEAGLE) twin turbojet aircrafe delivered from the

~FOR-SECRET-HIMBRA
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tactical aircraft to support NVN units in the intensified ground action
then taking place in SVN, still wanted " maximum visibility of {

aircraft” from SIGINT agencies. < ]

MIG-21 FISHBED Fighter Aircraft of the Type Introduced into
North Vietnam

k‘u.s‘s.x. to Phuc Yen Airfield in May. 1%3.]

These mediom range aircraft (1.000-=1.100 nauncal mrlef one u'va'»
550-600 nautical miles combat radius at a1 cruise spesd of 400 xnfu
constituted the core of North Vietnam's bomber force. Whiie the :urL:JF
were based at Phuc Yen] ships of the Se-ze‘mh' F-‘:
on station off North and South Vietnam. as well as many of the LS4

bases 1n South Vietnam and Thailand, were within range|

1But in cacly 197
- ) -
both 7ch AF and PACAF. concernec over the possible introduct

SRR Tt

‘_W'm'l!'!'ﬁ'ere Is considerable evidence of North Vietnamese use of

transports in tactical training exercises in NVN, as in the case of

the IL-28's, there was litde actual ractical

Quang Tri Province. RVN, and the vicinicy

use of these aircraft.

. -Major exceptions were a daylight bombing raid by AN-2's in north-
eastern Laos in January 1968 and a flight of five or six IL-14s ta

of A Shau, RVN, in

February. probably to drop supplies to North Vietnamese troops. The
North Vietnamese also used tactically equipped AN-2/LI-2 aircraft in
night missions against surface craft of the South Vietnamese operating off
the North Vietnamese coast from time to time. 'S, Navy aircraf
arcasionally engaged these North Vietnamese aircraft.

1L-28 BEAGLE Bomber

-2F msy r0 Hq. NSAPAC 1 1/0630Z Feb 6.
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Ground Controlled Intercept (GCI)

A senior GCI controller at Bac Mai Airfield assigned targets o
subordinate-controllers at GCI stations located in the vicinity of major

Jéfense. network, subordinate controllers, and in some cases the senior
':tomtul]er»:”i's's'l:cd instructions to scramble MIG's when hostile-airerafk
came within- 150 km “and. high altitude reconnaissance aircraft wichin
200 km of Haiioi: Using thé" ‘Air_ Defense Headguarters advisery
broadcast, the senior controller tra instructions to
scrambie the MIG's and chereafter aca giving the zone of
the air threat. In addition to the broadcast facility, the senior controller
subordinace GCI “controilers |
se of the same frequency by all
ensured, of coutse, a'full exchange of battle information. ]
‘The senior controller -also_had the ability to monitor tactical air
engagements and to direct operations from time to time. As viewed in
SIGINT, he participated in the control of North Vietnamese Air Force
(NVAF) fighters in almost all tactical “encounters undl July 1967
After that time, subordinate controllers, particularly the one at Vinh
who was responsibie for the southern area of NVN, assumed increas-
ingly independent control. o
GCl controllers at the various MIG bases, including North Koreans at
Phuc Yen, Gia Lam, and Kep;.and Russians at Phuc Yen, used VHF
voice communications to direct the MIG's to the threat area. In addition
to navigational dara, the controllers passed advisory informaton
concerning the threar aircraft and other potential danger—for example.

concrollers

from their own active SAM/AAA zones. U.S. interception and am!vsxs’

of these communications narmally revealed the nationality of che pilotsd
idencification of the airfield, and often the type of MIG. Intercept of
NVN's manual Morse broadcasts provided tracking dara on the MIG
and indicated their zone of tactical interest. -

To vector his MIG's successfully, the controller depended on his 0%t
ground-controlled intercept radars to track both the hostles and h(:
MIG's. BAR LOCK or BIG BAR radars provided range and azimu!
readings with range resolution to 1,200-1,250 feet and azimuth
resolution to within 3.5 nautical miles at 250-300 nm. For heght

LRRSRCRET— MBI
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finding, he used ROCK CAKE. STONE CAKE or SIDE NET radars.

Elevation resolution for these three radars at 50 nm distance was 9,500

f, 7,500 ft., and 5.000 fi, respectively. The controller was able to

discriminate between his own and hostile aircraft by the L-band IFF
uipm { 1 MIGs.

trattic consisted ot daily messages providing informacion on the
next day's transport and tactical aircraft activity to air defense and
military units. Message texts revealed numbers and types of aircraft.
origin of flights, placename passover points, destinations, times. and in
some cases-arrivals, departures and can sl
Preflight information

constituted one part of the advisory broadcasts from the Air Defense
Headquarters at Bac Mai. It also went over separate communications
channels to ground auchorities in NVN's severai military regions. After
the curtailment of U.S. bombing missions in 1968, preflight messages no
longer appeared in NVN's-air defense communications.

Flight service messages dealt with ransport activity, air navigational

matters, weather, and specialized operations such as paradro jssi
ind the transfer of aircraft to and from China.

) Air operations messages conveyed strip alerts including numbers and
',Vpes of aircraft to be on duty ar various airfields for specified times;
feports on U.S. aircraft carriers in the Gulif of Tonkin; MIG flight
whedules, take offs and landings; status reports for airfields and GCI
sites, forewarning information on B-52. strikes. weather r
da on fighter, AN-2, and IL-14

rations,
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Between 1965 and 1969 North Vietnam perfected. !herefore,. its air
defense organization to counter U.S. air st_nke and rect?nna'mam
missions. It developed procedures for coq(ro!lmg and cqordmatmg the
three main components of that orgamzauon—.:he air surveilfance
network, the AAA/SAM units. and the MIG incerceptor .fofthfor
maximum effect against the U.S. air operau?ns over No‘nh.Vler.nam, In
so doing, it depended on a variery Of, radio communications |.n great
volume, as noted in these pages, to exercise that coq(ml and coordinarion
To carry out their mission, U.S. SIGINT agencies had first o collm'
these communications, then process them for'm(elhgence. and finally
package the intelligence in a form suitable for immediate use bv tactical
commanders.®

T i he S
*There were two primarv sources for informarion contained in this (hapwor./\t e
NSA's North Vietnam Air Force and Ar Defense Organizations. 2/

CHAPTER 111

Ground and Surface Collgction

Before August 1964, North Vietnam's air defense system was

primitive. Ies limited inventory of AAA weapons was, for the most part,
ithout radar control. There were no SAM's and no tactical air force

‘In sampling North Vietnamese communications, U.S. airborne col-

ctors and surface collection sites did not hear the VHF and UHF com.
nunications in the volume to be expected if North Vietnam had had in
peration a tactical air force and advanced weapons. SIGINT collectors,
:n che other hand, had no difficulty copying the medium and high fre-
HeCY. communications passed by the relatively unsophisticated air
tfense elements which the enemy then possessed. AFSS and
\AVSECGRU wnits in mainland Southeast Asia. and to a lesser
meac in the Philippine Islands, heard most of these communications
«thout difficulty.

Bv 1964 SIGINT planners foresaw, however, the need for an
apanded  collection program for Southeast Asian air-refated
immunications. NSA had already outlined to the chiefs of the SCA's a
Togram including the expanding of collection facilities at Da Nang from
0w 23 intercept positions and the use of Air Force's Airborne
“emmunications Reconnaissance Program (ACRP) w0 collect VHF and
HF 'line-of-sight transmissions. Even before the Gulf of Tonkin
Aidents, SIGINT planners expected the appearance of VHF and UHF

CK-E R Mmunications as the aftermath of several pre-Tonkin
1 1969) and its updated version 2/Q/VCK-E/R97-70. DM&MCOM—NVN conferences on Communist bloc air defe
R6-69 (Apn and -

1970 (Secret SPOKE:. is a compendium of SIGINT issued b».(he crv:wlo:z':‘cn:- -
relevant to the development of NVN's Air Force, its operacx?ns :an o ey
muaist bloc involvement in NVN, ¢ atrons. a.nd the d y' p e e e
air surveillance and SAM systems. The second. DIA's North lt:)ng T, =
Command and Contral. prepared bv FTD. USAF, a FTD-SW. 1-\,(,1\;.11\'
January 1969 (TSCW NOFORN). discusses the NVN N‘(auon.a I;"Qn,“ﬂﬁ“
nonshl‘ps. Air Defense Command. Arr Warning and Surver] an;‘:, O
craft Control. and SAM/AAA and Muxed Weapon Control. :)l rl e
FICPAC's Enemy Air and Surface 'rhveat July 1968). SCA uni

techmical repurts. SIGINT product. anc operationa) messages.

TOPICCRETUMDBRT

) nse support of
rth Vietnam.

Adjusiments in the rypiologic Organizasion
he Frely
l

i the cryptologic agencies treated North Vietnamese
air-related communications as separare problems for analytic

sing and reporting purposes. In the field, USA-57 (6925¢h
SRS EER P IIC
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Security Group)* -at.Clark Air Base in the Philippines was separag
ocessing intercept of NVN's air cdmmunications.hﬁ
’ i - I and at NSA specialists iq ar

be transferred from Clark AH

communicauons were working alongside North Vietnamese gro
naval comimunications analysts
Shfurdy after the delivery o ighter

—

VJ:__er(namese 2if communicay

North Viemam in Augiisc -19644
proposed that the precessing of North

During the next few months, NSA;
APSS._discussed the various ramifications of the proposal. Although
no one at.the time could predicr the degree to which the Chinese would
become involved in the defense of North Vietnam, the conferences held
in 1964 berween the North Vietnamese and mainland Chinese had
suggested to cryprologic authorities that at least a close defensive alliance
was in the making. A bilatéral pattern such as previously witnessed in
Korea had begun to unfold. In-that case, CHICOM and Korean joint
use of air communications facilities forced the cryprologic agencies to
process the intercepted traffic ac one locatioi because separate processing

GROUND AND SURFACE COLLECTION

As the North Vietnamese air defense capability has developed duning 1964
have been examining with some concern the adequacy of our abilicv ®
accomplish authoritative SIGINT ceportiag in the field on the basis of 1
from joint DRV and CHICOM air defense activities. The DRV arr d
capability appears to be developing as an extension of the CHICOM sustem oo
1s supported by liaison links connecting Vietnamese with Chinese ait df"
authorites. Moreover. the geography of the situation reinforces the clow -

AINSA

~
54 msg, ADP/004, 5 January 1965 (TSCW)

“PAC i '
SCTYRGN Mse w0 USAFSS. OPR 22-9-255. 22 September 1964 (TSCW)

TOBGE N ONTORA
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AFSS Ground Collection

Da Nang Air Base

ity of

SIGINT planning in 1964 was in shgrpc_om.rast to thc::rg:a:n::l(h

i ing the AFSS intercept operation at 'Dﬂ ‘Nang' i o
bad begor January 1962. The scarcity of intercept in (hf ,vearf o
. b;g“" l:e it difficult for AFSS to justify the operation in the :cs N
g "“U S.-VNAF air operations and the cesultant dgmann"
“P‘:‘"dl‘“slem;n-[s for space. Major General john Heathﬁxngzt:u{;n N
e € f Intelligence of the 7th Air Force's P(cdeccsmr ofgam( o
Eiule Nhut, had become acquainted with the yalue o e
Tg‘Mi:jT in uK'orea and insisted that the unit remain operau
ccasc an air war developed in Southeast Asia.

illiam T Kverkss

Chaef of the B3 orgamzation to Julv 1968, After that date Mr. Williar

“Chy E

held the position -

m:te Auc

**Chet of this orgamizatios to September 1969, Mr. James J Leal 0.
rake: t0 Navember 196 i

M:. Robert E. Drake;

Lawrence D Terry. w presenc. Dr. Don C. Jackson

*** Also a former commander of AFSS.

(£) (3)-F.L. 86-1¢

TORSECR it

GROUND AND SURFACE COLLECTION 57
In mid-1964, AFSS had two small ground -based outposts in Soucheast
Asia, both detachments of the 6925th Security Group headquartered ar

Clark Air Base in the Philippines. Detachmene 2 (USA-32) was at Da
Nang Air Base in Sou Vi R

In October
1965, the Group established Detachment 4 (USA-37]) ac Udern,
Thailand.

\With the addition of

tour manual Morse TECEIVErs Just atter the Cyul?
there was a considerable adjustment y,

crage. particularly of air defense

th changes brought on

' NeW  communications devclopmcms. USA-32 reta; 1ts basic
woilection mission against North Viernamm;ﬂn and air
defense comm unications.

While the Da Nang—or mai
fargess. a detachment of USA_
intercepting both HF and VHF

n—site was covering HF manual Morse
32 at Son Tra on Monkey Mountain was
radio telephone transmissions. Exc;

\nterception of |
dall the Voice targers were In the high frequency band. When
anval Morse to voice mode, as

rability test ar
e main site ac Da Nang in October 1965 and found that it had betrer

¢ communications. As a resulc of the tests.
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Aerial View. Operations Compound on Monkey Mountain

ice. moun-
the main site rook over ail HF. both Morse and voice. and the m
tain team retained the VHF rargers. ] ) e
When North Vietnamese and Chinese Communist collaborauon\;{n.;
. : i i hi Mor
defense operativns showed up in medium and high fr:qugncv_ o
communications  in September 1964 USA-32 began intercen "
regularly this Communist Liaison Air Defense net, emphasizing

3 irecti i tified
Hanoi (Bac Mai) terminal.* Intercept 2nd direction findin, e
h i an d e g
the links berween Hanoi and TME@M_‘
Hanoi_and southwest China -

*See discussion. Chapter 11 p. 3334
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View from Top of Operations Buildings, Monkey Mountain

Almost from the time that intercept operations bezan at Da Nang,
opinions varied on Da Nang versus Phu Baj a5 intercept site iocatons.
Phu Bai was the location of the Army Security Agency's intercept station.
U'SM-808. some 60 miies north of Da Nang. In late 1964 when L.
Gen. Gordon A. Biake, DIRNSA, visited Soucheast Asia, severa;
members of his party felt that Phu Bai would provide 2 bemter intercept

eavironment than the Da Nang area for the AFES mission. Since there

*as no data bv which to compare the relative merits of the HF inter.
<2t from Da Nang Air Base wich that from Phu Bai. AFSS conducted

limired™ hearabiiity tests of the same HF communications at both
locations. ASAPAC accomodared three AFSS iptercent arer

at

Phu Bai wio copi F
Morse and voice {::}Qfs tor abour 6 weeks while other AFSS operators
Jupiicated the test ar Da Nang. Test results showed that the two sites
*¢re equai in HF collecrion. Coilection of air-associated HF
"Ummunications continue: cfore fom Da N
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Intercept Room 2, Monkey Mountain Go,g:n)':o,und

-8

—32 helped in shaping its own Collection MISKON By 1ssump we—
3§$tiinal PP::tion Ef?:ctivcness Reports (POEREP) wh.enev:r in-
station review showed that a given assignment was unpr.odu.ctwe: In vnét:
of the successful airborne collection of VHF cc?mn.mmcauons in ld‘) w‘;
it issued. for example, a POEREP with the cbuctxvg of shutting do "
all but one of the VHF receivers on Monkey Mountain. NSA concurr
in the proposal.

*When the 6922nd Security Wing moved o Clark AB on 1 July 1965, Deuc::‘nf‘:f
of the 6925th Security Group became Detachment 2 of the 6922 SW. Lat \;;dnl
October 1965. the detachment acquired the designation 692{(h Se(umvhf:“ o
without change in s sbordination to the 6922nd Security Wing. Throug

changes. the SIGINT designator USA-32 remained constant.

PR R e BT
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PROCESSING CHANNELS (Prior to April 1965)

DET 2 6929TH
SECURITY GROUP
CANANG. RVN
(USA-3 N

USA-57 ~ 2c ECHE-
LON FOR N, VIET-
NAMESE AIR

OTHER AREA IST
ECHELCN PROCESSING
UNITS

NSAPACREP

CRY S——

SPECIAL e e

In the latter half of 1965, USA-32 expanded its collection of weather
communications® and in the same

riod began receiving in considerable

volume North Vietnamﬁcmoﬁa communications

which were being intercepted by Air Force a avy collection platforms
over the Gulf of Tonkin.

The additional collection compounded the processing task at Da Nang,

and the unit had to devise means to cope with a mushrooming traffic
volume. Since USA-32 had no weather analysts. Morse intercept

—_—

*Often referred 10 as “Special Weather Intelligence” (SWh to obscurs its COMINT
ongr,

TOPSTORETUNBRX
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ators processed the weather rwaffic for several months unuil

ovoe ! arec for

i tenced weather analvsts arrived. USA-32 was also un?rep :

e imere ince it hag onlv thres

the increa

transcfibing  posittons|

floaned squipment to the Da Nang
ief und oiem
nit (n October to provide temporarv relief untl the equipment prooi
u
uld be resolved. . o o
“ Tt was. however. 3 more persistent obstacie. The unit could soive
There was. <,

transiation of the
¢ trapscripdon _and
it equipmént -problems, Bu nacrp iarescent

voluminous Vlc'namese plain lhnm
constituted a formidabie probieqi. L

Jauakiea transcricers anc

1€ in e
sla(ors for Vietnamete communications were not dvaiiab

o : ne: 0
ceypeologic community. Of the 14 Viernamese linguists dssign

< 7

ANTENNA CRIENTATION AT Da NANG
) (1967 1969}

SETIP Y

&

~

SROUND AND SURFACE COLLECTION :

Anteana Fieid ac Monkey Mountain

shit. oy four wers

o e "."e.’:t‘lc“ﬁ mlﬂ‘!______l
dMmunications. and three of them areaav assigned ro auty on

'0ira the ACRP platferms. Despite local Iraining -0 cuaiify more secpie.
¥as no immediate soiution. In Ociober 1063 eiped v
an the sxmz'e .nanne‘ voice e'ng COI’E’.‘TC" 2Y he 1”"0?12

-rrorms. and in Novemter sighe aircorne -quaiifies ‘inguists arrived it
Ja Nang.

3eginning on | Decemicer 1965, the AFss sauaqron smpiov
“®namese nationais under Project DANCER. In :hjs program seiecteg
Temcers of the Army of the Repubiic of Viemam ‘A" /M) rranscibed
erze oice recordings and other “OICe matsriais for the
Security. Agency, the USMC Ist Radio Bartaiion ang AFSS.

can linguists .ransmrn and further precassea the ranscripes
“hauced, NSA stipujared

that :ke program couid he 2piieg oniy when
e Nnr(.oaa e:ither DV ‘eason 0[ volume or AJHQ‘JJKC (Omb!&.]w was
v Jevond che adility of U3, $iGi INT sedialists. Even with
“Teased aumbers of DANCER stedialists. the AF33 ynip haa diifi-

' aczuing ar the
assigness continued

mer:

N ©OpINg With the voiume. the unprocessed rapes
T30 2 dav ar the ead of [966. DANCER

el L ARt
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ta. work. at .Da Nang. until-the- spring -of -1968 wheng replaced
the squadron-as du{L—__loi:e processing center and they were
no longer needed.

In consonance with the cryprologic communiry resource expansion plan
for Southeast Asia® and the continued importance of air and air defense
commuynications, USA-32 expanded its collection program once again
and in mid-December 1965 placed in operadon 24 full-time intercepe
receivers. Collection then excesded 500 dai erage (DHOG;
on somi ommunications targeuﬁ 26 NVN, twg

CHICOM-NVN liaison, and one Laotian weather.

Ini fate Janvary 1966, the SILVER DAWN ACRP intercepted for the
first time NVN's ignals from a newis

activated SAM Tregiment near Hanoi. Early collection of chis signal

s @ day for the processing group at Da Nang
otlection did nwﬂ. as might have

been expected, with the appearance of communicagons.

Operaﬁom Buiiding at Da Nang

*See In the Shadow of War, pp. 133-134, for discussion

**See Ch Iabove, p 20-27

TOP=SFCRET CMBRX

.\uperaliona] and billeting facilities

R R

hS

GROUND AND SURFACE COLLECTION

n:y mid-l9§7 AFSS had t.jompieted about 70 percent of the work on
ne coimmumcanons-opermom bu.lding for USA-32. and after {Iya
vears o operating from an ever expanding tratler van and Quonser hu:

bomb dump destroyed or severely damaged much of the USA 32
’ -3

. Notwithstandi -
" damage. all incercept positions in this j 'isanding the extent of the

0922nd Security \X/ing, (USA-2:
months later. when it became

Operations Buiiding at Da Nang After Rockes Ateack

EL 1
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——
6324TH SECURITY SQDN CMU:‘I&:{IDNS = OPERATIONS BUILDING

MATERIEL
NANTENANCE SWOP

f— ——
|

{3
OFFICE 6 |
P——’—— r
0PN © SCTY H
[mame ]
[ §

MR
CONDITIONING
] PeRs , o [
wssion
MANAGENENT

VOICE  [rppp.

[

et Py

[ oP§
DSTR | OFCR |
— —

N -~ — P N =

OPERATIONS
AND
ADMIN CRYPTO-COMMCEN
COMM MAINT
EXPLOITATION Aow
COMMANDER

| = SURVEILLANGE AND WARNING CENTER 6 ~ WORSE INTERCEPY POSITIONS

2~ OPSCOMM TERMINAL 7 - “IRON MORSE” POSITION

3- ELFAR PROCESSING & - SPECIAL IDENTIFICATION 1 SIT
L

4 - VOICE INTERCEPT POSITIONS 9 - ANTENNA PATCH PANE

5 - VOICE PROCESSING PDSITIONS 10 ~ KY-8 CIPHONY TERMINAL

i3
North Vitnamese sir-relaed communications, prccalaly from '?-.
service fadlities, w provide timely tip-offs of aircraft movmll:: poprs
Vietnam to U.S. air commanders, USA-32 soon acq ..
migion once again.

TOP SECRET-UNMBI-
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Later arracks on Da Nang Air Base and vicinity by the Vietnamese
Communists in 1968, particularly those during the Tet Offensives, was to
diminish but not shut down the intercept operation of USA-32 (see

GROUND AND SURFACE COLLECTION

Effect of Rocket Aracks on USA-32's

Ineercepe Operadion
{1968)
Tavgets ar or Near Total Time of
Date Da Nang Air Bese Mission Loss (bowrs)

3Jan Da Nang AB 300

7 Jan 3nm WNW of USA-32 12.0

30 Jan Da Nang AB 320

31 Jan Marble Mtn 4.0

1 Feb DaNang AB 30.0

3 Feb Da Nang AB 40

6 Feb 4nm SW 120
6 Feb 6nm § 120
24 Feb Da Nang AB 120
25 Feh Marble Mta 6.0
4 Mar 20m SSW 10.0
4 Mar Marble M 20

3 Apr Hill 53 6am s 6.0

5 May Da Nang AB 28.0

3 May 60m SE 4.0
8 May 1 Corps Hq 49.5
9 Msy DaNang AB 9.3
17 May Da Nang AB 9.5
12 May Marble Mtn 15.5
13 May 4nm WNW 19.2
21 May 2nm WNW 3.8
22 May 4nm WNW 5.8
29 May Ds Nang AB 9.6
14 Jun 3nm WNW 358
13 Jun 3nm WNW 3.8
27 Jun Marble Mtn 58

An accidental fire at the base ammunition and bomb storage ares in
il 1969 seriously damaged the USA-32 operations bailding. Sca-
Scal records showing loss of intercept in the second half of 1968 were
those destroyed by the 6924¢h Security Squadron in the emer-
WY destruction of classified marerials at the tine of the disasrer,

FOP-SECRET-UIMORA—~
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In mid-1968, with the scaling down of bombing missions over the designated USM-627] and later as USM-7. hosted the AFSS conungent
north, USA-32 had 25 manual Morse and six radio telephone receivers; 1t Udorn. The AFSS unit (USA-37] at first, and USA-29 afrer

i operation at its main site and on Monk:v Mountain. The mission t November 1967) became operational a¢ Udorn in May 1965. By the end
cofisisted-of [ I of June the unit was operating (wo  radiotelephone and five manual
North Vietnamese targets, and one link of the Morse positions under NSA porhoical coaseal
Qﬁmmvmfrl?)rcfense liaison net. Remaining much the same as ;¢
h i igus years, the coverage included communications passed
by North Vietnamese weather, air defense, militarv arr, ‘

navigational air. AAA. afid tactical fighter organizations.

Thatland Operations

The signing of the Thal U.S. base rights agreement in January, L2
< S L'dorni

Po Acmv SIGINT unic. orit

Udorn: Old Facilitv; Tent Camp and Operatons Center in Vans.
1966
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Udorn - FY 67: Operatons B\uldmz

Initial antenna construction at Udorn completed during the summer of
1965 pe ¢« AFSS detachment there and ASA 10 extend intercent

veragel I

IGINT planners wanted eventually a Cifcalany
disposed antenna array (CDAA) at Udorn. But during the period or :he
air war over North Vietmam they adjusted the antenna field shown on »
70 to satisfv collection requirements placed on them.

Much of the mission of the Udorn u velopmentai. [t copiec
o i e by nf unide i

+*See above. p. 30-31
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Collection search and development mjssion§ f.rzquendy fail, of
course, to detect the suspected target communications and q55_29
3 rch' missions for North Vietnamese VHF voice commuchoM
sCIZ:NVN AAA communications in the VHF range. and others failed 10
produce positive results.

There were, on the other hand, successful éﬂe}optnenﬁal mrs;;:l)gso ‘l\:
assisting other Southeast Asian SIGINT units in loclau.ng C

AAA khraﬂadm.m.ﬂnnhlmam.&h&.ﬂdﬂm.umﬁnuﬁm_kul
example]

JIn the

ond h;lf of 1967, it successfully developed HF vo:ce communications
;'eoi 2 number of CENVN AAA acquisition radar facilities.

In 1967 USA-29 shared in the collection responsi?ailify for North
: Vic:namcsc Air Force and air navigational communications. It Jls:)
achieved its full growth in that year with respec:n [ operau:n;_lrpo::::'s
Eightéen manual Morse, one HF-VHF RT, and three H i h: ,hH(;
wegr: inuse. In 1968, a realignment of AFSS assets v;:h;g; 1068.
N issi Udorn unit. By 30 June 19
he about-a reduced mission for the u . »
:T;glz manui) Morse and three RT posmonslwqe in s:ipe::zci)cr:j:o:l:_e;
i “aceributabl rimarily to newly impo rest
rcd"m“lc':isr :;::;;:iim ol che resultant reduction in tracking
facncal 4 ‘
by the North Vicmamts:ﬂ.r defense elements
‘ unicatons
In addition to the intercept of . h N con:hr: i
by USA=32 and USA-29, other AFSS units contributed to  collecon
nrnssion. Afer the 6922nd Sccuriry‘W.in; (bSATS{) :Js:om . Dn
headquarters at Clark AB in 1965, it Pill'l.lﬂpi(ed with |t; e e
Nang detachments in the collection of Nort i
comnglumca(iuns as the 6925th Security Group had done

ar — 0f i ese weather, civil &
. d North Vietnamese " !

(@&} k', USA-57 collccttd(scllectc 4V. i b

and air defi C ations. In add ¢ shared with USA-32

. alwe
v f \4 jaison” net and A
- _coverage responsibility for» the NVN-CHICOM liatso 2 1

of the 692204 Kocjuded CFNVN commumcmmd

TOPSETXTTTMERT
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Naval Security Group Surface Collection

Naval Security Group (NAVSECGRU) direct support units, or
supplemental radio detachmenes (SUPRAD';)‘,

had collection gear
which varied in accordance

Fleet for SIGINT service aboard the flag ship, on TF-77 amack carriers
on Yaakee station, and on its Positive [dentification and Radar Advisory
" Zone (PIRAZ) and search and rescye (SAR) ships in the Gulf of
Tonkin. In addition to being equipped for che secure handling of
SIGINT daca (KW-7, -26, -37 and KL-47); the SUPRAD on board
each ship was suitably ficred to intercept the MF and HF

he North Vietnamese Air Defense headquarrers. (See
chare, p. 28, 30),

With  occasional exceptions, SUPRAD's did ngt

hear North
Vietnamese communi

Cations in the upper frequency ranges because they

intercept 1o good advantage.
northern  SAR deswoyer
Morse communicadons of

The SUPRAD aboard the 7th Fleer's
foncentrated, for example. on the manual
motor patrol boats, Swatow®* clags vessels, and other smail crafe
onsuruung the NVN Navy and fepresenting a threat to downed us.

plos. Tt also followed € MF and HF radar tracking messages
Passed by NVN. ir defense units. In jes capacity as the
final authority for identying all aircraf flying toward 7th Fleer positions

" the Gulf, the SUPRAD on the PIRAZ ship also emphasized

aterception of enemy radar tracking messages for comparison with 1.5,
idar intelligence (RADINT).

SUPRAD's on board the attack
Yoect their ships and, by extension,
IGINT crews eiphasized

€ course of action through U S.
through intercepted MF and HF communpications

or diseussion, see I rhy Shadow of War pp. 50-52

"Thy g

8 esel-powered crafr. approximatelyv
2R (ot

100 feet 1n tengeh and capable of speecs -p
nots. had 37.mm for general and anu

-aeratt use but no torpedoes,

OB R BT iRA
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STANDARD AIRCRAFT CARRIER SUPRAD CONFIGURATION

FORAE AT MR AA—

GROUND AND SURFACE COLLECTION

SUPRAD CONFIG URATIONS

]

mirroring the tracking by the enemy's air surveillance wh ::
SUPRAD communicated with the CVA's combat informacion center &
flag war room by secure sound-powered telephone. On the cva's Kimy
1 Hawk and Enterprise. there were spedal intelligence secure roﬂﬂ' T’
to the flag war rooms which were connected with the SUPRAD
secure telephone and pneumatic tube.
NAVSECGRU's intercept site at Phu Bai, RVN
USN-842) and USA-32 at Ds Nang monitored many o

(USN-21), b
£ the mee

“FOP-SECRET-UMBRA—
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MEF/HF communications copied by the SUPRAD crews. After the
establishment of direct COMINT traffic circuits between these stations
and the Navy broadcast facility at San Miguel, Philippines (USN-2
the SUPRAD's received the COMINT produced at the shore-based sces
via San Miguel.

*For tests made prios o August 19064, see [n toe Shadow of War, o 8-

**On 2 seasonal basis and as a result of electromagnetic phenomens .2

{aver of the atmosphere, this program made possible some coliectiun Jf K - oy ;
VHF sgnals [berweznmP bevond normal ingercent fanke. ¢
seceivers were aise in place 3 hu Bar. and at other locanurs Hill 180, Phy Baj
(b} il) ntenna
FEVCUTTETS WP 2

USAF TOP SETE e
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Outside View
Hiil

[ollection Site ac Virginnie
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[ TredioRelayonHit 130, 1966
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—

USN-414]J at Dong Ha Under Trying Circumstancss (November.
1966)




CHAPTER IV

Airborne Collection

As the North Vietnamese acquired sophistucared arms following the
. Gulf of Tonkin incidents, they began to use a variety of VHF and UHF
communications systems which, for the most part, could be copied by
US. ground or surface collectors only within line-of-sight distance
(50 to 70 miles) of the transmitters. Accordingly, to intercept these VHF
and UHF signals the United States placed its main reliance on airborne
collection platforms which could intercept them from a distance of 200 to
300 miles. Approximately 90 percent of the North Vietnamese air
defense VHF and UHF communications intercepted was by airborne
collection platforms.
Both Navy and-Air. Force airborne platforms with SIGINT mmmns
had operated in Southeast Asia prior -to the 1964 Gulf
incidents. During the earlier period interest was prim:

collection mrgm in North_Vietnam, Laos, and Cambodia also com-

manded attention. Unlike missions flown in (Thwmkg_
“VHF and UHF communications to intercept.

— [fhe Air Force C-130 (QUEEN BEE
b airborne collection reconnaissance program (ACRP) registered,
for example, only a 3.2 percent intercept effectiveness during its Jul

‘- 1964 _missions in Southeast Asia |

Airborne intercept platforms sull provided the only reliable means of

FOPIECRETUIBRN
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sustained collection of VHF, UHF, and other electromagnetic emissions
Organic to an enemy’s air and air defense structure.

The airborne collection prograr had its beginning in the early. 19505
when the. Air Force ﬁrst employed airborne collection for
purposes|

close support

AIRBORNE COLLECTION 8%

In the ensuing years Air Force operauonal commands_together with
USAFSS not only developed a practicable basis for an airborne collection
program .but continuously improved the capability of the platforms
involved.

Other agencies soon became interested in this collection method. As a
natural consequence, the Air Force airborne SIGINT program evolved
from a limited direct support function to one in support of broader
fational interests.-In its new capacity, the ACRP platforms remained
under Air Force management while NSA provided collection guidance
a0d technical support. During this period CNO-and SAC also instituted
airbocne SIGINT collection programs in direct support roles.

Asr Force Platforms

In 1958, Hcadquancrs USAF approved the initial allocanon of
C—130A aircraft to AFSS to replace the RB=50"

“Arr Force C-130 ACRP's operated in Southeast Asia under various
cover names, appearing ﬁrxt'as QUEEN BEE CHARLIE in
March 1964. They were permanently assigned during July 1964 as
QUEEN BEE DELTA, then changed to SILVER DAWN in the fall of
1965 following the shoot-down and caprure of an American pilot flying
escort for tne ACRP when he inadvertently strayed over Hainan Island.
In February 1967 the C-130s were again redesignated, this time to
COMMANDO LANCE.

The number of C-130's shurtling to and from Southeast Asia
increased with_the tempo of the air war. In November 1964 Lt. Gen.
Gordon A. Blake, Director of NSA, outlined to the Secretary of Defense
the ACRP requirements established following a joint NSA/DIA airborne
SIGINT collection resources study. [ncluded were requirements for more

ACRP missions and a new orbit in the Gulf of Tonkin—a mini
13 six-hour missions each month over both the Gulf

~m0(almg 156 hours on the two orbits.
er the onset of ROLLING THUNDER in March of 1965, 7th

Air Force also asked for more ACRP coverage. With JCS authorization,

The C~130 Program in Sousheast Asia

the Air Force assigned two additional C-130's to operations in Southeast
Asia in the fall of 1965, bringing the totsl numbér of C-130's in

: Southeast Asia at any one time to four. Since the aircraft romiD
n a biweekly basis for servicing, several additional aircraft were
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necessary in the program to keep the four C-130's operational in
Southeast Asia a any given time.

of Nooh Vicamese

as USA<32 at Da Nang,

AIRBORNE COLLECTION

89

1 ) JTbe introduction of tactical Tighter aircraft ac Phuc Yen in
ugust and the e of sophisticated air defe pONLY 18

PP 3

the months to follow created an operational requi for initial
processing of ACRP and ground site intercept at USA-32.

st Awr Division tinally moved the four ACRP phtfa-:l‘s: t Da N"l::

NSA and Secutity Service officials considered two possible opdons:
mave the entire proy to Da Nang to give the platform'’s
COMINT crew direct access to the USA-32 operations complex for
pracessing the mission take; or develop a drop-off procedure at Da Nang
10 permit immediate processing and reporting by QUEEN BEE DELTA
COMINT operators and USA-32 analysts working together, CINCPAC
ruled out the first opdon because of crowded conditions at Da
Nang—lack of hardstand spece, mai ¢ facilities. billeting and
logistics. Secutity Service had to accept for some time the less desirable
alternative notwithstanding the possibility thar cowded air waffic
parterns or indement weather might prevent landings at Da Naog A
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The four ACRP aiccraft then staged from Da Nang until & rocket arack
in mid-July 1967 forced their relocation to Cam Ranh Bay to the south
of Da Nang.

Orbits in 1he Gulf of Tonkin Adding w the many argumenss for
basing the ACRP sircraft at Da Nang was the growing pressure from
1964 on to fly missions northward into the Gulf of Tonkin t areas
abeam of the Hanoi-Haiphong complex. The C~130's had flown orbics

over the Gulf north of the 17ch parsllel on flights 0 and from SEA wo

obtain SIGINT related to SAC drone and U-2 missions and Navy and
Air Porce ELINT operati Bwt the requil was for routes
reaching 180 miles farther north to assure collection of VHF and UHF
sir defense signals, Both PACSCTYRGN and the 6923th Security
Group at Clark AB, however, viewed the suggested new orbit in the Gulf
with reservations. The Region felt that the proposed flight path con-
stiruted an atack heading which violated CINCPAC directives and
blind spots in the platform’s antenna system might preclude its detection
of a reacting enemy aircraft entering the ACRP's orbit.

The 6925th Security Group was particularly reluctant o accept the
new orbit, Each change of flight routes scemed to place the platform
closer to the target. Group officials believed that, if this trend continued.
ixmi;htmultindulasordnmgewdnph:fmmnd:h:knof
crews. They were equally apprehensive about the build-up of AAA
defenses in the Gulf peripheral areas and the distinct possibilicy that
SAM's soon would appear in the North Vietnamese arsenal.

Despite these considerations, the Region pointed out to the Group dhat
each orbit in the theater had the approval of the theater commander. the
Joint Chics and the Joisr Reconmaissance Center in Washington
only after an exhsustive evaluation of all factors, political and milicary.
bearing on the safety of the sircraft. In every situation, the impoml"d
the potential intelligence had e ourweigh the risks. In any evest, SAC
and Navy bad flown ELINT missions in the Gulf of Toakin for sm¢
time without difficulty. On 20 September 1965, CINCPAC authorized

d

AIRBORNE COLLECTION

GULF OF
TONKIN

kd L

PACAF t begin C-130B SIGINT collection operations over the gulf
Several days lacer the Joint Chiefs of Scaff suthorized a fighter CAP for
all COMINT and ELINT platforras over the Gulf of Tonkin, and the
ACRP platforms began their collection missions over the Gulf. JCS sl
esublished during late 1965 aod in the summer of 1966 routes on

—FOP-SECRET-HNMBRA—

REPRESENTATIVE U.S.A.F. C-130 AIRBORNE COMMUNICATIONS
RECONNAISSANCE ORBITS (1965 - 1968)
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1
PRIMARY NIGHT MISSION
ROUTE{UNESCORTED}
GULF OF TONKIN
N vormn o~ J
\ PR
Y VIETNAMM PN
N I
! == ALTERATE T0 i
AN - TONKIN GULF QRBIT
\ | UNESCORTED:
\,  boxg o1
.
LADS :
DEMILITARZED 20WE H 2 - .% *
REPRESEMTATIVE U.S.A.F. C-130 ACRP ORBITS — 1965 1968

the ACRP could operate without escort, one serving as an alternate co the
- I . ISR
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The RC-135 Reconnaissance P[qtfom

JAn NSA/DIA review of airborne SIGINT
collection, meanwhile, had firmly eswblished the need for additonal

ACRP airt in SEA and had led to the programming of six .
ﬂnc-m aircraft with SAC flight crews and ELTN
specialists and AFSS COMINT operators. A conference at Headquarters

USAFSS resulted in decisions to replace the SILVER DAWN C-IBOB.;‘
with RC-135M’s and to create a new squadron under PACSCTYRGN'
6922nd Security Wing to fly the missions:

*CINCPAC msg, 142330Z Feb 66 (TS COMINT Channels Only).

TR ECREF~H IR
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Maintenance  Compartment Aboard the COMBAT APPLE

RC-135M Aircraft
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U. S. A, F. RC~ 135 COMBAT APPLE PRIMARY TRACK ~ 1968
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Nomat wiauons Aaciuted 1 oionts on e aurary ve FaAt-ace b ves usually
flawn on's . Ihe B3ence ol tipter cove:

S NSS—— il
assigned the name AT 3 ~135 program pl
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Jon Tonkin

Gulf SAC crews Iy isted of an aircraft commander,

pilot, two navigators and two electronic warfare officers (EWO's). The
aircraft commander congrolled the aircraft while the Security Service
airborne mission supervisor (AMS) controlled the SIGINT crew in iy
technical operations. The AMS could also hold the airraft on any
desired portion of an orbit in the furtherance of his mission if no
mechanical Jems or external threass caused the mission co be

RC-135's.
s on %x-10
1 t missions from Cam Ranh
Bay. On 31 December 196 ew its last regular mission in
Southeast - Asia. then accepted

for SEA.

| I—
responsibility for the SEA_ACRP OMBAT APPLE/COMMANDO
LANCE) the next day. I !- d, h , to provid
maintenance technicians for the C-130's.

Although the RC-135's COMINT and communications equipment
was essentially the same as that carried by the C-130B’s, the RC-135
proved superior to the C-130B on other grounds. It was able to remain
on orbit 12 and a half hours in contrast to the six- to nine-hour missions
of the C—130B. Its 200 mph greater cruising speed (500 mph) was 2
significant safety factor. The RC-135s greater cruising alttude

(30-45,000 ft.) also enhanced the platform's intercept capability within
its VHF/UHF mgeﬁ__:l Since it carried SAC
ELINT equif (see || p. 98), analysts were able to take
advantage of the special opportunity for deriving intelligence when
COMINT and ELINT are collected simultaneously.
S FORGECRETIMBRA
USAF
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As the COMBAT APPLE program developed, missi d 18

and a half hours from take-off to landing. lndudmg all ne:ﬁury pre-
mission and post-mission briefings and debriefings, its crews devored an
average of 25 and a half hours t each mission.

Results achieved during 1968 were representative of the RC-135
collection. In that period, COMBAT APPLE produced 25,000 hours of
intercept, more than two thuds of whlch was vmc: and the remainder

‘ . Ilni .
R1XX) o \frer preliminar mﬁ
sent rhcmnmpumNSAnModmconmmdeﬁcSlG uuts.

As in the case of the C-130"s, NSA casked the RC-135"s

. with intercept_missions. To mention a typical assignments, on 11

Judusry 196! ived mkm; on Russian ;Iuppmg in the
vicinity of Haiphong. Any. time U.S. i
anhongnru the ACRP was to five|
top priority. On 15 Jani
intercepe for 30 days communications on freq which
were appearing caliwords “CHUNG-DAO" and "CHUNG-TO"
related 10 air movemenns within North Vienam. On 11 March the
ACRP was to give North Korean (KORCOM) commuaications in the
dmﬁ special emphusis when KORCOM MIG's were

. active on tactical facilities. These low VHF communications at the time

e

USAF

were revealing the possible expansion of North Korean tracking of
ingressing U.S. swike aircraft. Tasking such as this updated the ACRP
mission. and led o specific responses to requirements for cucrent
intelligence.

The proximity of]! t?d the mixtuce of
ELINT and COM posit APPLE aircraft

fnahmed interaction, or the correladon of COMINT and ELINT.

,| E:comg‘

When COMINT revealed GCI activity directed against U.S. strike
aiccraft, the AMS tipped off the EWO who searched for AAI (Airborne
Aid to latercept) and IFF signals. When COMINT reflected SAM
activity, the AMS tipped off the EWO who searched for aoquisition and

FOMSECRET-HMDRA
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> V
‘. ~ : s . B ‘ -
Collection Posiion Aboard COMBAT APPLE (AMS Position
Looking Forward)

guidance radar signals. In the mutial exchange, the EWO advised the
AMS when he intercepted signals associated with MIG fighter aircraf.
The AMS then ensured that enemy tactical comrol frequericies were
under surveillance for voice transmissions assaciated with the air activity.
Likewise, when the EWO located an active SAM .associated radar, he

tipped off the AMS who attempted to intercepr the associated command
and _contol voi ications,

“TOPSEERETtr M
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orbit. Seventh Air Force restricted the RC=135 to the area below 19
degrees 30 minutes north. JCS then relaxed the restrictions and per-
mitted COMBAT APPLE to fly its normal orbic with the northernmost
leg adjusted to the 20th parallel.

The bombing restrictions also brought a major change in the collection
priorities of the ACRP. With scaled down U.S. air strikes, the enemy had
the opportunity to move men and supplies more readily to the south. NSA
Director Lt. General Marshall S. Carter notified Security Service.
therefore, that the ACRP would emphasize collection of the
communications of NVN's General Directorate Rear Services (GDRS).
the organization responsible for moving men and supplies over the long
infiltration routes. When President Johnson ordered 2 bombing halt on 1
November 1968 restricting the U.S. to unarmed reconnaissance and
search and rescue operations, GDRS became the primary concern of the
airborne platforms.

[ ]

Among. the various airborne collection programs employed ir
Southeast Asia between 1967 and 1969 were two thar, owing to the
special nature of their mission, stood apart from the others. The first to
arrive in the theater in August 1967 was the SAC{:imaﬁ.
This was an EC-121K specially designed to function as an airborne
extension of the 7th Air Force Tactical Air Controt Center, Northern
Sector (TACC-NS). on Monkey Mountain, Its primary purpose was to
exercise conrol of and provide a MIG warning source for ROLLING
THUNDER aircraft over enemy territory. Its limited COMINT mission

4

was

The 1 Apnl 1968 restriction of air operauons above the 20th parallel
and ordnance delivery above the 19th parallel inidally brought SAC
Reconnaissance Center (SACRECONCEN) and 7¢h Ais Force
constraints on operation of the RC-135 which had been flving as far
north as 20 degrees 30 minutes north. SAC first resuricted the RC~139
from areas within 12 nautical miles of Ile Bac Long VI (20-08N 10™-
43E) and then stipulated that COMBAT APPLE fly only on irs fallback

uipment consisted of communications intercept.
recording, and electronic signa! sensor and display devices, including the
U.S. Navv.developed BRIGAND® (see p. 108 below: which was
intended to operate in a primarily passive role. The BRIGAND position
afforded the tactical controller a passive means of maintaining a constant
watch over the relative positions of strike or reconnaissance aircraft and
any enemy aircraft that were also being racked by the victim radar. The
inclusion of a tactical air coordinator position and display facilities

*Bi-static Radar Inteiligence Generation and Analysis Development.

PSRBT



102 SIGINT APPLICATIONS IN US. AIR OPERATIONS

Mission Supervisor's (AMS) Position Aboard

|

provided| ity the"desired tacical control capabilix_v. The
AFSS site. at Da Nang provided techniical support to the RIVET TOP
program.

SAC and 7th Air Force tested in Indpchina berre:{n
August and December 1967, and while this plaform was succzzsmut
many respects, especially as a source of MIG warninigs. 1t fell shorr of tne

mark in others. One shortcoming was that, since the BRIGAND svstem

. S verucais
operated only against circular scan radars. the emissions of ine venc:

) 2 e
horizontal scan FAN SONG radar, the heart of the North Vietnamese

" . . Ge
_2 puidance system. were not suscepxible to its expioitation. T‘l,'
emitter locator system (ELS) had the primary ob;:cz_lj:“

sites, but during the test period. althou i numerous A

ya5
associated FAN SONG radar signals were dem:tcdﬂ.. " :c
able to plot only a small fraction of them successn,.ulv. Harc?v::re e
computer software failures plagued the system. Despite its prooiems.

F RS Rl lebiedivmree
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TAC Cmrdinpgor's Ploming Board With AFSS Positions in
Background Abeard: thbc- 121K Aircraft

coliection.

"By December 1967 both PACAF and 7th Air Force officials
concluded that, although che placform met many of its objectives, being
particularly well suited to its anu-MIG role, it had not performed as weil
as it should have in Southeast Asia. During a briefing of General John D.

Ryan, CINCPACAF. Maj. Gen. Albert W.-Schinz. he
Tactical Air Warning Cencer, recommended that be
rerurned to the United Seates for refitting and return to Indochsna. He

<did not recommend 2 follow-on program. but in view of its success as a
MIG" warning source. suggested that the program be retained untl an
dlternate airborne platform could carrv on its MIG detection and

warning activity. General Ryan agreed. Meanwhile, the Air Force Chief
of Staff had extended th:ﬁrogmm in Southeast Asia with

the stipulation that b2 ir Force release the aircraft as soon
as another placform. r some other equivalent, could be

Made ready.

FO RS e R d Rl
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GUILF or
TONKIN

ATl ;
] . desired orbit area durmg oot the morning and afternoon ROLLING

. e T THUNDER missions. Between these times the aircraft landed at Da
I N ) I e -Nang for refueling: Over-all mission time was 14 hours.

EC=121D/K asircraft
2 pragram for extending the range of LS. ragar’

surveillance through use of sirborne radary and for relayi \,d o:::’
communications of the Air Force tactical concrollers on ‘
Mounuain.

during the firk QUEEN BEE CHAR
t area, but neither
underrook a full-time mission in Sou "Asia ung,
that dme, CINCPAC directed that two five-hour
be performed daily in the Gulf of Tonkin to prows

Air Force technicians modified :Iu:zh
¢ use of quick-disconnecx SIGINT comp cailea

which could be maved from aircrafe to aircraft. '.I'hlsizmur:
three positions on station at all times. Two crews of four linguists ¢3¢

e R R Tt B R
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107

eléctmqic warfare and‘ threat warning support o TF-77 and ocher
- United States forces conducting combat operations against NVN.*

o 2
. A 3

4 Q;&SB PR-10 —
Left to Right r L.H. Olmer, rhardt, CT3 S.P.

Renken, CT3 J.P. Judice, Ltjg R.A. Cavaluchi, Ltig S.M. Byrnes

-

to ~Sout ad tion of
COMSEVENTHFLT. The] C-121M's were to operate
from Da Nang, th s from TF-77 airaraft carriers
As it turned out, virtu vy COMINT-ELINT aircraft smged
from Da Nang—two ircraft chfough 1966 and four
thereafter.| did not operate from the careiers because of
weight factors and the adverse effects of carrier landings and caapult

launches on its specialized electronic_equipment, but a8l
land-based back-up platform forﬁ The
EA-3B originally had only ELINT postuons, but eventuamn

*Para. 1a. Appendix [, Annex B, COMSEVENTHFLT Op Ord. No. 310-07
**CINCPACFLT msg. 01204062 Oct 65, 5/COMINT Channels Only

Announced -by ** the original plag called for the
deiloimcnt of four nd several platforms

A-3B Pladform

ORS R BTl Ml

TR SR GRET MR —
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many as four COMINT positions in addition to the one or more ELINT
itions.
Po:nitially. PACFLT asked for airborne collection in SEA for a 60

ing the test results, PACFLT comtinued
wmﬁom on an indefinite basis.

AIRBORNE COLLECTION 09

GlLF or
TOVKIN

I_m&cunq’, dron provided opetating space and ground

its own ACRP and th 5. These centered
o0 a day-by-day updating of the techmical information on targer
communications. Of particular importance were the initial indications of
flew communications activity.

While ac Da Nang the Navy crews flew daily missions, processing
their material after they landed. They usually remained at Da Nang for a
Minimum of 30 days, then rotated to the Philippines for two weeks
during which COMINT and ELINT operstors served as instructors for

[ in its compound at Da Nang for rapid processing and reporting of
Iﬁmmwr uke. The Squadron also provided pre-mission

teplacement personnel scheduled to join the program.

JORSEGREF-TISKA
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| —

. The@wgram suffered a temporary set-back in mid-July
1967 when, during a rocket atrack on Da Nang Air Basc, two of the
EC-121M’s were hit. One which sustained light damage was repaired at
Da Nang and continued in operation. The squadron returned the second

_ for extensive repairs.
] quace Ievel [ Jued s

AIRBORNE COLLECTION m

REPRESENT_AT]VEI I\IRCRAFT CONFIGURATION®

*Uahke ocher airborae collection placformt a3 noc the resule of a formal sysiems reseatch.
development. tese and evaluation program successful configurarion cesulied. instead, from
the resourcefulness of naval technicians working wn the field. Configraton of the assigned EC-121%,

therefoce. varied siightly from plane (o pline. ln November 1963 Navy techmcians wscalled addional
COMINT positions to increase VHE/UHF collection

MANAGEMENT COMPLEXITY

Duplicative Intercept

Airborne collection required extensive cooperation on the part of
numerous agencies. Air Force commands such as ADC, PACAF, SAC,
and TAC provided airframes, - flight crews, electronic warfare officers,
and ground maintenance of airframe-associated equipment. AFSS
provided operators and technicians to man and maintain the COMINT

‘equipmem on board. DIRNSA exercised operationial-control

airborne COMINT collection programs of USAF. NSA and
as indicated previously, tasked the Air Force
platforms with intercept missions. Conversely, CINCPACFLT exercised
al control of Navy airborne collection placforms. PACFLT's
perated and maintained the aircraft while NAVSECGRU

personnel manned the COMINT equipment.

Essentially, the difference between the two airborne collection systems
was that the principal Air Force platforms and ground units operated

FOISRERET—SMBRA—
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under national controls—NSA, DIA nd AFSS—and responded
to the nationat mtellxgence tasking system. By contrast, the Navy
platforms and detachmencs afloat operated in direct support of 7th Fleet
and responded to Navy requirements for tactical intelligence. The
distinction was, however, not always hard and fast. Navy platforms
supported all U.S. aircraft over North Vietnam just as the Air Force
platforms. provided direct support to both TF-77 and Air Force
commands. The split tasking did result in duphcated interception of line.
‘of-sight -wansmissions and a sub; pounding of processing
‘pmblems ar USA—32 the center for much of the initial processing of

NVN :air _ and - air -defense - co Afur the- initiation of
COMBAT APPLE proccssmg sough: and fece jved
NSA approval for USA~32 to forwir l l :

FOP-FECREL-LMDOR—
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Commander, Second Air Division /Seventh Air Force/, by providing
timely warning of Communist air actions confirmed or suspected to be
directed against airborne U.S./Allied aircraft or against installations in
the RVN or Thailand which acc date U.S. and/or Allied forces.”

Combat Air Patrol (CAP)

The JCS and CINCPAC requirement for fighter CAP on all close-in

_ SEA missions constituted a major management problem in the operation

of thé ACRP; not only for the SIGINT_ operators buc also for the
_commands which provided fighiss gscorsl

J7th Air Force was providing

one--step to avoid duplicate” processing. Al(hough there were
disagreements on this subject, similar. tasking ‘of the various collection
programs was necessary because of the lmmedme applicadions of the
derived SIGINT in Navy and Air Force operations.

Platform Control

National control over the Aic Force collection. program did noc go
unchallenged. In the spring of 1965, Maj. Gen. Joseph H. Moore.
Commander, 7th Air Force, asked without success -for frag order
authority for the QUEEN BEE DELTA C=130 collection program.
Direct support with emphasis on fast delivery of watning information. to
Air Force and Navy tactical elements was a major com:efi\,

SIGINT was the wellspring of that warning service.
Placing the ACRP in a direct support category, 7th Air Force reasoned.
would lead more quickiy to that objective. Had General Moore's request
been approved by PACAF and other authorities, the ACRP in SEA
would have become operationally subordinate to his command.

While 7th Air Force was to contest the basic control arrangemenc at 3
later time during the development of specific SIGINT warning programs.
it failed to gain direct control over the ACRP. Despite the issue of
control, the national mission of the ACRP included specific support t0
Tth Air Force. The 6922nd SW Operations Order 100-65 set fO{"h n
unequivocal terms the need “‘to sausfy requirements of the

~FOPGREREFtvt -

fighter CAP in the Gulf of Tonkin for the C-130 platforms and for the
7th Air Force's BIG EYE, a Jow altitude radar surveillance and tactical

control EC—121 aircraft. Seventh ‘Air Force allocated g
five supporting tanker aircraft to CAP in the Gulf;
nterrupuun Of the Intcrcept program Decause Of Irequent 1oss o

ﬁghter CAP was a serious problem for AFSS. Platforms frequently had
to hold below-the 19th parallel in the Gulf undl fighters arrived. In
December 1966 wheit 7th Air Force was providing only rwo F-104's for
fighter cover instead of the ‘iisual four, ACRP ircraft had to remain
below 19 degrees north laritude each time the fighters refueled:

ighter escorts were [ost x

required the C-130's to return to base rather than fly on
alternate and safer orbits. Important intercept and operational continuity

{ were at stake. Following a discussion of this subject between NSA's Mr.
Benson K. Buffham and Brig. Gen. Rockley Triantafellu ac PACAF in
late 1966, NSAPAC documented these losses for PACAF.

There were, however, steps which brought partial relief. In August
1966, the JCS approved unescorted missions on the Tonkin rouce during
hours of darkness and in September authorized an alternative Tonkin
route on which the ACRP's could fly withour escort (see chart. p. 92). In

*See above, p. 92.
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April 1967 the authorized the ACRP
its Tonkin orbit
while escorting fighter aircralt were refueling. If U.5. aircralt aboreed or

tequired more than 30 minutes for refucling, or if intelligence showed
unidentified aircraft on a heading coward the ACRP, the C-130's had to
move to the alternate route. In July 1967, Navy F-4D's replaced the
USAF F-104's as fighter CAP in Gulf of Tonkin. Thereafter, because
refueling of the F-4D’s on board the carriers normally took more than
30 minutes, the ACRP’s were spending a large part of their time on the
alternate orbit.

Use of the alternate routes degraded the abilj he ACRP to do its
job. The airborne operators could hear NVNﬁommmﬁa-
tions on the northern segments of the Tonkin orbit but failed to hear
them satisfactorily on the southern segments and on the alternate
routes. On 15 February. 1967 strike aircraft reported “SAM's every-
where,"” but because there was no CAP the ACRP was not i
hear reflections of the SAM activity,

Fighter CAP was to remain a major problem for some time. In the last
half of 1967 and the
Navy for Gulf of Tonkin orbits. Fires on board the USS Forvestal and
USS Oriskany further reduced CAP time ang correspondingly impaired
ACRP productivity, the major parc of each mission being spent on fall
back orbits. ]

Despite the many operational and ¢echnical problems encountered.
USS. SIGINT agencies succeeded in intercepting the enemy's air and aif

AIRBORNE COLLECTION 15
Mission  Take-off and Landing (Z) Intercept and Remarks
8F027 29/1910 10 30/1400 Alutude: 35M

Takeoff delayed 25 mins due to minot main-
tenance problems.

Morse: MI-12.5 hrs

Low VHF R/T: W R108-2.5 hes
V R108-0.1 hn
V R105-0.5 hrs
R R108-0.2 hrs

VHF R/T: W=~ 2.3hrs
K -0.7 hes
V - 4.9 he

la-flight deviations to planned flight route:
Lost fighter cover at 2244Z and proceeded to
point Golf Dog. Regained fighter cover at
2348Z and proceeded to point Golf Beavo.
Lost fighter cover at 0206Z. proceeded from
Golf Charlie to Golf Dog. Regained fighter
cover at 0409Z, proceeded from point Golf
Echo 1o Golf Bravo. Lost fighter cover again
at 0933Z, proceeded from Golf Bravo to
Golf Echo.

Log for ACRP mission on 29-30 September 1967. Comments on loss of CAP such as
these were typical

defense communications. The large volume of communications
intercepted made possible the production of COMINT of direct value to
U.S. air ¢ ders in the planning of their operations, in the conduct
of those operations over the north, and in later evaluation of those
operations. The various applications of SIGINT will comprise the
subjects of volumes to follow in the Southeast Asian Cryprologic History
Scries.




List of Abbreviations

AAl Airborne Aid to Intercert
AB ‘Air Base
ACRP Airborne Communications Reconnaissance
Program
AMS Airborne Mission Supervisor
AW Aucomatic Weapons ’
BRIGAND Bi-static Radar [ntelligence Generation and
Analysis Development
CAP Combat Air Patrol
CCAF Chinese Communist Air Force
CDAA Circularly-Disposed Antenna Array
CFNVN Chinese Forces North Vietnam
CMA Collection Management Authority
CNO Chief of Naval Operations
CRC Control and Reporting Center
CRP Control and Reporting Post
TG Commander, Task Group
DIRNSA Director, National Security Agency
ECM Electronic Countermeasures
ELS Emitter Locator System
EOB Electronic Order-of-Barde
EW Electronic Warfare
EWO Electronic Warfare Officer
FICPAC Fleet Intelligence Center Pacific
FMFPAC Fleet Marine Forces, Padfic
Ga Ground Controlled Intercept
GDRS General Directorate of Rear Services
IFF Identificaton Friend or Foe
RC . .

AF Marine Amphibious Forces
MAG Marine Air Group
MAW Marine Air Wing
NVN North Vietnam(ese)

v t————
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PACAF Pacific Air Force
PACFLT Pacific Fleet
PACOM Pacific Command
PACSCTYRGN  Pacific Security Region
PAVN 's Army of Vietnam
PIRAZ Positive Identification and Radar Advisory Zone
PPI Planned Position Indicator
PPS Pulses Per Second
PRF Pulsc Repeticion Frequency
RIXX Low VHF single channel Soviet transceiver
RADAR Radio Detection and Ranging
RADINT Radar Incelligence
RHAW RADAR Homing and Warning
RVN Republic of Vietnam
SAC Serategic Air Command
SACRECONCEN  Strategic Air Command Reconnaissance Cencer
SAM Surfice-to- Air Missile
SAR Search and Rescue
SEA Southeast Asis
SUPRAD ~'Supplemental Radio Detachment
Sw1 Special Weather Intelligence”
TACC-Ns Tactical Air Control Cemter—Northern Sector
TAREX Tacger Exploitation )
VMCJ-1 ‘Marine Composite Reconnaissance Squad
One
VNAF Republic 6f Vietnam's Air Force
0 b) 71
ib) 13 -00 Usi 40?
(b) i3;-18 UST 79%
(b) {3} -F.L. 84736
FOP-SECRET-UMDRA—
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Airborne collection platforms Air Forge Security Service units
Air Force's program, development Pacific Security Region (PACSCTY -

C-~130 ACRP platform: 63-64,
83-94, 97,105, 112-1 14

drone operations: 4, 11, 16-19, 33,
90

U-2 program: 4, 11, 14-16, 90,
108
RC-I” pladform: 94-102, 112

: 19-20
1, 105-108
Airborne commuaICatONs reconnais-

sance program platforms. See
airborne collection platforms.

Aijrerak. U.S. and Allied: 2-6, 23

EA-3B: 103-108 ..
EC-121 M/D/K: 101-111. 113
ERB-47:19
used for jamming: 22-23
used in SAC reconnaissance: 14-
20
Aircraft, North Vietnamese: 43-31
Air Deferse Command, U S.: 104, 111
Air ficlds used by NVN: 46
Air Force, U.S.: 13, B3-84, 96
Air Force units, Ses Pacific Air Force, Air
Force Seturity Service and units,
Scrategic  Air Command  and
umits, Air Defense Command,
and Tacticsi Air Command.

. Aic Force Security Service (AFSS): 53-

36

airborne oollemon. 84-105. 112
and combat air patrol: 113-115
ground collection: $6-72, 76
processing adjustments: 53-36

RGN): 33, 76, 89-90, 94
69224 Security Wing (USA-752/
USA-57): 34, 60-6L. 65, 72,
94,112
6922d/Der 2. See USA-32
6922/Dec 4. (USA-29): 65, 69-72
6924¢h Security Squadron, See
USA-32
6923th Security Grosp (USA-37):
11,53-34, 57, 72.90

6923th/Det 4 (USA-37]). 37

Air operstions, U.S.. 1-2.9-23
BARREL ROLL: 2]
FLAMING DART srikes: 7
PIERCE ARROW strikes: 6-7
ROLLING THUNDER: 7-9,68,
83,101, 103
STEEL TIGER: 22
TIGER HOUND: 22
Air surveillance netwark. NVN: 25. 30—
34
Antennas
at Da Nang: 62
at Hi1 180. Phu Ba: 77.79
a¢ Monkey Mountsin: 63
at Udoen: 70-71

;nun:n; nrn;; ;l 34, 36, 4344

Army of Republic of Vietnam (ARVN).
63,76.78

~SOP-SEERET-UMBRY
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Acmy Security Agency (ASA): 31, 63,
68-71,76-79
Azmy Security Agency units
ASA Paific: 39

Carter, Marshall S. Lt. Gen.: 101

Central Imelligence Agency: |3

AAA unitsin NVN: 44

tSM--808: 39
Vint Hill Farms station: 78

BAR LOCK. See radars.

BARREL ROLL: 21

Bien Hos Air Base: 3, 14-15,17,19
BIG BAK:Sescadars.

lon en..

BL:E :PRING?. Ses Drone operations.
: , 108-111

BUCKET peoject: 76.
BUFFALO HUNTER. Ser Drone
. operations.
Buffhim, Betuon K. Mr.: 113 .
BUMBLE - BUG. See Drone operations.
BUMPY ACTION. Ser Droae opera-"
T SN

C-130 ACRP platform (QUEEN ‘BEE
CHARLIE/DELTA. SILVER
DAWN. COMMANDO
LANCE)

combat air patrol probiems: 13-

114

configuration: 85-87

orbits and staging: 88-94

placform control: 112-113

replacement by RC-135's: 94. 97
Callsign systems

V-65: 28-30

SAM/AAA: 3B

FOP-SEGRET-LMB R r—

fon .
airborae: 83111
developmenul: 37,70, 72. 76-19
expansion of in SEA: 53, 68-72
ground site: $3-72, 76-81
rmanagement complexity: 111-115

-76
ar airecaft: 104-103
'ombat air paf CAP): 113-113 T

COMBAT APPLE. See RC-135 aif-
borne collecxion placform.
Commander in Chief. Pacific (CINC-

PACQ). Se¢ Pacific Command.
COMMANDO LANCE. See C-130
ACRP platform.
Communicarions, U.S.: 57, 66. 73
CROSS LEGS, See radars.
CROSS SLOT. Sev radars.

k) (3 -FLL. BE-36

kbbb VR
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(st Radio Batuslion: 63

3d Marine Amphibious Force: 6

Da Nang Air Base: 3, 6, 36, 59, 96,
105-106, 109
crowded conditions ac: 88-89

11th-13th Marine Air Groups: 5,
6
VMCJ-1 (Marine Composite Re-
i Seuadron One): 6

rocket/mortar atracks on: 63. 67, 1
ito

DANCER project: 63-64, 76, 78, 80

__Garofalo. Catering Mr.: 29

nse Intelligence Agency
and airborne collection: 85, 94.
112

Direction finding: 12, 22 m
Disie Sration: 4-3 rou iareccepe (GCI).

Drake, Robert E. Mr.: 36

Drone operations (BLUE SPRINGS,
BUFFALO HUNTER, BUM.
BLE BUG, BUMPY ACTION):
4,11.16-19,33.90

Electronic

NVN: 32, 50-51
Heatherington, John Maj. Gen.: 56

Identification Friend or Foe (IFF)

sures {(ECM) See
Electronic warfare. 1
Elecrronic incelligence (ELINT): 4, 11-

o

14. 1617, 19-23, 90, 103

Electronic warfare: 3—4. 11-13, 17-20.
22-23, 106

ERB-47 operations: (9

ETHAN, allsign. See Radar control fa-
cilities, U.S

FAN SONG. Ses Radars.
Filcer centers: 30-32
Fine grid locacor sysem. Ses Tracking

Interacrion nsks: 99-100
IRON HORSE position: 66

Jackson. Don C. Dr.: 36
Jamming. See Electronic warfare.
Joiat Chiefs of Scaff
and airborne collection: 83, §9-90,
94,101, 113-114

and strategic reconnaissance: 10, 14
aod inaaf ILS

sikas- 7

S systems.

FIREBEE. Sec ander Drone operations.
FIRE CAN: Ss¢ Radars.

FLAMING DART air strikes: 7

FLAT FACE. Ser Radars.

Fleet Marine Forcrs. Pacific (FMFPAC):

1 . .
FMFPAC units | I
1s¢ Marine Air Wing: 2. 6 y. Nguyen wr Marshal: 6

TOP SECRET UMD RA—
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Norch Korea
assistance to NVN: 25, 45-46. 30
communications in NVN: 99

North Vietasm
Air Defense Hesdquarrers opera.

Larson, Doyle E. Lt. Cot.. 57

See U-2 program.

) ;nlla; ;nm commiumcations: 26, 28,

... 32,38,57-59.73,76,99 - .
Muarine Cozps, U.S. See Fleet Marine

MIG warnings. See SIGINT warnings.
Military Auunm Coromand, Viewnam
T (MACYY: 2,8

MOON CONE. See Radars.

Moore, Joseph H. Maj. Gen:: 142
Morrison, Johin E. Brig. Gen.: 89
‘Muldoon, Bernard R. Cd,: 89

Nationsl Security Agmq

6 . 92-94,96,99. 11L-L13
aod ELINT: 13 _
and traffic snalysis: 2930
processing functions: 33, 34-36
National Security Agency. Pacific (NSA-
PAC): 61,77-79, 89, 113
Naval units, See Picific: Fleet units and
NAVSECGRU uaits.. .
Naval Security Group (NAVSECGRU)
33,1
Naval Security Group unics
lu Radio Battalion (USMC): 63
k | Radio Derach
(SU'?RAD s): 73-76
USN-842 (USN-273/414]): 74,
80-81

FORSECRET-UMBRA—

and airborne collection: B4-83, 86 =

tions: 25-28, 30-33
Air Force headquarters: 23, 30
Air Surveillance network: 30-34
bloc country assistance to: 23, 44.
53-54
combat aircrafti 4449
ground controlled intercepe: 32,
30-31
SAM and AAA units: 3444
Noeth Vietnamest communications
Air Defense hesdquartérs: 26-28

Pacific Command (PACOM): 1, 7,

Pacific Fleet (PACFLT): 1, 8. 111
PACFLT units
Tth Fleer: 2, 4, 48, 73, 106, 112
Task Force 77: 1-2, 4, 9, 73, 106,
112
VQ-1 (Fleet Air Reconnaissance
Squadron One): 105, 108, 111
Pagific Security Region. Ses Air Force
Securicy Service units.
PANAMA." See Redar_ control facilitics,
us.
Photo-intelligence operations. See U-2

Air surveillance system: 30-32

General Direcrorate of Rear
Services: 101

GCJ: 50-31,94

Lisison links with Chinese com-
munists: 33, 38, 68, 72

SAM/AAA: 36-39, 44, 94. 114

Signal operating instructions:
28-30,33,38

Weather: 61-6Z-.

prograin, drone and SR-~71 tions.
H'Iu_can nirheld: 43, 4849, 88

PIERCE ARROW air strikes: 6-7
Positive Identification and Radsr
Advisory Zone (PIRAZ): 9,73

QUEEN BEE CHARLIE/DELTA.
Ser C-130 ACRP plarform.

R-105 communications: 30, 38, 61
R-108 :ommunmnons 32,61

A0 44 C1

Seauelsa b sxne of cor

Pacific Air Force (PACAF):

1.8 48
and airborne collection: 89 94.

Pacific A Force units

Sth AF: 94-97
9. 48, 89.94.
Li2-11

Tth AF: 1-3,

ines, US.: 9

Rldx.r homing and vm-nm; (RHAW):
16, 23.43

Radar iatelligence (RADINT): 73, 104

“TOPIECREL-TMBAA—
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FAN SONG: 13, 41-43, 102

FIRE CAN: 44

FLAT FACE: 32,41, 105

KNIFE REST B:32-33

MOON CONE: 33-34

ROCK CAKE: 31

SIDE NET: 51

SPOON REST A: 40-41, 109

STONE CAKE: 51

WHIFF: 44

RC-13$ sirborne collection platform

COMBAT APPLE prognam: 94—

102,112

RE! 'N. See Radar conrral fa-
cilicies, U.S.
Republic of Vietnam Air Force (VNAF):
3.6
. 56
104-103
1, 101-104
ROCK CAKE. Se¢ Radars.
ROLLING THUNDER. See Air oper-
ations, U.S.
Route package sress: 8
Ryan, John D. Gen.: 103-104

Schinz, Albert W. Maj. Gen.: 103

SCOREBOARD IFF: 40

Search and Rescue (SAR) ships: 73

SEA TOP projent: 13

Sharp, US.G. Admiral: 7

SIGINT warsings: 101-103, 106, 112,
13

SILVER DAWN. See C-130 ACRP.

Smead, Frank Mr.: 55

Radacs, NVN]

‘BAR LOCK: 27,32, 50. 109
BIG BAR: 32, 50, 109
CROSS LEGS: 33-34
CROSS SLOT: 32

EL TIGER. Ser Air operarions.
U.S.
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Scracegic Aic Command (SAC): 11, 14,

90,111

"d Ec-m: 101-
104

ind RC-135 aicborne collection
platform: 94~101

Sa¢ also ERB-47, drone operations,
SR~-71, and U-2 prageam.

Scrategic Air Command units

9th § Wing:

UNITED FRONT: 19

USA-29. Sea Air Force Security Service
units (6922d Security Wing).

USA-32: $7-38, 60-68, 72, 74. 76~77.

€

88102 312

82

Squadrom: 96, 100
100th Seraregic Reconnaissance
Wing: 15-16
Supplemental Radio Detachments
(SUPRAD'): 73-76
Surface to Air missiles (SA-2): 14-17,

USA-37). See Air Force Security Service
units (Det 4, 6922d and Det 4,
6925th).

USA-37. See Air Force Security Service
unin (6922d SW and 6925th
SG)

19, 23, 34-42, 102

Tactiaal Air Command (TAC): 111

Tactical Air Control Center, Northern
Sector {7th AF): 101

Tactical Air Warning Center (7th AF):

103

T1

. See Air operations,
us.

Tracking sysems, NVN: 40-41

Trianufellu, Rockley Brig. Gen.: 113

'USN—MZ (USN-27]): 74

USN-27]. Ser USN-842.

Voice communications.
57-39.72-13, 76

¢

WATERBOY. See Radar comrol fal-
ites, USS.

Eff fmunicnim: 61-62

Yankee Sation: 43
Yankee Team it reconnaissance: 21
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