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JAN -4 201
United States Department of State

Washington, D.C. 20520

Case No.: 200805524
IPS Segment

In response to your request dated August 31, 2008, under the Freedom of Information
Act (Title 5 USC Section 552), we initiated a search of the record system of the
Office of Information Programs and Services. That search has been completed and
has resulted in the retrieval of five documents responsive to your request. After
reviewing these documents, we have determined that they may be released in full.

All released material is enclosed.

The Freedom of Information Act provides for the recovery of the direct costs of
searching for and duplicating records requested for non-commercial use. However,
no fee is charged for the first two hours of search time or for the first one hundred
pages of duplication. Since less than two hours of search time have been expended
and fewer than one hundred pages have been duplicated in this case, your request has
been processed without charge to you.

We have now completed the processing of your case. If you have any questions, you
may write to the Office of Information Programs and Services, SA-2, Department of
State, Washington, DC 20522-8100, or telephone us at (202) 261-8484. Please be
sure to refer to the case number shown above in all correspondence about this case.

We hope that the Department has been of service to you in this matter.

Sincerely,

s "

Sheryl L. Walter, Director
Office of Information Programs and Services
Enclosures:
As stated.
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" U.S. DEPARTMENT OF JUSTICE
OFFICE OF INFORMATION AND PRIVACY

OUTLINE OVERVIEW OF THE FREEDOM OF lNFORMATION ACT (FOIA) L B

| i PARTONE PROCEDURES
o BACKGROUND L ff.7.~‘.':,{.l".: e

s
o -

| FOIA enacted in 1966--5 u. s C. § 552 "' o

o Statutory nght of access to mformatron in federal agencres "

' ‘Records must be drsclosed unless exempt excluded

v

) ,“ C ﬁjTo ensure rnformed crtrzenry/prevent secret law
:
E

= Amended several trmes--latest 2002

i, - - f.'THREE FORMS or= ACCESS

' . . A. "(a)(1) rnformatlon that must be publrshed in Federal Reqrster agency
:“.organrzatron functrons procedures substantrve rules general polrcy

- ';_ 'statements
B (@)2): lnfonnatlé‘n'th'at n%irsi.b‘e‘ available for public inspection and copying:

.

1) t” nal oprnrons admrnrstratrve staff manuals SpeCIf c polrcy statements

2) records released under FOlA whrch are lrkely to become the subject of

H

subsequent requests electromc avarlabllrty for such records created by

agency after 11/1/96 T
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: (a)(3) agency, upon request WhICh reasonably descnbes the records .

- sought and is made in accordance with publlshed rules shaII make its

1 Agency ‘

L ' .
record.s promp.tly avarlabje,~ u'ntes_s’ mformatron is 'exempt/excluded
'I:. . L . . . ' T

t
. '1 A
v X ) .

L a)-- agency-—nearly ail executlve branch entltles

e

- ’~ - 1) not personal staff of Presrdent

e

o 'T'. o ’ sole functlon |s to advrse/asmst the PreS|dent

.t 4 H
» B '

3) not courts or. Congress state gov'ts '-"_ . ;

. Pl e 4A
. s

F’Request—reasonable descrrptlon (H R. Rep No 876 (1974))

"Pubhshed rules"--conform W|th agency regulatlons

3
| '..4 Make records "promptly avallable

.

5 Any person mdlvrduals (U S/forergn) partnershlps corporatrons

,a)" no federal agencres or fugrtlves

6 Records

assomahons forelgn/statellocal governments (except forelgn

4

government seekrng mtelllgence agency rnformatlon)

M

toa T

i b)' purpose |rrelevant(_ expeduted treatment) : . i
' a)': ":disbloshre/nondtsclosdre (not viewing)-

1]

b) * no need to create records - e

: c‘)_' 'fom'lat chonce-must provrde record in any form requested |f

1

record IS "readlly reprod umble" in that form

*

. . : .
-y BN . St
N . . - N '

2) not unlts wrthrn the Executlve Oft’ ce of the Presrdent whose



'UNCLASSIFIED

' . d) "agency’ record" tests

1) created or obtalned by agency and under agency control at

¢ trme of request (DOJ v. Tax Analvsts 492U.S. 136 (1989))
v .. 2) personal records-—control/possessmn functlon/use

cwcumstances/condntlons of creatlon/transfer (Bureau of

- Natlonal Affalrs Inc v. DOJ 742 de 1484 (DC Cir. 1934))

| I T A . . N

III ADMINISTRATIVE PROCESS .j_ " -

S A ‘ Inmal reC|uest SR 'f'"-“ﬁ; 3 " “ o 'I-" R
o ." . 1 J Duty to searcn *Must rnake reasonable efforts to search fort records m
N < ‘ 'j-;f‘_lelkelctrentc form (unless srgnlflcant mterference ywth operatlon of the
| ) . ;i .aQencys automated mformatlon system) .
- : | 2‘ :A Referral/consultatlon
| ' '. . .,3__.,7:: ’ Tlme Ilmlt—20 workmg days
| ‘a) one-tlme extensnon of ten workmg days -
. o o | "b) |f more tlme needed agency must a!loyv requester opportunlty fo
| '-1_ B C “J

. na'rrow request or arrange for alternatwe time for processmg ;

o) multl-track processmg

| ) acknowledgmg request T - -
‘ . jf e) -'stay of proceedlngs( gen Amenca V. Waterqate Special
R "Prosecutlon Force,- 547 F 24 605 (DC Cir. 1976)) o
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R '.'-:‘45- |
) '. 1) standard exceptlonal crrc.umhstances exist and agency
T » exercnsmg due dlhgence , j
_" 2) no stay for backlog resultlng "from a predlctable workload of

: , '-.' in reducmg backlog" 'BUT requester S refusal to reasonably
' modlfy the scope of request or arrange an alternatlve time
frame for processmg after belng g:ven an opportumty to. do so

AN

; o consudered a factor ln determlnmg whether exceptlonal

._ R ..
l»---,..' R . '

cwcumstances exust o SRR " L

Expedlted treatment—compellmg need o o . -

'
,.,‘ ¥ a,r.

“

’ 2) f‘thh respect to :.a"-redues.t ma:d'e by'a person primarily !
. engaged |n di_sserhinattng -inforrnatioh, ‘urg'en'cy to infd["’“ the

S publlc concerning'laﬁ_ctual'or alleged‘;Fedéral Government
L ’*actlwty n ‘ REF | . e
Admvlmstratlve appeal |

1 T|me I|m|t—~20 worklng days

L 2 Exhaustlon of admlmstratlve remedles )
3 nght to 1ud|c:|al rewew Lo
. b g. | 1 ) ] N ! ;
= ’ t ¢ - .
‘ ‘ b [ ,
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" S requestS» -unless agency demonstrates reasonable progress
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o Lo 1) lmmment threat to the hfe or physncal safety of an mdlwdual

.
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Department of Just;ce FOIA Web Slte (www usdo; Qovl04f0|af ndex html)

OMB Fee Gmdelmes 52 Fed Reg 10012 (Mar 27 1937) FRITAEE
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. Fees cmd Fee Wolvers under The Freedom of Informcmon Act
L . September‘ 11, 2007 - ‘Department of State
" B : Washmgfon D. C

B

", l FEES underthe FOIA S ', s { i
. . Each agency shall promulgate regulatlons "specifying the schedule
S of fees applicable to the processing” of FOIA requests. The
g " schedule "shall conform to" OMB's Uniform Freedom of Information
' - ActFee Schedule and Guidelines, 52 Fed. Reg. 10012 Mar. 27, 1987)
' .. An agency’s fee schedule may recovery only the direct costs of :
. search rewew and dupllcation See 5 u. S C.§ 552(3)(4)(A)(r) (w)

AT A TYPES or r=t—:r-:s2 SRR, :'5'-._'; ‘g":ir N
Z f' T e e I AR TR S S '
o ;1 Search all tlme spent Iooklng for material that is responsrve to a request
: IR T searches may be done manually or by computer T
. "..fvf'-‘ Lo Rewew determlmng whether the matenal is. exempt from d!sclosure
R atso includes processmg any documents for disclosure, e.g., doing all
A . that is necessary to excuse them and otherwnse prepare them for reiease "‘)
AR ST Duphcatlon - the process of makmg a copy of the document. For other methods
~of duphcatlon "agencies should charge the actual direct costs of producing the
S tdocuments e R St .
* ‘HI -li“‘ L) e o ’ p’ " v o L]
; . - * Wt . ! h ; .’" 4 1 f
R . ) 1 Dlrect costs ‘are those expendltures whlch an, agency incurs in searchlng
L for, revuewmg, and duphcatmg records OMB Guldelmes Section 6¢.
f. 2 OMB Gundellnes Sectson Def/mtlons
5 ’ .. f - .
- T | ) RV L i
.! ~. ; . ) I-)F"
 UNITED STATES DEPAR"],‘MENT OF. STA-TE BRI
% * REVIEW AUTHORITY: FRANK TUMM]NTA L JEEI
'-DATE/CASE ID IS.NQV 2011 ,%00805524‘ A UN—CLASSIFIED




c ASSESSING FE535 LT L TR T

S “,UNCL'A'S.SIFIED'
B. CATEGORIES OF REQUESTERS oo oo ’

1. . Commercia! use requester— a request from one who seeks mformatron for a use
or purpose. that furthers the commercral trade or profit interests of the requester

2] - “Favored” requesters— -

a. Educatlonal Instxtutlons—- . sch_ools'whic_h operate a program of
scholarly research) ' e o _ -

TN "

- -

b. . ~Non- commercual scientific mstltutlons lnstltutlons not operated ona .
.+ " commercial bases, operated for the purpose of conductlng scientific
research that does not promote a partrcular product “hard” or “soft” '
sciences; eg Brooklngs Instntute :

c. .. Representattves of the | hew medla persons actlvely gathenng news for |
- ... entities that are organlzed and operated to pubhsh or broadcast news;
N .Q freelancers i v

. '3 AII other requesters p

’ '5""1 ' ..;-'1 T ’ ' . . .
1-. , Subm;ttmg a. request ; Y
- - - ) ‘v Lo .
L2, Statutory restnctlons ; ‘ o JEARAEREE , TN
A Notlf catlon SR
a I -. ’ I -'. :r ?". * *
4 Agency threshold . : .
» - .
, 5‘.' i Prepayment ST e .
R o s - oy : o Ny T
-8 - * Advance pay_ments. S e T h ST

NB: In accordance WIth the Freedom of Informatlon Act, 5 U.S.C. § 552(a)(4)(1) the Offlce of
Management and Budget.was.directed to promulgate fee guidelines. See OMB’s “Uniform .

_ Freedom of Information Act Fee Schedule and Guidelines found at 52 Fed. Reg. 10,012 (Mar ‘

27 1987) Fee questrons should be d:rected fo the Infonnatlon Policy, and Technology

4 OMB Gmdelmes Sechon 6 Defm/f/on.s‘

‘

, 5 om8 Gundellnes Sectrons 7& 8-Fee5' 7‘0 be c‘har'_qed (General and by cufegory)
Sectlon 9- Admlmsrrar/ve Achons

- A +
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¢ v !
b BT .
. .I~
. ' . oot .
“ b ' . .
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Branch OMB at (202) 395-7857 (Dan Costello) UNCLASSIFIED '

II FEE WAIVERS under The FOIA

Tk
4

A GENERAL and PROCEDURAL CONSIDERATIONS

1:_ Pr'eliminqr'y qu_.les‘rlgns: -

T

™ 7 ., Are there r'es'pon's.i\'/e‘r‘ecor'ds‘? -
" . .Are_there assessable fees?".
. Has'a fee chi\/err been.asked for?,
Sy Ar'e ther‘e ms‘rances when a requesfed fee waiver. does‘v c
e i noT need to be adJudxcaTed‘»‘ I "

) ' . .
b o

2. WhaT if ‘rhe r'equester' has noT pr'owded suffncuen‘t mforma‘hon
:,}- : for the agency to make its fee walver‘ de‘rermmatlon? 8.

" -
1”‘. . La

3_;' 'Thé'fotué for':feg wai_vér' p'u'rgo's'e‘s_his on The r"e|easa_b1e‘ information-”’
.4 1s ihdigence”a.sufficiem‘ bgsis for a fee‘wai_ver'?B

»

. 1

5 Why is 'rhe admmlsfrcn‘lve record so lmpor'fam?9
S L, " N R - P ' 3

" 6. Should appeal r-nghTs be gwen for' fee waiver de'rer'mmcn‘lons?
. . ~ . ' !

R T v

»

. .-'"1

66 See DOJ Guide at 166 & n. 143 178 & n. 167 see also 146 &n. 84 OMB Fee Guidelines, 52

Fed Regat1001718 fe@ T T ee L
7. See DOJ Gulde af 186&nn 194, 195 eealso,eg 28CFR §16. 11(k)(4)
-\8 §_ DOJ Guadeat 174- 75&n 162 | '

. '. 9. §_ o;r GundeaT 192&nn 216, 217 :;‘ 4_ .' . ‘

190- See DOJ Guude at 190 see also e. g 28 C. F R § 16 6(c) & 16. 9

. - .
."" '. o
3 .
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.. UNCLASSIFIED

- 3

B. THE STATUTORY STANDARD--Documents'shall be furnished.
~ without any charge [or at a reduced rate] .. . if disclosure
. - of the information is in the publlc interest because itis
".[2] likely to contribute [4] sngmficanﬂy to public
under’s?cmdmg of the [1] operahons or activities of the .
governmem and is [5-6] not prumarlly in the commercml
interest of the requesfer . S

c _APPLYING THE STAND"ARQ“ CO
- 1. 'Th;e"v.“pulblic interest" relcv;'L"):iirem;en‘r. o
-}- 't:h_.‘ :Does vfllv‘ie sUbj'écT_Qf the r;e'qUesf' .

a0 concern the operations or activities

Vel oel e, .-.of ‘rhe fedeml governmenf?-’ o T T e e e
: : N A ' R . . )
e A ) ' L St T
et I «b Are. The r‘ecords to be dlsclosed J»,' , !
[T S [ -
C e e meanmgfullx mformcmve of the: sub JGCT SR
e LA S T " C
I A maﬂer of the requesﬁ A0 L s
¢ 4 ' .- ;‘I. _.‘ . '. n .o v ' N A."-x M ' o “ T - .
- e WI“ dlsclosur'e con'rmbu're fo
P
T Qubls undersfandmg’)
v "

'\

_ d WI” disclosure con’rmbute |gmf|can'rlx
. .‘ To publlc undersfandmg” L
: 2._ Measur‘emen? 'pf.'the requesfer's corr;mércfai inferest, if any. -
. a. Does the r‘eques’rer have a commercual mfe.r‘esf
I XX , one that furthers the commercial, trade, or

prof"r mohve of ‘rhe r‘eques‘rer ?

"\ ‘l
" b If yes whlch IS gr‘eafer‘ The ldenhfned publlc
e mfer‘esf or‘ 'I'he |den'hfted commercnal mTeresT’

3 : C '

)
. )
»

v 11 See FOIA Ugdat Vol VIII No 1 at 3-10 also avallable at
httg //www usdol gov/oug/fona updatesNol VIII 1/vm1page2 see also, e.q., 28 C F.R. §16. 11,

! a_‘.‘l%
B




* . (202) 514-4453 (Mon-Wed)

(202)514-1009 (Telefnx) oo 7

.. .. -~ . UNCLASSIFIED
D. ‘SOURCES OF AUTHORI‘FY/GUIDANCE_ - =

1 5. u sc s 552(a)(4)(A) .
2. Agency r‘egula‘rlons ' : )
30 Case lciw. o
. d ' "r' Co : ' '
T 4 1987 DOJ Fee Waiver Policy * Gmdance :
WWW. usdolqov/om/foua upda#es/VoI VIII 1/vmlpaqe2
| | ~-_5. | 1987 OMB Fce Schedule and Guudelmes (ovallable on OMB’ siWeb site).
. .6. 1983 Fee Walver- Procedural Consudem'hons [NoTe chonges
. o= - since 1986 amendments, ésp. in areas of. exhaustion, de novo review standard ond
Qe s E,' . appeal r'nghfs] See FOIA Ugdafe VoI IV No 1(1983)
. . ’ ( " o " ,
-‘-'t.-'g“ g Sy ";.'. N oL B
R 7 DOJ Gmde fo *he FOIA D : Cogae o e
S Iy ther‘ [eg o Rellly in 2 vols. and the ACLU Gunde] T
.; ."{"'T. . ‘: ‘ "._,‘- ‘, .\ N ._~-. - Ah: ;"5 ‘( » "o ; - . 1 - _.. , e
e T 9 HOTLINE 202 514 FOIA (3642) RS 'f T
N . " ' y 'Iu'- " , . R :
' N I ‘;.-." ’ N A . - .
. - : v z, Tt .
- Janice Galli McLeod, E5q. " . S e
- Associate Director .. o ‘.' N - e,
' Office of Information and Prrvncy R S S - ' .
. U.5.Department of Justice’ " . ¢ .- Tae e o . .
" Jarice G McLeod@usdoj.gov T T LT o

..(snme)(TeleworkThursFrl) e ' i o ' S o .
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nfrastructures Pro;ects Plans or Protectlve Servrces Pelatmg
' btor -National., Security, Wh|ch lncludes Defense A alns
i -Transnanonal Terrorism.. ¥

Wea s of Mass Destructron'

Exempuon ’I, protecls«matmnul securi

co cermng rhe national defense’or torergn Qoltcg, prowded
that l=fhas been grogerlz dassified 1 under Execiitive Order
12,958 as amended - (srgned by the Presm' nt on Mrarr:h 25,“
203”,,; BB T A e ."?'.al'% R e

& classrﬁcatlon of arecord after an. agencyhas recewed aFOIA request A o
J for |t, but only wnh‘the personal partrcupatlon of designated hlgh— A i
; ,} tevel off cnats{and only on a "document—by-documert ba5|s. : y

L Wt "4"'-'41. ':n &"\
eneral Classlficatto grinclple*' ‘*Ag Lmay : ‘ 3 N Comprlatlons of g “"
. inférmation, unjess.its. dscosure. reasonabiy ol be expeg:ted to 31" athefwise unclassified information may.L be classified ifthe “com piled -‘m LA
' | b lnformatmn reveals an additional association or relajonshlp that: (1), N —.{. "_. .
- ; i= meets the [order's classifi catlon] standards and (2) is not othemse kY ‘*’ Lo |
il LA revealed in the lndwldual rtems of lnformatlon."._"‘?- _i e j‘_ f L .

.rf thé followlng condltlons ! s R
(TR A A T e

]
e

i sion 'madezgy%ngi al dass?ﬂca naug‘h'é‘rity,. iy i
i ?(2) uis? Government controls the] information i< iy Aty

zg‘*(zs) rLlnformatlon falls wnthm the Sec.~1 14c:mtegones.'.land;,:"' ;’

(4) ‘Orlginal»ctassf catlmlauthorltyfdetenmnes thatnrelease.i ,a

p 'reasonably colild be &expected {0 damage natlonal‘a,F X 1; 3 e
1security,,wh|chulncludes "defense. agamst-transnat»ona e Auto'rhétoc Deél"s f‘ cation: - "

W -terrorlsm See Sec: 1:2 below).§ Fii = ST F 7 ) ‘ydeclassrﬁcation of all'infoimation thatis more_ ‘thantwenty-ive. yeers)

pe - W ; i,
'« "S(h) h\,_Anrunauthorized,,,dsclosure does no Iead-bautomatlc’“ ; wrth exceptlons llmnted 1o especlally sensm rmformatlon
: 2 po ﬁ:.iﬁ desrgnated'as such bythe headsofagencles. byDeoember31 2006”

118 through whnch classification determmatlons can be chdlenged w1th|n
1the federat govem ment "Authonzed holders of mforrnatron who, iny’
'proper are "enoouraged;- i

=18t Ra AL 8

e

.pf?ﬁ declassmcan At % R, T L0 ‘
,‘,;q.‘,'.@(c) ,,.A,The .runauthonzed g:drsctosure -!fofﬂ1 forelgn govemment"f v 5098 2" Lpi W g oL ? _5% v
e Infonnatlonus“presumedrto cause damage«tofthewna’tlonar ' @3 N
"q}g'f;“m security: |(Note'thatthlss a recentcﬁange AR ATy ) X
"L’f',;?.' i \,fg‘;-,:_.;f. “" b Ry Wy R mandatorydeclassnfcanon reviewprogramthatallows any. person-

entlrely apart, from the: FOIA context”—"to, request that an agency

| revnew ltsﬁnatlond secumy records for declms»f wt»on. £
i ,»_‘ '.

.See: 1.2 Classr f;dion vels = Corte

""n’“. ‘1: ,*ﬁ.1 .'_

Sec 3.5 r“"‘Glomar‘" Incor' oration'-"An agmcy may reflse to - '5-‘_
conf m’ .of« denyP the - e)ustence or“noneaastence of requested "a oy
i R ns .enstence or nonexlstenee is, Itself

1.

"'o cause §erious*" damage tOuthe

TR Sa-raypn = -
1#»‘"1‘ "' V’aﬂ"'i.

N R
P expected 1o calise damage to the nal
~4,c~‘#'-.1~”;ﬁ ",L v ’4“ : *er i S

_.ﬂ}*'l .' : : .%‘a' s'n-'
:FOIA's: (c)(3) Exc!usnon.‘—z‘ This* specxal mcords exclusmn

ok apphes to certam especnallysens:tlve recordsmamtamed by, the
. F'edcral Bureau of Invstlganon,. whlch concem forelgn-
;1 intell lgencc, _co‘u‘ntennt_elh gence -or* mtern auonal terronsm
matiers. “Where - the{ ex1stenoe of such records is” itself a’
| clas_sxﬁecl fact, t.he FBI may; so long is the exlstencerof thc
- records remamsclaslﬁed treat me rcoordsas not sul;ect to thé”

z‘m

p rovided in. Sec. l 7(c), or 'r 7y
t assiﬁed. 2

.:..
nform’ﬁtion that s[mgld have Qgﬂg cl
N A ,;_‘s, ‘Pau-\ -

VF A

o prdect? (Significant’ 200;3"cha‘nges undeyged)'a: g : i , . Lt %
"e 5 < ’-’rf-' ‘{-;" . “:: qé ‘*"w n.-.u:A--J el "A,g_eﬁy__D_efg_rgngg -'-‘Courts are strongly inctined to acoept the;,
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B Commercral or Flnanclal Informatlon -

" agencies offorelgn governments),; BUT NOT the U:S. government.”
. Thrs also inclu des mformatlon obta ined from a nonproﬁt organlzation NE

gdﬂleged or Oonf' dentlat '_:" S,

N S R

'Privsleged" refers to the genera| civil disoovery pnvneges s
-,"Conﬁdentlal" : What is. conf dentral" :-',“ co 5" R

RO H - oA

‘ Agency shou|d apply the customary treatment" test Would the

K -lf the suh‘nlsslon wasVOLUNTARY then... j. -t,
;

' B) Harm to the Snbmltter (the Competitlve Harm Prong)

UN LLAbblt‘ Hjl)
Exem pthl‘l 4. Commercial Informatlon ’

Ex. 4 protects. trade secrets and commercial or fi nancial
information obtained from a person which is privileged or

confdentral. See S US.C. § 552(b)(4)

A. Trade Secret lnformation -

.

dewcefor contmuous usem the operalion ofa busmess s

Trade secret protectlon however is rarely invoked. - )
. CF

This category has the ordma'y meamngs: related to or deallng
with busrness or commerce

1 Obtalnedfrom aPerson. r* e

3

Th:s |ncludes most entities (corporahons, stme governments

Kt P e

»'.". L

submitter routinel release this nformation to the public?

 If the submission was REQUIRED, then.... =

ce \

If the submrsswn was reqmred then tlle rnformatum may be
withheld if disclosure could reasonably be expected to cause
one of the followmg harms: -

L} o

A. ) Harm to the Government (the lmpnirment Prong) -
Undcr this prong, the lmpaumcnt mustbe "
srgmﬂcant. ‘ ’

. -

' The courts approach thls prong on a casc—by—case
- basis. Actual harm notneeded; but must show "actual-
e competmon and alxkehhood of substanual oompetmve
mjury A .
.t " L,

: lf the mfonn ation is pubhcly avaﬂable elsewhcre, thén
there can be no hammi. You cannot’ protcct
*embarrassing” dxsdosure that tni ghtcause consumers

‘wrath -

. . ',-' K
i - - - oo,

C ) Harm To Other Governmental/l’rivate Interest

A required submission meéns that the submitter must submit the
information to enjoy the benefits of participation in the government
contract or program. See test that follows.

Submitter Notice — Executive Order 12,600

. Agency must notify the submitier of the request and allow it to

flle objections to release of theinformation. If the submitter wants

the information to be protected it must submit detailed reasons
why disclosure would be harmful. The agency will‘then determine

| whether the harm shown is sufficient to support withholding.- the

"~Trade Sécret’ is defined broadly to encompass any process or - |. information pursuant to Exemptlon 4.

‘ "Reverse” FOIA Lawsmt -

A reverse FOIA lawsuit is when youare sued by the provrder of the
. information in order to stop a release of infformation. This type of
“lawsult would most likely come after an agency has given submitter
natice, received objections to release, and made the determination

- that_ it will make the release anyway because the submmer's
I objectlons are insuffi oert.

s Exernptjon 5- Civil Dis_cor/er}; Privileges

Exempaon 5 pratects "inter-agreney or -mtra-ageizey

memorandwns or letterswhich would not be available by law
toa  party other than an agencyin Imgatwn wuh the agen cp”

5. US C. § 552(b)(5)

e ' - ' . 1

o Scope ofthe Exempﬂon ExemptronS"unequwocaHy'lnoorporatas g

*all civil discovery rules into [the] FOIA.* 'Martin v. Office of S@c:al
Coun ; B19F2d1181 1185 (D.C. Cr. 1987) N

Three Most i?rggiznﬁz Invoked Pﬂ. 'vr‘lgg_g -

-1. Deliberative Process Privilege;

2. Attorney Work- Product Privilege; and
3 Attomey-Cllent Privilege.

e

‘Broad Trreshold Test - Not limited strictly to 'tnter-agency or intra-

_ agency records. The threshold test simply was not intended to be

overly technical. See Hooper v. Bowen,” No 88-1030 slip op. at 18
(CD Cal. May24 1989).

The “Problem. of Outside Consultants - Documents are often

. generated by or shared with paid and unpaid consultants. Such

advice can "play an integral function in the government's
declsnor(ma kingl.” Hoover v. United States Dep? of the Interior, 611

L F2d 1132 1138 (5th Cir. 1980) -

Deg’t of the Interior V. Klamath Water Users Protective Ass'r_1, :
. §32 U.8. 1, 12 (2001) - The Supreme ‘Court. tuled that the threshald

- of Exemptlon 5 did not encompass communications between the
Dep't of the Interior and several Indian Tribes which, in making their
‘views known to the Department on oertam matters of administrative

: decisionmaking, not only had “their own, albeit entirely legitimate,

interests in mind," butalso were seeklng a Govemment benefitat the
expense of: other applicants.”

lnformal Consultative Relaﬁonship - Threshold requrement ay
even be satisfied even where no"form al rel atio nship” existed between




UNCLADDdIFIED

) agency and consultant, if the consultant played a role in the agency
¥ deliberations. See Farmabehyde hstitule v. HHS, 889 F. 2d 1118,
1123-24 (D.C. Ci. 1989).

o1 The Deltberatrve Process Privilege S

To apply the deliberative process. privilege; agencies miust’
show that the communication was gredecrstomrl and

deliberative, i

Why De We Have the Dellberatnve Process Prrvulege? The

privilege exists to "prevent injury to the quality of agency declslors
NLRB y. Sears, Roebuck & Co, 421U.8.132, 151 (1975).

i Three Polrgz Pumses for tlie }’ﬁvilege - .
.l'. - To encourage open, frank discussions on- matters of
*" policy bctween subordinates and supcnors,

"1 2. To protect ‘against p_t_em__m_.dliﬂ@_r_e of prOposed
| -+ policiest before they are finally adopted; and

' 3. To protect against pgm_cgnﬁm_anthat mtght result from
: premature . dtsclosur €.

_What Does “Predecisional” Mean? --The information must have_

been created before the adopt[on of an agency, pohcy

Postdeclslonal Documents Generally embody staternents of pollcy
and final opinions that have the force of law, that |mp1emert an
establ shed policy of an agency, or that e(plaln actions that an
agency has already taken. - ..
- Restriction Intended to' Prevent Secret Law - Courts have
questloned documents that were tantamount to agency "secret Iaw
and which aﬁected the prIlc
" The “No Dedsron" Scenarie Agency does not necessarnly have o
‘point specsﬁcelly to an agency final decision, but must establish "what.
dehberative process |s involved, andthe role ptayed by. the docu ments
|n issue.” ' | : - :
Passage ot‘ Time - The predecusnonal character ofa document isnot,
altered by the general passage of time orthe fact that an agency has
subsequently made a final decision, or even has decl dedto not make
a final decision. .- * s -y

Judicial Reality Check - Courts oﬂen look “beneath formal lines of ~
+ . authority to the reality of the decisionmakling process.” Schlefer v..
United States, 702 F.2d 233 238 (D c. Cnr 1983)

1. Is the document is.a "final opinion” intended to establish -
" arule or policy that will affect members of the public?
2. Did the agency or,official have the ega] authority to
make such a decnson” ' .
3. Did thedeliberation flow from a subordmate to a '
’ - superior ofﬁctal" AP R .

oy

.

" Adoption by Reference - Even if a document is clearly protected -
from disclosure by the deliberative process privilege, it may lose this
protection if a final decision maker "chooses exgrasly to adopt or

- incorporate [it] by reference.*

Dellberahve v. Factua| Materials - Agency must release factual
- naterials, because It is “generally available for discovery” and
does nct threaten the ddiberative process.

Agenenes May Withhold Factual Materlal under Two General

; Types of Circumstances: .
) l Dlstilled Facts - When the author of a document selects specxﬁc
| facts out of a larger groupof facts and this veryact is deliberative in
| mature. ' The act of distilling the testimony, of scparating the

significant facts from the insignificant facts; may constitute an
" exercise of judgment by agency persannel.
. | 2. Inextricably Intertwined Facts - When factud infermation is so
- | inextricably connected to the deliberative material that its disclosure
" wouldexpose or muscharmhothcagmcy’s deliberations . If revealing
" factual information is tantamount to revealing the agency's
deliberations, then the facts may be withheld

'D c Cnrcuxt Rule on Factual Material - Agencls are reqmrecl to
show that the factual data played a relevant role in the decision.

1 miaking process. See Petroleum info. Corp. v. United States Dep't of

the interior, 976 F. F.2d at 1435, 1436 (D C. Cir. 1992).

’ Duty to Segregate Agencrs always have the duty. to segregate

-}, nonexempt factual material within a delibérative document unless it

is impossmle to reasonab!y segregate rneamngful pOI'tIOI'IS.a .

3" A .
: ;Draft Documents - They are protected because the very process by

which a "draft® evoives into a *final* document can itself constitute a

deliberative process warranturg protewon ‘See Nat! Wlkﬂfe, 861 -

F 2d at1 122

\ ’."

"2, Attomey Wor&Product_Erivilege

The work-product privilege protects material prepared by, or
at the direction of, an attorney in reasonable antrci ation o

litigation.

Why Do We Have the Attorney Work-Product Privilege? - Its.
. purposeis to protect the adversaria trial process.

Scope of the Privilage. - The privilege sweeps broadly in‘several
respects. The privilege Is not limited to civil proceedings, but rather
- extends to admlmstratlve proceedlngs and to criminal matters.

In Antlclpatlon of Litigation? - thlgatlon need never have actually
commenced, so long as specific clalms have been identified whlch'-
make fitigation probable.

'Limits to the “ln‘Anticipetion" Standard- "The policies of the FOIA
would be largely defeated” if agencies were to withhold any
documents created by attcmeys SImpIy because htrgatron |gh

someday occur.” .

disparate purposes was compliled in anticipation of litigation if

 UNCLASSIFIED -~ ..

"litigation was a major factor” in thé dedsion to create it. Wilson v.

"

Recompilation of Records - Document hat was prepared for two '



Deg't of Eneng No 84~3163, slp op at 7n1 (D D C Jan 28, ,1985)
% However, documents. prepared in .an agencys ordrnary course ofn
_business, not under czrcumstances sufﬂcrently related to Iltlgatlon,, ‘
may .not. be accorded protectlon 'See’ Henpessey v- United! States.,’
, Agency. for:dntt. Dev, No 97-1113 1997rWL 537998 Jd *6 (4th Cr.
Sept 2 k) 997);L - . .

Documents Not Prepared By Attorneyw ,Rule ~26(b)(3)*of..the
Federal Rules of Civil' Procedure allows the perllege to- be used to!
protect documents prepared"'by or for another paty or by or for that

i .other- partys representatlve Cou‘ts have extendex! work product :

protectlon to matenals prepared by nonattomeys who are superv |sed

2 ” "attomeys who are responsrble for the. !ltlgatron of al case Whlch |s,,

LAY belng defended or prosecuted by the Dep t-of Justlce quallfy for the ¥

pnvrlege, but also documents prepared byan attomey not em ployed .

»“asa htlgator" Illnols State Bd. of. Educ‘ Bell,aNo 84—337?3/: ‘op.
at9- =

-y
v,

¢ _,~;, ‘femain apph cabte when he mformation has been shared wrth a pany i
S ,,E' holdlng a common |nterest wrth the agency Nighnic v! Unied States. o
D. DT AR,

._7;“,'..'“‘“{"* ,A ':,wp #1‘4.*‘ g r~ r'” .

5 <‘At't'omey WOrk-Product .and: Factud_ﬁMateria! “#No'
1;« between * factual and . delib&rative - werk-product ‘should be"a :
N Thrs broad; vlewof u\epnwlegehasbeenexpressed byseveral courts*v-
Includlng the D. C. Clrcurt ‘to‘dartfy once andrfor atl that factual?

’ uinfor’matron s fully. entltled to: work-product protectlon 'SeevMam it
Ofﬁce'of Sggcfal Counse_l, B19RF
—— Ay Y

matenat was held dlscoverable only upon a showrng of necesslty andrr
Tjustlfcatlon ‘See ‘Hickinan v Tayig_ A 329 U S 495, 5114 (1947)
- e Apprymg the"'rwtmely and normally drscwerable test ‘of Groherand ™
R ulteheL.Ach_ﬂ. the D C: “Circuit has ﬁrmly held® that w;tness
o statemerts are protectrble under Exem t|on 5 "’See m'aw F. Zdn,

Tl ; 4 1 ‘A -~ boer i

; r, rT erminatlon ol LItIgatbn T-,The Sup Ct_ S deasson ln

,J .resolved a spllt in the ourcuits by ruI |ngthatthetermmat|on of I|t|gation iy
* does not vitlate the rote:tiom fori. materiat othelwrse .-‘

.. matter: Tof: Iaw, thereiis no“temppral ||m|tat|on on work' rod
protectrm.underthe FOIA g 1.? ,' AR : f..rn ¥,

v lf ﬁé?&w 2 .L:'-"-,a Ty "'?"’f b
'1 R CAN 3 Attomey-Cllent PI'IV“QBM A ¢

5o b "*s‘..s?‘i > -m‘ .,.\; ét. ‘1 “u ,;
,u ;ur [ '1} LN %‘-

' “w Why Do’ We‘Have ,The Attorney-Client antlege? The pnv ege’.;’
-*’ex:ststo protect oonﬁdenhal‘ comrnuniwtrons between an. attomey}

.the Air Egm 566 F 20d 242, 252 (D.C, CF,. 1977):; ‘Unlike the attomeyg
work-product pnvilege the attorney-chent pnvrlege is notllmlted lothe®.

',facts drvulged’" by a .Lchent to..his; attomey- this nvnlege atso- ;
.encom passes any oplmons givén by an attorneylto“hls client’ basedf

.
S

h upon..and thus reﬂectmg, those facts,aas weII as commumcatlons.-
| "» between Lfnomeys that mﬂzg chent-supphed mformatron i

'L"

e

,,,,;ef
T TN 0¥
&

."?-c-rrs.. 1-‘.. —

'a:quahfied pnvutege from civ1| disoovery fonwitness statements 2 such:~ i

'_G.rgaecalso--.' i £

) context of, htigahon -qMoreover aIthough it fundamertally applles to,t s

The Supreme COm-t has held that“'sound legal advrce or
'advocac.y serve54 publlc ends ‘and. that such’ -advice of
'"advocacy depend upon the Iawyer’s belng fully mformed by'

‘,The Agency Attorney lssue .Again Conﬁdentiahty may be= "
~inferred when the- commumcatrons suggest that "the government is
deahrﬁrg w1th Its attorneys as would any private party seeking advtce
10, protect perso nal |nterests Alamo_Aircraft * Supply, - Ing. -v.

Welnbeme r, No: 85-1291 1986US Dist. LB(IS 29010 at '5 {D D C
Fe b 21 1986) I

S

Confldentlallty |s ‘the Key,"“The’attomey-cl t:pnvrlege covers

R attomey»chent commum(ntlons when the specrfcs of the,,*"“

ﬁcommumcatlon;are conf‘ dantlal even though the* underlymg

L,’ subject matter is, knom to third partles. Seée Uglohn, 449.U.S.
at 395:96.° The Supreme Cou1 in_Upjohn concluded that the
3 pnvrlege encompasses conﬁden'aal oommumcatlons made to Y

R i A

he rFOIA** nelther .t‘ xpar;ds mrs cont'ractsuexr. ting

xpnvn leges, nor does it create any new privil eges. " See Ass'n n.

'Calr ano, 566 F 2d 33? 342 (D.C’C' .’:
-, n‘.

Iy 2 ¥ F‘"\
,,New Privrleges? Exem 'may |noorporate vurtually all owlcf
dlscovery privileges;: ifa document is. immune from civii disCovery,it "

P rs srmilarly protecled from m andatory dISdOS ure underthe FOIA. Ses*

LBecause Rule 501 of the Federal Rules of Evrdenoe allwvs courts te .

i T -‘,A .AQ R )
anacyﬂ Exemptrons 6 & 7C . a’;,;}“‘v

-..A .'1. N

ersonal

‘ 'and his;clignt’ relatlng toa legal matter for wh|ch the cl:ent has. sought.1 i
professronal advnoe."’ Mead Data Cent. 5 {ific. vi Unitéd States Deg't ofa.

- Ta

Do N e % . (LI a ',‘ .
3 ;,é General Issues Relaléd to the H'otectlon of Hrvacz —: :

4
.;_,r.,a

i ;Er_actical Obscurity' The passage of tlme does’ nd ordinanly ;
" d:mlnish pnvacy protectlon. A fact that 'Was, prevrously ‘public’

o knowledge or dlsclosed may be so far from the public arena. today

pnvacy lnterest may increase wnh the passage of time. 5| (Example
MG

Tt RS

. Weber ‘Aircraft, 465:U.S. at 799:800; Grolier, ‘462 U.S* ar, 26-27. 0 .0
K

'N\

",7, ! that |t is pracncally*obscure and an exemption may apply ln fact, the ‘ o ‘-'-"
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' ’r»: ' "Plece Togather" Argument Prlvacy protectloms notprecluded by -
A the' factthat the requester codd picce’ together the Idenmy of:a thlrd b

) party from other sources or from |mproperiy redacted documents. : ;
[ «r F 4. 4 N " _':"_»_;,,
s Balanclng the Publlelnterest - lnterestn whetherthe record'_s shed .
'y Irghton the agency s performance of rts statutory d.mes Congressd

" not mtend this:to. bea personal standa' Courts havé hed: that ;

¥
e

in.
,EnforcementRecords; ,;f '
";;‘v'rL- SIS

Exempuon 7(C) prare cts mformatlon, when the drsclosure ;
f such mformatron could reasonably bé exgected fo - ,- -

A G b RO

ARTIR ..'. i g _~_;f,‘§s* ,". T. R ;

: ;-;(1)  Therei i o publlc mterest in aemstmg prlsoners in challenglng , W OFPC"SO"aI przvacy,. N R

ool r:rlmlnalr:onvu:hons,,i D T e T o noe e

T2y Parties- alleging” wrongdang by go»emment oft" cnals#musta“, .

N ", substantlae the r:lain:lk to demonstrate a public mterest-,r - el -
. : D A T P

s Y "t*h'-«‘r“v‘; h '...\:,u e _...."'!"‘ b Foren o L

tig g 4 'y . >‘ ¥ : oo P
2 mnmmga: R{:w?. Y. I."th est Afsr, Pnncple swe - Couldthls rdease reasonablyba expected to Lt

k _:,,;?_ Mfi YNy '? constttute an unwananted mvasnn ofpnvacy? . ,- ' e S

" xp

Mimmal Privacy Interest? Even

v

Mention of aandivndual In Law Enforcement Records Wndely A

" R T4l . ...5,. o

NS TN

§ el L ,"‘ ra :";-,’r TR ke
.

Exempt’ion 6 P ersoga’ Pi rlvacyc: - accepted 'that individuals, have “a. strong ‘Interest in_not 'being. , .
_,.',.‘:«N«-,}fm o A, e L w assoc|ated in an unwarranted manner with alleged crlmlnal actnvrty S

Xinhid b

It W|Il engender cornment and speculatnon

prolects ulformatwn k about mdxwduals: m' i : ' W * A'.' '
amgles of Proper Aqancy 7{C) W'thhddmg L -;_7' Ve
drsclosure of such mformauon' "would consmure a clead Names of third parties mentioned in_ ‘enforcement files.” ., 7 - -, e
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"“Purpose" Test Congress lntended for Exemptron 7 to protect‘“ .
: "‘regardless"of the partncular format or record . whrch =it} |s~- ’

malntamed *S. 'Rep *No. 98-221 at 23 (19&3) Agenc1es shouldfocus ;
' ~- on. the purpose for whrch mtormatron oonta |ned ina record has beén

s
v "Protectlons of’ sub—parts were “made’. avallable to al. records ,or
lnformatxon*complled for law enforcement purposes -‘Even recordsr; :
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cnme remains, unsolved or,there ts“a concrete: chance for future
roceedmgs., May 'apply to closed mvestlgations lf records

regulatory or admrmstrattve proceedlngs Agency must be able to

N Nexus ﬁrle»- thef.. OOU“S tWhl'e;,awOfdinQ“*S'mecant- | ipointtoas Ele cpendmg or contemplated enforcement proceedmg.
‘r"deference to cnmrnal law;e enforcement agencles have held that_i "
. an-agency I must demonstrae somefspeclﬁc nexus between thed.
records and a proper law enforcement purpcse.
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that the matenal would remaln conﬁdentlal or whether the agency
actually mamtarned thelnformatlon as confdent:al . L

) Relatton ‘to (c)(1) Exclusion - :re!easmg the’ ifact that an
. enforcement proceedmg eusts codd reasonably be'expected lo,
o mterfere,, and the requesterr is not yet aware of the proceedlng,
ol then: (c)(1) aIIows the’ agency to’ treat the records as'if. they were
., .,tf outsrde the FOlA and ctarm no record erl apply only rn rare
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<1 athe risk physgeal harm lt ‘could :also: be harassment, demotron,",‘ -
o reassrgrment or. eny injury thatcoud: ‘be done to the souree by the’ -
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‘.'..b‘lf ;‘ﬁ" _‘1 "i “* " ,.ﬁ'.vil.

. 5 .
»f;. -e 5 Eiemptron 7(D) "‘Conf’ dentral lnformants

k) m‘a"" -""‘i'

. "r-rjt-nl""
”% "‘”a. i) ‘;1:* R R A s
may; wrthheld 'mfarmatw 1

', enforcement)h K \ ol
o SOurce Identifytng Iriormatlon =
*r-wnthhold other.lnformatron that tends to rdentrfy the source. Agencyfn L
may even Glomar the request en'urely lf any rdease would tend to b3 N’J,

h;af -"' ;‘ "\"

expecred to !drsclose the rdenmy of
-mcludmg a Srale,'local, or forergn agencyyor authamy ora an y
prrvate, .msmutron whu:h fumished , ormatron ;bn a’
: conﬁdenual ba_irs, and;” m the of a record-,or mformatrorr.
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-FOIA’s' (c)(Z) Exclusion - If releaslng the fact that a
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Exemp’aon 7(E) Techmques, Procedures &3
' Gu:delmes '

1

Agencies 'may wtthheld mformatwn comprled Jor’ law
enforcement- purposes if disclosure “would disclose

techniguesand procedures for law enforcement investigations -
or prosecutions, or would disclose guidelines for law
enforcement investigations or prosecutions if such disclosure
could reasonably be. expected to risk circum vermon of the
law.” § USC. 552(b)(7)(E) o

Prlncple Issues - What type of fechmque or procedure IS thls?
What is the nsk of c:rcumventnn'? L . :
L. Flrst Clause Techmques& Procedures- .
{1) No Harm Standard - Does not require a determination’ that o
. disclosure would risk circumvention of thelaw. .
{2) Categorical Protection Covers technlques and procedures for
. mveshgahons or prosecutlons buonlylftheyare not well known
to the public. -
- Courts have held that common Iaw enforcement techniques,’
“such as wiretapping or .the placement of radio trackrng
. _devices on suspect vehicles, ars well known to the pubhc
v B."But, courts have generally allowed the wuthholdlng of |
- information about technlques that are well known if it has ' |-
other, uses that may not be well known; or if itis used in’
' conjunctlon with another. (ed’nmquem a unique fashion, o if
‘the’ release would nulllfy its effectlveness v e

. e '-. ‘.

 Law Enforcement Manuals Certaln law enbrcementmanuals may .
. be. wﬂhheld LR . .

e Second Clause Law Enforcement Guldelines- ’
'{1) Built-in Harm Standard - - Agency must make a determination-

. whether' the " disclosure could reasonably be expected. to risk |

‘circumvention of the law. Similar to Exemptnon 2 (High) and
designed to protect only the material that would harm
mvestlgaions or prosecutlons o

Ekempﬂon 'Z(F) -"i?hys‘lcal 'Safé'tf(' -

“(I') could rcasonably be expected !o endanger the I: e or

S Pnnclple Ssue-Isit reasonable fo expect thfs release ro endanger

mehfeorsaferyofanmdiwdusl? : S, e
Federal Law Enforcement Personnel - 7(F) may be used to protect
federal law erforcemert personnel who deal with serious categories
of criminal offenders. Protechon may remaln in foree even after the
personnel have retired

Third Parties & lnformants 7(F) may protect the |denm|es of thlrd
parties, if the circumstances suggest that the third party oould face
danger as the result of dtsdosure T

» .

™ | . B . -

Exemption 8 - Financial Institutions

- Exemption 8 of the FOIA brotects matlers that are "contained
in or related to examination, operaling, or condition reports
prepared by, on behalf of, or for the ‘use of an agency

responsible for the regulation or supervision of financial
institutions.” 5 U.S.C. §552(b)(8) . '

' Th|s exemptlon is very specn' icand rardy utilized. Courts have given

the exemption a vey broad scope.

1. -*T:v'Exemptlon;Q.- Geologieal/Gedphysical Data

'Exemption9 of the FOIA covers "geological and geophysical
information and data, mclurImg maps, co ncernmg wells,” §

I us.c §552(b)(9)

»

+.This exemphon is also very spedﬁc and rarely Uﬂll ized. It has been
apphed to proted data related to varlous types of "wells.”

pllysrcal mfety of any mdtvulud. » o ' : :..'
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‘Please do nothesitate to call OIP for heip -
finding an answer to any FOIA question. - %

* . Department of Justice’ o

. Office of lnformatlon&Privacy . E

. FOIAHotline  ~ ' .  °
202-514-FOIA (3642) 0
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UNI;IED S’EATES DEPARTMENT F'STATEr
REVIEW AUTHORITY FRAN'K T MMINI,A

'lf T . of State (the “Department”) lrterally spans: the' globe in-order to’ accomplrsh 1ts

‘ -5 »respon51b111ty, IPS establlshes Departmental pollcres -and procedures wrth

I ‘ A. ‘ i l“‘ .r:,,’ h :‘ ' . ‘ ' ” ) . .k. : . R I.
RV UNCLASSIF_IED RELEASED IN.FULL
, ..Q» o - vl _;.-':_.Executlve Order 13392 "_ eEL L T
) '"-» ' Revrew of Department FOIA Operatlons and Plan for Improvement EN
A Nature of Department FOIA Operatlons o . < ey
" ) 'i ey ‘.r L ‘m. LI ; R .‘ -1,.5" . i A -

o Although it is arnong the smallest of the Cabmet-level agencres the Department .' -

‘ forelgn pohcy, securrty, consular and related respon51b111t1es The -~ =~ = .
L .;‘ *Department 'S physwal facilities. consrst -of-over 250 embassies, consulates, and CE
r‘s* wdlplomatlc missions in v1rtually every country ‘inthe world, numerous offices i’ ;;' o
Y '"“and around the Washmgton, D.C: area, and a number: of’ ﬁeld ofﬁces throughout " D

ﬁt sub-agencres” w1th1n the Department - they collaborate extenswely with each

ll ! e ?

(even 1f l1m1ted toa sxngle topic). regularly necess1tate searches i’ multlple «

; i élocatlons wrth'i'n the Department s hundreds of domestlc and overseas fac1llt1es R

')4»,., -.e* N T )

The Department operates 1ts FOIA pro gram through the Ofﬁce of Informa‘uon

v, Programs and Serv1ces (“IPS”) whrch is part of the-Bureau of Admrmstratron

: “The Assistant Secretary for Admrmstratlon serves as'the Department s Chxef
FOIA Ofﬁcer f'::

--" S L L. o

i Malntalmng a centrahzed FOIA program for an agency as large complex and :
% jf‘"gloﬁally sitiated as the l)epartment’rs at eNGTHous: cnallenge' “However, the” """

centrahzed nattire of the Department : FOIA program provides for bétter “ -

-service; for.requesters ‘affords consxstency in’ Teview, and -allows for better B

*control over, the Department S. mformatron access programs e,

W 5' e -—' M -_4' n_,. r

b . ,o N
,.. R | { am -

IPS admlmsters v1rtually all srgmﬁcant records—access functlons w1th1n the ~
“w Department mcludmg the FOIA:and’ the Prrvacy Act. "To carry « out this’ broad

. regard to 1nformat10n access, and publlshes regulations govermng publlc access .
v to Department records IPS: responds to,-or coordinates the. resporises to, " . IR
requests for. 1nformatlon and records. from a'wide: variety-of customers, .~ * '

, ? : : fmcludmg the ‘public: (through FOIA. and other 1nforrnatron access prov1srons)

”’the courts, ' the Congress, other federal. agencres pnvate lltrgants foreign.. . g
govemments and Department of State personnel 1In addltlon to admlmstermg

I
) AN -~-L .. i
e .

the; Umted States These “Wworldwide ofﬁces do not. operate as, serm-mdependent S

- other 1n order t6 fulfilt the Department 'S, rmssron ThlS is- why FOIA. requests S X
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the Department s FOIA program IPS 1s also responsxble for ensunng that the .

A Department is in compllance with'the Federal Records Act; the anacy Act

" and E.0..12958, as. amended (Classrﬁed National Secunty Information), .
mcludmg the- declasmﬁcatmn review’ of all Department records reachlng 25 .
years of age. Although these actmtles mterrelate w1th FOIA they also, ‘
compete w1th FOIA for resources R et

P
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The dmsrons ‘and. staffs of IPS are comprlsed of program analysts who are '.. ‘ -
reSpon31ble for records management case processmg, research ‘and. pohcy
development and 1mplementat10n retired Forelgn Service Officers who' serve as
- eXpert- consultants and-reviewers; techmcal mformat10n spec1ahsts who retrieve, -
*~ indéXx, prepare and Scan archxval documents computer specialists'who de51gn,

4 -«develop, maintain and- operate the: corporate electronlc archiye, case tracking. - -
e "':»: . system and Intranet and Internet websxtes 1~and a varlety of support staff '

)" 1‘ It r‘lw‘ . H, l( '_ ;d d.u‘f':'“ﬂ b 4' * ‘.

Department S, FOIA webs1te Incommg FOIA requests are revrewed to. ensure _i;.-_;t B

lf;‘}thht they aretif comphance wnth Department ‘FOIA regulatlons (22 CFR171);

e When requests do not comply with: Department F OIA regulatlons ]IPS nottfles

K \

P
. S ) . . .
. : . wos

requesters what 1s needed to1 perfect” them ':.,t : =

.' . . e .
" -"" s L. .'w“‘l

[
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analyst deterrmnes Wh1ch ofﬁces w1th1n the: Department may have responswe S

records and sends a’ copy. of the FOIA request to'those offices. Most offices are’
1nstructed to retum potentlally relevant documents to IPS for revrew '

. B X ’ v
, S .,,_l' - Y X . i,

The IPS case analyst ‘also: deterrmnes whether the FOIA request requlres a

*

s :...: search of any of the. Department s, centrallzed records (rétired records and -

centrahzed electromc records). o reSponse to FOIA. and othertypes of::

requests IPS conducts searches of the Department s vast-numbers of i mactlve -

retlred récords. These records are | stored in-off-site facilities. In addition, IPS
mamtams and ¢onducts- searches of the Department s corporate electromc

LS

’~ Each perfected FOIA request is. a331gned to an lPS case analyst The case T o

archlve the State Archlvmg System whlch contams substantive documents o

that estabhsh discuss,,or’ define forelgn pohcy, set precedents -OT require act1on
or use by more-than one-office. It mc]udes official record copies of incoming
' and outgomg Departmental commumcatlons including telegrams between the .

the White House memmbers:6f Congress and other Federal agencies; position
papers 'and reports ‘mémioranda of conversatron, and inter-office memoranda. It
1s 2 comprehensrve source of: 1nformat10n that documents and tecords the -

weo- o7

'x ) ; , Department .and overseas posts d1plomat1c notes correspondence to and ﬁ'om . '_f; Lt




o datlng from 1973 to present i

4 1‘ "'. a.
s ey

' .A handful of ofﬁces w1th1n the Department conduct thelr own review of certam
responsrve documents and: correspond drrectly with.FOIA: requesters. These: -
».". . offices deal with’ unique récords’ (for example personnel 'security, medical and
_ consular records) that requ1re specrallzed expertlse in order to conduct proper
" FOIA. analy51s Although these so- called decentrahzed offices follow
: T »Department FOIA pol1c1es and regulatlons they manage therr own FOIA .
T S O resources structure and processmg procedures L e A e
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all records for d1sclosure under the FOIA*and the Pr1vacy Act, and corresponds .-f—-'

S ith' FOIA requesters ~This 1 rev1ew oﬁen mvolves consultatlon ‘with 1nterestedL

" . “cbureaus and ofﬁces, overseas posts other Federal agenc1es and forelgn
governments Lol e T I I PR

N 4 [T _.Ay

s " IPS oversees the Department S F OIA admlmstratrve appeals process An s L
el "‘-"-’i : ':Q' 1ndependent panel of three: retrred Forergn Service.Officers (typically.at the - -_ NS
N Ambassadonal level) is convened regularly to consrder admrmstratlve appeals P

’ 5 ot e '%‘11‘: M_"."-"- ,',.'
e IPS mamtams an automated case trackmg system to track the handhng of ST
[P :‘;' o requests from. begrnmng to, end 1o 'track the dispositions of all documents  *" " |
.l .*'T'ii . rev1ewed -and to, comprle statlstlcs for the FOIA Annual Report ThlS database
ST enables the. Department to qu1ckly determme ifa document has been reviewed.

v

e N prev10us]y,~whlch substdntially’ reduces réview time for I any documents already

ARt s s - Eaat = sk 10y A TR e U N R U

',j released Cases are as51gned control numbers wh1ch requesters can c1te when

,.,-

e weekly 1nformat10n to help them momtor the FOIA back]og, mcludmg the age
et of the. requests S S - TR

LR Y .
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. ‘ o :
N IPS also mamtams the Department’s FOIA websrte and Electromc FOIA .
e .'_‘5: Readmg Room where requesters can learnabout Depaitment records’ systems S
BRI , - find out how to makg-a FOIA request, mcludmg How to file 2 FOIA requeston-. .~ . - .
4 7 Tine, find answérs to frequently asked questions, and can search:collections of - "
o " records released under FOIA and as part of spec1al document productlon . L
efforts X o S e e 0
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R Currently, IPS is. responsrble Tor, handlmg responses to status mqumes whether '
PR ',7‘ - made telephomcally, electromcally (ma emall) or by marl In 1997 IPS created
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';a staff to handle all status 1nqu1r1es and requester complalnts the Advocacy and

: 'Over31ght Branch is within'the customer—focused Requester Liaison Division of

“IPS. -This SImphﬁed the dec1s1ons to namie the Requester ] Liaison Division as

- the Department S FOIA Requester Serv1ce Center and the Chxef of that Dlvxslon

¥
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. asthe Department’s FOIA Public Llalson whose funcnons and, duties already

;matched those set .out in: the Order

i.\, f

b \

L .
s B '“

. IPS has a long hlstory of contmuously lookmg for ways to 1mprove upon its -
busmess processes and: the technologles ‘that support them in order to- prov1de

. the hlghest level of service. possrble to its many customers around the world " ',

Thus IPS. welcomes the! opportumty afforded by E. O 13392 to share 1ts
successes and expenences w1th mterested readers - :

. m,f

The Department 1mt1ated revrews 1n all areas of 1ts FOIA operatlons as’ outllned
in the Order.: Because the Department S FOIA admmlstratlon is prlmanly
centrahzed the focis. of thisreview’ was on the operatlons and practices of IPS
The decentralrzed bureaus descnbed abqve were asked to conduct thelr own
mtemal rev1ews of thelr FOIA operatlons The flnal analyses of their rev1ews o
have been set as’ a~mllestone 1n the Department s 1mprovement plan

The reader is asked 15 keep m mmd ‘the! magmtude scope and complexrty of the ' S
Department s: FOIA admlmstratlon Itssworldwide presence, its membership in EXS

. the'national secunty communrty, and d1ver31ty and range of its programs (from
carrymg out U.S. d1plomacy ‘abroad to-issuing passports to'U.S. citizens and - -
,Vvisasto forelgn V151tors) have’ contnbuted to:the evolutlon of the Department s
F OIA program into a hlghly sophlstrcated operatron " AR

3 , L‘a *l- . N
In many of the aregs’ 1dent1ﬁed in E O 13392 for review, the Department
already had- accomphshed much or had begun makmg 1mprovements. For
instance, the Department ‘has’ used 1nformat10n technology to track requests for .
twenty-ﬁve years.’ Also, smcedl997 the Department ‘has maintained an s

Electromc Readmg Room that contams a wealth of mformatlon about F OIA

-

4oy

Llalson DlVlSlOI'l whlch is comprlsed of two branches. the Advocacy and
Over51ght Branch and'the Requester Communlcatmns Branch. The d1v1510n ~

. was desrgned to both respond to inquiries from-the pubhc and other IPS T
customers about our serwces and thelr requests and to focus on customer : G' o

'
B

-
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cox
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servrce and helpmg the publtc and other customers obtam what they need in a-
tprompt ‘courteous manner: :Thus, the functrons of.a’ FOIA Requester Service- -
Center and F OIA Publlc Lrarson were already bemg performed by thrs division.

e
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IPS also performs butreach wrthm the' Department to provrde FOIA guldance

'5~.

L :‘ In 2005, IPS hosted a. three-day FOIA/PA trainihg program for all interested

v-t"

. * N ,l» .
DI R .....-.Q.‘ V‘mvtmn—mm'mwvw st S

Department personnel taught'by. the: Department of Justice’s Office of
Informatron and Prrvacy (OIP) The program.offered continuing legal "

‘ "- ' educatlon credrts to Department attendrng legal staff and included a half day
devoted to the. requester communlty that’ mcluded representatrves from the Hlll
medra and public 1nterest groups The program was attended by nearly 250 -

Sy Department employees OIP, reported it-as-one of the- largest such trammg

programs held 10 date and urged other agencres to hold s1mrlar tralnmgsevents

o “a ", R Lo ' f
: ah .

? » . ~'! Lows e
- o u‘ ', o ol

. The Advocacy and Oversrght Branch fm coordmatron w1th the Department S*
rAcqursrtrons Management Office, held a requester forum in December 2005, to
~ '-'prov1de 1nforrnat10n on procedural requrrements and learn more about the

. o .~.
o specrﬁc lssues in dealmg wrth requests for contract mformatlon from requesters

I -
1.- N .:"-' 3 - G

5,-; AT "j'fn .:"; .'",‘l: ta '.’.
= IPS alsohas taken advantage of other trammg oﬁ’ered by the Department of
Justxce and encouraged more. than a dozen employees to: partlcrpate in its three-
dayt trammg -at the National Advocacy Center in- Columbia, South Carolina. In |
" addition, IPS employees routmely partlcrpate m -requéster forums hosted by the
- American Socrety of Access Professionals, the Office of Management and

'r; .
" 4 . .
o LY

Budget and other entltres to keep abreast of requesters concerns and best

“practices in other agencres

- P
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In estabhshrng the FOIA Requesten Servrce Center all employees who 1nteract

| v wrth the. pubhc are scheduled to recejve: Customer Setvice training at the.

Department s- Forelgn Servrce Instltute to further enhance mterpersonal skllls

- ’

IPS has also launched an’ 1mt1at1ve to achleve certtﬁcatlon under the ISO 9000
quallty management standard Thrs 1nternat1onally recognlzed standard requlres

' j anorgamzatlon fo: * ;--- 1. ' '.,7
l)DeﬁnertsobJectlves R

- 2)Define. performance standards £ meet those obJectlves

e - 3) Write. procedures fo meet the standards and detect dev1atrons Y
4) Change processes to correct systemlc devrat1on L HTRT

“ . 5) Solrcrt customer feedback and e B

]

S s ek
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b o one of the areas targeted for unprovement 1n the Department s»plan el

Specrﬁc areas revrewed n IPS

ok . 8 6 o e T
.J‘. ;t,~ » s . LA ..' «;_‘l' ‘ . e 4 :- v'.. Lot T r,k. N ",
- Sk Ve n o RN - ., 1
> 6) Change processes to xmprove performance based on customer

feedback ‘. ERa LI ;..:.«.
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The Requester Communlcatlons Branch whlch i§ the 1n1t1a1 pomt of recelpt for

partrclpate in: thlS 1n1txat1ve Accordmgly, procedures surroundlng the 1mt1al

- processing of FOIA and Privacy Act requests have been reviewed and T
documented to ensure: that such deterrmnatlons are made in a cons1stent manner
and in conformance w1th the Department s regulatlons Part1c1pat10n in the I1SO

......

mltxal processmg stage in FOIA and Prlvacy Act cases IPS is plannmg 10 fold

other IPS. components 1nto the- ISO 9000 1n1t1at1ve O T L
"“I-Iv".:ﬁf,.,." ""r ‘LI‘. *._,v """"""r-' 'l,r . LR ? .~ ‘...-4", .“- 2L I'a_.,-g_‘

The Department undertook a successful major F OIA/PA backlog reductlon -

aeffort in 2002—2004 “However,. s1gmﬁcant increases’in the number of i new

At y requests mcreased mandated démands,-and other’ factors have caused: the

FOIA/PA request backlog to rige again." For this reason backlog reductlon rs

L
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> Current methods»for recervtng and prowdmg prompt and approprlate
= responses to mqumes from FOIA requesters about the status of the1r i

requests (Sectlon 2(c)(v1))' *.f“"w:ff ST ,. .

) Overall F OiA admlmstratron lncludlng expendlture of resources on
- FOIA comphance and’ the extent to.which requests for records have not

been responded to w1th1n the statutory t1me 11m1t (backlog) (Sectlon f .

44
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> Practlces w1th respect to. requests for expedrted processmg (Sectlon .

3<a)<m)(B)> e
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e Department 1mplementatron of multl-track processmg (Sectron Lo e
> Department polrcres and practrces relatrng to the avallabrhty of publrc con el
Co .+~ informationthrough.websites and other'means, mcludlng theuseof - .
RS I websrtes to make avallable the records descrrbed in FOIA subsectlon B
e (a)(2) (Sectlon 3(a)(rv)) L “j“ ’ ) . . - ]
; S > Identrﬁcatlon of ways to ehmmate or reduce 1ts FOIA backlog, consrstent B}
. L wrth avallable resources and takmg mto consideration the volume and .*: .'
?» ' - .»complexrty of the F OIA requests pendmg w1th the Department (Sectlon 3 R
ST @)Y s e R R
. ,']:.fv'.-;,‘ : ~*‘”_,"_’”«' ,'-. ""‘:""‘i*‘j . wo T -
PIRTE T N Trouble* shootlng exrstlng problem = database 1ntegr1ty and F OIA/PA o
PR e busmess processes REREEIR RN I
SR ‘~,j . :'-.“ J" . .*‘." - \. . .rrll . ,. o , ' 'l:v_v"l'-,‘;.:‘_ T... N <, O J
T C Results of}}evrew NS i T T
oD _r AT w : o AT .
o “ o Methods for Prompt Approprlate Responses o Requests and Status Inqurrres' ST e
. '_“ ’ " G, i L ] . T, . . .
e Prror to the preparatlon of the FYZOOS FOIA Annual Report IPS. had launched Lo
7o ? .~ .an’ rmtratrve to achigve certlﬁcatron under the 1SO-9000 quallty management .. C
. standard The branch w1th1n IPS that serves as the initial poiiit of recerpt for . "
T mcommg FOIA requests was the ﬁrst IPS component to participate in'this .~ v, . - f:.
' ,' *initiative: Procedures. surroundmg the valldlty of a FOIA request, expedrted P
PRI 3 ‘processing determmatlons and the grantrng or denial of fee wajvers were -+ )
B T rev1ewed :and documented tg" e"flsi’ire that tnesé”deternnnatrons were being maae‘” e
N i ,,,-' IR a consrstent manner and in full conformance wrth the Department S pubhshed o
. regulatlons Thls 1n1t1at1ve already has produced documented results in- o T
RS producmg more, comprehensrve commiunications at the initial processing stage © 1 -

P . inFOIA-and anacy cases Certlﬁcatlon for these actlvmes is expected to

L occur in’ October 2006 e o e R
N 4’"_:.,_.‘" Further TEView results showed that a recent reallgnment of staff and cutbacks n ,‘ ';, .
‘ WAE (“When Actually Employed”) staff had resulted in significant delays in. o
ot 1mt1a1 responses to requests. ‘In add1tron, the review under E:0.13392 led the
R Department 1o the conclusion ‘that a better, system to track responses to status”* . ..
' ._" i ,-inquirjes was needed to allowtsuperwsors to pmpomt bottlenecks in the process
» and deal wrth them qurckly kT : : . "
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> j' Y Resources Expended on F@IA Compllance and Backlog
: The Department has struggled w1th FOIA backlogs off and on'over the years.

~ "In2001, the Government Accountablhty Office gave the Department extremely

 low marks in’ thls ared.-The, Department s response was ‘a major, two-year

backlog: reductron effort known as . Operatron Due:Diligence? (“ODD -

| Project”). IPS was, granted twenty three new full-time positions and a total. of
$12 miilion, ($8 mllhon to sustain the two-year taskforce and $4 million the.

voad

. following 3 year to’continue F OIA backlog and records declassrﬁcatron) “The .~ |

taskforce con31sted of full-time employees dlverted from our permanent
* infrastructure to' provrde leadership, training, and supervision, and reviewers.

' o and contractors (analyst, technical and support personnel) from a. company that
L ..‘.'spec1ahzes in FOIA backlog reductlon bringirig withit expenenced

.anormatron access professronals to'aid'in the backlog reduction efforts.’ The

" ot 1 _“-’.ODD Pro;ect ultlmately surpassed 1ts original goal of completrng 80% of all . ,
S '.pendmg cases. by the end of ﬁscal year 2004 (September 30, 2004): -Overthe -
" L tWo- year pIOJeCt cycle, more than: 11,500 requests were completed By the end

.-of fiscal year 2004, IPS had reduced the Department S overall FOIA backlog
ﬁom 6 214 to fewertthan 2, 000 cases Al T e e

o, ‘I N v
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The Department also mrtrated actrons to mcrease the resources allocated to the
FOIA: program, 1nclud1ng addltronal workforce tecruitmient efforts to
supplement existing: staffing résources.. First; IPS, recruited nearly seventy
addltronal retrred Semor Forergn Servrce Ofﬁcers to add to its document -

o revrewer COrpS. Such recrurtlng is an ongomg effort and all are employed on a
temporary, part-tlme basm ,,v_ ; S ;r:_; ) : .

.“_- ..W. h.g

Beglnmng in 2002 IPS staffed some of the more t1me-consum1ng and labor- - _
intensive support activities mherent in respondlng to FOIA requests and other
document productlon demands with students recruited from universities in the

metropohtan area under the “STARS”. (Success-Today and Tomorrow-Through |

Tralmng and Recrurtmg Students) programf Twenty—three students are

- currently working in FOIA or FOIA support activities. In addition, IPS has two'

. Presidential Management Fel]ows ‘This, too, is an ongoing effort that will

o : contmue to make a-major contrrbutlon to the F OIA program

: e
ta : . ",
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- ' ) “ ﬂ,» r; . )
IPS is; 1mplementmg 4 “Performance Efﬁcrency, and Quallty (PEaQ) Repomng -'

System . The obJectwes are to enable IPS managers to:" (1) measure individual
" and orgamzatmna.l productlvrty, (2) determme where resource shortfalls exist,
(3) determme where weakness remams m the busmess process (4) forecast )
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branch/d1v151on product1v1ty, & ) momtor and Justlfy program expendltures and

w o . 1‘:r~<’

*(6) forecastresource requlrements e e
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Processes/Practrces for A351st1ng and Informmg the Pubhc on FOIA Process
e o
IPS mamtalns the Department $ FOIA Electromc Readmg Room, whrch 18, the
primary method for informing the' pubhc ‘abéut the FOIA process within the
Department In. 2001 the' Govemment Accountablhty Office gave the

Department exceptlonal]y hrgh marks for using. electronlc media and'the ~ . - f -

Internet to make FOIA guldance released documents, and reference ‘material.
avallable to the pubhc Howeveér, the rev1ew currently undertaken revealed

prov1ded The Department also- found that. although an internal- -Teview. of. a-’

pubhc webs1te was frultful a-more- meanmgful meastre of,websrte user-': AR

frlendhness would requrre obtammg dlrect 1nput from the user commumty

. v . .
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" :‘L Use of Inforrnatlon Technology 1n Respondm g to FOIA Requests

-
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In 2004 IPS added a new functlonallty to. the ”‘Department s FOIA websrte to
allow 1ndxv1duals to file: on-lme FOIA requests Although the Department’s
customers have beneﬁted from this 1mprovement .the impact on the program; =
has been 31gnrﬁcant increases-in the numiber of FOIA requests the Department )
“réceives each year:, These increases Werénot foreseen and have been a
contrlbutmg factor in the steady upward chmb of the FOIA backlog R

[y
. A ;

IPS already uses 1nformat10n techno]ogy to track all phases of request o

PO YOSCY YOS, A

f processmg “Its current system Y operatés in‘a 3 riational security environment to
. N :
afford adequate’ protectron of.classified information.. Due fo the inherent - _,,;r,.

constraifts of operatmg ‘within a classrﬂed environment, there are mternal
techmcal barriers that' prevent the smooth ‘transfer of properly declassrﬁed data

_ Lto the’ Department S. websne and meetmg requester electronic format .
preferences Prehmmary mqumes 1nto current technologlcal solutlons have not
been frurtful R ; O e

rm
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s : .; % Practlces w1th Respect 6 Reguests for Exgedlted Processmg R
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IPS determmes whether a request meets estabhshed crlterra for expedmous
processmg IPS already employs a checkhst whrch the case analysts on. the
Requester Commumcatlons Branch ;use ‘to make initial expedite determinations.

‘: ) In addltlon, any dec1sxon to grant exped1t10us processmg must be approved by

o some areas that needed: updatmg, both in terms of technology and 1nformat10n : won )

S,
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the Chref of the Requester Lrarson Drv1sron in coordlnatlon thh the Ofﬁce of
-the Legal Adv1ser The lattenprovrdes for consistency in ‘decisions to put’

 certain requests ahead. of all others. Some improvements could be. made to this

- function in terms of more: detarled wrltten guldehnes trammg for affected staff
and performance oversi ght ~
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.. VS f:"' o Implementatron of Multr—track Processmg
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The Department has lmplemented multr—track processmg However IPS has
dlscovered that’ 1mprovements can-be made in the Department s 1dent1ﬁcatron
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'meetmg "full comphance wrth the' requrrements of FOIA’s subsectron (a)(2), .
mcludmg both matetial that must be: automatlcally drsclosed ‘such as final -

* 5 ¥ oprmons and orders made in’ adjudrcatmg cases arid Statements’ of, pohcy and -

1nterpretatrons adopted by the Department and not pubhshed in the Federal =
Regzster and the posting of fréquently requested documents. ‘Although the
Department recelved high 1 farks-from' GAO'in 2001 on its: comphance with
“ihese requrrements thereis.a need for updatmg some of the information already
drsclosed on the websrte anda. need for establrshmg procedures and methods
for postmg frequently requested FOIA records T s LT

Wavs to Ellmlnate or Reduce Backlog '- L

. LN TN S ,h_.,
' L + . L .
. r-1 . o '. S e 3 S : - v‘ 4

' '_' n,

| As mentloned earher the Department s FOIA backlog was' srgmﬁcantly
reduced witha maj or mfusron of resources. ‘The:two-year backlog reduction’
prOJect resulted ina reduced backlog ahead of the proj ect’s schedule and

surpassrng 'its targeted number of completed cases: The IPS team achieved this-

. rsuccess w1th an mvestment 1n people process 1nﬁ'astructure and technology

. . ' '. A -, . . . ‘
~ a0 “ " ** ‘.~ "" ' : "'1",, "f" -."-' 1. - : "oy

“In more recent years unforeseen mcreases in the number of new. FOIA requests

in
ty

"
- %

-

trackmg and handhng of requests wrthrh multlple processmg tracks . AWl
Pohcres/Practrces on Avarlablhty of Pubhc 1nformatron and ( a)( 2) Records *

*The Department deterrnlned that there may be room for 1mprovement in", <~ E ,' ,.

e T,

- made dlrectly to'the Department and increases in other records—related o

mandates mdrcate that additions to basehne resources may be needed to .

R .maintain the. level of pending requests at’a reasonable level. "However, more

*-detailed metfics. ‘and evaluation of current resources ‘and processes are requrred

-t estabhsh the amount of increase to baselrne resources necessary to rmmmrze

and stabrhze the FOIA/PA request backlog

: B ' T 'R
. . L. . PEER . .
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Troub]eshootmg Exrstlng Problems = Data Integrltv and Busmess Process

e "t " Ciw b

'Durmg the preparatxon of the FYZOOS F OIA Annual Report IPS already had -

. - its automated case: trackmg system has been entered either mconsxstently or,
. 1mproperly Therefore data 1ntegr1ty and the associated busmess processes that
: .-’;"feed 1nto them were 1dentrf ed as. other areas needmg nnprovement '

)
e
.

B I
o,

I

to establtsh baselme data for busrness processes ‘and bettéer methods for .. i L
monltormg those processes The scope of some-of the problems dxscovered _
e together wrth the.desire to sét reahstrc meamngful goals for 1mprovement,,led " ~,

. .identified somerlmportant areas for 1mprovement IPS found that certain data in

L :v'.'A common thread throughout the revrew of IPS*F OIA operatrons ‘was. the need

¥

IPS to: determme that in-depth evaluatron of each'rmprovement area was: crmcal
% 10" sustamed“’lmprovement Without- concrete rehable data, IPS can ne1ther

= accuratelytpmpomt bottlenecks,.nor substantlate requests for: the resources

l.

needed to ensure the outcomes des1red W P
RSP L ._,,,#“-.J
..,1 5 )I ".‘4..‘3 ] y S 'l- - '_,_ N rad . ‘v,

;,, kL LI - . . .
. . N AL
R Y oo

i .-w-"* 2 lil o

p]

gl ,,' ‘0

s IPS also has put 1nto place a Process Improvement Team»comprlsed of program
analysts from the Statutory Comphance and Research D1vrsron thatis-~.,
respon51ble for completmg the processmg of FOIA/PA requests made to the .’

4_.“

aue,

Department The Team was created to address challenges ‘within the present
‘ work environment -+ an’ 1ncreas1ng workload ‘coupled with scarce. resources =+ -
- “and the need’ to develop solutlons at all. levels. The Team strives to reduce or "

el1m1nate 1nconsrsten01es d1screpanc1es and dlsparltles in processmg

gL R LI T o 7

W

- A separate and comphmentary, ‘effort w1thm IPS 1s the estabhshment of ¢ a

Busmess Process Comrmttee 2 that seeks 1o address 1SSu€es ralsed ind survey of

}:.

all IPS employees about the. work env1ronment and program needs. The focus
| ‘21 of the committée is. to create a p]an oﬁactmn for promoting efﬁcrency and
standardrzatlon in all 1PS, work processes Among the issues under-discussion”

A v

4 are ‘the need’ for standardlzatlon the rolé of managers, and thé need for broader

- .'-‘-"

understandmg of request processmg and skills. development ST

" b “ ) o~ 1 - . . . g
,- oy .t L ] . . 2 et ; L L
~ e . e T e, ) | - 'f ' E .
e - . "l‘ ' ' [

T R In Conclusxon«« S e Y
R . Tae . . -l ¥ . . :
LR “‘“ s, '~ .,—».;:~ T ™

o0
l.h'"' . T e

The review. of IPS FOIA operat1ons (wrth reviews of the FOIA operatlons

™ within decentrahzed ofﬁces {o follow, Iater this year) identified many areas - '

where 1mprovements have been’ made; and others where. improvements, Sould.be |
“:made’in order to build of past successes The magnitude and complexity of the

o Department 5 worldW1de F OIA program and global customer base calls for. -

..

[
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.. more, m~depth evaluatlon of key polrcres and processes in order to formulate
_more meaningful : and concrete targgts for improvement. In keepmg with its
customer-centric approach. to domg business, IPS intends to-expand its- outreach
efforts to its FOIA: clientele. Thus the targeted unprovements will be aimed at
. on satlsfymg customer neéds. The ISO 9000 quahty management standard and’
other management methodolognes Awill help IPS managers drrve needed '
'1mprovements throughout the FOIA process ' :

F e . “
D. Areas Chosen to Include in Improvement Plan S ' s : ;
Soe h: ‘ (l)Customer Service. e T o e
FRRRN ; (2)Informmg the Publlc on: FOIA Process ' U e D
20 -Z» +2(3)Use.of Information’ Technology P TP
. - (4)Exped1ted Processmg S e R r*" | _k £ Tal
SRS . (5)Multi- TrackProcessmg Lo et T e
A S ."(6) Affirmative Dlsclosure under FOLA Subsectlon (a)(2) P
‘;,;“—"*"1.5;. " (T)Backlog ! Reductron o S
JJ’“ (S)T roubleshootmg Ex1st1ng Problems Data Integnty and Busmess
e » : Processes' B TSI R | RRU |
el - '” SR gt 4"""_;"‘. R ..."'1, . :.-" ’ RE
R Goals and steps/mllestones for eacli area RO .
o .; .. '.-. ;oL -I‘ . o
Rl NAME CUSTOMER SERVICE . SRR T
. I P m‘ . "
e, T GOAL/OBJECTI VE 1 Develop customer servzce standards e o
~,. "'.’7..' ',=-?* ._: .,',',"s_“ ". '{+
e 'PLANNED STEPS e VIR
e Develop customer servrce plan based on ad hoc mput from customers
. ,*,"j- "o Pilotanew Requester Serv1ce Center telephone system (to include hardware
W and software) to permlt managerlal mterventlon momtormg and control and
L L institute solutions, as appropriate . ... .- | .
S e .Establish requ1rement for mandatory customer serV1ce trarmng for all staff
ST and SUpervisors.ii FOIA Requester Servrce Center SR
R “o Post Custonier service standards on websrte L N
I .
. ca
W . -




- -1:‘ . I C ' .
rl',l,_ K I.'" o .
[ A oy v ' ' - N . P .o - g
‘.'.w"-‘ h.'.,'._“‘”;..!'f . e . -
By February 2007 P A B SR Ur B w0
. Develop*and post on websrte customer servrce plan B R
., Complete pllot of, telephone system', L e
By March 2007 B ,ja‘rr Lol T PR ' Ce
‘e Based: on results of ptlot 1nst1tute new telephone system as approprlate
-t .7 e Post quahtatlve and quantltatlve customer service standards on websrte :
SRR Complete mandatory customer serv1ce tratmng Coe e o f;_-
o ,f":a. W O e e LR T e
' Rt Ay Py L a',,‘,,-*, .' . ,'1.1 ﬁv" . ,.‘“ . :',I . ‘. B T A ) ‘.‘. r._“‘ .
AR MEANS OF MEASUREMENT e LT e ey '

Branch chtefs to quarterly rev1ew productmty reports agamst estabhshed
> dustomer. Service standards ie. response times for status 1nqu1r1es

3y : ;

(ng}SSIFIED |

2%

) "aacknowledglngrequests etc e T ey T

e

AR ”:o FOIA Public¢ Liaisofi to rev1ew customer feedback rece1ved by Requester, .
e b Serwce Center about acknowledgement process and responses to status L
S ‘*JL T 1nqu1r1es D ' H'%'.." N ,:..ﬁ' I R
W L_';;..' s ,‘ :“u e \ , R IR S I ,\--._ T N .
> ﬂ "GOAL/OBJEC’TI VE 2 Improve content of and response tzmes for f'
acknowledgmg requests and answerzng status znquzrzes S o
‘ KA o n.;fb oo AP
LT PLANNED STEPS R e RS ST
; -Conduct 1n-depth semor—level revrew of current acknowledgement process
Pl o Conduct m-depth rev1ew of current process “for respondmg to status: inquires
R .r-mEstabhsh*smdardSwfor -acks owlcuscmcmmproce" mnd*femahze them-m~ T
: Standard Operatlng Procedures (SOPs) P T T
KR o Traln ‘staff on’ SOPs L -,w_‘,..,, :’-4,"1: ) ;,'"' S L ",'w"-'."l T
SN :, Momtor»progress and 1mplement necessary. process 1rnprovements o
i Ye s Continueito’ 1mprove quahty and timeliness of responses- through ..u S
Pl performance management and statlstlcal analysrs T 3 Lo
L :J*'f < L P :""- h “ ' 1; oy n St l’ - ‘ ‘. “
TIME MILESTONES h. A ‘ R AT S T T A
LN . A Gl T N .
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By Apnl 2007

s Complete in- depth review of process for respondmg to status 1nqu1r1es
., Revrse letter templates as 1nd1cated by réview

:'| - . - [ . 4,
' W e L S e A '

- . 1 .‘.'r-

wt N ~ - . .
1 B I S, ) .. Lo

CByJuné 2007 s T ,
‘e Train'staff on SOPS mcludmg proper 1dent1ﬁcat10n of val1d1ty reqmrements-

- Create: standards for acknowledgement process - .. - E
e Complete formahzatron of Standard Operatmg Procedures for L
acknowledgment process SRR L
. BegmmngJuly2007 e T e s e
e Branch chlefs quarterly monltor progress I R AR
RTI -w' o .ar?' *»_ R R ,4'.-# 1-,' =3 Jeom L,?'.'y.j o T S B o
. ; %r * " I . th‘ % ! ) .: # :’i v-l !

<5 ¥ MEANS OFMEASUREMENT: #0 <« 150" . X
¢, Branch chiefs to biannually audlt random samphng of case files and conduct e

P

) ,..wi‘***fe*ﬁs*»J*"*f;e***.?r?«*****s;***.**:«;g;'- l* )
TN PLE SRS e ey e T AT e o
AR NAME INFORMING PUBLIC ABOUT FOLA PROCESS C
| ";- GOAL/OBJECT] VE F znd ways to zmprove webszte based on customer
preferences ¢ i T N S PR S
PLANNED STEPS -r’-",jf' : “1 B AL S TP
» . e Conduct in depth evaluatron of website: and explore methods for measurmg
T customer satrsfactron with websrte 1\ TR e d
l_ e Establrsh focus group to better dlscern requester preferences 1nclud1ng
e website. user-frlendhness ease of navrgatlon as well as need to 1mprove
TR commumcatlon w1thprequester commumty, and publlc awareness of website -
" - e Evaluate feedback from focys group and benchmark with 1ndustry to
ST 'estabhsh standards for chSltC ; . Lo
e e | Estabhsh system to momtor progress toward meetmg standards
e Initiate viable solutions and post: changes/solutlons to-website
S ‘f;' 0 ' Consolldate F OIA Gulde 1nformanon mto smgle document ’
. N

4:--~.‘- ': statlstlcal analy31s for. adherence to SOPs ‘and’ standards ; RN F R ', o
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e TIME MILESTONES : L Lo
- 1 , : L * L SO ”“‘.‘: oo ) ,
.. By December2006 o P S R T -,
+» Identify and host focus group almed at 1mprov1ng web51te based on. customer
preferences-' el PRI S e T el
. ¥, H i »L".h"‘r‘ ;” ’ . .;"1"‘ ' "-“ it q""'". Er oy "
N ByApr112007 T R P T
.* Evaluate focus group' feedback/ﬁndmg S e T R
. e T A R : ST s e
' ByJune2007-~“"-3_,'.'_~’— N T SR SR
. Complete 1n—depth evaluatlon of websue and estabhshment of standards and
S benchmarkmg with mdustry ’d_" ST e et . v
VLo Complete consohdatlon of FOIA gu1de mformatmn on. websne g .
N *k.r:’;; o Complete postlng of changes/solutlons to websrte SRR v
w A . *“' L =., -»g._....,r,,” g . . o ;.
Sl . MEANSGF MEASUREMENT N o
T ;;'1 . Follow—up feedback. from focus group members LT Lo :
> '» e Feedbaclt prov1ded by requesters who. contact FOIA Requester Servrce .. " LEL T
S _f':-w‘; " Center: . _’-”‘:f. R i f“,‘ t“”“ HORE ey TeM TS .
ST % % T Quarterly rewews of websrte contents for accuracy and t1me11ness conducted N
e el by FOIA Requester Servrce Center s R L
e - ;-..‘,’- ST E DA L ; e : o e
SR r ,,ﬁ '-"i.-" . ', o ***.*************,********-*-f*’:’** Ca AT
R NAME USE OF INFORMATION TECHNOLOGY (IT) O Lot e
, R tut,.._.,ﬁ,,a..imwtwmw.m e ity Vi - ‘“. N:m M.M..,ar.r:. .‘«.,. T S S AU
o "-r_ GOAL/OBJECTIVE: Examzne methods “for dzscloszng znformatlon_ m electromc !
y * o format accordmg 10 cilgtomer request' e '.~-’*-1_._: e T e e _' :
. PLANNED STEPS" -; :‘. "~", R S A S L
G N -o Examlne avalllable COTS solutlons that will permlt and fac1htate the postmg I
LT of declassified documents and “burrung” documentstoCDs .~ 7.0 7 - . 7
® . rree-Conduct Proof of Concept of 4l available‘COTS solution ‘, ST -."': L
T = - e If feasiblé, initiate pilét projéct of COTS solution ~ ¢ et
. 7. e Work with-OMB, DOY arid intelligence commumty on the use of IT in . .
SIE TR provrdmg pubhc access to. 1nformat10n, and to'resolve’ public access issues, :
SR l1ke the ablhty to prov1de released records in specrﬁc electromc formats oo




| , ] o 16 . -
“ K ,, J..-u __ ..b'ii.;k.'jL -.: ;
| . Complete Proof of Concept of COTS solutron fT‘ L N Cot | I‘l'
| By Apnl 2007 , ; '-'—:.‘ e ’ T T ' .
* Based on results of Proof of Concept for COTS solutlon 1n1t1ate pllot phase . P
MEANS OF MEASUREMENT S S

SR . COTS solutlon must be. found to prov1de requested records -as spe01ﬁed by L
B B TR requester at h1ghest p0551ble standard w1th1n natronal securlty/mtelllgence o
NS SIS commumty e - : '

. 2 EXPEDITED PROCESSIN B
l,. s R
. - i'"' Tl v, e
”.‘ P‘ :‘E‘;:ﬁ‘;“ ) -I'A' ' i o fa N w0 haoorert o ,,: :!.‘
’ -',.conszstency zn applyzng expedztzous processmg crzterza, ,' 3 et
o reqz‘:zrement and publzshed regulatzons 22 C. F R §171. 1 2), .
S e w0 el that, requests determzned o warrant expedmon are processed ahead of i
SRR TR N # all. others except for requests already determined to warrant expedztzon PG
Sl ?’:" e that case trackmg database accurately reﬂects expedztzous processmg L
L e ’-,;-w' : determznatzons SRR o .
. ”I't ‘.. :’”‘-. . _. o 4 ,"}"4‘ o . 'v' ..,_." “-.' P ) ) e 'I ) ) . . L
T "I'L" '-l.l.'.l".'-' _,L' ' * *‘--)-.J’. " !
: PLANNED STEPS e e Sl L e ,
’ ,," . I.; ', 0 g Conduct 1n—depth evaluatlon of current expedrted processmg procedures .
A A o Clarrfy and/or update expedlte crlterla deﬁnltrons and procedures o
PR .{ " Standard Operatmg Procedures (SOPs) S e e s LT
R e Tram all staff on procedures,‘ SR E B - A TIRTE I ‘ S
i _',.:‘.:. , f » i » _:4 ‘- . - _
P . ® Supervxsors to weekly rnomtor expedlted cases R IR SR
SRS TIME MILESTONE AN ;‘:}. ) S N K
v '.-‘. '-A""‘I 'l,." "1‘ b - 1'~| ‘-:.—. Pt .:'_I "!H‘If ': ; E .l ) b : H“?'- {‘J'"' '-.‘"; : "'. '.: :
Pl ) . .,v N g,h: R % . . - » . “e .
v e TS By March 2007' ¥ P R
S ,;.' : i: o Complete m—depth evaluatlon of expedrted processmg procedures SR
;:"‘i o. Complete update of SOPs™" w5 ™ s | c o T e '
L e Complete tramlng of staff and mstltute 1mproved supervrsory oversrght R
' 5”-"'«-' J:"";v p. cos . -
- nAssIFrED S o



. - T " ; v i )
By June 2007.,,,.. ST e T
A _' Ensure database accurately reﬂects expedltlous processmg determmatlons '
' MEANS OF MEASUREMENT pe L e St R )
) , Quarterly audlt all casé in Wthh expedmous processmg was requested for
' ' "~ adhererice to’ SOPs and standards and take: any correctlve action: necessary to.
R enhance complrance A AT P e .
o * B ranch chlefs to weekly momtor the status of request granted expedltlon - -
- e 3\-1:**%**i*****************x**** L ﬁr e
. S TS et e B0 e ey
e NAME MULTI-T’R"ACK PROCESSING -
- ’ o Y N '«“‘f' A e ~. ¥ m' v R
oL GOALS‘AND OBJECTJVES rEnsure g , e
" ‘-o conszstency in applyzng multz-track proce.sszhg craerza § e Yo
o 1'»',.',.~,.‘.:.7-~o= multi-track system remains eﬁ‘ectzve A "‘ ; L G :
ST LA o ‘that requests are processed f rst-in, f rst-out wzthzn each trackg_, MR J_',-._; .
s e e that case trackmg ‘database. accurately reﬂects expedztzous processz’ng EEMAREE
D e, R determmatzons '4'-;,'_-':.".“*' Ao b, e T B AL "’J"{, L
,,, L 1»;*._1 | AT T e
PLANNED STEPs.. o spt E R LIV
hdt ‘Coriduct, m-depth evaluation of current multl-track processmg procedures "
SN _n_o 9 ‘Clarify and/or update mult1 track deﬁmtlons and’ procedures in Standard o
PR . il Operatlng Procedures (SOPs) ,-\:r' . S .
e, Tram all staff on procedures RO »J SR T " .
“‘ o f,?’ 0""’Dranen cmers to qUarteny muuuul’*applopli npreme“it*tio-r Of‘l"‘lulu-* e . Hrier s
e track system S :,j._,‘ RENT “”“w::.r.,,‘ Whe g e L TER L e D
,»‘ ...;_‘ T i RN . lﬂ,l-:ﬂ',\i R T < T ' l-;‘ ._: : T T L AT "
TIME MILESTONES R e Lo
e By Apnl 2007 i o RN N f L ;
. '0»~ Complete m—depth evaluatlon of multl—track process e T e
e, ~Complete update of SOPs * R RS * oo i : L
o - ,,ft :jo Cornplete tramlng of staff and mstltute nnproyed supervxsory overs1ght s L
T, e ESE S - c-_' = ’?"‘ SRR '}" I e Ty
f,"*l'”-_f By October 2007 j_'“ ey -' Ty * R SR AT ,
MRS e Ensure database accurately reﬂects multr-track processmg determmatlons SR
R
f ey R “:ﬁ-f‘-m Ag SIFIED ~' \'ﬂ""' o
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MEANS OF MEASUREMENT Lo . y
-Branch chiefs to perform’ quarterly audlts of random samplmg of case ﬁles

for. adherence to SOPs-and standards and to xdentlfy any trends that may
S affect the ent1re population . . N

N KR ‘o’ Establlsh wntten procedures for 1dent1fy1ng frequently requested documents

¥
. A
L} 13 "w
. .
- . VoA
LN -

-~y

‘_ :‘k 'E ;9;*’1";";**.*.********************* ) . .
NAME AFFIRMATIVE DISCLOSURE UNDER SUBSECTION (a)(2)
, o GOAL/OBJECT] VE L Improve overallacomplzance wzth F O]A (a)(Z) :
- requzrements -:1. R L PR
| e PLANNED STEPS SRR » ‘ SR
R R Perform 1n1t1al query of all bureaus about any addltlonal (a)(2) materral that
I‘l"._ 'is Tot already posted on websrte or. other pubhc venue i e
et % : ‘o Evaluate any add1t10nal (a)(2) matenal returned by bureaus IR J e
AR ,-1" . o ““Post approprlate materlals to’ FOIA websrte and schedule updates accordmg
“”b L o bureau schedules 5 ,.;J :‘:";,T' IR S AV HEINERE N
B v ".’, o Annually query the Department for any new sources of (a)(2) matenal
L TIME MILESTONES i ) - Sk -?,;,; SR
By March 2007 R AT LTI REUNEEN
RS ao Complete evaluatron of addmonal (a)(2) matenals sent back by bureaus and
) - "" post matenal that is appropnate on the web51te e :
_ By March of2008 and annually thereafter' S e ; N
T ‘o, Complete query ‘of Department for any new sources of (a)(2) matenal AN
' N.."I"l,i, P , ; e o W " .-:". . i C : . ) ) ‘,i | -:h' .
te ™ MEANS OF MEASUREMENT TR S
e "i e Complete evaluation of responses from all bureaus recelved 1n IPS T
L N '.?5' “ . Post appropnate matenals in Electromc Readmg Room SR
. GOAL/OBJEC 77 VE 2 Post ﬁequently reque.s'ted documents on webszte '
LJ ' -lﬂ’.-. . e .«‘ . . L
T PLANNED STEPS ST e | SRR
_'j " e Conduct m—depth evaluatron of process for postmg frequently requested
) -documents.bn,website * i R



_.‘l, ) - et 4',} L. : ‘...' .II . .. W w, ! ' C . )
- " Trdin staff on’prok:edures' s LT L , U
'w_L Implement procedures e ‘ R - ’
RN TIME MILESTONES AR e T AR
P Te e e . TR
. EREL RN I w;; B, ST T 5
: B ByMay2007 ST e -y TN . - . ) ll, )
Y +01 Complete 1n depth evaluatlon of process of postmg frequently requested
documents on web51te " il o
, I CE L f U e, ' L ;
| By October 2007: I O A T T
e Complete update of SOPs for staff on 1dent1fymg frequently requested SR
i o documengs AT , s R
:‘r. , - ‘--‘r 'r' .‘ K “t . - f ' 1 'r ! . _";‘_‘J -, _"l ca bt
Cle ByJanuary2008 R : T A R ST T
Y SEN kﬁ* . Complete training of staff and fully 1mplement procedures AT el T
AL - Complete update of SOPs for staff on 1dent1fy1ng frequently requested o
R documents S RS N P TP Rt . .
AT MEANS OF MEASUREMENT T ;}f*,,"i AN AR
. AT Frequentlyﬁrequested documents on web31te wnll be updated quarterly R
R - o Quarterly momtor progress of web postlngs and comphance with procedures
- W ',‘. A ,-» » e P e o ‘.al' - . ’
. " ,.. . ._,...‘».\ , . Lo . 11 K n-: .L‘ 1._. y - M".,J . " .."1 N
T T ey T “‘ ****************************** .. . ¢
Qlll~"‘.“"I“"‘:'-"}u‘v-rli-"uﬂ“711““"{' '_1'4:. | ".:.- ". v .a?_*'“_‘ . ”.4 ) Y . ~‘ '~.I - . .l,"*A . ‘ - P '
IS - NAME: NAME' rBACKLOG REDUCTION DD Foad S S
'\ N' [ M ..~I+" - _‘ [ ! . .' S 5, e
R :,..,..,r any tv e id «147,:‘..\1 h ' ’ . " - 4 NW e et Jhein JW.M«'-“-. - -
AR GOAL/OBJECTI VE “] Short- téFm pro;ect fo: achzeve“35 percent reductzon in ‘
':_f RS prOJected end—of F Y 06 backlog of FOIA/PA requests made dlrectly to e o
W -‘5‘ Department (not zncludmg referral.s' ﬁ'om other agenczes) R B T
! g CeE o
I '4_” e W'.’_: R ~u ! ..
) ", PLANNED STEPS' v “ T o AR S R
L e Reallgn resources from other. IPS program areas temporanly and restore * '
ot WAE rev1ewer ‘hours’ to assist: w1th FOIA backlog reduct1on RN .
BRI '«f . A551gn summer hires to work on backlog reductlon' L
Y Closely momtor prOJect status to ensure steady progress | B .
s
3 M
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"By October 2006 ’ .I " .,:,;‘ E ' n )
Reduce pI'O_] ected backlog by 35 percent ’

MEANS OF MEASUREME;\IT PRI 'J' e =

e Amount prOJected end-of- FY2006 backlog of requests made drrectly to the
Department (prOJ ected at- about 3 700 dlrect requests) 1s actually reduced

- , GOAL/OBJEC T I VE 2: Evaluate productzon rates in order to zdentzﬁ/ what a '~

s needed fo. reduce and mamtam ;‘he backlog at, that level .

Lo .given requests recelved and resources requlred L e

reasonable’ backlog of requests s, and then determine the speczf ic resources

Undertake study to determme what a reasonable backlog level would be

- 2,

-

*evaluate performance and product1v1ty Tl LT e

g . Evaluate results of operatlonal rev1ew performed by decentrallzed bureaus

KY

' :

Identlfy develop, valldate and utlhze a vanety of management tools to e

L% ',-“-m'

-o ~.Build awareness in the Department of the reqmrements of E. 0. 13392 . o ‘

. Assess data to. 1dent1fy resources needs (i-e., human resources, including

Ve j'% . FTE and contractor equrpment, software, and mfrastructure) to mamtam '

t

reasonable backlog level ¢ over the long—term R L ow

) ,»; .. Use data to JUStlfy necessary resources to Department resource managers

RPN , \.. - n L ~,V,p R ',".i “:

';l.r"j e Implement solutions xdentlﬁed e s T L

Cowd

‘.- Momtor/repon on progress to Department semor ,ofﬁc1als T I

TIME MILESTONES _"f'u('iz;;-.i-.-‘-r L

BySeptember2006 R R R S U S

o

"o Burld awareness w1th1n the Department of the requlrements of E. O 13392: :

- "
“ - "\ *
Lo ; Ot o e i, . TR

w7 e y."', '
v Lo . : . v -

By December 2006 L **»'"" CoL e CEDTES
‘e Complete evaluatlon of decentrahzed bureaus operatronal revrews n

at
[ -

L 3

. Determme reasonable backlog level' S S
e Deterrmne necessary FTE. and contractor resources o
. Determme necessary equlpment and software IR

By March 2007 .I R A

T
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"—" . +e_ Establish-work requrrements andI system for momtormg comphance w1th
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IR T _
! T i ' *
.. Achlevmg and malntammg reasonable backlog level o " Lo IR
‘ Weekly management reports on pendmg workload and requests completed 4 "
. ." A e ,‘*T-' ""'.»,,. T .'-aﬁ-. SR N -
SR :'7'.'.; R ***x*x************************ o .--' v e )
i T R "":r "’:' : - “"4' "“,‘.",,__1*'. ) L.l.;A~ ~' T 'rr-_ i : : . 'r" i o, : o
- K NAl\/IE JI‘ROUBLESHOOTING OTHER PROBLEMS IMPROVING C
L A DATA INTEGRITY AND BUSINESS PROCESSES TN B
L ._,{‘; W R : ".,.', -k __’ SR 1* S . . S 'x ST
: | .k- Y GOAL/OBJECTI VE ] Establzsh standards for data lntegrzty for the automated .
N ‘ case trackzngsystem and’ ensure. that all employees and supervzsors understand T
o ,;‘:1 ana’ mazntazn those"standards * 9.~‘ A L P ,' . o
: PLANNED STEPSS . I L S O BTN ATV T
.L;.I _..:' ,T . Assess data 1ntegr1ty‘1n case trackmg system and conduct gap analysrs NS H ST
U 7':’_' L‘ Estabhsh andflmplement standards respon51b1ht1es and procedures for b
e g ﬂ““*entenngdata VLTS T ;T'-eza;,-ﬁ- T a SR
| _l' '”';' -o'.' Tram and regularly update trammg of all statf on proper data entry R '
B procedures REIURLE k! g b ] g, R
R L .ﬁ . Establlsh mechamsm to monltor data 1ntegr1ty and hold employees and SR
1 DR .supervrsors accountable e el o SR
o G t'*" lntegrate accountablhty for data 1ntegr1ty and adherence 16 SOPS in WOI'k ot
PUARIIE ‘ requrrements , L R e I N R
t,-.:_t: e e e SRR ;f;.a.;awghagg-f R RE L L S DR N
RS TIME MILESTONES R L TR |
- ,:’“’fo December2006" i " B e S e T T .

L oae Complete in- depth evaluatxon of data mtegnty L T e T .

L 9 ‘Establish and 1mplement standards responsnbrlmes and procedures for '_ IR
SRNULE RS o entermgdata e ';~' : t i e I ,_‘-.*.;: o - _
o f';: 7 ‘o Complete m1t1al tralmng of all staff A B St

Yy ,. Wl oL, vl o - L

By January 2007. L
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ﬂ,,datamtegrltystandards Ll e EERUN S
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S T ,
. Perrodrc audlts of random samplmg of case ﬁles to determme accuracy
= ‘."'0 Ongomg revrew by supervrsors and team leaders to conduct error—rate s
o analysrs | o R koY R N A : r ;
1 . . '-*;:I* S ‘ o "”:*:" . "*-‘ A e . R ’
GOAL/OBJEC TIVE 2 Streamlme ana’ standardzze F OIA busmess processes
"\ and ensure that all employees and supervzsors are trazned on processes and '
thezr proper zmplementatzon, . IER® I, . .
' e ’ o 1"*?‘" '. * : -. ! . + 'a“"- l: - -
; PLANNED STEPS: N At P LU
: o & "Assess all FOIA: busmess processes N A T '~ et
4.8 "Seek ISO 9000 certlﬁcatron fot’ all IPS branches f’;;"‘ A " E | e o )
2 75 Tdefitify stréanilined: ‘processes; and:éstablish them as. standards AR
2l e Incorporate procedures for standardrzed business processes into’ SOPs RIS
o : .. Tram alI employees and superv1sors on standardlzed busmess processes E i
' S
Ty
' e Complete m-depth evaluatron of FOIA busmess processesmJ D ‘
M Identlfy Streamlined' processes that will becOine’ standards LN :"
' ';; 'J . & Establlsh and 1mplement procedures for standardrzed busmess processes
ST By Tanuapy 2008:7 s S T L T e
:‘I"m:;“ Complete trammg of all staff on: streamhned standardrzed busmess SRS R
o " processes and estabhsh system for monrtorrng comphance P A S
i Begmmng March 2008 ' *“" ';:':"'; L > o
' - » Branch chrefs to quarterly momtor 1mplementat10n of streamlmed '
. - standardtzed busmess processes : Y ; Co L T
; MEANS OF MEASUREMENT. e .' e L S
]
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’ : ' . LW -: rwh “:":h"" ;‘ "; ' h‘:”. ‘;'!r‘ ) “ .‘ N “" 1
e (1) Areas Antlclpated to Be Completed by‘December 31 2006 oo o
CUSTOMER SERVICE ':l,f e DT e T e

e Complete in m—depth senlor-level revrew of current acknowledgement

proceSs R ,1 m.:' J *:: AU B IR
‘ o R ,M.l‘“f,. D L O R . ;'5;_. O
P INF ORMING. PUBLIC, ABOUT F OIA PROCESS Yo Jk L, g
e e Identlfy and host focus group almed ati 1mprovmg web51te based on customer‘ Lo
Rt preferences i:‘ b f” R A I fs.i T,
- : b.m.'.-'-s s hr*r . ' h"»r*.:.',‘ r_,‘,..“" o - . o L A ‘. o .~ $- v .r‘ .
L BACKLOG REDUCTIONa R e T PO
o -“ o'..Refhice projected. end-of:FY2006 backlog by 35 percent e T ;. ,'., -V
ERTARRL N 1 Build aareness wrthm the Department of the requlrements of E! O 13392” w0
o ‘C‘omplete evaluatlon of decentralized: bureaus operatlondl revrews C Y e, “ "-t.-»_
v e “‘F,h IS ,_t,‘ e *tg"..l. ’,:' '. l,r,?x,ln, B el ",,-,: . .'. AT

o
H

TROUBLESHOOTING OTHER PROBLEMS jIM;PROVING DATA I
-+ INTEGRITY AND BUSINESS PROCESSES =" *' D )
'0* Complete 1n-depth evaluatlon of data: 1ntegnty“* i PR A '-‘w- L e

~
s

-y .

.
APy

A e, Estabhsh and 1mplement standards responsrbllltles and procedures for- " ‘:.ﬂ . N
! IR f:-:'-' :-.rentermg data ’ ," BENE ”"..-_i‘. S e G ST T
- * . ‘0 Complete 1mt1al trammg of all staffor ‘standards, responsxblhtles and R,
T procedures for entermg data ol al;.,f',’,',;."-” S PR )

, " fn
2 i ‘,,,.'_.(‘ IaA::east.m.':t:c}
alk
T

P
" o

pated.to Be f‘omp|eted hy,:!), ember 31 2007 e

T ,,.‘ on, T Ty T e R ‘I“ SR N i et el
<7 CUSTOMER SERVICE; a1/ o D0 o i LT D
"’. *' .,'.f ] ‘* o Develop customer servxce plan based on ad hoc lnput from customers
R & Complete- p1]ot of. telephone system e T e
SR ‘,10 _Based.on the. results of pllot, institute. new telephone system as approprlate o
e i (1ncludes hardware and software)“ T T Lo
T ,0: “Post quahtattve and quantrtatrve customer service standards on websrte | Jr Voo
o _’\‘* . Complete mandatory customer#serwce tra1nmé e o

N f e Complete m—depth review of process for respondmg to status mqumes N

Vet e Revise! letter-ternplates as, mdlcated by review', T el e o "
cal Ty ;-, . Tra1n staff on'SOPs, 1ncludmg proper 1dent1ﬁcatlon of vahdlty reqmrements L

e, N & Create standards for acknowledgement process L e e

¢ ny L% . - .
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R e Toae
. Complete formahzatlon of Standard Operatlng Procedures for
~+.acknowledgmeént process . . ;'i‘ S
- Branch chlefs quarterly momtor progress . o
" INFORMING PUBLIC ABOUT FOIA PROCESS o .
L. Evaluate focus group ﬁndmgs/feedback for 1mpr0vmg web51te R
| 3 Complete 1n-depth evaluatlon of websrte and estdblishment of standards ,
o Complete consohdatmn of E OIA gulde 1nformat10n on website | S R
. Comp]ete postmg of changes/solutlons to websrte o «1‘_ . , ol -
USE OF INFORMATION TECHNOLOGY (IT) o ;--':' o 1 R
e Complete Proof.of Concept of COTS solutlonm ] ﬂ-_**‘ oo “ O
] a ;‘:? ’ _‘,""’Based on results of Proof of Concept for COTS solutlon mmate pllot phase
EXPEDITED PROCESSING T ?.i" ”',:if=;:
.,.i” | ,:o Complete 1n—depth evaluatlon of exped1ted processmg procedures T i
,0 Complete update Of.SOPs , & /Tolmioot e SERAT “J R
Ve Complete trammg of staff and 1nst1tute 1mproved superv1sory over31ght s
. o Ensure database accurately reﬂects expedxtlous processmg determmanons A
F»,”.,"MULTI-TRACK PROCESSING,'"" LR R e T
L e Coinplete 1n—depth evaluatron of mult1~track processmg procedures
VS Complete update of SOPs:- e S T
5 e Complete training of staff and 1nst1tute 1mproved supervxsory Over51ght
n e Ensure database accurately reﬂects multr-track processmg determmatrons
T AFFIRMATIVE DISCLOSURE UNDER SUBSECTION (a)(2)
e Complete evaluatlon of: addmonal (a)(2) materials sent back by bureaus and
T - post materlal that i 1s appropnate on the websnte T - '
mo .Complete 1n-depth evaluatlon of | process ‘of | postmg ﬁ'equently requested
-~ ! .documents on website . % i = )
S e Complete update of SOPs for. staff on 1dent1fymg frequently requested
* ."documents e N AR BTN o "
BACHOG REDUCTION PRI S T
Wil Determme reasonable .backlog level S L “ « e
Q_ . Determine necessary FTE and contractor resources . . . St
. Detennme necessary equ1pment and Soﬁware o U
Ll ”:1: s o ':," J_“_ . *‘ . r‘.a,. o ' ‘ *;‘ -4 X
e T L e et s e ; :
- RO R ‘:;»UNCLASSIFIED
v ! -"» .-@‘f', . R
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A .
- o Determine necessary space

TROUBLESHOOTING OTHER PROBLEMS - IMPROVING_DATA ‘

INTEGRITY AND BUSINESS PROCESSES ;

e Establish work requirements and- system for momtormg comphance with’
- data integrity standards

¢ Complete in-depth evaluation of FOIA busmess processes

" e Identify streamlined processes that will become standards

o Establish and 1mplement written procedures for standardlzed busmess

processes :

3) Areas Antlclpated to Be Completed After December 31 2007

‘ AFFIRMATIVE DISCLOSURE UNDER SUBSECTION @)Q)
e Complete training of staff and ﬁmy 1mplement procedures . o
. @ Complete update of SOPs for staff on 1dent1fymg frequently requested
' documents for committee review - . _
. Query all bureaus for any updates of (a)(2) materxals

‘ ,'TROUBLESHOOTING OTHER PROBLEMS IMPROVING DATA .

" INTEGRITY AND BUSINESS PROCESSES'

 Complete training of all staff on streamlined, standardized busmess
‘ processes, and estabhsh system for momtormg compliance

e Branch chiefs to quarterly monitor 1mplementat10n of streamlmed

. standardized busmess processes _
.. 'Complete ISO 9000 certlﬁcatlon for all IPS branches 1

‘ ~
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RELEASED IN FULL
Department of State ’

Freedom of Information Act Seminar 'T g

September 11, 2007
Washington, DC

TJuesday, September 11, 2007

9:00 - 9:15 a.m.

9:15 - 9:45 a.m.

9:45-10:00 a.m.

10:00 - 11:30 a.m.

11:30 - 11:45 a.m.

UNITED STATES DEPARTMENT OF STATE
REVIEW AUTHORITY: FRANK TUMMINIA

DATE/CASE ID: 15NOV 2011 200805524

Introduction ' . |

Liewellyn Hedgbeth

Deputy Assistant Secretary

for Information Sharing Services
Welcome

Raj Chellaraj
Assistant Secretary and Chief FOIA Officer

Executive Order 13,392
“Improving Agency Disclosure of Information”

Kenneth A. Hendricks
Attorney-Advisor

Office of Information and Privacy
Department of Justice
Washington, DC

Thomas E. Hitter
Attorney-Advisor

Office of Information and Privacy
Department of State
Washington, DC

Break

The Freedom of Information A_ct: ' An_Overview

Janice G. McLeod

Associate Director

Office of Information and Privacy
Department of Justice
Washington, D.C.

Break
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Tuesday, September 11, 2007 (continued)

11:45-1:00 a.m.

1:00 —2:15 p.m.

2:16-3:15p.m.

3:15-3:30 p-m.

3:30 - 4:30 p.m..

4:30 — 4:45 p.m.

‘Fees and Fee Waivers

Janice G. McLeod

Associate Director

Office of Information and Privacy
Department of Justice
Washington, DC

Lunch’

The Freedom of Information Act:
Exemptions/Litigation

Michael J. Sherman
Attorney-Advisor

Office of Information and Privacy
Department of Justice
Washington, DC

Allan L. Blutstein
Attorney-Advisor

Office of information and Privacy
Department of Justice
Washington, DC

Break

The Freedom of information Act:
Exemptions/Litigation

Michael J. Sherman
Attorney-Adviser

Office of Information and Privacy
Department of Justice
Washington, DC

Allan L. Blutstein
Attorney-Adviser

Office of Information and Privacy
Department of Justice
Washington, DC

Wrap up/Complete Registration
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