governmentattic.org

“Rummaging in the government s attic”

Description of document: National Security Agency (NSA) Inspector General (OIG)
documents regarding declassification review at NSA 2016

Requested date: 04-October- 2014

Release date: 17-September-2025

Posted date: 20-Oct-2025

Source of document: National Security Agency

Attn: FOIA/PA Office

Inspector General

9800 Savage Road, Suite 6932

Fort George G. Meade, MD 20755-6932
Fax:  443-479-3612

Online FOIA Submission Form

FOIA .gov

The governmentattic.org web site (“the site”) is a First Amendment free speech web site and is noncommercial
and free to the public. The site and materials made available on the site, such as this file, are for reference only.
The governmentattic.org web site and its principals have made every effort to make this information as
complete and as accurate as possible, however, there may be mistakes and omissions, both typographical and in
content. The governmentattic.org web site and its principals shall have neither liability nor responsibility to any
person or entity with respect to any loss or damage caused, or alleged to have been caused, directly or
indirectly, by the information provided on the governmentattic.org web site or in this file. The public records
published on the site were obtained from government agencies using proper legal channels. Each document is
identified as to the source. Any concerns about the contents of the site should be directed to the agency
originating the document in question. GovernmentAttic.org is not responsible for the contents of documents
published on the website.

-- Web site design Copyright 2007 governmentattic.org --


https://www.nsa.gov/about/contact-us/Submit-a-FOIA-Request/#foia
https://www.foia.gov/agency-search.html?id=dfb3ca73-0810-4e3a-91ff-7c781aa8a089&type=component

NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 79339B
17 September 2025

This responds to your Freedom of Information Act (FOIA) request of
4 October 2014 for “a copy of any NSA Office of Inspector General reporting, audits,
investigations, inspections, management reviews or other documents concerning the
declassification review function at NSA. Documents created or dated since January 1, 2004.” A
copy of your request is enclosed. Your request has been processed under the FOIA and a
document responsive to your request is enclosed. Information has been protected from the
enclosure.

This Agency is authorized by various statutes to protect certain information concerning
its activities. We have determined that such information exists in this document. Accordingly,
those portions are exempt from disclosure pursuant to the third exemption of the FOIA, which
provides for the withholding of information specifically protected from disclosure by statute.
The specific statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 3605).

In addition, personal information regarding individuals has been withheld from the
enclosures in accordance with 5 U.S.C. 552 (b)(6). This exemption protects from disclosure
information that would constitute a clearly unwarranted invasion of personal privacy. In
balancing the public interest for the information you request against the privacy interests
involved, we have determined that the privacy interests sufficiently satisfy the requirements for
the application of the (b)(6) exemption.

Please be advised that the Agency reasonably foresees that disclosure of the withheld
information would be harmful to an interest that is protected by the identified exemption.

Since these withholdings may be construed as a partial denial of your request, you are
hereby advised of this Agency’s appeal procedures.

If you decide to appeal this decision, you should do so in the manner outlined below.
NSA will endeavor to respond within 20 working days of receiving any appeal, absent any
unusual circumstances.



FOIA Case: 79339B

& The appeal must be sent via U.S. postal mail, fax, or electronic delivery
(e-mail) and addressed to:

NSA FOIA/PA Appeal Authority (P132)
National Security Agency

9800 Savage Road STE 6932

Fort George G. Meade, MD 20755-6932

The facsimile number is 443-479-3612.
The appropriate e-mail address to submit an appeal is
FOIA PA_Appeals@nsa.gov.

& It must be postmarked or delivered electronically no later than 90 calendar days
from the date of this letter. Decisions appealed after 90 days will not be addressed.
Please include the case number provided above.

Please describe with sufficient detail why you believe the denial of requested
information was unwarranted.

TANRTAN

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further
assistance and to discuss any aspect of your request. Additionally, you may contact the Office of
Govermnment Information Services (OGIS) at the National Archives and Records Administration
to inquire about the FOIA mediation services they offer. The contact information for OGIS is as
follows:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Rd. - OGIS

College Park, MD 20740

ogis@nara.gov

877-684-6448

(Fax) 202-741-5769

Please note that the document provided to you on 15 September 2025 in response to
FOIA case #75336 was also determined to be responsive to this request.

Sincerely,

; ' 4 /? .~ ’
Mé ) oot oo
s (

SALLY A. NICHOLSON
Acting Chief, FOIA/PA Office
NSA Initial Denial Authority

Encls:
als
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector General conducts
audits, investigations, inspections, and special studies. Its mission isto ensure the integrity,
cfficicncy, and effective ness of NSA operations, provide intelligence oversight, protect against
fraud, waste, and mismanagement of resources by the Agency and its affiliates, and ensure that
NSA activities comply with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent asscssments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and their
internal controls. Financial audits determine the accuracy ofthe Agency’s financial statements.
All audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous tips) about
fraud, waste, and mismanagement. Investigations may be undertaken inresponse to those
complaints, at the request of management, asthe result ofirregularities that surface during
inspections and audits, or at the initiative of the Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to ensure that Agency intelligence functions comply with
federal law, executive orders, and DoD and NSA policies. The 10 mission is grounded in
Executive Order 12333, which establishes broad prn nciples under which IC components must
accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of Agency
components. The Field Inspections Division also partners with Inspectors General of the Service
Cryptologic Elements and other IC entities to jointly inspect consolidated cryptologic facilities.

UNCLASSIFIE DAFOR—OFFHEHATEUSE-ONEY—
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
OFFICE OF THE INSPECTOR GENERAL

16 August 2016
TO: (U) DISTRIBUTION

SUBJECT: (U) Report on the Audit of Compliance with the Reducing Over-Classification Act
(AU-16-0001)—ACTION MEMORANDUM

1. (U) This report summarizes our audit of compliance with the Reducing Over-
Classification Act and incorporates management’s response to the draft report.

2. (UAFOYO) In accordance with NSA/CSS Policy 1-60, NSA/CSS Office of the Inspector
General, and 1G-11731-14, Follow-up Procedures for OIG Report Recommendations, actions on
OIG audit recommendations are subject to monitoring and follow-up until completion.
Theretore, we ask that you provide a written status report concerning each planned correction
action categorized as “OPEN.” If you propose that a recommendation be considered closed,
please provide sufficient information to show that actions have been taken to correct the
deficiency. If a planned action will not be completed by the original target completion date

flease state the reason for the delay and forward a revised target completion date toE

Follow-up Program Manager, at DL, D1_Followup (ALIAS) DI.

3. (UAHOE6) We appreciate the courtesy and cooperation extended to the auditors
throughout the review. For additional informadtion,-pleage contact Jat

(b) (3)-P.L. 86-36

Acting Inspector General " o) (3)-F.T. 86-36
(b) (6)

(U) This report might not be releasable under the Freedom of Information Act or other
statutes and regulations. Consult the NSA/CSS Inspector General Counsel before releasing
or posting all or part of this report.

UNCLASSIFIEDAFOR-OFFHETAE-USE-ONEY
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(U) EXECUTIVE SUMMARY

(U) Overview

(UH#FEHEO) Public Law 111-258, the Reducing Over-Classification Act, requires the
Inspector General of each department or agency of the U.S. government with an
officer or employee authorized to make original classifications to carry out no fewer
than two cvaluations to asscss whether applicable classification policies, procedures,
rules, and regulations have been adopted, followed, and effectively administered
within the agency and to identify policies, procedures, rules, regulations, and
management practices that may be contributing to persistent misclassification of
material. The National Security Agency/Central Security Service (NSA) Office of
the Inspector General’s (OIG) first evaluation, Report on the Audit of NSA’s
Compliance with Public Law 111-258, the Reducing Over-Classification Act
(AU-13-0005), 7 August 2013, included five findings and 17 recommendations to
improve the Agency’s information security program. The present evaluation is the
second that Public Law 111-258 requires.

(U) Highlights

(UHFOHE8) Our review of progress made pursuant to the OIG’s initial assessment of
the Agency’s information security program revealed the following :

e (UHOHO) The information security program remains non-compliant
(UHeW0) Classification guides exceed the five-year review requirement,
and embedded classification tools have not been updated. Also, classification
advisory officers remain unaware of the classification challenge process.

o (UMOUO) Derivative classification decisions continue to be improper
(UAF0H0) Our review of internal and external Agency communications
revealed marking errors and classification discrepancies. In addition, the
Agency continues to use retired code words despite Office of the Director of
National Intelligence guidance.

o (UHFOHO) Agency affiliates are not fulfilling training requirements
(U#FSE) Approximately[_Jpercent of NSA affiliates did not complete
CLASI1000 in calendar years 2014 4nd 2015]" |

"
I l -'...
B .

(b) (3)-P.L. B86-36

(U) Management action

(U) The actions planned by management meet the intent of all recommendations.

UNCLASSIFIEDAFOR—OFFHERTE-BSE-ONEY-
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I. (U) INTRODUCTION

(U) Background

(U) Objective

(U) Public Law 111-258, the Reducing Over-Classification Act (7 October 2010),
was enacted to prevent over-classification and promote sharing of unclassified
homeland security and other information. The Act requires that the Inspector General
of each department or agency of the U.S. government with an officer or employee
authorized to make original classifications carry out no fewer than two evaluations to
assess whether applicable classification policies, procedures, rules, and regulations
have been adopted, followed, and effectively administered within the agency and to
identify policies, procedures, rules, regulations, and management practices that may
be contributing to persistent misclassification of material. The law stipulates that the
second evaluation shall review progress made pursuant to the results of the first
evaluation.

(UHFOBO) The present audit is the second evaluation that the Act requires. The
results of the National Security Agency/Central Security Service (NSA) Office of the
Inspector General’s (OIG) first audit were documented in the Report on the Audit of
NSA’s Compliance with Public Law 111-258, the Reducing Over-Classification Act
(AU-13-0005), 7 August 2013. The objective of the current audit is to evaluate
progress made pursuant to the OIG’s initial asscssment of classification policics,
procedures, rules, and regulations.

(U) Previous audit findings

(UMEQUO) The first audit report included five findings in information security
program management, original classification, derivative classification, the
information security self-inspection program, and information security training and
education. The OIG issued 17 recommendations to resolve the audit findings. At the
start of the current audit, four of the original recommendations were still open:

o (UAFOHEO) Rccommendation 4: Implement the Agency’s classification tool
revisions for Microsoft Office applications (ACTION: Enterprise Informatio n
Technology Services (T3)).!

s (UAFOHO) Recommendation Sb: Ensure that all identified embedded
classification tools are updated to comply with Executive Order (E.O.) 13526
and NSA/CSS Policy Manual 1-52 (ACTION: Mission Capabilities (T1)).2

L (UMFSW¥6) This recommendation was closed during the current audit.

2 (UMFOYE) E.O. 13526, Classified National Security Information, prescribes a uniform system for classifying,
safeguarding, and declassifying national security information. 32 C.F.R. Part 2001 is the implementing directive for
E.O. 13526. This recommendation was closed during the current audit.

UNCL ASSIFIE DiFOR-BEEHHA—HSE-ONEY-
1
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e (UHEOHYO) Recommendation 10: Coordinate with the Office of the Director
of National Intelligence (ODNI) and the Department of Justice to develop a
classification guide that adequately addresses the Foreign Intelligence
Surveillance Act Amendments Act §702 (ACTION: Associate Directorate for
Policy and Records (DJ)).

o (UMPFOHO) Recommendation 11: Comply with Controlled Access Program
Coordination Office (CAPCO) guidance to eliminate the use of retired code
words, or obtain a waiver for non-compliant software application s (ACTION:
Information Sharing Services Group (S18)).3

(U) Progress made since first audit

(UHFEeHE0) Inresponse to the original audit rccommendations, the Agency has
improved its information security program. NSA/CSS Policy Manual 1-52, NSA/CSS
Classification Guide, which describes the fundamental procedures critical for
protecting and accessing NSA classified national security information, was updated to
comply with E.O. 13526 and 32 Code of Federal Regulations (C.F.R.) Part 2001.
Provisions were added to declare that individuals who engage in the classification
challenge process may not be subject to retribution and to include the responsibility,
approach, and frequency of self-inspections.

(UMFSHE6) Annex A to NSA/CSS Policy Manual 1-52 was added to require that the
Agency’s classification tools include a personal identifier of the person who applies
derivative classification markings, the source document or classification guide, and
declassification information. In addition, the Agency’s classification tool for
Microsoft Office applications has been modified to allow users to manually insert a
classification guide into the classification authority block rather than defaulting to
NSA/CSS Policy Manual 1-52.

(UMPSHES) NSA personnel performance objectives for all supervisory and non-
supervisory employees were modified to include the proper handling and protection
of classified information in accordance with E.O. 13526.

(UHFOE6) We also found that Information Security Policy (DJ2) has improved the
Agency’s information security self-inspection program, which includes regular
reviews and assessments of the Agency’s information security program, to meet the
requirements of E.O. 13526 and 32 C.F.R. Part 2001. DJ2 has also modified the
annual mandatory training CLAS1000 course, Elements of Classification and
Marking, to improve the quality of the training and ensure that it remains current.

3 (UWF©48) ODNI Policy and Strategy now oversees the Security Markings Program (formerly CAPCO). This
recommendation will be replaced by recommendation 10 in this report because both recommendations require the
same actions. This recommendation is now closed.

UNCLASSIFIE DAEOR—OF k=t i
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Il. (U) FINDINGS AND RECOMMENDATIONS

(UMFOYO) FINDING ONE: Information Security Program Is
Non-Compliant

(UFFOUO) The Agency’s information security program remains non-compliant
with E.O. 13526 and 32 C.F.R. Part 2001 because classification guides exceed the
five-year review requirement and embedded classification tools have not been
updated. In addition, classification advisory officers (CAOs) remain unaware of
the classification challenge process. As a result, the Agency may be
misclassifying information.

(U) Information Security Program Management Update

(U) First audit results

(UFOHE) The OIG’s first audit found that the Agency’s information security
program does not comply with E.O. 13526 because of outdated program guidance, a
flawed classification tool, and a deficient classification challenge process.
Specifically, the report stated that:

o (UMFOWO) Agency classification guides were not updated at least once every
five years as required by the implementing directive 32 C.F.R. Part 2001,

¢ (UMHFOYEO) Agency classification tools did not comply with E.O. 13526
because they lacked a derivative classifier identifier and accurate
classification sources and declassification dates, and

o (UMFOHO) Agency classifiers were not familiar with the classification
challenge process.

(UMPFOE0) To assess the Agency’s progress pursuant to the OIG’s first audit, we
reviewed all DJ2’s classification guides to determine whether any were older than
five years. We met with the tasked organizations for open recommendations
regarding classification tools to obtain status updates and anticipated completion
dates. To determine whether programs lacked classification guides and to gauge
awareness of the classification challenge process, we surveyed a sample of CAO:s.

(U) Outdated classification guides

(U) 32 CF.R. §2001.16 mandates that agencies conduct periodic fundament al
classification guidance reviews. The frequency of the reviews shall be determined by
each agency considering factors such as the number of classification guides and the

UNCLASSIFIE DH-OR—OFH e USE-ONEY
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surveillance activities within the United States and against U.S. persons, regardless of
location, and requircs that collection be authorized by the U.S. Foreign Intelligence
Surveillance Court.

(U/fPFOBEY The first audit found that thd lid not include .+ ""

_certain facts regirding statistics | |

{ ] Recommendation 10 from the first audit, therefore, required DJ
to coordinate with ODNI and the Department of Justice to develop a classification
guide that adequately addresses FAA §702. We met with SIGINT Policy and
Corporate Issues Staff (S02) representatives to learn the status of this guide. The
initial target completion date for this recommendation was 31 December 2014. The
update process has taken longer than expected because of the number of organi zations
that must provide input. The information owner assessed that the document would go
into formal coordination by the cnd of March 2016.

(U) Review and update the Classification Guide for DECKPIN 1-04.
(ACTION: K1)

(U) Management Response

(UwFOH0) AGREE The Classification Guide for Mission Assurance 1-1, which
supersedes the Classification Guide for DECKPIN 1-04, was signed on 29 April
2016.

(U) OIG Comment

(U) The action taken meets the intent of the recommendation. This
recommendation has been closed.

(U) Review and update the COMINT Classification Guide 2-01.
(ACTION: SID)

(U) Management Response

(U#FOH6) AGREE The updated Classification Guide for Communications
Intelligence (COMINT) 2-1 was signed on 5 May 2016.

(U) OIG Comment

(U) The action taken meets the intent of the recommendation, This
recommendation has been closed.

UNCLASSIFIE DAFOR~GFFIEATEUSE-ONEY
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(U) Management Response

(U#FEBE8) AGREE The updated COMINT Classification Guide 2-01 was signed
on 5 May 2016, eliminating the need for signature on the previous version.

(U) OIG Comment

(UM The action taken meets the intent of the recommendation. This
recommendation has been closed.

(U) CAO survey results

(UAFEH0) The OIG’s first audit concluded that derivative classifiers were
unfamiliar with the classification challenge process. To gauge current awareness of
this process, we surveyed a sample of 51 CAOs from across the Agency.’ Seventeen
of the 47 respondents (36 percent) reported that they were not aware of the
classification challenge process.

(U) Send a reminder to all registered CAOs detailing the classification
challenge process.

(ACTION: DJ)

(U) Management Response

(UMFeH6e) AGREE On 2 May 2016, the Chief of DJ2 sent an email to all
registered NSA/CSS Classification Advisory Officers reminding them that
classification challenges as defined in E.O. 13526 are covered in CAO training,
and that information about the classification challenge process is available on
NSANet. The Chief of DJ2 also posted this same information to Journal NSA —
Classification Station.

(U) OIG Comment

(U) The action taken meets the intent of the recommendation. This
recommendation has been closed.

(UAROH6) We also asked the CAOs whether there is an adequate number of
classification guides to perform their duties. | respondents
stated that there is not an adequate number of classification guides. | ]

»
= s b o e s s

3 (UW0HEe Our sample was pulled from DJ2°s CAQ Master Listing as of Becember 2015, wlnch mcludedm .
active CAQs. We separated the list by major organizations and directorates in acc’or-dmce with fhe Agency N
directory and randomly selected three CAOs from each. ., . - v
L) r'd

UNCLASSIFIE DARGR—OHE LSO N ¥
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(UHOYHYO ) FINDING TWO: Derivative Classification Is
Improper

(UriOYO} Derivative classification decisions continue to be improper, which
prevents the Agency from ensuring that classified information is protected and
shared at the correct level. In addition, the Agency continues to use retired code
words despite ODNI guidance.

(U) Derivative Classification Update

(U) First audit results

(UHFOE0) The first OIG audit concluded that Agency derivative classifications are
sometimes improper because of unclear requirements and unsubstanti ated
classification decisions. The audit also found that sampled derivative classifiers did
not understand the difference between marking manuals and classification guides,
sometimes used outdated classification markings, and did not consistently carry
forward classification levels from one document to another. A review OfD.SElﬂlp_lf.:d_ .
documents revealed that none referred to the appropriate classification guides ‘as the
source of classification. sampled SIGINT reports contained the
retired code words “UMBRA” and “SPOKE.”

(UHFOE0) To assess progress since the first audit, we selected a sample of internal
and external communications to review for proper derivative classifications. Using
Appendix C from the Department of Defense’s evaluation guide, we answered a

series of questions for each document to determine whether the document had been

classified correctly.® In addition, we met with representatives of SID and TD to L
. obtain an update on the Agency’s use of retired code words. PR
(U) Derivative classification testing Leet o ,;:'.'

.

., (UﬁFS'b‘O To determine whether Agency affiliates are denvatlvqu cTass:fymg,, N
*, information prd arl_y we scleeted 3 sam'plc of internal and exterhal commynications.
* We reviewed|[_]docurhents; Agency mass- mallers,E[SlGINT repofts,
congressmnal notifications, congressionally directed actions, esearch
papers, and the FY2015 Agency Financial Report (AFR), all at classnﬁCanon levels
from CONFIDENTIAL to TOP SECRET. We asked the POCs to identify the

classifiction guide used to derivatively classify the documents. - )

*

(UHFOE0) documents seemed to be classified corrcctly.on the basis of
classification guides and POC justifications. We found reports that contained
instances of misclassification. One inclided ORCON in the document’s
classification banner line but did not have any portions of the document marked
ORCON. In one document, a classified paragraph was added intentionally so that the

¢ (UAEQHEE To ensure comparable reports across the DoD components during the first audit, the DoD OIG issued
an evaluation guide, 4 Standard User’s Guide for Inspectors General Conducting Evaluations Under Public Law
111-258, the “Reducing Over-Classification Act.”

UNCLASSIFIED/FOR—OFFEIAE-HSE-ONEY
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paper could be published in the Journal of Sensitive Cyber Research and
Fngineering , which contains only classificd publications.

(UAFEEO) Of the ocuments reviewed, we were unable to determine whether

‘:? had ‘been classified correctly because the POC was unable to identify the .

orlgma cl assification guidance.

. (weae) We also identified marking errors within the documents. For example, .
S ‘the person who applied the derivative classification markings was not identified by _ .

S name and position or personal identifier m:documents
<, J:documents were missing portton markings. One document was

S, 500 e 0 tlngsified, T(iP SECRET but did not contain a classification authority block. POCs

reported that ocuments had been derlvatlvely classified

*Td-(€) (q)

86-36

reports.

[oc-9s

(UHEOHE) 32 C.F.R. Part 2001 requires derivative classifiers to identify the source
document or the classification guide on the “Derived From” line of the classification
authority block. In["Jof the reviewed documents, NSA/CSS Policy Manual 1-52

N « = = was'lfsfed on the “Derived From” line. Although NSA/CSS Policy Manual 1-52 is
described as the Agency’s overarching classification guide, it does not contain
guidance on the classification levels of specific information ; therefore, including
NSA/CSS Policy Manual [-52 on the “Derived From” line does not identify the true
source on which derivative classification was based.

(b) (3)-P.L.

(U) FY2015 AFR

(UHFOYO) NSA’s annual AFR is a conglomeration of input received from across the
Agency. Organizations are tasked to provide brief narratives, which are compiled to
produce the various sections of the report. CAQ reviews are performed at the
organization level, and DJ2 performs an overall CAO review before report
publication. DJ2 provided an initial and final CAO review of the FY2015 AFR.

(UHFOEE) The FY2015 AFR contained Ek:lassiﬁed paragraphs and] |classified

tables. For cach paragraph and table, we evaluated *whether. thg information had been
classified correctly in accordance with classification guides. All financial® =« - .21, -
information, such as financial statement amounts and year-end account balances,

were classified at the S/NF level in accordance with the ODNI Classification Guide.

17d- () (@

guides used for non-financial information. DJ2 verified that Dover classified
paragraphs should have been marked U//FOUQ. For ¢xample, one of the
performance highlights paragraphs| had been marked as
S//SI//REL when it should have been UJFOUQ. DJ2 also identifiéd’ dne paragraph,

9¢-38

within the notes section of the report that was under-classified ; it had been marked S
but should have been S//NF.

UNCLASSIFIE DAfFOR—OFFCEHA U5 E-ONEY—
11






Doc ID: 6905625

Doc Ref ID: A4321235

UNCLASSIFIE DA R—OFHHcA B S0 MY
AU-16-0001

(U) Management Response

(UAFSH0) AGREE TD will create a plan to deliver the capabilities required for
bringing | |messaging systems into compliance with

thcpolicy. R W = 2o

(U) OIG Comment

(b) (3)-P.L. 86-36

(U) The planned action meets the intent of the recommendation. The plan’s
implementation will be considered for a potential future audit.

(U) This recommendation will replace Recommendation 11 from AU-13-0005
because both recommendations require the same actions. Recommendation 11
from AU-13-0005 is now closed.

(UHFOYO) Obtain a waiver for the continued use of retired code words until
Agency software applications are compliant or decommissioned .

(ACTION: NSA CIO)

(U) Management Response

(U#FOHO0) AGREE The NSA CIO will obtain a waiver for the continued use of
retired code words until Agency software applications are compliant or
decommissioned.

(U) OIG Comment

(U) The planned action meets the intent of the recommendation.

UNCLASSIFIE DAFOR—OFHECHTEB5E-0MNEY
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(UAFOHO) Implement a process to suspend original and derivative
classification authority for affiliates who have not fulfilled the mandatory
CLAS1000 training requirement as E.O. 13526 requires.

(ACTION: Chief of Staff)

(U) Management Response

(U#PeH6) AGREE CoS will work to implement a process to suspend
classification authority(ies) for affiliates who have not received the mandated
training.

(U) OIG Comment

(U) The planned action meets the intent of the recommendation.

UNCLASSIFIEDAFOR—OFH e VSO Y
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I1l. (U) SUMMARY OF RECOMMENDATIONS

(U) RECOMMENDATION 1
(U) Review and update the Classification Guide for DECKPIN 1-04.

(U) Action: K1
(U) Status: Closed

(U) RECOMMENDATION 2
(U) Review and update the COMINT Classificatlon Guide 2-01.

(U) Action: SID
(U) Status: Closed

(U) RECOMMENDATION 3

(U) Review and update the Classification Guide for NSA/CSS Use of Languages/Dialects
2-7.

(U) Action: SID
(U) Status: Closed

(U) RECOMMENDATION 4

(UHFOHO) Review and update the Classification Guide for NSA/CSS Activities atm
10-2. .

(U)ACtion::'---.. ................................................. [ R

(U) Status: Closed (b) (3)-P.L. 86-36
(U) RECOMMENDATION 5 O

(U#F©HO) Review and update the Classlification Gulde

10-11. ~

(U) Action: NSA/CSS Representative to Central Command
(U) Status: Open
(U) Target Completion Date: 31 August 2016

(U) RECOMMENDATION 6

(UHFSHO) Obtain the signature of an individual with original classification authority on
the existing COMINT Classification Guide 2-01 until the revised guide is implemented.

(U) Action: DJ
(U) Status: Closed

UNCLASSIFIE DAH-OR—OFFHEH BN E-ON Y-
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(U) RECOMMENDATION 7
(U) Send a reminder to all registered CAOs detailing the classification challenge process.

(U) Action: DJ
(U) Status: Closed

(U) RECOMMENDATION 8

(U) Survey all OCAs and registered CAOs to identify Agency programs and organizations
lacking sufficient documented classification guidance.

(U) Action: DJ

(V) Status: Open
(U) Target Completion Date: 1 January 2017

(V) RECOMMENDATION 9

(UHH0) Implement classification guidance for areas identified in the survey pursuant
to Recommendation 8.

(U) Action: Information owners with DJ

(U) Status: Open

(U) Target Completion Date: TBD by auditee, however for tracking purposes the OIG assigns a
target completion date of 8 August, 2017, one year from the final report release date

(U) RECOMMENDATION 10
(UrF©d0) Create a plan (requirements, concept of operations, resources, schedule) to
deliver the capabilities required for bringingl messaging
systems into compliance with ODNI policy.

(U) Action: TD with[__Jand SID,
(U) Status: Open e
(U) Target Completion Date: 1 December 2018 (b) (3)-P.L. 86-36

(U) RECOMMENDATION 11

(U#F©H6) Obtain a waiver for the continued use of retired code words until Agency
software applications are compliant or decommissioned.

(U) Action: NSA CIO
(U) Status: Open
(U) Target Completion Date: 1 December 2018

(V) RECOMMENDATION 12

(UHFOHO) Implement a process to suspend original and derivative classification
authority for affiliates who have not fulfilled the mandatory CLAS1000 training
requirement as E.O. 13526 requires.

(U) Action:; Chief of Staff
(U) Status: Open
(U) Target Completion Date: 31 July 2017

UNCLASSIFIED#AGR—OFHERE-USE-ONEY
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1IV. (U) ABBREVIATIONS AND ORGANIZATION S

86-36

(b) (3)-P.L.

(U) ADET Associate Directorate for Education and Training

(U) AFR Agency Financial Report

(U) CAO Classification advisory officer

(U) CAPCO Controlled Access Program Coordination Office

(U) CFR Code of Federal Regulations

(U) CIO Chief Information Officer

(U) COMINT Communications intelligence

(U)DJ Associate Directorate for Policy and Records

(U) DJ2 Information Security Policy

(U) DoD Department of Defense

(U) ECI Exceptionally controlled information

(U) E.O. Executive Order

(UKFOUO,) F78 [:]a

(U) FAA FISA Amendménts® Act -+« oo, |

(U) FAD Foreign Affairs Directorate Tttt .
(U) FISA Forcign Intclligence Survcillance Act |, oo o= * " " c
(UFeH6) K1 | JOperations

(U) NSA National decurity Agencx/Central Security Service

MI llllllllllllllllll
(U) OCA Original classification authority

(U) ODNI Office of the Director of National Intelligence

(U) OIG Office of the Inspector General

(U) PAA Protect America Act

(U) POC Pointofcontact L Laamec=nc et
(UHreBe) SIS | | -t
(U) SID Signals Intelligence Directorate

(U) SIGINT Signals intelligence

(U)Sv SID Oversight and C mpliance

(UHFEE6) T I i

(U) TD Technology Directorate

(U) TS Information Security

UNCLASSIFIEDAFOR—OFFHERT-USE-ONEY
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(U) APPENDIX A: ABOUT THE AUDIT

(U) Objectives

(UHPOEE) The overall objective of the audit was to evaluate progress made pursuant
to our initial assessment of classification policies, procedures, rules, and regulations
documented in the Report on the Audit of NSA’s Compliance with Public Law
111-258, the “Reducing Over-Classification Act” (AU-13-0005), 7 August 2013.

(U) Scope and Methodology

(UAPOEO) Audit fieldwork was conducted from November 2015 to March 2016.
Our review focused on progress made in the Agency’s information security program
since August 2013. To assess progress, we reviewed the updated NSA/CSS Policy
Manual 1-52, associated standard operating procedures, current classification
guidance, and mandatory training. We conducted a survey of randomly selected
classification advisory officers (CAOs) from across the Agency to identify programs
and organizations lacking classification guidance and to gauge awareness of the
classification challenge process. We reviewed a random sample of internal and
external Agency communications, including Agency mass-mailers, signals
intelligence reports, research papers, congressional notifications, congressionally
directed actions, and the FY2015 Agency Financial Report, to test for proper
derivative classification.

(UHeH0) For each of the open recommendations from the OIG’s first audit, we met
with the tasked organizations to determine status and projected completion dates. We
also met with Information Sccurity Policy (DJ2) management to identify changcs
made to the Agency’s information security program since the first audit.

(UAFEB® We conducted this andit in accordance with generally accepted
government auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions according to our audit objective. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusio ns
according to our audit objectives.

(U) Use of Computer-Processed Data

(UHFOEO) We relied on computer -processed data to support our Finding Three. We
completed basic checks to determine the completeness and accuracy of the
CLAS1000 compliance statistics pulled from the corporate data warchouse.
Specifically, we requested the raw data, by individual, and recalculated the number of

UNCLASSIFIE DHOR—OFHEH U5 E-ONEY-
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compliant and non-compliant affiliates for calendar years 2014 and 2015 to validate
the summary information initially provided from the corporate data warchousc.

(U) Previous Coverage

(UASE0) The Report on the Audit of NSA’s Compliance with Public Law 111-258,
the “Reducing Over-Classification Act””(AU-13-0005), 7 August 2013, documented
the results of the OIG’s first over-classification audit required by Public Law
[11-258. The report included five findings in the areas of information security
program management, original classification, derivative classification, the
information security self-inspcction program, and information sccurity training and
education. Seventeen recommendations were instituted as a result of these findings.

(U) Managers’ Internal Control Program

(UH=0H0) As part of the audit, we assessed the organization’s control environment
pertaining to the audit objectives, as set forth in NSA/CSS Policy 7-3, Managers’
Internal Control Program, 14 February 2012. Our review of the Associate
Directorate for Policy and Records’ most recent Statement of Assurance and
Vulnerability and Process Assessment revealed two main risks that related to the
audit objective: the risk that information will be inappropriately marked and released
to non-cleared individuals, and the risk that there are insufficient resources to meet
the declassification responsibilities prescribed in E.O. 13526. We identified several
internal controls to ensure that information is classified correctly, including the CAO
program, résumé reviews, prepublication reviews, NSA affiliate non-disclosure
agreements, Agency self-inspections, and a partnership between DJ2 andD
| for spillage.

{b) (3)-P.L. 86-36

UNCLASSIFIE DAFOR—OFF AU E-ON Y
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(U) APPENDIX B: FULL TEXT OF MANAGEMENT RESPONSES

(U) F78 RESPONSE

UNCL ASSIFIE D sibiiniieisiisiierinlolsisbmahbisld
Security Classification NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE
MEMORANDUM

DATE: 25 Apr 2016
REPLY TO F78 E
ATTN OF: .

SUBJECT4 (L) Draft Report: Compliance with Reducing Over-Classification Act (AU-16-0001)
L]
]

¢ T0: D13

(Usids@ie) Tn regards to the subject report, [-‘78' Eas tasked to respond to Recommendation 4. Review and
update the classification guide for NSA/C8S Actrvitics at 10-2.

*l. N {LisPeke) Th [Classification Guide 10-2°has been updated-and was approved by the Associate Dim::tc:r oL -~ s sk
. wl Records on 8/ 2016. This guide was subsequently published by DJ2,

(U) If you need additional information, please don't hesitate to contact me.

-If-'“ll‘
' ll.IlCll-I-I'l.l.I-l.l.l-l.lf.la'
IIIIIIIIIII..-.-‘.-.\

FORM AG7864 APR 2018 (Suparsedes Optiona! Form (OF) 1@ which was cancelfed by GSA 10/99)
Derlved From:
Dated:

Declassify On:

UNCLASSIFIEDéidsd Rty 854 iy
Security Classification

UNCLASSIFIEDAFOR—OFHEAE-USE-ONEY-
22

T7d-(g) (D)

9€-98







Doc ID: 6905625 Doc Ref ID: A4321235

UNCLASSIFIED#FOR—GFFHEHAEUSE-ONEY-
AU-16-0001

LINCLASSIFIED et Reitbpipiberpirmis s feierpmips

Finding/Recommendation 8: (U) Survey all OCAs and registered CAQOs to identify
Agency programs and organizations lacking sufficient documented classification
guidance.

Management’s Response: (UMRSEO) PARTIALLY CONCUR--DJ aceepts this
recommendation with the cavcat that we expeet the NSA21 reorganization to have
significant impact on the number and placenent of positions possessing QOnginal
Classification Authority (OCA), We also expeet CAQOs” assigned organizations and
projects to be affécted. Therefore, this survey would be better conducted after the
NSA2] organizational structure reaches Initial Operating Capability {10C). at which time
we will have a better understanding of which positions require OCA., Further, while DJ2
can conduct a survey of OCAs and CAQs, Depariinent of Defense Munual 320045 -
“Instructions for Developing Security Classification Guides™ clearly places responsibility
for determining the need for classification guides on the OCAs:

o Original Classification Authorities (OCAs) shall:

o Issue and disseminate security classification guidance for each system,
plan, program, project, or mission involving classified information under
their jurisdiction.

o Review security classification guidance issued under their authority once
every 3 years to ensure currency and aceuracy, or sooner when
necessitated by significant changes in policy or in the system, plan,
program, project,or mission, and updat¢ the guides as required.

o Revise, whenever necessary for effective derivative elassification, the
security classification guides issued under their authority.

Planncd Corrective Action: (U) Survey OCAs to identify gaps in documented
classification guidance,

Status of Action: (U) Awaiting [OC of NSA21 und identification of appropriate OCA
positions.

Proposed Target Completion date: (U) Date for completion of OCA and/or CAQ
survey — | January 2017

Finding/Recommendation 9: (UAPEEE) Implement classification guidance for areas
identified in the survey pursuani 10 Recommendation 8.
Maunagement’s Response: (U) PARTIALLY CONCUR-- DJ accepts this

recommendation but notes that sufficient procedures are already in place in DJ2 to
facilitate classification guide development once an OCA determines a need for guidance.

Planned Corrective Action: (U) Facilitate review of existing and developiment of new
classification guidance, as appropriate, based on Recommendation 8 results.

UNCLASSTF T rerimibinnpferpytpbmisismiepimy’
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A 1)

UNCLASSIFIEDAF-SR-SFiShi-tEE=ahiind

(U) SID agrees with the IG finding, and has
coordinated transfer of Recommendation 10 to the
Technology Directorate (TD) for resolution. SiD and
TD offer the below revised language to enable TD to
resolve the IG finding and recommendation.

(UHFBHO) Revised Language for Recommendation
10: (UHFOWE) Creats a plan (requmaments CONOP,
biiti

resources, schedule) to deliver the ¢

massaging systems into

(U) Action fead: TD, wil nd SID as contributors.

{U#FEEO) Corrective Action Plan: TD will create a’
lan to deliver the capabilities required for bringing
mﬁssagmg systems
into compiiance with the policy.

(UA=SEE POCs: | |

H

$18

Direclorate. A target
completion date of

1 December 2018 has
been identified.

Recommendation: (U#F&H8) Obtain a waiver for the
continued use of retired code words until Agency
software applications are compliant.

(U) SID agrees with the IG finding, and has
coordinated transfer of Recommendation 11 to the
NSA Chief Information Officer (NSA CIO) for
resolution. SID and NSA CIO offer the below revised
language to enable NSA CIO to resolve the IG finding
and recommendation.

(UHEeUW8) Revised Language for Recommendation

1. (U#FEEB) Obtain a waiver for the continued use
of retirad code words until Agency software

« | applications are compliant or decommissioned.

N {U) Action lead: NSA CIO, with DJ as contributor.

obtain a waiver for the continued use of retired code*
words until Agency software applications are compiiant
or decommnss:onegl .

*

. *

<L PoCs| - SAClO,.*
. 1 &P »
ZEEN

o

U#EBEB) Corrective Action Plan: The NSA CIO wiji 4"

»)

(L) SID reguests
transfer of
Recommendation 11
to the NSA Chief
Information Officer. A
target completion date
of 1 December 2018
has been identified.
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(U) NSA/CSS REPRESENTATIVE TO CENTRAL COMMAND
RESPONSE

UNCLASSIFIED A4S RSyl

Security Classification NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE
DATE: 26 May 2016 MEMORANDUM
REPLY TO NCR CENTCQOM

ATTN OF:
SUBJECT: (1)) Drafl Report on the Audit of Compliance with the Reducing Over-Classification Act (AU-16-0001)

T0: Office of the Inspector General

(UAEEO) The NSA/CSS Representative to Central Command (NCR.CENTCOM) hias reviewed the draft
report on the Audit of Compliance with the Reducing Over-Classification Act (AU-16-0001). In accordance with
NSA/CSS Policy 1-60, NSA/CSS (3fice of the spector General, and 1G=11727- 14, Coordinating Office of the
Imspector General Reporty, NCR CENTCOM agrecs with Recommendation S

--nu--.........'.
(UWPEeEe) Review and update the Classification Guide| yo-11. N

(UAEED®) NCR CENTCOM is coordinating an updaic to the classification guide willm‘f)ucc the
final draft has been agreed upon by both vrganizations, it will be staifed through the classification guide process
with the Assoeiate Dircetorate Vor Policy and Records (D)) for approval and publication.

(U) Suspense: 31 August 2016

Steven G. Finley
COlL USA
Deputy NCR CENTCOM

FORM A780A APR 2015 (Supersedes Qplional Form (OF) 10 whicly way canceifed by GSA 16/88)
Derived Frusi:
fated:

Beclassily On:
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