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NATIONAL SECURITY AGENCY 
FORT GEORGE G. MEADE, MARYLAND 20755-6000 

FOIA Case: 75336,A 
15 September 2025 

This responds to your Freedom of Information Act (FOIA) request dated 
8 October 2013 asking for "a copy of the NSA Inspector General report (due 
September 30, 2013) on reducing over-classification required in Section 6 of the Reducing Over­
Classification Act (H.R. 553)." A copy of your request is enclosed. Your request has been 
processed under the FOIA and the document you requested is enclosed. Certain information, 
however, has been protected in the enclosure. 

This Agency is authorized by various statutes to protect certain information concerning 
its activities. We have determined that such information exists in this document. Accordingly, 
those portions are exempt from disclosure pursuant to the third exemption of the FOIA, which 
provides for the withholding of information specifically protected from disclosure by statute. 
The specific statute applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 3605). 

In addition, personal information regarding individuals has been withheld from 
the enclosures in accordance with 5 U.S.C. 552 (b)(6). This exemption protects from disclosure 
information that would constitute a clearly unwarranted invasion of personal privacy. In 
balancing the public interest for the information you request against the privacy interests 
involved, we have determined that the privacy interests sufficiently satisfy the requirements for 
the application of the (b )( 6) exemption. 

Please be advised that the Agency reasonably foresees that disclosure of the withheld 
information would be harmful to an interest that is protected by the identified exemption. 

Since these' withholdings may be construed as a partial denial of your request, you are 
hereby advised of this Agency's appeal procedures. 

If you decide to appeal this decision, you should do so in the manner outlined below. 
NSA will endeavor to respond within 20 working days of receiving any appeal, ab

1

sent any 
unusual circumstances. 

• The appeal must be sent via U.S. postal mail, fax, or electronic delivery (e-mail) 
and addressed to: 



NSA FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 
Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate e-mail address to submit an appeal is 
FOIA PA Appeals@nsa.gov. 

FOIA Case: 75336A 

• It must be postmarked or delivered electronically no later than 90 calendar days 
from the date of this letter. Decisions appealed after 90 days will not be addressed. 

• Please include the case number provided above. 
• Please describe with sufficient detail why you believe the denial of requested 

information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further 
assistance and to discuss any aspect of your request. Additionally, you may contact the Office of 
Government Information Services (OGIS) at the National Archives and Records Administration 
to inquire about the FOIA mediation services they offer. The contact information for OGIS is as 
follows: 

Encls: 
a/s 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Rd. - OGIS 
College Park, MD 20740 
ogis@nara.gov 
877-684-6448 
(Fax) 202-741-5769 

Sincerely, 

SALLY A. NICHOLSON 
Chief, FOIA/PA Office 

NSA Initial Denial Authority 

1 
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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Cha1iered by the NSA Director and by statute, the Office of the Inspector General conducts 
audits, investigations, inspections, and special studies. Its mission is to ensure the integrity, 
efficiency, and effectiveness of NSA operations, provide intelligence oversight, protect against 
fraud, waste, and mismanagement of resources by the Agency and its affiliates, and ensure that 
NSA activities comply with the law. The OIG also serves as an ombudsman, assisting 
NSA/CSS employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and organizations. 
Performance audits evaluate the effectiveness and efficiency of entities and programs and their 
internal controls. Financial audits determine the accuracy of the Agency's financial statements. 
All audits are conducted in accordance with standards established by the Comptroller General 
of the United States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous tips) about 
fraud, waste, and mismanagement. Investigations may be undertaken in response to those 
complaints, at the request of management, as the result of irregularities that surface during 
inspections and audits, or at the initiative of the Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions comply with 
federal law, executive • orders, and DoD and NSA policies. The IO mission is grounded in 
Executive Order 12333, which establishes broad principles under which IC components must 
accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of 
Agency components. The Field Inspections Division also partners with Inspectors General of 
the Service Cryptologic Elements and other IC entities to jointly inspect consolidated 
cryptologic facilities. 



Doc ID: 6905201 Doc Ref ID: A4086663 

UNCLASSJFJED1~'fr8R tJFFf"CMt; U&E 0-ll-£1' 

NA'flO1-JAI. SECURlT\' AGENCY 
CENTRAL SECURITY SERVICE 

OFFlCE OF THE INSPECTOR GENERAL 

AU-13-0005 

7 August 2013 
IG-11569- 13 

TO: DISTRIBUTION 

SUBJECT: (U) Report on the Audit of NSA's Compliance with Public L.aw 111-258, the 
"Reducing Over-Classification Act" (AU-13-0005) - ACTION MEMORANDUM 

1. (U) This report summarizes our audit of NSA's Cqmpliance with Public Law 111-
258, the "Reducing Over-Classification Act." 

2. (Uf /FOUO) In accordance with NSA/CSS Policy 1-60, NSA/CSS Office of the 
Inspector General, .and IG-11358-12, Follow-up Procedures for OIG Report. •• 
Recommendation, actions 011 OIG audit recommendations are subject to monitoring 
and follow-up unti) completion, Therefore, we ask that you provide a written st~tus 
report concerning each planned corrective action categorized as "OPEN." If you 
propose that a recommendation be considered closecl, please provide sufficient 
information to show that actions have been taken to correct the deficiency. If a 
planned action will not be completed by the original target completion date, please 
state the reason for the delay and forward a revised target completion date to 
I lfollow-up Program Manager, at DL Dl~Followup (ALIAS) Dl. 

3. {U f-/FOUO) We api,rc;ciate the coµrtesy and cooperatior1 extended to the 
auditors throu hout the review~ .For addition i ...... ,,,....... • n, please contact,..I -----, 

.,_ ______ ~_.._or via e-mail·at orl _ 
or via e-ma1l- a ____ ...., ____ _. 

... . . . . . .• . . . . . . 
4 • • • • II • •• 

. . . . . . . •. . . . . . . . . . . . .... ·.. . ..... : . ...... . 
••\~~~j_(_b_l _(3_)_-_P_._L_. _ s6_-_3_6_ 

DR. GE::ORGE ELLARD 
Inspector General 

Please Enter Footer Text ... 
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B MI! j • " " • · · · ..... . 
DL BMI R 

. .... • • . . . • •.. 
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(U) EXECUTIVE SUMMARY 

(U) Overview 

(U fl POUO) This is the first of two reports required by Public Law 111-258, the 
"Reducing Over-Classification Act," which mandates that the Inspector General of 
each agency with an officer or employee authorized to make original classifications : 

• (U ;'/FOUO) Assess whether classification policies, procedures, rules, and 
regulations have been adopted, followed, and effectively administered and 

• (U//FOUO) Identify policies, procedures, rules, regulations, and 
management practices that might contribute to persistent misclassification. 

(U) Highlights 

• (U) Information Security Program Management 
(U //FOUO) The National Security Agency /Central Security Service's 
(NSA/CSS) Information Security Program is not compliant with E.O. 13526, 
Classified National Security Information, 5 January 2010, because of 
outdated program guidance, a flawed classification tool, lack of classification 
elements in personnel performance appraisals, and a deficient classification 
challenge process. 

• (U) Original Classification 
(U // FOUO) Agency original classification guidance is sometimes conflicting 
and incomplete; this might cause inaccurate derivative classifications. 

• (U) Derivative Classification 
(U // FOUO} Agency derivative classifications are sometimes incorrect 
because of unclear requirements, unsubstantiated classification decisions, 
and confusing lines of authority. 

• (U) Information Security Self-Inspection Program 
(U //FOUO) The NSA/CSS Self-Inspection Program is incomplete because of 
missing report elements and a flawed program; this might impede the 
Associate Directorate for Policy and Records management from identifying 
and correcting problems in the program 

• (U) Information Security Training and Education 
(U//FOWO) NSA/CSS mandatory classification training does not teach 
derivative classifiers how to classify information accurately. NSA/CSS 
employees are not compelled to complete mandatory training or 
classifications. As a result, some Agency derivative classifiers are making 
improper classifications. 

UNCLA,~s.mm1~www E6Jll&tJIJ ... tlffJ{S OA"'L 1' 
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I. (U) INTRODUCTION 

(U) Requirements 

(U) Objectives 

(L1 // VQUQ) This is the first of two reports required by the "Reducing Over­
Classification Act," 6 U .S.C. § 101 note, which mandates that the Inspector 
General of each agency with an officer or employee authorized to make 
original classifications, in consultation with the Information Security 
Oversight Office (ISOO)1: 

• (U/;'FOUO) Assess whether classification policies, procedures, rules, 
and regulations have been adopted, followed, and effectively 
administered and 

• (U //FOUO) Identify policies, procedures, rules, regulations, and 
management practices that might contribute to persistent 
misclassification. 

(U) Methodology 

(U/;'FOUO) The Department of Defense (DoD) Office of the Inspector General 
(OIG) coordinated this review to ensure comparable reports across DoD 
components. The DoD OIG issued A Standard User's Guide for Inspector 
General Conducting Evaluations Under Public Law 111-258, the "Reducing 
Over-Qassification Act," and a standard report template. Our report 
addresses the nine areas associated with classification and control marking: 

1. • (U) Effectiveness of Security Program Management 
2. (U) Effectiveness of Original Classification Authorities 
3. (U) Effectiveness of Original Classification and Dissemination Control 

Markings 
4. (U) Effectiveness of Derivative Classification Decisions 

5. (U) Effectiveness of Derivative Classification and Dissemination 
Control Marking Decisions 

6. (U) Effectiveness of Security Self-Inspection Program 

7. (U) Effectiveness of Security Reporting 
8. (U) Effectiveness of Security Education and Training 

9. (U) Intelligence Community (IC) Cross-Cutting Issues 

(U//FOUO) We reviewed policies and documentation, interviewed Agency 
classifiers, and evaluated a judgmental sample of classified documents. Our 

1 (U) The ISOO is responsible to the President for policy and oversight of the goyernment security classification 
system. The ISOO is a component of the National Archives and Records Administration and receiyes policy and 
program guidance from the National Security Council. 

UNCLA.'iS.li.Iil.Mflr.@D: c@ffiH3:hthef:/,'flJ (Hti;I' 
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sample review focused on classified information intended to be shared 
outside the Agency. Findings are reported in the areas of program 
management, original classification, derivative classification, self­
inspections, and education and training. 

(U//FOUO) Information security reporting is addressed in Finding One, and 
IC cross-cutting issues are addressed in Finding Two. Our review did not 
result in reportable findings in these areas. 

(U) Background 

(U) National Security Agency/Central Security Service (NSA/CSS ) Information 
Security Program management 

(U // FOUO) Federal organizations that create or hold classified information 
are responsible for its management. The Office of Information 
Security/ Classification Policy (DJ2), which falls under the Associate 
Directorate for Policy and Records (DJ), administers NSA/ CSS 's 
classification management program. The Associate Director for Policy and 
Records is designated the Senior Agency Official (SAO) in NSA/CSS Policy 1-
52, Classified National Security Information, 16 November 2012. DJ2 
business lines include classification guide development, classification 
reviews, education and training programs, and the Agency's Information 
Security Self-Inspection Program. 

(U) Executive Order (E.O.) 13526 

(U//FOUO) E.O. 13526, Classified National Security Information, 
5 January 2010, establishes policies and procedures for classification. The . 
E.O. prescribes a uniform system for classifying, safeguarding, and 
declassifying national security information. It also expresses the President's 
belief that the nation's progress depends on the free flow of information 
within the government and to the American people. 

(U) Levels of classification 

(U/;'FOUOj Classified information - information requiring protection against 
unauthorized disclosure to prevent damage to national security - must be 
marked appropriately. E.O. 13526 defines three U.S. classification levels 
and the expected damage to U.S. security if information is disclosed 
inappropriately as: 

1. (U /,' FOUO) Top Secret: information the unauthorized disclosure of 
which reasonably could be expected to cause exceptionally grave 
damage to the national security that the Original Classification 
Authority (OCA) is able to identify or describe. 

2. (U //FOU8j Secret: information the unauthorized disclosure of which 
reasonably could be expected to cause serious damage to the national 
security that the OCA is able to identify or describe. 

UNCLA .. ~M_J)JJ}f,{/l:,Q,JI. rQ-liNIJAtl,. J:Ji~'t': 0Nt l' 
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3. (U / ;' FOY-0) Confidential : information the unauthorized disclosure of 
which reasonably could be expected to cause damage to the national 
security that the OCA is able to identify or describe. 

(U//FOY-0) E.O. 13526 mandates that, except as otherwise provided by 
statute, no other terms can be used to identify U.S. classified information. If 
significant doubt exists about the appropriate level of classification, 
information should be classified at the lower level. 

(U) Original classification 

(U //FOUO) Information may be originally classified only by OCAs, 
individuals authorized in writing by the President, the Vice President, 
agency heads, or other officials designated by the President to initially 
classify information. OCAs must receive training on proper classification 
before originally classifying information and at least once per calendar year 
thereafter. To make an original classification decision, an OCA must 
determine whether the information meets the following standards for 
classification: 

• (U //FOUO) The information is owned, controlled, or produced by or 
for the U.S. government 

• (U//FOUO) The information falls within one or more of the eight 
categories of information (reasons for classification) described in 
Section 1.4 of E.O. 13526 and 

• (U // FOUO) The unauthorized disclosure of the information 
reasonably could be expected to result in damage to the national 
security that the OCA is able to identify or describe. 

(U // FOUO) If significant doubt exists about the need to classify information, 
it should not be classified . 

(U) Derivative classification 

(U//FOUO) All personnel with active security clearances can perform 
derivative classification. Derivative classification is the incorporating, 
paraphrasing, restating, or regenerating of information that has already 
been classified and marking the newly developed material consistent with 
the classification markings that apply to the source information. All 
personnel who apply derivative classification markings must receive training 
on E.O. 13526 before derivatively classifying information and at least once 
every two years thereafter. Information may be derivatively classified from 
source documents or through classification guides. 

(U) NSA/CSS Classification Advisory Officer (CAO) Program 

(U;'/FOUO) The CAO Program, administered by DJ2, is unique to NSA. 
CAOs are responsible for ensuring that classified and sensitive information 
in their organizations is properly labeled and protected and that employees 
in their organizations understand and properly apply classification rules. 

UNCLA.\'S.ki.m.~f!/t:. efi:lfli/.t!IM,.efJ8t3 Ofitl' 
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(U) Dissemination control and handling markings 

(U//POUO) Federal departments and agencies also have restrictive caveats 
that can be added to documents in the form of dissemination control and 
handling markings. These restrictions are not classifications; they identify 
the expansion or limitation on the distribution of the information. These 
markings are in addition to and separate from levels of classification. Only 
external dissemination control and handling markings approved by ISOO or, 
with respect to the IC, by the Director of National Intelligence may be used 
by agencies to control and handle the dissemination of classified information 
pursuant to agency policies issued under E.O. 13526. 

UNCLA.~'m.Iil>J.WWW zlijfWflh.tJ.,. cJ:lSE OHL 1' 
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II. (U) FINDINGS AND RECOMMENDATIONS 

(U) Fl NDI NG ONE: Information Security Program 
Management 

(L.Jm70U6j The Agency's Information Security Program does not comply with E. 0. 13526 
because of outdated program guidance, a flawed classification tool, lack of classification 
elements in personnel performance appraisals, and a deficient classification challenge 
process. 

(U) Outdated Program Guidance 

... . . 

(U) NSA/CSS Policy Manual 1-52 

(U,'/FOUO) NSA/CSS Policy Manual 1-52, NSA/CSS Classification Manual, 
prescribes the policies and procedures critical for safeguarding N SA/ CSS 
protected information. The manual , revised 8 January 2007, makes 
numerous references to the revoked E.O. 12958, Classified National Security 
Infonnati.on, 17 April 1995, and has not been updated to conform to 
E.O. 13526 . For example, the "Classified By" line required for derivative 
classification decisions is not included in the manual. In addition, the links 
in the manual do not work. 

(U//FOUO) NSA's classification guidance lacks elements called for in 
E.O. 13526 and 32 C.F.R. Part 2001 . The manual does not address 
statistical reporting to the 1SOO, the accounting of costs associated with the 
implementation of E.O. 13526 , and the actions to be taken for information 
declassified without proper authority. 

(U) Classification guides 

(U /;'FOUO) As of March 2013, the DJ2 web page for classification guides 
("go classguid es") listed 76 of the Agency's 177 classification uides 
u -ren tl in u se excludin u • d s that add ·ess 

The --------------------------imp le men ting directive, 32 C. F .R. Part 2001, requ ires that classification 
guidance be evaluated at least once every five years to ensure that it is 
current and to identify for declassification information that no longer 

. . . . . 

requires protection. Updating classification guides is a collaborative process 
among DJ2, information owners, and CAOs and OCAs. Of the 76 
classification guides listed, 13 were older than five years. 
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(Ufff81:1O) Update NSA/CSS Policy Manual 1-52 to comply with E.O. 13526. 

(ACTION: DJ2) 

(U) Management Response 

(U //FOUO) AGREE NSA/CSS Policy Manual 1-52 is in coordination; the 
target completion date is 30 September 2013. 

(U) OIG Comment 

(U) The planned action meets the intent of this recommendation . 

(Ufff8l:18) Notify information owners, CAOs, and OCAs of the need to update 
outdated classification guides in compliance with E.O. 13526. 

(ACTION: DJ2) 

(U) Management Response 

(U//FOUO) AGREE NSA/CSS Policy 1-52 identifies the roles and 
responsibilities for classifying, safeguarding, and declassifying NSA/CSS 
classified national security information. As DJ identifies outdated 
classification guides (older than 5 years) in the NSA Annual Security 
Classification Management Program Data Report (SF-311) response, DJ2 
will notify information owners annually when formal guidance approaches 
the 5-year mark. This notification will occur no later than October of each 
year. 

(U) OIG Comment 

(U) The planned action meets the intent of our recommendation. 

(U) Fl~wed Agency Classification Tools 

(U f/FOUt,) NSA/ CSS derivative classifiers do not adequately support 
classification levels in classified documents. The audit sample focused on 
two signals intelligence (SIG INT) reporting databases (Anchory and 

.. • • · · i I because the <i11t~r. ir{op:µ~tjoA i_n_t~n_d~g _tq \>~ ~qa_r~q ..... . 
outside NSA. We analyzed derivative! classified documents from the e. • • • • 

...... 

databases and determined 
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(U //FOUO) E.O. 13526 requires that agencies that originate or handle 
classified information ensure that agency record systems optimize sharing 
and safeguarding of classified information and facilitate its declassification 
when it no longer meets the standards for continued classification. The 
A enc 's classification too ls 

~----------------do not comply with E.O. 13526 . 

• (U) Identification of derivative classifier 

U.,...+,i+,;i+w-+1 As shown in Fi ure 1 the A 

.,__ ______________ _. E.O. 13526 and the implementing •. •. 
directive, 32 C.F.R. Part 2001, require that the identity of the persons who • • 
apply derivative classification markings be apparent on each derivatively •. •. 
classified document; the derivative classifiers may be identified by name and •. •. 
position or by a personal identifier. • • .. . . 
(U) Derivative classification source .. .. 

(U//FOUO) NSA/CSS Policy Manual 1-52 provides explicit instructions on 
the requirements of a derivative classification block: the "Derived From" line 
must indicate the source of the classification determination. Each 
derivatively classified document must identify the documented original 
classification decision on which the derivative classification determination 
was based . 

.. .. .. .. 
\ 

•. •. (U;'/FOUO) DJ2 ermits A enc classifiers to classif documents 
• • .derivative! 

. . . . 
. 

_ ______ __. NSA/CSS Manual 1-52 was described by DJ2 as the 
Agency's overarching classification guide; however, it provides only general 
classification definitions and marking instructions with no specific guidance 
for classification. 

-· ... . .. . .. . . . . . . 
(U) Figure 1 Example of Incorrect NSA/CSS Classification Authority Block • • • 

(U~ 

. . . . . . . . . 
(U/~) • . 

(U//FOUO) The auto-populated classification authority block used for a~l□ 
documents in our review did not identify the appropriate classification.guide 
or source documents that support the classification decisions. I I 
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. . . . . . . . . . . . . . 

I From the mfonnat10n m the 
,__ __________________ _ 

documents, we were unable to determin whether the classification 
markings were accurate . 

(U;'/FOUO) We also noted that records printed from the._l ______ -\ 
database do not include classification authority blocks, thereby impeding\. 
proper information sharing . 

(U) Derivative declassification date 

1 1 's classification tools automaticall o ulate the 

~-----...-----'"!""'"-------~~rather than carrying forward the • 
.••• • • • • cl e la ss ifi ation instructions of the original classification decision or source·. •. 

document as required by 32 C.F.R. Part 2001. This practice potentially 
'· ,. allows the document to be declassified too soon or remain classified too . . . . . . . .. . .. . . . . . . . . . . . . . . . ... . . . .. . . . . 

long . 

(U//FOU0) NSA/CSS Policy Manual 1-52 states that each derivatively 
classified document must include the date and identification of the 
documented original classification decision on which the derivative 
classification determination was based. In addition, the declassification 
instructions must be carried forward from the original classification 
decision . 

·._♦., (U/;' FOUO ) Our Teview determined that the declassification dates for allQ 
• • documents were based on the NSA/CSS Policy Manual 1-52 revised issue . . . 

• . . date, 8 January 2007, rather than the applicable classification guides' 

. . . . . . . . . . .. 
I 
I 
I 

. . 

•. •. •. effective dates. As the example displayed in Figure 1 illustrates ,t::J- • • • • • • · 
•. •. 1 I 

• '. (U//FOUO) We sent questionnaires to the point of contact (POC) aliases on 
•. I I sampled reports ; r=-:-:'JP99~ p r o_v!d,e9 .ru.1 a_p_plica ble 
, classification guide . For those"l_jreports·, \ve' c'oin.'par o'th e ~~class1f1catiori .. :: 
• date listed in the "Declassify On" line and the declassification date that 
• would have been used if the classification guide had been referenced. 

rU//POUO) As shown in Table ! ,I 
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(U) Table 1. Comparison of Anchory Report Declassification Oates 
Between NSA/CSS Policy Manual 1-52 and the 

Appropriate Classification Guide 
Ill~\ 

• ••••• -------------------------------~ ~ (U~) 
I 

\,0 

ro 

H 

P-, 
I 

(Y) 

..0 

(U f/FOUO) The information owners of Agencv databases and systems 
potentially use different classification tools. I I •••••• ------------..;...~.;.;..;..;.;.;.~~;...;.....;.;..;_a, ____________ __., 

... . . . I the -~~~---~--~-----~---~~-~--------classification tools must be upda ted to comply with E.O. 13526 and 
NSA/CSS Policy Manual 1-52. 
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(Wi'F81::18) Revise the requiremeots for the Agency's classification tools to 
include the following elements: 

a. (U.f.lF0l!:10) Personal identifier of person who applied derivative 
classification markings, 

b. (Ul~P81::18) Source document or the classification guide (drop-down 
menu of Agency guides}, and 

c. (WJFQWQ) Declassification information carried forward from the 
source document or guide. 

(ACTION: DJ2) 

(U} Management Response 

(U;'/FOUO) AGREE The E.O. 13526 and 32 C.F.R. Part 2001 
requirements for identification of persons who apply derivative 
classification markings by name and position or personal identifier, source 
documents used to derive classification markings, and date or event of 
declassification will be implemented through NSA/CSS Policy 
Manual 1-52. The revision of NSA/CSS Policy Manual 1-52 as the NSA 
Classification Guide as well as satisfaction of recommendations 4 and 5 
will realize the intent of recommendation 3. 

(U) OIG Comment 

(U //FOUO) The planned action meets the intent of the recommendation. 

(WIF0W9) Implement the Agency's classification tool revisions for Microsoft 
Office applications. 

(ACTION: End User Solutions (T3) 

(U) Management Response 

(U// FOU O) AGREE TD agreed to implement the classification changes to 
the tool for Microsoft Office applications, upon DJ2 completion of 
Recommendation 3. 

(U) OIG Comment 

(U//FOUO) The planned action meets the intent of this recommendation. 
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a. {W,F9~9tl I I -

• b. • (UNFOUO) Ensure that all identified embedded classification tools are 
updated to comply with E.O. 13526 and NSA/CSS Policy Manual 1-52. 

(ACTION: T1) 

(U) Management Response 

ru ,;,~s~ei AGREE • To ·c~~c·u·r~ ~ith "tii; ~;c~~~-e~ci~tio~ I I 
I . . . . (U) OIG Comments . . . 

(U //P:OUO) I I 
I TD agreed to determine the universe of embedded classification tools 

used in Agency databases and systems. The planned action meets the 
intent of the recommendation. 

(U) Lacking Classification Element in Performance Evaluations 

(U//FOUOj NSA/CSS Policy 1-52 designates the Associate Director for 
Policy and Records as the SAO responsible for directing NSA's information 
security program. E.O. 13526 requires that the SAO ensure that the 
performance contract or system used to rate civilian and military personnel 
includes the designation and management of classified information as a 
critical element in rating OCAs, security managers and specialists, and 
personnel who regularly apply derivative classification markings. 

(U //FOUO) The uniform Defense Civilian Intelligence Personnel System 
requires that defense intelligence agencies develop performance 
management systems. NSA uses the Annual Contribution Evaluation (ACE) 
performance management system to satisfy this requirement . 

(U//FO~O) NSA employees are evaluated according to six standard ACE 
performance elements: (1) accountability for results, (2) communication, 
(3) critical thinking, (4) engagement and collaboration, (5) personal 
leadership and integrity, and (6) technical expertise . These standard s do not 
address classification management : 

(U//f?OUO) Because of the uniform ACE performance elements, DJ2 has 
been unable to satisfy E.O. 13526. Without the classification performance 
element, original and derivative classifiers are not held formally accountable 
for classification decisions . 
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(WffOl:JO) Update NSA personnel performance objectives to include the 
designation and management of classified information as a critical 
performance element. 

(ACTION: Management Gateway (MD2) 

(U) Management Response 

(Uf/POUO) AGREE Effective 8 April 2013, MD incorporated changes to 
the ACE, performance element 6, for both supervisors and non­
supervisors to comply with E.O. 13526. All documents created after 
8 April 2013 contain the updated language. 

(U) OIG Comment 

(U) This recommendation is closed. 

(U) Deficient Challenge Process 

(U //POUO) According to E.O. 13526, authorized holders of information who, 
in good faith, believe that its classification is improper are expected to 
challenge the classification. The E.O. directs the SAO to establish 
procedures through which authorized holders of information can challenge 
the classification of information they believe has been improperly classified. 
These procedures must ensure that: 

• (Uf/ FOUO) Individuals are not subject to retribution for bringing 
challenges , 

• (U//FOUO) An opportunity is provided for review by an impartial 
official or panel, and 

• (U /,'FOUO) Individuals are advised of their right to appeal agency 
decisions to the Interagency Security Classification Appeals Panel. 

(U//FOUO) NSA/CSS Policy Manual 1-52 outlines the Agency's 
classification challenge process; however, the policy does not state that 
individuals may not be subject to retribution for challenging classifications. 

(U If POUO) According to interviewed Agency classifiers , derivative classifiers 
are unfamiliar with the classification challenge process or consider it 
intimidating. Derivative classifiers noted that classification is subjective, 
and they assume that experts, whom they would feel uncomfortable 
challenging, have classified classification guides and source documents. As 
a result, derivative classifiers might be unknowingly perpetuating 
misclassifications of source documents and guides and inhibiting 
information sharing. 
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(U1i1F6tJ6) Update NSA/CSS Policy Manual 1-52 to declare that individuals 
who engage in the classification challenge process may not be subject to 
retribution. 

(ACTION: DJ) 

(U) Management Response 

(U//FOUO) AGREE NSA/CSS Policy Memorandum 2013-02, 
Classification Challenges - Amendment to Policy Manual 1-52, was issued 
to document that no punitive action would be taken against an authorized 
holder who, in good faith, makes a classification challenge . This 
memorandum was issued on 3 May 2013. 

(U) OIG Comment 

(U) This recommendation is closed. 

(Uh'F6tJ6} Publicize the Agency's classification challenge process. 

(ACTION: DJ) 

(U) Management Response 

(U //F9UO ) AGREE NSA/CSS Policy Memorandum 2013-02 will be 
incorporated into NSA/CSS Policy Manual 1-52. An Agency-All message 
will be promulgated to the workforce upon the issuance of the updated 
NSA/ CSS Policy Manual 1-52. A tailored message will be sent to the CAO 
population using the Electronic Subscription Service messaging system. 

(U) OIG Comment 

(U) The planned action meets the intent of our recommendation. 
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(U) Fl NDI NG TWO: Original Classification 

(U//fflUOJ Agency original classification guidance is sometimes conflicting and 
incomplete. As a result, derivative classifications might be inaccurate. 

(U) Original Classification Authority . . . . .... I (b) (3) -P . L . 86-36 1 

. . . " . . . . . . 
{U//F0U0) NSA/CSS hasOoc;s authorizecl to exe

0

rcise TOP SECRET 
original classification authority in acco,;d.anc" with E.0. 13526 , as st ated in 
the Deputy Seer tary of Defense.Memorandum "Delegation of Top Secret 
Original Classification Authel'ity ,» 5 May 2011. W intervi wed a 
judgmental sample ofQAgency 0CAs and reviewed their 2012 original 
classification decisions. Table 2 provides the Agency 's original classifi ation 
decisions for FY2012. 

(U) Table 2. NSA/CSS Original Classification Decisions 

2012 41 23 3 67 

(U//FOUO) According to 32 C.F.R. Part 2001, information for derivative 
classification shall be carried forward from the source document or taken 
from the appropriate classification guide. Therefore, original classification 
decisions provide the basis for derivative classifications. The majority of 
Agency original decisions take the form of published classification guides. 
Inaccurate OCA guidance leads to incorrect derivative classification 
decisions. 

(U) Conflicting Classification Guidance 

(U/{FOUO) We selected the FY2012 Agency Financial Report (AFR) for 
review because it is shared throughout the IC. The AFR contains 43 
classified paragraphs and 56 classified tables. The remainder of the report 
is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO) . 

(U//FOU6) The AFR has input from many Agency Directorates and 
information classified under many sources, including internal policy, the 
Office of the Di,rector of National Intelligence (ODNI) Classification Guide, and 
the N SA Finance Classification Guide 7-1. 

(U // FOUO) The AFR went through several classification reviews. 
Information was initially reviewed by CAO s from each contributing 
directorate; then the report was compiled and reviewed by the Office of 
Resource Management Policy (BFPl) (an organization that consists mostly of 
CAOs). Finally, the AFR was sent to DJ2 for a corporate classification review 
before it was published. DJ2 provided classification and marking 
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recommendations that were not implemented; this resulted in the audit 
team finding marking discrepancies. 

(l! // FOUO) These discrepancies occurred because the NSA Finance 
Classification Guide is outdated and conflicts with the ODNI Classification 
Guide. The Finance Classification Guide, last updated in August 2007, was 
more than five years old when the AFR was written. The guide lacks the 
required declassification instructions on the front page and the reason for 
classification. E.O. 13526 requires a concise reason for classification that, 
at a minim um, cites the applicable classification categories in Section 1 .4 of 
the Order. The POC for questions is an e-mail alias that is no longer used. tr 

w 

I 
'"O 

(U,'/FOU8) The NSA Finance Classification Guide and the ODNI 
Classification Guide also present conflicting _guidance, which resulted in 
conllictimr markin2s in the AFR. I I 

••• ·... t'""'i 
• 

(U) AFR marking discrepancies 

(U//FOU8) We found derivative marking errors and discrepancies in the 
AFR, which we attribute to the conflicting original classification guidance . 
The report contained several marking discrepancies between the tables of 
financial data and the paragraphs that describe the data in the tables. The 
tables were marked S/ /NF, and the paragraphs S/ /REL TO USA, FVEY. 

(U;'/ FOUO) The AFR also contained marking discrepancies that could be 
described as misclassification. In two cases, financial data was marked 
S //NF and the paragraph describing this data was marked U / / FO U O . 
Another section of the AFR marked the same dollar value at three levels: 
U//FOUO, S//REL TO USA, FVEY, and S//NF. 

(U//FOUO) Potential over-classification was also found: a paragraph was 
marked S//REL TO USA, FVEY, yet, according to the NSA Finance and 
ODNI classification guides, it does not contain SECRET information. The 
paragraph refers to Office of Management and Budget Circulars A-136 and 
A-11, which are unclassified documents; therefore, the source and 
justification for the S //REL TO USA, FVEY classification level are 
questionable . 
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(UffFOUO) Coordinate with ODNI to ensure that the Finance Classification 
Gulde 7-1 and the ODNI Classification Guide agree. 

(ACTION: DJ2) 

(U) Management Response 

(U //FOUO) AGREE DJ2 coordinated the Finance Classification Guide (7-1) 
with Resources Management Policy & Budget Structure Management 
(BFP) and ODNI IC CIO/Information and Data Management office 
personnel. This eliminated conflict between ODNI classification guidance 
and NSA/CSS specific classification guidance. The revised guide was 
signed by the OCA on 21 May 2013. • 

(U) OIG Comment 

(U) This recommendation is closed. 

(U) Incomplete Classification Guidance 

. . . 

(U' ':--:::Jl The current NSA/CSS I 

. . . . . . . . . . . . . . . . . . -. . . 
. . . . I ■••••_,,_ ___________________________ _. 

.... . . . . 

(U fl FOU6) A team of FISA experts, including DJ leadership, the Office of 
General Counsel, and the Office of SIG INT Policy and Corporate Issues 
(S02), are reviewing FISA classifications. Because the Department o( Justice 
(DoJ) and ODNI oversee Agency FISA reporting, their participation is 
necessary in developing a complete and non-conflicting guide. DJ has ruled 
that anything not covered in the guide must be handled case by case and 
OCA decisions should be drafted after coordination with DoJ and ODNI. 

(U /;' FO U O) Since this determination by DJ , efforts commenced to develop a 
list of facts not included in the current FISA ide ; the list includes 

____ The facts were shared with DoJ. Despite progress toward a 
completed guide, the current process has been inefficient and consumed the 
resources of several senior officials by requiring individual decisions. 
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(WIF8l:f8) Coordinate with ODNI and DoJ to develop a classification guide 
that adequately addresses FAA §702. 

(ACTION: DJ) 

(U) Management Response 

(U//FOUO) AGREE NSA submitted a list of §702-related facts that may 
have been declassified to DNI for approval. A proposed revision to the NSA 
FISA guide will also require prior approval by ODNI and DoJ. Assuming 
this approval is received, the NSA FISA guide will be updated by 
31 December 2014. 

(U) OIG Comments 

(U//FOUO) The planned action meets the intent of the recommendation. 
In addition to including the facts that may have been declassified, the 
current FISA guide does not fully address the classification of some FISA 
§702 facts. The OIG suggests that DJ also include the list of facts 
currently not included in the FISA guide, which i_s discussed in this 
finding under "Incomplete Classification Guidance." 
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(U) Fl NDI NG THREE: Derivative Classification 

(US'ffltJO) Agency derivative classifications are sometimes improper because of unclear 
requirements, unsubstantiated classification decisions, and confusing lines of authority. 
As a result, the Agency cannot ensure that classified information is protected and shared 
at the correct level. 

(U) Unclear Derivative Classification Requirements 

(U // FOUO~ We used interviews and questionnaires to assess derivative 
classifier knowledge of classification management principles and 
procedures. Sampled derivative classifiers understand their classification 
role and the difference between original and derivative classification 
authority .2 

(U;'/FOUO) Derivative classifiers understood the requirements of derivative 
classifications , such as banner and portion markings and classification 
authority blocks. 

(U // :VQeJ(}) Derivative classifiers are required to take CLAS 1000 annually. 
This course explains derivative classification requirements; yet, it does not 
adequately explain how to fulfill the requirements. (See Finding Five for an 
assessment of Agency classification training.) 

(U /;' FOUO) The information provided to Agency derivative classifiers is 
unclear and contradictory. As a result, derivative classifiers sometimes do 
not make proper decisions . 

(U) Improperly Substantiated Derivative Classification Decisions 

(U//FO~O) Sampled derivative classifiers did not understand the difference 
between marking manuals and classification guides; they sometimes used 
outdated classification markings and did not consistently carry forward 
classification levels from one document to another. 

(U/;'FO~Ol As discussed in Finding One, our r view o.trl sampled 
documents revealed that none referred to appr opriate c~~fication guides; 
all the documents referred to NSA/CSS Policy M~ 1-52 . o, !,he□ 
reports reviewed, we were able to identify POCs f~rW, W sen t • . • 
questionnaires to these POCs, typically organizationa l e•-mzjJ addresse~, an_d 
asked the derivative classifiers to provide th e classification gu.i tl s. QI sou1qe •. 
documents used to support the classification lev l s of the reports: • • • .. : • ; . . . . . 

(b ) ( 3 )-P.L. 86- 36 1:.:. 
0

(U)Qderivative classifiers_did not provide a classification guide, 
..._ _______ -,__ a source aocument, or a mark mg manual . 

• : • • (U) .. l ___ .. lderivative classifiers provided marking manuals . 

2 (U/;fOUO) Sampled derivative classifiers included Anchory and financial report writers and CAOs . 
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• (U)Q derivative classifiers provided classification guides . 

• • • • • • • • ~ • 

0

(U}I I derivative classifiers provided marking manuals and 
·• ··: • • • • • • • • • • "classification guides. . ...••• • • • • • • . . . . . . . . . . . . 

(U//FOUE,1 Because I ld~;i;ati~; ~ia~sifiers provided classification 
guides, we were able to valid ate classification levels for! !documents. ... 

~ --~ • • • . . . . 
n.. • • • • • • • • '(Uf/POUOH lrespondents who provided marking manuals stated that 
I 

(Y') 

,0 

their classifications were based on NSA/CSS Policy 123-2 (24 February 
1998). However, NSA/CSS Policy Manual 1-52 superseded this manual in 
November 2004. 

(U//FOUOj Additional training is needed for derivative classifiers to ensure,•• 
that the classification of information and the declassification date are b.a-sed 
on appropriate classification guides or source documents. Findin~ ,Five 
recommends including these topics in the Agency's mandatorj dassification 
training . • 

(U) Control marking inconsistencies in reporting . 

(U//FOUO) Outdated markings We reviewedOdocuments to determine 
whether derivative classifiers applied the correct banner and portion 
markings. 

(U//FOUO) NSA/CSS Policy Manual 1-52 implemented the requirement 
from ODNI Controlled Access Program Coordination Office (CAPCO) to 
eliminate the communications intelligence (COMINT) code words UMBRA 
and SPOKE , effective October 1999 . COMINT information formerly protected 
by these code words should now be protected as special intelligence (SI). 
The Agency announced at that time that certain software applications would 
continue to use the code words until software changes could be made and 
that all applications could not be changed simultaneously. However, 14 
years laterJ::°'"7FY2012 reports used these outdated classification 
markings: ~ arked "UMBRA" anctr::J"SPOKE ." . 
(U//FOYO) ODNl has'requested that NSA:eliminate the code words or 
obtain an exemption to'continue using th( obsolete markings. Currently, 
NSA does not have an ex'«_mption . 

• 

. . . . . . .. . : , __________ _ I (b)(3)-P.L. 86-36 
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(Ul,1FOUO, Comply with CAPCO guidance to eliminate the use of retired code 
words or obtain a waiver for non-compliant software applications. 

(ACTION: S1S) 

(U) Management Response 

(U /;'FOUO) REASSIGNED DJ recommended designating the Information 
Sharing Services Group (S 1 S) as the lead for this action. 

(U) OIG Comment 

(U 1/FOUO) OIG coordinated with S lS to eliminate the use of retired code 
words or obtain a waiver for non-compliant software applications. The 
planned action meets the intent of the recommendation 

(U) Confusion over Lines of Authority 

(U //FOUO) NSA lacks a single corporate source for classification guidance. 
DJ oversees DJ2, which is the perceived source for classification reviews 

••••••• "an.cl guidance: • I-lo'wever :cJother offices also conduct classi .. fi_c_at_i_on ____ ... 
reviews , depending on the document or topic to be reviewed. I I 

(U fl FOUO) DJ2 reviewed and provided classification guidance on the OIG 
Intelligence Oversii?.ht Draft ReJJort on Assessment of Management Controls ..• • • 

• Over ~FAA 702 1 I .' 

(U //FOU8') In our assessment of derivative! classified documents , we found • 
evidence of 

(Ur~FOUO) Publicize the lines of authority for classification reviews on the DJ 
and DJ2 web sites to make users aware of the responsible organizations. 
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(U) Management Response 

(U / / 160 UO) AGREE The Office of Policy and Records will publicize the 
specific classification advisory officer (CAO) functions performed on behalf 
of agency personnel by DJ and DJ2. The target completion date is 30 
September 2013. 

(U) OIG Comment 

(U /;'FOUO) DJ2 agreed to publish any CAO functions that they will not 
perform on their web site. The planned action meets the intent of the 
recommendation. 
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(U) Fl NDI NG FOUR: Information Security Self-Inspection 
Program 

(UJS'rOUOj The NSAICSS Self-Inspection Program is incomplete because of missing 
report elements and a flawed program focus. As a result, DJ management is unable to 
identify and correct problems in the program. 

(U) Criteria 

(U //FOUO) Section 5.4(d)(4) of E.O. 13526 and 32 C .F.R. Part 2001.60 
require that designated SAO s establish self-inspection programs and report 
annually on them to the Director of the ISOO. The reports should provide 
information about the structure and implementation of the Agency's 
program. 

(U//FOUO) NSA/CSS Policy 1-52 and Policy Manual 1-52 do not include the 
elements of self-inspections that E.O. 13526 and 32 C.F.R. Part 2001 
require. NSA/CSS Policy Manual 1-52 includes a short annex stating that 
DJ, with assistance from CAOs, shall perform periodic agency self­
inspections. A link is provided for additional information; however, the link 
directs readers to an error page. 

(U) Missing Report Elements 

(U;';'FOUO) The SAO 's annual report to the Director of ISOO should include : 

1. (U) A description of the Agency's self-inspection program, 

2. (U) An assessment and summary of the findings, 

3. (U) Specific information about the findings of the annual review of the 
Agency's original and derivative classification actions, including the 
volume of classified materials reviewed and the number and type of 
discrepancies identified , 

4. (U) Actions that have been taken or are planned to correct deficiencies 
or misclassifications and to deter their recurrence , and 

5. (U) Best practices. 

(U//FOUOj SAO involvement Agency policy fails to explicitly assign 
responsibility to the SAO for the self-inspection program. The implementing 
directive, 32 C.F.R. Part 2001.60, states that the self-inspection program 
shall be structured to provide the SAO with information necessary to assess 
the effectiveness of the classified national security information program. 
The directive also requires that the SAO report annually to the Director of 
ISOO, who noted that NSA's 2012 Self-Inspection Program Report had not 
been endorsed with the SAO's signature. 
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(U // Ji'OUO) Program description The self-inspection program report fails to 
sufficiently describe the Agency's program. The NSA/ CSS Information 
Security Self-Inspection Program Standard Operati.n_q Procedures were 
included in the report· I 

(U) Flawed Self-Inspection Program Focus 

(U//FOUOl The Agency's self-inspection program should verify classification 
markings; however, the program does not evaluate a representative sample 
of Agency documents to ensure proper classification. 

(U;'/FOUO) According to DJ2 and the 2011 and 2012 NSA/CSS Annual 
Self-Inspection Program Reports, the NSA/CSS self-inspection focuses on 
classification marking format (e.g., classification banners, portion 

. . . . . . . . . . 
ty 

I markinf ~). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . : : 1 , • ~ 

(U //FOUO) The 2012 NSA/CSS Self-Inspection Program Report fails to 
address deficiencies in the following required areas: 

••••••••••••••······· 

{WfFOUO) Update NSA/CSS Policy Manual 1-52 to inc-lude the essential 
elements for self-inspections in accordance with E.O. 13526 and 32 C.F.R. 
Part 2001. 

(ACTION: DJ2) 

{U) Management Response 

(U 1/FOUO) AGREE The NSA Annual Self-Inspection Program Report for 
FY2012 was fully compliant with ISOO requirements when provided to 
OUSD(I). The essential elements for self-inspections will be added to the 
draft NSA/CSS Policy Manual 1-52. 

{U) OIG Comment 

(U) The planned action meets the intent of the recommendation . 
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(Wff6U6} Include a review of classification levels in the NSA/CSS 
Information Security Self-Inspection Program. 

AU-13-0005 

(ACTION: DJ2) 

(U) Management Comments 

(U;'/POUO) AGREE The Information Security Policy Self-Inspection SOP 
and related software templates were updated on 4 June 2013 to require 
DJ2 review of submitted material for appropriate use of classification. 
The self-inspection assessment will indicate instances of overclassification 
and provide recommendation(s) for corrective action. These changes will 
be implemented with the next scheduled self-inspection projected to 
commence between August and October 2013: 

(U) OIG Comment 

(U) The planned action meets the intent of the recommendation. 
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(U) Fl NDI NG FIVE: Information Security Education and 
Training 

(UNFOt:JO) NSAICSS mandatory classification training does not teach derivative 
classifiers how to accurately classify information. NSAICSS employees are not 
compelled to complete mandatory training. As a result, some Agency derivative 
classifiers are making improper classifications. 

(U) Lack of Essential Elements in Mandatory Derivative Classification 
Training 

\.D 
(Y) 

I 
\.D 
co 

H 

p., 
I 

(Y) 
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(U//FOUO) We evaluated NSA/CSS classification training courses to 
determine whether they met the requirement of E.O. 13526 and Intelligence 
Community Directive (ICD) 710, Classification and Control Marlcing System 3 . 

We also reviewed training records for a sample of NSA/CSS employees to 
determine whether they had completed the mandatory classification 
training. 

(U //FOUO) DJ2 with the Associate Directorate for Education and Training 
(ADET) developed CLAS 1000, "Elements of Classification and Marking," to 
satisfy the training requirements of E.O. 13526 and ICD 710 and to educate 
personnel on the basic principles of marking and safeguarding classified 
national security information. 

(U/;'FOUO~ We reviewed CLASl000 training material and determined that 
the course met the minimum requirements of E.O. 13526 and ICD 710. 
However, the training course discusses only basic principles of information 
classification markings. 

• (U f;'filOUO) The training did not prepare derivative classifiers to 
classify soecific pieces of information accurately. I I 

•••• ■• _________________________________ .,_ __ _ 

• (U //FOUO) The training did not provide sufficient instruction on 
derivative classification. CLAS 1000 discussed the classification 
authority block and stated that citations for the identification of 
source documentation should include the title, originating agency, 

3 Intelligence Community Directive 710. C/ass1ficatio11 and Control Markings S)istem requires heads ofIC elements 
to establish continuing training and education programs within their elements, including an annual workforce 
training requirement that ensures a complete and common understanding of the classification and control marking 
system. 
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and date of each source, In addition, when a document is classified 
derivatively based on more than one source, a complete list must 
appear or be attached to every copy of the document. Derivative 
classifiers are told to respect original classification decisions and 
carry forward all classification and control markings. Derivative 
classifiers must ensure that classified information is accurately 
traceable and mark documents properly to provide adequate 
protection from u nauthorized disclosure . I I 

. . 
(U //FQUO) Although CLAS I 000 addresses proper appli cation of E.O . 13526 • • . . 
and provid es the NSA/CSS workforce with a basic fram work to classify • • 
information , it does not provide specific guidance on the implementation of • • 
the framework . Furthermore, it does not provide sufficient explanations to • :. 
ensure that OCA decisions are enforced and carried forward appropriately. 

(U//FOUO) We evaluated other classification courses to determine whether 
additional material could be incorporated into CLASl000 to provide 
derivative classifiers with more complete guidance. We identified three 
courses-CLAS1500, CLAS2000, and CLAS2200-that provide additional 
instruction on proper classifications and on identifying classification guides 
and using them to derive appropriate classification and control markings . 
These are critical skills needed by all derivative classifiers. Derivative 
classifiers could benefit from having this additional course material 
incorporated into the annual mandatory training. The material address es 
the problems discussed in Findings One and Two of this report. 

(Uftl'6t16} Update CLAS1000 to include additional coverage on proper 
classifications and on identifying classification guides and using them to 
derive appropriate classification control markings. 

(ACTION: DJ2 with ADET) 

(U) Management Comments 

(U f/:POUO) AGREE DJ submitted a New Learning Solution request for 
ADET to update and revise CLAS 1000, with all modules undergoing 
update and/or revision as appropriate. 

(U) OIG Comment 

(U) The planned actions meet the intent of the recommendation. .__ ______________________________ ____. 

: . . . . . . . . . . . . . . . . . . .. .. . . . . . . . . .. . . . . . .. . . .. . . . . .. . . .. 
•' .. .. .. 

4 (Ui 'FOUO) NSA/CSS databases (e.g .. Anchory.l 

f 
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(U) CLAS1000 Completion 

(U//FOUO) NSA/CSS requires that all NSA/CSS civilian and military 
personnel take CLASl000 annually. E.O. 13526 states that derivative 
classifiers who do not receive such training at least once every two years 
shall have their authority to apply derivative classification markings 
suspended until they have received the training. DJ2 personnel stated that, 
to date, no one has been suspended for non-completion. 

(U/,'FOUO) Under 32 C.F.R. Part 2001, persons who apply derivative 
classification markings must receive training on derivative classification 
principles before derivatively classifying information and at least once every 
two years. The C.F.R. also states that the Agency must provide refresher 
training at least annually for all personnel who handle or generate classified 
information . 

(U//FOUO) According to NSA/CSS Policy 1-52, all NSA/CSS civilian and 
military personnel must complete annual information security training. 
Civilian, military, contractor, and integree personnel working within 
NSA/CSS spaces and performing NSA/CSS mission but not assigned to the 
Agency are encouraged but not required to receive this training. However, 
the policy also sta,te s that all authorized holders of NSA/ CSS information 
must complete ·annual information security refresher training compliant 
with DoD and ODNI requirements. 

(U // FOU~) We _requested training histories for theQd~~i~a.tiy~ ~l.a~~i~i~r~ .. 
whom we mterv1ewed and to whom we had sent questionnaires to determine 
whether they had completed CLASl000 in 2011 and 2012. 5 According to 
the traini1µ:...ris tories ADET provided, I I NSA/CSS employees in our 
sample ofuhad not completed CLAS 1000 .•• • • • • , •...... 

• • ■ • • • • ■ • • • • • • • • • • • • • • • • ■ • • • • • • • • • : : : : : ~ , -

(U;'/FOUO j We also asked ADET for the number of NSA/CSS employees 
who did not complete CLASl000 in 2011 or 2012. The information is 
summarized in Table 3. 

(U) Table 3. NSA/CSS Employees Who Did Not Complete CLAS1000 
(U~) 

Civilian 13.2 18.1 

Military 51.6 63.1 

Contractor 82.7 44.7 

* (U~) The completion percentages might be skewed. The numbers are calculated as a 
running tally of personnel who enter and leave throughout the year. The totals, therefore, are 
higher than the number of personnel at the Agency at any single point in the year. 

5 (Uii'FOUO) Sampled employees included AnchOT)' and AFR writers. CAOs. and OCAs . 
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(U//POUO) Although the Agency's 2011 and 2012 ICD 710 reports stated 
that NSA/CSS requires and has established a continuing information 
security training and education program, there is no oversight to ensure 
that NSA CSS em lo ees com lete mandator classification trainin . 

" .. "' ,. •• •• •• .._ _____ ......, ____ _,..._ Because this type of enforcement spans Directorates, 
it is outside of DJ 's authority to enforce compliance; therefore, the OIG is 
referring this recommendation to the NSA/CSS Chief of Staff for resolution. 

a. (Uh'F0U0) Develop measures to identify Agency personnel who are not 
compliant with the mandatory classification training. 

b. (UJVF8l'!l0) Provide a list of non-compliant personnel to DJ2. 

(ACTION: ADET) 

(U) Management Comments 

(U / /F8"el0j AGREE The ADET database ofrecord, Enterprise Learning 
Management (ELM), sends automated reminder notifications to all 
personnel who have not completed mandatory training on a set monthly, 
schedule. Each manager has access to ELM to view compliance for 
employees assigned to them in HRMS. Several reports display the status 
of the employees' mandatory training completion. Upon a request from 
DJ2, the ELM administrators can arrange for the list to be provided. 

(U) OIG Comment 

(U) The planned action meets the intent of the recommendation. 

(UNF0U0) Document and implement measures to enforce compliance with 
the mandatory classification training. 

(ACTION: DC) 

(U) Management Comments 

(U/,'FOUO) AGREE The NSA/CSS Chief of Staff has agreed to document 
and implement measures to enforce compliance with the mandatory 
training requirement . 

(U) OIG Comment 

(U) The planned action meets the intent of the recommendation. 
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Ill. (U) OBSERVATIONS 

(U) Lack of CAO Program Oversight 

(U//POUO) NSA/CSS established a cadre of CAOs throughout the 
enterprise to interpret and assist derivative classifiers in the application of 
classification policy and guidance. NSA/ CSS Policy 1-52 describes CAO 
responsibilities: 

• (U/;'FOUO) Provide guidance on protecting and marking national 
security information and classification matters 

• (U ;';' POUO) Assist in developing classification and declassification 
guides 

• (Uf/FOUO) Perform initial classification review of NSA/CSS 
information intended for public dissemination 

,• (U I I POUO1 Convey classification information and issues between 
their organizations and DJ2 

• (U // FOUO) Assess the classification training needs of their 
organization 

• (U//POUO) Assist DJ2 with the NSA/CSS Self-Inspection Program 

• (U ;' /POUO) Remain knowledgeable of NSA/CSS and higher level 
policies governing classification 

(U//POUO} DJ2 does not track th e number of Agency CAOs. However, it 
provided an estimate of more thanQ We analyzed the CAO personnel 
lists on DJ2's CAO web page and determin"e 'd"tha.tD.CAOs ~.ere listed, 
as of April 2013. • • • • • • •• •• •• ••. ••. ·:··.···•-.,·~ . . . . . . . . . . . . .. 

tJ' 

w 
I 

'U 

(U//FOtJO) We interviewed CAOs fromQA~;1; c~ 
0

Directorates to 
understand program responsibilities , time {eluired for CAO duties, and the 
system used to track CAO reviews. Of the CAOs interviewed , c::Jstated 
that their CAO responsibilities are "additional d°uties as assignecl ancfth"af •• •• •• •• • t-< 

their management does not fully understand how much effort goes into 
performing this duty . The amount of time CAOs spent executing their CAO 
responsibilities varied greatly. For example, one CAO stated that he spends 
only five percent of his time performing CAO reviews, whereas another CAO 
stated that she spends approximately 7 5 percent of her time executing CAO 
responsibilities . 

(Uf/POUO) We requested a list of documents that the CAOs reviewed 
between 1 April and 30 September 2012 to select a sample for evaluation­
however, DJ2 does not require CAOs to document their reviews. 
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(U//FOUO~ Although CAOs feel comfortable asking DJ2 for guidance, we did 
not find evidence that DJ2 reviews documents for classification accuracy, 
unless the CAOs specifically requested that it do so. Requiring CAOs to 
track and maintain the reviewed documents would enable CAOs to monitor 
how much of their time is spent on CAO duties and provide that evidence to 
management. In addition, this would enable DJ2 to perform quality control 
by selecting a sample of CAO -reviewed documents during the annual self­
inspections to ensure that classification decisions are accurate and in 
accordance with Agency policies. 

(U1'11'OUO) Require CAOs to track the documents they review as part of their 
CAO duties. 

(ACTION: DJ2) 

(U1'fF8tJ8) Di.Iring the annual information security program self-inspections, 
perform quality control of CAO-reviewed documents to ensure that 
classification decisions are accurate and in accordance with Agency 
policies. 

(ACTION: DJ2) 

(U) Inadequate CAO Training 

(U//FOUO) The NSA/CSS Classification Advisory Officer Program 
Memorandum, 21 June 2010, requires that prospective CAOs successfully 
complete CLAS2200, "Principles of Classification and Information Security," 
before appointment as a CAO. Agency policy, however, does not require that 
CAOs receive continual or updated training thereafter. 

(U/;'FOUO) We requested from ADET the training histories fornCAOs and 
determined that, although all r7were compliant with the CLAS2200 
trai.ningequirement, only on~d- taken the course more than l>nce. Five 
of the W. CAOs took the course in or bH-ore 2009; therefore, the~e five CAOs 
have not r~c-eiv, d gaining on E.O. 13526. 

0

l1l. 0a_ddition, accordinl to ADET, 
CLAS1500 "Classificaficht Mai·J~ip~ Mechanics ," °i~ a .mandatory prerequisite 
for CLAS2200 offerings that commehce 01-10:i: ~ter 1 Augu.st 2012. Of the Q 

. 

CAOs reviewed only two had completed that class·. • • • . . • • . • . 

• • •"•j (bl (3)-P.L. 86-36 
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(UOFOUO) Require CAOs to complete classification refresher training. 

(ACTION: DJ2) 
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IV. (U) SUMMARY OF RECOMMENDATIONS 

(U) RECOMMENDATION 1 

(UlfFOUO) Update NSA/CSS Policy Manual 1-52 to comply with E.O. 13526. 

(U) ACTION: DJ2 
(U) Status: OPEN 
(U) Target Completion Date: 30 September 2013 

(U) RECOMMENDATION 2 

AU-13-0005 

(UOFOUO) Notify information owners, CAOs, and OCAs of the need to update outdated 
classification guides in compliance with E.O. 13526. 

(U) ACTION: DJ2 
(U) Status: OPEN 
(U) Target Completion Date: 31 October 2013 

(U) RECOMMENDATION 3 

(Uflf"0U0} Revise the requirements for the Agency's Classification tools to include the 
following elements: 

a. (UtfFOUO) Personal identifier of person who applied derivative classification 
markings, 

b. (UNFOU0} Source document or the classification guide (drop-down menu of 
Agency guides), and 

c. (UIIF0UO) Declassification information carried forward from the source document 
or guide. 

(U) ACTION: DJ2 
(U) Status: OPEN 
(U) Target Completion Date: 30 September 2013 

(U) RECOMMENDATION 4 

(UIJFOUO) Implement the Agency's classification tool revisions for Microsoft Office 
applications. 

(U) ACTION: T3 
(U) Status: OPEN 
(U) Target Completion Date: 30 June 2014 
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(b) (3)-P . L . 86-36 1 

(U) RECOMMENDATION 5 

a. (UNFOUO)I 

I f i 
b. (Uh'FOU6) Ensure that all identified embedded classification tools are updated to 

comply with E.O. 13526 and NSA/CSS Policy Manual 1-52. 

(U) ACTION: T1 
(U) Status: OPEN 
(U) Target Completion Date: 30 June 2014 

(U) RECOMMENDATION 6 

(WffOUO) Update NSA personnel performance objectives to include the designation and 
management of classified information as a critical performance element. 

(U) ACTION: MD2 
(U) Status: CLOSED 

(U) RECOMMENDATION 7 

(UNFOUO) Update NSA/CSS Policy Manual 1-52 to declare that individuals who engage in 
the classification challenge process may not be subject to retribution. 

(U) ACTION: DJ 
(U) Status: CLOSED 

(U) RECOMMENDATION 8 

(WffOUO) Publicize the Agency's classification challenge process. 

(U) ACTION: DJ 
(U) Status: OPEN 
(U) Target Completion Date: 30 September 2013 

(U) RECOMMENDATION 9 

(UUFOUO) Coordinate with ODNI to ensure that the Finance Classification Guide 7-1 and 
the ODNI Classification Guide agree. 

(U) ACTION: DJ2 
(U) Status: CLOSED 

(U) RECOMMENDATION 10 

(UNFOUO) Coordinate with ODNI and DoJ to develop a classification guide that 
adequately addresses FAA §702. 

(U) ACTION: DJ 
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(U) Status: OPEN 
(U) Target Completion Date: 31 December 2014 

(U) RECOMMENDATION 11 

(UOF8U8) Comply with CAPCO guidance to eliminate the use of retired code words or 
obtain a waiver for non-compliant software applications. 

(U) ACTION: S1S 
(U) Status: OPEN 
(U) Target Completion Date: TBD 

(U) RECOMMENDATION 12 

(UOFOUO) Publicize the lines of authority for classification reviews on the DJ and DJ2 
web sites to make users aware of the responsible organizations. 

(U) ACTION: DJ 
(U) Status: OPEN 
(U) Target Completion Date: 30 September 2013 

(U) RECOMMENDATION 13 

(UOF8 UO) Update NSA/CSS Policy Manual 1-52 to include the essential elements for self­
inspections in accordance with E.O. 13256 and 32 C.F.R. Part 2001. 

(U) ACTION: DJ2 
(U) Status: OPEN 
(U) Target Completion Date: 30 September 2013 

(U) RECOMMENDATION 14 

(WffQl::IQ) Include a review of classification levels in the NSA/CSS Information Security 
Self-Inspection Program. 

(U) ACTION: DJ2 
(U) Status: OPEN 
(U) Target Completion Date: 31 October 2013 

(U) RECOMMENDATION 15 

(Ui'i'FOU8) Update CLAS1000 to include additional coverage on proper classifications 
and on identifying classification guides and using them to derive appropriate 
classification control markings. 

(U) ACTION: DJ2 with ADET 
(U) Status: OPEN 
(U) Target Completion Date: 27 September 2013 
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(U) RECOMMENDATION 16 

a. (Uh'F6U6) Develop measures to identify Agency personnel who are not compliant 
with the mandatory classification training. 

b. (UUF0UO) Provide list of non-compliant personnel to DJ2. 

(U) ACTION: ADET 
(U) Status: OPEN 
(U) Target Completion Date: 30 September 2013 

(U) RECOMMENDATION 17 

(Uf}FOUO) Document and implement measures to enforce compliance with the 
mandatory classification training. 

(U) ACTION: DC 
(U) Status: OPEN 
(U) Target Completion Date: TBD 
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V. (U) ABBREVIATIONS AND ORGANIZATIONS 

(U) ACE 
(U) ADET 
(U) AFR 
(U) CAO 
(U) CAPCO 
(U) C.F.R. 
(U) COMINT 
(U) DJ 
(U) DJ2 
(U) DoD 
(U) DoJ 
(U) ELM 
(U) E.O. 
(U) FAA 
(U) FISA 
(U) IC 
(U) ICD 
(U) ISOO 
(U) NSA/CSS 
(U) OCA 
(U) ODNI 
(U) OIG 
(U) MD2 
(U) P.L. 
(U) POC 
(U) S02 
(U) SAO 
(U) SI 
(U) SIGINT 
(U) S//NF 
(U) S/ / REL TO 
USA, FVEY 
(U) T314 
(U) TD 
(U) U / /FOUO 

Annual Contribution Evaluation 
Associate Directorate for Education and Training 
Agency Financial Report 
Classification Advisory Officer 
Controlled Access Program Coordination Office 
Code of Federal Regulations 
communications intelligence 
Associate Directorate for Policy and Records 
Office of Information Security/ Classification Policy 
Department of Defense 
Department of Justice 
Enterprise Learning Management 
Executive Order 
FISA Amendments Act 
Foreign Intelligence Surveillance Act 
Intelligence Community 
Intelligence Community Directive 
Information Security Oversight Office 
National Security Agency/ Central Security Service 
Original Classification Authority 
Office of the Director of National Intelligence 
Office of the Inspector General 
Management Gateway 
Public Law 
point of contact 
Office of SIG INT Policy and Corporate Issues 
Senior Agency Official 
special intelligence 
signals intelligence 
SECRET/ /NOFORN 
SECRET//RELEAS ABLE TO USA AND FIVE EYES 

End User Services 
Technology Directorate 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 
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(U) APPENDIX A 

(U) About the Audit 
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(U) ABOUT THE AUDIT 

(U) Objective 

(U,'/FOUO) The specific audit objectives were to assess whether 
classification policies, procedures, rules, and regulations have been adopted, 
followed, and effectively administered within the National Security 
Agency/Central Security Service (NSA/CSS) and to identify policies, 
procedures, rules, regulations, or management practices that might be 
contributing to persistent over-classification of material within NSA. 

(U) Scope and Methodology 

(U) The audit fieldwork was conducted from January to April. 

(U ;';' FOUO) We met with personnel from the Information 
Security/ Classification Policy Office (DJ2); in addition, we interviewed a 
judgmental sample of~ JAgency OCAs and reviewed their 2012 
original classificatio1~ • ec1s10ns. e met with nor the• Ag~~~y-•s· • • • • • • • • : : 
Classification.Aclv1sory Officers, and sent clas~ation questionnaires toQ 
Anchory p_o.1\ts o( contact. We also sent surveys to Qderivativ classifiers 
and valuated the nresponses re eived. We reviewed Ex'etutive .Orders, 
~uUlic Law~,. ai1d 5e°partment of D fense (DoD) regulations and eval~~tea' • • • 

. • 'NSA/.CS-S" guidance related to classification, including policies and training . . . 
• • _.::: ••• 

0

(~//FOUO) We reviewed n reports from the Anchory and I I 
......... ctata6ase s becaitse· tli • cWabase s are used for reporting signals intelligence· • .. 

(SIGINT) data. We obtained a download for all reports and records in the 
databases between 1 April and 30 September 2012 that were classified at or 
above the CONFIDENTIAL level. In addition, we reviewed the FY2012 

......... Agency Financial Report (AFR). We then evaluated the Anchory reports, 
'i"' I lrecords, and AFR against DoD Inspector General's Standard 

User's Guide for Inspectors General Conducting Evaluations Under Public Law 
111-258, the "Reducing Over-Classification Act" Appendix C (Methodology for 
Determining the Appropriateness of a Derivative Classification Decision). 

(Y) 

..0 

(U;';'FOUOl We conducted this audit in accordance with generally accepted 
government auditing standards. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions according to our audit 
objective. We believe that the evidence obtained provides a reasonable basis 
for our findings and conclusions according to our audit objectives. 
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(U) Use of Computer-Processed Data 

(U//FOUO) To achieve the audit objectives, we relied on computer -processed 
data from SIGINT reporting databases. The computer-processed data was 
used in aggregate to make random report selections. No conclusions were 
based on any single data entry record. Although we did not perform a 
formal reliability assessment of the computer -processed data, we did not 
find errors that would preclude use of the data to meet objectives or that 
would change the conclusions in the report, and Agency personnel did not 
identify errors. 

(U) Prior Coverage 

(U // FOUO) No audits have focused specifically on the classification of 
information. However, many audits have included reviews of the databases 
referenced in the report. 

(U) Managers' Internal Control Program 

(U;'/FOUO) As part of the audit, we assessed the organization's control 
environment pertaining to the audit objective, as set forth in NSA/CSS 
Policy 7-3, Internal Control Program, 14 February 2012. On 4 June 2012, 
the Associate Directorate for Policy and Records provided a qualified 
statement of reasonable assurance that the Office of Policy and Records 
internal controls met the objectives of the Federal Manager's Financial 
Integrity Act. The qualified statement was, in part, due to insufficient 
resources to meet responsibilities for declassification. E.O. 13526 mandates 
declassification activities to NSA/CSS. Problems that complicate completion 
of the task include recruiting and training a workforce with senior reviewers 
who have deep SIGINT and information assurance experience and who can 
keep pace with a high number of declassification referrals, mandatory 25-
year reviews, and mandatory declassification reviews. 
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(U) APPENDIX B 

(U) Full Text of Management Comments 
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(U) OFFICE OF POLICY AND RECORDS RESPONSE 

I IN L •. IFIPl1n:rtH't BPI tt'b'tl . t..1E Hh1L',' 

()ffice of Policy and Records 
.R~vised Response to the 

Q(ti<;e CJf the Jnspt:l:lur G.cneral 
• • Prafl Report 

2 At1gust, 2013 

Subject: (U) Revised Response on the Audit of NSA "s Compliance with l'L I l l •25~, the. 
"Rcducin!! Over-Classificati91J Ml'l (Alh P-P00:i) 

(U~ The OOice or Policy and Record · ( lJJ) 11ppn:.ciated the op1>ortµnity to 
re.view a:iq c.ommcn! <>n the N ,AICSS O,Oi.cc -ol'thc In pc~tor cncral (OJG) Draft 
Report titled Audit orNSA's Compliance wilh PL 111"258, the ''Rc<lud11g Ov.c1-
Clas:,ification Act" (AU-13-0005). Responses ,m rmecitic findin~s and rccqmmcnclati<ms 
:i:!!~igned to DJ folk,w below, witlt revi,.ecl r!?sponses to three (3) reC<ltnllle;!!_1dations. • 

. ·., - ~ . . ·. .. . . . . .. . . . . ... , 

(U) fi,:t<Jings an.d Recommendatious 

(l)) Finding One: (lJ) lnformation Security Pwgram Manug.:mcnt 
(IJ) R~cQnoncndatio11 J (DJZ): (U) Updat!! NSA/CSS PqJicy Manual 1-52 to comply 
with E.O. 13526: ••• 

(U) Management's Response: CONCUR 

(U) J>lnn.ned C9~rertive A,ctio11: NSAICSS Policy Manual I ~52 is in coor~in_ation. 

(U) Prqp()~cd T11rgct Completion dote: ~0.Septeml:ier 2013. 

(U) Jlinding One; (IJ) Information Security Prngrum Munugcmcnt 
cu, Rccommcndaiion 2 (DJ2): (lJ) Nq_til'y 1he information ownerS. CAOs, and OCAs of 
th need rn update 0111cl111cd chi.~silica~i,)n guides in com pliance wilh E.O. 13526 . . : • 

(U) l)fanagement's Resp•m~c: CON<:XW with comment, 
(U} NSA/CSS Policy 1-52 iil.tnliliie. lh role. and responsihilities for classitying, 

safoguarding, and declassifying NSA_ICSS i;lassitlcd natiom~I security intormu\ion, The 
i:urienl J oli,c rellect • a coilubontliw pn1cc~~ w)Jcreby Origi11~! Classificatkin f.\.u~J:ioritics 
arc lo .. validate the in f rmati"on in, update, or caned the das$ifie..ation ao~ • 
dq;la.ssifiq1,!ion guid~s u11dcr their purview a.( kw,! 011cc t:Yt:O' 5 ycar.l or when <li~c¢tcd 
i,s part (lfa fundamental classification guide review to ensure that guides are current and 
accurate'' and the As!:odatc Director for Policy and Records shall "mnt111ge the. 
ucvd1.11-1m~ot µf.c111u wuiuLuiu ch,ssifo;;~t_ion and declnssification guides a,nd '. , .publish 
guides as 11cccssary.'' • • • 

U L $1 ffi D/IFOft ornt,,.L ll8P.. OldlN 
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( ) Planned Corrccti\'c Action: As DJ curre11!1)1 i.d,mii.ti~s outdntec! clos iticetio11.guide 
(older than 5 yeai-s) in Hie NSA Annuol ecuri ty Cla sification Managcmcn1 Prog:i:am 
Diua Report (SF-J 11) response; D.12 will 1101i( inlormaliQn owilcrs ~11\ mi :mnwil h.nsi~ 
, ll'cn futmol gu1clonce app'ron hes Lh 5 year 1110r~. 

(U) .Propo cc.I T11rgcl . omplclion dnlc: No Inlier 1hun Oc.:tnb •r of enyh year. 

(U Flndiiig One: (U) Information Sec.urity Pro ram Man~tement 
(U) Recommendation 3 (PJ2): (U).Revise the req uirements for the Agency"s 
Classi fid11io1i Tooh, IQ incl11dt: lhe fo lJnwing ehm1ents: 

a. (U) Personal idcnlifior of p.crson who upplicd ,.h;rivativc c.:l nss\ncation 
mnrki11gs; 
~;- ( ) , our:ce documem or the classification gu\dc (dr<1,1> down_menu listing of 
Agency g t1idi:s)· and 
c. (l ) D'i::classificat.ion information canie<l forward from the source document or 
gttidc. 

(U) !\1anagement's Response: CON 'U l.l 

( ) Pl~nncd Corrccli\le Action: .0. J 3526mid 32 CFR Purt '.!001 requirements for the. 
idcnt ifi'imtion or pt:r.sons ,· ho opply derivative closs iti'cat ion nmrk ings by name and 
position or pcr'soital idcntillcr, source documents used 10 derive clt:issilicnlioo nrnrkings 
(''go cla sgL1ides··), :fr1d dale or cvcn1 of dc'-<l.r1ssifi1:111i0n i ill he implemented through 

SNCSS Polic. ·Manual 1•52. The revision ofNSA/CSS Manunl 1-5211s tbc NSA 
lnssilicution Quide us ~veil as su1isfaq1h:m uf"n.icommemlations 4 ,mLI 5 ...,;ii] reali i.e·1he 

i11ient o'I' recommendation:( , • • - -

(LJ) Proposed Target Completion date: 30 epternber.2013. 

(lJ) Flntling One: (V) lnll!rim)Uon Sccuril)'_Pr(!g1:mn M\magcmt·i)l 
Cl!) Recommendation 7 (~J): (\J ) Update NSA/ SS Policy Manual 1-52 to declare 1h01 
individua)s who ·tmgufke •in the. clussi licalil)ll chullengc.prnccss mar not b.e sqbject 10 
retribution. 

{U) M11,rngement•s Rl'Spimse: CONCUR 

lLi) Corr~ctivC' Aclii.111 <;:ompll•ted: NSNCS" Polic. M •inC1ri1_1idum 2013-02. 
fi"·'·xijicqli!II? Cht1lle11gqs -;4me1ul111eJ1110 J>olic.J' lvfc111 11ttl /-52 wa!i i.s:sucd 10 d9cumen1 
thut no punitiw u~lion will be token ag,1:1insl w1·nu1hori_z.ed holde 1,1ho. in sood fa ith. 
makes a cla~iucation challenge. -

( , ) ompleted d.11te:·NS/\/ ., S Polic M morandum 201 -02 w11s issued on 3' May 
20 1) . 

UN ' I.ASS I Fl ·J )l/f'On .on iCl,O,I . u~ir. m!bY 
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(U) Finding One: (U.) Information Security Program Management 
(lJ) Recommendation 8 (DJJ: (l.J) Publicize the Agency's classification d1allenge 
process. 

(U) Management's Response: CONCUR 

{U) Planned Corrective Action: NSA/CSS Policy Memorandum 2013-02 will be 
incorporated into NS.A/CSS Policy Manual l-52 by the expiration date of3 May 2014. 
An Agency-all message will be promulgated to the NSA/CSS workforce upon the 
issuance ofNSA/CSS Policy Manual 1-52, and a tailored message will be sent to the 
CAO population using the Electronic Subscription Service mcs~aging system, 

(U) PropQscd Target Completion date: 30 September 2013. 

(U) Finding Two: (U) Original Classification 
(U;ifll6t,e) Recommcndntion 9 (DJ2}: (U~) Coordinate with OD I to ensure 
.Lhat Lbe Fin~nce ClassHicntion Guide (7-1) anJ 1he ODNI Classilic:nion Guide agree . . 

(U) Management's Response: CONCUR 

(UMfilHt:!C,} Corrective Action Coinpletcd: Information Security Policy (DJ2), 
Resources Management Policy and Budget Structure Management (BFP), and ODNI IC 
CIO/lnfo11nalio11 and Data Management offi,ce pcrsqnnel completed coordination on the 
revised .Qircctor of Finance Classification Guide (7-1) on 8 May 20 I 3 to ensuri;: there was 
no contlict between ODNI classification guidance ancl NS.A/CSS-specific classific>Ution 
g11idance. 

(U) Completed date: NSA/CSS Classifo;ation Guide for the Directorate of Resources 
Managenwnt (7-1) W<ts signec,l by the OCA on 21 May 2013. •• • •• •• 

(U) Finding Two: (U) Original Classification 
(U) Recommendati1m 10 (DJ): (UNFOU6' Coordim,te with ODNI and DoJ to develop a 
classification guide that apequately addresses FAA Section 702. 

(U) Management's Response: CONCUR 

(Ui'ffl()UH) Planned Corrective Action; NSA has su.bmitted for DNI approval a lis1 of 
702-related facts that we believe have been declassified in recent weeks. The package 
going to the DN I requires agencies, upon DNl appro al, to upduLe their classification 
guides accordingly. A proposed re is irn1 to the NSA FI A guide, ill require prior 
approval by ODNI and DoJ. • 

UNCLASSIFIEDh'F8 ~ tilPPlf! l;ltL U9E t'll<I , , 
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(V) Prnpose~I T;tr~el Com11lclim1 dale: NSA wil[ hav the FISA 1!,t1ide updaled by 3 1 
Lkccmber 2014. 

(lJ) FindJng Tl1rcc: (()) Derivative lu ·sificut ion 
'(lJ) l{ecommcndatlon 11 (i).i): (U~) Comply with ··AP ·o guidance to eliminate 
tbc usc ofrc1i~ed code wortl.s or obiah\ n waiver for non-~ompllarn son ware applic,uions. 

) Managcmc11t's Rcsronse; NON- 'ONC'UR 

( ) R~11s011 for Disagreement (if m~nagement disagrees): The ac\ion 10 prepare the 
initioldrnfl for ll, oiver ur el iminute the use of relired code, ords resides with ID 
(lnfnrmmion 8hari'ng Services Group (S 18)), as ii is OU_L<;ide the control of lhc Ollice r 
Policv und Records. As documented in ·cction 8 oft ts ID 'R 1400. issued 29 December 
2005 ·and 1'.evised 29 September 20 I (, ·,h~ code words arc still t;sed in 1radi.1ional text 
reports sen! viii CR.IT! 0 i\M dut: to solh arc limitations. 

(U) Finding Three: (lJ) Deriva(ivc l'lassili9111ion 
(U) R~com,ncndnfion 12 (OJ): ( ~) Pu_Wciz the l_ine.s of.aut.h_ority for 
clas~ificatjon reviews on 11\c DJ a1id DJ2 web sil~s 10 make users aware of the responsible 
orgunizmions. 

(U) M11011gcmc11t'·s Re pcm c; .ON ' R 

(U) Phmncd (::orrcclivc.-Aclioo: The Onice of Polij.;y qnd Rec4,mls will publici;,.e the 
·p~i ti !us ·ilicntion fl(lvi ·ory officer (CAO) l\mc1ions performed on behalf nfag_cncy 
personnel by° DJ tmd DJ2. • 

(U) l'roposct.J Turgcl Completion dulc: 3~Scptcn ~r2013. 

( ') find in~ Ii our: (U) ln1onnation . 'ec!1rity Sefl:Jnspec1i_o11 !'rogra11, 
( ) Recommendation J .\ (DJ2): ( ) Updmc N N ·S Pol.icy Momml 1-52 to include 
the essemi;il el •mem . tpr sel f- i11spec1.io.11s in nccordancc with EO I 526. ~md 32 . FR Pal'! 
200 1. • 

( ) M.anagcmept's R~spouse: CQNCUR wi.tl, commcms 
(!J) Tiie A.IC Anuu I elf-ln peel ion Progr;tm R.eporl for r:v 20 12 wa • 

1ihmitted lo 1he ()fficc of the Under Secrctl!IY of Defense-for ·1111 lligcncc as clirectcd. 
~vith n cover lcU~r si1;:ncd by the SA ~~nior A1,tency Ollicjal 11nd lhe inclusion of the 
N A ln formati(l)l ccurity Sell~lnsnec1ion Pmi;:rarn tanqard Opera1ing Procedure . The 
OUSD(l) provided o consoiidulcd DoD rcpori Lo JSOO Lim! did 110! im.:lude the N 'A 
cover le11er and N A SOP iJ1fonn:Hion. The SA Annual • lr_:Ini;pcction PrQgram 
R<:port tor FY 201i was fully compliant with 1$00 rcquire:mcnts.whcn pro id~d 10 
OU D(I). 

UNCJ ',. If.I !0/'FOR: hPflPl,i, I. 1/!,r,) nrn.v 
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, (U) Planned Corrccti\'c.Action: Essential elemet}ts for self-inspections will be aodeµ 10 
.the draft NSAICSS Policy Manual 1-52.. , 

• • ' • -~ . 

"(l,J) Finding Fo~r: (lJ) Jnfonnatio11 Security Self-{11spection Program 
(l,J) Reconimei1dation J 4 (D,J2): (U) Include a review of classification, levels in Lh,e 

. NSA/CSS Infonnl.)tiqn Sicurity Self~Inspection Progra111. •• • • - • 

(ll) J\llana~emcnt's Resp~nse: CON~UR 

(IJJ r1anned Co.rrective Action: The lnf'o.nnalion Security Policy Self-Inspection 
Standard Operating Procedures and related software. templates were updated~ of4 JL111e 
2013.Jo r:equire 0)2, review of submittecl material fi:ir appropiiate use of ~las~ification. 
The self-inspection assessment will indicate instances of over~classifi.eation ancl provide 
recommendation(s) for correcJiv.e a.qion. • • 

( ) Pro11oscd Target Completion date: The changes in theNSA lnfonnation ecudty 
Self-lnspec1ion Progrnm to review classillcation levels will be implemented with the i1ext 
scheduled self-inspection (BM I organization), projected t.o commence .between the 
Augu t to October 20J3 timeframe. • ~ • • •• •• • • • 

(U) Finding Five: (U) lnformati(}.11 Security f,\i~1cation aqd l)'ainhig 
(U) Recommendation 15 (DJ2 with ADET): (U) Update CLAS a I 000 to include 
.aclditional coyerage on proper cl~sifi<:ations and on identifying cl.,1,ssitication guides and 

. usingthe111 to d~dve approprh,tte pl.a~~ific.1tion control markings. • • •• •• • • • •• 

(l,J) l\'Jam1gcmellt~~ Rcsp~11se: COJ\JC::UR 

(U) P11!.11ncd Corrective ,Acfoin: AD.ET has .ii;:cep.ted a New Leaming Solution (NLS 
l l 22) request to update and revise .QLAS.-1000, with all modules uncJergoing update 
and/w rc::vi11ion ·~~ appropriate. - •• • •• 

(U) Proposed Target Completion date: 27 September 2013. 

(ll) Finding Fiyc: (U) lnfo,mation ecurity Education and Training 
(U) Recommendation 17 (DJ): (U) Document nnd implement measur~s to enforce 
coinplian(:e with ·the mandator~ cl;issificiition training. • • • 

(U) Management's Response: NON• ON UR with comment. 
(U) Jn the L 00 1\n11 11al Report lo the President for 101 2, statistics were provided 

on executive branch Agency and Dcpmtnwnt sati faction ofthc security education und 
training requirements of KO. 13526. NSA information security and education training 

•• . • ••• - ··- . . -- • -- . .. . 
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completion rates i;ll'e as good as or beHer than those reported by lSOO for the executive 
branch: •• • •. • ' • • · • •. 

(U ) 
1'raiuin~ JSOO Fiiidiri~s NSA Compliance Comments 
QCA Training 81 .2 % (ISOO) 100% NSA OCA 

47.4% (all_) training was no1 
idcutiliei.J in 1.he 
audit as an area 
!'or improvement. 

Derivative Classifier 87% (1S00) 81.9% (CIV/FY12) 
Training 47.1% (all) 36.9% (MIL/FYl2) 

(U) 

, (U} Reason for Disagreement (if management disagrees); The Otnce of Pol icy and 
Recprds has 110 enforcement authority. The Associii\e Director of Policy 1tnd Recor(is as 
Senior Agency Official does have the authority to document and implement methods to 
improve compliance with mandatory training, to inclucie: a focus 011 CLAS-JQ00 
completion rates during an organizational self-inspection a.ssessment; greater 
,management accountability through Lhe Annual Contribution Evaluation pl,111 
commensun1t¢ with tl1e JC t:.lement change effective A11gt1~! 2Ql:3; copsicjeration of policy 
langu.ige. 

(U~ ... ) l.f· y .. o ..•. u .. have fi..1.1th. e. r .. questio.·n·s·· or require ,dditional information on the DJ 
rspo11r.to this working draft report, please conlact t l . 

• ~. ■ ■ ■ ••••• ·-· • ■ • ■ •• ■ ■ •• ■ ■ • ■ •• ■ ■ • ■ ••• ·-----------
~ .A~ri ••, (b) (3) -P.L. 86-36 
~ • '¼wr,~ ----
DAVID J. E 1AN 

Associate Directqr for Policy ap,g Records 
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(U) ASSOCIATE DIRECTORATE OF HUMAN RESOURCES 
RESPONSE 

UNCLASSIFIED 

Office of the Associate Directorate of Human Resources 
Natlonal Security Agency 

TO: 

FROM: 

SUBJECT: 

-----~---~~ •••••••• 
Offlc-e of the Inspector General-Audits 

Draft Report of the Audit of NSA's Compliance with Public Law 111-258, the 
"Reducing Over-Classificatiqn Act" (AU-13-0005) 

(U) The Office of Human Resources Customer Gateway appreciates the opportunity to respond 
to Inspector General Draft Report entitled, Draft Report of the Audit of NSA's Compliance with 
Public Law 111-258, the "Reducing Over-Classification Act" (AU-13-0005) 

(U) MD concurs with Recommendation 6, Update NSA personnel performance objectives to include the 
designation and management of classified information as a crltlcal performance element. (ACTION: 
Management Gateway (MDl)) 

(U) MD incorporated compliance with E013526 Into the Annual Contribution Evaluation Performance 
Element 6 for both the S\.lpervisory and Non Supervisory t.emplates. The changes became effective 8 
April 2013, therefore, all documents created after 8 April 2013 will contain the updated language for 
Element 6. 

(U) Non-Supervisorv Element 6 - Technical Exoertlse -I I 

. . . . . 
t1 

w 

I 
'i::J 

fUI Suoervlsorv fleo,ent 6 - M,m,u1emenl Proficle11cv -1,---------------t'I •• ." •• •• •• •• •• • t-< 

I 
C hlor o f t. . f, • • • • • • • 
A,s.sQdat~ lllt<er:tof'ate Hun-.an Resoun:es . . lJ. Chiet, HR Customer Gateway • 

. . . . . . . . . ... 

. . . . . . . . 
00 
O'I 

I 
w 
O'I 

. . . . . . . 
. . . . ·•..-----------, 
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(U) ASSOCIATE DIRECTORATE FOR EDUCATION AND 
TRAINING RESPONSE 

Number of Recommendation 15 

Text of Recommendation (U~) Update CLAS1000 to include additional 
coverage on proper classifications and on identifying 
classification guides and using them to derive 
appropriate classification control markings. 

Action Element DJ2 with ADET 

ADET Response (U~) DJ2 is the Office of Primary Interest (OPI) for 
implementing the Executive Orders and associated 
policies relating to NSA's Classification System. They are 
also responsible for initiating New Learning Solutions for 
start-up and/or updating existing courses related to 
NSA's classification policies. ADET/E9 would work to 
enable new courses, or incorporate changes as a result 
of an approved NLS. 

Recommended Completion Date (U~) ADET defers to the completion date as 
proposed by DJ2 as ADET will assist as appropriate in 
the updating of CLAS1000 within existing ADET 
frameworks. 

ADET POC for Response I IADET/E91, I I . . . . . . . 
Number of Recommendation 16 

. .. . . . . . 
Text of Recommendation (U~) a. Develop measures to identify Agency 

personnel who are not compliant with the mandatory 
classification training. (U~) b. Provide list of 
non-compliant personnel to DJ2. 

. . . ... 

Action Element 

ADET Response 

Recommended Completion Date (16.a.) 

Recommended Completion Date (16.b.) 

ADET POC for Response 

ADET 

(U/~) a. ADET's Database of Record, ELM, does 
send automated reminder notifications to all personnel 
that have not completed mandatory training, on a set 
schedule (monthly). Each NSA manager has access to 
the Completion/Compliance reports for employees 
assigned to them in HRMS. (U/~) b. There are 
several completion/compliance reports that all ELM 
Administrators, Group Training Authorities and • • 
Curriculum Managers have access to pull, which will • • 
display the status of the employees mandatory traiJln,g • 
completion and date. Upon a request from DJ2, ~s to • • 
when DJ2 would like th e list of noncompliant. employees, 
the ELM Administrators can arrange for U1e listing to Qe 
provided. • • • . 
(U) Complete. 

(U~) ADET's portion. of the actio.n is com!i)iete. DJ2 
will need to notify AD El of the date _or dates tl1at they 
need the informati(?n- 0ist of noncompllant ernployees). 

I IADET/E91 ,I I 

UNCLA.'i$.~[£l)ti/f_e/l f(~Hil{]fdl;,. J,78E 013.'l 1' 
B-8 
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(U) TECHNOLOGY DIRECTORATE RESPONSE 

IJNCI.A IHIW,ff8ll 8ffl@h1,t ~8E ~hLI.' 

DATE: 20130725 

REPLY fO 
AT'rN Of: OlR.ECTQR, Tcclrnology Directorate 

NATIONAL SECURITY AGENCY/ 
CENTRAL SECURITY SERVICE 

MEMORANDUM 

SUBJECT: (UJ !)raft Rcr,:,rt pn the Aodlt ufNSA's Compliance with Public Law 111·258, ihe "R~uucing Over-Clas,iticalion 
Act" (All•l3-0005) 

TO: Oflicl! of the lnspedM Gencrnl 

(ll~j The Technology Directorale (TD) appreciates the opportunity 10 review the su~ject draft uudit Jn 
the draft report, the Office of the Inspector General (Olfi) outlines sevcml recommendations. Below are the TD 
responses for recommendations 4 and 5: 

(U~) JG Recommendation 4: Implement tile Agency's classification tool rnvisions for Microsol1 Office 
applications. 

(U~) TD M11nagement Respon$e: \ mcur. The Microsoft 1ools currently suppq.rted by 'to and used 
across the Agency, invoke the Classify 10011 l vh ich currently func.tions properly and 11eeds no 
modifications. The tool prnvidcs the mcchunism to du ·si l:,· a d°oc•umciu"ad'ccfrd!nr; ~ the, use,-'s•n@e~s .. 1:h.: •• ••• ._ ... . . . . 
author of a document is ultimately resp1 nsiblc for 1:11 udng.tl~ ~lu:;s.ilka~iotl ts eorrec~ • • • • • • • • 
POC for Recommendation 4 isl IT3, Classify Tool Government Team Lead. 

) , . Ensure I into ide11tificll embedded classification tools arc updated to comply with E.O. 13526 
and NSA/CSS Policy Manual 1-52. 

(U~) TD Manag¢mcnt Response; Concur. TD does 1101 agree that the recommendation should specify an 
"Agency.wide data call." TD offers the foilowing to replace the current recommendation: 

(U~) Di:tennini: the universe of embedded classification tools used in /\gene dnlr:ha~eJ umhSsCc:n -'. 
Ensure that all ide.ntified embedded ck1ssiflca1in11 louls ure u dmcd 10 c.om Iv iLh EO •1 :f52(> and N A/ , , 
Policy Manual 1-52. POC for recommendation 5 is _________ ,. 1. 

. . .. 

(U) Thank you for the opportunity 10 review and commcnl on the su~jecl draft nudit report. II' you have 
further questions oi• require arldiliom1I information on this J'Csponsc to the draft 1-eport, please contact the POC's 
listed uhove. 

FORM ~619&A JUN 200D (So1w,edo• Oplk,rt;,/ l'omt {OF/ 10 whioh wa, canwllo(I ~y GSA /OillQJ 

fleri,rd frnni: ________________ __ _ 

lt~t•d: ___________________ r~~·c1L~A~S§.Sl!J:F1JJE.~·D~(1!:1'~8!flft~8!!!1~T~IFEl!11~ .. ~l.:!l!!Jl!!:!:F~8~.~il!t!'t,t _ llrrt1111ff)' On: ______ ______________ .:: 
Src11nly e1as:Siitka11on 
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lJ ' I.ASSIFI J:IJ,'.'flOlt 81'Pli?ls\le VliE 0r'M' 

LONNY A. ANDERSON 
Director, Technology Directorate 
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