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The governmentattic.org web site (“the site”) is a First Amendment free speech web site and is noncommercial 
and free to the public.  The site and materials made available on the site, such as this file, are for reference only.  
The governmentattic.org web site and its principals have made every effort to make this information as 
complete and as accurate as possible, however, there may be mistakes and omissions, both typographical and in 
content.  The governmentattic.org web site and its principals shall have neither liability nor responsibility to any 
person or entity with respect to any loss or damage caused, or alleged to have been caused, directly or 
indirectly, by the information provided on the governmentattic.org web site or in this file.  The public records 
published on the site were obtained from government agencies using proper legal channels.  Each document is 
identified as to the source.  Any concerns about the contents of the site should be directed to the agency 
originating the document in question.  GovernmentAttic.org is not responsible for the contents of documents 
published on the website. 





Accordingly, the personally identifiable information oflaw enforcement officers and 
government employees was withheld from the responsive documentation. The disclosure 
of such sensitive information contained in records compiled for law enforcement 
purposes to the public could subject law enforcement officers and other government 
personnel to harassment and unwelcome contact. This could disrupt and impede official 
agency activity, as well as endanger the safety of law enforcement officials. 
Additionally, the personally identifiable information of third parties named in the records 
was withheld. The disclosure of third-party information could constitute an unwarranted 
invasion of personal privacy and subject the individuals to embarrassment, harassment, 
and undue public attention. Individuals have a recognized privacy interest in not being 
publicly associated with law enforcement investigations, not being associated 
unwarrantedly with alleged criminal activity, and controlling how communications about 
them are disseminated. 

(b )(7)(E), FOIA Exemption (b )(7)(E) exempts from release information that would 
disclose law enforcement techniques or procedures, the disclosure of which could 
reasonably be expected to risk circumvention of the law. Public disclosure oflaw 
enforcement techniques and procedures could allow people seeking to violate the law to 
take preemptive steps to counter actions taken by USMS during investigatory operations. 
Information pertaining to case selection, case development, and investigatory methods 
are law enforcement techniques and procedures that are not commonly known. The 
disclosure of this information serves no public benefit and would have an adverse impact 
on agency operations. Furthermore, public disclosure of information such as internal 
URLs, codes, and internal identifying numbers could assist unauthorized parties in 
deciphering the meaning of the codes and numbers, aid in gaining improper access to law 
enforcement databases, and assist in the unauthorized party's navigation of these 
databases. This disclosure of techniques for navigating the databases could permit people 
seeking to violate the law to gain sensitive knowledge and take preemptive steps to 
counter actions taken by USMS during investigatory operations. The disclosure of this 
information serves no public benefit and would not assist the public in understanding 
how the agency is carrying out its statutory responsibilities. 

(b)(7)(F), FOIA Exemption (b)(7)(F) protects law enforcement information that "could 
reasonably be expected to endanger the life or physical safety of any individual." 5 
U.S.C. § 552(b)(7)(F) (2006), amended by OPEN Government Act of 2007, Pub. L. No. 
110175, 121 Stat. 2524. Courts have routinely upheld the use of Exemption (b)(7)(F) to 
protect the identities oflaw enforcement agents, as well as protect the names and 
identifying information of non-law enforcement federal employees, local law 
enforcement personnel, and other third persons in connection with particular law 
enforcement matters. See Rugiero v. DOJ, 257 F.3d 534, 552 (6th Cir. 2001); Johnston 
v. DOJ, No. 97-2173, 1998 WL 518529, * 1 (8th Cir. Aug. 10, 1998). 

Duplicate of other pages in this request, Please note that in this release you will see 
portions of documents labeled "Duplicate of other pages in this request." This notation 
was made as this release involves large amounts of duplicate documents, usually in the 
context of email chains. In order to expedite the release of documents to you, the USMS 
FOIA Office marked certain emails as "Duplicate of other pages in this request"; these 
documents have been fully processed in the preceding pages. 

For your information, Congress excluded three discrete categories oflaw enforcement and 
national security records from the requirements of the FOIA. See 5 U.S.C. 552(c) (2006 & Supp. IV 
(2010)). This response is limited to those records that are subject to the requirements of the FOIA. This 
is a standard notification that is given to all our requesters and should not be taken as an indication that 
excluded records do, or do not, exist. 



Please be advised that because this is an interim response to your request, any appeal rights that 
may apply will be provided to you in our final response. Further releases of responsive records will be 
made to you by the USMS FOIA Office as soon as practicable. 

Enclosure 

Sincerely, 

Isl ERTfor 

Charlotte Luckstone 
Senior Associate General Counsel 
FOIA/PA Officer 
Office of General Counsel 
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