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I. (U) Introduction 

A. (U) The Board's Examination of Executive Order 
12333 Activities 

(U) In July 2014, the Board announced that it would review, among other matters, 
counterterrorism-related intelligence activities conducted pursuant to Executive 
Order 12333 ("E.0. 12333").1 First issued in 1981 and last updated in 2008, E.O. 12333 
establishes an operational framework for 17 federal entities designated as part of the 
nation's Intelligence Community (''IC").2 The executive order does not provide 
authority for any one intelligence-gathering effort, nor is there any single E.0. 12333 
surveillance "program." Nonetheless, understanding how IC elements implement 
E.O. 12333 is a critical part of understanding how they protect privacy and civil 
liberties while also protecting the nation against terrorism. 

(U) The executive order regulates the use of certain intelligence-gathering methods 
and outlines parameters under which intelligence agencies may collect and utilize 
information about United States 
persons ("USPs"). Among other things, 
E.0. 12333 requires IC elements to 
follow procedures approved by the 
Attorney General in order to collect, 
retain, or disseminate information 
concerning USPs, or to use certain 
collection methodologies within the 
United States or directed at USPs 
abroad.=~ 

United States Persons 

(lT) A "I Jni lt'<l Sl:.1 tes person" under KO. 12a:1.'3 means 
(t) '\1 Uniled Sl:.1le,s citi-,.en,~ (2) "an :.1lienknown by llw 
inlclliAent.'C dement concerned tu be a pernwnen l 
reside nl :1 lien. ~ (:1) ";m unincorpor:.1 ll-d :.1ssoci:1liun 
suhsl:.rnlially t'OmpO!lcd of l Tnitcd Slates cilizC'n~ or 
permanent l"l->sidcnl :.1licnst or (4) ".i curporation 
inrnrpm·.1 lcd in lhe Uniloo Sl:.1tes, exccpl for a 
coqxiralion dirccled :md controlled hy a fnrC'i~n 
~uvcrnmt>nl ur guwrnmcnls." E,O. 12;1:i:i !l :1,r,(k). 

(U) In April 2015, the Board adopted a project description memorializing its E.0. 
12333 oversight effort. The Board explained that it would select specific 
counterterrorism-related activities conducted under E.0. 12333 by the National 

'(U) Executive Order No. 12,333 (hereinafter E.O. 12333). 

2 (U) E.O. 12333 was signed on December 4, 1981. It was amended in 2004 by Executive Order 13355 
to facilitate "strengthened management of the Intelligence Community.~ E.O, 12333 was again 
amended in 2oo8 by Executive Order 13470 to strenb1hen the role of the Director of National 
Intelligence and perm it the sharing of signals intelligence under certain conditions. 

3 (U) E.O. 12333 §§ 2.3-2.4. 

+QP gECIIBF/;'SI;';'NOFORttl! 
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Security Agency ("NSA") and Central Intelligence Agency ("CIA"), and would conduct 
in-depth examinations of those activities. The Board also stated that it would issue a 
public report on the legal framework that governs the collection, use, retention, and 
dissemination of information concerning USPs.4 In November 2015, the Board 
approved a project description for NSA review. That project description focused the 
Board's efforts on an NSA activity conducted using the Agencfs processing and 
discovery system known as XKEYSCORE. Throughout 2016, Board staff prepared 
draft documents and ultimately created an interim statement of facts and 
recommendations. By the time this was complete, the Board had become inquorate, 
and the report could not be fl nalized. Nonetheless, the interim statement off acts and 
the recommendations were shared with NSA to confirm their accuracy .5 In turn, NSA 
shared the interim statement of facts with the Department of Justice. 

(U) When the sub-quorum period ended in late 2018, the Board began reviewing 
work done previously and sought to bring pending projects to an appropriate 
conclusion. In early 2019, the Board renewed its efforts to complete the report on 
XKEYSCORE. 

B. (U) Focus and Purpose of This Report 

(S//R£l.:~-HS*,-F¥E'f) The focus of this report is XKEYSCORE as used to 
support NSA's E.O.12333 signals intelligence ("SIG INT") mission.6 

,. (U) "PCWB Examination of E.O. 12333 Activities in 2015/ auaital>le at 
bttps://www.pclob.gov/library /20150408-E012 333-Project_Description.pdf. 

:. ~,','Sl,l~~~Q.~-~ These included recommendations to harmonize the governing 
policy documents with existing privacy-protective practices, and to track and minimize how much US 
person information XKEYSCO RE processes. NSA did not formally adopt any oft hese 
recommendations, and the Board reiterates some of them below. 

'-' (U) According to NSA, SIGINT comprises communications intelligence, electronic intelligence, and 
foreign instrumentation signals intelligence, either individually or in combination, Communications 
intelligence ("COMINT") is defined as "technical and intelligence information derived from foreign 
communications by other than the intended recipients" and "the collection and processing of foreign 
communications passed by radio, wire, or other electromagnetic means." See NSCI D 6 § 4(b). See also 
NSA/CSS Policy 1-23. 

3 
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ETB//SI//R.EL·'TS-USA, FVEY) As ,J;\"Jr,, i. 
described in more detail below, SJG:v V:.I !: 
XKEYSCORE is a processing and , T~..,.~ !. ~ . ' • • ~ •I . 
discovery system used with NSA's (~ 1) f l.n l~T i!'. i,llclliAAi'l'C dctivcd from cl~cl1!!,nl.c 

SJg\li::fls amJ • ~)•stem'-• such : us commumcal,j/o>n,1, 
collection architecture. XKEYSCORE is. •• ••n~lwurks. hv.lt1rs, mt~•weapon:t ~yslems. It incl.de~ 
a tool r • j> ccmnn,1i1i~al ions .r~<!LW{,'CI\ l'lQJi1lc and clcch~~iiic: 

----------=;,---•- sii,i,ils.l1wl are.rtot c.lin--clly use,d•in communkalMffls, • 
[ ] and . ~ucll tis uutomatc;C, muchinc•lo~nilChinc data flo~ ~~ • 

not a discrete intelligence "program."•• • • : : ~ • ••• 
XKEYSCORE's ca abilities are div se ·and· owerfltl: out, at a high ~el, XKEYSGORE

0

• 

i 
. . . . ... 

..._ __________ __.traffic acquir~d pursuant to E.~ 12333,7 I~: the 
counterterrorism context, N~A uses XKEYSCORE for identifyitig :new terror$1-
related targets and select!?f·'s, methods qf cc_>ti1munications use<J,: by terrorist~ D 

[ J . . -: . . . 
- - • • e • • ■ Ill _________ ......_ ___ ._ . . ... . . . . . 

(SrlSf+fiH~t:'fO·UfM, ~~ XKEYSCORE's technical capabili{ies:are broad~ NSA 
uses these capabilities in a number of different ways, for both c~unterterrori;m 
activities and other foreign intellikenci objectives, such as gathe1~g foreign m~ita;_y 
and political information and i~ntify'ing the activities of foreign i~felligence ser~ice~.8 

Given the diversity of XKEYSCOIIB's capabilities, the Board focused on aspects that 
are uniquely powerful anf mosfdirectly im licate USP privaci;:and: civil liberti~. 
These as ects included A's hoices about • 

and ho"": NS?\ -----------------------------an a ysts access an, in _ex that ata. Accor ing y, t is . report does n(1t 
comprehensively examine.all aspects ofXKEYSCORE's capabilitiss.9 . 

. 
U:~~•~8Jlt?~) NSA refers to this as,~11-~-------------•_.J 
[ ____ J typicall)'OY way of signals intelligence coHection. 

8 ~tittisc ~Q■~-~ The Board has focused on the use of XKEYSCORE for counterte;·rorisn; 
purposes. However, XKEYSCORE is used in the same way, or similar ways, for other :£oreig1~ 
intelligence activ;ties. Thus, the Board believes this repmt is applicable to a range of NSA a.-:tivities­
utilizing XKEYStORE-not just those aspects relating to countertenorism. : : 

9 abilities in XKEYSCORE allow for 

-.--.i.-utthese capabilities were not part of the Board's examination because they do not raise novel 
pnvacy and civil liberties questions in the same way tltat XKEYSCORE's search-and-discovery 
capabilities do. For more on how the Board focused its examination, see the criteria outlined in the 
Board's announcement of its E.O. 12333 investigations. "PCLOB Examination of E.O. 12333 Activities 
in 2015," availal>le at https://½'Ww.pclob.gov /library /20150408-EO12333_ Project_ Description.pdf. 

4 
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t~~t:-'f&~~ This report examines these aspe(;'tS of XKEYSGORE in 
light of the privacy and civil liberties implications they raise.for USPs. The Board 
believes this report will advance the understanding for,· appropriately : cleared 
individuals of XKEYSCORE's critical capabilities and their impact on privacy and civil 
liberties. In addition, the Board offers recommendations:for how NSA arid other 
entities can responsibly balance mission needs against u.s.:persons' privacy ind civil 
liberties as XKEYSCORE and the broader technological etwironment evolve.: . . 

C. (U) Methodology 

(U//~Q~ lbe Board's initial oversight was in(~rmed by briefings a(1d other 
discussions between NSA and Board Members and· staff between May ~015 and • 
November 2016. lbe Board reviewed guidance .and training provided: to NSA • 
personnel, oversight and compliance mechanism:{, and the relationship :between • 
XKEYSCORE and NSA's E.O. 12333 implementing procedures. lbe Board also • 
received relevant documents from NSA, including policies, training materials, • 
manuals, and handbooks. After the Board regaiiied a quorum, the Board reengaged • 
with NSA and received additional briefings, demonstrations, and information. lbe : 
Board worked with NSA to reconfirm the validity of facts and briefings 'that were : 
provided in the 2015 timeframe. . • • • 

·f ...... --,-'3-s--.- ,---,,-~-= .. J>ffluc,, Section II starts by descri\J~ng technical concepts relat~d to thei 

hen l!ives an overview of XKEYSCORE. lbese technical concepts: 

Section III starts with collection --------------- ---that determines what data goes into XKEYSCORE. lben it provides a deeper look at 
XKEYSCORE as a processing and discovery system. Section IV describes NSA's 
explanations of its authorities and legal limitations. Section V makes 
recommendations to NSA. 

5 
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II. (U) Overview: Jhe ·lnte~~~tD. 
r r 

A. (U) The Internet 

(U) When browsing the internet-say, going to Google to look up a fact or Netflix 
to watch a show-many take for granted that they can type in www.google.com or 
www .netflix.com, the page will appear, and soon thereafter the facts or showtheywere 
intending to browse will also appear. This sequence of events happens so quickly that 
one may assume that the processes underlying it are straightforward. They are not. 

(U) When a user enters the name of a website (i.e., the URL) into a browser, the 
computer does not initially know how to contact that website. Indeed, it does not 
know what "Wikipedia" or "Netflix" or "Google" is, never mind how to connect to it. 
To view a website, the address, like www.google.com, is first translated into a numeric 
internet protocol ("IP") address-a series of decimal or hexadecimal numbers that 
corresponds to the server providing the webpage. '° Information the user is sending, 
such as a request for a website, is then sent in "packets," which are pieces of digital 
communications (web page requests, emails, internet-based telephony, etc.) that 
contain both the user's JP address as well as the JP address of the remote machine with 
which they are communicating. 

w (U) These IP addresses are obtained through the "domain name system" ("DNS"). ,JAMES f'. KUROSE 
& K1m'H w. Ross, COMPUT&RNE'IWORKINCJ: A ToP-DO\VN APPROACH§ 2-4 (7th ed. 2017). 1l1e network 
graphic on page 8 is also from this textbook. 

6 
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(U) 

File Packets Packets Received File 

AB ~ 

_c_n_~ 
Internet A B 

C D 

C PACKETS ) 
(U) When files .ire lr,msmilkd .icmiiii lhe intemel. they ,ll'e hrokcn inlo chunks, c.illcd 
p,1ckcls, which .ire individu.illy routed lo lhc fin.ii deslin.i tion .ind reassembled when lhcy 11,cl 

lhere. 

(U) 

(U) Similarly, even when the user's computer knows the IP address to which the 
packets should go, it generally does not know how to get the packets there. Instead, 
the packets are sent to a piece of hardware-a router-which contains more 
information on where to direct packets based on their destination IP. Often, there is 
another router. Thus, a commercial router may not direct an office's internal packets 
to their destination, but rather direct traffic to and from the broader internet to a 
router belonging to an internet service provider (ISP). In tum, that router will check 
to see if it knows where to route the packets and will continue the process. For 
example, the ISP may not be able to fully route the packets because it is not connected 
to the final destination; the ISP instead will direct them to another router it believes 
is closer to the destination and will know how to route the packets- say tliat of a 
different ISP. That ISP, in turn, may know that the IP address belongs to a commercial 
enterprise it services, and direct the packets to that router. That router will know the 
specific device to communicate with, and deliver the packets to their final destination. 
This process would be repeated in the reverse direction as packets are sent back. 

7 
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(U) The path that packets take to travel between d~tinations need not be tightly 
correlated to the locations of the participants. In an attempt to communicate online 
with a person in the same city, it is possible the packets would travel hundreds or 
thousands of miles away before returning. It generally makes sense to limit needless 
data movement, but the router that knows how to find a neighbor may not be in that 
neighborhood, or even in that city. Moreover, routing decisions are based, in part, on 
the agreements companies make with each other and the cost of moving that data. 
Thus, even if there is a fairly direct connection between two systems, an ISP may 
determine it is more cost effective to use a different router in a different location to 
direct the data. 

(U) Movement along th~e routes generally occurs through physical cables. This 
is true for most of a packet's travel, even if a user is connected to the internet via a 
wirel~s or a cellular connection. This is because in most cas~, as noted above, when 
a smartphone or laptop user is browsing the internet, their device is not connected 
directly to the server hosting that internet content. Rather, the user's device is first 
connected, via wireless internet or a cellular connection, to a piece of hardware located 
nearby, often a home or busin~s router. However, a physical cable often connects 
that router to a broader network, such as one owned by an [SP. Th~e are, in turn, 
generally connected to other networks via physical cabl~. Thus, the communications 
between two people on laptops, both connected wirelessly to the internet, are 
extremely likely to pass through a seri~ of physical cables. 

yffll'~~'ftf'Mttffflffl~ 
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(U) The paths taken by packets sent from address A to address B may vary over 
time, even from minute to minute, and the path taken from A to B may not be the exact 
reverse of the path from B to A.Network routes can and do change in real time to route 
around network failures or traffic congestion. 

(U) Today, the world is crisscrossed with those cables, which are responsible for 
carrying the vast majority of digital communications. This includes undersea cables, 
often operated by private companies that engage in agreements with peers and service 
providers for the transmission of communications worldwide. 11 It also includes cables 
running to homes, schools, and businesses. The physical cables around the world thus 
move huge volumes of data: data destined to or from people who may live or work by 
one of those cable's terminal points and, potentially, data to or from people in other 
parts of the world, who have their data routed through the cable as one of many steps 
on a longer path. 

(U) 

SUBMARINE CABLES IN ASIA 

(U) 

(U) As the need to pass this digital information has increased, so too has the 
bandwidth (a measure of the capacity of data transfer) of these cables. Modern cables 

11 (U) See, e.g., Unde!'sea Cables Tl'ansp01t 99 Percent of International Data, Newsweek (Apl', 2, 2015), 
availuhle at www ~wsw~ek cowfoudernea-cab)e§:transpmt-99-percent-jnternatjonal­
communications--3190z2. 

10 
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(b) ( l) 

now use fiber optics to transmit digital information. To maximize the amount of data 
that can be transferred, a cable may bundle together multiple fibers. Each of those 
fibers is actually capable of carrying multiple communications simultaneously as 
distinct wavelengths, each referred to as a "communications link."12 

(U) This means the cables carrying web browsing, Netflix shows, email 
communications, or voice traffic are neither directly between a user and, say, N etflix, 
nor are they exclusively the user's. Someone's packets may be passing through cables 
hundreds of miles away alongside the emails or Netflix queue of a stranger they have 
never met. This process is largely invisible, almost instantaneous, and, for most 
internet users, completely unnecessary to understand. 

B. (U) NSA Activities 

~~t!!!,lt-._Pffl"l_. 1 E • tu enable NSA's 
,. intelligence-gathering mission. That mission is guided by intelligence requirements .. 
.. set by policymakers to inform U,:3 government objectives, including counterterrorism . .. .. . . (+~,'81,f,'~T8-HSA;-~ I .. .. . . .. 

.& . .. . . I NSA conducts .. . . 
:. target development and dis'covecy. These activities could include I 
~ - . .. . . 

• • . . • 
• • . . . . 
• • . 
• • . • . . 
• • • . . , . . • . • . , . . . . . . . • . . . 
• 

. . • 
• • . . 

• • . . . . • . . 
• . . 

• . • . . 
' • . . 
' • . • . . 

11 
(bl (3) -18 USC 798 
(bl (3l -so use 3024 (i) 
(b) (3) -P. L. 86-36 
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III. (U) XKEYSCORE in Depth • ! 
: 'f . ., 

A. (et/KEl.::f6:HS-A:;:PVEY) Determining What Data~ ., 
Goes into XKEYSCORE :~ 

• •i 
• I ""J 

(~S,'fSl,'fll~=l=e·~FVEY) The activities we have reviewed involve the use nil' ' ., XKEYSCORE as a data analysis tool rather than a data colle€tion system. Therefor~J . ' ., 
before NSA uses XKEYSCORE1 it must decide what data to collect and send to 

1

, ::! 
XKEYSCORE[ _ ::: 

I . ~:~ . •' .-. . 
. • . . . . .. . . . . 

' . . ' 
•◄ . ' . . ~ . ' . ' 

. 

-----Brie 

IK (U //~ PCLOB Notes from May 27, 2015 and .July 23, 2015 NSA Briefings (with accuracy edits 
from NSA). 

' ~-SE€R:E'ftfSI//N8F8RH· 
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. . 

. . 
•' . . . . 

( b) ( 1) 
(b) (3)-18 use 798 
(b) (3)-50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

-. 

' 
' 

.. .. .. . . .. 

+ ..... -...._m •• J- 1-------""II 
10 W7'✓SQW~ ])IS A! I Brief for PCLOB (Follow-up), Slide 5 (June 10, 2015). 
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: \;t: . . . . . . . . . .. . . • . . . -· . . . . . ~-. . . . . . . . . 
{'rS/iSf(t~L 'f&US.A, ~) I '=' . . jl . . . . 

• . -r~ 
• . 

• . . . . 
. . . • _- pSA tnes to to~u ►., . 

its collection on I . ]that will pro"ide the greatest amount-of.: . . . . 
foreign intelligence on t~e·most pressing intelligence pri~rities.22 

. 
. 

• (S//Sl,'/litliI..l=Q Y~ti, F\~Y) 

. 
• 

______ HowNSA prioritizes foreign intelligence, cpid de facto deprioritizes USP ,tn~ 
valueless data, evolves continually. But the goal rs always to target and increase,:its-_; 

w (U/f,¥/d~Q~ NSA Briefing on XKEYSCORE (Feb. 7, 2oj9). 

22 NSA Brief for PCLOB Slide 1 
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collection of foreign intelligence and decrease its ,Calllat!li:. l'D:.JJJ
0 

t..:.-i':.s
0

n°p.eJtllll!llLS:.:..'1.a.!a.~lll 
2015, when the Board be:•n i~ XIQl'i!SCOkii' ,;..ew, NSA used 
r _ r to exclude superfluous data.2 4 As~o:T""!~~~~en=-"ff.'ilf::"" 
hoara requestea upaate idtormation, [ ] 1J.L\ 
become less common. Now, NSA uses improved [ fo priori(il~ 
retention of foreign intelligence traffic and delete unknown and superfluous traffic,!5' 
For example, I . , . ~ . ' I 

' I . • I . ' • . .. . I 

. ¼ • . 'I, 

'I, 
'I, 
II 
'I, 
'I, 

' 'I, •. 
Ill 
~ .. 
" I►• 

" ... 
'I, 
Ii, .. 
II, .. 
" ... .. ... 
... 
I\ ... ... 

. f\ 
2:1 ~'fa8:.:f0-tJS'A; l'\,,1!T) The Board understands "superfluous" data to mean valueless.(USP 01"-

non-foreign intelligence) traffic. : ~ .. 

response to notes 
Answers to 2019 Tranche One PCL.0B Questions (July 9, 2019). 

25 
f.rt. , U"'I T , I T"'IIT".IW rf'lr\. T T C't A 'r"l' T T""··~) I 
\:' - - - · - ·JO - - -
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:l4 (U/ /~) NSA briefing on XKEYSCORE and Processing (July 23, 201s; follow-up briefing on Aug.::_ 
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35 (,SH61ffR!El:...:P8 ~A.-Wtw) NSA response to notes from XKEYSCORE and snrvey and access:;:: 
briefings; see also NSA Legal Analysis of XKEYSCORE at n. 9 d • •· --- ---------- ,• .. I - ·: 
:io ~ See NSA Legal Analysis ofXKEYSCORE, pp.9-101 I· 

37 (U/ ,U.~) Call with NSA re: Initial Answers to 2019 Tranche One PCLOB Questions (July 9, 2019). 
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fflt,'ffi'Mtfflt:"ffi•~~j Imagine you are researching the Constitutional Convent ion, so 
you go to the libra1-y to find books about .James Madison's role. You know that there are many 
books about the Constitution and about ,lames Madison; you only want books that concern both. 

At the libra1-y, you consult the card catalog. It has one cardforeve1-y book in the library. Each can:I 
lists certain attributes of its corresponding book: the date, the author, the publisher, its subjects. 
To find the books you want in this libra1-y, you search for cards that list both .James Madison and 
the Constitution as subjects. When you find cards that fit those criteria, you read the corresponding 
books. 

-
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54 (U/ /~) NSA response to PCLOB draft, October 2020. 
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55 (U//~) The decision to nm queries in XKEYSCORE is a human one. While an anal st may ser• 
u ueries to 111n multi le times, analysts decide what to look for, 

5b (U / f~ NSA response to notes from XKEYSCORE and survey and access b1iefings. 

57 (U //~ NSA response to notes from XKEYSCORE and survey and access briefings, 

511 (U//~) NSA response to notes from XKEYSCORE and survey and access briefings. 
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C. (U) Operational Value 

~lrfllB,-~~~) NSA analysts queiy XKE-YSCORE primarily for 
target discovery and development. I 

~~HSlitNP) NSA provided the Board with two historical examples that illustrate 
how XKEYSCORE has been used to advance the agency's counterterrorism mission. 6 7 

I (b) (3) -P.L. 86-36 l 
' 

. . 
r.,. u 

. . . . .. 

.. ~-5 ~(U;.!/.:.,1'f;;.;Q;;.;l!J;;.;lQ;,;);...--ir------------------------l 

~6 (U //lilJ,J,JQ) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019). 

61 (U / ~) NSA staff briefing to the Board on XKEYSCORE and Processing (,July 23, 2015). 
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D. (U) Compliance Measures 

1. (U) Auditing . 

(b) (1) 
(b)(3)-18 USC 79-8 
(b) (3)-so use 3024 (i) 
(b) (3) -r.L. 86-36 

~®;N~- +Go~~) NSA anal~sts' use of XIIBYSCORE is subject to an 
extensive audit process. Notably, just as[ 6s not part of XKEYSCORE, 
NSA's auditing capabilities are not part of XKEYSCORE. However, given how 
embedded the auditing process is within XKEYSCORE, it is difficult to understand one 
without the other. [ 

(b) ( 3 ) -P~L -

(f3,','Sfft~• 'FO ~, Nf3¥) Analysts must justify. every· query run in­
XKEYSCORE. The queries, along with t~qse J0sti'fi'cat1ou°s, then go through NSA's·, 
auditing process, with NSt). policy~qu"'iri{ig that all queries be audited withinl 1 
( I The core of this process are NSA employees who function as 
auditors. An auditor must be a US civilian or military NSA employee who (a) has 
completed all required compliance training and has the required access, (b) is working 
in the relevant SIGINTmission, and (c) is familiar with the targets and types of queries 
executed within the SIGU~T mission by NSA personnel. To increase the efficacy of the 
reviews, auditors are required to understand the complexities of the queries that they 
review.68 

~~'H~+~~A;-~ To implement this auditing requirement, NSA relies 
on a tool called LEGALEAGLE. LEGALEAGLE allows auditors to see the queries run 
in their mission area, look at queries by specific users, or flag queries for additional 
review.69 The auditors are reviewing the queries themselves for intent and 
compliance; they do not see the results of those queries.7° 

<>B (U) Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions 
(Aug. 26, 2016). 

6 ~ ( Li/ /i-8~~ NSA Briefings and Demonstrations for the Board re: XKEYS CORE (Apr. 5, 2019 ). 

7° (U//~) Notes from .July 23, 2015 NSA Briefing on XKEYSCORE and Processing, with August 4 
Follow-up Briefing at p. 28. 

-Tffll·S~Ttf.'r:ttrifOFORN. 
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(SH~~l!ils T9-~s.'\i-iilfi~ Not all ~KEYSCORE querieB carry the same• 
• • 

compliance and privacy risks. For this reasod, NSA has created systems to estimate 1 

the risk carried by each query. For example~ 

I When auditors review ~eries, they are able 
._t_o_ac_c_e_ss-k-ey_c_om_p_o_n_e_n_ts-of_X_KEY __ S_C_QB E I J directly from their 

auditing platform. 
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2. (U) Training and Access Limitations 

(U / /P0t:f0) NSA has oversight and compliance measures at nearly every stage of 
XKEYSCORE activity, from training to initial access to queries to an analyst's decision 
to disseminate a report. These measures are a combination of human review and 
automated systems designed to enforce compliance. NSA develops increasingly 
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complex technolofi_e.s •l'o • enhance oversight ~gr1Jl compliance measures, such as : 
._[ _______ lo label queries as high- or 1!1'W~isk.71 

•" 'I 

(U//':FOU~) With respect to training, NBA ~uires that all person~el with the: 
ability to review raw SIGINT data must c;mpl~ie online training and ~ompetency : 
testing prior to accessing data in XKEYSCQ.RE. 72: i1an datory training courses address : 
topics such as USSID-18 provisions, the,t1efiniticin of USP information, jntelligence • 

• I I 

oversight, SIGINT authorities, and legal:tequir~,ents for SIGll~T activities,n Some : 
of these mandatory trainings are require a for all 'N6A personnel, such as tlie NSA/CS S : 

• I 

Intelligence Oversight Training; others;.such as ~e NSA Raw Traf ficDatab:aseAuditor : 
I. I 

Training, are limited to specific groupe.74 • 1 • • 
.. • ~ 1 
■ ■ I ' 

fSf/Slf/lUU,49-HSA:;-~) :there are :a~o optional, XKEYSCORE-specific: 
trainings.?:> While these trainingi." are not me.~atory, NSA reports th~t they are : 
completed by almost all new usei-s of XKEYoOORE.76 The trainings provide an : 

• ■ ■ ' I 

overview of how XKEYSCORE ~rks and ho": analysts can use it.77 The: also cover ; 
more advanced analytic appliCc\,ttons, includine: q } Trainings : 
also reference compliance reqMrements. 78 For ete.ample, a training course instructs • 
analysts to destroy USP comnidnications as s~on~s feasible, and[ [ 

• • 'II 
I ,, 

I 'I, 

• • 'II . . .. 
1 1 (U/ /Pet;e,) NSA Briefings and Demonstrations for the m>ard re: XKEYSCORE (Apr. s, 2019 ). 

:. . . ,. 
n (U)The mandatorytraining,

0

a.-e not specific to XKE~SC~RE. 
• ii • ' 

n (U//~)Trainings incli11!e: OVSC 1000 NSA/CSS I~telligence Oversight Training; OVSC 1100 
Overview of Signals Intelligence (SIGINT) Authorities; OVSC 1800 USSID SP0018 Training for 
Analytic Personnel; OVSC,2~01 SID Intelligence O~rsi~t Officer Training; OVSC 3101 NSA Raw 
Traffic Database Auditor 'f"raining; PRIV1001 Anmlf\l Pl\,vacy Awareness Training; and PRIVtoo2 
Privacy Training for Manigers/Supervisors. • -. .. 
74 (U) Notes from .July i,.;015 NSA Briefing on XKEYSC~ and Processing and August4 Follow-up 
Briefing, at p. 17. • • ' ~ . . 

l---"f''---------!---... -------------

..

.. 75:(U:/:/:¥:Q:lJ:0:) :::-.--· 1 :: i _.-.----------.--------------. , 
76 (U) Phone call between NSA staff and PCLOB staff regal'ding NSA Deep Dive Follow-up Questions 
( • • I Aug. 26, 2016 ). , • , 

11 (U//Ji~ [ .' [ 1 

[ 
: 

I 
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(U/ f:FOHO) NSA's training takes various forms. Certain traditional NSA training, 
such as those concerning NSA authorities under E.0. 12333, must be completed 
annually. NSA's required annual training is often text or video followed by a test that 
must be completed with a certain score. However, other NSA training is less 
traditional. For example, NSA has built a "gamification" system into XKEYSC0RE's 
interface. Users gain "points" and "levels" by learning how to use progressively more 
advanced features of XKEYSC0RE's analytic interface. 

(U / ffe-H9-) If an analyst has not completed the mandatory trainings, he or she will 
not receive the credential needed to access XKEYSC0RE data-though completion of 
training is insufficient to gain access. An NS A system called [ Fnforces 
training and other access limitations. Prior to accessing XKEYSC0RE, NSA personnel 
must have completed mandatory training and be assigned to a mission in the 

[ lsystem. That is, the NSA analyst would need to have a j~ (which 
would have one or· more :'missions") that required access to XKEYSCORE data. 
Moreover, each authorized m iisio•n·mKsthp.ve at least two auditors assigned to it. Any 
time a user attempts to accessXKEYSCORE:[ • • • • . ..,_~onfirms there ~re still at 
least two valid auditors.80 • • r l 

(b) (3)-P.L. 86-36 _ 

.,a; 
----.(_A_C_C-ES_S_IN_G_X_KE_ Y_S~-}1-~-.. ~J-~ - -•. --
~ 1,,J-:Q~s~ If an analyst works in the Operations. ~y·el!\6rate' and her duries require access to raw : 
SIGINT data via XKEYSCORE, she must meet.ce~ah'l req~1rre ments to gain iccess-it'sJ1ot enough to : 
be an NSA employee. One of these requir(fn1a11fs is an.a'.1thorized mission: a focus area approved by • 
the Director of the NSA via the O~erAti911~ birecto •. • For example, an authorized mission could be : 

-----------r---'lf"""I>' • .--I • • • NSA r~(!()rds autho1i zed missions~nL lwithin • 
l. J,n• addition tQ.descr ibing the mission (here, _______ ,.,, : 

.... ----------:¥·1also lists thi people who will petform ce1iain roles oversight, access • 
sponsor, m1ssm11 owner J, provides the e1ll:;tlements the mission requires (legal authorities, clearances, : 
tools, data sources, etc,), and lists tbe ~nembers of the mission (the people who pe1fo11n the jobs to : 
accomplish the mission). • 

_,?_(u....,.)f, _ __, ________________ J 
i 
so (U//~) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019). For 
additional information on auditing, see Part III (D). 

J;OP ~liQRiiT/;'81,'/l'i0F0IUi 
37 



Doc ID: 6833923 Doc Ref ID: A6724633 

-'fffll•~RE'lo/iSI/fNOFeRN- (b) (1) 

(bl (3)-18 use 7 98 

3. (U) Limitations on Data Use 
(bl (3)-50 use 3024 (i l 
(b) (3)-P,L. 86-36 

ES//Rr.l::, TO ~;-FYE¥) Part of what makes XKEY~<;ORE·~ai6~ble is NSA's 
ability to parse and use the data. As explained at grt:'.ater lengtti above, NSA does 
extensive recessing to enable users tp.act~ss 

0

i~formation. tltey are looking for and 
that could reveal tiJ.rgets or activities of foreign 

.....,'!""""'111.,... ....... -...-:----:-___ p_o_w_e_r_c_o.&.mes with limitations though, primarily derived 

from the classified annex to Department of R1d1e;1se Procedures Under Executive 
Order 12333 and United States Signals Intt;Uigence Directive 18 "Legal Compliance 
and U.S. Persons Minimization Procedures" ("USSID-18"). NSA has explained that 
one of the most significant protection~ is that users are, eenerallv speaking, unable to . 
query on US persons. 'fl\ere are 
exceptions to this rule81-for •example if 
someone consents or NSA ·has obtained 

• 
approval from the .Attorney General.82 

But NSA has explained that the volume 
of J ISP querit!s

0 

is exceedingly low-less 
thanl--Jin September 2019. 

ES/;'R:rih 'Fe S'SiAr;=~ Moreover, 
in running queries, analysts are required 
to provide a written justification of the 
intended foreign intelligence purpose for 
the query.83 As discussed above, all of 
these justifications, as well as the 
underlying query terms, are audited.B4 
These audits confirm that queries were 
properly tailored as well as consistent 

81 (U //~)US SID SP0018, § 4.1(d). 

WHEN ARE USP 
QUERIES DONE? 

• (U) Consent: NSA can conduct USP 
queries when it has consent, generally 
from their own employees or those of 
other government agencies who may be 
going into harm's way. NSA also uses 
consent as the basis to quety for USP 
hostages, hoping they may find 
infonnation leading to their rescue. 

• (U) Proliahle Cause: NSA can conduct 
USP quel'ies when it has obtained a 
prnbable cause order allowing electronic 
smveillance of a USP (typically an order 
from the FISA court). 

• (U) Attor11ey General Ap[)roval: NSA can 
conduct USP queries when it has obtained 
Attorney General apprnval, which it 
sometimes does in addition to getting a 
probable cause Ol'der. 

s2 (U / /~) NSA response to notes from XKEYSCORE and survey and access briefings. The ability 
for the Attomey General to appmve these queries ultimately derives from E.O. 12333 §2.5. However, 
the Board understands that, since the passage of the FISA Amendments Act in 2008, NSA has obtained 
authorizations from the FISA comt or pe1tinent emergency pl'Ovisions within that statute. Thus, the 
Board is not aware of any subsequent instances where NSA has relied solely on the authorities in E.O. 
12333 § 2.5. 

83 (U//F8t;8~ NSA 1·esponse to notes from XKEYSCORE and survey and access briefings. See 
"Oversight and Compliance," Part III (D), for a discussion of the auditing pmcess. 

84 (U) For more information on the appmva\ and auditing process, see PaI"t II I (D). 
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with legal and policy limitations. For example, XKEYSCORE queli°ts must be ba~ed 
on a foreign intelligence information need and must .mat<~ ·;ru~~.pts to limit VS 
collection from the results.85 • • • • • • • • • • =• : . . .. ~ . "' 

(S//H:L·'fO-t,S*, J:O¥B.Y) NSA als<;l.po"inis ~a ba~~--e~d ntivaiY ~rotections th~t 
limit retention and dissemination Grin.formation obtained tlirougfi XKEYSCORE. In 
order for an NSA analyst to use i~formation °found"i~ XKEYSCOKE, t~e analyst must 

I . • • • f:a hu111an choi.ee that: do~ not happe~ 
automatically. WUen makine: such a determination, NSA analvits ortivide a foreign• 
jntelljgen.ceju~tification • • 'I, 

[ f86 Moreover, when information• ----------tthe At{orney General 
Guidelines and NSA policies govern.its handling. ~~rtinent here is Secfjon 309 of the 
Intelligence Authorization Act of QotS and USSII]-18 § 6, governing tlie retention of 
communications to, from, or aoout US persons .. J{.KEYSCOR&-obtainea information 

( J must still compo;t with the acce~·s restrictions as well as 
limits on retention found in that section.87 : • : 

C'577'ST7m'l!~6" US*;- Pf'½,:y::) Undp; USSID-18, [.' I 
[ l that data can be stored for five years, 
although in practice it may be shorter due to storage space,)imitations. This data is 
tagged and regularly, automatically checked to ensure that it is deleted from NSA 
repositories ifit is the subject of a compliance issue or retention limits. XKEYSCORE 
data can only be stored indefinitely when an analyst has e;aluated and minimized it, 
or when NSA reporting relies on the data. • 

(ft,,'~oT0~, FVEW) When USP information is used in an intelligence report, 
there are further restrictions. Pursuant to NSA's minimization procedures, NSA may 
not disseminate non-publicly available information of :or concerning a US person . 

I (b) (3) - P.L. 86- 361 

----------- \ •.• :. • : a II • 

: • • It •••• 
. . ··-----to limit collection associated with ss U ~) NSA lie 

_ _ here. NSA anavsts were recjuired to provide a foreign int~llig:nce 
JUStificabon 1because a legacy system reqmred 1t to 
function, not oecause ot a 1ega1 or policy reqmrement. wTille analysts pl'Ovide a foreign intelligence 
justification, it is not checked by auditors and is only done for the benefit of the analyst. NSA Briefing 
on XKEYSCORE (Feb. 7, 2019 and July 23, 2020). 

87 (U/~) NSAAnswe1·s to 2019Tranche One PCLOB Questions (,July 12, 2019). 

~ 6ECRBF/18if,'N0F0~i· 
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absent that person's consent, unless a determination is made that such information is 
necessary to understand or access foreign intelligence. Even then, as a matter of policy, 
NSA generally does not include the 
names of US persons in their 
intelligence reports. Instead, they 
"mask" the names, using a generic 
term such as "US person 1.''BR This 
is because often only a subset of the 
recipients of the intelligence report 
need to know the USP information 
to perform their duties. NSA also 
provides its analysts with 
comprehensive guidance on how to 
properly reference masked US 
person identities in reporting. This 
guidance emphasizes the need to 
avoid contextual identification, 
which occurs if the identity of a US 
person is masked, but there are 

Masking and unmasking 

(U) Generally speaking, pursuant to NSA's 
minimization procedures, a US person identity 
may be disseminated only if it is necessary to 
understand or assess the foreign intelligence. 
Even then, NSA will ··mask" the identity in the 
repo,t by replacing a name or other unique 
identifier with text like ~us Person 1." 

(U) If an identity has been masked, but an 
authorized recipient of the report feels that they 
need the information to ('arry Ollt their duties, 
they can request NSA to unmask the identity. If 
that request is approved by the NSA director or 
a designee, the other entity would be provided 
with the unmasked US person identity. 

enough other pertinent details that a recipient can identify the US person anyway. 

E8;,'R81:i ~~;~ If another agency then wants to know the identity of the 
US person, that requires written documentation and approval. Among other things, 
NSA requires "a fact-based justification" of why each individual who will receive the 
US person identity needs it to carry out their duties.89 This request for "unmasking" 
can only be approved by the NSA Director or a designee.':1° 

Es,','il,'/IUf.1::.-+9-~,-~ In limited circumstances, NSA analysts may 
proactively identify a US person by name, title, or context in a report. For instance, 
NSA policy permits identifying certain senior US officials by title in a report 
Additionally, there may be a "blanket dissemination authority" for a US person 

88 (U) See qe11erartv, NSA Policy 2-4, Hamlli11g ofRec11wi.tsfer Release of US Identities, May 10, 2019. 

H9 (U) NA110NAI. SECURITY AGENCY, HANDIJNG OF REQ\Jr.STS FOR REI.EASE OF U.S. IDENTITIFn"' NSA/CSS 
Policy ~4 (May 10, 2019), NSA policy allows for oral requests in exigent circumstances. However, the 
requesting entity must provide tl1eir basis using the traditional prncess within five days of the identity 
being disclosed. 

9o (U) NA'flONALSECl!RllY AGENCY, HANDLING Or RECJUESTS FOR RELEI\HEOF U.S. IDENTITIES, NSA/CSS 
Policy 2-4 (May 10, 2019). 
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identity where the appropriate officials have determined that th~identity is necessary . . 
to understand or assess the foreign intelligence on a recutrin~ basis, and that all 
recipients of the reporting will require that information to peif orm their official duties. 
This may be·the case, for example, if [ • (happens to be a US 
person as well (and therefore the subject of a Section ;Jo4 order issued by the FISA 

rt . An unmaskin of USP information is strictl <:ontrolled however, and NSA's 

.............................. -............ -----------........ ~;.;;;.;. 
reviews each instance . 

4 . (U) Oversight 

( U / / POUQ~ As a general rule, these compljance an d:Oversigh t measures, including • 
training requirements, handling of data, and auditing, fall to NSA's Compliance • 
Group. The Compliance Group is responsible for routine oversight and compliance 
matters and supporting NSA's Intelligeq~~ Oversight Officer in implementing SIG INT • 
compliance programs. 91 The Comp1iance Group aiso engages in higher-level 
oversight, such as "super audits"92 where they audit th~ auditors, and "compliance • 

. ' 
am~fio2tion ','3 

-l-'iii...,-"""Ht ..... •Wlhl I IZfil•r • • 

(iff,'P6tf6") The Compliancl! Group conducts site assistance visits, where they· 
examine the compliance measures in place. 94 They assess procedures against existing • . . 
standards, confirm that silfeguards are operating as intended, and recommend: 
improvements. 95 When doin2 suoer audits, the Comoliance Grouo review auerv terms: 
run in XKEYSCORE. I •' : I 

I I super audits do not look at the results of an XKEYSCORE 
query-only the quecy itself. Finally, compliance verificatio~ includes testing of purge 
procedures. 96 

(U /~~~The Compliance Group is not the only entity ensuring compliance with 
law and policy. Depending on the issue, the Office of General~ounsel or the Inspector . . 

(JI (U) USSID-19 § 4.7. 

[_(_b_) -( 3-)---P-. L-.-8 6---3-6_..] 

92 (U) Super auditing is the independent review of activities conducted against raw SIG INT systems, 
tools, or databases. USSID-19 § 5. 

g J (U) USSID-19 § 4,7. 

94 (U) USSID-19 § 4.7. 

% (U) USSID-19 § 4.7. 

g<, (U) USSID-19 § 4.7. 
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General may also get involved. NSAhas explained that "[o]n occasiop~ a·~cisions about 
particular collections will require a risk assessment and/ot" • addi~onal specific: 
feedback relating legal and policy considerations. "9' In su~b.ir1stanc~:~, the Office o~ 
General Counsel, as well as the Civil Liberties Privacy anti Transpar~ncy Office and• . . 
the Risk Management Office, would be consulted. 9fl , • • • • 

,------, •--t~eiHB~ However, when asked, NSAdi1~ ~ot provide any e~mples from the: 

manyyears of XKEYSCORE's operation in which the Office of Gene~ Counsel or the: 
Civil Liberties, Privacy and Transpar~\';cy Office provided legai, policy, or risk: 
assessments on particular decision§, !'IBA declined to provide exa~ples where either: 
office consulted on the selectio~ • J Further, neither: 
office has ever provided .overarching guidance on the legal, privacy, or risk· 
considerations that ~gA technical personnel should use when [ ( 

1 1 

97 (U) NSA Answers to PCLOB Questions (Aug. 6, 2019). 

''K (U) NSAAnswers to PC LOB Questions (Aug. 6, 2019), 

42 



Doc ID: 6833923 Doc Ref ID: A6724633 

"feJP'~~~'f)'/~~t,pt)ffl• 

IV. (U) NSA's Analysis of XKEYSCORE 

A. (U) Background on E.O. 12333 

(U) The specific authority NSA cites for its XKEYSCORE activities is Executive 
Order 12333. Section 1.7(c) of that order sets out general duties and responsibilities 
of NSA, while Section 2 discusses how NSA should conduct its intelligence activities. 
Within the order, Sections 2.3 and 2.4 are the most pertinent to the protection of USPs 
in the course of the covered activities. Section 2.3 regards the collection, retention, 
and dissemination of USP information. Section 2.4 discusses collection techniques 
and requires agencies to have specialized procedures regarding their use of particular 
techniques. 99 

(U) The requirement for specialized procedures leads to the most detailed 
authorities for NSA activities: Attorney General-approved guidelines for engaging in 
specified intelligence activities. As a component within the Department of Defense 
(DoD), NSA is subject to the DoD's Attorney General-approved procedures, DoD 
Manual (DoDM) 5240.01. NSA is also governed by the classified annex to 
DoDM5240.1 as well as certain supplemental procedures that are not applicable to 
XKEYSCORE. These policies each implement E.O. 12333 at various levels of 
granularity. DoDM 5240.01 is the Attorney General-approved DoD procedure for the 
collection, retention, and dissemination of information concerning USPs as well as the 
use of various intelligence techniques. While NSA is bound by this, the classified 
annex to 5 240 .1-R contains the Attorney General-approved procedures specifically for 
the collection of SIGINT, and thus provides more detail on NSA-specific SIGINT 
activities. 

(U/ /POuo, In addition to the Attorney General-approved procedures, NSA has 
created internal policies and implementing documents. The foremost is United States 
Signals Intelligence Directive No. SP0018, "Legal Compliance and U.S. Persons 
Minimization Procedures'' ("USSID-18"). Naturally, implementing guidance such as 
USSID-18 is more specific than the Attorney General guidelines in defining 
permissible and impermissible activities. Thus1 for NSA, questions about the 
permissibility of SIG INT activities do not start with E.O 12333 but with USSID-18, the 
classified annex to 5240.1-R, and then DoDM 5240.01. These documents implement 

99 (U) E.O. 12333. 
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Sections 2.3 and 2-4 of E.O. 12333, but do so in a way that accounts ftir me spec1t1c 

f 
.mteW;J activities being undertaken.100 

- ~.,.ft!!!!' "!e" ~:"""fl"'~~ 

n:I:, N~A Explanation Regarding{ )and 
Selection 

(U/ fFe-HQ)NSAlocates itsauthorityto runXKEYSCOREin E.O. 12333's mandate 
that NSA "[c]ollect (includingthrough clandestine means), process, analyze, produce, 
and disseminate signals intelligence information and data for foreign intelligence and 
counterintelligence purposes." This authority, they explain, allows them not only to 
collect known foreign intelligence signals, but also to engage in "search and 
development" operations, where NSA looks for signals containing foreign intelligence, 
though they know that in the process they may collect information that is not itself 
foreign intelligence information. This is most clearly articulated in USSID-18, annex 
E, "Search and Development Operations." However, it is rooted in E.O. 12333 and the 
classified annex to Do D's Attorney General guidelines. 

EB/f~:L-=Fe-~-~) XKEYSCORE collects foreign intelligence as defined in 
E.O. 12333. There, foreign intelligence is defined as "information relating to the 
capabilities, intentions, or activities of foreign governments or elements thereof, 
foreign organizations, foreign persons, or international terrorists."rni The "activities 
of ... foreign persons" is broad-there is no requirement that the foreign person be a 
terrorist or spy, nor that the activity be illegal or undertaken on behalf of a foreign 
power. However, it is not unlimited. In addition to limitations on USP collection built 
into E.O. 12333, the classified annex explains that "it is the policy of the United States 
Signals Intelligence System to collect, retain, and disseminate only foreign 
communications and military tactical communications."102 Moreover, it limits the 
collection of USP communications by noting that such communications "may be 

LOO (U/lt-8ff8') On August 8, 2016, the Attorney General-approved DoDM 5240.01: Procedures 
Governing the Conduct of DoD Intelligence Activities and cancelled procedures 1-10 of DoD 5240.1-R: 
Procedtires Governing the Activities of DoD Intelligence Components that Affect United States Persons. 
For much of the time period covered by the Board's review, the earlier DoD procedures were in effect. 
The classified annex to DoD M 524 0.01-R remains in effect. After review, N SAd etermi ned that 5240.01 
did not impact the operation ofXKEVSCORE. NSAAnswersto PCT.OB Questions, Aug. 6, 2019. 

Loi (U) E.O. 12333 § 3.5(e). 

LD2 (U) DoD Regulation 5240.1-R Classified Annex§ 3, 
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intercepted intentionally" only in certain circumstances, such a~1th the conser;\t of 
the USP or pursuantto a court order.10:i • • • ~ . . .. 

(-ef7'iffit"f6 u~, ~':H"f:) The National Intelligen.re·Prioritres Framework (N1~F) 
contains foreign intelligence priorities that guide· the IC' s. 'collection and ana}~c 
activities.'04 This framework is then trans)af;d into requirements for the var,6;s 
elements of the intelligence comm!ln'ity. NSA's SJ'ecific SIGINT colle<!ti~p 
requirements come from the Natioqa,l'Signals Intelligen~e Committee, the group:the.t 

le for translatiill! theNiPF oriorities into signals intelligence "informati.ort . . . . 
ars based on an assessm.,cnt of what is most likely to olitai!l 

foreign intelligence information responsive to theJdentified information needs. : : : 
• ■ • . 

ffli/Ri!:L '8-~;rF¥EY) Within this effbrt to gather information basep. Qri 

legitimate information needs, NSA must also "inake[] every reasonable effort, through: 
surveys and technical means, to reduce to t:J,e maximum extent possible the nutnb~r: 
of [USP) incidental intercepts acquired in the conduct of its operations. "10s [ 

. 

103 (U) DoD Regulation 524u.~1-RClassified Annex§ 4(1). 

10• (U) Intelligence Com111tmity Directive (ICD) 204: National Intelligence Priorities Framework § D1' 
(Jan. 2, 2015). • • 

• . 
ior. (U) DoD Regulatio!15240.1-R Classified Annex§ 3, . . 
106 (U) Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions • 
(Aug. 26, 2016). • • : . 
•0 7 (U) NSA notea that the 2011 .Judge Bates opinion describes exceptions to this presumption. Phone • 

______ ..;;c~all between fl{gA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions (Aug. 26, 2 016). : 

E• , ca '" ''"' • '\
1
!~0;~~ ;~~

6 
~~tween NSA staff and PC LOB staff regai,ling NSA Deep Dive F ollow-n p 
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• .. . ,: . . • ,• . J.: . • . . . J.: . . . 

i-: • . .. . . .. . :. : . . .. :-: . . . .. " : • .. . 
1NSA must therefore:make educated :•guesses abo,,-~ 

■• • • •• -

whether it will obtain mostl forei n information:and whether 1t witl hkely obta1ii.: 
I :- : 

information of interest • 109 • :- : 
--------------. - :■: 

fflr rRflL 'f 0-U&s. FWl/) I 

. 
• 

. 
• 

. ... 
~Bf/Mil.·~9 U&t:, Ptt:E'{,) ~SA asserts that it( (appropriatelf 

balance the imperative to"collect foreign intelligence information with the limits oe· 
collection of USP infopmation by excluding [ ;J 
[ I communications and by focusing its efforts on predefine~ 
intelligence priorities. In those instances where USP communications are acquire~ 
NSA asserts that the collection is incidental and remains reasonable under the totaliti 
of the circumstances given the back-end restrictions on the use of US~ 
communications. 

. 

GHT?f '"W:iri:6 II 

109 (i;,,'f-8,t;8') NSA Briefing on XKEYSCORE (Feb. 7, 2019). As noted above becan!;e US 1"•rs0!."1t 
information is unlike to contain the forei n intelli ence NSA seeks, 

110 (U) CJ. Classified Annex §4 0imiting the i11te11tio11al acquisition of USP communications) and 
USSID•lB Annex E (explaining how to handle USP information obtained as part of a se.arch and 
development operation). 

TOP SSG~'fSl!,'NOl-0~ 
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V. (U) PCLOB Recommendations 

A. (U) Recommendations from the Board 

E+S,'r&,1/RBl:r-TS- USt\, ~ XKEYSCORE raises important and complex 
questions oflaw and policy. These questions arise in a rapidly changing technological 
and legal environment and against a backdrop of a program that continues to evolve. 
The Board offers the following recommendations to help NSA and other entities 
implement and oversee XKEYSCORE. 

(U) Recommendation 1: NSA should conduct and 
periodically review and update a legal analysis of 
XKEYSCORE. 

(Sl,'6i//RB&lf0-HS*,-fi1¥1W) NS A's existing legal analysis of XKEYSCORE elides 
certain difficult questions. On its own or with the Department of Justice, NSA should 
conduct a rigorous legal analysis ofXKEYSCORE and periodically update that analysis 
as law and technology change. Specifically, the Board recommends that the agency 
consider the following, non-exhaustive list of constitutional questions in analyzing the 
program 

Fourth Amendment 

• Which actions by the government are "searches" or "seizures" within 
the meaning of the Fourth Amendment? 

• Where do those searches or seizures take place, specifically, do they 
take place within the United States, at the border, or outside? How does the 
location affect the constitutional analysis? 

• Does the Amendment's warrant clause apply, or must the government's 
action meet only the "reasonableness" standard? 

• If the warrant requirement applies to a specific search or seizure, is 
there an applicable exception (for example, the foreign intelligence 
exception)? 

• To the extent a reasonableness inquiry is applicable, what are the 
relevant privacy interests and agency interests? Do these interests vary based 
on the location of the search or seizure, and if so, how? 

First Amendment 

• Consider whether the First Amendment is applicable. 

(Sf,'BtfflH~_l,"T8-HmA1;~ In addition to these constitutional questions, NSA 
should consider XKEYSCORE's compliance with applicable statutes, Executive Order 

TQP ~liiQR.iiTf/~lfflafQf.QIOf 
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12333, DOD Manual 5240.01, and other applicable legal instruments. • Its analysis 
should reflect the fact ..._ ____________________ ----' 

[ I Moreover, its analysis should be periodically reviewed anp updated to • 
account for tecliriolcigic'al, legal, h!ld tirissian1.related ohangss ........ : . , .. 

: .-ri::-( b_)_(_3_) -_ -P-. 1-.-86 ___ 3_6_1 

(U) Recommendation 2: The Classified Annex-to L::.. • 
• 

Deparbnent of Defense Manual 5240.01 and NS.1\_'s 
implementing guidance should be updated to reflect 
changes to the manual. • 

(U / /FetJ6) Attorney General-approved guidelines under Executiv~ Order 12333 
help ensure that the nation's intelligence collection efforts safeguard prtvacy and civil 
liberties of US persons. And yet, when the Board began its ExecutivE! Order 12333 
investigation, many guidelines, including those of the Department of Defense, had not 
been updated since the 1980s. 

(U/ f~tiQ~ Since then, there have been several updates. The I:)epartment of 
Defense updated its Attorney General-approved guidelines under El(ecutive Order 
12333 in 2016.IU 

' 
~=le,','Slf,'Nfil) At the time of this report's publication, NSA, the pepartment of 

Defense, and the Department of Justice are in the final stages o( updating the 
Classified Annex. 112 The Board recommends that, as NSA continues- to update the 
annex,NSAdevelop robust guidance for issues, such as! (that undergird 
XKEYSCORE's distinctly modern search-and-discovery capabilities. 

(U/ /~~) USSID-18 should also be updated to ensure consistency with the 
current Attorney General-approved guidelines and approved operational practices. 
For example, the definition of "collection" in USSID-18 should be consistent with the 
definition found within Department of Defense's current Attorney General-approved 
guidelines. Changes to requirements for search-and-discovery activities in the 
Classified Annex should also be reflected in implementing guidance. 

u 1 See DepaL'tment of Defense Manual 5240.01. 

112 The Boal'd gave some input on this dl'aft of the Annex; Boal'd Membel' Elisebeth Collins advised on 
the draft in 2018, while the Boal'd was inquorate, and the full Boal'd was briefed on the Annex in the 
fall of 2020. 
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(U) Recommendation 3: NSA should n~tij, the Boa~ 
of changes to XKEYSCORE that could ma.t~lly affect •. 
the privacy or ci.vil liberties of US persbns.--~;: : : •. 

• .. ... -· • ■ • . ... . . 
(,SffNr') Technological, operational, or policy. dianges m\rfa: ;i nifican • 

XKEYSCORE's de ree of intrusiveness for US ersons. For.e ~m 0

le .. 
'• .. .. 

• n materially shift the 
I • I • • • • 
balance between operational equi!ie~ and privacy prgtecti~t>n:: :As XKEYSqJRE 
evolves, NSA should notify the Ba.trd of changes in tecb"nol<;~, operations, or v.olicy 
that could materially affect the p~ivacy or civil liberties.bf us:pePso~s. : 

·f--~--~-'ffl"-~-,..-fflm'----,- AA,Reco~i~~dation 4: NSA s~~nll~·~niia~e its Ofti~e 
of Genera~.Counsel and Civil Libertie1 _Priy;icy and 
Transpfl'rency Office in[ : J ~ecl~oits. . . .. . . . . . . . . _..._ 
~~ •NSA has explained that "[o]n o~casion, ileci5!~ :about [ ] 

[, ____ _.lwill require a risk assessment and/ur additi01i'al sp~~ficfeedback relating 
legal and policy considerations." In theory, ~A would." cons11lt.- its Office of General 
Counsel (OGC) and Civil Liberties Privacy and Transparency 0ffic~ (CLPT) in such 
instances. However, NSA did not provide ~y real-wo~ld ex~~les:in which OGC or 
CLPT provided legal, policy, or risk assessqrents on par~icula~ ; ~ecisions. 
Nor has either office provided overarching'guidance or·legal advice regarding the legal, 

• I • 

privacy, or risk considerations that shou1d be evaluated by ~~A technical personnel 
during the process ofl _.' J for collecSion. . . 

(ff8//~f7'~ NSA operational :personnel should engage these two offices to 
consider the legal and privacy impliootions ofi lieeisions. Specifically, as 
I . I operational personnel 
I ~ I 
shoulcf consult with these oihces 1 estabhshiiig the rules by which automated systems 
will 

tS//Nf') Recommendation 5: NSA should include 
XKEYSCORE-specific content in the training required 
before analysts can use XKEYSCORE. 

(~.~.l,'/R"KL~~;-~¥) Currently, NSA requires analysts to complete some 
trainings before they can use XKEYSCORE. These trainings are not XKEYSCORE­
specific, however, and concern SIGINT more generally. Because XKEYSCORE's 
search-and-discovery capabilities distinguish it from other SIGINT tools, the Board 
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recommends that NSA include XKEYSCORE-specific content in the training that 
analysts are required to complete before beginning to use XKEYSCORE. 

(U) Recommendation 6: The Office of the Director of 
National Intelligence and NSA should share best 
practices and (where possible) technical solutions from 
NSA's auditing architecture with other IC agencies that 
hold comparably sensitive large datasets. 

(Sr/SIH~.:P9-~~Y, The Office of the Director of National Intelligence 
should work with NSA to share best practices from NSA's auditing architecture with 
other IC agencies that maintain large datasets that are likely to contain potentially 
sensitive information about Americans. ODNI and NSA should also assess whether 
technical elements ofNSA's audit system can be adopted by other agencies, consistent 
with the protection of classified methods. Other agencies appear to be far behind NSA 
in the fitness-for-purpose of their audit systems. The assistance envisioned here 
would help close the gap. 

(U) Recommendation 7: NSAshould periodically 
provide the Board with information about the number 
and nature of XKEYSCORE queries resulting in 
significant compliance findings, including any pertaining 
to U.S. persons. 

50 
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B. (U) Additional Recommendatiou., from 
Board Members Edward Felten and ~Ya.vis 

• , l 

LeBlanc : : : : 

(TBjf81,'/H'4~ NSA should study 

(~Mm"ff') I 
. . . . . . . . . . . . . . . . . 

I 
. 

~~~P) . . . . . . . 

. . 

II 111• I 

. ... \ . .. . . .. .. .. . . .. .. 
.. 
.. . . . . . . . . . . . . . . . . 

.. 
'I, .. .. .. .. .. .. 
•, 
•, . . .. . . .. . . '• . . .. . . '• . .. . . .. . . . . 

. . . . . . . . . . . . . . . . . . . . . . '• . . . ., . . . . . . . . '• . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
(-8,'fflffl) XKEVSCORE aniiists should be:required to 

tag or take other reasonable ineasures to identi known 
or believed U. S, person daia [ 1 : : _______ : ______ _ 

.I ... e.-.~--••"'ei',..""",pa~ • • r-----
1------t-iJrr P0U81 In other words, if the aoolyBt knows or believes ] 

[ [contains USP infonnation, they should so 

tag i11 J. 
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tsffSI//RE~) NSA should affirmatively d~prioritiz~ 
U.S. person data processed by XKEYSCORE; : :: 

II ■ • • 

fflffil':L-%-H-~~ We understand that NSA seeks to pri~ritize its_; : : 
XKEYSCORE collection and analysis efforts on information ( (hat ~re 
likely to have foreign intelligence value. This prioritization system is designed to: 
prioritize the collection of foreign intelligence over, what NSAcalls, "supetfluons: 
traffic, I I : 

_________________________ NS~ 

asserts that by prioritizing foreign intelligence it de facto deprioritizes the collecti$ 
of "superfluous" data such as that involving U.S. persons. We believe that the : 
prioritization of foreign intelligence alone is not sufficient to properly guard against 
the collection and processing of U.S. person data, which is protected by law and the; 
Constitution. We therefore recommend that NSA affirmatively deprioritize U.S. • 
person datal I' 

·'fef•S~'ffl'Mt/NMe,ffl-
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Additional views of Chairman Adam Klein 

(b) ( 1) 

(b) (3)-18 USC 798 
(bl (3)-50 use 302q(i) 
(bl (3)-P.L. 86-36 

j 
(U) I join in full ow· report on XKEYSCORE and am grateful to the staff mcm6ers whose :~ 
diligence and expertise enabled us to successfully conclude this long-running project. I writ~: 
separately to offer additional thoughts on XKEYSCORE's value and accomp11'1ying privacy • ' 

• I 
safeguards. • • t 

• • I 

~Sffft:·Et:) First things first: There should be little doubt that XKEYSCORE is:highly effectiv:C J 
discovering foreign intelligence that can be used to protect the United States; : ~ 

' ~ 

I ~ .. .. 
i," 
i,• 
II'' 
i,• 

i,,· 
i,• 
i,• 
i,·· .._ _________________________ ..,.... ______ __.,, . 
.,.. 

f~~l.l~li.) NSA has provided several vignettes demonstrating XKEYstORE's contribution tf!_: 

specific counterten·orism successes. [ J: 
.. .. .. .. 

(U) Powerful tools like XKEYSCORE must be constrained by law anci:policy, and these laws "' .,. 
and policies must be enforced by effective compliance and oversight mechanisms. .. 
XKEYSCORE operates within well-established legal and policy constraints, which arc enforced: 
by the compliance infrastructure at NSA. : .. 
e,.f,/eM/QiL) Some of these constraints limit the information that con{es into XKEYSCORE and" . , 
how long it remains there: .. 

' ~ 

• (U) Title VII of the Foreign Intelligence Surveillance Act prohibits the use ofNSA 's EO :: .. 
12333 SIGINTinfrastructure, includingXKEYSCORE, to t~rgetU.S. persons for .• 
collection of content without probable cause, consent, or an:emergency authorization :: 
from the Attorney General. 1 :: 

• ~~tffttft:') [ 

I I 
t9H9!~) Other safeguards regulate how the information can ·be accessed and used II 
I J That is important. In~ 
digital era, effective intelligence is, to a significant degree, an exercise in collecting and ; 
analyzing large datasets. By virtue of the volume of traffic and the interconnected, borde11ess 
nature of modem telecommunications, collection on this scale will inevitably include . 
iofazmatiao ahaut Americans Once infmmation about Americans comes into an agency~ 

1 See 50 U.S.C. § L88lc. 
(b) (1) 
(b) (3) -18 use 798 
(bl (3) -5 □ use 302 q (il 
(bl (3)-P.L. 86 - 3 6 
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I ■ 

hands, it is the task oflaw, policy, technical controls, institutional safeguards, afid agency culnlre 
to limit its use. The wider the aperture for front-end collection, the more impo~ant these back{ 
end protections become. ;: ! 

•• I 

~l'fflt~~t) XKEYSCORE has a wide apc11urc, so it is appropriate that it i~~udes significant! 
back-end protections. Most notably: • • , . . , 

• (5HR:Eb) Analysts arc prohibited from running U .S.-person quc1ies ~~ XKEYSCORE, ~ 
subject to very nanow exceptions. Analysts can nm U.S.-pcrson q~~ties only with a :: 
probable-cause order from the FISA Court, consent, or approval froo the Attorney :: 
Gencral.2 • • •• .. . . .. 

• (S;';IREJ:z) All XKEYSCORE queries are subject to robust, techna1Qgically advanced ;: 
logging and auditing, which our report describes in detail. As p~r~·ofthis system: •' .. 

o ~~ Analysts must provide detailed, non-fmmulai; j;stifications for each:: . . 
•' 

query. ; : .• 

o (,',,?jft:i=t) Each query is logged; these logs include the.:'anilyst's justification an~ 
various other telltale details about the query. : .■ ; : 

o (~"i'R-8=.) NSA 's auditing system uses ! ,: (s to help identify que~ 
that may be insufficiently tailored or non-complian(. Human auditors familiar:• 
with the analyst's mission then review every qucry;dcemcd to pose a risk of : : 
noncompliance. : : .. 

o (.S,YSf.'9fft::) Under NSA rules, queries based on broad criteria must be tailored to 

avoid returning information that is not foreign intelligcnce.3 
: • . . . 

• (f,'<P FI ) If an analyst's query returns infom1ation about an American, NSA policies limit 
how that information can be used, retained, and disseminated.4 : : .. 

tfm'Sttrft:i:t) The auditing architecture, described in Part Ill.D. I of our report, is noteworthy.: : 
The system enables meaningful scrutiny, in close to real time, and appears to be much more : : 
effective and comprehensive than the post hoc site visits and manual spot checks on which sqinc 
other agencies rely. • : : 

~) Our Board reviews large-scale collection programi across IC and non-lC agencies. It:ii 
noteworthy that while NSA has developed sophisticated rechnical capabilities to log queries)o . 
record query justifications,._ _______________________ _._.. 

and to organize queries for efficient review by human al!lditors, systems in use at other agencies 
arc less advanced. As Recommendation 6 from the Bo!rd's report envisions, NSA 's audit 

2 (U)See Parts 111.D.3 and IV.A 

"SELECTION TERMS that have resulted or arc 
... r ... ca"'"s-on--a ... _ ... y-1 '""c-.to-m:1 ..... SU~lt!"'ID ... l""'th ... c'l'!IN-rf!"'k"c"'f:"'p"'fOP.IO""N~o""t c'""o'""m""n'!"lu~mcations to or from such persons or entities slrnll be 
designed to defeat, to the greatest cxtcllt pmcticablc under the circumstances, the INTERCEPTION of those 
communications which do not contain FOREIGN INTELLIGENCE."). 
1 See, e.g., DoDM 5240.1 and Classified Annex: USSID-18. 

2 
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program can offer a useful example (and perhaps some technical solutions) to other IC clements 
seeking to ensure effective oversight of their personnel's access to large, sensitive datasets. 

(U) Of course, the adequacy of the controls we have identified depends on how effectively and 
thoroughly they arc implemented, and on vigorous monitoring. The Board will monitor the 
implementation of the recommendations in this report and remain alert to significant changes in 
how XK.EYSCORE is deployed going forward. 

3 
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(U) Separate Statement of Board Member Ed Fell~n 
••' 

• •• I 

(U) I concur in the Board's report, and join my colleagues in tbll"nking the Board'~ 
staff for their careful, skilled, and diligent work on this report. I wW'Mmment briefly 011 
two topics. : : : ' 

• • • • 
• • • • 

• " • I 
• • t . . . 

Policy Implications ofXKl!Y.SCORE . . 1. • • 
t 

• • • 
(U) XKE,YSCORE raises policy issues that are likely to gr'1w in trnportance as technolog,Y! 
advances and NSA's capabilities continue to develop. T.Uis ma~es it especially importan; 
for NSA to develop a clear legal and policy rationale for XKE't'SCORE. Such an analysis! 
will not only guide the agency's development of XKE,YSCORE, but will also establish a: 
framework useful for evaluating future programs .. •• • • : 

■ • I 'I, 

f'fftt,fSI/IKflf.) It is useful to consider st!par~tely :two primary policy-relevant~ 
capabilities of XKEYSCORE: I 

Ef~t','SJHREit:~ [ . J are valuable foreign intelligence : 
capabilities, assuming they are applied ta" data that is appropriately collected and: 
managed. I applaud NSA's work to aavanco 'these capabilities. . . 
~~ Data retention 1.,j mor~-Challenging policy issue. XKEYSCORE's abili:: 
to "collect SIGINT[ has ~bvious mission value. However,[ _[ 
[ I, some of it inevitably including7J.S. person 

communications, must be justlliea m light of our national values and relevant law 
including the Fourth Amendment. 

ffR#Sl#DEI) At present, practical factors of storage and cost limit NSA's retention of 
data and thereby serve as a limit on the intrusiveness of this capability. But that could 
easily change as technology advances, if storage and analysis capacity increase faster 
than the volume of targeted communications traffic. Indeed, that seems likely to be the 
case for more and more categories of communications. Accordingly, it is important for 
NSA to consider carefully where to draw the line on data retention, and especially on the 
principles underlying that policy and legal determination. It must be clear where to 
draw the line on retention. 

(U/ /P8t,ffl Though NSA should apply its technical, mission, and legal expertise to 
questions of data retention, the question of where to draw the line on data retention is 
important enough to merit attention from Congress and national leadership. 

2. Deprioritization of U.S . Person Data 

ta+fflf#Mt) NSA appropriately prioritizes collection of foreign intelligence. As a 
result, it collects less information that is superfluous, that is, not foreign intelligence. My 
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colleague Travis LeBlanc and I recommend that NSA additionally ttke.~ffirmative sttps 
to deprioritize U.S. person information. • • ~ . . . . . . 
(9yy9f/flffit:) For discussion purposes, one might divide tbe•information available fot 
collection and analysis into three categories: foreign inteifigence (Fl), lJ.S. person :: 
information (USPI), and everything else (Other). NS/!. wants to collt!ctlmd analyze Fl· 
and does not want to collect or analyze USP or Other information.;For)nformation t}la.t 
falls clearly into one category or another, NS~~nows what to do ,rnd !\'as systems in :: 
place to ensure compliance. • : • 

But much information.ra.nnot be cat orized so d~arl 
.. .. 
.. 

Here NSA does what it can, based on the informatidn 
.. a_v_a"'!!il!""ab!!""!l!!""e-. 111111Th~is~i!""s""!"in""!h!""e-r-en-t""!!'l_y_a"!"b ... a·1ancing decision process basaa on the likelihood of tl):e 
information being in each category. • : : .. 
fflt7'Sftt~b) Our recommendation calls on NSA to include' in this decision process 11ot 
only the likelihood that information is Fl, but also the likelihood that it is USP : : 
information versus Other information. In other words, if i,bformation is two percent : : 
likely to be FI, it should matter whether the other ninety-;t!ight percent oflikelihood falls 
into the USP category or the Other category. : : . .. 
(~f/R:l!it~ Reasonable people can disagree about hgw much weight to place on th~: 
goal of collecting and using FI versus the goal of avoiding incidental or non-targeted•· 
collection and use of USPI. But surely the answer canii.ot be that the presence of USPi: 
has no bearing at all on whether collection is lawful a-nd wise. Surely the presence of the 
smallest iota of Fl, in an ocean of USPI, cannot be dispositive. : : . 

J but NSA should in any case have 
teci1mca1 and aumm1strative measures mp .. 1-ace~to~ deprioritize USPI relative to 
superfluous foreign information, as well as a careful legal ·and policy rationale 
supporting those measures. 
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.. , 
(U/rfl6tt6) I am pleased to join in full the Board's report on XKEY~RE, and, like my 
colleagues, offer my gratitude to the staff members whose hard work ·~bled us to bting the 
project to completion. . • •. • ·: : : . . . 
(S~ffl:) I also join the Chaitman's separate statement, whjeh r~vicwsjh; utility of 
XKEYSCORE and the important back-end safeguards thal allc,~ the tqol-to operate within well­
established legal and policy constraints. I wtitc scpar~t~ly tO'~otc-"my co~cms with two of the 
minority recommendations. • • • : : 

• 
~TSHSff>'t•F) Minority Recommendation 2. The.f~ll text.of min;rity ~co~mendation 2 reads: . . .. . . 

XKEYSCORE analysts shquid be rc~~ircd t; tag ~- ta~e other 
reasonable measures to i.Jcntify kn~n or ~licved: U.S.: person 
datal . • : .f. In od1er w~rds, if 

~~~-a~~ly~tknows or-6clicves th~· date! ; • 1 r ~ontains US.P data, they should so tag itl l 
1 1 

(U) Rcspectf1Ully, I decline to join the recommendation fl,r the following reasons. 

~~'ll+J.) As an initial matter, the recommendation iloes not use tenns defined and routinely 
used by the intelligence community, but instead refers."to "known or believed U.S. person data." ; 
That leaves the breath of the recommendation uncertain. Docs the tetm "U.S. person data" cover : 
only information where a U.S. person is a communic;ant? Or does it also include information 

about U.S. persons? Or docs it go so far as to refer.to data created by U.S. persons, which a 
plain reading of the term "U.S. person data" woul~· suggest? 

(TS,'i'e~) Although each potential meaning of the tcnn changes the recommendation's 
operational impact, a few general observations oan be made. First, requiring analysts to "tag or • 
take reasonable measures to identify known or believed U.S. person data" injects uncettaintQ 

[ f After all, what is an analyst to do ifhc is prelly 
sure, but not cc1tain, that infonnation is "U.S. person data"? Is he to tag the infonnation 
regardless of his uncertainty (thereby introducing potential errors into the dataset)? Or is he to 
ignore the tagging requirement unless he's sure (which may not often be the case)? Or is the 
analyst to research the question, perhaps poke around various datasets and see what he can find 
about the communicant or infmmation in question? Of course such research would seemingly be 
to the detriment of U.S. person privacy, as it could well entail analysts learning more about a 
U.S. person or his infonnation than in the absence of the tagging requirement. Moreover, some 
research surely would be ball'cd by policy and legal documents that seek to protect USPI -
introducing a compliance trap and yet more confusion into what an analyst is to do. 
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fTS,i,ISf!','t"9) Second., the point of the tagging requirement is unclear. Analysl:s are already : 
required to follow various procedures set in place to protect U.S. person pri~cy. For example, 
the DoDM requires analysts to "[t]ailor que1ies or other techniques to the gr€~test extent • 
practicable to minimize the amount of USPI retumed that is not pertinent to;tOe intelligence : 
mission and purpose for the query ."1 Consider the case of an analyst that mnS a query that : 
returns information containing valuable foreign intelligence now tagged as ~·q .S. person data:" 
To the extent the analyst could access that info1mation as before, the new tagging requirement 
creates no new restriction on the use, analysis, or dissemination of USPI. 'to the extent, though, 
my colleagues in the minority believe the tag would preclude the analyst from:accessing the • 
infonnation, then the new requirement would have immensurable operational impact on the • 
agency's ability to fulfill its primary mission to analyze and disseminate fQreign intelligence ' 
infonnation. • 

. 
(~Si,~~ 11tird., the recommendation would fundamentally alter how anal~ts think about • 
traffic, requiring them to be on the lookout for U.S. person data early in d.ata processing rather: 
than trained on foreign intelligence infonnation. And paradoxically for a:Soaro with the mission 
to protect U.S. person privacy, the recommendation essentially calls for t&e cr~tion of a 
database of USPI. One where USPI presumably would be, thanks to the new t,g, easily 
accessible and searchable with the click of a button. For those reasons acd mo!e, I respectfully • 
decline to join the recommendation. 

. 
(•TSHSM1Hf-) Minorifl1 Recomme11datio11 3. As cxnlaincd in the Board's:rcQort r·----------1 • 

~~ By piio1itizing foreign 
... ~~--~---~~--~-~~--~"""!""~-"""'!""--""!'--

mt c ll i g c n c e, the NSA de.facto de-prioritizes other info1mation, such as USPI containing no 
foreign intelligence 

(T~ff~tffl"tP) Minority recommendation 3 asks the agency to affirmatively de-ptioritize USPI. 
Y ct, bcca use information that contains USPI but no foreign intelligence already is de.facto de­
prioritized, the recommendation would seem to affect only infonnation that contains both USPI 
and foreign intelligence. For that subset of infonnation, one of two things must be true. Either 
the recommendation, if implemented, would have no impact, and the agency would prioritize the 
infonnation as before. In which case the game seems not worth the candle. Or the 
recommendation would cause the infonnation to be de-prioritized and, accordingly, potentially 
not ingested. In which case, the recommendation strikes me as substantively problematic: the 
NSA is authorized to collect foreign intelligence infonnation, some of which will, inevitably, 
contain USPI. That is entirely expected, and is accounted for in executive branch and agency 

1 (U) DoDM at Section :uJ.(I )(b).2. 
'(U) See the analysis from the Rcµmt in Seclion III.A on page 16. 
; ( U) Jd. 
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procedures that implement privacy protections specific to USPI. Requiring the agency 1101 to 

col/eel - and therefore not to be able to view or analyze - potentially valuable foreign 
intelligence infmmation because it contains some (unspecified and unviewed) USPI would ha1m 
the agency's ability to conduct its mission within its lawful bounds. Before agreeing to a 
recommendation with the potential for such a sweeping effect, I would want to better understand 
its rationale, its operational impact, and whether any upside would outweigh the potentially vast 
cost ofreworking the agency's extant technology for link collection. 
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Additional Classified Statement by Board Member Travts: LeBlanc 
J . 

(U) Introduction 
..,. .,. . ,. .,. 
-~ ·:. 

(U) Today, I regretfully write in opposition to the release of a report that the.former majority of the ; :. . ~ 

Privacy and Civil Liberties Oversight Board ("PCLOB" or "Board") rushed laiE year to approve without • :-. 

adequate investigation, analysis, review, or process. While I remain gratetul to our Bo~rd staff for th;:~ 

many years of effort they have devoted to XKEYSCORE's oversight, I had'hoped that tbe former majo;it~ 

of the Board would have conducted a more thorough investigation of.this highly-clas(ified surveillan,~· . . . 
program that is unlikely to be scrutinized by another independent oversight authorit'I. in the near fu(rn",'t!. . . : . . . . 
l?St'fSl;i'AEl) XKEYSCORE is a software platform that enables the National Security Agency's ("NSA")• :-: . . . . . 
signals intelligence ("SIGINT") analysts to conduct queries against communications dsta that NSA • : , 

obtains 
. 
· . . . 

______________________ 2 In that regard, I have n9 doubt that this ,: 

sweeping surveillance program is worthy of our independent oversight. The mission~f the Privacy an~ 

Civil Liberties Oversight Board is to ensure that the Executive Branch's efforts to protect the nation frc}m 
terrorism appropriately safeguard privacy and civil liberties.3 We do this best when ~e conduct a •: 

thorough investigation, review records that corroborate or contradict an agency's oral representatio~i, 

probe compliance infractions, rely upon evidence-based analysis to reach independ~nt conclusions, :: 

identify technological and legal evolutions that are material to the program's lawfuiness, and producii·a 

report that is as transparent to the public as possible. Today's report unfortunately:fails along these :: . . 
metrics. . . . 
(") First, the Board attempts to explain an "analysis"4 and "discovery"5 tool, yet faDs to inspect how:: 

XKEYSCORE obtains its information.5 This is especially concerning 

__________________ ___, __________ ___. Obviously, NSA can 

process and query communications through XKEYSCORE only once it has access to those 

communications. While collection and querying are separate activities, they are intertwined and both 

are worthy of review for separate legal analysis, training, compliance, and audit processes. This is true 

whether the collection and querying activities are performed by humans or machines. What may be a 

reasonable amount of "incidental" collection in one program or activity may well be unreasonable in 

other contexts.8 Similarly, protections that are designed to mitigate incidental collection may be 

1 (U) PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON CERTAIN NSA USES OF XKEYSCORE FOR C0UNTERTERR0RISM 
Pu RPOSES 1 (2021) ("NSA Deep Dive"). 
i (U) NSA Deep Dive at 1. 
3 (U) See generally 42 U.S.C. § 2000ee. 
4 (U) NSA Deep Dive at 1. 
5 (U) NSA Deep Dive at 2. 
6 (U) NSA Deep Dive at 13. 
1 (U) NSA Deep Dive at 18. 
6 (U) See e.g., the surveillance conducted under a traditional wiretap as opposed to "upstream surveillance." 

1 
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• II • I 
reasonable in one program or activity and unre'!sonab[e in other contexts. On th~~ points and othe1S, 

the former Board's report unfortunately read6•more lille a book repi;,rt summar9 t.,f the XKEYSCORE ~ 
program than an independent oversight <ll't;lysis grap~ing with key~oncer~, 1n t~is ~volving :: 

technological and legal landscape. • .. ... 
(U) Second, the Board had the o~,io;tunity to engage in evidence-be!~~ policy ma~ing; however, it ::: 

concluded a report lacking anafysis of the efficacy, costt and beneTit~ of XKEYSCOltE; : :: . . ... 
~~ Third, the Bo~;d failed to adequately investigate the coropliance progr;~ in place for : : : 

XKEYSCORE. Unfortusl"ately, it appears as if NSA had no;,r,.;pared a IA{ritten analysi;~f the legality of • • 

XKEYSCORE until JJrompted by the PCLOB.10 Unsurprisi11~•1y, there wa~ no mandatory:XKEYSCORE tra1rri~g 

for NSA analy~rt: nor did the former Board majority-agr;e to follow u~ on any of thcf J of : : : 
compliance-incidents that were reported to us.1~ The~ported, for example, th;it in 2019, them , , 

werJ""""°1KEYSCORE compliance incidents ar~d thatLJthese were deemed to d>nstitute : : : 

"Qu~~able Intelligence Activities"-a ~t~1 used by the Departme,tt of Defense t~ signify that a,i • • 

action may have resulted in illegal survsmance or improper review of tJ.S. person co;,,munications.1'2 Bu; 

the Board refused to inquire into any~f these compliance incidents ort::Ju.s. per.son XKEYSCORi : : 

queries before issuing this report.1' : • , , . . . 
(U/ff-84;8' Fourth, I joined fenow Board Member Ed Felten in offering three a.._d;;.;i.,.ti,.oh;.a;;,;1 _____ ..._~ 

recommendations for the ...-eport.14 These important recommendations involve 

--------and the affirmative de-prioritization of U.S. person informatiora. 

important recommendations that should have been adopted by the full Board. 

(U) Fifth, the former majority has also failed its mission to inform the public about c!ur work. Our , 

authorization statute directs us to make our reports, including our reports to Cong~ss, "availablei:o the 

public to the greatest extent that is consistent with the protection of classified info~mation and • 

PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEIUANCE PROGRAM !JPERATED PURSUANT TO 
SErnON 702 OF THE FOREIGN INTELLIGENCE SURVEIUANCE Acr7-8 (2014). See also DAVID KRIS AND J.,DOUGIAS WILSON; 
NATIONAL SECURITY INVESTIGATIONS AND PROSECUTIONS§ 3:2 (3rd. ed. 2019). " 
9 (~) The report mentions NSA's various evaluative judgements on items such asl I but asks no 

questions on metrics, when and why._ _____ .......................... - .......... ---.......... ---------------and no 
discussion of data or variables. See NSA Deep Dive at 16. The lack of efficacy is in stark contrast to previous reports 
issued by PCLOB. See PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DETAIL 
RECORDS PROGRAM UNDER THE USA FREEDOM Acr 63 (2020). See also PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT 
ON THE GOVERNMENT'S USE OFT HE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM Acr 2020 13 (2014); PRIVACY 
AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM OPERA TED PURSUANT TO SErnON 
702 OF THE FOREIGN INTELLIGENCE SURVEILIANCE Acr 158 (2014 ). 
10 (U) See(~) Nat'I Security Agency, Legal Analysis of XKEVSCORE, Jan. 20, 2016 at 5 ("NSA Legal Analysis"). 
11 (U) NSA Deep Dive at 35. 
12 (U) Questionable Intelligence Activities (QIA) defined as "any intelligence or intelligence-related activity when 
there is reason to believe such activity is unlawful or contrary to an E.O., Presidential Directive, IC directive, or 
applicable DOD policy governing the activity." Department of Defense, DOD Directive 5148.13: Intelligence 
oversight 16 ("DOD Directive 5148.13"). 
u (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive; Phone Call re: XKEYSCORE 
Dec. 14, 2020. 
14 (U) NSA Deep Dive at 50-51. 
15 (U) NSA Deep Dive at 50-51. 

2 
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applicable law."16 Here, the Board has made no effort to seek declassification of theteport, any po~ons 

thereof, or any materials that the Board reviewed. This is inexcusable. Although the public will not ~ve 
access to a public report, I plan to publish an unclassified statement to be releai;ed ~ong with what~er 

version of the report is ultimately made pub lie-even if the report is all or nearly a II tedacted. It is ?,, . .. 
critical for the public to know that at least one Board Member has significant "conceri1s about the :• 

operations of XKEYSCORE and the content of this report. l f: . .. 
(Ul Lastly, I have serious concerns about the unconventional process that'the formefmajorityfollo~~d 

to approve and release this report. To be clear, despite my repeated req'uests, the c~rent Board h~ ~ot 

voted to release this report nor to include the statement of a former member. The r~ult is that to~t 
the former Board releases an inadequate report that reflects its failu."e to engage in ~ffective overs~l,t. 

• •• ■ • . . ... 
(Ul Despite such critiques, I again commend the professional staff must be commend~d for their :- , 

diligent, hard-working, and proficient work. They were critical to.moving this report f.orward and I j~ir\ . . 
my fellow Board Members in thanking them for their professioDalism and their dedic;ation to the Boar~'s . . . . . .. mission. 

('fs,'fS-tffflf~t A Failure to Investigate _! __ • ____ _ 

. . . . .. . . .. 
J 

. . . .. 
• .. . . .. . . . .. . . .. 

• I 6 • '111111 

tT!?'t!ln'ft!'t) First, I voted against the XKEYSCORE rept?ft because the former majority failed to . , 

adequately investigate or evaluate NSA's collection ati:ivitiesl j 11 : 

While XKEYSCORE itself is a software program capab1e of discovering and extracting ~gnals intellig~nc~ 

I lit is clear that NSA must gather oC collect that ~ignats 
intelligence from somewhere- in the United States or abroad. The former Board dedined to review th!!' f gency'scollection activities." I disagree with that decision because[ • ~ I I 

16 (Ul 42 U.S.C. 2000ee(f)(1). 

11 (U) NSA Deep Dive at 18. 
18 (U) NSA Deep Dive at 18. 
19 (Ul NSA Deep Dive at 18. 
w (U) NSA Deep Dive at 18 n.32. 

""T""'·B.....,___ __________ 1 
3 
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-. 
! •I 
i,. 
I • 
l • • 

I The.agencflakes a one-size-ft ts-all .. -
compliance approach to the risks of "incidental" collection that relies wpon its-b'ack-end minimiza~n' .. 

processes to address overcollection: "Any incidental U.S. person info;mation .;.,;II be handled conWer\t . . ... . 
with the Classified Annex to the Department of Defense Manual ~40.01."24 JAis, however, miss$".the •• 

• • It • :,. 
point. • • • , ., • ,.·.; .. 

' .. 

. 
• 

. 
• 

(+il,~,'M&) The enhanced risk to the privacy of U.S. persons \\'"hose communications may be ·• 

intercepted incidentaHy are not just greater when( 
1 

:: 

lbut also when NSAf •• 

.. .. .. .. . . .. 

. . 

.· .. .... 
, -•. l : . - . . . . . . . .. . .. . .. . .. . .. . -.. . .. 

~-------------------..-----'------------:: .. : _::o:i ~ 
23 (U) Phone Call re: XKEYSCORE Dec.14, 2020. :• 
24 (U) PCLOB Questions received on Sept.14, 2020 regardingXKEYSCORE Deep Dive; Department of Defen;e, • 
M 5240.01. Procedures Governing the Conduct of Intelligence Activities (2016 . • • 

one Ca re: XKEYSCORE Dec. 14, 2020. 
28 (U) NSA Deep Dive at 13-15. 
29 (U) NSA Deep Dive at 13-15. 
]O (U) NSA Deep Dive at 13. 



(b) ( 1) 
Doc ID: 683 4258 Doc RefID: A6739550 (b) (3) -18 USC 798 

(b) (3)-50 USC 3024(i) 
(b) (3) -P.L. 86-36 

I . . . . . . . . . . . . . .. 
• . . . 

"' . . . . . . . . . • . . -. . . • . . .. . . . . . . . . . . . . . . . I I . . . . . . • . . .. . • . . . . . . . . . • • . .. . . . 
• . . . . . . 

• . • . . . . . . . . . . . . . . . . . . . . • . . . . . . - . . . . 
!Hh'G~<,'AH).H1~ N~A and former Baaed rn•ajority disre~ar°d the risks associate~ with( f : 

[ Fnd the associated ha.rcrrto the privacy an~civil liberties of U.S. pe~on~ as being • 

indistinguishable from the ris~s•and harms associautd with As ~xplained abov~ I 

disagree. In my view, the jrta'bility to address conc~rns around 

, are serious deficiencies with the report. The Board· 

should have w~rked with NSA to analyze the likelihood of collecting U.S. person information at[::J 

( j recommended that the agency document whenever an analyst or other personnel 

becomes reasonably aware that U.S. person information is collected and/or analyzed from any 

collection site, and established appropriate minimization procedures before this data ever gets ingested 

into XKEYSCORE. 

--i::;::IThe NSA's legal analysis and former Member Aditya Bamzai's exegesis33 on the Fourth Amendment 

~h disregard[ J 
l I : 

31 (U) Phone Call re: XKEYSCORE Dec. 14, 2020. 
31 (U) NSA Deep Dive at 13-15. 
33 (U) I often urge my colleagues that we should exercise caution in expounding on the constitutional analysis of~ 
program, particularly when the Supreme Court has not directly spoken to an issue. See PRIVACY AND CIvIL L10ERT1Es: : 
OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DEr AIL RECORDS PROGRAM UNDER THE USA FREEDOM Ac!" • 
74 (2020). I do, however, feel compelled to reply to former Member Bamzai's statement where its conclusions : : 
could be misconstrued. For instance, it is my understanding that the Supreme Court has left open the question ol • 
whether there is a ''foreign intelligence exception" to the Fourth Amendment. I am mindful to exercise caution i; : 
expanding any special needs exception to the Fourth Amendment. Such a malleable exception is at risk of not on)~ 
expanding the Fourth Amendment beyond the expectations of the Founding Fathers, but also of expanding it : 
beyond the literal text of the Amendment. Such an expansion risks sweeping into its ambit numerous activities : • 
solely because they are un-favored today. Thus, I tread cautiously and inspired by the wisdom of Justice Marshall,: 
who wrote in Skinner v. Railway Labor Executives' Association, "There is no drug exception to the Constitution, ac,, 
more than there is a communism exception or an exception for other real or imagined sources of domestic unre~ 
[A]bandoning the explicit protections of the Fourth Amendment seriously imperils; the right to be let alone-the:• 
most comprehensive of rights and the right most valued by civilized men."' Skinner v. Railway Labor Executives' ■: 
Ass'n, 489 U.S. 604, 641 (1989) (Marshall, J., dissenting) (citation omitted) (quoting Olmstead v. United States, 27] 
U.S. 438,478 (1928) (Brandeis, J., dissenting)). ■: 
3~ (U) See Statement of Former Board Member Aditya Bamzai. While I appreciate the thoughtfulness that former:■ 
Member Bamzai devoted to his Fourth Amendment analysis, it is worth noting the lack of any application of thatO: 
analysis to the facts of XKEYSCORE. :■ 

('7'1Nf) NSA Legal Analysis at 5 

' ae gsnerol~y Stotemsnt of Forma,r Boa,d./Wember Aditya.BomKJi.. , ■ , •------------••• 

(b ) ( 1 ) 
(b) (3)-18 use 798 
(b) (3) - 50 USC 3024(i) 
(b) (3)-P.L. 86-36 
(b) ( 5 ) 
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36 ~ Former Member Bamzai begins his discussion by relying anl I 
r swell as United States v. Verquga-Orqurdez where the 

central issue was a warrantless search of a non-resident person outside the United States,See Statement of 
Former Board Member Aditya Bamzai at 3-4. •. • 
37 (U) NSA Deep Dive at 18. • t 
38 (U) NSA Deep Dive at 18., • l . 

• 
39 (U) NSA Deep Dive at 18. 
40(Ull ------------.. ,. 
41 (U) NSA Deep Dive at 18. 

(b) (3)-P.L. 86-36 
(b) ( 5) 

[ 
. . 

., !□~ • 
43 (UJ a ■ • • • • • 

. . . . .. 
44 (U} NSA Deep Dive at 18. See 

_.:..;;.:..;.;.;;....;.....:.... ____ ...., ____ ,.... ____ -■11""'!"'-"""'1"------.------""""·· 

.... • •• • : •• ■ • • •• 

4'5·(-U) ... --------------~--"'llil""P'i 'PC ""!·•·-1 · .. ··. . . . . . . . . . . ... 
46 (U)! :J' ..... ·.·.···· .. , ..... ~"'l _________ j 

• - (b ) (3)-P.L. 86-3~ 
47 (U) NSA Deep Dive at 18. . 

. . . . .. 
. .. 

A 
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~ Setting aside the legal distinctions between the XKEYSCORE collections and Title Ill or traditional FISA 

collections, the capabilities of modern electronic surveillance are more vast than the technologies 

discussed 40-50 years ago in Smith v. Maryland and Katz v. United States.56 Any legal analysis must 

account for how these new capabilities create emerging privacy harms, which themselves pose new 

legal challenges: for example, the extent to which machine surveillance is the same as human 

surveillance; the extent to which the aperture of collection and amount of data intercepted 

fundamentally alter the reasonableness analysis; the extent to which the Mosaic Theory is implicated, 

and how to apply recent Supreme Court decisions in digital surveillance cases like Carpenter v. United 

States and Riley v. California.51 

~ All of the cases relied upon by former Member Bamzai assume the Fourth Amendment is triggered 

once a human reviews intercepted communications.58 The unstated assumption is that machine 

collection and analysis of U.S. person communications does not trigger the Fourth Amendment until a 

48 (U) Statement of Former Board Member Aditya Bamzai at 6-7, 9; (~ NSA Legal Analysis at 5. 
49 (U) Seee.g.J I 
50 (U) NSA Dee""p""!D!"'!'iv_e_a_t""'!l~3--1~5!"'". ----------Ti---------------
51 (U) NSA Deep Dive at 25. 
52 (U} See the surveillance at issue in 

1 1 ---------------------------
• • 1 u i'.1-1 ! __________________ -=----------• ... 
54(Ut • I 

. . 
-. . . . . 
. 

5s (U! . ' 

.. I .. 
,~ (U) sm1tn v. Marytane1, 442 U.S. 735 ll979); Katz v. l.'Jnited Stat~s, 389 U.S. 3fl_7 (1967). • .: -. 
57 (U) Carpenter v. United States, 138 S. q. 2206 (20li); Riley v. Cplifornia, 573 lJ.S. 373, 381 (2014). • •• 
58 f'i Former Member Bamzai appears to ptovide an ~nalysis resting on traditiol'lal electronic surveillance cond!~i:s 
and capabilities where the government collecl~ info~ation frompne telephon; line with two communicants.: " 

♦ • • , 

• • •1 fb) {3) -P: L . 86-36 • -; l 
. (b) (3)-P.L . 86-36 

(b) (5) 
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human actually reviews those communications, or at least, the comm1~iications that ar~ flagged by the 

machine for subsequent human review. My concer~ •however, is that the machine'!.~°e;iew is the 

substantial equivalent of a human review, albeit y~~tly more efficient. ·Qtat the mathin;flags only ,:-• . ~ 
suspicious communications does not mean that"the intrusion is any les(for ~H t~e other i• 
communications or if they had all been reviewed by a human. Thus, the questidn pres~its itself of ':r: . . . ~ 

whether the Fourth Amendment can be trigged by a government (hu~al'\)-dlfected-but-machine- -:,.: 

operated collection and analysis tool-e'!e~ if it does not directly resu,t in :i.fla g of susptcion for :~, 
♦ ■ ■ ' 

immediate human review. As surveillcil'lce technologies have evolved, m~ive volume, of bulk data ca~• 

be processed efficiently and at a scare that would be impossiW~ •or absurd(y impractical for humans to;-•: 

perform. This can be even more ii:ivasive from a Mosaic Theory framework"when mactiines are -:: : 
• • I ••• 

efficiently amassing and analyzing disparate data.591 . • • : 7 :•:: 

I I it stands to reason th~ 'algorithm~-are not separate en!ities from their::,: 

human overseers.60 When a human creates, direct~, or instructs•an algorithm, the algorithm is acting a"s" . . .· . 
a government actor engaged in the collection an'd search of intercepted communicatigns. Thus, then:~•·• 

are two independent analyses that should h.,.;e been perforn;ed in the XKEYSCORE co,r1text: one ·::: 

involving collection and the other involvill~ ~uerying with.a 
0

recognition of the role of r,iachines in ;: : : 

triggering Fourth Amendment scrutinyf in the XKEYSCOijE context, this means that artevaluation of His : 
Fourth Amendment consequences sl'lould be analyze(! ~t the point of initial collectionl I:: " 

~~ XKEYSCORE ,; one tool that NSA ha; available for its human and machine analysts to ': : • 
efficiently digest • • • • •• •••• ••••••• •• •••• ••••••••••••••• • • •• I~~ 

the report notes, XK YSCORE 

ith access to such --------------------- the privacy risks associated with even disparate collection of seemingly banal information 

Nowhere is there a discussion by former Member Bamzai on the unique technical aspects of XKEYSCORE collection. 
Statement of Former Board Member Bamzai at 5 citingl }"1 believe the same basic analysis 
remains relevant today."); See also former Member Bamzai's re0ance on cases like United Sates v. Verdugo­
Urquidez, 494 U.S. 259 (1990); United Sates v. Donavan, 429 U.S, 413 (1977); United States v. Kahn, 415 U.S. 143 
(1974). Statement of Former Board Member Bamzai at 5. Even ','(hen former Member Bamzai discusses more 
recent case law regarding Section 702 surveillance, there is little-analysis of the initial surveillance collecting the 
communications at issue nor the breadth and depth of "upstreari, surveillance'' as released in the Board's Report 
on the Government Surveillance Program Operated Pursuant to !iection 702 of the Foreign Intelligence Surveillance 
Act (2014). Id.; PRIVACY AND CtvtL llBERTIES OVERSIGHT BOARD, REPORTDN THE GOVERNMENT SURVEILIANCE PROGRAM 
OPERATED PURSUANTTO SECTION 702 OF THE FOREIGN INTELLIGENCE SURV'EILIANCE Acr 158 (2014). Former Member Bamzai 
is singularly focused on post-acquisition protections: "Ultimately,)his analysis [in whether XKEYSCORE complies 
with the Fourth Amendment] likely turns on whether NSA adequately protects any U.S.-person communications 
processed by XKEYSCORE from misuse." Statement of Former Board Member Bamzai at 17. 
59 (U) Orin S. Kerr, 1he Mosaic 1heo,y and the Fourth Amendment,"M1cH. L. REv.111:311-354 (2012); Paul S. Ohm, 
The Many Revolutions of Carpenter, HARVARD J. OF L. AND TECH. 32:i.58-416 (2019); Danielle Citron and David Gray, 
The Right to Quantitative Privacy, MINN. L. REV. 98:62-144 (2013). ' 
60 (U) FRANK PASQUELE, BLACK Box SOCIETY: THE SECRET ALGORITHMS THA~CONTROL MONEY AND INFORMATION, HARVARD 
UNIVERSITY PRESS (2015). See also Danielle Citron, Technological Due:Process, 85 WASH. u. L. REV. 1249 (2008). 
61 (U) NSA Deep Dive at 25. 
62 (U) Id. 

(b) (3)-P.L. 8 6- 36 
(b) ( 5) 8 
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• ~ I 
are present: "[w)hat may seem trivial to the uninformed, may appear of greit.n'lomert to one who ~s a 

broad view of the scene."~3 The ability to sample significant amount5 ofd'ata; send the data to a ::: 

database with an analytical tool; have that analytical tool moi,itor'all information Lngested into it; an({ 
then have the analytical tool assist human analysts,tG revi~~ retrospective com~tmications, em air : : 

attachments, meta data, and other infor~a_tiol'I is 
0

profound.64 
• • • 

~----.~· ---:-· ~--:-.--~~~-~~-~-i • 
•scholars have noted that predictive algorithms pose unique harms to privacy 

'-i-nt_e_r-es-t-s ... 66-M-an_y_o .. f these algorithms automate the process of identifying sw"spicious individuals from • 

data. 67 Artificial intelligence and machine learning act as a steroid of sorts al lowing for humans to 

increase both their breadth and depth of surveillance. Artificial intel ligenr.;e and machine learning 

concepts like autonomous discovery and targeting of data as well as predictive decision making could • 

serve as an all-seeing eye presenting new, unique privacy and civil liberfies harms. 

(fS;'fSlffAt;~) Unfortunately, former Member Bamzai's Fourth Amend.ment analysis fails to account for : 

the factors that make XKEYSCORE different from other surveillance ttchnologies considered by courts irr 
the last century. 5s Factually, it incorrectly assumes that ....,. _______________________ ... 

~ Legally, it glosses around Fourth 

Amendment issues at the point of collection, machine surveillance, and the impact that the Mosaic 

Theory and more recent case law around digital surveillance have on programs like XKEYSCORE. 70 

(U) A Failure to Investigate : Cost-Benefit Ana lysis and Efficacy of the 

Program 

~ Second, it is basic that oversight of a government program should include an evaluation of the 

efficacy of the program, including at least an analysis of its costs and benefits.71 I voted against the 

report because the former Board failed to evaluate the efficacy of XKEYSCORE through a cost-benefit 

analysis or otherwise. In the past, the Board has included an efficacy analysis in a II three of the major 

63 (U) CIA v. Sims, 475 U.S. 159 (1985); United States v. Maynard, 615 F.3d 544 (D.C. Cir. 2010). 
64 (U) It is even more profound in light of the Mosaic Theory. See (U) Orin S. Kerr, The Mosaic Theory and the Fourth 
Amendment, MlcH. L. REV. 111:311-354 (2012); Paul S. Ohm, The Many Revolutions of Carpenter, HARVARD .I. OF L 
AND TECH. 32:373-73; Danielle Citron and David Gray, The Right to Quantitative Privacy, MINN. L. REV. 98:62-144 

(2013j. G, 1u1I"' ___________________________________ l 

l l 
66 (U) 1d. Set! t1IJe Michael L. R:id,, 1,fe,e11sint! ~ee,,nil'I§., Attte,,,ttf'i!d Jt.,J~ieion A11go1 it11u,,J, e,nd t11Ji! rei,st11s A,Hend••tnt, 

U. PENN l. REV. 164:872 (2016). 
6 7 (U) See id. 
6a (U) See supra n,50. 
69 (U) See supra n.27. 
70 (U) See supra n.55. 
7

l (U) Council of the Inspectors General on Integrity and Efficiency, Quality Standards, 
https://www.ignet.gov/conte nt/qual ity-standa rds. 

(b) (3) -P.L. 86-36) 
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oversight reports that we have released. 72 One would expect that after five years of investigating 

XKEYSCORE, the former majority would have some sense-even a rough one-of how much the 
program costs financially to operate, how many U.S. persons have been impacted by XKEYSCORE, how 

much data the program collects and analyzes, how widely information analyzed through XKEYSCORE is 

shared, the number of lives saved, the number of terrorist events averted as a result of XKEYSCORE, or 

at least have more than just two counterterrorism examples of the "Operational Value" of the program, 
particularly given how "powerful, ingenious, adaptable, and customizable" a tool at least one Member 

apparently concludes that it is.73 

(,fSffSlf,'ft~) Effective oversight necessitates a robust investigation into the efficacy of the programs we 

oversee. The Board's former majority has failed to do that. To accept two examples of "Operational 
Value"74 and conclude confidently that XKEYSCORE is "highly effective"75 is incredible, especially when 

the former Board never investigated what makes a "highly effective" surveillance tool and the former 

Board has not defined what it would take to constitute such a success. Indeed, when I insisted that we 

ask the NSA to consider what statistics or descriptions they could provide to address the "cost and 

value" of XKEYSCORE, the agency admitted that it had not performed any such analysis and that "it 
would be difficult to pinpoint any one cost or benefit" of the program.75 We should not have 

prematurely terminated our investigation of efficacy to rush to a vote on this report before the end of 

2020. The former Board, along with the NSA, could have, and should have, engaged in a robust dialogue 

on the metrics, variables, and key computational questions concerning the efficacy and effectiveness of 

this "powerful" surveillance tool.77 Unfortunately, that dialogue and evidence-based policy analysis did 

not occur. 

(U) The Lack of a Robust Compl iance Program 

{U) Third, I voted against the report because the former Board majority sought to issue it without 

completing diligence on NS A's compliance efforts, including its legal analysis, policies, training, 

compliance, and auditing. 

{U/)F0~0) A primary step in any compliance program is a legal analysis of the program.78 The legal 

analysis that sets forth the authorities and limitations of a program typically forms the foundational 

basis necessary for the development of compliance policies and procedures. Surprisingly, NSA 

apparently did not draft any formal legal analysis of the program until asked by the former Board in 

72 (U) PRIVAC'I AND CIVIL LiaERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DETAIL RECORDS 
PROGRAM UNDER THE USA FREEDOM AcT, 2020 13 (2014); PRIVAC'/ AND CIVIL LlaERTIES OVERSIGHT BOARD, REPORT ON THE 
GOVERNMENT SURVEILLANCE PROGRAM OPERATED PURSUANTTO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE AcT 
158 (2014); PRIVACV AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DETAIL RECORDS 
PROGRAM UNDER THE USA FREEDOM AcT 63 (2020). 
73 (U) Additional Views by Chairman Adam Klein at 1. 
74 (U) NSA Deep Dive at 29. 
75 (U) Additional Views by Chairman Adam Klein at 1. 
76 (U) NSA Correspondence with PCLOB, Sept. 21, 2020. 
77 (U) Additional Views by Chairman Adam Klein at 1. 
n (U) See generally INT'L AsSN. OF PRIVACV PROFESSIONALS, PRIVAC'/ PROGRAM MANAGEMENT (2nd. ed. 2019); Nat'I 
Institute of Standards and Tech., NIST Privacy Framework: A Tool for Improving Privacy Through Enterprise Risk 
Management, 11 (Jan. 16, 2020). 
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2015. 79 It is, of course, concerning that a surveillance tool as "powerful" as XKEYSCORE tr,,,l'!l.o,..-.,-----=-: _____ ,. . 
conceptualized, coded, implemented, and then executed without any initial written legal analysis.80 

: . . . 
(U/fti~ Setting aside that NSA's legal analysis was first written in January 2016, it is equally : 

concerning that the agency apparently has not updated that written legal analysis since then.81 The 201.p 

analysis fundamentally rests on decades-old Supreme Court precedent from Verdugo-Urquidez, Smith, ~ 
Katz and two DOJ legal memoranda from the 1980s to assert that collection and use of XKEYSCORE is ; 

consistent with the Fourth Amendment.82 The 2016 analysis lacks an analysis of recent relevant Fourth ~ 
Amendment case law on electronic surveillance: Carpenter, Riley, United States v. Jones, and United 

States v. Maynard need to be considered.83 

~~Et) The 2016 analysis also fails to discussl 

(U) The deficiencies in NSA's legal analysis were as apparent to the former Board as they are to me. 

Thus, I am glad that the former Board has recommended that NSA update its legal analysis and 

identified several key constitutional and legal issues that NSA should consider when it does prepare a 

satisfactory legal analysis of the XKEYSCORE program.85 

(U/ ~ Given the apparent lack of a legal analysis prior to our investigation, it should come as no 

surprise that NSA does not currently require analysts to receive privacy and civil liberties compliance 

training tailored to XKEYSCORE.86 

. . . . . . . 

fS,'f-;+;tftft') While NSA does require all personnel with the ability to review raw SIGINT data to complete 

on line training and competency testing prior to accessing data in XKEYSCORE, the privacy and civil 

liberties components of those trainings are minimal and not specific to XKEYSCORE.87 NSA's optional 

XKEYSCORE-specific trainings are equally deficient in their treatment of privacy and civil liberties.88 

79 (U) The former Board asked NSA to provide any "[l]egal analysis by the NSA and Department of Justice regarding 
the use of XKEYSCORE's analytic functions and its consistency with statute, executive order, and the Constitution." 
PCLOB Document Request to NSA, Dec.15, 2015. 
80 (U) Additional Views by Chairman Adam Klein at 1. 
81 
~) NSA Legal Analysis. 

82 (U) United States v. Verdugo-Urquidez, 494 U.S. 259 (1990); Smith v. Maryland, 442 U.S. 735 (1979); Katz v. r umted States, 389 U.S. 347 (1967); l'f5/l,W "'I ·1 

83 (U) Carpenter v. United States, 138 S. Ct. 2206 (2018); R;tey v. California, 573 U.S. 373 (2014); United States v. 
Jones, 132 S. Ct. 945 (2012); United States v. Maynard, 615.h.3d 544 (D.C. Cir. 2010). 
84

~ NSA Legal Analysis. • 
85 (U) NSA Deep Dive at 46. 
86 (U) NSA Deep Dive at 35. 
87 (U) NSA Deep Dive at 35 n.72 and 73. 
88 (U) NSA Deep Dive at 35. 

(b) (1) 

(bl (3)-18 use 798 
(bl (3) -50 use 3024 (il 
(b) (3) -P.L. 86- 36 
(b) (5) 
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•i ... 
. • - .:,i: 

(U/ if8~8t One would have expected, however, .that there would be■mandatory, ro~a5'forOpliance 
training tailored to XKEVSCORE given how polAr;rful of a tool it is. : , ' .;: • .: i 

• " •I •• ~ . . ,: '" .. , ,. ·. 
~~ I am pleased that my colleagues have recommended tbat NSA~anel.ifejpecific:"■XKEVSCORE 
compliance training. 89 But this racb~nmendation does not go far erj oua~r-iM n1'l ~r e'f,l•rhe :: 

• r,,., ' • • 
recommendation unfortunat~ly provides no guidance on the cont,~rJ•of th~1tra~~ng, whid(should, at a 

minimum, include a pr96e~tation on the privacy risks associate~btith t~.Lbllel,fi~n and ha0tlling of U.S. 
• • • • • • ■ 

person informatiqr,, limitations on the collection and query~{ig ¥ U.~."{itson,J~ormation, e~mpliance 

standards for.>tKEVSCORE queriesl • •• • •. " • ••] 

r------,(. Analysts should also be required to retraifi on XK~YS~RE cQmpliance ·: 

periodically-whether after an identified time p~rit>
0

d has ela~se.f after.e" serious complian4! incident 

(such as a Questionable Intelligence Activityt,.~after a substaritial update-to XKEVSCORE's ~apabilities, • • t/' • • 
and/or upon legal developments (such a&

0

lilew judicial;,rei;:Ment or a relevant change to airNSA policy) . . . .. . . 
warranting further instruction on campriance. • • • • • •· • • • 

f.-s-,-,-Ra_L.,.~~8) Additionally, I am_tr~~~I~~ that theJt>;~ej~B:ard "?~~rJt~ failed to investigat~: bt 
serious compliance incider.1ts.ifwolving XKEVSCORE' p"rior t~'rovh1g the report. During th~ former 

Board's investigation, w~ll!~rned in Nove_rnber.1QiO thatl._:Jco.~pliance incident reports qccurred in 

2019.91 Of those D*0

EVSCORE incide.ntsQere deel]1ed ~on agency review to invol~ activities 

that may have vio~led law or NSA peficy,.also known as :i Qu~stionable Intelligence Activity or "QIA."92 

That is ovedof incident repoct"s· in a one-year periotJ. O~iously, violations of U.S. law and the 

known collection or processin§,of U.s." person inforrr1Ation tire serious compliance issues. Vet, the former 

majority did not request in(or'mat!o~ on any of these D1As prior to approving the repo1, nor did the 

former Board request eq1,.11vale11t"data about compliance incidents in any other year.93 

~§1fff4F) Complian~e que;tions persist bey,ind the issue of QIAs. For instance, the form~r Board also 

uncovered that o\U!rnu.s. person querie; were conducted through XKEVSCORE in onl~ a 9 month 

period betweenjanuary 2020 and Septeml,~r 2020.94 While NSA represented that the seari::hes were 

mostl~ & • • •••• •• ••• (the agency could not provide the former Boa[ i'.it] the legal 

justifications for each of these queries because "NSA would have to manually review all 

justifications ... and categorize them."95 The former Board should have sought a manual review of the 

Q.s. person queries, or, at least reviewed a subset of these U.S. person queries before issuing its 

89 (U) NSA Deep Dive at 48. 
90 (U) Questionable Intelligence Activities (QIA) defined as "any intelligence or intelligence-related activity when 
there is reason to believe such activity is unlawful or contrary to an E.O., Presidential Directive, IC directive, or 
applicable DOD policy governing the activity." DOD Directive 5148.13 at 16. 
91 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEVSCORE Deep Dive, Answer 2(b)(i); See also NSA 
Briefing on XKEVSCORE (Feb. 7, 2019). 
92 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive. See supra n.90. 
93 (U) The behavior is in stark contrast to the former Board's approach in its 2020 Report on the Government's Use 
of the Call Detail Records Program Under the USA Freedom Act where it engaged n rigorous analysis into the 
efficacy of the program. There, the Board dedicated an entire section of the report to discussing compliance 
incidents: "Root Causes of the Compliance Incidents and Date Integrity Challenges." See PRIVACY AND C1v1L LIBERTIES 
OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM ACT 
63 (2020). 
94 (U) PCLOB Questions received on Sept.14, 2020 regarding XKEVSCORE Deep Dive. 
95 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEVSCORE Deep Dive. 
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report. The lack of follow-up on[::::::::Jc~r~~li;~c~ i
0

n~i~e~;s•a~~I • • •[of U.S. person:queries 

are deeply concerning for an oversight Board tasked with ensuring "that priva.,~ an:d civil liberti~ are 
appropriately considered in the development and implementation of legislaJfon, re~ulation, polities, and 

guidelines" to protect the nation from terrorism.g6 
• . 

~ The lack of satisfactory legal analysis, insufficient training, j (of complia~ce reports, a~d the 

former Board's inability to investigate critical privacy and civil liberties issues all shii1e poorly on the 
former Board's credibility and ability to conduct itself as an oversight body. It is dis~eartening th~t the 

former majority has failed to conduct this basic oversight in a rush to publish this r~port. 
. 

(U) The Board Failed to Adopt the Minority Recommendat ions 

. 
fT.!""'11,~~fl) Fourth, the former Board's report fails to adopt three important recornmendations tjiat 
Board Member Felten and I submitted involving NSA's capacit 

the affirmative de-prioritization of U.S. person information.97 

(U/~) I join Member Felten's discussion of our additional recommendations in his 

and 

(b) (3)-P.L. 86-36 

parate 

statement and also note that while inadvertently or incidentally intercepted communic.~tions of U.S. 

persons is a casualty of modern signals intelligence, the mere inadvertent or incidentat~ollection of 

those communications does not strip affected U.S. persons of their constitutional or ot~er legal rights.98 

Even NSA's Legal Compliance and Minimization Procedures (United States Signals lnt~ll~ence Directive 

SP0018) recognize that inadvertently collected U.S. person communications "will be.prpmptly destroyed 

upon recognition, if technically possible" (except in a few enumerated circumstana;:'s s~ch as a threat of 

death or serious bodily harm).99 Setting aside whether known U.S. person communlcat1ons should be . . 
retained at all, Member Nitze apparently takes issue with the minor effort that it ~ould take for an 

analyst to tag data known or believed to constitute U.S. person information 

hat may be retained 
______ .,.... ______ ..,.., ______________ _ 
and queried for five years (as of now),!00 Member Nitze does not argue that the tagging requirement she 

opposes would be unreasonable or unduly burdensome on analysts. 101 Nor could she. The 

recommendation does not require NSA analysts to take any actions in seeking to identify U.S. person 

information, nor does it require NSA to substantively amend its minimization procedures.102 But as the 

NSA has itself explained, "NSA is required by its Attorney General approved minimization procedures to 

make reasonable efforts to reduce to the maximum extent practicable the number of non-foreign 

communications acquired during SIGINT operations." 10
~ The creation and use of a U.S. person 

96 (U) 42 U.S.C. § 2000ee(c)(2). 
97 (U) NSA Deep Dive at 50-51. 
98 

( U) U.S. v. Warshak, 631 F,3d 266 (2010); Berger v. New York, 388 U.S. 41, 59 (1967); Katz v. United States, 389 
U.S. 347 (1967); 18 U.S.C. § 2518; 50 U.S.C. § 1805, § 1824. 
99 (U) Nat'I Security Agency, United States Signals Intelligence Directive SP00lB: Legal Compliance and U.S. Persons 
Minimization Procedures§ 5.4(b)(1), Jan. 25, 2011 ("USSID 18"). 
100 (U) Statement of Board Member Janie Nitze at 1. 
101 (U) Statement of Board Member Janie Nitze at 1, 
101 (U) NSA Deep Dive at 50-51. 
103 
~) NSA Legal Analysis at 7. 
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information tag is clearly reasonable and this is particularly so when the objective is to reduce the 

collection and retention of U.S. person communications to the maximum extent possible. 
• ,, 
,. 
,,. 

~tMNP, It is also equally apparent that communications an analyst knows or reasonably believes to•· .. 
constitute U.S. person information should be treated as such. Member Nitze postulates, "[W]hat is an ,. 

analyst to do if he is pretty sure, but not certain, that information is 'US person data'?"104 My answer is :: 

simple: tag it as U.S. person information. We can easily draw from familiar common law or Section 702:: 

principles (for example) to understand that tagging should occur upon a reasonable belief that that the:: 

communication includes U.S. person information; certainty is not required.105 
• • .. . . 

(U) Even the NSA concurs, "A person known to be currently outside the UNITED STATES, or whose , • 

location is not known, will not be treated as a U.S. PERSON unless such person is reasonably identified: : 

as such or the nature of the person's communications or other indicia in the contents or circumstance~ : 

of such communications give rise to a reasonable belief that such a person is a U.S. PERSON."106 . . 
~!t','tft") Of course, the tagging of communications as U.S. person information is not a license to • • 

create a "database of USPI" as Member Nit2e seems to fear.107 Recommendation 2 intends to minimiz~ • . . 
U.S. person information from being analyzed by XKEYSCORE, reviewed by additional NSA analysts, • • 

retained in violation of controlling legal authorities, and inappropriately disseminated to other agenci~s.: 

Given that NSA has implemented minimi2ation procedures and also complies with Section 309 of the: 

Intelligence Authorization Act of 2015, the agency should put in place a compliance process to revieV.: 

the tagged communications and appropriately dispose of them or otherwise minimize the sharing of• 

those communications.108 The recommendation would require NSA analysts to ensure U.S. person 

information reasonably known to them is tagged.109 Once that is done, NSA's existing compliance and 

auditing system could apply itself. Incidentally, I note that the mandatory tagging of U.S. person 

information will also have utility for compliance and oversight insofar as there will be data on the . 
prevalence of U.S. person information processed through XKEYSCORE-an estimate NSA is apparent~ 

unable or unwilling to provide today.110 

tT"17'!t11Nfl) The third recommendation that Member Felten and I issued seeks to mitigate the harm of • 

incidental U.S. person collections by requiring NSA to affirmatively de-prioriti2e U.S. person inform~ion • 

processed by XKEYSCORE.111 Although Member Nitze objects to this recommendation, the mere fact 

that I I 

104 (U) Statement of Board Member Janie Nitze at 1. 
1
a; (U) Nat'I Security Agency, FISA Section 702 Minimi.zation Procedures § 2(k)(2) (2015). 

tcl6 (U) USSID 18 § 9.18(e)(2). 
101 (U) Statement of Board Member Janie Nitze at 2. 
108 (U) Intelligence Authorization Act for Fiscal Year 2015, Pub. L. No. 119-213 (2014); See generally USSlD 18. 
109 (U) NSA Deep Dive at 50-51. 
110 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive. 
111 (U) NSA Deep Dive at 50-51. 
112 (U) Statement of Board Member Janie Nitze at 2. 
113 (U) NSA Deep Dive at 16 n.24. 
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____ .f 11
4 Given the massive amount of data that XKEYSCORE digests, I believe our modest 

proposal to affirmatively de-prioritize U.S. person information is a reasonable protection against the 

privacy risks associated with incidental collection. 

(U) The Board Failed the Public 

(U) Fifth, the former majority of the Board has also failed in its mission to inform the public about our 

work. Our authorization statute directs us to make our reports, including our reports to Congress, 

"available to the public to the greatest extent that is consistent with the protection of classified 

information and applicable law."115 Here, the Board has made no effort to seek declassification of this 
report, any portions thereof, or any materials that the Board reviewed. This is inexcusable. Although the 
public is not apparently expected to have access to any of the report, I will publish an unclassified 

statement to be released along with whatever version of the report is ultimately made public-even if 
the report is all or nearly all redacted. It is critical for the public to know that at least one Board Member 

has significant concerns about the content of this report and the operations of the program. 

(U) In addition to our statutory mandate, there are very good policy reasons for why our Board's 

activities should be as transparent as possible. Transparency encourages accountability. When the 
PCLOB publicly releases its reports, it allows the public and other external stakeholders to engage with 

material that is often kept under classification and out of the public eye. It a I lows academics and 

journalists to further investigate potentially wasteful or unlawful government surveillance. It allows civil 

society to advocate for new policy positions. And it allows Congress to further oversee and legislate 

changes to the law. All of these actions engender public trust that there is sufficient and adequate 

oversight of national security programs and activities. 

(U) The public is rightfully worried about secret surveillance programs. By being transparent with our 

reports and activities, PCLOB ensures the public understands oversight is occurring and that privacy and 

civil liberties harms are being addressed. 

(U) Transparency encourages credibility. A thorough report increases PCLOB's credibility to provide 

constructive criticism to agencies engaged in practices with a potential for significant privacy and civil 

liberties harms. It also encourages credibility in NSA itself as the agency listens, responds, and 

incorporates feedback-not just from the Board, but from an informed democracy. It is unfortunate the 
Board has failed to seek declassification of even discrete sections of this report. As we have been 

directed by Congress, I urge the Board to request declassification of its report and release as much 

information to the public "to the greatest extent that is consistent with the protection of classified 

information and applicable law."116 

114 (U) NSA Deep Dive at 16 n.24. 
115 (U) 40 U.S.C. § 2000ee(f)(1). 
116 (U) Id. 
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( U) Procedural Issues Plague the Report 

(U) Finally, I have several concerns about the Board process that was followed to apparently approve 

the unfinished report. In a December 2020 Board meeting, the former majority sought to vote on the 

then-unfinished XKEVSCORE report. During the Board meeting at which the vote was taken, we spent 

several hours discussing the revisions to the body and recommendations that would need to be made to 

the report. Instead of completing those revisions and then providing sufficient time for Members to 

review the report and prepare their statements before voting, the former Board majority sought in that 

meeting to approve the report for this project, ostensibly foreseeing the expiration of former Member 

Bamzai's term at the end of December. Literally on the evening of December 31, former Member 

Bamzai circulated his statement. Subsequently, the new Board convened in January and the Chairman 

submitted his own intention to resign the same month (although he has not departed the agency thus 

far). Recognizing that the current Board has not voted on a report that we are still considering for 

revision as I draft this statement, I have repeatedly requested a vote by the current Board on the final 

version of this report, including all final statements of current Members as well as a vote on whether to 

include the statement of a former Member. The current Chairman has created a legal fiction to compel 

the issuing of a former Member's statement without so much as a vote of the current Board or a vote of 

the current Board to release this report. I simply cannot support a report that has not been voted on by 

the current Board that will issue it. 

(U) Conclusion 
(U) Forthese reasons, I am unable to support this report. I hope the critical deficiencies and gaps 

identified in my statement will help provide guidance to NSA on additional issues that it needs to 

address with respect to the operations of XKEVSCO RE. I also hope that the issues raised in this statement 

inspire a future PCLOB to more effectively perform its oversight and advising functions when assessing 

other surveillance programs. 
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(T~/1~1/fl~r, I join in full the Board's Rcpo11 on XKEYSCORE.~1 I write scparat~l~ to ::{ 
address the legal questions raised by the capabilities described in fhi~s Report and to pro':idc.a ; : i 
conceptual framework for the Fourth Amendment analysis that.the Report recommends the J(JSA • • : 
undertake. The analysis that the NSA provided to the Boar&~fo justify the lcgalitv of • : : • 
XKEYSCORE relics onf . • i ' ' 

I 

y ana ys1s c more-recent case aw, as we c nuances t at t osc cases 
raise. 

□-------
2 tli'S,,,'81~) See NSA, legal Analy.~is of XKEYSCORE (Jan. 20, 2016) ("NSA Legal Atialysis") (created tbr 
PCLOB in res~onse lo the Board's request for any lega(analyses written about XKEYSCORE). 
3 , ,Jf ·~ ·: •• -1.)he NSA Legal Analysis also briefly notes that I I . . . . . . 

I . . . . 
I . . . . . . . . . . . . . . . . . -

·• ( - ,n• ~ . . . . . . . . . . . . . . . . . . . 
• . . . . . . . . . . . . . . -. 

~ (f~,'!'Nf) I . .. I . . . . . . . . . . . . . . . . . .. . 
I 

. . . . . . . . . . . . . I . 
(b) ( 1) . . . (b) ( 1) (b) (3) -18 USC 798 

(b) (3) -18 use 7 98 (b) (3) - 50 USC 3024 ( i) (b) ( 1) 
(b) (3) - 50 USC 3024 (i) (b) (3)-P.L. 86 - 36 (b) (3)-P.L. 
(b) (3)-P.L . 86-36 (b) (5) (b) ( 5) 

86-36 
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I. 

(U) To start at the beginning, the Fourth Amendment provides: 

The right of the people to be secure in their persons. houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated, and no Warrants 
shall issue, but upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the persons or things to be 
scized.6 

By its terms, the Fourth Amendment thus contains a general prohibition on "unreasonable 
searches and seizures," as well as a requirement that "Wa1Tants" be issued only under ce1tain 
conditions-namely "upon probable cause, supported by Oath or affirmation, and pa11icularly 
describing the place to be searched, and the persons or things to be seized." l will call the 
prohibition on "unreasonable searches and seizures" the Fourth Amendment's "Reasonableness 
Clause," and the provision setting forth requirements for warrants the Fourth Amendment's 
"Warrant Clause." 

~~) Against this textual backdrop, two possible Fourth Amendment frameworks 
might bear on the legality of the collection of the type of information at issue in the uses of 
XKEYSCORE analyzed in the Board's Report. Under the first framework, the type of 
information collected for analysis using XKEYSCORE (or the manner of its collection) might 
fall outsideofFomth Amendment protection altogether. To put this point slightly differently, 
certain activities conducted by the government, though they may qualify as "searches" and 
"seizures" colloquially understood, fall outside the scope of the Fourth Amendment's 
protection-say, because they involve searches of non-U.S. persons conducted overseas.' Such 
government activities might be subject to neither the Fourth Amendment's Reasonableness 
Clause nor its Warrant Clause. 

(-'t'.Bct ◄, Under the second framework, an exception to the Fourth Amendment's Wa1nnt 
Clause might apply to the type of collection at issue in the Board's Report and analyzed using 
XKEYSCORE, leaving the Fourth Amendment's "Reasonableness Clause" applicable. To put 
this point slightly differently, the type of collection at issue in the context of XKEYSCORE 
might not require a warrant under the Fourth Amendment, but might still have to satisfy the 
general prohibition against "unreasonable" searches and seizures. 

6 (U) U.S. CoNST. amend. IV. 
7 (U) The tenn "United States person" is defined in several sources oflaw. See Executive Order No. 12,333 § 3.5(k) 
(defining the tenn to mean "a United States citizen," "an alien known by the intelligence element concerned to be a 
pcnnanent resident alien," "an w1incorporated association substantially composed of United States citizens or 
pcnnanent resident aliens," or"a corporation incorporated in the United States. except for a corporation directed and 
controlled by a foreign govemment or govcmments"); 50 U.S.C. § l 80l(i) (delining the tenn to mean "a citizen or 
the United States, an alien lawlillly admilted for pcnnancnt residence fin the United States l, ... an unincorporated 
association a substantial number of members of which are citizens of the United States or aliens lawfully admitted 
for pennanent residence, or a COlporation which is incorporated in the United States," unless such an association or 
corporation "is a foreign power"). 

2 
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(SUB cf ,l In my view, it seems doubtful that all of the content collected for analysis using 
XKEYSCORE is outside Fourth Amendment protection altogether. For clarity, l nevertheless 
briefly address that possibility in Pa11 II. It is more likely that the collection and analysis of 
XKEYSCORE is not subject to the Warrant Clause, but is subject to the Reasonableness Clause. 
I therefore address the proper framework for analyzing this issue in more detail in Part III. 

II. 

(-Sit~~ For purposes of cla1ity and comprehensiveness, I will start by discussing the 
possibility that neither the Warrant Clause nor the Reasonableness Clause applies in the 
XKEYSCORE context because of the extraterritorial exception to the Fourth Amendment 
identified in United Stafes v. Verdugo-Urquidez.8 As I explain below, I ultimately conclude that 
this approach is unlikely to provide a complete and satisfactory answer. 

(U) In Verdugo-Urquidez, the Supreme Court held that the Fourth Amendment docs not 
apply "to the search and seizure by United States agents of property that is owned by a 
nonresident alien and located in a foreign country."9 The case therefore held that neither the 
Fou11h Amendmenfs procedures for wammts, nor the Fourth Amendment's general requirement 
of reasonableness, applied in the circumstances at issue. At the same time, the case concerned 
the warrantless search of the residence in Mexico of a citizen and resident of Mexico, who had 
been brought to the United States for prosecution.10 It therefore did not specifically address the 
incidental collection of any U.S. person information, nor did it address the collection within the 
United States ofnon-U.S.-person communications abroad. 

(fS,~li:) In some respects, Verdugo-Urquidez did not break new ground. s·x ears 
before the Court decided Verdu o-Ur uidez in the context of h sical home searches 

»11 

••••••••••••••••••••••••• ■ ■ ••••••••••••••• ·-----·-·----

8 (U) 494 U.S. 259 (1990). . 
(bl (3)-P . L . 86-36 
(bl ( 5) 

• (U) Id. at 261; cf United States v. Cul'tiss-Wl'ight Er port Col'p., 299 U.S. 304, 318 ( 1936) (';Meither the 
Constitution nor the laws passed in pursuance of it have any force in foreign te1Titmy unle&s in respect of our own 
citizens."). As the Court's opinion in Verdugo-Urquidez indicates, the Court's holdhlgappcars to be consistent with 
early practice under the Fourth Amendment with respect to the seizure of foreign vl!sscls in non-United States 
territory. See 494 U.S. at 267-68 (describing how, seven years after the Four\h•Ametldmcnt's adoption, the United 
States engaged in an "undeclared war" with France following "French in~rfcrcncc with American commercial 
vessels," for which Congress enacted a statute authorizing the Presidem fo "instruct the commanders of the public 
anned vessels which are. or which shall be employed in the servicf or the United States, to subdue, seize and take 
any armed French vessel, which shall be found within thejurisdittional limits of the United States, or elsewhere, on 
the high seas") (quoting An Act Further to Protect the Com1~1~rce of the United States, ch. 68 § I, I Stat. 578, 578 
( 1798)). • • 
10 

(U) See 494.,U,..S.,._a_t 2_6_2 .... ------~ 

11 (~~,,,,~ .. ________ r 
3 
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. . . . . . . . . . . . . . .. . . 
. . . 6 ■ I -. . . 

• • ■ -
- ... 

.... . 
I • 

I'- As I will discuss further below, more recent cases have also co~luded that the 
.....,R_e-as_o_n""'\ablcness Clause, but not the Warrant Clause, applies to the incide11f.il collection of U.S. 

person communications abroad. n .;: 
•: 

(U) As a result, the application of the extraterritoriality excepti\k) to both the 
Reasonableness and Wanant Clauses of the Fourth Amendment under.

0

Verdlfgo-Urq11idez 
depends en a predictive judgment of the likelihood that Fourth-Ame;i"iiment-protected 
info1mation will be collected along with infonnation outside the sc;~e of the Fourth 
Amendment's protections. Where such collection is unlikely, the "tjargeting of non-Fourth­
Amendment-protected infonnation would be outside the scope at'the Fom1h Amendment's 
wan·ant and reasonableness requirements. Where such collectiJ)J\'is more likely, then the 
targeting might be subject to both or, if an exception to the win;t..ant requirement is applicable, to 
the reasonableness requirement alone. ; ,;· 

(fS,~st,lft,ff) I . . . I . . . . . . 
' . . . . . . . . • . . . . . . 

• . • . . . . . . . . . 
• . . . . . . . . . . . . . . . . • . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

(fS,~'Si7YHF) In other wordsJ . .. . 
- • . . . . . . . . . . . . 

l 

. • . . . . . . . . . 

. . ... .. . . . . . ,,· 
I Id. 

. . 

... 

4 

- ,i .. 

. . . . . 

. . . . . 

(b) ( ll 
(b) (3)-P.L. 86-36 
(b) ( 5) 

. . . . . . 

. . 

. . 
• 
I 

I 
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(U) I believe the same basic analysis rcmain}{clevant today. Some overseas searches 
and seizures of non-U .S. persons may fall outside the (,l:otcctions of the Fomth Amendment 
altogether under Verdugo-Urquidez. Where it is anticip"a-ted that U.S. person communications 
might be intercepted, however, the proper analysis requi~·~ • • th 
Amendment-to which I tum below. 

(b) (3)-P.L. 86-36 
(b) (5) Ill. 

(b) (1) 

(b) (3)-P.L. 86-36 
(b) (5) 

. . • • • • • 
fr~Sf!li'fofr),.Because I ~1derstand that it can be.anticipated that some U.S. ,person 

comm~ications might be intercepted and then analy2ed using XKE.YSCORE, it is.'necessary to 
addresf the more crnnorchensivc:Fomth AmcndmcRt framework ao'blicablc to thcst 
circumstances. Wrtttcn decade! agol • J . . . 

. . . . I 

r· . . . =l=5i'i'Sl,~Ql,jii.) I believe 
(I) the 

--------------...... -------,---,---.---------....------fl nat4.1rc ot mc1 cnta co ccuon, (2) t 1c cxtratcnitona ana torc1gn mtc 1gencc "exceptions" to the 
Fourth Amendm~nt's Warrant Cltrnse, and (3) the appropriate analysis underthe Reasonableness 
Clj:luse. I discus~ the three in tum. 

1~(.&~.4~~ Ap~aching the questim} from the vantage point of a "predictive judgment" is consistent with the 
aiainslream view tit.It Fourth Amendment analysis is conducted from an e.\· a/lie perspective, assessing "whether a 
proposed investigaw1y activity was reas111able gi11e11 whal the gorem111en1 ~11e11· al the time, rather than with the 
pcnclit of hindsight." PRIVACY AND c,vn. LmrnTIF.S Ovm.slGIH BOARD, RF.PORT ON Tiff GOVF.RNMENT'S UsF. or 

'11-IF. CAI.I. DF.TAII.)F.CORDS PROGRAM lrNOF.R THF. USA FRF.F.DOM ACT 41 (Feb. 2020); see also At1der.wm l'. 

'Crei:.rd1to11, 483 U.S. 635, 639 C 1987 . ] ~I-____ • _____ . _________________ ] 
I: • j l . . . . 

lU fT!1"!tt"'f~ /"I . . . 
- . . . . . . 

• . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . \ . 
s 

(b) ( 1) 
(b)(3) - 18 USC 798 
(b)(3)-50 use 3D24 (i) 

(b) (3)-P.L. 86-36 
(b) ( 5) 
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A. • 
.. . . . .. . . . . 

(b) (3)-P.L. 86-36 
(b) (5) 

.. .. .. .. . 

(:ES,1,'QLtpFf) To the extent that the collection analyzed in){f(EYSCO)?E might inv.olvc 
U.S. person infmmation, the legality of such wati-antlcss collcr;t1on must d~cn~ on the con,!cpt 
of .. incidental interception. "21 Because the program's pUIJ¥JSe is to find (orcign- communications 
of intelligence value. the anrumcnt i!OCS. anv interceotimi of Amcricans;·commlmications is• 
incidental. I .. l __________________ ,,;2 

_ .. r = 

i 

I 

. 
• 

(U) The concept of .. incidcntal interception" has a long history in cases ~hat involve : 
surveillance using "hard selcction"-for example, suivcillance utfdcr a wirctap?3 In such cases, 
the .. incidentally collected" communications had been sent to orfrom a spccifiG person ( or • 
facility) targeted by the government. 

(U) Two recent cases arising in the context of suivciliancc under Sectio~ 702 of the • 
Foreign Intelligence Surveillance Act24 illustrate the contours of this doctrine audits applicat~n 
outside of the "pure" wiretap context. In United States v. J/asbajrami,15 the Second Circuit : 
described .. incidental collection" as occuning upon .. the iollcction of the comnJunications or: 
individuals in the United States acquired in the course of the surveillance of individuals with~ut 
tics to the United States and located abroad. "16 Such ipcidental collection, the Second Circuit• 
held, .. is permissible under the Fourth Amendment.":• As an example, the SccC:,nd Circuit • 
obscived that incidental collection could be premised on appropriate .. targeting~'-namcly, '"tl1c . . 

' 
j 

27 {'f9l'i'!!Uh~ ff)I 

n (U) See United States v. Kahn, 415 U.S. 143 (1974); Clay, 430 F.2d at 170-72. 
i 

H (U) 50 U.S.C. § 1881 a. llle Second Circuit has recently, relying on a repo11 of this Board, described section 702's 
statutory scheme. See United States v. Hasb<.~jrami, 945 F.3d 641, 650-58 (2019) (citing PRIVAC:Y ANU C1v1L 
LlBERTJES OVERSIGHT BOARD, REPORT ON HIE SURVEILLANC:E PROGRAM OPERATEll PURSUANT TO SEC:TION 702 
OF THE FOREIGN INTELLIGENCE SURVEILLANCE Acr (July 2, 2014) ("PCLOB Section 702 Report")). 
2

~ (U) 945 FJd 641 (2d Cir. 2019). 
26 (U) Id at 646; see id. at 654 ("Incidental collection occurs when a non-targeted individual (a United States person 
or someone in the United States) communicates with a targeted non-United States person located abroad."). 
27 (U) Id at 646. lne Second Circuit distinguished such "incidental collection" from "inadvertent collection," which 
it defined as collection that 

occurs when the NSA reasonably believes that it is targeting a non-United States person located 
abroad, or does not have enough infiom1ation to detennine whether an individual e-mail address or 
other communications facility is being used by a United States person or accessed from within the 
United States, and therefore presumes that the account is controlled by a foreigner outside the 
United States. The collection is characterized as "inadvertent" when the agency learns that the 
person controlling the account is a United Stntcs person after it has already acquired some of the 
person's communications. Jn essence, inadve11ent collection occurs when the NSA targets United 
States persons or individuals located within the United States in error: the agency thought ii was 
targeting a foreign individual abroad, but the targeted person was in fact a United States person or 
an individual located in the United States. 

6 

f 
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(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 

(b) (3) -P.L. 86-36 

. 
decision to surveil an individual or his or her channels of electronic communications"18-that • 
comports with the Fourth Amendment. 29 And the Second Circuit reasoned tha~ surveillance : 
could be incidental, and permissible, even where the government expected that-it would collect 
some United States person communications.30 As the Second Circuit put it, "That the overall : 
practice of surveilling foreigners abroad of interest to the legitimate purpose o( gathering forei~n 
intelligence information may predictably lead to the interception of communic~tions with United 
States persons no more invalidates that practice, or requires the government to-cease its • 
surveillance of the target until a warrant is obtained, than the general forcsccal5ility of 
intercepting communications with previously unknown co-conspirators undent1ines the 
inadvertent overhear doctrine in ordina1y domestic criminal wiretapping."31 

• 

(U) In United States v. Mohamud/2 the Ninth Circuit held that collection of the . 
communications of a U.S. person who communicat,ed with a foreign target "dtid] not require a • 
warrant, because the search was targeted at a non-U.S. person with no Fourth ¥\mendment : 
right."3•

1 The court referred to this as the "incidental overhear" approach, borr.owing from the : 
familiar notion that, in the context of a traditional wiretap, "failure to idcntif y:cvcry individual • 
who could be expected to be overheard" docs not make the acquisition unlawf ul.3~ The court • 
also quoted this Board's description of incidental collection from the Board's•2014 report on 
Section 702, which also presumed a target: "The collection of communications to and.from a • 
target inevitably returns communications in which non-targets arc on the oth~r end, some of 
whom will be U.S. persons. '"35 

. 
fF61i'~~) The question presented bv XKEYSCORE is whether tlie same concent of· 

"incidental" collection a lies where 
In t is respect, 

ancc argua car greater rcscm lance to the 

ld at 656. Inadvertent collection, the Second Circuit said, "raises novel constitutional questions." Id at 646. 
28 (U) Id at 652. Targeting has a teclmical meaning in the context of FISA. In this Statement, my concem is "with 
the procedures designed to protect the constitutional privacy rights of America11s and comply with the Fourth 
Amendment inside the United States and not with 1l1e obviously confidential procedures and criteria by which 
United States intelligence agencies decide which non-United States persons located abroad are appropriate objects 
or surveillance." Id. 
19 (U) Id at 664. 
30 (Li) Id. at 665. 

' 1 (U) Id. As the Second Circuit obse1ved, '"[ijn the nature oflaw enforcement, there is always a possibility that the 
collection of evidence against a person who there is already probable cause to believe is involved in criminal 
activity or who is otherwise legitimately subject to surveillance will also develop infonnation about others not 
previously reasonably suspected of wrongdoing." Id. The Second Circuit also observed that there was "no 
contention" tlmt the surveillance "wns unde11aken as a pr-et ext to collect the communications" of a U.S. person. f d. 

J~ (U) 843 F.3d 420 (9th Cir. 2016). 

Jl (U) Id. at 439. 
3
•
1 (U) Id. at 439 (quoting U11itecl States 1•. Donovan. 429 U.S. 413, 436 n.24 ( 1977)). 

uotin PCLOB Section 702 Re ort at 82 . 
)6 

(b) (1) 
(b) (3) -P.L. 86-36 
(b) (5) 
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(b) (3)-18 USC 798 
(b)(3)-5O USC 3O24(i) 
(b) (3)-P.L. 86-36 

.. .. ' 
familiar wirctapl •• 

0 ·r Section 702 has·: ... 
specific targets whose communications arc intentionally collected. nod various co-communican~ 
whose communications arc incidentally collcctcd.-"I I • 

I I-'° The ingestion of some U.S.-pcrson 
communications into XKEYSCORE may not be specifically intended, but it is a natural result of 
NSA's approach. 

(U) Several considerations suggest that the incidental overhear concept applies under 
these circumstances, and counsels against the Fourth Amendment requiring further "targeting." 
First, as a conceptual matter, "[t]hc 'incidental overhear' doctrine is closely related to the 'plain 
view' doctrine applied in connection with physical scarchcs."39 The "plain view" doctrine is 
applicable without further "targcting."40 One might argue that, ajor/iorari, the incidental 
overhear concept also docs not require targeting. 

(U) Second, several cases have made a comparable suggestion. In Hasbairami, for 
example, Judge Lynch observed on behalf of the Second Circuit that 

law enforcement officers do not need to seek an additional wan-ant or probable 
cause determination to continue surveillance when, in the course of executing a 
warrant or engaging in olher lawful search aclivilies, they come upon evidence of 
other criminal activity outside the scope of the warrant or the rationale justifying 
the search, or the participation of individuals not the subject of that initial warrnnt 
or scarch.41 

n (U) To be sure, tmtil April 2017, NSA also used Section 702 10 collect messages about targeted selectors, where • 
"[al U.S. person senf 1] or receive[ d] an Internet communication that f wasl routed internationally and that include[ d] : 
a reference 10 a selector such as an email address used by a foreigner who haf d] been targeted." PCLOB Section 
702 Report al 87; see also id. al 37-39. . 
38 (,~!ail.>) 

[ : 
] . 

19 (U) Hashajra1i1i, 945 F.3d at 664 n.17 (citing C<XJ/it'lge 11. New Hampshire, 403 U.S. 443, 456-67 (1971)). 

,o (U) See Cooli&ge, 403 U.S. al 467-70. • 

~, (U) 945 F.3d ~1662 (some emphasis added). The ieeond Circuit repeatedly adopted this fonnulalion, strongly: 
suggesting it wll6 a deliberate choice. See id. al 663 t'The Fourth Amendment generally is not violated when lai 
enforcement ofl1cers, having lawfully undertaken el;elronic surveillance, whether under the authority of a warrant 
or an exceptionio the warrallf requirement, discov~r and seize either evidence or criminal activity that they woijld 
not have had probable cause to search for in the tirSA place, or the relevalll conversation or an individual they di& not 

(b) ( 1) 
(bl (3) - 10 use 79 8 
(b) (3) -50 USC 3024 (i) 
(b) (3) - P.L. 86-36 
(b) (5) 

8 • 

(b) (1) 
(b) ( 3 )-P.L . 86-3 6 
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(U) Judge Lynch's use of the clause referring to "engaging in other lawful search 
activities" suggests that the "incidental collection" concept applies whenever the government 
conducts a lawful search, not merely when it obtains a wan·ant. Thus, in Hasbajrami itself, the 
Second Circuit rejected the argument that the "incidental overhear" line of cases applied solely 
where "there was already an initial warrant supported by probable cause."42 The Second Circuit 
held that "once that initial surveillance is rendered lawful by a warrant, a FISC order, or some 
other exception to the warrant requirement, an additional warrant is not necessary in order to 
collect the calls or e-mails of third partics.'"13 "The reason why the initial surveillance was 
lawful,'' the Second Circuit continued, "does not matter to this conclusion.'044 

(U) Likewise, in Mohamud, the Ninth Circuit acknowledged that the leading precedents 
involving application of the "incidental overhear" doctrine involved searches that "targeted 
United States citizens and took place within the United States, so a warrant was required for the 
initial search to be constitutionally petmissible.''45 The Ninth Circuit held that 

the guiding principle behind [the incidental overhear cases] applies with equal 
force here: when surveillance is lawful in the first place-whether it is the 
domestic surveillance of U.S. persons pursuant to a warrant, or the warrantlcss 
surveillance of non-U.S. persons who are abroad-the incidental interception of 
non-targeted U.S. persons' communications with the targeted persons is also 
lawfol.46 

(U) The FISCR reached a similar conclusion in bi re Cert{jied Question ofLaw,47 holding 
that incidental collection could be "constitutionally reasonable, even when done without a 
probable-cause warrant."48 In that case, the government's use of a pen register-subject to a pen 
register application with a selection tcrm;49 but without probable cause or a warrant-collected, 
not merely mctadata from a target's phone calls, but also "post-cut-through digits" dialed after a 

anticipate or name in a warrant application.") (emphasis added); id at 667 C'[W]hen an officer executing a lawful 
search or electronic surveillance warrant, or olhen1•ise engaged i 11 a la11f11l 5earch, comes upon evidence of a 
previously unsuspected crime, or lea ms oft he involvement of a previously unsuspected individual, 01c olliccr is not 
required to stop and obtain a new warrant to sci:r.c the item or to continue monitoring the phone line for which the 
warrant was obtained.") (emphasis added). 
42 (U) Id. at 665. 

H (U) Id at 665-66 (emphasis added). 

~~ ( U) Id at 666. 
15 (U) 843 F.3d at 440 . 

.,, (U) Id at 440-41 (citation and quotation marks omitted) (quoting U11iled Slates v. l!ashajrami, l l-CR-623 (JG), 
2016 WL 1029500, at •9 (E.D.N.Y. Mar. 8, 2016)). For similar language from the FISCR, see In re Direcli1•es 551 
F.3d at 1015 ("It is settled beyond peradventure that incidental collections occurring as a result ofco11slit11lio11al~y 
permissible acq11isilio11s do not render those acquisitions unlawfol. lhe govemmenl assures us that it does not 
maintain a database or incidentally collected inlonnation from non-targeted United States persons. On these facts, 
incidentally collected communications of non-targeted United States persons do not violate the Fourth 
Amendment.") (emphasis added). 

H (U) 858 F.3d 591 (FISA Ct. Rev. 2016). 
~8 (U) Id. at 605. 

~9 (U) See 50 U.S.C. § l 842(c)(3). 

9 
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call was connected, which the Court classified as "content" infmmation for purposes of the 
Fourth Amendment. The FISCR held that the collection of the post-cut-through_tligits was I 
incidental to the collection of the mctadata and, hence, constitutionally permissible. In doing so,:! 
the FISCR necessarily reasoned that the constitutionality of incidental collccti~ docs not hinge ·: 
on the existence of a warrant supported by probable cause.50 : :: . . 

• •• 
(U) And the FISC has also reasoned similarly in a 20 I I opinion by Ju.tlge Bates. 51 In thaJ! 

opinion, the FISC observed that it was addressing a factual sccnatio somewhat different from the: 
standard "incidental collection" paradigm. It observed that, in the scenario ,cfore it, ''the : : 
incidental acquisitions of concem are not direct communications between a."non-target third par~ 
and the user of the targeted facility," nor "are they the communications of (Ion-targets that refer: : 
directly to a targeted selector."52 Instead, the issue at hand before the FIS~ concerned : : 
communications "acquired simply because they appear somewhere in the-same transaction as a• 1 

separate communication that is to, from, or about the targeted facility. "53 :The FISC observed : : 
that "[t]hc distinction is significant and impacts the Fourth Amendment f)alancing."54 

• : 

Ultimately, the FISC treated this "distinction" as a factor relevant to th~balancing approach : 
applied under the Fourth Amendment's Reasonableness Clause.55 

: 

- I 
--- •■----------------------------~. I 

. 

1 :,ee a1so nasn,yra1111 • ..,.,..:; r .. iG al ,D'+ ..,., ______ ,... ______ '"""' _______ _ 
(cllscussmg nmacntal versus madvcrtent collccuon). 

;i (U) [Redacted], 2011 WL 10945618 (FISC Oct. 3,201 I) ("2011 Bates Opinion"). 

;i ( U) 20 Jl Bates Opinion at •2 7 . 

• u (U) Jd_ As the F!SC obsetved, the NSA acquired the transaction "because it lack[ edJ the technical means to limit 
collection only to the discrete portion or portions ... that contain a reference to the targeted selector." Id. at •26. 
54 (U) 20ll Bates Opinion at •27. Specifically, the FISC obsetved that "[aJ discrete communication as to which the 
user of the targeted facility is a party or in which the targeted facility is mentioned is much more likely to contain 
foreign intelligence infonnalion than is a separate conunuuication that is acquired simply because ii happens lo be 
within the same transaction as a conununication involving a targeted facility." Id 

'
5 (U) 20/l Bates Opinion at lj,27-28. 

IO 
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(bl (3)-1B USC 79B r· ...... (bl (3)-50 USC 3024 (il 
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• J, ,., , . 

. . . . . . . . . . . . . . 

. . 
• . . . . . 

• 

{b l ( 1) 
{bl (3l-P.L. 86-

. . . . . 
I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

('fS~1'GL'~l!;I,) For the reasons given above, I bel~ve that the principle of "incidental" 

36 

collcctionL..,_ __________ _Japphcs in the context of XKEYSCORE. • 
First, as a conceptual matter, it is most plausible to consider "incidental collection" or "incidental 
overhear" as an outgrowth of the "plain view" doctrine. When the government has the authority • 
to conduct oarticular surveillance-be it a result of a valid wiretan a oen re11ister or some other 

~ a• . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 
-. 
•, . . . . . 
,-

11 (b) ( 1) 

(b) (3) - 1B USC 798 
(b) ( 3 l-50 USC 3 024 (i) 
(b) (3)-P.L. 86 - 3 6 
(bl (S l 
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aspect of the Fourth Amendment----collection of other, non-targeted persons may occur in the 
normal course as a matter of plain view. Second, as Judge Bates reasoned in his opinion for the 
FISC, the concept of"inadvct1cnt" collection has important ramifications for the Fout1h 
Amendment calculus, but those consequences seem best addressed in the analysis of a program's 
reasonableness, rather than by denying application of the incidental collection doctrine 
altogether. Indeed, Judge Lynch's discussion of "inadvertent collection" in Hasbqjrami can be 
read to be consistent with this pcrspective.62 Thus, though the issue is a challenging one with 
which vaiious jmists have grappled in recent years, the better view is that the incidental 
collection doctrine is applicable in this context. 

B. 

(T~'~7'fttt) Assuming that the "incidental collection" concept applies under these 
circumstances, such collection must fall within the ambit of, or be "incidental" to, the collection 
of some communications pursuant to an exception to the Warrant Clause of the Fourth 
Amendment. There appear to be two possible exceptions-the extrateITitorial exception and the 
foreign intelligence exception-that might be applicable to the type of collection at issue here. I 
address the two in tum. The application of either one of these two exceptions would mean that 
the collection and analysis at issue in XKEYSCORE would remain subject to the 
Reasonableness Clause. 

I. 

(b) (3)-P. L. 86-36 
(b) (5) 

(-f9"'6Wfi~) Extraterritoriality. I have already discussed the cxtratenitorial ~xccption t; 
the Fourth Amendment addressed in Verdugo-Urquidez, which applies to an overseas search of a: 
non-U.S. person.63 As I explained, Verdugo-Urquidez did not address the appropriate analysis 
when an overseas search of a non-U .S. person results in incidental collection of U .S.-j:Jcrson 
communications. Since the Court's decision in Verdugo-Urquidez, several comts have 
addressed that factual scenario, holding that the Wan-ant Clause does not a err· 
t h arch s U.S. er ns but that the Reasonableness Clause does.6

~ 

65 

61 (U) ln this respect. an analogy can be drawn between "inadvertelll collection•· and the "apparelll authority" 
doctrine of Fourth Amendment law, which assesses for Fourth Amendmelll reasonableness govenunent actions 
reasonably taken on infonnation that later proved incon-ect. See Orin S. Kerr, 11,e Fo11nh A111e11cli111e111 and the 
Global Jutemel, 67 STAN. L. Rt:v. 285. 309 (2015) (citing Jlli11ois 1•. Roclrig11ez, 497 U.S. 177, I 79-80 ( I 990), and 
reasoning that "[l]he analogy between apparent authority and unknown Verclugo-Urq11iclez status should be clear"). 
63 (lJ) See supra Part 11. 
6

'
1 (U) In addition to the cases discussed in the text, see Uni/eel Stales v. Barona, 56 F.3d 1087, 1094-95 (9th Cir. 

1995), and United States v. l'elerso11, 812 F .2d 486, 490 (9th Cir. 1987). ln both cases, the court detennined that 
when American officials partner with foreign law enforcement officers in a ' 'joint venmre" to conduct a searcl1 of an 
American, the search must be reasonable under the Fourth Amendmelll. The opinions did not expressly address the 
warrant requirement, but neither required the govemment to obtain a U .S warrant for such a search. 
6

~ (U) A 1976 district court decision, Berlin Democratic C/11h v. Rum~'(eld, held that prior judicial authorization by n 
U.S. magistrate was required, but in a very unusual situation. 410 F. Supp. 144 (D.D.C. 1976). ·mat case involved 
a provision of West Gennany ·s G- IO law. which governs telecomnmnications intercepts, that allowed U.S. oflicials 
to request that the West Gennan government conduct wiretaps where necessary to protect occupying NATO forces. 

12 



Doc JD: 6833921 Doc Ref JD: A6739552 

'ffl~e~~T//~~++He~e~N-

(U) In In re Terrorisl Bombings of U.S. Embassies in Eas/ AjNca, the Second Circuit 
addressed how the Fourth Amendment applies to telephone wiretaps and physical searehes 
targeting a U.S. citizen residing in Kenya.66 The court held that "the Fourth Amendment's 
Watnnt Clause has no extraterritorial application"; instead, "foreign searches of U.S. citizens 
conducted by U.S. agents are subject only to the Fourth Amendment's requirement of 
reasonableness."67 Judge Cabranes's opinion explained that the Court had found no historical 
evidence in support of requiring U.S. waITants to conduct an overseas search and quoted the 
Supreme Court's statement in Verdugo Urquidez that "[ w ]hat we know of the history of the 
drafting of the Fourth Amendment ... suggests that its purpose was to restrict searches and 
seizures which might be conducted by the United States in domestic matters."68 

(U) In United States v. Stokes,69 the Seventh Circuit considered a Fomih Amendment 
challenge to the use of evidence found in a raid, conducted jointly by U.S. government and Thai 
authorities, of an American citizen's residence in Thailand.70 The Seventh Circuit adopted Judge 
Cabranes' s reasoning and held that "the Fourth Amendment's wan·ant requirement, and by 
extension the strictures of the Warrant Clause, do not apply to extraterritorial searches by U.S. 
agcnts."71 Instead, "the search of Stokes's home in Thailand [ was] governed by the 
Amendment's basic requirement of reasonableness."72 

(U) Recent court of appeals cases decided in the context of Section 702 have squarely 
held that the target's location and status, rather than the collection device's location, is 
controlling for application of the cxtratcnitorial exception for Fourth Amendment purposes. 
That approach seems consistent with Chief Justice Rehnquist's view in Verdugo-Urquidez that 
the "available histmical data show ... that the purpose of the Fourth Amendment was to protect 
the people of the United States against arbitrary action by their own Government; it was never 
suggested that the provision was intended to restrain the actions of the Federal Government 

The court held that the warrant requirement applied to a U.S. Anny request to surveil U.S. citizens who were 
effectively domestic political activists, even though they were located overseas. That ease, even assuming that it 
was con-ectly decided, is best seen as sui generis, in view ort wo unusual features. First, the surveillance, though 
conducted abroad, targeted activities by U.S. citizens that related 10 inherently domestic political issues. Second, 
the United States wielded quasi-sovereign authority in Berlin during the decades-long Allied occupation ofthm 
city-authority rellectcd in the unusual provision orthc G-IO law. 

(U) In Bes/ 11. United Stales, I 84 F.2d 131 ( 1st Cir. 1950), the First Circuit held that a wan·ant was not required fora 
search conducted by the military "in the early months of the military occupation or Austria." Id at 139. However, 
it suggested in dicta that a warrant would be required for FBI agents investigating a federal crime 10 search lhe 
dwelling in Gennany of a U.S. citizen working in a civilian capacity for the U.S. government. Id. at 138. 
66 (U) 552 F.3d 157 (2d Cir. 2008). 
67 (U) Id. al 171. 
68 (U) Id. at 169 (quoting 494 U.S. at 266 (alterations in original)). 
69 (U) 726 F.3d 880 (7th Cir. 2013). 
7 0(U) Id. at 885-86. Slokes involved a U.S. citizen, residing in Thailand, who was suspected of sexually exploiting 
children. Id. The U.S. and Thai governments conducted a joint raid of the defendant's home pursuant to a Thai 
search warrant, which uncovered voluminous evidence ofhis guilt. Id. at 886. 
71 (U) Id. at 893. The defendant had argued that the Thai warrant failed the Fourth Amendment's requirement of 
particularity and that "the search exceeded the scope of the warrant." Id at 891. 

n (U) Id. at 893. 

13 
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against aliens outside of the United States tenitory."73 The Second Circuit in Hasbajrami held 
that "a person who does not have a Fourth Amendment-protected privacy interest in his 
communications, such as a foreign national resident abroad, docs not acquire such an interest by 
reason of the physical location of the intercepting device. "74 The Ninth Circuit in Mo ha mud 
reasoned that "what matters here is the location of the target, and not where the government 
literally obtained the electronic data."75 

(U) Although this theory has yet to be expressly adopted by the Supreme Court, at least 
as the law currently stands, the implications from Chief Justice Rchnquist's opinion in Verdugo­
Urquidez and the holdings in Hasbajrami and Mohamudindicate that the application of the 
extraterritmial exception depends on the nature of the communications intercepted, as opposed to 
the location of the intercepting device. The Fourth Amendment's backstop requirement of 
reasonableness still applies. 

2. 

(U) Foreign il1felligence. The Supreme Court has left open the possibility that the Fourth 
Amendment may require different "safeguards" in the national security context than in ordinary 
criminal cases. 76 Based on such language, lower courts, including the Foreign Intelligence 
Surveillance Court of Review, have embraced a "foreign intelligence" exception to the Fourth 
Amendment's warrant requirement.77 These courts have held that foreign-intelligence searches 
must satisfy the Fourth Amendment requirement of reasonableness, rather than the usual 
requirement that the government obtain probable cause and a warrant. 

(U) The Foreign Intelligence Surveillance Court of Review has explained current 
doctrine in the following manner: 

. , •....•.. , -······ 

73 (U) 494 U.S. al 266. 
14 (U) 945 F.3d al 665; id. al 664 (rejecting the argument that "VerdHgo-Urquidez does not control the outcome here 
because Section 702 collection occurs in the United States"). The Second Circuit explained that"{ aft least where 
the co111111u11icalio11 is collected essenfial{v in ,-ea/ time as if occurs, the targeted communication . . . occurs in the 
relevant sense where the person whose calls or e-mails arc being intercepted is located, regardless of the location of 
the means used to intercept it." Id. (emphasis added). 

'~ r,~~t,"'1fl' Molla11md, 843 F.3d al 439 (quotation marks omilled) (quoting Hasbajrami, 2016 WL I 029500, at 
*9 n.15) (rejecting the defendant's argument that "under Ve,-d11go-Urq11idez, the location of the search matters, and 
that here, the searches took place in the United States"); see also DAVID KRIS & J. DOUGLAS WILSON, NATIONAL 
SEcmu·ry lNVESllGATIONS & PROSECUTIONS § 17:3 (2016) ("For non-U .S. person targets, there is no probable­
cause requirement; the only thing that matters is ... the govenunenl's reasonable belief about . . . the target's 
location."). ·n1us, with resoecl lo the tvoe of collection al issue in the XKEYSCORE context, the location of the 
device is not disnositive. I I 

76 (U) Katz, 389 U.S. al 358 n.23; United Stales I'. US. Dist. Court.for E. Dist. of Mich, 407 U.S. 297, 30t!-09 & 11,8 
(1972). • • 
77 (U) See Inre Directives, 5 51 F.3d al 1010; 1'r11011g, 629 P.2d al 915; accord B11te11ko, 494 F.2d al 605:Brown, 484 • 
F.2d al 426. 

14 (b) ( 1) 
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When law enforcement officials unde1take a search to uncover evidence of 
criminal wrongdoing, the familiar requirement of a probable-cause waITant 
generally achieves an acceptable balance between the investigative needs of the 
government and the privacy interests of the people. But it has long been 
recognized that some searches occur in the service of "special needs, beyond the 
nonnal need for law enforcement," and that, when it comes to intrusions of this 
kind, the wan ant requirement is sometimes a poor proxy for the textual command 
of reasonableness. 

(bl (3) -P.L. 86-36 
(bl (5) 

[l]n this context, the wan·ant requirement is ill-suited to gauge waafis reasonabl;. 
The textual command ofrcasonablcncss-"thc ultimate touchskin•c ~f the Fourth: .. 
Amcndment,"-still governs. Indeed, it retains its whole fore~.'11:1 : : : . . .. . . . . . 
(U) Although lower court cases have embraced a faceigR~iorelligem:e exrep1iao1atbe 

Warrant Clause the recise contours of such an exc tion call •be debated. 

On another view, the foreign-intelligence exception to.the Wattant Clause applies somewhat 
more broadly. As the FISCR has put it, the "warranfrequirement ... fails properly to balance 
the interests at stake whe11 the govemme11t is inst<;_"'-' seeki11$ 'to pre.rnrve a11d protect th~ 11atio11 's 
security .fhm, foreig11 threat" rather than investigating crif!1inal wrongdoing_ll Similar!'/, the 
Third and Fifth Circuits have suggested in dir,a that the exception tums on the purpose of the 
government's action, and applies to activit~es whose pmpose is "gathering foreign • 
in tell igencc. "81 

• • • 

•• 

('f5{,164,i,aE~.J J the ultimate question is whether ~he foreign~ 
intelligence exception applies soli;ty when government surveillance is "directed at a foreign 
power of agent of a foreign po\'l~r" or whether it also applies when government survei)lance is 
conducted for a foreign-intelligence purpose, rather than the purpose of investigating ordinary : 
crime. The daylight bctweo11 these two ways of fonnulating the standard may matter i~ the 
specific context of the co~lection analyzed by XKEYSCORE, because such collection:is not 
necessarily "directed a_r~ foreign power or agent of a foreign power." For example, tl!e law at 
issue in /11 re Directi.,~s permitted warrantlcss collection targeting a particular, k11ow11 non-U.s.: 
person located ovcrscas.82 The uses of XKE YSCORE the Board has reviewed in the Rcgort do· 
not involve col~acting the communications of a specific, targeted person-I • 1 : 

• • I ■ 

7s (U) lllre '-'f"'~ffied Q11eslio11 ~I /,a,r. 858 F.3d 591. 605,607 (FlSA Ct. Rev. 2016) (Cilations omitte~ (lirsl ~ : 
quo1ing Venw11ia Sch. rn~,. 47 J,,_ Ac/011, 515 U.S. 646, 653 ( 1995); and lhc11quo1ing Riley \I. Califonra, 573 l~.s. 
373,381

0

,t014r, ' ~ 

"cr~m~~---- ( 
~) /11 re Cei·,;,;;~:=;;,;-ef/,;;;,858F.3d;s"9~c~°i;;;;ddcd): i · i 

81 (U) Bufrmlw, 494 F.2d al 605; Brown, 484 F.2d al 426. 

s2 (U) 551 F.3d al 1007. 

15 
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I 
(~5'1,','Np) That programmatic purpose is consistent with Executive Order 12,333, 

which does not limit the universe of information that can be collected by intelligence agencies to 
infmmation about foreign powers or their agents.83 Accordingly, NSA procedures pe1mit 
officers to target non-U.S. persons who possess, or arc likely to possess, "foreign intelligence 
inf01mation," whether or not they work for or on behalf of a foreign power.M 

(T&4SM'N-f) That programmatic purpose is also somewhat akin to the purpose behind the 
surveillance authorized under Section 702 of FISA. As the Supreme Court has observed, 
"[u]nlike traditional FISA su1vcil lance, [Section 702) docs not require the Government to 
demonstrate probable cause that the target of the electronic surveillance is a foreign power or 
[an] agent ofa foreign power."8s Instead, under Section 702, on "the issuance ofan order" by 
the FISC, "the Attorney General and the Director of National Intelligence may authorize jointly 
. . . the targeting of persons reasonably believed to be located outside the United States to acquire 
foreign intelligence infonnation."86 

('f3#3t,~) It is possible that the nan-ower conception of the foreign-intelligence 
exception a11iculated in some precedents-which would limit foreign intelligence collection to 
forcism Dowers and their agents-is mere dicta not ncccssarv to decide the case. I I 

lnnn ---------------------------\. 
. . .. ---------( b) (3)-P.L. 86-36 

(b) (5) 
83 (U) Executive Order No. 12,333 § 3.5(e). • • ,,_ _______ __. .. 
si (U//~ See USSID SP0OI8, as discussed in Part IV.B of the Board:s.Rei,ott." • 
8

~ (U) Clappel'V. Amnesty /111 'I USA, 568 U.S. 398,404 ,2(H3}." • ' • . . 
16 (U) 50 U.S.C. § 188 la(a). FISA defjnes-"fotcigi1 intelligence infonnation" in 50 U.S.C. § I 80l(c). 

I • f 87(~~}1 ..••• 
f ,. 

88 (U) id In /11 re Directives, the FISCR addressed a situation where the surveillance took place in the United 
States, but the target was located overseas. The FISCR fonnulatcd its holding in tenns of those facts: "!W]e hold 
that a foreign intelligence exception to the Founh Amendment's warrant requirement exists when surveillance is 
conducted to obtain foreign intelligence for national security pmposes and is directed against foreign powers or 
agents of foreign powers reasonably believed to be located outside the United States." 551 F.Jd at 1012. 

16 
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. . .. . 
(=t~Rft) Finally, assessing whether the collection and aQal~sis ibat comprises : 

XKEYSCORE complies with the Fourth Amendment will, if all cprccJion is properly within:,or 
"incidental" to the cxtraten-it01ial or foreign intelligence cxccp,ibns,.bc assc.s~d under the "the 
totality of the circumstances" test for reasonableness.~9 Thar"rea59nablene~s•: inquiry would: 
depend in part on the "privacy protecting measures," s(\Cb' as rest,r1ctions on•the targeting ofu:s. 
persons and measures to minimize the retention and, sisscminatibn of infonuat(on about U.S. 
persons in a manner consistent with mission need.~0 

• 
• 

('f'~~!!r:) Ultimately, this an~~•Js likely turns on whether NSA. ad~quately protect~ 
any U.S.-person communications procdsed by XKEYSCORE from misuse. The stronger the • 
safeguards applicable to Amcricam'"~ommunication~such as limits on {election and retention: 
and other protections for U.S. {lCrsons-the stronger" the case for rcasonabtcncss. For example, : 
si nificantl !en then in the, retention 

wou d 1ke tcvcl of legal risk. 
by contrast, would r""'e-a"'"u_c_c_s_u_.e .. n .. n-s""K..,_-"'.-w""'1'"'tn,..o_u_t _ _. 

.__ ________________ _ 
exhaustively addressing each aspect of the program here, to my mind, the protections 
enumerated in the Board's Report and highlighted in the separate statement of Chairman Klein 

IY (U) Mol1a11111cl, 841 F.1d at 441; In ,-e Te,-,·orisl Roml>lngs, 552 F.3d at 172 ("To dctcnninc whc1hcr a search is 
reasonable under the Fourth Amendment. we examine the totality of the circumstances to balance, on the one hand. 
the degree to which it intrudes upon an individual's privacy and, on the other. the degree to which it is needed for 
the promotion of legitimate govemmcnl interests.') (inlemal quotation marks omiued) (quoting Snmson ,,. 
Cal{/omia, 547 U.S. 843, 848 (2006)). One question that can arise i1 litigation is whether the "reasonableness" of 
the program must be assessed at the time of the collection of infonnation or whether the "reasonableness" of each 
individual search qualilics as a Founh Amendment episode. Courls have split on this question. The district coun in 
Moltc111111cl concluded thnt the "subsequent querying of a § 702 collection. even if U.S. person iden1ificrs Dre used, is 
not a separate search and does not make§ 702 surveillance rnueasonable under the Fourth Amendment." Uni/eel 
Stales,,_ Moha11111cl, No. 3: I 0-cr-4 75-KJ-1. 2014 WL 2866749. at •26 (D Or. June 24, 2014 ). q[rd, 843 F.3d 420. 
440 n.24 (9th Cir. 2016) (explaining that the court was not resolving whether the "incidental overhear" concept 
pcnnils the "retention and querying of the incidentally collected infonnation"). TI1c Second Circuit in Hm-ha_;1•a111i, 
however. concluded that "querying ... stored dola docs have impoitant Fourth Amendment implications. and those 
implications counsel in favor of considering querying a separate Fourth Amendment event that in its elf. must be 
reasonable." 945 FJd at 670. Viewed from either the perspective of H.asl>ajrami or the district court in Mo/1(111111cl, 
the lesson to be derived from these cases is that back-end privacy protections on storage and querying can affect d1e 
"reasonableness" of a program. 

~~ (U) Moha11111cl, 843 F.3d at 443; llosl>qjrami, 945 F.3d at 655 (describing FISA's minimization procedures). 

~, ~!ffl'lffl') In considering the constilutiona lit y of a govcmmcn! program that conducts many searches. d1e 
Supreme Court has analyzed the reasonableness of the entire progi-am rather d1an ti" a particular search, See Mich. 
Dep 'I q{State Police,,_ Sitz, 496 U.S. 444 ( 1990) (analyzing the reasonableness of Michigm1's program of drunk 
driving checkpoints); Nat 'I Ji-eamry Emps. Union v, Vm Raah, 489 U.S. 656 ( 1989) (analyzing the reasonableness 
of the U.S. Customs Service's dmg-lesting program for employees seeking sensitive positions); Skinner, .• _ Ry. Lahor 
Execs. Ass'n, 489 U.S. 602 ( 1989) (analyzing d1c reasonableness of a drug-testing program for railway employees); 
Bell v. Wof[,s/1, 441 U.S. 520 ( 1979) (analyzing the reasonableness or a prison's practice or conducting body-cavity 
searches of an inma IC who had just met with a visitor . 

do not aim to resolve that question here. 

17 (b) ( 1 ) 
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indicate that the NSA has a strong case for XKE YSCORE' s reasonableness on the present 
facts.92 

(T9i'ffl'IHREi:::-) If the program evolves, so too may the reasonableness analysis. Thus, 
keeping the Board (and, as appropriate, other oversight entities) apptised of"changes to 
XKEYSCORE that could materially affect the privacy or civil liberties of US persons," as we 
recommend in the accompanying Repott, can help ensure sufficient scmtiny of changes that 
could affect the legal calculus. 

* * * 

(U) When President Truman established the NSA in I 952, he announced in a then­
classified memorandwn that the "CO MINT mission of the National Security Agency (NSA) 
shall be to provide an effective unified organization and control of the communications 
intelligence activities of the United States conducted against foreign governments" and that the 
Nation's COMINT activities must "exploit to the maximum the available resources in all 
participating departments and agencies."91 When the Fourth Amendment was written, ratified, 
and incorporated into the Constitution in the eighteenth centmy, its authors sought to prohibit the 
federal government from engaging in "unreasonable searches and seizures" and from obtaining 
warrants other than in certain specified circumstances. The passage of decades has not made the 
harmonization of these two directives any easier, nor has it rendered either directive any less 
vital. I have offered the preceding thoughts and analysis in an effort to ensure that the agency 
meets its obligations under both directives. 

n ffBH§hl,R,6~) To be sure, I do not arrive at a linal conclusion on the Fourth Amendment reasonableness or the 
uses of XKEYSCORE addressed in the Board's Report. Such a conclusion would necessarily depend on a fact­
intensive inquiry, including a review of the progrnrn's compliance record, which was not fully analyzed by the 
Board in its Report. Such a reasonableness analysis, thus, remains for the agency to conduct and for appropriate 
oversight entities (including lhe Board) to review in the fun,re. 

~
1 (U) Memorandum to the Secretary or State and the Secretary of Defense from Harry S. Truman, President or the 
United States, Comm,mica/io,is J111ellige11ce Aclfrilie~· I, 5 (Oct. 24, 1952). 

18 



Doc ID: 6833914 Doc Ref ID: A6736276 

·Tnr·~ni-ns1m,mORN 

(~ Legal Analy1i1 of XKEYSCORE 
20 January 2016 

(bl (1) 
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(U) I. Eucutive Summar, 
(b) (S) 

-f '!!''~"""!!'!:"""l'tl'",,.!:~""''l'!T'fue President's Privacy and Civil Liberties Oversight B~ard ("PCLOB" or 

"Board") is conducting a review of certain Intelligence Community countert~rism operations 
conducted pursuant to Executive Order 12333, as amended (E.O. 12333). In "5:onnection with 
this review, by letter dated 15 December 2015, the PCLOB submitted a doc~ent request to the 
National Security Agency/Central Security Service ("NSA" or "Agency") see~ing, among other 
things: 

"'Legal analysis by the NSA and the Department of Ju1tice regardinl the use or 
XKEYSCORE11 analytic functions and its consistency with statute, !Hcutive order, 
and the Constitution." • 

. 
NSA's Office of General Counsel (OGC) prepared this paper in response to the ~oard's request. 
"Ibis paper is based on OGC's previous internal legal analysed I • 

:a;Qp Sl!i€Aii11/lilllN9F9R.'I 
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PCLOB Questions received on September 14, 2020 regarding XKEYSCO&R Deep Dive. . . I 
' . . . . . . 

♦ November 5, 2020 l 
The answers are specific to how NSA uses XKEYSGORE imdq-~.o. 12333 .. , -----!. 
l I .. •• ~ ...... 

I. ~~~·) The Board would like a bit more irlf onnation on collectinn-_r-,_ ' •-.;. . •,;. 
I I ...... 

a. I '~# .... ; ... :, 
(ffll'S!,/,llff~ NSA Resoonse: I 

·,; 
i. ■.; .. 

I .. . . I _, 

•• # .. . ,. . . 
I,,-

b. I I # 
I #' ., 
,:,. 

i. ff8""81,',IHr}_NSA Respoose:I t:· 
~ . . . . . . . . 

• I• . . . . . . . . . 
c. I . . . . . . . 

I 
(fsf;Ol,'flt~ _NSA Response I I I, . 

2. (~r.,181,'iHF) The Board would like a bit more information on auditing. 
a. What are the protocols that ar,e used to flag items to be reviewed by auditors? 

i. (U//ffiUO) NSA Response: NSA is not entirely clear what is meant by 
flagging an item in this context. Every analyst query within 
XKEYSCORE is sent to the NSA corporate auditing tool for post query 
review. The queries are provided to the auditors and the auditors are 
required to evaluate the compliance of the query by the next business day. 
The auditor annotates the query record as "approved" or ''reportable". 
Reportable queries are investigated as to whether a questionable 
intelligence activity has occurred. If yes, the incident report is included in 

Classified Bvll. 

(b) (3) - P.L- 86-361· •• 'oer1ved ~rom:'NSA/C~ 
.__________ Dated:20180110 

Declassify On: iMM§~• 

T9P &6&AET/{Sl;'{H8F8AN 

Approved for Release by NSA on 01 - 18- 202 4 , FOIA Case f 112601 (litigation ) 
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(b) (1) 
(b) (3)-P.L. 86-36 

. . . .. . . . ~ 

the NSA Quarterly Report to the DoD Senior l~lligence Oversight t . . .,. 
Official (SIOO). • .• • • :-• 

b. How many times ha'Ve a query ],een·flagged? •·: 
i. ('ffl7¥~ff1) ~SA -Relponse: (U//FOUO) During calendar year 2019.r:!] 
~enl reports were submitted for XKE nsCORE database queries in; : • 
L..J>fthose were identified as questionable intelligence activities (QIA~i: 

See answer above. • 

c. Has a human auditor ever flagged a query? . 
(U/i!JOUO' NSA Response: To the extent flagging a query is meant to convey 
that an auditor had a concern with a query, there have been query compliance : 
incidents by analysts in XKEYSCORE. See above figures for incident reports: 
submitted and evaluated. . • 

d Can you confirm that there have been no previous incidents in XKEYSCOR&'? 
(U//f8tt6) NSA Response: As noted above, NSA has had incidents in • 
XKE Y SCORE. Compliance incidents occur during NSA mission activities, $.d 
NSA reports them immediately upon recognition and then compiles a quarterly 
retlQl"t to overseers.1 1 

e. Are there any other statistics related to this kind of internal oversight? 
(U//Pffl':J'e) NSA Response: The statistics related to the number of possible 
incidents and QIAs are the statistics NSA maintains and reports to DoD and 
ODNI. Post-query review is an NSA internal control. NSA has other internal 
controls to provide assurance of privacy protectiom during mission operations. 
These controls include data tagging, data access, query rules, targeting rules, 
purge, and data age-off. 

3. (ffih'Si#Mf) The Board would like to know a bit more about the deprioritization system. 
Specifically, the Board wants to know what NSA does to deprioritize the viewing of US 
person traffic. We explained that you actually see it as a prioritization of foreign 
intelligence information and not a dettioritization of the viewina of US nerson traffic. 

------ know we discussed this a bit earlier this year, but even a few more facts 
will help us on 1hi!lpoint : 

a. (StmtflffflL)" •NSA Response: NSA focuses on positively identifying and 
moti traffic•li.kel to contain forei intelli nee 

• 

·~---------·-·~· 
(b) (1) 
(b) (3) -50 USC 3 02 4( i ) 
(b) (3) -P.L . 86 - 3 6 
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4. 'FSJISYlNFl One Board member is interested inl 

I 

~ 

I . . . . 
• . . . . . . . 

I 
. . . -. . . . . . . . . . . . . . . . . . . . . . . . . . . 

.. . -.. 

.. 

.. .. .. .. .. 
-· .. .. .. .. .. 
" 
" i 
I 
: , 
I 
ii 

(bl (1 ) 

. . . . . . . . . . . . 
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(~#8~~~~ l: 
•• .. . ~ . 

• )·:-C· 
••••••r .. , .... ,. . . . . ·· . 

•••• • •• 
• • • I •• • • 

• • • : • II' 
... . -·· 

fil8~1W,1l£t-~ F¥13~~ • . . . • .-. • I • -• . . . · . , . . . • . ,. . . I ':, . 
•• . . . . • • ,. . . I . . . , . . • ' 

. . . . . I . . • • . . . • . . I• . . . . I • I ,. . . . • . . •• . . . .· . .. . 
♦ ' • • • :......a. If 

I'-----~-~ ,----.:J b. • • I .•• 
(U)NSA Response: In many cases. See answer ~w:.,.' 

I• 

• • , . 
I • 

•• 
I • 

C. 

. . 
f 

(xftlff,JJ;B O .-f lf• ,l;:£¥8?1') NSA Res puns 

' ' \ 

' 

. 
. . . . . 

I o . . 

. . I . 
. 
• 

. 

• • 
I • . . 
, . 
• • . . 
I • 
I • 

• 
I • 
I • , . 
I • 
I • 
# • 

I • 

\. • I • 
• • II • I a 

5. $~'@) USP Queries in XI{$ I r • : ' . 
a. Do we know the numbe(ofUnitca States person queries (into :»KS data) 

• • # • 

conducted each year sipce 2016? . • • 

-~ NSA Rese•11.1•:__t:7sts qj,o;y usa t : I 
[ ; 'thin ~sco . As part o tfte query 
process, ajustifi~tion including wheth.tr.it is a USP query or n9t i~ required and 
follows the auditjtlg process noted abo~: NSA has recently implemented an 
ability to track if the query is a USP. ~rthat end, between January 2020 and 
September 2o;w, NSA identified! ; SP queries. : : 

a o I 

b. We unde~ that these queries aie only allowed rod 1 

! ) 
[~-~lsthere a way to deternjine what the basis of these queries were? 

;lfil~:r NSA Reseonse: Cmrently, under NSA 's Classified Annex 
rocedur (are the only USP queries permitted in 

wtevaluated EO 12333 SIGINT collection. Each query justifica!i2n states the 
reason for the search. NSA would have to manually review all [:J 
justifications since January 2020 and categorize them. 

. 
# 

':, .... . .,. 
:--.. ... 
:, . . . . 
•, 
·, .. 
I 

' . . 
I 

-. . . . . 
I . .. . . . . 
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6. Q'&1!8m,f) Data Processing: 
a. What kind of process is used to determine which data is processed by 

XKESYCORE? 
(U/!Pet,6-) NSA Response: See response above regarding prioritization v. de,. 
prioritization. 

b. Is that an automated system ( collection)? 
(U//~JG~ NSA Response: See response above regarding prioriti7.ation v. de­
prioritization. 

c. How is the process governed? 
(U/.~OUO) NSA Response: See response above regarding prioritization v. de,. 
prioritization. 

d Are privacy and civil liberties considered? 
(U) NSA Response: NSA is focused on identifying foreign intelligence. During 
the survey process, the assessment is on identifying foreign intelligence. It is not 
focused on privacy and civil liberties. Nevertheless, the outcome is that the focus 
on FI reduces the impact on USP privacy and civil liberties. 

7. ~JNP) Is it true that XKEYSCORE training is voluntary (not mandatory)? 
(W) NSA Response: Yes, XKS-specific training is voluntary, but there is mandatory 
training for access to any of the SIGINT as has been described previously. While the 
XKS tool training is not mandatory, the compliance training is compulsory. In fact, if 
any of the compliance trainings are not up-to-date, all access to XKEYSCORE is lost 
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.., ..... "Emlllllw° Gll'-lfWjt, 1169 .. 
Once we have made that decision, we have to decide wtich signals are worth 
processing. It's very much like an old-fashioned manual phone switch. Some 
signals will get processed and some won't. Only the ones that are determined 
to have the most foreign intelligence value in accordance with USSID 18 will be 
processed. 
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All the data processed by NSA must answer the same fundamental question: 
What should we keep and what should we throw away? 
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Discovery 

9 

I would like to point out that we have entered the realm of discovery, a corner of 
the SIGINT system that hasn't always gotten the attention it deserves, but is 
vitally important. As we will see, the procedures and safeguards for SIGINT 
discovery are diffierent from the ones for sustained mission. 

9 
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Reports that say that somethina hasn't happened are alwo1ys interestina to me, 
because .as we know, there are known knowns; there are thinas we know we know. 

we o1lso know thrre o1re known unknowns; that Is to say we know there are some 
things we do not know. 

But there o1re also unkO(Nll'I unknowns-the ones we don't know we don't know. 

And If one looks throughout the history of OIi' count1y ind other free c:ount1ies. it Is 
the latter ategoiy th.at tend to~ the dlfficull OOPS. 

-SECOEF Donald Rumsfeld, February 2002 

10 

What is discovery? The best explanation is probably Donald Rumsfeld's famous 
quote about "unknown unknowns." In terms of SIGINT, discovery means finding 
new targets. If all you do is concentrate on the targets you already know about, 
you will soon be out of targets. 

10 
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11 

There is a related school of statistical thought that tries to prepare for "black 
swan" events, which are difficult to predict but possible to prepare for. 

11 
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XKEVSCORE( ) 1t is NSAmain 
tool fordiscov~ery-. ---------------4. 
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Internal Controls 
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XKEVSCORE has a number of features designed to ensure compliance with 
laws, regulations, and policies. 
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• Credential checking 
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[ (b) (3)-P.L. 86-361 .. . . 

27 

First off be ore a user can even get into the tool, his credentials are checked in 

27 
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• Auditor checking 
. . . 

• 
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XKS also checks with ... I _____ Jthat each user has at least two auditors. 
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• Query auditing 
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All queries are lossed and made available to for audit. The auditor must review 
all queriei=. rnadeL 1 

29 
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• Foreign intelligence justifications 
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30 

-~-· 
Each query must have a justification. These are included in the audit logs. I [ • 
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