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(U) In July 2014, the Board announced that it would review, among other matters,
counterterrorism-related intelligence activities conducted pursuant to Executive
Order 12333 (“E.O. 12333").! Firstissuedin 1981 and last updated in 2008, E.O. 12333
establishes an operational framework for 17 federal entities designated as part of the
nation’s Intelligence Community (“IC”).2 The executive order does not provide
authority for any one intelligence-gathering effort, nor is there any single E.O. 12333
surveillance “program.” Nonetheless, understanding how IC elements implement
E.O. 12333 is a critical part of understanding how they protect privacy and civil
liberties while also protecting the nation against terrorism.

(U) The executive order regulates the use of certain intelligence-gathering methods

and outlines parameters under which intelligence agencies may collect and utilize
information about United States
persons (“USPs”). Among other things,
E.O. 12333 requires IC elements to
follow procedures approved by the
Attorney General in order to collect,
retain, or disseminate information
concerning USPs, or to use certain
collection methodologies within the
United States or directed at USPs
abroad.3

(U) In April 2015, the Beard adopted a project description memerializing its E.O.
12333 oversight effort. The Board explained that it would select specific
counterterrorism-related activities conducted under E.O. 12333 by the Naticnal

+ (1) Executive Order No. 12,333 (hereinafter E.O. :12333).

2 (J) E.O. 12333 was signed on December 4, 1981. It was amended in 2004 by Executive Order 13355
to facilitate “strengthened management of the Intelligence Community.” E.O. 12333 was again
amended in 2008 by Executive Order 13470 to strengthen the role of the Director of National
Intelligence and permit the sharing of signals intelligence under certain conditions.

3 (U) E.0.12333 88 2.3-2.4.
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Security Agency (“NSA”) and Central Intelligence Agency (“CIA™), and would conduct
in-depth examinations of those activities. The Board also stated that it would issue a
public report on the legal framework that governs the collection, use, retention, and
dissemination of information concerning USPs.# In November 2015, the Board
approved a project description for NSA review. That project description focused the
Board's efforts on an NSA activity conducted using the Agency’s processing and
discovery system known as XKEYSCORE. Throughout 2016, Board staff prepared
draft documents and ultimately created an interim statement of facts and
recommendations. By the time this was complete, the Board had become inquorate,
and the report could not be finalized. Nonetheless, the interim statement offactsand
the recommendations were shared with NSA to confirm their accuracy.5 In turn, NSA
shared the interim statement of facts with the Department of Justice.

(U) When the sub-quorum period ended in late 2018, the Board began reviewing
work done previously and sought to bring pending projects to an appropriate
conclusion. In early 2019, the Board renewed its efforts to complete the report on
XKEYSCORE.

(BHREE-FO-BSA-FPEY) The focus of this report is XKEYSCORE as used to
support NSA’s E.O. 12333 signals intelligence (“SIGINT”) mission.®

4 (U) “PCLOB Examination of E.O. 12333 Activities in 2015"° available at
https:/ /www.pclob.gov/library /20150408-EO12333_Project_Description.pdf.

5 (FoyrEi Rk T G- EA-E Y These included recommendations to harmonize the governing
policy docuunents with existing privacy-protective practices, and to track and minimize how much US
person information XKEYSCORE processes, NSAdid not forinally adopt any of these
recomumendations, and the Board reiterates some of them below.

¢ (UU) According to NSA, SIGINT comprises communications intelligence, electronic intelligence, and
foreign instrumentation signals intelligence, either individually or in combination. Communications
intelligence (“COMINT") is defined as “technical and intelligence information derived from foreign
communications by other than the intended recipients” and “the collection and processing of foreign
comimunications passed by radio, wire, or other electromagneticimeans.” See NSCID 6 § 4(b). See also
NSA/CSS Policy 1-23.
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(RO REE-FO-U6A =) As * .

described in more detail below,
XKEYSCORE is a processing and
discovery system used with NSA’s
collection architecture. XKEYSCORE j is,
a tool I .

L I and

not a discrete intelligence “program.™

XKEYSCORE s cagablhtles are leSESB and Eowerfu'l, but ata h1gh hzvel XKEYSGORE

Itrafflc acquired pursuant to EO. 12333 7 In the
counterterrorism context, NSA' uses XKEYSCORE for 1dent1fymg new terrorrs‘rn
related targets and selector’s, methods of commumcahons use¢ by terrorists

» - . . a ®
» . u . .
* .

(61 REEFO-USA-FPEYR) XKEYSCORE’S technical capablll-t:les are broad. NSA
uses these capabilities in a number of different ways, for botlj counterterrorlsm
activities and other foreign 1nte1].1gence objectives, such as gatheung forelgn mfhtary
and political information and 1dent1fy1ng the activities of foreign infelligence serulces.
Given the diversity of XKEYSCORE’S capabilities, the Board focused on aspect-s that
are uniquely powerful and most “directly implicate USP prwacv.and civil liberties.
Theee acnecte inclnded mu‘w\mee ahantl : . . . I

———

r . . - jand how NS;&

‘analysts access and index that data.  Accordingly, this. report does ndt
comprehensively examme,all aspects of XKEYSCORE's capablhtles 9 :

. a
» - o

7_{ Bt e-ﬁeﬁq-:l'-'\iﬁ!{) NSA refers to this as, !
[ picallg'by way of signals intelligence collection.

-

8 (EyfeRind OB FY¥E¥) The Board has focused on the use of XKEYSCORE for countertesror lsm'
purposes. Howeyer, XKEYSCORE is used in the same way, or similar ways, for other ‘fonengn.
intelligence activities. Thus, the Board believes this repoit is applicable to a range of NSA aetwmes
utilizing XKEYStORE—not just those aspects relating to counterterrorism. . .

9 (W) For exampie, the capabilities in XKEYSCORE allow for} |

ut these capabilities were not part of the Board’s examination because theydo not raise novel
privacy and civil liberties questions in the same way that XKEYSCORE's search-and-discovery
capabilities do. For more on how the Board focused its examination, see the criteria outlined in the
Board’s announcement of its E.O. 12333 investigations. "PCLOB Examination of E.O. 12333 Activities
in 2015,” available at https:/ /www.pclob.gov/library /20150408-EQ12333__Project_Description.pdf,
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(877REE-T ©-ES2-FvE¥) This report examines these aspects of XKEYSCORE in
light of the privacy and civil liberties implications they raise for USPs. The Board
believes this report will advance the understanding for.’ appropriately ,cleared
individuals of XKEYSCORE’s critical capabilities and their impact on privacy and civil
liberties. In addition, the Board offers recommendations. for how NSA arid other
entities can responsibly balance mission needs against U.S. persons’ privacy and civil
liberties as XKEYSCORE and the broader technological eq-;rironment evolve. .

C. (U) Methodology .

(U/ /%286 The Board’s initial oversight was infg;rmed by briefings afid other
discussions between NSA and Board Members and staff between May 2o15 and
November 2016. The Board reviewed guidance and training providedto NSA
personnel, oversight and compliance mechanismg, and the relationship -between
XKEYSCORE and NSA’s E.O. 12333 implementihg procedures. The Bgard also
received relevant documents from NSA, including policies, training rhaterials,
manuals, and handbooks. After the Board regained a quorum, the Board reengaged
with NSA and received additional briefings, demionstrations, and information. The .
Board worked with NSA to reconfirm the valgt'iity of facts and briefings that were .
provided in the 2015 timeframe. N : ;

B Y v

- rar

o +POEO) Section I starts by describing technical concepts related to the:

i‘fifi’; ]: wfgf:jt Ehen gives an overview of XKEYSCORE. These technica} concepts’
L Section I1I starts withl __Jcollection

that determines what data goes into XKEYSCORE. Then it provides a deeper look at
XKEYSCORE as a processing and discovery system. Section IV describes NSA's
explanations of its authorities and legal limitations.  Section V makes
recommendations to NSA.
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(U) When browsing the internet—say, going to Google to look up a fact or Netflix
to watch a show—many take for granted that they can type in www.google.com or
www.netflix.com, the page will appear, and soon thereafter the facts or showtheywere
intending to browse will also appear. This sequence of events happens so quickly that
one may assume that the processes underlying it are straightforward. They are not.

(U) When a user enters the name of a website (i.e., the URL) into a browser, the
computer does not initially know how to contact that website. Indeed, it does not
know what “Wikipedia” or “Netflix” or “Google” is, never mind how to connect to it.
To view a website, the address, like www.google.com, is first translated into a numeric
internet protocol (“IP”) address—a series of decimal or hexadecimal numbers that
corresponds to the server providing the webpage.:® Information the user is sending,
such as a request for a website, is then sent in “packets,” which are pieces of digital
communications (web page requests, emails, internet-based telephony, etc.) that
contain boththeuser’s IP address aswell asthe IP address of the remote machine with
which they are communicating.

to (1J) These 1P addresses are obtained through the “domain name system” (“DNS"). JaAMES F. KUROSE
& KEItH W, Ross, COMPUTER NETWORKING: A TOP-DOWN APPROACH § 2.4 (7th ed. 2017). The network
graphic on page 8 is also from this textbook.
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Doc ID: 6833923 Doc Ref ID: A6724633

FOPSRERFF79HHOPORN-

()

File Packets Packets Received File

)

(U) Similarly, even when the user’s computer knows the IP address to which the
packets should go, it generally does not know how to get the packets there. Instead,
the packets are sent to a piece of hardware—a router—which contains more
information on where to direct packets based on their destination IP. Often, thereis
another router. Thus, a commercial router may not direct an office’s internal packets
to their destination, but rather direct traffic to and from the broader internet to a
router belonging to an internet service provider (ISP). In turn, that router will check
to see if it knows where to route the packets and will continue the process. For
example, the ISP may not be able to fully route the packets because it is not connected
to the final destination; the ISP instead will direct them to another router it believes
is closer to the destination and will know how to route the packets—say that of a
different ISP, That ISP, in turn, may know that the IP address belongs to a commercial
enterprise it services, and direct the packets to that router. That router will know the
specific device to communicate with, and deliver the packets to their final destination.
This process would be repeated in the reverse direction as packets are sent back.

FORLECREFHSHFNOFORIE-
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(U) The path that packets take to travel between destinations need not be tightly
correlated to the locations of the participants. In an attempt to communicate online
with a person in the same city, it is possible the packets would travel hundreds or
thousands of miles away before returning. It generally makes sense to limit needless
data movement, but the router that knows how to find a neighbor may not be in that
neighborhood, or even in that city. Moreover, routing decisions are based, in part, on
the agreements companies make with each other and the cost of moving that data.
Thus, even if there is a fairly direct connection between two systems, an ISP may
determine it is more cost effective to use a different router in a different location to
direct the data.

(U) Movement along these routes generally occurs through physical cables. This
is true for most of a packet’s travel, even if a user is connected to the internet via a
wireless or a cellular connection. This is because in most cases, as noted above, when
a smartphone or laptop user is browsing the internet, their device is not connected
directly to the server hosting that internet content. Rather, the user’s device is first
connected, via wireless internet or a cellular connection, to a piece of hardware located
nearby, often a home or business router, However, a physical cable often connects
that router to a broader network, such as one owned by an ISP. These are, in turn,
generally connected to other networks via physical cables. Thus, the communications
between two people on laptops, both connected wirelessly to the internet, are
extremely likely to pass through a series of physical cables.

TOP-SEERET/S1/7ROFORNY
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now use fiber optics to transmit digital information. To maximize the amount of data
that can be transferred, a cable may bundle together multiple fibers. Each of those
fibers is actually capable of carrying multiple communications simultaneously as
distinct wavelengths, each referred to as a “communications link.”:2

(U) This means the cables carrying web browsing, Netflix shows, email
communications, or voice traffic are neither directly between a user and, say, Netflix,
nor are they exclusively the user’s. Someone's packets may be passing through cables
hundreds of miles away alongside the emails or Netflix queue of a stranger they have
never met. This process is largely invisible, almost instantaneous, and, for most
internet users, completely unnecessary to understand.

(PSS REEFO- SO FVEN

. ~Jto enable NSA's

~ intelligence-gathering mission. That mission is guided by intelligence requirements
« set by policymakers to inform US government objectives, including counterterrorism.
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(U) None of that is XKEYSCORE, the subject of the Board’s review and this report.

XKEYSCORE begins with what NSA does next.
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NSA analysts are trained to start with the

narrowest and most tailored queries they can
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o1 (U//Gaiay NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019).
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(SHSLARBL-FO-HHA=F¥EY ) NSA analysts’ use o f XKEYSCORE is subject to an
extensive audit process. Notably, just as lis not part of XKEYSCORE,
NSA’s auditing capabilities are not part of XKEYSCORE. However, given how
embedded the auditing process is within XKEYSCORGE, it is difficult to understand one

without the other. {b) (3)-P.L. B6-36

(ﬁﬁﬁiﬁ&ﬁb—?@—i&ﬁﬁ—ﬁﬁﬁi‘) Analysts must Justlfy every* query run m-

| | The core of this process are NSA employees who function as
auditors. An auditor must be a US civilian or military NSA employee who (a) has
completed all required compliance training and has the required access, (b) is working
in the relevant SIGIN'T mission, and (¢) is familiar with thetargets and types of queries
executed within the SIGINT mission by NSA personnel. To increase the efficacy of the
reviews, auditors are required to understand the complexities of the queries that they
review, 68

S LSEHREL+O-B84-F¥EA) To implement this anditing requirement, NSA relies
on a tool called LEGALEAGLE. LEGALEAGLE allows auditors to see the queries run
in their mission area, look at queries by specific users, or flag queries for additional
review.69 The auditors are reviewing the queries themselves for intent and
compliance; they do not see the results of those queries.”

& () Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions
(Aug. 26,2016).

69 (U/ /#OW6J NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019).

70 (U //448) Notes from July 23, 2015 NSA Briefing on XKEYSCORE and Processing, with August 4
Follow-up Briefing at p. 28.

-PEP-IECRET 7/NOFO ©



Doc ID: 6833923 Doc Ref ID: A6724633 tb) (1)
< (b} (3)-18 USC 798
TOP SECRETY ST/ NOFORN- (b) (3}-50 USC 3024 (1}

{b) {(3}-P.L. 86-36

PP SN - .
M [ ]

N ]

. ]

. [ ]

L] " .

. . |

L] . | ]

» - ]

- . [ §

® . [ |

. - 1

L - l

- - '

o. . !

. . :

* - 1

-. L 1

. [ ]

. |

. ]

- ]

. ]

» - ]

. . L

[] - |

. - ¥

L] - '

x - 1

. . 1

[ ] n .

a' !

. . :

- : N

: ’

. - B

L] L ¥

L] l

- 1

- L] '
L) - 1
. . L]
- 1

- - 1

(St S g Rl O L b i NoOt all Xf(EYSCORE queries carry the same '
compliance and privacy risks. For this reasoti, NSA has created systems to estimate
the risk carried by each query. For example, .

When auditors review queries, they are able

to access key components of XKEYSCORE.] __ directly from their
auditing platform.
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(FEAAEHANF)

(U//PB8E8) NSA has oversight and compliance measures at nearly every stage of
XKEYSCORE activity, from training toinitial access to queries to an analyst's decision

to disseminate a report. These measures are a combination of human review and
automated systems designed to enforce compliance.

NSA develops increasingly
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complex technologies -to’ enhance oversight ﬂrqi compliance measures, such as
{ |olabel queries as high- or Igw-}pisk.7s .

o 'I .

(U//$POEE) With respect to training, NSA mqulres that all personnel with the -
ability to review raw SIGINT data must comple{e online training and tompetency *
testing prior to accessing data in XKEYSCQRE. ﬂ-i{andatory training coufses address *
topics such as USSID-18 provisions, the ﬂeﬁmtmn of USP information, jntelligence *
oversight, SIGINT authorities, and legal'.requlrernents for SIGINT activifies.? Some *
of these mandatory trainings are requned for all 'N:GA personnel, such as tie NSA/CSS *
Intelligence Oversight Training; others,-such as t'he NSA Raw Traf ﬁcDatab.aseAudltor :

Training, are limited to specific gmup& 74 _' : .

£S5t B R =F O=HE A—=1vEY ) 'I'here are al}:o optional, XKEYSCORE—spemflc .
trainings.”s While these trammgs. are not mandatory, NSA reports that they are -
completed by almost all new users of XKEYSGORE 76 The trainings provlde an
overview of how XKEYSCORE wurks and how analysts can use it.”? They also cover
more advanced analytic apphcqt;ons mcludmg % Trammgs :
also reference compliance regatrements.” For e:cample, a training course instructs*
analysts to destroy USP commnidnications as sgonxas feasible, an

-
-
L

7 (U/ /PO NSA Briefings ang-Bemonstrations for the B.?ard re: XKEYSCORE (Apr. 5, 2019).

72 (U} The mandatory trainingstaIWe not specificto XKE"{SCbRE.
[ u LY

73 (U//BQIO) Trainings inclide: OVSC 1000 NSA/GSS Iﬂtelligence Oversight Training; OVSC 1100
Overview of Signals Intelligence (SIGINT) Authorities; ¥VSC 1800 USSID SPoo18 Training for
Analytic Personnel; OVSC.2201 SID Intelligence O\cersmllt Officer Training; OVSC 3101 NSA Raw
Traffic Database Auditor Training; PRIVIOO1 Annml Pwvacy Awareness Training; and PRIViooz
Privacy Training for Managers/Supervlsors . "'

74(U) Notes from .July 23,2015 NSA Briefing on XKEYSC&%E and Processing and August 4 Follow-up
Briefing, at p. 17. ..

75{U/ /5a30)| .. |

76 (U} Phone call between NSA staff and PCLOB staﬁ regatdmg NSA Deep Dive Follow-up Questions
(Aug. 26, 2016). .'
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(U/Fe¥68) NSA's training takes various forms. Certain traditional NSA training,
such as those concerning NSA authorities under E.O. 12333, must be completed
annually. NSA’s required annual training is often text or video followed by a test that
must be completed with a certain score. However, other NSA training is less
traditional. For example, NSA has built a “gamification” system intoc XKEYSCORE's
interface. Users gain “points” and “levels” by learning how to use progressively more
advanced features of XKEYSCORE'’s analytic interface.

(U//¥O¥6) If an analyst has not completed the mandatory trainings, he or she will
not receive the credential needed to access XKEYSCORE data—though completion of
training is insufficient to gain access. An NSA system calledL |enf'orces
training and other access limitations. Prior to accessing XKEY>UORE, NSA personnel
must have completed mandatory training and be assigned to a mission in the

| ]system That is, the NSA analyst would need to have a Job (which
would have one or* more “mlssmns”) that required access to XKEYSCORE data.
Moreover, each authorized mission ‘musthave at least twoauditors assigned: toit. Any
time a user attemptsto accessXKEYSCORE,] " "+ - . konfirms there are still at
least two valid auditors.8° v

{p) (3)-P.L. B6-36 I

79 rml .

80 (UJ//+048) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019). For
additional information on auditing, sce Part III (D).
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(St FO-H5A=FYEY) Part of what makes XKEY$CORE'\33:16;1ble is NSA’s
ability to parse and use the data. As explained at greater length above, NSA does
extensive processing to enable users tp.aceéss .information.the'y are locking for and
o that could reveal targets or activities of foreign
ntelligence Interest. This power comes with limitations though, primarily derived
from the classified annex to Department of Qefe}lse Procedures Under Executive
Order 12333 and United States Signals Intelligence Directive 18 “Legal Compliance
and U.S. Persons Minimization Procedyres” (“USSID-18”). NSA has explained that
one of the most significant protections 1§ thnt srmmmn msn s Tl bt bl b
query on US persons. There are
exceptions to this rule$'—forexample if
someone consents or NSA has obtained
approval from the Aftorney General.82
But NSA has explained that the volume
of LlSaneuﬁs_ is exceedingly low—less

thanl |_in September 2019.

EFREE P52 PYEY) Moreover,

in running queries, analysts are required
to provide a written justification of the
intended foreign intelligence purpose for
the query.®3 As discussed above, all of
these justifications, as well as the
underlying query terms, are audited.®4
These audits confirm that queries were
properly tailored as well as consistent

& (U//#e4a@) USSID SPo018, § 4.1(d).

82 (U //R@&} NSA response to notes from XKEYSCORE and survey and access briefings. The ability
for the Attorney General to approve these queries ultimately derives from E.O. 12333 §2.5. However,
the Board understands that, sincethe passage of the FISA Amendments Actin 2008, NSA has obtained
authorizations from the FISA cowrt or pertinent emergency provisions within that statute. Thus, the
Board is not aware of any subsequent instances where NSA has relied solely on the authorities in E.O.

12333 § 2.5.

83 (U//#0E8F NSA response to notes from XKEYSCORE and survey and access briefings. See
“Oversight and Compliance,” Part III (D), for a discussion of the auditing process.

84 (U) For more information on the approval and auditing process, see Part 111 (D).
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absent that person’s consent, unless a determination is made that such information is
necessary to understand or access foreign intelligence. Even then, as amatter of policy,
NSA generally does not include the

names of US persons in their

intelligence reports. Instead, they

“mask” the names, using a generic

term such as “US person 1.”8 This

is because often only a subset of the

recipients of the intelligence report

need to know the USP information

to perform their duties. NSA also

provides its  analysts  with

comprehensive guidance on how to

properly reference masked US

person identities in reporting. This

guidance emphasizes the need to

avoid contextual identification,

which occurs if the identity of a US

person is masked, but there are

enough other pertinent details that a recipient can identify the US person anyway.

SR FO-HEA-FYEY) If another agency then wants to know the identity of the
US person, that requires written documentation and approval. Among other things,
NSA requires “a fact-based justification” of why each individual who will receive the
US person identity needs it to carry out their duties.8? This request for “unmasking”
can only be approved by the NSA Director or a designee.%¢

By kS I R B~ F O~ H8Am44E¥) In limited circumstances, NSA analysts may
proactively identify a US person by name, title, or context in a report. For instance,
NSA policy permits identifying certain senior US officials by title in a report.
Additionally, there may be a “blanket dissemination authority” for a US person

88 (U} See generally, NSA Policy 2-4, Handling of Requests for Release of US Identities, May 10, 2019,

Ho (U) NATTORAL SECURITY AGENCY, HANDLING OF RIQUESTS FOR RELEASE OF U.S. [DENTITIES, NSA /CSS
Policy 2-4 (May 10, 2019). NSA policy allows for oral requests in exigent circumstances. However, the
requesting entity must provide their basis using the traditional process within five days of the identity
being disclosed.

90 (U} NATIONAL SECURITY AGENCY, HANDLING OF REQUESTS FOR RELEASE OF U S, [DENTTTIES, NSA/CSS
Policy 2-4 (May 10, 2019).
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identity where the appropriate officials have determined that tjié:_identity is necessary
to understand or assess the foreign intelligence on a recurring basis, and that all
recipients of the reporting will require that information to perform their official duties.
This may be the case, for example, if | . Jhappens to be a US
person as well (and therefore the subject of a Section 04 order issued by the FISA

court). Any unmasking of USP information is strictl};c'ontrolled, however, and NSA’s

N _lgroup reviews each instance, .

(U//FE940Q) As a general rule, these compljzince and.oversight measures, including
training requirements, handling of data, dnd auditiﬁg, fall to NSA’s Compliance
Group. The Compliance Group is responmble for routine oversight and compliance :
matters and supporting NSA's Intelllgenf:e Oversight Officer in im plementing SIGINT !
compliance prograrns 91 The Cornp'llance Group akso engages in higher-level |
oversight, such as “super audits”92 where they audit the auditors, and “compliance .
=m=£matnn.” 23 .

b et gl = -

EHFPOBE) The Compllancé Group conducts site assistance visits, where they_:
examnine the compliance rnea?ures in place.9¢ They assess procedures against existing *
standards, confirm that sgfeguards are operating as imtended, and recommend:
improvements.9% Whendeing suber audits, the Comnhance Group review guery terms’
run in XKEYSCORE. % ]

~ Isuper audits do not look at the results of an XKEYSCORE
query—only the query 1tse1f. Finally, compliance venﬁcatlou_ includes testing of purge
procedures.%®

. -

(U/M8688) The Compliance Group is not the only entity énsuring compliance with
law and policy. Depending on the issue, the Office of General Counsel or the Inspector

(b) (3)-P.L. 86-36

(1) USSID-19 § 4.7.

92 (U) Super auditing is the independent review of activities conducted against raw SIGINT systems,
tools, or databases. USSID-19§ 5.

92( 1) USSID-19 § 4.7.
94 (U) USSID-19 §4.7.
% () USSID-19 § 4.7.
96 (1)) USSID-19 § 4.7,

41
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General may also get involved. NSA has explained that “[o]n occasiops decisions aboulE
particular collections will require a risk assessment and/og-additional specific:
feedback relating legal and policy considerations.”?” In such'ihstance's the Office of:
General Counsel, as well as the Civil Liberties Privacy anﬂ Transparency Office and'

the Risk Management Office, would be consulted.o®

+

i e

&H—;’FOH@Q However, when asked, NSA.dlld not provide any exa mples from the-.

manyyears of XKEYSCORE's operation in which the Office of General Counsel or the-
Civil Liberties, Privacy and Tranqurehcy Office provided lega! policy, or risk -
assessments on particular decisions: NSA declined to provide examples where either :
office consulted on the selectiOpI ) Further, neitherE
office has ever provided ,overarching guidance on the legal, privacy, or risk:
considerations that NSA technical personnel should use when I |

| |

97 () NSA Answers to PCLOB Questions {Aug. 6, 2019).
vs (U) NSA Answers to PCLOB Questions (Aug. 6, 2019).
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(U) The specific authority NSA cites for its XKEYSCORE activities is Executive
Order 12333. Section 1.7(c) of that order sets out general duties and responsibilities
of NSA, while Section 2 discusses how NS A should conduct its intelligence activities.
Within the order, Sections 2.3 and 2.4 are the most pertinent to the protection of USPs
in the course of the covered activities. Section 2.3 regards the collection, retention,
and dissemination of USP information. Section 2.4 discusses collection techniques
and requires agencies to have specialized procedures regarding their use of particular
techniques.99

(U) The requirement for specialized procedures leads to the most detailed
authorities for NSA activities: Attorney General-approved guidelines for engaging in
specified intelligence activities. As a component within the Depariment of Defense
(DoD), NSA is subject to the DoD’s Attorney General-approved procedures, DoD
Manual (DoDM) s5240.01. NSA is also governed by the classified annex to
DoDM-5s240.1 as well as certain supplemental procedures that are not applicable to
XKEYSCORE. These policies each implement E.O. 12333 at various levels of
granularity. DoDM 5240.01 is the Attorney General-approved DoD procedure for the
collection, retention, and dissemination of information concerning USPs as well as the
use of various intelligence techniques. While NSA is bound by this, the classified
annex to 5240.1-R contains the Attorney General-approved procedures specifically for
the collection of SIGINT, and thus provides more detail on NSA-specific SIGINT
activities.

(U/ 46163 In addition to the Atiorney General-approved procedures, NSA has
created internal policies and implementing documents. The foremost is United States
Signals Intelligence Directive No. SPoo018, “Legal Compliance and U.S. Persons
Minimization Procedures” (“USSID-18"). Naturally, implementing guidance such as
USSID-18 is more specific than the Attorney General guidelines in defining
permissible and impermissible activities. Thus, for NSA, questions about the
permissibility of SIGINT activities do not start with E.O 12333 but with USSID-18, the
classified annex to 5240.1-R, and then DoDM 5240.01. These documents implement

9 (1) E.O. 12333.
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Sections 2.3 and 2.4 of E.O. 12333, but do so in a way that accounts ft.. .. . c..c
intelligence activities being undertaken.!o° s
e e om .

(U//FeE8) NSAlocates its authority to run XKEYSCORE in E.O. 12333’s mandate
that NSA “[clollect (includingthrough clandestine means), process, analyze, produce,
and disseminate signals intelligence information and data for foreign intelligence and
counterintelligence purposes.” This authority, they explain, allows them not only to
collect known foreign intelligence signals, but also to engage in “search and
development” operations, where NSA looks for signals containing foreign intelligence,
though they know that in the process they may collect information that is not itself
foreign intelligence information. This is most Clearly articulated in USSID-18, annex
E, “Search and Development Operations.” However, it is rootedin E.O. 12333 and the
classified annex to DoD’s Attorney General guidelines.

(S REEFO-USA-y ) XKEYSCORE collects foreign intelligence as defined in
E.O. 12333. There, foreign intelligence is defined as “information relating to the
capabilities, intentions, or activities of foreign governments or elements thereof,
foreign organizations, foreign persons, or international terrorists.”'®* The “activities
of . .. foreign persons” is broad—there is no requirement that the foreign person be a
terrorist or spy, nor that the activity be illegal or undertaken on behalf of a foreign
power. However, it is not unlimited. In addition to limitations on USP collection built
into E.O. 12333, the classified annex explains that “it is the policy of the United States
Signals Intelligence System to collect, retain, and disseminate only foreign
communications and military tactical communications.”vz Moreover, it limits the
collection of USP communications by noting that such communications “may be

wo (UJ/)FSH8} On August 8, 2016, the Attorney General-approved DoDM s5240.01: Procedures
Governing the Conduct of DoD InteHigence Activities and cancelled procedures 1-10 of DoD 5240.1-R:
ProceduresGoverning the Activities of DoD Intelligence Components that Affect United States Persons.
For much of the time period covered by the Board’s review, the earlier DoD procedures were in effect.
The classified annex to DoDM 524 0.01-R remains in effect, After review, NSAdetermined that 5240.01
did not impact the operation of XKEYSCORE. NSA Answers to PCLOB Questions, Aug. 6, 2019,

w01 (1) E.O. 12333 § 3.5(e).
wz (1J) DoD Regulation 5240.1-R Classified Annex § 3.

. SREFASHNOFORN-
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intercepted intentionally” only in certain circumstances, such as.\&nth the consen; of
the USP or pursuant to a court order.193 oo 2

(ErREEF O FYE™ The National Intelhgerme Pnorltres Framework (N'IPF)
contains foreign intelligence priorities that gmde the IC's, collection and analjﬂnc
activities.” This framework is then translated into requ1rements for the valibus

elements of the intelligence commumty NSA’s spemﬂc SIGINT colledtmn
requirements come from the National Slgnals Intelligenge Committee, the group, that

is responsible for translating the,NIPF priorities into suz'n als intelligence “{ nformdtiornt
needs.” ¢

L]

[ are based on an assessment ofwhatis mostlikely to olitéin
foreign intelligence information responsive to theldentified information needs. . .

S REE-FO=-FSA=F¥EY) Within this effi‘;rt to gather information basea on

legitimate information needs, NSA must also “make[] every reasonable effort, thrpughe
surveys and technical means, to reduce to the maximum extent possible the number-

of {USP] incidental intercepts acquired in the conduct of its operations.”o5

w3 (1) DoD Regulation 524Q.1-R Classified Annex § 4(1).

104 (17) Intelligence Commiinity Directive (ICD) 204: National Intelligence Priorities Framework § D1
(Jan. 2, 2015). .

w5 (1) DoD Regulatiop.5240.1~R Classified Annex § 3.

wh (17) Phone call b.etween NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions
{Aug. 26, 2016)

107 (U) NSA notad that the 2011 Judge Bates opinion describes exceptions to this presumption. Phone
call between N3A staff and PCLOB staff regarding NS A Deep Dive Follow-up Questions (Aug. 26, 2016).

-

Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up
26, 2016).
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| i SA must therefore-make educated ‘guesses aboit;
whether it will obtain mostly foreign 1nf0rmat10n*and whether it w1[l likely obtai :?:
information of interest] «J1o9 . D

-
L]
l

(57 REETF - H5A-FYEY)

o

CERERTFO-BEA-EYEY NSA assertsthat it Iappropriately
balance the imperative to'collect foreign mteigence information with the limits oR*
collection of USP information by excluding :
communications and by focusing its efforts on predefined
intelligence priorities. In those instances where USP communications are acquired;
NSA asserts that the collection is incidental and remains reasonable under the totality

of the circumstances given the back-end restrictions on the use of USE
communications.

s i i

03 (e} NSA Briefing on XKEYSCORE (Feb. 7, 2019). As noted above, beeayss 118 naren

yeo 1w n
information is unlikely to contain the foreign intelligence NSA seeks,

w (1) Of. Classified Annex 84 (limiting the intentional acquisition of USP communications) and

USSID-18 Annex E (explaining how to handle USP information obtained as part of a search and
development operation).
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S SR EE-F O~ Hrde—EVEY) XKEYSCORE raises important and complex
questions oflaw and policy. These questions arise in a rapidly changing technological
and legal environment and against a backdrop of a program that continues to evolve.
The Board offers the following recommendations to help NSA and other entities
implement and oversee XKEYSCORE.

(SrAH REEFO-B5A-FPEY) NSA's existing legal analysis of XKEYSCORE elides
certain difficult questions. On its own or with the Department of Justice, NSA should
conduct arigorouslegal analysis of XKEYSCORE and periodically update that analysis
as law and technology change. Specifically, the Board recommends that the agency
consider the following, non-exhaustive list of constitutional questions in analyzing the
prograrm.

Fourth Amendment

» Which actions by the government are “searches” or “seizures” within
the meaning of the Fourth Amendment?

» Where do those searches or seizures take place, specifically, do they
take place within the United States, at the border, or outside? How does the
location affect the constitutional analysis?

e Doesthe Amendment’s warrant clause apply, or must the government's
action meet only the “reasonableness” standard?

» If the warrant requirement applies to a specific search or seizure, is
there an applicable exception (for example, the foreign intelligence
exception)?

« Tothe extent a reasonableness inquiry is applicable, what are the
relevant privacy interests and agency interests? Do these interests vary based
on the location of the search or seizure, and if so, how?

First Amendment
» Consider whether the First Amendment is applicable.

(6461 HR PE-FO-B64-F¥) In addition to these constitutional questions, NSA
should consider XKEYSCORE’s compliance with applicable statutes, Executive Order

~IGR ML EE
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12333, DOD Manual 5240.01, and other applicable legal instruments. :Its analysis
should reflect the fact { : t
l J Moreover, its analysis should be periodically reviewed and updated to *

- *

account for technological, 1égal, ind trtission-related ehanges, « . . . . . .- _ .

lilr
{b) {3)-P.L. 86-36

(U//FOE06) Attorney General-approved guidelines under Executive Order 12333
help ensure that the nation’s intelligence collection efforts safeguard privacy and civil
liberties of US persons. And yet, when the Board began its Executivé Order 12333
investigation, many guidelines, including those of the Department of Defense had not
been updated since the 1980s. .

(U//#8¥8) Since then, there have been several updates. The Department of
Defense updated its Attorney General-approved guidelines under E){ecutlve Order
12333 in 2016.11

(FEHEHFNP) At the time of this report’s publication, NSA, the Department of
Defense, and the Department of Justice are in the final stages of updating the
Classified Annex.#2 The Board recommends that, as NSA continueg to update the
annex, NSA develop robust guidance for issues, such as that undergird
XKEYSCORE's distinctly modern search-and-discovery capabilities.

(U//#8¥8) USSID-18 should also be updated to ensure consistency with the
current Attorney General-approved guidelines and approved operational practices.
For example, the definition of “collection” in USSID-18 should be consistent with the
definition found within Department of Defense’s current Attorney General-approved
guidelines. Changes to requirements for search-and-discovery activities in the
Classified Annex should also be reflected in implementing guidance.

w1 See Department of Defense Manual 5240.01.

vz The Board gave some input on this draft of the Annex; Board Member Elisebeth Collins advised on
the draft in 2018, while the Board was inquorate, and the full Board was briefed on the Annex in the
fall of 2020. .

B0, b
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recommends that NSA include XKEYSCORE-specific content in the training that
analysts are required to complete before beginning to use XKEYSCORE.

S BEA RER-FO-B60-+¥ The Office of the Director of National Intelligence
should work with NSA to share best practices from NSA's auditing architecture with
other IC agencies that maintain large datasets that are likely to contain potentially
sensitive information about Americans. ODNI and NSA should also assess whether
technical elements of NSA’s audit system can be adopted by other agencies, consistent
withthe protection of classified methods. Otheragenciesappear to be far behind NSA

in the fitness-for-purpose of their audit systems. The assistance envisioned here
would help close the gap.

O FHSH RN
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HHEEHB63 In other words, if the analyst knows or believes ]

contains USP information, they should S0
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tag if
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hands, it is the task of law, policy, technical controls, institutional safeguards, afid agency cultfre
to limit its use. The wider the aperture for front-end collection, the more impogtant these back+

end protections become. -

Yy By Ny

(SH3tRPE) XKEYSCORE has a widc aperturc, so it is appropriate that it iq(.:_'ludes significants
back-end protections. Most notably: .

Cla T

e (&#REE) Analysts arc prohibited from running U.S.-person qucnes -m ' XKEYSC ORE, .
subject to very naivow exceptions. Analysts can run U.S.-person quen'lcs only with a
probablc-causc order from the FISA Court, conscnt, or approval fmm the Attormey
Gencral.? ..

o [SREE) All XKEYSCORE queries are subject to robust, technglqgically advanced
logging and auditing, which our report describes in detail. As pArt’ofthis system:

o ESRER) Analysts must provide detailed, non- formulalc Justlflcanons for each..

query. ¢ o .

o (SYREE) Each query is logged; these logs include the..analyst s Justification andj
various other telltale details about the query. .

- L]
"

w

»

o (SHYSPREE) NSA’s auditing system uses | . [s to help identify qucrfc;s
that may be insufficiently tailored or non-complianf Human auditors familiar. »

with the analyst’s mission then revicw every qucry_dccmcd to posc a risk of . .
noncompliance. h -

o (S4SkaRdeEs Under NSA rules, querics based on broad criteria must be tailorc%l to
avoid rctuming information that is not foreign irr;elligcnce 3 -

o (SHRELY If an analyst’s query returns information about an American, NSA policies limit
how that information can be used, retained, and dlsscr_l:nnated.4 . .
(S54SR EE) The auditing architecturc, described in Part [11.B.1 of our report, is noteworthy. , :
The system cnables mcaningful scrutiny, in closc to rcal time, and appears to be much more | :
cffcctive and comprehensive than the post hoc sitc visits and manual spotchccks on which sdine
other agencies rely. . ..

P

#3ANP) Our Board reviews large-scale collection programs across 1C and non-IC agencies. Itis
noteworthy that while NSA has developed sophisticated technical capabilities to log queries, .to
record query justifications, [ . —
and to organize querics for efficient review by human audltors systcms in use at other agencfes
arc lcss advanced. As Recommendation 6 from the Bo_ﬂrd s rcport cnvisions, NSA’s audit

2 (U)SeeParts 1ILD.3 and IV.A .

5 Y 18 § ) (1 )
I“SELECTION TERMS that havc resulied or are
Teéasonably KTy 10 wesull i the INTERCEP TTUN of communications (o or from such persons or entities shall be

designed to deleal, to (he greatest exient practicable under the eircumstanecs, the INTERCEPTION of (hose
conumumicalions which do not contain FOREIGN INTELLIGENCE.”).

! See, e.g., DoDM 5240.1 and Classified Annex; USSID-18.

_—y s oxo

2
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program can offcr a uscful example (and perhaps some technical solutions) to other IC elements
sccking to ensurc cffective oversight of their personnel’s access to large, sensitive datascts.

(U) Of course, the adequacy of the controls we have identificd depends on how effectively and
thoroughly they arc implemented, and on vigorous monitoring. The Board will monitor the
implementation of the recommendations in this report and rematn alert to significant changes in
how XKEYSCORE is deployed going forward.
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(U) I concur in the Board’s report, and join my colleagues in thh.iiking the Board’}
staff for their careful, skilled, and diligent work on this report. I w1].l énmment briefly o
two topics.

(U) XKEYSCORE raises policy issues that are likely to grﬂ'w in 1mportance as technology»
advances and NSA’s capabilities continue to develop. This makes it especially 1mportant-
for NSA to develop a clear legal and policy rationale for XKE¥SCORE. Such an ana1y51s.
will not only guide the agency’s development of XKEYSCORE but will also establish a.

framework useful for evaluating future programs ,

[EFXSIREE) It is useful to consider se'parqtely “two primary pohcy—relevant'

capabilities of XKEYSCORE: | M ‘1
(LS SRR | '. i are valuable foreign intelligence.

capabilities, assuming they are appl’ied ta’ data that is appropriately collected and.:
managed. I applaud NSA's work to aavanca’these capabilities. .

Wﬂmﬁmﬁ;ﬁ more -challengmg policy issue. XKEYSCORE's ablhty:
tn “anllant QIOINCT[ ] has 0bv1ous mission value. However,|
| - ) | some of it inevitably including U.S. person

communtcations, must he jstified in light of our national values and relevant law
including the Fourth Amendment.

EESA¥SREE) At present, practical factors of storage and cost limit NSA's retention of
data and thereby serve as a limit on the intrusiveness of this capability. But that could
easily change as technology advances, if storage and analysis capacity increase faster
than the volume of targeted communications traffic. Indeed, that seems likely to be the
case for more and more categories of communications. Accordingly, it is important for
NSA to consider carefully where to draw the line on data retention, and especially on the

principles underlying that policy and legal determination. It must be clear where to
draw the line on retention.

(U/ /#6086 Though NSA should apply its technical, mission, and legal expertise to
questions of data retention, the question of where to draw the line on data retention is
important enough to merit attention from Congress and national leadership.

S48 REE) NSA appropriately prioritizes collection of foreign intelligence. As a
result, it collects less information that is superfluous, that is, not foreign intelligence. My
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colleague Travis LeBlanc and I recommend that NSA additionally tqke affirmative stéps
to deprioritize U.S. person information. <

(877St/7REE) For discussion purposes, one might divide the* 1nf0rma tion available fe}‘
collection and analysis into three categories: foreign mtﬂlﬁgence (F1), 11.S. person ::
information (USPI), and everything else (Other). NSA wants to collect 2and analyze FI
and does not want to collect or analyze USP or Othér information. ‘For §nformation tljat
falls clearly into one category or another, NSA-knows what to do and has systems in ~.
place to ensure compliance. .* N . “'.

-
. »

LR

) But much information.cannot be catesorized so cl'early, | | "1
|| i Here NSA does what it can, based on the informatidn

available. This is inherently a balancing decision process basad on the likelihood of t],',ua
information being in each category. .

SS¥H+REE) Our recommendation calls on NSA to 1nclude in this decision process not
only the likelihood that information is FI, but also the likelihood that it is USP .
information versus Other information. In other words, if ihformation is two percent "
likely to be F1, it should matter whether the other ninety-tight percent of likelihood ﬂ'ﬂls
into the USP category or the Other category. y

(6537 REE) Reasonable people can disagree about how much weight to place on the;]
goal of collecting and using FI versus the goal of avmdmg incidental or non-targeted - :
collection and use of USPL But surely the answer cannot be that the presence of USPi-
has no bearingat all on whether collection is lawful 2nd wise, Surely the presence of ih-e

smallest iota of FI, in an ocean of USPI, cannot be disposmve .-
(FS7/SHAREEY .
l- but NSA shouldin any case have

“tecanica: anma aaministrative measures in piace to deprioritize USPI relative to
superfluous foreign information, as well as a careful legal and policy rationale
supporting those measures.



DocRefID: A6739548
(b) t1)
(by(3)-18 USC 798
(b) (3)=-50 USC 3024(i)
(b) (3)-P.L. 86-36

Doc ID: 6833919

(U) Statement of Board Member Janie Nitze

(U//#OH6) I am pleased to join in full the Board’s report on XKEYSCBRE and, like my
colleagues, offer my gratitude to the staff members whose hard work cr[a_blcd us to bring the

.

. - g
L

* [ a

project to eompletion.

(S¥REE) I also join the Chairman’s separate statement, whicf-. revicivs Xhe utility of
XKEYSCORE and the important back-end safeguards tha1 allew Ihe taol-to operate within well-
established legal and policy eonstraints. [ write separately to’notc—my gomcems with two of the

* - »

-
.
- - -

minority recommendations.
EFSHEHANF) Minority Recommendation 2 The.full text.of mmorlty rceommendatlon 2 reads:

XKEYSCORE analysts shquld be rcqulred to tag 01 take other

rcasonable measures to identify kngwn or bcllcvcd U.S.- person ;
C . -I_ In other words, if :

datal . .
the analyst knows or-believes that datel  * . 1
|contams USP data, they should so tag D
I []

(U) Respectfully, I deeline to join the recommendation fpr the following reasons.

»

CESULSEE)Y As an initial matter, the reeommendation does not use terms defined and routinely
used by the intelligence eommunity, but instead refers’to “known or believed U.S. person data.”
That leaves the breath of the recommendation uncertain. Does the term “U.S. person data™ cover
only information where a U.S. person is a ecommunicant? Or does it also inelude information
about U.S. persons? Or does it go so far as to refer.to data created by U.S. persons, which a

plain reading of the term “U.S. person data” would‘suggest?

(FSH%SEE) Although cach potential meaning of the term changes the recommendation’s
operational impact, a fcw general observations o_an be made. [irst, requiring analysts to “tag or
take reasonable measures to identify known or believed U.S. person data” injects uncertain
| After all, what is an analyst to do if he is prefty
szre, but not certain, that information is “U.S. person data”? Is he to tag the information
regardless of his uncertainty (thereby introducing potential errors into the dataset)? Or is he to
ignore the tagging requirement unless he’s sure (which may not often be the case)? Oris the
analyst to research the question, perhaps poke around various datasets and see what he can find
about the communicant or information in question? Of course such research would seemingly be
to the detriment of U.S. person privacy, as it could well entail analysts Icarning more about a
U.S. person or his information than in the absence of the tagging requircment. Moreover, some
research surely would be barred by policy and legal documents that scek to protect USPI
introducing a compliance trap and yet more confusion into what an analyst is to do.

r
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(PSHSEREE ) Second, the point of the tagging requirement is unclear. Analys}s are already -
required to follow various procedures set in place to protect U.S. person privdcy. For example,
the DoDM requires analysts to “[t]Jailor queries or other techniques to the grehtest extent &
practicable to minimize the amount of USPI returned that is not pertinent tort}e intelligence .
mission and purpose for the query.” Consider the case of an analyst that run} a query that
returns information containing valuable foreign intelligence now tagged as *13.S. person data."
To the extent the analyst could access that information as before, the new tagging requirement
creates no new restriction on the use, analysis, or dissemination of USPI. To the extent, though,
my colleagues in the minority believe the tag would preclude the analyst from: accessing the
information, then the new requirement would have immensurable operatiozal jmpact on the

agency's ability to fulfill its primary mission to analyze and disseminate fdreign intelligence
inforimation. .

(Fow8E@HEY Third, the recommendation would fundamentally alter how dnal:,ésts think about |
traffic, requiring them to be on the lookout for U.S. person data early in data processing rather
than trained on foreign intelligence inforination. And paradoxically for a.;Board with the missiop
to protect U.S. person privacy, the recommendation essentially calls for the creation of a

database of USPI. One where USPI presumably would be, thanks to the new tag, easily

accessible and searchable with the click of a button. For those reasons and more, I respectfully
decline tojoin the recommendation. .

[]
[
L]
[}
[
-
L]
L]
[}
- L}
[]
[ ]
[]
L]
-
-
-

{FSHSHMER ) Minority Recommendation 3. As cxplained in the Board’s.report, | |

! * By prioritizing forcign
“1ntelligence, the NSA de facto de-prioritizes other information, such as USPI containing no

forcion intell

(TSYSHF) Minority recommendation 3 asks the agency to affirmatively de-prioritize USPL
Yct, because information that contains USPI but no foreign intelligence already is de facfo de-
prioritized, the recommendation would seem to affect only inforination that contains bofh USPI
and foreign intelligence. For that subset of inforimation, one of two things must be true. Either
the recommendation, if implemented, would have no impact, and the agency would prioritize the
information as before. In which case the game seems not worth the candle. Or the
recommendation would cause the information to be de-prioritized and, accordingly, potentially
not ingested. In which case, the recommendation strikes me as substantively problematic; the
NSA is authorized to collect foreign intelligence inforination, some of which will, inevitably,
contain USPI. That is entirely expected, and is accounted for in executive branch and agency

' (U) DoDM a1 Scction 3.3.0.¢1}b).2.

7 (U) See the analysis from the Report in Section I[ILA on page 16.
Uy
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procedures that implement privacy protcctions specific to USPL. Rcquiring the agency rnof fo
collect — and therefore not to be able to view or analyze — potentially valuable forcign
intelligence information because it contains some (unspecified and unviewed} USPI would harm
the agency’s ability to conduct its mission within its lawful bounds. Before agrceing to a
recommendation with the potential for such a sweeping cffcct, 1 would want to better understand
its rationalc, its opcrational impact, and whethcr any upside would outweigh the potcntially vast
cost of reworking the ageney’s cxtant technology for link collection.
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Additional Classified Statement by Board Member Trav'i.steBIanc

[ W P AR

(U} Introduction .

(U) Today, | regretfully write in opposition to the release of a report that the'former mfajority of the
Privacy and Civil Liberties Oversight Board (“PCLOB” or “Board”) rushed last year to approve without
adequate investigation, analysis, review, or process. While | remain grateful to our Board staffforthe X
many years of effort they have devoted to XKEYSCORE’s oversight, | hadhoped that the former majontS(
of the Board would have conducted a more thorough investigation of.this highly-classified survelllance
program that is unlikely to be scrutinized by another independent uuer5|ght authority in the near fut,u:'.e.

" g
.- .'.l'.".-'.lv-.-.-'n.-

ke REL) XKEYSCORE is a software platform that enables the National Security Agency s ("NSA")
signals intelligence (“SIGINT*) analysts to conduct gueries agamst communications data that NSA :

?In that regard, 1 have n¢ doubt that this ::
sweeping surveillance program is worthy of our independent oversight. The mission uf the Privacy ana
Civil Liberties Oversight Board isto ensure that the Executive Branch’s efforts to protect the nation from
terrorism appropriately safeguard privacy and civil liberties.® We do this best when we conduct a :.
thorough investigation, review records that corroborate or contradict an agency’s ofal representationg,
probe compliance infractions, rely upon evidence-based analysis to reach independént conclusions, :
identify technological and legal evolutions that are material to the program’s lawfulness, and produce=a
report that is as transparent to the public as possible. Today’s report unfortunately:fails along these ::

metrics. . "

(¥9) First, the Board attempts to explain an “analysis”* and “discovery”® tool, yet falls to inspect how *,

XKEYSCORE obtains its information.® This s especially concerning] N I
P I 1 "
) Obviously, NSA can

process and query communications through XKEYSCORE only once 1t has access to those
communications. While collection and querying are separate activities, they are intertwined and both
are worthy of review for separate legal analysis, training, compliance, and audit processes. This is true
whether the collection and querying activities are performed by humans or machines. What may be a
reasonable amount of “incidental” collection in one program or activity may well be unreasonable in
other contexts.® Similarly, protections that are designed t o mitigate incidental collection may be

1 (U] Paivacy AND CIVIL LIBERTIES OVERSISHT BOARD, REPORT ON CERTAIN NSA USES OF XKEYSCORE FOR C OUNTERTERRORISM
PURPOSES 1 (2021) ("NSA Deep Dive”).

?(U)NSA Deep Diveat 1.

3{U) See generally 42 U.5.C. § 2000ee.

* U] NSA Deep Diveat 1.

* [U)NSA Deep Diveat 2.

5 [U) NSA Deep Diveat 13.

7 {U) NSA Deep Dive at 18.

¢ (U) See e.g., the surveillance conducted under a traditional wiretap as opposed to “upstream surveillance.”
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reasonable in one program or activity and unreasonab[e in other contexts. On thqse points and OthELS
the former Board’s report unfortunately reads more like a book report summan? bf the XKEYSCORE .._
program than an independent oversight qrralysls grappilng with keyt toncerns in thls evolvmg -

technological and legal landscape. .-' . L . . T

{U) Second, the Board had the ogportunlty to engage in evidence- bqsed policy making; however, it =«

concluded a report lacking anafysls of the efficacy, costs, and beneflts of XKEYSCORE? .

EESAFari O™ Third, the Buérd failed to adequately lnvestlgate the compllance program in place for . : .
XKEYSCORE. Unfortu;r‘ately, it appears as if NSA had not'prepared a wWritten analys|5'of the legality of *
XKEYSCORE until prompted by the PCLOB.Y® Unsurprlslngly there was no mandatory-XKEYSCORE tra'In'lr'Ig
for NSA analystt. nor did the former Board majorlty-agree to follow up on any ofﬁz of
compllance'lncldents that were reported to us.'! The NSA reported, for example, that in 2019, there-
werelr__ KEYSCORE compliance incidents and thatﬁthese were deemed to cbnstitute -
“Questionable Intelligence Activities”-a tg'rm used by the Departmerit of Defense to signify that an
action may have resulted in illegal surveillance or improper review of t).5. person communications. 2

the Board refused to inquire into any'c.:f these compliance incidents orDU.S. per:son XKEYSCORE
queries before issuing this report. X

w....-.-

(U/H28) Fourth, | joined felow Board Member Ed Felten in offering three additichal
recommendations for the report.!* These important recommendations involve

ut

and the affirmative de-prioritization of U.S. person information. = These are three
important recommendations that should have been adopted by the full Board.

(U} Fifth, the former majority has also failed its mission to inform the public about dur work. Our
authorization statute directs us to make our reports, including our reports to Congress, “availahleio the

public to the greatest extent that is consistent with the protection of classified information and

[
=
[
-

*

PrivaCY AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM _DPERATED PURSUANT TO
SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT7-8 (2014). See alsa DAVID KriS AND 1..DOUGLAS WILSON;

MATIONAL SECURITY INVESTIGATIONS AND PROSECUTIONS § 3:2 (3rd. ed. 2019). - .
® (#8) The report mentions NSA’s various evaluative judgements on items such ad 1 but asks no

questions on metrics, when and why]} Jand no
discussion of data or variables. See NSA Deep Dive at 16. The lack of efficacy is in stark contrast to previous reports
issued by PCLOB. See PrivACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF THE CALL DETAIL
Recorps PROGRAM UNDER THE USA FREEDaM Act 63 (2020). See a/so PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT
ON THE GOVERNMENT'S USE oF THE CALL DeTAIL RECORDS PROGRAM UNDER THE USA FREEDOM AcT 2020 13 (2014); Privacy
AND CivIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION
702 orF THE FOREIGN INTELLIGENCE SURVEILLANCE AcT 158 (2014).

10{1)) See (Mhidde) Nat'l Security Agency, Legal Analysis of XKEYSCORE, lan. 20, 2016 at 5 (“NSA Legal Analysis”).
11{1)) NSA Deep Dive at 35.

12{1)) Questionable Intelligence Activities (QIA) defined as “any intelligence or intelligence-related activity when
there is reason to believe such activity is unlawful or contrary to an E.Q., Presidential Directive, IC directive, or
applicable DOD policy governing the activity.” Department of Defense, DOD Directive 5148.13: intelligence
Oversight 16 (“DOD Directive 5148.13%).

13 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive; Phone Call re; XKEYSCORE
Dec. 14, 2020,

14{U) NSA Deep Dive at 50-51,

12 {lJ) NSA Deep Dive at 50-51.
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applicable law.”* Here, the Board has made no effort to seek declassification of thé:teport, any por‘ons
thereof, or any materials that the Board reviewed. This is inexcusable. Although the public will not %we
access to a public report, | plan to publish an unclassified statement to be released aiong with whatq’{\rer
version of the report is ultimately made public—even if the report is all or nearly all Eedacted It is ."
critical for the public to know that at least one Board Member has Signlﬂcant concerns aboutthe >
operations of XKEYSCORE and the content of this report. .

(U) Lastly, | have serious concerns about the unconventional process that the fc»rmer"majclrit\;r follovﬁéd
to approve and release this report. To be clear, despite my repeated reguests, the current Board hasbot
voted to release this report nor to include the statement of a former member. The rasult is that tod»az
the former Board releases an inadeguate report that reflects its faliu.re to engagein qffectwe oversught

(U) Despite such critiques, | again commend the professional staff must be commendbd for their = .

diligent, hard-working, and proficient wark. They were critical tofmoving this report {arward and ch:in‘.
my fellow Board Members in thanking them for their professi onahsm and their dedu;ptmn to the Bo.arzj s

mission, . . e

L} - LY

.'. .' .. -

. . » .

(F5A5tAARES A Failure to Investigate . ) o
S . o

» [] PR |

{TSyYeRYReL) First, | voted against the XKEYSCORE repatt because the former majority failedto .=«
_ L

adequately investigate or evaluate NSA’s collection activities| . 7.
While XKEYSCORE itself is a software program capable of discovering and extracting signals intelliggnce:
B Lit is clear that NSA must gather of collect that signals
intelligence from somewhere—in the United States or abroad. The former Board dectined to review thq
agency’s collection activities.® | disagree with that decision because| 1

FrehRER | -

18{U) 42 U.5.C. 2000ee(f)(1).

17{U) NSA Deep Dive at 18,
18 {U) NSA Deep Dive at 18.
13 {J) NSA Deep Dive at 18.
2 {U) NSA Deep Dive at 18 n.32.

ry
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The.a' gencv‘takes aone-size-figs-all
compliance approach to the risks of “incidental” collection that relies upon |ts-back end mlnlmlzaE{on_ .
processes to address overcollection: “Any incidental U.S. person |nformatlon wnll be handled con{ﬂter\t .
with the Classified Annex to the Department of Defense Manual ﬁdﬂ 01% § hls however, mlsseﬁ.the N
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(FohSHAREE) The enhanced risk to the privacy of U.S. persons whose mmmunlcatlons may be - - K
intercepted |nC|dentaI-|y are not just greater whenl R . “ W)
!but also when NSA] - . “w ..
. : RN |
[ 1 S
s - amk
r-d . : :
23 (U) Phone Call re: XKEYSCORE Dec. 14, 2020, o .
24 () PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive; Department of Defense, -
M 5240.01. Procedures Gaverning the Conduct of Intelligence Activities {2016). - .«
I -

one Call re: XKEYSCORE Dec. 14, 2020.
8 {U) NSA Deep Dive at 13-15,

2 (1) NSA Deep Dive at 13-15.

() NSA Deep Dive at 13,
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FEfSlaREE), The NSA and former Boa[d majority disregar'd the risks associateq wiihl |

nd the associated hargrrto the privacy angcivil liberties of U.S. pelzson:r. as being

indistinguishable from the risks'a.nd harms associated with As txplained above, |
disagree. In my view, the jna'bility to address coneerns around o
| R are serious deficiencies with the report. The Board*

should have worked with NSA to analyze the likelihood of collecting U.S. person information at

I.recommended that the agency document whenever an analyst or other personnel

becomes reasonably aware that U.S. person information is collected and/or analyzed from any
collection site, and established appropriate minimization procedures before this data ever gets ingested

into XKEYSCORE.

M The NSA’s legal analysis and former Member Aditya Bamzai’s exegesis®™ on the Fourth Amendment

both disregard.r

21 {U) Phone Call re: XKEYSCORE Dec. 14, 2020.
32 (1J) NSA Deep Dive at 13-15. .
1) | often urge my colleagues that we should exercise caution in expounding on the constitutional analysis of %
program, particularly when the Supreme Court has not directly spoken toan issue. See PRIvACY AND CviL LIBERTIES «
OVERSIGHT BoARD, REPORT ON THE GOVERNMENT'S USE OF THE CaLL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM Act
74 {2020). | do, however, feel compelled to reply to former Member Bamzai's statement where its conclusions -
could be misconstrued. For instance, it is my understanding that the Supreme Court has left open the guestion of »
whether there is a “foreign intelligence exception” to the Fourth Amendment. | am mindful to exercise caution im
expanding any special needs exception to the Fourth Amendment. Such a malleable exception is at risk of not only
expanding the Fourth Amendment beyond the expectations of the Founding Fathers, but also of expandingit = .
beyond the literal text of the Amendment. Such an expansion risks sweeping into its ambit numerous activities _ -
solely because they are un-favored today. Thus, | tread cautiously and inspired by the wisdom of lustice Marshalt, |
who wrote in Skinner v. Railway Labor Executives’ Association, “There is no drug exception to the Constitution, apy
more than there is a communism exception or an exception for other real or imagined sources of domestic unrest,
[A]bandoning the explicit protections of the Fourth Amendment seriously imperils; the right to be let alone—the.*
most comprehensive of rights and the right most valued by civilized men."’ Skinner v. Railway Labor Executives’ -
Ass’n, 489 U.S. 604, 641 (1989) (Marshall, J., dissenting) (citation omitted) (quoting O/mstead v. United States, 27'}_

U.S5. 438, 478 (1928) (Brandeis, .., dissenting]). .
34{U) See Statement of Former Board Member Aditya Bamazai. While | appreciate the thoughtfulness that former."
Member Bamzai devoted to his Fourth Amendment analysis, it is worth noting the lack of any application of that
analysis to the facts of XKEYSCORE. :
3, e (SF/IF) NSA Legal Analysis at 51
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x|
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. |
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3% ¥4) Former Member Bamzai begins his discussion by relying on]
I
L

js well as United States v. Verqugo-Urquidez where the
central issue was a warrantless search of a non-resident person outside the United States: See Statement of
Former Board Member Aditya Bamazai at 3-4, . *

37 (U) NSA Deep Dive at 18. :
3 (1)) NSA Deep Dive at 18.

L (U) NSA Deep Dive at 18.

o u)f ] (b) (3)-P.L. 86-36 | + -«
* (1)) NSA Deep Dive at 18. T, {b) {5) o
LT (U I * [ ) - - ]
43 (U] ) " e, . . * > . i : :
? (U) NSA Deep Dive at 18. See] IR T,
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(5 Setting aside the legal distinctions between the XKEYSCORE collections and Title Ill or traditional FISA
collections, the capabilities of modern electronic surveillance are more vast than the technologies
discussed 40-50 years ago in Smith v. Maryland and Katz v. United States.”® Any legal analysis must
account for how these new capabilities create emerging privacy harms, which themselves pose new
legal challenges: for example, the extent to which machine surveillance is the same as human
surveillance; the extent to which the aperture of collection and amount of data intercepted
fundamentally alter the reasonableness analysis; the extent to which the Mosaic Theory is implicated,
and how to apply recent Supreme Court decisions in digital surveillance cases like Carpenter v. United

States and Riley v. California.”’
¢4 All of the cases relied upon by former Member Bamzai assume the Fourth Amendment is triggered

once a human reviews intercepted communications.*® The unstated assumption is that machine
collection and analysis of L..S. person communications does nottrigger the Fourth Amendment until a

% (U) Statement of Former Board Member Aditya Bamzai at 6-7, 9; (!'#N'F, NSA Leg al Analysis at 5.

B{U)Seee.g.]
52 {U) NSA Deep Dive at 13-15.

5t (U) NSA Deep Dive at 25.

*2 (U) See the surveillance at issue inf .
b ()] . i |

s4 (U "

PEE R

ST0) Sith v. iaryland, 442 U.S. 735 ]1979), Katzv. UmtedStates 3gs u.s. 34'7 (1967) s 5
7 (U) Carpenter v. United States, 138 S. €. 2206 (2018); Riley v. California, 573'1.S. 373, 381 (2014). -
*# g5 Former Member Bamzai appears to provide an dnalysis restrng on traditiohal electronic surveillance conc‘bpts ",
and capabilities where the government collects lnf cmmatlon frompne telephone line with two communicants. -t *
. . v .' -
o. u - ;, 7 o‘

(b) (3)-F.L. 86-36

(b) (3)-P.L. 86-3¢
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human actually reviews those communications, or at Ieast the communlcatlons that ark flagged by th
machine for subsequent human review. My concerpr, however is that the machine’ S‘revlew is the
substantial equivalent of a human review, albeit yastly more efficient. That the machlne flags only

suspicious communications does not mean thatthe intrusion is any less’for g the other ;“1::
communications or if they had all been reviewed by a human. Thus, the questidn presents itself of a-:
whether the Fourth Amendment can be trig'ged by a government (hurpar"l) djfected-but-machine- ::
operated collection and analysis tool—even if it does not directly resa.ﬂt |n.a.ﬂag of suspicion for -:"

immediate human review. As surveillgice technologies have evolved massive volumes of bulk data caﬁ
be processed efficiently and at a scal'e that would be |mp055|h|é or absurdLv impractical for humans to.
perform. This can be even more snvaswe from a Mosaic Theory framawork'when machines are
efficiently amassing and analyzmg disparate data. 59[ . ’ : -_I

] Jit stands to reason that algorlthms-are not separate entities from thew-
human overseers. @ When a human creates, direcis, or |nstructs'an algorithm, the algorlthm is acting d‘s
a government actor engaged in the collection and search of |ntercepted communications. Thus, there
are two independent analyses that should have been performed in the XKEYSCORE context: one

involving collection and the other involving querying with,a recognition of the role of nachines in :
triggering Fourth Amendment scrutinys in the XKEYSCORE context, this means that arrevaluation of thf
Fourth Amendment consequences should be analyzed it the point of initial collection

»

L \E\“‘Ii\‘.\‘.t

+
.
»
-
N -

(FPShiiRErd XKEYSCORE 4 is one tool that NSA has available for its human and machine analysts to
efficiently digest] . .

.

the report notes, XKEYSCORE .

L »* ]
- "

. Jwith access to such]
the privacy risks associated with even disparate collection of seemingly banal information

Nowhere is there a discussion by former Member Bamzai on the unique technical aspects of XKEYSCORE collection.
Statement of Former Board Member Bamzai at 5 citing] "] believe the same basic analysis
remains relevant today.”); See also former Member Bamzai's rellance on cases like United Sates v. Verdugo-
Urquidez, 494 U.S. 259 (1990); United Sates v. Donavan, 429 U.S+ 413 (1977); United States v. Kahn, 415 U.S. 143
{1974). Statement of Former Board Member Bamzai at 5. Even when former Member Bamzai discusses more
recent case law regarding Section 702 surveillance, there is little-analysis of the initial surveillance collecting the
communications at issue nor the breadth and depth of “upstrearn surveillance” as released in the Board’s Report
on the Government Surveilfance Pragram Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance
Act (2014). Id.; PRivacY AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT DN THE GOVERNMENT SURVEILIANCE PROGRAM
OPERATED PURSUANTTO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILIANCE ACT 158 (2014). Former Member Bamzai
is singularly focused on post-acquisition protections: “Ultimately, this analysis [in whether XKEYSCORE complies
with the Fourth Amendment] likely turns on whether NSA adequa‘telv protects any U.S.-person communications
processed by XKEYSCORE from misuse.” Statement of Former Board Member Bamzai at 17.

32{U) Orin S. Kerr, The Mosaic Theory ond the Fourth Amendment "MicH, L. Rev. 111:311-354 (2012); Paul 5. Ohm,
The Many Revolutions of Carpenter, HARVARD J. OF L. AND TECH. 32:?:58—416 {2019); Danielle Citron and David Gray,
The Right to Quantitative Privacy, MiNN. L. Rev. 98:62-144 (2013). .

S (U) FRANK PASQUELE, BLACK BOX SOCIETY: THE SECRET ALGORITHMS THAT CONTROL MONEY AND INFORMATION, HARVARD

UniversiTy Press (2015). See afso Danielle Citron, Technological Due’Process, 85 WasH. L. L. Rev, 1249 (2008).
5 () NSA Deep Dive at 25.

5 (1) /d.

vpp s

(b) (3)-P.L. B6-36
(b) (3)




Doc ID: 6834258 Doc RefID: A6739550 (b) (1)

{b) {(3)-18 USC 798
{b) (3)-50 USC 3024(i)
{b) (3)-P.L. B6-36

are present: “[w]hat may seem trivial to the uninformed, may appear of great.moment to one who hfas a
broad view of the scene.”®® The ability to sample significant amounty af'd'ata send the datatoa .-,
database with an analytical tool; have that analytical tool mntntor ‘all information ihgested into it; a.nd

then have the analytical tool assist human analysts te review retrospective commUnications, email
attachments, metadata, and other information Ts profound.®*

interests.5® Many of these algorithms automate the process of identifying su'Spicious individuals from

data.®” Artificial intelligence and machine learning act as a steroid of sorts ﬂlowing for humans to -
increase both their breadth and depth of surveillance. Artificial intelligence and machine learning .
concepts like autonomous discovery and targeting of data as well as pregictive decision making could .
serve as an all-seeing eye presenting new, unigque privacy and civil liberfies harms .

Ischolars have noted that predictive algorithms pose unicue harms to privacy

(ForebtRES) Unfortunately, former Member Bamzai’s Fourth Amendent analysis fails to account for
the factors that make XKEYSCORE different from other surveillance téchnologies considered by courts |r

the last century.®™ Factually, it incorrectly assumes that .
|

* Legally, it glosses around Fourth
Amendment issues at the point of collection, machine survelllance, and the impact that the Mosaic

Theory and more recent case law around digital surveillance have on programs like XKEYSCORE. ™

5 Second, it is basic that oversight of a government program should include an evaluation of the
efficacy of the program, including at least an analysis ofits costs and benefits.”! | voted against the
report because the former Board failed to evaluate the efficacy of XKEYSCORE throuph a cost-benefit
analysis or otherwise. In the past, the Board has included an efficacy analysis in all three of the major

B (U) CiA v. 5ims, 475 U.S. 159 (1985); United States v. Maynard, 615 F.3d 544 (D.C. Cir. 2010}

& (U) It is even more profound in light of the Mosaic Theory. See (U} Orin S. Kerr, The Mosaic Theory and the Fourth
Amendment, MicH. L. Rev. 111:311-354 (2012); Paul 5. Ohm, The Many Revoiutions o f Carpenter, Harvarp 1 oF L
AND TECH. 32:373-73; Danielle Citron and David Gray, The Right to Quantitative Privacy, MINN. L. REv. 98:62-144
(2013}

(1)1

U. PenN L. Rev. 164:872 (2016).

57 (U} See id. A

88 (U} See supra n,50. {b) (3)-P.L. B6-36
5% (U} See supra n.27.

(U} Seesupra n.55.

t (U} Councii of the Inspectors General on Integrity and Efficiency, Quality Standords
https:/ /www.ignet.gov/content/quality-standards.
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oversight reports that we have released.” One would expect that after five years of investigating
XKEYSCORE, the former majority would have some sense—even a rough one—of how much the
program costs financially to operate, how many U.S. persons have been impacted by XKEYSCCRE, how
much data the program collects and analyzes, how widely information apalyzed through XKEYSCCRE is
shared, the number of lives saved, the number of terrorist events averted as a result of XKEYSCCRE, or
at least have more than just two counterterrorism examples of the "Operational Value” of the program,
particularly given how "powerful, ingenious, adaptable, and customizable” a tool at least one Member
apparently concludes that it is.”

(Fsh¥AEE) Effective oversight necessitates a robust investigation into the efficacy of the programs we
oversee. The Board’s former majority has failed to do that. To accept two examples of “Cperational
Value”™ and conclude confidently that XKEYSCORE is “highly effective”” is incredible, especially when
the former Board never investigated what makesa "highly effective” surveillance tool and the former
Board has not defined what it would take to constitute such a success. Indeed, when | insisted that we
ask the NSA to consider what statistics or descriptions they could provide to address the “costand
value” of XKEYSCCORE, the agency admitted that it had not performed any such analysis and that “it
woulid be difficult to pinpoint any one cost or benefit” of the program.”™ We should not have
prematurely terminated our investigation of efficacy to rush to a vote on this report before the end of
2020. The former Board, along with the NSA, could have, and should have, engaged in a robust dialogue
on the metrics, variables, and key computational questions concerning the efficacy and effectiveness of
this "powerful” surveillance tool.”” Unfortunately, that dialogue and evidence-based policy analysis did
not occur.

(U) Third, | voted against the report because the former Board majority sought to issue it without
completing diligence on NSA’s compliance efforts, including its legal analysis, policies, training,
compliance, and auditing.

(U/Ae68) A primarystepin any compliance program is a legal analysis of the program.”® The legal
analysis that sets forth the authorities and limitations of a program typically forms the foundational
basis necessary for the development of compliance policies and procedures. Surprisingly, NSA

apparently did not draft any formal legal analysis of the program until asked by the former Board in

2 (U) Privacr aND CiviL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF THE CaLL DETAIL RECORDS
ProGRAM UNDER THE USA FREEDOM ACT, 2020 13 {2014); Privacr aND CivIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE
(GOVERNMENT SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT
158 (2014); PrivacY AND CIviL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S UsE OF THE CALL DETALL RECORDS
ProGRAM UNDER THE USA FREEDOM AcT 63 (2020).

3 (U) Additional Views by Chairman Adam Klein at 1.

74 (U} NSA Deep Dive at 29.

3 (U) Additional Views by Chairman Adam Klein at 1.

78 (U} NSA Correspondence with PCLOB, Sept. 21, 2020.

77 (U) Additional Views by Chairman Adam Klein at 1.

78 {U) See generally INT’L ASSN. OF PRIVACY PROFESSIONALS, PRIvACY PROGRAM MANAGEMENT (2nd. ed. 2019); Nat’l
Institute of Standards and Tech., NiST Privacy Framework: A Tool for improving Privacy Thraugh Enterprise Risk
Management, 11 (Jan. 16, 2020).
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2015.” It is, of course, concerning that a surveillance tool as “powerful” as XKEYSCORE Wa3
conceptualized, coded, implemented, and then executed without any initial written legal analysis.*®

TR

(U/ FReMEN Setting aside that NSA's legal analysis was first written in January 2018, it is equally
concerning that the agency apparently has not updated that written legal analysis since then.®* The 2015
analysis fundamentally rests on decades-old Supreme Court precedent from Verdugo-Urquidez, Smith,
Katz and two DOJ legal memoranda from the 1980s to assert that collection and use of XKEYSCORE is

consistent with the Fourth Amendment.?2 The 2016 analysis lacks an analysis of recent relevant Fourth

Amendment case law on electronic surveillance; Carpenter, Riley, United States v. Jones, and United
States v. Maynard need to be considered.®

(P FREE) The 2016 analysis also fails to discusq

(U) The deficiencies in N5A’s legal analysis were as apparent to the former Board as they are to me.
Thus, | am glad that the former Board has recommended that NSA update its legal analysis and
identified several key constitutional and legal issues that N5A should consider when it does prepare a
satisfactory legal analysis of the XKEYSCORE program.®

(U//PO*E) Given the apparent lack of a legal analysis prior to our investigation, it should come as no

surprise that NSA does not currently require analysts to receive privacy and civil liberties compliance
training tailored to XKEYSCORE.%

[SHSY#REE) '‘While NSA does require all personnel with the ability to review raw SIGINT data to complete
online training and competency testing prior to accessing data in XKEYSCORE, the privacy and civil
liberties components of those trainings are minimal and not specific to XKEYSCORE.* NSA’s optional
XKEYSCORE-specific trainings are equally deficient in their treatment of privacy and civil liberties.®

% {U) The former Board asked NSA to provide any “[l]egal analysis by the NSA and Department of justice regarding
the use of XKEYSCORE’s analytic functions and its consistency with statute, executive order, and the Constitution.”
PCLOB Document Request to NSA, Dec. 15, 2015.
80 (U) Additional Views by Chairman Adom Klein at 1.

81 (Gidil) NSA Legal Analysis.
82 (U) United States v. Verdugo-Urquidez, 494 U.S, 259 (1990), Smith v. Maryland, 442 U.5, 735 (1979); Kotz v.
United Stotes, 389 U.S. 347 (1967); (¥affsi/F] ]

83{U) Carpenter v. United States, 138 5. Ct. 2206 (2013); !'?pleyv California, 573 U.S. 373 (2014); United States v.
Jones, 132 5. Ct. 945 (2012); United States v. Maynard, 615 Rad 544 (D.C. Cir. 201ﬂ)

84 fsiviP NSA Legal Analysis. . .
35 (U) NSA Deep Dive at 46. ‘. .
3 () NSA Deep Dive at 35. o) (L)
87 {U) NSA Deep Dive at 35 n.72 and 73.
b) (3)-18 USC 798
8 {L)) NSA Deep Dive at 35. (b) (3)

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36 11
{(b) (D)
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(U/ e One would have expected, however that there would bevmandatorv, robust eorgpllance
training tailored to XKEYSCORE given how poWerfuI of atoolitis. « I _;l.-'- :
L] - 3 2, * .:
[Sy7s1RE) | am pleased that my colle‘agues have recommended that NSAJHandafe.ﬁpeaflc-)(l(EVSCORE

compliance training.?® But this racbrnmendatlon does not go far er,lougtmn n)y vi e\y ‘The
recommendation unfortunatélv provides no guidance on the com,'ent ‘of tha,t'ttragdnng, whlch should, at a
minimum, include a presentatlon on the privacy risks assoaated.mth the.c'bller.flon and han‘t!llng of U.S.
person informatiqp, hmltatlons on the collection and query;pg crf u.g. Person..!nformatlon compllance

standards for YKEYSCORE queriesf

s . % .: .

I | Analysts should also be required to retmlh on XKEYSCDRE campllance
periodically—whether after an identified time perlbd has elaﬁsed after.a serious compllanc,e incident

{such as a Questionable Intelligence Actlwty}

I:J

after a sub-stanﬁal update'to XKEYSCORE’s capahllltles

and/or upon legal developments (such_ as Réw judmlalpre;edent or a reievant change to an NSA policy)

= P IRETY

warranting further instruction on co.rﬁpl‘iance . e o .

. . * o .
-

©68) Additionally, | am, tr&uﬁled that the,fb.rrpe;‘ﬂoard nlg:]or.ity failed to investigat
serious compliance |nc1dents.|hvolvmg XKEVSCORE prior to approving the report. During the former
Board’s investigation, w"e.learned in Nove; rhber.3920 thatd

2019, Of those [_EVSCORE incidestts

| p—

compliance incident reports dccurred in
ere deemed upon agency review to |nvolue activities

that may have violated law or NSA p-flcy,,also known as & Questionable Intelligence Actlwty ofr “QIA."%
That is ovel ofincident repo[fs in 2 one-year perlg‘H Obriously, violations of U.S. law and the
known collection or processmg.of u. S person inforration are serious compliance issues. Yet, the former

majority did not request |nfarmatlon on any of thege

former Board request equTvaIent’data about compliance incidents in any other year.®

-

|As prior to approving the report, nor did the

(ayhf SlgakhéF) Complignée ques:tions persist hevo.nd the issue of QlAs. For instance, the form:;-r Board also
uncovered that oxdr I.5. person querie's were conducted through XKEYSCORE in only a 9 month
period betweerr]anuarv 2020 and September 2020.* While NSA represented that the searches were

mostl\d *

Ithe agency could not provide the former

justifications for each of these queries because “N5A would have to manually review all
justifica‘t'ions ...and categorize them.”* The former Board should have sought a manual review of the
.S. person gueries, or, at least reviewed a subset of these U.S. person gueries before issuing its

% (U) NSA Deep Dive at 48,

Board !

ith the legal

% {UJ) Questionable Intelligence Activities {(QIA) defined as “any intelligence or intelligence-related activity when
there is reason to believe such activity is unlawful or contrary to an E.Q., Presidential Directive, IC directive, or

applicable DOD policy governing the activity.” DOD Directive 5148.13 at 16.
1 (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive, Answer 2(b){i); See also NSA

Briefing on XKEYSCORE (Feb. 7, 2019).

2 {U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive. See supra n.90.
# {U) The behavior is in stark contrast to the former Board's approach in its 2020 Report on the Government's Use
of the Call Detail Records Program Under the USA Freedom Act where it engaged in rigorous analysis into the
efficacy of the program. There, the Board dedicated an entire section of the report to discussing compliance
incidents: “Root Causes of the Compliance Incidents and Date Integrity Challenges.” See PRIvACY AND CIVIL LIBERTIES
OVERSIGHT BOARD, REPCRT ON THE GOVERNMENT'S USE Of THE CALL DETAiL RECORDS PROGRAM UNDER THE USA FREEDOM ACT

63 {2020).

% {U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.
% (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.
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report. The lack of follow-up on[ Icarnphance incidents andI I !

appropriately considered in the development and |mplementat|on of leglslaﬂon repulation, pollcles and

*lof U.S. persontqueries
are deeply concerning for an oversight Board tasked with ensuring “that priva¢y and civil liberties are

guidelines” to protect the natien from terrorism.® . : .
e The lack of satisfactory legal analysis, insufficient training, [ Iof complia;u:e reports, ahd the

former Board's inability to investigate critical privacy and civil liberties issues all shite poorly on the
former Board’s credibility and ability to conduct itself as an oversight body. It is disheartening that the
former majority has failed to conduct this basic oversight in a rush to publish this réport.

tTSPIINP) Fourth, the former Board’s report fails to adopt three important recornmendations that

Board Member Felten and | submitted involving NSA’s capacit\j

and

the affirmative de-prioritization of U.S. person information.”

(U/4=848 )| join Member Feiten’s discussion of our additional recemmendaticons in his

(b) (3)-P.L.

B6-36

eparate

statement and also note that while inadvertently or incidentally intercepted communic3tions of U.S.
personsis a casualty of modern signals intelligence, the mere inadvertent or incidental collection of
those communications does not strip affected U.S. persens of their constitutional or other legal rights.®®
Even NSA’s Legal Compliance and Minimization Procedures (United States Signals Intglli'gence Directive
SPO0D18) recognize that inadvertently collected U.S. person communications “will be.';':urﬁamptlyr destroyed
upon recognition, if technically possible” (except in a few enumerated circumstancg’s slich as a threat of
death or serious bodily harm).* Setting aside whether known U.S. person communlcatjons should be
retained at all, Member Nitze apparently takes issue with the minor effort that it would take foran

analyst totagdata known or believed to constitute U.S. persen information |

lthEIL 1y el \_Lalned

and queried for five years {as of now).E Member Nitze does not argue that the tagging requirement she
opposes would be unreasonable or unduly burdensome on analysts. '™ Nor could she. The
recemmendation does not require NSA analysts to take any actions in seeking to identify U.S. persoen

information, nor does it require NSA to substantively amend its minimization procedures. ' But as the
NSA has itself explained, “NSA is required by its Attorney General approved minimization procedures to
make reascnable efforts to reduce to the maximum extent practicable the number of non-foreign

communications acquired during SIGINT operations.”*® The creation and use of a U.S. person

% (U) 42 U.S.C. § 2000ee(c){2).
% (U) NSA Deep Dive at 50-51.

8{U) U.S. v. Warshak, 631 F.3d 266 (2010); Berger v. New York, 388 U.S. 41, 59 {1967); Katzv. Unifed Stafes, 389

L.S. 347 (1967); 18 U.S.C. § 2518, 50 L.5.C. § 1805, § 1824,

%9 {U) Nat’l Security Agency, United States Signals inteiligence Directive SP0018: Legal Compiiance and U.5. Persons

Minimization Procedures § 5.4(b)(1), Jan. 25, 2011 {*LSSID 187).
1% (U) Statement of Board Member Janie Nifzeat 1,

191 () Statement of Board Member Janie Nitze at 1,

192 () NSA Deep Dive at 50-51.

b3 fapkdidl ) NSA Legal Analysis at 7.
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information tag is clearly reasonable and this is particularly so when the objective is to reduce the
collection and retention of U.5. person communications to the maximum extent possible.

S Yanw

(EaAASPANP) Itis also equally apparent that communications an analyst knows or reasonably believes to -
constitute U.S. person information should be treated as such. Member Nitze postulates, “[W]hat is an
analyst to do if he is pretty sure, but not certain, that information is ‘US person data’?"'® My answer is -
simple: tag it as U.S. person information. We can easily draw from familiar common law or Section 702 | .
principles (for example) to understand that tagging should occur upon a reasonable belief that that the®
communication includes U.S. person information; certainty is not required.*®

L T

(U) Even the NSA concurs, “A person known to be currently outside the UNITED STATES, or whose
location is not known, will not be treated as a U.S. PERSON unless such person is reasonably identified .
as such or the nature of the person’s communications or other indicia in the contents or circumstances
of such communications give rise to a reasonable belief that such a person is a U.5. PERSON, "%

[P eH4eF) Of course, the tagging of communications as U.S. person information is not a license to :
create a “database of USPI” as Member Nitze seems to fear.'” Recommendation 2 intends to minimize
U.S. person information from being analyzed by XKEYSCORE, reviewed by additional NSA analysts, .
retained in violation of controlling legal authorities, and inappropriately disseminated to other agencigs.
Given that NSA has implemented minimization procedures and also complies with Section 309 of the
Intelligence Authorization Act of 2015, the agency should put in place a compliance process to review
the tagged communications and appropriately dispose of them or otherwise minimize the sharing of -
those communications.'® The recommendation would require NSA analysts to ensure U.S. person .
information reasonably known to them is tagged.'®® Once that is done, NSA’s existing compliance and
auditing system could apply itself. Incidentally, | note that the mandatory tagging of U.S. person *
information will also have utility for compliance and oversight insofar as there will be data on the :
prevalence of U.5. person information processed through XKEYSCORE—an estimate NSA is apparently

unable or unwilling to provide today.!* .

(T$75'St#1M The third recommendation that Member Felten and | issued seeks to mitigate the harm of
incidental U.S. person collections by requiring NSA to affirmatively de-prioritize U.S. person information
processed by XKEYSCORE."! Although Member Nitze objects to this recommendation, the mere fact

thatl |

@a ® w FE B % ® W o m & F B N E & 3 B N F N S EN ® E S 5 WX WA NN ESNWRESESaSE

18 (U) Statement of Board Member Janie Nitze at 1.

1® {U) Nat’l Security Agency, FISA Section 702 Minimization Procedures § 2(k){2) (2015).

106 (1)) USSID 18 § 9.18(e)(2).

197 {U) Statement of Board Member Janie Nitze at 2.

1% (1) Intelligence Authorization Act for Fiscal Year 2015, Pub. L. No. 119-213 (2014); See generally USSID 18.
188 (U) NSA Deep Dive at 50-51.

112 () PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.

141 (1) NSA Deep Dive at 50-51.

112 () Statement of Board Member Janie Nitze at 2.

113 (1)) NSA Deep Dive at 16 n.24.
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The NSA now apparently uses| PR = |

i PR — |
14 Given the massive amount of data that XKEYSCORE digests, | believe our modest

proposal to affirmatively de-prioritize U.S. person information is a reasonable protection against the

privacy risks associated with incidental collection.

(U} Fifth, the former majority of the Board has also failed in its mission to inform the public about our
work. Our authorization statute directs us to make our reports, including our reports to Congress,
“available to the public to the greatest extent that is consistent with the protection of classified
information and applicable law.”*** Here, the Board has made no effort to seek declassification of this
report, any portions thereof, or any materials that the Board reviewed. This is inexcusable. Although the
public is not apparently expected to have access to any of the report, | will publish an unclassified
statement to be released along with whatever version of the report is ultimately made public—even if
the report is all or nearly all redacted. it is critical for the public to know that at least one Board Member
has significant concerns about the content of this report and the operations of the program.

{U} In addition to our statutory mandate, there are very good policy reasons for why our Board’s
activities should be as transparent as possible. Transparency encourages accountability. When the
PCLOB publicly releases its reports, it allows the public and other external stakeholders to engage with
material that is often kept under classification and out of the public eye. It allows academics and
journalists to further investigate potentially wasteful or unlawful government surveillance. It allows civil
saciety to advocate for new policy positions. And it allows Congress to further oversee and legislate
changes to the law. Al of these actions engender public trust that there is sufficlent and adequate
oversight of national security programs and activities.

{U} The public is rightfully worried about secret surveillance programs. By being transparent with our
reports and activities, PCLOB ensures the public understands oversight is occurring and that privacy and
civil liberties harms are being addressed.

{U) Transparency encourages credibility. A thorough report increases PCLOB’s credibility to provide
constructive criticism to agencies engaged in practices with a potential for significant privacy and civil
liberties harms. It also encourages credibility in NSA itself as the agency listens, responds, and
incorporates feedback—not just fromthe Board, but from an informed democracy. It is unfortunate the
Board has failed to seek declassification of even discrete sections of this report. As we have been
directed by Congress, | urge the Board to request declassification of its report and release as much
information to the public “to the greatest extent that is consistent with the protection of classified
information and applicable law.”*'®

11411J) NSA Deep Dive at 16 n.24.
15 (J) 40 U.S.C. § 2000ee(f){1).
18 1) fd,

15
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(U} Finally, | have several concerns about the Board process that was folowed to apparently approve
the unfinished report. In a December 2020 Board meeting, the former majority sought tovote on the
then-unfinished XKEYSCORE report. During the Board meeting at which the vote was taken, we spent
several hours discussing the revisions to the body and recommendations that would need to be made to
the report. Instead of completing those revisions and then providing sufficient time for Membersto
review the report and prepare their statements before voting, the former Board majority sought in that
meeting to approve the report for this project, ostensibly foreseeing the expiration of former Member
Bamzai'stermat the end of December, Literally on the evening of December 31, former Member
Bamazai circulated his statement. Subsequently, the new Board convened in January and the Chairman
submitted his own intention to resign the same month (although he has not departed the agency thus
far). Recognizing that the current Board has not voted on a report that we are still considering for
revision as | draft this statement, | have repeatedly requested a vote by the current Board on the final
version of this report, including all final statements of current Members as well as a vote on whether to
include the statement of a former Member. The current Chairman has created a legal fiction to compel
the issuing of a former Member’s statement without so much as a vote of the current Board or a vote of
the current Board to release this report. | simply cannot support a report that has not been voted on by
the current Board that will issue it.

() For these reasons, | am unable to support this report. | hope the critical deficiencies and gaps
identified in my statement will help provide guidance to NSA on additional issues that it needs to
address with respect to the operations of XKEYSCORE. | also hope that the issues raised in this statement
inspire a future PCLOB to more effectively perform its oversight and advising functions when assessing
other surveillance programs.

16
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(TSASYNP [ join in full thc Board’s Report on XKEYSCORE.' 1 writc scpar atcl).- to
addrcss the lcgal questions raiscd by the capabilitics described in fhi's Report and to pi owdc.a
conceptual framework for the Fourth Amendment analysis thatthe Rcport recommends the ySA - .
undertake. The analysis that the NSA provided to the Boal d? fo justify the legality of -
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2 GRS See NSA, Legal Analywv of XKEYS( ORE(J:IH 20, 2016) (“NSA Legal Analysis™) (created for

PCLOB inresponse to the Board’s request for any legalanalyses written about XKEYSCORE).
1 @it eE) The NSA Legal Analysis also briefly notes that |
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(U) To start at the beginning, the Fourth Amendment provides:

Theright of the people to be securc in their persons, houscs, papers, and effects,
against unreasonablc scarchcs and seizures, shall not be violated, and no Warrants
shall issue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be
scized.®

By its terms, the Fourth Amendment thus contains a general prohibition on “unrcasonable
searches and seizures,” as well as a requirement that “Wartants” be issued only under certain
conditions—namely “upon probable cause, supported by Oath or affirmation, and particularly
describing the place to be searchcd, and the persons or things to be seized.” 1 will call the
prohibition on “unreasonablc scarchcs and seizurcs” the Fourth Amendment’s “Reasonableness
Clause,” and the provision setting forth requirements for warrants the Fourth Amendment’s
“Warrant Clause.”

€84REE) Against this textual backdrop, two possible Fourth Amcndment frameworks
might bear on the lcgality of the collcction of the type of information at issuc in thc uscs of
XKEYSCORE analyzed in the Board’s Report. Under the first framework, the type of
information collected for analysis using XKEYSCORE (or the manner of its collection) might
fall outside of Fourth Amendment protection altogether. To put this point slightly differcntly,
certain activities conducted by the govermment, though they may qualify as “searches” and
“seizures” colloquially understood, fall outside the scope of the Fourth Amendment’s
protection—say, because they involve searches of non-U.S. persons conducted overseas.” Such
govermment activities might be subject to ncither the Fourth Amendment’s Rcasonableness
Clause nor its Wartant Clause.

Under the second framework, an exception to the Fourth Amcndmcnt’s Wartant
Clause might apply to the type of collection at issue in the Board’s Report and analyzed using
XKEYSCORE, lcaving thc Fourth Amendment’s “Reasonablencss Clause” applicable. To put
this point slightly differently, the type of collection at issue in the context of XKEYSCORE
might not require a warrant under the Fourth Amendmcnt, but might still have to satisfy the
general prohibition against “unreasonable” searches and seizures.

8 (U) U.S, Const. amend, IV,

* (U) The tenm “Uniled States person” is defined in several sources of law, See Executive Order No. 12,333 § 3.5(k)
(defining the tenn to 1nean *a United States citizen,” “an alien known by the intelligence element concemned o be a
penmanent resident alien,” “an unincorporated association substantially composed of United States citizens or
permanent resident aliens,” or **a corporation incorporated in the United Siaies, except [or a corporation direcled and
controlled by a foreign govenumnent or govermments™); 50 U.S.C. § 1801(¢i) (defining the tenn 1o mean “a citiz¢n of
the United States, an alien lawlully admitted tor pcnnancnt residence [in the United States], . . . an unincorporated
association a subsiantial number of members of which are cilizens of the United States or aliens lawtully admitted
for pennanent residence, or a corporation which is incorporated in the United States,” unless such an association or
corporation “is a foreign power™),

2
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(S4RE3.) In my view, it seems doubtful that all of the content collected for analysis using
XKEYSCORE is outside Fourth Amendment protection altogether. For clarity, | nevertheless
briefly address that possibility in Part II. It is morc likely that the collection and analysis of
XKEYSCORE is not subject to the Warrant Clause, but is subjcct to the Reasonableness Clause.
[ therefore address the proper framework for analyzing this issue in morc detail in Part II1.

IL

(S#REE) For purposcs of clarity and comprehensiveness, [ will start by discussing the
possibility that neither the Warrant Clause nor the Reasonableness Clause applies in the
XKEYSCORE context because of the extraterritorial exception to the Fourth Amendment
identified in United States v. Verdugo-Urquidez.® As 1 explain below, I ultimately conclude that
this approach is unlikely to provide a complete and satisfactory answer.

(U) In Verdugo-Urquidez, the Supreme Court held that the Fourth Amendment docs not
apply “to the search and seizure by United States agents of property that is owned by a
nonresident alien and located in a foreign country.”™ The case therefore held that neither the
Fourth Amendment’s procedures for warrants, nor the Fourth Amendment’s general requircment
of reasonableness, applied in the circumstances at issue. At the same time, the case concerned
the warrantless search of the residence in Mexico of a citizen and resident of Mexico, who had
been brought to the United States for prosecution.'® It therefore did not specifically address the
incidental collection of any U.S. person information, nor did it address the collection within the
United States of non-U.S.-person communications abroad.

(FSHSHE) In some respects, Verdugo-Urquidez did not break new ground. Six years
before the Court decided Verdugo-Urguidez in the context of physical home scarchcs1l

*
-

.
-
-
L]
-
L)
.
-
-

I”[l
——

----I.l.l.lllllIllll'llll-ll!ll'llllll!lllb

(b) (3)-P.L. 86-36
(b) (5)

¥ (U)494 U.S. 259 (1990).

P (Uy Id. at 261; ¢f. United States v. Curtiss-¥right Export Corp., 299 U.S. 304, 318 (1936) (,Meither the
Constitution nor the laws passed in pursuance of it have any force in foreign territory un!ess' in respect of our own
citizens,”™). As the Court’s opinion in Verdugo-Urquidez indicates, the Court’s holdiyg appears to be consistent with
early practicc under the Fourth Amendiment witl respect 1o the scizure ol forcign véfssels in non-Uniled States
lerritory, See 494 US. at 267-68 (describing how, seven years afler the FOurt.lvAmcndmcm’s adoption, the United
States engaged in an “undeclared war™ with France following “French intgrference with American comwncrcial
vessels,” for which Congress enacted a statute anthorizing the President to “instruct the commanders of the public
armed vessels which are, or whichshall be employed in the servicg of the United States, to subdue, seize and take
any arimed French vessel, which shall be found within the jurisgittional limits of the United States, or elsewhere, on
the high scas”) (quoting An Act Further 1o Prolcel the Cm?mbrcc of the United States, ch. 68 § 1, 1 Stat. 578, 578
(1798)). .

-
L]

19(Uy See 494 U.S. a1 262. .
1 (PERIAE]
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[ As 1 will discuss further below, more recent cases have also cougluded that the

Rcasonablencss Clausc, but not the Warrant Clause, applics to the incidenfil collection of U.S.
person communications abroad.” ,'.‘

{U) As a result, the application of the extraterritoriality exceptlm to both the
Reasonableness and Warrant Clauses of the Fourth Amendment under. Verdngo-Urquidez
depends an a predictive judgment of the likelihood that Fourth- Amendmcnt protected
information will be collected along with mformation outside the ssqpc of the Fourth
Amendment’s protections. Where such collection is unlikely, the{argeting of non-Fourth-
Amendment-protected information would be outside the scope qEthe Fourth Amendment’s
warrant and rcasonablencss requirements. Where such collcctl,o_l\ is morc likcly, then the
targeting might be subject toboth or, if an exception to the wm-f-ant requircment is applicable, to
the reasonableness requirement alone.

(FSHYSENF) e
(FSH5hAH) In other words RN .
* (PISHANE _ (b} (1)
B (U) See infio Part TILB I, .t (b) {3)-P.L. B6-36
¥ (EEHEHNE ’ (b) (5)
' FOMSMAIR) Id | . — 1
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(U) 1 believe the same basic analysis remains fcl cvant today. Somce ovcerscas scarches
and scizurcs of non-U.S. persons may fall outside the protcctlons of thec Fourth Amendment
altogether under Verdugo-Urqguidez. Where itis anticip ated that U. S person communications

might be intercepted, however, the proper analysis requlres
Amendment—to which I tum bclow.

{(b) (3)-P.L. 86=-36

{b) (3)

1.

(b) (1)
{(b) (3)-P.L.
(b} (3)

86-36

Q“FS#SERH;).Because I Whderstand that it can be antlclpated that some 1J.S. -person

commumcauons might be mterocpted and then analyaed using XKEYSCORE, it is'necessary to
addrcs$ the morc comprehensive-Fourth Amendment framework apblicable to thest
. ]

circuirstances. Wretten decadc) ago]

]
L]

L]

. -
L]

»

L]

-

=N

-

T (FSHERE) ] believe

[(1) the

natre of madentl collection, (2) the cxtratcmitorial ang forcign intclligence - cxceptions” to the

Fourth Amendment’s Warrant Clause, and (3) the appropriate analysis under the Reasonableness

Clause. I discuse the three in turm

L]
“‘_'("FG#SI-.QNF) Approaching the questior) trom the vamage point of a “predictive judgment” is consistent with the
mamstrean view tial Fourth Amendmett analysis is conducied {tom an exv atife perspective, assessing “whether a

proposed investigatory activity was reasdnable giver: what the government kirew al the tine, rather than with the
PRIVACY AND Civil. LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF

penclit of hindstight.”
THF CALL DETAIL RECORDS PROGRAM UNDER THE USA FREFEDOM ACT 4 | (Fch. 2020); see afso Arderson v.
1

‘Creighion, 483 U 8. 635, 639 (1987).

I:

-
[

T (POHGHA)]

© 0 TSIRIANeF) [

{b) (1)

(b) {3)-18 USC 798

{b) (3)-50 USC 3024 (i)
{b) (3)-P.L. 86-36

{b) (3)
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U.S. person information, the icgality of such waiTantlcss collcqtqon must d¢pend on the congept
of “incidental intcrception.”™' Because the program ’s pur nose is to find f0rc1gn communications

Doc RefID: A6735552

* HOP (b} (33-P.L.

(b (3

B6-36

-
. "

A- " L
'Y a .
o' a1

(ES4ShUREL) To the extent that the collection analyzed in XKEYSCORE might inwolve

"
1

of intclligence value. the areument eoes. anv mtcrccntzcn of Amcricans 'communlcatlons i§»
incidental. K . ‘ X N
. . . 1

22 * - .

a. : :

L
-

survcillance using “hard sclection”—for example, surveillance ugfder a w1rctap~3 In such cages,
the “ineidentally colleeted” communications had been sent to or"from a spccnﬁc person (or -

facility) targeted by the government.

Foreign lntclhgcncc Surveillance Act™ illustrate the contours of this doctiine and its applicatton
outside of the “pure” wirctap context. In United States v. Hasbajrami > the Se¢ond Cireuit .
described “incidental collection™ as occurring upon “the Collection of the communications of,
individuals in the United States acquired in the course of the surveillance of individuals without
tics to the United States and located abroad.”* Such iicidental collcction, the $ccond Circuit:

{U) The concept of “incidental interecption™ has a long history in cascs that involve .

(U) Two recent cases arising in the context of survciHancc under Section 702 of the

held, “is permissible under thc Fourth Amendment.™? As an cxample, the Seednd Cireuit
obscrved that incidental collection could be prcmlsqd on appropriatc “targeting”—namcly, “tlc

I

e ) ,

3 (U) See United States v. Kahn, 415 US. 143 (1974); C, Tayv, 430 F.2d at 170-72
¥(U)50 U.S.C. § 188la. The Second Circuit has recently, relying on a report of this Board, described section 702°s
statutory scheme. See United States v. Hasbajrami, 945 F.3d 641, 650-58 (2019) (citing PRIVACY AND CIVIL
LIBERTIES OVERSIGHT BOARD, REPORT ON THE SURVEILLANCE PROGRAM OPERATED PURSUANT 1O SECTION 702
OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT (July 2, 2014) (“PCLOB Section 702 Report™)).

¥ (U) 945 F.3d 641 (2d Cir. 2019),
¥ () Id. a1 646; see id. at 654 (“Incidental collection occurs when a non-targeted individual (a United States person

or someone in the United States) communicates with a targeted non-United States person located abroad.”)
7 (U) Id. at 646. The Second Circuit distinguished such “incidental collection” from “inadvertent collection,” whic

it defined as collection that

occurs when the NSA reasonably believes that it is targeting a non-United States person located

abroad, or does not have enough information to deterinine whetlier an individual e-mail address or

other communications facility is being used by a United States person or accessed from within the
United States, and therefore presumes that the account is controlled by a foreigner outside the
United States. The collection is characterized as “inadvertent”™ when the agency lcaruis that the
person controlling the account is a United Statcs person after it has already acquired some of the
person’s communications. In cssence, inadverient cotleclion occurs when the NSA targets United
States persons or individuals located within the United States in error: the agency thought i1 was
targeting a toreign individual abroad, but the targeted person was in fact a United States person or

an individual located in the United States.
6

=% n u
-~

h



(b} (1}
Doc ID: 6833921 DocRef1D: A6739552 (b) (3}-18 USC 798

TOT ST TR I Pkl il i R e {b) (3) =50 USC 3024 (i)
7S B (b) (3)-P.L. 86-36

decision to surveil an individual or his or her channels of electronic communications™*—that -
comports with the Fourth Amendment.® And the Second Circuit reasoned that surveillance »
could bc incidental, and permissible, cven wherc the government expected thatit would collect
somc United Statcs person communications.™ As the Second Circuit put it, “That the overall *

practice of surveilling foreigners abroad of interest to the legitimate purpose of gathering foreign
intelligence information may predictably lead to the interception of communications with United
Statcs persons no morc invalidatcs that practicc, or requires thc government to-ccasc its
survcillancc of the target until a warrant is obtaincd, than the gencral foresceability of

intercepting communications with previously unknown co-conspirators underthines the
inadvertent overhear doctrine in ordinary domestic criminal wiretapping.™"

(U) In United Srates v. Mohamud,** the Ninth Circuit held that collection of the
communications of a U.S. person who communicated with a forcign targct “d[id] not rcquirc a
warrant, because the search was targeted at a non-U.S. person with no Fourth Amendment
right”** The court referred to this as the “incidental overhear” approach, borrowing from the
familiar notion that, in thc contcxtof a traditional wirctap, “failurc to idcentif y.cvery individual
who could be cxpeceted to be overheard” docs not make the acquisition unlawful ™ The court
also quoted this Board’s description of incidental collection from the Board’s<2014 report on
Section 702, which also presumed a target: “The collection of communications /o and from a

targefl incvitably rctums communications in which non-targcts arc on the othér cnd, some of
whom will be U.S. persons.”*

FS4SI4RER) The question presented bv XKEYSCORE is whether tEe samc concent of*
“incidental” collection applics where] |

T“ In this respect,
Scction 702 surveillance arguably might be understood to bear greater rescmblance to the

Id, at 656. Inadvertent collection, the Second Circuit said, “raises novel constitutional questions.” Id. at 646,

33 (U) fd. at 652. Targeting has a technical meaning in the context of FISA. In this Statement, my concem is “with
the procedures designed to protect the constitutional privacy riglts of Americans and comply with the Fourth
Amendment inside the United States and not with the obviously confidential procedures and criteria by which

United States intelligence agenctes decide which non-United States persons located abroad are appropriate ob jects
of survcillance.” [d.

¥ (U) Id a1 664.

LN T, at 665.

% (U) Hd. Asthe Second Circuit observed, “{iju the nature oflaw enlorcement, there is always a possibility that the
collection of evidence against a person who there is already probable cause to believe is involved in criminal
activity or who is otherwise legitimately subject to surveillance will also develop information about otliers not

previously reasonably suspected of wrongdoing.” fd. The Second Circuit also observed that there was "no
contention” that the surveillance “was undertaken as a pretext to collect the communications™ of a U.S. person. Jd

2 (U) 843 F.3d 420 (9th Cir. 2016).
Uy Id. a1439.

U Id at 439 (quoting United States v. Donovan, 429 US. 413, 436 1.24 (1977).

¥ (U) Id. at 440 (guoting PCLOB Scction 702 Report at 82).
36 (TERREMEE)

(b) (1)
(b) (3)-P.L. 86-36
{b} (3)
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+ | Section 702 has .

familiar wiretap|
specific targets whose communications arc intentionally coll cctcd and vatious co- commumcanrs
I -

whose communications arc incidentally collected.™ ]

| ™ The ingestion of some U.S.-person
communications into XKEYSCORE may not be specifically intended, but it is a natural result of

NSA'’s approach.

(U) Several considerations suggest that the incidental overhear concept applies under
these eircumstances, and counsels against the Fourth Amendment requiring further “targeting.”
First, as a conceptual matter, “{t]he ‘incidental overhear’ doctrine is closely related to the ‘plain
view’ doctrine applied in connection with physical searches.”* The “plain view” doctrine is
applicable without further “targeting.”* Onc might arguc that, a fortiorari, the incidental

overhear concept also docs not require targeting.

(U) Second, several cases have made a comparable suggestion. In Hasbajrami, for
example, Judge Lynch observed on behalf of the Second Circuit that

law enforcement officers do not neced to seck an additional warrant or probable
causc determination to continue surveillance when, in the course of executing a
warrant or engaging in other lawful search activities, they come upon cvidence of
other criminal activity outside the scope of the warrant or the rationale justifying
the scarch, or the participation of individuals not the subject of that initial warrant

or scarch.*

1 (U) To be sure, until April 2017, NSA also used Section 702 to collect messages ahout largeied selectors, where
[a] U.S. person senft] or receive][d] an Intemct communication that [was] routed inicrnationally and that includcfd]

a reference 1o a selector such as an email address used by a foreigner who ha[d] been targeted.” PCLOB Section
702 Report at 87; see also id. a137-39. .
3 (ESREL ]

¥ (U) Hasbajraipi, 945 F.3d at 664 n.17 (ciling Cmﬁc}ge v, New Hampshire, 403 U.S, 443, 456-67 (1971))

10 (U) See Cooligige, 403 U.S. at 467-70.
1 (U) 945 F.3d §t 662 (some emphasisadded), The Second Circuit repeatedly adopied this formulation, sirongly*

suggesting it waé a deliberate choice. Seeid. at 663 I*The Fourth Amendment generally is not violated when lay

enforcement of flcers, having lawiully undertaken clectronic survcillance, whether under the authority of a warrant

or an a\'cephanla the warrant requirement, discovdr and seize either cvidence ol criminal activity that they wogld

not have had prabable cause to search lor in the {irsl place, ot thc relevant conversation ol'anindividual they dld not
8
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(U) Judge Lynch’s use of the clause referring to “engaging in other lawful search
activities” suggests that the “incidental collection” concept applies whenever the government
conducts a lawful scarch, not mercly when it obtains a warrant. Thus, in Hasbajrami itsclf, the
Second Circuit rcjected the argument that the “incidental overhear” line of cascs applicd solcly
where “thcre was already an initial warrant supported by probable cause.™ The Second Circuit
held that “once that initial surveillance is rendered lawful by a warrant, a FISC order, or some
other exeeption fo the warrant requirement, an additional warrant is not ncccssary in order to
collect the calls or c-mails of third partics.”* “Thc rcason why the initial survcillancc was
lawful,” the Second Circuit continued, “does not matter to this conclusion.”*

(U) Likcwise, in Mohamud, the Ninth Circuit acknowlcdged that the leading precedents
involving application of the “incidental overhear” doctrine involved searches that “targcted
United States citizens and took place within the United States, so a warrant was required for the
initial search to be constitutionally pemissible.™* The Ninth Circuit hcld that

the guiding principle bchind [the incidental overhear cascs] applies with equal
force here: when surveillancc is lawful in thc first place—whether it is the
domestic survcillance of U.S. pcrsons pursuant to a warrant, or the warrantless
surveillance of non-U.S. persons who are abroad—the incidental interception of
non-targeted U.S. persons’ communications with the targeted persons is also
lawful*

(U) The FISCR reached a similar conclusion in Iu re Cerfified Question of Law," holding
that incidental collection could be “constitutionally reasonable, ¢even when done withouta
probable-cause warrant.”® In that case, the govemment’s use of a pen register—subject to a pen
register application with a sclcction term,*? but without probablc causc or a warrant—collected,
not merely metadata from a target’s phonc calls, but also “post-cut-through digits” dialed aftcr a

anticipate or name in a warrant application.”) (emyphasis added); /4, at 667 (“|W Jhen an officerexecuting a lawful
search or elecironic surveillance warrant, or otherwise engaged in a lowful search, comes upon evidence of'a
previously unsuspected crime, or leams of the involvement of a previously unsuspected individual, the oflicer is not
required 1o stop and obtain anew warrant to scive the item or to continuc monitoring the phone line for which the
warrant was obtained.”) (cmphasis added).

2¢U) Id. a1 665.

#(U) Id. a1 665-66 (emphasis addcd).
HeU) Id. a1 666.

¥ (U) 843 F.3d a1 440.

6 (U) fd. at 440-41 (citation and quotation marks omitted) (quoting United States v. IHasbajrami, 1 1-CR-623 (JG),
2016 WL 1029500, a1 *9 (E.D.N.Y. Mar. 8, 2016)). For similar language from the FISCR, see fn re Directives 551
F.3d a1 1015 (*It is seitled beyond peradventure that incidental collections occurring as a resull of constitutionally
permissible acquisitions do not render those acquisitions unlawfisl. The government assures us that it does not
maintain a databasc of incidentally collected information from non-targeted United States persons. On these lacts,
incidentally collected communications of non-targeted Uniled States persons do not violate the Fourth
Amendment.”) (emphasis added).

7¢U) 858 F.3d 591 (FISA Ct. Rev. 2016).
#(U) 1d. at 605,
19(U) See 50 U.S.C. § 1842(c)(3).



{b) (1)
Doc ID: 6833521 Doc RefID: A6735552 (b) (3)-18 UuSC 798

FOP O HORREn S LA A NOEORN (b) (3)-50 USC 3024 (i)
(b) (3)~P.L. 86-36

call was connected, which the Court classified as “content” information for purpgses of the
Fourth Amendment. The FISCR held that the collection of the post-cut-through Higits was
incidental to the collcction of the mctadata and, hence, constitutionally pcrmissiblc. In doing so
the FISCR neccssarily reasoned that the constitutionality of incidental collccnon docs not hmge
on the existence of a warrant supported by probable cause.’ .

LI T S S S

(U) And the FISC has also reasoned similarly in a 2011 opinion by Judge Bates.”! In thaI
opinion, the FISC obscrved that it was addressing a factual sccnario somcwhmat different from thc,
standard “incidental collcction” paradigm. It observcd that, in the scenario before it, “the !
incidental acquisitions of concern are not direct communications between anon-target third pargy
and the user of the targeted facility,” nor “are they the communications of flon-targets that refer® :
directly to a targeted selector.”” Instead, the issue at hand before the FISC concemed - :
communications “acquired simply because they appear somcwhere in thc-same (ransaction as a
separate communication that is to, from, or about the targeted facility.™>. The FISC observed
that “[t]hc distinction is significant and impacts the Fourth Amendment palancing.”*
Ultimately, the FISC treated this “distinction” as a factor rclevant to thcbalancing approach

applied under the Fourth Amendmecnt’s Reasonableness Clause.” .
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I dee afso Hashapranu, Y45 .56 al 034

{discussmg mcidental versus madvertent collection).
*1¢U) [Redacted), 2011 WL 10945618 (FISC Oct. 3, 201 I) (2011 Bates Opinion™).
2{U) 2011 Bates Opinion at *27.

{U) id. As the FISC observed, the NSA acquired the transaction “because it lackied] the technical means to limit
collection only to the discrete portion or portions . . . that contain a reference 1o the targeted selector.” Jd. at *26.

MUY 2011 Bates Opinion at *27. Specifically, the FISC observed that “|a] discrete conununication as to which the
user of the targeted [acility is a party or in which the targeted Iacility is mentioned is much more likely to contain
foreign intelligence infonmnation than is a separate conunuuication that is acquired simply because it happens to be
withinthe same transaction as a communication invelving a targeied facility.” /d

(U) 2011 Bates Opinion at*27-28.

10
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(FSHSHREL) For the reasons given above, 1 believe that the principle of “incidental”
collcction]

Japplics in the context of XKEYSCORE.
First, as a conceptual matter, it is most plausible to consider “incidental collection” or “incidental

overhear” as an outgrowth of the “plain view” doctrine. When the government has the authority
to conduct particular surveillance—be it a result of a valid wiretan_a pen register. or some other

"L ®
e« n mw &2
......---""

-
e w u® B

P
'-'.'I.I'..-.-.lnnnuu w e s e u®een sesueuy "nwasofuzx3EwwAS

TR LI

11 {b) (1)

{b) (3)~-18 USC 738
(b) £3)-50 UsSC 3024 (1)

(b) (3)-P.L. 86-36
{b) (5)




Doc ID: 6833921 Doc Ref 1D: A6739552
O R = SEG RE TSI N AELOR

aspect of the Fourth Amendment-—collection of other, non-targeted persons may occur in the
normal course as a matter of plain view. Second, as Judge Bates reasoned in his opinion for the
FISC, thc concept of “inadvertent” collection has important ramifications for the Fourth
Amcndment calculus, but thosc conscquences scem best addressed in the analysis of a program’s
reasonableness, rather than by denying application of the incidental collection doctrine
altogether. Indeed, Judge Lynch’s discussion of “inadvertent collection” in Hasbajrami can be
rcad to be consistent with this perspective.® Thus, though the issuc is a challenging onc with

which various jurists have grappled in recent ycars, the better vicw is that the incidental
collection doctrine is applicable in this context.

B.

(TST'SIPREL) Assuming that the “incidental collection” concept applies undcr these
circumstanccs, such collcction must fall within thc ambit of, or be “incidental” to, the collcction
of some communications pursuant to an exception to the Warrant Clause of the Fourth
Amendment. There appear to be two possible exceptions—the extraterritorial exception and the
forcign intclligence exception—that might be applicable to the type of collection at issuc here. [
addrcss the two in tum. The application of cither onc of thesc two cxceptions would mcan that

the collection and analysis at issue in XKEYSCORE would remain subject to the
Reasonableness Clause.

(b) (3)-P.L. B86-36
| {b) (5)

(FSHSENE) Extraterritoriality. | have alrcady discussed the cxtraterritorial txception to
the Fourth Amendment addressed in Verdugo-Urguidez, which applies to an overseas search of a.
non-U.S. person® As I explained, Verdugo-Urguidez did not address the appropriaté analysis
when an overscas scarch of a non-U.S, person results in incidental collection of U.S.-person
communications. Sincc the Court’s decision in Verdugo-Urquidez, several courts have
addressed that factual scenario, holding that the Warrant Clause does not a '

2 (U) In this respect, an analogy can be drawn between “inadvertentcollection™ and the “apparent authority”
doctrine of Fourth Amendment law, which assesses for Fourth Amendment reasonableness govenunent actions
reasonably taken on information that later proved inconect. See Qrin S. Kerr, The fouth Amendment and the
Global Internet, 67 STAN. L, Ri:v. 285, 309 (2015) (citing flinois v. Rodvignez, 497 U.S. 177, 179-80 (1990), and
reasoning that “[]he analogy between apparent authority and unknown Verdiego-Lirquides status should be clear™).

8 (LI) See supra Part 11

& (L) In addition to the cases discussed in the text, see United States v. Barona, 56 F.3d 1087, 1094-95 (th Cir.
1995), and United States v. Peterson, 812 F.2d 486, 490 (%1 Cir, 1987). 1n both cases, Lhe court detcrmiined that
when American officials partner with foreign law enforcement of ficers in a “joint venntre™ to conduct a search of an
American, the scarch must be reasonable under the Fourth Amendment. The opinions did not expressly address the
warrant requirement, but ncither required the povemment 1o obtain a US warrant lor such a search.

8 (U) A 1976 district court decision, Berfin Democratic Club v, Rumsfefd, held that prior judicial authorization by a

U.S. magistraic was required, but in a very unysual situation. 410 F. Supp, 144 (D.D.C. 1976), That casc involved

a provision o' West Gennany s G-10 law, which govems teleccommunications intereepts, that allowed U.S. oflicials

10 request that the West Gennan povernment conduct wirctaps where necessary 1o protect occupying NATO torces.
12
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(U) In In re Terrorist Bombings of U.S. Embassies in East Afirica, the Second Circuit
addressed how the Fourth Amendment applies to telephone wiretaps and physical searehes
targeting a U.S. citizen rcsiding in Kenya.*® The court held that “the Fourth Amendment’s
Wairant Clause has no extraterritorial application”; instcad, “foreign searches of U.S. citizens
conducted by U.S. agents are subject only to the Fourth Amendment’s requirement of
reasonableness.”™ Judge Cabranes’s opinion explained that the Court had found no historical
cvidence in support of requiring U.S. warrants to conduct an ovcrseas search and quoted the
Supremc Court’s statement in Verdugo Urquidez that “[w Jhat we know of the history of the
drafting of the Fourth Amendment . . . suggests that its purposc was to restrict searches and
seizures which might be conducted by the United States in domestic matters.”®

(U) In United States v. Stokes,* the Seventh Circuit considered a Fourth Amendment
challenge to the use of evidence found in a raid, conducted jointly by U.S. govemment and Thai
authorities, of an American citizen’s residence in Thailand.” The Seventh Circuit adopted Judge
Cabranes’s reasoning and held that “the Fourth Amendment’s warrant requirement, and by
cxtension the strictures of the Warrant Clause, do not apply to cxtratcrritorial searches by U.S.
agents.””! Instead, “the search of Stokes’s home in Thailand [was] govcrned by the
Amendment’s basic requirement of reasonableness.”

(U) Recent court of appeals cases decided in the context of Section 702 have squarely
hcld that the target’s location and status, rather than the collection dcvice’s location, is
controlling for application of the cxtratcritorial exception for Fourth Amendment purposes.
That approach secms consistent with Chief Justice Rehnquist’s view in Verdugo-Urquidez that
the “available historical data show . . . that the purpose of the Fourth Amendment was to protect
thc people of the United States against arbitrary action by their own Govcmment; it was never
suggested that the provision was intended to restrain the actions of the Federal Government

The couri held that the warrant requirement applied to a U.S. Anny request to surveil U.S, citizens whe were
cffectively domestic political activisis, cven though they were located overseas. That case, even assuming that it
was correctly decided, is bestsecn as sué generis, in vicw of two unusual feawres, First, the survciliance, (hough
conducted abroad, targeted activities by U.S, citizens that rclated 1o inherently domicstic politieal issucs. Sccond,
the United States wielded quasi-sovereign authority in Berlin during the decades-long Allied occupation of that
city—authority reflecied in the unusual provision of 'the G-10 law.

(U) In Bestv. United States, 184 F.2d 131 (151 Cic, 1950), the First Circuit heldihata warrant was not required for a
search conducted by the military “in the early monihs ol the military occupation of Austria.” /d at 139, However,
it suggested in dicta that a warrant would be required tor FBI agents investigating a federal crime to seareh ihe
dwelling in Germany of a U.S. citizen working in a civilian capacity lor the U.S. government. /d at 138,

8 (U)y 552 F.3d 157 (2d Cir. 2008),

(U 1. a1 i71.

88 (U) Id. a1 169 (quoting 494 U.S, a1 266 (alievations in original)),
% (Uy 726 F.3d 880 (7th Cir, 2013).

U) Id. a1 885-86. Stokes involved a U.S. citizen, residing in Thailand, who was suspected of sexually exploiting
children. fd The U.S, and Thai governments conducted a joint raid of the defendant’s home pursuant o a Thai
search warrant, which uncovercd voluminous evidence ol his guilt, fd at 886.

1 (U) /d. a1893. The defendant had argued that the Thai warrant failed the Fourth Amendment’s requirement of
particularity and that “the scarch exceeded the scope of the warcant,” fe7. at 891.

(U) 1d. a1 893,
i3
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against aliens outside of the United States temitory.””* The Second Circuit in Hasbajramiheld
that “a person who does not have a Fourth Amendment-protected privacy interest in his
communications, such as a foreign national resident abroad, docs not acquire such an intcrcst by
reason of the physical location of the intercepting device.”™ Thc Ninth Circuit in Mohamud
reasoned that “what matters herc is the location of the /arget, and not where the government

literally obtained the electronic data.””

(U) Although this theory has yet to be cxpressly adopted by the Supreme Court, at least
as the law currently stands, the implications from Chief Justice Rchnquist’s opinion in Verdugo-
Urqridez and the holdings in Hasbajrami and Mohamud indicate that the application of the
extraterritorial exception depends on the nature of the communications intercepted, as opposed to
the location of the intercepting device. The Fourth Amendment’s backstop requirement of

reasonablcness still applics.

2.

(U) Foreign intelligence. The Supreme Court has left open the possibility that the Fourth
Amendment may require different “saf eguards” in the national sccurity context than in ordinary
criminal cases.” Based on such languagc, lower courts, including thc Forcign Intclligence
Surveillance Courtof Review, have embraced a “foreign intelligencc” exception to the Fourth
Amendment’s warrant requirement.” These courts have held that foreign-intelligence searches
must satisfy the Fourth Amcndment requirement of reasonablcness, rather than the usual
requirement that thc govemment obtain probable cause and a warrant.

(U) The Foreign Intelligence Surveillance Court of Review has explained current
doctrine in the following manner:

Uy 494 U.S. al 266.
™ (Uy 945 F.3d al 665; id. al 664 (rejecting the argument that *Verdugo-Urquidez does not control the suicome here
because Section 702 collection occurs in the United States™). The Second Circuil explained that *fa/r least where
the communication is collecied essentialfy in real time as it occurs, the tarpeted communication . . . occurs in the
relevant sense where Lhc person whose calls or e-mails ar¢ being inlcrcepted is located, regardless of the location of
the means used (o intercept it.” fd. (emphasis added).

RS hAF) Mohamud, 843 F.3d al 439 (quolation marks omitted) {(quoting Hasbajrami, 2016 WL 1029500, al
*9 n.15) (rejecting the defendant’s argument that “under Verdugo-Urguidez, (he location ol the search mailers, and
that here, the searches look place in the United States”); see also DAVID KRIS & ). DOUGLAS WILSON, NATIONAL
SECURITY INVESTIGATIONS & PROSECUTIONS § 17:3 (2016) (“For non-U.S. person largets, Lhere is no probable-
cause requirement; Lhe only thing that matlers is . . . the goverunent’s reasonable beliet aboul . . . the target’s
location.”™). Thus, with respect 1o the type of collection at issu¢ in the XKEYSCORE context, the location of the
device is nol disnosilive, I ||

6 (UY Kaiz, 389 U.S. at 358 n.23; United States v. US. Dist. Court Jor E. Dist. of Mich., 407 U.S. 297, 308-09 & n8

(1972). i .

" (U) See Inre Directives, 551 F.3d at 1010; Truong, 629 F.2d a1 915; accord Butenko, 494 F.2d at 605, Brown, 484 *.

F.2d a1 426. .
14 (b) (1)

(b) {3)-18 USC 798
(b) (3)-50 USC 3024 (1)
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Doc Ref ID: AG739552

Doc ID: 6833921
T SR E TS e O F RN

When law enforcement officials undertake a search to uncoverevidence of
criminal wrongdoing, the familiar requirement of a probable-cause warrant
generally achicves an acceptable balance between the investigative nceds of the
govemment and the privacy intcrests of the pcople. But it has long been
recognized that some searches occur in the service of “special needs, beyond the
norinal need for law enforcement,” and that, when it comes to intrusions of this
kind, the warrant rcquircment is somctimes a poor proxy for the textual command

of reasonablencss.
{b) {3)-P.L. B6-36
(bl (5)
[I]n this context, the warrant requirement is ill-suited to gauge whans reasonable .
The textual command of rcasonablencss—“the ultimate touchstonc of the Fourth - ¢

Amendment,”—still governs. Indeed, it retains its whole fo;cc.

L]

(U) Although lower court cases have embraced a foreigaZintelligence exceptiontothe  J]

Warrant Clause, the precise contours of such an exception cas be débated.

- -

-
» ] 79

On another view, the foreign-intelligence exception to, rhe Warrant Clause applies somewhat
more broadly. As the FISCR has put it, the “warrant requirement . . . fails properly to balance
the intcrests at stake when the goveriment is ms(ead seeking ropre ‘erve and profect thy nation s

security from foreign threaf” rather than mvcstigatmg criminal wrongdoing. " Similarly, the
Third and Fifth Circuits have suggested in d:;‘la that the exceptlon turns on the purpose ofthe

government’s action, and applies to acttvttws whose pus ‘pose is “gathering foreign

18l
* » .

intclligencc.

) the ultimate qucstlon is whether the forcign:

(FSHSHAREE ) .
intelligence exception applies solgty when government surveillance is “directed at a fareign

power of agent of a foreign powér” or whether it also applies when government surveillance is
conducted for a forcign-intelligence purpose, rather than the purposc of investigating ordinary
crime. The daylight betweon these two ways of fonmulating the standard may matter ia the

specific context of the cqblectlon analyzed by XKEYSCORE, because such collection.is not

necessarily “directed ata foreign power or agent of a foreign power.” For example, tlfe law at
issuc in /n re Directives pcrmittcd warrantless collection targeting a parficil/ar, kiiown non-US
person located overscas.®” The uses of XKEYSCORE the Board has revicwed in the Report do

not involve colleéting the communications of a specific, targeted person;

(W InreC emf‘ed Question of Law. 858 F.3d 591, 605, 607 (FISA Ct, Rev. 2016) (cilations omlltcd) (fwst | 7
quoting Verwonia Sch. Dist. 47 Jv. Acton, 515 U.S, 646, 653 (1995); and then quoting Rifey v. Califorfia, 573 14.8,

373,381 2014y .

'l L ]
& {'rsgmmwr)r L
& fW) Ia re Certified Question of Lev, 858 F.3d a0 593 (emphasis added): § .
B (U) Butenko, 494 F.2d al 605; Brown, 484 F.2d a1 426, .
S2{U) 551 F.3dat 1007. (b) (1)

15 {b) (3)-18 USC 798
{b) (3)-50 USC 3024(1)

{b) (3)-P.L. B6-36
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(F5#Sh¥) That programmatic purpose is consistcnt with Exccutive Order 12,333,
which does not limit the universe of information that can be collected by intelligence agencies to
information about foreign powers or their agents® Accordingly, NS A procedures permit
officcrs to target non-U.S. persons who possess, or arc likely to posscss, “foreign intclligence
information,” whethcr or not they work for or on bchalf of a forcign power.™

EESHSMNF) That programmatic purpose is also somewhat akin to the purpose behind the
surveillance authorized under Section 702 of FISA. As the Supreme Court has obseryed,
“[u]nlike traditional FISA survcil lancc, [Scction 702] docs not require the Government to
demonstratc probablc cause that the target of the clectronic survcillance is a foreign power or
[an] agent ofa foreign power.™* Instead, under Section 702, on “the issuance of an order” by
the FISC, “the Attomey General and the Director of National Intelligence may authorize jointly
. .. the targeting of persons reasonably belicved to be located outside the United Statcs to acquire

foreign intelligence information.”®

(FSHSPREE) It is possible that the narrower conception of the foreign-intelligence
exception articulated in some precedents—which would limit foreign intelligence collcction to
foreiszn powers and their agents—is mere dicta not nccessary to decide the case. 1 |

LA I ]
-

{b) (3)-P.L. 86-36
{b) (5)

# (U) Executive Order No. 12,333 § 3.5(c). - r

¥ (U/1FOU@ See USSID SPO0IS, as discussed i Part [V.B of the Boa{d,‘s.Repoh.' ’ !

*(U) Clapper v. Ammesty Int’l US4, 568 U S. 398, 404 (2D33).* ’ "

% (U)50U.5.C. § 1881a(a). FISA dgﬂncs-“fol'c‘igh intelligence infonmation™ in 50 U.S.C. § 1801(c).

lﬂ?gmma"-z] e - ]

W id Ininre Directives, the FISCR. addressed a situation where the surveillance took place in the United
States, but the target was located overseas. The FISCR lonnulated its holding in tenms ol those Facts: *[W]e hold
that a foreign intelligence exception to the Fourth Amendment’s warrant requirement exists when surveillance is
conducted to oltain foreign intelligence for national security puiposes and is directed against {oreign powers or
agents ol foreign powers reasonably believed to be located outside the United States,” 551 F3d at 1012,

16
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(FIH#SEPREL) Finally, assessing whether the collection and aqalisis -that comprises |
XKEYSCORE complics with the Fourth Amendment will, if all collcction is properly withirr or
“incidental” to the extraterritorial or forcign mtclllgcncc cxccptlbns be asscsscd under the “the
totality of the circumstances” test for reasonableness That’“reaspnableneSS . inquiry would.
depend in parton the * privacy protecting measures,” sugh as restrictions on+the targeting of U’ S
persons and measurcs to minimize the retention and disscminatibn of mformati’on about U.S.

pcCrsons in a manner consistent with mission nccd 50 » « " .

(PI#SRET) Ultimately, this an@l-y'sis likely turns on whether NSA adgquately protect}
any U.S -person communications processed by XKEY SC‘ORE from misuse. The stronger the *
safeguards applicable to Americans® commumcatlons—such as limits on selcctron and rctentlon-
and other protections for U.S. gersons—the stronger the case for rcasonalﬂcncss For cxamplc, .
significantly lengthening the fetention periods, orf .

’_Iwoulﬂkclv Taisc the Tovel of legal risk. | —

1 by contrast, would reducc such risk. without
exhaustively addressing each aspect of the program here, to my mind, the protections
enumerated in the Board’s Report and highlighted in the separate statement of Chairman Klein

B (U)Y Mohanned, 847 F Ad at 441; M re Terrorisi Bombings, 552 F.3d at 172 (*To detennine whether a scarch is
reasonable under the Fourth Amendment. we examine the totality ol the circuimstances to balance, on the one hand.
the degree (o which it intrudes upon an individual’s privacy and, on the otlier, the degree to which it is needed for
the promotion of legitimate government interests.”) (intemal quotation marks ornitted) (quoting Samsonr 1.
California, 547 U.S. 843, 848 (2006)). One question that can arise in litigation is whether the “reasonableness™ of
the program must be assessed at the time of the collection of infortnation or whether the “reasonableness™ of cach
individual search qualilics as a Fourth Amendment cpisode, Courts have split on this guestion, The district court in
Molanuid concluded that the “subsequent querying ol a § 702 collection, even if U,S. person identilters arc used, is
nol a separate search and does not make § 702 surveillance unreasonable under the Fourth Amendment.” United
States v. Mohamiid], No. 3:10-cr-475-KJ-1, 2014 WL 2866749, at *26 (D. Or. June 24, 2014), off"d, 843 F.3d 420,
440 n.24 (9th Cir, 2016) (explaining that the court was not resolving whether the “incidental overhear” concept
pennits the “retention and querying ol the incidentally collected infonmation™). The Sccond Circuit in Hashagrani,
however, concluded that “querying . . . stored dala docs have important Fourth Amendment implications, and those
implications counsel in Favor ol considering querying a separate Fourth Amendiment event thay, in itsell, must be
rcasonable.”” 945 F Ad at 670. Viewed firom cither the perspective of Hashajrami or the district court in Molraamd,
the lesson to be derived from these cases i that back-end privacy prolections on storage and querying can atfect the
“reasonableness™ ol a program.

Uy Mohanmid, 843 F.3d al 443; Hashajrani, 945 F.3d al 655 (describing FISA’s minimization procedures).

? (PRHARPANT) In considering the constilutionality ol a governiment program that conducts many scarches, the
Supreme Courl has analyzed the reasonableness of the entire program rather than o a particular search. See Mich.
Dep't of State Police v. Sitz, 496 U.S. 444 (1990} (analyzing the reasonableness of Michigan's program of drunk
driving checkpoints); Nat ! Freasury Emps. Union v. Van Raab, 489 U.S. 656 (1989) (analyzing the reasonableness
ol the U.S. Customs Service's drug-lesting program {or employees seeking sensitive posttions); Skinner v. Rv. Labor
Fixecs. Asy'n, 489 U.S. 602 (1989) (analyzing the rcasonabicness of a drug-lesting program tor railway cmployces);
Beli v. Wolfish, 441 U.S, 520 (1979} (analyzing thc rcasonablencss of a prison’s practice of conducting body-cavity
scarches ol any inmate who had just met with a visitor). | |

do not aim (o resolve that question here. .

17 (b} (1)
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indicate that the NSA has a strong case for XKEYSCORE''s reasonableness on the prescnt
facts.”

(FSHSHREE) If the program cvolves, so too may the reasonablencss analysis. Thus,
kceping the Board (and, as appropriate, other oversight cntitics) apprised of “changes to
XKEYSCORE that could materially affect the privacy or civil liberties of US persons,” as we
recommend in the accompanying Repoit, can help ensure sufficient scrutiny of changes that
could affect the legal calculus.

L

(U) When President Truman established the NSA in 1952, he announced in a then-
classified memoranduin that the “COMINT mission of the National Security Agency (NSA)
shall be to provide an effective unificd organization and control of the cormmunications
intelligence activitics of the United States conducted against forcign governments™ and that the
Nation’s COMINT activities must “exploit to the maximum the available resources in all
participating departments and agencies.” When the Fourth Amendment was written, ratified,
and incorporated into the Constitution in the cighteenth century, its authors sought to prohibit the
federal govemment from cngaging in “unrcasonable scarches and scizurcs”™ and from obtaining
warrants other than in certain specified circumstances. The passage of decades has not made the
harmonization of these two directives any easier, nor has it rendered either directive any less
vital. I havc offcred the preceding thoughts and analysis in an cffort to cnsure that the agency
mcets its obligations under both dircctives.

¥ FSwarREE) To be sure, I do not arrive at a 1inal conclusion on the Fourth Amendiment reasonableness ol the
uscs of XKEYSCORE addressed in the Board's Report, Such a conclusion would necessarily depend on a [act-
intensive inquiry, incliding a review of the program’s compliance record, which was not fully analyzed by the
Board in its Report. Such a reasonableness analysis, thus, remains for the agency to conduct and for appropriate
oversight entittes (including the Board) (o review in the future.

# (U) Memorandumn to the Secretary of State and the Secretary of Defense from Harry S. Truman, President of the
United States, Commmications Intelligence Activities |, 5 (Oct. 24, 1952),

18
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(U} 1. Executive Summary

Ty r I EL T IV USSRy FVWET

The President’s Privacy and Civil Liberties Oversight Byard (*PCLOB” or
“Board”) is conducting a review of certain Intelligence Community countertérrorism operations
conducted pursuant to Executive Order 12333, as amended (E.O, 12333). Intonnection with
this review, by letter dated 15 December 2015, the PCLOB submitted a document request to the
National Security Agency/Central Security Service (“NSA” or “Agency”) seeking, among other
things: .

“Legal analysis by the NSA and the Department of Justice regarding the use of
XKEYSCORE’s analytic functions and its consistency with statute, executive order,

and the Constitution.” .
NSA’s Office of General Counsel (OGC) prepared this paper in response to the L;,_oard’s request.
‘This paper is based on OGC'’s previous internal legal analyses] |
i
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PCLOB Questions received on September 14, 2020 regarding XKEY SCORE fleep Dive. 1

November 5, 2020 et '. - . ;,

” * - * » ‘

The answers are specific to how NSA uses XKEYSCORE undgrE.O. 12333, I
I_ o . w
“

1. (PS#8FA¥H) The Board would like a bit more iﬂf.ormation on collecti :::
] (o
a, [ I *a)

i. (WBM*LNSA Resnonse:r “

i. (F8#E8b%d"F) NSA Response:

1, (fﬂmﬁupoﬂse! | e

2, (FS545P94) The Board would like a bit more information on auditing.

a. What are the protocols that are used to flag items to be reviewed by auditors?

i. (U//P©Y6) NSA Response: NSA is not entirely clear what is meant by
flagging an item in this context. Every analyst query within
XKEYSCORE is sent to the NSA corporate auditing tool for post query
review. The queries are provided to the auditors and the auditors are
required to evaluate the compliance of the query by the next business day.
The auditor annotates the query record as “approved” or “reportable”.
Reportable queries are investigated as to whether a questionable
intelligence activity has occurred. If yes, the incident report is included in

o Classified By] ;
(b} (3)~P.L. B6-36 Derived From:  NSA/CSSTT-

Dated: 20180110
Declassify On: 28458994
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the NS A Quarterly Report to the DoD Semor lntélﬁgence Oversight
Official (SI00).

b. How many times have a query beﬁn'ﬂagged?
(‘FS#SH&(-F-) NSA Response: (U//FOWO) During calendar year 201953
incident reports were submitted Tor XKEYSCORE database queries in; . -

of those were identified as questionable intelligence activities (QIAS).
See answer above.

K] l.“‘.‘.-

¢. Has a human auditor ever flagged a query? -
(U/OE0) NSA Response: To the extent flagging a query is meant to convey
that an auditor had a concern with a query, there have been query compliance -
incidents by analysts in XKEYSCORE. See above figures for incident reports.
submitted and evaluated.

d. Can you confirm that there have been no previous incidents in XKEYSCORE?
(U/AFO6) NSA Response: As noted above, NSA has had incidents in .
XKEYSCORE. Compliance incidents occur during NSA mission activities, gnd

NSA reports them immediately upon recognition and then compiles a quarterly
renort to overseers] 1

..-n-""

e. Are there any other statistics related to this kind of internal oversight?
(U//FOBO) NSA Response: The statistics related to the number of possible
incidents and QI As are the statistics NSA maintains and reports to DoD and
ODNI. Post-query review is an NS A internal control. NSA has other intemnal
controls to provide assurance of privacy protections during mission operations.

These controls include data tagging, data access, query rules, targeting rules,
purge, and data age-off.

3. (FSH#SPNF) The Board would like to know a bit more about the deprioritization system.
Specifically, the Board wants to know what NSA does to deprioritize the viewingof US
person traffic. We explained that you actually see it as a prioritization of foreign

_intellisence information and not a dewrioritization of the viewine of US nerson traffic.

Il know we discussed this a bit earlier this year, buteven a few mere facts
will help us on thig point.

a. (S/7SPYREE) ‘NSA Response: NSA focuses on positively xdentifxmg and
promoting traffic ‘hkely to contain foreign 1ntelhgence|
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3. (FEHEHRERISAEVEY) -

4, (FSHSHANTF) One Board member is interested inl . .
a. .
(U) NSA Response: It depends on a number of considerations, whickiare < .
discussed in more detail below. . 2ol
L] *l * .
(ESHSHREEUSAFVEY | . G
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(U)NSA Response: In many cases. See answer ghove. ’- g
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a. Doweknow the number'of United States person queries (into X:'KS data)

conducted each year since 20162 . -
(FASTNT) NSA Resgonse. Analysts qlisry USP .
- hlthm XKEYSCORE. As part oﬁl‘ge query

process, a justification including whethgr.it is a USP query or not is required and
follows the auditjng process noted abovg. NSA has recently unplemenwd an

ability to track jf the query is a USP. T¢ that end, between January 2020 and
September 2020, NSA ldentlﬁedl %SP queries.

b. Weunde that these queries are only allowed for] . ]
r Is there a way to deternjine what the basis of these quenes were?
(ESHSENT) NSA Response: Cirrently, under NSA’s Classified Annex
grocedure_s,l lare the only USP queries permitted in
unevaluated EO 12333 SIGINT collection. Each query justification states the
reason for the search, NSA would have to manually review all| |
justifications since January 2020 and categorize them.
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6. (F64E8HANE) Data Processing:
a. What kind of process is used to deterinine which data is processed by

XKESYCORE?
(U/AFOH6) NSA Response: See response above regarding prioritization v. de-

prioritization.

b. Isthatan automated system (collection)?
(U//FGEe3 NSA Response: See response above regarding prioritization v. de-
prioritization.

¢. How is the process govemed?
(U/ASH0) NSA Response: See response above regarding prioritization v. de-
prioritization.

d. Are privacy and civil liberties considered?
(U) NSA Response: NSA is focused on identifying foreign intelligence. During
the survey process, the assessment is on identifying foreign intelligence. It is not
focused on privacy and civil liberties. Nevertheless, the outcome is that the focus
on FI reduces the impact on USP privacy and civil liberties.

7. 5N Is it true that XKEYSCORE training is voluntary (not mandatory)?
{8#F) NSA Response: Yes, XKS-specific training is voluntary, but there is mandatory
training for access to any of the SIGINT as has been described previously. While the
XKS tool training is not mandatory, the compliance training is compulsory. In fact, if
any of the compliance trainings are not up-to-date, all access to XKEYSCORE is lost.
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