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Central Intelligence Agency

Washinglon, D.C. 20505

9 August 2010

Reference: F-2009-01576

This is a final response to your 12 August 2009 Freedom of Information Act
(FOIA) request for a copy of the comments submitted to the CIA for the 1995 and 2005
decennial reviews of the operational files exemption. We processed your request in
accordance with the FOIA, 5 U.S.C. § 552, as amended, and the CIA Information Act,

50 U.S.C. § 431, as amended. Our processing included a search for records as described in
our 17 September 2009 acceptance letter existing through the date of that letter.

We completed a thorough search for records responsive to your request and located
the two enclosed documents, consisting of 80 pages, which can be released in segregable
form with deletions made on the basis of FOIA exemptions (b)(3) and (b)(6). Exemption
(b)(3) pertains to information exempt from disclosure by statute. The relevant statute is the
Central Intelligence Agency Act of 1949, 50 U.S.C. § 403, as amended, e.g., Section 6,
which exempts from the disclosure requirement information pertaining to the organization,
functions, including those related to the protection of intelligence sources and methods,
names, official titles, salaries, and numbers of personnel employed by the Agency. An
explanation of exemptions is enclosed. Please note that we have claimed the (b)(6)
exemption for the personal information that has been deleted from these documents for
protection of privacy as once a document is released under FOIA, it is releasable to
anyone.

Since you are entitled to the first 100 pages free of charge, there is no charge for
this material. As the CIA Information and Privacy Coordinator, I am the CIA official
responsible for this determination. You have the right to appeal this response to the
Agency Release Panel, in my care, within 45 days from the date of this letter. Please
include the basis of your appeal. '

Sincerely,

=% )x./@w\

Delores M. Nelson
Intormation and Privacy Coordinator

Enclosures
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NATIONAL COUNCIL on PUBLIC HISTORY

Patricia Mooney-Melvin, President
(312)915-6528
FAX {312)915-6448

September 7, 1994

Edmund Cohen

Dlrector

Information Management
Central intelligence Agency
Washington, DC 20505

Dear Mr. Cohen:

| am writing on behalf of the National Councll on Public History In response to the request for comments
in the Federal Reqlster concerning the historical value of CIA flles designated under the CiA Information
Act of 1984. :

Although the Openness Initiative of the CIA has Increased the amount of information available to the
public, the list under “Declassification and Release of ClA information of Historical Value" includes
relatively few documents. The opposition of the historians testifying in 1983 to policies that closed off
large bodles of records still Is pertinent. Scholars need comprehensive access to records. Preselected
groups of documents pulled from the files are not a satisfactory alternative. Instead, this practice raises
more questions than provides answers.

The principle that the sensitivity of a record ‘declines with age should be a part of all access policles. A
most troubling aspect of the current designation of files to be exempt from the Freedom of Informatlon
Act is that there is no consideration of the age of documents. Thus, a 1950 document is as Inaccessible
as one from 1990, it it falls within one of the exempted categories.

if the CIA is to defend Its misslon in our rapidly changing world, there needs to be more information
available that will allow a meaningful debate on the role of intelligence gathering and analysis for the
conduct of foreign policy. Secrecy has hampered the ClA’s ability to make a case for the value of
intelligence assessments as well as handicapped the quallty of analytical studies by Insulating those who
prepare Intelligence assessments from dialog with specialists outside the agency.

The CIA, the American public, and the historical profession all will be well-served # there will be a full
scale revision of the operational categories defined in the CIA Information Act of 1984, The categorles
need to be redsfined In such a way to ensure that older records of historical value are accessible to
scholars and the public,

Siney

Patri
Presiuent, Wanongr Gounci On PULTIC FISTorY

DEPARTMENT OF HISTORY®LOYOLA UNIVERSITY OF CHICAGO
820 NORTH MICHIGAN AVENUESCHICAGO, IL. 60611
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ORGANIZATION OF AMERICAN HISTORIANS
OFFICE OF EXECUTIVE SECRETARY 112 NORTH BRYAN STREET + BLOOMINGTON, INDIANA + 47408.41 99
’ TEL. NO. 812~-885.7311

September 9, 1994

Mr. Edmund Cohen, Director
Information Management

_Central Intelligence Agency

I

Washington, DC 20505
Dear Mr. Cohen;

I write on behalf of the Organization of American Historians, a professional
"association whose twelve thousand individual and institutional members are
dedicated to the promotion of teaching and research in American history. The
OAH appreciated the opportunity to have a representative participate in your
August 29 meeting to discuss the historical value of the subject matter in the
CIA’s operational files, and I believe that our concerns were well articulated at
this meeting.

In response to your August 8 Federal Register notice requesting comments, we
wouild like to stress that historians of American foreign relations are thoroughly
convinced that the full and accurate account of U.S. foreign policy is dependent on
access to CIA operational files. We therefore urge that there be a full-scale
revision of the operational categories defined in the CIA Information Act of 1984
in order that older records except for a few personnel files within all these
categories will be subject to FOIA requests.

Sincerely,

f
H

Arnita A. Jones
Executive Secretary, OAH

AAJd/klh
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Sebtember 7, 1994

Edmund Cohen :
Director, Information Management
Central Intelligence Agency
Washington, 20505

Dear Mr. Cohen:

I write on behalf of the American Historical Association, the nation’s largest
and oldest professional association for historians. We are concerned about unnccessary
restrictions on scholars' access to the immensely valuable records of your agency and
urge a full scale revision of the operational categories defined in the élA Information
Act of 1984. Specifically, we are troubled by the continuing resistance of the CIA to
making older records subject to FOIA requests. ite the agency's "openness
initiative" in recent years, relatively few documents have been made public, and the
historical record remains seriously deficient in regard to the role of intelligence
gathering and analysis for the conduct of foreign policy. For le, the CIA's
declassification refusals have undermined the State Department’s effort to provide a
record of American foreign policy through its Forecign Relations of the United States
documentary series, even though the volumes cover events over thirty years ago. In
reviewing the camtﬁorics of records exempt from FOIA requests, we urge the CIA to
take into account the age of documents and their declining sensitivity and take the .
appropriate steps to ensure that records of historical value are accessible to scholars and

the public.
Please let me know if you have any questions regarding our position.

__ Sincdrelv .
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’ | September 8, 1994

Mr. Edmund Cohen, Director
Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen:

In response to your request for comments on the operational file exemptions from the
CIA Information Act of 1984 which appeared in the August 8, 1994, Federal Register, I
would like to communicate my opinion as an historian. As a researcher, I have worked
with classified records in both the Department of Energy and the Department of
Defense. In addition, as a Professor of History at Rutgers I recently taught an
undergraduate course in the hlstory of modern espionage.

The selected groups of released documents mentioned in the Register announcement
appear quite interesting in themselves; however, I believe the Agency, the historical
community, and national security could benefit from a more forthcoming policy.

I would suggest that the panel of historians, the Archivist, and the Librarian of Congress
be reconstituted and reconvened to consider further procedures and categories of

- release. I would suggest that the panel be widened to include not only more historians
and archivists, but experts from other disciplines who are familiar with declassification
procedures and problems in other agencies. In particular, I would suggest that the panel
should make recommendations toward reviewing agency recommendations of automatic
exemption of documents from FOIA. It should consider further recommendations for
transfer to NARA, particularly of documents over 30 or 35 years old.

Specific and detailed guidelines, similar to those developed for the Department of
Energy regarding the declassification of nuclear information, could be applied in an
automatic downgrading procedure. That is, operational files could be presumed to be
declassifiable if they reach a certain age, unless they contain information pertinent to
individual sources or projects still operating. Such information could be regarded as still
sensitive.
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Cohen, September 8, 1994 . 2

As many observers have noted, the holding of whole collections away from public and
historical use has contributed to a sense of cynicism and to a general distrust of historical
information, often feeding completely unfounded conspiracy theories about many events,
frequently incorrectly blaming the Agency. In the area of foreign policy, it is extremely
difficult for historians and for the public to come to a realistic appraisal of events in the
absence of solid information about the role of the Agency. Much of what has been
released and what has "leaked" about the Agency’s role has helped an informed public
come to an understanding that the Agency has been a responsible partner in the conduct
of American foreign policy. More detail and a broader policy of opening early
operational files would go far to enhance both the Agency’s image and producing a
realistic appraisal of its successes as well as its failures. However, more than a half-
hearted level of release of documents is required to build public confidence in the work
of the Agency and in its commitment to clarifying the record.

As noted by the State Department Advisory Committee on Historical Diplomatic
Documentation, the Foreign Relations of the United States (FRUS) series is severely
flawed by an absence of documents from the Agency pertinent to events in the Kennedy
Administration.

For all of these reasons, I would suggest that the panel needs to be reconvened,
broadened in its constituency, and that it needs to make further recommendations for a
more genuine release of historical operational records.

Sincerely,

Rodney Carlisle

Vice President, History Associates Incorporated

Professor of History, Rutgers University
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September 4,

Edmund Cohen

Director of Information Management
Central Intelligence Agency
Washington, DC 20505

Fax: 703~-482-8361

Dear Mr. Cohen:

I am writing as president of The Society of Historians of
American Foreign Relations (SHAFR) with regard to the decennial.
review of CIA files. SHAFR has a membership of over 1600
historians, political scientists, and international relations
experts. We teach tens of thousands of students each year and we
write about American foreign relations and diplomatic history in
popular magazines as well as scholarly journals. We write
academic monographs for specialized audlences as well as popular
histories for the general public.

As a group we applaud the publicly stated position of the
CIA that. it will extend greater access to its records and files.
Several of the conferences sponsored by the CIA have been useful
and informative. The three or four volumes of documents that have
been an outgrowth of these conferences have added to the
documentary record. The access that State Department historians
now have to CIA files in compiling the Foreign Relations series is
The CIA Historical Office
under the leadership of Ken McDonald has madée a serious attempt to
reach out to the larger gcholarly community.

On the whole, however, CIA actions have not comported with
its rhetoric, and the agency has hardly complied with the spirit
of the 1984 law calling for openness. Most members of SHAFR do
not dispute the need to protect some specially designated
operational files and some specialized files related to science
and technology, but we do object to the failure of the CIA to
provide access to the vast majority of files that are of great
historical interest.

The CIA has not presented any plan for the systematic review
and possible declassification of entire groups of the agency’s
records. Although the CIA has released documents related to the
Kennedy aspassination, Raocul Wallenberg, and the Cuban missile
crisieg and although it is publishing the basic intelligence
estimates of the Soviet Union and selected documents from the’
early years of the Truman administration, no plan has been
submitted regarding the declassification of entire groups of
records.

NUSINESS OFFICE
Department of Bisu
Wright Stale Universtt
Diyton, Ohlo 45238
518133150
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The CIA has not presented any description of its records and
of its filing system. It has not done this even for the early
years of the agency’s existence. The public has absolutely no way
to judge the significance of CIA releases of selected materials
until it has a full and accurate listing of its records.

When documents have been released, for example, on the Cuban
missile crisis, there has not been any enumeration of or citations
to the files from which the documents emanated. Publication
without citation violates the basic standards of documentary
editing. Without provenance, scholars have no way of loocking for
related materials on the same topic or of checking to see whether
the published documents are at all representative.

The CIA has refused to list or make available its finding
aids. These aids and indices are indispenable for research.

The CIA official histories that have been declassified in
. recerit years, for example on Walter Bedell Smith, provide almost
no information at all about policy and intelligence assessment.
They are organizational histories that are welcome, but they are
of limited utility. They are scarcely comparable to the official
histories of the Joint Chiefs of staff, of the Office of the
Secretary of Defense, and of the Atomic Energy Commission.

The CIA has created an historical advisory committee, but it
has met infrequently. There is little evidence to suggest that
the agency takes the advice of this committee seriously.

Scholars in general and members of SHAFR in particular
welcome the CIA’s rhetoric of openness. But we lament that the
agency’s actions have scarcely lived up to the 1384 law or
comported with its public oratory. We fully understand the need
to protect intelligence sources and methods, but we feel that vast
numbers of files remain unjustifiably closed even after the
breakup of the Soviet Union and the end of the Cold War.

The CIA should provide a full and accurate listing of its
records and finding aids and it should present a plan for
systematic review and declassification. Whenever releasing
documents, the agency should provide citations to the files from
which those documents emanate. The agency should confer
frequently with its advisory committee on historical documentation
and heed its advice (much as the State Department does with regard
to its own historical committee).

I would be pleased to confer with you on any of the matters
discussed above.

—Sincearelsr.,
\

W errreyr
President
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September 7, 1994

Mr. Ed Cohen

Director, Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen,

I appreciated the opportunity to participate in the August 29 meeting to
discuss the historical value of CIA files designated under the CIA Information
Act of 1984 and the process the CIA is using to conduct a decennial review of
these files. Y

'As I stated at the meeting, historians strongly urge the CIA to make
major revisions in the categories of designated files to ensure that older records
of historical value are accessible to scholars and to the public. While it was
clear that the preliminary reviews being undertaken by the CIA were taking the
age of records into consideration, my impression was that these preliminary
reviews were recommending that only a few of the 13 subcategories of files
listed in the Federal Register be redefined to make older records subject to
FOIA requests.

Through its Openness Initiative the CIA has in the last few years made
some select information available to the public. But the long list in the Federal
Register under "Declassification and Release of CIA Information of Historical
Value" includes relatively few documents. At the March, 1994 CIA
Conference on the Origin and Development of the CIA in the Administration of
Harry S. Truman, Dr. Anna Nelson of American University in a session titled
"Research, Records, and Declassification Today" made clear that "the efforts
of CIA public relations officials notwithstanding, the Agency has released very
few of its records." The CIA collection in the National Archives consists mainly
of intelligence estimates, articles from_Studies in Intelligence, some documents
used in the preparation of official CIA histories, records related to the JFK
assassination that were required by law to be deposited at the National
Archives, and some selected documents dealing with specific issues. Recent
CIA declassification efforts have resulted in two archival boxes of material
related to the Cuban Missile Crisis being placed in the National Archives. As
Professor Nancy Tucker of Georgetown University pointed out at the meeting,
so few documents raise more questions than provide answers.
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Director of Central Intelligence, R. James Woolsey, stated before the House Permanent
Select Committee on Intelligence on September 28, 1993, that the CIA was undertaking its
openness initiatives "to help serious scholars and researchers understand recent history as
completely as we can." He noted that "revelations about intelligence required the history of
World War II to be rewritten," and suggested that "the information we have may require a
rewriting of critical events in the Cold War." For many decades historians engaged in the study
of American foreign policy relied primarily on State Department records. Today, the National
Security Council, as well as the CIA, have pivotal roles and historians need access to the records
of these agencies. Although the CIA may be engaged in an openness initiative, this effort appears
only half hearted without providing access to the historical records. A major revision of the
categories of exempted records would be a very concrete way to forward the Agency's Openness
Initiative.

Historians and representatives of public interest organizations are hopeful that this
decennial review will put in place policies that will allow the American people to have access to
significant portions of its history that for too long have remained secret. While we were
encouraged by your willingness at the August 29th meeting to hear our concerns, we are
distressed by the CIA's unwillingness to declassify crucial historical documents for the State
Department's Foreign Relations of the United States (FRUS) documentary series of 30 year old
documents that provide an authentic and comprehensive presentation of American foreign
relations will be distorted. The State Department Advisory Committee on Historical Diplomatic
Documentation, which is mandated by law to have oversight over both the publication of FRUS
volumes and the State Department's declassification program, noted in its August annual report
that the Committee is preparing to contest declassification refusals by the Department of State
and the CIA. The Committee has unanimously agreed that there would be serious distortions to
the record of American foreign policy with at least two volumes on the Kennedy presidency, if
these documents over thirty years old are not included. If the CIA is unwilling to declassify
documents for the State Department's historical office, individual scholars feel that their chances
for gaining access to older records of historical significance are not very good.

In closing, our primary recommendation is the incorporation of the principle that the
sensitivity of a record declines with age be a part of the access policies for most categories of
records. By far the most troubling aspect, for historians, of the current designation of files to be
exempt from the Freedom of Information Act is that thére is no consideration of the age of
documents. A 1950 document is as inaccessible as one from 1990, if it falls within one of the
exempted categories.

Please feel free to call me if I can assist you in any further way

Sincerely,

Page Putnam Miller, Ph.D.
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SUITE 308 110 MARYLAND AVENUE N.E.
WASHINGTON, D.C. 20002
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Mr. Edmund Cohen ' -
Director, Information Management
Central Intelligence Agency ’
Washington, DC 20505

August 15, 1994

Dear Mr. Cohen,

I am writing in response tc the requesat for comments
published in the Federal Register (August, 8, 1994, pp.
40339-40341).

I am 8 journeligt, a historian, and author of a .
forthcoming book on the Central Intelligence Agency. (Blond
Ghogt: Ted Shackley and the CIA’s Crusades, -Simon and
Schuster). Over the past five years, I have filed dozens of
Freedom of Information Act requests with the CIA.

Before addressing the subject of the operational files
exemption, I would like to offer some general observations
about the CIA’'’s handling of FOIA requests. I have been
diamayed by the lack of responsiveness from the FOIA
office. During a period in which the CIA has tried to
become more open, I have noticed little change in the FOIA
office. In the course of doing my book, I found the FOIA
office to be uncooperative. When I requested information
that had been previously released, it sometimes took over a
year for the request to be processed. When I asked for an
electronic list of documents previously released by the
Agency’s FOIA office, the office denied my request. I and
the National Security Archive had to threaten a lawsuit to
obtain such a list. And I found some responses to FOIA
requests hard to believe. - ‘

For example, when I asked for materials regarding the
tribespeople whom the Agency supported during the "secret
war” in Laos during the 1960s, I was told that no such
doounments could be found. It surprised me that there were
no intelligence reports--I was not asking for operational
material--on the tribespeople and their leaders. When I
asked an employee in the CIA FOIA office about this, he
told me that such intelligence reports were probably kept
in operational files which did not have to be searched.
This suggested that the Agency was abusing the exemption
for operational files--and that non-exempt material was
improperly being stored beyond the reach of requesters.
When I further ingquired about this through a lawyer, the
CIA maintained that the FOIA office employee had been ”
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misinformed.

I can understand that it is difficult for an
intelligence service to respond to outside inquiries for
information. But while the CIA has made strides in its
historical unit toward greater openness, the atmosphere in
the FOIA office has struck me as being overly protective in
almost a vindictive manner--to the extent that it is hard
to trust the office when it reports it cannot find
responsive doouments.

As for the operational files, I believe that their
exemption has not served FOIA requesters or the public
interest. The request for comments notes that response time
for FOIA requests is down and attributes that to the
exemption. As I stated above, I have not seen evidence of
the shortened response time. Moreover, I believe that the
exemption keeps under wraps material that should be
released and that can be released without damaging our
national Becurity or compromising sources and methods.

In the course of my research, 1 reviewed a list of every
document the CIA has released under FOIA. (At the time, the
only version of the list the CIA FOIA office would make
available was a 4000-page computer print-out which listed
the documents in random order.) I saw that much
historically valuable material came from operational files.
These documents were obviously released before the
operational files were exempted. I found cablee from
stations and memos from station chiefs and other officers
that were tremendously useful for historians and that had
compromising sections deleted. Cordoning off operational
files is a true disservice to history and the public
interest. ~

An examination of the CIA files released in response to
the JFK assassination records act confirmed my
obgservationa. After this record set was released last year,
I spent several weeks going through each of the 60 or so
boxes of material in what is called the CIA Segregated
File. As you know, these records had to be released with a
minimal amount of deletions, and most of these records came
from operational files. Again, I found cables to and from
CIA stations and hundreds (if not thousands) of memos
written by officers of the operations directorate that are
of great use for historians. Sources and methods were
deleted, as they should be. Still the documents have much
historical value. This record collection yielded many morse
documents useful for my research than all of my dozens of
FOIA requests to the CIA.

"The release of these records--as well as the work of the
historical unit, which has also released operational files
{e.2. the Cuban missile crisis documents)--demonstrates
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that the Agency can review and make available doouhents
from the operational files.

With the end of the Cold War, the Agenocy has indeed

become more open. The historical unit is to be commended

. for its important efforts.” But true openness allows for
Agency outsiders to have a say in what historical materials
are to be declassified and released. The only tool for
doing so is the FOIA, and to CIA outsiders the FOIA office
still seems dominated by an old-guard mentality. With the
changes that have occurred in the world and the passage of
time, the CIA should change its policy regarding the
exemption of operational files. This exemption has
undermined drastically the value of FOIA to historians and
is a challenge to the spirit of the Aot. Perhape Langley
should consider a partial exemption: say, exempting
operational files only of the previous ten years.

I am confident that if the Agency wants to proceed with
its devotion to openness that it can devise a way to
include operational files in FOIA requests and safeguard
those secrets that need to remain hidden. A review of
previous released material and the JFK records shows that
.there is room for more openness. History will be better
served by ending the operational file exemption, and that
is undeniably in the public interest.

Thank you for considering my views. If I can be of any
further assistance, feel free to contact me.

L wmrvenwnent vy

David Corn
Washington editor
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Washington, DC 20408

September 7, 1994

Director, Information Management
Central Intelligence Agency
Washington, DC 20505

BY FAX
Dear Sir:

This is the National Archives and Records Administration
response to your request for comments regarding the
historical value of, or other public interest in, the CIA
files designated under the CIA Information Act of 1984. Our
Military Reference Branch, which is the custodian of CIA
recorde in the National Archives, says that their Agency
records are among the most heavily used and will probably
continue to be so with the release of subsequent materials.

The OCffice of Records Administration, responsible for the
appraising and scheduling of the disposition of Federal
agency records, sald that from the description in the
Federal Register notice, the records clearly included those
of continuing archival value and also, after consultation
with the Agency records officer, appeared to be already
scheduled. However, since the descriptions were not
sufficient for them to relate them to specific scheduled
records, they have asked the Agency for further details.
Therefore, they limited their comments to the need for
scheduling reccrds any that may not already be scheduled.

If you have any questions, please call David G. Paynter at
(202) 501-5638. .

Nasional Archives and Records Admindsrration
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September 7, 1994

VIA FAX ((703) 482-8361) and VIA MAIL

Edmund Cohen

Director, Information Management
Central Intelligence Agency
Washington, D.C. 20505

RE: Solicitation of public comment on CIA decennial review of operational files
exemption, 59 Fed Reg. 40339 (August 8, 1994)

Dear Mr, Cohen:

Thank you for the opportunity to comment on the Central Intelligence Agency’s
decennial review, currently underway as required by the CIA Information Act ofg 1984
gomﬁqd at 50 U.S.C. sections 431 and 432), of the record categories in the Directorates of

perations and Science and Technology and the Office of Security that are currently
designated as exempt from the search and review requirements of the Freedom of
Information Act (FOIA), S U.S.C. section 552.

These comments are submitted on behalf of the National Security Archive and the
American Civil Liberties Union Center for National Security Studies. The Archive is a
non-profit foreitgn policy research institute and library that extensively uses the FOIA at
CIA and other federal agencies to build collections of declassified government agency
records documenting key U.S. foreign policy issues. In its work, the Archive regularly faces
serious barriers to fully documenting these issues due to the broad range of records now
‘designated as "operational files" exempt from FOIA. The Archive has found that the lack
of public access to CIA documents - especially records now several decades old -- resulting
from the current "operational files" designations severely restricts the ability of scholars,
researchers, and the public to know about, understand, and learn from events in our
nation’s past in which CIA played arole. The ACLU is a nonﬁartisan organization
dedicated to the principles of individual liberty embodied in the Constitution that works to
ensure that broad access to government information, including the records of intelligence
agencies, and other civil liberties are not eroded in the name of national security.

Introduction

The CIA’s primary justifications for seeking the "operational files" exemption, as
recorded at length in hearing testimony and the 1984 Act’s legislative history, were its
assurances that by allowing the CIA’s director to designate large blocks of files for
exemption from the FOIA’s search and review requirements no noticeable shrinkage of the
amount or type of information releasable to the public would result, responses to FOIA
requests would be far quicker, and that declassification review of "operational files" was a
waste of time because it never yielded significant useful material. Although the Agency’s
August 8 Federal Register notice itself recognizes that the purpose of the Act was to
expedite the Agency’s review of information for release to the public, we believe that the

ency is wrong in asserting that the Act’s original purposes have been met. The Agency’s
FOIA operation, freed of its burden to search for and review "operational files", has not
be;:ome more efficient but in many cases is far less responsive to public requests than
before.
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_ Our comments address two major issues. First, we recommend subject categories
and file groups that should be removed from the "operational files" exemption based on
their historical value or other public interest in them and the potential for declassifying and’
releasing to the public si(%niﬁcant information contained in those records. Second, we
describe the continuing delays and other serious defects in the CIA’s FOIA practices that
requesters have consistently experienced during the decade since the "operational files"
exemption was passed and identify necessary reforms that are long overdue.

L mmended for removal from "operational files” exempt s

CIA witnesses at the congressional hearings prior to the 1984 Act’s passage testified
gloa&l}e Agency’s need for the "operational files" exemption was based on the premise that
$

"search and review process[] results in an ever-present risk of exposure of
sources and methods, and creates a perceived risk on the part of our sources
and Fotential sources . . . At the same time, with this exclusion, the public
would receive improved service from the Agency under the FOIA without
any meaningful loss of information now released under the Act ... In the
case of records gleaned from operational files, virtually none of this
information is released to the requester . .. The public derives little or
nothing by way of meaningful information from the fragmentary items or
?_clzcasi(l)nal isolated paragraph which is ultimately released from operational
iles."

We acknowledge that there likely are files in the CIA’s Directorates of Operations and of
Science and Technology, and Oftice of Security that require continued secrecy in whole or
in part on national security %rounds to protect intelligence sources and methods. However,
it has become increasingly clear over the past decade that there is much information
contained in files now designated as exempt "operational files" which can and should be
publicly released.

As the August 8 Federal Register notice soliciting public comment states, many
thousands of pages of CIA records %ave in fact been declassified in whole or in part to
reveal much information crucial to understanding past actions and policymaking involving
the CIA. Many of these apparently come from record groups that fall under the current
"operational files" designation. For example, the initial declassification and release to the
public of scores of boxes related to the assassination of President John F. Kennedy, done
pursuant to a separate statutory mandate, has resulted in the declassification of hundreds
of cables from the CIA stations in Miami and Mexico City, materials that the current
"operational files" exemption render wholly unreachable through FOIA. 2 Other examples

1 S.1324, An Amendment to the National Security Act of 1947, Hearings Before the
Select Committee on Intelligence of the United States Senate, 98th Cong,., 1st Sess. 6.

(Statement of John N. McMahon, Deputy Director of Central Intelligence).

2 The CIA’s declassification of a handful of Cuban missile crisis records, cited in the
Federal Register notice as another example of CIA’s declassification efforts reveals the
problems inherent in too broadly exempting whole record groups from FOIA’s search and
review requirements. Although the 100-odd documents declassified in 1992 and published
in a book distributed at its conference on the crisis were important and useful, CIA’s
actions here ended up not being particularly useful to researchers and scholars because the
documents were taken out of the context of the files from which they came, their origins
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of CIA records relating to once-highly sensitive intelligence operations and special
activities but declassified and made publicly available in the recent past, which can serve as
;nold%ls for types of files that can be removed from the "operational files" exemption,
include:
* the Penkovsky case, one of the CIA’s most important intelligence operations;
* covert activities against Cuba in the early 1960s, including details of assassination
plots against Castro and their planning;
* covert political and psychological warfare in western Europe, ¢.g,, Germany; and
* intelligence findings referring to and drawing on data provxde'dgﬁ'y U-2 and
satellite Fhotograp Y. :
Thus, it is critically important to take the opportunity provided by this decennial review to
limit the number of records and record groups designated as exempt "operational files."

If the review the Agency is undertaking here is to have a useful and lasting impact, it
should seek not just to identify particular subjects that should be deemed eligible for FOIA
search and review but also establish a set of workable, common-sense standards to apply in
identifying record groups for removal from the "operational files" category in the future.
The 1984 Act does not limit the Agency’s review of designations to once every ten years but
only requires that at a minimum a review be done decennially. As the "operational files"
designations currently operate, they treat a file or document from 1954 no differently from
one generated in 1994. In adopting such standards, we encourage the Agency to take into
account the passage of time, recc()jgnize that changing circumstances in the world require
flexibility in evaluating what needs continued secrecy, and incorporate a variety of review
strategies such as bulk declassification. These standards should also require that when
documents or record groups are identified for removal from the "operational files"
exemption, the declassification review should incorporate markings that indicate where and
why information has been redacted, from what agency component and file group the
records originated, and provide access to contextual information about the entire set of
records from which the document or file group came.

A. Directorate of Operations Files.

While not exhaustive, the following list identifies file groups in the Directorate of
Operations that should be removed from the current "operational files" designations of
records exempt from search and review: :

* Records related to U.S. government support for non-communist political and
social movements in Western Europe, especially £1ring the early years of the Cold War
from 1947 through the mid 1950s. This includes material relating to support for anti-
communists in the 1948 Italian election, sugport for the Force Ouvriere in France during
the late 1940s, and Psychological Strategy Board activities in the 1950s;

were not identified, nor was the scope and range of materials not declassified for the
conference described. o
In contrast, in response to a lawsuit brought by the National Security Archive in

1988, the State Department over a period of time declassified and released in whole or in
]s)art several thousand documents on the crisis, many of them formerly classified at the ”’I:olp

ecret/Eyes Only" level and no less sensitive than the documents on the crisis that are stil
being kept secret by CIA. These declassified State Department documents, now housed at
the Archive (and disseminated to the public through an indexed microfiche collection
containing over 15,000 pages of documents and a document reader) provide a far more
comprehensive view of the event than the CIA’s selected declassification of only a few
records possibly can.
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* Records related to political and economic warfare against communist regimes in
eastern Europe, for example U.S. government support for WIN in Poland;

* Records related to covert political activities in the third world, including
Guatemala in 1954, Iran in 1953, Indonesia during the late 1950s and early 1960s, Syria in
1957, and those records designated by the CIA’s Center for the Study of Intelligence for
block declassification (for which no timetable for release been publicly announced),
including France in the 1940s, Italy during the 1940s and 1950s, North Korea during the
early 1950s, Tibet in the 1950s and 1960s, the Bay of Pigs operation in 1961, and the Congo,
the Dominican Republic and Laos in the 1960s; and

* Files currently included in the "Obsolete Category”, as described in the August 8
Federal Register notice.

We also strongly recommend that the CIA affirmatively state as part of this review
that it will not deem "assassination records” under the President John F. Kennedy Records
Collection Act of 1992 to be "operational files" that are exempt from search and
declassification review under the terms of the CIA Information Act of 1984.

B. Di I f Sci nd Technology fil

We recommend the removal of record groups in the Directorate of Science and
‘Technology from the "operational files" exemption based on their historical value and the
likelihood that significant amounts of information can be released after declassification -
review without harm to national security. Examples of record groups from this directorate
that we believe could and deserve to be made eligible for declassification review and public
release include records related to the history of the U-2 program, the early years of the
reconnaissance satellite programs, and on early efforts to collect data on the Soviet nuclear
program.

An instructive perspective on the suitability of files from the Science and
Technology Directorate, in particular satellite imagery, for inclusion in FOIA search and
review procedures is contained in an observation by Admiral Bobby Rz}y Inmanata
conference a few years ago organized by the Carnegie Endowment for International Peace:

"Some years ago, Hans Mark [then director of the National Reconnaissance
Office] and I conspired to declassify U.S. satellite imagery. We believed that
making quantities of that imagery selectively available would help inform
public debate. We were eminently unsuccessful--not because of the ragmg
policy debated: we might have won that. Instead, lawyers carried the day by
rendering the judgement that the Freedom of Information Act, in their
opinion, made it very clear that if selected photos were releasgd, then all

otographs deriveg’fmm all systems would become fully subject to the
grcedom of Information act process, meaning a laborious and expensive
review process for everyone involved." 3

We believe that the CIA should, as it undertakes its review of the current "operational files"
designations, adopt Admiral Inman’s and Hans Marks’ conclusion, based on their extensive
experience with imagery, that at least some of these materials can be safely declassified and
reﬁaased to the public based on evaluation of the materials’ particular nature and the

3 B.R. Inman, in M. Krepon, et al., Commercial Observation Sat llites an
International Security at 5 (St. Martin’s Press, in association with the Carnegie Endowment
for International Peace, 1990).
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cont{:'ibution to the historical record and informed debate that public release would
provide.

... Similarly, we believe that CIA should consider including some categories of signal
intelligence records in the files removed from the "operational files" exemption. SIGINT,
ﬁartxcularly COMINT (and especially the cryptanalytic portion of COMII\})T) traditionally

as been treated as the most sensitive of sources -- so much so that some material relatin
to U.S. cryptanalytical successes in the 1920s is still classified at the "Top Secret” level. Yet
at the same time, the government has declassified historical material concerning
COMINT/cryptanalysis from World War II. Other COMINT material has been made
public on selected events, such as the C-130 incident in the 1950s, the KAL-007 downin
and the Berlin nightclub bombing. The most useful COMINT that could be declassified is
historical material that has been written about extensively and the declassification of which
would be of great use to scholars -- for example, VENONA material related to Soviet
espionage in the U.S. and Britain.

C. Office of Security files,

As described in the August 8 Federal Register notice and based on our experience
with government records, the files of the Office of Security appear the least likely of the
three main categories of exempt "operational files" to produce significant releasable
information of great interest to scholars, historians, and students of intelligence
policymaking. We encourage the CIA to remove from the "operational files" exemption all
records in this office that may appear eligible for declassification review and release based
on the passage of time, changing circumstances, and their historical and public interest
value. Given the finite resources available for the Agency’s review of records for removal
from the current "operational files" designations, we suggest that the bulk of those
resources be focused on identifying files in the directorates of Operations and of Science
gnd Technology rather than on those of less broad significance and interest in the Office of

ecurity.

11, Reform of CIA’s FOIA practices.

In hearings before Congress seeking support for passage of the CIA Information
Act, representatives of the CIA repeatedly promised that "[t]he public can only stand to
benefit" from an "operational files" exemption to the FOIA because the law’s "reduced
administrative burden will permit the CIA to respond to requests more quickly, thus
roviding more useful and timely information." 4 Congressional support for the law was
gased on the belief that "this legislation does not frustrate the essential purposes of the
FOIA. Requesters will continue to have access to CIA files containing the intelligence
product an3 to information on policy questions and debates on these policies.”" 5 In our
experience as frequent FOIA requesters at CIA, this has not turned out to be the case.

A. f "ol ization" i I equested recor

Over the years an increasingly large percentage of our requests have not been
processed on the grounds that "the agency may neither confirm nor deny the existence or
nonexistence of records responsive to your request.” This overreliance on "glomarization"
has been extended even to requests for types of records other agencies routinely produce

4 Hearings on S. 1324, supra note 1, at 8.
5 Id. at 2 (Statement of Chairman Barry Goldwater).
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under FOIA such as biographical records on foreign political leaders, basic information
that the CIA as an intelligence organization should be com iling if it is not doing so now. .
See. e.g, Exhibit A (refusal to confirm or deny existence otPrecords containing biographical
information on certain Czech political leaders involved in the country’s reform movement
in 1967-68, including Alexander Dubcek).

Moreover, despite acknowledgement from the CIA Office of General Counsel that
non-designated "operational files" remain subject to search and that materials contained in
"operational files" that are referred to by "markers" in non-operational files are also subject
to FOIA, we cannot identify a sirgle category where it appears that such searches are in
fact undertaken in response to FOIA requests. See Exhibit B, copy of July 19, 1990 letter
to the Center for National Security Studies from the CIA Office of General Counsel.

B. Continuing multi-year delays in receiving responses to requests,

_ Itis simtpll); not correct, as claimed in the August 8 Federal Register notice, that "a
rimary goal of the Act [to hasten FOIA response tlme{ has been and continues to be met."
t is true that "the major benefit to the public from this legislation" was, in the words of a

CIA official, that:

"FOIA requesters now wait two to three years to receive a final response to
their requests for information when they involve the search and review of
operational files within the Directorate of Operations . . . [I)f this bill is
enacted, I assure you that every effort will be made to pare down the queue
as quickly a possible. This would surely be of great benefit if the public could
receive final responses from the CIA in a far more timely and efficient
manner. 6

Another CIA representative summarized the delay situation in 1984 and predicted
improvements for the future in this way:

"It takes about 2 or 2 1/2 years toda[y to process a request if it involves
Directorate of Operations records. If it does not involve the Directorate of
Obperations, it can take less, say up to 6 months to clear a case. We are ho&eﬁzl
that with the passage of this bill we will be able to respond in terms of weeks, or
at most, months, to get a request back to the public. The DDO queue is by and
large the holdup at the moment. They have the bulk of our workload, and
Wi&l some of the cases dropping out with the passage of this bill, we believe
that the flow of materials tﬁroughout the Agency would be enhanced."
(emphasis added) 7

The current median time lapse cited in the August 8 Federal Register notice of 2.4 months
before requesters receive substantive responses to their FOIA requests is not even close to
the delays we, as regular CIA requesters, have experienced for years. Nor has the average
rocessing time we have experience even been close to the CIA’s estimate of 6 months or
ess for non-operational files. Instead, based on our analysis of hundreds of requests filed

6 Hearings on S. 1324, supra note 1, at 8.
7 Legislation to Modify the Application of the Freedom of Information Act to the

Central Intellisence Agency, Hearing before the Subcommittee on Legislation of the

Permanent Select Committee on Intelligence, House of Rep_resgn];axiv'gs, 98th Cong, 2d

Sess. 23 (1984)(testimony of Larry Strawderman, Chief, Information and Privacy Division,
Central Intelligence Agency).
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since 198.4, our average delays in 1989 and 1990 were three to four years, and in 1992 the
median time before a substantive response still stretched to two Yyears or more. Worse,
even after wamng several years for a response, the end product is often the release only of
documents already in the public domain, such as Foreign Broadcast Information Service
records. See, ¢.g., Exhibit C (of eight documents retrieved after a three-year wait, six FBIS
documents were released and the two substantive policy documents denied in full).

Those requests for which we have received a response in six months’ time or less
have all, in our experience, been complete denials, "glomarizations” (refusals to confirm or
deny that CIA has documents responsive to the request), or requests in which the CIA did
no new search or declassification review but only pulled from its database of previously
released FOIA documents (called "ORIS") a hancﬁul of materials, sometimes last reviewed
for declassification several years before the request was filed.

C. R rej " " or “requirin h".

Increasingly, bureaucratic hurdles imposed by the CIA’s FOIA operation make it
extremely difficult for requesters to use the FOIA in a meaningful fashion, For example,
the CIA regularly refuses to conduct searches in response to requests on the alleged
grounds that the subject of the request is "unsearchable" -- a response we receive from no
other agency in the federal government. No other agency in our experience has responded
to a narrowly-drawn request like the following one for "copies of all items concerning the
People’s Republic of China in the National Intelligence Daily from June 1-30, 1989" by
stating:

"Your request as stated is unsearchable in our records systems. The
FOIA does not require us to perform research or create records for a
requester. Neither are we required to study a body of material to see if any
of 1t is related to a specific event, activity, or incident. To study a body of
material to see if any of it relates to the specifics of your request would
Iv::ocr)lftitute research which is neither required nor authorized under the
A-H

See Exhibit D, July 13, 1994 letter from CIA to the National Security Archive. Even more
astonishing was the rejection as "unsearchable” of a request for retrieval and release of two
public statements issued by CIA itself discussing congressional testimony on and CIA
information regarding the Banca Nazionale del Lavoro (BNL) affair. Id,, August 9, 1994
letter from CIA to the Archive. (Other examples of requests rejected as "unsearchable” are
also found at Exhibit D.) Given that a reasonably described request for records is all that
the FOIA requires to trigger an agency search for responsive documents, these
"unsearchable” responses to precise, narrowly-worded requests frustrate the requester and
betray the access purposes of the Freedom of Information Act. Nor do practices like these
tend to convince the public that the CIA takes its FOIA responsibilities seriously in the
wake of having been granted its unique waiver from searching for and processing
"operational files."

D.  Inadequate searches.

The CIA’s refusals to conduct even preliminary searches and the small number of
documents Fenerally produced in response to requests is especially troubling to us given the
existence of the Agency Records and Information System ("ARCINS"), which contains
"subject listings down to the folder level" of over 30 million records. Searching additional
databases maintained by various directorates, such as the Directorate of Intelligence’s
three central data bases which index raw and finished intelligence reports at the document,
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not merely folder title, level, should produce even more documents in response to requests,
even if portions of them are ultimately denied under a FOIA exemption. See Exhibit E,
excerpt from June 27, 1994 Advisory Committee on Human Radiation Experiments Staff
Memorandum re "Methodological Review of Agency Data Collection Efforts: Initial
Report on the Central Intelligence Agency Document Search" (describing CIA databases
able to access agency records).

It is difficult to believe that any database at all was used in processing a recent
request from the National Security Archive for the declassification and release of copies of
four intelligence reports on the BNL affair, all of which were provided by the CIA to the
Senate Select Committee on Intelligence and were specifically referred to in a letter from
that committee to then Director Robert Gates. The response to this request was, again,
that it was considered "unsearchable" and included the same boilerplate language quoted
above as the rationale for refusing to process the request. See Exhibit F, letter %rom ClA
to the National Security Archive dated July 1, 1994 rejecting request and appeal letter from
the Archive dated August 9, 1994, with attached Congressional correSpond%nce listing the
CIA documents sought in the request. We urge the Agency to encourage all components to
fully utilize all databases and other findin%_ aids at their disposal to conduct adequate
searches for records requested under the FOIA.

Conclusion

We are hopeful that this decennial review will result in removal of a substantial
body of records currently categorized as "operational files" exempt from the search and
review requirements of the FOIA. As part of this review, we encourage the establishment
of standards for evaluating and removing additional record groups from the exemption in
the future on a regular basis which reflect current realities, not outdated assumptions,
about releasability to the public. We also urge the CIA to demonstrate that it takes
seriously its statutory obligations under the FOIA and to commit to cure the serious
problems with its current FOIA ﬁrocess, as described above, to comply with law and make
the Agency more responsive to the public it serves. Adopting more user-friendly practices,
including establishing a public reading room containinlg copies of material previously
released by CIA under I-POIA, are crucial if the CIA’s FOIA practices are ever to reach
some levefyof credibility with the public. Without a major overhaul of the CIA’s FOIA
operation, it will be increasingly difficult to justify the CIA’s continued exemption, unique
in the government, of large record groups from the scope of the FOIA,

We greatly appreciated the opportunity on August 29 to meet at CIA headquarters
with many of the CIA staff intimately involved in this review to share our ideas on what
needs to be done and how best it can be accomplished, and believe that the meeting was a
very useful first step. If you have any questions or if we can provide further information or

assistance, please do not hesitate to contact Sheryl Walter at the National Security Archive
MQ&QBBZQLK&MMMM ACLU/CNSS at (202) 675-2327.

Kate Martin
GG TAl CUTHISOT Director i . '
National Security Archive ACLU Center for National Security Studies

Attachments
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Mr. William Carnell

Central Intelligence Agency

Washinglon. D C.20505

The National Security Archive
1755 Massachusetts Avenue, N.W.

Suite 500
Washington, D.C. 200

Reference: F94-0294

Dear Mr. Carnell:

36

08 MAR 1994

RECEIVED iR ¥ B 1994

This is to acknowledge receipt of and is a final response
to your 10 February 1994 Freedom of Information Act (FOIA)
request referenced above.

Specifically, your request was for copies of "any and all
biographical information on the following political leaders of
Czechoslovakia, all of whom were involved (on one side or
another) in that country's reform movement 1967-1968:

Alexander Du
Antonin Novo
Ordrich Cern
Vaclav Prchl
Jiri Hendryc
Drahomir Kol
Cestmir Cisa
Miroslav Mam
Ludvik Svobo
Gustav Husak
Josef Spacek
Martin Vacul
Alois Neuman
Jan Masaryk

Zdenek Mlyna
Bohuslav Las
Josef Lenart
Jiri Hajek"

bcek
tny
ik
ik

h
der
r
ula
da

ik

r
tovicka

The CIA may neither confirm nor deny the existence or
nonexistence of records responsive to your request. Such

information--unless,

of course,

it has been officially

£ xhibit
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acknowledged--would be classified for reasons of national
security under Executive Order 12356. The fact of the
existence or nonexistence of such records would also relate
directly to information concerning intelligence sources and
methods. The Director of Central Intelligence has the
responsibility and authority to protect such information from
unauthorized disclosure in accordance with Subsection 102(4)(3)
of the National Security Act of 1947 and Section 6 of the CIA
Act of 1949.

Therefore, your request is denied under FOIA exemptions
{b)Y(1) and (b)(3); an explanation of these exemptions is
enclosed. The CIA official responsible for this determination
is John H. Wright, Information and Privacy Coordinator. By
this action we are neither confirming nor denying the existence
or nonexistence of such records.

You may appeal this decision by addressing your appeal to
the CIA Information Review Committee, in my care. Should you
choose to do this, please explain the basis of your appeal.

We regret that we are unable to assist you further.

Sincerely,

Infor

Enclosure
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FOIA Pnlicy, vinttiecd jrom pros s prse

Finally, we wotld like to raise an issue thit we did not discuss
ar the meeting, 1t hus come 10 vur attention that the agency may
rautinely deny [rev-funce joumalists fee waivers ag repre-
sentatives of the sews media, ond that it is very difflcult for such
joumitises 1o leam and meet the stundards foe establishing news
mediu status, The stattte clesrly intended (o, and the regulations
specifieally do include free-lance journatists as representatives of
fhe pews modin, Just because a requesier does not work for ao
entublished news media organization should not prevent him or
het fram uhtaining o fee wuiver. On the contrary, we belleve that
once the requester establishes a publishing history, he ur she
shoukd be presumptively given « waiver, unless the npency can
affirnmtively demonsirine that the requester still docs not meet

CIA RESPONSE

22 March 1994

1990 {n which you raised cenain questions and concerns
abont C1A's interpretation of the CLA Information Act
and CLA™ vomplisnca with the Freedom of Information Act
(FOLA). We had previously met 1o discuss your concems

I have been asked (o respond o your letter of 19 July

about C1A's obligations uner these Acts. |
whu is o longer withthisaffice, agrecd to provide you with
# wrillen respense,

Your first congem was about reports you hitve recelved
that somg Agency personne] who administer the FOIA auy
interpret the CIA Information Act as obligating the Agency
o seorch and review ondy “finished” intelligence reports
prepared for a C1A “client.” such as the State Departrent
or the White House. Allegedly, under this interpretation,
cverything prepared for "in-house™ CIA use would be con-
sldered us “operationai” and thux not subject to a FOIA
search and review.

As Gieorge stated i our mecting, the Agency does nol
interpret the CiA Information Act in the manner reported to
you. That Act exemyprs from the FOLAR search. review,
disclosure, and publication requirements only those CIA
files designated by the Director of Centrul Intelligonce as
operational files, As you know. the Act limits the designa-
tion of operativny files o certain files of the Direciorate of
Qpcrations, the Dircctorate of Scicnce and Techinology, and
the Office of Security. In penerul terrs, files are eligible
for cxemiption if they document the conduct of inieiligence
activiticx, Files that are the sole repository of disseminated
intelfigence are not operational files. Of course, records
frnn exempted operasional files are (reguently dissemi-
nated 1o wnl teferenced in files that huve not been ex-
emped. If such records are retumed to and retuined solely
in exempted operational {iles, they nevertheless are subject

the aews media eriterin, Many othar agencies alveady operate
under thix standard. We encotirage vou o review e stambirds
and practices of (e OIP in order w cnsure that all free-lance
Jouraalists are given news medis lee wuivers in weenrdance with
the law,

Thank you for yous aucntion to these matters, Wo appreciate
your willingaess to meet with us and 1o consider our views on
these important issucs, We 100k forwand 10 your response (o our
concerns in this letter,

Sincuiety,
10 scarch and review.  [n addition, files that ure not ox- !
empted are subject to scarch and review, even if they {

contain information derived or disseminated from ¢x-
empred operational {iles. [ have bevn assurcd that Agency
personnel responsible for implementing the FOIA und the
ClA Information Act understand and follow these requirc-
ments.

Your second concern was abawt CIA'S response 10 re-
quests Hul are fgentical or substantially simitar w previous
requcats for the sume materinl. CIA attempls 1o process
FOIA requests in the most efficient and least cxpensive
manner in accordunce with i1s regulations, which suthorlee
consuttation "with the requester, as may be appropiute, in
order to uccoriplish such arrangemens and agresments
with the reguesier us may be accepiable o the reyuesicr
comerning the Agency's efforty awd ability to act yn his
request expeditiously,” 32 C.ER. 190047(b).

One of the most expeditious ways for C1A to act on a
request that covers ull or 2 substantial part of a previous
reyuest is tnconsult with the requester. before accepting the
request for processing, 1o detennine whether any records
disclosed to a previvu requester would sulis{y the request,
Previously disclosed records wre held in CIA’s Officially
Released tmiommation System {OR1S). Our experfence hus
shown that nearly all of the sequesters who ure offered
ORIS materin] accept these releases in satisfaction of their
requests. These requesters benctlt because an QRIS retease
is faster than o complelcly new scarch und review. CIA
benefits because procassing time ix saved that can be
devoted to the FOIA backlog.

You have suggested that CIA should do more w inform
1 requester about the subsiantive scope al the proffered
OR1S material and about the procedural nature of the con-
sultation process. 1t is my understunding, however, thut
CIA file sysiems do not always penniit the Agemcy io
provide all the information you have sugpested. Where it
is responsible and feusible 10 do so. CIA iy prepared to
inform a requesier how fong ago the prior reyuest was made
and whether there is o reasenable likelibood that a now

1 omringid pn st puge]

T
Exhile:+
=y
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search and review would result in the velease of any gddi-
tiomal information, Such 2 response would help to enable 2
reqquesier decide whether to ask CIA to conduct anew search.
As 3 practien] matter. each response to o requester will
depend upon the facis of the particular request, snd CIA's
revicwers may conclude thul a response thut provides
materiul from the ORIS database requires no further elabora-
tion, However, the Agency s Information and Privacy Coor-
dinator is sensitive to the converns you raised and, although
it is doubiful that standard language would he appropriate in

all eases, the Conrdinator has 2greed 1o forther consider the -

matier of what o wll requesiers,

Nevertheless. you should be awarc that, if upon review of
the request and QRIS marerial ClA concludes that a now
scirch would be appropriute. o if the requester so desires,
ClA conducts new searches and attempis to relocate any
redacied documents 1o determing whether e previously
withheld portions of these documents, which may have beet
reviewed many years ago, can now be released. Moreover,
CIA conducts these now searches even il the prior searches
amd reviews wore reeently compieted. the request isthe same
as or i fully encompassed by the prior requests, no new
documents are cxpected to be found, and ne informatdon
withheld (rom previously disclosed documents is likely to be

released. OF course, if foes are assegsable. the requester will -

have to pay for any new searches contdueted,

If u new search is ¢onducted, it will be processed along
with all the other pending requests on & “first-in. first-out”
Dasis as of the e iFis uccepted, The time lost to u requester
varics depending upon how long the negotiations over the
ORIS muterial take, but the Agency's experienue has been
AL, In most cases, it is a refatively short period.

: Your thind concern wax that CIA clarify its response to
L requests for personat Information ynder both the FOJA and

the Privacy Act. After considerable revicw, we have con-
cluded that, when persons eligible fur Privacy Act processing
request information sbout themselves under the FOLA as
well as the Privacy Act, &t s appropriate 1o process their
requests under both Aces as requesied. This is our current
policy.

Finally, you expeessed concem that CTA “may routinely
deny free-lance jourmalists fee waivers ay representatives of
the news media," First, I would point our that the FOTA
distinguishes between fee waivers and reduced fees for rep-
resenuatives of the news medis, and I assume you sre refer-
ninglothe latter. Secomd, the Agency does not routinely deny
freciance journulists news media status, but scoonds such
status if there iy a reasonable busis for doing so. [lowever,
under the FOVA  use ofthe information disclosed is i refovant
factor in according news media status and, therefore, a
member of the news media might not qualify for reduced fees
in a parricular ase. | understand that this does not happen
very often, and the Agency gives due consideration 10 any
reasonable basis a freclance jourmalist may put forward that
he or she is entitled to nowx media stans,

We appreciate your interest and concern about CIA'
udministration of the FOIA. and think the diatogue between
us has been fruitful. This kind of discussion Improves our
understanding of problems, either real or perceived, that
arise in the course of our complance with the FOIA and, 1
hope demonstrates CIA's commitment 1 caomply with both
ihe feucr and the spirtof the fuw.

Please let me know il { can be of further assistance.

Yours tru{v.l

i

L
Assacidte General Counsel

Sevur if)’ Cien PANICCN, cominined from peise 0

these employees were efiminated such ox those having o do
with pelitical associations.

BE-8S wa revised Lo eliminate any guestions concerning
political associations arkl arrest o mental health history. The
yueston concerming wrest in the emaining forms was speeifi-
cally timited 10 preclude use in criminul proceedings, and the
guestion concerning Communist parly membershlp was
chmimued from the SF-R6.

Despite these tnmprovements, problems remain, The broad
inguiry concerning drug use rentalns intact as docs the demand
for petsomt] mentw! heualth information un the SF-85P und
SF-86, In addition new political advocacy guestions on the
SF-f6 aimed at associations with oiganizations (bat may be
invotved b unlawdul conduel remain unteried.  Those ques.

tians, upparenlly intended o get at knowing ang 1ntentionsl
participation or advocicy in an organization whose aim is to
overthrow the United States, remain vigee and overbroad.
Finally. the new release provision, while significantdy narrower
than before, continues (o pose 1isk (0 personal privacy,

fn addition to Congressional hearings, a number of fvderal
unfons Tiled lawsuits secking to enjoin further use of the old
forms, While mast of the cases remain voresolved. one couri
did enjoin the use of the old SF-#6. at least as applicd w low
level employees of the Rallroud Retirement Board, bevuuye it
violuted their First Amendment and privucy vights, American
Federation of Government Employees v U.S. R.R. Retirememt
Board, 742 ¥ Supp, 430 (N.D. 1L 1990) (See Firs Principles,
Vol. 18, No. 3 (Aug. 1990)). Nocases have yet been filed under
e new forms. ¥
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Cenval Intelligence Agency

10 MAY 1994

Mr. Kenneth Mokoena RECEIVED FAY 1 6 1554
The National Security Archive )
Suite 500

1755 Massachusetts Avenue, N.W.
Washington, D.C. 20036

Reference: F91-1004
Dear Mr., Mokoena:

In the course of processing your 7 November 1989 Freedom
of Information Act (FOIA) request for records pertaining to
collaboration between Israel and South Africa on military
technology and nuclear research from 1975 to 1989, the Arms
Control and Disarmament Agency located two CIA documents and
six Foreign Broadcast Information Service (FBIS) documents and
referred them to us for ocur review and direct response to you.

We have reviewed the documents identified below:
Docunments:

News release, 20 March 1980

News release, 28 February 1981

NES-90-~229, 28 November 1990

AFR-~89~219, 15 November 1989

NES-89-222, 20 November 1989

TAC-90-024, 15 August 1990

Memorandum, 6 December 1989 with attachment
Report, 8 July 1989

CO w3 O N DN e

We have determined that the FBIS documents numbered 1-6
can be released in their entirety. Copies of the documents are
enclosed.

We have further determined that the CIA documents numbered
7-8 must be withheld in their entirety on the basis of FOIA
exemptions (b){(1) and (b)(3). An explanation of exemptions is
also enclosed.

E———
Exhiciy

-
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Central Intefligence Agency

\\hxlmgma,l)(_ 205 , 3 mj ]99"

Ms. Jane Gefter

The National Security Archive

1755 Massachusetts Avenue, N.W. R T T «
Suite 500 Aentie TR0 1990
Washington, D.C. 20036

Xl
T

Reference: F94-1225
Dear Ms. Gefter:

This is to acknowledge receipt of your 14 June 1994 Freedom
of Information Act (FOIA) request for copies of "all items
concerning the People's Republic of China in the National
Intelligence Daily from June 1-30, 1989."

Your request as stated is unsearchable in our records
systems. The FOIA does not require us to perform research or
create records for a requester. Neither are we required to
study a body of material to see if any of it is related to a
specific event, activity, or incident. To study a body of
material to see if any of it relates to the specifics of your
request would constitute research which is neither required nor
authorized under the FOIA. '

We regret we are unable to assist you further.

Sincerely,

:/ \

info tion and Priv@cy Coordinator

Exli i A
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Central Intelligence Agency

0 9 AUG 1994 °

Washington 0. 20503

SoorpoT R 4 1004

Ms. Joyce Battle

The National Security Archive

1755 Massachusetts Avenue, N.W., Suite 500
Washington, D.C. 20036

Reference: F34-1461
Dear Ms. Battle:

This 1s to acknowledge receipt of your 21 July 1994 Freedom
of Information Act (FOIA) request referenced above.

Specifically, you are requesting copies of the following:

“1. An October 10, 1992 public statement issued by
the CIA discussing testimony before the Senate Select
Committee on Intelligence in regard to the Banca Nazionale
del Lavoro (BNL) affair.

2. A public statement issued on September 18, 1992
regarding CIA information on the Banca Nazionale del
Lavoro (BNL) affair."

Your request as stated is unsearchable in our records
systems. The FOIA provides for public access to reasonably
described records. This means that a document must be described
sufficiently to enable a professional employee familiar with the
subject to locate the document without an unreasonable amount of
effort. This, with few exceptions, means that the documents
must be locatable through the indexing to our various records
systems. The FOIA does not require us to perform research or
create records for a requester. Neither are we required to
study a body of material to see if any of it is related to a
specific event, activity, or incident.

We regret we are unable to assist you with your request.
If you can describe the reports in which you are interested in
greater detail, we shall be happy to search for them on your
behalf.

Sincerely,

John H. WrigHt

Info'ﬁation and Privacly Loordinator
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Central Inteffigence Agency

Wanduigton 0.C 20505

12 JUL 1994
Ms. Joyce Battle
The National Security Archive 0q
1755 Massachusetts Avenue, N.W. RECEIVER ey § 41904

Suite 500
Washington, D.C. 20036

Reference: F94-1278

Dear Ms. Battle:

This 1s to acknowledge receipt of your 1 July 1994 Freedom
of Information Act (FOIA) request for all records relating to
“the export of nuclear equipment, technology, facilities,
technical assistance, training, or information from China to
Iraq from 1980 to 1991."

Your request as stated is unsearchable in our records
systems. The FOIA provides for public access to reasonably
described records. This means that a document must be described
sufficiently to enable 3 professional employee familiar with
the subject to locate the document without an unreasonable
amount of effort. This, with few exceptions, means that the
documents must be locatable through the indexing to our various
records systems. The FOIA does not require us to perform
research or create records for a requester. HNeither are we
required to study a body of material to see if any of it is
related to a specific event, activity. or incident. To study a
body of material to see if any of it relates to the specifics
of your request would constitute research which is neither
required nor authorized under the FOIA.

We regret that we are unable to assist you.

incerely,

/f}é//}//
John H. Wri
Infor ion and Priva coY¥dinator
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Central Intelligence Agency

Washinglon, D.C 20503

RECEIVED MAR G 2 1934

Ms. Marjorie Robertson

The National Security Archive

1755 Massachusetts Avenue, N.W., 8Suite 500
Washington, D.C. 20036 '

Reference: F93-2185

Dear Ms. Robertson:

This is to acknowledge receipt of your 28 October 1993
Freedom of Information Act (FOIA) reguest.

Specifically, you are requesting the following information:

"1l. Documents of 1949 and 1950 relating to the
establishment of the Free Europe Committee (later changed
to the National Committee for a Free Europe) and the
founding of Radio Free Europe.

2. CIA reports in November and December 1956 on the
responsibility of Radio Free Europe in inciting and
prolonging the Hungarian uprising.

3. Memoranda by CIA staff on how to deal with
subsequent revelations in February and March 1967 that the
CIA financed Radio Free Europe.®

4. You also request "[alll studies done specifically
concerned with Radio Free Europe."

With respect to items 1~3 of your request, we must advise
you that these portions of your request are unsearchable in our
records systems. The FOIA provides for public access to
reasonably described records. This means that a document must
be described sufficiently to enable a professional employee
familiar with the subject to locate the document without an
unreasonable amount of effort. This, with few exceptions,
means that the documents must be locatable through the indexing
to our various records systems. The FOIA does not require us
to perform research or create records for a requester. Neither
are we required to study a body of material to see if any of it
is related to a specific event, activity, or incident.
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Centaal Intelligence Ageney

Washingon, [.C. 20505
2 0 MAY 1994

Ms. Kate Doyle
The National Security Archive
1755 Massachusetts Avenue, N.W.

Suite 500 ReCEIVED JUL § § 19%
Washington, D.C. 20036 '

Reﬁerence: F94-0746
Dear Ms. Doyle:

This is to acknowledge receipt of your 8 April 1994
Freedom of Information Act (FOIA) request referenced above.

Specifically, you are requesting all records relating to
the "June 30, 1984 abduction of Bolivian President Hernan Siles
Zauzo and the associated coup attempt.* You ask that this
request also include "information on the following:

1. The role of the Bolivian counternarcotics police
UMOPAR in the abduction and coup attempt.

2. The roles of UMOPAR officers Col. Rolando Saravia,
Col. German Linares, Carlos Barriga and Julio Diaz-Vargas.

3. The role of U.S. Ambassador Edin Corr in obtaining
the release of President Siles Zauzo.

4. The discussions and decisions leading up to the
July 17, 1984 announcement by the State Department that
they would continue to work with UMOPAR despite their
involvement in the abduction of President Siles Zauzo."

We can search that portion of your request for records
concerning the “June 30, 1984 abduction of Bolivian President
Hernan Siles Zauzo and the associated coup attempt." However,
any material located as a result of our search, if any exists,
would also include those portions of your request relating to
items 1-3 above. Furthermore, since the FOIA does not require
us to perform research or create records for a requester, nor
does it require us to study a body of material to see if any of
it is related to a specific event, activity, incident, or
individual, it will be your responsibility to review whatever
releasable documents are located, if any exist, to see if they
pertain to the specifics of items 1-3. -
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TO: Members of the Advisory Committee on Human Radiation Experiments
FROM: Advisory Committee Staff

. DATE: June 27, 1994 . ;
RE: Methodological Review of AgL:rﬂ:.cy Data Collection Efforts:

Initial‘Report on the Central Intelligence Agency Document Search

This initial report provides: (1) background on the Central Intelligence Agency, its
involvement with human experimentation, and its records; (2) a description of the CIA's records
search; and (3) staff observations and recommendations to the Committee for future action.

EXECUTIVE SUMMARY
rd
_ 1. CJA History and Records

The CIA was created in 1947 to serve as the government's principal intelligence collection
and analytical agency, as well as to engage in covert actions to influence events in foreign
countries through propaganda, economic, political, and paramilitary means. In the 1950s and 60s,
the CIA engaged in an extensive program of human experimentation, using drugs, psychological,
and other means, in search of techniques to control human behavior for counterintelligence and
covert action purposes. The possibility that CIA itself engaged in human radiarion experiments
emanates from references in a 1963 CIA Inspector General's (IG) report on Project MKULTRA,
which was a program “concerned with research and development of chemical, biological, and
radiological materials capable of employment in clandestine operations to control human
behavior."

MKULTRA was the subject of extensive internal, congressional, and outside
investigations in the 1970s. In 1973, the CIA purposefully destroyed most of the MKULTRA
files concerning its research and testing on human behavior. In 1977, the agency uncovered
additional MKULTRA files in the budget and fiscal records that were not indexed under the name
‘MKULTRA. These documents detailed over 150 subprojects that the CIA funded in this area,
but no evidence was uncovered at that time concerning the use of radiation.

CIA records are maintained at CIA Headquarters and the CIA record center. Most older
records, before 1980, are in paper form with electronic databases of the file-folder titles. The
MKULTRA files are held by the CIA General Counsel, although most have been released to the

4 public. _

Exhies 4
E



C05458474

Although the CIA has offices around the world and elsewhere in the United States, its
records are mainuined in and controlled by CLA Headquarters in Langley. Virginia and at the CIA
records center (which is independent from the National Archives and the federal records centers).
The main database that the CLA has been searching is the Agency Records and Information
System (ARCINS), which contains information on the holdings of most of the major components
in the Agency Archives and Records Center. The data base contains subject listings down to thc
folder level. : ;

The following is a description of the record system in each of the four directorates and the
DCIT's offices and the CIA’s report of its search process.

(1) Director of Central Intelligence Area. The files under the control of the DCI are in
paper from years 1947-80, and are indexed in the ARCINS. The agency conducted a key word
search of these files for topics dealing with human radiation experiments. Many of the
MKULTRA files, which are held by the General Counsel, were searched by hand; the agency also
contacted and interviewed former staff who were involved in or had knowledge of MKULTRA
projects, including Richard Helms and Sidney Gortlieb, the Director of TSD who ran the
MKULTRA programs. It does not appear that the agency contacted persons on the IG staff who
prepared the 1963 IG report on MKULTRA.

(2) Directorate of Science and Technology. The DS&T used the ARCINS and focused
its search primarily on two of its offices: the Office of Technical Service (formerly the TSD that
‘conducted MKULTRA) and the Office of Research and Development. The directorate pulled
approximately 30 cubic feet of documents and is still engaged in a hand search of this material.
The agency brought in two retired persons ("annuitants”) with knowledge of these activites to
help with search.

(3) Directorate of Intelligence. The DI has three central data bases which are
computerized index systems of raw and finished intelligence reports (depending on the time
frame), as well as two hard copy indices. The former are queried by subject categories, area
codes, and/or key words. The documents themselves (not merely "folder ttles™) are indexed.
The initial search was for any records relating to ionizing radiation experiments on humans. In
those instances where there is no keyword capability, broad subject codes were linked with the
United States: i.e., if a document referred solely to foreign activities not including the United
States, it would not have surfaced. (Soviet atomic bomb developments were not the subject of
the initial request.) The DI also searched for records archived by the Office of Scientific
Intelligence using ARCINS for topics dealing with human radiation experiments. Approximately
18,600 pages were reviewed by hand. and no responsive documents were located. OSI files are
still under review. and the Directorate is conducting additional searches based on new information
supplied by the Committec.

(4) Directorate of Administration. The DA's files are indexed primarily by name.
However, it also searched the Office of Security, because of its early involvement in MKULTRA,
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Central Intelligence Agency

Wastungion. 00.C 20505

01 XU 1994

Ms. Joyce Battle
The National Security Archive

1755 Massachusetts Avenue, N.W., Suite 500 RECEIVEQ JUL § 1 9%
Washington, D.C. 20036

Reference: F94-1013

Dear Ms. Battle:

This is to acknowledge receipt of your 12 May 1994 Freedom
of Information Act (FOIA) request referenced above.

Specifically, you are requesting copies of "[t]lhe

following intelligence reports on Banca Nazionale del Lavoro
{BNL) dated:

1. September 15, 1989
2. October 5, 1989

3. October 6, 1989

4, October 20, 1989"

Your request as stated is unsearchable in our records
systems. The FOIA provides for public access to reasonably
described records. This means that a document must be described
sufficiently to enable a professional employee familiar with the
subject to locate the document without an unreasonable amount of
effort. This, with few exceptions, means that the documents
must be locatable through the indexing to our various records
systems. The FOIA does not require us to perform research or
create records for a requester. ©Neither are we required to
study a body of material to see if any of it is related to a
specific event, activity, or incident. To study a body of
material to see if any of it relates to the specifics of your
request would constitute research which is neither required nor
authorized under the FOIA.

A
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We regret we are unable to assist you with your request.
If you could provide a specific subject or further describe the
reports in which you are interested, we shall be happy to
conduct records searches on your behalf.

v

John H. Wri
Informgtion and Privacy Cdordinator
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The National Security Archive

Documenung U.S. Foreign Paticy

A Project of the Fund for Peace

August 9, 1994

John H. Wright

Information and Privacy Coordinator
Central Intelligence Agency
Washington, D.C. 20505

RE: F94-1013
Archive FOIA No. 94Q435CIA040

Dear Mr. Wright:

I am writing in response to your letter of July 11,
1994, in which you indicated that a request for four
intelligence reports on the Banca Nazionale del Lavoro (BNL)
was unsearchable in your records systems. I question your
assertion that the information in my request is insufficient
to locate documents in your files. The subject and dates
provided should be sufficient for a keyword and date search
of your indexing system.

_ The documents requested were the subject of
considerable Congressional, media and public attention when
questions arose about the completeness of the CIA’s response
to requests for information from judicial authorities
investigating the BNL affair. The reguested intelligence
reports were identified and provided to the Senate Select
Committee on Intelligence for its review in response to a
request for CIA information pertaining to BNL.

I have enclosed a September 1990 letter from the Senate
Select Committee on Intelligence referring to the documents.
With this citation, I believe that sufficient information
has been provided to locate these materials for review.

I look forward to your response. If you have any
questions or believe a discussion of this matter would be
beneficial, please do not hesitate to contact me.

Sincerely,

Joyce Battle

Enclosure

1735 Sascac husetts Anonue, NW Suie 5t Washingion, DO 20036

Phoe B 797-0882 ¢ §ay 20290870800« Intemel aioiv@cap gwueau

®
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September 30, 1992
SSCif 92-47¢68

13

. The Honovable Robert M. Gatos

| Director of Central Intelligence
| Caentral Intelligence Agency

; Washington, D.C. 20505

Dear Bob: = ' .

The Committes reguests further information be
provided with respect to the background and preparation of
- . the CIA letter of September 17, 1992, to the Department of
Justice vegarding the federal investigation of activities
at the Banca Nazionale de Lavoro Atlanta branch. 1In
particular, we request responses to the questions listed
in the attachment to this letter as soon as possible.

Sincerely,

s

Da . Boren
Chaitman

7717 [t
rrank B. Hurkowski
Vice Chalrman

. Attachment

BT R 0
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ATTACHMENT

With respect to the CIA letter of September 17, 1992,
to the Departmant of Justice relating to the federal
investigation of activities at the Banca Nazionale del
Lavore Atlanta brench, please describe in detail:

1. Al)l of the contacts between the Department of
Justice (including the Yeceral Bureau of Investiqation)
snd the CIA which led to the transmittal of this Tetter.
Such description should 1ncliude:

‘-~ When did each contact occur?

~—~ What offices were involved in sach contact? wWho
were the individuals acting for DoJ? Who were the
Andividuals acting for CIA?

~~ Wetre the communications oral, in writing, or both?

~- What was the substance of each contact, includiag
each request for information and each response thereto?

~~ In the course of any of such contact, did DoJ evaer
share vith CIA officials the Atlanta prosecution theory or
strategy? If so, please describe the circumstances.’

-~ What guidance, 1f any, did DoJ officials give CIa
with respect to the form or content of CIA responses? Was
CIA ever advised to conform the contents of {ts response
to fit the prosecution theory of the case? If $0, please
explain the circumstances.

~- Was CIA apprised in the course of any contact that
DoJ planned to enter its response into evidence in the
Drogoul case and/or release it to the public? 1If so, when
did thisz occur? :

2. The procuss within CIA wvhich led to the letter of
: September 17, 19%Z., to include:

-- Which office at CIA was responsible for the
drafting, revieving, and/or final spproval of the CIA
tesponse of September 17, 19927 Did the General Counsel
roview the response? Did the DCI or DDCI?

-~ Did any CIA official take the position prior to
its releast that any portion of the September 17 letter,
or any draft of that letter, was inaccurate or misleading?
I1f so, how was this objection dealt with?

—— Describe all mateciale that were consulted in
preparing the lettsr. Who was responsible for searching
for and assenbling these materials and what process was
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used to do so7

~- Specifically, did the author(s) of the Septeaber
17 letter prepare the angwers with knowledge of and/or .
access to the September 15, October 5, October 6, and ;}??
Qctober 20, 1989, clandestine reports concerning BNL that
SSCI statf discussed at the September 28, 1952, meeting?

~~ Precisaly to what was CIA referring. in the
September 17 letter’s reference in ansver number & to
“"publicly available information, acquired in the Decexber,
1989 — January, 1990 time-frame, that BNL-ROme was awite
of the $1llegal activities engaged in by BNL-Atlanta®?

-- Why did CIA believe the December 13989-January 1990
public information met the test for "any {nformation"
regarding its avareness of "{liegal activities” while the
October 1989 clandestine reports ¢id not? Does CIA stild
adhere to this view?

~= Did CIA consent to the September 17, 1992 letter
being released to the media and the public? Which office
apptoved this? :

3., Communications with the DoJ and Judge Shoob
concerning CIA information, to inclilude:

~- When did CIA transmit to DoJ raw intelligence and
any operational files or information relating to any
knowledge by BNL-Rome and/or entities of the United States
Government of BNL-Atlanta’s activities? When these
documents were transmitted, did CIA include summarjes or
explanatocry information? Were summaries transmitted prior
to or after transmission of the raw intelligence? When,
if ever, was DoJ provided with the September 15, October
5, October 6, and October 20, 1983, clandestine reports
concerning BNL that SSCI staff discussed at the September
28, 1992, meeting? . ‘

-~ By the time that the first BNL-Atlanta indictments

vere issued in February 19%1, had the Intelligence

Community provided DoJ with all available Intelligence
Conmunity {nformation and docunentation on on any
knowledge by BNL-Rome and/ot entities of the United States
Government of BNL-Atlanta’s activitices? If not, pleaze
explain what information was not provided and why.

-- When did Judge Shood receive raw intelligence and
any operational files or information relating to any
knowledge by BNL-Rome and/or entities of the United States
Government of BNL-Atlanta's activities? Has Judge Shoodb
had constant access to these materials since they came
into hig possession? When thase documents were
transmitted to Judge Shoob, did CIA or DoJ include
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gunmaries OF explanatory infqrmaticn?’

cransmivted to Judge shoob priorf to or nfter tcangmission

of the rawvw intelligence? When, 3f ever, vas Judge Shoob

rovided with the Septembef 15, october 5. october 6, and fﬁf
october 20, 1989, clandestine teporLs concerning L that

sscI staff discussed at the September 28, 1992, meeting? ,wl
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August 22, 1994

Director

Information Management
Central Intelligence
Washington, DG 20505

Dear Sir or Madame:

This letter provides comments in response to the Federal Register Notice dated
Monday, August 8, 1994, page 40339.

The thrust of the CIA’s Information release activities must, by definition, evolve in
response to changing world conditions. Therefore, business as usual, is likely to be
unacceptable within the context of domestic and international concerns.

Although the CIA's Historical Review Program has expanded substantially since
1992, much of the material released has been mandated by outside executive
branch directives. For example, the “over 140,000 pages from the JFK sequestered
collection of documents” was ordered reviewed and released by President Clinton.
I believe that the *over 1,500 pages of records on Raoul Wallenberg” has also been
released in response to requirements external to the CIA, A more proactive
amh is suggested, and one that concentrates on the needs of historical

1 ers.

1)  THE CIA SHOULD USE A FLOATING 30-YEAR TIMELINE TO RETRIEVE
AND REVIEW HISTORICAL MATERIALS FOR RELEASE.

Materials of historical importance need to be made available up through 1964, and
more recent materials need to be reviewed when thelr 30-year anniversaries are
reached,

2)  THE CIA SHOULD GIVE TOP PRIORITY TO THE REVIEW OF OLDER CIA
HISTORICAL REPORTS (WHICH CURRENTLY EXIST BUT ARE RESTRICTED
OR CLASSIFIED), -

CIA Historical Reports and documents generated by CIA intemnal historians are
already In a form suitable for use by historical rescarchers. These secondary
documents will provide the most accurate interpretation of historical events for
historians, and the least additional work to be useful.

3)  THE CIA HISTORICAL REVIEW PROGRAM SHOULD COMPILE AN

IRICLALOIIROD DIDLIO CIARIIY O OLA IIXFTONING, RIQLUDI O AL
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KNOWN DOCUMENTS, THEIR CURRENT LEVEL OF AVAILABILITY, AND
THE ANTICIPATED DATE OF THEIR NEXT DECLASSIFICATION REVIEW.

This omnibus historical bibliography will provide a good road map for historical
researchers, while potentlally reducing the workload for those involved in
processing FOIA requests,

4 TO ENCOURAGE MAXIMUM UTILIZATION BY HISTORIANS OF
ONGOING DECLASSIFICATION MATERIALS, THE CIA SHOULD
CONTINUE TO SPONSOR ADDITIONAL SYMPOSIA THROUGH THE
CENTER FOR THE STUDY OF INTELLIGENCE.

This will serve 10 bring these newly accessible materials to a broad range of
researchers, and thus preclude misinterpretation by potentially hostile researchers,
and also get the “biggest bang for the buck.”

5) THE CIA SHOULD ESTABLISH A “PUBLIC READING ROOM” IN THE
WASHINGTON, DC METROPOLITAN AREA FOR MATERIALS RELEASED
UNDER THE HISTORICAL REVIEW PROGRAM. THE READING ROOM
SHOULD ALSO INCLUDE MATERIALS OF GENERAL INTEREST WHICH
HAVE BEEN RELEASED TO REQUESTERS UNDER THE FREEDOM OF
INFORMATION ACT, AND THOSE MATERIALS WHICH THE CIA HAS
MADE ACCESSIBLE PREVIOUSLY UNDER OTHER PROGRAMS.

Suggestions for Materials which should be reviewed for release:

I also suggest that the following record sets be reviewed for declassification and
availablility for several reasons including that they address the topic of non-US
development of atomic weapons. Furthermore, they are over 45 years old.

FBIS (FOREIGN BROADCAST INFORMATION SERVICE) REPORTS DATED
PRIOR TO DECEMBER 31, 1950,

FOREIGN DOCUMENTS DIVISION (FDD) REPORTS DATED PRIOR TO
DECEMBER 31, 1950.

Q INFORMATION REPORTS WRITTEN PRIOR TO DECEMBER 31, 1950.
- FDD TRANSLATIONS DATED PRIOR TO DECEMBER 31, 1950.
U REPORTS DATED PRIOR TO DECEMBER 31, 1950.

Comments on CIA Files Designated as Operational

I do not believe that, for the purposes of FOIA request, that all the CIA files
presently designated as Operation should continue to be treated as such.
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Specifically, the Personality files have contained records on persons surveilled
within the borders of the United States for partisan and political reasons rather
than counterintelligence reasons, The exemption of Personality file searches have,
by themselves, subverted the intent of the FOIA statutes, because the CIA FOIA
office routinely refuses to search the Personality files for applicable records.

I feel that while much of the material within the Personality files, may in fact be

exempt under POIA statutes, treating the gntire set of files as such is
counte uctive, improper and illegal. Thercfore, the older Personality files

(more than 25 years old) should be considered outside the scope of operational
files for the purpose of initial FOIA searches,

Thank you for requesting and considering my comments.
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September 7, 1994 -

Mr. Ed Cohen

Director, Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen,

I received the attached letter from Athan Theoharis, a professor of
history at Marquette Unversity. He heard about the request for comments in
the Federal Register but did not see the announcement. He has thus asked me
to forward his comments to you.

Sincerely,

Page Puinam Miller

Alabama Missouri
Arizona Montana
Arkansas New Hampehire
Califorria How Jorsey
Connectiost  ~ New Mexko
Georgia North Carolina
Kaho North Dakola
Iinois Ohie

indiana Okighoma
Kanses Pennsylvania
Kerucky Texas
Marytand Utah

Michigan Vermont
Minnesot Wisconsin

Mississiopl
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. Department of History

Marquette
University

Charles L. Coughlin Hall
Milwaukesa, Wi 53233
(414) 288-7217, 288-7385

. - August 26, 1994

Page Putnam Miller, Director
National Corrdinating Committee

Dear Page!
. dead bive
A colleague advised me of the “eptember 7, 1994, comment, re the CIA
request for comments on the histordcal value of CIA operational files and
other CIA records. Since this colleague did not report to whom I should
send this comment, I am mailing it to you and request that you send it
to the appropriate office or official,

Clearly it is difficult to offer a firm assegsment on the historical
value of CIA records, and particularly the Agency s operational files.
That difficulty stems not from the questionable value of these records
but the famot that CIA records were not accesasible to historical rescarchers
until passage of ke amendments to the Freedom of InformationAbt in 1974.
Even then, released CIA records were heavily redacted and then, in 1983,
CIA operational fides were totally exempted from release under the FOIA.
In arghing for the passage of the 1983 amendment, CIA officials emphasized
the sensitivity of these records and how their public release would adversely
affect the Agency's liaison relationship with other forelgn intelligence
agencies and the ﬁgency s abillty to recruit sources. In itself, this is
an argument for the importance of these records for historical research
(whenever released) and against the destruction of these records. Operational
files are g record of the Agency's operations and procedures--and given
the Agency s importance to the formulation and executlon of U.S. foreign
policy, these records provide an essential record to the student of U.S.
foreign policy. “s well, students of buremucracy will find these records
of inestiMale value, providing insights into the Agency's methods, proceéaures,
priorities, and as well its successes apd failures. last the very secrecy
of the‘A@ency 8 operations make CIA records of particnlar value providing
a record of the Agency's relationship with the White (louse, conceptions
of Congress s ro%e, conceptions of public and press opinion, the very fact
that the CIA operated in secrecy means that CIA records offer a far more
comprehensive record of exscutive policy and decisions than those of other
executive agencies and the White House, whose personnel might have otherwise
hesttated to ¢reate written records of sensitive decisions, While retention
of the resulting massive records might ereate housekeeping problems; these
are records of great historical research value and should be preserved.

Sincerely.

AVIALIL ALIGULIALLYS
Professor of History
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Adminigtrative Offices: 400 A STREET SE
T WASHINGTON, DC 200034202) 544-2422

NCC Bneﬁng Sheet on Historical Value of Operational Files of the CIA
August 24, 1994

Background: On August 8 the Federal Register carried a request for comments
from the public regarding the historical value of the subject matter of the Central
Intelligence Agency's (CIA) operational files, Since 1984 these files have been
exempt from Freedom of Information Act (FOLA) requests. The CIA Information
Act of 1984 exempted from FOIA searches three categories of operation files -- the
files of the directorate of Operations, the files of the Directorate of Science and
Technology, and the files of the Office of Security. Within these categories some
of the files that would be of most interest to historians are the Policy and
Management files of the Directorate of Operations, described in the Federal Register
announcement as files containing information concerning the management of
individual projects and decisions made for the conduct of operational activities. In
hearings in 1983 when this legislation was under consideration, historians testified

‘in the House and Senate in opposition to policies that closed off large bodies of

records without any provisions for eventual access. In subsequent amendments,
spearheaded by Senator Patrick Leahy, some concessions were made to ensure that
the legislation not undercut the public's access through the FOIA to information
used in setting United States foreign policy. One of the amendments adopted
requires that not less than once every 10 years the Director of Central Intelligence
review those categories of records exempt from FOIA requests. With the end of
the 10 year period occurring in October, the CIA is soliciting comments to assist
with this review.

Key Issues:

1. Through its Openness Initiative the CIA has in the last few years made some
select information available to the public. But the long list in the Federal Register
under "Declassification and Release of CIA Information of Historical Value"
includes relatively few documents. At the March, 1994 CIA Conference on the
Origin and Development of the CIA in the Administration of Harry S. Truman, Dr.
Anna Nelson of American University in a session titled "Research, Records, and
Declassification Today" made clear that “the efforts of CIA public relations officials
notwithstanding, the Agency has released very few of its records.” The CIA
collection in the National Archives consists mainly of intelligence estimates, articles
from Studies in Intelligence, some documents used in the preparation of official CIA
histories, records related to the JFK assassination that were required by law to be
deposited at the National Archives, and some selected documents dealing with
specific issues.

2. Scholars require comprehensive access to records. Preselected groups of
documents pulled from the files are not a satisfactory alternative. The historical
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profession has for a long time urged that older records of historical significance be transferred to the
National Archives and made available to researchers. While historians value the FOIA, historical
methodology is best served when researchers have access to the whole body of records and not
isolated documents. As the National Archives stated in a 1980 General Accounting Office report,
“To fully explore a research topic; a researcher requires comprehensive access to the records, i.e., to
examine the records with minimal constraints." The recent CIA declassification efforts have resulted
in two archival boxes of material related to the Cuban Missile Crisis being placed in the National
Archives. So few documents raise more questions than provide answers for historians.

3. The principle that the sensitivity of a record declines with age should be a part of all access
policies. A most troubling aspect of the current designation of files to be exempt from the Freedom
of Information Act is that there is no consideration of the age of documents. Thus a 1950 document
is as inaccessible as one from 1990, if it falls within one of the exempted categories.

4. Until the mid-twentieth century, the State Department was the primary agency involved in the
conduct of foreign affairs. Today, the National Security Council, as well as the CIA, have pivotal
roles. The CIA acknowledged this role in sponsoring a conference in October, 1993 on "Teaching
Intelligence." At this conference the CIA provided participants with a collection of syllabi of
Intelligence-Related Courses. One such syllabus begins with the statement: "The flow of
information to policy makers, particularly on critical areas of foreign affairs, has been greatly influence
by what intelligence agencies generate and by their posture toward foreign policy issues. This course
will examine the role of strategic intelligence and intelligence agencies as a tool of United States
foreign policy." Although the CIA may seek to encourage the study of intelligence, this effort
appears only half hearted without providing access to the historical records,

5. If the CIA is to defend its mission in this rapidly changing world, . there needs to be more
information available that will allow a meaningful debate on the role of intelligence gathering and
analysis for the conduct of foreign policy. Many inside and outside of government feel that secrecy
has not only handicapped CIA's ability to make a case for the value of intelligence assessments but
has also handicapped the quality of analytical studies by insulating those who prepare intelligence
assessments from dialog with specialists outside the agency.

6. Unless the CIA makes available more of its historic documents, the Foreign Relations of the

United States (FRUS), the State Department's documentary series of 30 year old documents that

provide an authentic and comprehensive presentation of American foreign relations will be distorted.

The State Department Advisory Committee on Historical Diplomatic Documentation, which is

mandated by law to have oversight over both the publication of FRUS volumes and the State

Department declassification program, noted in its August annual report that the Committee is

preparing to contest declassification refusals by the Department of State and the CIA. The.
Committee has unanimously agreed that there would be serious distortions to the record of American
foreign policy with at least two volumes on the Kennedy-presidency, if these documents over thirty

years old are not included.

Recommendation: Historians urge that there be a full scale revision of the operational categories
defined in the CIA Information Act of 1984 to ensure that older records of historical value are
accessible to scholars and to the public.
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Comments from the Public Concerning
Decennial Review of CIA Operational File Exemptions

Received as of 25 January 2005

Writer

Argument

Requests special consideration of operational files
pertaining to OMS and medical intelligence

—

Requests a specific 1967 document relating to the
USS Liberty

L

(researcher/writer on intel
topics)

Concerned that decennial review process will result
in file destruction...argues that DO records are
historically significant and that disclosure is
essential for a well informed public.

R. Bruce Craig
Director, National Coalition
for History

Suggests declassification of ops files older than 30

years...cites examples of major releases of ops
records that did not harm national security...asserts
ops file series encompass releasable
materials...reminds us that CIA has not released
promised convert ops materials...alleges CIA has
reclassified previously released material..

Michael J. Churgin
American Society for Legal
History; Univ. of Texas

Urges maximum disclosure of ops records because
of their historical significance

John W. Carlin Believes cleared NARA staff to examine records to

Archivist of the U.S. help determine whether they should remain

NARA exempt...wants NARA to accession full-text

: version of CREST records...wants to ensure that

50-year old records are sent for accessioning, not
destroyed.

Thomas Blanton and Presents a nine-page argument asking CIA to

Meredith Fuchs narrow its categories of exempt records because

National Security Archive

scholars and public need to know intel history and
learn from experience.

James H. Lesar, Esq.

Everything CIA has ever done stinks and the public
needs to know the details of its corruption.

Meredith Fuchs
National Security Archive

Asks CIA to make the decennial review docket
(notice and comments) publicly available--on

CIA’s website or NSArchive’s.

25-Mar-2010

APPROVED FOR
RELEASECDATE:

(b)(3)
(b)(8)
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24 December 2004

Edmund Cohen

Director of Information Management Services
Central Intelligence Agency

Washington, D.C. 20505

Dear Mr. Cohen: ' : | A ,

This letter is in response to the request for solicitation of comments on the
historical value of CIA files, which was published in the Federal Register, Volume 69,
No. 244, 21 December 2004,

I would like to suggest that the during the second decennial review, the CIA
congider those records from the Directorate of Operations, Directorate of Science and
Technology, and Office of Security that pertain to medical support for operations, the
CIA “Office of Medical Services (OMS),” and “medical mtelllgencc ! The CIA Office

- of Medical Services has been an integral part of the Agency since 1947. In 1997, Dr.

John Tietjen, Director of OMS from 1947-1974, was designated as a “CIA trailblazer” by
former DCI George Tenet. Dr. Tietjen was instrumental in establishing the Agency’s
worldwide medical program and pioneering aspects of medical and psychological field
support for clandestine operations. Since at least 1963, the “VIP Health Watch” program
to monitor the psychological and physical health of foreign leaders has been an integral
component of the Agency’s leadership analysis efforts. Since 1949, the CIA Office of
Scientific Intelligence has been responsible for producing intelligence on foreign
biomedical capabilities, trends, and research and development for inclusion in various
analytical products, such as National Intelligence Estimate 11-6-56, Capabilities and
Trends in Saviet Science and Technology.

My interest in the above subjects stems from research towards a scholarly history
of medical intelligence and medical support for clandestine operations from World War 11
to the present. My research is based, first and foremost, on the extensive archival records
held in the United States National Archives, Center for Military History, US Army
Military History Institute-and several private archival collections. I have made extensive
use of declassified archival material related to this subject that are maintained in Record

' DOD Dictionary of Military Terms defines “medical intelligence™ as “That category of intelligence
resulting from collection, evaluation, analysis, and interpretation of foreign medical, bio-scientific, and
envirorimental information that is of interest to strategic planning and to military medical planning and
operations for the conservation of the fighting strength of friendly forces and the formation of assessments
of foreign medical capabilities in both military and civilian sectors ” DOD Joint Publication 1-02, 7
October 2004 :
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Group 263 at the National Archives, including the CIA Research Tool (CREST) CD-
ROM also located at NARA. I have also found important documents on the CIA
Electronic Reading Room website (http://www.foia.cia.gov).

The first part of my book will be an in-depth organizational and administrative
history of medical intelligence within the United States military beginning in 1933 to the
present day, Armed Forces Medical Intelligence Center (AFMIC). I will attempt to trace
the development of medical intelligence doctrine over the past 60 years. I will include an
analysis of the intelligence cycle (i.e., tasking, collection, analysis, production, and
dissemination) from the standpoint of medical intelligence, and using historical examples,
will show how each element of the cycle works in this field. I also hope to discuss the
role of the CIA Office of Scientific Intelligence/Medicine Division and Life Sciences
Division in the production of medical intelligence for the US Intelligence Community,
‘and specifically, the National Intelligence Surveys and various National Intelligence
Estimates. :

The second part of my book deals with “medical support for intelligence
operations.” This section will essentially constitute a history of the Office of Strategic
Services (OSS) Medical Services Branch and its eventual evolution into the CIA Office
of Medical Services. I will then attempt to describe the organizational and administrative
history of CIA/OMS from its inception in 1947 under Dr. John Tietjen, to as close to the
present time as possible. The focus of this section will be on the development of the basic
policies and practices of OMS; historical problems related to the recruitment and
retention of career physicians; the Medical Career Service Board, the development of
individual OMS subunits such as the Operations Division, Field Support Staff, and the
Psychiatric Division; the “VIP Health Watch” program, and the Regional Medical Officer
program.

I would like to point out that several recent widely reported news stories have .
underscored the public’s interest in the medical aspects of the U.S. intelligence effort.
For example, extensive speculation has been made on the circumstances surrounding the
exact cause of death of Palestinian President Yasir Arafat, the alleged poisoning of
Ukrainian opposition candidate Viktor Yushchenko, and the health of Osama Bin Laden.
These cases have highlighted the public interest in the government’s effort to monitor the
health of such individuals. The recent outbreak of SARS in China, and the proliferation
of HIV/AIDS in Sub-Saharan Africa and India have highlighted the vulnerability of
developing nations in handling emerging public health issues. The public has an interest
in our nation’s intelligence efforts to monitor epidemics and pandemics which may
potential destabilize areas of strategic interest or possibly directly effect U.S. national
security. : ‘

: I have performed an exhaustive search of the open source intelligence literature
and have found a veritable dearth of scholarly research on the field of medical
intelligence or medical support for Agency operations. Moreover, extant literary coverage
of the CIA Office of Medical Services is limited to one-line blurbs, mainly focusing on
lurid tales of mind control experiments gone awry, assassination plots, or errant
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psychological profiles of Daniel Ellsberg or former Haitian President Jean-Bertrand
Aristide. ] am confident that my book will make a unique scholarly contribution to the
body of intelligence literature and shed a positive light on a fascinating and little known
aspect of intelligence work. The declassification of even portions of those files, or
information contained therein, would greatly assist my endeavor to make a substantial
contribution to the public’s understanding of the role of the Central Intelligence Agency
and the government in these areas.

. . Sincerelv...




Explanation of Exemptions

Freedom of Information Act:

(b)(1) exempts from disclosure information currently and properly classified, pursuant to an
Executive Order;

(b)(2) exempts from disclosure information, which pertains solely to the internal personnel
rules and practices of the Agency;

(b)(3) exempts from disclosure information that another federal statute protects, provided that
the other federal statute either requires that the matters be withheld, or establishes
particular criteria for withholding or refers to particular types of matters to be withheld.
The (b)(3) statutes upon which the CIA relies include, but are not limited to, the CIA Act
of 1949;

(b)(4) exempts from disclosure trade secrets and commercial or financial information that is
obtained from a person and that is privileged or confidential;

(b)(5) exempts from disclosure inter-and intra-agency memoranda or letters that would not be
available by law to a party other than an agency in litigation with the agency;

(b)(6) exempts from disclosure information from personnel and medical files and similar files
the disclosure of which would constitute a clearly unwarranted invasion of privacy;

(b)(7) exempts from disclosure information compiled for law enforcement purposes to the
extent that the production of the information (A) could reasonably be expected to
interfere with enforcement proceedings; (B) would deprive a person of a right to a fair
trial or an impartial adjudication; (C) could reasonably be expected to constitute an
unwarranted invasion of personal privacy; (D) could reasonably be expected to disclose
the identity of a confidential source or, in the case of information compiled by a criminal
law enforcement authority in the course of a criminal investigation or by an agency
conducting a lawful national security intelligence investigation, information furnished by
a confidential source; (E) would disclose techniques and procedures for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law; or (F) could reasonably be expected to endanger any
individual’s life or physical safety;

(b)(8) exempts from disclosure information contained in reports or related to examination,
operating, or condition reports prepared by, or on behalf of, or for use of an agency

responsible for regulating or supervising financial institutions; and

(b)(9) exempts from disclosure geological and geophysical information and data, including
maps, concerning wells.

January 2007
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28 December 2004

Edmund Cohen

Director of Information Management Services
Central Intelligence Agency

Washington, DC 20505

SUBJECT: Decennial Review of Operational Files Designations
Mr. Cohen, |

With regards to operational files designations, former CIA director Richard Helms in his memoir
A Look Over My Shoulder said the following with regards to the U.S.S. Liberty AG.T.R. 5, an
“auxiliary general technical research” ship outfitted as an NSA/NSG (National Security
Agency/Naval Security Group) mobile mtelhgence gathering unit, sailing in the Eastern
Mediterranean Sea on 8 June 1967, when it was attacked by Israel Defense Forces from the air
and sea:

“Israeli authorities subsequently apologized for the incident, but few in Washington could
believe that the ship had not been identified as an American naval vessel. Later, an
interim mtelhgence memorandum concluded the attack was a mistake and not made in
malice against the U.S.. .

“1 had no role in the board of inquiry that followed, or the board's finding that there
could be no doubt that the Israelis knew exactly what they were doing in attacking the
Liberty. I have yet to understand why it was felt necessary to attack this Shlp or who

. ordered the attack ” [emphasis added]

I would like this “board’s finding” that Mr. Helms mentions to be declassified so it can be

~ released to the general public. I will also be submitting a FOIA (Freedom of Information Act, 5

U.S.C. § 552) request on this matter.

1 look forward to your reply on this matter. I would appreciate your communicating with me by
telephone or email, rather than by mail, if you have questions or even comments regardmg this

request. Thank you for your assmtance




c05458475

S

o

)

December 28, 2004

Edmund Cohen
Director of Information Management Services

Central Intelligence Agency

Washington, DC 20505

RE: Comments on Decennial Review of CIA Operational Files

Dear Mr. Cohen

Iam a iustor:cal researcher_an_@c.ahzmg in Amer;cgn xntenggn_p__aanmes I

publish my work on the internet at| | Two of
my webpages, one on the OSS and the other on the counterinsurgegcy war in Colombia

" are also archived by the U.S. Army Special Warfare Center and School at Fort Blagg,

N.C. These webpages contain about 4000 images of declassified documents, presented in

outline form. I have also writiten webpages about F.B.I. counterintelligence programs,

the Cuban réVolution, and the'politicai histories of Pakistan and Afghanistan.

Over the past four years, I've spent about 300 days orking at the National
Archives in College Park, MD. I have also worked in the archives at Ft. Bragg and Ft.
McNair, in the FBI's FOIA reading room, and elsewhere. 1 have filed several FOIA

requests with the CIA. These were either met with "Glomar® responses — neither .

confirming nor denying the existence of any information ~- or. with a response that the. .
CIA's records systems are not orgamzed to accommodate my request. One of the CIA's

"'Glomar“ responses has been in ligitation for about three years now. I am so frystrated

by my experience with the CIA that I'm writing a law review article on the circularity of\.
the CIA's legal arguments, which have effectively circumvented the broad “disclosure
requwements of the Freedom of Information Act. 1 intend to vigorously pursue the
judicial review route pro se until the CIA's dnsclosure policies change. -

I am writing to express ‘my . interest and dcscnbc the historical value of a wide

vanéty of CIA operational files. If they are not releasable yet, they should at least be

preserved for future historians, Neither the CIA Information Act nor its legislative
history (House Report No. 98-726 (I & II) and Senate Report No. 98-305) contemplate

~ that decennial review be used as an opportunity to destroy files. The purpose of the CIA.

Information Act was to relieve the Central Intelligence Agency from the burden of
processing unproductive FOIA requests for operational files, which almost invariably

- proved not to be releasable under the FOIA. At the same time, the CIA Information Act

f
s
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mmtended to improve the CIA’s ability to process FOIA requests in a timely manner,

o

. preserving undiminished the amount of meaningful information releasable to the public -

- under the FOIA, as well as to provide additional assurance of confidentiality to CIA

sources. Nowhere in Section 702 of the National Secunty Act. (50 USC 431) is the

dEstruction of records contemplated in the decennial review process. The recent 9/11
Recommendations Implementation Act did nothmg to change this.

The records of the: OSS provide a model example for how CIA operattonal files
should be released to the publxc Those records have been well preserved and organized,

and iare perhaps the best primary materials available on the Second World War. As you .

may know, it was not until William Casey became DCI that the CIA would agree to

release these files to the National Archives in unredacted form. I believe that the best.
solution for the CIA would be to send operational files more than 25 years old to the

National Archlves, and to let the National Archives declassify them. The FOIA procqss

~is time ‘consuming and difficult for both sides. Time has shown that the unredacted

V’:‘,i‘

0 CIA operanonal files. The. mere mennon of the CIA in connectxon with any

Y

records of the OSS may be.released to the public without any identifiable harm to our

_national security. In the words of Vlctor Marchetti, what we are facing is a cult of
- ‘ swacy whwh serves nexther the public interest nor thc interests of the CIA. .

.jl

' My personal interest is in the files of the Dlrectorate of Operatxons including the .
- Covert. Action- Staff (CAS), Special Operations: (SO), the Counterintelligence Staff,
_Regional Divisions of the Directorate of Operations, the Natlonal Collection Division .
"~ (NCD); and the Foreign Resources Division (FRD). As the names of these departments.

have. changed over fime, 1 am also interested in their prececessors and successors. I am

- not personally inte d m the Dxrectorate of Sclence and Technology nor the Office of
' Secunty . ‘ :

. ! While Special Operatlons havc rccelved wndespread media attention," pohtlcal
warfare practiced by the Covert Action Staff is probably more important from a historical

- perspective, and is ennrely missing from any historical accounts I have seen. This means
that the voting public is uninformed about many important aspects of our history. This is"

‘exactly the problem Congress was trying to solve in pa,ssmg the Freedom of Information
Act, and in tts subsequent strengthemng of the Judicml review provisions of the FOIA.

Appendlx Ito thns letter cons1sts of a list of known ClA specxal operatmn;;

' édapted from the work of William Blum. T expect this is far from a complete accounting -

of even the SO files. Mr. Blum takes a decidedly negative view of the CIA's track
record. Since the CIA does not release its operatxonal files, Mr. Blum's. accountmg is
the historical record. It is in the CIA's interest, and in the interest of the reputation of

the United- States to allow others to add whatever context the CIA operatlonal ﬁles may -

provide.
o It is my sincere hope that my comments are taken into. consideration
nial review. There is-no doubt of the public interest in the preservation andjrelease

your

entis
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Operatxons has been sngmﬁcant then it xs historically importanit.

1 hope that t.he questnon you are facing is when the ﬁles will be relcasable and not

f ether they can be ‘destroyed 'To use the decennial review as an excuge to destroy CIA
§ranonal files would be contrary'to the purpose of the CIA Info{mahon Act, and
a%mnst the mterests of both the United States and your agency.

Si“ncerely

practically guaranteed to to be newsworthy If the work of the CIA Du‘ectorate of -




C05458475

"S-

¥ : _ Appendix‘i- Known or Suspectéd CIA Special'Opérations '

‘ peration PAPERCLIP - Rcmhard Gehlen, Hitler's master spy, had built up an
intelligence network in the Soviet Union. After the war, the CIA created the "Gehlen
o Organization," a band of refugee Nazi spies who reactivated their networks in Russia.
These included SS intelligence officers Alfred Six and Emil Augsburg (who massacred
¥ Jews in the Holocaust), Klaus Barbze (the "Butcher of Lyon"), Otto von Bolschwing (the
Holocaust mastermind who worked "with Eichmann). Gehlen inflated Soviet xmhtary
_ capabilities at a time when Russia was still rebuilding its devastated society, in order to
. inflate hm own 1mportapce to the Amencans (who might otherwise punish hlm) '

; ﬂn 1948 Gehlen almost convinced the Americans that war was nmmment, and the Wes.
o should make a preemptive strike. In the 50s he produced a fictitious "missile gap.” The’
A Russians had thoroughly penetrated the Gehlen Organization with d;lble agents,

«r i A 1 undermmmg the very American security that Gehlen was supposed fp protect.

1947: Greece President Truman requested mxhtary aid to Greece to support right-wing -
forces fighting communist rebels. For the rest of the Cold War, Washington a.nd the CIA -

- bscked notmous Greek leaders with deplorable human nghts records.

1948' Italy - .The CIA mﬂuenccd democratic electxons in Italy, where Ttalian
i munists threatened to win the. elections. The CIA bought votes, broadcast
‘ “t ﬂaganda, threatencd and beat up opposttnon leaders and infiltrated and dlsrupted thexr :
CEY orgamzatnons o A o v
b ; ki Colombua -- Jorge Ehecer Gantan is assasmnated dunng the formative meetmg of tha
. Organization of Amenca States (OAS), leading to ten years of civil war in that country. .
The CIA's first director, Roscoe Hillenkoetter, demonstrably lies toa congresszonal
_ mvestlgatmg committee of the CIA's first "rntelhgence faxlure

'1949: Radio Free Europe - The CIA creates its ﬁrst major propaganda outlet, Radio
Free Europe: Over the next several decades it was 1llegal to pubhsh transcnpts of lts

broadcasts in the U.s.

% . IR '
o ‘ Late 40’8’ Operation MOCK]NGBIRD - The CIA recruited Amencan news
- -organizations and journalists to become spies and disseminators of propaganda. Frank
‘Wisner, Allan Dulles, Richard Helms and Philip Graham headed the effort. Graham was
pubhshar of The Waslungton Post, which became a major CIA player. Eventually, the
CIA's media assets included ABC, NBC, CBS, Time, Newsweek, Associated Press,
United Press International, Reuters Hearst Newspapers, Scripps-Howard, Copley News
~ Service and more. By the CIA's own admission, at least 25 orgamzanons and 400 x
% journalists became CIA assets ‘ ‘ ; -
i : ' a .
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1953 Iran — CJA overthrew the dernocrattoally elected Mohammed 'Mossadegh ina
military coup; after he threatened to nationalize British oil. The CIA replaces him with a
~ digtator, the Shah of Iran, whose secret police, SAVAK was as brutal as the Gestapo.

-~-ULTRA - Inspxred by North Korea's bramWashmg program, the CIA began
expenments in mind control. Funded in part by the Rockefeller and Ford foundations,
ch included propaganda, brainwashing, public relations, advertising, hypnosis, and
er forms of’ suggestion. While the CIA has testified that MKULTRA ﬁles were

dgs*royed researchers are hxghly doubtful. -

1954' Guatemala -- CIA overthrew the democrattcally elected Jacoh Arbenzina i
N mlhtary coup. Arbenz had threatened to nationalize the Rockefeller-owned United Fruit
8 * . Company. Arbenz was replaced with a series of right-wing dictators whose bloodt!ursty
' p01101es kllled over 100,000 Guatemalans in'the next 40 years

1954-1958: North Vietnam — ClA oﬁicer Edward Lansdale spent four years trymg to
- overthrow the communist govcmment of North Vietnam. The CIA also attempted to.
legmmxze a tyranmcal regxme in South Vietnam headed by Ngo Dinh: Dtem '

j g 1956: ]:'[ungm-y -- Radio Free Europe incited Hungary to revolt by broadcasting S
‘Khruschev's Secret Speech, in which he denounced Stalin. It also hinted that American -~ =
’ a;d will help the Hungarians fight. The aid fails to materialize as Hungarians launcheda = ¥
med armed revolt, which only mvzted a Sovxct invasion. The conflict killed ? 000

,g L govxets and 30 000 I-Iungamans

1957-1973: Laos - 'I‘he CIA camcd out approxxmateiy one coup per year trymg to.
nullify Laos' democratic elections. In the late 50s, the CIA created an "Army
: ~ Clandestine" of Asian mercenaries to attack the Pathet Lao. Afier the CIA's army -
T .- . suffered numerous defeats, the U.S. started bombing, dropping more bombs on Laos than -
all the U.S. bombs dropped in World War IL. A quarter of all Laonans eventually bccame

wﬂ&ws : S T

. 1959: Haiti -- The U.S. military helped "Papa Doc" Duvalier become dxctator of Haiti.
. He created his own. private police force, the "Tonton Macoutes," who terrorized the
popu]anon wnth machetes They killed over 100, 000 during the Duvalier famx y rexgn

id to Late 1950s: Colombia — The CIA manlpulated Colomblan olmcs through the |
‘Movimiento Revolucionario Liberal (MRL). The hnstory of the countermsurgency in-
Colombla has been one of contmuous dlsaster ’

19503-1960s° East Pakistan -- now Bangadesh, the ann—commums} program in East
Paksitan may have laid the foundation for resentment and eventual mdependence &om

“West Pakxstan The CIA'stole, if any, is unclear

1961 The Bay of Pigs -- The CIA sends 1, 500 Cuban exlles to mvade Castros Cuba. :
But "Operatlon Mongoose" falls, due to poor planmng, secunty and backmg The |
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1964 Brazil -- A CIA-backed nuhta.ry coup overthrowed the democratlcal]y elected

i)lam)ers had nnagméd that the mvandn would spark a Apopular uprising against Castro — -
which never happens. A promlsed American air strike also never occurs. This is the -
¢ ﬁrst public setback, causing | Premdent Kennedy to fire CIA Director Allen Dulles.

£
- D Agumcan Republlc —The CIA purportedly assassmated Rafael Tryj 1110 a murderous

digtator Waskungton had supported since 1930,
A :cuador -- The CIA-backed military forced the democra,tlcally elected President Iose

~ Velasco to resign. Vice President Carlos Arosemana replaced hxm the CIA filled the now.
* vacant vice presxdency w:th its owng?m : ! S ' o

. Congo (Zanre) -- The CIA purportedly assassmaxed the democrat:cally elected Patnce i

Lumumba Four years of polmca.l turmml followed,

63 Assassmatlon of US Presldent John. F Kennedy - th}e many CIA files related.
to the assassination of President edy have been released pursuant to an act of

aining files should now be transferred to the National Archives fgr rev:ew

N Wgtess, more than 25 years have passed since the assassination, and the CIA's

1963: Dommlcan Republic -- The CIA overthrew democrancally-elected Juan Bosch in
a m:htary coup: The CIA installed a repressive, nght wing junta m his place :

' Ecuador A CIA—backod rmhtary coup overthrows President Arosemana, whose.
‘ mdependent (not socialist) policies have become. unacceptable t6 Washington. A military

junta aqgumed command canceled the 1964 elacnons, and began abusing human nghts

government of Joao Goulart. The junta that replaced it became one of the most’
bloodthlrsty in history. General Castelo Branco created Latin America's first'death

: squadsto hunt down "oommumsts for torture, interrogation and murder. Often these

"communists” were no more than Branco s polmcal opponents Later it was rev&aled that

__«_ghe CIA trained the death squads:

1965: Indonwa ~The CIA overthrew the. demOcrancaIly elected Sukamo ina rmhtary
. The CIA had been trying to eliminate Sukarno since 1957, using everything from ,
pted assassination to sexual intrigue, for nothing more than his declaring neutrahty '
e Cold War. His successor; General Suharto, massacred between 500,000 to 1-

rmlhon civilians accused of being commumsts Tha CIA supphed the names of countless -
: suspects A A

Domxmcan Repubhc - A popular rebellion broke out, promtsmg to reinstall Juan Bosch

- as the country’s elected-leader. The revolution was crushed when u.s. Mannes lagded to
A uphold the mi htary regnme by force. ‘ : - S “%

3 Greece -~ With the CIA‘s backmg, the kmg remeved George Papandreous as pnme o

mmxster,
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Congo (Zaire) - A CIA.»backed mnhtary coup mstal]ed Mobutu Sese Seko as dxctator

&“' The Ramparts Affair - The radical magazme Ramparts began a series of

precedented anti-CIA articles. Among their scoops: the CIA had paid the University of
Michigan $25 million dollars to hire professors to train South Vietnamese students in

© covert police methods. MIT and other universities received similar payments. Ramparts
also revealed that the National Students’ Association to be a CIA front. Students were
somet:mes recruxted through biackmml and bnbery, including draft defennents

@note cultural programs in the third world. Subsequent exposute has made the wqu of

- g:ﬂ)s Congress for Cultural Freedom Thzs CIA operation: recrmted academics to
al humamtanans more difficult, as they are now suspected of being CIA sples

i

960s° Ford Fcnndanon -~ The “ldeologlcal Offenswe ‘of the Cold War mvolved ‘major -
oundations and 0SS psychological warfare veterans, co-optmg leftist elements in the
- 'US.and steenng ‘them away from their radical positions. These. foundations promoted
- the war in Vxetnam a,nd televxslon asan mstrument of psychologlcal mampulatlon o ;

i

T 1967' Greece —-A CIA-backed mmtary coup overthrew the govemment two days before '

ithe elections. The favorite to win was George Papandreous, the liberal candidate. Du.rmg f -

~ the next six years, the "reign of the colonels" - backed by the CIA - ushered in the. ’
w:despread use of torture and murder agamst pohtncal opponents

: OENIX The CIA helped South Vietnamese agents ldenttfy and murder a]lequ Vnet
- ™Cong leaders operatmg in South Vietnamese villages. Accordmg to a 1971 congressxonal
1 report, ‘this opcratlon k:llcd about 20, 000 "Viet Cong o .

~ 1968~ CEAOS - The CIA has been illegally spymg on American citizens smce 1959
‘but with Operanon CHAOS, President Johnson dramatically boosts the effort. CIA agents .
o W undercover as student radicals to spy on and disrupt campus organizations protesting.
N ‘; e Vietnam War. They are searching for Russian instigators, which they never ﬁnd S
‘7 - CHAQOS wxll eventually spy on7, 000 mdmdua]s and 1, 000 orgamzatzons '

- 'Bohvm - A CLA—orgamzed mxhtary cperatlon captured Iegendary guc-rﬂla Che Guevara. o ,
The Bohvxan govemment executed ium to. prevent worldwude calls for clemency R

1969' Uruguay - The notonous CIA torturer Dan tnone amved in gruguay, A
-country. torn with political strife, Whereas ngbt-wm  forces previously used torture only -
,a@ last resort, Mitnone convmced them to use itasa routme mdespread practxca

1970: Cambodla The CIA overthrew Prmce Sihanouk,’ who was popular among :
’ Cambodxans for keepmg them out of the Vietnam War. He was replaced by CIA puppet
E on Nol, who immediately sent Cambodian troops into battle. This unpopular move -
engthened the Khnier Rouge whlc.h achlcved power in 1975 and massacrcd millions of

Jits own people
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. 19?1‘ Bolma Aﬁer halfa decade of CLA-mspxred pohncal turmioil, a CIA—backed ,
*+= military coup overthrew the leftist President Juan Torres. In the next two years, dlctator

- Hugo Banzer had over 2,000 political opponents airested without tnal then tortured,
rsped and executed , , :

Haiti - "Papa Doc" Duvaher died leavmg his 19—year old son "Baby Doc" Duvalier the
D iilctator of Haiti. His son. continued his bloody reign with full knowledge of the CIA. i A
- 1972: Watergate Break-m -- Presx;ient leon sent in a team of burglars to wiretap
Democratic offices at Watergate The team members had extensive CIA histories,
. including James McCord, E. Howard Hunt and five of the Cuban burglars. They worked
for the Committee to Reelect the President (CREEP) which disrupted Democratic
. campaigns and laundered Nixon's illegal campaign contributions. CREEP's activities
jere ﬁxnded and orgamzed by another CIA front the Mullen Company.‘ :

: 9‘73 Clnle ~ The CIA. overthrew and purpon:edly assassmated Salvador Allende, Latm ‘
- Amerlca 8 first democratically elected socialist leader. The CIA replaced Allende with

. General Augusto Pmochet, who tortured and murdered thousands of his own countrymen

a crackdown on labor leaders and the political left ) : 1 '

: )} : atergate Scandal “The CIA's main collaboratmg newspaper in Amenca, The
S Washmgton Post, reported Nixon's crimes long before any other newspaper. The two
i . 1qgorters, ‘Woodward and Bernstein, made almost no mention of the CIA's many
f fingerprints all over the scandal. It was later revealed that Woodward was a Naval |
i mtcllxgence briefer to the White House, and knew many important intelligence figures, .
i 5 . cludmg General Alexander Haag st main source, “Deep ’I‘hroat " was probably one of ‘ * -

: ose. , -

-

4975 Austraha The CIA helped topple the democrancally elected, leﬁ-leanmg
govemment of ane Mmlster Edward Whitlam. * -

Angola -- Henry Klssmger launched a CIA-backed war in Angola The CIA backed the
i brutal leader of UNITAS, Jonas Savimbi. This polarized Angolan politics and drove lus
Py opponents into-the arms of Cuba and the Soviet Union for survival, , Congress.cut off
j oo § ' ; funds i in ‘1976, but the CIA was able to run the war off the books until 1984, when
BT _fundmg was legahzed again: This entxrely pomtless war kllled over 300,000 Angolans

: 1979' Iran-- The CIA failed to predmt the fall of the Shah of Iran a longtxme CIA. -
 puppet, and the rise of Muslim fundamentalists who were furious at the CIA's backmg of
- SAVAK; the Shah's bloodthxrsty secret pollce 1In revenge, the Musllms took 52
£.{}mencans hostage in the us. embassy in Tehran :

Lebanon - CIA trams falanglsts on how to bomb cmhans

'Jig_f,f'

o — .
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‘El Salvador - An ldeallsnc group of young mxlntary officers, repulsed by the massacre
of the poor, overthrew the right-wing government. However, the U.S. compelled the’
mcxpenenced officers to mclude many of the old guard in key posmons in their new

S govermnent

Nlcaragua - Anastasnos Samoza 10, the CIAwbacked dictator, fell. The Marx1st .
B - Sandinistas took over govemment, and were initially popular because of their i’.' ‘
.~ commitment to-Jand and anti-poverty reform. Samoza had a murderous and hated "
‘ personal ariny called the National Guard. Remnants of the Guard became the Contras, _
- who fought & CIA—backed guenlla war agalnst the Sandmxsta govemment throughout the .

1980s,

19703 Indla Moragl Desal a top Indian governmcnt oﬁﬁclal was reportedly inthe
pay of. the CLA ' , _

' 1980' El Salvador -- The Archbxshop of San Salvador, Oscar Romero pled w:th : #‘x
g 5 President Carter to stop aiding the mlhtary government slaughtering his people. Carter
:&fused Shortly afterwards, nght-wmg leader Roberto D'Aubuisson had Romero shot.

through the heart while saying Mass. The country 'soon d:ssolved into civil war, with the’

© peasants in the hills fighting against the military government. The CIA and U.S. Armed

- Forces supplied the government with overwhelming military and mtclltgence superiority. -

- CL d-t.ramed death squads roamed the countryside, committing atrocities such as El '

. MNazote in 1982, where they massacred between’ 700 and 1000 men, women and- chlldren
§y 1992, some 63, 000 Salvadorans were kllled '

‘ 981 Iran/Contra Scandal begms- The CIA began sellmg arms to Iran at high pnces,
o smg the proﬁts toarm the Contras ﬁghtmg the Sandinista government in Nicaragua. -
T he CIA's Freedom F:ghters Manual disbursed to the Contras included instructions on
A Jeconomic sabotage, propaganda, extomon bnbery, blackmall, mterrogatxon, torture, .
. murder and polmcal assassmanon ‘ ,

19 Honduras - The CIA gave Honduran mxlltary ofﬁcers the Human Resource
Exp oitation Training Manual - 1983, which tought how to torture people. Honduras'
" notorious “Battalion 316" useds these techniques, with the CIA’s full lmowledge, on

thousands of lefl:1st dlsmdents At least 184aremnrdered B . .- - 'V

) f
o "986 Eugene Hasenfus - Nlcaragua shot down a C-123 transport pla.ne carrying .
* military supphes to the Contras, The lone survivor, Eugene Hasenfus, turned outtobe a
CIA employee, as were the two dead pilots, The axrplane belonged to Southern Air
Transport, a'CIA front. ‘The incident made a ‘mockery of Presxdent Reagan ] clmms that
- the ClA is not 1llega|1y armmg the ‘:ontras ‘ o v

}Iram’Contra Scandal Although the details had long been known the IranfContra

‘scandal finally captured the media's attention in 1986. Congress held hearings, and
. several key- ﬁmjres (hke Ohver North) lled under oath to protect the mtelhgence e
commumty ' o o

T — o . b
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B .an assortment of other unsavory Afghan mujahideen. While these operations seem to " -

Haiti -- Rising popular revolt in Ham meant that "Baby Doc“ Duvaher will remain
"President for Life" only ifhe had a short one. The U.S. flied the despotic Duvalier to the
South of France for a comfortable retirement. The CIA then rigged the upcoming
' elections in favor of another right-wing military strongman. However, violence kept the
country in pohncai turmoil for another four years. The CIA tried to strengthen the '

military by creating the National Intelligence- Service (SIN) which suppressed popular I & 9 '
ey ¢

revolt through torture and assassination.

1989: Panama The U S. invaded Panama to overthrow a dictator of 1is own makmg, ‘
‘General Manuel Noriega. Noriega had been on the CIA's payroll since 1966 and had
-~ been transporting drugs wnth the CIA‘s knowledge since 1972 ‘ : o

= 1980s:. Afgbamstan ~ The CIA spcnsors Gulbuddm I—Iekmazyar Osama bin Laden, and

Jhave contributed to the digsolution of the Soviet Union, they would come back to bits us
- later, as would our cohorts, the ISI. The CIA's knowledge of Charlie Wilson's contacts
mgh Mossad also need to be investigated to determme Israel's mﬂuence in these events.

. ~ e
19%05* Iraq --US supports Saddam Hussem and provtdes chemxcal kveaponsdespite 2 :
th ir use agamst Iran Thc CIA‘s role is unknown o o ) o : :

3 Ham Compe-tmg agamst 10 comparauvely wga.lthy cand:datcs leﬁxst pnest ,

, -Bertrand Aristide captured 68 percent of the vote. After only eight monthis in power,

' ¥ however, the CIA-backed military deposed him. More military dictators brutalize the

~country, as thousands of Haitian refugees escaped the turmoil in barely. saaworthy boats, -
FAS popular opinion called for Aristide's return, the CIA began a dnsmf‘ormatnon ;ampaxgn S

'ntmg the courageous: pnest as mentally unstable, =~ Lo

'1991 The Fall of the Soviet Umon The C[A faxled to predlct this most mlportam
event of the Cold War, This suggests that it had been so busy undermining governments -
that it hadn't been-doing its primary job: gathering and analyzing information. The fall of -
the Sovxet Umon also’ robbed the CIA of i 1ts reason for existence: fi ghtmg communism ‘

remove the Haitian military dictator, Raoul Cedras, on threat of U.S. invasion. The U.S.
' occupxers did not arrest Haiti's lmhtary leaders for crimes against humamty, but instead
Jensured their safety and rich retirements. Aristide was returned to power only after bemg Y
forced to accept an agenda favorable to the coumry s ruling class

- 2001: World Trade Center and Pentagon attacks -- While U. S. air defenses "st.and
~down," soon-to-be DCI Porter Goss entertains Mahmud ‘Ahmad, Chief of the Pakistani
Inter-Services Intelligence, who is linked by the Indian'media to a wire transfer of
~-8100,000 to the bank account.of Mohammed Atta just before the attacks. Ahmad was
reheved of service; however, the 9/ 1 l COmxm ssion declmed to mvestxgaxe this most
cuncusaapectofS)/lI o s _ g

1993 H’““ — The chaos in Haiti grew so.bad that Presxdent Clinton had no choice butto -~~~
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R . Edmund Cohen - January 18, 2005
‘ Director of Information Management Services ‘ :
Central Intelligence Agency . ‘
Washington D.C. 20505 -

Dear Director Cohen:

On behalf of the Nationial Coaiitlon for History, a consdmum of ovér 70Am'story and arcnwes related
organizations, we would like to pmvlde the following comments on the CIA decennial revlew of agency ’

operational files.

The CIA Information At of 1984 defines operatlons ﬁles asforeign lntelhgenoe or countermtemgen
materials from the Directorate of Operations, scientific or technical documentation from the Directora

of Science and Technalogy, and investigations of forelgn Intelligence or counterintelligence sources from
the Office of Personnel Security. The decennial review requires serious consideration by the Diractor of
Central Intelligence (DCI) to re-examine and exempt and ultimately releasa files for thelr historical value =

of public Interest. We vrge youto do Just that.

We believe that operat-onal files older than 30 years can and should be declassifled for several reasons.
First, because of dirinjshed if not non-existent security concems and second, because of the potential
- : - fogIncreased usefulnegs of these records to historians and political : scisnﬁsts whose speclality area Is the

history of U.S. intelligence. _ 5

' ‘ Dedasslﬂcaﬂon serves;tne pumose of historical value stated in the CIA lnformatlon Actby enabling
f historians to gather a wide range of sources in their ongolng efforts 1o assess the pasl. The CIA’s
- . .previous declassification effoits such thase Involving the JFK assassination records and Chile duting the -
L - Cold War, and though not CIA records, the National Security Agency’s 1696 decision to reflease of the
) ‘ VENONA decrypts-all ended up possessing immense histork:al and publ!c Interest values. They also. :
% ~ were alf released withmnt any harm 1o national security. - _ J

- Thers I also little cloum that the hlStory of U, s inteliigence efrarts throughout the world S espedaﬂy il
.. imporiant and of interest to the public, espedially glven the contemporary threats posed by intemational *
. - temorism. Declassificalion setves the pubiic interest by ennanclng the credibliity of the CIA. offering -
. lessons for future policy makers, and setting the record straight about Important and at times . .
~ _controversial historical svents. Declaastﬁcatlon can dispel popular myths about a parlicular agency’s -
: Involvpmem in a particular incident in American history. The release of the JFK assassination records, -
- "~ for example, set the record straight with respect to the CIA’s involvément: (ln this casea Iack of S
. involvoment) Inthe commversy surmundlng the death of the president o ‘

In advancmg the objective of greater govemment openness we urge reevaluation of the axlstent

~_ operational serles file system. it is of concem to us that there is some evidence that the Aqency may be’
* Inappropriately designating some materials as "operatlonal' merely because they fall within the same file;

. serles as operatlonal documents. Therefore, all such files should be carefully reviewed (or re-reviewed K
. as the case warrants) md when appmpriate materials shourd be- relemd under provisions of cun'ent -

Iaw

Scholars also are findmg it lncreasmgly fmstraﬂng that pmmlses made by high-ranking ClA officlals.
relating to reiease of operational files have not aiways besn brought to full fruition despite specific
promises fo do so; some such promises have even been made before Congressional commitiess. . For
example oh 28 SGptember 1993 In comments made before the House Permanent Select Committee on

I mnlnalupaomu m«mwmwmmmmwmmmmwmmmmmmmm .

" Sclence Assiociation; American Studies Assoolation; Council of State Historical Records Coandinators; The Histoty Channel; Midwest Archives Conlerence; National

' AmMmmmwmwﬁwommummw mmwmmamw
Historical Association. inattutionat y Editing;

WMNMWNMW”
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‘gigence hoadng on 'lncmasing Acoesslbumy to ClA Documents,” DCE R. James Woolsey declared
. thal he had “directed ruview for declassification of significant Cold War covert actions more than 30
years.old.” (See page 4 of the hearing record).” In his testimony, the Direcior specified for review such
ClA gctlons as activities in support of democracy in France and ltaly In the 1840s and 1850s; support {0
;. : Tibetan guerriilas in tho 1950s and early 1060s; operatfons agalnst North Korea during the Korean War;
£ - operations in Laos in the 1960s; Coups attempts against and against Prime Minister Mossadeq in Iran,
: : and operations In the Cominican Republic and the Congo. Little has come of any of these promises in
terms of comprehensive revuew and release of reievant documentary matena!s
. - ¥
The National COalItaon for History aiso finds troubling recent asserlions by some scholars that the CiA is
not in full compliance with provisions of the Freedom of information Act (FO!A) with respect to the
subject fites. The principles behind FOIA seek lo ¢create an informed electorate and open society, but
there Is a growing body of evidence that the CIA has been denying previously released Information {o
archers or refused additlonal Information about previously declassified information that is of
lar interest to historlans. For example, one broad assertion of exemption is the Office of Electronic’
n Information frorm 196266 that was already declassified for the National Archives. The CIA -
erted back to refuslng to releaso Information and asserted the claim that these files are relevant ‘
cumant aclivities, . : . v
E
A W -also note that the DCI. Hlstoncat Review Panel conclusions and reoommendaﬁons from September
: 1996 seem to have gone largely unimplemented. We belleve most of those recommendations still have
" relevance today. ‘The CIA should properly report this panel's findings and the ClA’s responsa to these .
* findings 10 appmpnate c-ongrasslonal commmeas on lntemgence T ;

v

i _ Finally, In recent. years Westom hlstorians have gainod access to- histoncauy sinniﬂcant doeuments frorn
. .. Russla, Eastemn Europe and even the People’s Republic of China that relate to the. Cold War era. . -
- . . Gaining access to similér related material in this country remains frustrated by the efforts of federal
' agencies including the CIIA in what appears to be an effort to. Implement outmoded and outdated
~ intelligence laws. As a consequenee the official records of these former Eastem block countries that .
" hgve been released may well be palnting a picture of the CIA that may not be correct, Only the release -
“of the Agency‘s own reon)rds will enabie scholars to set the recond straight. A

: -v'ln ‘conchislon, we recommand the CIA- consider tameted declassification of seleaad files or parts of such
operational files, and project a final date for dedasslﬂcaﬂon of the oldar documents passed over by tms .

neview as well

' Thank you for your consrderatton of our comments
A D R
S Slnoarely, j

,,,,, ——

R: Bruce Craig -
Director

T e

CC:  Senate Select committeo on Inlelllgence o
' House Permanem Selact Committee on lnteihgance ‘
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- January 18, 2005

VIA FAX ‘ .

¥
* ‘ TO:  Edmund Cohen, Director . ('
: Information Management Services, CIA i

FROM: Michael J. Chun;? o o H
: Chair, Committee on Documentary Preservatlon

, American Society for Legal History,

i RaybOurna Thompson Centennial Profeasor in Law

|

- SUBJECT: 69 Fed.Reg. 76449 (December 21, 2004)

ob

&
: ,{i
The historical value of the three categories of %CIA oparational
. files noted in the Federal Register is significant, and the
‘ § material should be made available . to researchers and others to
the maximum extent poss;ble. o »ﬂ

The besgt evidence of the historical use of the operationl filas .
might be the opening of records under the speczag act which
crpated the JFK Assassination Records Review Board. The Board,
composed in part of noted historians in the. diplomatic and ’
‘national security fields, used its authority to direct the
dilsclopure of various operational recoxds. The CIA acguiesced
in some actions of the Board and unsuccessfully sought

¥ preszdential review of other decisions. These records were of
'1§ 1ificant historial value. :

The Committee on DOCumentary Preservation of the American

: Socaety for Legal History stands ready to assist. I may be

§ l jontacted at the above address, by telephone at 512.232. 1330 or
~ % by e- mail at mchurgzn@mail law.utexas.edu ‘L
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8601 Adelphl Raad "
College Park. Maw}and 2 ] :

CJAN 19 2005
| Edmund Coben -
i+ ‘Directer of Information Managemcnt Semccs . -
 Centrsl Intelligence Agency . -~ o : ﬂ :
‘Washington, DC 20505 ‘- B :
By fax: (703) 6133020 - - o - o4

.. RE:FRDos. 04-27840, Notice of necemiﬁ Review of Operatinal Files Designations

for the o;:pommzw 10} provide comments for considezation dusing the dcctnmzl review of the CIA's

'Ihmk
P o::nﬁ:l files. The National Archives and Records Adm;numnon (I*IARA) subnuu three cqmm?ts
P to the histoncal value of these records. A

h\ its Federal Rcsiner notice, the cla provxdes broad outlms of three :ypcs of apmnoml files within the
* Directorates of Qperations, Science and Technology, and Security that are covered by this sxamption. NARA
o btmms that it would be in a batter position to 25sist ths CIA in idettifying specifia bodies of records for
i  fom exampred saus i prapely cleared andbrefed NARA saff mernibers were permitied

¢ more r.losdy thaspeexﬁc seties ‘to which the exemption npphr.s ' : ,

R R ¥

4 cht, NARA recognizes that CIa has turned over a us refereice copies afreoordl that it has xcvmwed for
3’”"  declassification. We believe that this reference material (in particulas copies of documents contasined ththe |
g 4 " CREST system) is beneficial 1o the ressarch community, aad we encourage the CIA t'allow NARA to

o accession the complete seties from which these selcetsd and reviewed docunents ongmm. This will allow

the archival integrity (provcumce and nngml order) to be maintained. It may also'incresse the bcneﬁt o
- famre researchers by & uuprovmg the rate in which access demand reqwts are resolved. : o

PR——}

. Finally, many of the cxcmpted records are pmnmmt!y valuable and may be past due for messzoning We
.- ene the CIA to work with appropriate NARA units 1o ensure that al) such records are sppropriately’ A
. sche and that permanently valuable records ars tansferred in o timely manner. In paztioular, CIA has .
 scheduled soms series of records. for transfer to NARA when 50 years old. It may bepessibletousathe .
' nqm:ed decennial reviewres a mechanism for blocking and tranafarring records to NARA. We recommend -
" thatseries or blocks of series crczted betwesn 1947 and 1955 and zl;gshlc far accmmnlng be. msfmed te ns

‘ , -u‘pnrt ot'thxs rmewprocm

. Sim:arely, o

o w.Cadin |
- Archivist oﬁhe United cha

o e _—

NARA*y web site is hitp:Aamriarchivas, gov o
- o S TOTAL P.@1
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The National Security Archive

The George Washington University ‘ Phone: 202/994-70
Gelman Libra Sui e 701 Fax: 202/994-7005
2130 H Strest, N.W. nsarchive@gwu.e
Washington, D.C. 20037 - www.nsarchive.org

January 19, 2005

Yia Facsimil 13-3020

Edmund Cohen .

Director of Information Management Services
Central Intelligence Agency

Washington, DC 20505

RE: Request for Public Comment on CIA Decennial Review of Operational

File Designations, 69 Fed, Reg. 244, 76449-76450 (December 21, 2004)

Dear Mr. Cohen:

Thank you for the opportunity to comment on the Central Intelligence Agency’s (“CIA”) decennial
review of the record categories in the Directorates of Operations and of Science and Technology and the
Office of Security that are currently designated under the CIA Information Act of 1984, 50 U.S.C. Secs.
431-432, as exempt from the search and review requirements of the Freedom of Information Act

(“FOIA”), 5 US.C. Sec. 552,

These comments are submitted on behalf of the National Security Archive (“the Archive”), a not-for-
profit foreign policy research institutc and library that uses FOIA to assemble collections of declassified
government agency records documenting key U.S. foreign policy issues. The Archive’s publications are
widely distributed through both print and electronic means. In its work, the Archive regularly submits
FOIA requests to the CIA and frequently receives denials of FOIA requests on the basis of the operational
files exception. These denials are received even in cases involving records that are several decades old,
that concern publicly acknowledged programs and activities about which there already is substantial
declassified information in the public record, and that do not appear from their title or description to meet

the statutory definition of an operational file.
Introduction
As Congress recognized when it enacted the CIA Information Act,

The [FOIA] has played a vital part in maintaining the American people’s faith in their
government, and particularly in agencies like the CIA that must necessarily operate in secrecy. In
a free society, a national security agency’s ability to serve the national interest depends as much
on public confidence that its powers will not be misused as it does on the confidence of .
intelligence sources that their relationships with the CIA will be protected. Central Intelligence

Agency Information Act, H. Rep. No. 98-726, Part I, at 9 (1984)

[The CIA Information Act] confirms that the CIA maintains information about which the public
may legitimately inquire. It recognizes that the FOIA plays a vital part in maintaining the public’s
An Independent pon-governmental research institute and Hbrary located at the George Washington Unlversity, the Archive collects

~and parblishes declassified docoments obtalned throngh the Freedom of Information Act. Pablication royaliies and tax deductible
contributions throngh The National Secarity Archive Fund, Inc. underwrite the Archive’s Budget, . i




05458475

*

-t

National Security Archive Comments on CIA Decennial Review
Of Operational File Designations

Filed January 19, 2005

Page 2 of 9 :

faith in government agencies, including agencies like the CIA which must necessarily operate
substantially in secret. The continued availability of information under the FOIA helps to foster
public confidence that the powers of the CIA are not being misused and that the CIA is serving the

‘national interest, Central Intelligence Agency Information AQ H. Rep. No. 98-726, Part I1, at 6
(1984).

It is for these reasons that the Archive urges the CIA to rigorously examine its prior designation of
records as operational and to narrow the categories of materials that are exempt from the FOIA. The
significant barrier posed by the broad designation of records as operational and exempt from FOIA
interferes with the ability of scholars, researchers, and the public to understand the history of U.S,
intelligence and to learn from past experiences. Moreover, the CIA’s practice with respect to its
designation of records as exempt from the search and review requirements of FOIA will serve as a model
for other intelligence agencxes that have more recently been granted operational files exceptions and have

been using them improperly.’
These comments address the following issues:
(1) The Characteristics of Protected Opérational Files;
(2) The Public Interest in and Historical Value of CIA Operational Files;
(3) Denied Reoords That Should be Removed from the Operational Files Designation; and
(4) Removal of Records Older-than 40 Years from the Operational Files Designation,
The Characteristics of Protecte erational Files»

The CIA’s request to Congress that the Agency be provided protection from FOIA for operational files

_was premised explicitly on the representation that the types of files sought to be protected are so sensitive

that there are virtually no circumstances under which a FOIA review would result in the release of
material to the public. The statutory definition provides:

(b) "Operational files" defined
For the purposes of this title the term "operational files" means -

(1) files of the Directorate of Operations which document the conduct of foreign
intelligence or counterintelligence operations or intelligence or security liaison
arrangements or information exchanges with foreign governments or their intelligence or

security services;
(2) files of the Directorate for Science and Technology which document the means by

! See Spy Agencies Abuse Froedom of Information Exemptions (June 11, 2003) (available at
http:/Awww2.gwu.edu/~nsarchivinews/20030611/ ). For example the National Reconnaissance Office (* ‘NRO”} has invoked its

own operational file exception — which applies only fo records that describe scientific and technical means of surveillance —~ to
refuse to search for records that were released with only partial redaction in response to a 1992 FOIA request and that discuss a
wide range of historical and organizational matters. These include “Report to the President's Foreign Intelligence Advisory
Board on the National Reconnaissance Program, January 1 to June 30, 1967 and “Report to the 40 Committee on the National
Recormaissance Program, July 1, 1970 to June 30, 1971.” It also has refused to search for the Final Report of former Director
of the NRO Hans Mark — a docurnent that is currently publicly available on the CIA CREST system at the National Archives
and Records Administration and that discusses & wide range of matters beyond scientific and technical means of surveillance.
Similar abuses of the operanonal files exception have occurred with the Nauonal Geospatial-Intelligence Agency.
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which foreign intelligence or counterintelligence is collected through scientific and
technical systems; and

(3) files of the Office of Personnel Security which document investigations conducted to
determine the suitability of potential foreign intelligence or counterintelligence sources;
except that files which are the sole repository of disseminated intelligence are not
operational files, :

50 U.S.C. Sec. 431(b) (emphasis added).
~As Congress explained when it passed the CIA Information Act, this language describes:

Only those files concerning intelligence sources and methods. These files concern the
intelligence process as distinguished from the intelligence product. They include
information on the identities of and contact with human intelligence sources, the various
methods used to collect intelligence from human and technical sources, and day-to-day
administration and management of sensitive human and technical intelligence activities.
These files are distinguished from what may be called intelligence product files the
function of which is to store the intelligence gathered from human and technical sources.

Central In@!;gg_gﬁgg Agengg Information Act, H. Rep. No, 98-726, Part I, at 520-21(1984) (section by

section analysis).

With respect to the Directorate of Science and Technology, Congress explained that it was seeking {0
protect only documentation of the “scientific and technical systems which collect foreign mtelhgence and

counterintelligence.” Id, at 21.

It was Congress’s understanding that it would be possible for the CIA to easily distinguish between
sensitive operational files and other files that should not be exempt from FOIA because of the
“characteristics of CIA file systems.” Central Intelligence Agency Information Act, H. Rep. No. 98-726,
Part I, at 17 (1984). According to CIA testimony to Congress, the CIA maintained operational files in the
Directorate of Operations for documents generated in the course of the conduct and management of
intelligence gathering activities, but maintained raw and finished intelligence in separate files maintained
by the Directorate of Intelligence. Id. at 17-18. The CIA also told Congress that policy matters, including
operational policy matters, would be considered by CIA officials outside the Directorate of Operations
and, even if eventually returned to operatlonal files, they would be logged in the CIA’s Executive
Registry and remain subject to search and review. Id. at 19.

Based on thts understanding of the spec:al characteristics of the CIA filing system and numerous CIA
assurances’, Congress considered “it to be of primary importance in providing CIA relief from undue

ation Act, H. Rep. No. 98-726, Part I, at 5 (1984) (operational files describes

“certain speczﬁcally 1dmtiﬁable CIA opm'atxonal records systems, containing the most scmsmve information directly
concerning intefligence sources and methods, ”'); see id. at 9 (same).

_;'4. ation to Modify the Application of the Freedom ¢ ion Act i

‘the Subcommittes on Legislation of the Permmmt Select Qommxttee on Intelhgcnce, House of Rgp_resentaﬁves, 98“‘ Cong " 2d

Sess., at 5, 12 (1984) (statements of John N. McMahon, Deputy Director of the Central Intelligence Agenoy that by removing
these sensitive operational files from the FOIA process, the public is deprived of no meaningful information whatsoever.").
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FOIA processing burdens to preserve undiminished the amount of meaningful information releasable to

the public under the FOIA." Central Intelligence Agency Information Act, H. Rep. No. 98-726, Part I, at
17 (1984) (emphasis added).

The Public Interest in and Historical Significance of CIA Operational Files

Despite the controls on operational files, thousands of pages of CIA records have been declassified to

" reveal important information about past CIA actions and policymaking in which there is a strong public
interest in disclosure but that appear to come from record groups that fall under the operational files
designation. These include numerous records that were released as part of the Kennedy assassination
declassification project which was conducted pursuant to separate statutory mandate. Thus, in the case of
the Kennedy assassination release, there were hundreds of cables from the CIA stations in Miami and -

" Mexico City that would have been wholly unreachable through FOIA due to the operational files
exception. Yet the release was justified by the strong public interest in access to the information —
including the need to satisfy public questions and concerns about the assassination of a sitting president ~

and the passage of time.

A similar large scale release took place under the Nazi War Crimes Disclosure Act and resulted in 800
CIA name and subject files. See www.archives.gov/media_desk/press_releases/nr04-55.html. As the
Interagency Working Group overseeing the matter recognized, these documents “alter{ed] our
understanding” of certain aspects of the Holocaust, including “the failure of U.S. and Allied intelligence

- to understand how closely tied the ‘Jewish question” was to the central goals of the Nazi regime; the ways
in which U.S. financial institutions helped the German government between 1936 and 1941, and the
extent to which U.S. and Allied government aided and protected war criminals after the war.” Id. In

particular these records:

Show that at least five of Eichmann’s associates, each a significant participant in Hitler’s war upon
the Jews, had worked for the CIA. Additionally, the records reveal that at least 23 war criminals
or Nazis were approached by the CIA for recruitment. The documents help answer the question of

. how and why these war criminals were given employment, assistance, and, in two cases, U.S. -
citizenship by a nation that had lost more than 300,000 lives in World War IL

Id. All these records — which could have been held back as “operational files” — were released without
any resulting harm. There is no question that these records are historically valuable and that there is a
strong public interest in their release despite the fact that they are operational files.

- Indeed, the Archive’s own research projects on U.S. relations with geographic areas including Guatemala,
Cuba, and Chile have all relied on records released under special declassification projects that ~ due to the
CIA Information Act— would not have been accessible to the Archive through FOIA. The information in
these records has significantly affected public understanding about the history of CIA policies and

(mote 3, cont.) See also Ceniral Intelligence Agency Information Act, H. Rep, No, 98-726, Part 11, at 6 (1984) (“CIA Executive
Director Charles A, Briggs [] testified that the bill will not result in the withholding of any information that is now made

public.™); Notice of Operational File Exemptions, 59 Fed. Reg. 40,339, 40,340 (Aug. 8, 1994) (acknowledging legislative
history stating that the CIA Information Act of 1984 “will improve the ability. of the CIA to respond to FOIA requests from the

public in a timely and efficient manner, while preserving undiminished the amount of information releasable to the public
under the FOIA.").
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operations in Latin America, U.S. intelligence relations with security services, and key human rights
cases. In the case of Chile, operational records were released with no discernible damage to national
security. These records are today being used as educational tools throughout the United States, and have
contributed to advancing U.S. efforts at strengthening democracy and justice in Chile. Operational
documents also have contributed to fostering international understanding of the history of terrorism in the
Caribbean and the Southern Cone, which are relevant to U.S. efforts in the current war on terror.

Finally, the Archive has requested a number of records that were summarized and quoted in the Final
Report of the 9/11 Commission, but were denied as operational records. In some cases the Archive is
appealing these denials.* Notably, however, there can be no doubt that the best selling 9/11 Commission
Report documents matters of great public interest and historical value. Accordingly, the CIA should
consider removing these items from the operational files designation so that records can be released as
their sensitivity diminishes.

These examples demonstrate that the passage of time and changing circumstances in the world can affect
the sensitivity of operational records even though the public interest in the records remains strong. These
examples also show the viability of systematic declassification efforts for such files. By removing older
records and records that the Archive and other commenters identify as historically valuable or of great
public interest from the operational file designation, the CIA will facilitate a historical declassification
effort that results in the release of comprehensive groups of records and that has a positive impact on the
nation.

Denied Records That Should Be Removed
From the Operational File Designation

The Archive’s experience suggests that there are materials being blocked from search and review that do
not qualify under the statutory definition of operational files. For example, histories of the Directorate of
Science and Technology, its components, or its activities have been designated part of the Directorate's
operational files and thus exempt from search and review-even when those histories cover activities that
have been the subject of substantial declassification.” Two of the requested histories had been specifically
cited and referenced in other CIA documents that have been declassified. These include, for example, a
history of the Office of ELINT (electronic intelligence) from 1962-1966, and any histories of the Office
of Research and Development. Much about these offices (which no longer exist) has already been
declassified and the National Archives & Records Administration has a number of articles from the CIA's

* For example, many of the documents were not created by the Directorate of Operations, Directorate for Science and
Technology, or the Office of Personnel Security, and thus should reside in non-operational files. Many also appear to be
intelligence records that are not considered operational files. See Freedom of Information Appeal Lodged With Agency
Release Panel (January 13, 2005) (Archive No. 20041375CIA174/ CIA No. F-2005-00359).

5The requests were for: "History of Office of Special Activities from Inception to 1969,” DS&T Historical Series, OSA-1,
(April 1, 1969) (Request No. F-1994-01452 (appeal denied July 16, 2002)); Elizabeth Fisher, "History of the Office of E_LINT
to December 1966" (1968) (Request No. F-1994-01561 (appeal denied July 16, 2002)); histories of the Directorate of Science
and Technology (Request No. F-1996-01465 (appeal denied July 16, 2002)); and histories of the Office of Research and
Development (Request No. F-1998-02484 (appeal denied July 16, 2002)).
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operations in Latin America, U.S. intelligence relations with security services, and key human rights
cases. In the case of Chile, operational records were released with no discernible damage to national
security. These records are today being used as educational tools throughout the United States, and have
contributed to advancing U.S. efforts at strengthening democracy and justice in Chile. Operational
documents also have contributed to fostering international understanding of the history of terrorism in the
Caribbean and the Southern Cone, which are relevant to U.S. efforts in the current war on terror.

Finally, the Archive has requested a number of records that were summarized and quoted in the Final
Report of the 9/11 Comnussxon, but were denied as operational records. In some cases the Archive is
appealing these denials.* Notably, however, there can be no doubt that the best selling 9/11 Commission
Report documents matters of great public interest and historical value. Agcordingly, the CIA should
consider removing these items from the operational files designation so that records can be released as

their sensitivity diminishes.

These examples demonstrate that the passage of time and changing circumstances in the world can affect
the sensitivity of operational records even though the public interest in the records remains strong. These
examples also show the viability of systematic declassification efforts for such files. By removing older
records and records that the Archive and other commenters identify as historically valuable or of great
public interest from the operational file designation, the CIA will facilitate a historical declassification’

 effort that results in the release of comprehensive groups of records and that has a positive impact on the
nation.

Denied Records That Should Be Removed

From the Operational File Designation

The Archive’s experience suggests that there are materials being blocked from search and review that do
not qualify under the statutory definition of operational files. For example, histories of the Directorate of
Science and Technology, its components, or its activities have been designated part of the Directorate’s
operational files and thus exempt from search and review-even when those histories cover activities that
have been the subject of substantial declassification.’ Two of the requested histories had been specifically
cited and referenced in other CIA documents that have been declassified. These include, for example, a
history of the Office of ELINT (electronic intelligence) from 1962-1966, and any histories of the Office
of Research and Development. Much about these offices (which no longer exist) has already been
declassified and the National Archives & Records Administration has a number of articles from the CIA's

4 For example, many of the documents were not created by the Directorate of Operations, Directorate for Science and
Technology, or the Office of Personnel Security, and thus should reside in non-operational files. Many also appear to be
intelligence records that are not cansidered operational files. See Freedom of Information Appeal Lodged With Agency
Release Panel (January 13, 2005} (Archive No. 20041375CLA 174/ CIA No. F-2005-00359). -

i




National Security Archive Comments on CIA Decennial Review
Of Operational File Designations

Filed January 19, 2005

Page 6 of 9

Studies in Intelligence that recount ELINT operations ® and concern the Office of Research and
Development.’

The same is true of the history of the Office of Special Activities from its inception to 1969. Between
1962 and 1969 the Office of Special Activities was responsible for the CORONA satellite reconnaissance
program, the U-2 program, and the OXCART (A-12) program. Substantial aspects of these programs
have been released, mcludlng all 800,000 CORONA images, a history of the U-2 program written by
CIA’s history staff *, and Studies in Intelligence articles on the histories of CORONA and OXCART.’
Similarly, a s1gmﬁcant amount of information already has been released about the Directorate of Science
and Technology."’

These histories are highly likely to contain extensive information beyond documentation of “the means by
which foreign intelligence or counterintelligence is collected through scientific and technical systems.”
Moreover, the Directorate of Science and Technology informed the public in 1994 that it “does not
maintain its records in distinct files,” that “documents of all types are interspersed throughout the DS&T’s
components,” and that “DS&T searches all of its records in response to a FOIA request.”'' If this is true,
then the search is being conducted whenever these records are requested and the real issue is review. As
described above, it is extremely likely that the majority of these histories are not so sensitive that they
should be protected from search and review under FOIA. Just as the CIA removed from the operational
files designation the files of the defunct Office of Policy Coordination and the inactive National
Committee for a Free Europe and Asia Foundation projects in 1994, it should now remove from the
designation the files of the Office of ELINT, the Office of Research and Development and the Office of
Special Activities. The Directorate of Science and Technology played a key role in the collection and
analysis of intelligence during the 1960s and beyond. Thus the files of the Directorate and its

components are of significant value to historical treatments of intelligence during the Cold War. The CIA
has recognized the value of making such information available to the public and historians in its

releases of document collections and its sponsorship of conferences.

Notably, historical material was a matter of particular concern to Congress, which specifically raised
questions about the disclosure of historical operations with the CIA during hearings on the CIA

®E.g., William H. Nance, “Quality ELINT,” Studies in Intelligence (Spring 1968); Gene Poteat, “Stealth, Countermeasures, and
ELINT, 1960-1975,” Studies in Intelligence (1998); Henry G. Plaster, “Snooping on Space Pictures,” Studies in Intelligence
{Fall 1964); Frank Elliot, “Moon Bounce ELINT,” Studies in Intelligence (Spring 1967).

" E.g., “ORD Milestones,” (Sept. 1966) (NARA 1998 C1A Release); Inspector General, CIA, “Inspector General’s Survey of
the Office of Research and Development (Oct. 1972.) (NARA 1998 CIA Release).

8 E.g., Pedlow and Welsenbach, “The CIA and the U-2 Program, 1954-1974"; see also “Directorate of Science and
Technology Decennial Review of Designated Files” (1995) {(noting “DS&T now conducts FOIA searches and releases material
on the research, development, and operations of U-2 and SR-71 reconnaissance aircraft, both of which were formerly in
exempted files”).

° E.g., Thomas P. Mclninch, “The OXCART Story,” Studies in Intetligence (Winter 1971).

E.g., Donald E. Welzenbach, “Science & Technology: Origins of a Directorate,” Studies in Intelligence (Summer 1986).

1 See Archive Calls on CIA and Congress to Address Loophole Shielding CIA Records From Freedom of Information Act
{October 15, 2004) (available at hittp://www2.gwu, ed/~nsarchiv/NSAEBB/NSAEBB138/index.htm ) (reproducing statements
provided at CIA meeting with members of the public on the occasion of the 1994 decennial review).
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Studies in Intelhgence that recount ELINT operations © and concern the Office of Research and
Development.’

The same is true of the history of the Office of Special Activities from its inception to 1969. Between
1962 and 1969 the Office of Special Activities was responsible for the CORONA satellite reconnaissance
program, the U-2 program, and the OXCART (A-12) program. Substantial aspects of these programs
have been released, including all 800,000 CORONA images, a history of the U-2 program written by
CIA’s history staff *, and Studies in Intelligence articles on the histories of CORONA and OXCART.’
Similarly, a 31gmﬁcant amount of information already has been released about the Directorate of Science

and Technology.'

These histories are highly likely to contain extensive information beyond documentation of “the means by
which foreign intelligence or counterintelligence is collected through scientific and technical systems.”
Moreover, the Directorate of Science and Technology informed the public in 1994 that it “does not
maintain its records in distinct files,” that “documents of all types are interspersed throughout the DS&T’s
components,” and that “DS&T searches all of its records in response to a FOIA request.”!! If this is true,
then the search is being conducted whenever these records are requested and the real issue is review. As
described above, it is extremely likely that the majority of these histories are not so sensitive that they
should be protected from search and review under FOIA. Just as the CIA removed from the operational
files designation the files of the defunct Office of Policy Coordination and the inactive National
Committee for 2 Free Europe and Asia Foundation projects in 1994, it should now remove from the
designation the files of the Office of ELINT, the Office of Research and Development and the Office of
Special Activities. The Directorate of Science and Technology played a key role in the collection and
analysis of intelligence during the 1960s and beyond. Thus the files of the Directorate and its

components are of significant value to historical treatments of intelligence during the Cold War. The CIA
has recognized the value of making such information available to the public and historians in its

releases of document collections and its sponsorship of conferences.

Notably, historical material was a matter of particular concern to Congress, which specifically raised
questions about the disclosure of historical operations with the CIA during hearings on the CIA

g,g,, William H. Nance, “Quality BLINT,” Sﬁdies in Intelligence (Spring 1968); Gene Poteat, “Stealth, Countermeasures, and
ELINT, 1960-1975," Studies in Intelligence (1998); Henry G. Plaster, “Snooping on Space Pictures,” Studies in Intelligence
(Fall 1964); Frank Elliot, “Moon Bounce BLINT,” Studies in Intelligence (Spring 1967).

"E.g, “ORD Milestones,” (Sept. 1966) (NARA 1998 CIA Release); Inspector General, CIA, “Inspector General’s Survey of - '

‘ the Office of Research and Development (Oct. 1972.) (NARA 1998 CIA Release).

8 B.g., Pedlow and Welsenbach, “The CIA and the U-2 Program, [954-1974"; see also “Directorate of Science and
Technology Decennial Review of Designated Files” (1995) (noting “DS&T now conducts FOIA searches and releases material
on the research, development, and operations of U-2 and SR-71 reconnaissance aircraft, both of which were formerly in

exempted files™). _
‘B, 'Pnomas P. MelIninch, *“The OXCART Story,” Studies in Intelligence (Winter 1971).

%8 g, Donald E. Welzenbach, “Science & Technology: Ongms of a Directorate,” Studies in Intclhgence (Summer 1986).

1
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Information Act of 1984. For example, when asked whether a special study on the Berlin Tunnel

‘Operation — a historical study — would remain subject to release under the FOIA, the then-Director of the

Office of Legislative Liaison of the Agency, Clair George, confirmed that such “special studies will not
be in designated [operatlonal] files, this type of material will continue to be accessible. »i2

In addition, the CIA has declared histories of aclcnowledged covert activities exempt from search and
review even though the CIA Information Act excludes from the definition of an operational file “any
special activity the existence of which is not exempt from disclosure under the [FOIA].” 50 U.S.C. Sec..
431(b)(2). Yet the CIA has refused to search or review “Covert Action Operations: Soviet Russia
Division, 1950-1968”, which is one of many histories the CIA allowed journalist Evan Thomas to
examine while he was writing The Very Best Men: Four Who Dared, his 1995 book on Richard Bissell
and other key CIA officials. Documents about acknowledged covert activities are not protected by the
CIA Information Act and must be reviewed for release. Moreover, the fact that a researcher was provided
access to the document is an indicator that the sensitivity of the record has diminished over time. The
covert action operations against the Soviet Union between 1950 and 1968 that are discussed in the
document are an imiportant part of the historical record of U.S. relations with the Soviet Union. Hence,
any account of the U.S-Soviet conflict is incomplete without a discussion of those operations.

In fact, from 1991-1998, the CIA actually committed to declassification of 11 CIA covert operations,

" including the 1948 Italian and French elections; the 1953 Iranian coup, the 1954 Guatemalan coup, the

1958 Indonesian coup, the 1962 Cuban missile crisis, support to Tibetan guerrillas in the 1950s-60s,
operations agamst North Korea during the Korean War and operations in Laos in the 1960s, and
operations in the Dominican Republic and the Congo. These publicly acknowledged special activities are
not protected by the operational file exemption and are of tremendous interest to the public, both for the
myth and reality of CIA involvement. The CIA has an opportunity as it reviews its FOIA and
declassification policies during this decennial review to live up | to the commitment made by three
successive Directors of Central Intelligence', and then broken.'* Systematic declassification projects

12 8 'ntoMo e A 11 onof eFreedo f Informati ctt the Central telhene ency, Hearings
b o ane l ] l o o Re esen 3

Cong 2d Sess at121 (1984) )

S;ee Recommendation of the CIA's Task Force on Openness, 1991 (DCI Gates accepted this recommendation in January
1992, promising “a bias toward declassification” of these documents) ("Initiate in the near-term the declassification of specific
events, particularly those which are repeatedly the subject of false allegations, such as the 1948 Italian Elections, the 1953
Tranian Coup, 1954 Guatemalan Coup, 1958 Indonesian Coup and the Cuban Missile Crises in 1962 [and njotify the public of
the availability of the resulting materials."); Testimony of DCI R. James Woolsey to Congress (Sept. 28,1993) ("I have also
directed review for declassification of significant Cold War covert actions more than 30 years old. These include the following:
activities in sypport of democracy in France and Italy in the 1940s and 1950s; support to anti-Sukarno rebels in Indonesia in
1958; support to Tibetan guerrillas in the 1950s and early 1960s; operations against North Korea during the Korean War; and,
operations in Laos in the 1960s. In reviewing these actions for declassification, we are building on the steps my predecessors
took in announcing plans to declassify records on the Bay of Pigs operation, the coups against President Arbenz of Guatemala
and against Prime Minister Mossadeqgh in Iran, and operations in the Dominican Republic and the Congo."); Letter to the
Editor from DCI John Deutch, New York Times, Page A30, May 3, 1996.("We have doubled the resources devoted to the
agency's declassification of historically valuable records [Wje have also promlsed to review records of 11 covett actions of the

cold war era.").

14 See July 15, 1998 Statement of DCI George Tenet ("[W Je continue to face the dilemma of where to apply our available
resources. [In addition to the Bay of Pigs and Guatemala, w]e also will initiate declassification reviews, as soon as resources
are available, of the materials involved in the covert actions undertaken during the Korean War, and in the Congo Laos,and .
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related to these actions would provide hlstonans with a treasure trove of information that is historically
valuable and would serve the public interest."*

As you know, the CIA Tnformation Act provides the CIA Director with the option of excluding categories
of information from the operational files exception. These materials merit the exercise of the Director’s
authority to permit release because Congress intended the public to continue to have access to historical

records of CIA activities and operatlons

Removal of Records Older Than 40 Years
from “Operational Files” Designation

Information that can harm the national security must certainly be protected. Indeed, we have an extensive
system designed to protect such information, including a classification system, security clearance
procedures, and careful FOIA officers who guard against disclosure of sensitive information. The CIA
Information Act also is one of the components of this elaborate protective framework.

Experience shows that information requiring absolute secrecy at the time of its origin can be opened to the
public after the passage of time without any harm to national security. This was recognized by Congress
when it specxﬁcally required the decennial review to “include consideration of the historical value or other
public interest in the subject matter of the particular category of files or portions thereof and the potential
for declassifying a significant part of the information contained therein.” 50 U.S.C. Sec. 432. The two
most recent U.S. presidents enshrined this concept in the automatic declassification provisions of
Executive Order 12958 (President Clinton) and Executive Order 13292 (President Bush), which require
declassification when a document reaches the age of 25 years.

The diminished sensitivity of historical information also was recognized by the CIA’s own history staff,
which is comprised of individuals who have security clearances, who have had access to operational files

Dominican Republic during the 1960s. ... We will address the remaining five covert actions identified by my predecessors as
soon as the others have been completed. The fact is, we do not have sufficient resources at the current time to review the
documentation involved in these five remaining covert actions.... I have opted, therefore, to hold the reviews of these covert
actions in abeyance for the time being.").

Y opening up older files, the CIA should always ensure that chronological groupings of records are treated the same. As the
National Archives and Records Administration (“NARA™) recognized when NARA conducted its evaluation of records
management in the CIA, researchers need “access to coherent blocks of organized records, not artificially-created collections.”
To learn from our past we need information that is both accurate and as comprehensive as possible. The selective release of
individual recards from a variety of different files, or releases that do not provide suﬁicient context, interferes withthe .
development of historically important information, . .

Sess,, 19 (1984) (statement of then-Deputy Dtrector of CIA Office of Legnslaﬁve Lmson Emest Mayerﬂeid inresponse to a
question about CIA plans to review files of interest to histarians: “{The DCI] can, if a case is made, ... or if he determines that
a certain file ... is of such interest to historians or to other groups, ... redesignate a category of files or a portion of a category
of files to permit access under the FOIA™); Intelligence Information Act of 1983, 8. Rep. No. 305, 98" Cong. 1* Sess., at 18
(1983) (“The CIA assured the committee that ‘the designation process will be a dynamic one, in which rccommendatmns for
“the removal of files from designated status will be made to the DCI whenever such ¢ lifting of the designation is appropriate

either because of the passage of time or for some other reason.’”).
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and who have the Agency’s best interest at heart. During the 1994 decennial review, CIA history staff
recommended that the CIA remove operational files designations from all records older than 40 years.
The CIA rejected this in light of the advent of automatic declassification for records older than 25 years,
explaining that the CIA history staff’s recommendation was “unnecessary and impractical.” Yet, there is
no real logic to this determination, as the CIA has the ability to obtain an exception from automatic
declassification for its operational files. So, a decision by the Agency to make all records older than 40
years (i.e. records from 1947-1965) subject to search and review under FOIA would be a significant

advance in the CIA’s accessibility.

Thus, the Archive urges the CIA to open up for FOIA requests operational files that contain
documentation from a period 40 or more years ago. While there may still be materials in these files that
are sensitive, it is likely that the vast majority of the materials will no longer be sensitive and that search
and review of the files will be productive. In addition, by opening up these files for review, the CIA may
find that it encounters non-operational documents included in operational files under now-obsolete filing -
systems, thereby restoring to FOIA access documents that never should have been protected.

. Conclusion

An informed citizenry is one of our nation’s highest ideals, Thus, much of our public policy is predicated
on the idea that competition in the marketplace for ideas should be fair and unfettered. To this end, we
support a free press, a diverse scholarly community, and an inquiring citizenry ~ all dedicated to ferreting
-out and publishing facts. The Freedom of Information Act is a critical component in this effort to permit.
public access to facts — facts about government. In a world in which war and terrorism are commonplace,
an essential component of national security is an informed citizenry that, as a result of its education about
issues, believes in and strongly supports its government. This is glaringly apparent at a time when

- American soldiers are being called on to risk their lives to protect national security and democratic ideals,

when the public is held in a balance of terror, and when our resources are¢ committed to establishing and
maintaining our defense.

We are hopeful that this decennial review will result in the removal of a substantial body of records
currently categorized as “operational files” exempt from search and review under FOIA. We urge the
Agency to consider current realities, including the substantial changes in the world since the last decennial

- review, as it makes decisions about the public’s interest in understanding the activities of the CIA and

how those activities relate to U.S. foreign policy. Responding to requests under the Freedom of
Information Act is the one direct obligation that the CIA has to the American public. The Agency will

gain and retain the support of the American public by being as open as security will permit.

Thank you for considering our comments on the decennial review of the operational file designations. If
you have any questions or we can provide any additional information, please do not hesitate to contact
Meredith Puchs or Thomas Blanton (202-994-7000).

Sincerely,

Thomas Blanton Meredith Fuchs
Director General Counsel
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L Hr. Edimuiid Cohan . o R - T oy
#  plrector of Infomtion T o
‘ ‘Management Services = S T
- .Central ‘Intelligence Agency - === . YIA FACBINILE

: Hashinqton, D c. 20505 - . e N

m:: M. COhen.

' - I write in response to.the: CIh's "Notice of Decannial Reviow,
of oPsrational Files," which solicits public comnents. :

"+ your decennial- revicw ‘takes plaaa at a time when tha United
. States is puching to domocratise other countries, most notably in
‘.Irag. In seems evident from hie inaugural address today that
President George W. Bush intends to pursue this policy on.a global

basis. It is not clear, however, where and how this policy will be
implemnented. Will the means -include dovert actions - -agalinst
countries we do not think are demecratic? wiil it include covert
'actions agalinst countries ‘Whose - rom or denocracy wu do not l:l.ka?

~ I raise Lhese quastions bacausc I tnin.k that youx still sqeret

L ,ﬂ.las can shed enormous light on ‘(1) the’ credibility -which: }be:l:’L
" nations are likely to ‘attach to such a campaign in light of ocur
past his'tory y and (2) the benafits and liah lz.ties of such covert;: '

actions.

IR ¢ noto, p:olimimrily, that soon after 1ts incapt:;lon the CIA

. began overthrowing dcmocratically—elccmd govermments ing such,

. countries as Iraq, Cuatemala, ‘Greace, . .and Chile. It- also,

- - .-plotted to assassinate forelgn leaders in other countrieés. A.ll o
'~}§ - erationsl records which pertain in any way to:these events must be; o
1  preserved and made accessible: to the public: under the Freedom of gt
% Informatlon ‘Act, ‘the President Jchn F. . Kennedy Assassination ¥
¥ Records.Collection Act of 1992, and the Agency’s inherent authority

. to disolose infomt;on when ‘the puhlic interest . requires 1t..~. -

A " Whenever a secrét governmental organization acquires tha pover - -
S to overthrow other governments, there always- lurks the horrendous ' .
~ possibility-that it will ultimately use that power against a leader -
of its own government it does not Iike.  The possibility of this is
increases where those who have baen involved in overthrowing other
_governments draw no distinction between overthrowing a- govorrunent ‘
v‘--which is democraticerlly elected and one that is not. o

PR | ge9eleatée . opitd  1e0Z/12/10
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. -Castro Cuban aexile group and its embrollment with Lee Harvey
- Oswald, the alleged assassin of President Kennedy.. To do this, the '

. €IA oalled out of retirement George Joannides, who had served as. o
the CIA’s case officer for DRE in the months preceding JFK's '
- murder. Neither he nor the CIA informed the House Select Committee -

75

In tha late 1970s A'CQriéraé'B'« t;'ohdudte'd.fan‘ ‘,1&#&51'1:&6&1':1611‘ of the

issue of whether certain CIA officers may have been involved in

-y -

Directorio Revolucionario (/DRE"), a CIA-funded militantly anti-

on Assassinations that ha had been in control of the DRE.  He also.

- congrgs'sibnal.. committee investigating the. murder of a president.

should have been made available téo Congress and the Assassination B

' The CTA ie still withholding informatioh on Mr. Joannides that.
Racords Review Bbard. In response to a Freedom of Information Act

'+ -request and lawsuit, it has refused to search for operational
- records on Joannides, even though it is required to do. so under the

terms of the CIA Information Act of 1984 and the JFK Act. ‘I .there- .

. fore ask that pursuant to.your decennial review you make accessible

.. all operational records pertaining. in any wvay to George Joannides

. or the DRE. - L _

tors and Tesearchers into the assassination of President Kennedy = -

-any - other anti-Castro organization with which the C¢IA had any ’

To a very considerable eiten‘t; ‘the focus of serious invééfiqa.-;

has been on a group of CIA officers who wurwu: involved in covert
action operations in Guatemala, Cuba and Chile. In view of this,
I regquest that all operational records pertaining to any of these

- subjects be made accessible to.the public. This should inclyde all
records on persons who have figured in one way or ancothar in those:

oporations, such as David Atlee Phillips, B. Howard- Hunt, John |
Martino, Willlam Harvey, Win Scott, David Morales, BRarold . (Hax) . ¢ °

Hendrix, Frank Sturgis (Frank Fioriini), Ted sShackley, and others.

It should also include all records on. prominent Cuban: sxile

organizations such as Alpha 66, the Cuban Revolutionary Council, or

relationship.

Finally, all 'bpéiati’éhai ‘racords ffegérdi’:ig ‘any 'aééisvsinatidn‘_ff :

, -dt:ﬁptsa prior to. 1974 should also.be made accessible to  the
. pubklic, . S ‘ o ) S S o % S

‘assassination of President Xennedy which focused, in part, on the .

.. .some way in the President’s murdex. . It is now known that the CIA.- . - ’
"~ deliberately sought to obstruct the congressional inquiry. into the -

| /failed to provide the information regarding the DRE which the HSCA =
' had raequeeted. B, I ST o T
. -.. This discle¢sure that the CIA corrupted 'a congressional - - -
. investigation inte a matter of utmost national security sig- =
... .nificance, the murder of a president, is deeply troubling. I.do - -
not see how the CIA can sver have public confidence on any national =
‘security issue if it will not cooperated with a duly constituted - -

.:‘}:

| éeseesates: - @piTa 1002/12/18
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~« The Naﬂonal aecurlty Archlve

: The Geo aWash Ington Unlvanlty ' - ;P'hone: 202/994-7
¢ Gelman Llbrary, Suite 701 v o . - . Fax; 202/694-.7008 .
. 2130 HStreet, NW.. - o nsarchive@gwu.gtiu
? Washington, D.C. 20037 - - . wwwnsarchive.o
' Jaguary 25,2005

© " Central Intelligemce z‘..gency
.} " Washington, DC 20505 -

L RE  Availsbility o

'VDeaerCohen S

o gy

L As you know, the Na! mnal Secunty Archwe ﬁled comments last week ot thc Cemral Inte]hgence
e Agency s decennjal 1eview of the record categorics designated as operational files exempt from search
" {" and revicw under the Freedom of Information Act. Tunderstand that the CIA maintains its informatio:
4 technology systems apart from the Internet and perhaps that is why the CIA does niot patticipate in the
, .| electronic docketing systems now used by mqst federal agencies, such as Regulations.gov. Nonetheless,
r proceedmgs sqch as me CIA’s dcccnmal review are of s:gmﬁcant public intcrcst -

i lam Wntmg, thexefo: e, to rcqueat that the CIA. consxdcr mcthods of malnng the dccenmal Teview doc t
~ publicly available, pehaps by reproducing the federal register notice, public comments and related
¥ 'mageﬂalsgn the CIA's publicly accessible web site. Such an effort would demonstrate the CIA’s desz;-e to

, to post the docket on its own web site, the Archive would be willing to post thc chcral chxstcr
g notu:g and the comm:*nts on 1ts own web site for the convcmencc of the pubhﬁ - S

o ‘I look forward to you.r response totbxs request. Iwouldbehappy t6 chscuss this ﬁzrthcrwnha "
- representative of the Agcncy, and can bc reached at: 202-994—‘7000 ‘

T L , .
 Sincerely, I

T

G B
- Meredith Fuchs . . g ‘ : b
. General Counsel : . ‘ . o o S C

) s st s o W g s 2

An Iﬁdewldﬁnl non-gwcmmcntal research inatitote nd llbr:ry Ioahq at tho Gnorgc Washington Univenuy, the Archive collu.-u
¥ snd publishes quhnmed documents obtained through the Freedom of Information Act. Publication royalties and tax deduct la
B coutdbuﬁou througll 'l‘he Naﬁonl Security Archive Fund, Inc. undcnvrm the Archive’s Budg.t. :

3
¥
I
?

;o matl a transparenl! process in an area that Congress mcogmzed is of public concern. If the CIA does

rreYas . '







Central Intelligence Agency

Washington, D.C. 20505

27 September 2012

Reference: F-2009-01576

This responds to your 22 August 2010 letter appealing our 09 August 2010 final response
to your Freedom of Information Act (FOIA) request for a copy of the comments submitted to the
CIA for the 1995 and 2005 decennial reviews of the operational files exemption. Specifically,
you appealed the determination to withhold portions of two documents on the basis of FOIA
exemptions (b)(3) and (b)(6).

The Agency Release Panel (ARP) considered your appeal and determined that more
information can be released in both documents, while withholding portions of material that must
continue to be protected on the basis of FOIA exemptions (b)(3) and (b)(6). Exemption (b)(3)
pertains to information exempt from disclosure by statute. The relevant statute is the Central
Intelligence Agency Act of 1949, 50 U.S.C. § 403, as amended, e.g., Section 6, which exempts
from the disclosure requirement information pertaining to the organization, functions, including
those related to the protection of intelligence sources and methods, names, official titles, salaries,
and numbers of personnel employed by the Agency. Therefore, in accordance with Agency
regulations set forth in part 1900 of title 32 of the Code of Federal Regulations, the ARP partially
granted your appeal. Sanitized copies of the documents are enclosed. In accordance with the
provisions of the FOIA, you have the right to seek judicial review of this determination in a
United States district court.

Sincerely,

Mt Aoy

Michele Meeks
Executive Secretary
Agency Release Panel

Enclosures
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: Patricia Mooney-Melvin, President
(312)915-6528
FAX (312)915-6448

September 7, 1994

NATIONAL COUNCIL on PUBLIC HISTORY

Edmund Cohen

Director

Information Management
Central intelligence Agency
Washington, DC 20505

Dear Mr. Cohen:

I am writing on behalf of the National Council on Public History in response to the request for comments
in the Federal Reqister concerning the historical value of CIA files designated under the CIA Information
Act of 1984.

Although the Openness Inltiative of the CIA has increased the amount of information available to the
public, the list under "Declassification and Release of CIA Information of Historical Value" includes
relatively few documents. The opposition of the historians testifying in 1983 to policies that closed off
large bodies of records still is pertinent. Scholars need comprehensive access to records. Preselected
groups of documents pulled from the files are not a satisfactory alternative. Instead, this practice raises
more questions than provides answers.

The principle that the sensitivity of a record declines with age should be a part of all access policies. A
most troubling aspect of the current designation of files to be exempt from the Freedom of Information
Act is that there is no consideration of the age of documents. Thus, a 1950 document is as inaccessible
as one from 1990, if it falls within one of the exempted categories.

If the CIA is to defend its mission In our rapidly changing world, there needs to be more information
available that will allow a meaningful debate on the role of intelligence gathering and analysis for the
conduct of foreign policy. Secrecy has hampered the ClIA’s ability to make a case for the value of
intelligence assessments as well as handicapped the quality of analytical studies by Insulating those who
prepare Intelligence assessments from dialog with specialists outside the agency.

The CIA, the American public, and the historical. profession all will be well-served if there will be a full
scale revision of the operational categories defined in the CIA Information Act of 1984. The categories
need to be redefined In such a way to ensure that older records of historical value are accessible to
scholars and the public.

[Slnce@) / N

Patricl oney-Melvin
President, Natlonal Counclil on Public History

DEPARTMENT OF HISTORY®LOYOLA UNIVERSITY OF CHICAGO
820 NORTH MICHIGAN AVENUE®CHICAGO, IL 60611

Approved for Release: 2012/09/12
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ORGANIZATION OF AMERICAN HISTORIANS
OFFICE OF EXECUTIVE SECRETARY 112 NORTH BRYAN STREET - BLOOMINGTON, INDIANA - 47408-4199

TEL. NO. 812—855-7311

September 9, 1994

Mr. Edmund Cohen, Director
Information Management
Central Intelligence Agency

Washington, DC 20505

Dear Mr, Cohen:

I write on behalf of the Organization of American Historians, a professional
association whose twelve thousand individual and institutional members are
dedicated to the promotion of teaching and research in American history. The
OAH appreciated the opportunity to have a representative participate in your
August 29 meeting to discuss the historical value of the subject matter in the
CIA’s operational files, and I believe that our concerns were well articulated at.
this meeting.

In response to your August 8 Federal Register notice requesting comments, we
would like to stress that historians of American foreign relations are thoroughly
convinced that the full and accurate account of U.S. foreign policy is dependent on
access to CIA operational files. We therefore urge that there be a full-scale
revision of the operational categories defined in the CIA Information Act of 1984
in order that older records except for a few personnel files within all these
categories will be subject to FOIA requests.

Sincerely,

v

Arnita A. Jones
Executive Secretary, OAH

AAJ/klh
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September 7, 1994

Edmund Cohen '
Director, Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen:

I write on behalf of the American Historical Association, the nation's largest

P.@2

and oldest professional association for historians. We are concerned about unnecessary

restrictions on scholars' access to the immensely valuable records of your agency and
urge a full scale revision of the operational categories defined in the CIA Information
Act of 1984, Specifically, we are troubled by the continuing resistance of the CIA to
making older records subject to FOIA requests. Despite the agency's "openness
initiative” in recent years, relatively few documents have been made public, and the
historical record remains seriously deficient in regard to the role of intelligence
gathering and analysis for the conduct of foreign policy. For example, the CIA's
declassification refusals have undermined the State Department’s effort to provide a
record of American foreign policy through its Foreign Relations of the United States
documentary series, even though the volumes cover events over thirty years ago. In
reviewing the catntgorics of records exempt from FOIA requests, we urge the CIA to
take into account the age of documents and their declining sensitivity and take the

appropriate steps to ensure that records of historical value are accessible to scholars and

the public.

Please let me know if you have any questions regarding our position.

Sincgrely. Py

Jajnes)B. GArdnér
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. ’ September 8, 1994

Mr. Edmund Cohen, Director
Information Management

Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen:

In response to your request for comments on the operational file exemptions from the
CIA Information Act of 1984 which appeared in the August 8, 1994, Federal Register, 1
would like to communicate my opinion as an historian. As a researcher, I have worked
with classified records in both the Department of Energy and the Department of
Defense. In addition, as a Professor of History at Rutgers I recently taught an
undergraduate course in the hlstory of modern espionage.

The selected groups of released documents mentioned in the Register announcement
appear quite interesting in themselves; however, I believe the Agency, the historical
community, and national security could benefit from a more forthcoming policy.

I would suggest that the panel of historians, the Archivist, and the Librarian of Congress
be reconstituted and reconvened to consider further procedures and categories of
release. I would suggest that the panel be widened to include not only more historians
and archivists, but experts from other disciplines who are familiar with declassification
procedures and problems in other agencies. In particular, I would suggest that the panel
should make recommendations toward reviewing agency recommendations of automatic
exemption of documents from FOIA. It should consider further recommendations for
transfer to NARA, particularly of documents over 30 or 35 years old.

Specific and detailed guidelines, similar to those developed for the Department of
Energy regarding the declassification of nuclear information, could be applied in an
automatic downgrading procedure. That is, operational files could be presumed to be
declassifiable if they reach a certain age, unless they contain information pertinent to
individual sources or projects still operating. Such information could be regarded as still
sensitive.
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As many observers have noted, the holding of whole collections away from public and
historical use has contributed to a sense of cynicism and to a general distrust of historical
information, often feeding completely unfounded conspiracy theories about many events,

. frequently incorrectly blaming the Agency. In the area of foreign policy, it is extremely
difficult for historians and for the public to come to a realistic appraisal of events in the
absence of solid information about the role of the Agency. Much of what has been
released and what has "leaked" about the Agency’s role has helped an informed public
come to an understanding that the Agency has been a responsible partner in the conduct
of American foreign policy. More detail and a broader policy of opening early
operational files would go far to enhance both the Agency’s image and producing a
realistic appraisal of its successes as well as its failures. However, more than a half-
hearted level of release of documents is required to build public confidence in the work
of the Agency and in its commitment to clarifying the record.

As noted by the State Department Advisory Committee on Historical Diplomatic
Documentation, the Foreign Relations of the United States (FRUS) series is severely
flawed by an absence of documents from the Agency pertinent to events in the Kennedy
Administration.

For all of these reasons, I would suggest that the panel needs to be reconvened,
broadened in its constituency, and that it needs to make further recommendations for a
more genuine release of historical operational records.

Sincerely,

Rodney Carlisle
Vice President, History Associates Incorporated
Professor of History, Rutgers University
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Thye Soriety for Historisas of American
Foreign Relations

September 4, 1994
Edmund Cohen

Director of Information Management
Central Intelligence Agency

Washington, DC 20505

" an especially positive step forward.

Dear Mr. Cohen:

I am writing as president of The Society of Historians of
American Foreign Relations (SHAFR) with regard to the decennial
review of CIA files. SHAFR has a membership of over 1600
historians, political scientists, and international relations
experts. We teach tens of thousands of students each year and we
write about American foreign relations and diplomatic history in
popular magazines as well as scholarly journals. We write
academic monographs for specialized audiences as well as popular
histories for the general public. '

As a group we applaud the publicly stated position of the
CIA that. it will extend greater access to its records and files.
Several of the conferences sponsored by the CIA have been useful
and informative. The three or four volumes of documents that have
been an outgrowth of these conferences have added to the
documentary record. The access that State Department historians
now have to CIA files in compiling the Foreign Relations series is
The CIA Historical Office
under the leadership of Ken McDonald has madé a serious attempt to
reach out to the larger scholarly community.

On the whole, however, CIA actions have not comported with
its rhetoric, and the agency has hardly complied with the spirit
of the 1984 law calling for openness. Most members of SHAFR do
not dispute the need to protect some sgpecially designated
operational files and some specialized files related to science
and technology, but we do object to the failure of the CIA to
provide access to the vast majority of files that are of great
historical interest.

The CIA has not presented any plan for the systematic review
and possible declassification of entire groups of the agency’s
records. Although the CIA has released documents related to the
Kennedy assassination, Raoul Wallenberg, and the Cuban missile
crisis and although it is publishing the basic intelligence
estimates of the Soviet Union and selected documents from the’
early years of the Truman administration, no plan has been
submitted regarding the declassification of entire groups of
records.
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The CIA has not presented any description of its records and
of its filing system. It has not done this even for the early
years of the agency’'s existence. The public has absolutely no way
to judge the gignificance of CIA releases of selected materials
until it has a full and accurate listing of its records.

When documents have been released, for example, on the Cuban
missile crisis, therg has not been any enumeration of or citations
to the files from which the documents emanated. Publication
without citation violates the basic standards of documentary
editing. Without provenance, scholars have no way of looking for
related materials on the same topic or of checking to see whether
the published documents are at all representative.

The CIA has refused to list or make available its finding
aids. These aids and indices are indispenable for research,

The CIA official histories that have been declasgified in
recent years, for example on Walter Bedell Smith, provide almost
no information at all about policy and intelligence assessment.
They are organizational histories that are welcome, but they are
of limited utility. They are scarcely comparable to the official
histories of the Joint Chiefs of staff, of the Office of the
Secretary of Defense, and of the Atomic Energy Commission.

The CIA has created an historical advisory committee, but it
has met infrequently. There is little evidence to suggest that
the agency takes the advice of this committee seriously.

Scholars in general and members of SHAFR in particular
welcome the CIA's rhetoric of openness. But we lament that the
agency’s actions have scarcely lived up to the 1984 law or
comported with its public oratory. We fully understand the need
to protect intelligence sources and methods, but we feel that vast
numbers of files remain unjustifiably closed even after the
breakup of the Soviet Union and the end of the Cold War.

The CIA should provide a full and accurate listing of its
records and finding aids and it should present a plan for
systematic review and declassification. Whenever releasing
documents, the agency should provide citations to the files from
which those documents emanate. The agency should confer
frequently with its advisory committee on historical documentation
and heed its advice (much as the State Department does with regard
to its own historical committee).

I would be pleased to confer with you on any of the matters
discussed above.

_Sincerelv,

ﬁelvyd’f. Leffler *

President
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September 7, 1994

Mr. Ed Cohen

Director, Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen,

I appreciated the opportunity to participate in the August 29 meeting to
discuss the historical value of CIA files designated under the CIA Information
Act of 1984 and the process the CIA is using to conduct a decennial review of
these files. '

As I stated at the meeting, historians strongly urge the CIA to make
major revisions in the categories of designated files to ensure that older records
of historical value are accessible to scholars and to the public. While it was
clear that the preliminary reviews being undertaken by the CIA were taking the
age of records into consideration, my impression was that these preliminary
reviews were recommending that only a few of the 13 subcategories of files
listed in the Federal Register be redefined to make older records subject to
FOIA requests.

Through its Openness Initiative the CIA has in the last few years made
some select information available to the public. But the long list in the Federal
Register under "Declassification and Release of CIA Information of Historical
Value" includes relatively few documents. At the March, 1994 CIA
Conference on the Origin and Development of the CIA in the Administration of
Harry S. Truman, Dr. Anna Nelson of American University in a session titled
"Research, Records, and Declassification Today" made clear that "the efforts
of CIA public relations officials notwithstanding, the Agency has released very
few of its records." The CIA collection in the National Archives consists mainly
of intelligence estimates, articles from_Studies in Intelligence, some documents
used in the preparation of official CIA histories, records related to the JFK
assassination that were required by law to be deposited at the National
Archives, and some selected documents dealing with specific issues. Recent
CIA declassification efforts have resulted in two archival boxes of material
related to the Cuban Missile Crisis being placed in the National Archives. As
Professor Nancy Tucker of Georgetown University pointed out at the meeting,
so few documents raise more questions than provide answers.
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Director of Central Intelligence, R. James Woolsey, stated before the House Permanent
Select Committee on Intelligence on September 28, 1993, that the CIA was undertaking its
openness initiatives "to help serious scholars and researchers understand recent history as
completely as we can." He noted that "revelations about intelligence required the history of
World War II to be rewritten," and suggested that "the information we have may require a
rewriting of critical events in the Cold War." For many decades historians engaged in the study
of American foreign policy relied primarily on State Department records. Today, the National
Security Council, as well as the CIA, have pivotal roles and historians need access to the records
of these agencies. Although the CIA may be engaged in an openness initiative, this effort appears
only half hearted without providing access to the historical records. A major revision of the
categories of exempted records would be a very concrete way to forward the Agency's Openness
Initiative.

Historians and representatives of public interest organizations are hopeful that this
decennial review will put in place policies that will allow the American people to have access to
significant portions of its history that for too long have remained secret. While we were
encouraged by your willingness at the August 29th meeting to hear our concerns, we are
distressed by the CIA's unwillingness to declassify crucial historical documents for the State
Department's Foreign Relations of the United States (FRUS) documentary series of 30 year old
documents that provide an authentic and comprehensive presentation of American foreign
relations will be distorted. The State Department Advisory Committee on Historical Diplomatic
Documentation, which is mandated by law to have oversight over both the publication of FRUS
volumes and the State Department's declassification program, noted in its August annual report
that the Committee is preparing to contest declassification refusals by the Department of State
and the CIA. The Committee has unanimously agreed that there would be serious distortions to
the record of American foreign policy with at least two volumes on the Kennedy presidency, if
these documents over thirty years old are not included. If the CIA is unwilling to declassify
documents for the State Department's historical office, individual scholars feel that their chances
for gaining access to older records of historical significance are not very good.

In closing, our primary recommendation is the incorporation of the principle that the
sensitivity of a record declines with age be a part of the access policies for most categories of
records. By far the most troubling aspect, for historians, of the current designation of files to be
exempt from the Freedom of Information Act is that there is no consideration of the age of
documents. A 1950 document is as inaccessible as one from 1990, if it falls within one of the
exempted categories.

Please feel free to call me if I can assist you in any further way

Sincerely,

Page Putnam Miller, Ph.D.
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Mr. Edmund Cohen . ' I
Director, Information Management ’

Central Intelligence Agency

Washington, DC 20505

August 15, 1994

Dear Mr. Cohen,

I am writing in response tc the request for comments
published in the Federal Register (August, 8, 1994, pp.
40339-40341).

I am a Jjournalist, a historian, and author of a .
forthcoming book on the Central Intelligence Agency. (Blond
Ghost: Ted Shackley and the CIA’s Crusades, -Simon and
Schuster). Over the past five years, I have filed dozens of
Freedom of Information Act requests with the CIA.

Before addressing the subject of the operational files
exemption, I would like to offer some general observations
about the CIA’s handling of FOIA requests. I have been
dismayed by the lack of responsiveness from the FOIA
office, During a period in which the CIA has tried to
become more open, I have noticed little change in the FOIA
office. In the course of doing my book, I found the FOIA
office to be uncooperative. When I requested information
that had been previously released, it sometimes took over a
year for the request to be processed. When I asked for an
electronic list of documents previously released by the
Agency’s FOIA office, the office denied my request. I and
the National Security Archive had te thresten a lawsuit to
obtain such a list. And I found some responses to FOIA
requests hard to believe. - '

For example, when I asked for materials regarding the
tribespeople whom the Agency supported during the "secret
war'" in Laos during the 1960s, I was told that no such
documents ocould be found. It surprised me that there were
no intelligence reports--I was not ashing for operational
material--on the tribespeople and their leaders. When I
asked an employee in the CIA FOIA office about this, he
told me that such intelligence reports were probably kept
in operational files which did not have to be searched.
This suggested that the Agency was abusing the exemption
for operational files--and that non-exempt material was
improperly being stored beyond the reach of requesters.
When I further inquired about this through a lawyer, the
CIA maintained that the FOIA office employee had been "
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misinformed.

I can understand that it is difficult for an
intelligence service to respond to outside inquiries for
information. But while the CIA has made stridee in its

, historical unit toward greéater openness, the atmosphere in
the FOIA office has struck me as being overly protective in
almost a vindictive manner--to the extent that it is hard
to trust the office when it reports it cannot find
responsive documents.

As for the operational files, I believe that their
exemption has not served FOIA requesters or the public
interest. The request for comments notes that response time
for FOIA requests is down and attributes that to the
exemption. As I stated above, I have not seen evidence of
the shortened response time. Moreover, I believe that the
exemption keeps under wraps material that should be
released and that can be released without damaging our
national security or compromising sources and methods.

In the course of my research, I reviewed a list of every
document the CIA has released under FOIA. (At the time, the
only version of the list the CIA FOIA office would make
available was a 4000-page computer print-out which listed
the documents in random order.) I saw that much
historically valuable material came from operational files.
These documents were obviously released before the
operational files were exempted. I found cables from
stations and memos from station chiefs and other officers
that were tremendously useful for historians and that had
compromising sections deleted. Cordoning off operational
files is a true disservice to history and the public
interest.

An examination of the CIA files released in response to
the JFK assassination records act confirmed my
observations. After this record set was released last year,
I spent several weeks going through each of the 60 or so
boxes of material in what is called the CIA Segregated
File. As you know, these records had to be released with a
minimal amount of deletions, and most of these records came
from operational files., Again, I found cables to and from
CIA stations and hundreds (if not thousands) of memos
written by officers of the operations directorate that are
of great use for historians. Sources and methods were
deleted, as they should be. Still the documents have much
historical value. This record collection yielded many more
documents useful for my research than all of my dozens of
FOIA requests to the CIA.

"The release of these records--as well as the work of the

historical unit, which has also released operational files
{e.g. the Cuban missile crisis documents)--demonstrates
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that the Agency can review and make available documents
from the operational files.

With the end of the Cold War, the Agency has indeed
become more open. The historical unit is to be commended
for its important efforts. But true openness allows for
Agency outsiders to have a say in what historical materials
are to be declassified and released. The only tool for
doing so is the FOIA, and to CIA outsiders the FPOIA office
still seems dominated by an old-guard mentality. With the
changes that have occurred in the world and the passage of
time, the CIA should change its policy regarding the
exemption of operational files. This exemption has
undermined drastically the value of FOIA to historians and
is a challenge to the spirit of the Act. Perhaps Langley
should consider a partial exemption: say, exempting
operational files only of the previous ten years.

I am confident that if the Agency wants to proceed with
its devotion to openness that it can devise a way to
include operational files in FOIA requests and safeguard
those secrets that need to remain hidden. A review of
previous released material and the JFK records shows that

.there is room for more openness. History will be better

served by ending the operational file exemption, and that
is undeniably in the public interest.

Thank you for considering my views. If I can be of any
further assistance, feel free to contact me.

—Sincerelv.

David Corn
(////// Washington editor
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tional,
N . Archives

Washington, DC 20408

Septembexr 7, 1994

Director, Information Management
Central Intelligence Agency
Washington, DC 20505

BY FaX
Dear Sir:

This is the National Archives and Records Administration
response to your request for comments regarding the
historical value of, or other public interest in, the CIA
files designated under the CIA Information Act of 1984. Our
Military Reference Branch, which is the custoedian of CIA
records in the National Archives, says that their Agency
records are among the most heavily used and will probably
continue to be so with the release of subsequent materials.

The Qffice of Records Administration, responsible for the
appraising and scheduling of the disposition of Federal
agency records, said that from the description in the
Federal Register notice, the records clearly included those
of continuing archival value and also, after consultation
with the Agency records officer, appeared to be already
scheduled. However, sgsince the descriptions were not
sufficient for them to relate them to specific scheduled
records, they have asked the Agency for further details.
Therefore, they limited their comments to the need for
scheduling reccrds any that may not already be scheduled.

If you have any questions, please call David G. Paynter at
(202) 501-5638.

Nanonal Archives and Records Admiinistranon
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September 7, 1994

VIA FAX and VIA MAIL

Edmund Cohen

Director, Information Management
Central Intelligence Agency
Washington, D.C. 20505

RE: Solicitation of public comment on CIA decennial review of operational files
exemption, 59 Fed.Reg. 40339 (A 8,1994

Dear Mr. Cohen:

Thank you for the opportunity to comment on the Central Intelligence Agency’s
decennial review, currently underway as required by the CIA Information Act of 1984
(codified at 50 U.S.C. sections 431 and 432), of the record categories in the Directorates of
Operations and Science and Technology and the Office of Security that are currently
designated as exempt from the search and review requirements ot the Freedom of
Information Act (FOIA), 5 U.S.C. section 552.

These comments are submitted on behalf of the National Security Archive and the
American Civil Liberties Union Center for National Security Studies. The Archive is a
non-profit foreign policy research institute and library that extensively uses the FOIA at
CIA and other federal agencies to build collections of declassified government agency
records documenting key U.S. foreign EOHCY issues. In its work, the Archive regularly faces
serious barriers to fully documenting these issues due to the broad range of records now
designated as "operational files" exempt from FOIA, The Archive has found that the lack
of public access to CIA documents -- especially records now several decades old -- resulting
from the current "operational files" designations severely restricts the ability of scholars,
researchers, and the public to know about, understand, and learn from events in our
nation’s past in which CIA played a role. The ACLU is a nonpartisan organization
dedicated to the principles of individual liberty embodied in the Constitution that works to
ensure that broad access to government information, including the records of intelligence
agencies, and other civil liberties are not eroded in the name of national security.

Introduction

The CIA’s primary justifications for seeking the "operational files" exemption, as
recorded at length in hearing testimony and the 1984 Act’s legislative history, were its
assurances that by allowing the CIA’s director to designate large blocks of files for
exemption from the FOIA’s search and review requirements no noticeable shrinkzlx:ge of the
amount or type of information releasable to the public would result, responses to FOIA
requests would be far quicker, and that declassification review of "operational files” was a
waste of time because it never yielded significant useful material. Although the Agency’s
August 8 Federal Register notice itself recognizes that the purpose of the Act was to
expedite the Agency’s review of information for release to the public, we believe that the
Agency is wrong in asserting that the Act’s original purposes have been met. The Agency’s
F%IA operation, freed of its burden to search for and review "operational files", has not
become more efficient but in many cases is far less responsive to public requests than
before.

1
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Our comments address two major issues. First, we recommend subject categories
and file groups that should be removed from the "operational files" exemption based on
their historical value or other public interest in them and the potential for declassifying and
releasing to the public significant information contained in those records. Second, we
describe the continuing delays and other serious defects in the CIA’s FOIA practices that
requesters have consistently experienced during the decade since the "operational files"
exemption was passed and identify necessary reforms that are long overdue.

1. I oups recommended for removal from "operational files" exempt status.

CIA witnesses at the congressional hearings prior to the 1984 Act’s passage testified
glg)tl,gle Agency’s need for the "operational files" exemption was based on the premise that
S

"search and review g)rocess[] results in an ever-present risk of exposure of
sources and methods, and creates a perceived risk on the part ot our sources
and Fotential sources . . . At the same time, with this exclusion, the public
would receive improved service from the Agency under the FOIA without
any meaningful loss of information now released under the Act ... In the
case of records gleaned from operational files, virtually none of this
information is released to the requester . . . The public derives little or
nothing by way of meaningful information from the fragmentary items or
tc‘).i:ca§i(1)nal isolated paragraph which is ultimately released from operational
iles."

We acknowledge that there likely are files in the CIA’s Directorates of Operations and of
Science and Technology, and Office of Security that require continued secrecy in whole or
in part on national security %rounds to protect intelligence sources and methods. However,
it has become increasingly clear over the past decade that there is much information
contained in files now designated as exempt "operational files" which can and should be
publicly released.

As the August 8 Federal Register notice soliciting public comment states, many
thousands of pages of CIA records have in fact been declassified in whole or in part to
reveal much information crucial to understanding past actions and policymaking involving
the CIA. Many of these apparently come from record groups that fall under the current
"operational files" designation. For example, the initial declassification and release to the
public of scores of boxes related to the assassination of President John F. Kennedy, done
pursuant to a separate statutory mandate, has resulted in the declassification of hundreds
of cables from the CIA stations in Miami and Mexico City, materials that the current
"operational files" exemption render wholly unreachable through FOIA. 2 Other examples

1 S, 1324, An Amendment to ghg National Security Act of 1947, Hearings Before the
| mmittee on Intelligence of the United States Senate, 98th Cong,, 1st Sess. 6.
(Statement of John N, McMahon, Deputy Director of Central Intelligence).

2 The CIA’s declassification of a handful of Cuban missile crisis records, cited in the
Federal Register notice as another example of CIA’s declassification efforts reveals the
problems inherent in too broadly exempting whole record groups from FOIA’s search and
review requirements. Although the 100-odd documents declassified in 1992 and published
in a book distributed at its conference on the crisis were important and useful, CIA’s
actions here ended up not being particularly useful to researchers and scholars because the
documents were taken out of the context of the files from which they came, their origins

2
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of CIA records relating to once-highly sensitive intelligence operations and special
activities but declassified and made publicly available in the recent past, which can serve as
gnold%ls for types of files that can be removed from the "operational files" exemption,
include:
* the Penkovsky case, one of the CIA’s most important intelligence operations;
* covert activities against Cuba in the early 1960s, including details OF assassination
plots against Castro and their planning;
* covert political and psychological warfare in western Europe, ¢.g,, Germany; and
* intelligence findings referring to and drawing on data prov1ded_%y U-2 and
satellite Fhotograp y. ‘
Thus, it is critically important to take the opportunity provided by this decennial review to
limit the number of records and record groups designated as exempt "operational files."

If the review the Agency is undertaking here is to have a useful and lasting impact, it
should seek not just to identify particular subjects that should be deemed eligible for EI)TOIA
search and review but also establish a set of workable, common-sense standards to apply in
identifying record groups for removal from the "operational files" category in the future.
The 1984 Act does not limit the Agency’s review of designations to once every ten years but
only requires that at a minimum a review be done decennially. As the "operational files"
designations currently operate, they treat a file or document from 1954 no differently from
one generated in 1994, In adopting such standards, we encourage the Agency to take into
account the passage of time, recognize that changing circumstances in the world require
flexibility in evaluating what needgs continued secrecy, and incorporate a variety of review
strategies such as bulk declassification. These standards should also require that when
documents or record groups are identified for removal from the "operational files"
exemption, the declassification review should incorporate markings that indicate where and
why information has been redacted, from what agency component and file group the
records originated, and provide access to contextual information about the entire set of
records from which the document or file group came.

A. Directorate of Operations Files.

While not exhaustive, the following list identifies file grou¥s in the Directorate of
Operations that should be removed from the current "operational files" designations of
records exempt from search and review:

* Records related to U.S. government support for non-communist political and
social movements in Western Europe, especially during the early years of the Cold War
from 1947 through the mid 1950s. This includes material relating to support for anti-
communists in the 1948 Italian election, sugport for the Force Ouvriere in France during
the late 1940s, and Psychological Strategy Board activities in the 1950s;

were not identified, nor was the scope and range of materials not declassified for the
conference described. o

In contrast, in response to a lawsuit brought by the National Security Archive in
1988, the State Department over a period of time declassified and released in whole or in
part several thousand documents on the crisis, many of them formerly classified at the "Top
Secret/Eyes Only" level and no less sensitive than the documents on the crisis that are still
being kept secret by CIA. These declassified State Department documents, now housed at
the Archive (and disseminated to the public through an indexed microfiche collection
containing over 15,000 pages of documents and a document reader) provide a far more
comprehensive view of the event than the CIA’s selected declassification of only a few
records possibly can.

3
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* Records related to political and economic warfare against communist regimes in
eastern Europe, for example U.S. government support for WIN in Poland;

* Records related to covert political activities in the third world, including
Guatemala in 1954, Iran in 1953, Indonesia during the late 1950s and early 1960s, Syria in
1957, and those records designated by the CIA’s Center for the Study of Intelligence for
block declassification (for which no timetable for release been publicly announced),
including France in the 1940s, Italy during the 1940s and 1950s, North Korea during the
early 1950s, Tibet in the 1950s and 1960s, the Bay of Pigs operation in 1961, and the Congo,
the Dominican Republic and Laos in the 1960s; and

* Files currently included in the "Obsolete Category"”, as described in the August 8
Federal Register notice.

We also strongly recommend that the CIA affirmatively state as part of this review
that it will not deem "assassination records” under the President John F. Kennedy Records
Collection Act of 1992 to be "operational files" that are exempt from search and
declassification review under the terms of the CIA Information Act of 1984.

B. Directorate of Science and Technology files.

We recommend the removal of record groups in the Directorate of Science and
Technology from the "operational files" exemption based on their historical value and the
likelihooﬁ,hat significant amounts of information can be released after declassification
review without harm to national security. Examples of record groups from this directorate
that we believe could and deserve to be made eligible for declassification review and public
release include records related to the history of the U-2 program, the early years of the
reconnaissance satellite programs, and on early efforts to collect data on the Soviet nuclear
program.

An instructive perspective on the suitability of files from the Science and
Technology Directorate, in particular satellite imagery, for inclusion in FOIA search and
review procedures is contained in an observation by Admiral Bobby Ray Inman at a
conference a few years ago organized by the Carnegie Endowment for International Peace:

"Some years ago, Hans Mark [then director of the National Reconnaissance
Office] and I conspired to declassify U.S. satellite imagery. We believed that
making quantities of that imagery selectively available would help inform
public debate. We were eminently unsuccessful--not because of the raging
policy debated: we might have won that. Instead, lawyers carried the day by
rendering the judgement that the Freedom of Information Act, in their
opinion, made it very clear that if selected photos were released, then all

otographs derivegyfrom all systems would become fully subject to the
Ereedom of Information act process, meaning a laborious and expensive
review process for everyone mvolved." 3

We believe that the CIA should, as it undertakes its review of the current "operational files"
designations, adopt Admiral Inman’s and Hans Marks’ conclusion, based on their extensive
experience with imagery, that at least some of these materials can be safely declassified and
rgﬁaased to the public based on evaluation of the materials’ particular nature and the

3 B.R. Inman, in M. Krepon, et al,, Commercial Observation Satellites a nd
International Security at 5 (St. Martin’s Press, in association with the Carnegie Endowment
for International Peace, 1990).
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contlfilbution to the historical record and informed debate that public release would
provide.

Similarly, we believe that CIA should consider including some categories of signal
intel}igence records in the files removed from the "operational files" exemption. SIGINT,
ﬁartlcularly COMINT (and especially the cryptanalytic portion of COMINT) traditionally

as been treated as the most sensitive of sources -- so much so that some material relatin
to U.S. cryptanalytical successes in the 1920s is still classified at the "Top Secret” level. Yet
at the same time, the government has declassified historical material concerning
COMINT/cryptanalysis from World War II. Other COMINT material has been made
public on selected events, such as the C-130 incident in the 1950s, the KAL-007 downing,
and the Berlin nightclub bombing. The most useful COMINT that could be declassified is
historical material that has been written about extensively and the declassification of which
would be of great use to scholars -- for example, VENONA material related to Soviet
espionage in the U.S. and Britain. '

C. Office of Security files.

As described in the August 8 Federal Register notice and based on our experience
with government records, the files of the Office of Security appear the least likely of the
three main categories of exempt "operational files" to produce significant releasable
information of great interest to scholars, historians, and students of intelligence
policymaking. We encourage the CIA to remove from the "operational files" exemption all
records in this office that may appear eligible for declassification review and release based
on the passage of time, changing circumstances, and their historical and public interest
value. Given the finite resources available for the Agency’s review of records for removal
from the current "operational files" designations, we suggest that the bulk of those
resources be focused on identifying files in the directorates of Operations and of Science
and Technology rather than on those of less broad significance and interest in the Office of
Security.

I1. Reform of CIA’s FOIA practices.

In hearings before Congress seeking support for passage of the CIA Information
Act, representatives of the CIA repeatedly promised that "[t]he public can only stand to
benefit" from an "operational files" exemption to the FOIA because the law’s "reduced
administrative burden will permit the CIA to respond to requests more quickly, thus
groviding more useful and timely information." 4 Congressional support for the law was
ased on the belief that "this legislation does not frustrate the essential purposes of the
FOIA. Requesters will continue to have access to CIA files containing the intelligence
product ang to information on policy questions and debates on these policies." 5 In our
experience as frequent FOIA requesters at CIA, this has not turned out to be the case.

A, Use of "glomarization” to avoid searches for requested records,

Over the years an increasingly large percentage of our requests have not been
processed on the grounds that "the agency may neither confirm nor deny the existence or
nonexistence of records responsive to your request.” This overreliance on "glomarization"
has been extended even to requests for types of records other agencies routinely produce

4 Hearings on S. 1324, supra note 1, at 8.
S 1d. at 2 (Statement of Chairman Barry Goldwater).

5
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under FOIA such as biographical records on foreign political leaders, basic information
that the CIA as an intelligence organization should be compiling if it is not doing so now.
See, e.g,, Exhibit A (refusal to confirm or deny existence of records containing biographical
information on certain Czech political leaders involved in the country’s reform movement
in 1967-68, including Alexander Dubcek).

Moreover, despite acknowledgement from the CIA Office of General Counsel that
non-designated "operational files" remain subject to search and that materials contained in
"operational files" that are referred to by "markers” in non-operational files are also subject
to FOIA, we cannot identify a single category where it appears that such searches are in
fact undertaken in response to FOIA requests. See Exhibit B, copy of July 19, 1990 letter
to the Center for National Security Studies from the CIA Office of General Counsel.

B. Continuing multi-year delays in receiving responses to requests,

Itis simFlK not correct, as claimed in the August 8 Federal Register notice, that "a
rimary goal of the Act [to hasten FOIA response txme{ has been and continues to be met."
t is true that "the major benefit to the public from this legislation" was, in the words of a

CIA official, that:

"FOIA requesters now wait two to three years to receive a final response to
their requests for information when they involve the search and review of
operational files within the Directorate of Operations . . . [I]f this bill is
enacted, I assure gou that every effort will be made to pare down the queue
as quickly a possible. This would surely be of great benefit if the public could
receive flélal responses from the CIA in a far more timely and efficient
manner.

Another CIA representative summarized the delay situation in 1984 and predicted
improvements for the future in this way:

"It takes about 2 or 2 1/2 years todaly to process a request if it involves
Directorate of Operations records. If it does not involve the Directorate of
Operations, it can take less, say up to 6 months to clear a case. We are hopeful
that with the passage of this bill we will be able to respond in terms of weeks, or
at most, months, to get a request back to the public. 'The DDO queue is by and
large the holdup at the moment. They have the bulk of our workload, and
with some of the cases dropping out with the passage of this bill, we believe
that the flow of materials throughout the Agency would be enhanced."
(emphasis added) 7

The current median time lapse cited in the August 8 Federal Register notice of 2.4 months
before requesters receive substantive responses to their FOIA requests is not even close to
the delays we, as regular CIA requesters, have experienced for years. Nor has the average
rocessing time we have experience even been close to the CIA’s estimate of 6 months or
ess for non-operational files. Instead, based on our analysis of hundreds of requests filed

6 Hearings on S. 1324, supra note 1, at 8.

7 islation to Modify the Application of the Free om of Information Actto t

Central Intellig ncy, Hearing before th mmittee on Legislation of th
Permanent Select Committee on Intelligence, House of Representatives, 98th Cong, 2d
Sess. 23 (1984)(testimony of Larry Strawderman, Chief, Information and Privacy Division,
Central Intelligence Agency).

6
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since 1984, our average delays in 1989 and 1990 were three to four years, and in 1992 the
median time before a substantive response still stretched to two years or more. Worse,
even after waiting several years for a response, the end product is often the release only of
documents already in the public domain, such as Foreign Broadcast Information Service
records. See, ¢.g,, Exhibit C (of eight documents retrieved after a three-year wait, six FBIS
documents were released and the two substantive policy documents denied in full).

Those requests for which we have received a response in six months’ time or less
have all, in our experience, been complete denials, "glomarizations” (refusals to confirm or
deny that CIA has documents responsive to the request), or requests in which the CIA did
no new search or declassification review but only pulled from its database of previously
released FOIA documents (called "ORIS") a hanchul of materials, sometimes last reviewed
for declassification several years before the request was filed.

"

C. Requ rej "unsearchable" or "requiring r I

Increasingly, bureaucratic hurdles imposed by the CIA’s FOIA operation make it
extremely difficult for requesters to use the FOIA in a meaningful fashion. For example,
the CIA regularly refuses to conduct searches in response to requests on the alleged
grounds that the subject of the request is "unsearchable" -- a response we receive from no
other agency in the federal government. No other agency in our experience has responded
to a narrowly-drawn request like the following one for "copies of all items concerning the
People’s Republic of China in the National Intelligence Daily from June 1-30, 1989" by
stating:

"Your request as stated is unsearchable in our records systems. The
FOIA does not require us to perform research or create records for a
requester. Neither are we required to study a body of material to see if any
of 1t is related to a specific event, activity, or incident. To study a body of
material to see if any of it relates to the specifics of your request would
%Oonlsgtklte research which is neither required nor authorizetcil under the

See Exhibit D, July 13, 1994 letter from CIA to the National Security Archive. Even more
astonishing was the rejection as "unsearchable" of a request for retrieval and release of two

ublic statements issued by CIA itself discussing congressional testimony on and CIA
information regarding the Banca Nazionale del Lavoro (BNL) affair. ﬁ, August 9, 1994
letter from CIA to the Archive. (Other examples of requests rejected as "unsearchable” are
also found at Exhibit D.) Given that a reasonably described request for records is all that
the FOIA requires to trigger an agency search for responsive documents, these
"unsearchable" responses to grecise, narrowly-worded requests frustrate the requester and
betray the access purposes of the Freedom of Information Act. Nor do practices like these
tend to convince the public that the CIA takes its FOIA responsibilities seriously in the
wake of having been granted its unique waiver from searching for and processing
"operational files."

D. In rche

The CIA’s refusals to conduct even preliminary searches and the small number of
documents generally produced in response to requests is especially troubling to us given the
existence of the Agency Records and Information System ("ARCINS"), which contains

. "subject listings down to the folder level" of over 30 million records. Searching additional
databases maintained by various directorates, such as the Directorate of Intelligence’s
three central data bases which index raw and finished intelligence reports at the document,

7
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not merely folder title, level, should produce even more documents in response to requests,
even if portions of them are ultimately denied under a FOIA exemption. See Exhibit E,
excerpt from June 27, 1994 Advisory Committee on Human Radiation Experiments Staff
Memorandum re "Methodological Review of Agency Data Collection Efforts: Initial
Report on the Central Intelligence Agency Document Search” (describing CIA databases
able to access agency records%.

It is difficult to believe that any database at all was used in processing a recent
request from the National Security Archive for the declassification and release of copies of
four intelligence reports on the BNL affair, all of which were provided by the CIA to the
Senate Select Committee on Intelligence and were specifically referred to in a letter from
that committee to then Director Robert Gates. The response to this request was, again,
that it was considered "unsearchable" and included the same boilerplate language quoted
above as the rationale for refusing to process the request. See Exhibit F, letter from CIA
to the National Security Archive dated July 1, 1994 rejecting request and 3ppeal letter from
the Archive dated August 9, 1994, with attached Congressional correspondence listing the
CIA documents sought in the request. We urge the Agency to encourage all components to
fully utilize all databases and other finding aids at their disposal to conduct adequate
searches for records requested under the FOIA.

Conclysion

We are hopeful that this decennial review will result in removal of a substantial
body of records currently categorized as "operational files" exempt from the search and
review requirements of the FOIA. As part of this review, we encourage the establishment
of standards for evaluating and removing additional record groups from the exemption in
the future on a regular basis which reflect current realities, not outdated assumptions,
about releasability to the public. We also urge the CIA to demonstrate that it takes
seriously its statutory obligations under the FOIA and to commit to cure the serious
problems with its current FOIA process, as described above, to comply with law and make
the Agency more responsive to the public it serves. Adopting more user-friendly practices,
including establishing a public reading room containing copies of material previously
released by CIA under FOIA, are crucial if the CIA’s FOIA practices are ever to reach
some level of credibility with the J)ublic. Without a major overhaul of the CIA’s FOIA
operation, it will be increasingly difficult to justify the CIA’s continued exemption, unique
in the government, of large record groups from the scope of the FOIA,

We greatly appreciated the opportunity on August 29 to meet at CIA headquarters
with many of the CIA staff intimately involved in this review to share our ideas on what
needs to be done and how best it can be accomplished, and believe that the meeting was a
very useful first step. If you have any questions or if we can provide further information or
assistance, please do not hesitate to contact Sheryl Walter at the National Security Archive

at (202) 797-0882 or Kate Martin of the ACLU/CNSS at (202) 675-2327.
ceyely,

4

|

sHeryl L waljer Kate Martin
General Counsel Director
National Security Archive ACLU Center for National Security Studies
Attachments
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Wagnnc.zosos 0 8 MAR 1994

RECEIVED iipR ¥ B 1994
Mr. William Carnell
The National Security Archive
1755 Massachusetts Avenue, N.W.

Suite 500
Washington, D.C. 20036

Reference: F94-0294

Dear Mr. Carnell:

This is to acknowledge receipt of and is a final response
to your 10 February 1994 Freedom of Information Act (FOIA)
request referenced above.

Specifically, your request was for copies of "any and all
biographical information on the following political leaders of
Czechoslovakia, all of whom were involved (on one side or
another) in that country's reform movement 1967-1968:

Alexander Dubcek
Antonin Novotny
Ordrich Cernik
Vaclav Prchlik
Jiri Hendrych
Drahomir Kolder
Cestmir Cisar
Miroslav Mamula
Ludvik Svoboda
Gustav Husak
Josef Spacek
Martin Vaculik
Alois Neuman

Jan Masaryk
Zdenek Mlynar
Bohuslav Lastovicka
Josef Lenart
Jiri Hajek"

The CIA may neither confirm nor deny the existence or

nonexistence of records responsive to your request. Such
information--unless, of course, it has been officially

£ Xhibi A
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acknowledged--would be classified for reasons of national
security under Executive Order 12356. The fact of the
existence or nonexistence of such records would also relate
directly to information concerning intelligence sources and
methods. The Director of Central Intelligence has the
responsibility and authority to protect such information from
unauthorized disclosure in accordance with Subsection 102(d) (3)
of the National Security Act of 1947 and Section 6 of the CIA
Act of 1949.

Therefore, your request is denied under FOIA exemptions
(b)(1) and (b)(3); an explanation of these exemptions is
enclosed. The CIA official responsible for this determination
is John H. Wright, Information and Privacy Coordinator. By
this action we are neither confirming nor denying the existence
or nonexistence of such records.

You may appeal this decision by addressing your appeal to
the CIA Information Review Committee, in my care. Should you
choose to do this, please explain the basis of your appeal.

We regret that we are unable to assist you further.

Sincerely,

John H. Wrig

Informagion and Privac oxdinator

Enclosure
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FO[I\'P""C)’, continecd from prosions poge

Finally, we would ke Lo raise an issue thad we did nol discass
at the meeting, 1 has come 10 our uttention that the agency may
routinely deny [ree-tunce joumalists fee waivers as repre-
sentatives of the news media, and that it is very difficult for such
journatists 1o leam and mect the standards tor establishing news
mcdiu status, The stutute cleely intended to, and the regulations
spevificalty do include free-fanee journalists us representatives of
the pews media. Just because a requesicr does not work for un
eatablishid news media organization should not prevent him or
her from obtaining a fee wuiver. On the contrary, we belleve that
once e requester establishes a publishing history, be ur she
should be presumptively given a waiver, unless the agency cun
affirmntively demonstrate that the requester stll does not meet

CIA RESPONSE

22 March 1991

1990 in which you ralsed cenain questions and concerns

about CIA's interpretation of the CIA Information Act
and CIA's complianca with the Freedom of Information Act
(FOIA). We had previously met to discuss your concemns
and. after reaching whut [ believe was u general agreement
aboul ClA's oblipations under these Acis. George Clatk,
whu is no longer with this office, agreed to provide you with
# Wrlen response.

I have been asked 1o vespond o your letter of {9 July

Your first concern was about Fepons you have received
that svme Agency personnel who administer the FOIA muy
interpret the CIA Informtion Act as obligating the Agency
to sewch and review only “finished™ inlelligence reponts
prepared for a CIA “client.” such as the State Depactment
or the White House.  Allegedly, under this interpretation,
everything prepared for "in-house” CILA use would be con-
sldered os “operational” and thus not subject 10 a FOIA
acarch and review.

As George stated L our meeting, the Agency does not
interpret the CIA Information Act in the manner repotted to
you. That Act cxempts from the FOIA's search. review,
disclosure, and publicution requirements only those CIA
files designated by the Direcior of Centrul Intelligence as
operationu! files, Ac you know, the Act limits the designa-
tion of operationit files to certalu files of the Directorare of
Operations, the Dircctorate of Scicace and Technology, and
the Office of Security. [n general erms, files are eligible
for cxemption if they docurnent the conduct of intelligence
activitics, Files that are the sole repository of dissentinated
intelligence are nol operational files. Of course, records
Tromn exempted operational files ure (reguently dissemi-
nated 1o and referenced in files that huve not been ex-
empied, 1f such records are returned to and retuined solely
in exempted operational files. they nevertheless are subject
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the news media eriterin, Many other agencies already operate
under this standard. We encourage you o teview the standards
and practices of the OIP in order w cosure that all reg-lance
Jjouraatists are given news mediu fee waivers in acennbince with
the law.

Thank you fur your auention to these matters, W uppreciate

your wilﬁngncss to meetl with us und to consider our views an
these important issues. We ook lorward (0 your response 1o our
coneerns in this letter.

Sineerely,
Mortom t. [alperin

10 scarch and review. [n addition, fites that we not cx-
cmpted are subject (6 scarch and review. even if they
conain information derived or disseminated from cx-
empted operational files, [ have been assured that Agency
personnel eesponsible for implementing the FOIA und the
CIA Information Act understand and loliow these reguirc-
nments.

Your second concern wus ahout CIA's response 10 re-
quests that are fdentical vr substantiaily simifar w previous
reyuests for the same malerial. CIA atteropis 16 process
FOIA requests in the moxt efficient and least cxpensive
manner in accordince with its regulations, which authorize
consultation "with the requester. as may be approprate, in
order to accomplish such arrangements and agresments
with the requesicr as may be acceptabic w the requesicr
coneerning the Agency's efforts and ability to sct on his
request expeditiousty,” 32 CER. 1900.47(b).

One of the most expeditions ways for C1A to act on a
request that covers ull or u substantial part of a previous
requestis toconsult with the reguester. before accepiing the
request for provessing, to determine whether any records
disclosed to a previous requcster would sutislly the request.
Previously disclosed records are held in CIA's Officially
Releused Information System (OR1S). Ourexperfence hus
shown that nearly all of the requesters who ure olfered
ORIS material accept these releases in satisfaction of their
requests. These requesters henefil Decause an QRIS refease
is faster than a completely new search and review. CIA
benefits because processing time ix saved that can be
devoted to the FOIA backlog,

You have suggested that CIA should do more to inform
a requester about the substantive scope ol the prffered
OKRIS materal and about the procedusal nuture of the con-
sultation process. 1t is my understunding, however, thut
CIA file systems do not always permit the Agency Lo
provide all the information you have sugpested. Where it
is responsible and feusible 1o do so. CIA iy prepared to
inform u requester how long ago the prior reyucst was madc
and whether there is a reasonable likelihood that a new
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search and review would recult in the release of any addl-
tional information. Such a response would help to enable a
requester decide whetherto ask CIA 1o sonduct anew search.
As 8 practical mutter, each response to a requester will
depend upon the (acts of the particular request, and CIA's
revicwers may conclude thul a response thut provides
mutetial from the QRIS databuse requires no further elabora-
tion. However, the Agency s Information and Privacy Coor-
dinator is sensitive 1o the concerns you raised and. although
it is doubiful that standard language would he appropriate in

all cases, the Coardinator has agreed to further consider the -

matier of what 1o tell reguesters.

Nevertheless, you should be aware that, if ypon review of
the request and ORIS material CIA concludes hat a new
scarch would be appropriute, or if the requester so desires,
CIA conducts new searches and attempis (v relocate any
redacted documents 1o determine whether the previously
withheld portions of these documents, which may have been
reviewed many years ago, ean now be released. Marsover,
CIA conducts these new searches even il the prior searches
and reviews were reeently completed, the réquest is the same
as or is fully encompassed by the prior requests, no new
documents are cxpected to he found, and no information
withheld (rom previously disclosed documents is likely to be

releused. OF course, if foos are assessable. the requester will -

have to pay for any new scarches conducted,

If' u new search is conducted, it will be processed along
with all the other pending requests on g “first-in, first-out”
basis asof the time iris accepted. The time lost o i requester
varics depending upon how long the negotiutions over the
ORIS material take, but the Apency's expenience has been
that, in most cases, it is a redatively short period.

Your third concem was that CIA clarify its response to
requests for personal information under both the FOIA and

the Privacy Act. Afier considerable revicw, we have con-
cluded that, when persons eligible for Privacy Act processing
request information about themselves uader the FOIA as
well as the Privacy Act, It is appropriate to process their
requests under both Acts as requested. This is our current
policy.

Finally, you cxpressed concemn (hat CIA “muay routinely
deny free-lance journalists fee waivers as representatives of
the news media." First, I would point out that the FOTA
distinguishes between fee waivers and reduced fees for rep-
resentatives of the news media, and I assume you are refer.
ringtothe latter, Second. the Agency does notroutinely deny
freelance Journallsts news media status, bul aconds such
status if there is a reasonable basiy for Jdoing so. However,
underthe FOTA  use of the information disclosed is a refcvant
factor in according news media stowus and, therefore, a
member of the news media might not qualify forreduced fees
in a particular case. | understand that this does not happen
very often, and the Agency gives due consideration o any
rcasonable basis a freelance journalist may put forward that
he or she is entitled to nows media stams,

We appreciate your interest und concern about CIA'
administration of the FOIA, and think the diatugue between
us has been {ruitful. This kind of discusslon Improves our
understanding of problems, cither real or perecived, thut
arise in the course of our compliance with the FOIA and. 1
hope demonstrates CIA’s commitment 1o comply with both
the leucr and the spirlt of the law.

Please let me know if | can be of further assistance,
Yours truly,

W. George Jameson
Associate General Counsel

Security Clearances, comnd jiom page o

these employees were eliminaled cuch ax those having to do
with political associations,

SF-8S was revised (o climinate any questions concerning
politicat associations and arrest or mental heatth history. The
gueston conceming arrest in the remaining forms was speeifi-
cully limited 10 preclude vse in eriminal proceedings, and the
yuestion concerning Communist party membership was
climinigted from the SF-86.

Despite these improvements, problems remain, The broad
fugquiry concerning drog use remains intact as does the demand
for personal ment! heolth information on the SF-85P und
SF-R6. o addition new political advocacy guestions on the
SF-Ho aimed at associuions with organizitions that may be
involved n unlawful conduct remain uniesied.  Those ques-

__Approved for Release: 2012/09/12

tions. apparcnily intended to et at Knowing g nieniional
participation or advocacy in an organizalion whose aim is to
overthrow the United States, remain vague and uverbmad.
Finally. the now release provision, while significanty narrower
than before, continues 10 pose tisk (o personal privacy,

fn addition to Congressional heanings, a number of fedural
unlons filed lawsuits seeking to enjoin further use of the okd
forms. While mast of the cases remain vuresolved. one courl
did enjoin the use of the old SF-86. at least as applicd o low
level employeces of the Rallroud Retirement Board, because it
violated their First Amendment and privacy rights, American
Federation of Government Employees v. U.S. R.R. Retirement
Board, 742 F. Supp. 450 (N.D. HIL 1990) (Sce Firse Principles,
Vol. 15, Nu. 2 (Aug. 1990)). No cuses have yet been filed under
the new forms.
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‘ 290 S17ACDOOC
Washingon. D C. 20505 10 MAY 1934
Mr. Kenneth Mokoena RECEIVED KAY 1 6 1584
The National Security Archive
Suite 500

1755 Massachusetts Avenue, N.W.
Washington, D.C. 20036

Reference: F91-1004

Dear Mr. Mokoena:

In the course of processing your 7 November 1989 Freedom
of Information Act (FOIA) request for records pertaining to
collaboration between Israel and South Africa on military
technology and nuclear research from 1975 toc 1989, the Arms
Control and Disarmament Agency located two CIA documents and
six Foreign Broadcast Information Service (FBIS) documents and
referred them to us for our review and direct response to you.

We have reviewed the documents identified below:
Docunments:

News release, 20 March 1980

News release, 28 February 1981

NES-90~229, 28 November 1990

AFR-89-219, 15 November 1989

NES-89-222, 20 November 1989

TAC-90-024, 15 August 1990

Memorandum, 6 December 1989 with attachment
Report, 8 July 1989

O~ WK

‘ We have determined that the FBIS documents numbered 1-6
can be released in their entirety. Copies of the documents are
enclosed.

We have further determined that the CIA documents numbered
7-8 must be withheld in their entirety on the basis of FOIA
exemptions (b)(1) and (b)(3). An explanation of exemptions is
also enclosed.

—y

- Exhilbiy+
Approved for Release: 2012/09/12 - - -
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Washingion, 0 € 20505 7 3 19

dasoHG LAY
Ms. Jane Gefter
The National Security Archive
1755 Massachusetts Avenue, N.W. ST T e
Suite 500 RECCMET 0 45 199
Washington, D.C. 20036

Reference: F94-1225
Dear Ms. Gefter:

This i1s to acknowledge receipt of your 14 June 1994 Freedom
of Information Act (FOIA) request for copies of "all items
concerning the People's Republic of China in the National
Intelligence Daily from June 1-30, 1989."

Your request as stated i1s unsearchable in our records
systems. The FOIA does not require us to perform research or
create records for a regquester. Neither are we required to
study a body of material to see if any of it is related to a
specific event, activity, or incident. To study a body of
material to see if any of it relates to the specifics of your
request would constitute research which 1s neither required nor
authorized under the FOIA. '

We regret we are unable to assist you further.

Sincerely,

.

Info tion and Priveqy Coordinator

EE——
Exlhinix -
—D ———

Approved for Release: 2012/09/12
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Ms. Joyce Battle

The National Security Archive

1755 Massachusetts Avenue, N.W., Suite 500
Washington, D.C. 20036

Reference: F94-1461
Dear Ms. Battle:

This 1s to acknowledge receipt of your 21 July 1994 Freedom
of Information Act (FOIA) request referenced above.

Specifically, you are requesting copies of the following:

“1l. An October 10, 1992 public statement issued by
the CIA discussing testimony before the Senate Select
Committee on Intelligence in regard to the Banca Nazionale
del Lavoro (BNL) affair.

2. A public statement issued on September 18, 1992
regarding CIA information on the Banca Nazionale del
Lavoro (BNL) affair."

Your request as stated is unsearchable in our records
systems. The FOIA provides for public access to reasonably
described records. This means that a document must be described
sufficiently to enable a professional employee familiar with the
subject to locate the document without an unreasonable amount of
effort. This, with few exceptions, means that the documents
must be locatable through the indexing to our various records
systems. The FOIA does not require us to perform research or
create records for a requester. Neither are we required to
study a body of material to see if any of it is related to a
specific event, activity, or incident.

We regret we are unable to assist you with your request.
If you can describe the reports in which you are interested in
greater detail, we shall be happy to search for them on your

behalf.
Sinceregly, ;
L-/%/”‘
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12 JUL 1994

Ms. Joyce Battle

The National Security Archive

1755 Massachusetts Avenue, N.W. RECEIVER 1 § & 1004
Suite 500

Washington, D.C. 20036

Reference: F94-1278

Dear Ms. Battle:

This is to acknowledge receipt of your 1 July 1994 Freedom
of Information Act (FOIA) request for all records relating to
"the export of nuclear equipment, technology, facilities,
technical assistance, training, or information from China to
Iraq from 1980 to 1991."

Your request ‘as stated is unsearchable in our records
systems. The FOIA provides for public access to reasonably
described records. This means that a document must be described
sufficiently to enable a professional employee familiar with
the subject to locate the document without an unreasonable
amount of effort. This, with few exceptions, means that the
documents must be locatable through the indexing to our various
records systems. The FOIA does not require us to perform
research or create records for a requester. Neither are we
required to study a body of material to see if any of it is
related to a specific event, activity. or incident. To study a
body of material to see if any of it relates to the specifics
of your request would constitute research which is neither
required nor authorized under the FOIA.

We regret that we are unable to assist you.

incerely,

wany.

John H. Wri
Infor ion and Priva

oordinator

Approved for Reléase: 2012/09/12
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RECEIVED MAR G 2 1384

Ms. Marjorie Robertson

The National Security Archive

1755 Massachusetts Avenue, N.W., Suite 500
Washington, D.C. 20036

Reference: F93-2185
Dear Ms. Robertson:

This is to acknowledge receipt of your 28 October 1993
Freedom of Information Act (FOIA) request.

Specifically, you are requesting the following information:

"1l. Documents of 1949 and 1950 relating to the
establishment of the Free Europe Committee (later changed
to the National Committee for a Free Europe) and the
founding of Radio Free Europe.

2. CIA reports in November and December 1956 on the
responsibility of Radio Free Europe in inciting and
prolonging the Hungarian uprising.

3. Memoranda by CIA staff on how to deal with
subsequent revelations in February and March 1967 that the
CIA financed Radio Free Europe."

4. You also request "[a]ll studies done specifically
concerned with Radio Free Europe."

With respect to items 1-3 of your request, we must advise
you that these portions of your request are unsearchable in our
records systems. The FOIA provides for public access to
reasonably described records. This means that a document must
be described sufficiently to enable a professional employee
familiar with the subject to locate the document without an
unreasonable amount of effort. This, with few exceptions,
means that the documents must be locatable through the indexing
to our various records systems. The FOIA does not require us
to perform research or create records for a requester. Neither
are we required to study a body of material to see if any of it
is related to a specific event, activity, or incident.

Approved for Release: 2012/09/12
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Ms. Kate Doyle

The National Security Archive

1755 Massachusetts Avenue, N.W. - ,
Washington, D.C. 20036

Reference: F94-0746
Dear Ms. Doyle:

This is to acknowledge receipt of your 8 April 1994
Freedom of Information Act (FOIA) request referenced above.

Specifically, you are requesting all records relating to
the "June 30, 1984 abduction of Bolivian President Hernan Siles
Zauzo and the associated coup attempt." You ask that this
request also include "information on the following:

1. The role of the Bolivian counternarcotics police
UMOPAR in the abduction and coup attempt.

2. The roles of UMOPAR officers Col. Rolando Saravia,
Col. German Linares, Carlos Barriga and Julio Diaz-Vargas.

3. The role of U.S. Ambassador Edin Corr in obtaining
the release of President Siles Zauzo.

4. The discussions and decisions leading up to the
July 17, 1984 announcement by the State Department that
they would continue to work with UMOPAR despite their
involvement in the abduction of President Siles Zauzo."

We can search that portion of your request for records
concerning the "June 30, 1984 abduction of Bolivian President
Hernan Siles Zauzo and the associated coup attempt." However,
any material located as a result of our search, if any exists,
would also include those portions of your request relating to
items 1-3 above. Furthermore, since the FOIA does not require
us to perform research or create records for a requester, nor
does it require us to study a body of material to see if any of
it is related to a specific event, activity, incident, or
individual, it will be your responsibility to review whatever
releasable documents are located, if any exist, to see 1if they
pertain to the specifics of items 1-3. -

Approved for Release: 2012/09/12
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TO: Members of the Advisory Committee on Human Radiatdon Experiments
FROM: Advisory Committee Staff

. DATE: June 27, 1994 | \ ‘
RE: Methodological Review of Agi;cy Data Collection Efforts:

InitialAReport on the Central Intelligence Agency Document Search

This initial report provides: (1) background on the Central Intelligence Agency, its
involvement with human experimentation, and its records; (2) a description of the CIA's records
search; and (3) staff observations and recommendations to the Committee for future action.

EXECUTIVE SUMMARY

P ,
_ 1. CJA History and Records

The CIA was created in 1947 to serve as the government's principal intelligence collection
and analytical agency, as well as to engage in covert actions to influence events in foreign
countries through propaganda, economic, political, and paramilitary means. In the 1950s and 60s,
the CIA engaged in an extensive program of human experimentation, using drugs, psychological,
and other means, in search of techniques to control human behavior for counterintelligence and
covert action purposes. The possibility that CIA itself engaged in human radiarion experiments
emanates from references in a 1963 CIA Inspector General's (IG) report on Project MKULTRA,
which was a program "concerned with research and development of chemical, biological, and
radiological materials capable of employment in clandestine operations to control human
behavior."

MKULTRA was the subject of extensive internal, congressional, and outside
investigations in the 1970s. In 1973, the CIA purposefully destroyed most of the MKULTRA
files concerning its research and testing on human behavior. In 1977, the agency uncovered
additional MKULTRA files in the budget and fiscal records that were not indexed under the name
-MKULTRA. These documents detailed over 150 subprojects that the CIA funded in this area,
but no evidence was uncovered at that time concerning the use of radiation.

CIA records are maintained at CIA Headquarters and the CIA record center. Most older
records, before 1980, are in paper form with electronic databases of the file-folder titles. The
MKULTRA files are held by the CIA General Counsel, although most have been released to the
public. .

N
o Exhieir
Approved for Release: 2012/09/12 E
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Although the CIA has offices around the world and elsewhere in the United States. its
records are maintined in and controlled by CIA Headquarters in Langley, Virginia and at the CIA
records center (which is independent from the National Archives and the federal records centers).
The main database that the CIA has been searching is the Agency Records and informaton
System (ARCINS), which contains information on the holdings of most of the major components
in the Agency Archives and Records Center. The data base contains subject listings down to the
folder level. | , ;

The following is a description of the record system in each of the four directorates and the
DCI's offices and the CIA's report of its search process.

(1) Director of Central Intelligence Area. The tiles under the conuol of the DCI are in
paper from years 1947-80. and are indexed in the ARCINS. The agency conducted a key word
scarch of these files for topics dealing with human radiation experiments. Many of the
MKULTRA files, which are held by the General Counsel, were searched by hand; the agency also
contacted and interviewed former staff who were involved in or had knowledge of MKULTRA
projects, including Richard Helms and Sidney Gottlieb, the Director of TSD who ran the
MKULTRA programs. It does not appear that the agency contacted persons on the IG staff who
prepared the 1963 IG report on MKULTRA. '

(2) Directorate of Science and Technology. The DS&T used the ARCINS and focused
its search primarily on two of its offices: the Office of Technical Service (formerly the TSD that
"conducted MKULTRA) and the Office of Research and Development. The directorate pulled
approximately 30 cubic feet of documents and is still engaged in a hand search of this material.
The agency brought in two retired persons ("annuitants”) with knowledge of these activides to
help with search.

(3) Directorate of Intelligence. The DI has three central data bases which are
computerized index systems of raw and finished intelligence reports (depending on the time
frame), as well as two hard copy indices. The former are queried by subject categories, area
codes, and/or key words. The documents themselves (not merely "folder titles") are indexed.
The initial search was for any records relating to ionizing radiation experiments on humans. In
those instances where there is no keyword capability, broad subject codes were linked with the
United States: i.e., if a document referred solely to foreign activities not including the United
States, it would not have surfaced. (Soviet atomic bomb developments were not the subject of
the initial request.) The DI also searched for records archived by the Office of Scientific
Intelligence using ARCINS for topics dealing with human radiation experiments. Approximately
18,600 pages were reviewed by hand. and no responsive documents were located. OSI files are
still under review, and the Directorate is conducting addidonal searches based on new information
supplied by the Committee.

(4) Directorate of Administration. The DA's files are indexed primarily by name.
However, it also searched the Office of Security, because of its early involvement in MKULTRA,

Approved for Release: 2012/09/12
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Ms. Joyce Battle

The National Security Archive

1755 Massachusetts Avenue, N.W., Suite 500 RECEIVEQ JUL § 1 193
Washington, D.C. 20036

Reference: F94~-1013
Dear Ms. Battle:

This is to acknowledge receipt of your 12 May 1994 Freedom
of Information Act (FOIA) request referenced above.

Specifically, you are requesting copies of "{tl]he
following intelligence reports on Banca Nazionale del Lavoro
{BNL) dated:

1. September 15, 1989
2. October 5, 1989

3. October 6, 1989

4. October 20, 1989"

Your request. as stated is unsearchable in our records
systems. The FOIA provides for public access to reasonably
described records. This means that a document must be described
sufficiently to enable a professional employee familiar with the
subject to locate the document without an unreasonable amount of
effort. This, with few exceptions, means that the documents
must be locatable through the indexing to our various records
systems. The FOIA does not require us to perform research or
create records for a requester. Neither are we required to
study a body of material to see if any of it is related to a
specific event, activity, or incident. To study a body of
material to see if any of it relates to the specifics of your
request would constitute research which is neither required nor
authorized under the FOIA.

lll.l!llll.lll..
Approved for Release: 2012/09/12
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We regret we are unable to assist you with your request.
If you could provide a specific subject or further describe the
reports in which you are interested, we shall be happy to :
conduct records searches on your behalf.

i

John H. Wri
Inforfmgtion and PrivAc

Cdordinator

Approved for Release: 2012/09/12
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The National Security Archive

Documenting U.S. Foreign Policy

A Project of the Fund for Peace
August 9, 1994

John H. Wright

Information and Privacy Coordinator
Central Intelligence Agency
Washington, D.C. 20505

RE: F94-1013
Archive FOIA No. 94(3435CIA040

Dear Mr. Wright:

I am writing in response to your letter of July 11,
1994, in which you indicated that a request for four
intelligence reports on the Banca Nazionale del Lavoro (BNL)
was unsearchable in your records systems. I gquestion your
assertion that the information in my request is insufficient
to locate documents in your files. The subject and dates
provided should be sufficient for a keyword and date search
of your indexing system.

The documents requested were the subject of
considerable Congressional, media and public attention when
questions arose about the completeness of the CIA’s response
to requests for information from judicial authorities
investigating the BNL affair. The requested intelligence
reports were identified and provided to the Senate Select
Committee on Intelligence for its review in response to a
request for CIA information pertaining to BNL.

I have enclosed a September 1990 letter from the Senate
Select Committee on Intelligence referring to the documents.
With this citation, I believe that sufficient information
has been provided to locate these materials for review.

I look forward to your response. If you have any
questions or believe a discussion of this matter would be
beneficial, please do not hesitate to contact me.

Sincerely,
{ \\_"/)\ e
Nter s TP LEX T
0y

Joyce Battle

Enclosure

1754 Massachusetls Avenue, NW Suite 500 Washingion, DO 20030

Phone 202.797-0882 ¢ Tav 202-387-6315 ¢ Inenct sichiveg@cap.gwuedu

A R
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Septenmper 30, 1992
SSCIf 92-4768

| The Honorable Robert M. Gatosg

| Director of Central Intaelligence

| Central Intelligence Ageacy
Washington, D.C., 20505

Dear Bob: ‘ .

The Committes requests further: information be
provided with respect to the background and preparation of
- , the CIN letter of September 17, 1992, to the Department of
Justice regarding the federal investigation of activities
at the Banca Narionale de Lavoro Atlanta branch. 1In
pacticular, we request responses to the questions listed
in the attachment to this letter as soon as possible,

Sincerely,

oren
Chaitrman

/ r
rrank B, Murkowski
Vice Chairman

Attachment /

R 10
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ATTACBMENT

With tespect to the CIA letter of September 17, 1992,
to the Department of Justice relating to the federal
investigation of activities at the Banca Nazionale del
Lavoro Atlanta branch, please desgcribe in detail:

1. All of the contacts between the Department of
Justice (Including the feceral Bureau of Investigation)
and the CIA which led to the transmittal of this Tetter.
%uch description should 1nclude:

‘-~ When did each contact occur?

—~ What offices were involved in ssch contact? Who
were the individuals acting for DoJ? WYWho waere the
individuals acting for CIA?

~~ Were the communications oral, {n writing, or both?

~- What was the substance of each contact, including
each request for information and each response thereto?

—~ In the course of any of such contact, did DoJ ever
share with CIA officials the Atlanta prosecution theory ox
strategy? If so, please describe the circumstances.

-- What gquidance, {f any, did DoJ officials give CIA
with respect to the form or content 0of CIA responses? Was
CIA ever advised to conform the contents of its response
to fit the prosecution theory of the case? If 50, please
explain the circumstances.

~~ Was CIA apprised in the course of any contact that
DoJ planned to enter itgs response into evidence in the
Drogoul case and/or release it to the public? If so, when
did this occur?

2. The process within CIA vhich led to the letter of
September 17, 1932, to include:

-~ Which office at CIA was responsible for the
drafting, creviewving, and/otr final spproval of the CIA
tesponse of September 17, 19927 Did the General Counsel
review the response? Did the DCI or DDCI?

~= Did any CIA official take the position prior to
its release that any portion of the September 17 letter,
or any draft of that letter, was inaccurate or misleading?

- If so, hov was this objection dealt with?

.~— Describe all matecialg that were consulted in
preparing the letter. Who was responsible for searching
for and assendbling these materials and what process was

Approved for Release: 2012/09/12
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used to do 207

~~ Specifically, did the author(s) of the September
17 letter prepare the angwers with knowledge of and/or
access to the September 15, October S, October 6, and ;}F7
October 20, 1989, clandestine reports concerning BNL that y
$5CI staff discussed at the September 28, 1992, meeting?

-~ Precisely to what.was CIA referring in the
September 17 letter’s reference in ansver number 8 to
“"publicly avesilable information, acquired in the Dacenber,
1989 - January, 1990 time-frame, that BNL-ROme was aware
of the $llegal activities engaged in by BNL-Atlanta®™?

-- Why did CIA believe the December 1989-January 1990
public information met the taest for "any {nformation® |
regarding its awareness Of "iliegal activities™ while the
October 1989 clandestine reports did not? Does CIA 3tilld
adhere to this view?

-~ Did CIA consent to the September 17, 1992 letter
being released to the media and the publi{c? Which office
approved this?

3. Communications with the DoJ and Judge Shoob
concerning CIA information, to include:

~- When did CIA transmit to DoJ raw intelligence and
any operational files or information relating to any
knowledge by BNL-Rome and/or entities of the United States
Government of BNL-Atlanta‘s activities? When these
documents were transmitted, did CIA include summaries ot
explanatory information? Were summaries transmitted prior
to or after transmiscion of the rawv intelligence? When,
if ever, was DoJ provided with the September 15, October
S, October 6, and October 20, 1989, clandestine reports
concerning BNL that SSCI staff discuzsed at the September
28, 1992, meeting? X '

-~ By the time that the fi{rst BNL-Atlanta indictments

vere issued in February 1991, had the Intelligence

Community provided DoJ with all available Intelligence
Conmunity {nformation and documentation on on any
knowledge by BNL-Rome and/or entities of the United States
Government of BNL-Atlanta’s activities? If not, please
explain what {nformation was not provided and why.

~- When did Judge Shoob receive raw intelligedce and
any operational files or information relating to any
knowledge by BNL-Rome and/or entities of the United States
Government of BNL-Atlanta‘s activities? Has Judge Shoob
had constant access to these materials since they came
into his possession? When thase documents were
transmitted to Judge Shoob, did CIA or DoJ include

Approved for Release: 2012/09/12
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gummaries or explanatoly info_mation? Were sunmatries
cransmitted €O Judge shoob prior to or after trangmission
of the ta¥w intelligence? when, 1f ever, vag Judge Shoobd
october 5, October 6, and %{
aing BNL that

crovided with the Sep
Octobet 20, 1989, clandestin [ts CONCer
1992, meeting?

ssCI staff discussad at the

e Yepo
September 28,
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612 Lincoln Avenue #301 .
St. Paul, Minnesota 55102-2829 : < v
612-224-8447 &

August 22, 1994 | s

Director

Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Sir or Madame:

This lewter provides comments in response to the Federal Register Notice dated
Monday, August 8, 1994, page 40339,

The thrust of the CIA’s information release activities must, by definition, evolve in
response to changing world conditions. Therefore, business as usual, is likely to be
unacceptable within the context of domestic and international concerns.

Although the CIA’s Historical Review Program has expanded substantially since
1992, much of the material released has been mandated by outside executive
branch directives. For example, the “over 140,000 pages from the JFK sequestered
collection of documents” was ordered reviewed and released by President Clinton.
I believe that the “over 1,300 pages of records on Raoul Wallenberg” has also been
released in response to requirements external to the CIA, A more proactive
approach is suggested, and one that concentrates on the needs of historical

researchers. '

D THE CIA SHOULD USE A FLOATING 30-YEAR TIMELINE TO RETRIEVE
AND REVIEW HISTORICAL MATERIALS FOR RELEASE.

-

Materials of historical importance need to be made available up through 1964, and
more recent materials need to be reviewed when thelr 30-year anniversaries are
reached,

2) THE CIA SHOULD GIVE TOP PRIORITY TO THE REVIEW OF OLDER CIA
HISTORICAL REPORTS (WHICH CURRENTLY EXIST BUT ARE RESTRICTED
OR CLASSIFIED), :

CIA Historical Reports and documents generated by CIA internal historians are
already in a form suitable for use by historical researchers. These secondary
documents will provide the most accurate interpretation of historical events for
historians, and the least additional work to be useful.

3) THE CIA HISTORICAL REVIEW PROGRAM SHOULD COMPILE AN

TRICLALOINIED DIDLIOCGILARIIVY O OLA TIIOTOMNNO, IMNOLUDLII IO ALL
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KNOWN DOCUMENTS, THEIR CURRENT LEVEL OF AVAILABILITY, AND
THE ANTICIPATED DATE OF THEIR NEXT DECLASSIFICATION REVIEW.

This omnibus historical bibliography will provide a good road map for historical
researchers, while potentially reducing the workload for those Involved in
processing FOIA requests,

4 TO ENCOURAGE MAXIMUM UTILIZATION BY HISTORIANS OF
ONGOING DECLASSIFICATION MATERIALS, THE CIA SHOULD
CONTINUE TO SPONSOR ADDITIONAL SYMPOSIA THROUGH THE
CENTER FOR THE STUDY OF INTELLIGENCE.

This will serve to bring these newly accessible materials to a broad range of
researchers, and thus preclude misinterpretation by potentially hostile researchers,
and also get the “biggest bang for the buck.”

5 THE CIA SHOULD ESTABLISH A “PUBLIC READING ROOM” IN THE
WASHINGTON, DC METROPOLITAN AREA FOR MATERIALS RELEASED
UNDER THE HISTORICAL REVIEW PROGRAM., THE READING ROOM .
SHOULD ALSO INCLUDE MATERIALS OF GENERAL INTEREST WHICH
HAVE BEEN RELEASED TO REQUESTERS UNDER THE FREEDOM OF

INFORMATION ACT, AND THOSE MATERIALS WHICH THE CIA HAS
MADE ACCESSIBLE PREVIOUSLY UNDER OTHER PROGRAMS.

Suggestions for Materials which should be reviewed for release:

I also suggest that the following record sets be reviewed for declassification and
availabllity for several reasons including that they address the topic of non-US
development of atomic weapons. Furthermore, they are over 45 years old.

FBIS (FOREIGN BROADCAST INFORMATION SERVICE) REPORTS DATED
PRIOR TO DECEMBER 31, 1950,

FOREIGN DOCUMENTS DIVISION (FDD) REPORTS DATED PRIOR TO
DECEMBER 31, 1950.

Q INFORMATION REPORTS WRITTEN PRIOR TO DECEMBER 31, 1950.
- FDD TRANSLATIONS DATED PRIOR TO DECEMBER 31, 1950.
U REPORTS DATED PRIOR TO DECEMBER 31, 1950.

Comments on CIA Files Designated as Operational

I do not believe that, for the purposes of FOIA request, that all the CIA files
presently designated as Operation should continue to be treated as such.
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Specifically, the Personality files have contained records on persons surveilled
within the borders of the United States for partisan and political reasons rather
than counterintelligence reasons, The exemption of Personality file searches have,
by themselves, subverted the intent of the FOIA statutes, because the CIA FOIA
office routinely refuses to search the Personality files for applicable records.

I feel that while much of the material within the Personality files, may in fact be
exempt under POIA statutes, treating the entire set of files as such is
counterproductive, improper and illegal, Thercfore, the older Personality files
(more :ﬁan 25 years old) should be considered outside the scope of operational
files for the purpose of initial FOIA searches,

Thank you for requesting and considering my comments.

.

Michael J, Ravnitzky
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September 7, 1994 -

Mr. Ed Cohen

Director, Information Management
Central Intelligence Agency
Washington, DC 20505

Dear Mr. Cohen,

I received the attached letter from Athan Theoharis, a professor of
history at Marquette Unversity. He heard about the request for comments in
the Federal Register but did not see the announcement. He has thus asked me

to forward his comments to you.

Sincerely,

Page Putnam Miller

Alabama Missouri
Arizona Moniana
Arkansas New Hampshire
California New Jorsey
Connecticut =~ New Mexico
Georgia North Carolina
idaho North Dakota
Iinois Ohio

Indiana Oklahoma
Kansas Pennsylvania
Kentucky Texas
Maryland Utah

Michigan Vermont
Minnesota Wisconsin
Mississippi
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M Marquette
University

Charles L. Coughlin Hall
Milwaukee, WI 53233
(414) 288-7217, 288-7385

. August 26, 1994

Page Putnam Miller, Director
National Corrdinating Committee

Dear Page:
) Jau[ lipe.

A colleague advised me of the “eptember 7, 1994, comment, re the CIA
request for comments on the historical value of CIA operational files and
other CIA records. Since this colleague did not report to whom I should
send this comment, I am mailing it to you and request that you send it
to the appropriate office or official,

Clearly it is difficult to offer a firm assegsment on the historical
value of CIA records, and particularly the Agency s operational files.
That difficulty stems not from the questionable value of these records
but the fact that CIA records were not accessible to historical researchers
until passage of key amendments to the Freedom of InformationAkt in 1974.
Even then, released CIA records were heavily redacted and then, in 1983,
CIA operational figes were totally sxempted from release under the FOIA.
In arghing for the passage of the 1983 amendment, CIA officials emphasized
the sensitivity of these records and how their public release would adversely
affect the Agency's liaison relationship with other foreign intelligence
agencies and the &gency's ability to recruit sources. In itself, this is
an argument for the importance of these records for historical research
(whenever released) and against the destruction of these records. Operational
files are a record of the “gency's operations and procedures--and given
the Agency s importance to the formulation and execution of U.S. foreign
policy, these records provide an essential record to the student of U.S.
foreign poliey. “s well, students of buremucracy will find these records
of inestiMale value; providing insights into the Agency's methods, procedihres,
priorities, and as well its successes and failures. last the very secrecy
of thelA@ency’s operations make CIA records of particﬁlar value providing
a record of the Agency's relationship with the White flouse, conceptions
of Congress s role, conceptions of public and press opinion. lhe very fact
that the CIA operated in secrecy means that CIA records offer a far more
comprehensive record of executive policy and decisions than those of other
executive agencies and the White House, whose personnel might have otherwise
hesitated to create written records of .sensitive decisions. While retention
of the resulting massive records might ereate housekeeping problems, these
are records of great historical research value and should be preserved.

Sincerely,

Athan Theoharis
Professor of History
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NCC Briefing Sheet on Historical Value of Operational Files of the CIA
August 24, 1994

Background: On August 8 the Federal Register carried a request for comments
from the public regarding the historical value of the subject matter of the Central
Intelligence Agency's (CIA) operational files. Since 1984 these files have been
exempt from Freedom of Information Act (FOIA) requests. The CIA Information
Act of 1984 exempted from FOIA scarches three categories of operation files — the
files of the directorate of Operations, the files of the Directorate of Science and
Technology, and the files of the Office of Security. Within these categories some
of the files that would be of most interest to historians are the Policy and
Management files of the Directorate of Operations, described in the Federal Register
announcement as files containing information concerning the management of
individual projects and decisions made for the conduct of operational activities. In
hearings in 1983 when this legislation was under consideration, historians testified

‘in the House and Senate in opposition to policies that closed off large bodies of

records without any provisions for eventual access. In subsequent amendments,
spearheaded by Senator Patrick Leahy, some concessions were made to ensure that
the legislation not undercut the public's access through the FOIA to information
used in setting United States foreign policy. One of the amendments adopted
requires that not less than once every 10 years the Director of Central Intelligence
review those categories of records exempt from FOIA requests. With the end of
the 10 year period occurring in October, the CIA is soliciting comments to assist
with this review.

Key Issues:

1. Through its Openness Initiative the CIA has in the last few years made some
select information available to the public. But the long list in the Federal Register
under "Declassification and Release of CIA Information of Historical Value"
includes relatively few documents. At the March, 1994 CIA Conference on the
Origin and Development of the CIA in the Administration of Harry S. Truman, Dr.
Anna Nelson of American University in a session titled "Research, Records, and
Declassification Today" made clear that "the efforts of CIA public relations officials
notwithstanding, the Agency has released very few of its records." The CIA
collection in the National Archives consists mainly of intelligence estimates, articles
from Studies in Intelligence, some documents used in the preparation of official CIA
histories, records related to the JFK assassination that were required by law to be
deposited at the National Archives, and some selected documents dealing with
specific issues.

2. Scholars require comprehensive access to records. Preselected groups of
documents pulled from the files are not a satisfactory alternative. The historical
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profession has for a long time urged that older records of historical significance be transferred to the
National Archives and made available to researchers. While historians value the FOIA, historical
methodology is best served when researchers have access to the whole body of records and not
isolated documents. As the National Archives stated in a 1980 General Accounting Office report,
“To fully explore a research topic; a researcher requires comprehensive access to the records, i.e., to
examine the records with minimal constraints." The recent CIA declassification efforts have resulted
in two archival boxes of material related to the Cuban Missile Crisis being placed in the National
Archives. So few documents raise more questions than provide answers for historians.

3. The principle that the sensitivity of a record declines with age should be a part of all access
policies. A most troubling aspect of the current designation of files to be exempt from the Freedom
of Information Act is that there is no consideration of the age of documents. Thus a 1950 document
is as inaccessible as one from 1990, if it falls within one of the exempted categories.

4. Until the mid-twentieth century, the State Department was the primary agency involved in the
conduct of foreign affairs. Today, the National Security Council, as well as the CIA, have pivotal
roles. The CIA acknowledged this role in sponsoring a conference in October, 1993 on "Teaching
Intelligence." At this conference the CIA provided participants with a collection of syllabi of
Intelligence-Related Courses. One such syllabus begins with the statement: "The flow of
information to policy makers, particularly on critical areas of foreign affairs, has been greatly influence
by what intelligence agencies generate and by their posture toward foreign policy issues. This course
will examine the role of strategic intelligence and intelligence agencies as a tool of United States
foreign policy." Although the CIA may seck to encourage the study of intelligence, this effort
appears only half hearted without providing access to the historical records.

5. If the CIA is to defend its mission in this rapidly changing world, - there needs to be more
information available that will allow a meaningful debate on the role of intelligence gathering and
analysis for the conduct of foreign policy. Many inside and outside of government feel that secrecy
has not only handicapped CIA's ability to make a case for the value of intelligence assessments but
has also handicapped the quality of analytical studies by insulating those who prepare intelligence
assessments from dialog with specialists outside the agency.

6. Unless the CIA makes available more of its historic documents, the Foreign Relations of the

United States (FRUS), the State Department's documentary series of 30 year old documents that

provide an authentic and comprehensive presentation of American foreign relations will be distorted.

The State Department Advisory Committee on Historical Diplomatic Documentation, which is
mandated by law to have oversight over both the publication of FRUS volumes and the State
Department declassification program, noted in its August annual report that the Committee is
preparing to contest declassification refusals by the Department of State and the CIA. The.
Committee has unanimously agreed that there would be serious distortions to the record of American
foreign policy with at least two volumes on the Kennedy presidency, if these documents over thirty
years old are not included.

Recommendation: Historians urge that there be a full scale revision of the operational categories

defined in the CIA Information Act of 1984 to ensure that older records of historical value are
accessible to scholars and to the public.
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Writer Argument
Jonathan D. Clemente, MD | Requests special consideration of operational files
(author of manuscript on pertaining to OMS and medical intelligence

“medical intelligence™)

Andrew M. Nacin

Requests a specific 1967 document relating to the
USS Liberty

Paul Wolf
(researcher/writer on intel
topics)

Concerned that decennial review process will result
in file destruction...argues that DO records are
historically significant and that disclosure is
essential for a well informed public.

R. Bruce Craig
Director, National Coalition
for History

years...cites examples of major releases of ops
records that did not harm national security...asserts
ops file series encompass releasable
materials...reminds us that CIA has not released
promised convert ops materials...alleges CIA has
reclassified previously released material..

Suggests declassification of ops files older than 30

Michael J. Churgin
American Society for Legal
History; Univ. of Texas

Urges maximum disclosure of ops records because
of their historical significance

John W, Carlin
Archivist of the U.S.
NARA

Believes cleared NARA staff to examine records to
help determine whether they should remain
exempt...wants NARA to accession full-text
version of CREST records...wants to ensure that
50-year old records are sent for accessioning, not
destroyed.

Thomas Blanton and
Meredith Fuchs
National Security Archive

Presents a nine-page argument asking CIA to
narrow its categories of exempt records because
scholars and public need to know intel history and
learn from experience.

James H. Lesar, Esq.

Everything CIA has ever done stinks and the public
needs to know the details of its corruption.

Meredith Fuchs
National Security Archive

Asks CIA to make the decennial review docket
(notice and comments) publicly available--on
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24 December 2004

Edmund Cohen

Director of Information Management Services
Central Intelligence Agency

Washington, D.C. 20505

Dear Mr. Cohen:

This letter is in response to the request for solicitation of comments on the
historical value of CIA files, which was published in the Federal Register, Volume 69,
No. 244, 21 December 2004.

I would like to suggest that the during the second decennial review, the CIA
consider those records from the Directorate of Operations, Directorate of Science and
Technology, and Office of Security that pertain to medical support for operations, the
CIA “Office of Medical Services (OMS),” and “medical 1ntelhgence ! The CIA Office

- of Medical Services has been an integral part of the Agency since 1947. In 1997, Dr.
John Tietjen, Director of OMS from1947-1974, was designated as a “CIA trailblazer” by
former DCI George Tenet. Dr. Tlet_] en was instrumental in establishing the Agency’s
worldwide medical program and pioneering aspects of medical and psychological field
support for clandestine operations. Since at least 1963, the “VIP Health Watch” program
to monitor the psychological and physical health of foreign leaders has been an integral
component of the Agency’s leadership analysis efforts. Since 1949, the CIA Office of
Scientific Intelligence has been responsible for producing intelligence on foreign
biomedical capabilities, trends, and research and development for inclusion in various
analytical products, such as National Intelligence Estimate 11-6-56, Capabilities and
Trends in Soviet Science and Technology.

My interest in the above subjects stems from research towards a scholarly history
of medical intelligence and medical support for clandestine operations from World War II
to the present. My research is based, first and foremost, on the extensive archival records
held in the United States National Archives, Center for Military History, US Army
Military History Institute -and several private archival collections. I have made extensive
use of declassified archival material related to this subject that are maintained in Record

' DOD Dictionary of Military Terms defines “medical intelligence” as “That category of intelligence
resulting from collection, evaluation, analysis, and interpretation of foreign medical, bio-scientific, and
environmental information that is of interest to strategic planning and to military medical planning and
operations for the conservation of the fighting strength of friendly forces and the formation of assessments
of foreign medical capabilities in both military and civilian sectors.” DOD Joint Publication 1-02, 7
October 2004 _
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Group 263 at the National Archives, including the CIA Research Tool (CREST) CD-
ROM also located at NARA. I have also found important documents on the CIA
Electronic Reading Room website (http://www.foia.cia.gov).

The first part of my book will be an in-depth organizational and administrative
history of medical intelligence within the United States military beginning in 1933 to the
present day, Armed Forces Medical Intelligence Center (AFMIC). I will attempt to trace
the development of medical intelligence doctrine over the past 60 years. I will include an
analysis of the intelligence cycle (i.e., tasking, collection, analysis, production, and
dissemination) from the standpoint of medical intelligence, and using historical examples,
will show how each element of the cycle works in this field. I also hope to discuss the
role of the CIA Office of Scientific Intelligence/Medicine Division and Life Sciences
Division in the production of medical intelligence for the US Intelligence Community,
‘and specifically, the Natlonal Intelligence Surveys and various National Intelligence -
Estimates.

The second part of my book deals with “medical support for intelligence
operations.” This section will essentially constitute a history of the Office of Strategic
Services (OSS) Medical Services Branch and its eventual evolution into the CIA Office
of Medical Services. I will then attempt to describe the organizational and administrative
history of CIA/OMS from its inception in 1947 under Dr. John Tietjen, to as close to the
present time as possible. The focus of this section. will be on the development of the basic
policies and practices of OMS; historical problems related to the recruitment and
retention of career physicians; the Medical Career Service Board, the development of
individual OMS subunits such as the Operations Division, Field Support Staff, and the
Psychiatric Division; the “VIP Health Watch” program, and the Regional Medical Officer
program.

I would like to point out that several recent widely reported news stories have -
underscored the public’s interest in the medical aspects of the U.S. intelligence effort.
For example, extensive speculation has been made on the circumstances surrounding the
exact cause of death of Palestinian President Yasir Arafat, the alleged poisoning of
Ukrainian opposition candidate Viktor Yushchenko, and the health of Osama Bin Laden.
These cases have highlighted the public interest in the government’s effort to monitor the
health of such individuals. The recent outbreak of SARS in China, and the proliferation
of HIV/AIDS in Sub-Saharan Africa and India have highlighted the vulnerability of
developing nations in handling emerging public health issues. The public has an interest
in our nation’s intelligence efforts to monitor epidemics and pandemics which may
potential destabilize areas of strategic interest or possibly directly effect U.S. national

security.

I have performed an exhaustive search of the open source intelligence literature
and have found a veritable dearth of scholarly research on the field of medical
intelligence or medical support for Agency operations. Moreover, extant literary coverage
of the CIA Office of Medical Services is limited to one-line blurbs, mainly focusing on
lurid tales of mind control experiments gone awry, assassination plots, or errant
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psychological profiles of Daniel Ellsberg or former Haitian President Jean-Bertrand
Aristide. I am confident that my book will make a unique scholarly contribution to the
body of intelligence literature and shed a positive light on a fascinating and little known
aspect of intelligence work. The declassification of even portions of those files, or
information contained therein, would greatly assist my endeavor to make a substantial
contribution to the public’s understanding of the role of the Central Intelligence Agency
and the government in these areas.

Sincerely

Jonathan D. Clemente, MD
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Andrew M. Nacin

28 December 2004

Edmund Cohen

Director of Information Management Services
Central Intel]ligence Agency

Washington, DC 20505

SUBJECT: Decennial Review of Operational Files Designations
Mr. Cohen, |

With regards to operational files designations, former CIA director Richard Helms in his memoir
A Look Over My Shoulder said the following with regards to the U.S.S. Liberty AG.T.R. 5, an
“auxiliary general technical research” ship outfitted as an NSA/NSG (National Security
Agency/Naval Security Group) mobile intelligence gathering unit, sailing in the Eastern
Mediterranean Sea on 8 June 1967, when it was attacked by Israel Defense Forces from the air
and sea:

“Israeli authorities subsequently apologized for the incident, but few in Washington could
believe that the ship had not been identified as an American naval vessel. Later, an
interim intelligence memorandum concluded the attack was a mistake and not made in
malice against the U.S....

“I had no role in the board of inquiry that followed, or the board's finding that there
could be no doubt that the Israelis knew exactly what they were doing in attacking the
Liberty. I have yet to understand why it was felt necessary to attack this ship or who
ordered the attack ” [emphasis added]

¢

I would like this “board’s finding” that Mr. Helms mentions to be declassified so it can be
released to the general public. I will also be submitting a FOIA (Freedom of Information Act, 5
U.S.C. § 552) request on this matter.

I look forward to your reply on this matter. I would appreciate your communicating with me by
telephone or email, rather than by mail, if you have questions or even comments regardmg this

request. Thank you for your assistance.

Sincerely, - ./,

Andrew M. Nacin

_Approved for Release: 2012/09/12
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Paul Wolf

paulwolt@icdc.com
December 28, 2004

Edmund Cohen |

Director of Information Management Services
Central Intelligence Agency

Washmgton, DC 20505

¥

RE: Comments on Decennial Review of CIA Operati_onal Files

Dear Mr. Coherf

I am a historical researcher specializihg_in American intelligence agencies. I
publish my work on the internet at http://www.icdc.com/~paulwolf/index.htm. Two of
my webpages, one on the OSS and the other on the countermsurgegcy war in Colombia

~ are also archived by the U.S. Army Special Warfare Center and School at Fort Bya gg,

N.C. These webpages contain about 4000 images of declassified documents, presented in

outline form. I have also writtten webpages about F.B.I. counterintelligence programs,

the Cuban revolution, and the pohtlcal histories of Pakistan and Afghanistan.

Over the past four years, I've spent about 300 days working at the National
Archives in College Park, MD. I have also worked in the archives at Ft. Bragg and Ft.
McNair, in the FBI's FOIA reading room, and elsewhere. I have filed several FOIA

requests with the CIA. These were either met with "Glomar" responses -- neither .
confirming nor denying the existence of any information ~ or with a response that the.

CIA's records systems are not orgamzed to accommodate my request. One of the CIA's
"Glomar" responses has been in ligitation for about three years now. I am so frustrated

~ by my experience with the CIA that I'm writing a law review article on the circularity of\.
the CIA's legal arguments, which have effectively circumvented the broad ‘disclosure

requxrements of the Freedom of Information Act. I intend to vigorously pursue the
judicial review route pro se until the CIA's d:sclosu_re policies change. -

1 am writing to express my interest and descnbe the historical value of a wide

varxety of CIA operational files.. If they are not releasable yet, they should at least be

preserved for future historians, Neither the CIA Information Act nor its legislative
history (House Report No. 98-726 (I & II) and Senate Report No. 98-305) contemplate

~ that decennial review be used as an opportunity to destroy files. The purpose of the CIA:

Information Act was to relieve the Central Intelligence Agency from the burden of
processing unproductive FOIA requests for operational files, which almost invariably

~ proved not to be releasable under the FOIA. At the same time, the CIA Information Act
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intended to impro(/e the CIA's ability to proces§ FOIA requests in a timely manner,

: preservmg undiminished the amount of meaningful information reledsable to the public -
- under the FOIA, as we]l as to provide additional assurance of confidentiality to CIA

sources. Nowhere in Section 702 of the National Securlty Act (50 USC 431) is the
déstruction of records contemplated in the decennial review process. The recent 9/11
Recommendations Implementation Act did nothing to change this.

The records of the OSS provide a model example for how CIA operational files
should be released to the public. Those records have been well preserved and organized,
and iare perhaps the best primary materials available on the Second World War. As you
may know, it was not until William Casey became DCI that the CIA would agree to
release these files to the National Archives in unredacted form. I believe that the best
solution. for the CIA would be to send operational files more than 25 years old to the
National Archlves, and to let the National Archives declassify them. The FOIA process

is time consuming and difficult for both sides. Time has shown that the unredactpd

records of the OSS may be.released to the public without any identifiable harm to our

national security. In the words of Victor. Marchetti, what we are facing is a cult of
Q sgwy which serves nenther the pubhc interest nor the interests of the CIA. .

Y

' My personal mterest is in the files of the Directorate of Operatxons including the
- Covert Action- Staff (CAS), Special Operations' (SO), the Counterintelligence Staff,
'Regional Divisions of the Directorate of Operations, the National Collection Division .
" (NCD); and the Forelgn Resources Division (FRD) As the names of these departments.

have.changed over gime, I am also interested in their prececessors and successors. I am

While Special Opcratlons have recelved wxdespread media attention," pohtlcal,

warf;xre practiced by the Covert Action Staff is probably more important from a historical

- perspective, and is entlrely missing from anyhistorical accounts I have seen. This means
that the voting public is uninformed about many :mportant aspects of our history. This is’

‘exactly the problem Congress was trying to solve in passmg the Freedom of Information
Act, and in 1ts subsequent strengthcmng of the Judxclal rewew provisions of the FOIA.

Appendlx Ito thls letter con51sts of a list of known CIA specxal operatnonp,
of even the SO files. Mr. Blum takes a decidedly negative view of the CIA's track

record. Since’ the CIA. does not release its operauonal files, Mr. Blum's accountmg is
the historical record. It i3 in the CIA's interest, and in the interest of the reputation of

the United: States to allow others to add whatever context the CIA operatzonal ﬁles ‘may

provide.

nial review. There is'no doubt of the public interest in the preservation andRelease
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practllcally guaranteed to to be neWsWorthy If the work of the CIA Dlrectorate of -

Operauons has been sxgmﬁcant then it is. historically important. - :

1 hope that the questxon you are facing is when the ﬁles will be releasablc and not

hethcr they can be ‘destroyed To use the decennial review as an excuge to destroy CIA

erational files would be contrary: 'to the purpose of the CIA Info"matlon Act, and
a%ams_t the interests of both the United States and your agency.

o X
| Smﬁ cerely, S .
v PalWolf -~ oy
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' Appendix I- Known or Suspected CIA Speciel Operations ’

i peration PAPERCLIP -- Remhard Gehlen, Hitler's master spy, had built up an
intelligence network in the Soviet Union. After the war, the CIA created the "Gehlen |
Organization," a band of refugee Nazi spies who reactivated their networks in Russia.
These included SS intelligence officers Alfred Six and Emil Augsburg (who massacred

¥ Jews in the Holocaust), Klaus Barble (the "Butcher of Lyon"), Otto von Bolschwing (the
Holocaust mastermind who worked’ ‘with Eichmann). Gehlen inflated Soviet rmlltary
capabilities at a time when Russia was still rebuilding its devastated society, in order to
inflate his own 1mportapce to the Amencans (who might otherwise punish hlm)

N gn 1948 Gehlen almost convinced the Americans that war was imminent, and the Wes
b should make a preemptive strike. In the 505 he produced a fictitious "missile gap." The’
i Ryssians had thoroughly penetrated the Gehlen Organization with dpuble agents,
# 1{ * undermining the very American security that Gehlen was supposed ; protect.

* 1947: Greece -- President Truman requested mxhtary aid to Greece to suppoi't right-wing -
forces fighting communist rebels. For the rest of the Cold War, Washington and the CIA -

b%cked notornous Greek leaders with deplorable human rlghts records.

: 1?48 Italy --The CIA influenced democratic electxons in Italy, where Italian
. *mmumsts threatened to win the elections. The CIA bought votes, broadcast
0

“‘* PR orgamzanons

b ; *‘ Colombla - Jorge Ehecer Galtan is assassinated dunng the formatlve meetmg of the

' ‘Organization of Amenca States (OAS), leading to ten years of civil war in that country.
The CIA's first director, Roscoe Hillenkoetter, demonstrably lies to a congressmnal
investigating committee of the CIA's first "mtelhgence fallure "

'1949 Radio Free Europe - The CIA creates its ﬁrst major propaganda outlet, Radio
Free Europe: Over the next several decades it was 1llegal to publlsh transcripts of its " -

_ broadcasts in theUS i - - * .

f 2L
T . Late 40°’s: Operatlon MOCKINGBIRD ~The CIA recruxtcd Amerxcan news
- -organizations and journalists to become spies and disseminators of propaganda Frank

‘Wisner, Allan Dulles, Richard Helms and Philip Graham headed the effort. Graham was

publisher of The Washington Post, which became a major CIA player. Eventually, the
CIA's media assets included ABC, NBC, CBS, Time, Newsweek, Associated Press, '

‘United Press International, Reuters, Hearst Newspapers, Scripps-Howard, Copley News :

~ Service and more. By the CIA's own admission, at least 25 orgamzatlons and 400
% journalists became CIA assets. : :
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1953 Iran - CIA overthrew the democratleally elected Mohammed Mossadegh ina
military coup, after he threatened to nationalize British oil. The CIA replaces him with a
digtator, the Shah of Iran, whose secret police, SAVAK, was as brutal as the Gestapo.

-ULTRA -- Inspired by North Korea's brainwashing program, the CIA began
experiments in mind control. Funded in part by the Rockefeller and Ford foundations,
Q‘ search included propaganda, brainwashing, public relations, advertising, hypnosis, and

er forms of suggestion. While the CIA has testified that MKULTRA ﬁles were

deséroyed researchers are lnghly doubtful.-

- 1954: Guatemala --CIA overthrew the democratlcally elected Jacoh Arbenzina l -
, ‘military coup. Arbenz had threatened to nationalize the Rockefeller-owned United Fruit
5 a .. Company. Arbenz was replaced with a series of right-wing dictators whose bloodthxrsty
’ ' pohcles kllled over 100,000 Guatemalans in the next 40 years ' :

1954-1958: North Vietnam -- CIA ofﬁcer Edward Lansdale spent four years trying to
- overthrow the communist govemment of North Vietnam. The CIA also attempted to
legmmlze a tyranmcal reglme in South Vletnam headed by Ngo Dinh-Diem.

: r‘ g 1956: Hungary - Radno Free Europe incited Hungary to revolt by broadcasting o
‘Khruschev's Secret Speech, in which he denounced Stalin. It also hinted that American —
* id will help the Hungarians fight. The aid fails to materialize as Hungarians launched a ¥
ymed armed revolt, which only mvrted a Sov1et mvasron The confhct kllled 7, 000

4 a éovxets and 30 000 Hungarians,

1957-1973: Laos -- The CIA camed out approxxmately one coup pet year trymg to
nullify Laos' democratic elections. - In the late 50s, the CIA created an "Army - _
~ Clandestine" of Asian mercenaries 10 attack the Pathet Lao. After the CIA's army

s . suffered numerous defeats, the U.S. started bombing, dropping more bombs on Laos than
all the U.S. bombs dropped in World War IL. A quarter of all Laotlans eventually became

reﬁ.!gees o R o )

11959; Haiti -~ The U.S. military helped "Papa Doc" Duvalier become dlctator of Haiti.
' He created his own. private police force, the "Tonton Macoutes," who terrorized the
: populatlon w1th machetes. They kllled over 100,000 during the Duvalier famnly relgn

Nid to Late 1950s: Colombla -- The CIA mampulated Colomblan olmcs through the
‘Movimiento Revolucionario Liberal (MRL). The hxstory of the countennsurgency in’
Colombla has’ been one of contmuous drsaster ' ’ ,

1950s-1960s. East Pakistan -- now Bangadesh, the anti-~communis program in East
Paksitan may | have laid the foundation for resentment and eventual mdependence from

“West Pakx stan The CIA'srole, if any, is unclear

1961 The Bay of Pigs - The CIA sends 1,500 Cuban exrles to mvade Castro s Cuba. | |
But "Operatlon Mongoose" farls due to poor planmng, securxty and backing. The '

) N
.L'-ﬂf!r“ R
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Congo (Zaire) -' A CIA-backed military coup installe'd Mobutu .Sese Seko as diCtator.

*

*:66 The Ramparts Affair - The, radical magazme Ramparts began aseries of

precedented anti-CIA articles. Among their scoops: the CIA had paid the University of
Michigan $25 million dollars to hire professors to train South Vietnamese students in
covert police methods. MIT and other universities received similar payments. Ramparts
also revealed that the National Students' Association to be a CIA front. Students were
someumes recrmted through blackmall a,nd bnbery, including draft deferments '

d&note cultural programs in the third world. Subsequent exposure has made the work of

‘ §960s Congress for Cultural Freedom Thxs CIA operation recrulted academics to
eal humamtarlans more difficult, as they are now suspected of being CIA sples

ing

9605 Ford Foundatxon - The "Ideologtcal Offenswe" of the Cold War mvolved major
‘foundations and 0SS psychologtcal warfare veterans, co-opting leftist elements in the |
- U.S. and steering them away from their radical positions. These. foundations promoted
T the war.in Vtetnam and televxslon asan mstrument of psychologmal mampulatnon

1967’ Greece - A CIA~backed rmhtary coup overthrew the govemment two days before

ithe elections. The favorite to win was George Papandreous, the liberal candidate. During -
- the next six years, the "reign of the colonels” - backed by the CIA - ushered in the. '
w1despread use of torture and murder agamst polmcal opponents

, OENIX - The CIA helped South Vletnamese agents 1dent1fy and murder alleged Vtet
™Cong leaders operatmg in South Vietnamese villages. Accordmg to a 1971 congressional
_ report this operatton kllled about 20, 000 "Viet Cong "o : :

1968- CHAOS - The CIA has been 1llegally spymg on Amencan citizens since 1959

‘but with Operatlon CHAOS, President Johnson dramatlcally boosts the effort. CIA agents
e w undercover as student radicals to spy on and disrupt campus organizations protesting.
£ ; e Vietnam War. They are searching for Russian instigators, which they never find..
‘ CHAOS wxll eventually spy on: 7,000 mdwlduals and 1,000 orgamzatlons -

Bolnvra -~ A CIA-orga.mzed mlhtary operatlon captured legendary guenlla Che Guevar& '
The Bolivian government executed hlm to. prevent worldwxde calls for clemency '

1969 Uruguay -- The notorxous CIA torturer Dan ltnone amved in L]ruguay, )
country. torn with political strife. Whereas nght-wm forces previously used torture only -
: taw last resort, Mtnone convmced them to use itasa routme wndespread practlce

1970: Cambodla The CIA overthrew Prmce Sihanouk; who was popular among
, Cambodians for keepmg them out of the Vietnam War. He was replaced by CIA puppet
; on Nol, who immediately sent Cambodian troops into battle. This unpopular move
ﬂsttrengthened the Khmer Rouge whlch aclueved power in 1975 and massacred millions of

its own people

" Approved for Release: 2012/09/12 | &
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1971 Bohvra Aﬁer half a decade of CIA-msplred polmcal turmorl a CIA-backed B
< military coup overthrew the leftist President Juan Torres. In the next two years, dictator’
Hugo Banzer had over 2,000 pohtrcal opponents arrested without mal then tortured,

r?ed and executed

~ Haiti -- "Papa Doc” Duvalier dned leavmg his 19-year old son "Baby Doc" Duvalier the
’ dxctator of Haltr His son. contmued his bloody relgn wnth ﬁlll knowledge of the CIA. i :

1972: Watergate Break-m -- President leon sentina team of burglars to wiretap
Democratic offices at Watergate The team members had extensive CIA histories,
“including James McCord, E. Howard Hunt and five of the Cuban burglars. They worked -
for the Committee to Reelect the President (CREEP)" which disrupted Democratic

{ ° campaigns and Iaundered Nixon's illegal campaign contributions. CREEP's activities

i ¥ere ﬁmded and orgamzed by another CIA front the Mullen Company

973: Chlle - The CIA. overthrew and purportedly assassinated Salvador Allende, Latm
Amerlca s first democratically elected socialist leader. The CIA replaced Allende with
neral Augusto Pinochet, who tortured and murdered thousands of his own countrymen
a crackdown on labor leaders and the pohtrcal leﬁ ’ 1

atergate Seandal “The CIA's main collaboratmg newspaper in America, The
- Washmgton Post, reported Nixon's crimes long before any other newspaper. The two
' regorters, ‘Woodward and Bernstein, made almost no mention of the CIA's many -
fingerprints all over the scandal. It was later revealed that Woodward was a Naval l ‘

o _' mtelhgenoe briefer to the White House, and knew many important intelligence figures, ,
3 i . cludmg General Alexander Haxg Hls main source, "Deep Throat " was probably one of * -
o ose. : , .

s 4975~ Austraha - The CIA helped topple the democratrcally elected, leﬁ-leanmg
- govemment of ane Mmlster Edward Whitlam.

‘Angola - Henry Klssmger launched a CIA-backed war in Angola The CIA backed the
; brutal leader of UNITAS, Jonas Savimbi. This polarized Angolan politics and drove hns
Ty ,opponents into the arms of Cuba and the Soviet Union for survival, , Congress. cut off -
. i ' % * . ‘funds in'1976, but the CIA was able to run the war off the books until 1984, when
L | fundmg was legallzed again: This entxrely pomtless war kllled over 300, 000 Angolans

-1979 ¥ran -- The CIA failed to predlct the fall of the Shah of Iran a Iongtxme CIA :
puppet, and the rise of Muslim fundamentalists who were furious at the CIA’s backing of

- SAVAK, the Shah's bloodthlrsty secret pohee In revenge, the Musllms took 52.
Mmencans hostage in the U S. embassy in Tehran v ‘

Lebanon -~ CIA trains falangrsts on how to bomb cmhans . ’
‘ | _ . : .

o “ I e Approved for Release: 2012/09/12
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El Salvador — An 1deahst1c group of young mrlrtary officers, repulsed by the massacre

of the poor, overthrew the right-wing government. However, the U.S. compelled the

mexpenenced officers to mclude many of the old guard in key positions in their new
o government ' . .

Nlcaragua - Anastasros Samoza 11, the CIA-backed dictator, fell. The Marxist

. Sandinistas took over government, and were initially popular because of their- i '
commitment to-land and anti-poverty reform. Samoza had a murderous and hated
personal army called the National Guard. Remnants of the Guard became the Contras, ,
who fought a: CIA-backed guerrlla war agamst the Sandmrsta government throughout the :
1980s. .

1970s Indla - Moraqr Desai, a top Indian government ofﬁcral was reportedly inthe
pay of the CIA . : ,

i 1980 El Salvador -- The Archbrshop of San Salvador Oscar Romero, pled wrth : ?’ _

5 & President Carter to stop axdmg the rruhtary govemment slaughtering his people. Carter
sed Shortly afterwards, nght-wmg leader Robeito D'Aubuisson had Romero shot -
through the heart while saying Mass. The country soon drssolved into civil war, with the’
peasants in the hills fighting against the military government. The CIA and U.S. Armed
“Forces supplied the government with overwhelming military and mtellrgence superiority. -
IA-trained death squads roamed the countryside, committing atrocities such as El
ote in 1982, where they massacred between 700 and 1000 men, women and- ehxldren
1992; some 63, 000 Salvadorans were krlled '

;981 Iran/Contra Scandal begms-- The CIA began selhng arms to Iran at high prrces '
o . _psing the proﬁts to-arm the Contras fi ghtmg the Sandinista government in Nrcaragua
T Fhe CIA's Freedom Fighter's Manual disbursed to the Contras included instructions on’
- economic sabotage, pmpaganda extortron bnbery, blackmarl, mterrogatron torture
murder and pohtrcal assassmatron o , :

198 Honduras -- The CIA gave Honduran mrlrtary ofﬁcers the Human Resource
Explortatron Training Manual - 1983; which tought how to torture people. Honduras' -
notorious “Battalion 316" useds these techniques, with the CIA’s full knowledge on

thousands of leftrst drssments At least 184 are murdered ‘ _ . S -.

y
o &986 Eugene Hasenfus - Nrcaragua shot down a C-123 transport plane carrying
* military supphes to the Contras. The lone survivor, Eugene Hasenfus, turned out tobe a -
" CIA employee, as were the two dead pilots. The airplane belonged to Southern Air
Transport, a'CIA front. The mcrdent made a mockery of Presrdent Reagan's clarms that
the CIA is not 1llegally armlng the ;ontras ' . .

}Iran/Contra Scandal -- Although the details had long been known, the Iran/Contra
‘'scandal finally captured the media's attention in 1986. Congress held hearings, and
~several key figures (hke Olrver North) hed under oath to protect the mtelhgence
commumty _ § o ,

At
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. Congo (Zalre) --The CIA purportedly assassmated the democratrcally elected Patnce i

1964 Bl‘ale —-A CIA-backed mrhtary coup overthrowed the democratlcally elected

_ bloodthlrsty in history. General Castelo Branco created Latin America's first’ death
: squadsto hunt down "oommumsts" for torture, interrogation and murder. Oﬁen these

planners had rrnagmed that the invasion would spark a popular upnsmg against Castro —
which never happens. A promlsed American air strike also never occurs. This is the
's first public setback, causing Pres1dent Kennedy to fire CIA Director Allen Dulles.

' E
D !}nmcan Republxc - The CIA purportedly assassmated Rafael Truj 1llo a murderous
digtator Washmgton had supported since 1930.

] :cuador -- The CIA-backed military forced the. democrancally elected President Jose
Velasco to resign. Vice President Carlos Arosemana replaced him; tlﬁ CIA filled the now.

* vacant vice presxdency w1th its own gpan !

Lumumba Four years of polltrcal turmoxl followed. i

63: Assassmatlon of US Presndent John. F. Kennedy ~~ Wlule many CIA files related
to the assassination of President edy have been released pursuant to an act of

aining files should now be transferred to the Natxonal Archives fgr revrew

_ %-gress more than 25 years have passed since the assassination, and the CIA’s

1963: Dommlcan Repubhc -- The CIA overthrew democratncally-elected Juan Bosch in | .
a mrhtary coup. The CIA installed 2 repressrve nght wing junta m his place ' ¥

Ecuador A CIA-backed mlhtary coup overthrows President Arosemana, whose.
mdependent (not socialist) policies have become unacceptable to Washington. A military
junta assumed command canceled the 1964 eleetlons and began abusing human rrghts

government of Joao Goulart, The junta that replaced it became one of the most

"communists” were no more than Branco s polmcal opponents Later it was revealed that '

bb:_ktheCIAtraxnedthedeathsquads BER R e e . . .‘ ‘

1965: Indonesxa - The CIA overthrew the. democratncally elected Sukamo ina mtlrtary

; coj p. The CIA had been trying to eliminate Sukamo since 1957, using everything from

pted assassination to sexual intrigue, for nothing more than his declaring neutrahty
e Cold War. His successor, General Suharto, massacred between 500,000 to 1

E mllllon civilians accused of being commumsts The CIA supplled the names of countless -
: suspects v '

Domxmcan Republlc —-A popular rebelllon broke out, promlsmg to reinstall Juan Bosch

~ as the country's elected leader. The revolution was crushed when us. Marmes lagded to
‘ uphold the mrlrtary regrme by force. ' . . S B%

3 Greece - .Wlth the CIA's backmg, the ktng removed George Papandreous as prime -

mmrster

' Approved for Release: 2012/09/12 . 1 -
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Haiti -- Rlsmg popular revolt in Ham meant that "Baby Doc" Duvalier w1ll remain
"President for Life" only if he had a short one. The U.S. flied the despotic Duvalier to'the
South of France for a comfortable retirement. The CIA then rigged the upcoming

elections in favor of another right-wing military strongman. However, violence kept the

country in political turmoil for another four years. The CIA. tried to strengthen the

military by creating the National Intelligence Service (SIN) which suppressed popular z

revolt through torture and assassination.

1989:; Panama - The U S. invaded Panama to overthrow a dictator of its own makmg, |
'General Manuel Noriega. Noriega had been on the CIA's payrofl since 1966 and had

- 1980s:. Afghamstan ~The CIA sponsors Gulbuddm Hekmatyar Osama bin Laden, and
an assortment. of other unsavory Afghan mujahideen. While these operations seem to
‘have contnbuted to the dissolution of the Soviet Union, they would come back to bite us
~ later, as would our coharts, the ISI. The CIA's knowledge of Charlie Wilson's contacts -
Wltrh Mossad also need to be investigated to determme Israel's mﬂuence in these events.

\
19§05 Iraq - US supports Saddam Hussem and provndes chetmcal yeapons. despxte

Haltl Competmg agamst 10 comparatlvely wealthy candrdates leﬂlst pnest
an-Bertrand Aristide captured 68 percent of the vote. After only eight months in power,
¥ however the CIA-backed military deposed him. More military dictators brutalize the
country, as thousands of Haitian refugees escaped the turmoil in barely seaworthy boats.
“As popular opinion called for Aristide's return, the CIA began a dnsmformatnon iampargn
ntmg the courageous pnest as mentally unstable. _

1991 The Fall of the Soviet Umon The CIA faxled to predrct this most 1mpox‘tant

event of the Cold War, This suggests that it had been so busy undermining governments

that it hadi't been doing its primary job: gathering and analyzing information. The fall of -

the Sowet Umon also robbed the CIA of i 1ts reason fot existence: ﬁghtmg commumsm

1993 Ham - The chaos in Ham grew 0. bad that Presxdent Clinton had no choxce but to ..

Temove the Haitian' military dictator, Raoul Cedras, on threat of U.S. invasion. The U.S.

* ‘occupiers did not arrest Haiti's mlhtary leaders for crimes against humamty, but instead |
lensured their safety and rich retirements. Aristide was returned to power only after bemg

forced to accept an agenda favorable to the country s ruling class.

2001: World Trade Center and I’entagon attacks -- Whlle U. S. air defenses "stand
down," soon-to-be DCI Porter Goss entertains Mahmud Ahmad, Chief of the Pakistani
Inter-Services Intelligence, who is linked by the Indian media to a wire transfer of
-$100,000 to the bank account of Mohammed Atta just before the attacks. Ahmad was
relieved of service; however, the 9/ 11 COmn'n ssron declmed to mvestrgate this most

curlous aspect of 9/11.
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‘Washington D.C. 20505 -

Edmund Cohen - . January 18, 2005
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NATIONAL COALITION FOR HISTORY

Exscutive Offices: 400 A Siraet, SE
- Washington, D.C. 20003 _
(202) 544-2422 exi. 116 © Fax: (202) 544-8307
Webpege http/iwww2. h-neLmsu edw/~nclV - e-mail: theralg @historycoalition.org

Director of Information Management Services
Central Inteiligence Agency .

Dear Director Cohen:

On behalf of the National Coalition for History, a consortium of over 70 history and archlves related

- There is also little doubl that the history of U. s lntelllgence efforts throughout the world is especlally

- fogincreased- usefulne:

organizations, we would like to provlde the following comments on the CIA decennial revlew of agency ;.
operatlonal frles . ’

The CIA Information Act of 1984 deflnes operatlons ﬁles as forelgn lntellrgence or counterintelligen
materials from the Directorate of Operations, scientific or technical documentation from the Dlrectoraclt

of Science and Technology, and investigations of foreign lntellrgence or counterintelligence sources from
the Office of Personnel Security, The decennial review requires serious consideration by the Director of
Central Intelligence (DCI) to re-examine and exempt and altimately release files for their historical value

or public interest. We Lrge you to do just that.
We believe that operatronal files older than 30 years can and should be declassified for several reasons.

of these records to hrstorlans and political scientists whose speciality area is the
history of U.S. intelligence. v §

Declassification serves;the purpose of historical value stated in the CIA Information Act by enabling

historians to gather a wide range of sources in their ongoing efforts to assess the past, The CIA’s

E First, because of dlmlzhed if not non-existent security concems and second, because of the potential

..previous declassification effoits such those involving the JFK assassination records and Chile during the
- Cold War, and though not CIA records, the National Security Agency’s 1998 decision to release of the

VENONA decrypts-all ended up possessing immense historical and public interest values They also.
were all released wlthout any harm to national securlty o 5‘

 important and of interest to the public, especially given the contemporary threats posed by intemational § -

B terrorism. Declassification setves the pibiic interest by enhancing the credibility of the CiA, offering - -

- " lessons for future policy makers, and setting the record straight about important and at times .
" controversial historical avents. Declassification can dispel popular myths about a particutar agency's

-Involvement.in a particular incident in American history. The releaseé of the JFK assassination records,
- for example, set the record straight with respect to the CIA's involvement (in this casea lack of .
, lnvolvement) inthe: controversy surroundlng the death of the presrdent

- inappropriately designating some materials as "operational” merely because they fall within the same fi le; £

.. as the case warrants) md when appmprlate. materials should be released ‘under provlslons of current -

‘Schalars also are ﬂndlng it increas'lngly frustrating that promlses made by hrgh—ranking CIA officials

In advanclng the objectlve of qreater govemment openness. we urge reevaluatron of the exlstent
operational serles file system. it is of concem to us that there is some evidence that the Agency may be

series as operational dccuments. ‘Thérefore, all such. files should be carefully reviewed (or re-reviewed :

law.

relatlng to release of operational files have not aiways been brought to full fruition despite specific
promises to do so; som2 such promises have even been made before Congressional committees. -For
example oh 28_Seplemb_er 1_993 in comments made before lhe House Permanent Select Commi_ttee on

8 ' smaw mmmarmmmwHumymncancwndrolmmmmmmmmrmmmmnpomw .-
Science Association; Amerioan Studies Assockation; Council of Siate Hislorical Records Coordinators; 'l'heHlolorycmlnd‘ um:'m c:'nmtéallonnl

.Counait on Publig History/lUPU Departinent of History; Organization of Amerioan Historians; Society of Amierioan Arohivists;
Reiations; Society for Mililary History; Souther Historical Assoclation. Instituional Supporters: Association For Documentary Editing; Gilder Lehiman institute of
American History; Hislory Associates, inc.; Soclety for Hislory in the Federal Govemment; Sodelyolmrlan Historians; Westom llsloryhssodallon.conﬂbullng

Suppemn. Over lkyom.l’ historical andal'd'lvul omlhlnm

Approved for Release 2012/09/12
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I?tﬁﬁaence hearing on “Increasing Accessibility to CIA Documents,” DCI R. James Woolsey declared
_that he had “directed ruview for declassification of significant Cold War covert actions more than 30
years old.” (See page 4 of the hearing record). In his testimony, the Director specified for review such
ClA gctions as activities in Support of democracy in.France and Italy in the 1940s and 1950s; support to
Tibetan guerriilas in tho 1950s and early 1980s; operations against North Korea during the Korean War;
.£ operations in Laas in the 1960s; coups attempts against and against Prime Minister Mossadeq in Iran, .
' : and operations in the Cominican Republic-and the Congo. Little has come of any of these promises in
terms of comprehensive review and release of relevant documentary materials. o
The National Coalition for History also finds troubling recent assertions by some scholars that the ClA is
' not in full compliance with provisions of the. Freedom of Information Act (FOIA) with respect to the
subject fites. The principles behind FOIA seek to create an informed electorate and open soclety, but
there is a growing body of evidence that the CIA has been denying previously released information to
resparchers or refused additional information about previously declassified information that is of
- paigleular interest to historians. For.example, one broad assertion of exemption is the Office of Electronic
Intgliigence information from 1962-68 that was already declassified for the National Archives. The CIA -
5 reverted back to refusing lo release information and asserted the claim that these files are relevant

Q current activities, -

'

“We also note that the DCI Historical Review Panel conclusions and recomrmendations from September
1906 seem to have gons largely unimplemented. We belleve most of those recommendations stiil have
relevance today. The CIA should properly report this panel's findings and the CIA’s res_po'nsg__to these .

* findings to appropriate mng_ress!onai ‘committees on lntemgenc'e.

. ‘_aﬁm",_‘,,‘..&\v_—'" .

, _ Finally, in recent years \Westem historians have gained access to historically significant documents from:
. " .Russia, Eastern Europe and even the People’s Republic of China that relate o the Cold War era. - . -
-7 . - Gaining access to similar related material in this country remains frustrated by the efforts of federal
" agencles including the ClA in what appears to be an effort to implement outmoded and outdated
intelligence laws, As a consequence, the official records of these former Easterm biock countries that
have been released may well be painting a picture of the ‘CIA that may not be correct. Only the release -
of the Agency’s.own records will enable scholars to set the record straight. . o o

. In‘concluslon, we recommend the CIA consider targeted declassification of selected files or parts of such
operational files, and project a final date for declassification of the older documents passed over by this
review as well. " L . o , S

Thank you for your consideration of our comments.

incerely,

R. Bruce Craig , d
- Director »
4
. CC: Senate Select Committee on Inteligence ‘

House Permanert Select Commitiee on Intelfigence -
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727 Liast Dearns Keeton Street - Austin, loxus 78705-3299 + (512) 471-5151 - Facsimile (512) 47}-33988

MEMORANDUNM *

January 18, 2005 -

VIA FAX : : .

¥ . _
.} TO: ' Edmund Cohen, Director » r&
X Informat:ion Management Services, CIA

FROM: Michael J. Churg?n o - *
' Chair, Committee on Documentary Preservatlon
- American . Society for Legal History :

i ‘ Raybov.rne Thompson Centennial Professor in Law

" SUBJECT: 69 Fed.Reg. 76449 (December 21, 2004) 4

et

! &

' The historical value of the three categorles of¢IA operational

. files noted in the Federal Register is significant, and the

6 i material should be made available to researchers and others to
the maximum extent poss:.ble.

‘; } The best evidence of the historical use of the bpera,tionl files =

might be the opening of recorda under the special act which
crpated the ‘JFK Assassination Records Review Board. The Board,
composed in part of noted historians in the. diplomatic and
national security fields, used its authority to direct the
disclogure of various operational recoxrds. The CIA acguiesced
in some actions of the Board and unsuccessfully sought

. presidential review of other decisions. These records wexe of
’;ﬁ 1ificant historial value. o

Thg Comittee on Documentary Preservation of the American

Soclety for Legal History stands ready to assist. I may be
i % contacted at the above address, by telephone at 512.232. 1330 or
’by e-mail at mchurg:.n@mail law.utexas.edu . } ;

\ | | L
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COUAN 19 2005

| Edmund Cohea
v Director of lnformation Mamgemcut Semccs

_ Central Intelligence Agency . SR R ﬁ
‘Washington, DC 20505 - . -

Byfax. 1 - ' » | é‘ |

'RE: I-'R Doc. 04-27840 Non:e of Decmmal Review of Op mnonnl Files Desigmmom

i Deaer.Com . L S o - g

" Thank you for the oppormnny ° ptoVide comments for cansidezation durmg the dccmmal review of the CIA's
b opesntignal files. The National Archives and Records Adrinistration QVARA) submm zhree cmm?ts ‘
peruining to the histoncal value of these rccords- : ‘ ,

ln its Federal Register notice, the cla prowdes broad ouﬂmes of three types of oPerauoml files within the
' Directorates of Operations. Science and Technology, and Security that are covered by this exemption. NARA
-believes that it would be in a batter position to assist the CIA in idettifying specifia bodies of records for

| from eXempted status :fpmperly cleared and briefed NARA staff members were pcrmtttzd to
:xa)xe mnre r.losely the specific series to which the exemption apphes ' _

JarT e

Nut. NARA recognizes that CIA has mrm:d over to s refereqice copies of reoordl that it has revuwed for

. *-*’ declassification. 'We beligve that this reference material (in particular copies of documents contained in the
§ } " CREST system) is benefioial to the research community, and we encourage the CIA toallow NARA to -
v accesgion the complete setics from which these selceted and reviewed documents ongmate. This will allow

_ the archival integxity (provcna.nce and nngmzl order) to be maintined. It may also increaze the benefit 0
- fawre researchers by i xmptovmg the rate in which access demand requests are re:olved :

encoyldge the CIA 1o work with appropriate NARA units to ensure that al) such records are sppropriately

sche and that permanently valuable records are lnnsfened in & timely manner. In particular, CIA has
 scheduled sorme serics of records. for transfer.to NARA when 50 years old. It may be possible to use the

required decennjal raview'ss 2 mechanism for blocking and transfirring records to NARA. 'We recommend -

that series or blocks of series crcztcd between 1947 and 1955 and eh gﬂalc far accessmning be. b'ansfcrrcd to us o

¥ partof tlus nmaw proces.s

Pimlli , many of the cxcmpred records are pcrmznmtly valuablc and may be past due for zccess:omng We

,lsmcerely. N Sl

J'ohnWCarhn S : : :
Arc‘nlvmofthaUmtedSvam _ ST C - B

NARA ‘v web H_It is lnk;/Muirchhg.go{r

| TOTAL ‘P.@L
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January 19, 2005

Yia Facsimile
Edmund Cohen .
Director of Information Management Services
Central Intelligence Agency

Washington, DC 20505

RE: Request for Public Comment on CIA Decennial Review of Operational

File Designations, 69 Fed. Reg. 244, 76449-76450 (December 21, 2004)

Dear Mr. Cohen:

Thank you for the opportunity to comment on the Central Intelligence Agency’s (“CIA”) decennial
review of the record categories in the Directorates of Operations and of Science and Technology and the
Office of Security that are currently designated under the CIA Information Act of 1984, 50 U.S.C. Secs.
431-432, as exempt from the search and review requirements of the Freedom of Information Act

(“FOIA”), 5 U.S.C. Sec. 552.

These comments are submitted on behalf of the National Security Archive (“the Archive™), a not-for-
profit foreign policy research institute and library that uses FOIA to assemble collections of declassified
government agency records documenting key U.S. foreign policy issues. The Archive’s publications are
widely distributed through both print and electronic means. In its work, the Archive regularly submits
FOIA requests to the CIA and frequently receives denials of FOIA requests on the basis of the operational
files exception. These denials are received even in cases involving records that are several decades old,
that concern publicly acknowledged programs and activities about which there already is substantial
declassified information in the public record, and that do not appear from their title or description to meet

the statutory definition of an opetational file.

Introduction
As Congress recognized when it enacted the CIA Information Act,

The [FOIA] has played a vital part in maintaining the American people’s faith in their
government, and particularly in agencies like the CIA that must necessarily operate in secrecy. In
a free society, a national security agency’s ability to serve the national interest depends as much
on public confidence that its powers will not be misused as it does on the confidence of -
intelligence sources that their relationships with the CIA will be protected. Central Intelligence
Agency Information Act, H. Rep. No. 98-726, Part I, at 9 (1984)

[The CIA Information Act] confirms that the CIA maintains information about which the public
may legitimately inquire. It recognizes that the FOIA plays a vital part in maintaining the public’s
An Independent non-governmental research institute and library located at the George Washington University, the Archive collects

and publishes declassified documents obtained through the Freedom of Information Act. Publication royalties and tax deductible
contributions throngh The National Security Archive Fund, Inc. underwrite the Archive’s Budget.
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faith in government agencies, including agencies like the CIA which must necessarily operate
substantially in secret. The continued availability of information under the FOIA helps to foster
public confidence that the powers of the CIA are not being misused and that the CIA is serving the
national interest. Central Intelligence Agency Information Act, H. Rep. No. 98-726, Part II, at 6
(1984). :

It is for these reasons that the Archive urges the CIA to rigorously examine its prior designation of
records as operational and to narrow the categories of materials that are exempt from the FOIA. The
significant barrier posed by the broad designation of records as operational and exempt from FOIA
interferes with the ability of scholars, researchers, and the public to understand the history of U.S.
intelligence and to learn from past experiences. Moreover, the CIA’s practice with respect to its
designation of records as exempt from the search and review requirements of FOIA will serve as a model
for other intelligence agencies that have more recently been granted operational files exceptions and have

been using them improperly.’
These comments address the following issues:

(1) The Characteristics of Protected Operational Files;

(2) The Public Interest in and Historical Value of CIA Operational Files;

(3) Denied Records That Should be Removed from the Operational Files Designation; and
(4) Removal of Records Older than 40 Years from the Operational Files Designation. .

The Characteristics of Protected Operational Files

The CIA’s request to Congress that the Agency be provided protection from FOIA for operational files

~was premised explicitly on the representation that the types of files sought to be protected are so sensitive
that there are virtually no circumstances under which a FOIA review would result in the release of
material to the public. The statutory definition provides:

(b) "Operational files" defined ,
For the purposes of this title the term "operational files" means -

(1) files of the Directorate of Operations which document the conduct of foreign
intelligence or counterintelligence operations or intelligence or security liaison
arrangements or information exchanges with foreign governments or their intelligence or

security services; .
(2) files of the Directorate for Science and Technology which document the means by

! See Spy Agencies Abuse Freedom of Information Exemptions (June 11, 2003) (available at .
http://www2.gwu.edu/~nsarchivinews/20030611/ ). For example the National Reconnaissance Office (“NRO”) has invoked its

own operational file exception — which applies only to records that describe scientific and technical means of surveillance — to
refuse to search for records that were released with only partial redaction in response to a 1992 FOIA request and that discuss a
wide range of historical and organizational matters. These include “Report to the President's Foreign Intelligence Advisory
Board on the National Reconnaissance Program, January 1 to June 30, 1967” and “Report to the 40 Committee on the National
Recomnaissance Program, July 1, 1970 to June 30, 1971.” It also has refused to search for the Final Report of former Director
of the NRO Hans Mark — a document that is currently publicly available on the CIA CREST system at the National Archives
and Records Administration and that discusses a wide range of matters beyond scientific and technical means of surveillance.
Similar abuses of the operational files exception have occurred with the National Geospatial-Intelligence Agency.
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which foreign intelligence or countelmtelllgence is collected through scientific and
technical systems; and

(3) files of the Office of Personnel Security which document investigations conducted to
determine the suitability of potential foreign intelligence or counterintelligence sources;
except that files which are the sole repository of disseminated intelligence are not
operational files. :

50 U.S.C. Sec. 431(b) (emphasis added).
As Congress explained when it passed the CIA Information Act, this language describes:

Only those files concerning intelligence sources and methods. These files concern the
intelligence process as distinguished from the intelligence product. They include
information on the identities of and contact with human intelligence sources, the various
methods used to collect intelligence from human and technical sources, and day-to-day
administration and management of sensitive human and technical intelligence activities.
These files are distinguished from what may be called intelligence product files the
function of which is to store the intelligence gathered from human and technical sources.

Central Intg]hgengg Agengy Information Act, H. Rep. No. 98-726, Part I, at 520—21(1984) (section by

section analysis).

With respect to the Directorate of Science and Technology, Congress explained that it was seeking to
protect only documentation of the “scientific and technical systems which collect foreign intelligence and
counterintelligence.” Id. at 21.

It was Congress’s understanding that it would be possible for the CIA to easily distinguish between
sensitive operational files and other files that should not be exempt from FOIA because of the
“characteristics of CIA file systems.” Central Intelligence Agency Information Act, H. Rep. No. 98-726,
Part 1, at 17 (1984). According to CIA testimony to Congress, the CIA maintained operational files in the
Directorate of Operations for documents generated in the course of the conduct and management of
intelligence gathering activities, but maintained raw and finished intelligence in separate files maintained
by the Directorate of Intelligence. Id. at 17-18. The CIA also told Congress that policy matters, including
operational policy matters, would be considered by CIA officials outside the Directorate of Operations
and, even if eventually returned to operational files, they would be logged in the CIA’s Executive
Registry and remain subject to search and review. Id. at 19. :

Based on thls understanding of the specwl characteristics of the CIA filing system and numerous CIA
assurances® , Congress considered "it to be of primary importance in providing CIA relief from undue

§g§ also Central Intelligence Agency Information Act, H. Rep. No. 98-726, Part I, at 5 (1984) (operational files describes
“certain specifically identifiable CIA operational records systems, containing the most sensxtlve information directly

concerning intelligence sources and methods. ); see id. at 9 (same).

3 Legislation to Modify the Application of the Freedom of Information Act to the Central Intelligence Agency, Hearings before

‘the Subcommittee on Legislation of the Permanent Select Committee on Intelligence, House of Representatives, 98“‘ Cong., 2d
Sess., at 5, 12 (1984) (statements of John N, McMahon, Deputy Director of the Central Intelligence Agency that "by removing
these sensitive operational files from the FOIA process, the public is deprived of no meaningful information whatsoever.").
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FOIA processing burdens to preserve undiminished the amount of meaningful information releasable to
the public under the FOIA." Central Intelligence Agency Information Act, H. Rep. No. 98-726, Part I, at
17 (1984) (emphasis added).

The Public Interest in and Historical Significance of CIA Operational Files

Despite the controls on operational files, thousands of pages of CIA records have been declassified to

" reveal 1mportant information about past CIA actions and policymaking in which there is a strong public
interest in disclosure but that appear to come from record groups that fall under the operational files
designation. These include numerous records that were released as part of the Kennedy assassination
declassification project which was conducted pursuant to separate statutory mandate. Thus, in the case of
the Kennedy assassination release, there were hundreds of cables from the CIA stations in Miami and

- Mexico City that would have been wholly unreachable through FOIA due to the operational files
exception. Yet the release was justified by the strong public interest in access to the information -
including the need to satisfy public questions and concerns about the assassination of a sitting president ~

and the passage of time.

A similar large scale release took place under the Nazi War Crimes Disclosure Act and resulted in 800
CIA name and subject files. See www.archives.gov/media_desk/press_releases/nr04-55.html. As the
Interagency Working Group overseeing the matter recognized, these documents “alter[ed] our
understanding” of certain aspects of the Holocaust, including “the failure of U.S. and Allied intelligence

- to understand how closely tied the ‘Jewish question’ was to the central goals of the Nazi regime; the ways
in which U.S. financial institutions helped the German government between 1936 and 1941, and the
extent to which U.S. and Allied government aided and protected war criminals after the war.” Id. In

particular these records:

Show that at least five of Eichmann’s associates, each a significant participant in Hitler’s war upon
the Jews, had worked for the CIA. Addmonally, the records reveal that at least 23 war criminals
or Nazis were approached by the CIA for recruitment. The documents help answer the question of

. how and why these war criminals were given employment, assistance, and, in two cases, U.S.
citizenship by a nation that had lost more than 300,000 lives in World War II.

Id. All these records — which could have been held back as “operational files” — were released without
any resulting harm. There is no question that these records are historically valuable and that there is a
strong public interest in their release despite the fact that they are operational files.

- Indeed, the Archive’s own research projects on U.S. relations with geographic areas including Guatemala,
Cuba, and Chile have all relied on records released under special declassification projects that — due to the
CIA Information Act — would not have been accessible to the Archive through FOIA. The information in
these records has significantly affected public understanding about the history of CIA policies and

(note 3, cont.) See also Central Intelligence Agency Information Act, H. Rep. No. 98-726, Part 11, at 6 (1984) (“CIA Executive
Director Charles A. Briggs [] testified that the bill will not result in the withholding of any information that is now made

public.”); Notice of Operational File Exemptions, 59 Fed. Reg. 40,339, 40,340 (Aug. 8, 1994) (acknowledging legislative
history stating that the CIA Information Act of 1984 “will improve the ability. of the CIA to respond to FOIA requests from the
public in a timely and efficient manner, while preserving undiminished the amount of information releasable to the public

under the FOIA.”).
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operations in Latin America, U.S. intelligence relations with security setvices, and key human rights
cases. In the case of Chile, operational records were released with no discernible damage to national
security, These records are today being used as educational tools throughout the United States, and have
contributed to advancing U.S. efforts at strengthening democracy and justice in Chile. Operational
documents also have contributed to fostering international understanding of the history of terrorism in the
Caribbean and the Southern Cone, which are relevant to U.S. efforts in the current war on terror.

Finally, the Archive has requested a number of records that were summarized and quoted in the Final
Report of the 9/11 Comm1ss1on, but were denied as operational records. In some cases the Archive is
appealing these denials.* Notably, however, there can be no doubt that the best selling 9/11 Commission
Report documents matters of great public interest and historical value. Accordingly, the CIA should
consider removing these items from the operatlonal files designation so that records can be released as
their sensitivity diminishes.

These examples demonstrate that the passage of time and changing circumstances in the world can affect

the sensitivity of operational records even though the public interest in the records remains strong. These

examples also show the viability. of systematic declassification efforts for such files. By removing older

records and records that the Archive and other commenters identify as historically valuable or of great

~ public interest from the operational file designation, the CIA will facilitate a historical declassification
effort that results in the release of comprehensive groups of records and that has a positive impact on the
nation, :

Denied Records That Should Be Removed
From the Operational File Designation

The Archive’s experience suggests that there are materials being blocked from search and review that do
not qualify under the statutory definition of operational files. For example, histories of the Directorate of
Science and Technology, its components, or its activities have been designated part of the Directorate's
operational files and thus exempt from search and rev1ew-even when those histories cover activities that
have been the subject of substantial declassification.” Two of the requested histories had been specifically

cited and referenced in other CIA documents that have been declassified. These include, for example, a -

history of the Office of ELINT (electronic intelligence) from 1962-1966, and any histories of the Office
of Research and Development. Much about these offices (which no longer exist) has already been
declassified and the National Archives & Records Administration has a number of articles from the CIA's

* For example, many of the documents were not created by the Directorate of Operations, Directorate for Science and
Technology, or the Office of Personnel Security, and thus should reside in non-operational files. Many also appear to be
intelligence records that are not considered operational files. See Freedom of Information Appeal Lodged With Agency
Release Panel (January 13, 2005) (Archive No. 20041375CIA174/ CIA No. F-2005-00359).

*The requests were for: "History of Office of Special Activities from Inception to 1969," DS&T Historical Series, OSA-1,
(April 1, 1969) (Request No. F-1994-01452 (appeal denied July 16, 2002)); Elizabeth Fisher, "History of the Office of ELINT
to December 1966" {1968) (Request No. F-1994-01561 (appeal denied July 16, 2002)); histories of the Directorate of Science
and Technology (Request No. F-1996-01465 (appeal denied July 16, 2002)); and histories of the Office of Research and

Development (Request No. F-1998-02484 (appeal denied July 16, 2002)).
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Studies in Intelllgence that recount ELINT operations § and concern the Office of Research and
Development.”

The same is true of the history of the Office of Special Activities from its inception to 1969. Between
1962 and 1969 the Office of Special Activities was responsible for the CORONA satellite reconnaissance
program, the U-2 program, and the OXCART (A-12) program. Substantial aspects of these programs
have been released, mcludmg all 800,000 CORONA images, a history of the U-2 program written by
CIA’s history staff %, and Studies in Intelligence articles on the histories of CORONA and OXCART.’
Similarly, a 31gmﬁcant amount of information already has been released about the Directorate of Science
and Technology."

These histories are highly likely to contain extensive information beyond documentation of “the means by
which foreign intelligence or counterintelligence is collected through scientific and technical systems.”
Moreover, the Directorate of Science and Technology informed the public in 1994 that it “does not
maintain its records in distinct files,” that “documents of all types are interspersed throughout the DS&T’s
components,” and that “DS&T searches all of its records in response to a FOIA request.”!! If this is true,
then the search is being conducted whenever these records are requested and the real issue is review. As
described above, it is extremely likely that the majority of these histories are not so sensitive that they
should be protected from search and review under FOIA. Just as the CIA removed from the operational
files designation the files of the defunct Office of Policy Coordination and the inactive National
Committee for a Free Europe and Asia Foundation projects in 1994, it should now remove from the
designation the files of the Office of ELINT, the Office of Research and Development and the Office of
Special Activities. The Directorate of Science and Technology played a key role in the collection and
analysis of intelligence during the 1960s and beyond. Thus the files of the Directorate and its

components are of significant value to historical treatments of intelligence during the Cold War. The CIA
has recognized the value of making such information available to the public and historians in its

releases of document collections and its sponsorship of conferences.

Notably, historical material was a matter of particular concern to Congress, which specifically raised
questions about the disclosure of historical operations with the CIA during hearings on the CIA

B.g., William H. Nance, “Quality ELINT,” Stﬁdies in Intelligence (Spring 1968); Gene Poteat, “Stealth, Countermeasures, and
ELINT, 1960-1975,” Studies in Intelligence (1998); Henry G. Plaster, “Snooping on Space Pictures,” Studies in Intelligence
(Fall 1964); Frank Elliot, “Moon Bounce ELINT,” Studies in Intelligence (Spring 1967).

"Bg., “ORD Milestones,” (Sept. 1966) (NARA 1998 CIA Release); Inspector General, CIA, “Inspector General’s Survey of -
the Office of Research and Development (Oct. 1972.) (NARA 1998 CIA Release).

8 B.g.. Pedlow and Welsenbach, “The CIA and the U-2 Program, 1954-1974”; see also “Directorate of Science and
Technology Decennial Review of Designated Files” (1995) (noting “DS&T now conducts FOIA searches and releases material
on the research, development, and operations of U-2 and SR-71 reconnaissance aircraft, both of which were formerly in

exempted files”). .
9 B.g., Thomas P. McIninch, “The OXCART Story,” Studies in Intelligence (Winter 1971).
198 5., Donald E. Welzenbach, “Science & Technology: Origins of a Directorate,” Studies in Intelligence (Summer 1986).

"' See Archive Calls on CIA and Congress to Address Loophole Shielding CIA Records From Freedom of Information Act

(October 15, 2004) (available at hitp://www2.gwu.edu/~nsarchiv/N SAEBB/NSAEBB|38/index.htm } (reproducing statements

provided at CIA meeting with members of the public on the otcasion of the 1994 decennial review).
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Information Act of 1984. For example, when asked whether a special study on the Berlin Tunnel
‘Operation - a historical study — would remain subject to release under the FOIA, the then-Director of the
Office of Legislative Liaison of the Agency, Clair George, confirmed that such “special studies will not
be in designated [operational] files, this type of material will continue to be accessible.”"

Inaddition, the CIA has declared histories of acknowledged covert activities exempt from search and
review even though the CIA Information Act excludes from the definition of an operational file “any
special activity the existence of which is not exempt from disclosure under the [FOIA]L” 50 U.S.C. Sec..
431(b)(2). Yet the CIA has refused to search or review “Covert Action Operations: Soviet Russia
Division, 1950-1968", which is one of many histories the CIA allowed journalist Evan Thomas to
examine while he was writing The Very Best Men: Four Who Dared, his 1995 book on Richard Bissell
and other key CIA officials. Documents about acknowledged covert activities are not protected by the
CIA Information Act and must be reviewed for release. Moreover, the fact that a researcher was provided
access to the document is an indicator that the sensitivity of the record has diminished over time. The
covert action operations against the Soviet Union between 1950 and 1968 that are discussed in the
document are an important part of the historical record of U.S. relations with the Soviet Union. Hence,
any account of the U.S-Soviet conflict is incomplete without a discussion of those operations.

In fact, from 1991-1998, the CIA actually committed to declassification of 11 CIA covert operations,

" including the 1948 Italian and French elections, the 1953 Iranian coup, the 1954 Guatemalan coup, the
1958 Indonesian coup, the 1962 Cuban missile crisis, support to Tibetan guerrillas in the 1950s-60s,
operations against North Korea during the Korean War and operations in Laos in the 1960s, and
operations in the Dominican Republic and the Congo. These publicly acknowledged special activities are
not protected by the operational file exemption and are of tremendous interest to the public, both for the
myth and reality of CIA involvement. The CIA has an opportunity as it reviews its FOIA and
declassification policies during this decenmal review to live up to the commitment made by three
successive Directors of Central Intelligence'>, and then broken.™ Systematic declassification projects

12 ion to Modify the Application of the Freedom of Information A

lggfoxg mg Subcommittee on Legislation of the Permanent Select Comr_mﬁgg on Intelligence, Hogge of Rgm;gmtatlves,%“'

Cong., 2d Sess., at 121 (1984).

B See Recommendation of the CIA's Task Force on Openness, 1991 (DCI Gates accepted this recommendation in January
1992, promising "a bias toward declassification" of these documents) ("Initiate in the near-term the declassification of specific
~ events, particularly those which are repeatedly the subject of false allegations, such as the 1948 Italian Elections, the 1953
Tranian Coup, 1954 Guatemalan Coup, 1958 Indonesian Coup and the Cuban Missile Crises in 1962 [and n]otify the public of
the availability of the resulting materials."); Testimony of DCI R. Jaines Woolsey to Congress (Sept. 28,1993) ("I have also
directed review for declassification of significant Cold War covert actions more than 30 years old. These include the following:
activities in support of democracy in France and Italy in the 1940s and 1950s; support to anti-Sukarno rebels in Indonesia in
1958; support to Tibetan guerrillas in the 1950s and early 1960s; operations against North Korea during the Korean War; and,
operations in Laos in the 1960s. In reviewing these actions for declassification, we are building on the steps my predecessors
took in announcing plans to declassify records on the Bay of Pigs operation, the coups against President Arbenz of Guatemala
and against Prime Minister Mossadeqh in Iran, and operations in the Dominican Republic and the Congo."); Letter tothe
Editor from DCI John Deutch, New York Times, Page A30, May 3, 1996.("We have doubled the resources devoted to the
agency's declassification of historically valuable records [W]e have also prormsed to review records of 11 covert actions of the

cold war era.").
14 See July 15, 1998 Statement of DCI George Tenet ("[W Je continue to face the dilemma of whére to apply our available

resources. [In addition to the Bay of Pigs and Guatemala, w]e also will initiate declassification reviews, as soon as resources
are available, of the materials involved in the covert actions undertaken during the Korean War, and in the Cango, Laos, and
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related to these actions would provide hlstonans with a treasure trove of information that is historically
valuable and would serve the pubhc interest."®

As you know, the CIA Information Act provides the CIA Director with the option of excluding categories
of information from the operational files exception. These materials merit the exercise of the Director’s
authority to permit release because Congress intended the public to continue to have access to historical
records of CIA activities and operations.'®

Removal of Records Older Than 40 Years
from “Operational Files” Designation

Information that can harm the national secun'ty must certainly be protected. Indeed, we have an extensive
system designed to protect such information, including a classification system, security clearance
procedures, and careful FOIA officers who guard against disclosure of sensitive information. The CIA
Information Act also is one of the components of this elaborate protective framework. :

Experience shows that information requiring absolute secrecy at the time of its origin can be opened to the
public after the passage of time without any harm to national security. This was recognized by Congress
when it speclﬁcally required the decennial review to “include consideration of the historical value or other
public interest in the subject matter of the particular category of files or portions thereof and the potential
for declassifying a significant part of the information contained therein.” 50 U.S.C. Sec. 432. The two
most recent U.S. presidents enshrined this concept in the automatic declassification provisions of
Executive Order 12958 (President Clinton) and Executive Order 13292 (President Bush), which require
declassification when a document reaches the age of 25 years.

The diminished sensitivity of historical information also was recognized by the CIA’s own history staff,
which is comprised of individuals who have security clearances, who have had access to operational files

Dominican Republic during the 1960s. ... We will address the remaining five covert actions identified by my predecessors as
soon as the others have been completed. The fact is, we do not have sufficient resources at the current time to review the
documentation involved in these five remaining covert actions.... I have opted, therefore, to hold the reviews of these covert

actions in abeyance for the time being.").

Bm opening up older files, the CIA should always ensure that chronological groupings of records are treated the same. As the
National Archives and Records Administration (‘NARA”) recognized when NARA conducted its evaluation of records
management in the CIA, researchers need “access to coherent blocks of organized records, not artificially-created collections.”
To learn from our past we need information that is both accurate and as comprehensive as possible. The selective release of
individual records from a variety of different files, or releases that do not provide sufficient context, interferes with the .

development of historically important information.

161 egislatio

the Subcommittee on ch;slaug of the Permanent Select Commiittee on Intelligence, House of &pre§entat1ves, 98" Cong., 2d

Sess., 19 (1984) (statement of then-Deputy Director of CIA Office of Legislative Liaison Ernest Mayerfield in response to a
question about CIA plans to review files of interest to historians: *{The DCI] can, if a case is made, ... or if he determines that
a certain file ... is of such interest to historians or to other groups, ... redesignate a category of files or a portion of a category
of files to permit access under the FOIA”); Intelligence Information Act of 1983, S. Rep. No. 305, 98™ Cong. 1** Sess., at 18
(1983) (“The CIA assured the committee that ‘the designation process will be a dynamic one, in which recommendations for
the removal of files from designated status will be made to the DCI whenever such a lifting of the designation is appropriate

either because of the passage of time or for some other reason.’”).
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and who have the Agency’s best interest at heart. During the 1994 decennial review, CIA history staff
recommended that the CIA remove operational files designations from all records older than 40 years.
The CIA rejected this in light of the advent of automatic declassification for records older than 25 years,
explaining that the CIA history staff’s recommendation was “unnecessary and impractical.” Yet, there is
no real logic to this determination, as the CIA has the ability to obtain an exception from automatic
declassification for its operational files. So, a decision by the Agency to make all records older than 40
years (i.e. records from 1947-1965) subject to search and review under FOIA would be a significant
advance in the CIA’s accessibility. :

Thus, the Archive urges the CIA to open up for FOIA requests operational files that contain
documentation from a period 40 or more years ago. While there may still be materials in these files that
are sensitive, it is likely that the vast majority of the materials will no longer be sensitive and that search
and review of the files will be productive. In addition, by opening up these files for review, the CIA may
find that it encounters non-operational documents included in operational files under now-obsolete filing -
systems, thereby restoring to FOIA access documents that never should have been protected.

- Conclusion

An informed citizenry is one of our nation’s highest ideals. Thus, much of our public policy is predicated
on the idea that competition in the marketplace for ideas should be fair and unfettered. To this end, we
support a free press, a diverse scholarly community, and an inquiring citizenry — all dedicated to ferreting
~out and publishing facts. The Freedom of Information Act is a critical component in this effort to permit-
public access to facts — facts about government. In a world in which war and terrorism are commonplace,
an essential component of national security is an informed citizenry that, as a result of its education about
issues, believes in and strongly supports its government. This is glaringly apparent at a time when

- American soldiers are being called on to risk their lives to protect national security and democratic ideals,
when the public is held in a balance of terror, and when our resources are committed to establishing and

maintaining our defense.

We are hopeful that this decennial review will result in the removal of a substantial body of records
currently categorized as “operational files” exempt from search and review under FOIA. We urge the
Agency to consider current realities, including the substantial changes in the world since the last decennial
review, as it makes decisions about the public’s interest in understanding the activities of the CIA and
how those activities relate to U.S. foreign policy. Responding to requests under the Freedom of
Information Act is the one direct obligation that the CIA has to the American public. The Agency will
gain and retain the support of the American public by being as open as security will permit.

Thank you for considering our comments on the decennial review of the operational file designations. If
‘you have any questions or we can provide any additional information, please do not hesitate to contact
Meredith Fuchs or Thomas Blanton (202-994-7000).

Sincerely,
Thomas Blanton Meredith Fuchs
Director General Counsel
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1003 K §TREET, N.W., sum—:eqo
WASH!NOTON D.C. 20001 -
. TRLEAHGAE (EOR) 2D0- IORI
. Fax(20£)393-7310

. January 20,2005

. mx. Ednusd Cohen .. S T T
“  pirector of Infomation R S NP
_ ‘Management Services = PR o
_.Central Intelligence Agency S S YIA PACBIMILE . -

. _ Dear ‘Mr. COhen.

' I write in response to.the CIA' "Notice of Decennial Review,
of Operational Files," which solicits public ccmments. ,

S ‘Your: decennial Feview ‘takes place at a time when the United o
. States is pushing to dcmocratige- other countries, most notably in o
‘.Iraq. In seems evident from hie inaugural address today that .
President George W. Bush intends to pursue this.policy on a global
basis. It is not clear, however, where and how this ‘policy will be
implemented. Will the means ‘include dovert  actions - against.
countries we do not think are democratic? Will it include covert
‘actions against countries ‘Whose - rorm of democracy we do not like?

e .

: s I raise Lhese questions hecause I tnink that your still s ,et-, .
' files can shed enormous light on (1) the credibility -which &her =

" nations are likely to ‘attach to such a campaign in light ofl cur -

past history, and (2) the benefits and liab lities of such covert;: oL

»actions .

L I note, preliminarily, that soon artar its inception the CIA
. bagan overthrowing damooratically-elcct:ed governments inj such .

. countries as Iraq, . Cuatemala, -Greace, and Chile. It also,has -~

.-plotted to assaeeinatc foreign leaders in other countries. 'All’ p~
- arational records. which pertain in any way to:these events must be  {
preserved and made accessiblé.to'the public under the Freedom of w
Information ‘Act,  the President  John . F. 'Kennedy Assassination §

' Records Collection Act of 1992, and the Agency’s inherent authority
.. to disclose information when ‘the public interest requires it.._-.

. . Whenever a secret governmental organization acquires the power
..+ .. to eoverthrow other governments, there always lurks the horrendous
' possibility that it will ultimately use that power against a leader
of .its own government it does not like. The possibility of this is
increases where those who have been invélved in overthrowing other
governments draw no distinction between overthrowing a- gOVernment C :
' ywhich 'is democratically elected and one that is not:. L =T

. . , e o “ S
. 5698!.59198 : BB:I"B' '_IBB_Z/-IZ/_‘FB
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. I the late 19705 Conqress conducted an investiqation or the_',
assassination of President Kennedy which focused, in part, on the
-issue of whether certain CIA officers may have been involved in .
.. .some way in the President’s murder. . It is now known that the CIA .
~ deliberately sought to ebstruct the congressional. inquiry into the -
Directorio Revolucionario (/DRE"), a CIA-funded militantly anti-
. Castro Cuban exile group  and i,ts embrolluwent with Lee Harvey
.- Oswald, the alleged ‘assassin of President Kennedy. To do this, the
«~ . CIAN called out of retirement Gaeorga Joann:.des, who had . gerved as .
the CIA’S case officer for DRE in -the months preceding JFK’'s
~ murder. Neither he nor the CIA informed the House Select Committee
~ on Assassinations that he had been in.control of the DRE. He also.
.. .falled to provide the. 1ntomat:lon regardinq the ‘DRE which the HSC'A o
- had roqueated. _ -

e il

R

This disclosure that the CIA corrupted ‘a. congress:.onal ce

o investigation .into a matter o utmost national security sig- =
... .nificance, the murder of .a president, is. deeply troubling. 'I.do - °
not see how the CIA can ever have public confidence on any natiohal
. ‘seourity issue if it will not cqoperated with a duly constituted
congressional committee invest:.gating the murder of a president.

e The CTA is still withholding information on Mr. Joannides that -
- should -have, been made available to congress and the Assassination
- 1 ‘Records Review Bdard. In responsé to a Freedom of Information Act
7y - request and lawsuit, it has refused to search for operational . .
" records on:Joannides, eaven though it is regquired to do.wso under the
_ terms -of the CIA Information Act of 1984 and the JFK Act. ‘I there~
. fore ask that pursuant to your decennial review you make accessible
.. all operational . records pertarning in any way to George Joannides

"."orthe DRE. o -

: , To a very. conslderable extent, ‘the focus of serious investiga-
tors and researchers into. the assassination of President Kennedy
has been on a group of CIA offlcers who were: lnvolved in covert
~ action operations in Guatemala, Cuba and Chile. In view of this,
© I request that all operational records pertaining to any of these
- subjects be made accessible to.the public. This should inclyde all
records on persons who.have figured in .one way or another in. those .
- operations, such as David Atlee Phillips, B. Howaxd- Hunt, Jolm
Martino, William. Harvey, Win Scott, David- ‘Morales, Harold (Hal)
Hendrix, Frank Sturgis (Frank Fioriini), Ted Shackley, and others.
It should also include all records on. prominent Cuban: exile
organizations such as Alpha 66, the Cuban Revolutionary council, or
_any - other anti—c;strc orqanizatien with which ‘the CIA had any

' relat ionship .

Finally, all operat:.cnal records regarding any assassination
~ attempts prior to. 1974 should also be made accessihle to the
public._, e o o o o S

€0 FVd

ssseassrae epite - tegz/iziTe

‘ Approved for Release 2012/09/12



C05458475

. - . ApprovedforRelease: 2012/09/12 .~ . % z

. . gincerely vours, - - . -

,

s

e e

S o - gpegdeTeE- . @811 T00Z/12/T8
- Approved for Release: 2012/09/12 ~ - '




C 0 5 4 58 4 7 5
"} Approved for Release 2012/09/12 B

ok The Natlonal ecurity Archlve e 3 |
’-The ‘Geor rge Washington Unlverslty o -~ Phone: 202/994-780

. - Gelman Llbrary, Suite 701 _ - Fax: 202/994-700
. 2130HStreet, Nw... .-~ ..~ psarchive@gwu.
~ ! Washington, D.C. 2007 - - . www.nsarchive.o

g Jaguary 25, 2005

] ormatu)n Management Servxces _
© Central Intelligence & gency - :
-} * Washington, DC 20505 -

RE:

'f ©As you know, the Na!:xonal Security A:ch1ve ﬁled comments last week oni the Central Intemgencc

. Agency s decennial review of the record categories designated as operational files exempt from search

B f‘ and review under the Freedom of Iriformation Act. Tunderstand that the CIA maintains its informatio
4 technology systems apart from the Internet and perhaps that is why the CIA does riot participate in the ‘
' .} clectronic docketing systems now used by mast federal agencies, such as Regulations.gov. Nonstheless,
S proceedmgs sqch as ne CIA’s decenmal revww are of slgmﬂcant public interest..

% ' e :
S | am Wntmg, therefm e, to request that the CIA consxder methods of m,akmg the dccenmal review doc et * -
* publicly available, pethaps by reproducing the. federail register notice, public comments and related | |

SoF 'mat'eﬁalsyn the CIA's publicly accessible: web site. Such an effort would demonstrate the CIA’s desire to

S tain g transparen! process in an area that Congress recognized is of public concern. . If the CLA does

i not ish to post the docket on its own web site, the Archive would be willing to post the cheral Regxstcr f .
: notlce and the comm' ‘nts on 1ts own web site for the, convemence of the pubhe : S i

L I look forward to you: : re5ponse 1o tl:us request I would be happy to dlscuss this further w1th a R
g reprcsentahve of the Agency, and can bc reached at 202-994—7000 )

_ Sincerely, ]\ -

" Meredith Fuchs . . : , N
- General Counsel ‘ . o S ‘ ; ‘ C

An lndependent uou-govcmmcntal research institute aud llbrury lmted at tbc Gcorgc Washington Unlverslty, the Archive collects
" und publishes declassified documents obtained through the Freedom of Information Aect. Publieation royalties and tax deduct{bla
contrlbmlou through The Natioml Secarity Archive and, Ine, undenvrm the Archive’s Budget. - .
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