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g}‘g )4 "‘“?3‘ UNITED STATES DEPARTMENT OF COMMERCE
* ‘ Office of Inspector General
%, ) & | Washington, D.C. 20230

August 7, 2012

This is in response to your Freedom of Information Act (FOIA) request to the Office of Inspector
General (OIG), in which you seek a copy of the Report of Investigation, Closing Memo, and
Final Report for the DOC OIG investigations listed below. If none of these documents exist,
then you requested a referral letter associated with the investigation.

18603

18305

10-0005
10-0003
10-0002
10-0075
10-0097
10-0125
10-0072
10-0076
10-0014
10-0940
10-0122
10-0391
10-0177
10-0317
10-1046
10-0021
10-0023
10-0039
10-0129
10-0133
10-0207
10-0260
10-0405
10-1311
10-1331
11-0560

A search of records maintained by the OIG has located 131 pages that are responsive to your
request. We have reviewed these pages under the terms of FOIA and have determined that seven
pages may be released in their entirety. One hundred twenty four (124) pages must be partially
withheld under FOIA exemption (b)(7)(C), which protects information compiled for law
enforcement purposes, the disclosure of which could reasonably be expected to constitute an
unwarranted invasion of personal privacy. 5 U.S.C. § 552(b)(7)(C). Seven (7) pages must also
be partially withheld under FOIA exemption (b)(7)(E), which protects information that would
disclose techniques and procedures for law enforcement investigations or prosecutions, or would



disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law. One page must also be partially
withheld under FOIA exemption (b)(6), which protects information in personnel, medical, and
similar files, the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy. 5 U.S.C. § 552(b)(6). Copies of these 131 pages are enclosed, with the relevant
redactions noted.

Your administrative appeal rights are explained in Appendix A, should you wish to request a
review of this partial denial. If you have any questions, please contact Meghan Chapman at
(202) 482-5992.

Sincerely, Qé

Sl

Wade Green, Jr.
Counsel to the Inspector General

Enclosures



APPENDIX A

ADMINISTRATIVE APPEAL RIGHTS

The Freedom of Information Act (FOIA) accords you the right to appeal a denial or partial denial
of your FOIA request. An appeal must be received within 30 calendar days of the date of the
initial determination letter denying or partially denying your FOIA request.

Your appeal must contain the following information:

. your name and address

o a copy of your initial request to us

. a copy of the letter denying your request

. the reason you believe that such records or information should be made available
to you

. the reason you believe that our withholding was in error

You may send your appeal by mail, e-mail, or fax to:

The Assistant General Counsel for Administration
U.S. Department of Commerce

1401 Constitution Avenue, NW, Room 5898-C
Washington, DC 20230

E-mail: FOIA Appeals@doc.gov

Fax: (202) 482-2552

Your appeal (including e-mail and fax submissions) is not complete without the required
information. The appeal letter, the envelope, the e-mail subject line, or the fax cover sheet
should be clearly marked “Freedom of Information Act Appeal.”

The e-mail, fax machine, and the Office of the Assistant General Counsel for Administration
(Office) are monitored only on working days during normal business hours, 8:30 a.m. to 5:00
p.m., Eastern Time, Monday through Friday. FOIA appeals posted to the e-mail box, fax
machine, or Office after normal business hours will be deemed received on the next normal
business day.

For your information, the U.S. Department of Commerce’s rules implementing the FOIA are
published in the Code of Federal Regulations at 15 C.F.R. §§ 4.1 to 4.11.
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OFFICE OF INSPECTOR GENERAL OFFICE OF THE SECRETARY
OFFICE OF INVESTIGATIONS U.S. DEPARTMENT OF COMMERCE
ACTION MEMORANDUM

TO: Scott Berenberg, AIG! OFFICE OF ORIGIN PREPARING OFFICE
Alexandria Resident Office Atlanta Regional Office
[ ] Open Date: Close Date: 12/31/08
PREDICATION:

DOC Grants to Non-profits in West Virginia
Various Locations, West Virginia
06HM16-18305

On September 5, 2006, the FBI reported that they were conducting an investigation involving Congressional

Earmarks to various non-profit entities in West Virginia. Specifically. the FBI alleged that United States
mw rave used his N

earmark more than $178 million in federal monies to a small number of non-profits with which he was
affiliated. The FBI stated that the $178 million included grants from NOAA and EDA. The FBI requested DOC
OIG assistance on an as-needed basis.

related to
any DOC monies. The FBI stated that no further assistance was needed from DOC OIG. (Serial 13)

All allegations have been addressed, all logical leads have been investigated, and no further investigative activity
is contemplated. All investigative activities have been documented in the Case Data System. Based upon the
above information, it is recommended that this investigation be closed.

[ Jzerore [ Jpt [] cAsE [ ] HR WITHOUT RESPONSE | (For Headquarters Use)
(] HR WITH RESPONSE OUTSIDE REFERRAL FILE NUMBER:
PREPARED BY CLEARED BY CLEARED BY APPROVED BY QoHMIib- 1305~ |Y
Scott Berenberg B8
Special Agent SAC HQ DO AlGI
Initials & Date Initials & Date iti : Date Initials & Date
1/2/09 SAB
12/31/08 (ﬂ 172109 1/2/09
N\
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OFFICE OF THE SECRETARY
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Page 2 of 2

SUPERVISORY REMARKS: Close case.
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ALL REDACTIONS PURSUANT TO EXEMPTION (B)}7)C)

OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

" REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
ANTI-DEFICIENCY VIOLATION AT PTO 07SS33-18603
U.S. Patent and Trademark Office
Alexandria, Virginia TYPE OF REPORT
SPECIAL INQUIRY )

Final

BASIS FOR INVESTIGATION

On March 9, 2006, the DOC/OIG received a complaint alleging that at the end of the second quarter
during Fiscal Year 2005, PTO used $3,000,000 of Trademark funds to pay Patent expenses and, as a
result, violated the Trademark Act of 1946. Reportedly-then h
PTO, had been advised of the incident. The Government Accountability
Office (GAO) subsequently forwarded a referral for investigation to DOC/OIG, dated May 5, 2006,
which included this information and also detailed a violation of the Anti-deficiency Act (ADA)
along with the Trademark Act violation. On January 31, 2007, the DOC/OIG received a follow-up

referral from GAO that repeated these allegations. Subsequently, on April 20, 2007, an OIG
investigation was initiated to address and resolve these allegations.

SUMMARY OF INVESTIGATION

Our investigation found that on March 31, 2005, the amount of Patent funds available for obligations
totaled $639,546,858. However, Patent obligations on that date totaled $645,266,742, resulting in a
shortfall of $5,719,884. In addition, on April 1, 2005, there was a shortfall in the amount of
$1,985,614 - total available funds for obligations in the amount of $643,447,910 versus actual
obligations totaling $645,433,523. In order to cover these obligations Trademark fees would have
been necessary since no other funds were available at the time. The provision within 35 USC 42 that
restricts the use of fees collected by PTO pursuant to the Trademark Act to trademark activities only,
is commonly referred to as the Trademark “fence.” After this incident was discovered senior PTO
officials and the appropriate Departmental representatives were not notified or advised.

Distribution:  OIG: ___ Bureaw/Organization/Agency Management: DOl Other (specify):

.

Date: Si AT ATLATEND Date:

In 25 0] %A

Name/Title,

Resident Agent in Charge - SSRO —Spccial Agent in Charge - WFQ

OFFICIAL USE ONLY
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It was noted that on April 4, 2005, there was a surplus in the amount of $2,492,478 - total available
funds in the amount of $648,279,045 versus actual obligations in the amount of $645,786,567.

A Redactions Pursuant 0 b(7) (c)

On April 1, 2005, PTO recorded obligations for March, payable to GSA for rent for April and May
2005. Subsequently, on April 4, 2005, PTO de-obligated over $3.5 million from the $7.9 million
(approximate total) rent payment for May that had been obligated three days prior. Our investigation
determined that directed these funds to be de-obligated. However, when questioned directly by
the OIG, he was unable to recall any specific details concerning these particular rent transactions.
tated that the timing more than likely reflected an effort to spend all available funds during
at particular period of time.

At the outset of our investigation, we obtained information that an internal review conducted by the
PTO Office of General Counsel (OGC) concluded that both ADA and Trademark Act (Fence)
violations had occurred. PTO/OGC reported that PTO distributed and managed funds at the
program office level and did not consistently monitor Patent and Trademark fees against
administrative operations. As a result, Trademark fees would have been necessary to use to cover at
least a part of the Patent related shortfall since no other funds were available at the time of the
incident. During the course of their review PTO/OGC noted that in 1999 Congress removed any
discretion that PTO potentially had within 35 USC 42 concerning the use of Trademark fees:

In an effort to more tightly fence Trademark funds for Trademark purposes, section 42 was
amended such that the PTO shall use Trademark fees for Trademark registrations, or other
Trademark activity and for a share of administrative cost proportionate to Trademark
activity. In other words, the Commissioner may exercise no discretion when spending funds;
they must be earmarked for Trademark purposes.

OIG was also advised that upon discovery of the potential ADA and Trademark Fence violations, an
internal position paper was prepared by then the _at
PTO. During the course of that review of the incident his office failed to seek legal advice from

PTO/OGC and also did not advise any PTO senior staff officials about the matter. The opinions he
reported in that position paper were the following: 1) PTO obligations for the period in question did
not exceed the amounts available in the appropriation; 2) PTO obligations did not exceed the amount
contained in the apportionment covering the period in question; and 3) PTO obligations/expenditures
did not violate any statutory prohibition or restriction.

In June 2008 the Assistant General Counsel for Administration reported to the DOC Deputy Chief
Financial Officer and Director for Financial Management that based upon the facts presented to that
office, they concluded that PTO did not violate the ADA. They noted that for the purposes of their
opinion they did not address whether PTO violated the statutory prohibition within 35 USC 42.
They noted that even if PTO had violated the restrictions within section 42, such a violation would
not be an ADA violation because it is not in the appropriations act. As a result, DOC/OGC
concluded that PTO did not violate the ADA because the restriction is not contained within an
appropriation and PTO’s appropriation for fiscal year 2005 did not include a similar restriction or
otherwise incorporate the restriction by reference.

2
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In September 2008-reported to the Assistant General Counsel for Administration that they
considered the recommendations made regarding the incident and addressed each one as part of their
response to the original memorandum to the DOC Deputy Chief Financial Officer in June 2008.
Specifically, for PTO/OCFO to work with the DOC Office of Financial Management and the
PTO/OGC to ensure that appropriate controls are in place to ensure that PTO does not violate
Federal fiscal laws and to ensure that they properly record their obligations consistently with the
Recording Statute. In addition, for PTO/OCFO and PTO/OGC to also work with the PTO Records
Management Officer to identify the records which should be created to ensure proper recordation of
financial operations and compliance with Federal fiscal law and to ensure the records are maintained
consistent with the applicable records retention schedules.

‘Ame&acﬁonspusuanmbm(c)

Based on the DOC/OGC findings and the PTO response to those findings, no further issues of
actionable misconduct are outstanding. No further investigative activity is contemplated. All
investigative activities have been documented in the Case Data System. Based upon the above
information, this investigation is now closed.

BACKGROUND

The ADA prohibits Government employees from making or authorizing an obligation or expenditure
which exceeds the amount available in an appropriation or fund for the expense or obligation. In
addition, if a violation of the ADA occurs then the head of the agency shall immediately report to the
President and Congress all the relevant facts and a statement of the actions taken.

Title 35 USC 42(c) states, in part, that all fees available to the PTO Director under the Trademark
Act of 1946 shall be used only for the processing of trademark registrations and for other activities,
services, and materials relating to trademarks and to cover a proportionate share of the
administrative costs of the PTO.

DETAILS OF INVESTIGATION

PTO/OGC reported that while reviewing the FY 2005 second quarter financial statements,
information was developed by OCP officials that Patent revenues were less than their expenses.
Based upon these findings, the analysis completed by OCP determined that at the end of the second
quarter in FY 2005 $3 million of emark fees were used for payment of Patent expenses. At that
i inci PTO, who in turn briefed the
Purportedly, the PTO Office of Finance
conducted an independent review and based upon their analysis confirmed that the violation had
occurred and increased the total amount to approximately $8 million.

Attorney, PTO/OGC, stated that he was assigned to review this matter as a possible
ADA violation. Based upon his findings he reported that an ADA violation had occurred. _
noted that on December 8, 2004, Congress approved the Consolidated Appropriation Act for FY05
and provided PTO with $1,554,754,000. On March 2, 2005, PTO received an appropriation warrant
from U.S. Treasury Department’s Financial Management Services (FMS) for $1,336,000,000. On
March 4, 2005, FMS processed a credit warrant for $1,336,000,000 and an appropriation warrant for
$218,754,000 based on PTO’s request. FMS posted a credit warrant for $218,754,000 on April 5,

3
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2005. After that date PTO was required to rely on budget authority derived from offsetting
collections as Patent and Trademark fees were received in order to cover obligations. Thus, PTO
was authorized to obligate funds only after sufficient PTO fees were collected. (See Exhibit A)

reported that at the end of the second quarter FY 2005 Trademark fees collected totaled
$90,476,975 and their actual proportionate costs totaled $83,175,692. As a result, Trademark had a
fee surplus of $7,301,283. However, during the same time period, Patent had collected fees in the
amount of $639,546,858 while their actual proportionate costs and expenses totaled $645,266,742;
therefore, Patent had a fee deficit of $5,719,884. Since Patent funds were insufficient to cover their
costs they were in violation of the ADA. In addition, since Trademark funds were apparently used
to cover this shortfall, a violation of the Trademark Fence also occurred. (See Exhibit A)

OCP, reported that during the time period in question PTO made
advance rent obligations, a practice that had been ongoing since she started with OCP in
According to ‘she was directed to pay specific amounts on specific dates and the overall
process for payment inc lowing: Office of Finance would provide the GSA rent
obligation amount to ffice of Corporate Services (OCS), PTO;

ould then send the document to OCP -
also with OCP, was responsible for verifying the budget
authority before OCP obligated the funds. (See Exhibit B)

—Ofﬁce of Corporate Services (OCS), stated there were several levels

of approval that were necessary for an obligation or payment to be processed into the Momentum
Financial System (MFS), including approval from the Office of Procurement. -explained that
there were reoccurring costs, such as postal, telephone and Homeland Security costs, which were
paid monthly on an annual fixed cost basis. Other services, including rent, did not require any
requisitions because the leases with the General Services Administration (GSA) were the contract.
(See Exhibit C)

-was responsible for processing requisitions into MFS. She said that in March 2005 she
processed the PTO rent obligations for April and May 2005. According to the Budget Office
provided all the approvals for the obligations. During this time she said that she would have
received all her direction regarding PTO rent gbligati jgned to the
Budget Execution Team in OCP, specificall ho informed
her when and how much funds to obligate for specific accounts. (See Exhibit C)

_OCS, said his office was the one responsible for PTO property, space, rent

and other support services. He said OCS works with OCP to forecast rent and space expenses.
According to GSA submits an electronic rent summary that includes all the square footage
space and cost, which is then sent to Finance, Budget and OCP. Once Finance approves the costs
OCP gives-the approval to obligate the funds. [JJjJsaid he did not know whether GSA
required rent o uarterly basis or in advance; however, PTO elected to obligate the rent quarterly
in advance. stated that ontact at OCP for the rent was hand she
Wdid as she was told by OCP concerning the rent obligation. (See Exhibit D)

4
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- provided a copy of the PTO lease contract for the Carlyle Complex. A review of the
contract disclosed that the lease is a fixed term of 20 years with extensions available. The lease rate

was listed as $28.36 a square foot, and rent are to be paid at the end of each month in “arrears.”
(See Exhibits D and E)

Office of Finance, PTO, and OCP, reported that
as the OCP employee responsible for the building lease accounts for ccording
e managed and verified these charges each month and coordinated with o obligate

stated that at the

end of March 2005, she was directed by-to
contact d have her obligate the April and May 2005 GSA rent. [JJJisaid Jllinstucted

her to physically watch enter the rent obligation into the computer system in order to ensure
that shiompleted and processed the obligation during March 2005. (See Exhibit F)

-explained that prior to joining OCP a practice had evolved in which great importance was
attached to spending PTO funds exactly to plan, both annually and on a quarterly basis. He said he
felt significant pressure was placed on OCP, as well as individual program offices, to obligate funds
as close as possible to the expenses. -laimed that this practice, which continued during FY
2005, was considered an example of prudent and effective budgetary practices. (See Exhibit G)

-explained that for the first time in recent history, Congress had appropriated PTO the entire
amount of expected fee collections for FY 2005. Additionally, program and operating plans were
constructed assuming full access to Patent and Trademark fee collections. ireported that Patent
fee collections were not received as anticipated and as of the end of the second quarter of FY 2005
Patent obligations had exceeded available Patent resources. He noted that the financial system in use
at the time only disclosed total available funds and obligations and did not divide the figures
between offices. As a result, any disparity was not immediately detected at the business level.

said that in May or June 2005, he and iscovered that Patent obligations had apparently
exceeded available resources at the end of the second quarter. (See Exhibit G)

stated that at that time he reported the incident to the only individual available,*
h According to is immediate supervisor and then
ere out of the oftice for extended periods of time and
there was no Deputy CFO. dded tha as again out of the office at the time this
incident was discovered. Later [l lll:cturned to the office for a short duration and at

which time she was replaced by aid he discuss is
matter wi

th-and, since OCP did not have the necessary expertise to analyze the problem,
asistance was sought fror N - -
the shortfall in Patent funds comparil 'i ii" iiliii Iiiiiﬁ iili i iiﬁ iiii iefore correcting itself.
In addition, was hired and was also informed
of the incidm that had prior experience with ADA issues and after he analyzed
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the incident determined that neither an ADA nor a Trademark Fence violation had occurred. (See
Exhibit G)

| Mmesummbm(c)

Both | O C . cknowiedged that there were several issues
within PTO at the time of the rent payment obligation/de-obligation incident that probably had a
direct impact on the budget processes. Specifically those included: staff and personnel problems
(lack of the longtime rent expert — and the absence of CFO senior level staff); budget issues
(FY 2005 was the first year for the Congressional appropriation and PTO operated under a

Continuing Resolution until the appropriation was approved in the second quarter); PTO’s move (the
office was physically relocated from Crystal City, VA, to Alexandria, VA, making rent difficult to
calculate); PTO was engaged in a pilot program (“Rent on the Web,” conducted by OMB which was
intended to streamline the process of paying rent); and finally, lower fee collections (projected fees
during the second quarter of FY 2005 fell below their projections). (See Exhibits G and H)

‘tated that he had no specific recollection of a particular rent obligation at the end of the second
quarter FY 05 and a subsequent partial de-obligation in the early third quarter. He explained that if
the timing of the second quarter rent payment was different from the rest of the year then it possibly
reflected an effort to spend all the available funds. In addition, he noted that the overall rent process
was intense and chaotic that year. Specifically, the pilot program intended to streamline the process
of paying rent actually complicated rent payment procedures and amounts since the statements from
GSA did not match these figures, which even further complicated the move. As a result, the actual
lease obligations were in such flux that PTO could not reach an agreement with GSA on monthly
amounts owed, as well as PTO having funds directly deducted from their account through the Intra-
Governmental Payment and Collection (IPAC) system by GSA for amounts other than what had
been obligated, or in some instan en without obligations, and PTO’s reversing charges were
deemed invalid or inappropriate. ﬁsaid after these problems were finally resolved, GSA owed a
large refund to PTO as a result of the overcharges. (See Exhibit G)

CP, stated that his duties included operational planning and
the rent is paid on a monthly basis. Typically, the
invoice is received from GSA; the OCP analysts an alidate the invoice; OCP then approves
the obligation of funds: and qobligates the funds. He said rent was paid in “arrears” for the
month closing out. *reporte that he heard PTO had violated the ADA; however, he did not
know the time frame of the violation and he could not provide any other specific details or
information. When asked specifically about the email e he sent to [Jfrequesting that she
de-obligate the May 2005 rent payment of 43,563,760, dvised that the action was directed by
-because the funds were needed elsewhere. (See Exhibit I)

payment of the GSA rent. According t

tated that after the ingj

e ADA and Trademark Fence violations
were discussed in detail wi According to they concluded that
no violations had occurred. opined that the
Trademark Fence was an annual requirement and that as long as the dollar amounts were balanced in
the right accounts at the end of the year then a violation did not occur. She also asserted that the
ADA pertained to the total PTO budget and, when combined, if it was not deficient then the law was
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not violated. As a result, she adamantly believed that PTO did not violate either the ADA or the
Trademark Fence. (See Exhibit J)

-stated that after he arrived at PTO he immediately became involved with this issue. After
research and discussions with he prepared a draft position paper on the
possibility of an ADA violation, dated July/August 2005. said he concluded that PTO had
not violated the ADA and claimed their budget authority had not been exceeded. With regard to the
Trademark Fence violation, explained that although Trademark fees were used for several
days, additional fees were collected by PTO and, as a result, there was no end of year violation. He
noted that since they determined that no violations had occurred, senior PTO management officials,
specifically above the CFO, were not briefed on this issue. (See Exhibit K)

recalled that

ffice during March-April 2005, but she worked for
He noted the other staffing problems, and added that regardless of who was
in what position, the office functions were all on “auto-pilot™ and essentially no one was in charge.

According to_ the ADA and Trademark Fence issues did not surface until June 2005 when

they were reported by —said he had hired [ffand immediately assigned him to
investigate the matter and prepare a position paper, which provided a determination that no
violations had occurred. ﬁclaimed that since the total PTO appropriation was not exceeded
then an ADA violation did not occur; and, since the Trademark Fence was financially healthy
according to the budget appropriation at the end of the Fiscal Year, then there was also not a

Trademark Fence violation. (See Exhibit L)

PTO/OGC reported that GAO has consistently applied the principle that the use of appropriated
funds for unauthorized or prohibited purposes violates the ADA. And, absent any alternative
funding source, if no funds are available for an obligation then that also constitutes a violation of the
ADA. If PTO obligated funds to cover Patent related expenses in excess of the Patent fees collected
at the time, the obligation exceeded the amount available for that purpose and, absent an alternative
funding source, PTO violated the ADA. They also believed that although there are some exceptions,
none applied to this particular situation. PTO/OGC advised that PTO could not consider their
appropriation as a single appropriation. Rather, since the Trademark and Patent appropriations are
identified separately, obligating funds that exceeded those available in either organization
constituted an ADA violation. (See Exhibit A)

On June 30, 2008 submitted a
to
mm response to an inquiry from the DCFO/OFM on whether PTO committed a
violation of the ADA and if they violated the Trademark Fence. DOC/OGC opined that based upon
the information and facts provided for their review PTO had not committed an ADA violation.
DOC/OGC also reported that, for purposes of their opinion, they did not need to address whether
7
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PTO violated the statutory prohibition for 35 USC 42. They noted that since PTO collects parking
fees, the PTO CFO and PTO/OGC should work together to determine the extent the fence applies to
each of the fees collected given that the fence applies only to those fees collected pursuant to section
31 of the Trademark Act of 1946. (See Exhibit M)

DOC/OGC opined that based upon the terms of the statute, 35 USC 42 does not make fees collected
by PTO immediately available for obligation or expenditure. Instead, the availability is contingent
on Congress specifically authorizing use of the fees in appropriation acts. Accordingly, it does not
constitute an appropriation, and a violation of the fence would not, by that fact alone, constitute an
ADA violation. Even if PTO had violated the restrictions within section 42, such a violation would
not be an ADA violation because it is not in the appropriations act. In other words, the restriction is
not contained within an appropriation and PTO’s appropriation for fiscal year 2005 did not include a
similar restriction or otherwise incorporate the restriction by reference. As a result, DOC/OGC
concluded that PTO did not violate the ADA. (See Exhibit M)

DOC/OGC noted that even though they determined that PTO did not commit an ADA violation, they
had serious concerns regarding the financial management and record keeping practices of PTO at the

time the incident occurred. They detailed these concerns and made specific recommendations for
PTO to address and resolve accordingly. (See Exhibit M)

In September 2008qeported to the Assistant General Counsel for Administration that they
considered the recommendations made regarding the incident and addressed each one as part of their
response to the original memorandum to the DOC Deputy Chief Financial Officer in June 2008.
Specifically, JJfeccepted the recommendation for PTO/OCFO to work with the DOC Office of
Financial Management and the PTO/OGC to ensure that appropriate controls are in place to ensure
that PTO does not violate Federal fiscal laws and to ensure that they properly record their obligations
consistently with the Recording Statute. In addition, the bureau accepted the recommendation for
PTO/OCFO and PTO/OGC to work with the PTO Records Management Officer to identify the
records which should be created to ensure proper recordation of financial operations and compliance
with Federal fiscal law and to ensure the records are maintained consistent with the applicable
records retention schedules. (See Exhibit N)
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
PPC-SP-10-0005-1

Attommey
NOAA GCEL TYPE OF REPORT
Gloucester, MA O Interim Final

BASIS FOR INVESTIGATION

On July 20, 2009, the OIG received an allegation that had made threatening remarks
about Massachusetts fishermen and fishing industry representatives who cooperated with the OIG in
the current and ongoing inspection/review of NOAA fisheries enforcement practices in New
England and elsewhere. That inspection/review bears Ol project code 09WA33-19756. The remarks
in question

occurred during a meeting in June 2009 that was attended by two Massachusetts state
I - . [

legislators,

and NOAA Office of Law Enforcement
(OLE) allegedly attempted to obtain from! the names of local
fishermen and industry representatives who had spoken with the OIG during the review.
refused to provide this. _allegedly stated that his purpose in asking for the names was so
that their [fisheries regulatory enforcement] cases could be reviewed, and so that “If anybody makes
a false statement to the IG, ould] ‘charge’ them with making false statements.” This
investigation was initiated to determine whether actions and statements constituted
criminal or administrative misconduct.

SUMMARY OF INVESTIGATION

Our investigation did not disclose conclusive evidence of misconduct by-n this matter
that would be sufficient to warrant referral to NOAA or any other entity for disciplinary action of
any kind. denied making any request for the names of cooperating individuals. This

was backed up by, and critically, by notes taken contemporaneously by_
hen interviewed, all stated that they recalled _equesting the names
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and suggesting prosecution for any false statements. There exist no additional sources of
information about what occurred or was said at the meeting,

BACKGROUND

As background, on June 8, 2009, a meeting was held, at the request of —
*f the NOAA Office of Law Enforcement (OLE), Northeast Enforcement
Division, in the office ofﬂt the State House in Boston, MA.

The five (5) attendees of the meeting were

the purpose of the meeting was to discuss concerns that.md about fisheries enforcement issues.
It was known by all in attendance at the time of the meeting that an OIG review of fisheries
enforcement practices was imminent.

This case was originally indexed at OIG-OI as case 09WA10-19827, and reassigned its current file
number with the initiation of a new management information system.

DETAILS OF INVESTIGATION

We interviewed all attendees of the meeting and obtained sworn statements from each. We also
reviewed detailed notes taken by uring the course of the meeting. There is substantial
disagreement among various attendees as to th and specifics of what was said at the
meeting. However, all of those present exceptMstated when interviewed by OIG agents
thathin some manner s i ities of individuals raising complaints about fisheries
enforcement practices. stated when interviewed by OIG agents that

had made remarks about the possibility of individuals making false statements to the OIG
and the desirability of prosecuting such individuals. himself made it clear to OIG
investigators that he believed that false statements relating to these issues should be prosecuted.

When interviewed, tated that several times during the June 8 meeting,_
and equested the identities of local fishermen who had complained to-about fisheries

enforcement practices in the past and might raise the same issues with the OIG. [JJjjjjjstated that he
and _declined to provide that information and repeatedly affirmed their desire
that local fishermen should feel free to speak to the OIG openly. -stated tha {24 that
he intended to “strongly prosecute” any fishermen who made “false statements™ to the OIG.

When intewiewed,—stated that-asked herself and-for a

list of individuals who had complained to her or were likely to complain to the OIG re

ardin
fisheries enforcement practices during the upcoming OIG review. [Jjjjjjistated tha&

told her he wanted to know so he could “review their claims and files”. ||jjjjjlstated that
dded that “If anybody makes a false statement to the I1G, we’re going to charge them
with making false statements.” :
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When interviewed, stated that she recalled few details
of the meeting but took detailed notes in order to provide sufficient information on the meeting to

ho it was known would arrive at the meeting late, and in fact did arrive late, as was
confirmed by all present. -did recall _askin for the names of fishermen who were
talking to the OIG and that names were not provided. also recalled that both -and
ﬁhad expressed their support for the idea of prosecutions for any false statements made to
the OIG. [Jjjjffeuthenticated the notes she took during the meeting, but stated that the notes, while
highly detailed, were not a verbatim transcript of the entire meeting nor intended to be such. The
notes identify instances in which both haracterize complaints about

enforcement practices as vague and unfounded but do not identify any direct requests for lists of
OIG or other complainants. The notes identify instances in which both_claim
that allegations of misco ' ves or their respective offices are false or unsupported
but do not identify eitherWalking about prosecution or indeed any sanction

against individuals making false statements.

When interviewed, enied that sked or a list of people
scheduled to speak with the OIG. stated that he recalled that || lpcculated that some
individuals might lie to the OIG to discredit OLE and GCEL, particularly individuals who had
violated the law and been prosecuted. -stated that he recalled that expressed the
hope that OIG personnel would require those who spoke with the OIG to provide signed statements
made on penalty of perjury, and that if false statements were made, they would be prosecuted.

tated that at the time he shared and aftirmed oncern. JJJlclaimed that these
statements were taken out of context if interpreted as constituting a threat, stated that they were
hypothetical, and asserted that they were not made “in the context of discouraging individuals from
speaking to OIG agents, or to influence what was reported to them.”

When interviewed by OIG agents,-lid not state that he sought the identities of individuals
raising complaints about fisheries enforcement practices at the meeting in question, but stated
instead that he “expressed frustration at the lack of specifics regarding allegations of bad acts™ by
OLE and GCEL personnel. I - o ated that he could not respond to allegations of
misconduct if they were not tied to specific individuals, cases, details or incidents. _
“categorically denied” to the OIG that he threatened any OIG or other complainant, and stated that
he did not have or pretend to have the power or intention to prosecute false statements made to the
OIG. _stated that he welcomed the airing of “legitimate complaints ™, as opposed to
“unfounded allegations” and never retaliate against those who made “legitimate complaints”. In his
interview and while discussing the preparation of his afﬁdavit,itook pains to distinguish
circumstances in which he still felt prosecution was justified, i.e. where “unfounded allegations™
were made, and circumstances in which he felt prosecution was not justified and that complainants
safe, 1.e. “legitimate complaints”, and this is reflected in the language of the affidavit.
asserted that he was “shocked” by the fact that this issue was being investigated at all.
then inquired of OIG agents whether the individuals who had at the inception of this
investigation alleged that he sought a list of complainants and threatened them with prosecution for
making false statements could themselves be prosecuted for making false statements.
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REPORT OF INVESTIGATION

CASE TITLE: . FILE NUMBER:
' PPC-SP-10-0003-1

NOAA NMFS
Juneau, AK J Interim Xl Final

TYPE OF REPORT

BASIS FOR INVESTIGATION

On October 1.2 G received an anonymous complaint, via the OIG Hotline, alleging ethical
violations byWinvolving lack of impartiality in performing his official duties and misuse
of his position
National Marine Fisheries Service (NMES). Natjonal Oceanic and Atmospheric Administration
(NOAA). The complaint alleged thatﬂmade decisions, in his official capacity,
benefitting an Alaska fishing industry i lflvith whom he has a close personal relationship.
Second, that personally intervened on their behalf in official matters, either for 1l

B < <fit or the benefit of her clients.

SUMMARY OF INVESTIGATION

During the course of the investigation we interviewed witnesses in the NMFS office in Silver Spring,
including within the Office of General Counsel, Office of Ethics, and within the NMFS
Alaska Regional Office. We also reviewed documents obtained from the Office of Ethics. See
Exhibits A-G. It is important to note that some of the information we obtained from the NMFS
Alaska office was provided anonymously. Our investigation did not disclose any misconduct or
inappropriate actions of any kind on the part of ibut indicated that an unfounded but

troublini ierception nonetheless existed, among some parties, of less than full impartiality by
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DETAILS OF INVESTIGATION

Our investigation determined the following:

1.
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No evidence was found that-night have violated a criminal conflict of
interest statute. Specifically, 18 USC 208 — Acts affecting a personal financial interest.
The OIG did learn there is a perception among NMFS Alaska employees and industry
members regulated by NMFS thatind the identified industry
. [owever, our investigation found no evidence that

- B )G did

learn, from

— that when he travels to Alaska he_

No evidence was found that—might have violated The Standards of Ethical
Conduct for Employees of the Executive Branch, 5 USC Section 2635.502 — Personal
and business relationship. For reasons set forth below, -elationship with -
I (oS not fit the definition of a household member or covered
relationship. The regulation reads in relevant part:

(a) Consideration of appearances by the employee. Where an employec knows that a
particular matter involving specific parties is likely to have a direct and predictable effect
on the financial interest of a member of his household, or knows that a person with whom
he has a covered relationship is or represents a party to such matter, and where the
employee determines that the circumstances would cause a reasonable person with
knowledge of the relevant facts to question his impartiality in the matter, the employee
should not participate in the matter unless he has informed the agency designee of the
appearance problem and received authorization from the agency designee in accordance
with paragraph (d) of this section.

(1) In considering whether a relationship would cause a reasonable person to question his
impartiality, an employee may seek the assistance of his supervisor, an agency ethics
official or the agency designee.

(2) An employee who i1s concerned that circumstances other than those specifically
described in this section would raise a question regarding his impartiality should use the
process described in this section to determine whether he should or should not participate
in a particular matter. :

OIG confirmed that_has had a personal relationship with the referenced fisheries
industry -since at least HIlll However, by statutory definition this relationship.is
not with a “member of household,” nor does it constitute a “covered relationship.” There are
five criteria provided in the rule to define covered relationship. None of the criteria are met
for the relationship between_and B o ucstion. As identified
earlier, when interviewed by the OIG, stated that he and || | I Ao not
nor have they ever | NI However,

2
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Additionally, our investigation did not find evidence that -intervened directly in

any matter involving [} } . o: otherwise took ofticial actions on /I
behalf or on behalf of |GGG < ts-

id seek assistance on this matter from an agency ethics official
and he did use the process described i

n the section to delegate matters relating to the
consultant to other personnel, namelydonsistent with legal advice

provided to him, in August, September and October 2008, || I 1cd formal letters to
recuse himself from matters involving clients, and eventually|j| | | GGG
herself. In the recusals he delegated such matters to|

did indicate that when he travels
evidence was found by the OIG to contradict this statement.

Per regulation,

3. Evidence was found that_may have implicated 5 USC § 2635 Subpart B —
Gifts From Outside Sources, by accepting hospitality from _in question
when, by his own admission,“when traveling to Alaska. However,
because of a specific exception to the rule found under 2635.204 (b) — Gifts based on a
personal relationship, the rule does not appear to apply.

4. Evidence was found thaz‘_re/ationship with | does
implicate The Standards of Ethical Conduct for Employees of the Executive Branch 5

USC § 2635.161 - Basic obligation of public service, which reads in relevant part:

(a) Public service is a public trust. Each employee has a responsibility to the United States
Government and 1its citizens to place loyalty to the Constitution, laws and ethical
principles above private gain. To ensure that every citizen can have complete confidence
in the integrity of the Federal Government, each employee shall respect and adhere to the
principles of ethical conduct set forth in this section, as well as the implementing
standards contained 1n this part and in supplemental agency regulations.

(b) General principles. The following general principles apply to every employee and may
form the basis for the standards contained in this part. Where a situation is not covered by
the standards set forth in this part, employees shall apply the principles set forth in this
section in determining whether their conduct is proper.

(14) Employees shall endeavor to avoid any actions creating the appearance that they are
violating the law or the ethical standards set forth in this part. Whether particular
circumstances create an appearance that the law or these standards have been violated
shall be determined from the perspective of a reasonable person with knowledge of the
relevant facts.

(8) Employees shall act impartially and not give preferential treatment to any private
organization or individual.

The investigation disclosed the existence of a perception in Alaska, both in NMFS and in industry,
that avors | o her clients. OIG received information, from NOAA
Alaska personnel and industry representatives, indicating a perception that-has
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manifested resentiment and anger in response to questions about, or examination of, his relationship

with the || nd its professional implications.
a reference_nade with

The OIG was made aware of, and confirmed witl
ding official matter involving to an Alaska fisherman via
OAA email account.

for public comment. In reviewing the public comments noted a negative comment
regarding |l ith +hom he has the personal relationship. The comment was by
who is a fisherman. rote the fisherman, using his NOAA email address,
stating that out of all the nly comments about this one and it is a
negative comment. advised the OIG that the fisherman perceived the reference as
inappropriate and that he advised s such at the time the email was sent.

Additionally, an anonymous fisherman (it is unknown_

complained through the OIG hotline about the selection, by Commerce, of a

elected holds/held a
leadership position within an organization and according to the
complainant, the selection did not go through the normal process and the named individual had no
experience with respect toﬁhe complainant opined that the selection was unusual and
that the perception inindustry was that || l}> 25 receiving favored treatment because of
her relationship wir Despite the perception, OIG did not find any evidence to support
the contention that had, in fact, provided special treatment
or that he was in any way involved in the selection of

Finally, concerns were expressed to the OIG, by NOAA Alaska employees, about the perceived and
anticipated consequences of providing information to the OIG regarding this matter. As a result,

direct examples of alleged favoritism b oward_were received by the
OIG primarily through a third party, in NOAA’s Genera

I Counsel’s Office. For
example, we were informed on one occasion, when a “negative report” was issued from within
NMFS Alaska regarding an issuc related to_;ﬂapproached an employee
responsible for the report and inquired about the basis for it. It was reported to us that this caused
the employee to feel discomfort and intimidation. It was reported to us that a second emplovyee
denied a “request” by ||| NIl 1o responded by telling the employee to “Talk to
Because employees used a spokesperson to relate these incidents we did not obtain further

information related to these specific examples, nor did we seek to further indentify the employees
who provided these examples.

The OIG provided a transmittal memorandum on October 13, 2009, summarizing the results of our
investigation, and NOAA followed up ation with the Office of General Counsel. A
recusal letter specific to the aspects of mersonal situation at issue in this investigation,
dated February 5, 2010, was provided to the OIG in response to our transmittal memorandum. See
Exhibit H. All appropriate investigative steps have been completed and all results have been
properly documented to the appropriate OIG investigative databases. This investigation may be
closed.
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REPORT OF INVESTIGATION

A ITLE: FILE NUMBER:
PPC-CC-10-0002-1
Attorney-Adviser

Office of General Counsel TYPE OF REPORT
[ Interim X Final

BASIS FOR INVESTIGATION

This investigation was initiated by an allegation, received by the OIG, that

The allegation, and initial supporting

information, was provided in writing to the OIG by the Department’s Employment and Labor Law
Division on June 17, 2009. Notwithstanding implications by the Employment and Labor Law
Division that criminal charges were a possibility, the OIG deemed the case to be purely
administrative in nature from the outset.

DETAILS AND SUMMARY OF INVESTIGATION

For this investigation OIG interviewed all identified individuals with relevant information to the

matter in question including;—ﬁrst and second line su ervisors,_
ﬂat the time of the incident, and two dwho were directly

involved with the case. OIG obtained written statements from nd the
OIG also collected and analyzed all identified documents with relevant information to the

investigation.

Our investigation disclosed that -id provide instructions to in her office to
alter/change the document/s in question in order to, according to correct a typographical
error. The error/s in question was disclosed after the package of documents in question had been

signed by all relevant parties, including an Order signed by the] and
published on the-website. ‘admitted no wrongdoing and claimed that any actions she
initiated to make changes/corrections were in good faith, and that she informed management of her
actions. Further, she asserted that management did not protest or otherwise instruct her to not take

Distribution: OIG x_ Burcau/Organization/Agency Management __~ DO} Other (specity):

Signature of Case Agent: Date: Signature of Approving Official: Date:

7/12/10

Scott Berenberg, AlGI

iiliii | mi Name/Title

pecial Agent

OFFICIAL USE ONLY _ :
This document is provided for official use only. Any request for disclosure or further dissemination of this d
information contained herein should be referred te the Assistant Inspector General for Investigations; DOC OIG.

ocument or



NLESS O1HERWISE NOIED

. b0 (¢ OFFICE OF INSPECTOR GENERAL
Aa Redactons Pursuart 0 b(7) () OFFICE OF INVESTIGATIONS

action. Management, on the other hand, averred that ‘should have known” she was
violating protocol in altering the document/s and that they were not aware of the changes at the time
they were made. OIG confirmed with management that formal and/or written office policies,
procedures, and protocols for the correction of errors in official, signed documents do not exist.
However, OIG was made aware of review procedures, implemented by management since the
incident, to help ensure prevention of such errors from occurring. Management further explained to
the OIG what appears to be an informal process to address errors in documents that they believe is
widely known and understood by staff. Whether an attorney of -xperience and
professional standing “should [otherwise] have known” that handling a correction such as this, in the
manner she did, is inappropriate, is an issue outside the scope of this investigation.

latory case involving the
for which as the

assigned attorney. For a settlement on a case such as this there are a set of documents, which must

all be consistent in content. These are the Order, Proposed Charging Letter (PCL) and Settlement
Agreement. The Order in this case was signed, per normal procedure,_
_on May 26, 2009.  On May 29, 2000_the signed Order was sent to ||}
attorneys, by - and was subsequently posted to the website b again per normal
procedure. On June 3, 2009, an individual pertaining to
export law news i1dentified inconsistencies among the referenced Order and PCL. The specific error
of concern, contained in the Order, was a he correct
reference would be 6-2-4-2, while the refere itial Order was 6,242. On the same day,
_provided written instructior to correct the Order, changing 6,242 to 6-
2-4-2, and send the corrected order to counsel. The -immediately complied with
these instructions and a corrected Order was emailed, by the counsel on June 3,
2009. On June 4, 200 further provided instruction to the same ||jjjjjjiillko post the
corrected order to the website. By the end of June 4, 2009, the website posting had been
corrected.

As background, the underlying matter was a routine re

informed. via email. both her first and second line su ervisors,-
of the action
she had initiated to correct the order with both counsel for JIlllnd with respect to the website
posting. also verbally discussed the errors, on June 4, 2009, with her managers. All
interviewed parties agree that during these discussions the focus of conversation was on how the

errors occurred and not on making corrections to the errors. Further, on June 5, 20091_
—and discussed the errors. Both interviewed

spoke with

parties agreed that |Jndicated the errors were “no big ” claims that, during
this conversation, she raised the issue of her corrections, while enies that corrections were
discussed. However, despite this inconsistency in their respective recollection of events, at the time
this conversation took place the changes/corrections had already been made and steps to-post a

correct order were complete.

—immediate supervisor, indicates he ordered -on June 4, 2009, to cease

and desist in any dealinis on the case and turn the file over to him. This order appears to have been

On June 4, 2009

made subsequent to instructing the office to post the corrected order to the-
website. As a result, all evidence indicates complied with her supervisor's cease and
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desist order. However,-when interviewed by the OIG about the matter, said he considered
answers on and after June 4, 2009, to his questions about the event, “evasive” and as a

result, he initiated contact with counsel to explore the circumstances surrounding how the
errors occurred and when became aware of them.

On June 8/9, 2009,-had a series of exchanges with-:ounsel, during which time he indicates
he first leaWhad changed/corrected the order in question. When questioned by the
OIG about June 4, 2009, email where she informs him of steps she is taking to
change/correct the Order, -indicates he did not understand that to mean that changes/corrections
had already been made, only that they had been discussed. Further, that he checked the -website
on June 4, 2009, and found the Order to be correct. -indicates he did not realize when he

checked the Order on the website, that it was correct because changes/corrections had already been
made.

After confirming with-counsel how the changes/corrections were initiated and made,
confirmed the circumstances with the paralegal that had carried out_instruction

stated that after he confirmed that the Order had been corrected as described above, he did not
approach -to discuss the issue because he “knew what had happened.”

On June 12, 2009 laced -on administrative leave so that “the Agency can
t-finding with respect to allegations of misconduct on your part.”
Mlsputes lalm that her actions were a good faith correction of a minor
typographical error, and asserts that as a matter of law. no correction can be made to an Order of this
type without the direct participation oftheri.e. re-signing the corrected Order,
and that_“should know” this. on the other hand, states that other similar errors

have been handled in the same manner in the same office, before and since.

RECOMMENDATIONS

ears to be compliance b with the appropriate protocols in the
relating to the correction of inadvertent errors
appearing in settlement documents. Noncompliance with protocol that resulted from inadvertent
error or professional negligence, if it affected the operations or reputation of the office, is a matter to

be properly determined and settled administratively by the Department.

The OIG has been informed that such administrative action has occurred. Removal proceedings
were commenced with a proposal letter dated in November 2009, with a final decision of removal
issued in March 2010. The final decision letter specifically states that this investigation was not
reviewed or relied upon by Department officials in connection with the removal, and so no
investigative activity by the OIG is 1mpl1cated by the ongoing MSPB appeals ploceedmgs which are
pending as of July 2010.

All allegations have been addressed, all logical leads have been investigated, and no further
investigative activity is contemplated. All investigative activities have been documented-in the
Inspector General Complaint Intake and Tracking System (IG-CIRTS). Based upon the above
information, it is recommended this investigation be closed.
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FROM: asac wrol| N

DATE: September 17, 2010

REF: Closing FOP-WF-10-0075-1, Toyobo Co Ltd

Toyobo Co Ltd 1s the manufacturer of Zylon targeted by the “Zylon Task Force” within the
Commercial Litigation Branch, Civil Division, U.S. Department of Justice, District of Columbia
seeking recovery under the False Claims Act for defective fiber used to manufacture bulletproof
vests purchased with Federal funds. Toyobo is only one of more than a dozen manufacturers
involved with defective body armor targeted by the task force. All matters in this regard in DOC
OIG will be worked under case number FOP-WF-10-0069-1, “Zylon Task Force”. Therefore
case number FOP-WF-10-0075-1 is being closed, referenced to and continued under 0069-1.
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CASE TITLE: FILE NUMBER:
NIST Plutonium Incident
Boulder, Colorado
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FOP-DF-10-0097-1

TYPE QF REPORT
[] Interim X Final

BASIS FOR INVESTIGATION

On June 09, 2008, a glass vial containing 0.25 grams of a Certified Reference Material (CRM) of
plutonium (i.c. Pu 238, 239, 240, 241 & 242), was discovered cracked resulting in a spill of
plutonium powder in laboratory number 2124 at the National Institute of Standards and Technology
(NIST), Boulder, Colorado. This CRM of plutonium was radioactive resulting in radiation
contamination of the lab, a foreign guest researcher who was working with the CRM, and another
rescarcher who had been informed that the vial may have cracked. Through a series of events, some
of the radioactive material was carried outside the lab in which the spill occurred, resulting in trace
contamination spreading to other NIST personnel and to other locations in the building where the lab
is located. On July 01, 2008, the U.S. Department of Commerce (DOC), Deputy Secretary requested
the Office of Inspector General (OIG), initiate an independent review of this incident.

SUMMARY OF INVESTIGATION

In conjunction with the DOC, Denver Regional Office of Audit, a joint investigation was conducted
along with the U.S. Nuclear Regulatory Commission (NRC), Office of Investigations (OI). This
investigation revealed the former _at the NIST, Boulder, had willfully failed
to provide complete and accurate information to the NRC regarding the security of the plutonium
material and willfully failed to provide complete and accurate information to the NRC in a license
amendment application regarding written procedures for the safe use of plutonium material. This
misinformation and misconduct led to the plutonium spill that later followed. On April 08, 2009,

Distribution: OIG __ Bureau/Organization/Agency Management _x _ DOJ:  Other (specify):
Signature of Case Agent: Date: Signature of Date:
May 28, 2010 Approving June 1, 2010
Official:
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Associate Deputy Chief _ U.S. Department of Justice, Criminal Division, Fraud
Section, advised that this case did not warrant prosecution and rendered an oral declination. This
investigation resulted in—voluntarily resigning his position at the NIST,
Boulder, and a one year prohibition from engaging in NRC-licensed activities. The NIST, Boulder,
agreed to pay a $10,000 fine and implement a series of corrective actions related to radiation safety.

BACKGROUND

On June 09, 2008, an unplanned contamination event occurred in Room 2124, i.e. a lab, at the NIST
facility located in Boulder, Colorado. The following day, the NIST notified the NRC that a mixed
plutonium contamination event had occurred at the NIST. On June 11, 2008, the NRC staff initiated
an onsite inspection of the NIST plutonium spill. A preliminary review and inspection of the NIST
event disclosed that at least two NIST employees had been contaminated by the release of the
radioactive material; there was a release of the radioactive material into the sewer system; and
radioactive material contamination was found in specific areas of the NIST facility. Subsequent
review of documents obtained during the NRC’s inspection determined there were numerous
indicators of specific wrongdoing, which appeared to be potential willful misconduct on the part of
NIST personnel.

DETAILS OF INVESTIGATION

was interviewed in Boulder, Colorado. as
who was working with the plutonium material at the NIST lab when

the plutonium spill occurred. _is a who joined the NIST in
Hunder a contract for the purpose of]

irst experience working with the plutonium material at

the NIST was in May 2008. This was the first time he had actually handled or worked with
lutonium material. He had no prior experience with any radioactive material. He worked with
hall of gpe jo the lab, so he considered ﬁhis technical supervisor. did
not provideWwith any guidance or procedures in terms of handlin j

material. Prior to the plutonium spill, | N GzN had never met theﬂ
at the NIST, and was not familiar with the duties and responsibilities of a [ il}
described how the plutonium was containerized, stored, and used during his

experiments. He then described the events leading up to, during, and after the plutonium spill
(Exhibit 1).

On July 23, 2008

On August 06, 2008,—was interviewed at the U.S. Department of Energy (DOE),

New Brunswick Laboratory, Argonne, lllinois. _was employed by the DOE as an
ﬂShe previously held the position of—at the

as interviewed relative to the circumstances sﬁnounding the
NIST’s acquisition of the plutonium material from the New Brunswick Lab. _handled

and/or assisted the NIST in the acquisition of the subject plitonium material. || NEGcTcIHcER
provided copies of emails to and from her and h She also provided
copies of other documents to include: the DOE Certificate of Analysis for the plutonium material;
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the NIST’s Request to Purchase Radioactive Sources from the New Brunswick Lab; the Domestic
Order Form for Certified Reference Materials; and the NRC Materials License and License
Amendment (Exhibit 2).

WWas interviewed at the DOE, New Brunswick Laboratory,
was employed by the DOE as a —
ates nctude: N
I - v os interviewed relative to the circumstances surrounding the NIST’s acquisition of
the plutonium material from the New Brunswick Lab. had discussions with_
at the NIST, as well as email communications, regarding the purchase, packaging and safe handling
of the plutonium material. rovided copies of emails to and from him and as

well as copies of photos of the plutonium material (Exhibit 3).

On August 20, 2008 was interviewed at
_ as employed by the

included
activities. He was interviewed relative to the circumstances surrounding the NIST’s acquisition of
the plutonium material from the New Brunswick Lab. recalled having a number of
discussions with at the NIST, Boulder. He and became involved
in a fairly complex NRC license amendment request in which requested a number of
radioisotopes to be added to the NIST’s license. He recallec stating the NIST had a
researcher there, “some fellow that came in fairly new that was developing a new kind of radiation

detector and needed nuclear material to help calibrate this detector.” —had
*at the New Brunswick Lab, regarding how

On August 06, 20
Argonne, Illinois.

His duties

discussions with as well as
the plutonium material was packaged and the shipment of the plutonium to the NIST (Exhibit 4).

On December 16, 2008,

—was interviewed at the NIST. Gaithersburg, Maryland.
— +- I

I - o interviewed to discuss potential deficiencies in a NRC

license renewal submission in December 2004 by the NIST and in a NRC license amendment
submitted in February 2007. The NRC had identified these potential deficiencies following the
plutonium spill incident at the NIST, Boulder in June 2008. _was involved in two
program audits at the NIST, Boulder, prior to the plutonium spill. When as notified
of the plutonium incident, he was unaware of the magnitude of the plutonium material that the NIST,
Boulder, had acquired and was unaware of the form, i.e. how it was containerized (Exhibit 5). On
December 18, 2008, a follow-up interview of || | | | T 2s conducted. The purpose of this
interview was to discuss some additional information that ||| | j AN 2d been able to uncover
regarding the revision history of the NRC license renewal back in December 2004/January 2005
timeframe (Exhibit 6).

On January 27, 2009, _was interviewed at the NIST, Boulder, Colorado. Mr.
as interviewed

to discuss potehtial deficiencies in a NRC license amendment that was submitted to the NRC in

February 2007. Specifically, the amendment prepared b-tated “access to buildings and
laboratories requires a coded key card.” According to two laboratories at the NIST,
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Boulder, used radioactive material. He responded “no” as to whether either one of these labs had the
coded key card access. _stated, he made a bad assumption and did not verify. Another
area discussed related to the-following guidance contained in a NIST procedure that did not
exist at the time of the license amendment submittal, as well as at the time of the plutonium incident.
Another area that was discussed related to operating and emergency procedures. In the amendment
request, it stated: “NIST has developed and maintains operating procedures for safe use in
emergencies.” This was an amendment that amended the NIST’s license that was renewed in 2005.
In 2005, the NIST committed to having standard operating procedures that were developed for the
safe use of each radionuclide used in the labs. ﬂespomded, he missed that one when he
wrote the amendment (Exhibit 7).

On January 27, 2009 was interviewed at the NIST, Boulder, Colorado. -Was
employed was interviewed to discuss deficiencies in a
NRC license renewal submission in December 2004, as well as questions pertaining to the plutonium
incident in June 2008. In the license renewal submission to the NRC regarding the Safe Use of
Radionuclides and Emergency Procedures it stated: “Standard operating procedures have been
developed for safe use of each radionuclide used in our laboratories.” This was submitted to the
NRC by the NIST, B january 2005, -stated he may have been involved in some
verbal discussions, but did not recall involvement in preparing the license renewal submission. His
impression was that developing protocols was not his business; it was the safety department’s
business. had knowledge that he was listed as an authorized user on the NRC license;
however, he was not directly involved in preparing amendments to the license.

_stated he did not receive any isotope-specific training for the use of plutonium at the
NIST prior to acquiring the plutonium material. He did receive basic radiation safety training;
however, it did not involve the specifics of the use of plutonium. He did not undergo any training
regarding the proper procedure for the acquisition of radioactive material. iiescribed how
the plutonium material was packaged and shipped to the NIST from the New Brunswick Lab. He
recalled at] ow to handle the plutonium material in conducting the detector experiments
and thathas present. —did not believe it was his duty or that he had a
formal obligation to provide WQ to regarding the use of the plutonium material. Mr.

tated he advised the that there were new staff in the project on two occasions and the
-had taken no action (Exhibit 8).

On January 27, 2009, was interviewed at the NIST, Boulder, Colorado.
was employed
was interviewed to discuss deficiencies in a NRC license renewal submission in December 2004.
became the for the NIST, Boulder, in 2003 or 2004 although she had no formal

ubsequent to her designation, she completed a_
was questioned regarding a license renewal submission to the NRC in January 2005.
These questions pertained to what was in place at the NIST, Boulder, at the time of the submission;
specifically, questions related to standard operating procedures and emergency procedures. Upon
review following the plutonium spill in June 2008, stated these were insufficient;
however, she did not make an untruthful statement (Exhibit 9).

training as a
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On February 09, 2009, NN D -
-serving as the -since _ at the NIST, Boulder, Colorado.

had previously received notification, on October 27, 2008, of the proposed removal from his position
at the NIST, based upon his 1) misrepresentation of fact on official forms; 2) negligence in
performance of duty; and 3) failure to follow safety instructions (Exhibit 10).

On June 04, 2009, the NRC-OI, issued a Report of Investigation. Based on the evidence developed
during this investigation, the allegation that the former at the NIST, _Willfully
failed to provide complete and accurate information to the NRC in a licensing renewal submission,
dated December 15, 2004, was not substantiated. Based on the evidence developed during this
investigation, the allegations that the current at the NIST, willfully failed to
provide complete and accurate information to the NRC regarding the security ot material in a license
amendment application, as well as willfully failed to provide complete and accurate information to
the NRC regarding written procedures for the safe use of plutonium sources in a license amendment
application, dated February 15, 2007, were substantiated (Exhibit 11).

On March 01, 2010, a Confirmatory Order Modifying License was issued to the NIST, Boulder, by
the NRC as a result of a successful Alternative Dispute Resolution (ADR), which was initiated at the
request of the NIST, Boulder. As a result, the NIST agreed to pay a $10,000 fine and implement a
series of corrective actions related to radiation safety (Exhibit 12). Also on March 01, 2010, an
Order Prohibiting Involvement in NRC-Licensed Activities was issued to by the
NRC as a result of his deliberate misconduct. was prohibited from engaging in NRC-
licensed activities for a period of one year (Exhibit 13).

RECOMMENDATIONS

All relevant casework is complete, all investigative activities, and civil and administrative actions
have been documented in IG-CIRTS. It is recommended that this matter be closed.

5

OFFICIAL USE ONLY .
This document is provided for official use only. Any request for disclosure or further dissemination of this document
or information contained herein should be referred to the Assistant Inspector General for Investigations, DOC OIG.



NLESS OIHERWISE NOIED

OFFICE OF INSPECTOR GENERAL

Al Redactions Pursuant o b(7) (c) OFFICE OF INVESTIGATIONS
TABLE OF EXHIBITS
Exhibit Exhibit Description

1 Transcript of Interview of n July 23, 2008.

2 Transcript of Interview of on August 06, 2008.

3 Transcript of Interview of] on August 06, 2008.

4 Transcript of Interview of| lon August 20, 2008.

5 Transcript of Interview of on December 16, 2008.

6 Transcript of Interview of onn December 18, 2008.

7 Transcript of Interview of n January 27, 2009.

8 Transcript of Interview of .-on January 27, 20009.

9 Transcript of Interview of;on January 27, 2009.
N A crcement for on February 09, 2009, &

10 Notice of Proposed Removal for dated October 27, 2008.

11 NRC-OI Report of Investigation, dated June 04, 2009.

12 Confirmatory Order Modifying License to the NIST from the NRC on March 01, 2010.
Order Prohibiting Involvement in NRC Licensed Activities to—froT

13 the NRC on March 01, 20190.

6

OFFICIAL USE ONLY

‘ This document is provided for official use only. Any request for disclosure or further dissemination of this document
or information contained herein should be referred to the Assistant Inspector General for-Investigations; DOC OIG. .



NLESS O ITHERWISE NOIED

Al Redactions Pursuant 1o b(7) (€)

UNITED STATES DEPARTMENT OF COMMERCE
Office of Inspector General
Washington, D.C. 20230

MEMORANDUM FOR: Stephen Jacobs
Deputy Assistant Secretary for Market Access and Compliance
Intemational Trade Administration (ITA)

FROM:
Special Agent In Charge, Office of Investigations

SUBJECT: ! ‘
TA, Washington, DC

REFERENCE: FOP-WF-10-0125-1 |

The Department of Transportation (DOT), Office of the Inspector General (OIG) advised
the U.S. Department of Commerce (DOC) OIG that“
ITA, sold Metrocheks on eBay in violation of the federal transit benefit subsidy
regulations. In support of this allegation the DOT OIG eBay Fraud Investigations Team

rovided a January 2008 report that set forth an accounting of the transactions in which
_old Metrocheks. Additionally, OIG investigators collected documentation
corroborating that -1pplied for and received transit benefits during the time in
question.

On August 24, 2010,—was interviewed by DOC OIG in relation to the
sale of Metrocheks on eBay. [Jffadmitted to selling $1,200 worth of Metrocheks on
thirteen separate occasions and receiving payments totaling over $800 in 2007.

Waid that she has not sold any additional Metrocheks previous or subsequent to the
ones referenced immediately above in 2007. commented that she was not sure if it
was wrong to sell the Metrocheks and that although she signed the application for transit
subsidy forms, she did not read them thoroughly. xplained that the reason she
sold the Metrocheks was because at she was a at the
time and needed the money. said that she would be willing to pay back the money
she received for selling the Metrocheks.

This case was declined for prosecution by the United States Attorney’s Office, District of

U.S. Department of Commerce — Office of Inspector General
FOR OFFICIAL USE ONLY
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Columbia Superior Court, and you are being advised so that you may consider any :
administrative actions you deem necessary or appropriate. If you have any questions :
regarding these matters, please don’t hesitate to call me directly at (202) 482 If

you elect to take actions regarding these matters, please advise this office within 60 days

of said action so we may close our file; additionally, we would appreciate notification if

you elect to take no action.

Attachment:
1. Investigative Record Form, Interview of_ August 24, 2010.

U.S. Department of Commerce — Office of Inspector General 2
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CASE TITLE: FILE NUMBER:
FOP-WF-10-0072-1
Berger Group Holdings, Inc. _ CDS: 075S16-18402

TYPE OF REPORT
] Interim X Final

BASIS FOR INVESTIGATION

On November 1, 2006, the U.S. Department of Commerce (DOC) Office of Inspector General (OIG)
received information regarding False Claims Act qui tam Complaint U.S. ex rel. Salomon v. Berger
Group Holdings, Inc., The Louis Berger Group, Inc. and the Louis Berger Group (Domestic), Inc.
(collectively the “Louis Berger Group” or “LBG”) which was filed under seal with the U.S. District
Court for the District of Maryland on July 31, 2006. It was reported that false and fraudulent
statements, records, and claims were made in connection with contracts for construction, engineering
and environmental projects with various Federal agencies, including DOC. It was alleged that LBG
systematically manipulated overhead cost data and overhead rate proposals that were submitted for
use in negotiation, payment and settlement of contract rates for these projects in order to receive
higher payments and avoid their obligation to repay certain amounts due pursuant to the terms of the
contracts and applicable statutes and regulations.

SUMMARY OF INVESTIGATION

On November 5, 2010, the lawsuit against LBG was settled for $69.3 Million. From at least 1999
through August 2007, LBG overbilled the U.S. Government inflated overhead rates in connection
with contracts for work performed overseas. LBG charged the federal government inflated rates on
cost plus contracts performed overseas for the U.S. Agency for International Development (USAID),
the U.S. Army, and the U.S. Air Force.

DOC was not a party to this settlement agreement. No DOC funds were involved in the identitied
fraud as DOC did not have any cost plus contracts with LBG for work performed overseas.

Distribution: OIG __ Bureaw/Organization/Agency Management __ DOJ: __ Other (specity):

Signature of Case Agent: Date: Signature ot Approving Othcial: Date:

%pecial Agent WAssistant Special Agent in Charge, WFO

OFFICIAL USE ONLY
This document is provided for official use only. Any request for disclosure or further dissemination of this document or

information contained herein should be referred to the Assistant Inspector General for Investigations, DOC OIG.




NLESS OIHERWISE NUIED

. OFFICE OF INSPECTOR GENERAL
All Redactions Pursuant to b(7) (c) OFFICE OF INVESTIGATIONS

DETAILS OF INVESTIGATION

DOC Acquusition and Grant offices were contacted to determine whether any grants or contracts had
been awarded to LBG (IG Complaint Intake Reporting and Tracking System [CIRTS], Case
Documents, hereafter “Index” numbers 2 — 21). One fixed price contract (WC133F-04-CQ-005)
with 19 task orders was identified. It was awarded to the LBG on May 11, 2004, by the National
Oceanic and Atmospheric Administration (NOAA), Central Region Acquisition Division, Kansas
City, MO, for miscellaneous environmental restoration projects (Index 15).

Information on the fixed price contract was provided to USAID OIG, lead agency in the

investigation. DOC OIG was informed that

-Index 22).

On November 5, 2010, the lawsuit against LBG was settled for $69.3 Million. From at least 1999
through August 2007, LBG overbilled the U.S. Government inflated overhead rates in connection
with contracts for work performed overseas. LBG charged inflated rates on cost plus contracts
performed overseas to USAID, the U.S. Army, and the U.S. Air Force (Index 23).

DOC was not a party to this settlement agreement. No DOC funds were involved in the identified
fraud as DOC did not have any cost plus contracts with LBG for work performed overseas.

TABLE OF INDEXES
(Corresponding to IG CIRTS document Index numbers)

Investigative Record Form (IRF), interview of_12/14/2006
IRF, interview of ||| G0 1/92007

IRF, interview of ||| /112007

IRF, interview of-/l 1/2007

IRF, interview of 1/31/2007

IRF, interview of-l /31/2007

IRF, interview of 1/31/2007

0. IRF, interview of | NN 1/31/2007

10.  IRF, interview o GGGG—_—_ 2/1/2007

11.  IRF, interview of | G /2/2007

12. IRF, interview of‘S/ZOO?

13. IRF, interview of 2/6/2007

14.  IRF, interview of | K KGEGEc_ 152007

15. IRF, review of WC133F-04-C(Q-005 contract file, 2/15/2007
16. IRF, interview of 2/21/2007

17. IRF, interview of 2/27/2007

18. IRF, interview o 12/7/2007
19.  IRF, interview of I N NN 3/5/2007

20.  IRF, interview o | | N ENEl>/62007
21.  IRF, interview of | GGc—_ 3/5/2007

22. Memo to the File regarding contact with USAID OIG, 3/8/2007
23. US Department of Justice Press Release regarding LBG Settlement, 11/5/2010
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CASE TITLE: FILE NUMBER:

FOP-WF-10-0076-1
Advanced Bionutrition Corp. CDS: 08SS16-18971

TYPE OF REPORT
[ Interim Final

BASIS FOR INVESTIGATION

On October 19, 2007, the U.S. Department of Commerce (DOC) Office of Inspector General (OIG)
received information regarding False Claims Act qui tam Complaint U.S. ex rel. Albert Cunniff, Jr.
v. Advanced Bionutrition Corporation (ABN) which was filed with the U.S. District Court of
Maryland (MD) on September 20, 2007. The Relator alleged that ABN fraudulently obtained grants
from federal agencies in violation of a prerequisite that the recipient company be at least 51% U.S.
owned. At the time, ABN was more than 51% owned by David Kyle,_Relater
further claimed that Kyle filed false and misleading financial and scientific reports in support of
these grants.

SUMMARY OF INVESTIGATION

In 2003 and 2005, DOC awarded one grant and two Small Business Innovation Research (SBIR)
contracts to ABN. The grant was subject to a requirement that 51% of the company be owned by a
U.S. citizen and that the Chief Executive Officer (CEQ) or President be a U.S. citizen. ABN CEO
Kyle disclosed on the grant application that he was_ and

U.S., but the grant was awarded in an apparent oversight of the regulation. SBIR policy directives
allow a company owned by a permanent resident to receive SBIR awards. No apparent false

statements were made to DOC in regard to Kvle’s citizenship. In 2008, an Assistant U.S. Attorney
(AUSA), District of MD*under the pending civil action.

On July 1, 2010, the civil lawsuit against ABN was settled for $934,000. According to the
settlement, ABN made material misrepresentations and omitted critical information in grant
proposals and final reports to the National Science Foundation (NSF). As part of the settlement,
ABN agreed to a five-year Compliance Integrity Agreement and Kyle voluntarily agreed to be

excluded from federal procurement and non-procurement programs for a period of five years. DOC
was not a party to the settlement and no DOC funds were involved in the identified fraud.
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DETAILS OF INVESTIGATION

In June 2003, the National Marine Fisheries Service (NMFS) awarded grant NAO3NMF4270163, a
Saltonstall-Kennedy grant for $190,000 titled “Novel Oral Vaccine for Infectious Salmon Anemia,”
to ABN. The grant was subject to 46 USC Appendix 802 requiring that 51% of a company be
owned by a U.S. citizen and that the CEO or President be a U.S. citizen. Kyle, CEO and majorit
shareholder of ABN, disclosed on the grant application materials that he was and
.S., but the grant was awarded nevertheless, in an apparent oversight of

the regulation (Index 2).

DOC awarded two SBIR contracts to ABN in 2005. The National Oceanic and Atmospheric
Administration (NOAA) awarded SBIR Phase I contract DG133R-05-CN-1205 for $49,996 titled
“National and Sustainable Alternative for Fish Meal/Oil Usage in Atlantic Salmon Needs” and SBIR
Phase I contract DG133R-05-CD-1240 for $199,893 titled “Non-marine Based Fishmeal and Fish
Oil Replacement Strategies for the Production of Aquaculture Feeds.” According to the SBIR
Policy Directive, a small business must be “at least 51% owned and controlled by individuals who
are citizens of or permanent resident aliens in the U.S.” [emphasis added] (Index 5).

In November 2007, a meeting with the Relator was held at the U.S. Attorney’s Office in Baltimore,
MD. Present for the meeting were representatives from the NSF OIG, U.S. Department of
Agriculture OIG, Defense Criminal Investigative Service and DOC OIG. Following the Relator
interview, NSF OIG produced one of the reports the Relator had questioned and was able to refute
some of the Relator’s claims with respect to falsification of scientific claims and material omissions
of results. Specifically pointed out were areas in the report where ABN disclosed material problems
with their research that the Relator claimed were omitted (Index 4).

ants and contracts was provided to an AUSA, District of
as ABN CEO Kyle disclosed he was

on the NOAA grant application and NOAA’s apparent oversight seemed to imply

endorsement of ABN (Index 7).

In October 2008. information on the DOC
MD

On July 1, 2010, the lawsuit against ABN was settled for $934,000. The statement of facts indicated
that ABN made material misrepresentations and omitted critical information in grant proposals and
final reports to NSF. As part of the settlement, ABN agreed to a five-year Compliance Integrity
Agreement and CEO Kyle voluntarily agreed to be excluded from all federal procurement and non-
procurement programs for a period of five years. DOC was not a party to this settlement agreement.
No DOC funds were involved in the identified fraud (Index §).
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OFFICE OF THE SECRETARY FORM SEC-1000
U.S. DEPARTMENT OF COMMERCE
OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS
ACTION MEMORANDUM
TO: AIGI FILE NUMBER DATE
FOP-AF-10-0014-1 December 13, 2010
OFFICE OF ORIGIN PREPARING OFFICE
Atlanta Field Office Atlanta Field Office
SUBJECT:
USA Citrus Alliance

U.S. Department of Justice-Antitrust Division (DOJ-ATR) Investigation
-C-

This investigation began as a preliminary inquiry based on a complaint from a South African exporter about th i jces of a
group of South African producers and exporters of fresh citrus fruit bound for the U.S. market. The complainantMlleged
that the citrus producers and exporters formed a group, the USA Citrus Alliance (“the Alliance™), that limited the volume of citrus fruit
exported to the United States, set minimum prices for the sale of South African citrus in the United States, and effectively excluded
producers and exporters from the U.S. market if they did not adhere to the volume and price controls. By agreement, the Alliance worked
exclusively with seven U.S. importers, who were allegedly complicit in the controls on prices charged to the U.S. customers, such as grocery
stores. In addition,) lleged that the Alliance entered into an agreement with a group of citrus producers in Australia (Riversun
Export Pty. Ltd.) to limit the total volume of most varieties of citrus fruit from the Southern Hemisphere that is sold in the U.S.

-prov1ded documentation supporting his complaint that had been gathered in connection with an investigation of the USA Citrus
A]hance by the Competition Commxssxon of South Afnca (“Comnnssxon") The Commlssxon determmed that the Alliance had violated the
e penalty, Staff mterwewed-and
A grand jury investigation was
opened shortly thereafter, focusing on price fixing, market allocation, conspiracy to defraud, mail fraud and payment of kickbacks.

After the grand jury request was approved,- participated in consensual monitoring at a citrus trade conference, in San Diego,
California, in October 2006. On January 18, 2007, the FBI executed search warrants and served grand jury subpoenas duces tecum at the
corporate headquarters of Seald Sweet and DNE, two United States importers. Simultaneously, grand jury subpoenas duces tecum were
issued to the following companies: A. Duda and Sons; DCM; Del Monte; DLF International, Inc.; Dole; William H. Kopke, Jr. Inc.; LGS
Specialty Sales, Ltd.; Fisher Capespan USA, LLC; Unifrutti of America, Inc; Seald Sweet and Sunkist. In conjunction with the service of
the subpoenas duces tecumn and the search warrants, staff and other attorneys in the Atlanta Field Office conducted drop-in interviews of
some of the key investigative subjects. Subsequent to the January 2007 interviews, staff conducted follow-up interviews with certain

employees of the United States importers. The staff engaged in extensive negotiations over document production and over reviewing the
seized evidence.

Staff completed a Mutual Assistance Request (MAR) to the government of Australia. It was finalized and sent to the Australian competition
authorities by Foreign Commerce on June 10, 2008. Staff also finalized a Mutual Legal Assistance Treaty request for the South Africans,
which was sent to the South African government by the Office of International Affairs on July 17, 2008. In May 2009, the Australian
Federal Police (AFP), along with the assistance of U.S. Department of Commerce-Office of Inspector General (DOC-OIG) and the

Australian Consumer and Competition Commission (ACCC) executed search warrants on the offices of Riversun Export Pty. Ltd., in
Renmark, South Australia.

During the inventory stage of the search warrant,_ Riversun Export Pty. Ltd., claimed Legal Professional Privilege
(LPP) under Australian Law for 12 items seized during the warrant. [JJlfclaimed LPP for those items because the documents related to
certain opinions and possible scenarios which are considered confidential and legally privileged between Riversun and I -
Offices. Having regard to the claim for privilege, the warrant has not been executed in respect of the documents set out in the list and that
those documents were sealed in the envelope pending the resolution of the claim. The sealed envelope anda copy of the list of the 12 items
were delivered to the Renmark Police Station, who acted as the Third Party in this matter. The Renmark Police Department held the
envelope and the list pending the resolution of the claim for privilege. A total of 87 items were seized from the Riversun offices located at
the above stated address. Information was seized from 5 computer hard drives and copied by—PPB Information
Technology Forensics and hand carried back to the United States, at which time all were forwarded to DOC-OIG Computer Crimes Unit
(CCU) for processing.
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After completing the search warrant, ACCC, DOC-OIG and DOJ-ATR personnel interviewed_&ted that there was absolutely
no price fixing from DNE World Fruit Sales. According to-tlu's is the normal thing competitors would do. -stated this is just us
trying to establish the citrus market industry and trying to establish how much fruit to send to the United States. -explained that
Riversun is a high cost producer that is sensitive in a downturn of prices. ‘tated that the South African citrus companies “do their own
thing with pricing”. hsaid if volume control of citrus imported to the United States did occur, Riversun was not privy to this
information. said the volume of Australian citrus shipped to the U.S. was self-imposed and not restrictive. -said Riversun is
cautious of being caught in the market, said Riversun didn’t have a Memorandum of Understanding between the South African citrus
companies in the later years. said he did not know that we (Riversun) necessarily reached agreements with the South Africans.

From October | through October 5, 2009, DOC-OIG agents, agents and foreign linguists from the Federal Bureau of Investigation (FBI) and
staff from DOJ-ATR, participated in a mass interview operation at the Produce Marketers Association (PMA) meeting in Anaheim,
California, to secure interviews and/or serve grand jury subpoenas upon 30+ subjects involved in the criminal antitrust investigation of the
Australian, Chilean, Peruvian and South African citrus industries. The focus of the interview operation was to obtain witness interviews of
the several subjects involved with this scheme to violate U.S. antitrust laws. As a result of the interviews obtained from the PMA meeting,
DOC-OIG, DOJ-ATR and FBI personnel were unsuccessful in obtaining cooperating witnesses in the investigation.

On October 1, 2010, DOJ-ATR directed DOC- lace —a key witness in thig { igation, on border watch and
request that ACCC personnel attempt to locate nd direct him to contact DOJ-ATR. To date, has not been located and he
has not traveled to the United States. Upon reporting this information to! ead Trial Attorney, DOJ-ATR, she consulted

with Atlanta Division, DOJ-ATR. Both ecommended that this investigation be closed.
All allegations have been addressed, all logical leads have been investigated, and no further investigative activity is contemplated. All
investigative activities have been documented in IG-CIRTS. Based upon the above information, it is recommended that this investigation be
closed.

COPIES MADE: (For Headquarters Use)

1 - Investigative Services
1 - Special Agent

SA, AF ASAC SAC

Date Initials & Date Initials & Date

R T

! (682)
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CASE : FILE NUMBER:
“t al PPC-CI-10-0940-I
Local Census Office (LCO) #2225

Census (CEN) TYPE OF REPORT
Brooklyn, NY [ Interim Xl Final

BASIS FOR INVESTIGATION

On June 16, 2010, the OIG received information alleging that|
nd

of Local
Census Office 2225 falsified Enumerator Questionnaires (EQ) in order to expedite Non-Response
Follow-Up (NRFU). The complainant further alleged that the two had printed information
about addresses from the FastData website and ordered clerks to fill in EQs with the information to
make it seem as if interviews had been conducted.

SUMMARY OF INVESTIGATION

Our investigation substantiated the allegations and both employees were terminated for their
conduct. The matter was declined for prosecution.

DETAILS OF INVESTIGATION

During July 2010, both—provided sworn affidavits admitting that thei had ordered

clerks in their office to fill out EQ’s using information from the FastData website.

explained that they were under presgure to complete NRFU quickly and chose to falsify the forms to
improve their office statistics. Both ﬂenied obtaining permission from upper
management for their decisions (see Exhibits 1 and 2). :

on I bot N . - :<roved from their positions with the US Census

Bureau for their actions (see Exhibits 3).

During July 2010, Census provided documentation indicating that the compromised EQ’s were sent
back out to the field for re-enumeration (see Exhibit 3).

This case was presented to the United States Attorney’s Office, Eastern District of New York. They
declined prosecution of the matter (see Exhibit 4).

OFFICIAL USE ONLY
This document is provided for official use only. Any request for disclosure or further dissemination of this document or

information contained herein should be referred to the Assistant Inspector General for Investigations, DOC OIG.



NLESS O THERWISE NO I ED

OFFICE OF INSPECTOR GENERAL
All Redactions Pursuant o b(7) (c) OFFICE OF INVESTIGATIONS

TABLE OF EXHIBITS

1. Swomn Affidavit of
2. Sworn Affidavit of
3. Summary of internal investigation conducted by Census

4, Declination Letter

2

OFFICIAL USE QNLY
This document is provided for official use only. Any request for disclosure or further dissemination of this document

or information contained herein sheould be referred to the Assistant Inspector General for Investigations, DOC OIG.



NLESS OIHERWISE NOITED

Al Redactions Pursuant to b(7) (C)
OFFICE OF INSPECTOR GENERAL
” OFFICE OF INVESTIGATIONS
R REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-DF-10-0122-1

Inter-Tribal Council of California (ITCC)

Sacramento, California TYPE OF REPORT

1 Interim Xl Final

BASIS FOR INVESTIGATION

On October 15, 2009, the Office of Investigations (OI) received information from the
U.S. Department of Justice, Office of Inspector General (DOJ OIG) pertaining to possible grant
fraud. A complaint was made initially to DOJ OIG concerning possible fraud perpetrated by
R - B o (- Tribal Council of California (ITCC) in
that || commingled grant funds with other agency grants, used grant money
earmarked for particular purposes for unauthorized purposes, hired relatives as consultants in a
conflict/nepotism kind of arrangement, and embezzled funds. (Exhibit 1)

RESULTS/SUMMARY OF INVESTIGATION

Our investigation disclosed no evidence of loss to Department of Commerce programs
and we were unable to establish criminal intent. We did, however, discover significant
accounting irregularities and referred our concerns over ITCC’s accounting practices to the U.S.
Department of Health & Human Services, Office of Inspector General (HHS/OIG).

METHODOLOGY

This case was conducted through interviews and document review, including electronic
mail, public domain documentation, Internet sources, correspondence from witnesses and the
subject, and documents from the Economic Development Administration (EDA). We also
conducted an analysis of financial and business records provided over the course of the
investigation. Finally, we coordinated with the cognizant audit agency, HHS/OIG.

Distribution: OIG _x Bureau/Organization/Agency Management __ DOJ: Other (specify):
Date: Signature ot Approving Official: Date:
3/23/2011 3/23/2011

itle: Name/Title:
pecial Agent, DFO ) _Assi_stant Special Agent in Charge, DFO
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DETAILS OF INVESTIGATION

The Economic Development Administration (EDA) provides assistance to Planning
Organizations (as defined in 13 CFR §303.2) for the development, implementation, revision, or
replacement of a Comprehensive Economic Development Strategy (CEDS), short-term planning
efforts, and State plans designed to create and retain higher-skill, higher-wage jobs, particularly
for the unemployed and underemployed in the nation's most economically distressed regions.
EDA awarded planning grants to ITCC beginning in 2006. The first year, ITCC spent $87,406
out of a $100,000 grant, and in 2007 and 2008 they spent $100,000. In 2009, the grant was for
$400,000. Dissatisfied with ITCC’s performance, EDA informed them that they would
discontinue funding in 2010. (Exhibits 2, 3, 5, 9)

Our investigation included interviews of several current and former employees, as well as

(Exhibits 6, 11, 12, 13, 14, 15, 17 and 18) Records were also sought from

the grantee. (Exhibit 10) Investigation revealed several concerns, but none of which met
prosecutorial standards for prosecution (Exhibit 16). The investigation found:

. _did hire individuals related to her, though some were distant relatives, but
in the ||| ) 2c referred to | vhich 1TCC’s internal
policies and procedures do not prohibit. She did, however, hire |Gz 2 =
B < own discretion and without recusing herself from the process (Exhibits
6,11,12,14, 17 and 18);

e [TCC did commingle grant monies, including combining all monies into one bank
account. There were extensive due to/from accounts as grants with a positive balance
were “borrowed” from to meet cash flow demands for unrelated grants or other projects
(Exhibits 6, 11, 12, 13, 14, and 17);

e ITCC, a not-for-profit entity that has no private donations and minimal revenue
generating operations (i.e., almost entirely funded with grants) reported a nearly
$200,000 deficit in net assets in their audited financial statements for 2007. They
reported extensive debt stemming from settlement agreements related to improper
indirect cost claims with the U.S. Department of Health & Human Services. Yet
inexplicably in about three years they have found a way to substantially erase that deficit.
The witness statements, including that of the controller, inadequately explained how they
did this without using grant funds improperly, but does seem to indicate at least part of
the method involved indirect costs. (Exhibits 11, 12, 13, and 17)

The EDA has protected their interests by declining further business with this enterprise.
(Exhibit 9) The several concerns identitied in this investigation have been turned over to the US
Department of Health & Human Services OIG since their audit agency is the cognizant agency.
(Exhibit 19) The U.S. Attorney’s Office for the Eastern District of California has declined to
prosecute this case. (Exhibit 16)
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Investigation has found no evidence to support any DOC loss and this matter has been
referred to the appropriate agency to determine if indirect costs are a problem. Based on the
above information, it is recommended that this investigation be closed.
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OFFICE OF INSPECTOR GENERAL
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REPORT OF INVESTIGATION

FILE NUMBER:
PPC-SP-10-0391-1

— - . .. . TYPE OF REPORT
National Oceanic and Atmospheric Administration O Interim X Final

Silver Spring, MD

BASIS FOR INVESTIGATION

In March 2010 an anonymous email complaint was submitted to the DOC/OIG Hotline regarding an

allegation of time and attendance abuse and the questionable use of the NOAA Asset Forfeiture
Eund (AFE) involvin
ffice of General Counsel (OGC), NOAA, Silver Spring, Maryland. Specifically, it was
alleged that had instead of attending an international fisheries
conference that was held and paid for with the NOAA AFF. Reportedly,_chose
to_rather than the conference which had involved various aspccts of international

fisheries and included representatives from numerous countries throughout the world.

SUMMARY OF INVESTIGATION

The results of our investiiation disclosed that althouih- attended -for one day while

in

sponsored by the |G - vas no evidence

established of any time and attendance abuse or questionable use of the NOAA AFF by N ;-
I, ' :ttculcd and participated in a

admitted that on the day in question -
I 2 thc: than attend the event(s) scheduled for the conference that day. A review of the agenda

disclosed that the event(s) scheduled for that day were for one of three field trips for scenic tours
throughout the city. Instead| stated that he elected to attend ah
that was held at In addition, the Time and Attendance report for| | jjjjiltisted no
work hours claimed on eit hich was also a

her |
scheduled work day for the. which [Jjjffattended and participated in at the conference.

Based upon the above information, it is recommended that this case be closed.

Distribution: OlIG:_X Bureau/Organization/Agency Management: DOJ:  Other (specify):

Signature of Case Agent: Date: Signature of Approving Otficial: Date:

Name/Title: e
_Special Agent, Special Project Units, PPC pecial Agent in Charge, PPC
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DETAILS OF INVESTIGATION

On March 17, 2010, an anonymous email complaint was submitted to the DOC/OIG Hotline
regarding an allegation of time and attendance abuse and the questionable use of NOAA AFF funds
ivolvins
Office of General Counsel (OGC), NOAA, Silver Spring, Maryland. Specifically, it was alleged that
had instead of attending an international fisheries conference that was
and paid for with funds from the NOAA AFF. Reportedly, he had chosen to attend a
ather than the conference which involved various aspects of international fisheries,
including enforcement, with representatives from numerous countries throughout the world.

(See IGCIRTS Index 1)

held in

The] was hosted by the

from_ Registration
for the conference was scheduled to begin on rom 4:00 p.m. to 8:00 p.m. The
conference was scheduled to conclude on l:OO p.m. (See IGCIRTS Index 3)
The conference had a full schedule of events list a.m. to
5:50 p.m., followed by a reception hosted by the )

scheduled to begin at 7:00 p.m.; from 9:00 a.m. to 7:00 p.m.; || | N
from 9:00 a.m. to 4:00 p.m., followed by the Conference Dinner at the || | NN

cheduled to begin at 7:30 p.m.; and from 9:00 a.m.
to 4:00 p.m. (end of conference). (See IGCIRTS Index 3)

The schedule of events for_ was listed as follows:

9:00 a.m. — Depart

ures at field trip options
L Vessel toor NN

2. Tour of il
3 Guided city tour of || | | GG (See IGCIRTS Index 3)

A copy of the certified Time and Attendance (T&A) Report for- for Pay Period -
( was obtained and review disclosed [Jjiclaimed a total of

I

eighty (80) hours of regular base pay during the pay period. He claimed forty (40) hours of regular
base pay for week one of the pay period — fromw
(Friday) and and forty (40) hours of regular pay for week two of the pay period — from
There was no leave claimed and no other time

transactions, i.e., compensatory time, listed on the report, particularly for
S - . .

on_at 07:17 p.m. by the System;

—on August 14. 2008 at 3:50 p.m.: and certified by

(See IGCIRTS Index 2)

The T&A record was created (automaticall
validated by the timekeeper —
the supervisor —

at 10:04 a.m. (See IGCIRTS Index 2)

2
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On January 7, 2011 ,-was provided a Kalkines Warning regarding this complaint and was
informed the administrative investigation involved his time and attendance during the

Conference held in He agreed to conduct an interview and subsequently provided an
affidavit concerning this matter. ialso provided copies of two email messages related to the

incident. (See IGCIRTS Indexes 4 and 5)

-explained that either on after
already having arrived in for the conference, he went on a run around the city

during the evening. He stated that while running he saw_in the
nd see

and
diverted his run to check out the if there was any chance of participating in
E—— . . . R

I by - (See IGCIRTS Index 4)
-stated that he was told by one of the ||| | | | | BN b2t although normally there

would be Wednesday it was canceled that week due to preparations for|
scheduled for the upcoming weekend. explained that the individual told
him that if he was interested, he could leave some contact information and he (the

would pass it along in case anyone needed w
#he was contacted by a [Jjjjvho invited him to join them in the-
said he accepted the invitation with the understanding that he would only be able to
participate on Saturday because he had to return to the conference on Sunday. These email

messages corroborated what-had reported and he attached copies of them to his affidavit.
(See IGCIRTS Index 4)

_noted that the conference schedule was structured so that there were presentations all day
on Thursday, Friday, Sunday, and Monday, with Saturday left as an open day with the only

scheduled event being an optional field trip that consisted of either a walking tour of the city, a boat
trip to visit a*or a bus trip to visit a He
understood that there was no requirement - at least none he was aware of - that attendees participated
in any one of the organized field trips on Saturday. -recalled that he infonnedﬁ
then_NOAA Office of Law Enforcement and one of the organizers of the conference, of
his intention to participate in the n Saturday so that his whereabouts would be known. He

stated that he had participated in the |l jlllon Saturday only and on Sunday he returned to the
conference and attended the presentations. (See IGCIRTS Index 4)

RECOMMENDATION

Based on the information listed above it is recommended that this case be closed.

3
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=" REPORT OF INVESTIGATION
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CASE TITLE: FILE NUMBER:

Chicataw Construction Corporation FOP-WF-10-0177-1

TYPE OF REPORT
[1 interim X1 Final

BASIS FOR INVESTIGATION

On September 17, 2004, information was received alleging that six companies (Takota Corporation,
Reitmeyer & Associates Inc, Cooper Construction, Cooper Contracting, and Chicataw
Construction Inc.) were involved in bid rigging in connection with Departments of Homeland Security
(DHS), Justice (DOJ), Defense (DOD), and the General Services Administration (GSA) construction
contracts. The companies were also involved in a number of suspicious mistakes in bid claims. [Index #2]

DHS Office of Inspector General (OIG) initiated an investigation, which revealed that the suspect companies
have also had contracts with a number of other agencies, to include Departments of Energy (DOE),
Commerce (DOC) via National Oceanic and Atmospheric Administration (NOAA), Agriculture (DOA),
Veterans Affairs (VA), and Interior (DOI). A joint, Grand Jury investigation amongst the aforementioned
Departmental OlGs was pursued and lead by a Senior Trial Attorney from DOJ’s, Antitrust Division. [Index
#s 2, 29]

Results / Summary of Investigation

Based on the results of the investigation,—Chicataw, pled guilty to one count 18 USC

§1001 and wag sentenced to three (3) years probation. He was also fined $5,000, and $100 for court fees. On
July 18, 2007-and its Affiliates, Chicataw Construction Incorporated and Cooper Construction were
debarred until June 15, 2010. [Index # 4]

Subsequent to-p]ea, the investigation focused on Reitmeyer & Associates. However, despite
investigative efforts, on August 27, 2008 the US Attorney recommended the Grand Jury be closed on the case
due to difficulty in succeeding at trial. A closure memo was drafted by DOJ, however, Asst. US Attorney;

is awaiting permission to distribute the memo outside of the Department. {Index #s 5 & 28]

Distribution: OIG __ Bureauw/Organization/Agency Management  DOJ: _ Other (specity):
Signature of Case Agent: Date: Signature of Approving Official: Date:
I 210
Name/Title: me/Title
Special Agent Assistant Special Agent-in-charge
|
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Methodology

This case was conducted through a review of witness interviews and documentation including electronic mail
public domain documentation, and internal correspondence and/or documents from the National Oceanic and
Atmospheric Administration. In addition, assistance was provided through additional interviews of witnesses
and the Subject by the Offices Of Inspector General for DHS, DOD, GSA, VA, and DOL, Washington DC.”

b

DETAILS OF INVESTIGATION

On September 17, 2004, DOC OIG OI joined DHS and other federal agencies in an investigation of six
companies (Takota Corporation, Reitmeyer & Associates Inc,* Cooper Construction,
Cooper Contracting, and Chicataw Construction Inc.) were involved in bid rigging in connection with
Departments of Homeland Security (DHS), Justice (DOJ), Defense (DOD), and the General Services
Administration (GSA) construction contracts. The companies were also involved in a number of suspicious
mistakes in bid (bids inadvertently set too low) claims. [Index #2]

DHS Office of Inspector General (OIG) initiated an investigation, which revealed that the suspect companies
have also had contracts with a number of other agencies, to include Departments of Energy (DOE),
Commerce (DOC) via National Oceanic and Atmospheric Administration (NOAA), Agriculture (DOA),
Veterans Affairs (VA), and Interior (DOI). A joint, Grand Jury investigation amongst the aforementioned
Departmental OIGs was pursued and lead by a Senior Trial Attorney from DOJ’s, Antitrust Division. [Index
#s 2, 29]

Over the next several months, Agency investigators from DHS, DOD, DOE, DOC, DOI, and DOA reviewed
documents obtained as a result of Grand Jury subpoenas. Additionally, each participating Agency identified,
obtained, and reviewed documentation specific to their contracts with Takota Corporation, Reitmeyer

& Associates Inc, Cooper Construction, Cooper Contracting, and / or Chicataw Construction Inc. [Index #s 6,
1518, 19, 27]

Document review by OLG investigators indicated that DOC through NOAA had contracts with Chicataw the

companies Takota and‘were associated through its_
and Cooper Construction, Cooper Contracting, and Chicataw Construction were associated

through [Index # 15,17, 27]

Interviews of current and former. Cooper Construction, Cooper Contracting, and / or Chicataw Construction
Inc. employees indicated thatiinitially worked with -however a falling out between the

two resulted in a split. Further, interviews indicated that Cooper / Chicataw provided false references on
government bids and that mistake in bids were claimed for a number of bids; and in some cases when the
company believed they could win by knowingly bidding below cost and then through change orders, reach a
level of profitability. [Index #s 8, 12, 13, 16, 21]

Based on the results of the investigation, which initially focused on-companies, Cooper and Chicataw,

pled guilty to one count 18 USC §1001 and was sentenced to three (3) years probation. He was also
fined $5,000, and $100 for court fees. On July 18, 2007- and its Affiliates, Chicataw Construction
Incorporated and Cooper Construction were debarred until June 15, 2010. [Index # 4]

Subsequent to -plea, the investigation focused on Reitmeyer & Associates. Review of documents
revealed that NOAA also had contracts with Reitmeyer and Associates. Interviews of current and former

2.

. OFFICIAL USE ONLY. _ ' o
This document is provided for official use only:- Any request for disclosure-or further-dissemination of this document. - . .

or information contained herein should be referréd to the Assistant Inspector General for Invéstigations, POC OIG.



NLESS O HERWISE NOIED

. C
MRedacthPusuammbm( ) OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

employees of Takota Corporation and/or Reitmeyer &Associates Inc indicated that-has also made
mistake in bid claims. [Index #s 7, 9, 10, 17, 19]

However, despite investigative efforts, on August 27, 2008 the US Attorney recommended the Grand Jury be
closed on the case due to difficulty in succeeding at trial. A closure memo was drafted by DOJ, however,
Asst. US Attomey;-,s awaiting permission to distribute the memo outside of the Department.
[Index #s 5, 28]

All allegations were addressed and no additional investigative activity is contemplated. All investigative
activities have been documented in the Inspector General Complaint Intake and Tracking System (IG CIRTS).
Since no additional criminal or civil violations exist, it is recommended this investigation be closed with no
further action.
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:

FOP-DF-10-0317-1

National Oceanic & Atmospheric Administration (NOAA) TYPE OF REPORT
325 S. Broadway [ Interim X Final
Boulder, CO

BASIS FOR INVESTIGATION

On February 17, 2010, the Office of Investigations (OI) was contacted by
in the NOAA at the Boulder

Labs. They made complaints concerning

a hostile workplace. Specifically, they recounted an
incident from January 21. 2010 in which aﬂwas arrested. The arrest
stemmed from ﬁbringing in a brownie baked with “medical marijuana”. The
complainants alleged “has a license to sell” medical
marijuana. Initially, offered marijuana-laced brownies to her co-workers for $5 each,

then later said they were free. The complainants alleged frequently comes to work
either drunk or high. They also alleged threatened and actual physical violence in the workplace
by including flattening/slashing tires, damaging personal cars, and making threats;
they describe her as vindictive and hostile. They claim she has access to personally identifiable
information (P1I) and client information, and they fear she will use that information to her
advantage and worry about their safety. They complained of a disruptive and hostile work
environment that their supervisor, ﬁwould not address. This case was opened to

assess the potential for workplace violence. (Exhibit 1)

RESULTS/ SUMMARY OF INVESTIGATION

Our investigation helped facilitate a personnel action which removed the workplace
violence concern. The controlled substance charged resulted in a judicial disposition.

Distribution: OIG _x Bureau/Organization/Agency Management __ DOJ: Other (specify):
F Case Agent: Date: Signature of Approving Ofticial: Date:
3/15/2011
Name/Title: Name/Title:
Assistant Special Agent in Charge, DFO Special Agent in Charge

FOR OFFICIAL USE ONLY

_This decument is the property of the Office of Inspector General and is loaned to your agency. Do not,
incorporate it in ary pevmanent records without prior permission. Any request for disclosure or further
dissemination of this document or information contained herein should be referved to the Assistant
tuspector General for Investigations, DOC OIG. Release authority defermined under 3 VSC 852



NLESS OITHERWISE NOITED

OFFICE OF INSPECTOR GENERAL
All Redactions Pursuant to b(7) (c) OFFICE OF INVESTIGATIONS

METHODOLOGY

This case was conducted through interviews and document review, as well as
coordination with other law enforcement agencies and the United States Attorney’s Office.

DETAILS OF INVESTIGATION

investigation found that in addition to the drug arrest, a 12” knife was recovered at

desk, and the complainants viewed that as yet another attempt at intimidation.

(Exhibit 3) Contact with ﬂfound she wanted to take immediate disciplinary action to

protect the workplace, but claimed the WFMO HQ managers and attorneys prevented her from

doing so. (Exhibit 2) Contact with WFMO HQ found they wished to pursue a proposal to

remove -rom federal service, but could not proceed until they had a copy of the police

report or at least the lab report confirming the presence of marijuana. Ol facilitated the release of

the report through the USAO and DOC Police, which was sent to WFMO HQ. (Exhibits 4, 5) OI

also presented the knife portion of this case to the AUSA as a potential violation of 18 USC
§930, but this portion of the case was declined. (Exhibit 6)

On March 26, 2010, —case was heard on the Petty Offense docket in US
District Court. agreed to a plea bargain to dispose of this case by paying a $150
“collateral forfeiture”, which is a disposition that 1s a fine to dispose of the case, but does not
result in any admission of guilt, or any court finding of guilt. On May 10, 2010,_was
presented with a letter of removal, effective May 14, 2010. (Exhibits 7, 8, 9, 10)

Based on the above information, it is recommended that this investigation be closed
without further investigative action.
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CASE TITLE: FILE NUMBER:
FOP-DF-10-1046-1
Falsification of EQs b in Las Vegas, NV
TYPE OF REPORT
Las Vegas, Nevada [ Interim X Final

BASIS FOR INVESTIGATION

9, 2010, the Office of Investigations (O]) received a complaint authored by an

I .- _corplint alicoed chumerator
iuestionnaires iEQs) were falsified by, or at the direction of,*

for FOS office one (FOSO1). The falsification alleged —altered EQs
after the enumerators had certified them, stating, “These changes were not made to correct minor
or careless mistakes, but rather they had the effect of changing the facts in a wholesale manner as
to give rise to new or different Records of Contact information...”. Furthermore, the
complainants alleged records covered by Title 13 or which contained Personally Identifiable
Information (PII) were stored in a manner inconsistent with Census policies for security and data
stewardship. The complainants further cited various other false certifications of completed EQs
and address binders, and interference by -in the ability of | 0 monitor
performance of the employees under them. (Exhibits 1, 33)

RESULTS/ SUMMARY OF INVESTIGATION

This investigation confirmed that Title 13 and PII records were maintained in a locked
storage room in an alarmed facility owned and operated by a private mobile home park. No
Census personnel had the ability to access those records without the manager of the mobile home
park, or one of three other maintenance or security personnel of the mobile home park, opening
the storage room. None of those four people with access were Title 13 cleared, but while they

Distribution: OIG _x Bureau/Organization/Agency Management __ DOI: Other (specify):
Date: Signature of Approving Official: Date:
3/22/2011
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potentially had access, there is no evidence they actually did access any Title 13 or PII material.
However, since they have the keys and ability to manipulate the security systems, there is no way
to confirm whether improper access was made. Except for the combined statements of the
complainants, there is no other evidence to support the claim of any falsification of official
documents. Furthermore, the claim of whistleblower retaliation could not be substantiated.

METHODOLOGY

This case was conducted through interviews and document review, including electronic
mail, public domain documentation, Internet sources, correspondence from witnesses and the
subject, and documents from Census. We took affidavits and/or made recordings of employee
_statements, and presented this matter to the United States Attorney’s Office.

DETAILS OF INVESTIGATION

aerier signed by

was dated June 22, 2010. Because of some old addresses the
complainants said they derived from Census training materials, Ol did not receive this letter until
complainant*contacted the complaint intake unit on July 9, 2010 (Exhibit 3).
Contact by the complaint intake unit verified the co ' d obtained further details,
including that all eight complainants allegedly witnessedealsifying EQs by changing
data (such as the response “vacant” to “occupied”), fabricating proxy information, and
fabricating responses from residents who refused to provide answers to certain questions, (e.g.,
race, number of household members.) -suggested that as many as 3,000 EQs could
contain fictitious information (Exhibits 2, 4, 33).

on July 12, 2010, SAC | NN ¢ ~sac [ < notificd of the

complaint while in travel status and diverted to Las Vegas, arriving the afternoon of July 13,
2010. That night they met with several of the complainants and individually interviewed them,
subsequently reducing the results of those interviews into affidavits which were sworn to by the
complainants. Much of the complainant’s concerns revolved around the way‘
FOSO1 and issues that were administrative in nature, including a potential labor concern in that

many of them were expected to work over 40 hours per week without compensation. They
claimed if they did not work those extra hours, they feared they would lose their positions as

B ::hibits 9-15)
Clarification concerning the falsification issues found that nobody had actually witnessed

B population counts. Further, the conduct they all focused on was where -
-could use several enumerators at one time to write into the EQs precisely what she told

' The complainants said -threatened that they would lose their jobs if they worked overtime. The agent
noted that Census handbooks provided by (Exhibit 23) specifically state as Census policy, “If you work
overtime without supervisory approval, you will be subject to termination.” (pg 3-10, 11)
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them. The complainants indicated that -would use the same proxy on many of these
forms. The complainants said -had the enumerators certify the form, but some declined
to do so since they did not actually go to the facility. (Exhibits 9-15) During an interview with

she explained that because of the high rate of timeshare, vacation or foreclosed
properties, there would frequently be times when one manager or other proxy could vouch for
several properties as to whether it was occupied. In these Cases,ﬁsaid it was within

protocol to use the same proxy for all the properties he or she could vouch for (Exhibit 7). This
was confirmed by *(Exhibit 8).

Some of the complainants claimed to have witnessed -change the status of a
property from vacant to occupied. The complainants attributed various reasons to why
might do this, including that counting locations as occupied resulted in the city and/or county
“making more money”, which was a reference to tax dollars and similar benefits (Exhibit 9-15).
iexplained that the enumerators did not understand what they were doing, and often she
would change question S2 on the EQ concerning whether a property was occupied or vacant.
This was because timeshare, vacation and similar properties often were occupied as of April 1,
2010, but question S3 asks further details that categorizes such property differently. She clarified
a timeshare is never considered an occupied property — it is always considered a seasonal
property, so question S2 would be answered yes, but question S3 would qualify it as a vacation
or seasonal property and therefore make it a *“00” property for owned rather than vacant, but not
occupied and used only as a seasonal property.“denied ever saying the county/city
made more money if a property was occupied. She did recall saying that she saw an
advertisement which said for every person counted in the Census in that area, it equated to about
$10,000 per person over a ten year period (Exhibit 7).

The agent requested the Denver Regional Census office conduct a quality assurance
analysis of the EQ activity for OS during the period of May 1, 2010 to July 1, 2010.
This office reported that in addition to their regular QA audits, they selected by random sample a
number of EQs for closer review, primarily from locations known as Bella Vita and Panorama
Towers, which were two locations cited by the complainants. Their analysis looked at outliers or
anomalies in what they expected and what other FOS’ reported. Their findings uncovered no
distinct patterns or evidence of variances that would suggest the Census has been tampered with.
(Exhibit 35)

SECURITY OF TITLE 13/PII1 MATERIALS

The complainants alleged that -was able to secure storage space for Title 13/PII
materials at Eldorado Estates Trailer Home Park, located at 4525 W. Twain Blvd in Las Vegas.
They all specifically allege finished EQs, telephone logs, and similar materials were kept in a
storage room at the community center in Eldorado Estates normally used to store tables, chairs
and various decorations and cleaning supplies. The complainants stated the storage room was
secured by the Eldorado Estates managers and maintenance personnel, who had the only keys;
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access by Census personnel was not possible. The materials were kept in boxes in the storage
room, not locked cabinets. (Exhibits 2, 4, 9-15)

On July 14, 2010, —f Eldorado Estates, was interviewed and

showed the agents the space utilized by the Census. ||jjjjjjjjjF2id she agreed to donate space
to the Census for work from about April 26, 2010 to June 26, 2010. She allowed them to use an
all-purpose community room, as well as a storage room in one corner of that community room.
ﬂsaid she was aware that Census material was confidential and needed to be secured.
She said the storage room was locked at night, and only she and three other people (security and
maintenance) have keys to that room. Additionally, the space is secured by an alarm system and
has cameras in which the digital tapes are kept for about two weeks before being erased.
aid during the period Census occupied the space, she had no alarms or intrusions into the
building. Furthermore, the mobile home park is a gated community, although during the first
iii iiiii the Census was there, construction on the road caused them to leave that gate open.

said the entry gate was turmed back on the first week of June 2010, and the Census
employees given a code which allowed them entry.
keys to the storage room. She said they would open the storage space only after somebody from
Census arrived. _said Census personne] were typically working from 9 am to 9 pm.
The facility was locked at 9 pm. (Exhibit 5, See also photos)

One of the complainants, —said she routinely arrived at Eldorado Estates
carly because of transportation issues. laims that from anytime from 7:30 am on
the Eldorado Estates maintenance staff would open the storage room door and leave it open
while no Census personnel were on-site. Census personnel did not usually arrive until just
before 9 am. (Exhibit 12)

said no Census personnel had

stated that her
had inspected the facility at Eldorado Estates and had “approved” | R
use of this space as a storage unit. The-said she thought Census personnel
possessed the key to access those materials, but said this change of facts did not really cause her
much concern (Exhibit 8). The confirmed she gave specific approval to ‘ for her

to use this space for storage of Census materials. (Exhibit 30)

WHISTLEBLOWER RETALIATION

Furthermore, the complainants claim that because of their complaint, they have suffered
retaliation by Such retaliation has included everything from demotions to
terminations. The witnesses all claim made a statement in front of witnesses that the
demotions were because they signed the complaint letter. In two cases, the witnesses-
only to later receive an SF-50 noting they were instead or
(Exhibits 9-15, 20, 21). Though the complainants claimed to have witnesses to

statements, interviews of those witnesses was unable to confirm any recollection by
any of them that said anything about the complaint letter or the demotions or
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B s r<latcd to that. (Exhibits 26, 28, 29, 31, 32)
-said the reason for the personnel actions had nothing to do with—

complaints because she did not even know about them until after the personnel actions were
taken. She said on June 22, 2010, the LCO notified her andﬁ in the area that

contrary to their original plans, Census was going to move from the NRFU to VDC phases with
less personnel. This meant for-that she had to let several people go, and reduce her
number of Crew Leaders from ten to six. said she had already been unsatisfied with
several of her Crew Leaders performance. For instance, she pointed out that late into NRFU,
-ad completed only one of the required three visits on several of her EQs. This was
unacceptable, and, along with an insubordinate attitude, was the basis for why she removed some
from their Crew Leader position. Otherwise, she had to choose her best six Crew Leaders.
(Exhibit 7)

-claims she never saw the June 22, 2010 complaint letter.
about it on about June 30, 2010, but said she had no knowledge of any letter.
said she never read it until July 14, 2010. _denied every making a statement in a
meeting that demotions were a result of the complaint letter. (Exhibit 7)

sked her

pointed out that as the Census is winding down, they deal
with a lot of employees who are disgruntied that they are being let go, while others remain
employed. pointed out that the complaint letter was dated the same day as when
the notice went out from the LCO that the reduction in force was coming. isaid she
was very surprised to see the names that had signed the June 22, 2010 complaint letter because
on June 19, 2010, several of those ﬁhad been in her office praising | GGz for
the good work she was doing for the Census. || | JEEEs2id this shocked her all the more
when she learned that some of the signors had recanted, saying they had signed the letter without
really reading it. aid one such person was confirmed
that everyone in their office had presumed they would move into the VDC portion of NRFU with
the same staffing. but on June 22, 2010, it was made known to staff that Census HQ had opted to
cut positions. _ said this announcement was made public, and while the decisions

about who to cut may not have been made exactly yet, she suspected the letter was a sort of
preemptive attempt— pointed out that following June 22, 2010,

most of the signors of the letter have —Exhlblt 8)

The office was asked to provide
documentation about the reasons for the terminations where appare

ntly the person had instead
resigned. Those records included supporting documentation, and thehsaid that

The agent notes that in materials provided by -Exhibit 23), their Census handbook contained training
related to whistleblower retaliation (Section B of Census Handbook for Enumerators), and -1ad highlighted
and marked page B-9, 10 specifically related to whistleblower protections.
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-had indeed resigned, and Census was in the process of changing his SF-50 to properl
reflect this. The difference between nd situation is thatﬂ
rescinded her resignation within 13 hours’ of its tender, though
her manager indicates
Census shows

(Exhibits 8, 31)

internal reporting to
rescission was not accepted. The DAPPS D308 report from
last work day was June 23, 2010, reporting 5 ' hours of work.

OTHER INFORMATION

Several other employees were interviewed, but none of them could confirm the deliberate
falsification of any EQs. (Exhibits 24-26, 28-31, 33)

Internal Census reports obtained during this investigation Show_notiﬁed her immediate supervisor
of her resignation at about 1930 hours on June 21, 2010, and asked by telephone to rescind that decision at 0820
hours on June 22, 2010. eport indicates told her she resigned at about 1730 hou ]
21, 2010, but deferred equipment turn-in until June 23, 2010 at 9 am.-imeline indicates tham
immediate supervisor, h called on the morning of June 22, 2010 to tell her ||k arced
her mind about the resignation. (Exhibits 8, 32)
6
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REPORT OF INVESTIGATION

HQ-CC-10-0021-1

DOB: TYPE OF REPORT

[T Interim Final

National Oceanic & Atmospheric Administration
National Environmental Satellite, Data and Information Service
Silver Spring, MD

BASIS FOR INVESTIGATION

On August 29, 2006, the OIG received information from the National Oceanic & Aunospheric
Administration (NOAA). Computer Incident Response Team {(CIRT) allcging-wns
downloading and viewing pornography on his NOAA assigned computer, NOAA CIRT
initiated network monitoring of the NOAA network connection used by Upon
review of the network traffic provided by NOAA CIRT, graphical images were discovered that

appeared 1o be young nude children. NOAA CIRT referred the analvsis to OlG and released the
captured network data/traffic as well as the computer used by for forensic analysis.

RESULTS/SUMMARY OF INVESTIGATION

A review of_compulcr network traffic and an examination of the hard drive removed

from his desktop computer did not disclose evidence of validated child pornography. A CD-

ROM containing 331 adult pornographic images obtained during the review of

computer data was provided to the Office of General Council, (OGC) Labor Law Division for

their use in administrative actions. -volumarily retired from government service on
prior to any adverse administrative actions.

DETAILS OF INVESTIGATION
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On August 29, 2006, the OIG received information from the National Oceanic
Administration, (NOAA), Computer Incident Response Team (CIRT) alleging
downloading and viewing pornography on his NOAA assigned
network monitoring of the NOAA network connection used by

& Atmospheric
-

computer. NOAA CIRT initiated
ﬁ During the period
September 22, 2006 through October 17, 2006, NOAA CIRT captured network traffic from the
computer network connection used by— During the course of the review of the data,
NOAA CIRT observed what appeared to be child pornography and referred the network

traffic/data and—hard drive OIG for further review.

On October 20, 2006, Assistant United States Attorne Eastern District of
Virginia, Alexandria, Virginia, advised that id not have a reasonable expectation of
privacy (REP) for the data contained on his government issued computer; nor did _
have REP for his network activity across the government owned network connection. AUSA

rovided a search warrant to review these items was not necessary based on the NOAA
warning banner and the ownership of the network.

(\o\ (‘-ﬂ (E \ as used to conduct computer forensic media analysis of
the hard drive removed from computer. The hard drive is identified as a Maxtor,
Diamond Max Plus 9, 160GB, Serial number Y48Q2SWE. Forensic media analysis disclosed
the hard drive contained a total of 13,853 graphical images of all types.

During the period October 20, 2006 through October 27, 2006, computer forensic media analysis
of the data provided by NOAA CIRT disclosed twelve graphical images and two movie files that
appeared to contain child pornography. On October 30, 2006, these files were referred to
Inspector nited States Postal Inspection Service, National Center for Missing and
Exploited Children (NCMEC) Alexandria, Virginia, for evaluation and validation. On
November 6, 2006, NCMEC reported the images provided for analysis did not contain child

pornography.

This investigation was coordinated with—NOAA Human Resources,
Employee Relations. -requested OIG coordinate this investigation with Office of
General Counsel (OGC) for potential administrative actions.

This investigation was coordinated with GC, Labor Law Divisign. On
June 19, 2007, a CD-ROM containing 531 adult pornographic images was provided to
for use in administrative proceedings against

On—-voluntarily retired from government service. This retirement
occurred prior to any adverse administrative actions being taken by NOAA.

This investigation is closed.
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3 o0 , FILE NUMBER:
HQ-CC-10-0023-1

National Oceanic and Atmospheric Administration
Natzona! Weather Serw.ce . TYPE OF REPORT
National Center for Environmental Protection ] tnterim Final
Space Environment Center '
Boulder, Colorado

BASIS FOR INVESTIGATION

19, 2006. O1G received information {rom

that || been
identified by the NOAA Computer Incident Response Team (CIRT) as viewing adult
pornography from his assigned NOAA computer. further related this had been an
ongoing issue and had been counseled by the previous Director on two prior occasions.
Ilach time he was counseled ndicated that he knew he had a problem and would seek
counseling and stop the activity. is assigned as the

-N()A/-\ NWS and his duties include

position as the
Ol1G assistance in this adimimistrative matley.

Due to

and his network access,_requested

This investigation concerns alleged violations of Title 5, United States Code. Sections 2635.101
and 2635.704. relating to Misuse of Government Equipment.

Distribution: OIG _s_ Burew/Oreanization/Ageney Management Other {specify):
Signature of Cuse Agent: Date; Signature of Approving Official: Date:
Py }
513 / gy
| st3t /- | SE
Nagner Ditfer § Name/Title:

gpcciul Agent — Dircctor. Computer Forensics
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RESULTS/SUMMARY OF INVESTIGATION
Thirty-nine Images of adult pornography discovered in allocated files were provided to NOAA

management to use during their administrative inquiry. was interviewed by OIG and
admitted to using his government computer and network access to view adult pornography.

METHODOLOGY

()(H) (€)

Computer Forensic Media Analysis using was used to analyze the
provided media in this investigation. Four computer hard drives were received for analysis, two
of which were formatted as Unix based drives and did not contain” any data. Computer forensics
validated thirty nine images of adult pornography from allocated files on the computer hard
drives. Note: Allocated files are those files recognized by the computer operating system as
being "active" on the computer. They reside in disk space and are tracked by the operating
system and have associated file dates and times. These associated dates and times report the date
and time the file was accessed, created or modified by a user of the computer. At the request of
NOAA Management, the original hard drives were imaged and returned to NOAA to permit
o continue working.

DETAILS OF INVESTIGATION

On July 19, 2006, _related - s using his assigned NOAA computer to

view adult

requested OIG conduct a forensic review of the computer hard
drives inFomputer to determine if there was evidence of pornography. The Assistant

Inspector General for Investigations approved OIG participation in this administrative inquiry.
_sent four computer hard drives to OIG for review. They are identified as:

Seagate Barracuda, SN: 3HS12089, 37.3 GB
Seagate Barracuda, SN: SMT1QVFN, 149 GB
Seagate Cheetah, SN: 3DF04X2X (Unix drive)
Seagate Cheetah SN: 3DG03WQM (Unix drive)

On August 21, 2006, the Seagate Barracuda hard drive, serial number 3HS12089 was imaged by
Investigator using _ This image was stored on the
Lacie storage drive, SN153009564 for analysis. (b\ Cﬂ (E\

On August 23, 20ii6| iii feagate Barracuda hard drive, serial number SMT1QVFN was imaged

by Investigator using_ This image was stored on the Lacie

storage drive, SN153009564 for analysis. L\O\ (1_\ (E\
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During the period August 23, 2006 through September 4. 2007, computer forensic media
analysis disclosed the presence of 39 unique adult pornographic pictures from allocated hard
drive space that contained date and time file information associated with the picture files. The
files were provided to NOAA management on CD-ROM. These files are identified as:

Name - l Size l Date greatad l Date accessed ] Date madified
32 a.jpg-27a86ecf- 23350320 03 SKB  5/10/2004 7 5/10/23394 7202 F14 5/10/200% 7:02 234
BTl b.jpg- 270 F0450- 475215, 5 SYE 571072004 7:02 P 5/10/206+ 7:02 P4
T <. ipg-2r5cbd 1599350505 SKE  3/10/200% 7:02 P S/10/2005 7:02 P8
6 d.jpg-27d2e352-226e6 1e 3305 SKB 571072004 7:02PM $710/2004 7:03 PM 5/10/200% 7:02 PN
i1} DSCh0055.07G S61KB  1L/3{2005 12:33PM 11/4/2005 12:53Fm 11/4/2005 12:53 A1
1T 050057, PG SFSKB 11472005 12:55 P L1/4/2005 12:55 PR 1343/2005 12:55 i
] D5CNoIE1. PG S74KB  131/4/2005 12:38 B LA/2095 1258 P 114/2005 12:53 PM
@950@065,)96 S§79KB 13412005 12:53 P F1/4/2005 12:58 £ 11/3/2005 12:53 P
@ e.p9-27e Had3- 2025766300 SKB 5/10/2004 7:02PM 5/10/2004 7:02 P /10/200% 7:02 P '
i e.ipg 164K8  12/12/2005 438 F14 12{12/2005 $:33 Pl 12/12/2€05 ;33 #4t
164KB 127122005 4:33 P 12/12/2005 -k 38 Ft4 12/12/2005 128 P
164¥B  12/12/2005 4:35 7 12/122025 4:33 P 13/12/2005 13370
IEHKE 12/12725005 11:58 AM 12{12/2395 11:58 Al 1271272005 11:58 AM
4B 5/10/2004 7:02P1 5/1542004 7:02°0
D 1EA2/I905 S B 12/12{2605 513391
159%B 2905 433 P 12/12/2035 %
€0 B 12/12/28
160 (B
HUd
133

5 img0 g 65308 -Saf2016d af
Gj gl 2.0f-5f5d2532
O ung03.04-6(a511b3

575778273t

-77093a15.0t

2 ng05.g:f-6F TTOD 5635 i 1 1.

133273055 15 Al

§F0I200% T2 FM

SI0/EN04 T3

5 H53

553 P11
5 4253 P

12/12/2005 133 P
1271372005 1155 A
371072004 732 Pet
5¢ 7039
1442006 4158 P

173/3006 233 P

17512006

142008 4§

{200

5 th_e 7.0 SHB 12/32/2305 5142 Pt 12/12/2005 4132 PL
68 th_r71.00 &8 35 492 P8 13/12/2005 542 Pt
At e72.m SX3  12/12/2005 31204 12/12/2005 3:12PM 12/12/2005 3:12PM
T th_fi00 KB 12/12/2005 142 P 12/12/2005 - 42 P8 12/12§2005 4:42 PRy
62 th_i5.40g SKB 12/12/2005 5:42P14 12/12/2005 %4281 12/12/2005 3:42 P14
i th_fpo SKB 12/12/2005 4142 P 12/12/2005 442 P 12/12/2005 4:92 Frd
i th_fi200 SKB  12/12/2005 442 P 12/12/2005 %42 P1 12/12/2008 %42 Ph
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On September 6, 2007, Special Agents after providing
Garrity warnings, interviewed t the NOAA office in Boulder, Colorado. iadmitted
he had been using his government computer to view pornographic images and specifically
admitted to the thirty-nine images discovered during forensic analysis. related he
believed pornography was an addiction and he was seeking counseling to overcome his
addiction. He said he began viewing pomograihi after | T - d hod

beern | < that time. elated he had been counseled by NOAA

On previous occasions concerning viewing pornography at work. (Exhibit 1)

On October 18, 2007, OIG NOAA CIRT advised they intercepted computer network internet
traffic from a user of the Boulder network indicating a user had logged into the wireless network
and going into adult oriented chat rooms. CIRT investigation ultimately determined this user

wa and provided the information to NOAA management for action.
On Septe , 2010, -was terminated due to misuse of Government Resources.
(Exhibit 3) appealed to the Merit Systems Protection Board (MSPB) and was allowed to

resign in lieu of being terminated. (Exhibit 4)

This investigation 1s closed.

TABLE OF ATTACHMENTS/INDEXES
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER:
FOP-DN-10-0039-1
Alaska Fisheries Science Center (AFSC)

Seattle, Washington TYPE OF REPORT

[] Interim Xl Final

BASIS FOR INVESTIGATION

On November 4, 2009, the Office of Investigations (OI) received complaints alleging
numerous supervisory abuses, mismanagement and fraud. (Serial 1) Most of those allegations
were administrative in nature, however, some of the allegations required further investigation
into potential criminal misconduct. Those issues which are the focus of this report include the:

e Fraudulent use of a government purchase card by AFSC employee -
coupled with collusion to cover-up the fraudulent use. Furthermore, it was
ogetner it [ -<--:1.';

alleged that
changed records, destroyed the supporting purchase card records, and submitted falsified
documents.

e Intentional and repeated breaches of security and improper computer security protocols,
which jeopardized the integrity of Department-level systems.

¢ Misappropriation of federal funds in that AFSC personnel used appropriated
funds to build a “tie-down” for the personal yacht of a named

he alleged potential
loss was as much as $20,000.

e TIrregular lease at the facility in Kodiak that was costing AFSC significantly more money,
which even though identified and acknowledged as a problem in 2005, still continued
without corrective action.

e Theft by conversion in that retired NOAA personnel were allowed to use NOAA
facilities and equipment without cost in furtherance of private business interests.

Distribution: OIG _x Bureau/Organization/Agency Management __ DOJ:  Other (specify):
Date: Signature of Approving Otticial: Date:
7/21/2010
Name/Title: ) Name/Title:
ssistant Special Agent in Charge Special Agent in Charge
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This investigation confirmed the computer security allegation and the misuse of the
government purchase card by though neither of these issues generated criminal

prosecutions. The purchase card charges were for personal use at convenience stores, cell phone
However, no

bills, and an airline ticket to fly
evidence was discovered to suggest was complicit in this activity. Since the OIG

visited AFSC, there have been multiple employee complaints of ||| GGG i

were referred to NOAA/NMEFS.

DETAILS OF INVESTIGATION

GOVERNMENT PURCHASE CARD ALLEGATIONS

B - issucd a government purchase card in about September 2008. By
October 2008, she had two gasoline charges on her government purchase card at Union 76 gas
station. Both transactions took place at the same gas station on Thursday, October 9, 2008' for a
total of $85.89 in gasoline charges. idenied responsibility for the charges, claiming
her car was broken into, and the government purchase card stolen. This was reported to Citibank
security and documented by AFSC management - _was not required to pay these
charges back. (Serials 30, 45)

The Seattle Police report indicated that_reported this crime occurred on

October 9. 2008, claiming that between 8 pm and 10:58 pm, her car was broken into at
“in Seattle, which was about 3 miles from

residence at the time. The report indicates another victim,_also had an item stolen
from the car. eported a BankOne Visa, Wachovia Visa, and the Bank of Delaware
MasterCard stolen. The report does not indicate a Government purchase card or Citibank Visa,
which was the government bankcard contractor at the time, was stolen. The location of the
alleged theft is 15.4 miles from the site where the government purchase card was used.’
ﬁclaimed to the police that three credit cards were stolen, with one, a Bank of Delaware
MasterCard, being used at a gas station in Burien, Washington. She allegedly knew this because
she called the credit card company, and subsequently cancelled all her credit cards. (Serial 45)

' Note the theft occurred late on October 9, 2008, a Thursday, and the credit_card statement indicated an October 9,

2008 transaction date, but further investigation found the transactions in question actually occurred just after

midnight on Friday, October 10, 2008. (Serial 49)
Who lists the same address and apartment number, and said she said she was not with
at the time of the incident, but her belief is was out with friends playing billiards.-
stolen property was a thrift savings account form that ||| il 2s supposed to fax from the AFSC, but
had not yet returned tc_(Serial 48)

The OIG attempted to obtain the credit card receipt on these transactions, but found they were through an
automatic fuel dispenser, so no signature exists to verify who initiated the transaction. There is also no video due to
the age of the transaction. However, we found the transactions were recorded as taking place on October 10, 2008 at
12:52 am for the $52.79 transaction, and 1:16 am for the $33.10 transaction. The gas station is located at 14807 1

Avenue South, Burien, Washington. (Serial 49)

2
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confirmed that -fﬁcial time record shows she worked 7 %

hours on October 9, 2008, taking 1 ' hours sick leave for and then took 9
hours of annual leave on October 10, 2008, citing “car was broken into” as the reason. (Serial 51)

Investigation confirmed that following the October 2008 claimed theft of her purchase
Wwas issued a new purchase card. Once in possession of this new card, -
charged the following items that were for personal purposes and not approved through
formal procedures:

Transaction
Date Vendor Amount
12/3/2008 | Frontier Airlines $ 172.70
4/27/2009 | 7-Eleven $ 51.62
6/23/2009 | Shell Oil $ 64.80
6/23/2009 | Tmobile $ 63.17
6/24/2009 | UW Gatehouse $ 3.00
7/11/2009 | Tmobile $ 4959

The Tmobile charge for $49.59 was credited back after the fact, as was the $3 University of
Washington charge. (Scrials 30, 34, 41)

Investigation found that in July 2009, the improper charges for the 7-Eleven, Shell and
first TMobile charge were detected by AFSC management, and _wrote a personal

check to pay those expenses back, per the standard procedure in place at AFSC. (Serials 30, 34,
41)

The Fronticr Airlines Charge

On December 3, 2008,_used her government purchase card to purchase a
ticket on Frontier Airlines in the amount $172.70. Investigation confirmed the charge for ticket
number overnment purchase card. The ticket

was issued for

(Senals 4, 5, 15, 18, 24, 34,

on December 26, 2008 on Flight # eavin

who is I i< ih

41)
Further, the ticket record shows the ticket was purchased by— and the

$50.00 service fee and $15 baggage fee for the as placed on a separate
credit card. The ticket record shows, and Frontier Airlines personnel confirmed, the transactions
took place concurrent with one another, thus,iwould have provided two different
credit card numbers to Frontier during the same transaction. (Serial 18)

Investigation discovered emails _received and sent at her NOAA email
account, including emails between her and—about how costly the airline tickets

D
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were in early December 2008. Among the emails was the flight itinerary and ticket receipt
received at her NOAA email account. (Serial 50)

Cooperating witnesses provided to the OIG a copy of an October 15, 2009 email from
‘sent up the credit card purchases hierarchy tg

and | lesking for permission to accept the use of a credit card for freight/air cargo
charges in-lieu-of submitting a purchase order modification. The employees allege
attempted to “cover-up” rontier Airlines charge to make it appear as though it
was a shipping charge. They note that AFSC occasionally uses a small local shipping company
named Frontier, but rarely uses Frontier Airlines, and they believe this was intentionally done to
disguise the nature of the expense. The employees pointed out this email fromﬁ
deliberately does not cite the purchase order by number or name, does not list the name of the air
cargo/freight service airline, the dollar amount, date of charge nor is the name of the card holder
provided. While the Frontier purchase, being made in December 2008, would be a FY 2009
expense, and email in October 2009 suggests there were shipping charges they
forgot to include 1n what would be the FY09 budget, this email is vague and does not specifically

tie to the Frontier Airlines charge. Investigation could not confirm what this email concerns, nor
could the employee’s allegations be verified. (Serials 4-7, 18, 36, 47, 49-50)

Fsaid he was unaware of the number of times
had misused her government purchase card. — confirmed in the
AAIMS* system there was no approval for the Frontier Airlines charge in December 2008. He
said this should have raised red ﬂags,Pto obtain
documentation to support the expense. said he does not recall being asked to assign

an accounting code in the Commerce Purchase Card System (CPCS) for this expense, adding
that it was an unusual accounting code that is most often used at the beginning of the fiscal year.
The approved purchase card statement shows this expense was approved using the following
accounting codes (Serial 31):

Organization Code: 30-61-0001-00-00-00-00, NMFS/AFSC/RACE Division

Project Code: 28LEFO01, Fisheries Research and Management Programs

Task Code: PCX, RACE Executive Account

Object Class: 22-13-00-00 Shipping Expenses

Investigation confirmed through the DOC Bank Card Program Manager that
reconciled this transaction on March 20, 2009, and it was approved by the same
day. A group administrator did not exist during the time of this transaction. ||| s2id

she was unfamiliar with the Frontier Airlines charge, and did not recall classifying this expense
as a shipping charge. (Serial 47)

- that_purchase card was currently suspended because
of inappropriate charges that had not been repaid in over three months. ﬁexplained

that told her she had set up an “auto-charge” for her personal cell phone, not

An unofficial, internal tracking and approval system used at the AFSC by some of the Divisions, including
RACE.
4

OFFICIAL USE ONLY
This document is provided for official use only. Any request for disclosure or further dissemination of this
document or information contained herein should be referred to the Assistant Inspector General for

Investigations, DOC OIG.



NLESS OIHERWISE NOTED

Al Redactions Pusuantob(7) €) ~ rrick OF INSPECTOR GENERAL
'OFFICE OF INVESTIGATIONS

realizing she used the wrong card.’ _said she was with when she went
to the bank and received a check to pay the money back. However, she let
unaccompanied to the Finance office to allegedly deliver the check.
Finance had either lost or never received the check. said she had in her purse
(during our interview with her) another check that had given to her to pay for the
costs. That check was delivered to the Finance office after the OIG investigation became known.

(Serial 30)

later found that

_displayed an understanding of how the purchase card system is supposed to
work during our interview with her. She initially claimed she had accidentally used the purchase
card only once to buy gas, but paid that back. After being confronted with multiple personal
charges, ﬂthen remembered the 7-11 charge, stating she accidentally used the
government purchase card. She also classified the Shell Oil and T-mobile purchases as accidental
charges. She claimed the Frontier charge was for shipping and explained that they use a
shipping company with the name Frontier. When confronted with receipts from Frontier Airlines,

ﬂtold us she was not aware that this charge had been made via the government
purchase card. She recognized the charge as when she ﬂew*
B 2ining that our contact was the first time it had been brought to her attention. She

claims the person reconciling and approving her charges must have thought they were shipping
charges. Further, she claims no one asked her for a receipt. (Serial 34)

Missing Purchase Card Records

_said the purchase card statements for the Administrative group are

maintained in filing cabinets in the office where _are located, thus,

can access her own purchase card records. ||| EGEg:id
is the reconciling official for ard. Following the interview,

I ook the agent to the filing cabinet where the records are stored and provided the
original purchase card transaction statements and supporting documents for both herself and [ |
She provided the FY 07, 08 and 09 records for herself.® The only records available
for were FY09 records. _said all the records should be in that

location, and none should be missing, a policy that was affirmed by the managers we interviewed
as well as (Serial 30)

Upon inspection of the single manila folder for_ there appears to be a
significant number of account statements missing. The following records were the only ones in

this folder (Serial 30):

5 During other interviews, it became clear that Division-wide, official-use cellular telephones are auto-billed on

Government purchase cards.
The investigating agent reviewed_purchase card records and found them to be in order, thus those

original records were returned to the AFSC on Wednesday. January 27. 2010.

7_took the agent to both currently taking care of _
purchase card, and and neither had any records for N
I chese card file. N 21so said she checked with IS o had no pending

records. See Commerce Acquisitions Manual (CAM) §1313.301(3.12.2) for documentation requirements.

5
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e Citibank card statement date 11/03/2008
e Citibank card statement date 12/03/2008

e Chase card _statement date 2/3/2009.
Q‘b @’)o Chase card staternent date 7/3/2009.
* Loose in the file, not attached to any statement, is a packing list and various receipts
related to padlocks and locking bars for a filing cabinet dated in December 2008.

_never rovided the OIG or her managers with an explanation for why her
records were incomplete. HAFSC, has provided copies of

account statements and some receipts that were reconstructed after the discovery of the missing
records. The following observations were noted related to these:
* Four of the missing original statements contained personal charges by_

o The January 2009 statement contains the Frontier Airlines charge and included
the name of the departure date, and the city airport codes for both
This apparently is the statement that the loose papers related
to security products found in | BBl i1c would have been attached to.

o The May 2009 statement contained the 7-Eleven charge.
o The August 2009 statement contained a transaction involving T-Mobile and a
credit for the University of Washington $3 charge.
o The September 2009 statement contained a transaction involving T-Mobile.
¢ Two statement periods — March and June 2009 —_had no transactions to
report, so there would have been no statements.
e The April 2009 statement contained an Amazon.com expense that had no AAIMS
authorization, but —confmned was for official business.
e There still seems to be one month missing as there are only eleven months accounted for.
That month appears to be a statement date of October 2009, which would have contained
September 2009 charges. (Serials 30, 41, 49)

National Seminars Charge
Investigation also uncovered an incomplete accounting of books purchased b

on her government purchase card. These charges appeared on
purchase card statement dated February 3, 2009, which is signed by as the
cardholder and —as the approving official. It contains a single charge for $249 from
National Seminars/Rockhurst University. There was an after-the-fact AAIMS authorization
entered on March 20, 2009 by *The receipt attached to the statement shows eight
books purchased, including (Serial 30):

o Money Mastery, 2" edition
Secrets to De-Junking your Life
Style Guide from Franklin Covey
Communicate with Confidence and Credibility
Stress Management, 60 minute training series
How to Manage your Boss
Being OK Just Isn’t Enough
52 Ways to Build your Child’s Self Esteem

©C 0 O 0 O o0 o0
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admitted to purchasing the books, and claimed _ was
involved in the purchasing of the books.® AFSC management has recognized that at least some
of these titles are not work related and has indicated they are taking steps to administratively deal
with this situation, including a reimbursement for the books that are not work related. (Serial 34,
50)

Purchase Card Policies

On July 7, 2008, — sent via email to all purchase card holders and
administrative staff in the AFSC the NOAA Purchase Card Policy, titted NOAA Acquisition
Hand Book (NAHB) Chapter 1313. This policy makes known approving official responsibilities,
personal liability for improper purchases, and documentation requirements. According to the
policies, *Should not be allowed to approve her own purchase card transactions’.
The agent received a report as late as February 17, 2010 that continues to approve
her own purchase card transactions and validate them through the CPCS system. (Serial 42)

COMPUTER SECURITY ALLEGATIONS

The investigation confirmed a widespread failure to follow security protocols for
electronic business systems in use at the AFSC. Nearly every person interviewed knew about the
regular compromise ot login and password information, including supervisory level employees.
These breaches included placing a spreadsheet containing login, password, and
security question answers for about seventeen people on a shared drive within AFSC. These
included login information to both the Commerce Purchase Card System (CPCS) and Travel
Manager system. The investigation also found login sharing occurred on the internal AAIMS
system used to pre-approve purchases, and managers would email their user and password
information, with passwords often being set for multiple managers using the same password.
Employees consistently reported the sharing of login and password information. Sometimes it
was because a new employee did not yet have their login authorization, but often, employees
reported being puzzled concerning the need for or reasons behind why their supervisors asked
them for their login information. (Serials 4, 5-7, 15, 23, 24, 26, 27, 37)

During interviews with managers'®, they said they knew it was improper security
protocol to share login and password information, but approved of the practice. They admitted

5 -]aims she did attend the same seminar, but purchased separate books under her own purchase card
that, according to are all for legitimate business purposes and were approved prior to purchase. A
review of| purchases was outside the scope of our review. (Serial 24)

®  The investigation found AFSC regularly uses “Group Administrators” who initially reconcile purchase card
transactions. The approving official relies on these group administrators in large part to facilitate this work. (Serial
23) The NOAA Finance office said there are no rules on who can serve in this capacity, and thus, while not
recommended, there is no prohibition from using part-time student interns, or even contractors, to serve in this
function. (Senal 36) sed the login and passwords of her supervisors to approve CPCS purchases,
including for herself.” Keter to Commerce Acquisition Manual §1313.301(2.2.4) concerning separation of duties;
§1313.301(2.11) on unauthorized use and penalties; §1313.301(3.8.3) on prohibition of personal expenses;
§1313.301(3.15) on personal liability; and §1313.301(5.4.1-4) on fraud.
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that they had signed non-disclosure forms for the various Commerce Business Systems (CBS)
computers. —said years ago the Division directors made the decision to share login

and password data for CPCS to facilitate work. _aid they were
unaware of the spreadsheets containing login and password data on the shared “G” drive, but |
* did. _reponed his intent was to share his login

information only with someone he could delegate and trust to be in charge, and was unaware of
the extent to which this information was available. (Serials 24, 25, 30, 31, 32)

Rules and Impact

The Management Analysis and Reporting system (MARS) is an enterprise budget
execution and financial reporting application for line offices, staff offices, and financial
management centers. MARS provides functionality which allows users to track commitments,
forecast labor, plan execution year budgets, and conduct financial reporting and analysis. The
primary data source MARS uses is the Commerce Business System (CBS), NOAA’s financial
accounting system. CBS includes the CPCS, as well as core financial data including accounts
payable and receivable, budget, and similar data. (from https://mars.rdc.noaa.gov/index.php#)

NOAA’s MARS rules of behavior specifically prohibit sharing passwords, and
emphasizes the purpose of login and passwords is to create individual accountability. The rules
also place responsibility on supervisors and managers to ensure adherence to the rules. Further,
as previously mentioned, users are required to sign a non-disclosure agreement for MARS, CBS
and CPCS, specifically promising not to divulge password information to any other person. In
addition, processing actions in the CPCS system causes a warning banner to display in which the
person has to certify compliance with the various policies. Furthermore, to obtain the user 1D,
mandatory IT security training must be completed by the employee. (Serials 4 [attachment 2 &
3], 5 [attachments 5 & 9], 6, 9)

In consultations with the Chief Information Officer for the Department, as well as IT
security personnel within the MARS and CBS systems, they have confirmed that the potential
exists in sharing login information that an employee could access Personally Identifiable
Information (PII), would have access to labor related records, and in rare instances, could create
an accounts payable for themselves (or related entities) using someone else’s login. Further, by
having access to the purchase card system, they could obtain personal banking information and
approve fraudulent charges. (Serial 43)

The AFSC managers generally down-played the risks involved in login sharing. -
onceded that once a subordinate had access through his travel manager login, they

would have access to approving vouchers as well. He agreed that though emails are generated as
a result of such an action, with the multiple emails generated every day, it would be easy to
overlook if there was activity happening that he was unaware of under his login. (Serial 31)
Through interviews, it appears that sharing of login information also sparked a shut-down of the

AAIMS system in about June 2009. This apparently was caused because had given
her login and password to a newly hired college student intern who used it
8
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simultaneously with_ This caused a security shutdown because of a possible breach
until the administrators of the program could determine the cause. (Serials 4-7, 9, 15)

At the Department level, the Chief Information Officer provided Departmental policies
concerning login and password security, including NIST 800-53"" requiring information systems
uniquely identify and authenticate users, and the Department of Commerce 2009 Information
Technology Security Program Policy (ITSPP), which prohibits password sharing'? and group
passwords'®. Further, users generally must not use the same password on multiple systems,
applications, or websites'* (Serial 43). Evidence found during the course of this investigation
found that virtually all of the seventeen people listed on the spreadsheet found on the shared
drive listing CPCS logins used the same password. (Serials 4, 5, 24, 30, 31, 32, 41)

MISAPPROPRIATION OF FEDERAL FUNDS

The complaint also alleged misappropriation of federal funds in that AFSC

personnel used appropriated funds to build a “tie-down”'’ for the personal yacht/sailboat of a
named The complaint alleged this item,

which would have been built in the NetLoft Division of AFSC, had a value of as much as

$20,000. This allegedly happened in spring or early summer 2009. The investigation, which

included interviews of NetLoft personnel and attempts to locate purchase orders or purchase card

transactions which could be related, tound no evidence to support this allegation. (Serials 4, 5,

21,22, 35, 40)

IRREGULAR LEASE

The complaint also alleged a fraud dating back to 2005 in which AFSC paid too much for
leasing the Kodiak, Alaska facility. The investigation confirmed through documentary evidence
and confirmation through NOAA’s Facilities and Property Services Division, who is working
directly with GSA, that no violation exists. (Serials 4, 32, 33)

THEFT BY CONVERSION

The complaint alleged [N == I - s of

a private office at the NOAA facility as a private office, including computer equipment, furniture
and access to government supplies and printers. Preliminary investigation found that NOAA has
extensive guidelines allowing former NOAA employees to use NOAA facilities for research, and
-apparently filled out a volunteer agreement, thus there appears to be no issue to further
investigate. (Serial 5, attachment 3)

i
12
3
4
15

Rev. 2, published December 2007: Security Control Identification and Authentication-2 (IA-2)

Commerce Interim Technical Requirements (CITR) CITR-009: Password Requirements, Version: 1.1, § 7.1(4)
CITR-009 Version 1.1, § 7.4 Administration and Application Development Standards, item 2

CITR-009 Version 1.1., § 7.1, Password Management Requirements, items 13 and 14

This term was used in the complaint, but nobody was able to define what this was. The most logical explanation
was that it was probably a rope that ties a boat to the dock, which is normally called a “tie-up”. Alternatively, it
could be a cargo type net used to tie something down to a boat deck.
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OTHER INFORMATION

at the AFSC has reported numerous actions the AFSC has already
undertaken, or are in the process of taking, to address concemns raised during this investigation,
including purchase card and password security control improvements (Serial 41). Furthermore,
in coordination with the OIG, NOAA’s Finance Office and the Oversight and Compliance
Division will be conducting reviews of purchase card and purchase order processes at AFSC
(Serials 8, 36, 40). We investigated an allegation of racial bias, finding no evidence to support
the allegation (Serial 44). Numerous complaints of retaliation from AFSC employees have
ensued since our visit to the AFSC. These were referred to management to insure actions are not
based on employee cooperation with an OIG investigation.

10
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%, £ | Washington, D.C. 20230
P ot
MEMORANDUM FOR: File
FROM: B s c/oro
DATE: August 6, 2010
REF: ACTION MEMORANDUM OF COMPLAINT - CLOSURE

RE: Alaska Fisheries Science Center
0! Case FOP-DF-10-0039-1

On November 4, 2009, the Office of Investigations (Ol) received complaints alleging numerous
supervisory abuses, mismanagement and fraud. Most of those allegations were administrative
in nature, however, some of the allegations required further investigation into potential
criminal misconduct, including:

e Fraudulent use of a government purchase card by AFSC employee
coupled With_collusion to cover-up the fraudulent use. Furthermore, it was
alleged that together with — deceptively
changed records, destroyed the supporting purchase card records, and submitted
falsified documents.

¢ Intentional and repeated breaches of security and improper computer security
protocols, which jeopardized the integrity of Department-level systems.

e Misappropriation of federal funds in that AFSC
funds to build a “tie-down” for the personal

personnel used appropriated

acht of a

he alleged potential
loss was as much as $20,000.

e |rregular lease at the facility in Kodiak that was costing AFSC significantly more money,
which even though identified and acknowledged as a problem in 2005, still continued
without corrective action.

e Theft by conversion in that retired NOAA personnel were allowed to use NOAA facilities
and equipment without cost in furtherance of private business interests.

This investigation confirmed the computer security allegation and the misuse of the
government purchase card by_though neither of these issues generated criminal
prosecutions. The purchase card charge

s were for personat use at convenience stores, cell
phone bills, and an airline ticket to fly

However, no evidence was discovered to suggest_ was complicit in this activity.

X
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Since the OIG visited AFSC, there have been multiple employee complaints of retaliation by
supervisors, which were referred to NOAA/NMFS.

An ROI has been completed. All allegations have been addressed, all logical leads have been
investigated, and no further investigative activity is contemplated. All investigative activities
have been documented in CIRTS. Based on the above information, it is recommended that this
investigation be closed.
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January 10, 2011
MEMORANDUM FOR: John Oliver
Principal Deputy Assistant Administrator
United States Department of Commerce
National Oceanic & Atmgsphetic Administration

National Marine EisHeries Servige
e

FROM: Scott Bgre %
Assistant inspector Geheral for Investigations

SUBJECT: Results of Investigation — EXECUTIVE SUMMARY
Alaska Fisheries Science Center {AFSC)
Ol Case #FOP-DN-10-0035-1

This memorandum reports on results of our investigation into allegations of misconduct at the
Alaska Fisheries Science Center (AFSC) in Seattle, Washington. This is intended to provide you
an executive summary of our findings; should you need additional information, a more detailed
report is available for your review.

BASIS FOR INVESTIGATION

On November 4, 2009, the Office of Investigations (Ol) received complaints alleging numerous
supervisory abuses, mismanagement and fraud at the AFSC. Most of those allegations were
administrative or managerial in nature, and as such, DOC OIG has already informed you of
those issues so that you may initiate action as you deem necessary. Some of the allegations,
however, required further investigation.

The focus of this report, supported by our investigative activities, includes the following:

. Alleiation #1 - Fraudulent use of a government purchase card by_

FSC. Furthermore, it was alleged that _together with

I 5 C, deceptively changed records,

destroyed the supporting purchase card records, and submitted falsified documents in
order to cover up the alleged fraud.

e Allegation #2 - Intentional and repeated breaches of security and improper computer
security protocols, which jeopardized the integrity of Department-level systems.

FOR OFFICIAL USE ONLY - This document is the property of the Office of Inspec;for General
and is loaned to your agency; it and its contents are not to be duplicated or distributed outside
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» Allegation #3 - Misappropriation of federal funds in that AFSC_personnel
used appropriated funds to build a “tie-down” for the personal yacht of a ||} N} NN

o Allegation #4 - Irregular lease at the facility in Kodiak, which was identified and
acknowledged as a problem in 2005, but still continued without corrective action.

e Allegation #5 - Theft by conversion in that retired NOAA personnel were allowed to use
NOAA facilities and equipment without cost in furtherance of private business interests.

Regarding allegation #1 - Our investigation substantiated that _ did use her

assigned Government Purchase Card (GPC) for personal use, including personal celluiar phone,
gasoline, parking charges, and an airline ticket forﬁ

The total of these charges validated by the investigation was $404.88. We did not
substantiate collusion between o change or destroy records or
submit false documentation. However, the investigation did reveal that ‘failed to
maintain proper records for GPC expenditures during the timeframe in question.

Regarding allegation #2 - We also substantiated that there were intentional and repeated

instances of government computer system misuse including sharing of passwords, lack of

hierarchical controls in which subordinates had supervisory access to financial systems, and -
posting of a spreadsheet of computer usernames and passwords on the AFSC shared storage

drive.

We did not substantiate allegations #3, #4, and #5. Regarding allegation #3 that federal funds
were misappropriated for personal use, interviews of identified witnesses and review of
relevant documentation produced no evidence to corroborate the initial information provided.
Regarding allegation #4 of irregular lease issues at the NMFS facility in Kodiak, document
reviews along with interviews of personnel in NOAA's Facilities and Property Services Division
found no violations. Finally, regarding allegation #5 that retired NOAA personnel used NOAA
facilities and equipment without cost in furtherance of private business interests, we found
NOAA guidelines that allow such use for research purposes. Furthermore, in this particular
case, a formal volunteer agreement regarding facilities use between NOAA and the named
individual was in place.

SUMMARY OF INVESTIGATION

Allegation #1:

Our investigation confirmed that following an October 2008 claimed theft of her purchase card,
I =5 issued a new purchase card. Once in possession of this new card,

FOR OFFICIAL USE ONLY - This document is the property of the Office of Inspector General
and is loaned to your agency; it and its contents are not to be duplicated or distributed outside
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-charged the following items that were for personal purposes and not approved
through formal procedures {Attachments 5, 7, 8, 9, 10, 11):

Transaction
Date Vendor Amount

12/3/2008 | Frontier Airlines $ 172.70

4/27/2009 | 7-Eleven S 51.62
6/23/2009 | Shell Oil $ 64.80
6/23/2009 | Tmobile $ 63.17
6/24/2009 | UW Gatehouse $ 3.00
7/11/2009 | Tmobile $ 4959

The above referenced Tmobile charge for $49.59 was credited back by -after the fact,
as was the $3 UW Gatehouse charge. Our investigation found the improper charges for the 7-
Eleven, Shell and first Tmobile charge were detected by AFSC management, and _

wrote a personal check to pay those expenses backl ier the standard procedure in ilace at

AFSC (Attachment 1, 2, 4, 7, 10). Although advised her supervisor,
that the original gasoline charges were the result o urse being stolen, during
OIG’s interview of _she advised the interviewing agents that these were
accidental charges, contradicting her initial report to her supervisor after the reported theft of
her purse {Attachment 11).

OIG’s investigation revealed that AFSC management was not aware of the Frontw

charge. Our investigation confirmed this charge was for an airline ticket issued for

_(Attachment 7, 8, 10). We further found that the ticket
record shows the $50.00 service fee and $15 baggage fee for NG -
placed on a separate credit card {(Attachment 8). The ticket record shows, and Frontier Airlines
personnel confirmed, the transactions took place concurrent with one another, thus,

I /<. !d have had to provide two different credit card numbers to Frontier during the
same transaction. Our investigation discovered emails received and sent at her
NOAA email account, including emails between her about how costly the
airline tickets were in early December 2008. Among the emails was the flight itinerary and
ticket receipt received at her NOAA email account (Attachment 9). When questioned by OIG
agents ﬁstated that she was unaware she had purchased the airline ticket with her .
government purchase card and that this was the first time it had been brought to her attention
(Attachment 11).

Resource Assessment and Conservation Eniineering {RACE) Division —said

he was unaware of the number of times had misused her government purchase card.
confirmed in the Automated Approval Information Management System (AAIMS)?
there was no approval for the Frontier Airlines charge in December 2008. He said this should

" An unofficial, internal tracking and approval system used at the AFSC by some of the Divisions, including RACE.
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have raised red flags, causin to obtain documentation to
support the expense. confirmed the accounting code in the Commerce Purchase
Card System (CPCS) for this expense was for an unusual code typically used at the beginning of

a fiscal year. The approved purchase card statement shows this expense was approved using
an accounting code for shipping expenses (Attachment 7, 12).

Furthermore, purchase card r the Administrative group are maintained in filing
cabinets in the office where is located, thus, _can access her own

purchase card records. We found at the time of our visit the only records available forllll

I << Fiscal Year (FY) 09 records. FYO8 and FY10 records were missing. Among the
FY09 records provided, there were significant documentary gaps in ﬁpurchase
card folder._has not provided the OIG or her managers with an explanation for
why her records were incomplete. Four of the missing original government purchase card
statements contained personal charges by|J ] (Attachments 3, 5, 10).

Allegation #2:

Our investigation also substantiated failure to follow security protocols for electronic business
systems in use at the AFSC. During our investigation, nearly every person interviewed knew
about the regular compromise of login and password information, inclydi jsory level
employees (Attachments 1, 2, 3, 4, 5, 10, 11). These breaches includeMplacing a
spreadsheet containing login, password, and security question answers for about seventeen
people on a shared drive within AFSC (Attachment 10). This spreadsheet allowed multi-level
access including subordinate and supervisory access to Department financial systems including
WebTA, AAIMS, the Commerce Purchase Card System (“CPCS” GPC reconciliation system), and
the Management Analysis and Reporting system {MARS), an enterprise budget execution and
financial reporting application for line offices, staff offices, and financial management centers.
In several cases, subordinates were able to access systems using the Director’s username and
password (Attachment 10). Prior to receiving access, users were required to complete a “Non-
Disclosure Agreement for Systems Access” to the MARS and CPCS systems.

All other allegations were either unsubstantiated or proven to have no merit. | want to thank
you for your efforts to aid our investigation, including traveling to Seattle to help ensure we had
the cooperation and records we needed to accomplish our mission.

Based on our findings, we are closing this investigation. No further investigative activity is
planned. In accordance with DAO 207-10, your written comments concerning this matter
should be made to this office within 60 days, indicating the specific actions, if any, taken in
response to this report. If you have any questions regarding the information or findings
contained in this memorandum or if we can be of further assistance, please do not hesitate to
contact me at (202) 482
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Attachments

1. Interview of NOAA AFSC, Seattle, Washington
2. interview of OAA AFSC, Seattle, Washington

3. Interview of NOAA AFSC, Seattle, Washington

4. interview of I O/ A AFSC, Seattle

Washington

5. Interview of_NOAA AFSC, Seattle, Washington

6. Email from| (vna cc: block); Subject: Reconciliation Report
Request, dated February 26, 2010

7. Purchase Card Statement for Approving Official date prepared: November
17, 2009, page 14 of 14 annotating personal expenses

8. Receipt from Frontier Airlines indicating use of bot

GPC and personal credit card
9. Email capture of personal discussion between _andﬁon travel for

ia Frontier Airlines.

10. Interview of
Washington

11. Interview of NOAA AFSC, Seattle, Washington
12. Interview of] OAA AFSC, Seattle, Washington

NOAA AFSC, Seattle,
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FOP-SF-10-0129
DOC International Trade Administration

Fore1gn Commercml Service _ TYPE OF REPORT
Madrid, Spain 3 Interim & Final

BASIS FOR INVESTIGATION

On June 9, 2004, the U.S. Department of Commerce Office of Inspector General (OIG), Office of
Investigations (OI), received an allegation thal“lntemational
Trade Administration, U.S. and Foreign Commercial Service, U.S. Embassy, Madnd, Spain,
purchased child pornography via the Internet and paid for the child pornography with two different
credit cards. Special Agent_U.S. Department of State, Diplomatic Security Service,
Arlington, Virginia, provided printouts that were provided to him through Operation Falcon, a U.S.
Customs Task Force based in Newark, New Jersey. Operation Falcon documented a total of ten

inappropriate websites accessed between May 2002 and February 2003.
SUMMARY OF INVESTIGATION

Three Government laptop computers and one computer hard disk drive all known to have been used
by were seized after the receipt of the initial information from Operation Falcon. (Exhibit
A) Credit card information pertaining to -was obtained by subpoena. Initi

forensic analysis located suspected child pornography on each of the computers used bym
These images were found despite the use of software programs designed to remove inappropriate
material from the computer. Preliminary investigation identified many significant findings before
competing investigative priorities forced an extended delay of further action. Among other findings,
four images of known victim child pornography were confirmed through the National Center for
Missing and Exploited Children (NCMEC). The credit card transactions identified by Operation
Falcon were located within the records obtained by subpoena.

Distribution: OIG ___  Bureau/Organization/Agency Management __ DOJ: ___ Other (specify):

Signature of Case Agent: Date: Signature of Approving Official: Date:

W Special Agent w Director Computer Forensics

OFFICIAL USE ONLY
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BACKGROUND

Operation Falcon was a large-scale taskforce operation focused on the commercially run websites
offering child pomography. Operation Falcon documented the material offered by the website and
examined membership data and credit card transactions to identify individuals who purchased child
pornography on the Internet. The efforts of Operation Falcon identified ias one such
individual, who may have used his credit card on more than one occasion to purchase child
pornography. Downloading child pornographic images could constitute a violation of 18 USC,
Section 2252(a), certain activities relating to material involving the sexual exploitation of minors.

DETAILS OF INVESTIGATION

When the investigation resumed, forensic analysis was concentrated on the computer events
surrounding the four known victim images. Many complicating issues surrounded the ongoing
computer forensic analysis. Among those issues was the lack of unique individual profiles on most
of the computers involved. For example, any number of individuals could use the computer under
the same profile of “user”. Installed programs designed to remove images and evidence from the
computer hard disk drive was also discovered on the machines. The four images of known victims as
identified by NCMEC were located in unallocated space on the computer hard disk drives. Analysis
was able to identify some time and date information about the files recovered from unallocated
space. The methodology employed was to examine files accessed, created, or modified surrounding
the time information of the known victim images. Analysis of that information was to be used to
establish who was using the computer at the time the victim images were downloaded. With
examination of the images, files and other computer artifacts, it was possible to reasonably conclude
was operating the computer when the images were downloaded. (Exhibit B)

Jurisdictional concerns and other legal matters surrounded this investigation. The offense identified
and reported by Operation Falcon occurred in a foreign country. If the offense occurred on foreign
soil it would fall to that country’s jurisdiction (in this case, Spain). However, if the offence occurred
at the embassy which is de facto U.S. soil, then the case could be pursued in the United States. Time

and date analysis makes it seem likely much of the illegal activity was perpetrated on post, but that
canno b vy proven S ()G ()

Much effort was devoted to locating-for interview throughout 2008 and 2009, ultimatel
without success. - retired _from the Foreign Service and settled in the i
—It was later learned -maintained a residence in All

attempts to locate or interview failed due to his aggressive professional travel schedule.

RECOMMENDATIONS

The information contained in this Report of Investigation was supplied to the United States
Attorney’s Office for the District of Columbia for i i iurisdict] i
other legal issues with the case were discussed.

() (F) (E)

All logical investigative leads have
been followed. This case is recommended for immediate closure. '
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CLEARED BY APPROVED BY
Scott Berenberg

Director AIGI

Computer Forensics

Initials & Date Initials & Date
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TABLE OF EXHIBITS
A. Evidence Custody Documents for seized computers and hard disk drive.

B. Investigative Record Form (IRF) documenting computer forensic analysis, dated April 2,
2008.
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CASE TITLE: FILE NUMBER:
FOP-WF-10-0133-1
SINCE HARDWARE
Guangdong, China TYPE OF REPORT

{0 Interim X Final

BASIS FOR INVESTIGATION

In December 2009, the International Trade Administration (ITA) reported that Since Hardware
(Guangzhou) Co., Ltd. (SH), a Chinese producer and exporter of ironing boards, provided false
documentation to ITA during three administrative reviews of an antidumping order issued by
Commerce. ITA further alleged that during that period, SH exported more than $50 million in
ironing boards to the United States. ITA stated that had SH reported accurate information
regarding the manufacturing cost of the ironing boards, ITA would have charged them a duty for
export to the U.S., thus making them more competitive in the U.S. marketplace.

RESULTS/SUMMARY OF INVESTIGATION

Our investigation found the false and forged documentation at issue was part of three separate
submissions to the DOC in 2006, 2007 and 2008. The alleged fraud was reported to the DOC by
in September of 2008 (which was right after the third of the three
allegedly false submissions was made by Since Hardware). The Since
Hardware i i j of these three submissions was from the

law firm of in Washi .C. Our investigation has shown that shortly
after the allegations of fraud were made,mﬂew to China in order to meet with

representatives of Since Hardware; very shortly atter his return from that trip,
withdrew—Since Hardw e submissions at issue contained “Certifications of

Accuracy” which were signed by as the_ Since Hardware. And
the submissions also contained “Company Official Certifications” which were signed by the
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of Since Hardwa:rc,_ Because of the falsified submissions,

3,080 AUMNINE MArein 30ain H () nye

ITA

() (A (&)

Based on these factors, this case was declined for prosecution.
METHODOLOGY

This case was conducted through reviewing volumes of documents, meetings with trade experts
at the DOC who walked us through the documentation, the antidumping administrative review
process, the economics behind the alleged damages, etc. After addressing various

and other confidentiality issues, we were also able to secure interviews of key participants in this
case, includini theﬁin the antidumping administrative proceedings before the DOC (and
who also fraud at issue); the iSince Hardware’s primary U.S.
client, Whitney Designs (who had the most U.S. contacts with Since Hardware during the
relevant time periods); and who works Whitney Designs and who also worked with
-during the time periods when the submissions at issue were made. In addition we
issued a subpoena to _retained counsel, only asserted attorney-client

privilege in one limited area, and submitted to a voluntary off-the-record debriefing with DOJ.

DETAILS OF INVESTIGATION

When the Import Administration determines that certain goods are being sold at less than fair
value (below the cost to produce the merchandise or below the price the good is sold in the home
market) in the United States, and ITA determines that an industry in the United States is being
materially injured or threatened with material injury because of the sale of such merchandise, the
Department of Commerce issues an antidumping duty order on such merchandise. The effect of
this order is that exporters of the subject merchandise must pay a duty on the goods they export
to the United States. (Serials 2 & 3)

ITA may conduct yearly reviews of its antidumping duty orders to evaluate whether a firm
continues to sell its merchandise in the United States at prices below what is considered fair
value. During these administrative reviews, both the foreign producer and firms representing the
domestic industry provide data, argument and documentation to Commerce to aid in its decision-
making process. Any interested parties who participate in an administrative review can litigate
Commerce’s final determinations in the Court of International Trade. (Serials 2 & 3)

In August 2004, ITA published an antidumping duty order on ironing boards exported from
China. Between 2006 and 2008, Commerce conducted three administrative reviews of SH’s
sales conduct under this antidumping duty order. In the third administrative review, Home
Products International, a domestic producer of ironing boards, provided Commerce with
information indicating that SH submitted false and fraudulent documents to Commerce to
manijpulate the review process. (Serials 2 & 3)
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In conducting antidumping duty reviews of firms based in a non-market economy like China,
Commerce employs a surrogate value methodology. Pursuant to this methodology, Commerce
requests information concerning the foreign firm’s factors of production; that is, the quantity of a
particular input that firm requires to make the subject merchandise. Commerce then values the
cost of that factor of production using prices from a market economy country with similar
production and development to the firm in China. Commerce does this because it determined
that competitive pricing does not exist in such non-market economies like China. Despite this, a
foreign producer based in a non-market economy could purchase its inputs of raw materials from
a market economy country. If it does, Commerce uses the firm’s actual cost in constructing the
cost of producing the subject merchandise, as it is the most representative data of a market
economy purchase price. (Serials 2 & 3)

Based on materials submitted to Commerce for the third administrative review, SH claimed that
it purchased certain steel inputs used in the production of ironing boards from Australia. The
claimed steel is SH’s largest input in its production of ironing boards and the most critical factor
for Commerce in determining what “cost” to use in determining SH’s duty margin. To support
its claim, SH submitted Australian issued export certificates that it claimed to have received from
its supplier of the Australian origin materials. Importantly, SH, by and through its General
Manager, also submitted numerous certifications to Commerce attesting that
the export certiticates and other information it submitted was true and accurate. (Serial 2 & 3)

In reviewing the evidence submitted by Home Products and others during the third
administrative review, Commerce determined that: (Serials 2 & 3)

e SH’s claimed purchase quantity of this steel input vastly exceeded the export data for the
product from Australia to either China or Hong Kong (where SH’s suppliers are based);

e The export certificates that SH claimed were issued by the Australian authority have
flagrant misspellings that do not exist on the same blank export certificate forms provided
by the Australian authority;

o The signature of the Australian authorizing agent on SH’s export certificates do not
match the signature on other valid Australian records; and

e The SH export certificates reflect that they were allegedly signed by the Australian
authorizing agent on a date that precedes the date on which the agent began her
employment with the Australian authority.

Based on these findings, Commerce determined that SH provided unreliable and incomplete
documentation. Commerce also determined that SH failed to cooperate to the best of its ability
in providing Commerce with accurate documentation. Therefore, Commerce imposed upon SH

3
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a new dumping margin using adverse inferences. By doing so, Commerce used the highest
prices on record for SH’s factors of production and calculated SH’s antidumping duty margin at
158.68%. (Serial 3)

Because of the fines associated with the imposed 158.68% dumping margin, SH has reportedly
ceased production of ironing boards. Additionally, Whitney Designs, Since Hardware’s principal
American client, was forced to declare bankruptey because of its inability to pay the fees
associated with the dumping margin. (Serials 5 & 6)

We interviewed [ Vhitney Designs most U.S. contacts with
Since Hardware during the relevant time periods and who currently works for
Whitney Designs and previously worked for uring the time periods when the

submissions at issue were made. Both reported that ||| Il spoke little to no English and
would have been unable to read the submissions he certified to ITA. (Serials 6 & 10)

Additionally, DOJ issued a subpoena to _ who submitted
documents to ITA on behalf of SH. etained counsel but ultimately agreed to an
interview. | lk1aimed that he worked primarily through various accountants and a partner

=bas;§i in China, took SH’s submissions at face value, never directly spoke with [l

d fired SH as a client as soon as he learned of the falsified documents. (Serial 7)

In June 2011, the United States Attorney’s Office issued a declination memo asserting the
following conclusions: (Serial 11)

_was likely negligent in the diligence he conducted before he signed the
“Certifications of Accuracy” which were submitted to the DOC; however, we do

not believe (nor do we have any proof) that ntentionally attempted to
deceive the DOC; -

(ii) _spoke very limited English during the time periods he signed the
“Company Official Certifications,” which themselves were written in English;

(ii1) _probabl directed someone (likely in China) to create the false

documentation at issue;

(@)

()E)
B®E)
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REPORT OF INVESTIGATION

CASE TITLE:

Caribbean Fisheries Management Council
St. Thomas, U.S. Virgin Islands

FILE NUMBER:

FOP-AF-11-0207-!

TYPE OF REPORT

] tnterim K Final

BASIS FOR INVESTIGATION

On Jannary 12, 2010,

-0 idcd information to the OIG concerning how the CFVIC has been compensating
government representatives on the Council at the rates paid to private-sector members, in
violation of the Magnuson-Stevens Act (Act) which according to _ specifically prohibits
direct compensation to "State" officials by Councils. Such compensation was at a rate higher
than their regular pay. The complainant further alleged that the individuals claimed they were on
leave when they received the compensation; however, the complainant belicved this to be untrue,
and in some j ecebued double compensation.  According to the
complainant, W\/irgin Islands Division of Fish and Wildlife
received in excess of 330.000 between 2000 and 2003 to which she was not entitled. It was
further alleged that U.S. Virgin Islands Fish and
Wildlife Department, used improper cash pavments from CFMC to purchase a truck-was
theipn’or to the yearﬁwhen was hired to replace him when he obtained federal

employment.

RESULTS/SUMMARY OF INVESTIGATION

The allegations were partially substantiated. Our Office of Counsel provided a legal opinion that
the Directors would be allowed to receive payments if on LWOP and not receiving dual payment
from their employing agency while attending Council business. The Department of Commerce’s
Office of Special Counsel was also contacted and provided an opinion advising the payments to
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Directors of the CFMC were proper as long as the individual was on a Leave Without Payment
status. Our investigation foun id claim Compensatory and Annual Leave for a total of 96
hours, which might have resulted i le payment to her. However, based upon the last date of
Compensatory Time claimed by in August 2006, this is outside the six-year collection
timeframe. A total of 408 hours of LWOP were properly documented per the requirement under
the Magnuson-Stevens Act.

METHODOLOGY
This investigation was conducted through a series of interviews and document reviews.

DETAILS OF INVESTIGATION

J 12, 2010,

Mg,rovided information to the OIG concemning how the CFMC had been compensating
government representatives on the Council at the rates paid to private-sector members, in
violation of the Magnuson-Stevens Act (Act). According to [JJJithe Act specifically prohibits
direct compensation to "State" officials by Councils. Such compensation was at a rate higher
than their regular pay. The complainant further alleged that the individuals claimed they were on
leave when they received the compensation. The complainant believed this to be untrue, and in
some cases, that these officials received double compensation. Directors were only authorized
payment from CFMC if they were on leachompensated by their respective
agencies. According to the complainant, the of the Virgin Islands Division of
Fish and Wildlife received in excess of $30,000 between 2000 and 2005 to which they were not
entitled. (Serials 1 and 2)

On March 2010, the Office of Audit and Evaluation (OAE) declined to assist in reviewing
whether the Councils are reimbursing state employees for their participation as appointed
members. Our office requested an opinion from the Office of Counsel as to whether the
Department could recoup any allegedly overpaid funds from non-federal employees. The Office
of Counsel advised there is a six-year period in which misappropriated payments may be
collected from an individual in certain circumstances. The opinion also advised if the individual
were a federal employee additional provisions would be available to collect any improper
payments but these named individuals were not federal employees and therefore do not fall under
the provisions. (Serials 3, 4 and 7)

dentified the specific individual in his complaj
U.S. Virgin Island Division of Fish and Wildlife.

concerned with the potential conflict of interest. The complainant also alleged
.S. Virgin Islands, Fish and Wildlife purchased a truck with similarly

2
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explained that -vas the
(Serial 12)

received paym m the CFMC whil
predecessor to| and also served on

According to - he and became aware through
jons at NOAA sponsored meetings that and possibly other Fish and Wildlife
Mere receiving payments directly from NOAA for their time when attending meetings.
-In particular, was receiving a daily allotment from NOAA each time she attended
meetings. [ Jand others believed this was unfair because his cost of attendance and that of the
local fishermen came out of their individual pockets. as later informed byi
that payments to State employees such as were prohibited from

NOAA under the Magnuson-Stevens Act. explained that d her counterparts in
Puerto Rico, St. Johns, U.S. Virgin Islands are considered state employees. (Serial 12)

On May 25, 2010, qFMC, was interviewed and acknowledged he read
the entire Magnuson-Steven Act and found that state employees were prohibited from receiving
ayments from NOAA under the act unless they were on leave at the time of the meetings.

, ﬁm’d that if they were on leave and attending a meetin ere not representing the
state and therefore not entitled to payment. iaid he an ere involved in making
the FOIA request to NOAA for documents to determine whether any state Fish and Wildlife
Directors were paid by NOAA based on the information they had. aid -recently
approached him at a meeting and admitted she was not supposed to receive payments.
said they were alone when this statement was made and it could not be corroborated. (Serial 13)

On September 10, 2010 NOAA, Southeast Regional

explained the Fishery Councils
prepare management plans for their respective areas regarding habitat and protective issues as
well as work in conjunction the U.S. Coast Guard and U.S. Fish and Wildlife. Each Council is
comprised of State Fish and Wildlife Directors who are typically the heads of the various states
Fish and Wildlife Services. (Serial 15)

said he first became aware of the Caribbean Management Council’s concemns about
payments to State Fish and Wildlife Directors in their Freedom of Information Act filing back in
2008 or 2009. According to [l State Directors serving on the Fishery Councils are not
typically paid for their time when serving on the council. Back in the 1980°s a former Director
for the Virgin Islands had sued NOAA because he was not being paid for his time on the
Council. The former Director won his suit and NOAA paid him approximately $3,000. After
this, the Virgin Islands paid their directors for participation during Council business. The
Directors were authorized payment via the Magnusson Steven Act for their time as long as they
were not also receiving payment from their respective government entity. In essence, they could
not be paid twice for participating in Council business. -said now most government

3
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agencies pay for their Directors to participate and thus have eliminated this clause or at least
made it somewhat obsolete within the Magnuson Stevens Act. As best the last

ith the U.S. Virgin Island to receive payment would have been Mback in
2005. (Serial 15)

Under the Magnuson Stevens Act, -said.
time as long as they were not iving payment from their respective agencies for
participation in council business. explained his office does not maintain any records

regarding payments made to any of the former directors. Payments made to ould
have come from —CFMC, who has been in this position fi
years. He would have all the records. |JPRYded some records he received from
relative to the FOIA requests and he noticed did receive several possible improper
payments because she marked she was on Comp Time on her Certification. This certification
would indicate she was paid twice; once by her agency for the comp time and once by the
council. ([s=id IR - required to sign a certification form stating they were
not being paid twice for participating in Council business. explained the CFMC
receives annual line item funding via NOAA which serves as the pass through for the funding.
(Serial 15)

were authorized payment for their

On January 19, 2011,
. provided records associated with payments to

documented via time sheet forms, the meetings attended on behalf of the CFMC.

submitted numerous payroll forms si her supervisor from the Government of Virgin

Islands of the United States indicaﬁngﬂook days of Leave Without Pay or C

Time to attend CFMC meetings. Other documents provided included letters from

in which she requested payment for h dance at CFMC meetings and indicated she had
attached the necessary approval forms. said he never had reason to question the character
0 r the forms submitted. (Serial 17)

S o o v e
recalled i 1ti ago and now

He has never doubted the credibility of
and has known him for years. According to would have received

payments from the CFMC in the same manner as I [JJlourchased a truck with his

ayments from CFMC, it would have been over 10 years ago because-replaced him as
ﬁm the year|JJill(Seria1 17)

B CFMC was interviewed.
by the CFMC which revealed that

A review of the doc ts revealed that -submitted time and leave related forms as
documentation to etween the years 2000 and 2006 for CFMC meetings she attended.
tated the forms submitted by:. to NOAA were certifications she was not receiving
duplicate payments. During this time period-eceived $34,749 based upon W-2’s from
2000 to 2006. (Serial 24) -
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On February 10, 2011 was questioned about documents from 2005 and 2006 contained in
his file which listed taking Compensatory time and still receiving payment from NOAA
for attending CFMC meetings. stated whether payments were proper when using
Compensatory Time came up nearly fifteen years ago when one of the former Directors sued
NOAA for not paying him. He ultimately won the case and the agency had to pay.

recalled contacting O ice of Co OAA who provided a verbal approval to
make these payments. According to had referenced the 1980 lawsuit which
NOAA had to make payments to Directors. said -left NOAA nearly 15 years ago

to ut recalled him saying &5 10ng as the requestor was taking Annual Leave,
Compensatory Time or Leave Without Pay he could make the payments. (Serial 18)

On February 10, 2011, | lNoaa/crvc as interviewed. [llladvised she
knew ecause he actually hired her 20 years ago. .-ecalled
the Cartboean Fishery Management Council when she was hired.

ears ago to become

Hand she has no contact information for him Jilillvas not familiar with the decision
qxade regarding payments to Directors, but did recall the 1980’s lawsuit referenced.

(Seral 20)
on February 14, 2011 | | | T~ o2/ crvc as interviewed.
ndvised he was employed by NOAA as ack in the 1980’s 0’s
and provided o the Caribbean Fishery Management Council of which was
the aid he did not advise concerning payments being made to

Directors. He has always considered an above-board individual and perhaps he just got
that issue with something else, given this was close to 20 years ago. ﬁstated he
did adviseﬁn a number of issues but does not recall this one.iaid he left NOAA
back in 1994. (Senal 19) _

On July 26, 2011, the reporting agent requested an opinion from the U.S. Departmnent of
of Special Counsel as to the appropriateness of payments to former
Mﬁomey, Office of Counsel provided the following response: (Serial 2
The Magnuson-Stevens Fishery Conservation and Management Act, 16 U.S.C.
Section 1801 et seq. created eight councils from regional groups of coastal
States and gave them certain authority concerning ocean fisheries to the
seaward of their member States. The Secretary of Commerce appoints a majority
of the voting membership for three-year terms. The remaining members, voting
and nonvoting, are State and Federal officers who serve ex officio. Section

1852(d), which addresses compensation and expenses, provides in pertinent
part:
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"The voting members of each Council who are required to be appointed by the
Secretary and who are not employed by the Federal Government or any State or
local government, shall receive compensation at the daily rate for GS-13, step
7 of the General Schedule, when engaged in the actual performance of duties
for such Council. The voting members of each Council ... shall be reimbursed
Jor actual expenses incurred in the performance of such duties, and other
nonvoting members and Council staff members may be reimbursed for actual

expenses. " '

Each fishery management council is required to develop standard
operating procedures. The Caribbean Fishery Management Council incorporated
the requirements of Section 1582(d) into its Statement of Organization,
Practices and Procedures (SOPPs), but included an internal policy decision to
the text. Section 12.4 of the Caribbean Council's SOPP which addresses
Council Member Compensation provides in pertinent part:

"The voting members of each Council who are not employed by the Federal
Government or any State or local government (that is, anyone who does not
receive compensation for any such government for the period when performing
duties as a Council member) receives compensation at the daily rate for the
[sic.] GS-13, step 7 of the General Schedule, when engaged in the actual
performance of duties as a Council member. Actual performance of duties, for
the purpose of compensation, may include travel time. ... State officials may be
compensated at the daily rate for the [sic.] GS-15, step 7 of the General

- Schedule, if they can document they are on leave without pay (LWOP)."”

The Caribbean Council's SOPP does not contradict the terms or the
intent of the Act, but rather supplements them through internal policymaking.
The SOPP, coupled with the personnel practices of the VI Government,
ultimately allow a state employee to claim leave without pay status, so that
s/he may request salary reimbursement from the (L From the facts
presented above, it appears that the former | imply followed the
rules and complied with both requirements in order to get paid.

The complainant also alleged _another e U.S. Virgin Island Fish
and Wildlife Department who held the position prior to had purchased a truck with

improper payments he received CFMC. (Serial 1)

B s interviewed and advised h is position wi b ond Wildlife Department
in 1999 and began working for the did recall purchasing a
used truck in 1992 or 1993 but said 1t was with his own money. He stated he purchased another

truck in 2005, which again was with his one money. (Serial 23)
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RECOMMENDATIONS

Supervisory review determined this investigation did not warrant further investigative resources
due to the lack of prosecutorial merit. Therefore, it is recommended this matter be closed.
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arps F
April 2, 2010

MEMORANDUM FOR: Dr. Jane Lubchenco
Under Secretary of Commerce
for Oceans and Atmosphere

FROM: Todd J. ZitSer

SUBJECT: OIG Investigation #PPC-SP-10-0260-P, Re: Destruction of
OLE Documents During an Ongoing OIG Review

Presented for your information, and any action deemed appropriate, are the results of our
investigation in the above-captioned matter. Our investigation was predicated upon

anonymous OIG Hotline complaint in November 2009 alleging tha1*
Office for Law Enforcement (OLE) within NOAA’s National Marine Fisheries Service (NMFS),
held a “shredding party” on November 20, 2009, which occurred “during the middle of the
investigation by the Office of Inspector General.” The investigation to which the complaint
referred was the nationwide review of OLE you requested, which was predicated upon concerns
raised by Members of Congress about reports of heavy-handed and unfair enforcement activities,

particularly in NOAA’s Northeast Region. We were subsequently contacted by a confidential
source who registered concerns similar to those in the anonymous complaint.

also interviewed other OLE staff. as well

Results in Brief

We determined that in October 2009, | NEEBeorroved the shredding of OLE headquarters
documents, office-wide, which was carried out when a truck from a mobile document destruction

company arrived on November 20, 2009, and spent an hour shredding multiple large bags of
documents on the street outside OLE headquarters. From what we were able to determine, about
six of OLE headquarters’ 40 employees participated, with ontributing the
majority of documents shredded, consisting of the contents of 140-plus files from his office,
which he estimated to be 75-80% of his total files. - ument destruction was
not a routine function for OLE; rather, the told us this was the first
such exercise in their ten-plus years with OLE. '

’-is equivalent to-s equivalent to_is equivalent to-
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We found that _along with certain senior and administrative staff, undertook this
document destruction without regard to the careful, deliberate management of records required by
federal regulation and Department of Commerce (DOC) policy. Such non-compliance is
particularly troubling given OLE’s obligation to ensure the proper management of its own
records—especially as a federal law enforcement agency that enforces recordkeeping violations
by the fishing industry it regulates. Moreover, the shredding occurred in the face of OIG’s
ongoing review of OLE, which required OLE to provide us with numerous records, and also
during ongoing litigation. As such, the shredding implicates an appearance of impeding both the
OIG review and the litigation. OLE’s senior management had an obligation to ensure retention of
the agency’s records while under OIG review,” as well as during the pendency of litigation. We
note that we did not find sufficient evidence to establish that the shredding was intended to
obstruct our ongoing review of OLE, although it posed an adverse impact to our ongoing review.

The shredding was done without the responsible OLE officials vetting it with their superiors in
NMFS and NOAA, consulting NMFS’ designated Records Management Official or NOAA’s
Office of General Counsel, or informing OIG in advance. Any or all of these w

rudent ste could have prevented the shredding. In hindsight,% r
xpressed regret for not recognizing the problems with the shredding before it
was carried out. [ dmitted that a reason he chose not to shred anything |

was because he recogni-zed it posedﬁan appearance isiue given OIG’s ongoing review of OLE;

however, he said he did not think to alert the o this risk, which he now regrets.

I i - -vising in retrospect that such shredding would not occur again

given the same set of circumstances, refused to answer the question of whether he should have

recognized at the time that the shredding was problematic, commenting that records manage ;
was not his area of responsibility. The
each answered this question in the affirmative. efusal was made

despite a Department of Commerce (DOC) directive requiring employees to be fully cooperative !
and forthcoming with the OI1G.?

L |
Findings N
_and members of his senior and immediate staff told us t shredding |
originated with -n October 2009 after she remembered mentioning to

her a year or so earlier that he someday wanted her to handle a project to get rid of old documents o

? Section 6(a)(1) of the Inspector General Act of 1978, as amended, provides that each Inspector General,
in carrying out the provisions of the Act, is authorized “to have access to all records, reports, audits,
reviews, documents, papers, recommendations, or other material available to the applicable
establishment which relate to programs and operations with respect to which that Inspector General has
responsibilities under this Act.” [emphasis added]

Department of Commerce Administrative Order (DAQ) 207-10 states, “Employees and officials shall
cooperate fully with OIG and provide the information or assistance that is necessary for OIG to fulfill its
obligations under the Inspector General Act.”
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that had accumulated in his office. -old us this recollection was prompted by her
retrieving an office travel file in response to a Freedom of Information Act (FOIA) request and
realizing that there were numerous old travel files that could probably be destroyed. She and
hhen coordinated arrangements for office-wide shredding, and
ent an email to all OLE headquarters’ staff on October 27, 2009, inviting them to take
advantage of professional shredding if they had a substantial amount of material. Over three

weeks elapsed between the invitation to shred and when the scheduled shredding truck arrived on
November 20, 2009.*

Neithe: [ . i

shredding, old usg he was too busy at the time to gather documents for
shredding, despite having instructed that “she must.. let the entire office know this

was going to happen, and give everyone an opportunity because...l wanted to make sure that we
were efficient...in spending the money.” aid he did not have any
documents to be shredded at the time, while as out on sudden, extended sick leave

beginning November 16, 2009, and had not yet assembled any documents. The
told us it did not occur to them that the shredding could be problematic in relation to OIG’s review.

Iso did not participate in the shredding. As shown below,
the account of his knowledge and actions regarding the shredding changed,
markedly, during and between our interviews with him:

— When interviewed,—initially told us that he did not shred because he

did not have time to assemble documents, but would have if he had the time since he did not
see an issue with it. He added that he would probably do so now because he still did not think
it would be improper.

— Later during this interview,_admitted that a reason he chose not to

shred anything was because he recognized it posed an appearance issue given OIG’s ongoing
review of OLE. Despite this recognition, he told us he did not think to alertdor

anyone else to this risk, which, in hindsight, he regrets.

— Over two weeks following our interview, | ||| GGG an onsolicited email
message to our lead investigator in this matter retracting his above admission. In this email he
stated, “[When interviewed] we discussed whether or not I made this decision [not to shred]
based on facts that included the current OIG investigation and then did not share my concerns
with others prior to the shredding. This was not the case. If I would have recognized this
action would have been perceived as it has, [ would have spoken up.”

— When reinterviewed the next day, again under oath_told us that his

admission during his prior sworn interview was correct and the email was inaccurate. His
explanation for the email assertion was that in reflecting on this matter in the time following

¢ —purchasing official for OLE headquarters, procured the mobile document

destruction services directly using the office credit card, at a cost of $206.
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our interview, without having a copy of the interview transcript, he experienced an incorrect
recollection.

dmitted that he did not review and apply required records disposition schedule
criteria in deciding which of his own file documents to shred; consequently, he could not
definitively say whether any documents that were destroyed were required to have been retained.
He also could not rule out that some shredded documents may have been pertinent to OIG’s
review, but said he did not believe any would have been relevant.

After we initially addressed the hotline complaint with on December 14, 2009, he
sent us an email in which he stated, “...I would never have imagined that anyone would seriously
suspect that this [shredding] activity was in any way inappropriate, regardless of the ongoing
review by your office...Nothing that would have been relevant to the matters subject to the
ongoing review by your office was disposed of...” When we interviewed him on March 5, 2010,
and asked how he knew that none of the files he shredded were of potential relevance to OIG’s
review, thedvised that it was a presumption that, in hindsight, he should not have made.

While providing us a topical listing of the 140-plus files he shredded and the approximately 42
files he retained (which he prepared after-the-fact in December 2009), theﬂould not
describe shredded documents in detail, telling us he simply looked over his files, not page-by-
page, and made his own judgments on what to shred and what to retain. He estimated that he
spent a total of about three hours over several days assembling documents for shredding. The

B st includes multiple shredded files of his that, on their face, would have been relevant
to our review (e.g., “Funds”, “GCEL Case Guidance”, “Operating Plans—NOAA”, “Purchasing”,
“Reports”, “Seizures”, “Travel,” and “Workforce Analysis™.)

was not provided policy guidance or limitations on what they could and could not shred. The
only instructions staff received were the shredding contractor’s "Do’s & Don’ts" for shredding
(e.g., paper clips are acceptable, rubber bands are not.) They could not definitively tell us who all
in headquarters participated in the shredding, and did not know what all had been shredded—
telling us determinations for shredding were left to individual discretion, relying on staff to follow
retention/destruction requirements.

As carried out, the shredding was non-compliant with a federal records management regulation
(36 C.F.R. § 1220), along with DOC and NOAA policy (Departmental Administrative Orders
205-1 and 205-3, and NOAA Administrative Order 205-1). These directives expressly require the
retention and safeguarding of agency records, and prohibit destruction of records without
following approved disposition schedule criteria. Key pertinent provisions are excerpted below:

e 36 C.F.R. § 1220.32(e) prescribes that, “Records, regardless of format, are protected in a safe
and secure environment and removal or destruction is carried out only as authorized in
records schedules.” [emphasis added]

U.S. Department of Commerce — Office of Inspector General
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e DAO 205-1, Section 4.04 requires that, “All records of the Department shall be listed and
described in an approved records schedule and shall be disposed of only as authorized by
that schedule.” [emphasis added]

o DAO 205-3, Section 5.02 requires that, “All offices and employees shall cause to be made
and preserved records containing adequate and proper documentation of the organization,
functions, policies, decisions, procedures, and essential transactions of the Department, and
designed to furnish the information necessary to protect the legal and financial rights of the
Government and of persons directly affected by the Department’s activities. No records
shall be removed except as authorized by this Order.” [emphasis added]

e DAO 205-3, Section 5.11 requires that, “Records authorized for disposal under an approved
Records Disposition Schedule or List may be removed only in accordance with the
procedures set forth in...DAO 205-1...” [emphasis added]

e NAO 205-1,” Section 5.08 identifies, “NOAA’s Records Disposition Handbook — document
listing NOA A’s records disposition schedules. These authorities are mandatory in
NOAA.” [emphasis added]

o NOAA’s Records Disposition Handbook provides disposition schedules specifying required
_retention periods (e.g., two years, five years, permanent) for the various types of records
maintained by NOAA organizations such as OLE.
I

In addition to not complying with the above-referenced records disposition regulation and policy,

the shredding implicates an appearance that it was done to conceal information from the OIG. As
noted above| recoonized this appearance problem in advance of the
shredding, yet did not intervene. and other officials also acknowledged that the

shredding posed such an appearance issue, as did other OLE staff with whom we spoke.
Compounding this appearance problem is that beyond the invitation to shred being extended to all
headquarters employees through nitial and reminder emails, it could also have had
the effect of signaling to OLE’s field staffs that shredding was acceptable during OIG’s ongoing
review of OLE. This appearance issue, along with that posed in relation to pending litigation,
implicates the following provision of the Standards of Ethical Conduct:

» 5CF.R. §2635.101(b)14) provides that, “Employees shall endeavor to avoid any actions
creating the appearance that they are violating the law or the ethical standards set forth in this
part. Whether particular circumstances create an appearance that the law or these standards
have been violated shall be determined from the perspective of a reasonable person with
knowledge of the relevant facts.”

We also investigated whether there may have been a violation of 18 U.S.C. 1516 — Obstruction of
a Federal Audit. Proof of such criminal violation requires evidence of intent to obstruct.
d the other OLE managers we interviewed adamantly denied any intent to obstruct OIG’s

> NAO 205-1, dated May 30, 1997, was in effect at the time of the shredding. It has since been
superseded by revision dated January 19, 2010.
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review of OLE. Absent additional information, there is not sufficient evidence at this time to
establish that the shredding was intended to impede our efforts. Notwithstanding, the shredding
necessarily limited our access to OLE records, thus posing an adverse impact to our ongoing
review.

old us he was surprised the shredding raised any concerns because there was no
attempt to be “clandestine” with it. and, at the time, he simply did not think of it in relation to the
ongoing OIG review. -told us he now regrets not having considered this and not
ensuring adherence to the records disposition requirements, expressing that it discredits him and
OLE. When we askediabout his December 14, 2009, email response after we first
addressed the shredding issue with him, he stated:

“[W]hen you raised it that day [in December 2009], I told you then, I was shocked. And I
should not have been. And when I sat in that hearing the other day [March 3, 2010] and
listened to the Chairwoman describe that and the way she took it and the way it was
characterized, I mean, I felt terrible because, you know, like she said, you're a law
enforcement official, why didn't you think of that. I don't know. I mean, I've been doing this
for 32 years.”

He further stated, “{I]t was just something that...] see now was poor judgment and I certainly
would never, ever have done it...given the consequences here. And I think it's put some great
jeopardy on me...” Beyond subjecting the agency and themselves to liability, because the

id not provide employees with guidance on
the rules and regulations for document destruction, this also exposed staff to potential personal
liability for non-compliance with the applicable regulation and policy—despite the shredding
being a function sanctioned by OLE management.

Both suggested to us that any staff having concern
about the shredding, namely the OIG hotline complainant, had a duty to raise it before the

' i oS misplaced responsibility; the fact is that the

had over three weeks to recognize that the scheduled
shredding was ill-advised from both the standpoint that it was non-compliant with applicable

regulation and policy, and because it implicated an adverse appearance in light of the ongoing
OIG review of OLE. Itis also the case that, by law and DOC policy, employees have the right to
contact the OIG and blow the whistle on suspected fraud, waste, and abuse, without fear of
reprisal and they are not required to first address their concerns internally with agency
management.

I'hey each said they had no advance knowledge of the shredding.

However] recalled that in about December 2009 or January 2010, eitherﬁ

I - (- -nd advised him, in general terms only, that OLE got
around to purging some old files, and they were letting him know just in case this was reported

in the press, in light of all the “noise” surrounding OLE at the time, particularly in the Northeast.
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_told us because he did not connect it to OIG’s review at the time, and did not recall
the advisement making reference to any complaint or being raised by OIG, he did not apprise
any NMFS or NOAA officials above him. He also said he assumed OLE followed proper
records management protocols in purging the files. told us he thought he advised
hat OIG had raised the issue, but said he could not be sure.

who had relocated to-conﬁ'rmed that he was not advised of the shredding in
advance, telling us he first learned of it through a media report followmg the March 3,2010,
Congressional hearmg ptly stated during our i “ IR
once a document e i’ ” As
ave acknowledged, it is not possible to know
definitively what all documents were destroyed in the shredding.

Recommendations
1. Federal law enforcement officers are a high standard of conduct. OLE’s own
disciplinary policy, issued by in 2008, states that “because law enforcement

employees occupy positions of special trust and responsibility, they must maintain the
highest standards of conduct.” In our view, the Under Secretary should not have to remind
NOAA’s senior law enforcement officials of the need to cooperate with OIG and other

investigations, and retain all relevant documents and follow records disposition requirements.

As OLE’s and NOAA’s top law enforcement officer, the s most accountable for the
regulation and policy non-compliance shown by these findings, along with the advexse

appearance inplicated. Accordingly, we recommend that vou consider a
administrative action for

based on their respective levels of involvement and

responsibility.
2. Significantly, the only person we spoke to within OLE headquarters who t o check
the rules and regulations on record disposition, prior to the shredding, was equivalent

employee. Based on this and our other findings, we recommend that NOAA
reinforce with its management and overall workforce the importance of adhering to records
retention/destruction requirements.

3. Because our findings show non-compliance with a government-wide records disposition
regulation promulgated by the National Archives and Records Administration (NARA), we
recommend that you determine whether notification to NARA is required, and make such

, notification as appropriate.

4. Given litigation involving OLE enforcement matters was pending at the time of the
shredding, we recommend that you determine whether these findings present any issues in
relation to any current discovery order or any active litigation hold on NOAA records, and
address them as appropriate.

The appendices to this memorandum contain summaries of the evidence for our findings in this
matter, presented by accountable official and regulations/policies implicated. Referenced therein
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are our interviews and other pertinent documentation, which are contained in the separate packet
of attachments to this memorandum, consisting of over 450 pages.

Please apprise us within 60 days of any actions taken or planned with respect to our findings and
recommendation in this matter. If you have any questions, or if we can be of further assistance,
please do not hesitate to call me at (202) 482-4661.
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OFFICE OF INVESTIGATIONS

REPORT OF INVESTIGATION

CASE TITLE:

Bering Sea Crab Rationalization
Kodiak, Alaska

FILE NUMBER:
FOP-WI-10-0405-1

TYPE OF REPORT

] Interim Final

BASIS FOR INVESTIGATION

On March, 18, 2010 the OlG received information during a walk-in interview of-
_alleging that Bering Sea crab crewmen have lost approximately $400 million in
harvest quota shares as a result of unjust actions taken by License Limitation Permit (LLP)
holders. Additionally, approximately 1,000 crab crewmen in the Bering Sea fisheries have lost
their jobs due to the Bering Sea Aleutian Island Crab Rationalization (BSAI/CR) program which
was passed despite alleged jurisdictional and legislative violations and non-adherence to the
National Standards (NS) of the Magnuson-Stevens Act (MSA), specifically NS numbers four (4),
five (5). and eight (8). The BSAI/CR also resulted in processor quotas that require crab
fishermen to sell 90 percent of their crab harvests to pre-determined processing companies,
potentially violating anti-trust laws [Serial 1].

RESULTS/SUMMARY OF INVESTIGATION

The complaint involves programmatic issues resulting from legislation that the complainant
disagrees with. Further, discussions with the U.S. Department of Justice (DOJ) suggested that the
viability of an anti-trust suit regarding crab rationalization is limited because U.S. Government-
created monopolies are condoned under current anti-trust statutes and case law. Based on the
foregoing, no further investigative action is warranted at this time.

f
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METHODOLOGY

This case was conducted through interviews and review of documentation including electronic
mail, regulations, articles, and documents from the National Oceanic and Atmospheric
Administration (NOAA).

DETAILS OF INVESTIGATION

8, 2010 we received information during a walk-in interview of _
alleging that Bering Sea crab crewmen have lost approximately $400 million in
harvest quota shares as a result of unjust actions taken by License Limitation Permit (LLP)
holders [Serial 1].

On May 17, 2010, _ further detailed complaints against NOAA’s Crab’
Rationalization program, specifically the allegation of potential anti-trust issues. He pointed out
that crabbers must abide by a 90% / 10% rule; where crabbers must take 90% of their catch to
the required processor and 10% can go to a processor of their choice. Based on this allegation,
there was a potential violation of 15 USC § 2, Allocation of Effort:

“Every person who shall monopolize, or attempt to monopolize, or combine or conspire
with any other person or persons, to monopolize any part of the trade or commerce
among the several States, or with foreign nations, shall be deemed guilty of a felony, and,
on conviction thereof, shall be punished by fine not exceeding $100,000,000 if a
corporation, or, if any other person, $1,000,000, or by imprisonment not exceeding 10
years, or by both said punishments, in the discretion of the court” [Serial 2].

Further, noting such potential anti-trust issues, the DOJ has voiced an opinion on this aspect of
the BSAI/CR and processor quotas. According to the Statement of _Deputy

Assistant Attorney General, Antitrust Division before the Committee on Commerce, Science and
Transportation of the U.S. Senate on February 25, 2004 the DOJ opposed the individual
processor quota element of the BSAI/CR. Speciﬁcally,_states:

“We recommended that NOAA oppose the individual processor quotas, or IPQ, element
of the council’s proposed program. Processor quotas would impose new regulatory
" requirements that produce anticompetitive results in the processing market” [Serial 13].

Despite such recommendations, the North Pacific Fisheries Management Council (NPFMC)
included this element in the regulations. However, the regulations do include a requirement that
NOAA report to DOJ on any anti-competitive behavior within crab fisheries. Specifically, 16
U.S.C. 1862 was amended to include the following:

- FOR OFFICIAL USE ONLY

This document is the property of the Office of Inspector General and is loaned to your agency. Do not
incorporate it in any permanent records without prior permission. Any request for disclosure or further
dissemination of this document or information contained herein should be referred to the Principal
Assistant Inspector General for Investigations, DOC OIG. Release authority determjned under 5 USC 552

t



NLESS O THERWISE NO I ED

Al Redactions Pursuant o b(7) (c)

OFFICE OF INSPECTOR GENERAL
OFFICE OF INVESTIGATIONS

...The Secretary of Commerce, in consultation with the Department of Justice, shall
develop and implement a mandatory information collection and review process to
provide any and all information necessary for the Department of Justice to determine
whether any illegal acts of anti-competition, anti-trust, or price collusion have occurred
among persons receiving individual processing quotas under the Program [Serial 5].

also argued that National Standard (4) and (5) under the Magnuson Stevens Act
(MSA) prohibits such an inequitable allocation of resources. National Standard (4) states:

Conservation and management measures shall not discriminate between residents of
different States. If it becomes necessary to allocate or assign fishing privileges among
various United States fishermen, such allocation shall be (A) fair and equitable to all
such fishermen; (B) reasonably calculated to promote conservation; and (C) carried out
in such manner that no particular individual, corporation, or other entity acquires an
excessive share of such privileges [Serials 2 and 5].

National Standard (5) states:

Conservation and management measures shall, where practicable, consider efficiency in
the utilization of fishery resources, except that no such measure shall have economic
allocation as its sole purpose [Serial 5].

In addition,_alleged the fisheries council does not follow due process in drafting
and issuing regulations. The Governmental Accountability Office, in its report: Fisheries
Management: Core Principles and a Strategic Approach Would Enhance Stakeholder
Participation in Developing Quota-Based Programs (GAO-06-289) reported similar findings.
GAO reported that “[National Marine Fisheries Service (NMFS)] has neither developed a formal
stakeholder participation policy nor provided the councils with guidance or training on how to
develop and use a strategic approach to enhance stakeholder participation” [Serial 6].

Added to a lack of due process,_also alleged coercion of crewmembers by skippers
to not testify before the council against the rationalization program. He further alleges Council
members’ inherent bias and disregard of the crew’s concerns over this and other proposals. He
alleges that “holding the crew off for 5 years and avoiding a political demagogue, and killing all
motions for change that would recognize the contractual, historical participation of crew was
designed to defraud other rights holders (given that anyone should have such quota rights at
all)” As a result, he states that due process is not practiced on the part of the Fisheries
Management Council [Serial 11].

He gave three examples of crew members being coerced into remaining silent on which he bases
this allegation:
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¢ In 2002, at one NPFMC council meeting the skippers that were present went on record to

advocate a change in share allocation from 10 — 12% to 3% for the crew. The crew

members that were present were held against the wall by skippers threatening that if they

go on the record as against this new program they would be fired from the boat. A
itnessed these incidents and has photos.

¢ In 2007, crew members went to a NPFMC meeting where a
wanted to get into the fishery, but he did not have a quota because he did not have a
“history”. He was told that if he went on the record at the meeting he would have his
licenses revoked.

. who was going to speak at a NPFMC meeting and according to -
eceived a call before the meeting telling him that if he were to speak he
would lose his job [Serial 2].

On May 27, 2010 we contacted NOAA Office of Law Enforcement (OLE) agent
who is stationed in Alaska. SA -stated that he was aware of the discontent among the
crew members and has received similar complaints in the past fromi

with regard to coercion. However, he noted that he was never given much detail
into the specific threats. He advised ||| B to report the threats to local law enforcement
which would have jurisdiction over such allegations [Serial 3].

On June 3, 2010 —provided contact information for the crew members above. We
attempted to contact a number of crew members regarding the allegations but many were unable
to be reached. We were able to reachﬂwho were unable to give us

specific instances of coercion [Serials 4 and 16].

On September 20, 2010 we discussed the issue the complainant raised above with regard to the
crab rationalization program with AUSA‘ Antitrust Division. He stated he is
familiar with the program and noted that current U.S. Government-created monopolistic
behaviors are condoned. As such, there are few remedies in such situations [Serial 10].

On March 15, 2011 a supervisory review resulted in direction for this case to be closed because
of the facts to date and competing case priorities. The primary issues involve dissatisfaction with
legislative changes [Serial 12].
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REPORT OF INVESTIGATION

FILE NUMBER:
HQ-CC-10-1311-1

CASE TITLE:

poo: I

National Oceanic & Atmospheric Administration

TYPE OF REPORT
3 miterim Final

BASIS FOR INVESTIGATION

The NOAA vessel

is a government oceanographic research vessel based in
just completed a forty-eight day mission to the Gult ol
Mexico, returning to ] n August 28, 2010, -cr\'cd 2 R

or the entire forty-cight day mission. While at sca. personnel
MbIG to use their personal computers to connect to the intemet
through the vessel’s government computer network. The vessel’s network then sends the wallic
through a router to a satellite and then on to a ground station. The tratfic then travels through an
indeterminate number of intermediary routers to the NOAA Network Operations Center (NOC).
All traffic coming across the NOC is copied to the Computer Incident Response Team (CIRT)
equipment, as well as being sent on to its final destination such as a website. Traflic back from
the final destination to the computer on board the vessel follows the same route in reverse. The
copied traffic stream received by the CIRT equipment is subsequently examined for the presence
ol'malicious software or other suspicious activity. If such activity is found, the data is then
saved to a disk for later analysis. As part of the NOAA Acceptable Use Policy, employees are
warned against downloading, viewing and storing sexually explicit or sexually oriented
materials. Employees were also advised that any use of government communications resources
i1s not secure. private, nor anonymous and that systems managers employ monitoring tools to
detect umproper use. completed training on the Acceptable Use Policy on March 31,
2010.
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On August 27, 2010, NOAA IT security personnel discovered a NOAA IP address had been the
source of a Google search containing keywords indicating that the object of the search was child
pornography. Further investiiation established that this computer address was located aboard

the NOAA ship based in || (Exbibit 13)

This investigation concerns alleged violations of Title 18, United States Code, Sections 2252 and
2252A, relating to material involving sexual exploitation of minors. 18 U.S.C § 2252(a)
prohibits a person from knowingly transporting, shipping, receiving, distributing, reproducing for
distribution, or possessing and/or attempting to receive any visual depiction of minors engaging
in sexually explicit conduct when such visual depiction was either mailed or shipped or
transported in interstate or foreign commerce by any means, including by computer, or when
such visual depiction was produced using material that had traveled in interstate or foreign
commerce. 18 U.S.C § 2252A(a) prohibits a person from knowingly transporting, shipping,
receiving, distributing, reproducing for distribution, or possessing and child pornography, as
defined in 18 U.S.C § 2256(8), when such child pornography was either mailed or shipped or
transported in interstate or foreign commerce by any means, including by computer, or when
such child pornography was produced using materials that had traveled in interstate or foreign
commerce.

RESULTS/SUMMARY OF INVESTIGATION

(A E)

identified a total of 321,021 graphi images of adult pornography on
personal computer. A review of the nnual cruise schedule and
and Attendance (T&A) records disclosed 113 pornographic images associated with internet
activity that were downloaded during Days At SEA (DAS) in April 2010 and August 2010. Of
the 113 pornographic images associated with internet activity 17 images identified by NOAA
CIRT on the activity logs were validated by computer forensic media analysis as residing in the
user created My Documents/My Pictures/XXX/DL folder onﬁpersonal computer. No
images of child pornography or child erotica were discovered. ¢ final forensic report was
provided to NOAA Office ine and Aviation Operations, Resource

for administrative action. Wresigned from government service OW

prior to any adverse actions. (Exhibit 18)

METHODOLOGY

(b\c‘ﬂ@ . ] _
identified a total of 321,021 graphic files and 773 images of adult pornography on
hard drive. Of the 113 pornographic images associated with internet activity 17 images
identified by NOAA CIRT on the activity logs were validated by computer forensic media
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analysis as residing in the user created My Documents/My Pictures/XXX/DL folder on
_omputer. (Exhibit 18)

Computer Forensic Media Analysis was performed on all hardware as permitted by the search
warrant. No images of child pornography or child erotica were discovered. All computer
forensic results were validated by a second analysis using Encase Version 6. The final Forensic
report was provided to NOAA Office of Marine and Aviation Operations, Resource Management
Branch for Administrative Action. (Exhibit 18)

DETAILS OF INVESTIGATION

wit jstanc
vesse)

NCIS agents ] -
when it the With the assistance of the
CaptainWand the vessel’s Electronics Technician, [l it was determined
that the target computer had been assigned IP address 10.48.21.115, which was later found to be
the same IP address identified by NOAA CIRT as being assigned to the suspect computer (each
computer aboard the vessel is assigned its own unique IP address). The logs maintained by the
_lso listed the identification data for the suspect computer as “Admin-
f953747fa”. Based upon this information, the Electronics Technician was able to determine that
the suspect computer was a personal computer owned by one of the crew members and not one
of the government computers located on the vessel. SA sked the crew members if any of
them had personal computers on board the vessel. Nine crew members identified themselves as
possessing personal laptop computers. Written consent was received from all nine crew
members, including& to search his laptop to find the Media Access Control address
(MAC address). The nine consent searches led to the discovery of the MAC address assigned to
the suspect comiuter, 000802DC0348, being found on a Compaq Evo 620 laptop computer

owned by Exhibits 3, 4, 6-12) _was advised of his rights and was provided
Garrity and Weingarten Warnings and interviewed by Special Agents _
(Exhibits 1 & 2)

During the interview admitted he owned the suspect computer and had used that
computer on at least two occasions in the past three days to search and view pornography on the
NOAA network while he was on board the ship.‘stated that he had been conducting
searches for girls aged 18-22, “young chicks,” “barely 18”, and “teen something.” When asked
inp how the phrase “9, 10, 11, 12 year old jailbait pics” appeared in his network traffic,
responded that he did not know how that happened. cknowledged that he
was the sole user of this computer and it is password protected. He further indicated that he had

seen pictures of young children during his web surfing but said they were wearing bathing suits.
(Exhibit 5)
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All NOAA personnel are informed prior to boarding a NOAA vessel that all personnel give
implied consent to conform with safety and security policies of the vessel’s command and all
spaces are subject to inspmrch. At the direction and with the consent of the vessel’s

in_the cabin used b was searched for evidence of child pornography.
ided consent to search his personal belongings op the vessel. SA ||| G
searchec abin and located a backpack and duffle bag. -also retrieved and

produced two black trash bags from a storage closet in the ship’s gymnasium. |||l ttered
to show the SA’s the contents of the two trash bags, the backpack and the duffle bag and he
removed items which he allowed the agents to seize. SA seized a Fujitsu external
computer hard drive (Model MHT2060AT, Serial Number NNSWT4112NA7). This hard drive
was formerly a laptop hard drive that_had converted into a portable hard drive that
could be connected to his laptop via a USB cable. also released to SA-ony
DVDs with hand written labels, ten compact discs with hand written labels, and eighteen
commercially produced DVDs. Tmally produced DVDs bore labels indicating that
they contained adult pornography.

ubsequently declined to continue with the
interview and the interview was terminated and ﬂdeparted the ship.
On August 31, 2010, United States Magistrate Judge— issued a search warrant,
case number 1:10MJ192A forﬁ laptop computer and Fujitsu external hard drive.
(Exhibit 17)

During the period September 3, 2010 through November 22, 2010, computer forensic media
analysis was performed on Fujitsu Hard Drive Model Number MHW2040AT, Serial Number
K000T822BYBL, 40 GB removed from the Compaq Evo 620 Lap top computer, Serial Number
2UA446P1SZ and Fujitsu external hard drive Model Number MHT2060AT, Serial Number
NN7WT4112NA7, B_all hardware as permitted by the search warrant. Forensic

(@(ﬂ (g examination using idegy total of
321,021 graphic files of all types and 773 images of adult pornography on hard
drive. No child pomograihy images were found. A review of the annual cruise

schedule and Time and Attendance (T&A) records disclosed 113 pornographic
images associated with internet activity that were downloaded during Days At SEA (DAS) in
April 2010 and August 2010. Of the 113 pornographic images associated with internet activity
17 images identified by NOAA CIRT on the activity logs were validated by computer forensic

media analysis as residing in user created My Documents/My Pictures/XXX/DL
folder. (Exhibit 18)

Mbstantiated the final forensic report was provided to -

OAA, NOAA Marine and Aviation Operations, Marine
and Aviation Operations Centers, Marine Operations Center, Resource Management Branch, for
use in administrative actions. (Exhibit 18)
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On—voluntarily resigned from government service. This resignation

occurred prior to any adverse administrative actions being taken by NOAA. (Exhibit 20)

On May 12, 2011, Assistant United States Attorney (AUSA) as presented
the details of this investigation. Based on the reported details AUSA formally declined
this case for prosecution. (Exhibit 21)

This investigation is closed.
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REPORT OF INVESTIGATION

CASE TITLE: FILE NUMBER
FOP-WF-10-1331-1

National Institute of Standards & Technology (NIST) TYPE OF REPORT
ivision [ Interim BJ Final

Gaithersburg, MD

BASIS FOR INVESTIGATION
In September 2010, the Department of Commerce (DOC), Office of Inspector General (OIG),
received information alleging that NIST without authorization, transferred

two circuit boards from a NIST mass spectrometer to —
I K orisruhe, Germany. Based on shipping records,
I

transferred the first circuit board on April 17, 2009, and the second one on May 8, 2009.
valued the two circuit boards at “$50.00” each when he shipped them with a stated purpose of “loan
for testing.”

SUMMARY OF INVESTIGATION

Our investigation substantiate,

a NIST mass spectrometer to

Karlsruhe, Germany, without following established administrative policy for the removal and
transfer of NIST property.

METHODOLOGY

This case was investigated by conducting multiple witness interviews and reviewing documentation,
including internal correspondence and applicable administrative regulations.

Distribution:  OIG _X_ ~ Bureauw/Organization/Agency Management ___ DOJ: ___ Other (specify):
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DETAILS OF INVESTIGATION

On September 7, 2010, the OIG Hotline received a complaint from _a]leging that in
January 2010, another NIST—misappropriated a NIST-owned circuit
board from a NIST mass spectrometer, and sent it overseas. The complainant alleged the value of the
circuit board was approximately $15,000. Subsequently, on September 16, 2010, the complainant
informed OIG that ad sent a second circuit board approximately one month after
sending the first circuit board. The value of the two boards was undetermined because they are
component parts to a machine that is no longer manufactured; thus, the components have no readily
determinable market value. (Serials 22, 23) The shipping papers list the p ipping as a
“loan.” (Serials 10, 11) This investigation focused on determining whether transferred
two circuit boards from a NIST mass spectrometer overseas to and the
circumstances swrounding the alleged transfer. (Serial 1)

The NIST Administrative Manual which regulates “Personal Property Acquisition, Accountability,
Control, and Utilization,” covers, among other things, loans outside NIST and states, in part: “All
loans outside NIST must be documented on Form NIST-393. Equipment Loan Authorization,
Receipt, and Property Pass, and require approval by the Personal Property Office. Loaned personal
property must have a NIST bar code or a blue label to identify it as NIST U.S. Government personal

property.” (Serial 20)

OIG received NIST shipping paperwork showing that on April 17, 2009, and again on May 8, 2009,

_shipped, in jrcnit board he valued at “$50.00” with a stated purpose
of “loan for testing” to Germany. (Serials 10, 11) OIG, after speaking with
Division Office Manage; was not able to find any corresponding authorization

paperwork, such as a Form NIST-393, for the two shipments. (Serial 17)

On November 24, 2010, durj interview, onfirmed that he had shipped the two
ircui in question to n Germany. tated that he had done so because
ad reached out to colleagues in the field for replacement parts for his mass
spectrometer, and that the circuit boards in guestion were sitting in a hallway at NIST, with NIST
having no intention of repurposing them. ﬁstated that he did not complete a Form NIST-393
at the time he shipped them; specifically, stated “I did not process a loan form at that
time...” [emphasis added]. explained this oversight: “possibly because I just didn’t think to
do so in my eagerness to expedite the shipping to help get instrument back into
operation as soon as possible. It is also possible that 1 thought that the value of these items was so
small after eight years of use, or because they were not part of the NIST property inventory system,
that a Joan form was not required.” (Serial 26)

In his statement of November 24, 2010, -states “[iJt should be clear that I received no
personal monetary or material benefit from the transfer of this equipment. The only benefit I derived

2
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was the satisfaction of knowing that these circuit boards that were worthless to NIST and would
have eventually been discarded, were instead allowing a laboratory that supports a critical
international mission to continue its important work.” (Serial 26)

ber 10, 2010,
Material Measurement Laboratory, NIST, who is

cham, stated that he had reviewed statement anthis review and knowledge of
the circumstances he sees no probléms with the fact that sent the circuit boards tofij

FHE acknowledged that -.'lid not follow appropriate procedure by not filling out
e ‘

appropriate loan paperwork and by not working with the division property manager,
© (Serial 34)

On December 17, 2010, orwarded to OIG an email from |[JJJJJJiseot to both him
and the complainant), wherein stated, among other updates, that he would be returning
the two circuit boards to NIST because he had gotten his machine operati e two circuit
boards were no longer of any use to him. (Serial 28) On January 24, 201 Ierﬁrmed that

had returned the two circuit boards. (Serial 31)

Because the two circuit boards were returned to NIST and-stated that ctions

were not of significant concern, OIG has concluded that this matter needs no further investigation.
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Rres OF

MEMORANDUM FOR:  File
FROM: _Special Agent
THROUGH: B o Spccial Agentin Char

DATE: September 26, 2011

SUBJECT: ACTION MEMORANDUM OF COMPLAINT - CLOSURE

RE: _Govemmem Services Group (GSG)

OI Case FOP-AF-11-0560-P

On August 15, 2011, contacted the DOC OIG Hotline and filed for
Whistleblower Reprisal (WBR) protection under the American Recovery and Reinvestment Act
‘ARRA) $1553. alleced that nade numerous comments {o
(see OIG
alluding to ability to influence State authoritics to terminate
employment. believes the threats were made because told the FBI GSG
and other contractors were committing grant {raud on Broadband Technology Opportunities
Program (BTOP) grants awarded to the North Florida Broadband Authority (NFBA) and the
Florida Rural Broadband Allhance (FRBA).

We conducted an interview of-on Scptember 20. 201 I.—

with Florida's State Board of Administration. Investment Programs and Governance division.
has never been employed with any of the pringipal entjitics associated with the BTOP
grants. nly affiliation with GSG is through who was a_
emplovee. stated has not taken any action against him. filed for
WBR protection as a proactive measure in casc attempted to cffect his
has high level State contacts including contacts
may usc to
disclosure Lo federal authorities.

Case #11-0531

overnor's office which
s a result of]

ARRA §1553 requires the following burdens of proof be met in order for an individual to qualify
for WBR protection: (1) the person seeking WBR protection must make a disclosure to federal
authorities (ARRA §1553(a)). (2) the official in question undertook a reprisal against the
employee (ARRA §1553(a)), (3) the employee was discharged. demoted or otherwisc
discriminated against ((ARRA §1553(a)) and (4) a disclosure occurred where the official
undertaking the reprisal knew about the disclosure or there is "evidence that the reprisal occurred
within a period of time after the disclosure such that a reasonable person could conclude that the
disclosure was a contributing factor in the reprisal” (ARRA §1553(c)(1)(1)).

The DOC OIG/O1 investigation revealed

: did not satisfy the first three legal elements
of proof to qualify for WBR protection: (1)

made the disclosure to

L
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federal authorities, (2) -did not undertake a reprisal againstml (3)-
was not discharged, demoted or otherwise discriminated against by or any entity

associated with the NFBA or FRBA grants. Since the first three elements of proof were not met,
it is immaterial i.was aware _ made a disclosure to federal
authorities.
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