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May 21,2012 

UNITED STATES DEPARTMENT OF COMMERCE 
Office of Inspector General 
Washington, D.C. 20230 

This is in response to your Freedom of Information Act (FOIA) request to the Office of Inspector 
General (OIG), in which you seek a copy of each biannual response to Senators Grassley and 
Coburn regarding their April 8, 2010 request to the Commerce Department Office of Inspector 
General to provide a summary ofOIG's non-public management advisories and closed 
investigations. 

A search of records maintained by the OIG has located 43 pages that are responsive to your 
request. We have reviewed these pages under the terms ofFOIA and have determined that all43 
pages may be released in their entirety. Copies of these 43 pages are enclosed. 

If you have any questions, please contact Meghan Chapman at (202) 482-5992. 

Wade Green, Jr. 
Counsel to the Inspector General 

Enclosure 



June 15,2010 

The Honorable Charles E. Grassley 
Ranking Member 
Committee on Finance 
United States Senate 
219 Dirksen Senate Office Building 
Washington, D.C. 20510 

The Honorable Tom Coburn 
Ranking Member 

UNITED STATES DEPARTMENT OF COMMERCE 
The Inspector General 
Washington, D.C. 20230 

Committee on Homeland Security and Governmental Affairs, 
Permanent Subcommittee on Investigations 
United States Senate 
340 Dirksen Senate Office Building 
Washington, D.C. 20510 

Via Electronic Transmission 

Dear Senators Grassley and Coburn: 

This letter is in response to your April 8, 20 I 0, request for information. The OIG has not 
experienced situations since October 1, 2008, where the Department or an operating unit resisted 
or objected to OIG oversight in a significant manner. Offices of Inspectors General operate in 
environments where a certain tension inherently exists between them and the agencies they 
oversee. The Department of Commerce Office of Inspector General (OIG) is not immune to this 
tension. From time to time, agency operating units may "filter" OIG access to information such 
as when an agency liaison becomes involved to a point where communications do not flow freely 
between OIG staff and individual agency staff. Also, an agency may delay providing access to 
OIG staff until after meeting with the Inspector General or other OIG principal. The OIG 
recognizes these potential obstacles and addresses them appropriately as they arise. 

Although the OIG has not experienced significant resistance or objection to its oversight 
recently, in late 2008 the OIG was continuing to experience certain information access issues 
involving the Census Bureau. The OIG and Census resolved these issues by December 2008. 
We alerted the Committee on Homeland Security and Governmental Affairs to these issues. 
Chairman Lieberman, Ranking Member Collins, Senator Carper, and Senator Coburn sent a 
letter to the Census Director on September 16, 2008, which was helpful in resolving the issues. 
Enclosed please find a copy of the Committee's letter (see enclosure 1). 



For some time prior to December 2008, Census prohibited OIG staff from removing Title 13 
information from Census facilities or otherwise accessing that information outside of Census 
facilities. Census cited its guidelines and policy concerning safeguarding of Title 13 information 
as the reason it restricted the OIG to on-site only access. The OIG was also experiencing delays 
in Census's response to OIG requests for meetings and information. Although Census's 
restrictions did not pose significant, immediate problems, we anticipated that the restrictions 
would become particularly problematic given our oversight responsibilities for the upcoming 
2010 Decennial Census. Census has since amended its guidelines and policies to provide OIG 
staff greater access and has also made efforts to better manage OIG requests and improve its 
responsiveness. This included providing the OIG a stand-alone data access terminal in OIG 
offices in the main Commerce Building. I also note that, at the initiation of Census Director 
Groves, conference calls among the OIG, GAO, Census Director and Deputy Census Director 
are being held twice weekly to discuss ongoing operations and issues identified by our oversight 
of the decennial. These calls provide unprecedented access to the Census Director, enabling the 
parties to address-in real time-problems the OIG and GAO are finding. 

Per your request, enclosed are summaries of all OIG investigations, evaluations, and audits that 
have not been previously publicly disclosed (see enclosure 2). This information is being 
provided for matters that were closed from January 1, 2009, through April30, 2010. 

In your letter, you also request a courtesy copy of the OIG's reply to the Ranking Member ofthe 
House Committee on Oversight and Government Reform regarding outstanding OIG 
recommendations that have not been fully implemented. Enclosed please find a copy of our 
response (see enclosure 3). 

If you have any questions or require additional information, please do not hesitate to contact me 
at (202) 482-4661. 

ely, ; -
T~~,)~ 
Enclosures (3) 

cc: The Honorable Gary Locke, Secretary of Commerce 
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DAN!i l !<_ A!\;\0::/'.. HA<.Vt.>!i 
THOMAS H CAr~r-rK. DE-tJ,VVAt'' 

M!CHM: .. ~. ALG<ANL.n H. ::-.r;;n: D!REC7'Gfi 
BRAf\J00N \'UJICW, \'1!:'-;fnn v D!f'LCTCR 

The Honorable Steven Murdock 
Director 
U.S. Department of Commerce 
Bureau of the Census 
Washington, DC 20233 

Director Murdock: 

~nitcd ~tatcs ~rnotc 
COMMITIEE ON 

HOMELAND SECURITY MW GOVERNMENTAL AFFAIRS 

WASHINGTON, DC 20510-6250 

September 16, 2008 

In view of well-known information technology contracting issues and other challenges 
confronting the 2010 Census, we are troubled to learn that there are ongoing concerns about the 
working relationship between the Census Bureau and the Department of Commerce Inspector 
General (IG) and the Government Accountability Office (GAO). 

In particular, we understand that in June 2006, the Census Bureau circulated a 
memorandum to both the Commerce IG and the GAO regarding certain statutory protections 
governing sensitive census data. Although the Census Bureau indicated that this memorandum 
was simply a reminder of existing policy, both the IG and the GAO view the memorandum as a 
departure from established practice. The IG and the GAO have also indicated that the 
restrictions on data access outlined in the memorandum could impede their ability to conduct 
important oversight. 

We understand that the Bureau is properly concerned about protecting sensitive data 
provided as part of the census process, but are disappointed to learn of restrictions placed on the 
IG's and the GAO's efforts to provide thorough oversight of the Bureau's activities. Our 
concerns are heightened by the serious problems the Bureau has been facing in its preparations 
for the 2010 Census, most notably the concerns with the Field Data Collection Automation 
program. Such problems increase the need for effective oversight by both the IG and the GAO 
to ensure the quality of the census data. Other agencies that deal with sensitive data have 
resolved similar disputes. For example, the Internal Revenue Service (IRS) has entrusted 
confidential taxpayer information to the Treasury Inspector General for Tax Administration 
(TIGTA) and the GAO for limited and temporary use offlRS grounds. We expect the Census 
Bureau can reach similar satisfactory agreements with the Commerce IG and the GAO. 

Accordingly, we urge the Bureau to do all it can to facilitate the work of the IG and the 
GAO and to quickly complete any reviews of applicable law necessary to expeditiously resolve 
this matter. This review should help establish reasonable safeguards to ensure that the 
Commerce IG and the GAO can effectively perform their vital duties while also protecting 
sensitive data from improper disclosure. 



We would appreciate your prompt response to these concerns. If you have any questions 
regarding this matter, please have your staff contact Kristine Lam or Lisa Nieman, staff members 
of the Committee on Homeland Security and Government Affairs, at (202) 224-8539 or (202) 
224-9296, respectively. 

d~::;~rp~ 
Chairman 
Subcommittee on 
Federal Financial Management 

Sincerely, 

Susan M. Collins 
Ranking Member 

Ranking Member 
Subcommittee on 
Federal Financial Management 



Enclosure 2 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 2 

Summaries of Closed, Non-public Matters of the Office of Audit and Evaluation 
(Matters Closed from January 1, 2009 through Apri130, 2010) 

• The OIG completed audits of several Manufacturing Extension Partnerships (MEP) 
during the applicable period. Some of the MEP reports were not publicly released, but 
were released in "abstract" only. The four MEP reports released in abstract are: Florida 
Manufacturing Extension Partnership Award No. 70NANB3H2002 (ATL-18568); 
Massachusetts Manufacturing Extension Partnership Award No. 70NANB5H1144 (DEN-
18135); The University ofTexas at Arlington Manufacturing Extension Partnership 
Award No. 70NANB5H1005 (DEN-18573); and State of Ohio Department of 
Development MEP Award No. 70NANB5H1188 (DEN-18604). These abstracts are 
attached hereto for reference. 

• The OIG engaged KPMG to conduct financial statement audits of the Department of 
Commerce and two of its bureaus during the applicable period. These audit reports were 
not publicly released, but were released in "abstract" only. The three reports released in 
abstract are: FY 2009 Financial Statement Audit, U.S. Patent and Trademark Office 
(FSD-19650); FY 2009 Financial Statement Audit, U.S. Census Bureau (FSD-19651 ); 
and FY 2009 Financial Statement Audit, Department of Commerce (FSD-19652). These 
abstracts are attached hereto for reference. 

• The OJG completed a review of the National Oceanic and Atmospheric Administration's 
Environmental Satellite Processing Center pursuant to the Federal Infom1ation Security 
Management Act of2002 (FISMA). This report (OAE-19730) was not publicly released, 
but was released in "abstract" only. This abstract is attached hereto for reference. 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 2 

Summaries of Closed, Non-public Matters of the Office oflnvestigations 
(Matters Closed from January 1, 2009 through April 30, 2010) 

Below is a list of unreported investigative cases closed during the period from January 1, 2009 
through April 30, 2010. The OIG identified thirty-four (34) responsive cases. The OIG 
identified twelve (12) additional cases closed during that period that had been reported in the 
OIG's semiannual reports to Congress. The cases summarized below are indexed by case 
number. The OIG can provide further information about specific cases if referenced by the case 
number. 

1) 18638: A National Oceanic and Atmospheric Administration (NOAA) contractor was 
alleged to have engaged in possible contract fraud. Case was closed without actionable 
findings. 

2) 19462: An allegation that the National Telecommunications and Information 
Administration (NTIA) mishandled consumer data. Case was closed without actionable 
findings. 

3) 19307: A NOAA contractor was alleged to have engaged in possible contract fraud. Case 
was closed without actionable findings. 

4) 19054: A National Institute of Standards and Technology (NlST) grantee was alleged to 
have misused grant funds. Case was closed without actionable findings. 

5) 19020: An International Trade Administration (ITA) employee was alleged to have forged 
a supervisor's signature. Result was an administrative reprimand in April 2009. 

6) 19007: NTIA grantees reported being contacted by an unknown person or entity soliciting 
proprietary information and falsely claiming a contractual affiliation with NTIA. Subject 
was never identified. Case was closed without actionable findings. 

7) 18999: An Office of the Secretary (OS) employee was alleged to have altered a leave and 
earnings statement on behalf of another employee to facilitate a credit report. Case was 
closed without actionable findings. 

8) 18949: A NOAA employee was alleged to have exceeded his official authority. Case was 
closed without actionable findings. 

9) 18931: A NOAA employee was alleged to have used his work computer to access child 
pornography. Child pornography was not found. Case was closed without actionable 
findings. 

10) 19749: A NOAA grantee was alleged to have misused grant funds. Case was closed 
without actionable findings. 

II) 18718: An OIG employee was alleged to have received transit subsidies while also 
receiving a Department of Commerce-paid parking space. Employee resigned while under 

investigation. 
12) 18411: A Census Bureau employee was alleged to have misreported time and attendance. 

Case was closed without actionable findings. 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 2 

13) 18538: GAO reported various Department of Commerce employees had been identified as 
possibly having abused transit subsidies. Closed without actionable findings. Note: if an 
individual allegation was identified as having merit it was opened as a separate case and 
would have been reported as such. 

14) 18603: Patent and Trademark Office (PTO) budget officials were alleged to have violated 
the Antideficiency Act in handling a transition between fiscal years. Case was closed 
without actionable findings. 

15) 18403: A PTO employee was alleged to have engaged in improper hiring and contracting 
practices. The employee resigned while under investigation in June 2008. 

16) 18314: A NOAA employee was alleged to have engaged in a conflict of interest with 
regard to a training contract. The employee resigned while under investigation in June 
2007. 

17) 18305: An allegation was received that various NOAA and Economic Development 
Administration (EDA) grants may have been within the scope of a broader array of 
improper earmarks allegedly made by a member of Congress and being investigated by the 
FBI. Case was closed without actionable findings. 

18) 18162: A NOAA employee was alleged to have improperly disposed of surplus property. 
Case was closed without actionable findings. 

19) 18392: An IT A Foreign Service National (FSN) employee in Iraq was alleged to have 
engaged in corrupt business practices. Case was closed without actionable findings. 

20) 19755: A NOAA employee was alleged to have misused various government computers, 
databases and records. Case was closed without actionable findings. 

21) 19508: A NOAA employee was alleged to have stolen a piece of shipboard equipment. 
Case was closed without actionable findings. 

22) 17526: A seafood company was alleged to have conspired to control the purchase price of 
a shipment of fish seized for regulatory reasons by NOAA. Case was closed without 
actionable findings. 

23) 19545: A Minority Business Development Agency (MBDA) employee was alleged to 
have engaged in a conflict of interest. Case was closed without actionable findings. 

24) 19539: A NOAA grantee was alleged to have misused grant funds. Case was closed 
without actionable findings. 

25) 18092: A Census Bureau employee was alleged to have fraudulently used a non­
government credit card to pay for local parking tickets in Washington, DC. Result was an 
administrative termination for unacceptable conduct in March 2007. 

26) 15728: A NIST grant was alleged to have involved a conflict of interest. Case was closed 
without actionable findings. 

27) 17836: A Census Bureau employee was alleged to have engaged in workers compensation 
fraud. Case was closed without actionable findings. 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 2 

28) 10-0005*: A NOAA employee was alleged to have made threatening remarks about 
fishing industry entities that cooperated with the OIG during a review of NOAA 
enforcement practices. Case was closed without actionable findings. 

29) 10-0003: A NOAA employee was alleged to have engaged in a conflict of interest. Result 
was that NOAA and the Office of General Counsel made a restatement of policy regarding 
appropriate recusals in February 2010. 

30) l 0-0091: A Census Bureau employee was alleged to have engaged in workers 
compensation fraud. Result was an administrative bill of collection, issued for $1564 in 
January 2010. 

31) 10-0166: A NOAA employee was alleged to have engaged in fraud regarding HUD 
housing benefits for their residence. Case was closed without actionable findings. 

32) 10-0173: A computerized Department contracting database was alleged to have 
deficiencies in security certifications. Case was closed without actionable findings. 

33) 10-0165: An EDA grantee was alleged to have misused grant funds. Case was closed 
without actionable findings. 

34) 10-0007: An NTIA American Recovery and Reinvestment Act broadband grant applicant 
was alleged to have been solicited for a bribe by an individual purporting to be an insider to 
the award process. This individual was never identified. Case was closed without 
actionable findings. 

*In October 2009, the OIG Office of Investigations changed its case numbering convention, so 
all cases closed between October 2009 and April 20 I 0 have case number formats that differ from 
older cases. 

The following are cases closed during the applicable period that were previously reported in a 
Semiannual Report to Congress: 

1) 18106: NOAA- employee purchase credit card misuse; March 2007 Semiannual, p.63 
2) 18207: NOAA- theft by a contractor; March 2007 Semiannual, p.62 
3) 16910: NIST- theft by an employee; March 2009 Semiannual, p.50 
4) 16590: NIST- misuse of computers/pornography; March 2004 Semiannual, p.44 
5) 17975: NOAA- fleet card and vehicle misuse by employee; September 2006 

Semiannual, p.49 
6) 16011: NOAA- misuse of computers/child pornography; March 2006 Semiannual, p.51 

7) 17466: NOAA- permanent change of duty station reimbursement fraud by employee; 
March 2006 Semiannual, p.50 

8) 18443: NOAA- employee purchase credit card misuse; March 2008 Semiannual, p.26 
9) 18607: OS - employee transit benefits misuse; March 2009 Semiannual, p.49 
1 0) 18754: NOAA- purchase credit card fraud; September 2008 Semiannual, p.42 
11) 18836: NOAA - grant fraud; March 2009 Semiannual, p.50 
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12) 19291: IT A- violation of security regulations by employee; September 2009 
Semiannual, p.37 

Enclosure 2 



Why We Did this Review National Inst itute of Standards and Technology 
The Florida l'vianufactm-
ing Extension Partnership 
(lVIEP) received a NIST 
cooperative agreement in 
2003 that, as amended, 
funded the operations of 
its MEP center for ap­
proximately 4 years (August 
2003-June 2007). Total 
budgeted costs for the project 
were$17.1 million. The 
fedet·al share was capped at 
S5.8 million . 

We audited the M.EP to de­
termine 'i\·het.lwr its claimed 
cost.~ \\·ere illlowilble under 
t:he ienns ol' I he ag-reement. 
and whether the recipient 
bad complied wit.h a ll other 
M.EP operilti.ng- guidelines, 
awm·d term~. anc.l condi­
tions. We also examined the 
cow-; ~u bmi tr<:cl h:-· <:>igh t 
entities ("subt·enpienr.;;") 
that. received cOOJWl·at.ive 
agTeement fi.!Ildin!!.· from 
the Fl.onda lVl ~~ P to provide 
related services and two 
third patties that made 
in-kind contribution,; to the 
progrilnL 

Bacl~ground 

Congrcs"' est.ablislwd the 
Manufactm·ing Extension 
ProgTam in J 988 to provide 
manuf'Rctm·ers wit.h teclmi­
cal and b11 siness manage­
ment. assistance aimeJ at 
improving- their profitability. 
prodnctivit.y, and globRl 
competitiveness. 

Today t.here is at least one 
center in every state and 
a total of 59 i.VIEP centers 
located across the country. 

Florida Manufacturing Extension Partnership 
Award No. 70NANB3H2002 (ATL-18568) 

The Florida Manufacturing Extension Partnership claimed costs total­
ing $19.1 million for the period ,July 2005 th rough lVIarch 2007. and 
received federal reimbursements of $5 million. We questioned 
$12.6 million of t he claimed costs. T he bulk of this amount.- $1 1.4 mil­
lion-represents costs submitted by e ight subrecipients \Vithout docu­
mentation to show that the expenditures were direct!.}· incurred as part 
of their MEP -funded work 

We questioned an additional $74~,782 for. among other things, unsub­
stantiated consultant fees, duplicative services. una lkl\va ble lobbying 
activities, unreasonable travel expensc~s, and um·easonable rent. and 
supply costs, as well as S:386, J:33 in indirect costs t'l'Lltl'd to t hese ex­
penditures. 

We also questioned $99.7:)8 in improperly v8 luPd <lncl inadequately 
documented donated services and personnel time. The bulk of this 
arnount-$R5,788-represented expenses incmred by· two third-party 
contnbutors for their own clay-to-day Lmsincss opcrat1ons rat her than 
in smvices directly supporting the l'viEP. 

Fimtlly, we f(mnd that the fi nancial status reports the IviEP filed dm­
ing the period of our audit were erroneous: the l\IEP 1·eported having 
excess program inconw, "vhich \vas no t the casE', and incorrectly char­
acterized these fu nds as "unrestricted net assets." menning- the.Y could 
be used without federa l restrictions or ovt~rsight:. 

\ \ Te recommended that NIST tnkc the f(>llowing actions: 

1. 

:3. 

Disallow $12,62;3,477 in questioned costs. 

Recover S2,8G8,;39:3 of excess f(~dera t funds. 

Require the Florida MEP to conect and refile financial 
status reports to show that all earned program income was 
used to meet t he 1\!lE P's cost-share requirement. 



Why We Did this Review National Institute of Standards and Technology 
The Massachnset.ts J\!Iann-
factm:ing Extension Partner­
ship (JYIJ:;P) received a :N1ST 
cooperative agreement. in 
September 2005 to con tinue 
operating a n MEP center 
it had established in 1998 
with :N1ST funding. The 
September 2005 award, as 
amended, provided funding 
for 1 year (ol uly 2005-,June 
2006). Total estima ted costs 
of the pl'Oject were $7.1 mil­
lion . The federal share was 
capped at $2.'1 milli on (:~3 
percent) of a llowable cosrs. 

We <Htdited the MEP 1.0 dP­
termine whether its cl a imed 
cos l.s wen' allowable un dm· 
the terms of the agreement 
and wh<:thcr tlw recipient 
had complied with :~ 11 other 
i'vfET' opera tin g gnid.<:' linec;. 
awa rd tenth, and conditions. 
\:Vc a l ~n cxa min cd rlw r:o~h 
s ubmittC'd by entities ( .. ;, ,tJ ,. 
recipir ~ nh .. ) thm n ' ceJvc cl 
COO]Wn1t.ive agre>ernenL fund ­
ing from the :\IEP ro provide 
rela t pe l sen·ic1 ·s. 

Backg round 
Congrcsc; C!:' tabiJ .31JE'd the 
Ylilnuii1cturing Ex tension 
ProgTam in 1988 ro provide 
nwnu fac: i urers wil h techni­
cal il nd bua ne;,s manage­
ment. U!:'>'istancp aim crl a t 

improving rhe i.r profitability. 
producrivil)' . and globa l 
competitiveness. 

Today there is at. least. one 
cenre1· in every srate and 
a total of :)9 ]\JET' centers 
located across the cnuntrv. 

Massachusetts Manufacturing Extension Partnership 
Award No. 70NANB5H1144 (DEN-18135) 

The Massachusetts Manufacturing Extension Partnership claimed 
costs totaling $9.4 million for t he pm·iod July 2005 thl'Ou gh June 2006, 
and received federal reimburse ments of S2.4 million. \Ve questioned 
$5. 1 million of its claimed costs, as follows: 

S·L 167.<130 claimed by two subrecipicnts \Vho could not 
document that tbeir costs were incurred as part of their l'vTEP­
funded work. 

$908,8 :2 ~~ for contract services that d id not accomplish NIST 
coope1 ·ative agn~cment objectives. 

SJ 0,7115 in consultan t fl:es and associated costs f(w smvices pro­
vided prior to lhe awanl's stmt date. 

In addition. we found that the l\ lEP's reported ea rned program income 
for t l1c year ended June :30, 2006, exceeded its nont\~'clera l matching 
sh:-m~ <expenditure :::> by$ Ll million. But th e~ Tv! KP did not. seek required 
N I ST a pprov;::tl to npply the additional income to non federal expendi­
tur<'s incuJTed in ;,; ubsequent award periods a nd sl1oulcl then:f(n·e have: 
used this a rnounL to 1·educe the federal share ofth e MEP's expendi­
tun~:s. in nccordancl~ vvith cooperative agrecmwnt terms nnd conditions 
and federal regulations. 

Because of the quc.'stioned costs and excess program income. lVIassachu­
setts lVU~P ultimately received $1.:3 million in execs:::> federa l funding. 

\\\~ recommended th at NlST disa llow $5. 1 million in questioned costs. 
and recover $1.:3 million in excess .fe clen1l funds. 



Why We Did this Review National Institute of Standards and Technology 
The University of Texas at 
.'\.rlington (UTA) received a 
:t-..'IST cooperative agreement 
in l\1:m:h 2005 to continue 
operating the Texas Manufac­
turing A~sistance Center-a 
network of seven centers op-

erating throughout the state. 
The award. as amended, pro­

vided funding for 33 months 
(December 2004-Augm;t 
2007). Total es timated costs of 
the project were $42 million. 
The federal s haro was capped 
at $14 million (33 percent) of 
allowable co,.;ts. 

V1'e <1 uclitecl the l'vlEP to de­

teJ·minc whethcl" its chlimed 
costs we1·e a llowable under 
tho tcmJs of the agreement 
<1nd whetht:r rhe recipit:nt had 
complied wirh al l other MEP 
opera tin;; guidelines, award 
te t·ms. and cond itions. We also 
uxami.ned costs submitted to 
UTi\ by two ''subrecipient.~"­
Texw·: Eng-in(~ering Exten-
sion Se1·vice and Southwest 
Research Insritute-that 
received cooper a live agree­
ment funding from the l'v1EP 

to operate t:enler><. 

Bacl<ground 
Congre-ss established the 
1\ln.nuf:Jct.m-ing Extension 
Program in 1988 to provide 
mamrfnctunTs with technical 
and business manage-ment 
as;;ist;mcc aimed at improving 
their profitability, productivi­
ty. and global corupctitivcncAs. 

Today there is at least one 
conter in every state and a to­

tal of 59 'NIEP centers located 
across the country. 

The University of Texas at Arlington 
Manufacturing Extension Partnership (MEP) Award No. 
70NANB5H1005 (DEN-18573) 

What We Found . . . ~· . 

The University of Texas at Arlington claimed costs totaling $21 mil­
lion for the period September 2005 through March 2007, and received 
federal reimbursements of $6.6 million. We questioned $1,619,280 of 
these costs, as follows: 

$1,533,055 in costs submitted to UTA by subrecipient Texas 
b~ngineeri.ng Extension Service (TEEX) for, among other things, 
services from contractors that the contracting firm s provided 
as part of their normal course of business. not as a result of their 
IviEP association: activities the extension service could not docu­
ment as having been incurred as part of MEP-funded work; and 
indirect costs that exceeded the approved budget. 

$86,225 in direct and indirect costs lJTA incurred f(1r unal lmvable 
lobbying and related hotel expenses. 

We also found that TEEX used $2:38,:3:38 budgeted fiJr indirect costs to 
cover direct costs claimed from September l, 2005. through August :31, 
2006, without prior approval fi·om NIST or UTA, and repented incorrect 
program income for its subrecipients. 

Finally, we found that s ubrcci.pient Southwest Research Institute er­
roneously claimed certain indirect costs, totaling $G3,412, as in-kind 
contributions. 

' . ' ' . ~' ' . 
What We Recommended -: . ',,':_·'.: 

'~ ~.(' ~ . ' . ~~~~ .. '' 

We recommended that NIST disallow $1,619,280 in questioned costs 
and recover $94,120 in excess federal funds. 



Why We Did this Review 

The objective of our aud it was 
to determine whether the Sta te 
of Ohio Department of Develop­
ment (ODOD) reported Manu­
fac turing Extension Patinership 
(MEP) costs to the National 
Institute of Standards and Tech­
no logy (NIST), including costs 
incuJTcd by subrccipients, that 
were reasonable, a llocable, and 
allowable in accordance with 
appl icab le federa l cos t pr·inc ip les, 
cooperative agreement term s 
and conditions, and N 1ST po li ty 
including MEP Operaiing Plan 
011itlelines. 

Background 

In September 2005, N IST 
awarded an :-.1EP conperati,·e 
agreement to ODOD to continue 
operating an existi ng :vtEP center. 
The awa rd funded the per·iod July 
1, 2005, through June 30, 2006, 
and was later extended through 
Ju ne 30. 2007. Total estima ted 
project costs for the 24-month 
award peri od were $27.272.502. 

In May 2007, we init iated an au ­
dit of the agreement to dctcnn im: 

National Institute of Standards and Technology 

State of Ohio Department of Development 
MEPAward 70NANB5H1188 (DEN-18604) 

.. 
What We Found 

Our audit questioned $6,78 1,041 in costs claimed by ODOD and its subrecipi­
ents, Manut~1cturing Advocacy and Growth Network (MAGNET) and Tech­
solve, Inc. The cos ts in question pertained to contractual claims, salaries and 
other personne l cos ts, inva lid travel-rela ted claims, and various indirect costs. 

We fo und that the subrecip ients did not report program inco me generated under 
th eir sub:nva rds to ODOD: co nsequen tly, ODOD did not report this infonna­
tion to NIST The two subrecipients also generated program income in excess 
of what was permiss ibl e under the cooperati ve ag reement. We analyzed MAG­
NET's and TechSo lve ·s accounting records fo r the period Ju ly l , 2005, thro ugh 
June 30, 2006, and found the two subrccipients had generated a combined pro­
gram income of$ ] ,424.266 in excess o f wha t was required to pay the nonfed­
era l share of project costs. 

As a result u f the questioned costs and excess program income, ODOD received 
$2.057, 121 more than it shou ld have in federal funds. 

whether the n::cipient compl ied \Ve recommended the chief o f N lST's Grants and Agreement Management 
with award terms and condit ions Division 
and NJST opera tin g gui delines 
for MEP c.:cntcr·s. The audit 
covered the peri od Ju ly 1, 2005, • 
through March :11, 2007, du ring 
which time the rec ipi ent claimed 
project costs of $20,269,9R9 and • 
received federal reimbursements 
totaling $6,517,531). 

We examined the costs the recipi­
ent claimed to have incutTcd as 
well as the cost claims o f two 
grant subrccipicnts, MAGNET 
and Tet:hSolve, Inc. 

di sa llow $6,781,04 1 in questioned costs: 

deduct $ 1 ,424,266 in excess program income from to ta l accepted project 
costs from ODOD·s subrec ipients; and 

recover $2.057,12 1 o f excess federa l fund s from ODOD. 



Why We Did This Review U.S. Patent and Trademark Office (USPTO) 

USPTO's financial 
statements are audited in 
conjunction with the annual 
audit of the Department of 
Commerce's consolidated 
financial statements, which 
is required by law. 

Background 

The Office of Inspector 
General engaged KPMG, an 
independent public 
accounting firm, to audi t 
USPTO's FY 2009 financial 
statements. The audit 
included an assessmen t of 
US PTO"s IT con trols 
supporting its financial 
management systems. 

KPIV1G conducted the 
financial statement aud it in 
accordance with U.S. gener­
ally accepted government 
auditing s tandards <md Office 
of Management and Budget 
Bulletin 07-04, Audit 
Requirements for 
Federal Financial Statements, 
as amended, and measured 
USPTO 's IT controls against 
the five criteria in GAO's 
Federal lnfom1ation System 
Controls Audit Manual. 

We defined the scope of work 
for the audits, oversaw thei r 
perfonnance and delivery, 
and reviewed the final 
reports . 

FY 2009 Financial Statement Audits (FSD-19650) 

What We Found . . 

KPMG's audit found that USPTO's financial statements were fairly presented in all 
material respects and in conformity with U.S. generally accepted accounting principles. 
KPMG found no instances of material noncompliance with laws, regulat ions, or 
contracts. The audi t results indicate that USPTO's intemal control structure fac ilitates 
the preparation of reliable financial and perfonnance information. 

The IT review found tha t wh il e USPTO has taken positive steps to correct previous 
findings, there are still severa l weaknesses in its IT environment. These weaknesses 
combi ne to fom1 a s ignifi cant deficiency in USPTO's IT controls. 

The re sults of KPMG"s IT audit h<we been summarized in a limited di stribution 
report. We requested that USPTO provide us an audit action plan by January 9, 20 I 0, to 
address the repo11·s findings and delineate the actions it plans to take to fix its IT 
vulnerabi lities. \Ve al so asked that USPTO provide its rationale or the legal basis behind 
its decision sho uld it choose not to implemen t KPMG's recommendations. 



Why We Did This Review U.S. Census Bureau 

The U.S. Census Bureau's 
financial statements vvere 
audited in conjunction 
with the annual audit of the 
Department of Commerce's 
consolidated financial 
statements, which is 
required by law. 

Background 

The Office oflnspector 
General engaged KPMG, an 
independent public 
accounting firm , to audit the 
Census's FY 2009 balance 
sheet, including an 
assessment of the IT 
controb supporting its 
finan cial management 
systems. 

KPMG conducted the audit 
in accordance with U.S. 
genera ll y accepted 
govemmenl aud iting 
standards and Office of 
Management and Budget 
Bulletin 07-04, Audit 
Requirements for 
Federal Financial Statements, 
as amended , and measured 
Census ·s IT controls against 
the five criteria in GAO's 
Federallnfom1ation System 
Controls Aud it ManuaL 

We defined the scope oh:vork 
for the audits, oversaw their 
performance and delivery, 
and reviewed the final 
reports. 

FY 2009 Financial Statement Audits (FSD-19651) 

' ' ' 

What We Found 

KPMG's audits found that Census's balance sheet was fairly presented in all material 
respects and in confonnity with U.S. ge nerally accepted accounting principles. KPMG 
found no instances of materia l noncompliance with laws, regulations, or contracts. The 
aud it results indicate that Census's internal control structure facilitates the preparation of 
reliable financial and performance information. 

The IT review found that wh il e Census has take n positive s teps to correct previous IT 
findings, there are still wea knesses rela ted to !T controls supporting the bureau's 
financi al management systems. These weaknesses are no t considered a significant 
deficiency in Census's IT cont rols. 

The results of KPMG"s IT audit ha ve been summarized in a limited distribution report. 
We requested that Census provide us an audit act ion plan by January 9, 20 I 0, to address 
the report 's fi ndings and deli nea te the act ions it plans to take to fix the IT vulnerabilities. 
We also asked that Census provide the rationale or lega l basis behind its deci sion should 
it choose not to implement KPtv!Ci's recommendations. 



Why We Did This Review Department of Commerce 

The Government 
Management Refonn Act of FY 2009 Financial Statement Audits (FSD-19652) 
1994 amended the 
requirements of the Chief 
Financial Officers Act of 
1990 by requiring annual 
preparation and auditing 
of the Department of 
Commerce's financial 
statements. 

Background 

The Office of Inspector 
General engaged KPMG , an 
independent public 
accounting finn, to audi t the 
Department of Commerce's 
FY 2009 consolidated and 
special-purpose financial 
statements, including an 
assessment of the IT 
controls supporting its 
financi a l management 
systems. 

KPMG conducted the 
financial statement audit in 
accordance with U.S. gener­
ally accepted government 
audi ting standards and Office 
of Management and Budget 
Bulletin 07-04, Audit 
Requirements for 
Federal Financial Statements, 
as amended, and measured 
the Department's IT contro ls 
against the five criteria in 
GAO's Federal lnfonna-
tion System Controls Audit 
Manual. 

'vVe defined the scope of work 
for the audits, oversaw thei r 
perfom1ance and delivery, 
and reviewed the final 
rep01is. 

; ' > ' i: ~ ' ~ ;., . . ;;:· 
What We Found · · ' 

KPMG's audit found tha t the Department's consolidated financial statements were fairly 
presented in all material respects and in confonn ity with U.S. generally accepted 
accounting principles. KPMG found one instance of material noncompliance with laws, 
regulations, or contrac ts: the National Oceanic and Atmospheric Admin istration did not 
comply wi th the Anti-Deficiency Act. Another concern related to Anti-Deficiency Act 
compliance at the National Telecommunications and Infonnation Administration will be 
referred to the Department's OtTice of General Counsel. 

KPMG found that whil e 1he Department has taken pos iti ve steps to correc t previous 
findings, there are still vulnerabilities related to var-ious controls over the Department 's 
financial management systems. These weaknesses combine to form a s ignificant 
defi ciency in Commerce's IT controls. 

KPMG also aud ited the Department' s special-purpose financial statements and deter­
mined its compliance with the J1nanc ial reporting requirements in the Treasury Financia l 
Manual. The Treasury Department uses the audited stcttements to prepare it s Financial 
Report of the US. Govemment. In its unquillificcl opinion on the special -purpose 
statements, KPiv'!G reported no lllilterial weaknesses in internill contro ls and no 
instances of noncompliance. 

KPMG 's audit has been summarized in a limited distribution report. We requested 
that the Department provide us an audit ilction plan by January 9 , 20 10, to address the 
report's findings and delineate the actions the Depmimcnt plans to take to fix the lT 
deficiency. We also asked th at the Depilrtmcnt provide the rat iona le or legal basis behind 
its decision should it choose not to implement KPMCJ's recommendations. 



Why We Did This Review National Oceanic and Atmospheric Administration (NOAA) 
The Federal lnfom1ation 
Security Management Act of 
2002 (F!SMA) requires federal 
agencies to identify and provide 
security protection of 
information collected or 
maintained by them or on their 
behalf. Inspectors general are 
required to annually evaluate 
agencies' information security 
programs and practices. Such 
evaluations must include testing 
of a representat ive subset of 
systems and an assessment, 
based on that testing, of the 
entity's compliance with 
FISMA and a ppl rcable rcquir·c­
ments. 

Thi~ review covers our 
evaluation of NOAA's ESPC, 
which i ~ one of a sample of sys­
tem;; \VC assessed in FY 2009 . 

ESPC is NOAA's primary pro­
cessing system for the nation's 
environmental satel li te data. 
ESPC ingests. processes, distrib­
utes, and archives data from two 
environmental and meteorologi­
cal satel lite systems. 

C&A is a process by which 
secur·ity controls for IT sys­
tems are assessed to determi ne 
their· overall effectiveness. 
Understanding the remaining 
vulnerabi lities ident ified during 
the assessment is essential in 
determin ing the risk result ing 
from the use of the system to the 
organizations's operations and 
assets. to individuals, to other 

organizations, and to the nation. 
Continuous monitoring is a 
critical post-accreditation aspect 
of this process. 

FY 2009 FISMA Assessment of the Environmental 
Satellite Processing Center (ESPC) (OAE-19730) 

A~ ~ '. : ", ·:;: ; 

What We Found · · .. -: 
' '.j, 

Our objectives for this review \Vere to determine whether ( 1) implemented 
controls adequately protected the system and its information, (2) continuous 
monitming is keeping the authorizing official sufficiently informed about the 
operational status and effectiveness of security controls, and (3) the certification 
and accreditation (C&A) process produced sufflcient information about remain­
ing system vulnerabilities to enable the authorizing official to make a credible, 
risk-based accreditation decision. 

We found that the National Environmental Satellite, Data, and Information 
Service has not followed the required process for C&A of ESPC. The lack of 
proper security planning undem1ined the effectiveness of the sys tem· s security 
certification, hindering the authorizing official in making a credible risk-based 
accreditation decision. The system's plan of action and milestones for remediat­
ing vulnerabilities is ineffective. 

We recommend that NOAA complete security planning activities, conduct 
appropriate security control assessments, and address system deficiencies. 
Until these activi ties have been completed, NOAA should revise the system 's 
accreditation status to 311 interim authorization to opera te. 

In its response to our draft report, NOAA disputed our findings and concunecl 
with only two of our recommendations. NOAA does agree that ESPC's 
security posture must improve. We have asked NOAA to reconsider its 
response based on our comments in this report and craft its action plan, clue in 
60 days, accordingly. 



Enclosure 3 



April 14,2010 

The Honorable Darrell Issa 
Ranking Member 

UNITED STATES DEPARTMENT OF COMMERCE 
The Inspector General 
Washington, D.C. 20230 

Committee on Oversight and Government Reform 
House of Representatives 
2157 Rayburn House Office Building 
Washington, D.C. 20515-6143 

Dear Mr. Issa: 

In response to your request of March 24, 20 I 0, we are providing current information on 
our office's open and unimplemented recommendations (see enclosure 1). We have no 
open or unimplemented recommendations with potential monetary benefits. As 
requested, we also identify what our office considers to be the three most important 
unimplemented recommendations (see enclosure 2). 

In your letter you also solicited our opinion about improving the Inspector General Act of 
1978. We are providing our response under separate cover. 

If you have any questions or require additional information, you or your staff may contact 
me at (202) 482-4661 or Judith J. Gordon, Associate Deputy Inspector General, at (202) 
482-2754. 

Sincerely, 

~ ~ 3--------
Todd J. Zinser 

Enclosures (2) 

cc: The Honorable Edolphus Towns, Chairman 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 1 

Open and Unimplemented Recommendations Since 2007* 
(As of March 31, 2010) 

Calendar Recommendations Recommendations Recommendations Recommendations 

Year Made Still Open Still Implemented since 
Unimplemented Jan 5, 2009 

2007 187 0 49 17 
2008 143 0 8 107 
2009 100 0 68 32 

2010 (as 20 0 16 4 of3/31) 
Total 450 0 141 160 

*The chart was compiled by reviewing all performance audit, evaluation, and inspection 
reports issued by Commerce OIG during the period of January l, 2007, through March 
31,2010. We consider an "open" recommendation to be an OIG recommendation that a 
bureau has not accepted, and an "unimplemented" recommendation to be a 
recommendation that a bureau has accepted but has not yet implemented. We have not 
reported on classified or sensitive non-public recommendations, recommendations in 
financial statement audits, or those addressed to specific non-federal entities in 
connection with audits of financial assistance awards. 



U.S. Department of Commerce 
Office of Inspector General 

Top Three Unimplemented Recommendations 

1. 2010 Census: Quarterly Report to Congress (OIG-19791-1), August 2009 

Enclosure 2 

Our review found serious limitations to effective management and oversight of the 2010 
Census including lack of integration of schedule activities and budget plan/expenditures, 
an unreliable cost estimate for the decennial census, delayed risk management activities, 
and lack of transparency in monthly status reports. We made the following set of 
recommendations for improving 2020 Census planning and oversight: 

• Complete the schedule development process earlier in the 2020 decennial life-cycle. 
Utilize the bureau's project management software to integrate cost and schedule 
activities of bureau and contractor operations to allow Census managers to better 
track the status of available funds, forecast impending underruns and overruns so that 
funds can be reallocated promptly, and improve the transparency of decennial 
decisions to Census stakeholders. 

• Develop a transparent decision documentation strategy to account for 2020 Census 
program and spending decisions. 

• Strengthen and implement a risk management strategy and relevant contingency plans 
prior to the start of 2020 decennial census operations. 

a) Status of Recommendation: Census has agreed with our recommendations. Planning for 
the 2020 Census is under way. 

b) Estimated Cost Savings: The cost savings cannot be projected. However, the total 
cost of the 2010 Census is projected to be $14.7 billion, which includes cost growth 
estimated to exceed $3 billion. Improved planning, management, oversight, and 
transparency are critical to containing cost and avoiding similar overruns in the 2020 
Census. 

c) Whether agency plans to implement the recommendation in the near future: 
According to the bureau, a small core team at Census has begun early planning and is 
focused on establishing planning and program management processes to ensure a 
foundation for designing the 2020 Census. 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 2 

2. Commerce Should Take Steps to Strengthen Its Information Technology Security 
Workforce (CAR-19569-1), September 2009 

IT security weaknesses have been sufficiently serious that the Secretary of Conunerce has 
reported this issue as a material weakness in the annual Performance and Accountability 
Report since FY 2001, pursuant to the Federal Managers' Financial Integrity Act of 1982. 
Based on our reviews, we have attributed the persistence of the material weakness, in 
part, to weaknesses in the IT security workforce and have recently completed an audit in 
which we found that the Department needs to devote more attention to the professional 
development and guidance of the IT security personnel who protect the Department's 
sensitive computer systems and information. 

We made a number ofreconunendations for improving the IT security workforce 
including to enhance the professional development of personnel with significant IT 
security responsibilities. In particular, we noted that the only federal job classification 
specifically targeted toward IT security does not require a college degree and 
recommended that the Department develop and implement a requirement for professional 
certifications for key IT security personnel. 

a) Status of Recommendation: The Department agreed with our recommendation and 
has developed an implementation plan. 

b) Estimated Cost Savings: The cost savings cannot be projected. However, 
implementation of the recommendation not just for the Department of Conunerce but for 
all civilian agencies would substantially improve the capacity of the IT security 
workforce and thus the security of sensitive government information and systems. 
Recognizing a similar need, the Department of Defense began implementing a 
professional certification requirement for its IT security workforce in 2004 with a goal of 
full compliance by 2011. 

c) Whether agency plans to implement the recommendation in the near future: The 
Department is developing a policy that will require noncertified personnel in roles 
requiring certification to work with their supervisors to establish a development plan 
leading to successful accomplishment of an appropriate certification. Certification will 
also be required for new employees in designated roles. 



U.S. Department of Commerce 
Office of Inspector General 

3. Successful Oversight ofGOES-R Requires Adherence to Accepted Satellite 
Acquisition Practices (OSE-18291), November 2007 

Enclosure 2 

In 2005, the Department and NOAA assumed oversight and management responsibility 
for the entire Geostationary Operational Environmental Satellite (GOES-R) program, 
which is now projected to cost $7.7 billion. This represents a $1.5 billion increase from 
the original estimate. For the first time, NOAA, rather than NASA, has the lead role in 
GOES-R's program management and acquisition, thus giving the Department direct 
oversight authority for both the ground and space segments. While this change was 
positive overall, these new roles added risk to an already highly complex undertaking. 
Our review found that the Department lacked a workable oversight structure not just for 
GOES-R but for all major acquisitions. Accordingly, we made the following 
recommendation: 

• Complete and implement the Department's major system acquisition policy. For 
satellite programs, ensure the policy incorporates the key decision points in NPR 
7120. 50 and requires comprehensive independent reviews at all key decision 
points. (NPR 7120.5D is a NASA policy that NOAA has adopted for its satellite 
acquisition activities.) 

a) Status of Recommendation: The Department agreed to develop a major systems 
acquisition policy by the third quarter of FY 2008 but stated that in creating the policy, a 
key decision point structure would be considered, along with other approaches. This 
deadline was not met. The current Deputy Secretary has convened a steering committee 
to develop a Department-wide major investment oversight policy. 

b) Estimated Cost Savings: The cost savings cannot be projected. However, with an 
estimate of nearly $20 billion to be spent on two critical envirorunental satellite systems 
over their life cycle and $2.6 billion in major IT investments in FY 20 I 0 alone, the 
Department must have an effective oversight program in place. 

c) Whether agency plans to implement the recommendation in the near future: The 
Department has not provided a specific date as to when the recommendation will be 
implemented. As noted above, it is actively working this issue at the direction of the 
Deputy Secretary. 



January 14, 2011 

The Honorable Charles E. Grassley 
Ranking Member 
Committee on Judiciary 
United States Senate 
Washington, D.C. 20510 

The Honorable Tom Coburn 
Ranking Member 

UNITED STATES DEPARTMENT OF COMMERCE 
The Inspector General 
Washington, D.C. 20230 

Committee on Homeland Security and Governmental Affairs, 
Permanent Subcommittee on Investigations 
United States Senate 
Washington, D.C. 20510 

Via Electronic Transmission 

Dear Senators Grassley and Coburn: 

This letter responds to your April 8, 2010 request for biannual reports on certain OIG matters. 
The enclosed summary report lists all OIG investigations, evaluations, and audits that have not 
been previously publicly disclosed (see enclosure I). As you requested, this information is 
provided for matters that were closed from May I, 2010 through September 30, 2010. 

If you have any questions or require additional information, please do not hesitate to contact me 
at (202) 482-4661. 

Sincerely, 

~ 
. (-&1/).s~ 
Todd

0

t;~s~r 
Enclosures (1) 

cc: The Honorable Gary Locke, Secretary of Commerce 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 1 

Summary of Closed, Non-public Matters of the Office of Audit and Evaluation 
(Matters Closed from May 1, 2010, through September 30, 2010) 

• The OIG completed an audit of the California Manufacturing Technology Consulting 
MEP Award 70NANB5H 1181 (DEN-18572) during the applicable period. The full report 
was not released publicly due to ongoing litigation at the time, as well as concern 
regarding disclosure of potentially proprietary information. The MEP report was released 
in abstract form, and is attached hereto for reference. 



Why We Did this Review 
The objective of our audit was 
to determine whether Califor­
nia Manufacturing Technology 
Consulting (CMTC) reported 
Manufacturing Extension 
Partnership (MEP) costs to the 
National Institute of Standards 
and Technology (NIST), includ­
ing costs incurred by CMTC's 
subrecipient, that were reason­
able, allocable, and allowable in 
accordance with applicable fed­
eral cost principles, cooperative 
agreement terms and conditions, 
and NIST policy, including the 
MEP Operating Plan Guidelines. 

Background 
In September 2005, NIST 
awarded an MEP cooperative 
agreement to CMTC to continue 
operating an existing MEP center. 
The award funded the period of 
July 1, 2005, through December 
15, 2005, and was later extended 
through June 30, 2007. Total 
estimated project costs for the 
24-month award period were 
$59,946,418. 

In April 2007, we initiated an au­
dit of the agreement to determine 
whether the recipient complied 
with award terms and conditions 
and NIST operating guidelines 
for MEP centers. The audit 
covered the period July I, 2005, 
through March 31, 2007, during 
which time the recipient claimed 
project costs of $46,070,804 and 
received federal reimbursements 
totaling $15,355,400. 

We examined the costs CMTC 
claimed to have incurred, as well 
as the cost claims of one subre­
cipient, Cerritos College, and five 
third-party in-kind contributors. 

National Institute of Standards and Technology 

California Manufacturing Technology Consulting 
MEP Award 70NANB5H1181 (DEN-18572) 

What We Found 

In our opinion, CMTC's claims included unallowable costs. Our audit ques­
tioned $11,384,182 in costs claimed by CMTC and its subrecipient, Cerritos 
College: 

We questioned $4,800,000 claimed for Cerritos College, for which the col­
lege could not document actual costs incurred under its subaward. Instead, 
the college based its claim on estimates of the costs incurred by its eligible 
programs. This practice violated the terms of the cooperative agreement 
between CMTC and NIST. 

We also questioned $6,584,182 in claimed in-kind contributions from five 
outside organizations for which CMTC could not provide evidence that the 
contributions met minimum MEP requirements. None ofthe claims were 
for donations of goods and services to CMTC; rather, they represented costs 
incurred by the third-party organizations in the course of their regular activi­
ties. Also, none of the claims met the minimum requirements for in-kind 
contributions specified in the terms and conditions of CMTC's cooperative 
agreement. Furthermore, portions of the claims were related to activities 
that occurred prior to the MEP award period. 

What We Recommended 

We recommended the chief ofNIST's Grants and Agreement Management 
Division disallow $11,384,182 in questioned costs and recover $3,794,349 in 
excess federal funds. 



U.S. Department of Commerce 
Office of Inspector General 

Enclosure 1 

Summary of Closed, Non-public Matters of the Office of Investigations 
(Matters Closed from May 1, 2010, through September 30, 2010) 

Below is a list of unreported investigative cases closed during the period from May 1, 2010, 
through September 30,2010. The OIG identified fourteen (14) responsive cases. The cases 
were not reported individually in the Semiannual Report because they were either 
unsubstantiated or did not meet the threshold for individual public reporting. The cases 
summarized below are indexed by case number; upon request, the OIG can provide further 
information about specific cases if referenced by the case number. 

1) 10-0002: BIS employee was alleged to have improperly altered a legal document without 
management authorization. Subject was administratively removed for reasons 
independent of the OIG investigation. Case was closed. 

2) 10-0020: MBDA employee was alleged to have viewed pornography on a government 
computer. Subject retired while under investigation and prior to any administrative 
action. No evidence of criminal activity was found. Case was closed. 

3) 10-0021: NOAA employee was alleged to have viewed pornography on a government 
computer. Subject retired while under investigation and prior to any administrative 
action. No evidence of criminal activity was found. Case was closed. 

4) 10-0026: NOAA grantee was alleged to have misused grant funds. Insufficient 
evidence was found to support criminal prosecution. The matter was transferred to the 
OIG Office of Audit for consideration of potential audit issues. Case was closed. 

5) 10-0075: The OIG was involved in multiple joint cases in connection with DOJ civil 
litigation over defective materials in ballistic vests issued to law enforcement and military 
personnel by government agencies. This case was closed in order to consolidate 
continuing efforts in this regard to a single OIG case, which remains open at this time. 

6) 10-0097: NIST researchers mishandled radioactive material resulting in a safety incident. 
A joint investigation with NRC led to the 2009 resignation of a NIST official, the 2010 
levy of a $10,000 administrative fine against NIST and the 2010 implementation of 
corrective actions to enhance radiation safety. Case was closed. 

7) 1 0-0171: NOAA contractor was alleged to have mischarged for services and 
components. No evidence of misconduct was found. Contract extension options were 

not exercised and the contract was terminated for performance reasons independent of the 

OIG investigation. Case was closed. 

8) 10-0172: OGC employee was alleged to have viewed pornography on a government 
computer. Allegation was found unsubstantiated. Case was closed without actionable 

findings. 



U.S. Department of Commerce 
Office oflnspector General 

Enclosure 1 

9) 10-0317: NOAA employee was alleged to have brought narcotics into the workplace and 
threatened co-workers. Employee was arrested by DOC security police and removed 
from service. The OIG presented a portion of the case for potential criminal prosecution 
but prosecution was declined. Case was closed. 

1 0) 10-0591: PTO employee was alleged to have violated the PTO hoteling policy by giving 

an unauthorized paid presentation for an outside entity. Subject served an administrative 
suspension in 2008 as a result. Case was closed. 

11) 10-0592: Multiple CEN laptop computers were found to be missing in 2006. Most were 
found to be missing due to administrative error. One was determined to be in the hands 
of a former employee who refused to return it. OIG recovered this computer from the 
individual's residence. A criminal prosecution of this individual was declined. Case was 

closed. 

12) 10-0623: Allegations that a private company published unauthorized advertisements 
purporting to be participating in the NTIA converter box program. No financial loss to 
NTIA was identified, and NTIA 's controls on the program were found effective. Case 

was closed. 

13) 10-0906: Media reports alleged that contracts were being improperly issued by Cook 
County, IL officials using CEN funds. No CEN funds were in fact found to be involved. 
The OIG case was closed, given the lack of a nexus to DOC funds and the fact that Cook 
County internal oversight officials were actively investigating the matter. 

14) 10-1214: A CEN payroll clerk was tound to have falsely claimed approximately 260 
hours of supposed work time. The individual had already resigned from CEN prior to the 
initiation of the investigation. Criminal prosecution was declined. CEN withheld funds 
from the individual's final paycheck to mitigate the financial loss to the government. 

Case was closed. 



June 21.2011 

The Honorable Charles E. Grassley 
Ranking Member 
Committee on Judiciary 
United States Senate 
Washington. DC 20510 

The Honorable Tom Coburn 
Ranking Member 

UNITED STATES DEPARTMENT OF COMMERCE 
The Inspector General 
Washington. D.C. 20230 

Committee on Homeland Security and Governmental Affairs 
Permanent Subcommittee on Investigations 
United States Senate 
Washington, DC 20510 

Via Electronic Transmission 

Dear Senators Grassley and Coburn: 

This letter responds to your April 8. 2010 request for biannual reports on closed OICi 
investigations. evaluations. and audits conducted by this office that were not disclosed to the 
public. We provided you information for prior reporting periods on June 15. 20 I 0 and January 
14. 2011. The t:nclosed information is provided lor matters that were closed ti·om October 1. 
201 0 through March 31. 2011. 

I r you have any questions or require additional information. please do not hesitate to contact me 
at (202) 482-4661. 

Sincerely. 

Todd J. Zinser 

Enclosure 

cc: The Honorable Gary Locke, Secretary of Commerce 
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Summary of Closed, Non-public Matters of the Office of Audit and Evaluation 
(Matters Closed from October 1, 2010 through March 31, 2011) 

• OIG completed an audit ofiT general controls over the Department's major financial 
management systems and supporting network infrastructure, using GAO's Federal 
Information System Controls Audit Manual (FISCAM) during the applicable period. 
Although the report was not publicly released, a summary was included in the publicly 
available Department of Commerce FY 2010 Performance and Accountability Report 
(PAR). The OIG has provided a brief summary of our findings and recommendations 
below. 

o Despite continued progress by the Department in strengthening information 
security practices and addressing known weaknesses, OIG identified weaknesses 
in IT access and configuration management controls during the FY 2010 audit. 
OIG found that access controls needed improvement at all bureaus and the 
Department level. In addition, OIG noted that improvements were needed in 
areas that include: management of user accounts; financial application, database, 
and network access; stronger user passwords; restricting data center access; 
monitoring user actions through audit trails; preventing the use of shared accounts 
and passwords; and stronger remote-access controls. 

o The OIG recommended that the Department monitor bureau actions to ensure 
effective implementation ofOIG's specific recommendation. The Department has 
responded to the report and is in the process of finalizing plans to address the 
audit recommendations. 

• OIG also completed a review of the Department's Suspension and Debarment Program 
during the applicable period. The memorandum to the Acting Deputy Secretary 
detailing the results of the review was not publicly released. In summary, the 
memorandum stated that: 

o The OIG identified significant weaknesses in the Department of Commerce 
suspension and debarment program. Based on discussions with Departmental 
officials, it has been at least 15 years since the Department has suspended or 
debarred any parties (e.g., contractors or individuals) from receiving federal 
contracts and grants. Although the Department has suspension and debarment 
policies and procedures in place, it appears reluctant to apply them against parties 
whose actions provide grounds for suspension or debarment. For example, the 
Department was slow to act on two recent cases that were referred from the OIG 
Office of Investigations (OI). In one case, a company officer for a Census 
Bureau contractor was convicted of a crime in December 2007. We notified 
Census of this conviction in January 2008 and issued a formal referral to the 
Office of Acquisition Management (OAM) in April 2009. However, OAM's 
notice proposing debarment came December 20, 2010, almost 21 months after our 
formal referral. 
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o Because reluctance to pursue suspension and debarment puts the Department and 
the government at risk of doing business with irresponsible parties, we 
recommended that the Depat1ment take the following actions: require its 
operating units to implement procedures tor suspending or debarrirlg irresponsible 
contractors or grantees; clarify that operating units are to recommend appropriate 
suspension or debarment actions or, in writing, justify why actions are not 
warranted; improve the process's timeliness; and adopt ways to identify potential 
suspension and debarment cases in addition to referrals ti·om OIG. 



U.S Department of Commerce 
Office of Inspector General 

Summary of Closed, Non-public Matters of the Office of Investigations 
(Matters Closed from October 1, 2010 through March 31, 2011) 

Below is a list of unreported investigative cases closed during the period from October 1, 2010, 
through March 31, 2011. The 0 I G identified 20 responsive cases. The cases were not reported 
individually in the Semiannual Report because they were either unsubstantiated or did not meet 
the threshold for individual public reporting. The cases summarized below are indexed by case 
number; upon request, the OIG can provide further information about specific cases if referenced 
by the case number. 

1) 10-0125: ITA employee sold approximately $1,200 in unused MetroChecks. The case 
was declined for criminal prosecution. The matter was referred administratively to IT A 
for information and action as appropriate. The case was closed. 

2) 10-0751: Bid rigging alleged on the part ofNY Census officials for contracted 
partnership activities. Investigation did not substantiate these allegations. The case was 
closed. 

3) 10-0072: Qui tam involving inflation on cost-plus contracts by a contractor with multiple 
government agencies including NOAA. No DOC funds were found to be involved in the 
cost-plus contracts in question. The case was closed. 

4) 10-0076: Company with grants from multiple government agencies including NIST 
alleged to have falsified supporting documentation. The case was declined for criminal 
prosecution and the investigation established that no DOC funds were involved in the 
alleged fraud. The case was closed without further action. 

5) I 0-0526: IRS identified an EDA grantee as being under investigation for tax fraud. No 
fraud relating to DOC funds or programs was revealed by 010 investigation and the case 
was closed without further action. 

6) 10-0014: International price fixing alleged by Australian and South American orange 
growers. The 010 investigation did not substantiate allegations. The DOJ Antitrust 
Division closed their case and the supporting 010 case was also closed. 

7) 10-1060: A NOAA fisheries enforcement attorney was accused ofunprofessional 
behavior and statements. These allegations were not substantially supported by 
investigative findings. The agency took administrative action and the case was closed. 

8) 10-0074: Qui tam false claims alleged by NOAA contractor. The investigation did not 
substantiate the allegations and the case was closed. 

9) 10-0066: NOAA hurricane relief grant funds alleged to have been misused. The 
investigation did not substantiate the allegations and the case was closed. 
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I 0) I 0-0940: Census managers allegedly falsified data to expedite Decennial Census non­
response follow-up phase. The agency took administrative action. The case was 
declined for criminal prosecution and was closed. 

II) I 0-00 I6: Qui tam false claims alleged by NOAA contractor. The investigation did not 
substantiate the allegations and the case was closed. 

12) 10-0391: NOAA attorney alleged to have claimed travel reimbursement for time spent on 
personal international travel. The investigation did not substantiate the allegations and 
the case was closed. 

13) 10-0122: EDA grantee alleged to have commingled grant funds with other agency grants, 
used grant money earmarked for particular purposes for unauthorized purposes, hired 
relatives as consultants in a conflict/nepotism kind of arrangement, and embezzled funds. 
The investigation did not substantiate allegations; no loss to the Government was 
established. The case was closed. 

14) 10-0011: DOC contractor alleged to have made false statements, engaged in improper 
influence, and had conflicts of interest. The company was allegedly partly owned by a 
government official. The investigation did not substantiate allegations. The case was 
closed. 

15) 10-0012: A NIST contractor's primary subcontractors claimed nonpayment and the 
billing of claims to NIST for progress payments that included expenses related to 
subcontracting expenses they never paid. The investigation did not substantiate the 
allegations. The case was declined by the U.S. Attorney's Office and was closed. 

16) 10-0177: A joint case with multiple OIGs involving several companies, one ofwhich had 
contracts with NOAA, resulted in a 2007 guilty plea and debarment that were not 
reported in any DOC Semi-annual Report. DOJ subsequently closed their investigation. 
The case was closed. 

17) 10-0162: DOC OIG was invited to join a multiagency investigation into allegations that 
a NOAA contractor violated the False Claims Act by conspiring to defraud the U.S. by 
retaining rather than returning unused funds to respective federal agencies and by billing 
agencies other unapproved costs. Contractor went bankrupt and ceased operations, and 
DOC was found to be ineligible to file a further claim against the contractor. The case 
was closed. 

18) 10-0317: A NOAA employee was alleged to have brought marijuana-laced brownies into 
work and indulged in other disruptive behavior around the workplace. The case was 
resolved on the petty offense docket of a federal court through "collateral forfeiture," 
which did not result in a conviction. The employee was also removed. The case was 
closed. 
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19) 10-0342: NOAA contractor employees were alleged to have altered claim and 
reimbursement documents. The investigation established that there was no loss to the 
Government. The case was closed. 

20) 10-1046: Census Decennial employees were alleged to have falsified and otherwise 
mishandled official documents. The investigation did not substantiate allegations. The 
case \Vas closed. 



January 1 L 2012 

The Honorable Charles E. Grassley 
Ranking Member 
Committee on Judiciary 
United States Senate 

The Honorable Tom Coburn 
Ranking Member 
Committee on Homeland Security and Governmental Affairs 
Permanent Subcommittee on Investigations 
United States Senate 

VIA Electronic Transmission 

Dear Senators Grassley aml Coburn 

UNITED STATES DEPARTMENT OF COMMERCE 
The Inspector General 
Washington. D.C. 20230 

This letter resp<.1nds to your .:\pril S. 20 I 0 request for biannual reports on closed OIG 
investigations. evaluations. and audits conducted by this office that were not disclosed to the 
public. We provided information fclr prior reporting periods on June 15.2010. January 14.2011 
and June 21. 2011. The enclosed information is provided for matters that \Vcrc closed from 
April I. 2011 through September 30. 2011. 

I r you have any questions nr require additional information. please do not hesitate to contact me 
at (202) 482-466 L 

Enclosure 

Cc: The Honorable John Bryson. Secretary of Commerce 



Summary of Closed, Non-Public Matters of the Office of Audit and Evaluation 

(Matters Closed from Aprill, 2011 through September 30, 2011) 

Interim Audit of Contract Awarded to Pacific States Marine Fisheries Commission 

On June 10, 2011, OIG issued a report on an interim audit of Contract No. AB133F-04-CQ-0011, 

awarded to the Pacific States Marine Fisheries Commission (Portland, Oregon), to the director 

of the Western Region Acquisition Division of the National Oceanic and Atmospheric 

Administration (NOAA). 

Our review of this contract was one of three audits we conducted of Commission operations. 

We also audited two cooperative agreements and the Commission's indirect cost rate proposals 

for the period July 1, 2001, through December 31, 2008. These two reports are on the OIG 

website: 

• OIG-11-025-A, Audit of Indirect Cost Plans and Rates, Pacific States Marine Fisheries 

Commission, Portland, Oregon, issued May 19, 2011 

• OIG-11-026-A, Audit of NOAA Cooperative Agreements to the Pacific States Marine 

Fisheries Commission, Portland, Oregon, issued June 10, 2011 

The audit report on the contract was not cleared for public release, but we provide a brief 

summary of our recommendations. We recommended that the NOAA Contracting Officer: 

• Disallow and recover $17,598 in questioned indirect costs. 

• Direct that the Commission comply with the recommendations in OIG's indirect cost 

report and cooperative agreement audit report. 

• Suspend payment of indirect costs under all current contracts and prohibit recovery for 

future contracts until the Commission develops and negotiates acceptable indirect cost 

rates. 

• Review the balance of time-and-materials task order contracts between NOAA and the 

Commission to identify any additional indirect costs on materials claimed using 

unsupported and unaccepted rates, and recover unallowable overhead costs paid to the 

Commission. 

• Require the Commission to consistently follow appropriate travel policies, procedures, 

and controls. 



Interim Memo to USPTO Concerning System's IT Security Controls. dated March 25, 2011 

OIG evaluated the contractor owned and operated Pre-Grant Publication Classification Services 

system as part of our FY 2011 FISMA audit. During our assessment of the system's IT security 

controls, we uncovered evidence of potentially suspicious activity that warranted USPTO's 

immediate attention. An identified system computer authenticated twice to the corporate web­

based e-mail account of a foreign company. E-mail services for the foreign company are 

provided by a third-party company. 

In an interim memo to USPTO, we recommended that USPTO immediately: 

(1) Determine if any malicious or inappropriate activity was conducted by the individual 

assigned to an identified computer; 

(2) Determine whether the Pre-Grant Publication Classification Services system has been 

infected by malicious software; and 

(3) Ensure that appropriate security controls are in place to prevent system administrators 

from accessing unauthorized web pages. 

USPTO's Response, dated April 25, 2011 

(1) A forensic evaluation of the computer and associated network access did not reveal 

specific evidence of malicious activity. The communication may be considered outside of 

appropriate use policies for employees performing under contract for USPTO. 

(2) The forensic review of the laptop did not indicate an infection by malicious software. 

(3) A review of this specific laptop indicates that the user installed software of a non­

business nature, including file sharing, and messaging software that does not appear to 

be necessary to facilitate USPTO business. 

USPTO will request from the contractor a review of cybersecurity policies and request a plan of 

action to mitigate potential risk to USPTO information. This plan should specifically address: 

1. Controls that will be implemented to ensure unauthorized software is not downloaded 

and installed on systems that process USPTO information. 

2. Controls that will be implemented to monitor and restrict access to web sites that may 

contain malicious, suspicious, or inappropriate content that might cause risk to USPTO 

interests. 

3. A review and assessment of contractor policies and update if necessary to ensure they 

align with USPTO "Rules of the Road" and "Acceptable Use" policies when work is being 

performed under USPTO contract. 
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Summary of Closed, Non-public OIG Investigations 
(Closed from April1, 2011 through September 30, 2011) 

Below is a list of 50 cases closed from April I, 20 II, through September 30, 20 II, which were not 

reported individually in the Semiannual Report because they were either unsubstantiated or did not 

warrant individual public reporting. The cases summarized below are indexed by case number and 

presented by issue or allegation raised and the disposition. Upon request, the OIG can provide further 

information about specific cases if referenced by the case number. 

I. I 0-0015: Reported improprieties involving a National Marine Fisheries Service grant. Disposition: 
Substantiated and findings referred to NOAA for administrative action. 

2. I 0-0017: Census employee reportedly used government email to engage in drug trafficking. 
Disposition: Unsubstantiated. 

3. I 0-0018: PTO employee reportedly viewed child pornography on a PTO computer. Disposition: 
Unsubstantiated. 

4. I 0-0021: NOAA employee reportedly viewed pornography on a NOAA computer. Disposition: 
Substantiated (adult pornography); findings provided to NOAA management for administrative action. 

5. 10-0023: NOAA employee reportedly viewed pornography on a NOAA computer. Disposition: 
Substantiated (adult pornography); findings provided to NOAA management for administrative action. 

6. I 0-0039: Reported supervisory abuses, mismanagement and fraud at the Alaska Fisheries Science 
Center in Seattle, Washington. Disposition: Substantiated and findings referred to NOAA for 
administrative action. 

7. I 0-0059: Permanent government employees reportedly did the work of contractors. Disposition: 
Unsubstantiated. 

8. I 0-0119: Staff of Foreign Commercial Service office in Ukraine reportedly engaged in visa fraud. 
Disposition: Unsubstantiated, but recommendations made to FCS leadership to strengthen visa 
referral process. 

9. 10-0129: ITA official reportedly viewed child pornography images on government computers. 
Disposition: Investigation found adult pornography only; findings referred to IT A for administrative 
action. 

I 0. I 0-0133: Chinese company reportedly made false statements to IT A. Disposition: Substantiated and 
findings referred to IT A for administrative action. 

11. I 0-0207: Government representatives reportedly violated the Magnuson-Stevens Act by receiving 
pay from both the government and a Fisheries Council to which they were assigned. Disposition: 
Partially substantiated and findings referred to NOAA for administrative action. 
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12. 10-0252: NOAA OLE agent reportedly provided false information in his affidavit for an arrest 
warrant for an assault against him. Disposition: Unsubstantiated. 

13. 10-0260: Officials in NOAA's Office for Law Enforcement (OLE) reportedly shredded documents 
during OIG investigation of OLE. Disposition: Substantiated and findings referred to NOAA for 
administrative action. 

14. 10-0405: Allegations that Bering Sea crab crewmen have lost large volumes of harvest quota shares 
due to unjust actions by a particular class of permit holders; and have lost jobs due to creation of the 
Rationalization Program. Disposition: Following consultation with DOJ, OIG determined that 
complainant's allegations arise from disagreement with legislative provisions, over which OIG has no 
jurisdiction. 

15. 10-0427: NOAA contractor reportedly committed fraud. Disposition: Unsubstantiated. 

16. 10-0468: Company reportedly made false statements and willful omissions in its ARRA contract bid 
submission. Disposition: Unsubstantiated. 

17. I 0-0615: Entity reportedly solicited funds as a "retainer" for assisting clients in obtaining ARRA 
grants from EDA. Disposition: Determined that subject entity was claiming to provide assistance 
with obtaining funds from the Texas Department of Economic Development, not EDA. Referred to 
Texas Attorney General for action as appropriate. 

18. 10-0704: County commissioner reportedly made coercive statements while attempting to direct an 
EDA grant award to a local firm. Disposition: Substantiated and findings provided to EDA for any 
administrative action. 

19. 10-0990: Reported hiring improprieties by BlS officials. Disposition: Unsubstantiated. 

20. 10-1084: NIST official reportedly committed bribery and other serious misconduct. Disposition: 
Unsubstantiated. 

21. I 0-1189: Census clerk reportedly terminated after falsifying time and attendance and mileage 
reimbursement claims. Disposition: Termination verified and former clerk reimbursed Census 
approximately $480. 

22. I 0-1196: NOAA OLE official reportedly committed ethics violations. Disposition: Substantiated, 
with findings referred to NOAA for administrative action. 

23. 10-1199: NOAA senior meteorologist reportedly committed several ethics violations. Disposition: 
Substantiated in part, with findings referred to NOAA for administrative action. 

24. 10-1220: Two Census enumerators reportedly committed fraud and improperly released information. 
Disposition: Unsubstantiated. 

25. I 0-1260: Census Bureau employee reportedly was indicted for a financial crime unrelated to his 
Census Bureau employment. Disposition: Unsubstantiated. 

26. 10-1305: NOAA employee reportedly used government computers to distribute pornographic 
materials. Disposition: Unsubstantiated. 
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27. I 0-1311: NOAA employee reportedly viewed child pornography on a personal computer using 
NOAA networks. Disposition: Investigation found adult, but not child, pornography accessed. 
Referred to NOAA for administrative action. 

28. I 0-1331: NIST physicist reportedly improperly transferred NIST property to a non-NIST entity. 
Disposition: Substantiated and findings referred to NIST management for administrative action. 

29. 10-1340: Entity reportedly did not comply with NTIA contracting requirements. Disposition: 
Unsubstantiated. 

30. I 0-1364: Private company reportedly obtained contracts, including ARRA-funded ones, by falsely 
designating itself as a woman-owned small business. Disposition: Determination that the potential 
false statements were made over five years ago, placing them outside the statute of limitations. 

31. 10-13 73: Two foreign-based airlines reportedly leased and purchased aircraft from the U.S. in 
violation of a U.S. embargo. Disposition: Referred to BIS due to lack of jurisdiction. 

32. 11-0006: DOC contract specialist reportedly forged contracting officer's signature on procurement 
documents obligating funds. Disposition: Substantiated; findings referred to DOC for administrative 
action. 

33. 11-0022: Request from Education IG to investigate NOAA employee who reportedly falsified 
information to obtain student aid. Disposition: Unsubstantiated. 

34. 11-0029: DOC official reportedly accepted gift of monetary value (approx. $1 ,500) from contractor. 
Disposition: Substantiated; findings referred to DOC for administrative action. 

35. 11-0030: Regional planning council reportedly committed fraud by billing hours to an EDA grant but 
instead spent time on non-grant projects. Disposition: Unsubstantiated. 

36. 11-0039: Census worker reportedly assaulted a private citizen during an attempt to collect Census 
information. Disposition: Unsubstantiated. 

3 7. 11-0061: NIST official reportedly intimidated and harassed employees into approving contractor 
invoices on an ARRA contract that had been terminated and was the subject of litigation at the time. 
Disposition: Substantiated in part; prior administrative action taken by NIST. 

38. 11-0 I 02: National Marine Fisheries Services supervisor reportedly misused a government vehicle. 
Disposition: Unsubstantiated. 

39. 11-0122: Former Census Bureau employee reportedly submitted falsified time sheets. Disposition: 
Substantiated and findings referred to Census Bureau for administrative action. 

40. 11-0135: Census Bureau senior field representative reportedly falsified survey data. Disposition: 
Unsubstantiated. 

41. 11-0180: DOC surplus property reportedly stolen. Disposition: Unsubstantiated, but programmatic 
recommendations made to DOC management. 
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42. 11-0206: NOAA employee reportedly stored child pornography on NOAA computer. Disposition: 
Unsubstantiated. 

43. 11-0216: NOAA grant recipient reportedly double-billed for services. Disposition: Unsubstantiated. 

44. 11-0260: NIST contractor reportedly used substandard materials in violation of contract terms. 
Disposition: Substantiated; findings referred to NIST for administrative action. 

45. 11-0322: Official in NOAA's Office of the Chief Information Officer (OCIO) reportedly had a 
conflict of interest with a NOAA contractor. Disposition: Unsubstantiated. 

46. 11-0341: Foreign entity reportedly gave fraudulent check to NIST as payment for supplies: 
Disposition: Substantiated, but no loss to NIST as order for supplies was never filled. 

47. 11-0377: Several companies and individuals reportedly made false statements by certifying 
themselves as Service-Disabled Veteran-Owned Small Businesses (qui tam complaint). Disposition: 
Unsubstantiated and DOJ declined to intervene in the litigation. 

48. 11-0472: DOC official seal reportedly improperly used by U.S. entity operating in Russia. 
Disposition: Substantiated, but the company ceased using the seal during the investigation. 

49. 11-0558: BIS managers reportedly retaliated against an employee who previously filed a grievance. 
Disposition: Unsubstantiated; determined that the action leading to the complaint was the result of an 
administrative oversight rather than a retaliatory act. 

SO. 11-0560: Reported whistleblower reprisal for cooperating with OIG-FBI BTOP investigation. 
Disposition: Complainant did not meet whistleblower eligibility criteria under ARRA provisions. 
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