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Since 1961.

OFFICE OF INSPECTOR GENERAL

May 31, 2012

This letter is in response to your April 17, 2012 request, under the provisions of the
Freedom of Information Act (FOIA), 5 U.S.C. §552, for “A copy of each biannual
response to Senators Grassley and Coburn regarding their April 8, 2010, request to the
Peace Corps Office of the Inspector General to provide a summary of your nonpublic
management advisories and closed investigations.”

The attached records have been partially released and redacted in accordance with 5 U.S.C.
§552 (b)(6) and (b)(7) C, as to protect individuals mentioned in the report from an
unwarranted invasion of personal privacy. I have also redacted all sensitive material in
accordance with 5 U.S.C. §552 (b) (7) (E) to prevent disclosure of law enforcement
techniques and procedures.

You have a right to appeal my decision within 15 days of receipt of this letter by writing to the
Inspector General, Office of Inspector General, Peace Corps, 1111 20" St., N.W.,
Washington, DC 20526.

§47pjo ely y0)4

g effrey Relchert
FOIA Officer

enclosure
cc: Denora Miller, FOIA/Privacy Act Officer, Office of Management

Paul D. Coverdell Peace Corps Headquarters 111 20th Street, NW - Washington, DC 20526 ~www.peacecorps.gov | 800.424.8580
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Office of Inspector General

June 16, 2010
Via Electronic Transmission

The Honorable Charles E. Grassley
Ranking Member
Committee on Finance

The Honorable Tom Coeburn

Ranking Member

Permanent Subcommitiee on Investigations

Homeland Security and Governmental Affairs Committee
2157 Rayburn House Office Building

Washington D.C. 20515-6143

Dear Representatives Grassley and Coburn:

I am writing in response to your letter dated April 8, 2010 requesting a) a list of any instances
when the agency resisted and/or objected to oversight activities and/or restricted our access to
information, and b) any biannual reports on closed investigations, evaluations, and audits
conducted by our office, which were not disclosed to the public. As to the first inquiry I can
affirm no instances of agency resistance, objections, or restrictions to our oversight
responsibilities. In regard to your second request, you will find the following information
attached:

¢ 30 Investigative Report Summaries (Attachment A) _
e 3 Management Implication Reports. | Management Advisory Report and 1 Audit Report
(Attachment B)

We have also included a courtesy copy of our letter to Representative Issa dated April 15, 2010,
per your request. Please be advised that we have included summarics of closed investigations in
lieu of actual reports pursuant to the outcome of discussions between your staff and the Council
of Inspectors General on Integrity and Efficiency (CIGIE) Legislative Committee. We have used
the same format in providing a summary of our Management Advisory Report since it relates to
an ongoing criminal matter, as well as a contractor incurred audit report, because it may contain
information protected under Title 18 U.S.C. Section 1905 and protected from disclosure pursuant
to 5 USC Section 5352(b)(4).

Dt 1 Coverdell Doace Cg‘;g»;}g Hg;g‘ﬁ”} barrg 1111 20th Street, NW - Washington, DT 20526 www.peaceoorps.gov | BOO.424 8580



I hope our response is helpful in carrying out your oversight responsibilities. Should you have
any further questions please feel free to contact me directly at 202-692-2921.

Sincerely,

/@%@/ Z

Kathy A. Buller
Inspector General



Attachment A:
Peace Corps Summaries of Closed Investigations

October 1, 2008-April 8, 2010

1.
Reglon: é

Investigation Type: Other Sexual Assault @

Allegation/Narrative statement olunteer made a complaint against a Peace Corpsa,‘l
driver. The Volunteer alleged that the driver had made inappropriate comments tr@nd had
touchedénappropriately.

Date Closed: @

Case Outcome/Disposition: The driver was subsequently placed on administrative leave and was
escorted from Peace Corps property. The Volunteer brokeéserwce and left ‘
driver's contract was not renewed.'

e o

i SN

Investigation Type: §ape)

Allegation/Narrative: On
that allegedly occurred on Ji —
B Ly a fellow Volunteer, ) i

Date Closed 4yl

Case Outcome/Disposition: The investigation was not able to conclude with specificity that a
Volunteeqrapea another Volunteer. However, the Volunteer’s statements established the elements of

LA
t [ accordl t Titl 18 2244 b}.
(aggwﬂlﬁ‘assauit ng o Title § ()

On-the suspect Volunteer resngned from the Peace Corps service. In iidition, since@

medical separatifon, the victim Volunteer has decided to not return and comple tour.

3. Casefg

Region: RBmestic)

(nvestigation Type: Data/Secunty Brea\h‘
..... s piinls



Allegation/Narrative: On% OIG received information about a breach of personal
identifiable information (Pli) involving hundreds of medical folders. These medical files had been purged
from the Office of Medical Services {OMS) medical records department for disposal. OIG criminal
investigators initiated an investigation of this matter and interviewed witnesses, examined medical files,
photographed evidence, and assessed applicable internal controls.

-,

Case Qutcome/Disposition: The investigation disclosed numerous internal control vulnerabilities that
contributed to this breach in confidential medical records and personal identifiable information, A
report with suggested management actions was transmitted to the agency.

4. Case #a

e S T

— v e,

region: (N

Investigation Type: Fraudulent Claims

Allegation/Narrative: During a 2009 investigation of travel fraud by the Peace Corps Medica! Officer
(PCMO}, ,CD informed the OIG that a review of the post records showed that on

n administrative assistant (now financial assistant) purchased a PC vehicle from a PC post for
an amount believed to be substantially lower than its fair market value,

Date Closed:.)

Case Qutcome/Disposition: The auction fora PC/Qvehicle purchased by the PC*
financial assistant was flawed and included several substantial irregularities. The documentation for the
highest bid ofuwas not in post files. The disappearance of these records could not be
explained by the administrative officer, who was responsible for the conduct of the auction. The report
of investigation was transmitted to the agency for administrative action and a letter of reprimand was
issued to one employee and the administrative officer’s contract was not renewed.

5. case oD
Reglon»‘f‘

. Investigation Type: Embezzlement or Theft of Gavernment Property

Allegation/Narrative: Peace Corps-is in the process of terminating a driver for theft.

Date Closeg_‘

Case Outcome/Disposition: We have conducted an investigation and concluded that the staff member
deliberately misled the office regarding the cost of language books for Trainees. The total amount of
$171.33 was advanced to this staff member in local currency for the purchase of 34
Engllsh[‘ibooks at a cost of $5.04 each. The investigation revealed that the books really cost



statement acknowledgin

ception and was subsequently terminated.

$1.77 each. The Driver poc?ed the difference of estimated $112. The staff member provided a

Investigation Type: Embezzlement or Theft of Government Property

..... Py

Allegation/Narrative: In mid 8 the CD was presented with a payment voucher for home
leave travel, which listed the Peace Corps medical officer (PCMO) as the vendor (home leave travel is a
benefit of the PCMO's contract and is available t nm The CD
was uncertain as to why he was being presented atequest'to authorize travel payment without an

accompanying travel authorization form and also felt that the amount being requested for
reimbursement was too high.

Date Closedg

Case Outcome/ Disposition: An OtG Special Agent igterviewed the PCMO who admitted to knoWingly,
intentionaily and voluntarily submitting an invoiceéknew to be false with the intent to fraudulently
obtaining money from the United States government,. The PCMO stated tha@had never done this
before, that it was out of character for nd tha@id it in order to pay fo riends’ airfare. The
PCMO submitted a written sworn statement admitting to the fraud. The case Was referred to the
agency for appropriate administrative action.

7.

Region

Investigation Type: Embezz!eméht or Theft of Government Property

Allegation/Narrative: During the week @ local staff person told the AO tha@ had
concerns about some of the invoices for payment being submitted by the acting general services officer
(AGSO). As an example oted that a car battery was purchased for a vehicle in the field that was

having battery probiems. A second-specific case involved an invoice for four mosquito net frames built
for the new administrative officer’s (AO) house. :

Date Closed: e)

Case Outcome/Disposition; OIG Investigation confirmed that the AGSO made improper solicitations to
local vendors; approved excessive costs for goods and services; and kept a portion of a payment for
services from a vendor.

The investigation also revealed that the AO took funds from the Peace Corps whe&rovided an
inviﬁr services to pay a vendor for services, but failed to pay the vendor, The AO was removed

fro osition.



Allegation/Narrative: A Volunteer was awakened at approximately 4:00 a.m. ori¢ - as
another Volunteer allegedly This allegedly occurred as the Volunteer was lying
on'back The Valunteer v:ctim stated @it scared and confused.

Date ClosedQ

Case Outcome/Disposition: The Investigation found discrepancies between the complainant’s and the
suspect’s accounts of what occurred during the early morning hours of § o Tﬁ"ég@&:;
flatly. q§gles that he touched, sexually assaulted,or raped-thevictim, Furthermore the other two

Volunteers that sle slept in the room with the victim and the suspect during this alleged incident reported
that they did not recall hearing or seeing any activity that night or morning.

Investigation Type: Co_mpmer Fraud.or. Abuse

be a child pornography image o printer, The CD advised that a total of four office computers are
networked to this printer.

Date Closedef‘

Case Outcome/Disposition: The investigation disclosed that some current and forme‘.-
engaged In varying degrees of computer misuse that may be prohibited by Peace Corps and federal
policies, The matter was referred to agency management for appropriate treatment. Seven of the
employees are no longer employed by the Peace Corps. The actions of the three employees who are
stilt employed were reviewed by agency management and one employee was suspended without pay
for four weeks. The agency determined that no action needed to be taken against the other two
employees.

0. o

Reglon-

Allegation/Narrative: The CD re-p'ﬁ' ted that the‘iﬂministrative officer discovered what appeared to

jprosmteeed e v TSR
. ———

lnvestlgation Type: PR6TE Act/



Allegation/Narrative: OIG received a call from the CD that aQVolunteer may be interacting
inappropriately with.in’ community.,

Date Closed- '

Case Outcome/Disposition: OIG investigation could not corroborate the allegation that the Volunteer

" engaged in sexual misconduct with host country minors. The Volunteer denied ever having any sexual
contact with § r any other minors. Furthermore, when tocal authorities interviewed the minors
in question, they each denied engaging in any sexual activity with the Volunteer,

11. Case #‘
Region‘

Investigation Type: Miya\riexual Assauit

Allegation/Narrative: The Volunteer stated that at abou‘ while’was watching a movie in

edroom,.house lights went out. Before ,:ould react to the blackout the attacker entered
room. The Volunteer recognized the attacker as an acquaintance.' grabbed& anc‘was

s

Date Ctosed:o

Case Outcome/ Disbosition: The ;att.ack

er was apprehended by the police. The case was handled by the
' The safety and security coordinator confirmed that
has been registered. The attacker was

.

the assailant was in custody and @ case of,
convicted and given a sentence of five years.

12. cas R
Reglon“

Investigation: Type Mismanagement

Allegation/ Narrative: O in OlG Auditor advised the Assistant Inspector General for
investigations of an allegation fiifreceived involving possible misconduct by the country director. The
0IG was informed that two former Volunteers who served InQ had made statements about
smoking marijuana with the CD.

Date Closed:“

Case Outcome/Disposition: The investigation revealed numerous instances of misconduct by the CD
and the CD was terminated.

13. Case



Investigation Type:@;{e@}

Allegation/Narrative: A Volunteer reported that on the evening of.at approximately

was dancing at-‘\ouse. The Volunteer reported that a few minutes later a masked
assailant entered through the front door armed with a knife and asked“to dro pants, The
Volunteer struggled and screamed am‘ tandlord heard the scream and then pounded on the
Volunteer’s door. The Volunteer opened the door and the masked assailant ran out of the house. The
incident was immediately reported to the Police. :

Date Closed: ‘

Case Outcome/Disposition': The defendant pled guilty to burglary o
sentenced on Jto fifteen years in prison,

14, Case

Region: ‘ | » #

s st

Investigation Type: E@eulement‘or_'l?hef—t—oﬁGommmgu_t_Ergge_r_ty

Allegation/Narrative: O ,,.'It was reported that a Peace Corps cell phone had a bill of
$9,269.10 for the month of Pt was determined that the cell phone has been misplaced.
The chief information security ofﬂcgr was subsequently informed about this matter.

Date Closed: @ L

Case Outcome/Disposition: While the investigation did not identify the person or persons responsible
for unofficial cell phone charges, we did find deficiencies in internal controls at the regional recruiting
office and with the oversight of billing records by the Office of the Chief Information Office (OCIO). The
matter was referred to the agency for appropriate action.

15. Case #‘

Region:

Investigation Type: Other

a former Volunteer alleged tha as discriminated against by Peace Corps because of IV status,

Allegation/Narrative: The designated agency ethics officer notified OIG of a newspaper arir':cle, in which
The former Volunteer did not /Xée a formal complaint to OIG.

Date Closed:,

Case Disposition/ Outcome: OIG dfd not find any evidence of discrimination and refereed this incident
to Peace Corps management and the Office of Diversity Programs.

16, Case ‘



Investigation Type: Aftempted Rape.,

Allegation/Narrative: A Volunteer went to a soccer field to run, as,ild each morning. While
running, approached.from behind and covered‘ mouth, \‘pushed.to the ground and
remove pants. The volunteer fought back; bitdi hands, wrists and ﬁngers‘ scratche‘
arms, upper torso, and chest.’punched‘face and dragged.' to a ditch on the side of the field.
The suspect was apprehended and is in police custody.

Date Closem

Case Outcome/ Disposition: The suspect was sentenced by local courts to four years In prison,

17, Case # | i

Region: (

Allegation/Narrative: Omw OIG received notification of the possib NI of
iy o e e 7

a olunteer. Theassault was alleged to have occurred over the course of two separate nights

q éhost country national subjects.

December 187and 19, 200?’) and involved approximately
Th?a[legedly occurred in the Volunteer's residence,

Date Close@

Case Outcome/Disposition: The suspects were sentenced to four years in ail by the local authorities
and ordered to pay restitution. The jail time was suspended,

18. Case Q)

Ty
investigation Type:(Death .»}

Allegation/Narrative: Volunteer was gardening wi ommunity members at a ﬁgggbgufc_;,
kilometers from her village. At the end of the day the Volunteer walked into the":

B hat had been set up to kill animals. The villagers took the Volunteer to the rural clini
as subsequently pronounced dead.

Date Closed: @J

Case Outcome/Disposition: The Investigation and evidence collected at the scene, as well as the
injuries and autopsy, lend credibility to the notion that the Velunteer was shot in the leg by

the set gun and not as a result of foul play or other wrongdoing. OIG agents were not able to ascertain
why the Volunteer went down the path where the set gun was placed.




investigation Type: Theft

Allegation/Natrative: Betwee Volunteers reported eight separate
thefts of cash from their lockers located in the Peace Corps office. The cash was kept in wooden boxes
with key locks. However, most Volunteers kept their keys In their mailboxes located in the same room.
One theft occurred without the use of a key {it’s unknown how the thief got in), and another occurred
by forcing the latch open.

Date Closed: @

Case Outcome/Disposition: No suspect was identified in this incident and the Volunteer victims have
since closed their service from the agency. The post purchased a new set of metal lockers in an attempt
to prevent further thefts.

20. Case EERINDD
T J 2]
Region: 6 ”’

O RV

Investigation Type: Embezzlement or Theft of Government Propert’y -~

f .....

Allegation/Narrative: A campus recruiter's laptop was stolen from‘:ﬁ‘" ce at the campus of
University of Texas. The computer popentnaﬂy held 429 applicant’s names, SSNs, and DOBs.

Date Closed: “

Case Outcome/Disposition: This case Is closed. All the applicants have been notified of the potential
breach In their Pil.

21. Case @

e

Investigation Type:‘fm;;) ’

Allegation/Narrative: A Volunteer was taking a hike outside @@icommunity. The suspect attacked @i
with a knife like a machete and wrestled ‘to the ground andgip punched@iPand proceeded to take

e e )

off @ pants. The suspectw the Volunteer.

Date CIOSEQ

Case Qutcome/Disposition: This case is closed. O i Peace Corps operations were
suspended in country due to on-going political turmoil, mcludmg the declaration of the US Ambassadaor
as 'persona non-grata’ by the Government. OIG therefore cannot continue to investigate this matter.
The case has been referred to US State Department Diplomatic Security for follow-up and assistance.

8



i

Region: Domestic
Investigation Type: Waste or Abuse of Government Funds

Allegation/Narrative: OIG received complaints from a confidential source that the Peace Corps Director
at the time had requested indirect travel routes that would have given him optimal frequent flyer
mileage. Furthermore, it was rumored that when his requests were challenged, the Director considered
terminating services with SATO, the agency travel contractor.

Case Outcome/Disposition: The investigation disclosed that the Director did not violate any travel
regulations and his travel authorizations properly reflected his routings for official trips.

23. case Hiliman>

L T—

P>

o v

Investigation Type: @; Sexual Assault

Allegation/Narrative: A Volunteer wat %&thile gwas walking to a bar,

e -

Date Closed“

Case Outcgmg‘.msposition: This.caseisclosed. Th Sigggggt)lolu nteerresigned-fro mthe Peace Corps.

On

Region:

Investigation Type: Employee Misconduct

Allegation/Narrative: On complaint was made by a Peace Corps field service nurse
that the PCMO had engaged in inappropriate conduct with a Volunteer.

Date Closed:“

Case Outcome/Disposition: Ongin furtherance of the investigation, OIG Special
Agents interviewed the Volunteer. At that time the Volunteer stated that@did not feel that the
PCMO had behaved inappropriately. The PCMO was advised by the PC Office of Medical Services to
maintain a professional demeanor at all times. No further investigative actions are anticipated and
pending the development of additional information the preliminary investigation was closed.

=S



Region Q:

Investigation Type: FECA False Claims

Allegation/Narrative: An allegation was received that a FECA recipient was recelving improper
compensation.

Date Closed: “

Case Disposition/ Outcome: This case was reviewed and it was determined that the payments were
appropriate.

Investigation Type: R

Allegation/Narrative: O
hills surrounding a town in

Date Close‘

Case Outcome/Disposition: This case is cIosed-’Peace Corps operations in this coimtry
were suspended due to on-going political turmoill, including the declaration of the US Ambassador as
‘persona non-grata' by the host government. PC-OIG therefore cannot continue with investigation. The
case was referred to US State Department Diplomatic Security for follow-up and assistance.

27. Case‘;-
Investigation Type*»

Allegation/Narrgtive: The suspect grabbed a Volunteer whe@vas walking down the street. The
down and attempted to rob he;@ave the assailant her cell phone.&ruised
was able to pull away andTln off to a house,

Date Closed“

At approximately -., a Volunteer was hiking in the
 country wher.-was raped by a host country national

Case Qutcome/Disposition: This case is closed because there was insufficient evidence to move -
forward on a local prosecution.

10



Investigation Type: Miﬁéﬁ;éév@lt

Allegation/Narrative: OIG recelved a complaint about the Inappropriate field termination of two
Volunteers,

Date Closed:o.

Case Outcome/Disposition: This incident was Investigated and evidence revealed that the Volunteers
were terminated because they left their site without valid leave, which is a violation of post and agency
policy.

29, Case ”

Investigative Type: Rape_ >

Allegation/Narrative: An associate Peace Corps director reported that a Volunteer had been‘ra/p—é‘d by a
subject known to

Date Closed:O'

Case Outime/ Disposition: The Volunteer decided not ta pursue prosecution. The Volunteer informed

QiGtha would not return to the country to pursue a criminal prosecution against the suspect.

“

Investigation Type.&gg/,

Allegatlon/ Narrative: On Bthe CD notified OIG via the Violent Crime Hotline that a
olunteer was gaped. “The C CD informed OIG that the [ap5 stoccurred at the Volunteer's site.

Date clcsea)

Case Outcome/Disposition: ”his case was closed due to insufficient evidence,

i1
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OFFICE OF INSPECTOR GENERAL

To: Aaron Williams, Director
From: Kathy A. Buller, Inspector General % f@&@/
Date: March 30, 2010

Subject: Management Implication Report — OIG Investigations Have Disclosed
Improper Vehicle Disposal Practices and Vehicle Sales That Do Not
Generate Fair Market Returns

Background: This report highlights trends uncovered through multiple Office of
Inspector General (OIG) investigations that found improper vehicle disposal practices
and the underselling of Peace Corps vehicles. Peace Corps vehicle disposal policies and
precedures are included in MS 527: Vehicle Acquisition, Disposal and Management, and
the Fleet Management Guide.

Improper Vehicle Disposals: 'The OlG mated a limited review of Peace Corps vehicle
disposition practices globally, as a result of apparent fraudulent and improper vehicle
disposal sales by a former Peace Corps country director assigned to a South American
post. This ongoing investigation disclosed that the country director inappropriately sold
three used Peace Corps vehicles with a total appraised value of $63,000 ($21,000 USD
each) to two non-governmental organizations (NGOs) for a total value of $9,000. One
vehicle was sold for $1,000 and the other two vehicles were sold for $4,000 each.

The sales price for the three vehicle sales to the two NGOs is in opposition of Peace
Corps policy (Fleet Management Guide section 2.5.2), which states that vehicles must be
sold for a fair and reasonable in-country price. The OIG investigation disclosed that one
NGOs subsequently resold one of the vehicles for $20,000 (five times the amount they
paid for it), within three months after they purchased the vehicle from the Peace Corps.

During our review we determined that inappropriate vehicle disposition practices are not
uncommon at the Peace Corps. TFor example, the OIG discovered irregularities in the sale
of a vehicle at a Peace Corps post in the Pacific. The subsequent OlG investigation
revealed numerous irregularities associated with the internal vehicle auction including
that the highest bid was not honored and that the auction documentation was lost.
FFurthermore, the car was awarded to a Peace Corps post staff member who purchased it
for approximately $8,000 and within 4 year resold the same vehicle for approximaiely
518,000, a difference of $10,000.

Although agency policies have traditionally adhered to arms-length vehicle transactions
and a prohibition against direct sales to employees, the Fleet Management Guide (section

Paul D. Coverdell Peace Corps Headquarters
1111 20th Street NW - Washington, DC 20526
1.800.424.8580 - www.peacecorps.gov



2.5.4) was revised in January 2010 to essentially bar Peace Corps staff, including l
contractors, from acquiring vehicles through Peace Corps auctions or other direct means:

Peace Corps Employees, Trainees, Volunteers, and contractors or their employeces, are
prohibited from purchasing, bidding on, receiving as a donation, or otherwise acquiring
Peace Corps fleet vehicles through direct sale by Peace Corps, through an auction
conducted by Peace Corps, or by any other process conducted by Peace Corps.

The OIG inquiry into Peace Corps vehicle disposition practices is ongoing. A
preliminary review of vehicles sales in a Central Asian post has raised concerns about
internal auction protocols. According to an undated memo it appears that a post sold
three vehicles through an auction conducted by the Peace Corps. However, the highest
bidder who bid an average of $11,000 for each of the three vchicles allegedly informed
the Peace Corps that he did not want to purchase the vehicles. The next highest bidder
paid approximatcly $5,600 for one vehicle and the other two vehicles were awarded to
two post staff members who paid $3,200 and $3,000 respectively.

[n addition to the aforementioned examples, our investigations have found multiple
irregularities associated with posts that conducted their own vehicle auctions or sales.
These irregularitics included Peace Corps staff members receiving the winning bids,
multiple bids from the same source, the highest bid not being honored, and lost or
missing vehicle auction records.

Trends in Undersold Vehicles: The OIG elected to review the disposal ot Peace Corps
vehicles globally to determine if there were other indications of fraud, waste or abuse.
We obtained the Post Logistics Support Office’s vehicle sale listings and identitied all
Peace Corps vehicles sold for less than $10,000 since 2005.

The Office of Chief Financial Officer (OCFO) had conducted a 3-year study of vehicle
disposals world-wide (2005 - 2007) and informed the OIG that Peace Corps vehicles
generally sell for approximately 42 percent of their original purchase price. With this
data we determined that between 2005 and 2009, 148 Peace Corps vehicles were sold for
less than $10,000. Our analysis was limited to 133 vehicles that we were able to
ascertain original purchase price. The cumulative original purchase price for the 133
vehicles was $2,983,002 or approximately $22,400 for each vehicle.

Using this raw information the OIG calculated that if the Peace Corps had obtained 42
percent of the original purchase price when these vehicles were auctioned/sold, the
agency would have received $1,252,861. Instead the Peace Corps actually received

' The prior agency policy advised that the direct sale of government property, including vehicles, should be
conducted as arms-length transactions and that the sale to Peace Corps employees, trainees, Volunteers, or
any U.S, Government employee is illegal and is expressly forbidden. Additionally, it noted that all sales
must be on a competitive basis.

! $10,000 is approximately 44 percent of the original vehicle sales price. Qur review did not include
vehicles that had been sold after being involved in an accident and vehicles that were sold after they were
no longer operational.

2



$839,768 or 28 percent of the vehicles’ original purchase price. The net potential loss of
$413,093. based upon a 42 percent fair market value could have been used to off-set the
cost of other vehicles purchases. Qur analysis is shown below:

Vehicles Included in OIG Analysis 133

Cumulative Purchase Price $2,983,002

¥ PR

_Expected | Actual ' Difference
Average Resale Percentage | 42% 28% 14%
Cumulative Resale Value $1,252,861 | $839,768 |  $413,000

Methods of Vehicle Disposals: Section 2.5.2 of the Fleet Management Guide advises
that a post may choose from four acceptable methods of disposal:

» Transfer to the Embassy General Services Officer, for disposition through sale by
the Embassy. Please note, that this option may not be available to the Peace Corps
post depending on the ICASS services selected by post.

» Direct sale to other U.S. Government agencies at fair market value (as determined
by the post Administrative Officer).

» Direct sale through commercial, non-government, auction services. (Post should
first determine if maximum returns could be obtained through this method).

« Public sale by Peace Corps.

In limited cases we have been able to examine the returns of vehicle sales handled by the
Peace Corps compared to vehicle sales handled by the U.S. Embassy or an independent
auction houses. For example, in the previously mentioned investigation involving sales
to the NGOs at the South American post, the OIG found that five other Peace Corps
vehicles of the same brand, make and year were sold at the same time through a U.S.
Embassy auction for over $16,000 each. Those five Peace Corps vehicles were allegedly
in worse shape than the three vehicles sold to the NGOs. [f the post had utilized the local
U.S. Embassy the Peace Corps may have received as much as $48,000 for the three
vehicles rather than $9,000 (339,000 difference).

Per our preliminary analyses and through interviews with the headquarters vehicle
manager, it appears that U.S. Embassy and independent auctions receive the highest bids
and dollar returns, while posts that conduct their own vehicle auctions or direct sales
procure lower sale proceeds. However, data is inconclusive because headquarters
management essentially only receives information on vehicle age, miles and proceeds.

MANAGEMENT CONSIDERATION

Based upon our analysis, it has become apparent that closer oversight of vchicle sales by
headauarters is warranted, including guidance for posts to dispose of vehicles through

3



independent auctions or the U.S. Embassy when possible, to better ensure that the agency
receives closer fair market value returns.

When Peace Corps sponsored auctions are necessary, posts should seek specific guidance
on the mechanics of conducting a proper auction without any appearance of unfairness or
impropriety. In addition, the new rule that prohibits Peace Corps stafl from buying
vehicles from Peace Corps auctions or other direct sales should be disseminated and
highlighted worldwide. A key component to remedy the trend toward under selling
vehicles as evidenced in our investigations and analyses is increased transparency in
vehicle sales, training, accountability, and consistent reminders to all responsible persons.

In 2002, the OIG Evaluations Unit reviewed vehicle acquisition and disposal practices.
[1G 02-09-E] The report recommended that management requirc vehicle condition and
maintenance history as part of the replacement approval procedure for every vehicle. In
addition, vehicle disposals should be reviewed and approved individually by the regional
Chief Administrative Officers and headquarters management. In consideration of greater
management oversight, Peace Corps management may want to consider developing a
vehicle data system that facilitates the tracking of pertinent data including, the age of
vehicles, maintenance history, mileage, local fair market value, blue book value, and
revenue gencrated from sales.

An agency Fleet Management Information System (FMIS) is mandated by FMR 102-
34.340 (General Services Administration Federal Management Regulations: Motor
Vehicle Management FMR-15). This would provide Peace Corps a central reliable tool to
track inventory (acquisitions/usage/disposal) as well as maintenance, repairs, and other
value affecting events or situations.
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Peace Carps Paraguay Agrecment, Phe Pacrguay country director’ and the APCID for
eduvation Initially coordinated with the bost country government and partier eraanizativn
16 begin the scholarship prowram that Volunteers would ster (und through POPP
projeets.. Without prior authorization from OPSLin May 2004, the Peace Corps country
director an the time signed 3 tive year “lnter- fnstitwional Cooperative Agrecmient”™ with
the Paraguayan Gevermment’s Sceretary of Women and a partaer organization 1o
cstablish the scholarship progesm. According (o the agreemaent Pence Carps was made
responsible for 73% of the wtal program funds and the partner arganization and the togal
government woishd each vantribute 12.3% olthe total tunds for coch year of the
program.” The agreement assigoed all three oreanization respopsibility o participate in
the administration of a bank secount for the progran ind assignad Peace Cops
respansibilits of oionitering the use of the funds for two years.

Noncompliance with Peace Corps Policies

The partnership program is designed for Volunteers to inftinte projects and manage
responsibility. Peace Corps Manual (PUM) section 720 establishes the palicies and
procedes for POPP. Hawever, by executing the scholarship agreement, the country
director acted owside the seape of the PCPP program and tailed to comply with PCPP
requireiients intended for PCVs,

The PCPP procedures easure adequute oversight by Peace Corps Washington, Because
the country: director did net submit the agreement o Peace Corps Washington, OPS] wae
wnaware of the commitment of its PCPE funds and the Otfice of Generad Counsel could
not advise of the lepal ramifieations, In addition, the country dircetor did not obtain an
English translation of the agreement 1o clarify responsibilities and legal Habihitdes, POM
seetion 72005, 1.1 requires, “The PCV will work with community members to develup a
writicn projoct peapesal in Eogiish.” The lack ofan English transtation and o clause in
the agreemuent specitying the English version as the contrelling document incevased the
risk thay the Tull meaning of the original agreement may _ot he conveyd.

POM seetion 720.3.7 staies, “PCVs may not contmit reseurces befone the receipt of
muthorized funds.” Further, the PCPP Voliteer Handbook states, “No schuolarship
project may bast (onger than the current school vear,” The agreement was for a period of
five vears and contmitted the Peace Corps before receipt of authverized funds. By not
fullowing Peace Corps policies the country direetor may have violated the suauory
requirements that the palicies ase based upon.

* Janaes Ceenen, Peace Uorps Paragiasy country direetor 2t the time. stgned the scholarship sgreenent

* As apecitiontly noted in the agreement the contribution of the Sevretariat of Wonsen wad the Paaguay
nan-gavernmentid orzanimtion sould ke te rm of hasan resources, lechmical asistance, or propen
“The agrecwent wis dealted snd signad in Spanish, The OIG septthy agreement for translass (soe
abacheds, While thie axact terms transhaed fiom Spanish to English mahing Peace Corps tesponsiblg
T24% of the program tunds cotld be opent 10 some ambiguily, the totality of the agreement and funher
Gitive of Inspector Cenera) Tnguities fndicates that the parties inended that the Peace Corps be responsible
for 73w of the program funds,

O
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Unauthorized Use of Donated Funds

The Peace Corps has both appropristed Tunds and trust funds tdonstions), Donation-
vperate under teust fund rides ind sce aot subject 1o all of the reguiroments of
appropristions, Trust funds e subject to the establishing stutute and the rules of the
trust. The Peace Corps Act provides Peace Corps with the statitony authiordy 1o aceept
and retain denations (22 UAS,CL§ 23093 in furtherance of the purpose of the Peace Corgn
Act. Peace Carps assigned this authority invelation 1o the PCPP (o OPST Aceording w
POM section 720,53, “OPSL s the only Peace Corps oftice authorized to generate
suppart and accept donations for a Pastnership praject.” OPST s atso tesponsible
approving PCPP projects and ereating the official Authorization Memo which serves s
bot the obligation and payment document.

The country direstor acted outside the parameters of the PCPE and inappropriarehy
conunitted PCPP funds by signity the scholarship agreemazut. Although the cooperative
agreement did not {ollow the required PCPP process. the agreement did reflect POPPE
requirements in PCM section 72004 which states that the comnunity musg contribute at
least 25% of the total project cost. To fund the program the agreement required:

o That Peaee Corps “support the mavagement of the Progranm’s funds in an amount
seitivalent to 78% of the total 1o be determined For cach period.”

s That the Seererriat of Womten's Attairs of the Presidoney ol the Republic
“support fund ruising, through the Peace Corps Partnership Project, and provide a
counterpart eontribution amousting to at feast 12.5% of the 1otal tunding, 1 be
distributed in cach period, which muy tuke the form of human resources,
technicians, use and enjoyurent of phyvsical Jacilities, v others.™

s That the partner erganization “support fund raising, through e Peace Corps
Partnesship Project, ond provide a counterpart contribuiion amounting 1o at Teas
12.3% of the tosal Funding. to be distriboted in cach peried, which mas ake the
forn of human resources, technietans, use and enjoanient of physics! facilities, or
others.”

Because the country dircetor was ney authoerized to obligate donated funds the scholarship
agreement created an ansuthorized obligation of PCPP tunds.

Failure to Record Obligation
Accarding o the Gevernment Aceeuntability Office (GAO) “Principles of Federal
Approprigtions Law.”

The federal coveriunent generally operates on an obligation basis, This ineans
that an ageney Hirst tikex some action that creates the Jegat Hability to pay-<that i,
the ageney “obligates” itsell o puy --and rhe actual disbursement of meney
typically follows at sume latertime. An agency can incur a legal habilit, te., a
claim dhiat may be Tegally enforeed sgainst the yovemment, in o varietly of ways,



sachtan by signing 3 contmet, grant or copperative igreement. or by operation of
L. Collins v United Siates, 13 O CL 22 (1879)

The agreement created a tegal habilivy of the Peace Corps to pay fer the scholurship
program and therctore should have been recorded as an obligation in the accounting
reconbs. According to 31 US.CO$ 1301 an amount shall be cecorded as an obligation of
the LS, Government saly when supported by documentary evidence, Three of the nine
types ol evidence discussed i the law are:

= binding agreement between an agency and another person tincduding an agency)
than is (A) io weiting, wa way and form, and for o purpose .=mt11m‘ize\:i‘!_\) la:\; and
(By executed hetore the end of the period of availability for obligntion of the
appropriation or fund used Tor specific goods w be delivered. teal property 1 b
bought or feased, or work or service W be provided.

s grant or suhsidy payable from appropriation made for payment o', or
contributions to, amounts requited (o be paid in specific amounts fixed by faw or
under tormulas prescrbed by faw,

* other legal Bability of the Government against an available appropriation or fund.

Alihough the scholarship agreement did not spectiV the amount of money for the
pragram, the cost shoukd have Been estimated. GAOQ “Principles of Federad
Appropriation Law® states, *The precise amount o the povernments lability should be
recorded as the obligation where that amount is khown. Tlowever, where the precise
amount is not knowa at the time the obligation is incureed. an obligation amomt must
stifl be recorded om a prelinitnary basis.”

The scholarship agreement ereated g legal obligation of the Tederal gvernment,
However, neither the post noe OPST obligated the estimated amaount of fimds based on
this agreement. OPST wvas not fully informed of the agreement beeause the country
director did not involve it or other mamsgement in the formation of the agreement. Asa
result, the country directior obligated the government without properiy estabilishing the
obligation.

Potential Anti-deficicncy Act Violation
Legal Requirements, To prevent the federal government from entering itto a legally
brnding agreement that it ntay not be able 1o pay, the taw teguires ageney s 1o estabish
administrative contrel of funds 1o ensure abligations do not eyeced available funding,
Various statutes address Uids issue:
o Titde 31 LLS.C§ 3304 prohihits involving the govemment inany contract or

mher ohligation Tor the pagment of money ter any purpose in advance of public
funds made for such purpose, unless the contraet or ebligation is autloriecd by
faw. »
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¢ The Anti-delicieney Act (31 USCL§ 341G states “An oRicer or empleyee
of the United States (voriiment o nl the District of Columbia LOVSIUMENL may
not

(A muke or authorize an expenditure or obligation exceeding an amouny
available in an appropeiation vr fund for the expenditure or obligation: or
(1) involve cither govemment in a contract ar obligation for the payment
of money before it appropriatien is made unless suthorized by bng

o Tithe 30 USA0, 18T Ta) states, A officer or eonplovee of the United Stares
Govermment or of the District of Columbia goverament may not mitke or
authorize an expenditiire or obligation exceading - t 1) an appartionment: or (23
the amowt peemitied by reguliions preseribed ander scetion 35 14¢a) o tas
title.”

Although the donated funds are not appropriaied through an act of Congress, they are
considered public funds and are suhject to federal siatites including the Aati-deficieney
Act The GAD “Principes ol Federal Appropristions Law™ quotes Comptroller General
Decisions in stating. **[F junds available to agencies are considered appropriated,
regandiess of their source, it they are made avaituble for colection and expenditure
pursuant (o specific statwory authority, See B-215042, April 12, 1985, This means that
although donated funds may nat be subject 1o all the restrictions applicable to diceet
appropristions, they are still public funds, Sce §3- l‘??ﬁﬁ May 13, 1980, The tederal
statutes cited above apply e all public funds.

Federal Regulations, The Office of Management and Budgel Circular A-11 states. Al
Anti-deticiency Act violations must be reported, Tere are some conunom examples:
I you anthorize or make an obligation execeding:

e Inan approprittion or fund. This may include abligations for purchases of voads
ar itemys that are prohibited by staie.

¢ Iy an apportionment or ruup;mﬂiunrrmn {a type of udministstive subdivision of
fundsy, such as a category B apportionmient. This atso includes incotporated
lootnotes,

e Inan ‘:Hutmuu or a suballatment (a 1vpe of sdministrative subdivision of fumds,

o Inamy other admdnistrative subdivision of funds, i the overobligation results in
the overobligation of one af the previous amoeunts.”

Peace Corps Administrative Conteol of Funds, According o PUM-section 704,
“Adriinistrative Contrel of Funds.” Peace Corps has availuble 10 it twvo trust fund
accotmts: "Gifts and Conteibutions.” and "Advances from Foreign Governments" These
funds are conteolied throngh allotments and administrative budget advices issued by the
Chief Financial Offieer. The alotment for OPST Private Sector Funds is controlted



within the treasury account FINR2ES whicl inclades all doaacions other than from
foreign governments, Teice Corps Turther coturods donations thraugh sponsew codes,
PCPE funds are a subadtotoem mantidned in spensor code 1005,

Fhie provess for obligating OPST fundy far PCPP are detailed in POM section 720, which
states:

e OPS!will review the propesal, in coordination with the CD [vountrs divector| if
necessary, and give final appeoval. Uipen finab approval, OPST witl mark et and
identify funding sources for the project,

v OPST may ceceive contributions by credit card, check. or cash, The Ufice ol
Chief Finaneial Officer {QCFO) is responsible for receiving and depositing credit
vard, check and cash donations.

¢« When all funds lor a project have been received by tlie Agency, OPST will create
an Authorization Memoowhich serves as both the obligation and paymeat
docwuent. The meme is provided to the OCFO which abligates the funds and
inittates e paymuent to the PCY,

For the country director to have violated the Aati-deficieney Actwould require the
amount of the abligation incurred by the scholarship agreement 1o exceed the unebligated
halarce of the PCPP suballotment (account code 1 IXR2431005), Becuuse the
ugreement did not specify the amonnt or the number of scholurship recipients, the
evnatry director increased the visk of inadvertently exceeding the avaitable funds amd
crearing an Anti-deficiency Aot violatien, Without dewermining the expectations of the
tocal government and the Peace Corps at the time of entering the agreement, it is
impossible to proside a precise estunate of the obligation. For our caleulation, we used
the actual amount of partnership funds spet over the five years (842,334 when
comparing the amount w PCPP subablotment balance.

Because PUPP tunds were subsequently obligated as PCV projects, the vemaining
unobligated amount of the scholurship agreement decreased cach year, The fmlowing
displays the amonnt of unobligated tfunds Tor the scholarship agreement comypsieed w the
subatlotment fund halance, :

Unobligated Amount of the | OPSI Private Sector

~ Monih/Year Scholarship Agreement | PCPP Fuud Balanee
v 2004 e 3423 S0 438

May Joos

5155, 19
Peicmber 2008 1S @14

Savernier il ' 8200 l;,"i*l_ : 31083 {
August 2047 o S0 L
Apeil 2609 i 5 4 SR0.S85 i

The country director’s agtions circumvented Peace Corps policies for the administrative
control of funds and cisked ereating an Anti-deficiency Act violation, Towever, OPS1



maintained sutliciont fund balance to avold an Anti-deficieney At viedation dnd itx
subsequent approval and accounting ot POVs partnership praicats appeapiatels recorded
the ebligations afler receiving donations,

Conelusion

The previous Paraguay country director did not comply with Peace Coarps polics
regarding partnership funds and the adimintstrutive conteol of Tunds, s actions restlted
ina violation of 3 US.CL § 1501 vequirmyg the recording ot ubligatinns and rished
causing an Anti-deticiency Act violation, In addition, not fellowing PCPP procedures
muy have been a contributing factor to the alleged conversion of Peace Corpx funds by
ane of the pastics of the agereement. This case is under review by o United States
Atorney s OFfiee for possible criminal prosccution.

Country directors often enter into agreements with hast countries and non-gevermmental
agencies. However, without sufticient fegal expertise country directors may
inadvertently violate laws or administeative regulations. According to numverous statutes,
Anti-detieieney At viedations iy administrative penaltics and may hive eriminal
penaities including 1ines of not more than $5.000, imprisosment for not more than 2
years, of both, Theretore, 31Uy imperative that Peace Corps inlorm coumiry divecters of
the risks of eatering into covperative agreements without fully understanding the legal
and aecounting implications, Further, Peace Corps should inerease eversight and
muonitoring of post’s cooperative agreements by requiring the OtTiee of General Counsel
ancd other punagement involvement in their development,

Pleasye feel free 1o contact me §F vou have guestions, issves of coacern, or would like 10
have a discussion on this matier,

Atachment  INTERINSTHUTIONAL COOPERATION AGRY
provided for the Office of tspector General




Vogn] Peace Corpe Hogo) TP _ |’§g>;;«:;g. secretanial of Wonren's Atfaasy
) Pitlepible]

Let's buihd the e Paragtuay !

INTERANSTITUTIONAL COOPERATION AGREEMENT

i mcans of this INTER-INNSTITUTIONAL COOPERATION AGREEMENT, the Secretoriar uf
Wonmen's Aftaies of the Prosldeacy of the Republic, vepreseeted by Afinister Marfu Josd Argada. the
Peace Corps Technical Cooperation Agency of the Unfied States Govermment, vepreseiiad b e
Jumes Geenen, Nanenal Diteotor, aod for the other pany the Enfon of Young Prafessionaly and
Entreprencurs of Paraguay (TPED), represented by s President. My, Mirfam Naqez, and M, Muneri
Paciew Orgin, we Secretary General, agree (o enter into this COOPERATION AGREEME

chadt e menerned ty the Tollowng clauses:

BEUHITS

FIRST CLAUSE: Purpose
Tiw prepose of this COOPERATION AGREEMENT is 1o estanlish among the parties ¢ sehotarship
program far weedy young wamen irom Daraguay. w0 proside thaa sith technical and financid
assivtunce and enable them to contiute with thelr secondary aducation, presae i vocational traming
progrun, o stucdy ut the tertiary or andversiny fevel and i thie fure, participae it other prosrams o the
Regienal or hiternational fevel.

The agreements amd procedures that shedl govern this Agreement stall be dotined in its exhibig

SECOND CLAUSE: The parties’ undertakings

The Peace Corps tndertakes '

Lo Prosude technical support fot tie Scholaship Program’s inplementation,

20 Support the tmanaganent of the Progoan’s tunds i an amount equivalent ta

determined for cach peried.

Activeis participate in the design of the program’s matetialy and i promotion and disemination:

select the beneficiaries, jointly with the other wrganizations sumed or other specintized

arpanizinns deomed apprapricre for granting scholarships, munitoring the use of tie ands, und
foltow-up during the ntext o Years, trough the Falunteer(s) axdgned in the commmnnities,

4. Pacticipate. through representatives, in the joint management of the funds, through a bank aecomn
opened 1o that ead, which would be subjest 1o the foint signstires of the twa navtanal arganizations,
L., the Sceretariat of Women's Affnirs of the Presidency of the Republic (SMIMR) and the Union
of Young Professionals aud Entrepreneurs of Pavaguay (UPED.

S, Preede astining. wotivetion, and fodtos -ap o the schrdasiigp abifers

Fa Of the wal 1o he

-

The Secrctaeiat of Women's Alfairy of the Presidency of the Republic undernakes e

. Sappert fund managemest, through die Peace Corps Parvtuership Project and
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provide a coubterpart contribulion amounting to ar st 12,52 ot the tetai funding, to be didigted
it ench perod, witich may take the oo of Buman rosowreey, Weeharcians, ase and enjovmet:
Pasaprract] ol phiy sical fueilities, or others,

20 Actively participite wt the design of the progrien’s materials: its pramatian and dissetnination: the
s sefectian of beneficiaries: approval of the seholacships; monuoring and toltow-up.

30 Pericipate through representatives in the jeint management of the fands through o bank aceonns
opened o that end. in accordance with the provedizre 1o be presceibied 1o an exhibin,

4. Provide traimeg, mativation, and tollow-up fur the schotarship obdeis,
Ao Waite the quuarterly wind anmual technieal and programmatic reports ot the Progiam.

The Union of Younyg Professionals nnd Entreprepeurs of Paragnay (UPESY undertakes (o

b Suppant fund masagement, through the Peace Corps Partnership Project, and provide o counterpan
comribytion amounting ro at Jeast 12 3% o die otad Gnding, 10 be distribiaed iy each perind, sheh
may take the form of huwan resourees. techniciins, uve and onjosment frvigvsar! of physical
favilitivs, or athers,

20 Actively paticipate in the design of the progrim’s materiady: s promotion and dissemination; the
Joint selection of beneticiaries: approval of the seholarships: monitoring and (Hllaw -up,

3. Pariclpate with representatives in the joint management of the funds throwh a bank aceeunt opeped
o that e,

4. Peovide Wraining, motivation, and folloveup for twe scholarship holdes.

30 Write the quarterty and annoal linsncal reports for e Progyans.

THIRD CLAUSE: Form of performance of actions

The comresponding exhibity shall be progressively sigred 1o establish the Progeam’s operiting procedires,
which shall be implomented jointly by the parties, nber organizations nup be integrated v the
Peograim™ < exeation by putual agresment of (he panies

FOURTH CLAUNE; Coustruction of the Apreement

Good faith shafl afways prevail i the constrgetion and application of the Agreement, and any dispaes
that may arige shal} likewise be resofved in gond faith, If o of the parties Gails te (a1 s commitments
without just cowse, this Awrecment shall by rendered void. This Agreement doey not exelude si; 1N
blateral agreements between institutions which are panty hergto and other public andio privare on
for the promaotion o education for young Waner,
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FIFTH CLAUSE: Reseission of the Agreenvent
Fiher party may rexcimd this agreement with 30 days” advanee sotice. 1o that evenn, the fodlow wup and
reporting on the previously appresed scholacships must be conclinded.

ssation; e othar pativs romeiin of
wonlerest I panicipating and

The withdrasa! o ane of the parties does net imply the program s oo
berty o choase and include other orgmnizations wlhch eapress the s
vommittity themseites.

SIXTH CLAUSE? The Aprecraent’s duration is established fot s term of five years, The Eabibis shall
bt reviewed periodicatly to better update diem as e the conditions of e cortespariting periogd.

SEVENTH CLAUSE: The parties” consent
The patsies” consent beteto is agreed upon on the fifth day of May, two thets<and four, in e s of
Astingidn, by berehn sigaing three coumterpans of the sane ienor wrld effect

[sigeature} | signatare]
Mirtam Nofez Muria José Argaita Maicy
President Minister
Ut Seeretrist of Women's Affairs
Lsiprature] |xigrtire)
Maura Paciea Ortiz James Geenen
Secretary General : National Direcror
Ured Peace Carps - Paragoay

TPases | and 2 contain handwritten marginal notations and Inidads, The marginad poativns oo page 1 sy
{E ¢ : .

“monitoring” and “uxe of fents™
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QFFICE OF INSPECTOR GENERAL

Date: March 9, 2000

To: Glen Egelman, Director, Office of Medical Services
Garry Stanberry, Acting Associate Director, Office of Management

From: Kathy Buller, Inspector General /\)/ﬂ%jjwmg

CC: Jody Olsen, Acting Director

Subject: Management Implication Report: Unnecessary Use of Social Securnity
Numbers on Agency Forms

Recent breaches in personal identifiable information necessitate that the agency make
changes in how such information is handled by the Peace Corps. The manner in which
the Office of Medical Services” ((YMS) currently collects and disseminates Volunteer
applicant medical information has resulted in Volunteer applicant information being sent
to the wrong individuals. Specifically, in 2008, pre-service unit assessment officials in
OMS mailed personal identifiable information, including social security numbers, on
medicat inquiry forms and/or medical data to the wrong applicants on more than one
occasion. These breaches in confidential data have been attributed to human error.

On Junc 18 2007, the Office of Personnel Management issued federal guidance on
protecting social security numbers and combating identity theft by eliminating the
unnecessary use of social security numbers. Peace Corps and other agencies were tasked
with reviewing their processes to identify instances in which the collection or use of the
social security number is superfluous. In addition, the Office of Munagement and Budget
(OMB) mandated that agencies reduce the volume of information they possess. the nsks
to the information, and the burden of safeguarding it by collecting only necessary
information and managing it properly. Under current federal requirements issued by
OMB. the Office of Inspector General (OIG) is tasked with independently evaluating the
effectiveness of its agency’s programs.

The OIG issued un audit report (Audit of the Safeguarding of Social Security Numbers.
1G 05-04-A) regarding the Peace Corps’s use of social security numbers on March 5.
2005. Despite report findings that Peace Corps needed to better safeguard social security
numbers it collected. a follow-up audit performed two years later (Follow-up Report
Audit: Sateguarding of Social Secunity Numbers, 1G-07-10-FUA) disclosed that none of
the OIG recommendations had been adequately addressed. Furthermore, the OIG follow-
up audit found that: (1) there has not heen a coordinated effort to review agency forms
since March 2000: (2) the Office of Management did not develop a current records
imventory hist Lo assess the agency's use of social security numbers and other personal

Paul D. Coverdell Peace Corps Headquarters
1111 20th Street NW  Washington, DC 20526
1.800.424.8580 www.peacecoips.gov



identifiable information; and (3) individual offices were never given guidance to gauge
appropriate uses of social security numbers on individual forms and documentation. Of
chief importance, Peace Corps’ Office of Management’s review of forms that included
social security numbers as identifiers failed to eliminate agency-widc usc of these
numbers; and the review of forms used by the Office of Medical Services was never
completed.

In 2008, OMS ofticials in the pre-service assessment unit forwarded medical forms with
personal identifiable information including social security numbers to the wrong
applicant on three separate occasions. In addition, a medical lab report was attached to
the wrong authorization form and was then forwarded to the wrong individual. Based
upon the lab report, the individual scheduled an unnecessary evaluation with her
physician. Human error was attributed to each of these four breaches of personable
identifiable information. In each of these instances. the individuals were informed that
their social security numbers and/or other personable identifiable information had been
sent to other parties. Due to the potential exposure and/or loss of personal identifiable
information, the aforementioned breaches were reported to the United States Computer
Emergency Readiness Team (US CERT), Office of Homeland Security.

The OIG investigation of breaches of personal identitiable information that occurred in
2008 found that a Volunteer applicant’s telephone number and social security number
appear at the bottom of several routinely used medical application forms, e.g., follow-up
letters requesting additional medical information from applicants as well as instructions
and reimbursement information for the examining physician. To date, the OIG has not
seen evidence that OMS has taken steps to mitigate exposure, and protect against any
future breaches. OMS has not implemented internal control procedures to address the
cause of these problems. The OIG also identified the following findings associated with
OMS’s current breaches in social security information and other identifiable personal
identifiable data:

¢ OMS unnccessarily displays social security numbers on medical forms; all
Trainee/Volunteer candidates routinely receive medical forms which have their
social security number and telephone number as identifiers.

e OMS has not developed written procedures for the proper labeling, storage, and
disposal of printed material containing social security numbers and other personal
identifiable data.

¢ OMS has not implemented internal control procedures to ensure the proper
handling, disseminating, and monitoring of social sccurity numbers and other

personal identifiable information.

e The physical space where the pre-service unit processes information does not
have adequate restrictions to external exposure/interference.

+2



While some corrective actions may have already been implemented, we request
management to review OMS operations to reduce or eliminate the use of social sccurity
numbers as identifying information and provide better accountability and efficiency in
the control of personal identifiable data and medically confidential data. We also request
that OMS take action to ensure that the inappropriate disclosure of personally identifiable
information due to human error is appropriately addressed.

Within 30 days, please report to the OIG any and all changes that will be implemented
based on our investigative findings.



You are being provided a summary of a Management Advisory Report in lieu of the actual report
because the information therein relates to an ongoing criminal investigation and for the purposes
of complying with the Privacy Act,

Management Advisory Report — Safety and Security Concerns Peace Corps (PC)/Benin,
issued May 2009

Narrative: During an OIG investigation into the release of confidential information in the Benin
matter the U.S. Embassy expressed serious concerns about the quality and effectiveness of the
services provided by the Safety and Security Coordinator (SSC) at PC/Benin and the Peace
Corps Safety and Security Officer (PCSSO) for the Region.

Disposition: We drafted a management advisory report to the Director of Peace Corps and
followed up with a global program audit of Peace Corps Safety and Security functions. The
results of that report have been made available publicly at:

fmuitiiediapeaneeorps. covanitinedin/pd eabivies 'O Safety and

seenrity Fin

The Director of Peace Corps has expressed his commitment to implement all of the
recommendations outlined it our report.



Below is a summary of a contractor incurred cost audit report. We are including a summary in
lieu of the full report because it may contain information protected under Title 18 U.S.C. Section
1905 and protected from disclosure pursuant to 5 USC Section 552(b) (4).

Report: Entrena, S.A. Incurred Cost Audit Report, 2002-2008, issued February 2010

Narrative; OIG conducted a contractor incurred cost audit. The audit evaluated the contractor’s
recorded direct and indirect costs for fiscal years ending December 31, 2005 through December
31,2008. OIG also evaluated contractor severance payments io employees under contract
performance years ending December 31, 2002 through December 31, 2004. OIG audit evaluated
the contractor’s accounting procedures and practices, intemal controls, and compliance with
contract provisions, applicable cost accounting standards, and the Federal Acquisition
Regulations. The audit found the contractor had overbilled the Peace Corps $11,123 for
severance payments and $13,851 for labor costs. OIG identified contractor internal control
weaknesses including inadequate accounting policies and procedures. These weaknesses
contributed to the contractor’s failure to submit contract required incurred cost submissions,
reconcile recorded costs incurred with amounts billed to the Peace Corps, and to adequately
segregate recorded costs from one contract performance period/contract line item with costs
recorded for next year’s contract performance period/contract [ine item,

Disposition: The audit results were provided to the contracting officer for resolution.



Office of Inspector General

April 15,2010

The Honorable Darrell Issa

Ranking Minority Member

Committee on Oversight and Government Reform
2157 Rayburn House Office Building
Washington D.C. 20515-6143

Dear Representative Issa:

I am writing in response to your letter dated March 24, 2010 requesting information regarding
my office’s open and unimplemented recommendations. The following is our response to your
queries:

[ There are currently 164 open and unimplemented Peace Corps Office of Inspector General
(OIG) recommendations. These recommendations were developed by the Audit and Evaluation
Units.

2. There are 12 recommendations with estimated cost savings included as Attachment A to this

letter.
3. The most important open and unimplemented recommendations are included in Attachment B,

4. The Peace Corps OIG considers that 465 recommendations have been accepted and fully
implemented by the agency from January 5", 2009 to the present.

[ would also like to thank vou for soliciting my views on improving the Inspector General’s Act
of 1978, as amended. In that regard, [ support all of the pro-active initiatives put forth by the
Council of the Inspector General on Integrity and Efficiency (CIGIE) Legislation Committee and
believe they would permit IGs to operate more effectively and efficiently. [ would also like to
take this opportunity to address an issue that uniquely affects Peace Corps employees. including
the Office of Inspector General. Under 22 U.S.C. § 2506 Peace Corps appointiments and
assignments are limited to five year terms. Moreover, the only exception to this statutory limit
arises il the Director of the Peace Corps determines that an individuals™ performance has been
exceptional and the extension is made 10 achieve one or more of the enumerated purposes in the
statute. Even then. the absolute statutory lunit for an assignment or appointment at the Peace

Corps is seven and a half veurs.

Paul D. Coverdell Peace Corps Héadgquarters
111 20t Street HW Washington, DU 20020
1 8NN 424 8680 www. neacecnrns. qov



The five year rule has a direct impact on the efficiency and effectiveness of OI1G eperations. For
example our ability to recruit highly qualified auditors has been hampered because we are unable
to ofter candidates the same career track other federal OIGs can provide. We have recently re-
advertised an auditing vacancy for the third time after failing to attract qualified senior level
candidates. In addition. the five year rule could potentially undermine the independence of my
office. While our relationship with agency management could not be better, the authority vested
in the Director of the agency to extend the terms of O1G employees, including the [G. can affect
IG independence. Future agency management could decide not to make a decision on term
extensions to prevent the OIG from conducting sensitive investigations. Tn my view Congress
should reexamine this provision and any other law which limits 1G terms and vest the authority

to extend such terms with the head of the agency.
I hope our response is helpful in carryout vour oversight responsibilities. Should vou have any
further questions please feel free to contact me directly at

Sincerely,

221/’?4 o

g/ o £ S
1S s

-

Kathy A. Buller
Inspector General

tnclosures
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To: gt :
Ca: . c;:.m:
Subject: RE: Per your inquiry

Date: Tuesday, July 13, 2010 9:14:52 AM

oo aseeart on bahad! of our lngpector Cenerst That we b 1o aros o s With rasge
any threats or altemnpts to mpede cur office ability to communicate with Corg
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From: Guastini, Thomas (Finance-Rep) [mailto:Thomas_Guastini@finance-rep.senate.gov]
Sent: Monday, July 12, 2010 6:42 PM

To: Ferrao, Joaquin

Cc: Chesnel, Lisa

Subject: RE: Per your inquiry

Mr. Farrao,

 urclarstend that answer to apply Lo jusd tha first question, however, if it also covers the third
guestion that's firse, Pil just note that it doss.

Sncereiy,
Thomas

From: Ferrao, Joaquin [mailto:jferrao@peacecorps.gov]
Sent; Monday, July 12, 2010 3:23 PM

Yo: Guastini, Thomas (Finance-Rep)

Cc: Chesnel, Lisa

Subject: Per your Inguiry

Dear Mr. Guastini,



Thanksfor your call. Upon a further review of our response fo Senator Grassley's letter | believe
that we did respond to the question relating to any possible agency interference with our work.

In paragraph one our 1G, Ms Buller states “Asto the first inquiry | can affirm no instances of agency
resistance, objections, or restrictions to our oversight responsibilities.” See attached letter,

Flease let me know if this answers your question. if | can be of any further assistance to you please

call me at

Best,

Joaquin E. Ferrao
Deputy Inspector General & Legal Counsel
Peace.Corps-Office of Inspector General
/Tel: 202-692-2921™
LFax: 202-692-2901 ™,

Mob: 202-640-87 11

** This document may contain confidential information protected by attorney/client and other
applicable privileges, or may cantain non-public information exampt from public release by Federal law.
It is Intended only for the designated recipients. Use, dissemination, distribution, or reproduction by
unintended reciplents is prohibited.



Peace Corps Office of Inspector General
June 3, 2011
Via Electronic Transmission

The Honorable Charles E. Grassley
Ranking Member
Committee on Finance

The Honorable Tom Cobum

Ranking Member

Permanent Subcommittee on Investigations

Homeland Security and Governmental Affairs Committee

Dear Representatives Grassley and Coburn:

I am writing in response to your letter dated April 8, 2010 for the period January 1 — April 30,
2011 requesting a) a list of any instances when the agency resisted and/or objected to oversight
activities and/or restricted our access to information b) any biannual reports on closed
investigations, evaluations, and audits conducted by our office, which were not disclosed to the
public and c) any instances where a federal official threatened and/or attempted to impede our
office’s ability to communicate with Congress. As to the first inquiry I can affirm no instances
of agency resistance, objections, or restrictions to our oversight responsibilities. In regard to
your second request, you will find five investigative report summaries (see Attachment), Finally,
we have not experienced any impediments in communicating with Congress.

Please be advised that we have included summaries of closed investigations in lieu of actual
reports pursuant to the outcome of discussions between your staff and the Council of Inspectors
General on Integrity and Efficiency (CIGIE) Legislative Commitiee.

I hope our response is helpful in carrying out your oversight responsibilities. Should you have
any further questions please feel free to contact me directly a :
Sincerely,

Kathy A. Buller
Inspector General



Afttachment

Summaries of Peace Corps Office of Inspector General Closed Investigations

1. Region:-

Investigation Type: PROTECT Act >

Allegation/Narrative statement: Or“, OIG received an allegation about a
possible PROTECT Act violation involving a Volunteer,

Date Closed:“

Case outcome/disposition: The Volunteer resigned in lieu of administrative separation.

2. Region: “

Investigation Type: Administrative Matters

Allegation/Narrative: OPG received an email alleging concerns over the
actions of a Peace Corps s member. The complainant stated that the staff member is rumored
to have a gun collection and may have brought a gun into the Peace Corps headquarters building.

The complainant also mentioned that the staff member reportedly has consumed alcohol during
business hours.

Date Closed: “

Case outcome/disposition: The allegation that the staff member used alcohol had credibility.
The allegation involving the gun was not verified. The staff member received counseling and
was transferred to another position at headquarters.

3. Region: (it
Investigation Type: Bmbezzlement or Theft of Government Property

Allegation/Narrative: OIG received an allegation of financial irregularities involving a Peace
Corps staff member’s handling of Small Project Assistance grants.

Date CIosed:*

‘On September 1, 2008, the Peace Corps Director transferred the responsihility for coordinating the investigation
of violent crimes committed against Peace Corps Volunteers to the Office of Safety and Security. '

2 prosecutorial Remedies and Other Tools to end the Exploitation of Children Today .

3 As used herein the term “staff” member includes direct hire employees, Foreign Service nationals, and personal
services contractors,



Case outcome/disposition: The staff member retired after twenty five years of service with the
Peace Corps.

Investigation Type: Administrative Matters

Allegation/Narrative: OIG received an email alleging fraternization between a Volunteer and a
Peace Corps Medical Officer.

Date Closed :“

Case outcome/disposition: The staff member resigned.

5. Region*

Investigation Type: Conflict of Interest

Allegation/Narrative: OIG received an allegation that a staff member had improper contact
with a company doing business with the Peace Corps. :

Date Closed: “

Case outcome/disposition: The investigation did not substantiate the allegations.

6. Region: -

Investigation Type: Kickbacks/Ethics Violation

Allegation/Narrativeﬁ OIG received an allegation that a staff member was receiving
“kickbacks” from contractors doing work for Peace Corps.

Date Closec“

Case outcome/disposition: The staff member resigned; OIG referred the case for
suspension/debarment.

7. zeon SN
Investigation Type: Administrative Matters

Allegation/Narrative: OIG received an allegation alleging fraternization between a Volunteer
and a staff member. '

Date Closcdw

Case outcome/disposition: The staff member resigned.



Investigation Type: Intimidation

Allegation/Narrative: OIG received an allegation that a staff member was experiencing
“backlash” for bringing an allegation of fraud to the OIG.

Date Closed~

Case outcome/disposition: The staff member withdrew the complaint,

9. Region: “

Investigation Type: Rape

Allegation/Narrative: OIG received a report that a Volunteer had been sexually assaulted by
another Volunteer. This incident occurred m-

Date Closed~

Case outcome/disposition: The outcome of the investigation revealed conflicting facts, a
report was provided to agency management. The victim did not want to pursue any court
proceeding for this matter.

10. Region: (g
Investigation Type: Major Sexual Assault

Allegation/Narrative: OIG received a report that a Volunteer was sexually assaulted by three
assailants. This incident occurred indfjip

Date Closed: 02/24/2011

Case outcome/disposition: Despite cooperation with local authorities, the assailants have never
been identified,

11. Region: AR AN ASSSSSPp
Investigation Type: Rape

Allegation/Narrative: OIG received a report that a Volunteer was sexually assaulted by an
unknown assailant. This incident occurred in@iillk

Date Closed:~

Case outcome/disposition: The assailant was never identified.

12. Region: -



Investigation Type: Attempted Rape

Allegation/Narrative: OIG received a report that a Volunteer was sexually assaulted by
another Volunteer. This incident occurred in

Date Closed:~

Case outcome/disposition: The Volunteer did not want to press charges,

14. Region: ~

Investigation Type: Robbery

Allegation/Narrative: OIG received a report that a Volunteer was robbed by an assailant.

Date Closed”

Case outcome/disposition: The assailant was arrested, but fled before any court proceedings.
The local police have conducted no further investigative activities.

15 Replon: QUGS

Investigation Type: Rape

Allegatiori/Narrative: OIG received a report that a Volunteer had been sexually assaulted by an
assailant. This incident occurred inGi®,

Date Closed~

Case outcome/disposition: The Volunteer did not want to press charges.
16. Region: ‘
Investigation Type: Aggravated Assault

Allegation/Narrative: OIG received a report that a Volunteer had been assaulted by an
assailant. This incident occurred in Qe

Date Closed:~

Case outcome/disposition: The assailant was arrested and served time in jail.
17. Region: ‘
Investigation Type: Embezzlement

Alegation/Narrative: OIG received an allegation that a staff member used Peace Corps funds
for personal expenses.



Date Closed- (g

Case outcome/disposition: After an QIG investigation, the staff member was terminated from
@Position at the Peace Corps.

18. . Reglon N

Investigation Type: Rape

Allegation/Narrative: OIG received a report that a Volunteer had been sexually assaulted by an
assailant. This incident occurred i

Date Closed’

Case outcome/disposition: Despite cooperation with local authorities the assailant was never
identified.



Office of Inspector General
January 27, 2012
Via Electronic Transmission

The Honorable Charles E. Grassley
Senior Member
Committee on Finance

The Honorable Tom Cobum

Ranking Member

Permanent Subcommittee on Investigations

Homeland Security and Governmental Affairs Committee

Dear Representatives Grassley and Cobum:

I am writing to follow up on our initial response to your letter dated April 8, 2010 requesting
information on: (a) any instances when the agency resisted and/or objected to oversight activities
and/or restricted our access to information; (b) any biannual reports on closed investigations,
evaluations, and audits conducted by our office, which were not disclosed to the public; and (c)
any instances where a federal official threatened and/or attempted to impede our office’s ability
to communicate with Congress. The following information corresponds with the time period
May 1 — September 30, 2011.

As to the first inquiry I can affirm no instances of agency resistance, objections, or restrictions to
our oversight responsibilities. In regard to your second request, you will find nine investigative
report summaries and one management advisory report (see Attachments). Finally, we have not
experienced any impediments in communicating with Congress.

Please be advised that we have included summaries of closed investigations in lieu of actual
reports pursuant to the outcome of discussions between your staff and the Council of Inspectors
General on Integrity and Efficiency (CIGIE) Legislative Committee.

I hope our response is helpful in carrying out your oversight responsibilities. Should you have
any further questions please feel free to contact me directly

Sincerely,

Kathy A. Buller
Inspector General



Attachment

Summaries of Peace Corps Office-of-Inspector General Closed Investigations

1. RegionQi

Investigation Type: @

Allegation/Narrative statement: Peace Corps volunteer made a complaint against a
ost country national. T volunteer alleged that she was g€xually assaulté?:l}~ y

Date Closed ‘*:)

Case outcome/disposition: 'i‘he

- .

erved time in jail.

-

2. Regio\fi;

was sexually assaulted by a group o ost country nationals.

Date Closed@

Case outcome/disposition: The victims were unable to identify the suspects. DNA testing was
also completed and did not identify a suspect.

Allegation/Narrative: Aﬁeace Cﬁs volunteer was robbed an@cquaintance

e R O e ey

3. Region:

v

Investigation Type: Title 18
Allegation/Narrative: O@; the Office of Inspegtor General (OIG) received
information that a country director(CD) inay have profited fro position.

Date ClosedQ

Case outcome/disposition: The CD pled guilty and was sentenced to two years probation and
ordered to pay $33,000 in restitution to the Peace Corps.

4. Region-

Investigation Type: Federal Employees’ Compensation Act

Allegation/Narrative: OIG received information that a returned Peace Corps volunteer (RPCV)
who is receiving workers compensation benefits might be working and not reporting the income
to the Department of Labor (DOL).



Date ClosedQ

Case outcome/disposition: An investigation revealed that the RPCV received a $700
overpayment but DOL would not pursue repayment.

5. Region: ’

Investigation Type{ Fraudulent Claimie~, . Crea—res

Allegation/Narrative: OQOIG received an allegation from a CD that two staff
members were receiving kick-backs from hotel vendors.

Date Closed‘f

Case outcome/disposition: As a resunlt of OIG’s investigation one of the staff members
resigned and the others staff member’s contract was not renewed.

6. Region:‘~

. - SO .
Investigation Type: Death ¢

Allegation/Narrative: On eace Corps volunteer was located deceased i
residence. No signs of foul play were observed. The Armed Forces Institute of Pathology
conducted an autopsy and requested additional investigation by OIG.

Date Closed:é

Case outcome/disposition: The OIG conducted an oversight inquiry on the circumstances of
the volunteer's death and coordinated with the Armed Forces Institute of Pathology. A cause of
death could not be determined, but foul play was not suspected.

Allegation/Narrative: On 1G received an allegation from a CD that ~
volunteer sexually assaulted a volunteer.
Date Closet@

Case outcome/disposition: OIG's investigation determined that the yolunteer had/s},xua')
A‘L . N
_intefSorse with th olunteer w1thout.consent. The ’volunteer was separated’
from his Peace Corps service.

8. Region:



Investigation Type: Administrative Matters

Allegation/Narrative: On G received an allegation from a CD that a Peace
Corps medical officer (PCMO) was servicing non-Peace Corps patients at the post’s medical
facility,

Date Closcd:*

Case outcome/disposition: OIG's investigation determined that the PCMO had been servicing
non-Peace Corps patients for a ten year period. The United States Department of Justice declined
to prosecute this case. The PCMO was provided a warning — no other administrative action was
taken.

Allegation/Narrative: O“OIG received an allegation from aCD that a Peace
Corps staff member was directing business to a family member’s privately owned business.

Date Closed:

Case outcome/disposition: OIG’s investigation did not substantiate that the Peace Corps staff
member violated any Federal ethics rules or agency policy. The staff member’s involvement did
not affect procurement decisions.



To: Aaron 8, Williams, Director

From: Kathy A. Buller, Inspector General

Subject: Management Alert Report: Mitigating a Potential Electrical Safety Hazard

Date:

inalize our inquiry of the death of Peace Corps Voluntee

t year, we wanted to alert you about a safety issue that may impact
and elsewhere, ing our review we found that small appliances

purchased oru y Volunteers inﬁ are often locaily adapted for use with 220 volt

electrical sockets, which coupled with loose or improper wiring in Volunteer houses,

could pose a safety hazard for Volunteers.

OIG consulted with U.S. Consumer Product Safety Commission Director of Engineering
Edward Krawiec who suggested that in light of this situation, the Peace Corps could
provide Volunteers with portable ground fault circuit interrupters (GFClIs), also known in
other parts of the world as residual current circuit breakers (RCCBs). A GFClis an
electrical wiring device that disconnects a circuit whenever it detects that the electric
current is not balanced between the energized conductor and the return neutral conductor.
An imbalance can occur when a person who is grounded accidentally touches the
energized part of the circuit. A lethal shock can result from these conditions. GFCls are
designed to disconnect quickly enough to mitigate the harm caused by such shocks,
although they are not intended to provide protection against an overload or short circuit
conditions.

In the United States the National Electrical Code requires GFCI devices interrupt the
circuit if the leakage of current exceeds a range of 4-6 milli-amperes within

25 milliseconds. In some countries, two-wire (ungrounded) outlets may be replaced with
three-wire GFCls to protect against electrocution, and a grounding wire does not need to
be supplied to that GFCL. An informal pricing for GFCls indicate that their cost is
around $15 per portable outlet, '

We recommend that the Peace Corps conduct its own review to determine the feasibility
and appropriateness of providing Volunteers with resources to mitigate this risk., The
agency could also examine other measures such as whether or not the housing checklist
in high risk posts should specifically address this problem.

We make no representations in this memo concerning the finding of owr inquiry; rather
our intent is to alert you concerning a possible safety issue impacting Volunteers. We
expect our final report on this inquiry to be finalized in the coming weeks, We look
forward with working with you on this and other important management issues,
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