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Perspective:

Lessons Learned
‘P.L. 86-36

Interview with

One of the pioneers of signals analysis reflects on a fifty-year career in cryptologic service

(U) An important theme in Twentieth Century Cryptology is its expansion beyond the classic
“code making and code breaking” endeavors that stretch back as long, or so it seems, as human-
kind has been attempting to communicate.

(U) The development of traffic analysis remains one of the most significant of those expan-
sions. The analytic effort to derive useful information from the externals of message traffic, in
addition to or apart from success in reaching the underlying plaintext of the message contents,
ranks as a defining event in cryptologic history Beyond its intelligence value, traffic analysis
pointed to something fundamental about the cryptology of our time: the fundamental importance
of understanding not just the content of communications and the means to hide those contents but
of the systems and technologies that carried those communications.

(U) An obvious point? In retrospect, possibly. But the history of cryptology and of the agen-
cies that practice it are largely told in the gap between the retrospective obvious and earlier con-
ventional wisdoms. After the Second World War, signals analysis represented yet another
potential extension of cryptologic activity. But was it truly cryptologic in nature? Or was it more
simply a matter of communications research, with, it might be granted, some intelligence implica-

tions. .
P.L. 86-36

(Uj |(any number of NSA personnel might hesitate for a second on
the full name before reaching recognition with “Oh, you mean ‘Ski.””) has spent a career, a half-
century at the center of the evolution of signals analysis. In December 1996, shortly before his
retirement, Ski discussed his career with Cryptolog.

(U) Let’s start chronologically. You went (U) No. The draft was still on, but the Navy
into the Navy in 1946, when you were 18 years  had a program—I guess all the services had some-
old. thing like this—called the Kiddy Cruise. If you

enlisted in the Navy at 17 and stayed until you

(U) I was still 17. were 21, you got credit for four years of service

plus all your GI Bill benefits for schooling, hous-

(U) Were you drafted? ing, and all those other things. So I enlisted in

FOPRSECREFCSMBRA
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August, I was 18 in October, stayed for three years
and two months or whatever it was; I would have
received credit for four years of federal service had
I stayed in.

(U) How did you get into cryptologic ser-
vice? Was that just a decision by the guy at the
recruit depot?

(U) No. It happened somewhere between the
time I enlisted and the time I got out of boot camp.
I was one of fifteen selected to be sent from Great
Lakes, Illinois, to Washington, D.C., for this
strange training that nobody knew anything about.
George Rocawich was another in that group. He
became one of our premier traffic analysts and just
retired a few years ago. There was another group
that came from the San Diego recruiting center,
and they lorded it over the rest of us that they had
come by ship to the East Coast. We had come by
train from Chicago, so they had sea duty, and we
didn’t.

(U) We arrived in D.C,, reported to the Navy
Department, and they said we were to take off for a
few days and then to report to Nebraska Avenue,
the Naval Security Station or U.S. Navy Communi-
cations Station Washington (CSAW) as it was
known then.

(U) What did you do after reporting there?

(U) The first thing, while we waited for our
clearances, we were assigned in an LIC area in the
attic studying electricity, math, typing, and cryp-
tography. Our CO was CDR John Quincy Adams
I11, a direct descendant of President Adams.

(U) Jim Bates was part of that group and we
always went to him with our crypt problems
because he always had the solution first. From
there, my first assignment after being cleared was
in the personnel office. Then I was assigned to
R&D, and I was a yeoman for a while and then
communications technician or CT. From there 1
was reassigned to what became the R&D signals
analysis lab. It wasn’t called that then, but that’s
basically what it was. The Navy organization was
N33 (later to become AFSA 334).

(U) In fact, though, the basic mission of the
lab was for support to engineers building equip-
ment; the use of signals analytic results for intelli-
gence production was really a secondary mission.
But we did have different kinds of signals coming
in and the types of questions that were being
asked—what kind of signals were they? How did
they look? What did we have to cope with them?
Who was the user? I took a real interest in that, so
in addition to doing the administrative duties for
the office, I also began working on the signals and
found that more interesting.

(U) We’ve been in a period of downsizing
the last few years. But that period immediately
after the war must have been a tremendously
difficult period.

(U) When I transferred from the Navy to civil-
ian life in 1949, it was only through intervention of
the folks inside the building that I got on board.
They were not hiring—certainly not clerks. I
wasn’t exactly in a critical skill.

(U) But the fact that 1 had learned something
about signals analysis and was interested in pursu-
ing that made the difference. The chief of the
research element needed someone who fit my qual-
ifications, and he hired me. The Lord was smiling
at me all the way on that one.

(U) You were hired as a clerk?

(U) Yes. “Clerk, General” is what they called
it at the time.

(U) At what grade?

(U) Then it was called CAF-4, at about $2700
per year. Which was only slightly more than I was
making in the Navy.

(U) Were you at Nebraska Avenue when
AFSA was formed?

(U) Yes. They called us all together, the whole
complex, to the back of the loading dock of what I
think was Building 4A, while they announced that
we were now the Armed Forces Security Agency.
It didn’t mean a whole lot, and of course the ser-

“TOP-SECRET UMBRA
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vices weren’t too keen on the idea.

(U) How much did things change after
that? Did the Army people start to show up at
Nebraska Avenue and so on?

(U) Oh yes. There was a big exchange of peo-
ple. 1 left Nebraska Avenue and went over to
Arlington Hall. Because of the new structure new
opportunities were available. That’s where we
started signals analysis in the production organiza-
tion. The first organization was AFSA 204. The
research folks were, as I said, more interested in
the subject from the point of view of building
equipment. The production element was very
small: an Army captain named Ron Schmidt,
myself, and two maintenance technicians. And
me.

(U) But that was the start of what became
NSA W34, T16, and AS? The latter two were
evolved from the processing efforts whereas W34
stayed with signals analysis.

(U) When you look at that fact on your
résumé “started the first signals analysis effort
in the production organization,” that’s a rather
striking statement. It’s hard to realize there
was ever a point where we didn’t have a signals
analysis effort.

(U) Well, there was the effort in R/D, but not
in operations.

(U) Was that controversial?> Were there
people who fought that?

S-€€6>-Signals analysis was not well under-
stood at that time. At first there was no duplication
of effort since our mission was so totally different
from that of R/D. It did cause some problems later
until the two efforts were joined in 1972. To
answer your question directly, it wasn’t something
we set out to do with some elaborate plan. In fact,

CRYPTOLOG
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tie the two ends of the wire—which was always
breaking—in a square knot, pull it tight, and fuse it
with some kind of heat. Well with one hand on
each end of the wire, there was no way to hold a
soldering iron or a match, so we soon learned how
to touch the wire with the end of a lighted cigarette.

£5-€€65-We worked at this for several years,
but the idea of signals analysis in PROD did not

really catch| - ]
Every job I

had, and every time I either got promoted or we
reorganized, my job was described as either an
engineering aide or communications specialist or
something. It wasn’t until about 1954 that we
came up with signals analyst to describe what we
did. EO 1.4.(c)
P.L. 86-36
£5-6€6-In 1958 we became a division.
Admiral Tommy R. Kurtz, USN, was the Director

for Production (PROD) when we started to work

(U) When I was in R&D we were using wire
recorders, and it almost forced you to take up
smoking. The only way to splice the wire was to

—TFOR-SECREFUMBRA—
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(U) 1.didn’t realize this at the time, because
when you’re a GS-12 working in the basement you
don’t get too involved in the politics of anything.
But the Navy was very jealous, but Adm. Kurtz
was convinced this was a SIGINT challenge and
NSA was going to handle it. and we did.

(Ij) Did you ever think you were going to be
transferred back to the Navy or something like
that?

(U) Not really. Of course, AFSA had its prob-
lems. But then we became NSA and things seemed
to settle down a little. But we still had—beyond
my pay grade and my interest—politics of one sort
or;émother. At my level, we had work to do, and
signals to analyze, so we didn’t get involved in it.

; ~7P.L. 86-36
; And we were able to get things done.
With NSA’s help, the Navy.was able to build the
| That was built and in place
‘mn about a year. It was one of the fastest projects
‘I’ve ever seen. I’'m almost positive that Charlie
‘f‘ Gandy in R/D built the recognizer that went to the
~ field to recognized this specific signal. The real
secret part of the whole project wasn’t that we
could intercept the signal so much as it was the
ability to DF it. And that was built into the system.

(U) You mentioned politics. What about the
politics within the building. Were the signals
analysts accepted as part of the process?

1S=€€6y No. In fact, what was then GENS 2
was not too keen that we were working on the

and we
weren’t part of GENS. So we were more or less
tolerated. It helped tremendously that we had
Admiral Kurtz as chief of PROD supporting us.
Not that he ignored GENS 2, but he paid a lot of
attention to us. He’d come down .into the base-
ment, take off the jacket with all those ribbons on it
and hang it on a chair, and say, ,ff‘What do you have
today, Ski?” He was a strong believer in teamwork
and saw to it that it worked for us.

(U) We had a te:ﬁ’ﬁc team. There was about
five of us. Vernon Franks was in the Navy. Bruce
Russell was a civilian analyst. Another who made

EO 1.4.(c)
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chief later on was CT1 James Killeron, USN.
Leroy Spiess was our contact in GENS. But what a
team!

(U) I received the largest Special Act Award
the agency had ever given to that time. Admiral
Kurtz came down one day and told me he’d put me
in for an award, and I told him I was going to have
to buy him a coffee. “Coffee, hell,” was his
response. “You’re going to have to buy me a car.”
That was a lot of money in 1960. But that wasn’t
the point. It was such a hard project, and so many
people worked so hard on it. Not just at NSA, but
the Navy, and the other services. It was a terrific

effort. ADM Kurtz signed my picture of the pre-
sentation with ‘team work with competence can’t

be beat.” That is still so true to this day.

(U) Beyond cryptanalysis, beyond trafﬁc
analysis, the development of signals analysis
could be thought of as almost another concen-
tric circle of cryptology, couldn’t it. ‘

CRYPTOLOG
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(U) I think the way we’re going now is a little
better. I really do. I don’t think everyone in the
chain needs to know everything, but there were
things we didn’t know in the signals arena that
folks watching the traffic did know. As it turned
out, sometimes we found out things by accident
that we had to know, such as the length of standard
messages. We had to know that, and we have to be
able to share information.

(U) One thing that was: different wzis that we
didn’t always pass things on from one stage of the
process to another the way we do now. I had my
job, which was signals analysis, and there was a
sense that I didn’t need to know. whether the cryp-
tanalysts were reading the syst,em or not. We were
much more inclined to say to the engineers, “Here
are the parameters on which you need to work.
Don’t ask about anything beyond that” And we

did the same with every other stage of the process -

It was fairly segmented

(U) Talk,*’abbut that. We are doing things
differently, and there are very clear tradeoffs
involved in‘that. -~

P.L. 86-36
EO 1.4.(c)

(U) It really helped to know schedules and
things of that sort, so we would know where to
look. We didn’t have to know every detail.

U) Let’s talk for a moment about career
issues. Were you one of the early group to come
out to NSA?

(U) Not the first group, but early on. Some
things haven’t changed. We reorganized a lot, and
people moved back and forth between Nebraska
Avenue and Arlington Hall, and then we got
ordered out here. It never failed. Every time I
moved my residence to get closer to work, I got
reassigned.

(U) What was it like working for NSA in the
1950s?

—FOP-SECRET-UMBRA—
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(U) It was just the best place to be. 1 guess
that’s what kept me here for fifty years.

(U) But you get the sense—greater secrecy
and all—that this was a much tighter commu-
nity of people.

(U) I was talking about this just the other day.
You kept such a close hold on what your did and
where you worked. You took your badge off when
you cleared the gate. You told people you worked
for the government or the Defense Department. If
anyone asked what you did, you said you were an
analyst, or an engineer, or whatever. A good exam-
ple is that my Navy records do not reflect my
assignment to CSAW, but merely to Navy Barracks
Washington D.C.

(U) When I first saw the terms signals analysis
and COMINT in the newspaper I nearly had a heart
attack. ELINT was one thing, because the services
had their own ELINT operations, and so on. But
COMINT! That was enough to send shivers up my
spine.

(U) You really had an extraordinary group
of folks at the top of the place, didn’t you?

15-€€63-The nice part of my job was it took
me through all the different components of NSA.
Dr. Tordella was actually the Chief of C at the time

—“TOP-SECRET OMBRA-

«5-€€65 Dr. Tordella had that ability to see the
whole SIGINT process. And he was such a human
person. I was standing out in front of the building
one day when Dr. Tordella was escorting a senior

EO 1.4. (c)
B.L. 86-36

DOD official out to his car. They walked past me,
stopped, and turned around. Now, it was around
5:00 in the afternoon, so I didn’t think I was leav-
ing early. And even if I had, I didn’t think Dr.
Tordella would chew me out in front of a visitor.
But he came over and told the visitor that I was the
gentleman responsible for all the requests NSA
was putting on the department of research and
development as a result of all the new signals we
were finding)| | I was
glad that was over, because I didn’t know what he
was going to do.

(U) His heart was really in the technical end of
the business. He’d come down to the basement,
look around, and ask questions. From time to time,
he’d stick his head behind the racks to see how
everything was wired up. And he didn’t like to see
wires just tossed around carelessly back there. He
wanted them neat and laced together. He was one
of the finest people this agency ever produced. Of
course there are many others, but I think of him as
certainly one of the best.

(U) Like a lot of the people from that era,
you had come in from the service, without a col-
lege degree and then ended up going to school at
night.

(U) That was very common in those days.
And you’d go down to someplace like George
Washington, and you’d find Dr. Tordella and peo-
ple like that teaching a course and a number of
your fellow workers in class with you.

(U) Working full time, going to school, some-
times holding a second job. It was tough. But
those were good times, and I wouldn’t trade them
for anything.

(U) You stayed in the signals analysis effort
for a long time and then went off to field opera-
tions. What was that all about?

(U) I went to the Air War College, graduating
in 1968, and they wouldn’t let me have my old job
back. At the time, that was probably one of the
bigger disappointments of my career. So I went to
work in field operations. At that time, anything
that involved feedback to the sites, making sure

’E‘.O 1.4. (c)

P.L. 86-36 RO S C R A ———
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they were properly equipped and informed went
through there. We were basically responsible for
seeing that they had what they needed to do their
jobs.

(U) One of the problems we had was that all
the group chiefs at that time, people like Art Lev-
enson and Frank Raven, were going in to Gen.
John Morrison, the DDO, and trying to get top pri-
ority for processing. So the folks in the processing
area got a little tired of three and four people ask-
ing for some sort of change in priorities, all based
on the idea they should have first shot.

(U) So, General Morrison decided he was tired
of hearing all of this and decided we needed a plan.
So, the Signals Processing Requirements Panel
was born, in order to sort out some of this. It was
staff work, pure and simple, which I wasn’t too
keen on, but it bad to be done. I only spent a cou-
ple or three years there.

(U) Followed by a tour in the office of
ELINT?

P.L.

(U) So you’ve been a manager but always
with signals analysis roots. How do you feel
about the relationship between technical skills
and managerial skills?

(U) From a personal standpoint, I had the best
of both worlds. 1 knew enough from the technical
side to hold my own in signals analysis and collec-
tion. I was not an engineer nor a mathematician, so
if I tried to go back to signals analysis these days I
wouldn’t stand a chance. Somehow, along the way,
I’d acquired enough managerial ability—I think I

86-36

EO 1.4. (c)
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was good with people and good at pulling teams
together. I don’t know really how it happened. I
went from being a section chief to a branch chief,
to division and ended up being the deputy of W3.
But because of my early background I was viewed
by some folks as technical; others saw me as mana-
gerial. To this day, I still don’t know how the deci-
sion was made to make me an SLE but I am
certainly glad it was done!

(U) The fact is that in those days you didn’t
get ahead unless you were a manager. If I hadn’t
become a branch chief and a division chief, who
knows where I would have ended up.

(U) And that’s a continuing issue.

(U) I think at least through branch manage-
ment, you have to have technical roots in this busi-
ness. You have to have some sense of what your
people are doing. You have to be able to mentor
them and help them solve their technical problems.

(U) We’re going to have to leave some
details of your career to the oral history pro-
gram. You’ve spent so long as Technical Direc-
tor of B Group, I want to spend some time on
that. How did you wind up there?

(U) I had spent seven years as Deputy of W3,
the Office of Search. It was time for me to move. 1
was transferred and at the request of

was assigned to R5 to do a study of the signals

analysis effort and to work on development of a
system for moving technology out of the R labs
into the operational areas. The signals analysis
work force was aging and there were no peopﬁlle in
the pipeline. - p L.

(U) I was disappointed in- leavmg W3 and I

was planning to make R5 my swan song. But
when[iilannounced he was going to pgl-
vate industry, I was determined to finish the study

before he left. I finished the study and it became

the basis of an R/D and DO implementation plan. ‘"‘x‘

And with that done, I was returned to DO, with a :

86-36

note fron:kaylng they were sending me
back unharmed. One day,

approached me and asked me to come back to B as
tech advisor. During my first ten years in B Group |

—TOP SECRET UMBRA—
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had eight different chiefs. I’ve told people my job
wasn’t technical, my job was to train group chiefs
and in fact had a sign that said, “Honk if you have
been the chief of B!”

86=36.

P.

“(‘U) Whed:kame in, he wanted to

do what we would now call SRTD work, in one
division for all of B. He wanted me to head the

\“w.\division. It was there that I was promoted to SLE.

asked
[___kold him, Lord said maybe they should take

L.

At the time the rules about how many people SLEs
could supervise applied. And one day, Dick Lord
here 1 had been assigned, and when

the promotion back. I quickly requested a vote in
that, so I went back to being the tech advisor.

(U) Every one of the chiefs has used me differ-
ently, depending on what their strengths were. And
where they felt there was work to be done.

€5-66063 So | was always able to stay close to
the signals and have fun with that. My job was to
keep management informed of the trends and new
signals appearing. [ often believe that I had two

(U) How did the change to the new B affect
you?

(U) I had build up a good rapport with a lot of
people in the old B, so I had that base. And | knew
many of the people coming in as part of the new B.
So that was a help.

(U) Beyond that, thg‘chief,:lwas

very interested in-two projects: SRTD and the
developmeént of the technical track. Those duties

86-36

became paramount, so I never got involved with
the signals folks in the new organization the way I
had before the reorganization. Most of my chores
were involved in making the structure work, and
working on details, and going to any number of
working group, panel etc. meetings.

(U) One big part of my job has been convinc-
ing people that there is more to the tech track than
books and trips. There is more to getting a title
than just getting a title. There is a payback associ-
ated with this effort—payback to the mission as
well as to the people you work with.

(U) We’ve gotten so big. Managers have got-
ten farther and farther away from their technical
people. And here we have a chance—as signals
analysts judging signals analysts or IA judging
JAs—to say to management, “When you start
thinking about promotions, here are our best peo-
ple.” It’s not a hoop you jump through.

(U) Think about the professionalization pro-
gram. I know people have mixed views about it
now, but you have to recall its origins. In signals
analysis, most of our people had come in from the
military, without degrees, and we had very little
with which to motivate them to continue their
development. Professionalization forced them to
keep up with things, to learn about things they
might otherwise have neglected. And the technical
track offers us the same opportunity.

(U) Too often we think of the technical track
as something you need to get promoted. And it’s
not that. It’s you as a person. It’s what does Bill
bring here, and what value do we put on his talents,
and what training and experience do we give him
to make him better. That’s very important.

(U) Professionalization developed our spe-
cialties; the tech track seems to offer the pros-
pect of integrating those specialties. Is that a
fair way to put it?

(U) The pendulum swings back and forth on
that. When I came in, signals analysts were to
learn signals analysis, traffic analysts were to learn
traffic analysis, and so on.




DOCID: 4036133

(U) Then we seemed to want to spread out a
bit more. But that can go too far as well. The
Army has that slogan “Be all you can be” and I like
that as a way of saying develop a skill that you can
excel in. Not to the exclusion of everything else,
but from a base in a skill that you can truly master.
Of the three possibilities, that’s the one I like best.
I hope that’s where we’re heading.

(U) As you look back over the last fifty
years, what’s your proudest accomplishment?

(U) There’s no question that I’m proudest of
the signals analysis lab and getting to the point
where its survival was assured. I still meet people
who go back to that era and who are now long gone
from here, but who see me and come up to say that
the lab was the best part of their career. From a
personal view, that’s my biggest accomplishment.
For the mission, I think that had a real impact.
Without signals analysis, I don’t know where we’d
be. Today the skill fields are a bit less defined and
signals analysis overlaps a number of others, such
as cryptanalysis and engineering for example. But
the signals analysis function remains a corner stone
of the cryptologic family. Another area I am proud
of is the SRTD effort, but the success of that effort
remains to be graded.

(U) You came in at a time of downsizing and
transition. And here we are again, with a fair
amount of concern expressed all around. But
the lesson is you can do good work in those
times.

(U) Somehow you manage. Sure, you have
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things going on, you have things to worry about.
But whenever there’s been a crisis, this agency has
turned to. Nobody raises the question of overtime
or all that; nobody even thinks about being here all
night in a crisis. Our people respond. They always
have.

(U) Any last thoughts?

(U) It’s going to be tough to leave. When I
took my last polygraph, the operator was aston-
ished to find I had been here fifty years. So, when
he asked that sneaky question they always ask at
the end, it turned out to be “In your fifty years here,
have you ever been unhappy?” And I said no. |
don’t what the response was on the machine, but I
owe this agency an awful lot. I really do. TI'll
always remember the people here. We have our
ups and downs, but as far as the mission is con-
cerned, as far as the sense of having contributed to
what General Minihan described as avoiding “the
war we didn’t have,” I feel like I did make a contri-
bution.

(U) At the Navy Memorial on Pennsylvania
Avenue, there’s a quote from President Kennedy
to the effect that no man should have a prouder
boast than that of having served in the United
States Navy. You could make the same case, I
think, for the Cold War American Intelligence
Community.

(U) ’'m a plank owner of that memorial, and
could never be prouder of my long association with
both the U.S. Navy and the NSA. My thanks to

both for a most rewarding opportunity.



Signals Analysis:

by

The Background:

(U) After World War II, both the Army and
Navy conducted SIGINT activities as independent
efforts. The Army’s effort was headquartered at
Arlington Hall Station (AHS) in Virginia and the
Navy on Nebraska Avenue in Washington, D.C,,
(CSAW). In 1946 the Navy’s headquarters was
also known as the Naval Security Station (NSS)
and as Communications Station Activity (Wash-
ington). Captain Harper was the commanding
officer.

EO 1.4.(c)
P‘«;L' 86-36 FOBO— The Research and Development

department was headed by Mr. E. N. Dingley, Jr., a
captain in the U.S. Naval Reserve. A number of
R&D positions were located both in the continental

U.S. and overseas. |

were charged with search and collection
of new signals and the testing of new equipment to
cope with the growing technology of the time.

(U) Signals from these collectors were sent to
CSAW (I believe the designator at the time was
N33). LCDR Fred W. Hitz, USN, was in charge of
a number of senior civilian analysts/reporters who
reported the findings, verified the analysis and did
the tasking. Mr. James Cochrane, and Ms. Nancy
Swann were assigned along with several other navy
and civilian personnel. CTC Jack Ciska, USN, was
the yeoman.

(U) The actual analysis of these signals was
performed in N33 under the supervision of Mr.

10

The Untold Success Story

Russell L. Hoepner. The personnel either all Navy
veterans or active-duty officers. Among the best
were Mr. Edward J. Malone, Mr. Henry Stamps
and CWO “Poochie” Jones, USN. 1 became a
member of this team in October 1949.

(U) In late 1949 the military intelligence ser-
vices (ASA, NSS and now the Air Force’s AFSS)
joined to become the Armed Forces Security
Agency, at which time my organization was
renumbered AFSA 334. By this time the volume
of material requiring analysis was growing along
with the need to process not only printer and time-
multiplex systems but a very large input of facsim-
ile. The volume processing of these signals from
wire and disc recordings was fast becoming a prob-
lem for an organization more concerned with new
technology.

(U) In mid-1951 a new organization, under the
auspices of Captain Ronald Schmidt, USA,was
being initiated at Arlington Hall Station as AFSA
204. The primary function was to do the process-
ing and analysis from SIGINT stations world-
wide. I transferred from AFSA 334 to AFSA 204
and, along with Mr. Schmidt and two Army ser-
geants (one of whose name was Arsenault), began
the first signals analysis effort in the Production
organization.

£5-CEoy- Beginning in 1951 the organization
withstood a number of reorganizations caused by
the increasing number of Soviet signals, processing
demands and attempts to find the right fit for this
still-misunderstood element. = These growing
demands also resulted in increased manning. Cap-
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tain Schmidt became the civilian chief, Sefge'ant

Richard Gibson, USA, and Mr. Joseph Marenick

' were added to the group. By this time the increase
i Mr.

Hoepner was added to the management team as we
built a rather large processing facility in the base-
ment of the cafeteria at AHS. As we grew out of
our spaces it was decided to move us to NSS. By
this time we had added additional people to per-
form signals analysis, the master being a retired
Navy radioman named William Skinner. We had
also divided the functions into processing and anal-
ysis, with Skinner the chief by virtue of his experi-
ence and talents.

(U) In May 1956 the signals analysis effort
returned to AHS, but the processing remained at
NSS. We were now COLL-331, soon changed to
COLL-221. Eugene E. Embry was the chief of
COLL-22 and Bill Skin-
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| Both of these men were ex-

Navy personnel who had excellent training and
were experienced signals analysts, and who had
been section chiefs in COSA-34. From its humble
beginnings at AHS, the Signals Analysis career
field had taken its place among the best of the best
in the intelligence business; J45, Z15 and W34 all
trace their roots to AHS.

(U) I remained the chief until August 1967
when I was assigned to the Air War College, at

which time Mr. George Jelen replaced me.
EO 1.4. (c)
P.L. 86-36

The Challenge: (U)

5666y~ The fledging effort in :‘-Proc\i\\ilc\tion
(PROD) faced a number of technical challenges in
the fifties: a growing number of technology.

changes on the part of the targets,|

ner of COLL-221. We
were assigned to COLL-
2 because this was the
technical arm of Produc-

I became a member of this team in October
1949 [but] it was not until early 1957 that we
were recognized as Signals Analysts. Until
then we were Clerks (General), Engineering

tion, much along the
lines of the original
Navy organization 334.
In late 1956 we returned
to NSS from whence we moved to Ft. George G.
Meade in 1957. It was not until early 1957 that we
were recognized as Signals Analysts by the Civil
Service job descriptions. Until then we were Clerks
(General), Engineering Aides (Electronic and/or
General), Communications Analysts/Specialists
and finally Signals Analysts.

-£oU6yIn February 1958, the signals analysis
effort had grown to division size and I was named
its first chief. In 1959, since COLL did more than
Collection, the title was changed to COSA to

reflect the Collection and Signals Analysis -

efforts. It was during this time frame that the
extension of the signals analysis effort to-the “front

end” of the SIGINT system was made.

|was established with Mr. Joseph

/ Sausnock, Jr. assigned as the chief. Mr. Russell

EO 1.4.(c)

P.L.

Aides (Electronic and/or General),
Communications Analysts/Specialists.

“Jose” Rogers performed the same function at the

86-36

or

this task

was levied by the Deputy Director for Operations,
Rear Admiral T. R. Kurtz, Jr., USN.
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SENTINEL: A Look at Database Security (FoUo)

o]

P.L.

86-36

(U) The need 1o store data classified at many different levels in one database prompted the
creation of the SENTINEL database security filter Managers, analysts and collectors at NSA
need to make decisions based on data from many different sources and classification levels. With
shrinking budgets and personnel cuts, mdzwduals are expected to manage more information and

make broader decisions than in the past.

Approaches to security (V)

(U) The most secure solution to the database
security issue is to start at the ground level.
Acquire a secure operating system, such as Trusted
Solaris, as the foundation. Next place a secure
relational database management system on top of
this to form a completely secure system. Unfortu-
nately, this solution is more expensive, harder to
use, and more difficult to administer than a tradi-
tional operating system and database management
system. In addition to cost and usability, this solu-
tion requires you to supply all the users of your
system with the same configuration, which incurs
further cost.

(U) Another solution, and the one taken by
SENTINEL, is to take a traditional operating sys-
tem such as SunQOS, Solaris, or AIX and use a tra-
ditional database management system such as
SYBASE. This solution is not as secure as the one
mentioned above but fits into the existing computer
architecture, which does not include trusted operat-
ing systems and database management systems.
SENTINEL was created to prevent accidental data
disclosure but not a malicious attack.

Wha'r is SENTINEL? (u)

(U) SENTINEL is a security filter for
SYBASE databases which provides multi-level
security down to the row level. SYBASE alone
provides security at the table level, but this is not
good enough for SENTINEL’s users, who demand
finer granularity down to the row level. For those
not familiar with relational database management
systems; th_e composition of today’s relational data-
base management systems consist of application
databases: at the top. Databases are composed of
tables and: tables are composed of rows. SENTI-
NEL insures a user will only see the rows of data
for which he/she is cleared to access.

(U) The SENTINEL security filter is an inte-
gral part of project PLUS. PLUS has 1600 users
worldwide located at the CSGs, RSOCs, field sites,
other Key Components and DO. PLUS gives users
feedback about SIGINT production as a whole and
where they fit 1nto the SIGINT production system.

SENTINEL is used inl |and a Second

Party project called

(U) SENTINEL has been certified by J06 at
the C2 level for in-house use. The C2 criteria can
be found in the Orange Book. For the full criteria,
go to http://nectarine.q.nsa/REGS/rainbow/

FOR-OFFICRALBSE-ONEY—

19



1 M
WRRITF IVkWY
Summer

orange on the NSA network. For those not famil-
iar with the Orange Book criteria, D is the lowest
or least secure level and A is the highest or most
secure level with C and B in between.

How it works (U)

(U) SENTINEL is a SYBASE Open Server
application program that runs between the user
application, or client, and the backend SYBASE
server program. It acts like a watchdog in front of
the user’s application database preventing unautho-
rized access to data. SENTINEL intercepts each
Structured Query Language (SQL) request sent to
the SYBASE server, modifies the request by add-
ing the appropriate security information and for-
wards the modified request to the SYBASE server
for processing. Once SYBASE receives this modi-
fied SQL request, it processes the request and
sends the results back through SENTINEL, in pass
through mode, to the user process. Pass through
mode means the data is unaltered.

(U) The SENTINEL data-
base is used to store all the
pertinent security information
about users, what databases
they have access to and the
clearance level of the data-
bases. Storing the user classi-
fication in a separate location
from the data classification is a characteristic of
secure systems. Again, consult the Orange Book
for more information. The SENTINEL database
can be updated manually or automatically. An
example of the automatic mode can be found in
Project PLUS which has written a program to
query the SPECLR clearance database nightly and
transfer that information to the SENTINEL data-
base. In this mode, SENTINEL will have current
security information about its users. It will know,
for instance, if a user has lost the TK clearance
from one day to the next.

the next

(U) SENTINEL expects a security label to be
attached to every row in a database and to every
database user. This label contains three compo-
pents: a hierarchical component for storing clear-
ance information such as Top Secret, Confidential,

(U) SENTINEL will have
current security
about its users. It will know, for
instance, if a user has lost the
TK clearance from one day to

elc.; a privacy component which restricts releas-
ability privileges; and a compartment component
which stores need to know items such as TK, VRK,
BYEMAN, etc. The clearance component can
store 16 different combinations of mnemonics.
The privacy component supports a maximum of 32
privacy labels. The compartment component sup-
ports a maximum of 1024 compartments. These
components are stored as bit mapped fields where
each bit or pattern of bits corresponds to a mne-
monic such as TK, VRK, SECRET etc. The deci-
sion to store this information as bits was developed
in the interest of space and speed. Since a bit,
which can either be a 1 or a 0, is the smallest unit in
a computer, it does not take up much space.
Manipulation of bits in a computer is also very fast.

(U) At the heart of SENTINEL is the SQL
parser. It breaks SQL statements down into sepa-
rate components which are then passed to the pro-
cessing module of SENTINEL. This processing
module inserts limiting information, derived from
the SENTINEL database, about the user into the
user’s SQL and then forwards
the modified SQL on to the
SYBASE server for processing.
For instance, a user query might
say something like, “I want to
see all rows in the employee
table”  SENTINEL modifies
that query to say “I want to see
all rows in the employee table that are at my clear-
ance level,” or, more specifically, “I want to see all
rows in the employee table that are Top Secret or
below, TK and VRK.” The information used to
modify the query comes from the SENTINEL
database.

information

(U) In addition to the row level security pro-
vided by SENTINEL, other security features are in
place. The first restriction SENTINEL imposes is
no user accounts on the backend SYBASE server.
We don’t want an ordinary user to bypass SENTI-
NEL by logging on to the backend database to
access information. Users log in to SENTINEL
using their unsecured Agency SID and password.
SENTINEL uses this account to retrieve the sid
and password of the user’s secured account. Using
this information, a secured connection is estab-
lished, the unsecured connection is terminated and

—FOR-OFFIEIATLBSE-ONEY—
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the password to the secured account is changed.
This level of security differentiates between a
user’s access to a database in secured mode versus
access to a database in an unsecured mode. Access
to secured databases is granted to a user through
the secured sid. Attempts to use a secured database
under an unsecured SID will be prevented by the
SYBASE server’s database level access control
mechanism.

(U) One of the main reasons SENTINEL only
works with the SYBASE relational database man-
agement system is that it is the only widespread
database management system at the Agency that
supports bit manipulation. There are other prod-
ucts on the market that perform database security
such as ORACLE’s Row Level Security product,
but this requires developers to purchase ORACLE
whereas SYBASE is essentially “free” since NSA
has a site license for SYBASE.

SENTINEL Operation (u)

(U) SENTINEL runs in the background,
which means there is nothing to see. It has no user
interface, so you will never see a SENTINEL icon
on your computer screen. SENTINEL operates in
two modes. In the first mode, developers can
include SENTINEL library “C” language modules
in their “C” programs to create their own custom
applications that are secure. This is what project
PLUS has done. The last method to access SENTI-
NEL is through the use of stored procedures.
Stored procedures are collections of SQL state-
ments used to perform a task or set of tasks desig-
nated by the user. These stored procedure calls can
be sent to SENTINEL through a “C” language pro-
gram or an ISQL session. An ISQL session allows
its user to type and send SQL without having to
know a programming language such as “C”. This

like to thank
or their enhancements to this article.
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last mode provides the greatest flexibility because
it allows a user to send any allowable SQL and
receive results instantly while still being assured
they will receive only the data for which they are
cleared. In addition to the standard SYBASE
stored procedures, the SENTINEL developers have
added many security specific stored procedures.
These stored procedures allow the user to set and
retrieve their clearance, privacy and compartment
levels within allowable bounds. A user is allowed
to downgrade their clearance level to give a demo,
for instance, but is never allowed to raise their
clearance level beyond that which is set by the
SENTINEL administrator.

Conclusion (U) B.L.

(U) The long-range goal of datab‘a:,s'é seéuﬁty
is to have a product that can access many different
types of databases, not just SYBASE. - This product
would not greatly hinder the performance of data-
base retrievals and updates. It,_w‘,ould also requ1re
minimal updates to the user’s application to take
advantage of the security aspeéts Until such an
application is found, SENTINEL is here to fulﬁ]
the database security reqmrement :

twelve years ago . as a computer analyst in the R
directorate. Smce then, he has worked in a vartety
of areas from: ‘contracting officer’s representative
(COR) to soﬁware development and system sup-
port. He eurrently works in E223 as the SENTI-
NEL pro]ect leader. When the weather is nice, Mr.
| |ban be found riding his bicycle. He would

~ \and
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Book Review (U)

Steve McConnell. Rapid Development
Redmond: Microsoft Press, 1996. 647 pp.

(U) Steve McConnell is chief software engi-
neer at Construx Software Builders, Inc., a Seattle-
based software development corporation. He is the
author of Code Complete, as well as the editor of
IEEE Software’s “Best Practices” column.

(U) Rapid Development is a very well-orga-
nized, easy-to-follow book. Icons, specifying such
things as best practices, hard data, classic mistakes,
further reading and cross-references are placed in
the margins. The bibliography is impressive: over
200 references to classic software articles and
books, such as Yourdon’s Modern Structured Anal-
ysis, Booch’s Object-Oriented Analysis and
Design: With Applications, even Tom Peters’
Thriving on Chaos: Handbook for a Management
Revolution. Each chapter concludes with a further
reading section, which reflects the resources
McConnell used for that particular chapter. He
uses case studies involving a mythical software
development organization, Giga-Safe, which builds
business-oriented tools. These case studies show
the right and wrong way to manage a program,
using very close-to-life examples. As with Scott
Adams of Dilbert fame, you get a feeling that Mr.
McConnell has worked as a software developer for
the National Security Agency.

(U) Do you as a software developer want to try
to avoid such things as “feature creep” (ak.a.
“requirements creep)”, code-like-hell program-
ming, insufficient or inadequate planning, omission
of tasks, or unrealistic expectations? Then this is
the book you should take time out from your hectic
schedule to read.

" P.L. 86-36

(U) The subtitle of Rapid Development is
Taming Wild Software Schedules. In Part I of this
three-part book, “Efficient Development,” Mr.
McConnell does a tremendous job of laying out the
pitfalls of what he terms the “slow-development”
problem and from there shows the path to Rapid
Development. He states very succinctly that the
slow-development problem pervades the software
industry and describes it in a Summary of 36 Clas-
sic Software Mistakes, under four sub-headings:
People-Related, Process-Related, Product-
Related, and Technology-Related Mistakes. In
other words, the classic problems that affect your
wild software schedule. Additionally, the first part
covers the following topics, with a chapter devoted
to each: Rapid-Development Strategy; Classic
Mistakes; Software Development Fundamentals;
and Risk Management.

(U) Part II, “Rapid Development,” covers what
should be done by Program Managers and Team
Leaders to migrate from slow to rapid development
by showing the reader how to plan a project from
start to finish, how to avoid the classic mistakes,
how to build a team, choosing a life-cycle (Spiral,
Evolutionary, Staged Delivery, etc.), and how to
mitigate risk. He uses pictures, graphs, cartoons,
diagrams, statistics, flow charts, and even a dinner
menu to illustrate his points. This section covers
Core Issues in Rapid Development; Lifecycle Plan-
ning; Estimation; Scheduling; Customer-Oriented
Development; Motivation; Teamwork; Team Struc-
ture; Feature Set Control; Productivity Tools; and
Project Recovery. The two chapters devoted to
teamwork and team structure are especially infor-
mative.

+FOR-OF AT HSE-ONEY—
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(U) Part I1I, “Best Practices,” finishes the book
with a summation of 27 simple yet effective tools
to build a quality software product. These prac-
tices include: Change Board; Daily Build and
Smoke Test; Designing for Change; Evolutionary
Delivery; Evolutionary Prototyping; Goal Setting;
Inspections; Joint Application Development
(JAD); Lifecycle Model Selection; Measurement,
Miniature Milestones; Outsourcing; Principled
Negotiation; Productivity Environments; Rapid-
Development Languages; Requirements Scrub-
bing; Reuse; Signing Up; Spiral Lifecycle Model;
Staged Delivery; Theory-W Management; Throw-
away Prototyping; Timebox Development; Tools
Group; and Top-10 Risks list.

(U) It’s been said that the beginning of a solu-
tion is realizing just what the problem is. Rapid
Development shows how to solve problems incre-
mentally. It is a step-by-step reference on how to
go from slow development to rapid development;
this will show the path to better software engineer-
ing and how to deliver a quality product on time
and within budget to a satisfied customer.

(U) You would think that a book about soft-
ware development strategy would be rather dry
reading, but Mr. McConnell adds a bit of humor to
the text by comparing things like Classic Software
Mistakes to watching reruns of Gilligan’s Island.

CRYPTOLOG
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(U) The main target audience for this book is
the Technical Leaders of software development
efforts, however, the book should also be used by
supervisors and managers of Technical organiza-
tions to understand what their Team Leaders are
talking about. The goal of the work is well-stated
in the Preface: “[to] lay out in pragmatic terms
why many of our most common views about rapid
development are fundamentally broken...and to
advocate its own small revolution in software-
development practices.” And that goal has not only
been met, but met very well.

(U) I highly recommend this book as the next
much-highlighted, marked-in-the-margins, dog-
eared, no-you-cannot-borrow-it-get-one-of-your-
own books for every software developer, team
leader and technical manager.

P.L. 86-36
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Editorial Policy:

(U) Technical articles are preferred over those relating to management,
shorter over longer (under 3,500 words). Emphasis should be on improving
NSA'’s technical performance; articles should be aimed at explaining develop-
ments in one’s career field to those outside it. Readers are invited to contribute
conference reports and reviews of books, articles, software, and hardware that
relate to our missions or to any of our disciplines. Editorials are also welcome, as
is humor. Submissions may be published anonymously, but the identity of the
author must be known to the editor.

Submitting Articles:

(N.B. If the following instructions are a mystery to you and your local ADP
support is no help, please feel free to contact the CRYPTOLOG editor on 963-
5283s or cryplog@p.nsa.)

-FeB63-Send a soft copy via e-mail to cryplog@nsa, or send a hard copy
accompanied by a labelled diskette to the editor at PO2 in 2C099, Ops. 1.

Guidance:

For maximum efficiency (as far as possible within the limits of your word
processor):

* Classify all paragraphs.
» Do not type your article in capital letters.

* Label all diskettes, identifying hardware (operating system: DOS,
UNIX), density and type of word processor used, filenames, your name,
organization, building, and phone number.
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THINKING OUT LOUD ABOUT CYBERSPACE (U)

by William B. Black, Jr.
Director's Special Assistant
for Information Warfare

INTRODUCTION (U)

(S REL-AHUS—ECANNZ
—Ho-On 3 March 1997, the
Secretary of Defense offi-
cially delegated to the
National Security Agency the
authority to develop Com-
puter Network Attack! (CNA)
techniques. This delegation
of authority has added a new,
third dimension to NSA’s
“one mission” future. That is, in the networked world of Cyberspace, CNA technology is the
natural companion of NSA’s exploit and protect functions. This delegation of authority is sure
to be a catalyst for major change in NSA’s basic processes and its workforce. The end result,
however, should remain information technology-derived products, services, and experts.

(U) The articles following this introduction were written by the staff of the Director’s Spe-
cial Assistant for Information Warfare. Because confusion still surrounds the emergence and
history of Information Warfare (IW), these articles are intended to contribute to the common
understanding of why Information Operations and its concepts are important to the future of
NSA.

1. DoDD 3600.1, Information Operations, dated 09 December 1996, defines CNA as “operations to disrupt, deny, degrade or destroy
information resident in computers and computer networks, or the computers and networks themselves.”



A HISTORICAL PERSPECTIVE (U)

(U) After World War I1, an understanding of the core competency underlying the making and breaking
of codes — cryptology — resulted in a national decision to consolidate both activities in one organization:
NSA. Both activities benefited from this consolidation, and became stronger.

BREEAYS-EANNZ UK) Since the end of the Cold War, in an emerging networked world, an under-
standing of the emergence of a new core competency — “cyberology” — with its close technological rela-
tionship to cryptology has again resulted in a national decision to consolidate. Cyberology’s central
activities, i.e., “exploitation,” “protection,” and “attack,” will be worked together, thus benefiting all of
them.

SETTING THE STAGE (U)

(U) There are certain assumptions that underpin the thought processes related to preparing for our
Agency’s future in cyberspace. These are premises that are basic to the understanding, the preparations,
and the acceptance of major changes. The following presents the main assumptions.

We’re On the Edge of a New Age (U)

(U) First is an acceptance that we are on the edge of a new age, called the “Information Age.” Also,
that this new age is engulfing almost every aspect of society, including the very nature of our business. The
basic premise is that the information technology advancements of the last 30 years far exceed any evolu-
tion of technology in the Industrial Age. These advances are so traumatic and far-reaching that they
clearly represent something truly “new.” It is important to note that, historically, technological advance-
ments were called “revolutions” when they make progress of a single order of magnitude, (e.g., the automo-
bile “revolutionized” transportation because it was ten times faster than the horse). In the case of
information technology, the contention is that the last thirty years have seen an advancement of not one but
six orders of magnitude — 1,000,000 times! — in information technology. The end result has been a great
deal of confusion and turmoil as human nature attempts to force the “new” of the Information Age into the
“known” of the Industrial Age. This “new,” however, does not fit; we have to change the thought process.

The Public Sees Government as the Bad Guy (U)

(U) Second, the public reaction to this new age has a direct relationship to the National Security
Agency and the way we do business. At the beginning of the Industrial Age, the public centered in on
industrialists and/or capitalists as being “the problem.” Labor unions were created and child labor laws
were enacted to curb their power. In today’s Age, the public has centered in on government as “the prob-
lem.” Specifically, the focus is on the potential abuse of the Government’s applications of this new infor-
mation technology that will result in an invasion of personal privacy. For us, this is difficult to understand.
We are “the government,” and we have no interest in invading the personal privacy of U.S. citizens.
Regardless, the public’s concerns are real and have an impact upon us. The Computer Security Act of
1987 is one example of this impact, for it clearly represents a first step in limiting any potential NSA
involvement in the public sector.
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This Age Brought Its Space With It (U)

(U) Third, a major aspect of the Information Age is that it is ushering in a totally new sphere of opera-
tions, a new environment called “cyberspace.” For many, cyberspace is an ill-defined, comic-book concept
— perhaps something created by a science-fiction writer or a Hollywood producer. But for NSA, in the
Information Age, cyberspace is both real and virtual: while the real portion consists of physical assets
(computers, network terminals, satellites, fiber optic cables, etc.) located on earth and in space, it is the vir-
tual aspect — all interconnected, all networked, all compatible and interoperable — that is the most impor-
tant. Almost every type of interaction that occurs in the physical world will have a corollary in cyberspace.

(U) In cyberspace, complex networks on networks emerge as an organizing concept upon which our
future operations must focus. All networks are interconnected, and routing across the various elements of
the network is automatic and not pre-determinable. Descriptors such as Defense Information Infrastruc-
ture (DII) or National Information Infrastructure (NII) refer to portions of users of the Global Information
Infrastructure (GII) or better yet, the users of cyberspace’s transportation system. The future global use
and dependency on cyberspace should evolve much the way the use of the Internet has evolved today, i.e.,
because it should be extremely cost effective. The more important aspect of this inter-connectivity is the
fact that, as we move into this complex networked future, computers are in charge, and physical geography
becomes less and less important. While computers initially automated routine and mundane tasks, today
inter-networking has turned computers and systems to networks, affording opportunities to work with
greater and greater amounts of information at any distance. In the future, advances in artificial intelli-
gence, and increases in understanding of cognitive processes, in general, will move us rapidly into a situa-
tion where computers and networks work in conjunction with each other, under broad guidance from
bumans, to actually make decisions and act on our behalf. This is cyberspace’s future.

The Future of Warfare is Warfare in Cyberspace — a.k.a. Information Warfare (U)

(U) When we look to the future of warfare in the Information Age, we ask ourselves the question
“How do you conduct warfare in cyberspace?” The answer is Information Warfare or, in accordance with
DoD’s new Directive 3600.1, Information Operations. Information warfare has been the subject of many
speeches, scholarly papers, and popular journals. Information warfare has even made its debut in Holly-
wood in the film Independence Day. These many, differing views of IW confuse “information in war,”
“information technology enhancements of existing combat capabilities or weapon systems,” and “warfare
in cyberspace.” In our view, “information in war” has been with us throughout history, i.e., intelligence on
opposing forces was as valuable to Napoleon as it was to MacArthur. “Information technology enhance-
ments” emerged during the Industrial Age with the natural evolution of weapons technology. W for us,
however, is “warfare in cyberspace” and is an exclusive feature of the Information Age. We believe that its
biggest impact is yet to come.

(U) Another aspect of warfare that came with the Information Age is that actual, physical combat can
be viewed in living rooms of America via television. The horrors of war cannot be hidden. As a result, in
the simplest of terms, “body bags” are no longer acceptable. There is considerable societal pressure to find
non-lethal means of accomplishing tasks that once called for conventional military action.

(U) For the military, the Information Age presents yet another problem. With the kind of computers,

communications, and networking available in the commercial world, how can the military justify separate
systems? Commercial communications networks are too inexpensive and too pervasive to ignore. The
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good news for the military is that — probably for the first time — they will have interoperable communica-
tions in joint service activities and even in multinational operations. The bad news, however, is that they
will also be interoperable with their adversaries!

& REEAUS-EAN-MNZ In Information Age terms, IW provides a “digital coercion” option. The pri-
mary target of this option is the information infrastructure of an adversary. Such information infrastruc-
tures are expected to be primarily computer controlled, operated by the commercial-civilian sector (unpro-
tected), and the primary infrastructure upon which military forces almost totally depend. For IW purposes,
access to these computer-controlled infrastructures can permit the degradation, disruption, or destruction
of the network and/or the functions they serve. As a result, the “computers” become the intelligence “tar-
gets” of highest priority.

SREEATUSCANNZUKY There are specific types of weapons associated with Information Warfare.
These include viruses, worms, logic bombs, trojan horses, spoofing, masquerading, and “back” or “trap”
doors. They are referred to as “tools” or “techniques” even though they may be pieces of software. They
are publicly available, very powerful, and, if effectively executed, extremely destructive to any society’s
information infrastructure.

(U) As a last thought in setting the stage, we expect the Information Warrior of the future to be very
different in their thought processes. They will understand the non-physical nature of the future capabili-
ties, will be comfortable with working across the spectrum, and have extensive knowledge of non-military
targets. Probably most importantly, they will be comfortable with the concept of networks. They will
understand that “information operations” are more than “operations” supported by intelligence and com-
munications; rather, they will understand that all three function together synergistically. Finally, Informa-
tion Warmiors will understand that in the “tooth-to-tail” accounting of personnel, military personnel will be
the “tooth” and civilians will be the “tail.” Tail equates to the emerging information infrastructure, a pri-
mary strategic target of IW.

THE BEGINNING (U)

(SREEAUS-€ANNZUI-The following articles will look in depth at various aspects of Infor-
mation Operations or Information Warfare as they relate to NSA. “Cyberology” and our new

CNA mission should provoke much thought and discussion. It is hoped that these articles will
serve as a catalyst and basis for these activities.

“FOEOr Mr. Black retired from NSA in 1997 after a long career. He was the first Director’s
Special Assistant for Information Warfare, and oversaw the establishment of the Information

Operations Technology Center.



DOCID:

L.

4033695

86-36

(U) The implications of the Information Age
are profound. The fundamental underpinnings
upon which societies around the globe have existed
for the past few hundred years are shifting rapidly
and without regard for our personal or organiza-
tional interests and equities. T. Michael Eliliott,
Executive Director of the IEEE Computer Society,
sums it up rather eloquently:

“...As we enter the next century, the most crit-
ical forces shaping the intersection of com-
puting and culture will be social, not
technical, as we come to recognize that
“Cyberspace” is not just a pop name for a
metanetwork, but a new dimension for human
discourse that is effectively as real as physical
space. The rules that have governed the rela-
tionships among peoples and governments in
physical space cannot effectively cope with
the interactions made possible by technology.
New rules are necessary.

Historically, technological advancement has
provided solutions to many social problems.
However, the new problems created by our
technology will require social, legal, and
moral solutions, not technical ones. Current
concerns about commerce, taxation, privacy,
pornography, personal freedom, human
rights, and national security — all
approached from the multiple perspectives of
different countries — can be expected to mul-
tiply.

Despite the differences in culture, traditions,
and values, the integrating nature of cyber-
space will force common solutions. Govern-
ments will never again be able to fully isolate
their people from the ideas of the world or
keep their guilty secrets from world scrutiny.
Ultimately countries will be forced to cope
with the reality that traditional national
boundaries are meaningless in cyberspace. Or
will they?”!
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10, 10, It’s Off to Work We Go... (U)

(U) Information Warfare (IW) or Information
Operations (10), as it has now been recast to recog-
nize the concept’s applicability across the entire
spectrum of “conflict” from competition through
crisis and to war, has been recently defined in a
much-debated Department of Defense directive as:

Information Operations (10) : Actions taken
to affect adversary information and informa-
tion systems while defending one’s own infor-
mation and information systems.

(U) Despite the existence of this directive,
opinions on the concept differ as the various pub-
lic- and private-sector elements struggle to under-
stand the implications of the information age. In
military circles, Information Operations is being
discussed primarily within a traditional battlefield
context and with a predominantly industrial-age
mind-set.

(U) To understand the contrast between indus-
trial- and information-age thinking, take an exam-
ple from the business sector. Today, fundamental
thinking regarding economic matters is rooted in
industrial-age concepts. Financial analysts, famil-
iar with industrial-age valuation, based on hard-
and-fast physical plant, equipment, and invento-
ries, find it very difficult to create an accurate bal-
ance sheet for many of the new high-tech start-ups,
whose primary assets exist between their employ-
ees’ ears and in digital form in the companies’
computers — information-age intellectual capital.

(U) As societies transition from their indus-

1. T. Elliott, IEEE COMPUTER, January 1997, “The Next
50 Years of Computing”, p16.

2. Department of Defense Directive S-3600.1, SUBJECT:
Information Operations (10) (U), dated December 9, 1996.
Enclosure 1 page 1-1.

FOR-OHAICHALUSE-ONEY—
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trial-age roots to the information age, economic
thinking will be transformed® as will our concepts
of “warfare”* The discussions surrounding Infor-
mation Operations and Information Warfare are
crucial to our future — especially in light of
increasing global economic competition founded
upon information-based societies and enhanced by
ever-increasing global connectivity, where infor-
mation is THE capital commodity.

PERSPECTIVES (U)

(U) While there are many reasons for the con-
fusion surrounding this topic, three stand out: the
magnitude of the information age’s impact, the
convergence of organizational roles and missions
surrounding the shift from industrial to information
age constructs, and the fact that we tend to talk past
each other, using different basic concepts of infor-
mation warfare.

(U) First, the explosion of information tech-
nology, and the result-

tally changing societies and shifting the basis of
wealth and power from ownership of land to pos-
session of industrial capacity. That shift from an
agrarian to an industrial society, fraught with
apprehension and difficulty for some and excite-
ment and opportunity for others, involved issues of
enormous consequence and brought with it broad
and profound change. Individuals’ lives were
altered. Government’s role was dramatically trans-
formed. New institutions were formed.

(U) We are now at the leading edge of the
information age. Just as in the last shift, we will be
forced to tackle issues of like magnitude. Informa-
tion technology and its age will alter our lives per-
manently, force the re-orientation of governments,
break down old institutions, organizations, and
rules, and create whole new ones.

(U) The second major cause of confusion is
convergence. At a fundamental level, we see the
information age blending our personal and profes-
sional lives, blurring the distinction between pri-

ant enhancements in
global  connectivity,
are much more than a
revolution in technol-
ogy — it is, to use the
Toefflers’ terminol-
ogy, “a wave change.”
To understand the
impact of a wave
change, it’s best to take
a historical perspec-

PAST

GO

Converging the Stovepipes

PRESENT FUTURE

INFORMATION

OPERATIONS

tive. In the fifteenth

century, agriculture was the predominant occupa-
tion and the possession of land to produce agricul-
tural commodities the main avenue to wealth. As
we moved into the nineteenth century, mechaniza-
tion appeared. The mass production of simple
sewing needles — of all things! — marked the
beginning of an industrial revolution, fundamen-

3. For some interesting perspectives on information-age
economic thinking, see the anticle by Kevin Kelly in
WIRED, 4.06, June 1996, entitied “The Economics of
Ideas” based on concepts of noted economist Paul Romer
of the University of California at Berkeley.

4. 1 refer the reader to the “classic” TW reference War and
Anti-War by Alvin & Heidi Toeffler for some interesting
thinking along these lines.

vate and public, and collapsing functional areas of
responsibility that, in the industrial age, were sepa-
rate and distinct. This convergence manifests itself
in government bureaucracies as ‘“rice bowl”
fights. It is not that we’re trying to steal each
other’s missions and functions — it is that those
missions and functions are beginning to overlap.

(U) To use an example from the military, the
J3s, or the operators of the military world, are
beginning to understand that information, tradi-
tionally the J2’s job, and information technology or
communications support, the J6’s job, are so inte-
gral to their operations that they can no longer do
without them. In the information age, it will no

FOR-OFFHEALUSE-ONEY
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longer be adequate for the J2 and J6 functions to be
performed in a supporting role. Lt. Gen. Guenther,
the head communicator for the U.S. Army,
summed it up by saying “we’ve got to get rid of the
stovepipes.”

(U) Here at NSA, this convergence is the
premise behind our “One Team with One Mission”
battle cry. In essence, where in the past we were
perfectly capable of performing our protect and
exploit mission as practically separate and distinct
functions, in the information age, where our cus-
tomers and targets are all on the same network and
using the same equipment with the same vulnera-
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bilities, we have got to converge on a single unified
objective.

(U) Finally, our third reason for confusion lies
in the vocabulary. In the Information Operations/
Information Warfare business, we tend to talk past
each other, largely because we’re using the same
words but have different notions of what they
mean. It’s the whole “we’ve got different Mental
Models” problem described in Peter Senge’s book
The Fifth Discipline: The Art & Practice of Learn-
ing Organizations.5

5. Senge, Peter M., The Fifth Discipline — The Art &
Practice of Learning Organizations, Doubelday, 1990.

A Taxonomy for Information Warfare: Three Waves, Three Schools of Thought

WAVE FIRST SECOND THIRD
(AGRARIAN) (INDUSTRIAL) (INFORMATION)
PHYSICAL A Warrior (.:J ass, . .. Information Knowledgeable
SECURITY Mercenaries, Professional Citizens
ree Leaders
PROVIDED BY Militia
NANT SOC ’ . . .
DOMgOLITIC AL’IAL Tribe, City, State Nation-State Global Conglomerates
ECONOMIC FORCE
ECONOMY Trade Money Symbols
DOMINATED BY
WAR Representational . .
CHARACTERIZED Conflict Mass Armies Information Attacks
BY
ULTIMATE Weapons of Mass . . .
DESTRUCTIVE Gunpowder Destruction Critical Information Deletion
CAPABILITY
INFORMATION IN YES YES YES
WARFARE
INFORMATION
TECHNOLOGY IN NO YES YES
WARFARE
INFORMATION NO NO YES
WARFARE
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(U) As depicted in the chart on the preceding
page, there are three fundamental concepts of
Information Warfare.> Each has its own set of def-
initions, or interpretations of definitions, and its
own distinct set of priority issues and concerns.

(U) First, we have the “information in war-
fare” crowd. These folks originate predominantly
from the intelligence community and the ranks of
military historians. They view IW as nothing new,
pointing out that
information has

warfare” gurus . . . view IW as always  been
a force multiplier to enhance ii’;‘r’;’arr‘:m o da‘y“
existing combat capabilities e s a lot
— as another annex to an more informa-

Operations Plan tion and we've
gotten better at
moving It

around. This group spends its time arguing

whether systems should be “push” versus “pulil,”
and how to get the right information to the right
person at the right time in the right place. These,
of course, are important discussions and valid
issues.

(U) Secondly, we have the “information tech-
nology in warfare” gurus. This group, which is
composed of much of the military establishment
around the world, takes its lessons from the Gulf
War. They perceive that the future of warfare lies
in long-range, high-precision munitions. Informa-
tion warfare is viewed as a force multiplier to
enhance existing combat capabilities, i.e. as
another annex to an Operations Plan. Along the
lines of Michael Hammer’s popular book Re-Engi-
neering the Corporation,6 they view information
technology as an enabler that will allow them to re-
engineer their current “business” and increase effi-
ciencies. They continually look for innovative
ways to integrate information and information

5. This chart originated on a white board at the National
Defense University in one of their early Intermediate Infor-
mation-Based Warfare Courses. Dr. John Alger used Toef-
fler’s waves to describe differing perspectives of
Information Warfare.

6. Hammer, M & Champy J., Re-Engineering the Corpora-
tion — A Manifesto for Business Revolution, HarperBusi-
ness, 1993.

technology into their industrial-based warfighting
machine, seek out information-based targets which
will expedite the fight, and push the intelligence
establishment to provide greater and greater levels
of detail in a more timely manner. This group,
however, is still very much rooted in traditional
force application.

(U) Finally, we have the “information war-
fare” group. Proponents who understand the infor-
mation age and know the fundamental nature of
warfare will be dramatically different in the digital
reaim. This group recognizes that Information
Operations will lose its battlefield context in the
next millennium. They believe that, increasingly, a
society’s leadership will desire to limit crisis and
conflict and that those leaders will look to resolve
conflict before it begins, via “digital” coercion if
necessary. This group, to some extent, perceives a
diminution of powers vested in nation-states and
sees the emergence of trans-national “special inter-
est” groups who will desire to further their objec-
tives with inexpensive, efficient, surgical “bit-
based” capabilities. They see the spread of global
conglomerates, competing on a global economic
battlefield, and point to today’s increase in eco-
nomic espionage as an early indicator of things to
come.” This group views a future where Cyber-
space dependency and information-based societies
are the norm, where opportunities and vulnerabili-
ties abound. This group describes “Information
Warfare” as warfare in Cyberspace.

MAKING THE LEAP (U)

(U) It is important to understand that Informa-
tion Operations and the associated cyber-based
capabilities are very information intensive proposi-
tions. Shaping Cyberspace is a long-term activity
which will require a serious continuity of effort.
Maintaining an ability to operate in this ever-
changing realm will demand a continuous and
aggressive pursuit of information and options.

7. By the way, the increase in economic espionage, and
computer-based crime in general, has already drawn a
response from the Department of Justice, vis-a-vis last
year’s Economic Esptonage Act of 1996, which redefined
terminology regarding computer and information misuse
and strengthened penalties.

FOROFHCIALUSE-ONEY—
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(U) Secondly, a number of communities of
interest, with varying objectives, will need to per-
form Information Operations at various levels of
secrecy. The methods used in the intelligence
world — working sustainable clandestine and
covert operations, across the entire spectrum, of
economic, political, and military targets to exploit
systems and produce intelligence in support of a
variety of customers — match, very well, the needs
of tomorrow’s Information Operations commu-
nity. Our future demands that we devise mecha-
nisms to coordinate among the various
communities of interest to maximize our opportu-
nities and minimize the impact of vulnerabilities
— in essence, balancing the offense and defense
based on a set of common objectives.

(U) Third, while enormous opportunities exist
in Cyberspace, there is a down side. The character-
istics that make cyber-based operations so appeal-
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ing to us from an offensive perspective (i.e., low
cost of entry, few tangible observables, a diverse
and expanding target set, increasing amounts of
“freely available” information to support target
development, and a flexible base of deployment
where being “in range” with large fixed field sites
isn’t important) present a particularly difficult
problem for the defense. Detecting and/or assess-
ing adversary Information Operations will continue
to be an incredibly difficult task requiring the abil-
ity to track the evolution of an adversary’s intellec-
tual capital, and to gather and correlate, in real
time, massive amounts of data from a number of
non-traditional sources like law enforcement and
the computer emergency response community.9
So, just keep things in perspective; before you get
too excited about this “target-rich environment,”
remember, General Custer was in a target-rich
environment too!

CONCLUSIONS )

(U) We hope you now have a sense of what
Information Warfare/Information Operations is all
about and, more important, that you have a feeling
for the importance of this debate and are beginning
to recognize amazing similarities between the
expertise, capabilities, and knowledge required to
perform “information operations” and those of the
National Security Agency.

(U) Obviously, we have a stake in all three of
the IW camps discussed earlier. And as “informa-
tion providers” and “informatron protectors,” right-
fully so. We have to recognize, however, that the
future is coming faster than we may care to realize.
We must begin today to focus on developing the
knowledge, expertise, and partnerships required to
perform and/or support Information Operations in

the next millennium.

9. 1 direct the reader to D1A’s interim report on Information
Warfare Indications & Warning. It’s an excellent paper that
encapsulates the enormity of this task and discusses the
current state of warning against this emerging threat.
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(U) Advances in Information Technology are
having profound effects on any number of aspects
of societal relations — political, economic, cul-
tural, and military. In some cases, the changes
have been sufficiently dramatic to justify calling
them revolutionary. In others, the changes in Infor-
mation Technology allow for significant improve-
ment in the performance of existing systems and
structures, but don’t fundamentally alter them.
Both types of change are important, and it is
important to be able to distinguish between the two
types in order to better understand and cope with
the rapid pace of change. Improvements to perfor-
mance might generally be accommodated within
existing structures and processes; revolutionary
change typically requires new ones.

The Three Revolutions (V)
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The Infowar Revolution(s) (U)

(U) This article describes a view of the Infor-
mation Technology-related changes going on today
and postulates revolutionary change on at least
three levels nearly simultaneously. This construct
helps to illustrate why the U.S. Government is hav-
ing such difficulty reaching closure on how to orga-
nize for Information Warfare, progress on which
has been slowed by the complexity of interrelated
changes and the sheer breadth of activities and
interests that are affected and therefore must be
taken into account. For the most part, however,
this is an argument for rapid and large-scale change
in NSA, DoD, and the Intelligence Community to
respond to the enormous and rapid changes taking
place in the world around us.

The Revolution in Political Affairs (U)

(U) Information Technology (IT), by which I
mean both the technology per se and its functional
application, is fundamentally changing the ways in
which the world works. The gradual changes in
international commerce (and international crime)
that have been brought about over the last few
decades by improvements in transportation sys-
tems will be dwarfed by the scale and pace of
change that IT will make possible. The steady ero-
sion of the sovereignty of nation-states by the bor-
der-spanning activities of multinational
corporations will be vastly accelerated by the trans-
formation of information into a form of wealth
whose movement is unconstrained by geographic
borders and largely uncontrolled by governments.
Traditional taxation structures and customs con-
trols, upon which governments depend for reve-
nues and the advancement or protection of

domestic industries, will not work in the Global
Network.

(U) One of the key effects of these changes
will be the blurring of the already fuzzy line
between international criminal activity and
national security concerns. Efforts to deal with the
international dimensions of the illegal drug prob-
lem have already pointed up the difficult domestic
choices — whether and how to use military forces
to supplement law enforcement efforts to interdict
the flow of illegal drugs — as well as the impact of
domestic law enforcement efforts on the conduct of
foreign relations. This is hard enough when what
we’re dealing with is physical commodities (drugs,
cash) and international travel arrangements, but
just exactly who is going to protect our computers
and networks from electronic intrusions that origi-

“HANBEE-HA-COMINT-CHANNELS-ONEY—
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nate outside the U.S. — local law enforcement?
federal law enforcement? the military? our Inter-
net Service Providers? It could be that we’re on
our own: Connect At Your Own Risk! It might be
an electronic parallel to life on the frontier in the
middle of the 19th Century — government hasn’t
yet caught up to you, the Army can’t protect you,
and nobody (or everybody) claims legal jurisdic-
tion over you.

(U) At the same time, enormous changes are
taking place at the level of the individual. For U.S.
citizens, there was a considerable sense of security
for an individual in the very obscurity of living in a
vast country with hundreds of millions of people.
But privacy rapidly evaporates as digitized infor-
mation is created, stored, accessed, and manipu-
lated. For the U.S., in particular, there’s a
significant loss of anonymity that’s implicit in this

state of affairs. The other side of the coin, is the
increase in power that accrues to the individual by
virtue of the access to information, political and
societal forums, and the tools and mechanisms of
political and economic power. If knowledge is
power, then an information-based society is home
to an extremely large number of powerful people.

(U) The combination of these macro- and
micro-level changes can be expected to produce
truly revolutionary change in the political affairs of
the nation and the world. This top-level revolution
is already beginning and moving very quickly as
existing technologies and infrastructures are inte-
grated with new ones in ways so complex and
unexpected as to defy any attempt to forecast its
course. It’s in this context that the other "revolu-
tions" oceur.

The Revolution in National Security Affairs (U)

(U) The well-being of societies and their econ-
omies is increasingly tied to information systems
that provide or control basic services. As a result, a
new category of “vital interests” has been created;
these interests need to be protected as a function of
national security. Such systems can’t be defended
by means of conventional military force, because
there is no means of interposing military forces
between the adversary and one’s

nuclear deterrence that served the U.S. for so many
years is largely irrelevant for warding off cyber
attacks on our information infrastructure, so we
must devise some other means of protecting and
defending this vital interest. The first problem is
always to determine whose job it is to provide
these defenses and who will pay for them — a
political as well as a logical decision. Some form

of defense will have to be created

own systems in a networked
world. As a fallback, one might
attempt to deter cyber attack by
threatening to retaliate with mili-
tary forces. But deterrence relies
on being able to identify and

Deterrence relies on being
able to identify and punish
the attacker, but cyberspace’s
anonymity makes detection
and identification difficult

to restore at least some sem-
blance of “sanctuary.” Failure to
do so threatens to severely reduce
U.S. freedom of action interna-
tionally as our ability and will-
ingness to bring military power

punish the attacker, and the ano-

nymity conferred by cyberspace

makes detection and identification difficult. In a
situation where they can’t defend and they can’t
deter, the usefulness of conventional military
forces — one of the strengths of the U.S. — is seri-
ously undermined.

(U) One of the effects is what has been
referred to as “loss of sanctuary”: the inability to
prevent attacks on the homeland. The combination
of geography, conventional military force, and

to bear around the world is called

into question. From the stand-
point of an adversary, it may not be necessary to
devise ways of countering U.S. conventional forces
if the U.S. can be dissnaded from employing them
in the first place. This is the essence of the “revolu-
tion”: the concepts and realities of military power
that have formed the basis for guaranteeing
national security for centuries are giving way to
other, non-military means of compelling desired
behavior, and we have to adjust our approach to
national security accordingly.

—HANDEE- VA COMINT CHANNEES ONEY—
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(U) Even after the “revolution” actually
occurs, some of the more traditional forms of
enhancing national security will continue to be in
favor. First and foremost, the above-described situ-
ation unfortunately increases the incentives for
numbers of countries to acquire (and maybe use)
weapons of mass destruction as a “cheap fix” for
otherwise insoluble security problems. It is virtu-
ally unthinkable for most countries to attempt to
match the U.S. in conventional military capabili-
ties; their economies could not support the expen-
ditures necessary to deploy and sustain sizable
forces with cutting-edge technology. But a truly
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modest WMD capability could be used most effec-
tively to persuade an enemy not to launch conven-
tional military operations. The other, related area
of proliferating military technology is cruise and
ballistic missiles. When combined with the com-
ing availability of high-quality and relatively
timely imagery from space, missile technology
offers practically assured destruction of key strate-
gic targets — regardless of whether the payload is
WMD or improved conventional munitions. Such
capabilities provide enormous disincentives to ene-
mies to launch military operations against other-
wise inferior opponents who can retaliate this way.

The Revolution in Military Affairs

(U) Over the last few years, a lot has been
written on the subject of the anticipated Revolution
in Military Affairs — the RMA. The problem with
all this work is that the “revolution” has already
happened. The Gulf War in 1991 confirmed what a
few prescient souls had begun to suspect — that
the nature of conventional military operations had
changed dramatically.

(U) 1t’s somewhat ironic, but not surprising,
that the Russians understood some 10 years ago
where U.S. progress with integrating weapons and
information technologies was going. It’s ironic,
because for the most part the U.S. was oblivious to
the implications of the various thrusts; it’s not sur-
prising, because the Russians’ dedication and com-
mitment to military science and doctrinal
development has always dwarfed our own, particu-
larly at levels above the tactical. (Weapons of
Mass Destruction, Operational Art, and Revolution
in Military Affairs are all terms and concepts that
we “lifted” from Russian military science writ-

ings.)

(U) What the Russians perceived happening in
the mid-1980’s was the creation by the U.S. of a
class of “systems of weapons™ that integrated near-
real-time targeting and fire-control information
with very accurate and highly lethal ordnance. The
Russians referred to these weapons generically as
“reconnaissance-strike complexes” and were
gravely concerned that such capabilities would
cancel out any advantages they possessed in the

realm of conventional (non-nuclear) combat. Their
concern was based on an appreciation for the
changes that the range and speed (mobility and
reaction time) of these systems would have on the
spatial character of the battlefield. Since their doc-
trine called for deeply echeloned forces to concen-
trate mass at critical places over the course of time,
this entire construct was going to be obviated by
U.S. abilities to locate, and to deliver devastating
fires against, those massed forces before they could
be employed — even deep in the theater on Day 1.

(U)y The lethality, range, and tempo of this
kind of combat was also seen by the Russians as
dictating a come-as-you-are kind of war. The high
levels of destruction that could be inflicted imme-
diately at the outset of hostilities meant that one
couldn’t match attrition with production and there
would never be more capabilities available than
were in existence on Day 1. But this was part and
parcel of their basic insight into the nature of the
“revolution.” The key elements in transforming
warfare were:

*  the numbers of new weapons systems available.
The technology alone is not sufficient; it must be
present in large enough numbers to make a differ-
ence in the way the war is fought; and,

* the development and institutionalization of a
doctrine that would govern the effective use of
such capabilities. (In this regard, they may have
read more into Air-Land Battle and Follow-on
Forces Attack than we ever intended.)

—SEERET—
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DECISIVE FORCE (U)

(U) The U.S. doctrine that emerged from the
Gulf War (also influenced by the actions in Panama
and Grenada) was one of applying Decisive Force
to win quickly and minimize our casualties —
attributes that were useful politically as well as
militarily. The doctrine seems ideally suited to our
posture as an engaged, but not aggressive, lone
Superpower.

(U) This doctrine will only work, however, if
we maintain the numbers of forces, weapons, and
capabilities necessary for its execution. That we
will do so is not a foregone conclusion. Some con-
tend that we fought DESERT STORM on the resid-
uals from our Cold War investments and seriously
question whether we will tolerate the expense of
procuring and maintaining such high levels of
forces and weapons into the future. High-tech or
not, if we can’t muster Decisive Force, then we
can’t apply it and the doctrine is hollow.

—5r Decisive Force is an offensive doctrine, but
it fails if we can’t protect our forces from missile/
air attack and WMD. Potential adversaries under-
stand that high casualties might be sufficient to
cause the U.S. to disengage from (or refuse to
engage in) military actions that were not widely
perceived as directly threatening our vital interests.
It’s precisely this consideration that militates in
favor of such measures as:

* Anti-Tactical ~ Ballistic  Missile (ATBM)
defenses; cruise missile defenses; and Cover,
Concealment, & Deception (CC&D); and,

* innovative approaches to neutralizing adver-
sary WMD and missile weapons.

The speed and spatial scope of the opera-
tions envisioned in employing Decisive Force put a
premium on Command and Control:

* the U.S. relative advantage in C? allows us to
fully capitalize on our relative advantage in fire-
power and mobility;

* attacks on C? are therefore highly relevant to
the probabilities of operational success —i.e., it
is likely to be cost-effective for most adversaries
1o attack the U.S.’s C? systems rather than to
build a comparable force/weapons
infrastructure;

exploiting (vice attacking) an adversary C 2 sys-
tem is a highly effective and efficient way of
gaining advantage, and the rest of the world is
becoming more accomplished in the discipline of
SIGINT exploitation for militaty support.

IN THE FUTURE (U)

(U) Moving to the new plateau in conventional
operations — long-range, high-lethality weapons
guided by precise, real-time intelligence — is the
revolution in military affairs, but there will be fol-
low-on actions that consolidate the new way of
fighting:

» structure changes that improve on “jointness”
to achieve better R&D, planning, and execution
integration (we won’t be able to afford the luxury
of four air forces and the Decisive Force
doctrine);

» better integration of Operations and Intelli-
gence, with Ops becoming more “target-smart”
and Intel becoming more responsive;

* people will get smarter about this new way of
fighting and better able to make use of the infor-
mation available to them.

(U) Note that these major changes haven’t yet
occurred. The present structure’s organizational
inflexibility becomes a serious source of friction,
reducing the potential for realizing the benefits of
the weapons and information system capabilities; it

“HANDEE VIA COMINT CHANNELES-ONEY-
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will have to be eliminated by major re-structuring,.
Ops and Intel will have to be integrated; under the
present system they don’t work the same problems
except when a shooting war forces them to.

(U) The results of the initial application of the
doctrine in the Gulf War were so dramatic that one
is forced to conclude that it is extremely unlikely
that the U.S. will ever again be challenged in a
DESERT STORM-type confrontation. Cold analy-
sis and calculation says there isn’t a military on the
globe that could hope to prevail; and the level of
destruction of military equipment and personnel
would be so great that few could even expect to
survive as functioning entities. Of course, not all
such decisions are made on the basis of pure logic,
but such a monumental miscalculation has to be
considered a remote possibility for the near future.

(U) Unfortunately, the fact that no opponent is
likely to engage us in our preferred form of combat
doesn’t translate into a presumption of no chal-
lenges. In fact, potential opponents will expend
considerable time, energy, and resources:

* devising alternative modes of competition,

* estimating our threshold for engaging military
force and carefully managing their activities to
stay under it, or
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* developing capabilities to attack critical depen-
dencies in our basic doctrine of applying
Decisive Force to achieve rapid victory with min-
imal casualties (for our side).

453 The last of these options is what has come
to be known as “niche warfare.” Among the most
likely and threatening of these challenges are the
following:

e threats to U.S. forces deploying to or in theater
— with the most likely being WMD and ballistic
or cruise missile delivery systems;

actions to reduce the U.S. information advan-
tage, probably by means of counter-C2 activities
supplemented by the development and use of
imagery and signals intelligence capabilities to
increase their own force effectiveness.

(U) The problem for the future, then, is two-
fold:

*  how do we deter these kinds of challenges?

e if deterrence fails, how do we fight in this
environment?

IW Today: The State Of Play (U)

—8) IW today is a totally unfocused concept.
The description of IW has been continuously
expanded since its inception, gluttonously swal-
lowing up whole disciplines and pre-existing cate-
gories of activity in what has appeared to be a
competition among departments, agencies, and
consultants to devise the most all-inclusive — the
grandest — definition of the term, thus demonstrat-
ing their superior view of “The Big Picture” and
validating their claim to the ownership of the con-
cept. Thus the “terminology war” has brought us
from Information Warfare to Information Opera-
tions, which also includes Information Assurance
as well as Information Warfare and Command and

Control Warfare, which subsumes . . . Well, you
get the idea. The end result of all the hyperbole is
that, if IW is everything, then it is in fact nothing.

—5r The inability to identify IW as something
unique has led to a failure to refine the offensive
and defensive aspects into discrete actions to be
accomplished. This lack of specificity is com-
pounded by the failure to place responsibility and
the consequent absence of guidance. The key to
making progress is to fix responsibility and allo-
cate resources accordingly; the centralization of
decision-making and resources under bureaucratic
actors that can be held accountable is essential.

—HANBEE VY HA-COMINT-CHANNELS-ONEY—
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The Role of Information Warfare in Strategic War (U)

by I

86-36

<5y If the greatest contribution that an
advanced Information Warfare (IW) capability can
make 10 the security of a state is the prevention of
conflict, then surely the second greatest contribu-
tion must be to ensure that the state prevails in
unavoidable conflicts. Possession of an IW capa-
bility confers real advantages in war, including
strategic war. It is the contention of this article that
consideration of these advantages will yield the
following conclusions:

* Information Warfare is neither a pipe dream
nor an academic fad. Although it is only in its
infancy with respect to technical development, it is
apparent that it can make a significant contribution
in strategic warfare, as measured by the traditional
indices of success, and it needs to be integrated
into nuclear war planning.

* IW is not just a “Smash & Jam” capability.
It is qualitatively different from those measures

executed in previous conflicts under the rubric of
“Electronic Warfare” or “Command and Control
Warfare.” Information Warfare provides capabili-
ties that are a quantum leap more advanced than
either.

» The significance of the IW contribution will
continue to grow as the U.S. strategic force struc-
ture draws down, particularly in a post-START I1I-
world, with an evolving foreign strategic threat pic-
ture.

* To the degree that it contributes to maintain-
ing confidence in the robustness and effectiveness
of U.S. strategic forces, IW enhances deterrence
and strategic stability.

* Real IW will not be cheap. It will require
substantial investments to ensure properly specific
intelligence support and continuing access.

STRATEGIC WAR IN THE POST-COLD WAR ERA? (U)

5-Everyone recognizes the radical transfor-
mation in national security affairs that has taken
place since the waning days of the Cold War. To
what extent is a concern over the prospect of a stra-
tegic war — and the role of information warfare in
it — a realistic one? There are several reasons to
believe that such concern is not just an exercise in
macabre nostalgia. They include: (1) the evolving
political context; (2) the changing threat environ-
ment; and (3) possible drawdowns in U.S. and
allied force structures. Taken together, these devel-

TOPSECRET UMBRA-
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opments warrant continued intellectual engage-
ment with strategic issues, and the involvement of
IW in particular.
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—5rSimilarly, questions need to be asked about
future Chinese security policies. As the Commu-
nist Party sorts out who will rule China in the post-
Deng era, can anyone seriously exclude the possi-
bility of an increasingly assertive Chinese policy,
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often in conﬁid with U.S. or allied interests? As
the PRC conti»hues to develop economically, it can
hardly escap¢ notice that China has continuously
upgraded th¢ quality and quantity of its strategic
forces, both through indigenous efforts and by
upgrades through foreign purchases and by foreign
expertise.. By 2010, China could pose a serious
security challenge to the U.S.

} Nor should one discount the danger of the
“Ntf-country” threat. While the capabilities and
threats posed by Russia and China are relatively
easy to see, they should not cause us to overlook
the emerging strategic threats in such countries as
North Korea, Iran, Iraq, Libya, or an unknown
state. The evidence of ballistic missile and Weap-
ons of Mass Destruction (WMD) programs is quite
c,,]'ear, and these countries also learned the folly of

confronting the U.S. with a conventional-only

‘,«""threat. It is not unreasonable to conclude that one
/ or more of these stales could pose a strategic threat
 to the U.S. or (more likely) its allies over the next

several decades.

_A&87 One last factor to consider when evaluat-
ing the chances of strategic warfare in the Post-
Cold War Era is the strategic force posture of the
U. S, and, to some degree, its allies. The Strategic
Arms Reduction Treaty (START 1) reduced the
numbers of strategic warhéads in the U.S. inven-
tory significantly, but with over 8,000 warheads on
ballistic missiles remaining, we were hardly
unarmed. The follow-on START II Treaty imposed
a ceiling of 4,250 weapons, to be reduced to 3,000
to 3,500 by January 2003. Preparations for a possi-
ble START III Agreement appear to center on
reducing strategic weapons further to 2,000 to
2,500. Even this reduced figure represents an awe-
some capability. It is the levels of posi-START 111
inventories that take on strategic significance for
the period out to the first quarter of the 21st Cen-
tury, under the scenarios we have been examining.
If a post-START III agreement managed to limit
U.S. strategic warheads to somewhere in the range
of 300 to 1,000, the conjunction of rekindled Rus-
sian hostility, enhanced Chinese capabilities, or
emerging N-th country threat with reduced U.S.
strategic deterrent capabilities could make war
“thinkable” in some quarters, undermining strate-
gic stability.
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TSYAL this point, it would be useful to clarify
what we mean by “Information Warfare” and how
we see 1t being employed in strategic warfare. The
term “Information Warfare” has been used to
describe a variety of activities over the past several
years. Within the U.S. Department of Defense, IW
has come to mean the application of Information
Operations in wartime, and is said to comprise the
so-called “six pillars” of Psychological Operations,
Operational Security, Deception, Electronic War-

fare, Physical Destruction, and Computer Intru- - /‘

sion. |

(U) The question occasionally arises whether
there is anything fundamentally new about IW.
After all, it is argued, the application of Electronic
Warfare dates back'to 1942 and even C2W dates to
early 1991 in DESERT STORM. To respond to
this question, I’d'like to pose two general strategic
problems and compare the solutions from previous
conflicts with: that available from IW. The two
general strategic problems involve (1) overcoming
enemy air defenses, and (2) neutralizing an eco-
nomic-indu’Strial target, in this case a power sta-
tion.

Case I;/.,f""Overcoming Enemy Air Defenses (U)

(U) Since World War II, strategic warfare has
entailed delivering ordnance on important enemy
targets in the rear, usually in the enemy homeland.
This has meant facing concentrated, advanced air
defenses during the ingress leg, during the drop,

/and during the egress portion of the mission.
' These defenses generally comprise some combina-

tion of early warning radars, reporting centers,
tracking and guidance radars, ground-based fire
such as AAA and later, Surface-to-Air Missiles
(SAMs), air defense aviation, and the command
and control necessary to lash it all together. The
heavy losses suffered by the U.S. Eighth Air Force
in the early years of World War II led to the incor-
poration of EW into mission planning. Beginning
as early as 1942, USAAF operations featured the
use of chaff and jamming in the counter-air defense

FOP-SECRET-UMBRA-
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mission, along with providing fighter escort and
targeting enemy air defense facilities for physical
destruction with bombs. This combination of EW
and physical destruction set the pattern for
defeating enemy air defenses for the next fifty
years.
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€5>-During the Cold War, Strategic Air Com-
mand planners built an EW plan right into the
SIOP execution. Penetrating bombers were pro-
vided with increasingly sophisticated EW suites,
with both active and passive capabilities, and mis-

. sions were supported by dedicated EW platforms

(U) Perhaps the to the present day.

closest approximation

to overcoming the Soviet air defenses (albeit with
conventional weapons) took place in December
1972 during the JCS Operation LINEBACKER 1.
This round-the-clock bombing operation, involving
the then top-of-the-line B-52 and F-111, targeted
facilities in North Vietnam in some of the most
heavily defended areas of the world. The strike
operation was supported by a massive array of sup-
port operations involving tactical aviation estab-
lishing chaff corridors, performing standoff
jamming, as well as active counter-SAM missions
by F-4C Wild Weasels and F-105G Iron Hand mis-
sions, equipped with anti-radiation missiles
(ARM). The combination of soft (ECM) and hard
(ARM, iron-bombs) kills was very effective. Dur-
ing the 11 days of the operation, the North Viet-
namese launched over 1,000 SA-2 missiles. Qut of
724 B-52 sorties, a total of 15 aircraft were lost, for
a loss rate of 2.1 percent. Fourteen tactical aircraft
were lost in the same period. Another way of look-
ing at these results is that in 11 days of operations,
North Vietnam, a well-armed but distinctly Third-
World country, had downed 7.4 percent of the par-
ticipating B-52s, the U.S.’s most capable strategic

This “Smash and Jam” approach
to overcoming air defenses continues
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bombers, putting the lives of 92 SAC crew mem-
bers at risk.

(U) This combination of hard and soft kill was
taken to a new level in DESERT STORM. Air
defenses were the first targets engaged when Spe-
cial Operations Forces and Stealth neutralized
early warning and reporting positions on 17 Janu-
ary 1991, followed quickly by telecommunica-
tions, leadership, and command and control
targets. Ultimately, some 630 sorties were flown
against the French-built KARI system — the “ner-
vous system” of the air defense forces to destroy
the sector and interceptor operations centers as
well as the reporting and listening posts. The EW
dimension was stepped up as well: coordinated,
preemptive jamming was performed in conjunction
with air-launched decoys and ARM-equipped Wild
Weasel F-4Gs and F/A-18s. As a consequence of
the destruction of the air defense network (as well
as the rest of the
Iragi command and
control system), the
Coalition lost a total
of only 38 aircraft
and 48 damaged
over the period 17 January through 28 February,
against an average of 2,140 daily sorties. (Seventy-
one percent of those losses were attributable to
AAA and IR SAMs.)
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Case lI: Destroying Enemy Power Facilities (U)

(U) Traditionally, strategic warfare has
included both militarily and economically signifi-
cant targets. In previous conflicts, if you wished to
destroy or disable an economic/industrial target,

'| you needed to place ordnance on it. Many of the

B-17 sorties over France and Germany were
designed to destroy such military-industrial targets,
including war manufacturing, POL, electricity,
shipyards, and railroad infrastructure. The history
of infrastructure attacks since World War Il is one
of increasing accuracy and effectiveness, gradually
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reducing the number of sorties required to achieve
required levels of damage. IW extends this logic
by making possible infinitely scalable, infinitely
accurate strikes on infrastructure targets by means
of cyber-attacks on the information infrastructure
needed to operate it (hence the term Information
Infrastructure Warfare, IZW).

(U) Recalling the strategic bombing campaign
against North Vietnam in December 1972, Opera-
tion LINEBACKER II, three separate electrical
power sites were listed among the strategic targets.
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methods and digital data transmission for remote
operation, monitoring, and supervision.

(Uy Almost all modern supervisory control
systems are computer-based, and consist of a mas-
ter unit and remote terminal units (RTUs). The
master unit is a computer with input and output
equipment necessary for transmitting control mes-
sages to the RTUs and receiving information from
them. The remote units are located at selected sta-
tions and are themselves increasingly capable
mini- or microcomputers, programmed to perform

The Thermal Power essential functions.
was the target of 42 B- equipped with

52 sorties with a total
of 2,185 bombs. The
Haiphong Trans-
former Station was the
target of 14 B-52 sor-
ties involving 840 bombs. In addition, 6 F-111 sor-
ties with 72 bombs were ordered on the Hanoi
Transformer Station, along with 28 F-4 sorties
(245 bombs) and 32 A-7 sorties (348 bombs).
Thus, to cripple the North Vietnamese power grids,
122 sorties were conducted dropping some 3,690
bombs on three sites.

(Uy DESERT STORM  strike planners
mounted an energetic and sophisticated campaign
against the Iragi power system. The gnid com-
prised some 25 major power generating stations
and 140 uncollocated transformer stations. While
planners had intended to minimize long-term dam-
age to the economic infrastructure (to reduce post-
war recuperation time), the majority of the 25
major power stations were struck. Three hundred
forty-five strikes were delivered on power grid tar-
gets, including 60 TLAM attacks, and including
carbon-filament dispensing attacks which were
used to ground out power transmission lines. Ulti-
mately, just under 88 percent of Irag’s generating
capacity was sufficiently damaged or destroyed, or
separated from the national grid making it unavail-
able.

(U) The IW approach to attacking a target
nation’s power generating and transmission facili-
ties is made possible by the growing reliance of the
power industry on electronic communications

—TFOR SECRET URBRA—

Jacilities are made possible by the growing
reliance of the power industry on digital
communications and data transmission.

modems so that they
can accept messages
from the master and
signal that the mes-
sage has  been
received and the function carried out. Such func-
tions include opening or closing selected control
circuits, monitoring load limits and other system
parameters, and alarming when an emergency state
is detected. In addition to performing the neces-
sary control functions, the SCADA can provide
complete logs of the operation of the portion of the
system under its surveillance.

IW Targets in Strategic Nuclear War (U) "

EO 1.4. (c)
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NOTE ON SOURCES

(U) In addition to serialized SIGINT reporting, the following sources were consulted during the drafting of this
piece: details on LINEBACKER II were provided in Karl J. Eschman, Linebacker: The Untold Story of the Air Raids
Qver North Vietnham. New York: Ivy Books, 1989. Material on the air campaign in DESERT STORM was derived from
Thomas A. Keany and Eliot A. Cohen, Revolution in Warfare? Air Power in the Persian Gulf. Annapolis, Md.: Naval
Institute Press, 1995., as well as from Alan D. Campen, ed., The First Information War. Fairfax, Va.: AFCEA Interna-
tional Press, 1992. Information about DELIBERATE FORCE came from Lessons and Implications from the U.S. Air
Operations in the Former Yugoslavia 1992-1995 3 Vols. (SECRET) Institute for Defense Analyses Report Number R-
397. Alexandria, Va.: IDA, 1996.
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Thoughts on a Knowledge Base to Support Information
Operations in the Next Millennium (U)

ol ]

P.L. 86-36

(U) Tackling the information age challenges, focusing the Agency’s combined efforts and coordinating
a variety of activities, is no small chore. Key to keeping everything straight and aligning our resources is
a central repository with which to collaboratively manage the combined intellectual capital that will fuel
our nation’s Information Operations in the next millennium.

A Notional 10 Knowledge Base (U)

Does this mean we need yet another database? Not quite.

(U) Intellectual capital? Central repository?
Does this mean we need yet another database? Not
quite. Rather, we need a mechanism to collectively
view relevant information and knowledge which is
currently dispersed, fragmented, overlapped, and
incomplete. It’s best to think of this knowledge
base as more of a management construct — a way
to view our collective state of knowledge, under-
stand key relationships, glean insights from link-
ages, and visualize gaps — dynamically, as a
process that continually evolves. We can then use
these insights to drive a number of communities,
organizations, and even individuals to fill those
gaps with information, intelligence, analysis, tools,
and techniques.

(U) The Information Operations knowledge
base is best described as a series of “templates.” A
template is simply a layer of information — infor-
mation that, when combined with other layers,
allows you to enhance your understanding of a sit-
uation, answer tough questions, and make trade-off
decisions. At this point, we envision about nine
distinct templates that, when combined together,
form a very powerful and essential tool for the
effective prosecution of any information operation.

(U) Let’s take a look at each of these layers. A
graphic representation (see figure 1) will aid in the
understanding as we go along.! As we discuss
each template, keep in mind that the contents of
this knowledge base can be utilized for both the
planning of offensive operations (i.e., exploit and/
or attack) as well as to assess an adversary to sup-
port defensive or counter-information operations
activities. Therefore, the contents in each template
represent, in many cases, both “ours” and “theirs.”
Different portions of the knowledge base would be
used at any given time, depending on whether we
are supporting the development of our own opera-
tional capacity or developing an understanding of
our adversary’s.

1. You may notice an older version of this graphic in the
Joint Staff’s First Draft of Joint Pub 3-13, Joint Doctrine
for Information Operations (10) on page V-6. The original
concept was developed based on work NSA performed in
support of a customer IW exercise and was basically the
culmination of lessons learned while categorizing the
threat and vulnerabilities. The templating approach
immediately highlighted the offense/defensive synergy and
was further adapted to assist the customer in understanding
the level of knowledge required to support their evolving
10 planning process.

—HANDEE- VA CONMINT CHANNEES ONEY—
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IA Notional Information Operations Knowledge Basel
/%/ Domains of Influence
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Figure 1 - Templating 10 Planning & Assessments

DOMAINS OF INFLUENCE (U)

(U) At the top most level, we are trying to
understand how the U.S., its allies and its adversar-
ies, to include non-nation elements, operate. Soci-
eties and groups logically disaggregate into
economic, political, social, military, and infrastruc-
ture segments or sub-systems. Without a funda-
mental understanding of how various segments
function, we have little hope of efficiently exploit-
ing or influencing adversaries through manipula-
tion of their underlying information infrastructures.
Likewise, if we don’t fully understand our own
operations, we’ll never be able to assess opera-
tional impact and therefore be incapable of making
informed risk management decisions. This is by
far the most difficult layer of the model to concep-
tualize. Because of its scope, capturing the subtle-
ties of how the various systems and sub-systems of
a society operate and interrelate is enormously
complex.

(U) This scope can be limited, however. From
an offensive perspective, the current craze in
“information warfare” wargaming is crucial. It is
through these sessions, realistic operational scenar-
10s will emerge to feed the development of opera-
tional requirements which will limit the scope of
analytic efforts. On the defensive side, the Presi-
dent’s Commission on Critical Infrastructures? is
likewise essential. Their study will define a rea-
sonable, critical subset of the National Information
Infrastructure, which can be used to identify and

2. Executive Order 13010 established the Presidential
Commission on Critical Infrastructure Protection on 16
July, 1996. In that document the President observed
“Certain national infrastructure are so vital that their
incapacity or destruction would have debilitating impact on
the defense or economic security of the United States.” He
noted that the battlespace wil] be global, threats are of both
of a physical and cyber nature, the homeland’s sanctuary
cannot be assumed and the distinction between military
and economic targets may disappear.

—HANDEE-VA-COMINT-CHANNELS ONEY-
—SE€ERET
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develop necessary public/private sector relation-
ships, and effectively limit data gathering and ana-
lytic efforts.

(U) The population of this template requires
we use various subject matter experts and those
familiar with local culture, customs, and perspec-
tives. We should take a page from the concept of
operations at the Joint Warfare Analysis Center
(JWAC), in Dahlgren, VA, who have evolved a
very effective approach — hiring subject matter
experts from key industries (power, gas, petroleum/
oil/lubricants, telecommunications) and utilizing
country teams — to per-
form focused weapon/
target trade-off studies. :
We need to scale this t0 etg]fteen
approach up a notch imformation
above the industrial
age’s physical infra-
structures and threats
to view and document
entire segments of societies (i.e., economic, politi-
cal, military, and social). HUMINT plays the main
role here as well as insights from Department of
State, academia, and more and more as companies
go global, industry.

target-chasing mode

(U) After the scope is defined, the most diffi-
cult obstacle will be developing a mechanism to
capture the intellectual capital of these subject mat-
ter experts. This will allow rapid revision and veri-
fication, subsequent interrogation, and the
establishment of linkages to the lower levels in the
model] — specifically to the information infrastruc-
ture template and the measures of effectiveness/
impact template.

INFORMATION INFRASTRUCTURES (U)

(U) Once we understand key “customer” or
“target” operations, we need to understand how
those functions are supported by information,

With technology life spans of a mere six
months,
environment
quickly for us to keep up our traditional

information systems, and information based pro-
cesses. In other words, what hardware, firmware,
protocols, operating systems, and software are
being used where, to perform what functions, and
for whom? This template will accumulate as much
information, from as many sources as possible, to
depict those portions of the global information
environment that are relevant to domains of influ-
ence where we have an offensive or defensive
interest.

(U) The information infrastructure template is
then used to track fielded information technologies,
not to drive the develop-
ment of capabilities, but to
look for opportunities to
make use of offensive and
defensive capabilities that
we should already have
developed.

the global
moves (oo

(U) Unfortunately, today, with technology life
spans of a mere six to eighteen months, the global
information environment moves too quickly for us
to keep up with our traditional target chasing
mode. The INFOSEC community recognized this
a few years ago noting that chasing customer sys-
tems, or targets, to add security on after the fact
was a losing proposition. Customer dependence on
commercial technologies increased the rate at
which fielded technologies became obsolete.

EO 1.4.(c)
P.L. 86-36
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Increased security requirements demanded an
understanding of underlying customer operations.
The INFOSEC community responded with an
Information Systems Security Engineering (ISSE)
approach and various process assurance initiatives
to “build security in up front” and get ahead of
their “target.”

. (U) In addition to intelligence activities, engi-
neering analysis plays an important role in the pop-
ulation of this section of the knowledge base.
Clearly some of the best talent with which to per-
form the requisite engineering analysis lie in our
‘support organizations — where experts gain opera-
‘tional insights through the hands-on design, instal-
: lation, operation, and maintenance of our own
- systems. These experts must become full partners
in the maintenance of this knowledge base, not
only to document our own infrastructure but to
assist in the analysis of our adversaries in order to
fill critical gaps which cannot be obtained by other
means. To accommodate this “gon-traditional”
source and adequately support decision making
processes, the template must document what is
known and what is postulated.

&) Finally, we must seek out HUMINT
sources who have intimate design or working
knowledge of key systems and networks. System
users and operators are a potentially rich source of
insight into the detailed information infrastructure
data we require — if we can train the system to
recognize their potential, ask the right questions,
and then capture and catalog those contributions.
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TECHNOLOGY (U)

fielded
somewhere we
care about

onthe shelf &
available

MOTOROLA

ORIENT VIEW Toﬁ

Tech Categories
Tech Users
Tech Producers

SGl CICSO

new version/
new product in
development

new technology/
new product line
in research

Figure 2. The Technology Radar

(U) In this section, we’ll review the technol-
ogy template. This template must catalog existing
and emerging information technologies showing
what’s on the shelf, what’s soon to be on the shelf,
and what’s a twinkle in some engineer’s eye. In
order to stay ahead of our targets, we must continu-
ously monitor the information technology market
from both a broad and deep perspective and estab-
lish a “technology radar” (see Figure 2) that will
provide insights into new releases, new products,
and new technologies before they hit the commer-
cial shelf and more importantly before they are
deployed into the target environment. Note the
inner ring of the radar would actually be the infor-
mation infrastructure template we discussed in the
previous section.

(U) The various “range rings” on the radar
require very different skill sets to perform the nec-
essary assessments. As we discussed in the previ-
ous section, the inner ring requires the combined
skills of intelligence analysts and technicians to
map the target. The second ring, documenting
available technology and assessing high payoff

items, will require the skills of a market researcher
or consumer trends analyst. The third ring, to
project upcoming product releases and new prod-
uct lines, will require the collaboration of produc-
tion and applied research engineers, familiar with
industrial capabilities, methods, and motives.
Finally, the very outer ring, to identify research,
determine its relevance, and understand its implica-
tions, will require the analytic perspective of core
scientists and advanced researchers.

(U) Basically, the goal is to, as accurately as
possible, place the “blips” on the radar and deter-
mine which are vectoring towards the center at
what speeds. If we can track the information tech-
nology market in this manner, we will have the
knowledge we require to begin to “chase the tech-
nologies” instead of “chasing the targets.” We will
be in a position to make a decision, based on
understanding of market trends and customer and
adversary acquisition habits, whether we need to
send out an “interceptor” to work that technology
target or whether we can watch it and hope the blip
goes dim before it reaches the center of the screen.

—HANDEEVHA-COMINT-CHANNELS-ONEY—
—SECRET—
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Sy Currently, we have a number of efforts
across the Agency, and others, to identify and doc-
ument technology trends and produce technology
forecasts. These efforts do not draw a distinction
between the outer two rings. They are often spot
solutions, focusing on specific technologies, and
specific points in time. The output is usually a
briefing or hardcopy report.  Our “technology
assessment efforts need to move towards a contin-
val process, distributed across the workforéq, with
the objective of continually evolving a workable
taxonomy with which to map technology evolunon
relevant to our targets of interest. >

VULNERABILITIES (U)

(U) Some say vulnerability analysis is an art,
other say it’s a science. Regardless, we can agree
that it does require a unique skill set — a skill set
that is the core competency of the information
operations community. Individuals across the
community with these unique skills are very lim-
ited. By tracking the technology in a technology
template and the global information environment
in the information infrastruc-
ture template, we are in a posi-

CRYPTOLOG
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involuntarily, by end users, and gathered by com-
puter emergency response activities who serve as
conduits between their constituencies and the
information technology providers. In order to
maintain the support of the technology providers,
vulnerabilities are treated by the company as pro-
prietary information, with limited distribution,
until they are resolved. Some are identified by
industry experts themselves and shared, under
strict rules of disclosure in forums like the National
Security Information Exchange (NSIE).

One unofficial survey within NSA

(U) As you can see, the practical problem is
classification. Companies wish to maintain con-
sumer confidence and their competitive advan-
tage. Computer response activities want to
continue dialogs with industry in order to help their
constituencies.  Professional assessors want to
maintain client confidentiality to bolster refer-
ences. Intelligence operatives wish to protect
sources and methods.

(U) To date, the answer to this problem has
been to create a number of “central places” for vul-
nerability data. Just as an

example, one unofficial
tion to make informed listed some eighteen separate gyrvey within NSA listed
decisions to efficiently allocate organizations who were collecting some eighteen separate
scarce skilled vulnerability  yylnerability information in one organizations who were
analysts. The results of their  form or another! collecting  vulnerability

efforts, as well as the compila-
tion of vulnerability information for others, will
constitute the vulnerability template.

(U) Increasingly, organizations are interested
in accumulating vulnerability data to support their
objectives. There are a number of computer
response activities, industry collaboration groups,
and elements of the intelligence community and
military services working both offensive and
defensive angles. Without exception, all recognize
the need to track vulnerabilities in some central
place and are striving to exchange data. However,
there are practical problems.

5y Very few centers exist for the actual deri-
vation of vulnerabilities. Most are identified,

information in one form or
another! Without a macro view of the situation, it
is difficult to formulate a workable solution. No
one really knows how much unique knowledge
exists in each sector.

(U) A large-scale national Information Opera-
tions capability obviously requires a macro view of
the vulnerability situation. The only hope is that
classification issues can be overcome by separating
the technology from the operations and working
vulnerabilities with a technology focus at some
rather bigh system level. Only with this macro
view could the community focus its limited
resources, adequately assess threat and operational
risk, and balance the offensive and defensive issues
in an equitable fashion.

—HANDEE-VA-COMINT-CHANNEES-ONEY—
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CAPABILITIES (U)

(U) Capabilities will leverage vulnerabilities
singularly or, more likely, in combinations to
exploit, deny, or manipulate target information sys-
tems. This template will catalog the various
“tools” available to perform cyber operations. Two
major issues impede our efforts in this area. First,
from an offensive perspective, a single community
wide “toolbox” will carry with it a significant com-
partmentation issue. Secondly, from a defensive
perspective, the identification of adversary capabil-
ities is very difficult.

-5y Today, the tools are developed by a num-
ber of different organizations for a variety of pur-
poses. The majority of these efforts are very

(U) Tackling the defensive issue is a bit more
difficult. Today, our approach to assessing adver-
sary capability is rooted in an industrial age mind-
set. We attempt to identify adversary “IW”
capabilities in the same manner in which we have
tracked the proliferation of traditional industrial
age weapons of mass destruction (i.e., Nuclear,
Biological, Chemical weapons). The problem is
that the development of an information age weapon
of mass corruption has very few observables, espe-
cially in the buildup phase.

ACCESS (U)

(U) Simply possessing a capability to exploit a
particular computer system does not necessarily
mean that the capacity can be used in any produc-
tive manner. Access, proximal or remote, is
required to “deploy” a capability to its desired tar-
get. The logical analogy from the past would be
possessing nuclear warheads but no missile or
bomber to deliver the warhead to a target.

=5-Some might see access as simply another

b‘""‘d(imension of the capability. It was purposely sep-

arated into its own template in order to draw atten-
fion to its importance. From an offensive
perspective, access is the most difficult ingredient
in the recipe for cyber operations. Many of the
postulated capabilities used in today’s exercises
and wargames simply assume access will be avail-
able, usually provided by the Intelligence Commu-
nity. That perception must be countered. As we
work to devise realistic scenarios with which to
drive operational requirements, we must force the
operational community to think about the need for
both capability and access. Likewise, our technol-
ogist’s efforts must be constrained by the need for
access as well. Much of what we do in this arena
today is characterized as “technology push” — we
develop a capability because we can. Requiring
attention to the access dimension will keep us from
expending energy developing weapons for the
cyber ops arsenal which could never be deployed.
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IMPACT/MEASURES OF
EFFECTIVENESS (MOE) (U)

(U) Okay, we now have an understanding of
the circumstances when certain capabilities would
likely be used to take advantage of vulnerabilities
in the base technologies deployed in the target
environment. We still do not have the answer to
the “so what?” question. In essence, the term
“measures of effectiveness” has been devised by

CRYPTOLOG
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the offensive community to perform some quantita-
tive analysis or assessment of the etfects of deploy-
ing a specific capability. The defensive world has
called this “impact assessment.” Clearly, these
assessments have to be based on a detailed techni-
cal understanding of the interrelationships in the
information infrastructure. However, they must be
expressed in terms of the net effect to the domain
which the operation intended to influence. This is
a job requiring significant modeling and simulation
capabilities. In fact, this template is envisioned to
contain the models and simulators required to per-
form these offensive and defensive assessment.
The actual information to feed these tools would
come from the layers above.

(U) On the defensive side, risk is traditionally
depicted as the intersection of vulnerability, threat,
and impact (see Figure #3). Many use the words
vulnerability, threat, and risk interchangeably and
tend to overlook or inadequately estimate impact.
With limited resources in terms of both manpower
and dollar to attack residual risk, an ability to esti-
mate or model optional impact will greatly
enhance our ability to focus our countermeasure
efforts on those areas where they are most needed.

THREAT

(Threat =
Capability
Access
Intent)

ULNERABILITY

A: vulnerabilities threat can exploit but have no operational impact

B: if vulnerability exists, threat could have impact

C: vulnerabilities with impact that threat cannot exploit

Figure 3. Risk

—HANBDEEHA-COMINA-CHANNELS-ONEY—
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(U) As we attempt to look at entire infrastruc-
tures and large systems of systems which support
entire domains of influence, the level of sophistica-
tion in our models rapidly exceeds anything we’ve
attempted before. Cascading effects in both the
information infrastructures and the domains of
influence will be the norm as interdependencies
continue to increase. In addition, the amount of
detailed information and computational power
required to support simulations of those models is
immense.

RULES OF ENGAGEMENT/

EO 1.4. (c)
MOTIVATION & INTENT (U)

P.L. 86-36

(U) On our side, once moral and ethical issues
are resolved, rules of engagement for cyber opera-
tions become a policy and coordination challenge
more than anything else. The major challenge,
from a coordination perspective, lies in the conver-
gence of the strategic, operational, and tactical lev-
els these type operations necessitate. In
information-age, cyber-operation scenarios envi-
sioned for the next millennium, it is very difficult
to discern the strategic from the operational from
the tactical in either a targeting, tactics, or decision
making sense. The concepts for utilization of the
“Bit Bomb,” the “weapon of mass corruption” for
the information age, might best be considered as
similar to those devised for the Atomic Bomb, the
weapon of mass destruction from the industrial
age. Very stringent policies, highly coordinated
practices, and central-release authority may be
required. In fact, experiences from today’s infor-

36

mation warfare games and exercises seem to indi-
cate that information warfare might best be played
solely ai the strategic level, separately and dis-
tinctly from traditional military operations.

(U) Regardless, we need to ensure that we
capture the insights we glean from intelligence
regarding adversary intent, as well as our own
evolving “rules of engagement” to ensure we can
adequately model and simulate information opera-
tions and support our operational planning and risk
management processes.

(U) The representation of this information
takes on an almost Artificial Intelligence-like,
rules-based, expert-system form in order to repre-
sent complicated, compound, conditional asser-
tions, like:

“If leader X perceives an information-
based attack on its financial
infrastructure, and the state of relations
between country X and the U.S. is best
characterized as highly competitive but
moving rapidly towards crisis, and
depending upon the outcome of
diplomatic negotiations over issue I, then
leader X will most probably retaliate with
the deployment of capability C, via access
mechanism A, against U.S. infrastructure
target T with the expected outcome of 0.”

(U) As you can see, the articulation of intent is
very difficult — conditional on a number of facts,
hypothesis, and dependencies. To date, the best
method for developing these assessments has been
via prose documentation of probable scenarios
based on a limited understanding of adversary
capability and intent. On our side of the game, the
Rules of Engagement are even more difficult to
articulate! The state of the art must be improved in
order respond to requests for information and
assessments and to maintain the incredibly high
operations tempo envisioned as we move towards
an active defense.
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(U) We finally come to the bottom line. If
we’ve done our homework against a specific adver-
sary, we should come up with a list of those capa-
bilities that we can deploy that will take advantage
of vulnerabilities that exist in the adversary’s infor-
mation infrastructure to accomplish some level of
influence over the target domain — in other words,
a viable plan.

(U) Likewise, if I look at the opposite sides of
the templates 1 should see a picture of the most
probable scenarios that an adversary would run
against a given segment of our society — in other
words, a reasonable approximation of their plan.

CRYPTOLOG
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CONCLUSION (U)

(U) Clearly, the National Security Agency
houses a major portion of the intellectual capital
discussed in the previous sections. However, the
NSA cannot be the sole contributor to this knowl-
edge base. As a community, we must develop the
knowledge and expertise required to populate and
maintain this knowledge base with which to man-
age and support a sustainable and superior national
information operations capability. It is only
through the collective management of our com-
bined intellectual capital that we can maintain our
nation’s security in the cyberspace environment.
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Information Operations Training (U)

86-36

—¢&-The end of the Cold War has brought
many new focuses and challenges to the Intelli-
gence Community. The worldwide proliferation of
sophisticated computer technology, the moderniza-
tion of communications in traditionally less-devel-
oped nations, and the resultant increased global
connectivity combine to present a whole new intel-
ligence concern: the capability of nearly any for-
eign entity to exploit or attack the information
systems of the United States or its allies.

8y Executive Order 13010, which established
the Presidential Commission for the Protection of
Critical Infrastructure, coupled with Presidential
Decision Directive 35 revisions, which elevated
Information Warfare to a Tier 1 issue for many
countries, exemplify the growing senior-level con-
cern of the foreign Information Warfare threat to
the United States.

~8>-In response, the SIGINT Requirements,
Validation, and  Evaluation  Subcommittee
(SIRVES) validated six new National SIGINT
Requirements (NSRs) to support the growing
needs of the customers for data to support Informa-
tion Operations. These NSRs put demands on ana-
lysts to produce unique intelligence reports in a
new area. To meet these demands, analysts must
first understand just what Information Operations
is and how intelligence can support it.

«€yIn response to DDO tasking, the Informa-
tion Warfare Support Center led the effort to
develop National Cryptologic School (NCS)
courses [S-231 and IS-232. With support from the
DO, DS, and DI organizations, the courses, while
designed with SIGINT intelligence analysts and
reporters in mind, have a broad enough perspective
to be useful to those in other disciplines and orga-
nizations. In fact, IS-232 has been in high demand
both inside and outside the SIGINT community.

38

¥ [S-232 Information Operations Awareness
is a three-hour seminar intended to provide a basic
understanding of Information Operations and how
intelligence can support it. The course covers the
following:

* Defining 10

* 10 Conceptual Framework

* Potential Indicators of 10 activity
¢ 10 Enabling Technologies

¢ 10 Techniques

» Foreign Information Warfare

= 10 Reporting

—EOUOY-So, in a nutshell: What is it? How to
identify it? and What to do with once it has been
identified?

“P.

QL) To date, IS-232‘,ha.s~b'eérj‘,presented to

|throughout the Agency and

the services. It 1s currently being offered on an as
needed basis to groups of 15 or more. Addition-
ally, the modular design of 1S-232 allows portions
of it to be included in other curricula and in confer-
ences, briefings, and working groups.

€5 [S-231, Information Operations Reporting,
a four-day class, was piloted in February 1997 with
ten students from analytic, computer science and
collection backgrounds. This course expands on
the concepts presented in 1S-232 and includes a
number of practical exercises. After some revi-
sions, the NCS plans to offer IS-231 on a quarterly
basis.

P.L. 86-36

L.
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A Note From The Publisher:

(U) Who's on first? If you have noticed that the Winter 1996 issue (Vol. XXIi
No. 4) followed the Summer issue (Vol. XXIl No. 2), be assured that you
have not missed the Fall issue (Vol. XXII No. 3). The demands of
producing a separate, unclassified version of the Spring issue (Vol. XXII
No.1) dedicated to the memory of Dr. Tordella) in time for the opening of
NSA’'s new supercomputer facility made it necessary to declare the
unclassified version the fall issue. 1997 should see us back on schedule.

(U)y What's on second? The Summer 1996 issue of CRYPTOLOG was
inadvertently sent to an incorrect distribution. Please contact the editor at
cryplog@p.nsa or on 963-3123s if you did not receive yours; extra copies
are still available.
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An Interview with Admiral William O. Studeman, USN, ret. (U)

former DDCI and former DIRNSA (U)

by Bill Noite

(U) Let’s begin with some background. Did you
intend to have a career in intelligence when you
joined the Navy?

(U) No, not really. I was commissioned through
Officers Candidate School, which is principally a pipe-
line for surface officers. At OCS, I wanted to go into
aviation. My family has had a long history in aviation,
my father being an aviation pioneer. So, I went through
pre-flight and flight school at Pensacola. I wore glasses
at the time, but the Navy had a program both for pilots
and naval flight officers. I was in training for the latter,
when Washington sent down a directive saying that the
people who finished first through fifth in my class and
the class behind me would have to go into intelligence
because there was a shortage of intelligence officers in
the Navy.

(U) This upset the aviators, but nevertheless, 1 was
committed to the intelligence pipeline. So I began my
career in 1963 as all young naval intelligence officers
start off, as a specialist in intelligence. Of course, the
Navy has two officer career fields built around intelli-
gence, one in intelligence and one in cryptology.

(U) Did most of your subsequent assignments
remain in the intelligence track, versus cryptology?

—S-Right. In Navy terms, I’m an intelligence
officer, a “straight stick” intelligence guy. All of my
tours were Washington-based or fleet-based operational
intelligence tours, including command of the Suitland
Naval Operational Intelligence center, the predecessor
to the Maritime Intelligence Center. I was also Director

of Long Range Planning]

Another version of this interview was published at a lower
classification level in Studies in Intelligence.

86-36

(U) And from there to Director of Naval Intelli-
gence, followed by Director of NSA. NSA must have
been your first full-time “technical intelligence”
assignment.

(U) Well, naval intelligence is highly technical.
The naval intelligence generalist in the Navy is brought
up with the idea that most of the intelligence we deal
with is technical. It’s acoustic,'it’s SIGINT. Naval intel-
ligence doesn’t have much HUMINT, and much of what
we have is overt. The HUMINT activities we do have in
the Navy have always had to struggle to compete with
technical intelligence. The cultural ethos of naval intel-
ligence has always been technical, but within that tech-
nical framework, multidisciplinary, with emphasis on
putting things together and building processes for mov-
ing that intelligence to the user. You need to have con-
stant interactions with the user, and proximity to the
customer is one of the most important dynamics of the
system.

(U)y So, I dealt extensively with SIGINT, and SIG-
INT issues, and SIGINT liaison throughout my career.
So, there really wasn’t a surprise to me when I came to
NSA. What was different was getting to know the cul-
ture and the bureaucracy as a Defense agency, as a com-
bat support agency, and as part of the Intelligence
Community.

—HANBEEVHA-COMINT-CHANNELS- ONEY —

—SECEET
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(U) Did the Navy’s é‘n}phasis on proximity to the
user influence your actions.as Director of NSA and
later as DDCI?

(U) There is the sense that th‘e_\S]GINT system is
isolated, that it exists somewhere at Fort Meade. And to
a degree, CIA has the same potential prdb_lem or at least
the perception. One of the things the agencies have had
to deal with is the need to be better connected.with their
customers on the one hand and their counterpéi’ts in the
Community on the other hand. What you always worry
about is the danger that an NSA, for example, becomes
a closed culture. And you have to “manage around” th’at“

perception when you come into a leadership position in "

an organization like NSA or CIA as an outsider.

(U) How much of a struggle was that in your
NSA and DDCI positions?

(U) It’s not really that much of a struggle. I find if
you appeal to people to reach out and consider those
wider issues, they’ll do it. Sometimes they need to be
nagged, but throughout this period the idea of Commu-
nity or corporateness has been so important that it
couldn’t be ignored or denied. Sometime you have to
attach a “no kidding” message to this effort, but we
really are required to build within the Intelligence Com-
munity an analog to the jointness efforts that exist in the
military. This Community should operate as a Commu-
nity; if it does, the whole will be greater than the sum of
the parts. We are also clearly under the obligation to
reduce duplication. Clearly, there was a lot of duplica-
tion in the system. So, I was fortunate in being able to
work-in one culture at NSA and then to come over here
to CIA and the Community environment to work on
projects that furthered the concept of community.

(U) The analogy between the Defense‘ commu-

nity as its attempted to work out the problems of
jointness and the Intelligence Community is an inter-
esting one. Where is the Intelligence Community in
that process, compared to a community that has
been at the process for a longer period?

—> I think the Intelligence Community has made
significant progress. The orientation of the leadership

(U) Certainly i\t\‘w\ould have been more common
before 1991 or 1992 for an NSA officer to spend part
of his or her career in the

‘ ent Com-
munications Headquarters Is all this
driving around the Beltway worth if’

> That’s an interesting question from several

dimensions.l

[Point number two is that we are

has_shifted substantially. |

burdened by the fact that the Community is spread out
from Fort Meade to the new NRO facility past Dulles
Airport. This physical separation is a problem, because
it keeps the culture apart. As much as we thought things
like secure videoconferencing would solve the problem,
that really hasn’t been case. The truly frustrating point
about the problem of physical separation is that it has
the effect of keeping organizations and cultures that are
actually very similar in character apart.

EO 1.4.(c)
P.L. 86-36

—HANDEE-VHA-COMINTF-CHANNELS-ONLEY-
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(U) That’s a sentiment I’ve never hezifd
expressed.

&> It’s true. 1 came to CIA aftéf/ having been
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through a whole set of issues at NSA, and I found the
same problems. |

(U) The issues associated with the implementation
of quality management, the requirement to get people
out of their fortresses, and the degree to which the cul-
ture here, the needs of technologies, the family orienta-
tion of the personnel. You can go on and on. These are
at least sibling organizations, from the point of view of
management challenges.

(U) Would you want to see the recognition of
these similarities and the move toward jointness
extend to the creation of a Foreign Intelligence Ser-
vice, analogous to the Foreign Service, where people
get hired into the service and then assigned to one
agency or another?

(U) No. I think an efficiency expert who doesn’t
know anything about the business areas of the agencies
might suggest that. But I wouldn’t. These are distinct
business areas, each of which requires core competen-
cies which are difficult to sustain even given the scale of
the existing supporting cultures. The SIGINT and
INFOSEC businesses, for example, are very complex.
If you’re going to discharge the responsibilities associ-
ated with those business, or any of the other business
lines, in the Community, effectively, you have to estab-
lish a center of gravity. That means you have to estab-
lish accountability and coherence. Otherwise, you
would find the business areas watered down by consid-
erations that would make it difficult to keep focus on the
various primary missions we’re set up to deal with. It’s
just like corporate life: consolidation is important, but
one must recognize points of diminishing returns.
These are large structures, tens of thousands of people
even with downsizing, so the idea that you could pack-
age all of this effort in a single structure is an idea
whose time has not arrived, if it ever will.

(U) You mentioned downsizing, and that is the

CRYPTOLOG
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environment you encountered both at NSA and as
DDCI and Acting DCI. How serious a problem has
that been for the leadership?

(U) Let me elevate the question up a level: The fun-
damental problem of recent years has been moving the
Intelligence Community from the Cold War to a differ-
ent world, one that is not yet clearly defined. With that
challenge up front, a whole host of issues present them-
selves, not least of which is “What is the world of
tomorrow going to look like?” Ultimately, instruments
like PDD 35 will define the grounds on which intelli-
gence has to operate. During this time, we had to deal
with downsizing and reengineering issues. And we had
a number of problems, especially for CIA, and even
more particularly for the clandestine service—with
Ames, the French spying issue, Guatemala, class action
suits or individual suits by women in the agency; and
these greatly complicated the work of the leadership in
making the transition the community.

(U) But that transition remained the most important
objective. And I think the leadership of the intelligence
agencies understood that. I certainly would like to think
they understood that. We put heavy emphasis on studies
and task forces to look at various aspects of the issue.
By the time Jim Woolsey left, we’re probably looking at
upwards of 125 studies on various aspects for the transi-
tion problem, everything from politicization, to covert
action. And that’s the essence of the legacy of this tran-
sition period.

(U) I believe this effort has put us in front of the
rest of the federal government in the reinvention effort.
We started downsizing before anyone else did, and so
on. Only history is going to tell us whether these actions
were the correct ones, but 1 don’t think we had any alter-
native but to make these transitions. We’ve gotten out
ahead on issues affecting incentives in downsizing, with
ideas on civil service reform, which I think Director
Deutch is going to be talking about in the near future.

(U) We had a major task in shutting down much of
the Cold War architecture and determining what our
future architecture was going to be. There’s been an
incredible richness in the issues confronting us during
this period, and they all come together to define the
future of intelligence. None of the rest of the federal
government is close to doing the sort of work we’ve
done on our future.

(U) The problems we’ve encountered and the tran-
sition we’ve been dealing with has left a morale effect,
and that’s been part of the downside. But in the long

—HANBEE Y HA-COMINT-CHANNEES-ONEY-
—SEERET
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run, I think it’s been fortuitous for CIA, and with it the
intelligence community, to go through this process. At
times it has seemed like we’ve been hit between the run-
ning lights with a two-by-four, but maybe that’s been a
wake-up call. The benefit may be that we will be
reformed before anybody else. We have an opportunity
to use our internal work, along with the work of the
Aspin-Brown Commission, IC 21, and ail the other
external studies, to process this work, go forward with
legislation where required, and gain a renewed endorse-
ment for American intelligence.

(U) Let’s return to the endorsement issue in a
bit, but it’s very clear that you see all the effort and
turmoil of recent years as ultimately necessary and
even therapeutic.

EQ 1.4. (c)
P.L. 86-36

(U) One part of your reputation that preceded
you hear was your interest in management tech-
niques, and your belief that we had not incorporated
management practices, especially quality manage-
ment in what we do. It won’t surprise you to hear
that some people do not share your enthusiasm.

86-36
4

(U) Let’s go back to the endorsement. Beyond
issues of internal management, there is always going
to be some skepticism—in the Congress, among the
public—that what we do is inherently suspect. Toler-
able during wartime perhaps, but less so in peace-
time.

(U) I think you’re getting at the openness and
demystification issue, and there’s no doubt we could
have done a better job articulating to the American peo-
ple and others who count, including the Congress, why
we need a capable, robust intelligence system. What [
worry about is that you can’t assume we’re going to
make as a nation the commitment to intelligence we’ve
made from the 1930s on. This was a heyday, in which
intelligence made extraordinary contributions. Unfortu-
nately, we’ve been so closed that 1 don’t think this con-
tribution is appreciated, either by decision makers, nor
by historians, as well as by the country at large. We
have an obligation to be more op'en——and we now oper-
ate under a directive to be more open. Openness is a dif-
ficult issue to manage, and you’re always going to be
struggling over where to draw the line.

(U) One of the things you don’t want to do is be
naive about how much people really know out there.
The recent series of Baltimore Sun articles on NSA
prove that if some serious investigative reporter wants to
network around and do a serious look at an agency, the
reporter can ferret out more information than the system
is going to be comfortable with. That said, the example
points to the dilemma of having to be more open, and if
this is not a contradiction, in a controlled way. Jim
Woolsey always cautioned about the use of the term
“openness,” because we didn’t want to imply that we
were fundamentally open to having people come in and
just forage around. 1 don’t think that’s what we’ve
meant by openness, but it’s a difficult process to define
what it means to be selectively open. It’s a tricky issue.
And a lot of it needs to be focused on the historians as
we declassify.

(U) One aspect of the endorsement issue is

HANDEE- VA COMINT-CHANNEES ONEY-
—SECRET
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endorsement by oversight bodies, giving them a pic-
ture we cannot give the public at large and in effect
having them vouch for us. How Would you describe
your experience with the oversight committees?

(U) We all have tactical frustrations, b‘"’ut\ I'm a big
fan of oversight, whether its from the Congress; or from
the President’s Foreign Intelligence Advisory Board, or
from within. The way I look at it is this: Intelligence, in

order to do its job, has to be out there at the leading ed"ge\
of propriety and legality all the time. Our obligation is .

to penetrate targets that represent threats to the United
States. In order to penetrate those targets, you have to
be very aggressive in your technology and in your oper-
ational concepts. You really want an oversight process
to protect you from yourself, and in regard to resources,
you might be able to determine that the interaction
between the Congress and the Executive Branch has
expended some taxpayer money, the product of that
interaction has been more positive than negative. In
fact, dramatically positive. So I have a very upbeat view
of oversight.

(U) 1 do hope that the Brown Commission will
come out with some recommendations to “thin down”
our resource burden. The number of committees to
which we are accountable for various functions creates a
lot of drag for the Community, using resources that
could better be expended on targets. As a manger, |
want to put mission first. I told the Brown Commission
that if you told me declassification would cost $200 mil-
lion per year, and if I had the option to spend that on
modernized SIGINT, I'd rather buy the SIGINT.

(U) We’re headed toward a real investment crunch,
and 1 would rather buy tooth than tail.

(U) Where is that going to occur?

CRYPTOLOG
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(U) If you had the opportunity to take on, at this
stage of your career, a study to deal with any single
aspect of our business that has nagged at you, what
would that be?

FO 1.4. (c)

P.L.

(U) One of the significant issues of the last
decade has been the emergence of open source and
its impact on policy makers. Have we managed that
effectively?

¢ I don’t think we’ve managed it at all badly.

86-36

<6 Certainly, clandestine /,activity is the thing
that has the highest risk foEoeql?%r‘rzE%spent, as
you’ve experienced. P.L. 86-36

(U) Sure, but there are structural changes you can
make to manage this. Counterintelligence is another
area of interest, and it’s an area we tend to take for
granted. The whole issue of foreign intelligence and its
coordination with law enforcement, information war-
fare, information security (especially as it relates to
commerce and banking)—there are any number of areas
you could deal with. That’s what makes this business so
interesting at the moment. It means that DCIs now and
future will have to build on the work that’s been done by
some of the studies we've talked about. No matter
where you turn, there are interesting issues out there.

—HANDEE- VA COMINT CHANNEES ONEY—
-SECREF—




EO 1.4. (c)
DOCID: 4011893 SECRER e

Winter 1996

(U) Overall, how do you think we’ve done con-
vincing Congress and others that this is a principled,
competent set of agencies capable of performing its
mission?

(U) ’'m not trying to be political in making this
statement, but I don’t think we’ve been successful with
the current administration in even being defined as being
a relevant part of the national security team. And I'm
sure the DCIs have been frustrated by it. When you
have CNN announcing that the President is meeting
with his national security team and you know intelli-
gence is not represented, that’s a source of concern.

(U) We’ve talked about a lot of ups and downs
affecting intelligence in this transition period. If you
were speaking to undergraduvates or graduate stu-
dents considering a career intelligence, would you
encourage them?

(U) Nothing is more wonderful. I spoke this morn-
ing to the National Youth Leadership Forum, a group of
high school students interested in intelligence, diplo-
macy, and defense. I concluded my remarks by telling
them there was never a day—no matter how bad things
got—that I didn’t get up and look forward to coming to
work in the business of intelligence. It’s that fascinat-
ing. Particularly if you step back and truly understand
its importance to the security of the country. And when
you think about the nature and character of the people in
the Community, nowhere in the federal government
have I run across the skills and character, even manage-
ment ability, that you’ll find in the Intelligence Commu-
nity. It’s a unique set of people, and I think even those
of us in the business need to reflect more frequently on

that.
EO 1.4. (c) —HANDLE-VIA-COMINT-CHANNELS-ONEY-
oA SECRET-
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The most recent presentation of IS-355 (Current Issues in SIGINT Policy) was an inter-agency conference on
Responses to Humanitarian Crises: the Role of Classified Intelligence, co-sponsored by NSA, CIA, and the State
Department. The opening speaker was Ms. Toby Gati, Assistant Secretary for Intelligence and Research in the State
Department. CRYPTOLOG thanks Ms. Gati for permission to reprint her remarks.

Humanitarian Crises: 1C Support to U.S. Foreign Policy

(U) Thank you, Mr. Taylor, and thank you, Eliza-
beth McGranahan, for organizing this conference. It is
proving very timely given our high-level policy interest
in Eastern Zaire’s humanitarian crisis.

(U) I am pleased to see that this event is co-spon-
sored by NSA, CIA, and the Department of State
because the foreign policy and intelligence communities
are partners in tackling humanitarian crises. We work
on different aspects of the problem, but we need each
other if we are to respond in a
timely, proactive, and cost-effective
way. For the rest of the day you’ll
be listening to intelligence experts,
as well as some important NSC and
Pentagon customers, talk about the
various roles of intelligence in shap-
ing the U.S. government response to
humanitarian crises. They’ll give you case studies and
specific do’s and don’ts. My talk this morning will be
on the basic issues that we need to understand before we
can determine the appropriate role of classified intelli-
gence in responding to humanitarian crises.

IC can help.

(U) For example, when we look at a “humanitarian
crisis,” are we sure we all look at it in the same way?
When does it begin and end? What is it we are trying to
accomplish? Who are the key actors? How are they
being served? What kind of information—open source,
diplomatic reporting, non-governmental organization
(NGO) reports—is most useful? And finally, what kind
of intelligence is required?

(U) Case studies and post-mortems of such crises
as Somalia, Sudan, Liberia, Bosnia, and Angola point

(U) We need intelligence
before massive refugee flows
begin, [and] that’s where the

out that humanitarian crises are complicated, messy
problems involving a number of actors often working at
cross-purposes. They also clearly show that many times
at the bottom of the pile of humanitarian mission goals
and logistical plans is the failure of the international
community to make a serious commitment to tackle root
problems.

(U) Rwanda is a case in point. We have been going
around for several weeks now within our government
and with other governments over a
common plan for intervention.
Many actors thought the main task
was just feeding people—so what’s
the problem? After all, we did it in
Goma in 1994; why can’t we do it
again in 1996? Well, Goma is not
the same place now that it was then
and we can’t impose the same type of intervention. 1
remember that we wrote a memo in 1994 saying the
repatriation of Rwandan refugees would be the interna-
tional community’s biggest headache if refugees could
not be quickly separated from the Interhamwe Hutu
militia and from former government soldiers. So the
current crisis did not begin in the fall of 1996; it is not a
surprise; and the fact that we have little information and
were unprepared for it ought not to be a surprise either.

(U) So, while feeding several hundred thousand
Rwandans is a key part of the mission, there is a lot
more here that we need to grapple with—and that’s
where the IC can help. We need intelligence before
massive refugee flows begin. We need good embassy

reporting, analysis, FBIS reports, |

defense attache assessments.'We also need to take bet-

SECRET
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ter advantage of crisis-focused databases and assess-
ments by non-intelligence agencies, particularly relief
agencies who have experts on the ground.

(U) INR and the Department of State have sup-
ported one such crisis information system, ReliefWeb,
which is an Internet-based, interagency network main-
tained by the UN Department of Humanitarian Affairs
(http://www.reliefweb.int/). It aims to serve as a one-
stop shop on the information highway for crisis-related
information, including the latest UN High Commission
for Refugees and NGO situation reports from Rwanda.
The 1C needs to appreciate the value of these kinds of
databases for U.S. interests, and where appropriate help
fund them.

(U) Military intelligence from DIA is also critical.
For example, can we really think about sending the mili-
tary in without knowledge of the military factions that
are manipulating the refugee flows? Can we ignore the
fact that among the refugees are several thousand who
are guilty of horrendous murders?
Some of these problems are being
decided for us, putting policy-mak-
ers in the reactive rather than the
proactive mode. For example, while
we were arguing about how NOT to
disarm the Hutu militia chiefs who
were holding a half million hos-
tages, the Zairian rebels went in and
pushed 600,000 refugees back to their home villages in
Rwanda; in two days they changed the whole context of

the crisis—which put us and our allies in the quandary OCA )

of how to respond to the new reality.

(U) For sure we will need to stay engaged after the
refugees return. Their reintegration will not be easy, nor
can we give up prosecuting those who have committed
genocide. For the U.S. government, the crisis will not
be over until we ensure a degree of stability and security
in the region. For the intelligence community, it means
we have to do more than count refugees with imagery or
intercept military communications—it means putting
the pieces of the crisis puzzle together. If the IC cannot
provide analysis in a concise and timely way, we cannot
help the policy-makers, and the lives of U.S. soldiers
and civilians—some of whom are in Rwanda right now
trying to figure out how to help—may be threatened.

&Yy If for us at State this crisis began months
ago, 1 fear that for the IC such crises all too often only
begin when the Pentagon starts planning for possible
military intervention. Let’s be honest, when the guys
with four stars on their lapels get excited about a crisis

(U) Let’s be honest, when the
guys with four stars on their
lapels get excited about a crisis
as opposed to just curious,
that’s when people, resources,
and dollars start to ﬂow;

as opposed to just curious, that’s when people,
resources, and dollars start to flow. We at State deal
with crises every day, especially in Tier 3 and 4 coun-
tries. We first of all try to prevent a crisis from getting to
the point where our troops might need to go in. But
diplomacy gets a lot less attention—though dollar for
dollar, it is a much better investment for the taxpayer
than it is to send in the cavalry and the intelligence sup-
port that goes with it. We know that a crisis begins long
before the “CNN moment” of seeing starving babies on
TV, but diplomatic interventions are tricky, frustrating,
and drawn out. They do not provide very dramatic cov-
erage—unlike the storming of a beach or airfield—but it
could be preventing, at least for the time being, a civil
war, which incidentally is the major cause of humanitar-
ian crises.

<8=€€67 If this makes sense to you, then ask your-
selves: When the Great Lakes crises began, where were
the resources for support to diplomatic operations?
What happened to our African coverage in the last three

ears—to FBIS

_quences of and the Tier
process? And then ask yourself:

related budget cuts—which since
1984 have resulted in a 51% fund-
ing decline in real terms—affected
0ur ablllty to negotiate a way out of situations like
, R, -

(U) Our focus on the IC, on State, on Defense also
has to be put in context, however. Relief organizations,
NGOs and others were in Rwanda, in Zaire, in Burundi
before the crisis and will be there after this crisis. They
know a lot about the crisis and expect to be involved.
We have to exert leadership—but also to recognize that
part of our mission is to play a support role so others can
continue to do their work. Their agendas do differ from
ours, but we need to work together.

(U) This support function gives us two comple-
mentary roles, one overt and one covert. Overtly, we
should be providing to our partners on the ground,
including UN and non-governmental organizations, as
much useful unclassified or declassified information as
possible. Why? Well, it is NOT because we want to
give away U.S. secrets to irresponsible UN bureaucrats
(as some in the press seem to think). Let me emphati-
cally state here that intelligence sharing—whether its
purpose is to help tackle a humanitarian crisis or any
other multilateral mission—has to be in the national

—HANDEE-VHA-COMINT-CHANNELS-ONEY—
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interest, or we should not do it.

(U) In this case, it is clearly in our interest to pro-
vide sanitized intelligence and unclassified products,
such as LANDSAT and SPOT imagery, that can be used
to help relief workers—who, after all, are working the
front lines of a crisis. We should and we do carefully
screen such intelligence-derived reports through an
interagency process, but we have also provided unclassi-
fied data in a timely way. (An example of this has been
the use of unclassified, updated maps showing locations
of refugees and others in eastern Zaire.) This type of
support has helped target the distribution of food, medi-
cine, and water, which can mean fewer dying people,
fewer costly logistical problems, and most importantly,
a speedier resolving of the crisis, at least this phase of it.

—EeUer While the data itself might be unclassified,
it still might require the IC’s tremendous surge capabili-
ties to collect it, organize it, and distribute it, in paper or
electronic form. If the IC’s goal in a humanitarian crisis
is to help achieve U.S. foreign policy objectives, we
have to think more strategically about what types of
information—<classified or unclassified—are most use-
ful for what types of crises and how the IC’s great infor-
mation management strengths can be brought to bear on
solving crisis-linked problems in Tier 3 and 4 countries
where the U.S. government has a minimal presence.
FBIS reports are an invaluable source of information on
crisis-prone regions. We should be augmenting, not cut-
ting, FBIS.

(U) Now, I’m not advocating only “open sources”;

| Humanitarian crises

always have a political dimension
to them: they are often caused by
power-hungry politicians and sol-
diers; relief efforts are manipulated
by militias; and those who create
the crisis are armed via transna-

EO 1.4.(c)
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tional black markets. In sum,
humanitarian crises are often the
creations of not very pleasant and
usually desperate individuals, and
we have to deal with them in some way if we are to save
lives and resolve crises.

ICRC

(U) The rgle| |sh0uld be to
help policy-makers work with or around these crisis
manipulators—unless of course we want to take them
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head on, which doesn’t seem to be a popular option
these days because people get killed doing that. For the
IC—and perhaps for this conference—this means that
we need to come up with better intelligence on the
motives, actions, and intentions of key players as well as
a way to provide that timely intelligence back to our pol-
icy-makers in D.C. and out in the field who are trying to
figure out how to intervene effectively. Just like the
“open” information, good SIGINT or HUMINT can
save lives by making us smarter than
those trying to block our humanitarian A N\
efforts. 1t may be less direct, and I hope Vy QQ
it would get much less publicity, but its V v
importance in an overall U.S. humani- \‘ V
tarian intervention strategy remains crit- “ V
ical. At State, the presence of the A
Cryptologic Support Group helps us T
enormously to get SIGINT quickly.
Now, NIMA and the NRO are working
with us to get imagery to us, too. But
until those same maps and satellite photos can get to our
ambassadors “on the scene” with the same speed as
intelligence gets to a general in the field, we are not
doing our job well enough.

——FOeLQ) Just as we need to know the intentions of
belligerents, we also need to maintain a knowledge base
about the context of the crisis. This would include data-
bases on such variables as population distribution, agri-
cultural production, land tenure, and ethnic
composition; these are not necessarily “academic” types
of information; we are finding ouj} they are essential for
effective crisis management and that they cannot be
developed within a few days or weeks. In addition, we
need to think about investing in shared sources of reli-
able, region-specific information (perhaps available
through Intelink), and creating a roster of crisis experts
ranging from in-house intelligence experts and linguists,
to scholars and NGO relief professionals. But we can’t
rely on these people to fill in the gaps if we haven’t done
our homework first. “Surging” is not a substitute for
knowing.

(U) Let me end by emphasizing again that today’s
humanitarian crises do not leave us with easily defined
missions, clear roles for participants, and firm ground
rules. They require determination, flexibility, and a seri-
ous commitment of resources. But they also require us
to be smart about how we go in to help the victims of
war so that we are not manipulated or ineffective.

(U) The job of the intelligence community is to
help make policy-makers understand complicated and
fast-moving events and to deal with the competing inter-

HANDEE- VA COMINT-CHANNELS-ONEY—
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ests that make up a crisis. If you here at this conference
contribute to that learning curve, you will have served
our national interests well.

(U) Ms. Gati is responsible for analytic studies and
intelligence assessments essential to foreign policy
determination for the Secretary of State. She is also
responsible for coordinating departmental programs of
intelligence, analysis, and research with other Federal

Look for ReliefWeb at http://www.reliefweb.int/

Unclassified
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agencies. She has previously served as Special Assis-
tant to the President and Senior Director for Russia,
Ukraine, and Furasian States at the National Security
Council. She has been Senior Vice President for Policy
Studies ar the UN Association of the U.S. and is a pub-
lished author whose works have appeared in various
periodicals and books, including Orbis and The Wash-

ington Quarterly.
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Serving the information needs of the Humanitarian Relief Community.

Map Center
Financial Tracking

ReliefWeb is a project of the United Nations Department of

Humanitarian Affairs (DHA). The purpose of this effort is to strengthen

the response capacity of the humanitarian relief community throagh the

Emergencies: currently 18 events are being monitored.
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Search
SF‘::::_: timely dissemination of reliable information on prevention,
Comments preparedness and disaster response.
Help .
About
Home Page * The Bulletin: now available via Email.
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We strive to update at 1200 GMT and 1800 GMT.
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HOH6F As the following article explains, FOLKLORE had its origins in IDASYS, developed
back in the 1960°s. A small team of operating systems specialists from NSA took IDASYS and
molded it into an “industrial-strength” system on NSA’s supercomputers of the time, mainly in
support of the cryptanalytic community of users. A richly interactive and highly responsive sys-
tem, it was a standout during an era of batch-oriented systems. It served a specialized set of NSA
users for 25 years before the last FOLKLORE system was recently retired. It provided capabili-
ties and features that some believe are still unmatched today, although it finally had to give way to
the fast pace of technological change and the considerable resources that industry eventually
applied to the supercomputing arena. There are still some old-timers around who can tell war
stories from the FOLKLORE era and the successes that it enabled. FOLKLORE is a significant
and rich part of NSA’s heritage.

‘ —| bO Chief Information Officer and chief of E Group (DO Information Technology Applica-
tions Development and Support), participated in the development of NSA’s supercomputer development; he was the

" first chief of the division that took over support for and maintained FOLKLORE.

P.L.
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FOLKLORE:
An Innovative Approach To A User Interface (U)

o |

(U) The purpose of this article is to provide a historical perspective on the user interface characteristics of a
1970’s operating system which was very responsive to its customer needs, extremely user-friendly, and anticipated
many of the features that are common place today. Most computer operating systems dcvelof)ed prior to 1980 (before
windowing systems) presented the user with a command prompt. Editors had to be explicitly executed. In contrast,
the FOLKLORE operating system took a different approach. The edit and command modes were one and the same!
All interaction was full-screen, not one line at a time!

(U) The IDASYS operating system (as
FOLKILORE was known in the beginning) was
developed in the late 1960s at the Communications
Research Division of the Institute for Defense Analyses
(CRD/IDA), Princeton, NJ. It was a highly interactive,
multi-user system for the supercomputer of the time

still popular with its users and running on multi-CPU
vector processor systems {(Cray X-MP), the last
FOLKLORE system was powered down.

(U) The user interacted with FOLKLORE through
a terminal (CRT and keyboard) using a full screen

(CDC 6600). IDASYS was designed as a
supercomputer operating system to provide full
supercomputer responsiveness to the user. The target
user population was the IDA and NSA cryptanalytic
community. IDASYS was renamed FOLKLORE in the
late 1970’s when NSA took over full support and
maintenance of the operating system. FOLKLORE was
easy to learn to use for both end-users and software
developers. It allowed a lot of flexibility and creativity
to be put to productive use rapidly,. FOLKLORE
survived over twenty-five years. On January 31, 1996,

display for both editing files and executing commands.
In the early days this terminal was a directly connected
CDC 210 terminal. Soon a Raytheon Programmable
Terminal System (PTS) replaced the 210. The PTS
terminal concentrators were eventually networked to
allow access to multiple systems from one terminal.
Finally, in the late 1980s, networked IBM ATs and SUN
systems were used with a PTS terminal-emulation
window. This last development enabled FOLKLORE
for the first time to display high-resolution graphics on
the user’s terminal.

FOR-OFHCIALBSE-ONEY
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(U) Since the PTS handled the character display
and cursor movement, the supercomputer was free to
handle only function key actions. This greatly reduced
the number of interrupts that the FOLKLORE operating
system had to handle. A FOLKL.ORE design goal was
to deliver the full power (99%) of the system to the users
and respond as if it were a single-user system. The PTS
contributed a great deal toward meeting this goal.

(U) The window size was a maximum of 22 lines
long and 80 characters wide. The lower two lines
generally contained information such as file/program
name, keyword and line number. This made the
effective browsing window 20 lines. The FOLKLORE
system input/output (I/O) functions for terminals were
designed to make displaying 20 lines of data and/or two
lines of information easy. Because the system 1/O
functions were readily available to FOLKLORE
software developers, they could write interactive
programs easily at a time when most users were
interacting through decks of cards. Terminal I/O was a
matter of filling a buffer with the data (which would
appear on the screen) and issuing the function call.
Other systems which had terminal access were generally
graphics- or line-oriented and did not have many
interactive programs except a few text editors and
applications written by expert programmers.

(U) The FOLKLORE operating system handled all
function key stokes simply by storing the value of the
function key and some cursor-related information in a
table. Programs then checked that table or asked to be
interrupted when the relevant table entry was filled. The
STOP key generated a program interrupt which could be
handled via an error/interrupt handler or, as the default,
the system would terminate the program and return the
user to the editing state viewing a diagnostic page in a
system file. FOLKLORE had a diagnostic file which
contained an appropriate message, picture, or
instructions with one page for every system error

number. The FOLKLORE editor response to the STOP
key was to display the beginning of a user-defined
default file. Program error handlers often set the user
environment to display an error message and allow
quick access to the program output file.

(U) FOLKLORE function keys had names, not F1,
F2..., but STOP, GO, +PAGE, -LINE,.. This
encouraged software developers to use the same key for
similar functions. The labels helped the user to
remember which key did what. FOLKLORE software
developers also made use of simple features which
allowed them quick access to source code for almost
every program, especially system-provided programs.
Also, most programs could easily be called as
subroutines. When a function similar to another was
needed, it was simple to discover the underlying source,
check related documentation for possible parameters,
and copy as much or as little as desired. Much
FOLKLORE code was reused because it was easy to do
50.

(U) Upon successful login to a FOLKLORE
terminal, the user generally saw the system news file.
New information was placed at the beginning of this file
so that the user would see it as soon as the logon process
was completed. At this point the user could browse this
file, type a file name to browse/edit another file, type a
command to execute a program, or use one of the
function keys as a shortcut to executing a command or
editing a file. Whether a user could actually modity the
file that is being viewed depends on whether the user has
write-access to the file. FOLKLORE file access control
has been covered in a separate paper, FOLKLORE: One
Approach to Security.!

(U) The FOLKLORE editor, program loader and
batch command processor were tightly integrated to

1. Cryptologic Quarterly Fall 1994, Vol. 13, No. 3.

FOR-OHACALUSE-ONLY—
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create a unified user interface. Although there were
multiple editing processes, they all performed
similarly. The actual process in use was determined by
the function requested by the user, not by a specific
command. Most of the editing services were provided
through a single system daemon which handled every
terminal (except the system console). For the purposes
of this paper, all of the editing processes will be referred
to as the FOLKLORE editor. This was the FOLKLORE
interface. Every user interacted with it.

(U) The program loader was invisible to the
FOLKLORE user. Commands were entered, the GO
function key pressed, and the user was back
(immediately in most cases) interacting with the editor
usually viewing the program output. It did not matter
whether the file associated with the command was a
fully linked executable, a relocatable version of a main
program, or a relocatable subroutine/utility.  The
program loader “automagically” figured out what to do
and it happened quickly.

(U) Initially the FOLKLORE batch command
handled only a serial sequence of commands, but it
evolved to provide several types of error handling,
nested sequences, and the usual logic constructs of
today’s command script languages such as the UNIX
shells.  The batch process basically passed each
command line to the program loader just as the editor
did and the editor returned control to the batch processor
when the command completed. The user could tell what
was currently being executed because the program
loader displayed the program name in the information
lines at the bottom of the display window.

(Uy FOLKLORE did allow users to customize a
few things. The user specified a file to be displayed
when the STOP function key was pressed, a default file
to be displayed via the ALT function key, a command to

CRYPTOLOG
Winter 1996

execute via the PROG key (to save typing a highly used
program name), strides for the -PAGE, -LINE, +LINE,
and +PAGE function keys, TAB stop settings, and a file
to contain setup information. This setup file contained
such information as a list of files to checksum, print
header and classification definitions, and lists of files
used to build and include program libraries. This
customization information could be specified for
multiple alteregos, so that the user could change his
environment by changing the alterego that he or she was
running under.  (Alteregos are explained in the
previously referenced article, FOLKLORE: One
Approach to Security.)

(U) A design decision for FOLKLORE allowed
unique features to be provided by the editor at very low
cost. That is, FOLKLORE text files are contiguous files
with an end-of-text string. There were no carriage
return or tab characters embedded in the file. These
keyboard keys were simply cursor movement keys. The
carriage return moved to the beginning of the next line
and the tab key moved to the next TAB stop. At the
bottom of the display, all cursor movement keys
wrapped to the top of the screen. 1In fact, all
FOLKLORE files are contiguous files with no structure
except that supplied by the application that produced it.
The FOLKLORE editor can be used on any file. Of
course, editing an executable file was something best
done carefully, but browsing one could be quite useful.
Since the FOLKLORE editor does not use carriage
returns, but rather blank fills each line to the specified
file width (usually 80 characters) some space may be
considered wasted. This space was a small price to pay
for the cryptanalytic tools that the editor could provide.
The block text manipulation feature (BLK) was one
very powerful tool. This was implemented in the mid-
1980s through a function key and allowed manipulation
of text in a rectangle of any dimensions. Common BLK
functions were to move, copy, or delete columns of text.

86-36
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Junction allowed the user to
browse a document’s index
and move directly to a section
of the document, in a fashion
similar to using today’s hyper-
linked documents.

Another tool that depended on the fixed width lines was
a KEY function which allowed searching quickly down
a column. This function was used heavily for searching
for left-justified keywords such as message starts.
Another use was in browsing the index of a document,
moving directly to a section of the document simply by
putting the cursor on the line containing the title of
interest and pressing the KEY function key. This is
similar to using a mouse today with hyper-linked
documents, but the cryptanalytic community could do
this in 1970!

(U) Programs were executed via the GO function
key while viewing a file through the editor. The
program name and its parameters were parsed from the
line containing the cursor up to the first blank character
or the end of the screen. Changes to the display were
not inserted into the file being displayed until the
INSERT key was pressed. This allowed a user to do full
screen command line editing. The user could maintain
sample command lines in a file, display the file, edit the
appropriate command line, execute it, and retain the
original version of the command line. Of course the
edited command line could be retained by pressing
INSERT before GO if desired. The executing program
automatically received some information related to the
file currently displayed; the file name, the position of the
window on that file, and the cursor position within the
window. The program controlled the whole window
while it executed. When a function key was pushed
during execution, the program could find out the
function key number, the cursor position within the
window, and the four characters immediately preceding
the cursor. FOLKLORE did not buffer function keys.
Only the information from the last function key pushed
was preserved until cleared or read by a program.

(U) FOLKLORE program source files were
generally large files contaiming the source for many
programs. The programs could even be written in
different languages within the same source file. The
only common thing was that each piece of source began
and ended with a left-justified ‘%’ character. Special

functions took advantage of this. The SEND function
key would quickly position the editor at the beginning of
a particular piece of source code. Since this function
searched for ‘%’s, it even allowed quick location of data
sections which were delimited by ‘%’s.” Cryptanalytic
applications often used this mechanism to maintain
many parameter sets within a single flat file. Another
feature that this scheme allowed was great for program
development. That is the COMP function which could
be used from anywhere within the piece of source code.
FOLKLORE would automatically find the beginning of
the code (previous ‘%’), determine the appropriate
compiler from the keyword following the ‘%’, and
compile the program. In fact, if the GO function was
used from anywhere within a piece of source code, all of
the compile functions were performed, all the necessary
relocatable files were located and linked, and then the
program was automatically executed. All of this
happened within seconds, so the user did not lose track
of the real job that needed to be done. It was amazing
how little delay the users were willing to tolerate after
having developed experience with FOLKLORE for a
short while. In fact, just five seconds was considered
unacceptable most of the time. Another common
practice, especially useful during debugging, was to
keep a sample of the command line within comments at
the beginning of the program source code. The user
placed the cursor somewhere within the source code,
pressed COMP to compile, then ALT to return to the top
of the source code, moved the cursor down a few lines to
the command line and pressed GO to execute it.

(U) Another commonly used FOLKLORE feature
made possible by the responsiveness of the FOLKLORE
editor was the use of the ALT function to compare files.
The ALT function switched between the current file and
the alternate file. The current file became the alternate
file and the alternate file became the current file. By
using the ALT button quickly, a user could easily spot
any differences between the two files a whole page at a
time. The screen would appear to stay constant if there
were no changes and would flicker in the spots where
there were differences. It was quite common to align

(U) Another very useful (and very
much missed) feature was the
command spelling corrector. If a
command was executed that was
not found, the system loader or
editor would suggest a similar
command or file name and gave the
user several options for continuing.

—FOR-OFFEALUSE-ONEY-
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two files, press ALT
several times a second,
watch to see if the
screen flickered, move
to the next page of
each file, and repeat
the ALT sequence.
This process would be
useless if the switch
between files was not
“instantaneous”! In
contrast, using a file
comparison tool could
be a tedious series of
executions with a
varying offset para-
meter or it could be
even worthless with-
out an offset para-
meter or ability to
work on binary data.
Suppose a program
was changed to insert a
certain string of bits
periodically in  an
output data file. These
changes between the
old and new output
files could be -easily
spotted and verified
using the FOLKLORE ALT method. Even if there
would be no change in offset required, the FOLKLORE
ALT method would sometimes be faster than typing a
command. If there were differences, the user had a full
screen of context to interpret the reason for the change.
This method worked fine even for binary data.
FOLKLORE had a different character displayed for
every eight-bit sequence. Therefore, a change in one bit
would cause a difference in the character displayed.
This change would be seen using the ALT file
comparison method. Bit-stream cryptanalysts were
familiar enough with the character representation to
understand what the difference was and why it was
there.

X-MF

(U) The move to the SUN workstations allowed
high resolution graphics for the first time, but some
FOLKLORE users edited speech waveforms graphically
using the PTS terminals in the early 1980s. The
responsiveness of the terminals even allowed some
creative analysts to produce animated graphics!

(U) There were at least two important observations
made in some research reported from IBM in 1982.

CRYPTOLOG
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—{FOtK uary 1996, still popular with its users and running on a Cray
e last FOLKLORE system was powered down. 'p 1, g¢_3¢

First, as system response time decreases, the quickness
of human interaction responses increases more than
linearly. Second, all skill levels benefit from this effect.
Also, as the skill level of the user increases, the benefit
also increases. The cryptanalytic community was not
surprised! They had been reaping these benefits for
more than a decade by then. In fact they complained
about losing their train of thought when anything slowed
down by even half a second.

(U) What was the power of the combination of the
edit and command mode? Commonly used commands
could be stored in a file. The user’s default/STOP file
was often a list of these command lines. The user then
simply used STOP to view the file and then selected the
appropriate line with the cursor and pressed GO to
execute it. Often applications would embed command
lines or file names in the output to facilitate running
follow-on programs or viewing multiple output files.
This feature was very useful to reduce wasted time
caused by mistyping or omitting parameters. BATCH
sequences, a series of command lines beginning with
“BATCH,**” and possibly including some simple
control structures, were also stored in source code

15
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sections and executed via the GO key. This also greatly
simplified the automation of modified source code
installation. BATCH sequences were also developed
and maintained in separate files particularly for use in
production runs. These were initiated using
“BATCH,filename” as the command line. When a
BATCH sequence was initiated from within a file, the
parameter was ‘**’ and when it was initiated from
somewhere outside the file, the parameter was the name
of the file containing the command sequence to execute.
(Actually there were more parameters, but they are not
relevant here). The FOLKLORE convention used ‘**’
to mean to input data from the current file beginning at
the current location. A single ‘*’ meant to input data
from the current file beginning at the start of the file.

(U) Although having command lines stored in a file
reduced a lot of mistyping and wrong parameters,
another very useful (and very much missed) feature was
the command spelling corrector. If a command was
executed that was not found, the system loader or editor
would suggest a similar command or file name and gave
the user several options for continuing. Much of the
time, the suggested command was the correct one, so
only one key press was needed to correct the problem.

(U) Having a single edit/command mode simplified
the life of the user. Only one set of behaviors had to be
assimilated and repetitive actions could be stored for
reuse. Efficient use of time for both the user and the
computer was the result. The de facto standards for
software development set by the operating system
software and its user environment reduced the amount
of deviation that develops between multiple software

16
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developers. Although FOLKLORE did not have some
of the luxuries provided by today’s custom
environments and the use of COTS products, a lot less
time was needed to set up a new user and to learn to use
FOLKLORE effectively and creatively. ‘ This coupled
with the effects of the extremely rapid ré.sponsé"~\_time,
gave the cryptanalytic community a very productive
quarter of a century.

FOUOY | would like to thank[ |

| for their review and very helpful
comments.
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Church-State Relations in the Mexican State of Chiapas:

by

Introduction (U)

(U) The XIX International Congress of the Latin
American Studies Association (LASA), which was held
in Washington, DC, from 28 through 30 September
1995, provided a platform for renowned Latin American
leaders, prominent Latin American literary and artistic
figures, career diplomats and politicians, representatives
of nongovernmental organizations, and academics to
present their views on a broad range of hemispheric
issues and topics of interest to students of Latin Ameni-
can culture. Four analysts from B3 were privileged to
attend the LASA-95 Congress under the auspices of the
DO Technical Health Advisory Board. As one of the
four, the author had the opportunity to attend informa-
tive and thought-provoking presentations on topics
including the transition to democracy in postwar El Sal-
vador, the future of Nicaragua, Cuba-U.S. relations,
post-NAFTA Mexico-U.S. relations (with emphasis on
the border tension sparked by immigration policy), the
future role of the Inter-American Development Bank
and the Organization of American States (each pre-
sented by the organization’s respective Secretary Gen-
eral), and the session that prompted this article: a
personal view of the situation in Chiapas, the strife-torn
state in the southeast of Mexico, as presented by a U.S.-
born priest who was expelled from Mexico in June 1995
for allegedly inciting anti-government activities.

Background (U)

(U) In September 1992, when Mexico restored dip-
lomatic relations with the Vatican, Mexican Government
spokesmen attributed the step to Mexico’s desire to pro-
mote friendly relations with members of the interna-
tional community who shared its goal of world harmony
and peace. The restoration of relations, which had been
broken off for 128 years, was the culmination of a pro-
cess that began in February 1990 with the appointment
of personal representatives by then-President Carlos
Salinas and Pope John Paul 11 to facilitate communica-
tion on issues of mutual interest and continued with the
constitutional reform of 1991 that gave churches legal
status.

Image v. Reality (U)

UNCLASSIFIED

MEXICO

Mexico Cit
*

UNCLASSIFIED

(U) Then Secretary of Government Patrocinio
Gonzalez Garrido, a former governor of the southeast
Mexico state of Chiapas, declared in July 1993 that wis-
dom and tolerance should be the basis of government
interaction with the Church, adding that the Mexican
government’s relationship with the Church was one of
openness, harmony, dialogue, and respect.

(U) Such government pronouncements notwith-
standing, the archbishop of San Cristobal de las Casas,
Chiapas, Samuel Ruiz Garcia, saw little change in
church-state relations in Mexico or Chiapas. Respond-
ing to a reporter’s questions on 10 January 1994, Ruiz
conceded that some progress had been made as a result
of the constitutional reform, for example, in the
acknowledgment of the Church’s right to operate
schools. Nevertheless, the archbishop maintained that
the government’s fundamental attitude toward the
Church had been altered very little. In fact, Ruiz charac-
terized Mexico’s recognition of the Church as a cos-
metic step taken only to make Mexico fit the image of a
modern country worthy of membership in NAFTA.

“FOP-SECRET-OMBRA-
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LASA-95 Roundtable (U)

role in_what

opportunity that LASA-9Y provided on the

\‘ morning of 29 September to attend a breakfast round-

table discussion with the controversial Archbishop Ruiz
himself was one that would have been difficult to pass
up. Several of us arrived early so as to get a seat at what
was expected to be a very well-attended session. Antic-
ipation grew as two members of the clergy entered the
room, but neither was Ruiz. Soon it was announced that
the archbishop’s duties had prevented him from attend-
ing, and that Fr. Loren Riebe, a U.S.-born priest with
over 20 years’ service in Chiapas, was to speak in his
place. Riebe was among a group of three non-Mexican
Catholic priests working in Chiapas who were sum-
marily expelled from Mexico in June 1995 for allegedly
fostering anti-government activity.

18
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A Priest’s Personal Perspective
on Chiapas (U)

(U) Seemingly an unlikely advocate for the under-
privileged of Chiapas, California-born Fr. Riebe, in con-
trast to the diminutive 71-year-old Archbishop Ruiz, is
rather portly and appears to be in his mid-40’s. He spent
4 years as a priest in Santa Monica before going to Mex-
ico. After 2 years in Tenejapa, he became the priest for
some 22,000 parishioners in Yajalon, where he served
for 19 years before being deported.

(U) Life in Yajalon for the indigenous peoples, as
described by Fr. Riebe, is one of toiling for the equiva-
lent of $1.50 per day on coffee plantations and cattle
ranches owned by a few wealthy land barons; being vic-
timized by a corrupt health system and an ineffective
education system; and seeking escape in alcohol. In a
society where the oligarchs not only control all the good
land but also run the judicial and police systems and fill
the mayoral and gubernatorial positions, Riebe’s parish-
ioners were ripe for political mobilization, but since the
indigenous peoples never come to a decision without
due consideration and prayer followed by still more
thought, it took a few years for them to mobilize. They
flocked to the Socialist Workers’ Party when it orga-

EO 1.4.(c) CRYPTOLOG
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(U) The EZLN'’s military campaign coincided
with the implementation of NAFTA

nized in Chiapas, but when a 10,000-man march for
peace in 1992 failed to get any media coverage it
became clear that the only way to focus attention on
their grievances was to resort to more violent action,
such as roadblocks and demonstrations. Still, Riebe
noted, confrontations in 1993 were not publicized
because of the negative impact such developments
would have had on the NAFTA negotiations.

(U) When the Zapatistas finally decided on military
action, they chose 1 January 1994 to launch their cam-
paign, not only because Army troops could be taken by
surprise after the revelry of New Year’s Eve but also
because it marked the implementation of NAFTA,
which the peasants expected to.exacerbate their poverty.
Fr. Riebe believes that when the Mexican government
was subsequently unable to attribute the armed insur-
gency to external influences such as Communist Cuba or
Guatemalan guerrillas, it began a witch hunt among the
clergy.

—TOP‘S'ECRE‘IWA-(C)
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Fr. Riebe’s Account of his Arrest (U)

(U) On 22 June 1995, the day of their arrest, Rod-
olfo Itzal, a Spanish priest with a church in Sabanilla,
had been at Fr. Riebe’s home and had left with some
children from the parish in a Ford pickup truck belong-
ing to the church. Soon after, Mexican police overtook
the truck and pulled Itzal from it, apparently on
trumped-up charges concerning ownership of the vehi-
cle. Fr. Riebe was contacted and asked to go to the
scene with the documentation on the truck. When he
arrived, around 3 o’clock in the afternoon, he was
detained by plainclothes police. State judicial police
(PJE), whom Riebe characterized as “thugs,” subse-
quently arrived with machine guns. Refusing to explain
the charges against the priests, the PJE placed Riebe
blindfolded, on his knees in the back of a flatbed truck
and put Itzal in the cab and drove them to the state capi-
tal, Tuxtla Gutierrez, from where they were flown to
Mexico City and then deported to Miami. This treat-
ment stands in stark contrast to the former Chiapas gov-
ernor’s  description of the government-church
relationship as one of openness, harmony, dialogue, and
respect. Although the priests were not beaten, Riebe
confessed that he was very tense and fearful throughout
the ordeal. In retrospect, he noted with a laugh, the only
thought that had gone through his mind was, “Why
Miami?”

Riebe’s Forecast for Chiapas (U)

(U) Discounting allegations that outside influence,
whether from Central American revolutionaries, drug
traffickers, or the Church, is responsible for the Zap-
atista movement, Fr. Riebe expresses the belief that the
Indian population of Chiapas has accepted responsibil-
ity for its own future, has become very good at organiz-
ing politically, and is quite capable of carrying on its
own rebellion. The time to act has come, he says; the
indigenous peoples are challenging the old way of doing
business and there is hope that their situation will
improve.

20

~Q_Although Fr. RieB‘e_ was not told prior to his
expulsion from Mexico the n.ii,_ture of the charges against
him, nor did he in his comments during LASA-95 allude
to any illegal activities, the M@xican Secretary of the
Interior told the U.S. ambassadd‘( to Mexico on 27 Sep-
tember (just 2 days prior to Riebe’s appearance at the
LASA conference) that the Mexican Government has
specific complaints against Riebe o‘"’f_ incitement to seize
land and threats to parishioners whd":ﬂrefused to support
such seizures. Meanwhile, Paul \Nadolny, another
American priest, was refused re-entry t“'Q Mexico in Sep-
tember after a month’s absence from&"‘x_‘Chiapas. The
Mexican Government, which claims to \‘»have incontro-
vertible evidence of illegal activity by N‘adolny, opted
not to execute an arrest warrant against him but instead
to refuse to allow him back once he had left.:

Conclusion (U)

—-cC0y The future of the Chiapas peace process is
uncertain; progress to date shows that the pace will be
slow and painstaking. Moreover, whether or no:'tu Fr.
Riebe and his colleagues exceeded the bounds of t\h_.eir
pastoral duties, or how the Church’s activism in Chia;ﬁas
will affect church-state relations is difficult to deter-

mine. What is clear is that opportunities like LASA-95,

P.L. 86-36
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James Miles. The Legacy of Tiananmen; China in Disarray.

Ann Arbor: The University of Michigan Press, 1996. 379 pp.

reviewedby ]

(U) The legacy of Tiananmen continues to provoke
debates and prompt further analysis about China’s cur-
rent status and its future development. The Legacy of

Tiananmen; China in Disar-
ray by James Miles is an
excellent addition to these
debates and adds to our
understanding of contempo-
rary China. In this book,
James Miles looks at factors
contributing to instability in
China, while keeping the les-
sons of Tiananmen in mind.
The Osxford University-
trained China-watcher
believes that the events in
1989 offered the world a
unique opportunity to look at
some crucial aspects of
China that had long been
only dimly perceived. The
event briefly illuminated the
mood of the public, the
workings of one of the most
secretive political parties in
the world, and the personali-
ties of Chinese leaders
before the veil once again
came down. Taking the rev-
elations from the Tiananmen
incident as a point of depar-

P.L. 86-36
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(U) Miles calls China today as volatile
as it was during the June 1989 turmoil

ture, Miles examines the different aspects of China and

its society. He identifies and describes the political and
social tensions underlying and engendered by China’s
economic boom and contends that what happened so
unexpectedly in 1989 should alert us to the fact that an
economic boom does not pecessarily bring stability in

CRYPTOLOG
Winter 1996

its wake. Although he concentrates largely on domestic
issues, Miles also discusses Beijing’s efforts to resolve
these problems that will have a crucial bearing on

China’s future and its relations with
the outside world.

(U) Miles’ analysis has led him
to believe that China is now facing
the most uncertain period of its
political life since the Communists
came to power. He joins others
before him in stating that the death
of Deng Xiaoping will mark the end
of a leadership system dominated
by veteran revolutionaries whose
authority rests on careers dating
from well before the Communist
takeover in 1949. Those fighting for
power after Deng’s death are, on the
whole, younger men who played lit-
tle, if any, role in the civil war that
brought the Communists to power.
Deng’s strength, like Mao Zedong’s,
has depended to a considerable
extent on his credibility within the
military, built up during his years as
a commander and commissar.
Deng’s designated civilian succes-
sors, however, do not have any
combat experience and will not
enjoy similar support.

(U) Drawing on insights from historical analysis,
Miles regards the 1989 incident as one of the periodic
upheavals in which China struggled to find a modern
identity and come to grips with the outside world. As a
result of his own examination, Miles believes that the

—HANBEEVA-COMINT-CHANNELS-ONEY
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anti-government protests in 1989 arose out of a con-
flict between the fast-growing aspiration of the urban
population and the conservatism of an aging and
inward-looking leadership, which in many aspects
still operates like the old imperial court. The demon-
strators in Tiananmen Square wanted an end to cor-
ruption, a press that was free to report on real
problems, and a government that listened and
responded to concerns about everything from inflation
to political representation. Miles concludes that
Deng’s economic boom has done little to address
these concerns, thus leaving unresolved the tensions
and problems that likely will trigger chaos.

(U) Furthermore, Miles contends that cracks
have begun to appear in China’s political structure
which will open the Pandora’s box of rivalry, hatred,
vengefulness, and a myriad other destructive emotions
just as in some of the former Communist countries of
Eastern Europe and parts of the former Soviet Union.
He believes that factional rivalries, ideological rifts,
personal enmities, and other related problems are
already apparent in the Chinese Communist Party
(CCP). Public contempt for the party and cynicism
about its policies are pervasive; corruption is rampant
and uncontrolled and uncontrollable economic explo-
sions are already occurring. Miles further believes

(U) Miles concludes that China today remains at least
as unpredictable and volatile as it was at the outset of the
Tiananmen Square protests. Deng’s economic reform and
development policies have aggravated social tensions and
weakened the party’s grip; the gap between rich and poor
and between rural and urban is widening; and the people,
including public officials, have lost faith in the party’s
future, especially in its ability to meet their basic needs.
Miles believes that China in the late 1990s is a country
deeply unsure of where it is going, because Chinese politi-
cians and the public are already asking themselves
whether China is emerging as a new economic superpower
with global influence, or if it is heading toward the chaos
they so much fear. Miles argues that chaos is more than
likely, given the existence of factors contributing to insta-
bility, and as many such chaotic situations have occurred
in China’s history. He, in short, judges that if chaos ever
results in the collapse of the Chinese authority as it did
briefly in 1989, the poor and the discontented would be
among the first to take to the streets.

(U) It is not surprising that Miles arrives at a pessi-
mistic conclusion about China and its future development,
given the fact that he focuses his attention only on what he
considers as factors contributing to instability and chaos in
China. He basically got what he looked for and did an out-
standing job putting together a fairly well-documented,
theoretically plausible, and thought-provoking book about
contemporary China. No one can ignore or dispute the
destabilizing factors resulted by Deng Xiaoping’s eco-
nomic policy. He, however, purposely ignored the positive
aspects and consequences of Deng’s, policy, and failed to
understand the dynamics of Chinese politics and China’s
overall socioeconomic developments. China today is
nowhere close to where China was at the onset of the 1989
Tiananmen protests; nor will it in the near future likely
resemble the situation that culminated the tragedy. On the
whole, China today is more democratic than at any time in
its history; and economic inequity and regional disparity
aside, the Chinese people are economically far better off
today than they were before. The current leadership also
possesses an effective mechanism of control backed by the
military and the public security forces. An equally strong
and credible case can be made in favor of China’s ability
to manage these factors and avoid chaos while continuing
its current economic transformation. While positive
changes in China are at a slow and evolutionary pace, they
are increasingly evident and likely will appear more fre-
quently, especially at the local levels, if stability continues
in China.

that these problems will multiply and intensify, and
that China will not have such leaders as Mao Zedong
or Deng Xiaoping who can lead it out of chaos.
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(U) Miles acquired his information for this interest-
ing book from both Chinese and English books and
newspapers published in China, Hong Kong and the
West. Other sources include his interviews with Chi-
nese officials and ordinary citizens, as well as his obser-
vations made during his eight years in China while
working as a journalist, mostly with the BBC. However,
it is impossible to verify the credibility of some the peo-
ple interviewed by Miles, since their true identities are
not revealed; nor is it possible to establish with confi-
dence the reliability of the information divulged by his
oral sources. Nonetheless, this book is well-written,
highly readable, and thought-provoking. It is, in short, a
valuable contribution to current China research and to
the understanding of contemporary China, and I recom-
mend that the NSA library acquire it.
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(V) Deng Xiaoping’s policies
have weakened party’s grip.

(U) James Miles wrote this book after living and
working in Beijing é}s a journalist, mainly with the BBC,
for eight years. He completed his work while on a fel-
lowship at the University of Michigan. He is currently
the BBC’s Hong Kong correspondent. He began his
journalistic career in China shortly after he received his
education in Chinese studies from Oxford University in
England.

-(FC‘GG} |Lsa participant in the Senior
Technical Development Program (STDP), currently

undergoing intensive training in_the language and
reporting fields. He was the| prior
to his selection into the STDrTTOgram—OmWer Agency
experiences include language processing and report-
ing. He is a Master in Intelligence Analysis and a Mas-
ter in Language in the DO Technical Track Program.
His formal education includes a B.A. in history from
Vanderbilt University, and a Ph.D. in political science
and Asian studies from the University of Notre Dame.
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Robert M. Clark. Intelligence Analysis: Estimation and Prediction

Baltimore: American Literary Press, 1996. 340pp.
Reviewed by Bill Noite

(U) What do you get when you cross an engineer
with a lawyer? Well, you may get one heck of an infor-
mation gatherer, but you might want to be forewarned
about the delivery technique.

(U) We have become accustomed to intelligence
history becoming a matter of public record; we should
not be surprised to see more and more about technique
and process. Nor should we be either surprised or con-
cerned to see our techniques and processes demysti-
fied. If what we are about is the collection of
information on demand, the processing of that informa-
tion in some way, and its delivery to the customer mak-
ing the demand, then we operate in a process very much
like those used by stockbrokers, detectives, and medical
diagnosticians, among others.

(U) Robert Clark, a former CIA analyst, has
attempted to reduce the analytic elements of the intelli-
gence process into something of a text, with emphasis
on the analysis of scientific and technical intelligence.
As such, it may represent a useful primer for those who
have found themselves thrown into the process in some
form or another with little opportunity to step back and
look at the process itself.

(U) But this is a textbook, and someone should
have told the author that the publishing gods freed text-
book authors of the requirement to be pedantic and bor-
ing some time ago. Or maybe some authors simply
freed themselves, the great Yale historian Donald
Kagan, to cite an example.

(U) At its worst, Clark’s book reminds the reader
of the poetry text skewered by Robin Williams’ charac-
ter in Dead Poets Society. Audiences will remember the
scene where he had his charges rip from the book its
first chapter, the one with the x, y graph to be used for
plotting a poem’s greatness. Intelligence Analysis: Esti-

mation and Prediction could only have improved on that
graph by making it three-dimensional, adding a predic-
tive coordinate.

(U) “At its worst,” implies the existence of some
elements that avoid that fate. The book includes a series
of Analysis Principles and Case Studies that give it
some measure of life. The Principles include everything
from Occam’s Razor to Newton’s First Law, which the
author applies to organizations as well as physical bod-
ies. Some of these are puzzling: if the focus of the book
is on analysts doing scientific and technical work, a
paragraph or two on “S” curves would seem unneces-
sary; it is the larger, non-S&T-analytic community that
could find it beneficial to have their toes dipped in some
methodological rigor.

(U) The Case Studies arc intelligently selected,
described, and applied, deriving from both the intelli-
gence experience (Pearl Harbor) and external, industrial
(the development of DOS) experiences. Purists and spe-
cialists will probably go crazy at the shorthand descrip-
tion of some complex events, but such imprecision is
almost a relief from the expository portions of the book.

(U) Looking for a primer on the analytic process?
This could be your book. Looking for “a good read?”
Probably not. Finally, the publishing gods, even the
minor deities associated with smaller presses, should be
ashamed to permit the publication of a text of this sort
without a table of contents.

—FeH&>-Mr. Nolte, DDO Senior Intelligence Advi-
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(U) Technical articles are preferred over those relating to management,
shorter over longer (under 3,500 words). Emphasis should be on improving
NSA’s technical performance; articles should be aimed at explaining develop-
ments in one’s career field to those outside it. Readers are invited to contribute
conference reports and reviews of books, articles, software, and hardware that
relate to our missions or to any of our disciplines. Editorials are also welcome, as
is humor. Submissions may be published anonymously, but the identity of the
author must be known to the editor.

Submitting Articles:

(N.B. If the following instructions are a mystery to you and your local ADP
support is no help, please feel free to contact the CRYPTOLOG editor on 963-
5283s or cryplog@p.nsa.)

-@6Y65 Send a soft copy via e-mail to cryplog@nsa, or send a hard copy
accompanied by a labelled diskette to the editor at PO2 in 2C099, Ops. 1.

Guidance:

For maximum efficiency (as far as possible within the limits of your word
processor):

» Classify all paragraphs.
» Do not type your article in capital letters.

e Label all diskettes, identifying hardware (operating system: DOS,
UNIX), density and type of word processor used, filenames, your name,
organization, building, and phone number.

» FrameMaker format is preferred; ASCII text is also fine. (FrameMaker
users: while we welcome graphics, please include them in the file as sep-
arate objects rather than in Anchored Frames as these frames are nearly
impossible to reformat to our standard.) The editor will be happy to e-
mail a CRYPTOLOG template on request. Another option is to use J33’s
document conversion service (CLEANEX); instructions for e-mailing
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Confronting the Intelligence Future (U)

An Interview with William P. Crowell, NSA’s Deputy Director (U)

P

P.L. 86-36

(U) Let’s start with some background: how you
got into intelligence and your career at NSA.

(U) I was recruited out of college, which makes me
like the majority of the professionals at NSA. It was
something of a personal thing. I was so intrigued by the
test NSA offered, I said to myself “Any organization
that can create a test like that must be an interesting
place to work.” And so I decided to have the interview.
I’ve never been disappointed, at least not for very long.

(U) And you have worked in private industry?

(U) Ileft here and went to a high-tech corporation,
working in four areas: imagery (that’s where I got my
chance to learn the imagery field); low observables;
mathematics research; and command-and-control sys-
tems. I started a business line that broadened their intel-
ligence interests beyond imagery into other areas,
including signals intelligence.

(U) But you’re not, at least in formal terms,
what one would consider a technical person.

(U) No one believes you ever have a life before you
come to work at NSA. But I did have a life before I
came to work at NSA. | worked for a communications
company that had two major lines of work. One was
designing and developing commercial communica-
tions—radio communications systems, and multi-user
systems. And the second thing they did was they built
[spy systems].

(U) I think the thing that’s missed about my back-
ground is that I used my prior technical experience to
my advantage while at NSA. In particular, more than
anything, I wanted to do computer work, so in almost
every assignment I’ve had here I was the person bring-
ing in information technology or expanding the use of
technology. I've been writing software since the early
1970s in a range of fields, including signals analysis and
others, and I've never lost that interest. I still spend ten

or fifteen hours every week maintaining my program-
ming skills.

(U) Everyone was so quick to predict that the
post-1945 period would be the “atomic age,” but
missed the coming significance of the computer,
which, one can argue, has proven a far more infiuen-
tial technology.

(U) I had a conversation recently with the head of
one of the largest of the computer corporations, and it
was not until the 1950s that we began to develop a via-
ble commercial computer industry. They had grudg-
ingly and reluctantly modified some of their equipment
so we could do computing at NSA.

(U) Can you identify two or three areas of great-
est concern—make-it-or-break-it issues—as you look
to the future of the Community?

(U) Let’s center in on information systems and
their impact on the two missions of this agency, protect-
ing U.S. information systems and exploiting foreign
information systems. One of the biggest challenges we
face is balancing the two, particularly since what we do
in the Defense Department and in other areas of the US
government can influence the commercial market place.
The systems or techniques that we develop have the
capacity to come back on us in the form of increasingly
sophisticated target systems. So that’s one challenge I
think is more than a little significant. How to draw a
policy to balance those two issues is extremely impor-
tant to our continued success—on both sides.

(U) The second issue is that information systems
are becoming increasingly complex. For example, most
communications engineers believe that it’s a lot easier to
ensure an error-free transmission over modern networks
if there is an equal number of Os and 1s in the communi-
cation string. And therefore they almost all—after tak-
ing lots and lots of channels, and packing them together
in time or frequency, and compressing and otherwise

—HAMNDEEHA-COMINT-CHANNELS-ONEY-
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manipulating everything in ways that are very complex
and hard to undo—add randomization in order to get an
equal distribution of Os and 1s. And randomization
looks very much like encryption unless you know the
way it was randomized. So, it’s the complexity of all the
different layers of modemn information systems—
whether it’s the information layer, the compression
layer, or the signal technology layer, or the randomiza-
tion layer—that together present a real challenge to the
SIGINTer. What you’re saying is “undo all of this,” and
it’s exceedingly difficult.

~&>Let me add to all of that the third biggest chal-

lenge facing us, and that is volume. And I could just
end the sentence there and everything is said]

That gives you some idea of the daunting challenge vol-
ume presents, forcing us to look for new technologies.

(U) You don’t have to go too far into the public
literature to find people saying “volume wins,” that
the challenge to NSA and its counterparts around the
world is going to be overwhelming.

(C) Volume will never win, the reason being that
volume is not the only way the world is constructed.

impossibility of codebreaking going back into the
1920s.

(U) In the 1950s, when microwave and other point-
to-point communications systems were being devel-
oped, it was absolutely said that NSA would go out of
business. But as a result of those communications sys-
tems, more modern means of collection were invented.
When satellite communications came along in the
1960s, we developed ways of sorting through the enor-
mous volumes of communications: dishes on the
ground capable of intercepting those signals, and so on.
So, in my view, virtually every communications system
that has appeared on the scene, while presenting chal-

. lenges, at the same time offers extremely exciting possi-
“bilities.

\“(\U) Do these challenges require different rela-
tionships within the Intelligence Community?

~&~The new information systems do not allow
NSA to conduct its mission from a great distance from
the target and in é‘*tptally passive manner. Therefore, the
partnerships we have, let’s say first with the military ser-
vices, because of the need to mix tactical access with
national capabilities, must become closer. .

[ This is abso-

(U) If you don’t believe that, go surfing the Web,
with something you absolutely want to find, with no
Web Search tools. You’ll find out why someone devel-
oped Web Search tools.

(U) One can probably find predictions of the

lutely essential, absolutely essential. There’s no’ back-
ing away from that, no matter how the supportmg
bureaucracies may feel about it. :

s

(U) Do you occasionally feel res:staﬂéé"l 4. (c)
P.L. 86-36

(U) I've spent the ]ast’ ﬁve years trying to tamp
down that resistance, with some limited success. But
I’'m more persistent than they are.

(U) But the argument would be, to give it its

'd'ue, that we have to put extraordinary emphasis on

protection of our information, and this of necessity
limits how we share and how much we share.

(U) 1 think that’s an outmoded way of thinking.
It’s outmoded for several reasons. First, the partnerships
I mentioned are essential. You can’t succeed without
them. And if you can’t find a way to share the informa-
tion essential to the partnership, then you ought to be
prepared to sign up 1o go out of business. Second, the
successes you may be trying to protect—the important
sources and methods—have always been and will
always be short-lived. You may be able to extend their
life somewhat by closing the circle to absolute mini-
mums, but you’ll also restrict usefulness. And you’ll
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also restrict the opportunity to be successful the next
time, when you’re facing one of those inevitable
changes.

(U) When you were deputy director for opera-
tions, you coined the phrase “SIGINT that counts,”
touching on what you were just saying. To acquire
information, process it, and then hold onto it in such
a way that it’s not useful is not much of a public ser-
vice, is it?

(U) I have two great fears for the future of the SIG-
INT system, and I challenge the system as much as I can
to react to and mitigate my fears. The first fear is that
we will collect what is easy to collect and pretend it sat-
isfies our customers, instead of going after the hard-to-
get (politically or technically) information they really
need. The second fear is that we’ll get the information
and then go back to the old days of “tossing it over the
transom,” as Admiral Studeman used to say, or sending
it to the customer and saying “Well, 1 finished my job.
They got it.” We need to realize that we have an obliga-
tion to make sure customers get the information, they
understand it, and they use it.

(U) Pear]l Harbor can be described as a cryptan-
alytic success but a cryptologic failure, in that the
ultimatum message was read in time but the infor-
mation got to the commanders several hours after
the attack. That’s a terrible but vivid model.

(U) It’s absolutely an important message for us to
have learned. The other message, one that comes later,
and from other wars as well, is that we don’t always
know what the person at the other end needs. If we rely
exclusively on our picks of what to send them, as
opposed to relying on their ability to ask us questions or
even go through our data bases to find what’s important
to them, we’ll probably fail.

(Uy Are you comfortable with a system in which
the customer judges the success or failure of NSA?

(U) I've always been comfortable with that, as long
as the customer is judging success within their area of
interest. I don’t think we should ask the Commerce
Department to judge our ability to support military oper-
ations, nor do I think we should ask the military to judge
our ability to support economic policy. But, yes, even if
we didn’t realize it, customers have been making those
Jjudgments and affecting our budgets all along.

(U) More so now?

CRYPTOLOG
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(U) But more now, particularly since the demise of
the Soviet Union. With that demise came several things,
the drawdown of resources, the shift of priorities, and
shifts in thinking about essentiality of intelligence.

(U) Aside from the volume issue, one of the
things you must hear—from the academic commu-
nity, and the press, for example—is that we’re expe-
riencing a shift in the value of information. That
presidents will be reacting to open-source informa-
tion, on the Internet or on CNN, and that the relative
value of covertly acquired information declines.

(U) I’m not particularly interested—if I may call
myself a consumer of intelligence, and 1 think I am—in
things that have already happened. I'm interested in two
sets of things: those that will affect my future choices.
And those aren’t all going to come from open source.
Second, I’m interested in those things that haven’t hap-
pened yet because they’re in planning. 1 don’t think all
the important information about critical, developing
events are going to appear in the open.

(U) 1 also think one of the things we try to do too
often is to pit one information source or one intelligence
source against another, as if it would be possible for us
to “pick a winner,” and do away with all the other
SOuUrces.

(U) Has the Communi@y"been successful in mak-
ing the case, before Congress, among others, that we
have provided information of value commensurate

HANBLE-VA-COMINT-CHANNELS ONE- - © - ()
.L. 86-36

—SEERET—




DOCID; 4033694

P.L. 86-

Summer 1996

with our costs?

(U) I think that at this moment NSA and the com-
munity in general have strong stock with Congress. But
there are areas of weakness we need to shore up. These
range ,frorr{ Ito our ability to coop-

" erate.

36

(U) DCI Deutch has reaffirmed his support for a
policy of openness. How have we been doing with
that?

(U) Recently, we’ve done better. Obviously, the
VENONA releases were quite significant moving in the
direction of recognizing when a story can be told. And
that’s essential. We’re not going to become irresponsi-
ble. But we are going to become more responsible for
being positive in our ability to recognize when stories
can be released. What is often forgotten when we talk
about protecting sources and methods is why we’re
charged to do that. Having spent the public’s money to
develop certain capabilities, the public expects us to
maintain those capabilities as viable, as long as we pos-
sibly can, and to relcase those capabilities only when
they no longer serve an intelligence purpose. That’s an
economic issue, but we often turn it into a passionate
issue of different proportions.

(U) Not only do we have to change that attitude,
because of the recent executive order on declassifica-
tion, but, and this is a very strongly held personal posi-
tion, we owe it to the American people to contribute to
history what the intelligence community has done, once
sources and methods are no longer an issue.

(U) VENONA is a classic example of how we can
tell the story and convince the public that intelligence, at
least historically, had an impact on the direction of the
country. The direction of the world, for that matter.

(U) On VENONA, there was a cost to the U.S. of
retaining that information, in that many Americans
grew up believing there was no Soviet spy effort.

(U) As you know, 1 was involved with VENONA
twenty or twenty-five years ago. It was one story I
believed would have to be told one day. It will never
end the debate, but now it’s in the hands of the historians
to make the judgment, not us.

(U) Let’s talk about the creation of a national
imagery agency. What can NSA provide in the way
of lessons learned?

Program,

(U) Both Admiral McConnell and I have tried to be
extremely helpful and balanced in our presentations,
discussing the realities of the SIGINT stovepipe.

«£5-€€6¥The realitics are we don’t own everything.
And of course everyone who wants to reorganize the
community into a new stovepipe wants to own every-
thing, because control makes it a lot easier to get on with
things. But the real strength of NSA is technical leader-
ship and technical direction over the many people who
are engaged in SIGINT, including many whose budgets

are determined outside the Consolidated Cryptologic

I I/!hink

the imagery problem has to be solved in/,aﬂ“’s'i‘milar way.
They’ll need to decide what the technical issues are and
who decides them. What are the resource issues and
who will decide those? O 1.4. (c)
P.L. 86-36
(U) Is it fair to ask about pitfalls you’ve warned
about?

=t&~There are some very large pitfalls, with regard
to the relationship between a National Imagery Agency
and the organic resources within the military services,
the picture taking aircraft and so on. How do you bal-
ance the need for services dependent on those resources
with national needs to ensure that there exists interoper-
ability and compatibility between systems? That will be
a very tricky area, as it has been for SIGINT for a very
long time. Not yet solved! .

(U) The second area we’ve cautioned them about is
when does an image become “intelligence,” as opposed
to “imagery intelligence?” How do you judge when
someone is doing imagery intelligence as opposed to
all-source analysis? We know how tricky that one is.

(U) That raises the question of the stovepipes
and the bridges across them.

(U) The term “stovepipe” is very unfortunate.
What we are talking about is various sets of professional
and technical expertise. And we’re talking about build-
ing a system of systems, one of which is a SIGINT sys-
tem that has all of the necessary ingredients of training
and development and science that has to do with SIG-
INT. It’s obviously best to put all of that into one orga-
nization where it can be nurtured. The same is true of
imagery, and of HUMINT. You don’t want signals intel-
ligence officers out walking the streets collecting human
intelligence. They don’t have the training or the back-
ground.
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(U) Where do you build the bridges of cooperation
and teamwork? My view is at every level across the
stovepipes, instead of trying to build them on top of the
organizations. You look for teaming opportunities,
whether in the collection arena, in the analysis arena.
We need to share technology, we need to share informa-
tion, and we need to share policies.

(U) You want to encourage people to develop
their strengths in a given field, but not to act in igno-
rance of other fields, correct?

(U) Exactly. That’s why the bridges have to be
built at virtually every level across the stovepipes. You
can’t just build them on top. You can’t have the DDI at
CIA and the equivalents at NSA and DIA as the places
where the bridges are built, because what you get is
three stovepipes with a plank on top.

(U) When you look to the future and the need
for technical leadership, what are your concerns?

CRYPTOLOG
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(U) As you look at problems you’ve dealt with
over the last four or five years, how pleased are you
with the progress made in transition?

(U) That depends on where you sit. Some people
outside the intelligence business may feel we’ve accom-
plished a lot, with relatively few tools and relatively lit-
tle fiexibility in making resource decisions. I'm
personally disappointed at how long it’s taking. Most
people within the agency are stunned by how quickly
this is occurring and would like to see parts of the pro-
cess slow down.

-e-6603 Why am 1 disappointed in the pace? We
are drawing down, we have ever fewer resources. It is
no longer possible to push decisions off into the future
without it costing a great deal in the way of a conlmumg

resource burden. |

70 1.4.(0)
P.L. 86-36
(U) It would not be hard to find critics of those

decisions.

-

(U) At what point does this become damaging?

(U) It’s already beginning to have negative effects.
Obviously, people coming in from colleges and univer-
sities, while not able to tackle our hardest problems, are
more up to date on the latest technologies, and are able
to bring whole new ways of looking at things to our
problems.

(U) Back to the main question, neither NSA nor
CIA will ever get people out of colleges and universi-
ties—or business, for that matter—that are sufficiently
trained or seasoned in this business. We’ll always have
to invest in specialized training and development. In
that regard, I think NSA’s strength is our professional-
ization system, which codifies that training in very iden-
tifiable directions.

(U) Any last thoughts? P.L.

(U) One of the things I’ll throw in as that I had the
opportunity to work at CIA in the Operations Director-
ate early in my career, and have spent a great deal of
my time in the intervening years working closely with
the DO and the Science and Technology Directorate.
As a result of those experiences and based on my anal-
ysis of what we face in the future, I believe the partner-
ship between CIA and NSA can work. It requires
commitment at the top of the organizations, and buy-in
at the bottom of both organizations. I don’t think that’s
been achieved yet, but it is absolutely essentia] to both

agencies.
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Special Feature: Information Warfare (U)

OUe-The National Security Operations Center
(NSOC) and the Information Systems Security Organi-
zation (ISSO) hosted the Joint Information Warfare
Threat Analysis Working Group (JIWTAWG) confer-
ence in September. NSOC and ISSO requested to host
this conference to further NSA’s understanding of the
Information Warfare (IW) threat and the integrated role

that NSA can play with the Community on this issue.

ing it to: |

| This focus marked a milestone for the

working group and will serve to further the exchange of
information throughout the IW Community.

&y Lt. Gen. Minihan gave the keynote address
titled “Ensuring Information Superiority for the 21st
Century.” He energized the working group by challeng-

ﬁo 1.4. (¢)

P.L.

86-36

NSA Hosts JIWTAWG Conference (U)

security into one. Following DIRNSA’s talk, Deputy
Director for Information Systems Security Mr. Thomas
McDermott addressed the working group, building upon
the ideas presented by the Director and stressing that the
ISSO is moving toward those goals. .

4696y Each of the Services and several cﬁ_ilian

_.agencies discussed their computer incident respfmse

team’s structure, mission, and specific requirements for
intelligence to support their missions. Also several
NSA offices discussed the current support they provide.
and their visions for the future. |

ooy Over 200 visitors and NSA personnel
attended the conference, which was the third in a series
of working group meetings|

=FOHeY-To get further information -about this or

upcoming_conferences contact at 963-
5243s or |al__963—5609/s:" e

P.L. 86-36

" P.L. 86-36
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Information Warfare: The War of the Future (U)

(U) Information Warfare poses the greatest threat
to the national security of the United States. Our society
today, whether it be in the defense or the public sector, is
becoming more technologically dependent. The imme-
diate need for information and information systems to
make decisions, t0o communi-

information systems while defending our information,
information-based processes and information systems.”
(However, not all members of the Intelligence Commu-
nity (IC) could agree on the definition, and the phrase
“computer networks” is to be added.) Part of the confu-

sion in defining IW is that peo-

cate, or to simply survive as a
culture has exponentially grown
during the last 40 years. Reli-
ance on these expanding infor-
mation systems has increased
our vulnerability as a nation and
analysts in the Intelligence Com-
munity are ill-prepared to deal
with this new “War of Future.”

(U) Our political and mili-
tary leaders have always relied on information to plan
and fight traditional battles, but the technological-
dependency from which our nation suffers has made us
more vulnerable to our adversaries. The “Information
Age” in which our country finds itself today has led to
the belief that all future wars will be information wars,
and the winner will be the nation that achieves informa-
tion superiority over its adversaries. That superiority is
reflected in both an offensive (attack and/or exploit) and
a defensive (protect) venue. Which leads to the question
of how to define Information Warfare (IW)? No one
appears to have a concise, clear-cut answer, and if one
were to ask 50 different people that question, 50 differ-
ent definitions would be supplied. The updated draft of
Department of Defense Directive 3600.1 (originally
drafted in December 1992) defined IW as “actions taken
to achieve information superiority by affecting adver-
sary information, information-based processes and

Uy Those who try to fit
Information Warfare into
existing terminology and
concepts do not accept
that IW is something new.

ple try to fit IW into existing
terminology and concepts, and
do not accept the fact that IW is
something new. The commonly
held belief that IW and com-
mand-and-control warfare
(CZW) are interchangeable is a
misconceptipn that, unfortu-
nately, is held by a large portion
of 1C analysts. The definition
of C2W is divided into the dis-
ciplines of attack, exploit and protect. While C’W is a
subset of IW, its disciplines are not encompassing of IW.
In order to update the concept of IW, it has been divided
into the following: Information Engagement (destroy
and disrupt); Information Control (corrupt, deny, and
deceive); and Information Assurance (defend and pro-
tect). TW includes components such as jamming/inter-
ference, physical destruction, disinformation, deception,
intelligence operations, computer intrusion, and viruses/
malicious codes. What analysts sometimes fail to real-
ize is that all information systems must be considered as
targets for IW, although computer systems are the most
likely target, especially in the United States, where com-
puters run our nation’s infrastructure and economy.

EO 1.4.(c)
P.L. 86-36
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(U) The most harmful computer virus will not
be the one that stops your computer, but the
one that randomly changes or corrupts your
data over time.
P.L. 86-36 P.L. 86-36
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(U) The main point is that an IW attack can come
from anywhere in the world, whether it be initiated by
groups or individuals, during peace or wartime. The

motivation for an attack can be based on the need for
recognition, political, economic, or military gain. At
this time, the IC is focusing on state-sponsored attacks
or plans. However, one can not overlook the individual
hacker who has been hired by a foreign government to
initiate an IW attack. The Internet has also become a
vast resource of knowledge with hacker bulletin boards
posting the latest “how to break in” information. Non-
state actors, such as terrorist groups, drug-traffickers and
political dissident groups, have begun using the Internet
as a source to gain worldwide sympathy, supporters and
funds, as well as to pass secure communications to their
counterparts around the world. Pirated software can
also be acquired through connections on the Internet,
including several encryption software packages.

P.L. 86-36
EO 1.4.(c)

EO 1.4.(c)
P.L. 86-36
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Some Thoughts on Information Warfare:

A critique of “Some Cautionary Thoughts on Information Warfare,”
an article in the Winter 1995 Airpower Journal

by William B. Black
Chief of IW Technology Center

(U) As revolutions go, so far it has been bloodless.
Its battle flag waves from the pages of magazines and
newspapers, and its war cry resounds in briefings and
speeches. It is a revolution sparked by the digitalization
of communications, and fueled by the proliferation of
computers and advances in technology. It is the
Information Warfare revolution. Kinder, gentler folks
call it Information Dominance, Information Assurance,
or Information Superiority—regardless, its strategy is
the same: seek and maintain the ability to exploit,
corrupt, or destroy an adversary’s information systems
while, at the same time, protecting the integrity of one’s
own. Like all revolutions, this one has noble purposes:
national security and national infrastructure sanctity.

(U) “Revolutions,” however, are examples of
change. The authors of “Some Cautionary Thoughts On
Information Warfare,” an article in the Winter 1995
Airpower Journal, are apparently uncomfortable with
any change, much less a *“revolution.”  Military
historians by trade, Messrs. DiNardo and Hughes
attempt to point out the problems with the IW “fad.” To
do this, they examine a selection of open source
publications ranging from Tofflers’ War And Anti-War
book and Newt Gingrich’s speech at the National
Defense University to various magazine articles in
Military Review, Army Focus 94, and Airpower Journal.
They see IW developing along two lines: a) as
developments to “digitize the battlefield,” improve
“smart” weapons, and provide “deeper-look”
intelligence; and b) as an alternative to more traditional
forms of war where information can be used as a
weapon. It is the latter notion that is of particular

concern to the authors. The article then discusses the
problems of using information as propaganda (their idea
of information as a “weapon”), the difficulty of defining
military operations which are non-lethal, and the
complications of IW in the civil liberties arena. The
authors point out that information has always been
valuable to the commander, that “digitalization of the
battlefield” brings the danger of data-overload, and that
the capability of a high-echelon commander to directly
control  low-echelon  activities fosters  micro-
management. They disagree with the notion that TW
plays a significant part in the Revolution in Military
Affairs (RMA) concept that is currently being discussed
in the Defense Community. Finally, as an alternative to
this IW “fad,” the authors stress the importance of
commanders having moral courage, of soldiers being
well trained and motivated, and of the operation being
properly planned and executed.

(U) Unfortunately, their view of IW is shallow.
Their mistake is that they never bother to understand
what IW is, or how and why it has come about.
Explained away by noting that “there is much additional
material, including the very definition of information
warfare, lurking beneath the shroud of secrecy,”lthe
authors are content to point out the historical mistakes in
Tofflers War And Anti—War,2 to criticize those who
find philosophical support in the writing of Sun Tzu, and

1. R.L. DiNardo and Daniel J. Hughes, “Some Cautionary
Thoughts on Information Warfare,” Airpower Journal 9,
No. 4 (Winter 1995), p. 70.

2. Alvin and Heidi Toffler, War and Anti-War, (New York;
Warner Books, 1993).
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to condemn technological-based options to warfare.

Equally important is that they apparently have little or ) NSA’S ultimate success
no knowledge of computers, computer networks, depends \‘IOrger upon how
modern communications, or information systems. \

quickly and completely

While the authors mention some of the key issues, e.g.,

the importance of information in warfare, and the use of SIGINT and INFOSEC merge
IW as an alternative to traditional warfare, their into one in Ordef to handle

comments and criticism of such subjects are based on

their understanding of history, specifically the Civil War the information T eChn0|Ogy
and World Wars I and IL. Lastly, it is hard to argue with exp]os]on of the 2]31‘ Century.

the authors’ alternative to IW—moral courage, training,
motivation, planning—except to say that it ignores the

advances in and application of information technology
to warfare—advances and applications that will surely
continue well into the next decade.

=5y In the next decade, the requirements of NSA’s
customers will be largely the same: high-quality, timely
intelligence information and high-security
cryptographic products and services. The difference,
however, will be that the environment which provides
the intelligence information and the environment which
is protected will be almost identical. NSA’s ultimate
success at meeting its customers’ needs depends largely
upon how quickly and completely today’s separate
missions converge into one in order to handle the
information technology explosion of the 21st Century.

HANDEE-VA-COMEINT-CHANNEES-ONEY-
EO 1.4.(c)
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Joint Reporting and Inter-Agency Collaboration:
Moving Out of the Box (v

PiL. 86-36

(U) Many forces are propelling us toward new approaches to intelligence production and reporting: oversight
committees’ criticism, reduced resources, increasing workload and the complexity of intelligence issues. The report
of the Aspin-Brown Commission, for instance, criticizes the fact that intelligence agencies tout the virtue of a “Com-
munity” approach to intelligence but continue to function as independent systems. Many, both inside and outside the

Agency, have been urging that we find new ways of doing business.

A9 is preparing for the future by setting the

stage for successful collaboration among intelligence producers, both within NSA and across agencies. In addition to
explaining the rationale behind joint reporting efforts, this article describes some of the projects under way that are
designed to improve the effectiveness of our SIGINT reporting.

Managing the Direction of Change

“A limpet has been a limpet for millions of years.
It is a ‘success,” but it will never compose a symphony; it
is perfectly what it is and it is stuck there.”
—Anonymous

(U) The reaction of much of the NSA workforce,
both analysts and managers, to collaborative reporting
reveals a misapprehension about the need for this effort
that leads to the illusion of a dilemma: We can do more
collaborative and joint reporting but this will be a drain
on the resources needed for day-to-day production. This
assertion is false and betrays a lack of understanding
about why we need to make this change.

(U) Collaboration isn’t something for which
resources must be found; it is a production process
which will save resources and make the best use of ana-
lytic knowledge, whether it is used for long, hard-copy
reports or for short intelligence pieces (daily product).
It is not going too far out on a limb to say that in the near
future there will be fewer analysts and managers but the
amount of work will be the same or greater (greater in
any case for those remaining). Inevitably the impor-
tance and stature of analysts will grow. But more cannot
be asked of fewer without serious consequences for our
production. Collaborative work is a way out of this dis-
crepancy between need and numbers. The difficulty is
that we are not structured for collaboration: our offices

and group structures are historical artifacts, not entities
created for maximum efficiency; we do not have a work-
ing population experienced in collaborative work; and
the required information technologies are not in place.
Let’s examine these issues a little more closely.

(U) The National Research Council studied large-
scale collaborations in the scientific community and
defined collaboration as a system “linking people, com-
puter-based tools, electronic information, and facilities
to support remote, distributed, intellectual teamwork.”
It is important to note that the NRC definition relies
heavily on the presumed existence of a robust system of
electronic information exchange between dispersed par-
ticipants. This is because it is only recently, with the
widespread use of Internet and collaborative software,
that “distributed, intellectual teamwork” has become
practicable. What information technologies can now
give us is wide connectivity, multimedia, shared tools
and shared access so that the participants can benefit
from each others’ knowledge, insights, data and infor-
mation. But while technology can impel collaboration it
cannot compel it. This leads to the second subtext of the
NRC definition: that the participants are mutually pre-
disposed to collaborate and freely share information. In
other words there must exist “a communal relationship
that implies social trust and synergy among participants
with mutual benefit as the result.” As the Intelligence
Community now stands (and this applies to intra-NSA
collaborations too) these necessary conditions are not

—HANDEE-VA-COMHINT-CHANNELS-ONEY-
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widely found. There is little sense of corﬁ‘rﬁunal rela-
tionship, little social trust (reporting elements often

view each other as competitors), and no perception of

mutual benefit perhaps because there is no mechanism
for rewarding collaborative behavior. A9’s collabora-
tion initiatives are designed to address the need for this
“enabling culture” as well as the need for implementing
technologies.

Evolving the Work Culture

(U) The greatest challenge facing any effort toward
collaboration, whether it is between offices in a single
agency or among agencies, is that, technology aside, the
enabling culture is embryonic at best. Whether this cul-
ture can evolve along with the collaborative technolo-
gies is moot; those technologies are already far ahead of
the current work culture’s ability to utilize them fully.

(U) A frequently voiced concern of managers and
analysts about joint reporting goes something like,
“How will we get credit for a joint report?” Various
means of giving credit are already available to us; for
instance, multiple by-lines can be
added to a report (we have found
that customers greatly appreciate
this). To allay these and other
fears, we can use the successful
collaborations in the scientific
community as a model. The NRC
points out that “from a societal
perspective,  science  advances
through extensive, timely sharing of data”—and, we
would add, sharing of knowledge as well—“but to
advance as individuals, scientists must use their own
data to the fullest extent possible before sharing them
with others. Given such constraints, it can be difficult
for scientists to openly share data in recognition of com-
munal interest.” The same situation exists in our agency
among our analysts. To solve these problems, the large-
scale scientific collaborations developed a well-defined
set of “rules of the road” for their collaborations.

support.

TS-C€Oy Drafting guidelines to facilitate consoli-
dated reporting within A9 is one of the goals of the EU
Consolidated Reporting Advisory Team (EUCRAT),
which is composed of analysts from throughout A9.
The EUCRAT members have come to realize that, to be
most effective, analysts need better communications,
flexibility, and trust. They have only just begun translat-
ing these concepts into guidance and tools that line ana-
lysts can use. A905 has also experimented with
different ways of doing joint reporting, organizing two
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It is essential that managers and
analysts be assured that they are
not embarking upon some new
management fad, or signing on to a
process that lacks leadership and

(U) The management of this sort of work will be
profoundly different from the production process with
which managers are familiar. It is essential that manag-
ers and analysts be assured that they are not embarking
on some management fad, or signing on to a process that
lacks leadership and support. We are fortunate in A9
that our management has given sufficient freedom of
action to line managers and analysts to pursue novel
working relationships and to take risks in the interest of
improving the workflow.

Starter Information Technologies

(U) The absence of a completely supportive culture
means that the collaborative information technologies
cannot be implemented in whole, but must be supplied
in functional pieces to assist analysts and managers
make the change to a collabo-
rative environment. It is
essential that we run pilot
studies of collaboration and
joint reporting among ana-
lysts; this is the only way we
will learn how to build the
tools ,analysts need (as
opposed to what computer
professionals think analysts need) and it is the only way
to learn the management of collaborative efforts.

S One of the first information technology
tools we would like to implement, and one which will
make the management of collaborative production eas-
ier, is to develop an interactive bulletin board for ana-
Iytic production.  This idea has been suggested
repeatedly by many, including the EUCRAT as well as
those who are making it possible for A933 and W9F7 to
work together on energy issues. It is based on a simple
premise: In order to collaborate, analysts must first
know who is doing what and with what information. It
has been suggested that analysts maintain a list of cur-
rent and planned production as part of the NSA intra-
net. Analysts would consult this tool daily, and add
their intentions to it as needed. Greater awareness
among analysts of what is being produced by whom can
only have a salutary effect on production efficiency.
Redundancy in reporting (and in release and dissemina-
tion) can be avoided. This bulletin board would have an
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effect on the work culture, as it would help analysts to
start thinking beyond the immediate scope of their task,
and get them used to working in a networked environ-
ment.

(U) A second collaborative technology we hope to
implement in pilot form is a shared work space that
allows co-editing of a report. To have true collaborative
production, analysts must have the ability to interact
freely in the production process. Some collaborative
software tools available now will allow this co-editing.

(U) These attempts to affect minimum work cul-
ture and technology needs are a first cut at building
intelligence production collaboration. Further steps
could follow only after evaluating the results of the
pilots and then introducing changes from lessons
learned. This iterative process is necessary because so
much is unknown. Wholesale application of a given
collaborative technology on a workforce and manage-
ment that is unprepared would be very disruptive. And,
like as not, the tool selected would lack crucial features.

(U) It is important to remember that collaboration
is not a project; it is a way of life. Individual analysts
can and should begin to reach out to colleagues, without
waiting for the results of formal collaborative efforts.
NSA management has embraced a commitment to
reward teamwork and initiative. The NSA of the future
will be developed by today’s innovators—our analysts
and line managers.

14
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TISEEQ) is on the Intelligence and
Reporting stajJQ, ffice of Europe, Central Asia
and Multinational Issues. His long-standing interest in
collaboration led him into a series of efforts to promote

collaboration within A9, between NSA}:’; offices, and
between agencies. He has worked as an,analyst in the
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the death of any of these targets. He also served as an
integrated intelligence officer at the!DCI's Nonprolifera-
tion Center at CIA, where he was project manager for
an inter-agency collaborative repérting effort. Mike is a
working microbiologist in charge of the Microbiology
Dept. for a clinical laboratory in Pikesville. He spends
his free time carving Mt. Rushmore on a grain of rice.

received her Ph.D. in Lin-
guistics last May from Georgetown University; her arti-
cle in CRYPTOLOG Vol. XXI, No. 3 (Foreign Language
Testing at NSA: Time For A Change) was based on her
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language intern and is certified as a language analyst in
French and Spanish. At the end of her NSA fellowship
in August 1995, she was assigned to the A9 Intelligence
and Reporting Staff. She is currently the Chief of the B
Group Language Technology Center (B638).
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neously access multiple heterogeneous databases using

’ Ito research methods and procedures to develop

domain data models. We will use these models as the
basis for a domain metacatalog (a catalog of “terms
about terms”) from which a user will select terms to
build an OPENROAD query. Each term in the metacat-
alog is referred to as a metaterm.

The Metacatalog (U)

Feu9) The metacatalog is the heart of OPEN-
ROAD and is the mechanism by which an analyst can
perform single-query access to multiple databases and
sources. It is the link between the logical data model
and the physical collection of databases, tables, fields
and files that contains the data of interest. The power of
a metacatalog is tthe analyst no longer needs to know
the source of the data and mechanics of accessing that
data. In addition, the underlying logical-to-physical
mapping can change for any metaterm without affecting
an analyst’s ability to use that term in queries.

-F6865-Of paramount concern to the OPENROAD
developers—both software and metacatalog—is to
maintain the transparency of the data sources as viewed
by the user through the metaterms. The solution we are
presenting does not make a distinction between
metaterms mapped to structured sources and metaterms
mapped to text sources as presented to the user, nor
does it require two queries to accomplish the same
thing, one for structured data access and another for text
data access. Instead, an analyst sees a logical model of
metaterms from his domain, issues his query, and gets
results.

—HANDHEEVHA-COMINT-CHANNELS ONEY—
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An OPENROAD to Research (FOHO)

o
o OPENROAD is an initiative

,to research and develop methods to simulta-

The Analyst’s Work Model (U)

(U) Typically, an analyst works with separate tools
to gather data from multiple disparate data sources.
Each tool has its own user interface and command/query
language. An analyst also usually needs to remember a
separate log-on and password to access each tool, data-
base, and system. There is often little or no ability to
correlate any query results or perform follow-on pro-
cessing across multiple tools and sources.

=FeB6-The focus of the OPENROAD metacata-
log development is data-centric vice tool-centric. The
modeling effort needed to build a metacatalog is based
on the relationships among data items and how data
items are used and represented, not on the tools and
methods an analyst uses to get the data. The analyst has
greater power to do analysis, spending less time doing
the manual chores of performing access with multiple
tools and interfaces. OPENROAD provides a single
interface with a single log-on to all the data sources an
analyst currently uses, leaving more time to do analysis.

Domains (U)

(U) Each information domain wilrl,r""have its own
metacatalog tailored to its database domain. We expect

EO 1.4.(c)
P.L. 86-36
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a significant degree of metacatalog reuse with other information domains that share database domains.

(U) We are currently assisting teams of domain experts (both information and database), analysts and systems
support personnel in each of the prototype organizations to develop a metacatalog for that information domain. It is
our long-term strategy to have domain experts and systems support personnel maintain and enhance the metacatalog
once one is developed for an organization.

Key Abstractions (U) B.L. 86-36

SECREF EO 1.4.(c)
P.L. 86-36
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which may or may not be in hard-copy. Clearly, all these abstractions have characteristics that make one “thing” dif-
ferent from another “thing.”

(U) Once we have identified key abstractions, we can begin to flesh them out by modeling the attributes, proper-
ties, or characteristics of the abstractions. Some attributes may, in turn, be composites of other attributes. In Figure 2,
the Position attribute of a Maneuver can be broken down into Latitude and Longitude. We can then reuse Position in
any new abstraction that requires geo-positional information.

UNCLASSIFIED

Maneuver

Maneuver
Number
Longitude

Figure 2. Maneuver abstraction attributes UNCLASSIFIED

Metaterms (U)

~ESYey When the abstractions have sufficient detail, we can begin to list the candidate metaterms from the
model. Metaterms are the basic level of abstraction that an OPENROAD user sees of the information domain con-
tained in the database domain. Through analysis and modeling, we can create multiple “views” of the information
domain. The usefulness of OPENROAD—and of an analyst’s ability to get the necessary data to satisty require-
ments—is directly related to the completeness and flexibility of the metacatalog,.

P.L. 86-36
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The Logical-to-Physical Connection (U)

TYS$9-The metacatalog provides the link between the logical domain model and the physical structure of a data-
base. Metaterms can map to one or more fields that are semantically equivalent in one or more data sources, or (o an
entire data source, such as a user fileJ

EO 1.4. (c)
/P.L. 86-36

(U) One significant benefit of using metaterms is that the logical-to-physical connection can be modified without
affecting the metaterm view that the user sees. If a new data source comes on-line, we can transparently (to the user)
map its portion of the information domain to existing metaterms (if appropriate), or create additional metaterms.

P, 86-36
EG 1.4. (c)
Mree types of metaterm mappings are possible. To the user, however, no distinction is made in the
ROAD user interface. The first type of metaterm is for structured databases only; qualifying values do not pro-
vide semantics for a text database, but are instead implied by the table and field itself.f— e
P.L. 86-36
EO 1.4. (c)
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(U) The second type of metaterm is for text sources
only. Some metaterms, like Name, may not be mapped
to a field in a structured database because that source
does not contain a field for names. However, this
metaterm represents a valid abstraction found in the
domain’s text sources. A search of a text source using
the qualifier “Name = ‘Openroad’” would return all doc-
uments that contained occurrences of the string “Open-
road”, if any were found, regardless of the context in
which it occurred. This type of term models data that
analysts typically find only in text data sources.

(U) The final type of metaterm is for both text and
structured data sources. The intent is to search for the
qualifying value in both structured databases (based on
semantics) and text databases or flat files (in any con-
text).

OO Not included in the metacatalog, but sup-
ported by OPENROAD, are free-text terms. This case
satisfies a requirement to allow a search for any qualify-
ing value for which there is no corresponding metaterm
in any context in a text source or flat file.

Pangaea Virtual DB (U)

4EQUEe) The OPENROAD development team
chose Virtual DB, a member of the Pangaea product line
from enterWorks.com, as the tool to create and manage
the domain metacatalogs. Each operational prototype
will use Virtual DB.

(U) Virtual DB is itself an application, complete
with a graphical user interface, for creating metacata-
logs and managing access to structured databases. It
runs from the GemStone object-oriented database man-
agement system from GemStone Systems, Incorporated.
enterWorks.com bundles the two applications together
and resells GemStone as part of Virtual DB. Since the
data models we are creating are based on objects, Gem-
Stone provides great flexibility and power in storing and
managing the object representations.

(U) enterWorks.com also packages Omni/SQL
from Sybase with Virtual DB to provide access to heter-
ogeneous structured databases. Omni/SQL makes the
logical connections to the various databases using
access modules, one for each major database implemen-
tation (e.g., Sybase, Oracle, Ingres). Virtual DB gener-
ates the necessary structured query language (SQL)
statements and passes them on to Omni/SQL which, in
turn, forwards the statements to the appropriate access
module for each vendor’s database management system.

CRYPTOLOG
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Results are passed back along the same path as the SQL
statements, from the database to Omni/SQL, then to Vir-
tual DB. Omni/SQL joins results from multiple tables
from different databases and returns the results when all
sub-queries are completed.

(U) Virtual DB supports pre- and post-processing
data type conversions for differing internal data type
representations. For example, a value representing a lati-
tude may be stored as an integer type in one database,
while in another it may be stored as a floating point
type. Using a Virtual DB type conversion, we can dis-
play query results in a common format and perform
Boolean operations on the data.

TOEey-Virtual DB can be used as a stand-alone
product through its user interface. However, a rich set of
application program interface (API) calls allows a cus-
tom interface, such as OPENROAD’s, to access the full
power of the underlying functionality directly. We cur-
rently use Virtual DB’s graphical interface for develop-
ment purposes. Though written in the Smalltalk object-
oriented language, Virtual DB also supports a C lan-
guage API. The underlying metacatalog storage mecha-
nism is transparent to the analyst when using
OPENROAD.

(U) Though not designed to access text or flat file
data sources, Virtual DB does allow external data
sources to be mapped to metacatalog terms. This dis-
tinction (structured vs. external source, i.€. text) is made
as each metaterm is defined in the metacatalog. Each
metaterm is processed according to its type.

=856y The OPENROAD team is not aware of a
commercially available text gateway similar to Virtual
DB for general text access. OPENROAD developers
have written a custom text gateway for text source que-
ries, using text access modules analogous to Virtual
DB’s structured access modules. Each text access mod-
ule generates native query language for each text data-
base (e.g. BRS or Topic); WAIS and flat-file sources are
handled similarly.

~#ey¥e-Virtual DB provides term-level security so
each term can have its own set of classifications. Each
user can see and select only those metaterms for which
he is cleared. It can also enforce row-level security for
mixed query results if the security labels are built into
the tables of the database. Virtual DB does not, however,
support security based on algorithms external to the
database. Our proposed solution in such cases is to run
OPENROAD at system high.

HANBEEVHA-COMINT-EHANNELES-ONEY—
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Future Initiatives (U)

#6446y The DMATC will continue to evaluate
other commercial-off-the-shelf products to support the
OPENROAD metacatalog and to develop expertise in
domain-oriented data modeling. More broadly, we will
continue to research and apply methods for database
access and data modeling. We intend to provide access
to multi-media data sources, and allow application
interoperability using the Common Object Request Bro-
ker Architecture.

(U) Our research into the process of developing
domain metacatalogs is partly funded by an IDEA pro-
gram grant. We anticipate additional funds to continue
this research to refine and reuse the knowledge we have
gained so far. We expect there to be significant levels of
model reuse for many widely-used data sources.

(U) In addition, development is underway to is’
grate secondary queries (follow-on queries based on e2
lier results), text grouping based ¢
semantics, and filtering.

document

P.L. 86-36
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The Changing Timbre of Conflict and Conflict Resolution

in Sub-Saharan Africa (U)
by |

(U) Africa has long been misunderstood. Referred
to as the “Dark Continent,” the “Mysterious Continent,”
and other inappropriate nomenclature, explorers, poets
and politicians have tried for centuries to piumb the
depths of this sometimes benevolent, sometimes hostile,
always enigmatic behemoth. And just when it seemed
like Africa’s “truth” was filtering down to an audience
ready to grasp its complexity, this truth began to shift
once again, undermining the fledgling knowledge we all
had so recently committed to memory.

(U) This shift in the founda-
tion we had built is due to a number

P.L. 86-36

of North Africa for another time, since the circum-
stances of its evolution are quite a bit different for the
most part. The 52 countries that make up Africa are far
too diverse, their differences more glaring than their
similarities, to lump together.

(U) Perhaps the most salient internal shift in Sub-
Saharan Africa in the last decade has been the 1994
demise of apartheid in South Africa. Prior to 1994,
South Africa was the hub of the African wheel and
countries within its grasp either acquiesced to its will or

fought—often unsuccessfully—to

of factors and not merely to events
inside Africa, of course. The end
of the cold war changed the “use-
fulness” Africa held for many for-
eign govemments—both in the
U.S. and elsewhere. Africa was no
longer seen as a pawn in the East/
West game, its importance to politi-
cians often generated in the past by
vested national interests. To many

(U) Since the end of
the cold war,
world has largely left
problematic  Africa
more and more to ifs
own devices

elude this grasp. Events in that part
of the world secemed always to be
in reaction: TO South Africa’s
position on a particular issue.
When this relationship of inequal-
ity came to an end, at least in the-
ory, another ripple appeared on the
horizon, in the untethering most
African countries were already fac-
ing. This occurred as countries in
the area—particularly those contig-

the

influential decision-makers, Africa

has become increasingly irrelevant within a global per-
spective. To a large extent, after the cold war, the world
partially untethered Africa from the various links which
had been artificially created and moved its focus else-
where, leaving the enigmatic and problematic Africa
more and more to its own devices.

(U) While the rest of the world was turning its
sights to other shores or, in many instances, inward,
Africa was undergoing its own evolution, struggling to
find its own voice: a post-colonialism, post-cold war
voice. And anyone who reads the newspaper knows
about the challenges this population continues to face on
a daily basis: disease, civil war, nation-building, refu-
gees, democratization, insurgencies, outside interfer-
ence in countries’ internal affairs . . . the list goes on and
on. In short, however, conflict in Africa has now
become more regional and less global than in the days
of the superpower tug-of-war.

(U) For the purposes of this article, I will concen-
trate primarily on Sub-Saharan Africa, leaving the study

uous to South Africa—were left to
their own resources in deciding their own fate. This
worked both for them, in some cases, and against them
in others. It also served as an impetus for South Africa
to look inward and not be as intrusive in the affairs of its
neighbors. And coupled with that shift to a more defen-
sive stance has been the burgeoning movement in both
Zimbabwe and Botswana to assume greater positions of
authority in the region.

(U) This new world order that was created with the
demise of South Africa’s apartheid and the end of the
cold war has translated into new rules for co-existence
among the African states and into an increasing role for
the United Nations, which was paralyzed into inaction
by superpower rivalries for more than 40 years. Freed
from this paralysis, the UN is now being called on
increasingly to help solve conflicts in Africa, to fulfill its
commitment of peace-making, peace-keeping and peace
enforcement there. At the same time, there has been a
commitment by many of the African states to adhere to
rules of non-interference in their neighbors’ affairs, to
maintain territorial integrity, to find African solutions to

O OMEC AL TS ONLY
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African problems and the sovereign right to be able to
ask for outside help for problems when the need arises.
These rules represent significant shifts in the way that
African nations do business because, until fairly
recently, the sovereignty of a country could be ques-
tioned. In essence, every African was his brother’s
keeper and could act with impunity: South Africa was
accused of interfering in the affairs of Angola, Mozam-
bique, Swaziland, Lesotho, Namibia and other Frontline
States. Zambia harbored South African freedom fight-
ers and Liberians viewed “meddling” Nigerians as still
another faction entering into the fray of their country’s
civil war.

(U) What African nations have discovered in many
instances is that they are frequently better able to keep
the peace themselves than when they ask for outside
help. There are several reasons for this: one is that
there is greater political acceptance of having their
“own” forces present where there is conflict. A corol-
lary to this is the expected inherent knowledge of that
country’s people, terrain and customs by these internal
forces, the financial benefits of using “in-house” solu-
tions for in-house problems and the superior sense of
commitment that these regional forces bring to their
mission.

(U) A number of events in Africa have added to the
sense of confidence that many countries exhibit in han-
dling their own issues: elections in Namibia in the late
1980’s, which set up a paradigm for the entire region;
peace—albeit tenuous—in Angola; the release from
prison of the now President of South Africa Nelson
Mandela; the end of the war in Mozambique; elections
in Zambia and Malawi, and the 1994 elections in South
Africa. These events and others have spurred countries
on to follow suit in creating their own destinies and also
in more readily cooperating with other states in the
region to mitigate conflict.

(U) In a situation in which outside nations inter-
vene in the affairs of a country, the jury is still out as to
whether or not this is an effective measure. According
to one camp, it is dangerous to assume that peace-keep-
ing forces that do not respect the laws in their own coun-
try will be effective in ensuring that they are obeyed in
another country. A further allegation is that these exter-
nal peace-keeping forces are sometimes motivated more
by financial gain than by ideological or humanitarian
reasons. Forces called in to help tamp down a crisis are
generally rewarded by the donor countries for their
efforts with high per diems which are normally very
generous, relatively speaking, with material hardware
and with communications equipment. Among the more

unscrupulous outside forces—these same critics maiz
tain—the visiting forces sometimes skim off the top ¢.
the per diem to fill their own coffers.

(U) Detractors also point to the need for outside
forces to lessen the appearance of partiality, to become
more culturally aware of the country in which they are
working, and to nurture better relations with the local
population, winning their hearts and minds instead of
using force. In this way, hopefully they would be better
equipped to gradually earn a sense of legitimacy and a
credible capacity to influence rather than to coerce.
Finally, these same detractors note that there is currently
no joint UN publication which outlines peace-keeping
procedures and guidelines, no system of checks and bal-
ances to standardize operations. It is left up to the vari-
ous coalition armies to determine on their own, with
their divergent backgrounds, agendas and motivations—
not exactly a recipe for success by most standards. And
with the UN expected to increasingly play a major role
in peace-keeping in Africa, it is incumbent upon that
organization—with its 50 years of experience—to help
standardize and thus legitimize its missions there.

(U) One problem with UN missions that is particu-
lar to Africa is the declining level of awareness of peo-
ple outside Africa. An illustration of this deterioration of
external knowledge is the widely-held theory that Africa
is composed of hegemonic tribes and subordinate tribes
with conflicting philosophies. Under the terms of this
theory, every conflict in Africa can be reduced to ethnic
terms, regardless of the context. Ong size fits all in this
simplistic paradigm which, unfortunately, is gaining
prominence in some quarters, irrespective of the multi-
tude of economic, political, geographical and historical
factors which have all contributed enormously to con-
flict in Africa. For example, four civil conflicts have
been cited to corroborate this monochromatic theory:
the Congo/Zaire upheaval of the 1960°s, Somalia,
Rwanda and Liberia. Instead of examining these four
situations through the lens of an impartial, astute
observer—taking into account the less-than-ideal role
played by the UN in all cases—they have been reduced
by some to wars between barbaric tribes of Africa, tribes
with little else to do than wage war.

(U) There are those who would argue, however,
that in the case of the previously mentioned conflicts
and in others, a finger should be pointed at the UN,
which has traditionally played a more reactive than pro-
active role in Africa. In addition, as previously indi-
cated, often there is a lack of a clear framework for UN
operations abroad and what starts out as a particular
type of mission can sometimes change in midstream,
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without any apparent rationale.

(U) Still another criticism of UN peace-keeping
operations is that they are, in fact, peace-keeping and not
peace-making operations, that the emphasis is on the
wrong aspect of operations. Allegations have been lev-
eled against UN officials for purportedly bailing out
when the “going gets tough.” When the conflict esca-
lates—these same allegations continue—the UN threat-
ens to pull out, leaving the country in question in the
lurch. Still others accuse the UN of not providing suffi-
cient funds to its peace-keeping operations and of chan-
neling too many funds into bureaucratic areas. Two
examples cited as the worst of the UN missions to
Africa are Somalia and Rwanda. Finally, the critics
charge that the UN needs to address underdevelopment
in these African countries or people will continue to be
galvanized into fighting against a common enemy: pov-
erty.

(U) Africa’s own foreign policy reflects the chang-
ing perspective on conflict and conflict resolution.
Before the end of apartheid, the Frontline States wielded
considerable influence in the region, concentrating their
collective efforts on dealing with a common adversary:
South Africa. There had also been another common
enemy to provide these African countries with a united
front: colonial/European rule. With the shift in perspec-
tive that resulted in the end of apartheid and the end of
colonial-ruled Africa, foreign policy there fractured into
multiple, often contradictory and competing philoso-
phies as these once-united African states scattered for
divergent political shores and, in doing so, lost much of
the power base they had enjoyed when they were part of
a more unified whole. Without their former collective
power, their leverage in a global sphere has been
reduced considerably.

(U) Coupled with this fragmented foreign policy is
the lack of an economic power base to recreate some
sort of linkage between these countries. African states
were so preoccupied in their respective post-colonial
periods with nation-building that economic consider-
ations often fell by the wayside.

(U) In order to remedy this situation, some advo-
cates of South Africa’s historic hegemony in the region
advocate a controversial return to this type of arrange-
ment, but with a benevolent (versus exploitative) model.
Under this type of relationship, the constellation of Afri-
can states would again revolve around South Africa, but
a benevolent South Africa which would now act in a
manner beneficial not just to its own interests but to
those of its neighbors. The previous asymmetry which
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(U) Government forces face increasing challenges
from insurgents and/or gangs

reigned in an apartheid South Africa would still exist but
under this theory South Africa would temper this hege-
mony by remaining ever-cognizant of the interests of its
wards. The relationship would also be more multilateral
in nature, with the economic and institutional needs of
each country of prime importance. Naturally, in order to
be successful, it would require the willingness of all par-
ties to cooperate.

(U) The antithesis of this benevolent model is an
exploitative system, one which was the norm in South
Africa for many years. This model harks back to the
not-so-distant past when national interests were of para-
mount importance and countries rekated to each other on
a bilateral basis for the most part, leading to regional
imbalances and frequent conflict.

(U) Time will tell if the so-called benevolent model
takes root in Southern Africa. In order to meet with suc-
cess, South Africa’s neighbors will have to want growth
and stability more than they want to usurp South
Africa’s hegemony. And South Africa will have to
prove to these same neighbors that its goals extend
beyond its own boundaries to the common good of the
region, and then not exclusively to its European and
American counterparts.

(U) Adding to the complexity of the discussion of
conflict and conflict resolution in Sub-Saharan Africa is
the issue of arms transfers since the end of the cold war.
The exodus of the superpowers from Africa has meant
that governments there no longer enjoy the luxury of
financial assistance in boosting the equipment of their
security forces. Conventional military equipment is no
longer so easy to come by now. Conversely, in many of
these countries, automatic rifles are often cheaper than a

FOR-OFHCIAL—USE-ONEY—
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this is due, for the most part, not to the strength of
the insurgents but to the relative weakness of the
government in defeating these insurgents. Most
African armies are not properly organized,
equipped or trained and, therefore, ill-equipped to
combat the well-armed insurgencies.

s |

Unclassified

(U) A further impediment to conflict resolu-
tion is the fact that negotiated settlements are very
difficult to achieve in Affica, for the following rea-
Liberia Sons:
» the insurgents often have no clear-cut ide-

ology; ideologies are often personality-
driven, or new players come into the pic-
ture, preventing consensus. This results in
an ever-changing and therefore confusing

Unclassified insurgency ideology;

(U) Basing agreements in Liberia, Morocco, Egypt, and Kenya will .
remain key issues for the U.S., but primarily for purposes of power
projection outside Africa.

factions proliferate as the conflict is pro-
longed. This factionalization inhibits the

loaf of bread and often as accessible because of the
enormous amount of weaponry brought into Africa dur-
ing the cold war and then left behind. This means that
government forces are now increasingly vulnerable to
challenges from insurgents and/or gangs. Furthermore,
these same governments are less and less successful in
engaging Western governments to assist them in their
fight against these hostile forces. It is important to keep
in mind, too, that African governments frequently find it
difficult to ensure that material resources are distributed
to the masses, therefore, the military is becoming a
determining factor in ensuring their delivery. If it is
under attack or vulnerable to disruptive influences, it
affects the entire population of a country. When
national armies are outmanned and outarmed by insur-
gents, political dissidents have no reason to eschew vio-
lence.

(U) With this shift in the nature of arms acquisi-
tion, conflicts in African states are now being prolonged,
and are more intense and frequently more difficult to
resolve. And with the decline of legitimate economic
activity, force has become the lingua franca in obtaining
resources and has meant that conflict often spills into
other areas. Examples of this spillover include Liberia
(Sierra Leone and Cote d’Ivoire), Rwanda/Burundi
(Zaire and Tanzania), and Angola and Mozambique
(South Africa).

(U) A corollary of this new paradigm of conflict is
that there are very few outright victories in Africa and

government’s desire to settle the conflict

since there is no clear-cut single adversary
(e.g., Somalia, Angola and Liberia). As a con-
sequence, the government often fails to
recognize factions as legitimate factions repre-
senting the whole. This factionalism also works
against achieving consensus among the many
disparate parties;

* there is a lack of education in the negotiating
process itself (e.g., Mozambique, Ethiopia and
Rwanda);

* during the negotiation phase—if reached—few
countries have the money to finance the logisti-
cal aspect of peace talks;

* there is rarely international support to sustain
peace, which may delay the process (Mozam-
bique) or lead to a breakdown of negotiations
(Liberia);

* there is a shifting idea of what victory/compro-
mise/defeat mean to the parties involved; and

* the country or countries involved have been vir-
tually devastated.

(U) As the face of Africa changes, a sense of pessi-
mism can be detected in some quarters. As conflicts
there increase, there is a marked loss of hope, the long-
standing hope that the lot of a post-colonial Africa
would be better—both economically and politically.

FOR-OIHCIALUSE-ONEY
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After almost three decades the opposite is true more
often than not, and the term Third World still applies to
most of the continent, with the exception of a portion of
South Africa’s population and small pockets in other
countries.

(U) The United States will always have a strategic
interest in Africa and its welfare but this interest will
shift as the situation both in Africa and the U.S.
changes. Basing agreements in Kenya, Morocco,
Liberia, and Egypt will remain key issues for the U.S.
but primarily for purposes of power projection outside
Africa, not inside Africa. In addition, oil, strategic min-
erals, humanitarian and relief operations and an interest
in keeping sea lanes of communication open at both the

CRYPTOLOG
Summer 1996

Horn and the Cape of Good Hope form the basis of con-
tinued U.S. interest in Africa. Nevertheless, in an era of
decreasing budgets and increasing domestic focus, it
will fall more and more to Africans themselves to sort
out their conflicts, to find African solutions to African
problems without relying on outside help or by relying
on the assistance of the United Nations.

P.L. 86-36

TFoue—

Inter-Agency Conference

"Responses to Humanitarian Crises: the Role of Classified Intelligence”
co-sponsored by NSA and CIA.

The purpose of the Conference is two-fold:

1) to identify the types of classified intelligence customers need and do not need in the time
leading up 1o, during, and in the aftermath of humanitarian crises; and

2) to identity intelligence gaps and other issues that affect intelligence producers' ability to meet

customer requirements.

Date: 3 December 1996

Hours: 0815-1600 (Registration begins at 0800)

Location: 9A135, Headquarters

Credit for NCS course 1S-355 (Current Issues in Intelligence Analysis) will be given for attendin
this conference; interested students should preregister by contacting Conference Co‘-Chairl:gl

on 963-6011s.

P.L. 86-36
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Calling all publishers! (U)

P.L. 86-36

FOYOr We are looking to update an article that appeared in CRYPTOLOG Vol. XX, No. 2: |
Publishing as a Member of the Technical Track. This article listed a number of Agency publications that prov1de the
opportunity for disseminating information “as a vehicle for both technology transfer and career growth”: for_
instance, The DD Eye, Cryptologic Quarterly, and the Infosec Technical Exchange. Since CRYPTOLOG’s focus is on ",
explaining developments in one’s field to those outside it, we would like to spread the word that sinc
article appeared, a number of new periodicals have appeared, and we have learned of others that existed at the time.
CRYPTOLOG would like to add to this list of vehicles for contributing to one’s skill field. To quote from the article,
“Are there any journals which regularly come across your desk or to your computer screen? How about newsletters
and other local publications that you’ve seen? Most Agency technical societies solicit papers on an annual basis for
essay contests; look for the announcements or contact one of the society’s officers. How about an organizational
technical report that carries a wide distribution? Career Panels and Technical Directors can also help point you in the
right direction.” If you know of such an opportunity, please provide the CRYPTOLOG editor with the name of the
publication, its editor, a description of its mission, and instructions for submitting articles.

Unclassified

“But this is the simplified version for the general public.”

Unclassified
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The Need for Multilevel Secure
Databases (V)

(U) An information downpour is flooding the
Agency. NSANET and client/server architectures have
created an environment in which users can transparently
access data that resides on remote systems. This situa-
tion affords many advantages, including the quick and
paperless dissemination of information, but it has also
become easier for information to get into the wrong
hands. When computers with varying security levels
reside on interconnected networks, unauthorized users
may read information at a classification level higher
than their own. The consequences of unrestricted data
access range from the accidental retrieval of classified
information by those without adequate permissions to
the intentional transfer of classified data to those whose
goals lie in the areas of profit and espionage. This
clearly is a situation we cannot allow to exist. We must
take precautions to ensure that data can be accessed only
by users with adequate authorizations.

A Possible Solution:
Trusted SOLARIS (U)

(U) The easiest way to protect classificd data is to
locate it on stand-alone machines or networks that carry
data of a single security level. These machines or net-
works would be accessible only to authorized users.
This may seem like an antiquated proposal, but this was
the norm until recently. With security mechanisms such
as cipher locks on doors, automatic screen lockouts, and
restricted local area networks, the necessary controls
were provided. Data at a single classification was
placed on a machine, and only authorized users could
access the machine. Users in today’s environment have
requirements that make this method inconvenient and
overly restrictive. They need to be able to access data
remotely across multiple networks and at multiple secu-
rity levels. They also want to integrate information
residing on different machines or networks, or transfer
information to their local workstations.

P.L. 86-36

—Otey Many organizations investigated secure
operating systems as a better means of providing data
security. These operating systems are known as Com-
partmented Mode Workstations (CMW) and must ful-
fill requirements specified by the Defense Intelligence
Agency. The K223 BOXOAK project decided to base
its architecture upon Sun’s version of CMW, the
Trusted SOLARIS operating system. This product is
designed to allow users at different clearances to handle
information at different levels of security while protect-
ing the security of that information and keeping it prop-
erly labeled. It accomplishes this through the use of
privileges, separation of administrative roles (there is no
“root” user), and labeling of users, programs, and infor-
mation.  Trusted SOLARIS is the backbone of the
BOXOAK Phase 1 operational system used by K53,
and ensures the separation of compartmented informa-
tion.

TrovoTBOXOAK’s plan was to continue using
Trusted SOLARIS during later phases, with the addi-
tion of a secure relational database management system
(RDBMS). SYBASE, INGRES, and ORACLE, the
three major databases at the Agency, all have secure ver-
sions of their product lines that run on CMWs. A
secure RDBMS would make it possible to develop soft-
ware without the need for any special algorithms to
guarantee data security filtering. For instance, if a user
was operating at a CONFIDENTIAL clearance level
and requested information from a source that included
classification levels ranging from UNCLASSIFIED to
TOP SECRET, the user would only be provided infor-
mation at the CONFIDENTIAL level or lower. Fur-
thermore, the fact that information existed at higher
levels would not be apparent to the user.

(U) Initially, the INGRES/Enhanced Security
product was used, and it performed as desired. Due to
the widespread Agency use of SYBASE, the decision
was eventually made to switch to the SYBASE data-
base product line; again, data security was provided
exactly as described. Although these secure RDBMSs
worked well, their dependence on many features pro-

— FOROFFICIAEUSE ONEY—
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vided by the operating system was a major drawback
because concerns about Trusted SOLARIS were sur-
facing and could not be ignored.

-@0Uey-BOXO0AK had remained in regular com-
munication with Y4, who was performing an opera-
tional test of Trusted SOLARIS for use in the DDI
Virtual Campus architecture. Y4 found many flaws with
the product and eventually decided not to use Trusted
SOLARIS. At the same time, BOXOAK was experi-
encing many of the same problems Y4 was document-
ing. These problems were all of a fairly serious nature
and had to be considered.

*+ (U) CMWs are not widely used, and it was
impossible to find expert guidance and assis-
tance in other organizations.

» =686y SUN was providing only minimal sup-
port for Trusted SOLARIS. BOXOAK was
dealing with one point of contact who moved to
another product line. Support was virtually
nonexistent after that.

*  (U)Further development of Trusted SOLARIS
was negligible at best. It was supposed to keep
pace with the non-secure product releases, but
this did not happen. As a result, many new tools
could not be installed and used. This was a
major problem when the Graphical User Inter-
face (GUI) development tool that had been
purchased could not be used since it required a
newer release of Trusted SOLARIS than was
available.

* (U)) There were reports of vuinerabilities with
the very security which Trusted SOLARIS
was designed to provide. CMWs are built to
protect a multi-level, compartmented environ-
ment but have been found to be exploitable.

(U) These issues alone would have necessitated a
hard look at the wisdom of using Trusted SOLARIS.
When coupled with the fact that the secure RDBMSs
were 50% more costly and much more difficult to main-
tain and administer than their non-secure counterparts, it
was decided that other alternatives to providing the nec-
essary security had to be found.

Alternative Solutions (V)

—EoUay-During conversations with SYBASE, the
company had alluded to a new Secure SYBASE prod-
uct that would not require a underlying secure operating
system. This would have met many of BOXOAK’s
security needs.  Unfortunately, this product never
became available, and still does not appear to be on the
horizon. BOXOAK had to keep its investigation active.

—@FEeHe-An in-house product known as SENTI-
NEL came to the attention of the BOXOAK team.
This A74 product provides SYBASE security filtering
without the need for an underlying secure operating sys-
tem. SENTINEL was designed initially to support
other A74 applications with security filtering needs
much more complex than BOXOAK’s. Implementing
these requirements incurs some cost in terms of mainte-
nance and performance. SENTINEL also required the
purchase of additional SYBASE software which other-
wise was not needed. When it was finally determined
that BOXOAK did not require as elaborate an architec-
ture as the A74 projects, the costs seemed to far out-
weigh the benefits.

——POE&-Since there were no other security prod-
ucts to be found, there was only one course of action
left. BOXOAK would design and develop its own sim-
ple and easily maintained data security mechanism.

The BOXOAK Solution (Fevey

—FOBOT The requirements for the BOXOAK
implementation were driven by the needs of the cus-
tomer, the K5 High Altitude Programs, which include
many Configuration Control Boards (CCBs). These
CCBs operate at varying security levels and will be
accessing the same BOXOAK system to manage their
programs. It was required that users would only be able
to access and be aware of information to which they had
an equal or greater security level. Furthermore, the net-
works over which this data would be transferred would
need the same protections.

—Foror-The BOXOAK solution was multi-fac-
eted and was based upon the strategy employed by the
SENTINEL product. This strategy was fundamentally
sound and its use would facilitate future interfaces
between the products. The implementation includes the
database design, modified database queries, and a few
translation algorithms; it will be used by all BOXOAK
systems.

FOR-OHICAUSEONLY-
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Database Design (U)

—FOBe-Some essential terminology must first be explained. Normally a user has a clearance and data has a
classification. BOXOAK, like SENTINEL, deviates from this convention. Both users and data have a classifica-
tion which includes the national clearance (e.g., UNCLASSIFIED, SECRET), handling codes (e.g., US, UK), and
compartments (€.g., TK, B). SENTINEL uses the terms privacy to refer to handling codes, and special access for
compartments. For consistency’s sake, BOXOAK also used the terms privacy and special access to refer to these
codes.

(U) Three database tables containing all possible values for clearances, privacy codes, and compartment codes
are the core of the security strategy. The table structures, including some sample data, appear after their descriptions.

(U) The clearance table contains all possible values for clearances. Since only one clearance can be assigned to
an item at a time, a single integer is used to designate cach clearance. This integer is the value actually associated
with an item when it is stored in the database. Also stored in this table are the full and abbreviated labels for the
clearance, used for displaying text on the screen or on hardcopy. A color (bgcolor) is stored and is used as the back-
ground for the classification stripe on any screen displays. A second color (fgcolor) indicates the color of the text on
the classification stripe and is limited to the values of black (B) and white (W). As an example, an UNCLASSI-
FIED clearance would be displayed on a stripe with black text on a green background.

Clearance Table (foU40)-
value clearance full clearance bgcolor fgcolor
0 U UNCLASSIFIED green B
1 FOUO FOR OFFICIAL USE limegreen B
ONLY

—E6Y6A data item could have both multiple privacy and special access codes. For instance, a TOP SECRET
item could have privacy codes of UK CA and special accesses of TK VRK. As a result, these codes had to be han-
dled differently to facilitate assigning multiple values to a data item. In both the privacy and special access tables,
there is a label field which contains the actual code. There is also a position field (stored as an integer) which repre-
sents the code’s position in a bitmap associated with a data item. When a data item contains a 1 in its bitmap in the
designated position, it indicates that the code applies to that data item. For example, if a data item is marked with a 3
in its privacy field, the corresponding bitmap (binary equivalent) is 011. The codes that correspond to the zero and
first position (starting at the right) would apply to this item. A lookup of the privacy table shows that a 1 in the right-
most or zero position indicates the US code, and a 1 in the first position indicates a UK code. The same design is uti-
lized in the special access table, which also contains a full label field containing the full text of the code (i.e., Talent
Keyhole for TK). This full label was deemed unnecessary for privacy codes.

Privacy Table (FOY6)—__

label position
US 0
UK 1
CA 2
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Special Access Table (T~

label position full label
SI 0 COMINT

TK 1 TALENT KEYHOLE
B 2 BYEMAN

(U) Tables with secure data contain these three integer fields corresponding to the three classification tables.
Other tables that interact with this data, including users and devices (hosts, networks, printers) also contain these
fields. Thus, an entry in the User table contains user information (i.e., name, SID, organization) as well as the clear-
ance, privacy, and special access fields. The values in these three fields can then be compared to the values in the
fields associated with a specified data item. Access is allowed only when the values in the data item are dominated
(equal to or are exceeded) by the user’s values. The mechanism for restricting this access ts implemented by the
retrieval criteria in database queries, which is described in the next section.

—FOH6Y-A single integer field can hold up to 32 privacy or special access codes, which is more than sufficient for
BOXOAK. This design can be extended to muitiple integer fields if an application requires a greater number of
codes. Any number of clearances can be accommodated, but since these are controlled at the national level, there is
little chance they will be modified.

(U) A Colors table also exists. This table lists all possible combinations of values in the special access table and
associates a color with each. If one or more special access codes exist for an item, the color from the Colors table is
used in the classification stripe on screen displays and supersedes the color associated with the clearance value.

Colors Table TFOUQ)

value label bgcolor fgcolor
1 SI DarkOrange B
2 TK yellow B
3 SITK Tomato B

Database Queries (U)

—&EB8Ua¥-Once the data is labelled with the appropriate classification, database queries must be carefully con-
structed to ensure that security filtering takes place. In the case of the clearance field, the requirement is met by
checking that the user has a clearance level that dominates the requested data. Only data that meets this criteria is
retrieved. For the privacy and special access fields, security filtering does not equate to domination. The user must
possess all codes assigned to the data item before it will be retrieved. If a data item has a privacy code that maps to
US, UK and CA, then the user must have at a minimum all three of these privacy codes. Logical bitwise manipula-
tions are used to provide this assurance. The data value is logically ANDed with that of the user and, once again, only
the correct data will be retrieved. An example of a query with the correct criteria follows:

—EFOROFHCIAIL TSI ORI —
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select B.board_name

from Boards B, Users U

where U.username = ’jones’ and
B.clearance <= U.clearance and
(B.privacy & U.privacy) = B.privacy and

(B.special_access & U.special_access) = B.special_access

TTrOBQ).The results of this query are based on the data in the following tables (bitmaps and sample compart-
ments appearing in parentheses for illustrative purposes only). User “jones” lacks the SI special access code and will
not even know that a NW CCB exists. The user’s clearance dominates the BOX CCB’s clearance, and all of the
BOX CCB privacy codes are contained within the user’s privacy codes. The BOX CCB will be retrieved.

Boards Table(FoHO)—
board_name | clearance privacy special_access
BOX CCB 3 5 4
(101)(US CA) (100)(B)
NW CCB 4 2 3
(010)(UK) (011)(SI TK)
Users TablexFOH0)—
username clearance privacy special_access
jones 4 7 6
(111)(US UK CA) (110)(B TK)
e
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Translation Algorithms (U)

—F6eB6y-Classifications are always displayed to
BOXOAK users as text since they have no knowledge
of their underlying integer representations. There was
an obvious need for a suite of algorithms that would pro-
vide the translation from text to integer and from integer
to text. Four functions were developed to satisfy this
requirement. Two functions support the translation of
the clearance, and the other two translate both the pri-
vacy and special-access codes. These functions were
written in embedded C/SQL so that they could be easily
ported to other RDBMSs should there ever be a need.
A final function was written to assign colors for classifi-
cation text. These colors were used to determine the
background color for the classification stripe on win-
dows as well as the color of the classification text itself.

Network Considerations (U)

—@ouo) BOXOAK systems will communicate
with one another across Agency networks. Each system
will have both a high and low classification associated
with it, defining the full range of information residing
there. The network across which these systems will
communicate will also have a maximum classification
associated with it. These levels will be available to the
software to ensure that data cannot be transmitted to a
system with an insufficient security level. Encryption is
also available to provide security for data transmitted
over networks and is employed by BOXOAK. Even
when network levels allow the flow of classified infor-
mation, the classifications of the receiving system and
user ultimately decide whether the data transfer will
take place.

“Trovey-Another threat must be considered. While
BOXOAK ensures that data is available only to autho-
rized users, the SYBASE RDBMS can be directly
accessed outside the application through the Interactive
SQL (ISQL) command. Most BOXOAK users will
not be granted the UNIX shell from which this ISQL
command is executed; some administrative users will
have shell access. The use of the SYBASE OpenClient
software also makes it possible for a determined user to
access these databases remotely. The ISQL access
problem can be handled in a few ways. For instance, a
wrapper performing access control can be written
around the command to prevent its direct execution.
Permissions on this command can be set to include a
very limited group, excluding the general user commu-
nity and eliminating the possibility of back-end access.

Advantages (U)

(U) It is usually preferable to use commercial prod-
ucts to provide system functionality whenever possible.
The reasons stated earlier pleaded the case for develop-
ment of a home-grown tool that meets the fundamental
requirements of separation of multi-level information
and prevention of unauthorized access. Other signifi-
cant advantages were found as a bonus. These include:

*» Low Cost. This strategy is significantly
cheaper than the alternative of buying both a
secure operating system and RDBMS. Devel-
oping the algorithms involves some resources,
but these are reusable.

» Simplicity. The mechanisms for providing
security are easily described and documented.
They consist of a few additional classification
tables and fields, modifications to queries, and
a handful of translation algorithms.

* Ease of Administration. A standard operating
system and RDBMS are both simpler to
administer and maintain than their secure
counterparts.

* Flexibility. It is easy to modify this design to
accommodate other needed features. The orig-
inal classification tables contained no data
pertaining to color. When colors needed to be
associated with classifications, the tables were
quickly modified to provide this information.

* Portability. This strategy can be easily ported
to other RDBMS such as INGRES and ORA-
CLE. Creating the tables and modifying the
queries is accomplished with the same code for
all of these RDBMSs. The translation algo-
rithms are written in Embedded C/SQL, which
also can be used in all major commercial
databases.

¢ Vendor Independence. Unlike other commer-
cial products, secure operating systems are not
well supported and maintained by the vendors.
The decision to build a simple solution provides
a means of avoiding this reliance on unsupport-
ive vendors.

—FOROFFICIAL USEONLEY-
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Conclusion (U)

—FoUO)-Security is the Agency’s middle name and
must always be applied to its resources. As the work-
force gains computer awareness, one of our greatest
resources, the vast pool of information residing on
Agency computers, is increasingly vulnerable. Many
measures can be taken to protect this information; the
BOXOAK solution described is one approach that
makes sense for its requirements. Every system must
make a thorough assessment of its security needs and
find the appropriate tools to safeguard its data. Publiciz-
ing and sharing our solutions lets us maximize reuse and
accomplish security with a minimum of effort.

CRYPTOLOG
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e ROUOr M. started her Agency career
twelve years ago as acomputer systems intern.--Since

then, she has worked in a varietyof areas,. inc’[dding .

finance, configuration management support, and collec-
tion, usually in datqbase-in’téhsive development efforts.
Ms. I:Furféhtly works in K254 as the software
development manager for CADENCE, a new dictionary
tasking system for DO analysts and dictionary manag-
ers. She also enjoys contributing to the Agency's techni-
cal health by reaching at the NCS, mentoring interns,
participating in software process improvement activi-

ties, and writing this paper.
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An Appeal From the Editor:

REORG HAPPENS!

6565 . . and once again CRYPTOLOG finds itself with an outdated distribution list.

~“FOBEWe are frantically trying to update the list from the various announcements that circu-
late, but since organizations often combine as well as appear and disappear, this is not really a solu-
tion. Once CRYPTOLOG’s home page is updated to reflect the recent P Staff reorganization, the
distribution list will be available for viewing so that organizations can notify the editor of changes
in the number of copies needed. Until then, we ask for your patience and cooperation if the wrong
number of copies arrives in your organization. Please inform the editor of any necessary changes.
Individual subscribers, as always, should inform the editor when their organizational designator
changes. (For those who are puzzled by this distinction, the print plant no longer sends out copies
to individuals or to organizations below the branch level; this is done by the CRYPTOLOG office.)
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Editorial Policy:

(U) Technical articles are preferred over those relating to management,
shorter over longer (under 3,500 words). Emphasis should be on improving
NSA’s technical performance; articles should be aimed at explaining develop-
ments in one’s career field to thosE outside it. Readers are invited to contribute
conference reports and reviews of books, articles, software, and hardware that
relate to our missions or to any of our disciplines. Editorials are also welcome, as
is humor. Submissions may be published anonymously, but the identity of the
author must be known to the editor.

Submitting Articles:

(N.B. If the following instructions are a mystery to you and your local ADP
support is no help, please feel free to contact the CRYPTOLOG editor on 963-
5283s or cryplog@p.nsa.)

@OH9¥ Send a soft copy via e-mail to cryplog@nsa, or send a hard copy
accompanied by a labelled diskette to the editor at PO2 in 2C099, Ops. 1.

Guidance:

For maximum efficiency (as far as possible within the limits of your word
processor):

* Do not type your article in capital letters.
* Classify all paragraphs.

* Label all diskettes, identifying hardware (operating system: DOS,
UNIX), density and type of word processor used, your name, organiza-
tion, building, and phone number.

* FrameMaker format is preferred; ASCII text is also fine. (FrameMaker
users: please do not put graphics in Anchored Frames as these are
nearly impossible to reformat to our standard.) 1334 has a conversion
service that converts Interleaf, WordPerfect, OfficeWriter, and MS Word
into FrameMaker. Just attach the document to an E-Mail Compose Win-
dow addressed to convert@nsa.

CRYPTOLOG

Summer

1996

35






DOCID: 4036134

The Journal of Technical Health

Vol. XXIl, No. 1 SPRING 1996

SN

7))
S s Of /
UD@ /’@
Op, TCop,. Org,
c’obe ,hp Ut //Q 8
r29 " Co,, Yl



DOCID: 4036134

CRYPTOLOG

Spring 1996
Vol. XXI1I, No. 1

Contents of CRYPTOLOG may not be reproduced or disseminated
outside the National Security Agency without the permission of the
Publisher. Inquiries regarding reproduction and dissemination should be

directed to the Editor.

All opinions expressed in CRYPTOLOG are those of the authors. They
do not represent the official views of the National Security Agency/Central

Security Service.



DOCID:

4036134

Publisher’s NOte, by WIllam NOHE ............cceveeeeeieeeieeeeeeeiisieeesseseeseseessssseesssssssessesssssnees i
Eulogy for Louis W. Tordella, by Watter Pforzheimer ..............c..cccoereceimeciincicneeieciaeenn 1
Biography of Dr. Tordella, by Thomas R. JONASON ....c...cccccreiimieceenrecrriceieneiennceessenesreenns 2
KBE Presentation CEremMONY ..........ccccccvreeiueeiireesriieessassesssseserasnesasssresssmesssneeessases 5

“Louis Tordella Led By Example”,

Table of Contents

Louis Tordella: As Colleagues Remember Him..... ....................................... 10
Dr. T: The Man, by[ Fotiie s 21
“If Lou Tordella Says It’s OK,

That’s Good Enough FOr Me”, by Gene BEcker ..........ccuvveceeureeeneaenereressnenenanereens 23

il



DOCID:

4036134

Publisher’s Note:

CRYPTOLOG
Spring 1996

Louis W. Tordella and the Making of NSA

by William Nolte

One of the dangers of retrospection, of
history itself, is the tendency to see that which
has happened as having inevitably happened.
Every teacher of history can point to the folly
leading to the American Civil War or the First
World War simply because we know the events
occurred. From the perspective of 1996 (or
1941), Lord Keynes’s prediction that the
Treaty of Versailles would be but an armistice
of twenty years looks incredibly prescient.
From the perspective of 1920, it may have
appeared merely cranky.

So it is with institutions. First-time visi-
tors to the National Security Agency must be
struck above all by the sheer mass of the place.
Even the eclectic (to put it gently) architectural
style speaks to an institution of some perma-
nence, permanent enough at least to have
passed through several generations of general
service esthetic fashion.

But it might not have been. The success
of NSA, in operational and bureaucratic
dimensions, obscures two important realities.
The first is the relative novelty of a permanent,
peacetime American cryptologic establishment
of any real size. Only the Second World War
and the subsequent determination on the part
of presidents, the Congress, and the American
people to remain on a virtual war footing to
engage the Soviet Union led to a break in the
tradition of nearly two centuries in which
mobilization—of intelligence and military
capacity—was followed at the coming of
peace by an even more rapid demobilization.

iii

In fact, of course, the United States did
not break with that tradition in 1945. 1t did so
in 1947 and beyond, when President Truman
reversed his and the country’s course back to
“economy and efficiency.” NSA, like the Cen-
tral Intelligence Agency, is a product of that
remobilization.

Which brings us to the second reality:
nowhere was it predetermined that a national,
as opposed to departmental, cryptologic estab-
lishment would be part of the architecture of
post-World War Il American intelligence. In
fact, the first steps in the creation of a national
structure were less than fully successful. The
British historian Christopher Andrew has
observed that the United States suffered strate-
gic surprise in 1941 with two cryptologic
agencies; in 1950 (with the invasion of Korea)
it took four agencies (Army, Navy, Air Force,
and the Armed Forces Security Agency) to
achieve the same effect.

Seen from the vantage point of retrospec-
tive inevitability, the creation of NSA in 1952
appears to be the tidy completion of the pro-
cess of nationalization. The Truman adminis-
tration got it wrong with AFSA, got it right
with NSA, and the rest is history.

In that context, Louis Tordella is notewor-
thy merely because of the length of his tenure
as NSA’s Deputy Director. His service could
be reduced to something of a trivia question
for new employees, akin to the bits of arcane
service lore committed to memory by Annapo-
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lis plebes and their counterparts at the other
academies.

But that retrospective inevitably is illu-
sory. NSA might easily have suffered the fate
of AFSA. It might have been replaced by yet
another attempt at cryptologic consolidations,
or it might have performed its missions inef-
fectively over the next decades. If we believe
what we claim about the importance of our
missions, the cost of such failure would have
been measured in lost American interest, lost
American treasure, and lost American lives.

The argument here is that the success of
NSA was not foreordained. It was the result of
that combination of leadership, resources, and
good fortune that underlies so much of human
achievement. Success was also the product of
skill, a shorthand term for the aggregation of
intelligence, imagination, integrity, and patrio-
tism of the generation of American cryptolo-
gists of which Dr. Tordella was the
acknowledged leader. In no sense, was this his
success alone. He was the witting inheritor of
the policies and visions of predecessors,
including NSA’s first director, LTG Ralph
Canine. To a great degree, Tordella’s success
brought to fruition the work of RADM Joseph
Wenger, one of the truly great (and greatly
ignored) figures in the history of American

cryptology.

n retrospect, the Wenger-Tordella vision
seems to have rested on principles so evident
as to have seemed inevitable in their adop-
tion. There is that word again. This vision
centered on three fundamentals, the first of
which was the need for national effort, while
balancing the interests of the various services
and departments of the government. The sec-
ond principle was that of consolidation within
the national effort. From the perspective of
several decades, it may seem ridiculous to
think that a cryptologic effort would require
the placement of stations representing each of

v

the uniformed services to intercept the com-
munications of the counterpart target ser-
vices. And even that did not address the needs
of civilian agencies and departments. So you
think, dear reader, that sounds faintly ridicu-
lous? Yet the reality is that it happened, and
the transition to a consolidated structure and
consolidated operations took years of often
intense struggle.

Finally, Dr. Tordella understood that the
modern cryptologic establishment was not
simply a larger version of the black chambers
of earlier times. Code making and code break-
ing remained; they were not, however, the total
reality of modern cryptology. Understanding
the signals that carried cryptograms and the
electronic computing technology that gener-
ated, stored, or routed them were parts of the
process.

As was the true miracle of Twentieth Cen-
tury cryptology, traffic analysis. The very idea
that cryptologists, even when unable to pro-
duce plain text (the Holy Grail of the black
chambers) could provide, valuable, even life-
saving information to consumers, revolution-
ized the field. As an esoteric skill, and in lim-
ited applications, cryptology can exist apart
from the environment of electronic communi-
cations and information management. Secret
ink, anyone? But secret ink would not support
the construction of the mass on the Baltimore-
Washington Parkway. Modern cryptology is a
multiphase, multidisciplined process, with the
final victory achieved not at plain text, but at
the delivery of information needed by a con-
sumer in a format the customer can handle, in
time for the customer to act. The central fact
of American cryptology in the twentieth cen-
tury remains that Pearl Harbor was a cryptana-
lytic success (the Japanese ultimatum being
decrypted before the attack) and a cryptologic
failure (in that the warning was not forwarded
at appropriate speed).



DOCID:

4036134

It has been noted that Dr. Tordella, in
addition to being the heir to so much of the
achievement of Canine and Wenger, was also
the leader of an extraordinary generation of
American cryptologists. The preparation of
this special issue of CRYPTOLOG, like so
many of the other tributes to Dr. Tordella,
attests to that. His colleagues have supported
this effort with the same loyalty, affection, and
respect that filled the chapel at Fort Myer for
his funeral Mass.

Like Louis Tordella, his colleagues came
to the cryptologic service from other fields,
expecting, one suspects, to return to those pur-
suits after the war. Many of the cryptologic
personnel of the Second World War did pre-
cisely that, rising in many cases to positions of
eminence in business, in academic life, or even
on the Supreme Court.

A few, including Tordella, stayed on, or
resumed service after a short break outside
government. Why did they stay? Certainly
not because of the promise of fame or for-
tune. Certainly not because they foresaw an
opportunity to get in at the ground floor of a
large public enterprise.

Some say, even now, that “the business
gets in your blood.” All right, up to a point.
Who doesn’t like puzzles and mysteries? And
which of us would not admit, if pressed, to
some satisfaction at participating in an adult
version of the child’s “I know something you
don’t know.”

CRYPTOLOG
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We ritualistically dismiss the public per-
ception of intelligence associated with the
glamor described by lan Fleming or even the
analyst/case officer/covert action officer/policy
maker of Tom Clancy (does Jack Ryan also run
the motor pool?). But there is a mystique to it
all, even amid the day-to-day bureaucracy.

“It gets in your blood” may be a partial
answer. But it doesn’t tell the whole story. A
historian once noted that the Roman Church
turned to deal with the wounds of the Refor-
mation and the internal ills that produced it
through the handful of adherents to the new
Society of Jesus, “for their learning, loyalty,
discretion, resourcefulness, and eloquence.”
Dr. Tordella was a product of the Jesuit tradi-
tion and embodied its virtues, chief of which
was the determination to confront evil through
the development of the intellect.

Over and over, Dr. Tordella’s colleagues
describe  him through characterizations
remarkably similar to that description of the
early Jesuits: a commitment to education, his
own and others; moral authority; integrity; loy-

alty.

And patriotism. This issue is a tribute to
Dr. Tordella. But it cannot fail to be as well a
tribute to the generation he led. Cryptology as
an intellectual diversion may indeed get in the
blood, but one suspects the other motive for
remaining in the service for all of these men
and women was something even closer to the
heart. We, their professional descendents and
fellow citizens, owe them every thanks.
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Eulogy for Dr. Louis W. Tordella

by Waiter Pforzheimer

As I'look upon this gathering representing
the family, friends and colleagues of Louis
Tordella—among them great scholars and
workers in the field of cryptology to which he
devoted so much of his life—I know that the
brief remarks I am privileged to make here
should not encompass the technical fields to
which Lou devoted a life of service to his
country, and which so many of you know so
much better than 1.

But how to remember Lou Tordella in his
professional career? A few days ago, I talked
with my good British friend, Professor R.V.
Jones, sometimes called the “father of scien-
tific intelligence” for his work in World War I1,
and he recalled Lou’s “sense of fair play” and
again “his fairness and the balance of his com-
ments.” This was why, in part, the British
awarded Lou’s work and cooperation with the
rare (for an American) title of Honorary
Knight Commander of the Most Excellent
Order of the British Empire. One might also
remember that, in 1974, Louis was the seven-
teenth awardee of the President’s National
Security Medal—the fourth cryptologist to be
so honored. How interesting to reflect that this
very day, today, marks the fiftieth anniversary
of the appointment of the first Director of Cen-
tral Intelligence, a concept to which Louis
gave so much of his professional NSA cooper-

ation to make our Intelligence Community into
a workable, national concept.

But remember that Louis was not all work
and no relaxation. Remember his love of fam-
ily, with the wondrous Barbara and his chil-
dren at his side. Remember his great love of
music—opera in particular. He would sit by
the hour listening to opera broadcasts, or
attending nearby performances of both opera
and symphony. Remember one of his proudest
boasts (and he was not a boastful man), as he
told of how, when he was a student, he man-
aged to work himself into a walk-on part as a
spear carrier in an opera—I think it was
“Aida”

Let me now say what is known to all of
us—Louis’ tremendous capacity for quiet
friendship. His arms reached out to embrace
so many of us. So did his thoughts. As Alex-
ander Pope wrote in the eighteenth century,
“Thou wert my guide, philosopher and friend.”
So it was with Louis. For me, it has been more
than a quarter of a century; for some of you,
even longer. It was a warmth of friendship
which will be with us always.

Finally, let me say, in what little Latin 1
can muster: Ave atque vale: Hail and farewell,
dear friend.

Walter Pforzheimer’s involvement with the OSS in World War II has been described in
Robin W. Winks’ book “Cloak and Gown.” This eulogy was delivered at the memorial
service for Dr. Tordella on 23 January 1996.
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Dr. Louis W. Tordella, 1911-1996

by Thomas R. Johnson

Dr. Louis W. Tordella, a former top offi-
cial of the National Security Agency, died of
cancer on 10 January 1996 at the age of 84.
Dr. Tordella was a pioneer in the science of
cryptology and rose to the position of deputy
director of NSA, a position he held for sixteen
years, longer than any other official at NSA.

Dr. Tordella was born in Garrett, Indiana,
in 1911 and grew up in the Chicago environs.
He displayed an early affinity for mathematics
and obtained B.S., A.M., and Ph.D. degrees in
the 1930s. The outbreak of World War II
found him teaching mathematics at Chicago’s
Loyola University.

He volunteered for the Army, but the
recruiter told him that the Army would draft
whomever they needed. So Tordella made
contacts in the Navy, and he was brought
aboard as lieutenant junior grade in 1942. He
went directly into cryptologic work for the
Navy’s codebreaking organization, OP-20-G,
where he worked on the German Enigma
cipher machine. He was one of a team of bril-
liant mathematicians who designed the
“bombe,” a wartime machine used to decipher
the keys on the Enigma. He finished the war at
OP-20-G collection stations on the West Coast,
at Bainbridge Island, Washington, and Skaggs
Island, California.

After the war, Tordella stayed on with the
Navy, and in 1949 he joined the newly created
Armed Forces Security Agency (AFSA), an
early attempt to achieve service unity in the
business of cryptology. He was a key figure in
devising policy for the new agency and for its

successor, the National Security Agency
which emerged in 1952 to replace AFSA.
Although a Navy man, Tordella readily
grasped the advantages of unification, and he
pushed the concept forcefully in the early
years.

Tordella’s career at NSA brought him to
the very front rank of cryptologists. On the
technical side, he was an early advocate of the
use of computers for cryptologic work, and he
helped to cement a close working relationship
with a new computer firm, Electronic Research
Associates, which eventually became CDC.
His grasp of computer technology and the
associated engineering concepts, coupled with
his understanding of cryptanalysis, was invalu-
able in keeping the United States ahead of the
field in this critical skill. Tardella was also a
leader in securing American communications,
pushing a series of leading-edge new encoding
devices to secure U.S. government communi-
cations.

During the Eisenhower administration,
when the central concern of the government
was the growing Soviet nuclear capability,
Tordella led the NSA response. He was the
driving force behind NSA’s response to the
threat, and he directed the technical activities
of the Agency at a time when President Eisen-
hower had little else to rely on except signals
intelligence. In 1958 Tordella persuaded
Eisenhower to fund a new communications ini-
tiative, called CRITICOMM, which offered a
means to get critical intelligence information
to the White House within ten minutes. The
new system revolutionized concepts in Ameri-
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can intelligence, bringing with it methodology
that is still in use everywhere within the
defense and intelligence communities.

As a senior official at NSA, Dr. Tordella
played a central role in NSA’s outside relation-
ships. Close collaborators in Great Britain and
the British Commonwealth built up such a
trust with Tordella that many foreign intelli-
gence officials regarded him at the linchpin of
their relationship with
NSA. He traveled
throughout the world
building up that trust,
and it paid great divi-
dends over many years.
He also served as the

principal contact
between NSA and its
American collabora-

tors: CIA, DIA, and the
Office of the Secretary
of Defense.

Secretary Schlesinger presents
Dr. Tordella with the Baker Medal

In July of 1958,
while he was serving in
a liaison post to the sec-
retary of defense, Tordella was asked by then-
Director Lt. Gen. John A. Samford to become
his deputy. Tordella took office on 1 August
1958, and he continued as the deputy to six
successive directors until his retirement on 21
April 1974. He thus became the longest-serv-
ing high intelligence official since World War

CRYPTOLOG
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I1. Within NSA, he became an institution, and
to many he was NSA. There was no precedent
for his tenure, nor has it since been equaled.

Dr. Tordella received unprecedented hon-
ors over the years. On his retirement in 1974,
the secretary of defense, James R. Schlesinger,
presented him the National Security Medal.
That same month he received the National
Intelligence Distinguished Service Medal from
the Director of Cen-
tral Intelligence,
William Colby. His
relationship with the
British was offi-
cially recognized in
1976  when  he
become an Honor-
ary Knight Com-
mander of the Most
Excellent Order of
the British Empire.
After his retirement,
he remained active in
the intelligence com-
munity, serving on a
number of boards
and committees and as a consultant to various
corporations that held national defense con-
tracts. In 1992 the Security Affairs Support
Association, composed mainly of retired intel-
ligence officials, gave him the William O.
Baker Medal for distinguished service to
American intelligence.

CRYPTOLOG thanks Mr. Johnson and the Center for Cryptologic
History for permission to use the official NSA biography, which is
engraved on a bronze plaque in the National Cryptologic Museum, and
for the many photos of Dr. Tordella that appear in this issue.
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Dr. Louis W. Tordella,

Honora

Knight Commander

of the Most Excellent Orz[er of the British Empire

Presented by Sir Peter Ramsbotham, Her Majesty’s Ambassador to the U.S.
Washington, DC, February 1976

Ladies and Gentlemen,

It is a very great pleasure to welcome Dr.
and Mrs. Tordella and their family, and all our
friends and guests, to this ceremony this after-
noon.

We have all grown so accustomed to the
closeness of the relationship between our two
countries, that those of use who live and work
in the United States have come to take it for
granted. One reason why I welcome the
tumultuous and expansive way in which you in
America have begun to celebrate the 200th
anniversary of your birth as a nation is that, for
all the enthusiasm with which we are sharing
in your festivities, it does remind us British
that circumstances are capable of provoking
some very nasty misunderstandings. It is
somewhat paradoxical for an ambassador, in
speaking to audiences around the country to
which he is accredited, to remind them of the
differences which drove their ancestors to war.
But I do it, because it brings home to us now
that the excellent relations we enjoy today are
not the result of some divine ordinance.

They have come about more than anything
else through the close ties that exist between so
many of the separate departments of our coun-
tries’ activities, both official and unofficial.
There is, in peacetime, no natural identity in
our national interests, even though there may

be compatibility. But there is a continuing
opportunity to contribute to each other’s enter-
prises which makes our joint activities more
than doubly rewarding and exciting.

It is particularly in this period since World
War 1II that our co-operation has been profit-
able, the period spanned by the career of the
man whom we are assembled to honour
today. For his services, Dr. Louis Tordella has
already been awarded several of his country’s
highest distinctions. But his devotion to his
own country has been matched by an outstand-
ing contribution to our common cause. The
distinction which Her Majesty The Queen has
now been pleased to confer upon him is only
rarely awarded to a United States citizen. It is,
indeed, one of the most senior ranks of the
Most Excellent Order of the British Empire
and is, in a sense, Her Majesty’s gift. Dr.
Tordella will be joining the honoured company
of those whom the British Sovereign has
rewarded over the centuries for services which
go far beyond the call of normal duty. The dis-
tinction is richly deserved by one whose col-
laboration with the United Kingdom in the
field of national security is a most significant
example of the partnership which we value so
highly. I am sure that for you all, as well as for
my wife and myself and members of my staff,
this is an occasion that we will long remember.
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And so it is with the greatest pleasure that
I shall now read the formal authorisation for
me to make this award on behalf of Her Maj-
esty The Queen:

“By command of Her Majesty Queen
Elizabeth II, by virtue of the authority vested
in me as Her Britannic Majesty’s Ambassador
and Plenipotentiary at Washington in the
United States of America, it is my honour and
privilege to present to Louis William Tordella
the insignia which Her Majesty The Queen has

been graciously pleased to bestow—that of
membership of the Most Excellent Order of
the British Empire in the rank of Honorary
Knight Commander, in recognition of out-
standing services.”

Louis William Tordella, I request that you
now come forward to accept the insignia of the
Order.

February 19, 1976

CRYPTOLOG thanks|

Jand the UK Liaison

photograph of the medal.

Office for providing the text of the ambassador s remarks and

EO 1.4.(d)
P.L. 86-36
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“Louis Tordella Led by Example”

ol ]

86-36

On January 23, 1996, I stood in the chill
winds among patches of snow in Arlington
National Cemetery. I heard the words of the
funeral service, saw the American flag folded
and presented to Barbara and family. Then

. came the rifle salute and the lump-in-the-throat

P.

" sound of “Taps.” My closest longtime friend,

‘travel companion, and co-worker had come to
his final mortal resting place. Walking to our
car, my wife Jeanne and I talked about the
great good fortune which brought the Tordella
and families together. For my part, 1
again realized how proud and pleased I am to
have spent most of my active career life work-
ing with “Dr. T” and the rest of the World War
II cryptologic crew.

That crew participated in the unification of
Armmy and Navy organizations under the
Armed Forces Security Agency (AFSA).
Later we all gave fervent thanks when AFSA
was replaced by the National Security
Agency—a national-level agency.

Louis and I became close friends when we
participated in the first London Conference in
1948. Rules and agreements were established
for cooperation similar to the wartime UK-
USA arrangements which had produced amaz-
ing successes on difficult challenges. After our
return, we began our career-long cooperation
(some called it collusion) by jointly scraping
together a total of slightly over $400,000

I |is a former NSA senior official.

L. 86-36

—from diverse Navy and Army kittys! Then
we organized and used the money for a “do-it-
yourself” NSG-ASA fabrication project to
build radio teletype intercept equipment to
cover foreign non-morse communications.
The production line was in the basement of the
cafeteria at Arlington Hall Station. The equip-
ment worked, and we stayed under budget.

With the unification of the ASA-NSG
organizations, the military and civilian compo-
nents all entered the “Agency Invention”
period of AFSA, then NSA. This was a time
of travelling, planning and much bureaucratic
shadow-boxing (to establish NSA missions
and assist Service Cryptologic Agency budget-
ing, personnel, and operational mission
requirements definition and justification).

From 1952 until 1968, I travelled to much
of the world with “Dr. T,” visiting and evaluat-
ing facilities, identifying problems (often with
NSA) and participating in base-rights and
cooperative international arrangements. With
the Director, we also made numerous com-
mand appearances before DoD and congres-
sional review and approval authorities to sell
(or save) program and budget proposals.

In later years (in fact, in October 1995,
while Jeanne and [ were staying with the
Tordellas for the October Cryptologic Sympo-
sium), Louis and I talked about our choice of a
career in NSA. We concluded this October
that our career decisions were based on (1) the
interest, satisfaction and lack of sameness of
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cryptology and, (2) personal convictions that
the miracles of wartime contributions to Allied
success should be maintained as an asset to our
nation. The motivation for selecting NSG or
ASA was certainly not to join an established
operation with existing and clear missions and
objectives and a positive career outlook for the
future. On the contrary, the stringent security
of ULTRA had limited its distribution to a few
selected need-to-know military and civilian
users. This preserved the anonymity (but also
limited the appreciation) of the source. Post-
war demobilization further shrank the ranks of
knowledgeable, experienced users to a mere
handful.

With the defeat of Axis
military forces, the highly
competent cadre of wartime
cryptologists faced a unique
dilemma. They felt commit-
ted to preserving what they
knew to be an essential

ULTRA

national security function, the source.
however, they were faced
with:

e drastic reductions in  military

expenditures

* no major or high national priority
targets

* limited U.S. government customers

* questionable requirements for whatever
they might be able to produce.

Yet this problematic venture attracted Louis
Tordella, who could have opted for university-
level teaching or other stable occupations.

His choice of career is an indication of his
dedication. It is difficult today to comprehend
the hand-to-mouth existence of the early years
of AFSA/NSA. Fortunately, the endeavor had

The stringent security of
had
distribution to a few selected
need-to-know military and
civilian users. This preserved
the anonymity (but
limited the appreciation) of

gained a number of sponsors in high govern-
ment offices through VENONA successes.
Later successes justified funding of expanding
NSA and also solidified specific missions and
functions for the Agency.

One of the greatest problems of the first
decade of agency operations was bringing
together individualized capabilities and diver-
gent outlooks of very independent, and highly
skilled technocrats. Leadership for harnessing
and concentrating the exceptional capabilities
of these rugged individualists was provided by
Dr. Louis W. Tordella. He was accepted and
therefore followed
because of his brilliant
crypto-scholarship, his
practical knowledge, and
his fair professional
judgment. NSA workers
and members of the
associated Intelligence
Community became
aware of and admired his
combination of techni-
cal talent and high moral and ethical standards.
It is truthfully said that Dr. T never compro-
mised his beliefs or objectives, and never
claimed or derogated success achieved by oth-
ers.

limited its

also

He led by example and by offering inspir-
ing rationale for focusing limited assets and
mindpower on urgent requirements. His lead-
ership was key to NSA responsiveness and
contributions when urgently needed by our
nation’s planners and leaders.

With the passing of years and time to
think about past and current events, I have
come to realize that the greatest accomplish-
ment of Louis Tordella and his compatriots
(and successor cryptologists) may not be easy
to define—but is in fact the impact the NSA
creation has made in our world and in particu-
lar in our nation. Contributions to successes in
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the Intelligence Community, assistance to
national leaders, and support for military and
diplomatic initiatives have all caused varying
degrees of change for U.S. citizens, most of
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If the real value of a life and its ultimate
worth is in part the difference it makes in our
world, then Louis Tordella certainly made
important differences. All of us who worked

with him share a
feeling of pride

whom probably are not even

aware of the National Secu-
It is truly said that Dr. T never

rity Agency. Working in . . . and wonder at hav-
defense industries, 1 see co!'npr_omlsed his bell'efs OF  ing been part of an
many programs implement- ~ ©OPiectives, and never claimed or  pigioric  national
ing cryptologic functions derogated success achieved by . ryhiologic  pro-
which continue to drive Others. gram.

home the fact we are all part
of history and all of us share in results of past
events.

(U) This is my appreciation of an exem-
plary life and my salute to a true friend: Dr.
Louis W. Tordella.

CRYPTOLOG’s Former Board Chairman Remembers His First Meeting With Dr. Tordella:

I was truly saddened when I learned of Dr. Tordella’s passing, recalling the first time we
met. I had entered on duty full-time in June 1966 and automatically entered a six-week orien-
tation program at the old hospital site. The weather was hot and sticky, compounded by the
fact that the only air conditioning was a big fan trying quite unsuccessfully to ease the internal
smog. Despite the prospects of a long, hot afternoon, an announcement came by phone that
the deputy director was coming by to visit with us.

Having spent two prior summers as a summer hire, I was familiar with who the deputy
director was: one of the founding fathers, ranking with Friedman and several others who had
broken the German and Japanese codes leading to victory in WWIIL. You cannot imagine my
excitement and yet at the same time disbelief that such an important personage would visit our
lowly EOD class. Especially that he would do so in such oppressive heat and humidity and
then to stay even longer to have lunch with us.

I don’t remember what he said, only that he did come by to visit and that he spent a few
minutes during lunch talking to each one of us. What I remember most of all is the thought I
had then and have never forgotten: saying to myself, so this is what being a great leader is all
about.

| |retired after spent many years with NSA, most recently as the DO Senior Training
Authorzty and Chairman of the Technical Health Advisory Board; he also chaired CRYPTOLOG'’s editorial
“board.
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Louis Tordella: As Colleagues Remember Him

In March 1996, several of Louis Tordella’s colleagues assembled in the NSA
Broadcast Center for a retrospective on his career. The participants for this session
were: Ann Z. Caracristi, former Deputy Director of NSA, Maj Gen John Morrison,

USAF (ret.), Mr. Arthur Levenson,

|and CAPT James Pendergrass,

USN (ret). An edited transcript of t

eir conversation follows.

FP.L.

(L-R) CAPT Pendergrass, Maj Gen Morrison, Dr. Nolte, Ms.
Caracristi, Mr. Levenson, and |:|remmisce about
working with Louis Tordella

CRYPTOLOG: Each of you knew Dr.
Tordella for several decades. Captain Pender-
grass, you seem to have the honors within this

group for the earliest association with Dr.
Tordella.

Pendergrass: After the war, the Naval
Security Group was in chaos, as was every-
thing else in the services. I found myself just
back from Bletchley and found myself on a
newly created staff, one of the other members
of which was Dr. Tordella. This was early in
1946, January or February, and from that point
I got to know him quite well.

Was he still on active duty?

P.

10

Pendergrass:
that time.

No. He had converted by

Morrison: I met Lou in 1947 at Nebraska
Avenue [Naval Security Group Headquar-
ters]. I forget what the occasion was, but we
were still busy trying to strap ourselves
together. Something was in the wind about
reconstructing the business we had been in.
We knew that something had to be done about
the future of the business, and this meeting was
one of those occasions. Later, in 1948, I had
the opportunity to travel overseas with him,
and the relationship continued from there.

This period that John’s talking

,about was a very important time in the postwar

development of the cryptologic business. The

L.
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Navy and the Army were coming together, and
there were many problems associated with
integrating their wartime efforts. At times, it
seemed like it was not going to get done, but
the AFSA came into being. That did not put to
rest all the frictions and suspicions that
existed, and this is how I came to know Dr.
Tordella. He was recognized, even in those
early days, as the kind of person who could
serve well as a peacemaker. That may not be
the right word, but he had the capacity to
develop balanced positions that would lead
both sides to trust him and talk to him. This is
the area in which I've always thought Dr.
Tordella made his greatest contribution: keep-
ing us together in the days when we were very
weak and very vulnerable, and we could have
been attacked from any direction. Tordella had
foresight and vision and held us together in
that period. I was already developing a great
loyalty to him, and it stayed that way through-
out my career.

Most of the audience for this discussion will
have no first-hand experience with how tenu-
ous arrangements were during this period.
Any other thoughts on Dr. Tordella’s role in
that time? Was there a danger this consolida-
tion would fail?

Caracristi: I think there was. As in any
consolidation of two bureaucracies or two
companies, everyone gets very defensive about
his own role. Will you be able to play as pow-
erful or important a role in the new organiza-
tion as you did in the old one? So there was a
lot of tension in this period, but I think people
who came out of the wartime experience still
had a tremendous commitment to what we
were all about. We were more interested in
accomplishing the mission than in fighting
bureaucratic battles, though there certainly was
some of that going on.

Morrison: To use the current expression,
we had “different cultures.”

CRYPTOLOG
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Levenson: At the working levels, it may
not have been that bad, but at the higher levels
it got worse. In the Army, we had the feeling
that the only way we could find out what the
Navy was doing was to go through the British.

So the communication path from Arlington
Hall to Nebraska Avenue ran through Bletch-
ley Park.

Levenson: It was really ridiculous. So
consolidation was always looked upon as a
distinctly frail effort.

Morrison: Younger people here who are
interested in the pulling and tugging associated
with those days ought to take a look at some of
the material on that period, just to see what life
in that period was like. It was tough going.
You were never sure we were going to end up
with a coherent assembly of people who would
be mission-centered and with the capability to
serve the national interest. Service rivalries
were tough, and once the Air Force became
separate in 1948, you had another player to
contend with. I was very active on that side,
pulling and tugging in the direction of the Air
Force, while the Army and Navy were pulling
in their own directions.

Levenson: Another of the tough issues of
the period involved our relations with GCHQ.
We had the cooperation during the war, the
result of a high-level agreement between
Roosevelt and Churchill. Historically, even
between the friendliest of countries, people
never exchanged cryptologic sources and
methods and results. The fact of this coopera-
tion, with the assignment of Americans to
GCHQ, was a breakthrough. But with the war
over, the question was “Where do we go from
here? Do we continue with this cooperation or
is it too sensitive?”” Lou Tordella played a very
important role in this area, as one of the people
who established the postwar cooperation.

11
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We’re having this conversation within a.

week of the 50th Anniversdry of that agree-"%.\

ment. Was there opposition to continuing this
extraordinary cooperation?

“Of course. There was opposition
from other intelligence elements who felt that
the cooperation in Signals Intelligence was too
close, and other people were feeling left out.
Some of this may have been that there were no
formal guidelines for the cooperation until the
BRUSA agreement, which Lou not only
played a role in devising but on which he spent
the next several years working on implementa-
tion.

Morrison: Lou was recog-

86-36

In late 1952, AFSA was replaced by the
National Security Agency. Where was Dr.

~. Tordella in the process?

Lou had run what was called the
ollection Division in AFSA, running in effect
the intercept resources. This was a natural for
him, having come in to AFSA from having
been a station commander in the Navy. Then,
when General Canine came in 1951, Lou
moved to what was called AFSA 12, Plans and
Policy. That unit had assembled several of the
“bright young stars™ of the agency, and it’s my
recollection that Lou went from there to the
National War College in 1953-1954. When he
left the War College, he
spent a year or so at the

nized early on in this relation-
ship as a leader, as a man of
substance. Even as early as
the BRUSA Conference of
1948, he was recognized as
the leader of the American
delegation. Louis stood out;
he always stood out.

Was that a consensus view?

Pentagon working for
General Graves B. Ersk-
ine, who was a great friend
of General Canine, NSA’s
Director. He then became
head of something called
NSA 70; it had been
AFSA 70, but we kept the
same numbers and just
changed the letters.

Levenson: I can remember
a briefing he gave early on. It
was so remarkable, in its deci-

Caracristi: I've always been
grateful to Lou for the chance
to be exposed to an entirely
different part of the business.

That tells us something
about how momentous the
switch was from AFSA to

siveness and its clarity, I told

him afterward he was going to be the first
civilian director of NSA. He didn’t quite make
that, but then no one else has either.

One of the names associated with Dr.
Tordella’s early career is that of Admiral
Joseph Wenger. Would it be fair to describe
Dr. Tordella as a Wenger protege?

Pendergrass: To a certain extent. Lou had

worked for then-Captain Wenger, who had a
real appreciation for what Lou could do.

12

NSA. You went out of
business on Friday as AFSA and came back to
the same organizations on Monday.

Caracristi: At the time, I was in one
branch, and Juanita Moody was in charge of
another working a different problem. Lou
called us in one day and essentially asked us if
we would be willing to [ex]change jobs. Lou
was not the sort of person you said no to, but at
the time it seemed to me like a strange arrange-
ment. In the end, though, it worked out very
well, giving each of us a chance to be exposed
to an entirely different part of the business.
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I’ve always been grateful to him for arranging
that.

What was it like working here during that
time? It was a technically difficult period. Did
that affect morale?

Caracristi: Morale was never hard when
the problems were hard. In fact, I recall
morale as being very good.

Was there, however, concern
being expressed from outside
the agency about the future of

cryptology?

Caracristi: There were
concerns in that regard, and
committees were formed to
look over our shoulders, an
effort in which Arthur was
heavily involved.

I:lOf course congres-

sional oversight was a com-
pletely different issue. We
didn’t have any in those days. General
Canine’s favorite story was that he would go
down to Capitol Hill, and some member of the
appropriations committee would ask some
interesting question to which the general
would answer “Congressman, you don’t really
‘want to know the answer to that. You wouldn’t
‘be able to sleep at night.” And the members
‘would look at each other and they were content

L
1

companies
Data and

- with that.

Levenson: All the committee chairs were

very friendly in those days, and the secrecy
- impressed them, and they believed that NSA
- had to operate in a special way to be effective.

We got most of what we wanted, and a free
hand in how we used it.

In 1958, General Samford invites Dr.
Tordella to a meeting in which he asks for

L. 86-36

We were telling

IBM what we
wanted, and Tordella was at
the center of that effort.
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Tordella’s opinion of what the deputy director
should be like. Dr. Tordella tells him the dep-
uty director should be the director’s “alter
ego,” and Gen. Samford says, in effect, you're
it. Was that a surprise to anyone?

Levenson: Dr. Tordella had given one of
his celebrated briefings to General Samford
and a small group at the Pentagon, and they
were very impressed. And that may have sold
it for Lou.

I:I There was another

candidate for-the job, but I
don’t think there was any doubt
" that Dr. Tordella was the natu-
ral choice for the job. ‘

That will guarantee us a
--sotto voce reference or two on
the tape to the other candidate.
Were there any immediate
changes with him in that job?

like Control

Levenson: I think the
immediate impression was that
now we had a deputy director, because his pre-
decessors had had little impact. Joe Ream, the
first deputy director, may have been a terrific
lawyer, but he was out of his element. And
Howard Engstrom was a capable man, but he
held the job for only a short time before he left
too. Once Lou came into the job, you knew
there was someone there.

Dr. Tordella told the story of Mr. Ream
coming into his office on the day Ream left,
handing Tordella all his papers, and saying
“Lou, you might as well keep these. You’re the
only person here who'’s ever spoken to me.”

Morrison: I wasn’t stationed here at the
time. I was in the field. But the immediate
impression was that there was a steady hand on
the tiller. These were turbulent times, and peo-

13

o .;_P '

L.

86-36



DOCIDepyfhQf 1 34

Smhg 1996

ple felt safer with Lou up there manning the
conn.

Captain Pendergrass, you were not here at
the time, but you had remained personal friends
with Dr. Tordella.

Pendergrass: Well, when he made deputy
director, I was surprised. I was with the
Agency, in Melbourne, but even though he was
an old friend, I considered it a surprise—a very
pleasant surprise. He came out a few months
later for a conference. He was

were basically telling companies like Coni
Data and IBM what we wanted in high-spc
high-storage computers. HARVEST was -
result of that effort. That was all NSA, a
Tordella was at the center of that effort. i
many years, we were IBM’s best custom

They knew it; we knew it; and we had a cons’

erable influence on the industry.

In looking at Dr. Tordella’s work in this ar-
one gets the sense of someone very conscious
the need to stay in touch with developments

places like IBM and other te:

still very interested in foreign
relations, and he impressed all
his colleagues at that confer-
ence.

We've entered into the
period of his deputy director-
ship, a time in which, among
other things, NSA was doing
important work with the
emerging technology of com-
puters.| |can you

nical centers.

Levenson: Bell Labs
another example. We work
with Bell Labs to develop :
first instances of shared p
gramming, allowing seve
users to have access to the s:
computer. The whole concep:
virtual storage, in which y
keep moving data around so :
things you’re not using imm:

speak to that?

Pendergrass: Lou always knew
what he was talking  .about
because he spent time and effort

ately can be shoved out so so

~-thing else can be shoved

Levenson: The computer
business was in its infancy. A
few years earlier, we’d had the invention of the
first stored program devices, like ENIAC, and
the British COLOSSUS, which you pro-
grammed by setting switches. After the war,
several small groups, especially the United
States, got into the business. Remington Rand-
UNIVAC got started as ERA, Energy Research
Associates, and Howard Engstrom was deeply
involved in that effort. In those days, AFSA
and later NSA operated with something of a
“fee hand” in using our money. This amounted
at one point to about $20 million dollars [in
available funds], which in those days was real
money. But we invested that money in several
computer projects, including an effort to under-
write research into high-speed computing. We

14

to understand the issues.

increasing your storage. .

The issue of people skills must have b:
interesting. You certainly didn’t go out and r
people with computer degrees.

Levenson: Right. We had to develop ¢
own skills, but we came up with some crack-
jack programmers that way. In those days, i
programming languages were very primiir
and very specialized. That was very diffic
We eventually decided, however, to go to sor
thing called “open-shop programming,” on
theory that it was still easier to teach a crypis
lyst to program than to teach cryptanalysis
programmer. We had some friction in the e
days of cryptanalysts complaining that the
grammers didn’t know what they wante:

P.L.
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wouldn’t deliver what they wanted, so we said,
“Here. Youdo it.”

Caracristi: That’s an area in which Lou
Tordella had to step in and make it open.

Levenson: Oh yes. He had to overcome
the resistance of the programmers’ “union,”
that didn’t want to open up the field.

Speaking about another “union,” what
about Tordella’s relationship with other parts
of the intelligence community?

Caracristi: I think they were excellent. He
developed an excellent relationship with Rich-
ard Helms, for instance. He was the kind of
person who developed respect. Those were
times when NSA was recognized, as it contin-
ues to be, as the expert in a rather arcane
world. Lou was able to bridge the gap between
that world and the more general area of intelli-
gence. Most of all, he was able to make under-
standable what was going on at NSA, using the
briefing skills that Arthur has described. His
standing in the community was very high, and
he was, in effect, our link to the community.

Morrison: Those of us who attended Lou’s
funeral noted the number of people from other
parts of the community. CIA was well repre-
sented, as were other agencies. They really
turned out.

You get the sense that when Louis Tordella
talked, people listened.

Pendergrass: He was a good teacher.
Follow up on that, if you would.

Pendergrass: As a matter of fact, Lou not
only taught before he came into this business,
he taught at night at George Washington Uni-
versity. He even used that experience to recruit
a few people.

CRYPTOLOG
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Levenson: He was very good at teaching.
He would have risen to the top of that field, or
any other field he got involved in. On a trip to
Alaska one time, we stopped in Chicago to
change planes and we were met there by the
provost of Loyola University of Chicago,
Lou’s undergraduate alma mater. At one point,
the provost turned to Lou and said, “If you had
stayed with us, you would have been the dean.”

It sounds like GW’s math department needs
to erect a plaque of some sort marking the con-

tribution of NSA to its programs. Solomon
Kullback and Louis Tordella.

Pendergrass: I think we’ve missed one
point in that Lou always knew what he was
talking about because he spent time and effort
to understand the issues he was dealing. He
wanted to understand all the parts of the busi-
ness, rather than being a specialist in cryp-
tanalysis or collection or whatever. oL

I:l His student-teacher involvements
were a lifelong concern. He taught both before
and while he worked here. But even after he
retired, he continued to go over to the Univer-
sity of Maryland and take courses in chemistry
and physics.

What was it like working here while Dr.
Tordella was deputy director?

Caracristi: As Jim said, he worked very
hard to keep track of almost everything. One
of the things I remember him keeping track of
was the VENONA problem, which has
recently been declassified. Now everybody
knows about it, but for a long time, this was
something Lou took a great deal of personal
interest in. He kept in touch with the people
working it, he looked at the product, he per-
sonally arranged to collect material that would
enhance our productivity on this problem. It
was also an area in which he had great con-
cerns about security and compartmentation.

15
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He kept personal track, as he always did, with
the people working problems and issues that
interested him. And he knew—personally—
vast numbers of the people who worked here,
even during periods of rapid growth.

Did he have a role in the continued work on
this project so long after collection stopped?

Caracristi: Very much so. There was a
great deal of concern that within this material

might be revealed who were the missing spies
in various cases that had developed. Because
he thought this material might reveal some of
that information—in effect, traitors in this
country or in England—he, together with the
British, encouraged the pursuit of this prob-
lem.

Were there people in the building who were
suggesting that this was not worth continued
effort, that it was becoming a historical prob-
lem, not a cryptanalytic one.

Caracristi: Yes, there were. 1 may have
even become one of them.

It must have been difficult for a new direc-
tor to come in here with a deputy who was so
firmly entrenched.

|:| Some of these directors are still
around, so I’d better be careful. But most of
these men had very strong personalities of
there own, so I don’t think they felt challenged
‘by Dr. Tordella. Some, especially those we
/ might describe as more intellectual, actually
; felt good having him around. General Allen
- and Dr. Tordella had a great relationship, and
General Allen was one of the better-informed
directors, technically speaking, we’ve had.
Other directors may have been more political
or not as technically skilled, and they may
have been intimidated by Dr. Tordella.

. 86-36
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Levenson: Let me put in a word for Gor-
don Blake, who was a very good director and
who did not feel threatened by Lou. And they
worked well together. Next to Canine, who in
my book was in a class by himself, Blake was
marvelous. ”

"Canine was another one who had a
great respect for Tordella. ‘No question about
it, Canine helped establish Dr. Tordella’s posi-
tion in this agency. To cite another case, I
don’t think Gen. Samford was intimidated by
Dr. Tordella. I think he regarded him as a
friend. 1 know that'Admiral Frost looked to
Tordella for help on many things.

Levenson: Admiral Frost looked for help
anywhere. '

[ JAdmiral Frost was his own man

and made his own decisions. But he was wise
enough to understand that Dr. Tordella’s
understanding of this business was greater than
his. He took advantage of that understanding.
All the parties associated with this story are
deceased, so I think I can tell it without fear of
libel suits. But we had a new director, Admiral
Frost, and there was a period of several weeks
in which he could not take up his position
because his predecessor was not eager to give
it up. So Dr. Tordella, who had become deputy
director at that time, decided Admiral Frost
should occupy himself going around visiting
places that were going to be important to him
in his new job. He wanted him to visit GCHQ,
and he asked me to go with him to keep an eye
on him, make sure he saw the right people, and
SO on.

Let’s talk about the period just before and
after Dr. Tordella’s retirement. Was this a sur-

prise?

Caracristi: No. I think it was accepted.

86-36
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Morrison: If anything, I think people felt
Lou was entitled to retire. He had borne the
brunt of an awful lot.

Caracristi: And Buffham was the heir
apparent. Buff had worked plans and policy,
and had the background to deal with the range
of problems associated with the job. So, I
think it was a very easy transition.

Levenson: I think it was an advantageous
time for him to retire personally, and at some
point I think he actually felt he may have
stayed a bit too long. It may have been true.
He did so many marvelous things, but you can
only stay in a job so long. He was ready to go.

What stands out about him personally?
What should this generation of cryptologic
professionals know about Louis Tordella?

Morrison: He was a dedicated man, a man
who just lived this business. The amazing
thing is how he found the time to do all the
things he did. He ran rings around all of us.

I frequently worked on Saturdays when I
was ADP, and Lou would work on Saturdays,
and after noon or so, we would go up to the
Director’s dining room and look in the icebox
and get cheese and rolls and “libations,” and
then we’d really get around to talking about
what was on our minds. This was where you

CRYPTOLOG
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saw the real, warm, considerate person he was.
I just admired the dickens out of him.

Caracristi: It’s important to remember that
even though he did work hard, he was able to
maintain interests in things other than work.
He was very interested in opera, not just the
Washington Opera, but the Baltimore Opera.
He went to New York to the operas; he was
interested in other kinds of music. He was
interested in his family. This was a very well-

rounded person. o1

There’ll never be another Tordella.

Captain Pendergrass, we’ve done you the
disservice of surrounding you with all of these
Army people. You get the last word.

Pendergrass: He was a rare combination.
He was a very smart man, a hard-working
man, a very good leader who was also very
loyal. It’s not easy to find people who com-
bine all of these. When you think of the
funeral and the chapel at Fort Myer absolutely
full. I think the staff over there was com-
pletely unprepared for standing room only for
a Captain, U.S. Naval Resérve. That was a
tribute on the part of everyone there.

I know you’re all here today to honor Dr.
Tordella, but for those of us working here
today, it’s an honor to have you back. Thanks
for coming to spend the time.

17
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CRYPTOLOG interviews NSA employee Gene Becker:

Mr. Becker, you’ve witnessed the discussion
with Dr. Tordella’s colleagues. What's your sense
of Dr. Tordella’s contribution to NSA?

As has already been pointed out,
Dr. Tordella’s contribution to this
agency was absolutely tremen-
dous. Among the qualities
that distinguished him were
his integrity, even extend-
ing to very minor things.
Frank Austin, who was
very close to Dr. Tordella,
describes how Tordella

“When questions came
about why did NSA need this
or need that, the assurance
that ‘Dr. Tordella says they
need it’ went a long way

example, he handled the NSA budget practically
singlehandedly. He either prepared the director to
go downtown or he testified personally.
When questions came about why
did NSA need this or need that,
the assurance that “Dr.
Tordella says they need it”
went a long way toward
gaining approval.
That kind of authority
is not likely to be
equalled.

Someone once said

was in London when Frank toward gaining “You manage things;
was our representative there. " you lead people.” And
Tordella’s flight was cancelled approval. the leadership quality

and Austin offered to arrange to
get him on another flight, first
class. Dr. Tordella refused, saying he
wouldn’t travel first class, because no one else

in the agency could. Austin tried to persuade him
that it would keep him on schedule, but Tordella
wouldn’t hear of it. He flew out the next morning,
on coach. That was Dr. Tordella.

The other characteristic that came out in this
conversation was his moral authority. When the
Martin and Mitchell case came about, it was one of
the worst spy cases in the agency’s history to that
point. It shook everybody up, the chief of person-
nel and the chief of security were fired, and the
workforce was very restive. Rumors were flying
all over. Dr. Tordella convened a meeting in the
Friedman Auditorium, and gave assurance to the
agency that, no matter how bad the case was, we
would go on. People should go back to their jobs
and carry on. With his assurance, the shock waves
going through the agency were stilled. He had
enormous authority in moments of crisis.

But the power of Dr. Tordella’s word was enor-
mous within the U.S. government. At the time, for

comes across so Strong, you
could still see it today with our

guests. Dr. Tordella was their
leader.

And that respect and authority continued
throughout his life. There’s also that attention to
detail. Nothing was too insigntficant to escape his
attention. When the agency moved to the Friend-
ship complex, the regulations said the government
had to pay relocation allowances if the change of
station involved a trip of more than 10 miles. The
system assured Dr. Tordella that in fact the distance
did exceed 10 miles. But that wasn’t good enough
for Tordella. Joe Burke, who was then a senior
executive, used to tell about getting a call from
Tordella saying, “Bring your car around in ten min-
utes.” Not knowing what the purpose was, Burke
brought his car around to the front of the building,
Tordella got in, and directed him to Friendship.
And the distance on the odometer was just over 10
miles. But there was that attention to detail. He
approved every major project.

He was restless about the development of a
more bureaucratic system that seemed to be under-
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mining that personal control that had been possible
when the agency was younger and smaller.

Toward the end, the growth of bureaucracy, the
increased congressional oversight, and other
things must have been significant changes for him

The simple growth of the agency was a factor.
We had become a several billion dollar a year cor-
poration, with thousands of people operating a glo-
bal system. And that may have been part of the
feeling, referred to by Arthur Levenson, that
Tordella may have felt that he stayed a little too
long.

If you go back to that period of consolidation
we spoke about earlier, that consolidation was suc-
cessful. But it’s important to note that it could
have failed. It was not inevitable.

There was nothing inevitable about it at all. In
fact, as someone said earlier, we were on probation
in those early years. We were constantly being
examined and reexamined. We owed our success
in part to Eisenhower, who remembered how
important COMINT had been to him during the
war, and wasn’t going to jeopardize that.

And internally, you look at people like Gen.
Canine, Adm. Wenger, and Dr. Tordella as keys to
that success, with Dr. Tordella providing much of
the continuity.

What Tordella contributed, among other things,
was his ability to negotiate between various fac-
tions. If he proposed a compromise, people were
willing to listen. His personal prestige carried
enormous times at a delicate point in our history.
The centrifugal forces in the process, a natural rest-
lessness on the part of the services to accept NSA
authority, a tendency to wonder whether intelli-

gence they didn’t control would be there when they
needed it, was an understandable concern. So we
always had to prove the case that we would be
there. And re-prove it. There’s a changing audi-
ence out there that constantly has to be reeducated,
and Dr. Tordella provided enormous continuity
over a long period of time.

You were interviewing him late in his life, when
he knew he was very ill. What sort of assessment
had he made of his career?

I think he was enormously proud of his role.
That came through in the interviews, as did his nat-
ural role as a teacher. He left a legacy of technical
excellence that he was proud of, and that will
endure as long as the agency endures. He was the
first NSA employee to attend the National War
College, and he pushed programs like that. He
pushed people to go into them. It was not Tordella
single-handedly promoting this, people like Frank
Rowlett and others also contributed, but the
emphasis on technical excellence is one of his
enduring legacies.

Any last thoughts?

We’ll never see another Tordella, for a variety
of reasons. We’ve changed. The world has
changed. But the qualities he brought to the
agency: integrity, moral authority, and civility,
those are always in short supply. And qualities we
always need to look for. That too is a part of his

legacy.

Not a bad record. Moral authority, integrity,
teaching instincts, technical excellence, leadership.
All the things we would want to instill into future
generations.

Exactly.
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Dr. T. — The Man

I completed a review of about twenty boxes of former Deputy Directors’ correspondence at
about the time of Dr. T’s death in January 1996. The title “Dr. T” was used almost universally by
many mid-level managers. Much of his material will continue to be of high interest to SIGINT
and COMSEC (INFOSEC today) historians. Having known him personally, I was always
impressed by his technical knowledge, management skills, and writing ability. After reviewing
many of his hand-written notes, letters, and memoranda, I am now equally impressed by his
humanity. He was extremely logical in his thought processes, a master of the English language,
and precise in his instructions, particularly for access to sensitive material. His application of the
need-to-know principle was often enforced by obtaining one’s agreement not to make copies nor
show it to anyone; one’s initials usually were mandatory. One could feel the sincerity, and the
intensity, as he explained to people in meetings and on the telephone, how things would be. Here
are a few of his notes to specific individuals:

* 30 November 1964: “Polly: For your * O July 1974: “Mr. XXXX read in my

info. Please initial. If you choose to let
anyone else see it, please let me know.
Please return and we can discuss.”

8 December 1973: “By Hand. Buff:
you should read this. Please return to
me by hand.”

10 July 1973: “This copy retained by
me with (the writer’s) knowledge.”

December 1973: “N.B.: If these papers
cannot remain in the D/DIR safe, they
should be burned. Under NO circum-
stances should they go to the archives.
L. W. Tordella.” (Even 22 years later,
his wishes were heeded; they did not go
the archives!)

etired after 41 years of government ser-

yiée. After a 21-year career with the Naval Security
f.f'Group, he has worked for five Directors, five Deputy
.| Directors, and ten Chiefs of Staff/Executive Directors.

86-36

presence. I stressed no attribution of
any ideas set forth herein.”

He once wrote a reply for Lt. Gen.
Carter’s signature which further typi-
fies his sensitivity to access: “First of
all be assured that only Lou and I will
know of the contents of your letter until
such time as you advise me that the
appointment is made public. (Except,
of course, the beautiful blonde secretary
who typed this and she is the most dis-
creet of the three of us). . . Discreet
inquiries lead me to conclude that your
choice of a replacement is an excellent
one . . . I notice that you have empha-
sized his tender age—44. It is only pure
coincidence, I’'m sure, which prompts
me also to refer to people in this age
bracket as babes in arms and to 54-year-
old people as fuzzy-cheeked youths.
Us older folk are teen-aged
delinquents.”
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Dr. T. was a champion of the UKUSA
agreement and would have surely attended the
50th anniversary of its existence had he lived
only a few more months. Also noteworthy was
the presence of the current Directors of both
GCHQ and CSE at his funeral in Arlington
National Cemetery on 23 January 1996.

His letters to the Senior U.S. Liaison
Officer, London (SUSLOL) and to GCHQ
were extensive; most of them he apparently
wrote himself. Among other topics, he, like
everyone else, wanted to know how he was
perceived by others. In the mid-60’s he asked
a trusted SUSLOL colleague for an informal
assessment which brought a handwritten reply:
“Further, in your letter you ask of ‘any reflec-
tions recently on your

EO 1.4. (c)

P.L. 86-36
maybe keep your door closed more often dur-
ing the day and not be so available? 1 really
think you must do something” Such cogent
advice notwithstanding, no one remembers
seeing Dr. T.’s door closed often, nor many
horseholders awaiting instructions from the
master.

performance.’ People On 27 May 1982,
sometimes tffll me you In spite of advice from long aftfar he retired, Dr.
are too busy, i.e. that you colleagues to moderate his T. reviewed a 1963
do too rn.uc‘h yourself’. schedule and rely more on report. He penne.:d angte
My reply is ‘who else? others, no one remembers °©°" the cover which said,

The only specific thing 1
have heard from our
XXXX friends which is
anything  but  high
praise, was their amaze-
ment over the XXXX
thing. The concern was deep and they had a
hard time reconciling the NSA ‘position’ and
their knowledge and opinion of you. They
finally attributed it to the fact that you were so
busy that you hadn’t had time to think it
through and XXXX had got you in a weak
moment. Otherwise, all and everything I hear
from visitors, is fine.

“With respect to how busy you are, Satur-
days and all that—you’ve got to stop it—I
don’t know how. But you aren’t going to be
any good to anybody if you get sick. Could
you use XXXX more? . .. Have you given any
thought to having a couple of junior ‘leg men’
type assistants? Could XXXX take some of
the administrative load off you? Could you

22

seeing Dr. T.s door closed often,
nor many horseholders awaiting
instructions from the master.

“I spent almost 8 days
full time on various
aspects of this study of
NSA .and NSA-GCHQ
relationships.” He no
doubt provided his usual
sage advice to interested NSA parties.

In a 2 March 1968 letter to SUSLOL:
“Another problem which is causing me undue
waste of time and energy is the usual agitation
and nonsense about reorganization which
occurs in every Director’s third year of office.
Because 1 don’t feel inclined to discuss it in
detail without a liberal use of four-letter words,
I’ll say nothing further about it” And he
didn’t! But his good sense of humor came
through in the final paragraph: “. .. By the
time all the miscellaneous nonsense is taken
care of, the remaining two to five percent of
my time is being devoted to coping with some
of the pressing daily problems in the Agency,
including, the budget, and one or two other
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minor inconsequential aspects.”

Both his ire and humor were evident in a
privacy message dealing with an outlandish
article in the magazine Ramparts. It dealt

with US/UK collaboration|

. If you have read the Ramparts article, you
will note that most of the claims made by [the
author] FELLWOCK (and I can hardly resist
the temptation to transpose a couple of letters
in his name) are fictional ... The statement
that the NSA HQS has no windows is belied
by the picture of the HQS building published
in Ramparts which shows either windows or
painted-on black rectangles.” For this particu-
lar message, he did not even let the communi-
cations center keep a copy; the original
message form was dutifully returned to him
with the date/time group handwritten on it.-

His ability to explain NSA’s mission and
functions was much in demand, both at home
and abroad. An August 1973 letter from the
President’s Foreign Intelligence Advisory
Board acknowledged his briefing skills: “. . .
you might be interested in learning that there
was a uniform sense of admiration for the clar-
ity with which you articulated a series of com-

CRYPTOLOG
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plex, technical matters, and respect for the ease
with which you covered the full spectrum of
NSA resp0n51b111tles‘.‘ RO 1.4 (0)

o P.L. 86-36

- Dr. T’s edicts were not encurmbered by

formal “decision memoranda.” He often-wan-
dered into your office, exchanged pleasantries,

and told you what he wanted done. |

| After successful testing, and

amid plans for an operational capability, the
ever-practical, logical, and sensible Dr. T.
feared aircraft collisions | |
| | The coup de grace was delivered per-
sonally to the senior manager quietly, effi-
ciently, and irrevocably.

Some may have chafed under the inflexi-
bility of his guidelines, strict accountability,
and attention to detail; however, his strong
leadership ability was widely respected and
obviously served the Agency well in its forma-
tive years. There is little doubt that to many,
he was, in fact, “Mr. NSA” during his tenure as
Deputy Director from 1958 through 1974.
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“If Lou Tordella Says It’s OK, That’s Good Enough For Me”

by Gene Becker

The young Navy lieutenant was handed a
highly classified message with instructions to
decrypt it personally. It was 1943 and the lieu-
tenant was Dr. Louis Tordella, acting OIC of
operations at the Bainbridge Island Naval Sta-
tion, receiving an “eyes only” instruction from
Naval Headquarters to set up a compartmented
intercept project directed against Soviet naval
communications. He quickly assembled a
select team of about 15 operators, all of whom
had been “on-the-roof—gang”1 Morse operators
and many of whom went on to have highly
successful careers in the Navy (six retired as
captains, including Chris Currie and Hal Joce-
lyn). This was the first U.S. Navy collection
effort against a Soviet military target, and was
Dr. Tordella’s first operational cryptologic
assignment.

Dr. Tordella’s association with the Soviet
problem continued after he left Bainbridge
Island in 1944. He received orders to go on
assignment to China after a stop at headquar-
ters in Washington. On arriving in Washington
he learned that his orders had been changed
and that he was to report to Bell Laboratories
in New York for special training on a new sys-
tem of equipment that was designed to deci-
pher Japanese voice codes. Before the system
could be deployed to the Pacific, however, the
military situation there had changed and it was
redirected to a newly established U.S. Navy
experimental intercept site at Skaggs Island
with Lt. Tordella in charge. In addition to per-
sonally heading the operation, he designed a

1. This term was applied to the Navy’s Morse intercept
operators, who literally were trained in huts on the roof of
the Navy Headquarters building.

crude multiplexer, the first of its kind (then Lt.
()-8.) Art Houseman, who went on to become
CEO of Ampex, designed a greatly improved
multiplexer); this system, despite being cob-
bled together, proved to be very successful.

The training assignment at Bell Labs was
to have an important influence on Dr. Tordella.
It was a valuable lesson in how research and
development could quickly provide concrete
solutions to operational problems in the field.
It was also a lesson in the value of training and
hands-on experience in the successful deploy-
ment of new and untried systems. Further-
more, it was a practical demonstration of the
importance of collaboration and cooperation
with the private sector.

The early years of Dr. Tordella’s long
career in cryptology were one of many sub-
jects that he talked about in a series of inter-
views conducted as part of the Center for
Cryptologic History’s Oral History program in
the year preceding his death. What follows are
some impressions of Dr. Tordella and a few
highlights of these interviews (a full account
will be published in the future).

In 1960, the defection to the Soviet Union
of two junior NSA cryptanalysts named Martin
and Mitchell made front-page news across the
nation and hit the Agency with devastating
impact. Although the Agency had had several
spy cases In the past, specifically those of

Mr. Becker is a longtime NSA employee. This
article is derived from a series of oral history inter-
views conducted with Dr. Tordella by the author.
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Petersen and Dunlap, none was of the magni-
tude of the defection to Moscow of Martin and
Mitchell. Several investigations were
launched into the affair, the most significant of
which was that of the House Un-American
Activities Committee. There were several
immediate consequences of the various inves-
tigations: the Chief of NSA security was fired
and a number of subordinate officials were
transferred; the Chief of Personnel was also
fired; and the security clearance procedures
were changed to require full background inves-
tigations before access to classified material
was granted.

The affair contin-
ued to  reverberate
throughout the Agency
and rumors of addi-
tional firings and adverse
actions persisted. Dr.
Tordella, by now Deputy
Director of the Agency
with a well-established
reputation for honesty
and integrity and with an
aura of moral authority, convened an open
meeting of employees in the Friedman Audito-
rium. In a brief address he told a standing-
room audience that the Agency had been hurt
by the Martin and Mitchell affair, that actions
had been taken to improve security and per-
sonnel procedures, but that there would be no
witch hunt, no draconian measures and that the
essential work of the Agency would continue
and would prosper. His words of assurance
had an immediate calming effect and life at
NSA soon resumed its normal pattern.

Mitchell

Dr. Tordella described relations with Con-
gress during most of his career as Deputy
Director as being confined to dealing with a
few key committee chairmen and senior mem-
bers in both Houses. He often appeared per-
sonally before the committees, either
accompanying the various directors he served

26

His words of assurance to
the workforce affer
defection of
had an immediate

caiming effect.

or by himself. Such was his reputation for pro-
bity on the Hill that Senator Saltonstall, the
senior senator from Massachusetts and mem-
ber of the Senate Armed Services Committee,
was quoted as saying, “If Lou Tordella says it’s
OK, that’s good enough for me.”

Dr. Tordella recalled one occasion when
Mendel Rivers, Chairman of the House Armed
Services Committee, asked to see him very
early one morning to explain why there was
need for another Liberty ship for the Navy to
use as an intercept platform. Before meeting
with the chairman, Dr. Tordella asked about
the existing Liberty ship
and was told that the
Navy had ordered it to
take up a position off the

coast - |
_-|"because

of a seriows internat cri-
sis there.P - LDutngs Shis
meeting, Chairman Riv-
ers asked him where the
existing  ship  was
located, and Dr.
Tordella responded that it was on location off
the ooastl_:lbecause ‘of the current
crisis. “Good,” said Rivers. “That’s where it
ought to be,” and approved the request for a
second ship.

the
Martin and

As Deputy Director, he took a special
interest in and played a direct role in the con-
duct of the Agency’s foreign relations. He had
been a leading member of the U.S. team that
negotiated the original BRUSA Agreement
shortly after World War II and later he played a
key role in negotiating the follow-on UKUSA
Agreement that governed the relationship
between NSA and GCHQ. Dr. Tordella’s
view, which in effect became the Tordella doc-
trine, was that the Agency had a partnership
with GCHQ and that we shared tasking and
operations but could function independently of
one another. As he said, “We are each mindful
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of our national interests but can still find com-
mon ground.”

Dr. Tordella was also directly involved in
relations with private industry. Here too the
high regard and esteem in which he was held
served the Agency’s interests well. He devel-
oped a close and long-standing relationship
with Dr. William O. Baker, former director of
Bell Labs. Dr. Baker was an influential mem-
ber of the scientific community, a member of
the President’s Foreign Intelligence Advisory
Board under several presidents and a great
champion of cryptology and the Agency. Dr.
Tordella had an understanding with Dr. Baker
and others in the private sector that if NSA
needed help in technical and scientific endeav-
ors they would respond as a matter of the high-
est priority. NSA was brought in on planning
by IBM, Sperry Rand, RCA, and Burroughs,
among others, and was able to influence signif-
icantly the design of systems and equipment
and indeed the pace and direction of research
and development, particularly in the fields of
telecommunications and computers.

As is evident, Dr. Tordella was involved in
every important aspect of the Agency’s mis-
sion and functions. One aspect that he dealt
with that resonates even today was the NSA
role in the production of intelligence. The
issue began with the establishment of the
Agency and the attempt to rein in its crypto-
logic mission by those opposed to the central-
ization that NSA represented. The subject was
highly contentious and charged with emotion,
and issue was joined over NSA’s issuing sev-
eral summary reports during one of several cri-
ses in the 1960s when the flow of intelligence
had overwhelmed the system.

Dr. Tordella, although forewarned that the
summary reports would stir up a controversy
in the community, approved their release.
Gen. Carroll, then director of DIA, immedi-
ately protested this overstepping of bounds by

CRYPTOLOG
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NSA. The issue was taken up at a USIB meet-
ing at which Dr. Tordella represented the
Agency. After Gen. Carroll explained his
position, the chairman asked him whether he
found the reports useful. He replied with a
yes. The chairman then asked him whether
DIA could have issued the same reports. He
replied with a no. The Chairman then asked
each member the same questions, received the
same replies, turned to Dr. Tordella and said
that NSA should continue to publish such
reports.

Dr. Tordella was the first Agency civilian
to attend the National War College, and there-
after the Agency began to send people to the
senior service schools routinely. He was a
great believer in the value of training and edu-
cation, and we mentioned earlier how his own
experience at Bell Labs made a lasting impres-
sion on him. He also promoted maintaining
the highest possible standards of technical and
professional excellence and ardently supported
the professional career structure that became a
hallmark of NSA’s career development pro-
gram.

Dr. Tordella’s long and ° distinguished
career chronicles the Agency’s passage from
its tentative beginning after WWII to its posi-
tion today as a pillar of national security.
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Dr. Louis W. Tordella
1911-1996
Deputy Director, National Security Agency
1958-1974

As this issue of CRYPTOLOG was going to press, we learned of the death of Dr. Louis W.
Tordella. In duration alone, his tenure as Deputy Director of the National Security Agency stands
as a remarkable event in the history of American cryptology. But even that understates his role in
forging this agency and the cryptologic establishment it centers.

Simply stated, Louis Tordella ranks as one of the leading figures in the creation of the

post-World War II American intelligence establishment. In its next issue, CRYPTOLOG will
present a more detailed appreciation of the career of this great and distinguished man.

W.N.
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Interview with Dr. David Kahn,
1995 Resident Scholar at the Center for Cryptologic History (U)

ol ]

(U) Dr. David Kahn is a scholar, journalist, and
author of a number of important books and articles on
cryptology, including The Codebreakers and Seizing the
Enigma.

(U) What led to your interest in cryptology in
the first place?

(U) 1 read a book when 1 was a kid, and 1 never
grew up. The book was by a civil war naval historian
named Fletcher Pratt, a book with a terrific title: Secret
and Urgent. 1 saw it in a window of the Great Neck
library, and was attracted by the terrific dust-jacket, let-
ters and numbers coming out of the cosmos. 1 read it,
and the whole subject of codes and ciphers just hooked
me. Of course 1 was at that age, 12 or 13, when I think a
lot of people get hooked on their hobbies or their inter-
ests.

(U) What led to the decision to write The
Codebreakers?

(U) Codes and ciphers and cryptology had been a
hobby of mine for many years. In 1960, in an episode
NSA probably doesn’t like to remember, two members
of the agency, Martin and Mitchell, defected to the
Soviet Union. It was a front-page story in the New York
Times, and I thought that this might be a good opportu-
nity to write a piece for the Times on the background of
that event, telling all about codes and ciphers and the
role they’d played in history. 1 wrote it for the Times
magazine, and the next morning I got calls from three
publishers asking me to write a book on codes and
ciphers with a little introductory historical chapter.

(U) 1 began researching the history of codes and
ciphers, and there was a lot of material in scholarly jour-
nals and in other places which I found just by following
footnotes through journals that were listed in the stan-
dard bibliography. Suddenly I noticed that I was in the
year 1600 and on page 250 of this first chapter! Well,
something had to change. So I turned it around and
made it a chronological piece, and so much hadn’t ever
been told that the book just kept growing and growing.

(U) What was NSA’s reaction to the book?

(U) Oh, NSA hated the book! NSA hated the fact
that I had obtained information about NSA, what it had
done and what it was doing, some of the effects it had on
negotiations and things like that. NSA sent out warn-
ings that the book was to come out, and nobody was to
comment on it. That happened in 1967-68, and if you or
anybody else at that time had asked me whether 1 would
ever be sitting here and be allowed to enter NSA
unescorted (only in certain areas, because I'm
uncleared), and be a member of the NSA team, every-
body would have laughed at you.

(U) What does one do as a visiting scholar?

(U) 1 have been dealing with the declassified
papers of Herbert Yardley, a very colorful and important
American cryptologist of 1917-1929. He was the man
who founded the American cryptologic establishment,
an organization called MI-8 (Military Intelligence 8), of
the General Staff. After the end of World War 1 it was
transformed into a joint Army/State Department agency,
technically called the Cipher Bureau, but commonly
known as the American Black Chamber, which is the
title of the book that Herbert Yardley wrote after Henry
L. Stimson, thinking that gentlemen do not read each
other’s mail, closed it down.

(U) Yardley’s documents are mainly technical and
administrative, and having been a reporter, [ knew I
couldn’t just write the story from them, I’d have to go
beyond them. So lately I’ve been going into the private
papers of people Yardley worked with, expanding the
research into other areas. For example, Yardley wrote
about a missionary cryptographer who knew Japanese
and was brought in when the U.S. was breaking Japa-
nese codes before the Washington Disarmament Confer-
ence in 1921-22. This man turned out to be an
Episcopalian minister and missionary, so I wrote to the
archives of the Episcopal Church in Austin, Texas, and
got a couple of articles about this man that I will be able
to use when I write the story of the American Black
Chamber. So that’s the kind of stuff 1 have been doing.

—TFOR-OFFICIATUSE-ONEY-
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And writing away at high speed, I might add.

(U) As we complete the 50th anniversary com-
memorations of the end of the Second World War, do
you find that the role of intelligence in conflict is
clearly established?

(U) Well, certainly in World War II it was pretty
clearly established. It was begun to be established in
World War 1, when radio first came in. Radio is key to
the importance of cryptanalysis because radio turns over
a copy of any message to the enemy. There were a num-
ber of important cases in World War I. One case of
communications intelligence, which was an administra-
tive and not a cryptanalytic failure, was when the Rus-
sians failed to distribute cipher systems to their lower
echelons very early in the war. As a consequence the
Germans were able to win the battle of Tannenberg, the
battle that started Russia on its long slide into ruin and
revolution. There were many tactical cases of commu-
nications intelligence in WW]I, and of course the Zim-
merman telegram, which brought the United States into
WWI and therefore onto the world stage.

(U) Then in WWII, we had all those incredible sto-
ries that everybody knows about: the winning of the
Battle of the Atlantic through solution of the German
Enigma machine; many battles on the Western Front,
again, won by the Allies in part because they knew Ger-
man plans and so forth; and in the Pacific, of course, we
were breaking Japanese codes; we won the Battle of
Midway, we shot down Adm. Yamamoto; and we sank
the Japanese merchant fleet, which virtually strangled
Japan. So yes, there’s no doubt any more that communi-
cations intelligence plays a role. There’s a very telling
proof of this: the U.S. Army, at least, has now estab-
lished communications intelligence units within each
division, and they’re not doing that for fun, they’re
doing it because the results are there.

(U) You mentioned administrative versus cryp-
tanalytic failures; do you find that one more than
another has led to breakthroughs during conflict?

I would say it depends how you define administra-
tive failures. I'm thinking particularly of the Enigma
messages. A lot of those messages were solved because
we were able to guess the plaintext of stereotyped
enemy messages: “Nothing To Report” and stuff like
that. Is that an administrative or a cryptographic failure?

(U) We now have VENONA; do you think we’re
going to see declassified intelligence play a similar
role in the history of the Cold War?

(U) That’s a terrific question, and my answer is 1
hope so, and I think so. 1 don’t know how good we were
in solving Russian code, and 1 don’t think the Russians,
from what I’ve heard, were very good at solving ours.
Nevertheless, you can read third-party codes pretty well,
and from this gain information about negotiating posi-
tions in SALT and START treaties, earlier economic
treaties, and things like this.

(U) We have had, for example, the revelation at the
History Symposium, that because we were able to read
the messages of our allies, particularly the French, and
many Latin American countries, we were able to struc-
ture the United Nations pretty much the way we wanted,
and I’'m sure there are many other cases like that. There
was a story in the New York Times just two weeks ago
by Tim Weiner on the front page in which he revealed
that we were listening in to Japanese telephone conver-
sations and wusing this information to win economic
battles.

(U) As the national security apparatus gets
restructured, how much does the public have a right
to know about that apparatus?

(U) It has to be done on a case-by-case basis. In
some situations it’s possible to give a certain amount of
information out but in other cases-—I knew this intellec-
tually before; now I have more of an emotional grasp of
it—that if you start giving too much material away
about how codes are solved and so on, you’re going to
cut yourself off from your sources of information, and
this is more harmful to the country than giving the infor-
mation out is beneficial to it.

(U) Do you think we’re where we need to be on
openness in intelligence?

(U) Yes, I think things are coming along better
because of openness, and I’d love to think that it was
because NSA and CIA and DIA and all those other guys
suddenly saw the light, but that's not the case. They’re
becoming more open because of the fight for budget
dollars. That’s pretty clear.

(U) As the history of intelligence becomes more
and more accepted as an academic pursuit, what do
you see as the principal lines of inquiry in the future?

(U) I can’t say I see any particular individual line, |
think it’s just a general advance on an overall front.
Many sciences or histories go through several periods,
one of which is just the gathering of information, and |
think we are still in this stage. There haven’t been many
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theories of intelligence. [ proposed one a while ago,
which people seem to think is all right but hasn’t gained
wide acceptance yet.

(U) It’s divided into three areas: past, present and
future. The past is that intelligence became important
with the rise of what I call verbal intelligence. Animals
can see danger and prey, right? What they can’t do is
what people can do, namely gain information from
words. We can overhear a conversation, and we know
that someone is planning something good or bad for us.
So it’s the rise of communications intelligence that has
primarily driven the rise of intelligence. If you are just
looking at objects on the ground, say tanks, you can
guess that an attack is coming at that point, right? But if
you are reading a message saying, “We're going to
attack,” you don’t have to think about it or guess at it,
you are told. So this gives a much more forward-look-
ing approach than just physical intelligence, looking at
objects. This makes NSA look good. That’s not why 1
developed it, but it turns out that way: that communica-
tions intelligence is the real driver of modern intelli-
gence.

(U) As for the present, one element is that intelli-
gence is much more important in defense than in
offense. When 1 was writing Hitler’s Spies, I was look-
ing for little anecdotes, case histories, in which intelli-
gence won a battle or something like that. And I noticed
that I was finding a lot more defensive cases than offen-
sive cases. | wondered why this was so, so I looked up
the definitions of attack and defense in Clausewitz, and |
found a clue there: in defending, he says, “The position
or characteristic attitude of defense is to parry a blow.”
Well, you cannot parry a blow unless you know it's com-
ing, which implies intelligence, right?

(U) So intelligence is essential to the defense,
whereas offense, Clausewitz says, is in and of itself.
You don’t need intelligence in the offense. If you’re an
attacking army, you just march in, and you don’t really
need to know where the victims are if you’re strong
enough. Of course this is a black-and-white explanation
that oversimplifies it, but I like to get it down to the
basic level to clarify it, and then I can add on qualifica-
tions.

(U) Another of the common elements of today is
the ultimate purpose of intelligence, which is simply to
optimize resources. I’d never really heard it put that
way before until one day when 1 was at St. Anthony’s
College at Oxford. 1walked in and a guy named Patrick
O’Brien, an economic historian, was standing there with
a glass of white wine in his hand. He asked me how the
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book was coming, and said, “Listen, isn’t all intelli-
gence just optimizing your resources?” It was like he
hit me in the face; it was so clear and so down to the
basics, that I've adopted it and given him credit.

(U) So what about the future? There are two prob-
lems with the future: everybody wants to know every-
thing, and this is the goal we strive for but 1 don’t think
we'll ever get to that point. The other problem in the
future is (or a perennial problem) that we have to get our
bosses, 1 mean the intelligence consumers, to accept our
intelligence.

(U) To accept the need for intelligence, or to
accept what we give them?

(U) To accept what intelligence producers say.
This will work in some cases. What ] think is the situa-
tion is this: If someone’s beliefs are very strongly held,
there’s not really anything that’s ever going to change
those beliefs; no intelligence is going to do that. If, on
the other hand, the beliefs are not central to his personal-
ity but only deal with the tactics of, say, how we deal
with the car situation with Japan or something like that,
then you have a chance of persuading him that the intel-
ligence is useful. Take Hitler, for example. There were
often occasions where tactics were involved, and he
often listened to his intelligence, but if you were going
to tell him that the United States wasn’t run by Jews,
forget it! So how are you going to get around this?
Well, I don’t see any way to do it right away. You can’t
put every world leader on the couch, which is what
would be required. But it’s also possible that as people
become more rational—and 1 think the world IS becom-
ing more rational in its beliefs, for instance, people go to
psychotherapists because they realize that things can be
done better by reason than by emotion.

(U) Did you follow the Gates hearings, when
accusations were made of tailoring intelligence to
meet expectations from higher up?

(U) Well, obviously you shouldn’t do that. But lis-
ten, we know what life is like. You’re not likely to say
unpleasant things to your boss because he decides
whether or not you get promoted. That’s why you need
strong characters in intelligence, to offer unpalatable
truths.

(U) Do you find that with people in your line of
work, is there a tendency to start out with a theory or
does that depend on whether they’re journalists or
academics?
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(U) 1 don’t know. 1 can tell you that I started out
with a theory when I was writing Hitler’s Spies, that the
Germans had good intelligence. Well, 1 was totally
wrong. And I was very unhappy about that because it
meant that instead of maybe getting a best-seller
because I was telling the story of a winner in a certain
area, | was telling the story of a loser. Who wants to
read that? But those were the facts. And by that time |
was well into the book. 1 wasn’t going to tailor it. |
couldn’t do that and call myself a journalist or a histo-
rian. [ would say that most academics, unless again
you’re dealing with very deep-seated beliefs, would say
they were wrong and revise.

(U) Where do you see your future focus; still
more cryptologic history going further back, or new
developments in cryptography?

(U) There’s an awful lot of new material coming
out. For example, 25 or 30 years ago | wrote the Ency-
clopedia Americana article on cryptology. Now I'm
revising it. I thought I’d just have to add a few more
paragraphs here and there and take a few of the old ones
out. Well, the changes in codes and ciphers and cryptol-
ogy in general, communications security and intelli-
gence, are so far-reaching that I have to rewrite the
whole thing. So there’s plenty to do there. One of my
regrets is that during the time of the data-encryption
standard dispute and more recently key escrow and all
of those things, that I didn’t succeed in selling a story to
one of the major magazines, which I would like to have
done.

(U) This is probably because in some cases the
magazines had their own people working on this, so
they didn’t want Dave Kahn from the outside to do it.
Not that they had experts on codes and ciphers, but they
had computer experts and this was kind of a computer
story. Another reason is that one of the problems with
communications intelligence in general and security,
and the reason that NSA doesn’t have a much higher
profile, is that at the heart of the whole thing, what do
you have? A computer chip. What do you see if you
see a codebreaker? Someone writing on a piece of
paper or sitting at a computer keyboard. What do you
see if you see a spy? You see a guy shooting someone, a
guy skulking around in the shadows. That’s why there
are movies like Die Hard. You're never going to see a
movie called Think Hard.

(U) Do you have an Internet account yourself?

(U) No, and I'li tell you why. Because—this is a
word Dave Hatch gave me—it’s “chronophagous.” 1

was talking to Peter Gross (who wrote a book called
Gentleman Spy) just the other day; he had called me for
some help. | asked whether the Internet used up an
awful lot of his time, and he said it did. Maybe that's
just temporary and eventually you can go in and get
whatever you want, but I don't really care so much about
computers. | want to get on with writing Also, people
have said to me that if you get on the ‘Net, Dave, and
they find out that you’re there, you’ll be inundated with
people saying did Enigma win WWII and why didn't we
know about Pearl Harbor. I write so that I can deal with
a lot of people at once instead of with individuals.

(U) Whit Diffie, one of the researchers whose
work was fundamental to the development of the
RSA encryption scheme, called your book The Code-
breakers inspirational. Have you followed much of
the public key cryptography debate?

(U) Not closely, but several people have said to me
that they have gotten into cryptology because they were
hooked by the elegance of the RSA scheme (which
relies on research by Diffie and Marty Hellman), which
makes sense to me.

(U) Do you think you'll be able to keep up with
developments in cryptography?

(U) It’s a terrible job. When [ was a kid starting
out with this stuff, I practically memorized every book
on codes and ciphers that came out, and every article.
Now it’s impossible to keep up with the flood of articles
and even books! First of all, the books are tremendously
expensive, and they are coming out—well, not as many
as the journal articles, of course, but there's a dozen or
so a year, maybe more, books on codes. What I do now
is try to limit it to good books on the history of intelli-
gence and/or codes, current books on the Ames case,
and so on.

—FOHO63 I've given a lot of talks since I've been
here, with Dave Hatch’s blessing, representing the Cen-
ter for Cryptologic History and letting people know
about history, in various elements of the agency. I know
people have an intellectual awareness that it exists, but
once they meet a person and know the face, that helps

spread the word about cryptologic history.
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Scripting ATLANTIC RESOLVE:
An Adventure and a Challenge (FOUO)

o]

<FOYO) TDY Chance To Excel! Now if that isn’t
an eye-catching subject line for an e-mail 1 don’t know
what is. 1 kept on reading and discovered that this par-

ticular opportunity included travel, which is one of my
all-time favorite things to do. Specifically, a request
was being made for my office to provide one body to
participate in Exercise ATLANTIC RESOLVE as a
SIGINT scripter.  What exactly that meant I did not
know at the time, but it sounded intriguing. As I am not
known to be afraid of trying new things, I put my name
forward and hoped to hear good news, although 1 wasn’t
sure whether or not my being a civilian would make my
chances for selection greater or less.

(U) Although time was running short, I quickly
began to do some homework. What were the objectives
of this exercise? Who would be involved? And proba-
bly most important to me, what would be my role in all
of this? I needed to know.

—FBHo3 1 discovered that this exercise was to be
the very first ATLANTIC RESOLVE exercise. It came
about as a replacement for the decades-old REFORGER
exercises held in Germany annually. USAREUR (U.S.
Army Europe, a component of the U.S. European Com-
mand (USEUCOM)) was to be the sponsoring Com-
mand. The Intelligence Objectives for ATLANTIC

RESOLVE 94 were essentially three:

OO In a matter of days

I was told that 1’d been selected
and would soon head out to
Grafenwoehr, Germany, where
the exercise was to be conducted,
accompanied by two representa-
tives from G563 (NSA’s Exercise
Shop). While I knew next to
nothing about what being
involved in such an exercise
would entail, 1 have to say I was
excited about the new opportu-
nity and the challenge of it all.

[ ]
Berlin

POLAND

GERMANY

Grafenwoehr @

Vienna
[

AUSTRIA

As friends and co-workers got FRANCE
wind of my impending departure
for “Graf,” there was no lack of Unclassified

comments and advice given. “What, are you crazy? Do
you know what you’re in for? Graf is freezing and cov-
ered with snow this time of year. And then when the
snow melts, it’s one big mudslide.” “You’ll be sleeping
outside in tents for 15 days with no heat and nowhere to
shower.” “I hope you like MRE’s because that’s all
you’ll get to eat.” The shorter the time got until my
departure, the more freely flowed the comments. 1don’t
know if people were trying to scare me or intimidate me
into politely backing out of participating, but to tell the
truth, these comments did nothing but make me want to
go all the more, if for no other reason than to see what it
was really like.

* To exercise and validate the USAREUR intelli-
gence architecture;

* To exercise intelligence collection, analysis, and
reporting across the operational spectrum; and

¢ To exercise Joint/Combined Task Force (JTF/
CTF) intelligence operations.! Personnel from five
nations (U.S., UK, Germany, France, and the Nether-
lands) and representing all branches of the military

1. (U) “Joint” in this context means more than one military
service is involved; “combined” means more than one
nation.
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would participate. A JTF J2 (Intelligence Directorate)
was to be established and supported throughout, and
support from a Joint Analysis Center (JAC) in England
would be exercised as well.

4667 As for my role, I would be part of a three-
person team (the other two being the G563 folks) that
would work in the Intelligence Control Cell (ICC), the
single point of contact for intelligence exercise control.
Units manning the ICC were to be primarily exercise
facilitators. Through a combination of simulated and
scripted intelligence, the ICC would translate the exer-
cise director’s guidance into a fully supportive intelli-
gence environment. Along these lines, some ICC
personnel would input taskings and directions into one
of the many computer systems being used in the exer-
cise—the magical simulators of war. Others (which
included our team of three together with a team of four
at the JAC in England) would script material to cover
the kinds of intelligence-related activity that could not
be adequately performed in simulation. (While the team
of four in England was co-located with the JAC, they
were a separate and distinct entity; the exercise four-
some provided a service, while the JAC played the role
of customer.) Still other JCC personnel would serve as
liaisons to intelligence players in the training audience
primarily at the USEUCOM and component level.

(U) With most of my questions answered as fully
as they could be in advance, I packed my bags and on 24
October, departed for Grafenwoehr with my two new
partners from G563 fresh off the plane from the States.
The drive from Stuttgart took several hours but we made
it there eventually, despite the normal hindrances to
driving in Germany: construction delays and other
“staus” (traffic back-ups) that never seem to have any
identifiable cause.

(U) Once we reached our destination of Grafen-
woehr training grounds, we had several objectives
before we could do anything else. First and foremost we
needed to try to secure some form of accommodations
for ourselves. We’d been assured that there were abso-
lutely, positively NO commercial accommodations
available in any of the towns within an hour’s drive of
the training grounds, as all of those spaces had been
booked solid for months. We were aware of the tent
option, but we thought that would be less desirable than
just about anything else we might be able to come up
with. So we set out on what was essentially a scavenger
hunt to try to track down a comer of a warm building
here or a free slab of cement there.

(U) As it turns out we were fortunate beyond
belief. Once we located the building which housed the
SCIF which was to be our place of work for the next 2
weeks, we began questioning everyone we could about
alternatives to the tents. Unbelievably, one of the
women in the SCIF told me that there just so happened
to be one spot available in an adjoining room to the
work space. Terrific! 1t was an actual roof-covered,
fully enclosed, heated room! Of course it did happen to
be a tank-repair bay, so it was essential that the occu-
pants be careful not to fall into the open pit that ran the
full length of the room down the center of the floor. But
that aside, it was more than I could have hoped for,
based on what I’d been expecting as a result of all the
unsolicited forewarning 1’d received.

(U) Sharing the room with eight other women was
not a problem either; the tent in which I was expecting
to have to live turned out to have 30+ women. Another
great aspect (it’s all relative) was the fact that I had a cot
on which to sleep. The three of us had brought lovely
pea-green Army sleeping bags with us, but now I actu-
ally had something upon which to place the bag other
than the frozen ground.

(U) My two male companions were not as fortu-
nate as I when it came to “housing,” although they too
were not out in the tents. The best we were able to find
for them were some unoccupied coil springs on two
bunks in a barracks-type room housing 50 men. And
when 1 say coil springs, that’s exactly what they were—
no mattress, not even a pad covering the springs. So the
next step in our scavenger hunt was to secure some kind
of flat protective material to place on top of the coils.
As it turns out, the giant silver dumpsters at the end of
the street provided the perfect fix: large, empty card-
board boxes which, when flattened and stacked on top of
each other, would serve the purpose for 15 days.

(U) Finally, we began our search for one particular
master sergeant who supposedly had been able to secure
three hooded, fur-trimmed parkas for us. (Parkas? 1
guess they weren’t kidding when they said it would be
cold here.) Again through some unbelievably fortunate
chain of events, we were eventually directed to the right
room in the right building on the right street in the right
section of the training grounds to our three parkas. It
seemed that, despite our exhaustion and hunger, every-
thing was as it should be.

(U) Our first taste of what this exercise was going
to be about began that very same night. We found our
way to the building that we were told was the home of
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the ICC—fortunately only a short walk away from the
multi-purpose SCIF/women’s housing/tank-repair-bay
building. We stood there in a kind of zombie-like state
as the ICC’s day shift personnel gave their pass-down
brief to the night shift. As it turns out, personnel had
been there a full week prior to the arrival of the three of
us. These folks had been setting up from scratch and
getting all aspects (computer, security, admin, logistics,
you name it) ready for STARTEX, the actual start of the
exercise. So in a sense | felt behind the eight ball right
from the start, watching and listening to these people
talk about all kinds of systems and details of which I
knew nothing. It was a language all its own, with new
acronyms and names of people and facilities that might
have been on another planet.
_(EQYO] Speaking of another
planet, the scenario for the exercise
involved just that. Well, actually, it
wasn’t apother planet, but another
island, a fictional one called “Atlan-
tis.” According to the scenario, the
island was divided into the two
“nations” of North Titania and South
Titania. The North Titanian forces
were identified as “red”—the hostile,
opposing force (OPFOR). The South
Titanians were identified as “blue”—
the good guys. According to the
exercise concept of operations, the
North Titanian forces were designed
to portray a threat that required an
out-of-area joint and combined
deployment to fight a low-to-mid-
intensity conflict of short duration. In
other words, the bad guys were trying
to invade and seize the territory of the

innocent good guys and bump off all
their forces.

Upon our arrival, it was clear that, despite the fact
that the exercise had not yet begun, people were work-
ing long hard hours on something. As it turned out,
what I had thought was going to be one exercise was
really composed of three separate exercises:

* the deployment exercise (19-27 October). Dur-
ing this part, all preparations were made and details
were finalized regarding how the exercise should flow;

* SHADOW CANYON MINI-EX (28-29 Octo-
ber). This was to involve the same participants in the
same roles as in the main exercise; its purpose was to

(U) Weicome to the women’s dorm
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work through as many of the logistical bugs as possible
in advance of “the real thing,” and

* the warfighting CAX (computer-assisted exer-
cise) (1-8 November). This was the main exercise and
was supposed to run with the fewest glitches of the
three.

FOHOY With all this as background, we discov-
ered that the role of the three of us in Graf would be that
of information gatherers. We would have to attempt to
gain access to as much information as possible with
regard to the OPFOR: what they were doing, what they
intended to do in the future and when, how they inter-
preted the actions of the blue forces, etc. Then we

would pass the information we had obtained to the exer-
cise team of four at the

JAC. This would be
done primarily by fax or
phone, or so we thought
at the beginning. In
actuality we ended up
securing a computer
through which we could
e-mail the information
to our counterparts,
which was infinitely
more efficient than the
fax or phone could ever
have been.

U6 As for
the foursome in
England, their job

would begin at this
point.  First step for
them: THINK! They
were to try to imagine

what type of report the USSS would produce on the
activity (serialized product report, klieglight, or
TACREP) if this event were really happening. What
would that report look like? What information could an
analyst at NSA reasonably expect to see? And how
would it then be reported? The key to a good end-prod-
uct was to incorporate all that could realistically be
expected to be uncovered by SIGINT in such a war sce-
nario (given collection capabilities, knowledge of a
given nation’s C3 network, etc.).

EOUO)-The products that the exercise foursome
at the JAC produced from the information we had gath-
ered was disseminated to exercise players throughout
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the theater, including the JTF HQ, the land component
HQ, the air component HQ, and many others (all at
Graf), as well as the JAC in England and the UCIRF
(USAREUR Combat Information Readiness Facility) in
Augsburg, Germany. The people at the JAC would then
extract items from the products and incorporate them
into their daily summaries, which would go forward to
the high-level decision-makers involved in the exercise.
With the various types of reports in hand, the exercise
players could then formulate strategies to be imple-
mented by their forces.

~FOUYO-While distribution of
a good volume of exercise SIGINT
was our goal, at the same time it
was critical that not too much infor-
mation be revealed in the reports. It
was the responsibility of all seven
of us (Graf team and JAC/exercise
team) not to blow the exercise by
giving away too much or the wrong
kind of information. We were con-
sidered part of the “white cell”; we
were part of neither the red (oppos-
ing) forces nor the blue (“good guy”) forces, and as
such, it was incumbent upon us to maintain neutrality as
much as possible. If too much information or the wrong
kind of details were published with regard to the red
forces’ activities or intentions, the blue forces would
immediately have the advantage. In the worst case, this
could have such an effect on the decisions made by
blue-force players that it could cause the exercise to end
much sooner than it should have. So the responsibility
to “play fair” and remain unbiased lay heavily upon the
seven of us.

(U) While we were aware of the potential for bias
on our part, the members of the red forces were even
more aware of it. This was immediately evident to us as
we began during those first few days to meet people, ask
questions, and try to put all the pieces together in our
minds as to roles and functions of all players. While 1
can’t speak for my two coworkers, I must say that I per-
sonally was regarded with the utmost caution by mem-
bers of the OPFOR. “Now who are you? And what
exactly is your role in this?” “I don’t have to give you
that kind of information if I don’t want to.” “What
exactly do you intend to do with the information I pro-
vide to you?” Such questions were only fair, I suppose.
The OPFOR wanted to be sure they didn’t provide any
information whatsoever to anyone who could conceiv-
ably be a spy for the blue side. We were always 100%
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(U) Here in what was
really the only logical
work space for us, we

didn’t even have a
computer 1o use.

truthful with all who asked what we intended to do with
the information they provided us. Some reacted posi-
tively to us right from the start, while others didn’t
really cooperate until well into the second phase of the
exercise. But as they saw that we were indeed doing
what we said we would do with their “secrets,” they
came to trust us more and more and provided more com-
plete and usable information than they had at the start.
By the end of the MINI-EX the exercise’s intelligence
directors were even calling on us quite regularly to
insert scenarios into play when they realized that it was
actually the only practical way to accomplish
their goals.

“FOH6)- And so began our
15-day challenge at ATLANTIC
RESOLVE. [ say “challenge”
because that is exactly what it
was. In the course of the 2 weeks
we hit one obstacle after another,
but we overcame them one by
one with perseverance. The atti-
tude of others (particularly
OPFOR members) toward us was
just one of the challenges we faced but overcame. There
were many other factors that tested our patience.

(U) For example, upon our arrival at Grafenwoehr,
many of the logistical arrangements for our work spaces
and the equipment in them were not as we expected.
During the initial planning phase of the exercise it was
decided that there would be an SSO SCIF in a building
near the ICC building. My team was originally sup-
posed to set up shop in the ICC building, not in the SCIF
where we ended up. Upon our arrival we saw that the
ICC was already overcrowded and in constant turmoil,
so the SCIF seemed like a better alternative.

—tFOBO) In addition, there was supposed to be a
STU-III and fax available for our use in both the SCIF
and the ICC. What we found when we got there was
that the ICC had only an unclassified fax and no STU-
I, which was unacceptable for our purposes. There
was one STU-III in the SCIF, but it was already in con-
stant use. The SCIF did have a fax machine, but it was
broken. At this point we thought we were totally out of
luck and_would be unable to communicate with the
scripters o pass them the information they
would need to write reports. But upon claiming some
space for ourselves in thé‘S‘CIF we discovered the pres-
ence of two JDISS terminals there. These terminals
were cleared for SCI and would have been perfect for

86-36



DOCID:

4019611

our use, but they belonged to the EUCOM Collection
Management Office (ECMO)’s element and the JAC
Liaison Officers’ element in the exercise.

(U) Unfortunately, during the exercise’s planning
stages there was apparently some miscommunication
about the possibility of our use of SCl-cleared comput-
ers. The information we received indicated that no SCI-
cleared computers would be available for our use. That
would have been true if there had been any way we
could have worked from within the 1CC (non-SCIF)
building. But that just wasn’t feasible, so here in what
was really the only logical work space for us, we didn’t
even have a computer to use.

“FOUYE)f the truth be

told, having our own computer
would actually have eliminated
the need for the four-person
team in England. If the three of
us at Graf had had access to our
own JDISS terminal from the
start, we could have done our
own SIGINT scripting, in addi-
tion to the information-gather-
ing, and none of the back-and-
forth with England would have
been necessary. But in the end
it actually was to everyone’s
benefit that we did have the
four scripters in England. The separation of duties
between the two locations allowed the “Graf three” to
concentrate fully on information-gathering, a task which
could only be done from Graf. This enabled us to pro-
vide the England team with non-stop data, with an end
result of significantly more products being produced
than would have been if the “Graf three” had had to per-
form both the collection and production functions.

-F0U6¥ During the first few days, the ECMO ele-
ment was kind enough to grant us use of their JDISS ter-
minal on a time-available basis. But it was evident quite
early on that this would not be a satisfactory way to con-
tinue throughout the entire exercise. We needed our
own terminal! Again by some great stroke of luck, we
were able to make contact with an office back at
EUCOM HQ in Stuttgart that had plans to come to Graf
later that week and agreed to bring a JDISS terminal for
us. So despite the frustrations of those first days, before
week’s end we were properly hooked up. We didn’t
expect anything but smooth sailing after that.

(U) There were insistent
demands to run the exercise at
the unclassified level, This was

simply not possible, as far as we
were concerned, and we beat
the subject to death.
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(U) In addition to the problems we faced with
communications, obtaining accurate, timely, and signifi-
cant scenario data continued to challenge us throughout
the exercise, although we did note significant improve-
ment in this area as the exercise progressed and as rela-
tions between all other players and our team improved.
The more they understood about what it was we were
there to do, the more and the better information they
were willing to share with us.

<FOY6) For future exercises of this type, however,
it would be best for the SIGINT team to have one of the
“complete truth” terminals. These terminals were few
and far between and were always in high demand. Our
lack of training on these terminals didn’t help any; we

always had to seek assistance from someone else who
wasn’t too busy to

help us. If we’d
had our own, we
could have used it
as the primary
source to keep us
informed on what
the base ground
truth was at any
given time during
the exercise; we
wouldn’t have had
to rely on others’
whims to find out

- what we needed to
know.

U~ Another problem: there continued to be
insistent demands to run the exercise at the unclassified
level. This was simply not possible, as far as we were
concerned, and we beat the subject to death. Admittedly
the information we were passing along (which was sub-
sequently being reported) was purely fictitious, but the
reporting methods used clearly revealed how the SIG-
INT reporting business works. That alone was enough
to merit some level of classification.

-FBU05 With these problems behind us, we spent
our time “hunting and gathering.” The “hunting” part
meant meeting and getting to know the members of the
OPFOR, from whom we would obtain most of the data
from which exercise SIGINT would be produced. But it
also meant visiting many of the various other elements
involved in the exercise. One day we visited the SCIF
that belonged to the Commander of the Land Compo-
nent Command. Also on our visitation list that day was
the Corps Tactical Operations Center Support Element,

—FOR-OFFCIALUSE-ONEY—
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which resided in one of several expandable vans filled
with computers. Finally we were able to locate the Joint
Forces Aircraft Control Center (JFACC), which served
as the Air Component Command. The JFACC itself
was housed in a huge beer-fest tent, while their SCIF
was located in a van on the back of a truck outside the
tent. Both the Ground and the Air Components were
located about a half-mile walk from our location in the
SSO SCIF/ICC building area.

—F6H6)-All our long hours (12-14 hours per per-
son every day!) and hard work really paid off in the end.
The “Graf three” relayed scenario and control informa-
tion to the “England four” in close to 100 information
reports, feeding them for their product reporting. In
other statistics, the two teams together produced 149
TACREPs and 174 product reports covering ground, air,
missile, and naval operations. These numbers, while not
astronomical, represented reporting on some significant
events in the exercise scenario and certainly provided
some important training for the players. Even they
admitted that this was the case! | was proud of our teams
and the work we did; 1 felt we made a significant contri-
bution that represented the SIGINT system well.

10

F666¥ And so, after 2 weeks behind concertina
wire in a makeshift SCIF, working with military mem-
bers from all services representing five nations, the first
ATLANTIC RESOLVE came to a close. It really was a
“TDY chance to excel,” as it had been billed in that first
e-mail. I learned an immeasurable amount about every-
thing from how various comms systems interact, to the
writing of TACREPs, to how a multi-national operation
(albeit notional) is run. I even got a little insight into
“the enemy mind” and how military tactical and strate-
gic thought evolves. Would I do it again? You bet I
would. Would I recommend it for others? No doubt
about it. All that is required is a spirit of flexibility, will-
ingness, and adventure. ATLANTIC RESOLVE I, here
we come!
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(U) With downsizing and budget constraints in
our near future, we need to do more and more with less
and less. How many times have we heard these words
and wondered, “How?” Reuse, although not a new con-
cept, may be the answer. Code reuse has been going on
for over 20 years but it has not been formalized as part
of corporate system acquistion and development
processes.

(U) When applied to software, the word “reuse”
means using something again for a purpose other than
that for which it was originally intended. Reuse is more
than simply reusing code. The basic phases of any life
cycle process are requirements/analysis, design, imple-
mentation (code), test, delivery, and maintenance. Any
or all information in those phases can be reused under
the rubric of Reuse Engineering, which comprises soft-
ware activities that both utilize existing information and
produce readily reusable information. With this pro-
cess, we can reduce development time and cost as well
as the cost of maintenance while increasing software
quality and productivity. Pockets of reuse activity exist
all over the Agency. We need to capitalize on those
activities and incorporate reuse into our processes so we
can reap its true benefits.

(NSA’s Software Reuse Ini-
tiative underway in DT’s Applied Technology Center
for Software Engineering) is looking at doing precisely
that through a phased approach. The first phase entails
establishing a jcorporate-wide reuse repository with easy
access and retrieval of software-related assets, which
eventually will consolidatee all information generated in
the software life cycle. This repository will be the foun-
dation on which we will build our reuse “process”.
What follows is a brief history of our previous reuse
repository, anﬁ where we are today (Phase I).

-(-F-O-U-O)—It was not too long ago when looking for
reusable code was not an easy task. One had to go to
anonymous ftp servers{ j-to look for

ssible reusable assets. The user had to know which
Itlt;o go to; and once there, where to go and
what to loollcf for.:,*Then the “Common Collection Con-
sole” effort came along in 1989, when Graphical User

P.L. 86-36
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NSA’s Software Reuse Libraries (U)

Interfaces (GUIs) were becoming popular and NSA
management recognized the need for 2 common GUI
look and feel. A small team was formed to try to
develop GUI applications that could be reused on sev-
eral projects. The software development community
never accepted these GUI applications, but several
major efforts succeeded in reusing some foundation

libraries;

A reuse library was establish as more reusable
assets were identified, in the first attempt to bnng struc-
ture to the then ad hoc reuse process.

-4FOUO)- The| Feuse library was a
centralized repository that used Web techn()’iog"y. Assets
were now centrally located, but the user sfill did not
know much about the assets in the reposnory Then
teamedl [to capitalize
and improve on what already had been done, and to
establish an NSA-wide reuse rqpbsitory.

¥OUe>-[__|found MORE, Multimedia
Oriented Repository Environment, as a possible solution
to the problem. MORE was developed as part of the
Repository Based Software Engineering Program
(RBSE) funded by NASA. The University of Houston,
Clear Lake, directs RBSE through the Research Institute
for Computing and Information Systems (RICIS).
MountainNet, Inc. of Morgantown, WV operates pro-
duction prototypes. The MORE product moved from a
software warehouse effort on the WWW to exploring,
transferring, and utilizing repository technology with a
directive to commercialize (MOREplus). Moving to a
commercial product would add maintenance and sup-
port as well as continued alignment with anticipated
WWW improvements.

-FoH6)- NSA’s reuse repository, the Software
Reuse Center (SRC), is on line today, with the beta ver-
sion of MOREplus underlying its capabilities. MORE-
plus is a distributed library management tool written in
GNU C, which interfaces with Web clients and an ORA-
CLE database, and can run on SUNs, HPs, and VAXs.
MOREplus is installed on the SRC’s server and inter-
faces with various Web clients and an Oracle database.
There is only one hand-coded HTML page for the inter-

—TOR - OFFICIALUSE-ONEY-
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face to the user, all the rest are generated by MOREplus.
Metadata (information about the assets) resides on the
ORACLE database. Now users can easily look for assets
from a centralized location, but those assets can reside
any where on the network. The user also can see infor-
mation about the asset before retrieving it, which saves
time when trying to find a candidate for reuse. Another
benefit is having the assets distributed, so that the con-
tributing organizations for those assets maintain and
control them. These organizations become “remote
librarians” with a Master Librarian overseeing the over-
all repository activities; this alleviates the workload of
the Master Librarian and a centralized repository grow-
ing out of control.

i umoaacs

(U) And now “more” about MOREplus. The
classification scheme used is based on hierarchical Col-
lections and Classes, and can be thought of as a library
catalog system. Collections are subject- or topic-ori-
ented and classes are type-oriented.

(U) From the user perspective, users can browse
or search for assets from the top down through a hierar-
chy of Collections, or across across Collections through
a hierarchy of Classes, more finely pinpointing what
they are secking. MOREplus also provides the user
with a natural language- and pattern-match search. The
natural-language search explores the entire database of
metadata, whereas the pattern-match search looks for
patterns in specific fields in the database.

?-

L.
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(U) From the librarian perspective, additional
capabilities include administrative and operational func-
“tions. Administrative functions include such things as
é’dd, modify, and delete, to name a few. A librarian
simply fills in a form and submits it to the ORACLE
database. Operational functions provide reports about
the repository that contain useful measurements on
assets, ."uxsers, modifications, usage, acquisition, etc., as
well as a'catalog report on all assets in the repository. In
addition, librarians can set up authorized users to access
. classified aS"S§ts by login and password as well as autho-
. rized groups‘to access proprietary classified collec-
. tions. (Even though the SRC itself is accessible by all,
- only authorized users will be able to browse or search
‘for classified assets, or entire classified collections.)

~ (U) Other features include a “What’s New” func-
tion providing information on newly acquired assets;
context-sensitive help on.every page, with an index of
all help pages; help on each field that needs to be filled
out by a librarian submitting/changing assets to the
reﬁpsitory; and manuals and th@orials.

-(FQHG} K44, the previous.|:|team,
is the SRC’s master librarian and has worked very hard
to establish NSA’s reuse repository. K44 also contrib-
uted a valuable additional capability to the MOREplus
product itself: they introduced TCL (Tool Command
Language) to MountainNet, Inc. TCL allows the mas-
ter librarian to easily customize displayed pages and to
display a classification label on those pages.

-GF-QU-O} Other functionalities provided by the
previous | [reuse library includes “User
Registration” and “Contribution,” to name a few. “User
Registration” is currently a voluntary option that allows
a user to register with the SRC to be automatically noti-
fied of updates to assets of interest. The “Contribution”
is a form allowing users who are not remote librarians to
contribute valuable assets, these assets reside on the
SRC’s server, but the contributor can still maintain
them.

: (FOUBO> We have only just begun. Our repository
. will need a well-thought-out management program that
+ includes a process for acquiring assets (COTS, GOTS,
. public domain), and certification and validation criteria
assets. The Quality Assurance team under
ﬁs starting to validate existing code assets in
the repository, and will assess them for quality and
maintainability against industry standards. Soon users
will be able to see the quality or risk associated with an

asset before retrieving it. We will also need a program to
measure reuse activity, beginning with the repository, to
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determine whether it is successful and to continuously
improve our reuse activities. MOREplus provides a
starting place for us to measure accesses to each asset
and accesses to the repository. What we lack is asset
usage, data reflecting the reduction in development time
and costs, etc.

(U) In conclusion, the goal of the first phase of our
reuse initiative is to familiarize system acquisition and
software developers with reuse concepts and its poten-
tial. Subsequent phases will, we hope, integrate these
opportunities and other reuse methods/techniques into
our system acquisition and development processes (also,
these processes must be well defined and controlled
before reuse engineering can be incorporated into them)
so that when we build new systems in the future, we
will look for reusable assets from our repository instead
of “reinventing the wheel.” We will also keep reuse and
inclusion in the repository in mind during development.
A reuse technique termed Domain Engineering will help
us do just that. Domain Engineering encompasses fami-
lies of systems and captures the true functionality found
amongst those families. Productivity will increase as it
takes less time and costs less to develop new systems
within the same family since common functionality will
be reused. This frees up skilled developers to concen-
trate on the truly critical aspects of the new system, so
they need not be concerned with the more mundane rou-
tines used over and over again. Software quality and
reliability will increase as known and proven assets are
reused, leading to a reduction in maintenance costs. We
will, in short, be able to do more #nd more with less and
less. We will do it better, faster, and cheaper. Aren t
those words everyone would like to hear?

(U) To find software-related assets, go to the SRC
at http://www.src.nsa.

P.L. 86-36

FOR-OFFHCIALUSE-ONEY-

13




DOCID: 4019611

[ VoS oY
YNIriwvewa

Winter 1995

UNCLASSIFIED

The Nature and Process of Analytic Thought

by Hugo Keesing

Popular culture has been my core preoccupation
since stepping off the boat from Holland as a seven-
year-old in the early 50s. Popular culture—radio, televi-
sion, comic books, baseball cards—were the way 1
learned a new language, made friends and came to
understand my environment. 1 listened, I watched, I
read and I collected and traded. There were new things
to be absorbed every day: words, facts, relationships. |
took them in, but I didn’t process. I never asked myself,
“So what?”

When [ discovered girls a couple of years later, my
curiosity increased. My sources and methods, however,
were unsuited for the new target. That problem began to
resolve itself when I became aware of MUSINT (music
intelligence), an important but lightly regarded disci-
pline of SIGINT.

At age 12, an interest in the latest music—because
that was of interest to girls—helped me develop skills
which are the staple of what communications analysts
do today. Let’s look at a few.

In 1955, when Washington, D.C., radio stations
continued to play Perry Como and Jo Stafford, I became
an expert at capturing, identifying, and monitoring “for-
eign” signals: stations such as WKBW in Buffalo,
WCKY in Cincinnati, WLS in Chicago and WOWO in
Fort Wayne. I learned about the importance of a good
antenna, the impact of atmospheric conditions on sig-
nals clarity, about signal-to-noise ratios.

Late at night | learned to recognize the voice pat-
terns and musical tastes of George Lorenz (The Hound),
Dick Biondi and numerous other DJs. This enabled me
to identify specific frequencies without having to hear
the call letters.

I learned the importance of communication
attributes such as rhythm and beat. If the song had a
good beat and 1 could dance to it, ] wanted to own the
record. So began my record collection.

I learned transcription. Sometimes the text was
clear voice (Pat Boone); other times it had to be
retrieved from garbled transmissions (Little Richard).
As 1 tried to write down the words of songs, it didn’t

occur to me then to buy sheet music. 1 sensed intu-
itively that MUSINT was better than OSINT; that open
sources might not carry the real lyrics. (This discrep-
ancy has subsequently been confirmed in at least a few
instances.)

I learned cryptology. From decoding lyrical mes-
sages to cryptanalyzing enciphered letter groups such as
0o ee oo ah ah (ting tang walla walla bing bang).

It was only as | became more familiar with the
context for MUSINT that | began to understand the
importance of the messages themselves. Song lyrics
were more than words; they were the dialogue of 50s/
60s courtship. Boys didn’t talk to girls; they asked them
if they liked certain songs, or what their favorite song of
the moment was. From this information intent was
deduced (whether you had enough in common to sup-
port a friendship).

What's all this “A wop bop a lu bop, a wop bam
boom” I'm hearing on this thing? Maybe | need
to fix my equipment.

I also gained a deep appreciation for traffic analy-
sis: the externals of songs, who sang them, on what
label, their peak chart position. Knowing that my “tar-
get” liked the Platters and Johnny Mathis was promising
information about other, as yet unknown traits. The
interest in externals led to collecting information about
music; first newspaper clippings and record lists, then
magazines and books. I still collect and still make ana-
lytic assessments based on musical tastes.

UNCLASSIFIED

14



DOCID:

4019611

But most important, 1 was able to satisfy customer
requirements with MUSINT. At parties where I sup-
plied the records, or at dances where I DJ’d, I provided
an important service. My MUSINT-derived knowledge
enabled me to suggest (or select—I have never been
averse to making my own policy decisions) the perfect
sequence of songs to influence strategic decisions.

So forty years ago I began acquiring and develop-
ing skills, knowledge, and analytic abilities which have
served me in the past and continue to serve me today.
What was most important is that I have never thought
that using this skill set was work—only fun. Which
brings me to my topic: analytic thought.

Many of you! responded to my e-mail query, with
answers ranging from a single word to virtual treatises.
Despite their differences in length, you and I are in gen-
eral agreement on the attributes of, and impediments to,
analytic excellence.

The vast majority of you identify personal quali-
ties with the former, and environmental or organiza-
tional qualities with the latter. Some of the cognitive
attributes you (collectively) consider assets include:

Curiosity

An open mind

Creativity

Ability to visualize

Broad subject-matter knowledge
Common sense

Critical thinking skills

Mental flexibility.

This is a good blend of the raw and the refined
(creativity : critical thinking); the spontaneous and the
structured (curiosity : ability to visualize); the native
and the taught (common sense : broad knowledge). In
psychological terms, your responses suggest that good
analysts are produced by heredity as well as environ-
ment. The corollary debate that I’ve heard here at NSA
is whether analysis is an art or a science.

Your experience, which agrees with mine, is that
analytic excellence requires both. An undisciplined,
creative mind may fall as far short in solving a complex
problem as an inflexible, trained mind, yet the short-
comings are not the same. If the raw material is lacking,
neither training nor smart tools are going to provide suf-

1. This article is the text of a recent presentation given to
the Communications Analysis Association.

UNCLASSIFIED
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ficient compensation. On the other hand, training, edu-
cation, computers and other aids can have a salutary
effect on a young (or not so young) mind ready and will-
ing to learn.

There are also enabling personality traits, taken
from your experience, that have a bearing on analytic
excellence. You have identified persistence, desire, and
stubbornness, to which I would add respectful disdain
for arbitrary authority and for orthodoxy.

What, then, is the composite of an individual who
has all the qualities necessary for analytic excellence?
Visualize her and ask yourself how well-suited she is for
an organization like NSA, with its highly structured,
customer-driven, time-sensitive environment. A setting
in which, according to your experience, analytic excel-
lence runs the risk of being subordinated to the require-
ments of Corporate Cultures, Policy Correctness,
For[at] Over Substance, and an assortment of other
Management Issues. Can analytic excellence possibly
flourish in such surrounding? My answer is, “Yes, if...”

What 1 would like to do now is to suggest some
ways in which NSA can improve on the raw materials
and make the work environment more analyst-friendly.
While it is up to leadership to address these issues, my
suggestions may also identify possible roles for the
Communications Analysis Association in ensuring the
health of the analytic profession.

Start with the right stuff. Do whatever is possible
to recruit into the analyst ranks people who are curious,
creative, and not afraid to be different. Filling analyst
positions primarily through cross-training necessitated
by changing missions or down-sizing devalues the Art
aspect of analysis, just as inadequate tools and training
devalue the Science aspect. 1 would also add that the
legitimate need for security must never become a vehi-
cle for ensuring orthodoxy.

Find out what analysts do for fun. See whether
you can help them link their avocation to their vocation.
There is a tremendous potential for positive skill trans-
ference, whether the hobby is music, surfing the Inter-
net, the stock market, sports, science fiction . . . the list
is endless. Once you find out what they do for fun, use
it as a springboard to teach analytic techniques in ways
that are intrinsically interesting to the learner. Teaching
in this way will require creativity, mental flexibility, and
broad subject-matter knowledge on the part of the
instructor. In short, it will mean teaching through mod-
eling.

UNCLASSIFIED
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Provide frequent, appropriate opportunities for
analyst skills to be refined. Formal training and educa-
tion are two possible ways. Rotational assignments,
mentors, and individual, directed research are others.
Consider allowing analysts to meet some part of their
professionalization requirements through work which
has no obvious link to SIGINT (but requires the use of
similar analytic tools).

Reinforce behaviors that keep the raw material
vital. Encourage analysts to read (on the job!), to
browse data bases, to spend time in libraries. To explore
new fields, to try and fail. Make sure they don’t get
stale or complacent. [ don’t get discouraged easily, but I
do when students tell me their work doesn’t leave
enough time to read. An analyst cap’t afford not to
read! As a supervisor, work from the premise that good
analysts are, by and large, self-managing. Give them
space and give them support. Getting them to stop work
should be harder than getting them to start.

Provide the right level and mix of tools for each
analyst. Not everyone needs or wants the latest soft-
ware upgrade. I have colleagues who became paralyzed
after well-intentioned techies “improved” their worksta-
tions.

Give frequent feedback and insist on high stan-
dards. There should be no tolerance for sloppy think-
ing. Analysts must not be permitted cognitive biases,
untested assumptions, or conclusions not properly
linked to evidence. Similarly, they must not be let off
the hook with “reporting” vice analysis. In the current
language of CIA’s Directorate of Intelligence, analysis
includes facts (verified information), findings (expert
knowledge), and forecasts (judgments based on facts
and findings and defended by sound and clear argumen-
tation).

Finally, reinforce good writing. A poorly written
analysis that fails to communicate its finding to the cus-
tomer represents wasted time and effort. What is good
writing? Succinct, precise, and incisive are three adjec-
tives that come quickly to mind. My pet peeve as an
instructor? Students’ use of the passive voice, which
hides accountability.

Can NSA afford to do this for its analysts? Jim
Devine, Deputy Director for Support, makes it clear that
it must. 1 quote from a 1 November e-mail message:

UNCLASSIFIED

Stop using that infernal passive voice
and tell me who's responsible!

“If we are going to achieve organizational success
in a dynamic climate of challenge and change, our
people must be more highly trained and educated, more
flexible and adaptable to change, and more willing to
take risks, to view problems in a creative way, and
develop innovative solutions. Organizationally we must
provide an environment that fosters risk-taking, innova-
tive thinking, and entrepreneurial activity. We must pre-
pare our people better to deal with change, to take on far
more complex technical problems, and to achieve their
maximum potential.”

Should NSA fail to do so, it may soon be included
in Senator Kerrey’s recommendation for CIA: “It
should survive,” Kerrey said recently, “but it will need
the organizational equivalent of a sex-change opera-
tion.” Analysts and their supervisors will have to be in
the forefront to keep such surgery unnecessary at NSA.

Dr. Keesing has been assigned to NSA as the Joint
Military Intelligence College’s Visiting Professor since
September 1993. In this capacity he teaches graduate
courses on research and on intelligence analysis. He
also serves as thesis advisor for some 30 NSA students,
some of whom have won prestigious awards for their
theses. A psychologist by training, Dr. Keesing taught
for four years in the University of Maryland’s overseas
programs, with assignments in 10 countries on three
continents. His elective course in American Studies
uses rock music and other forms of popular culture to

teach contemporary American history.
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Three Vs For SIGINT (U)

B0y Vigilance, versatility and vision are three
attributes an NSA SIGINT reporter should possess in

order to provide valuable intelligence responsive to con-
sumer needs in the post-Cold War era. Reporters should
have the vigilance to remain abreast of all developments
regarding their target, whether political, economic,
social or military in nature, but specifically when those
developments affect U.S. interests; the versatility to pri-
oritize and report on the target from varying angles, pro-
viding the consumer with key issues up front and in the
most concise and understandable format; and the vision
to be prepared and anticipate changes in the target as
global issues constantly evolve and possibly threaten
U.S. or allied interests.
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(U) According to an editorial in the Washington
Post in November 1994, Russia’s nationalist and imperi-
alist tendencies have been viewed by some officials in
Washington as sooner or later threatening the fragile
states on its periphery and perhaps beyond. There are
other officials, however, who feel Russia can be cajoled
into joining the ranks of civilized and democratic states,
or at least the possibility exists to justify maximum
efforts toward that end. In order to formulate a proper
U.S. policy toward post-Cold War Russia, policy-mak-
ers will continue to need access into Russia’s near
abroad.
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(U) A more detailed version of this article was the
/winning entry in last year’s International Affairs Insti-
! tute essay contest.
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1996 selected calendar of events sponsored by NSA, academia, and professional,associations:

Event

* 4th Intl. Workshop on Modeling, Analysis, and
Simulation of Computer and Telecommunication

Systems; San Jose, CA.

* Information and Command and Control Warfare

Course; GW University.

* Information Warfare Symposium, AFCEA,
Washington, DC.

» Enemy Eyes: The Role of Visualization and
Graphical Technology in INFOWAR; AFCEA,
Central Maryland Chapt Technical Seminar;
Linthicum, MD.

» Conference on Computers, Freedom and
Privacy "96; Cambridge, MA.

«7th National OPSEC Conference; Tyson's
Corner, VA,

« Tactical Communications Conference; Fi.
Wayne, IN

Date Where to call:
1-3 Feb Email: zhang@ringer.cs.utsa.edu
26-29 Feb 800-424-9773
8 Mar 703-631-6238
15 Mar 410-544-8418
27-30 Mar Email: cfp96@mit.edu
16-19 Apr 301-982-0323

30 Apr - 2 May 215-674-0200

* [ICASSP '96 - INtl Conference on Speech 6-9 May 404-894-2948
Acoustics and Signal Processing; Atlanta, GA
{(UNCLASSIFIED)
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American Translators Association Conference (U)

Contributors to this article include|

land a tech-track linguist whose job requires anonymity

(U) The American Translators Association’s
{ATA) 36th Annual Convention was held in Nashville,
Tennessee from 8 to 12 November 1995. The ATA, with
its 6,000 members, is the country’s premier organization
for translation and interpretation professionals. The
conference provided an exceptional opportunity to meet
with private-sector counterparts and see first-hand the
tools and techniques they use; learn different aspects of
the craft, such as machine translation and interpreter
training; and look for ways to improve our own work.
We learned that there are many areas in which the
Agency is ahead of the private sector (particularly with
training and working aids), and other areas where we
need to improve. Those attending from NSA recom-
mend that the DO Technical Health Advisory Board
(THAB) continue to send tech track members to future
ATA and similar events.

Lessons Learned

(U) The presentations at the conference led us to
several conclusions:

(U) The Agency should take a hard look at how
it selects linguists.

(U) Almost every ATA member we met got started
in the translation field by accident. Most were either
born overseas and emigrated to the United States, were
raised in a bilingual home, or spent a significant amount
of time abroad studying or working. ATA members
agree that translation is only half linguistic and the rest
cultural; therefore translators are really cultural media-
tors. Convention workshops consistently stressed that
to be good, translators must have four qualities:

¢« A well-rounded education to understand how
the world works.

* At least one year and preferably longer in a for-
eign language country to understand the
societal and cultural biases of that language.

* An outstanding understanding of the language
into which they are translating.

* An excellent linguistic knowledge of the for-
eign language.

(U) This means that a good translator requires as
much background, education, and experience as do
experts in fields like computer science and engineering.

(U) The Agency is far ahead of the private sec-
tor in translator training and support.

(U) The good news is that once we select linguists,
they can count on significantly more translation-specific
training than their commercial counterparts. Through-
out the conference, ATA members lamented the limited
number of translator training programs available in the
United States. Of the thousands of U.S. colleges and
universities, as few as 30 offer full translation programs.
As a result, commercial translators move into a field
with little or no formal training or experience. ATA is
beginning to recognize the need for translator self-train-
ing, but materials are only now being developed.

(U) In contrast, junior linguists at NSA regularly
receive feedback from more experienced folks on trans-
lation skills and hands-on training on translation tech-
niques.  Linguists may join the Agency already
possessing some degree of the four critical skills men-
tioned above, but with no translation experience. They
may spend their first several months working under the
close supervision of several accomplished linguists; the
progress of these months would take years had they
been forced to learn on their own.

(U) Our linguists also have access to larger
amounts of reference materials and working aids than
private sector translators. This ranges from using on-
line dictionaries and working aids, to drawing informa-
tion from computerized databases, to being able to call
central reference for help on a particularly difficult ques-
tion. More important, Agency linguists can turn to col-
leagues for help with background and terminology
questions. Even at the largest commercial translation
agencies, linguists often work alone, without access to
this most important human resource. In the past, ATA
members had to rely on their own personal networks to

TOROFFICIALCUSEONEY-
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Presentations and

the Internet revolution is providing
many ATA members with a means of
asking for assistance from other trans-
lators. The most popular platform is
the  Foreign Language Forum
(FLEFO) available on CompuServe,
but translators may also find the
sci.lang.translation newsgroup on the
Internet useful. (However, as one
translator at the Conference pointed
out, not all the advice provided in
reply to translators’ questions on bul-
letin boards is accurate—as is so often
the case with bulletin boards in gen-
eral—so one must learn through

The average U S

Workshops

(U) Public Perception
of Translation
in the USA

(U) Lee K. Curtis stated that
she surveyed several interna-
tional marketing and sales direc-
tors in the United States on the
subject of translation. She con-
cluded from the survey that igno-
rance of good translation is
prevalent despite the fact that
translation is a vital asset to our
economy. In fact, we at NSA are

experience which translators answer-
ing queries are authorities in their
fields.)

(U) Agency linguists are well compensated by
industry standards.

(U) Agency linguists earn more than their private
sector colleagues. The average free-lance translator in
the United States can expect to make about $36,000 in
1995, or slightly less than a GS-11. The free-lancer,
however, cannot count on the health insurance, retire-
ment, vacation, and other benefits Agency employees
receive. This total compensation, combined with access
to working aids, dictionaries, and superior training
opportunities, means that our management recognizes
the value of language professionals.

(U) In contrast, the private sector generally does
not value language services, and the translation field
suffers from an image problem in the United States.
One reason is that, unlike other professional fields, there
is no national standard for translation accreditation. The
more significant, however, is that most U.S. businesses
do not believe translation is worth the extra cost. They
rely on the high-school-level skill of someone at the
company or leave translation tasks to their foreign dis-
tributor. Other companies simply publish documents
and advertising in English only. ATA’s position is that
U.S. firms are cutting their own throats, and its members
are working to educate U.S. companies on the impor-
tance of using professional translators to increase
sales abroad.

cognizant that our national secu-
tity often depends on translation
when it comes to staving off ter-
rorism.

(U) Ms. Curtis cited the following reactions by
businesses in the U.S. to translation:

1. Our distributor takes care of our products.

2. We have people in our company who took for-
eign language classes in school.

3. We can’t afford translation,

4. Why? All we want to do is to substitute the
English with the foreign text in our computer. Ms. Cur-
tis gave an example of this. An American company
published a commercial in the Middle East that ran like
this:

Dirty Clothes - Xabwn Gsil - Clean Clothes
[Xabwn Gsil = detergent]

. but the company didn’t take into consideration that
people in the Middle East read from right to left.

5. We want you to fit the foreign language text into
the same amount of space allotted to the English text.

6. We don’t do business with anyone who does not
speak English.

7. We have a computer software program that
takes care of our business.

JFOR-OFFICHATLUSE-ONEY-
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(U) Ms. Curtis focused on such common miscon-
ceptions and shared with the attendants her views
regarding “How to educate potential clients by showing
them what damage improper translation may do to their
business.”

(U) Teaching Translation to Undergraduates

(U) Sonia Colina, a translation instructor at the
University of Illinois at Urbana-Champaign, focused on
“What Do Errors Reveal?” She stated that examining
and analyzing students’ errors reduces subjective evalu-
ation. She compared two methods of teaching transla-
tion. In the traditional teacher-centered classroom, the
teacher is the performer and corrects students’ errors on
the spot. In the modern student-centered classroom, the
student is the performer. Students are allowed to moni-
tor and analyze their own errors; this allows the teacher
to look into the students’ learning process and proceeds
to design a more effective curriculum and/or course
materials.

(U) A Meaning-Based Approach
to Teaching Translation

(U) Two instructors from Georgetown University,
Shuckran Kamal and Jacqueline Murgida, ascribed poor
translation from Arabic to English to “inadequate com-
mand of English writing skills, Arabic reading compre-
heunsion, and/or sound translation principles;” plus lack
of “awareness of the advantages of membership in the
major professional organizations” of translation and
interpretation. To remedy this situation, they proposed
formal training in translation principles, on-the-job
training, and joining organizations like the ATA.

(U) For formal training, the instructors presented
a sample lesson of a program of study in Arabic-English
translation. They required students to have at least a
level-III proficiency in Arabic and to have read Mildred
Larson’s book “Meaning-Based Translation.” Their
program offered an assortment of activities. For exam-
ple, they invited guest speakers to lecture on topics rele-
vant to translation in general as well as to Arabic-
English translation in particular. In addition, they
selected texts from the Arabic and American media for
translation, provided exercises for students to work indi-
vidually and in teams composed of native English/
native Arabic students, and challenged the students to
edit and revise professional translations. (One NSA lin-
guist objected that one of the examples, commentaries/
editorials by George Will, would frustrate the students

more than help them improve their skills because of the
complexity of Will’s thoughts and writing.)

(U) Medical Terminology Management
in a Multilingual Environment

(U) Helen Knight, Brenda Rudder, and Clove
Lynch stressed that our technical environment requires
that translators be accurate and consistent in their use of
specialized terminology. To this end, Family Health
International (FHI), a nonprofit organization that con-
ducts medical research, developed a multilingual medi-
cal terminology database (TDB). It efficiently stores
large quantities of terms and their definitions in different
contexts to be retrieved and processed in a variety of
ways.

(U) FHI’s TDB distinguishes between a term and a
word. “A term can be made up of one or more words
and has a precise meaning in a specific context.,” Actu-
ally this TDB provides specific relevant and concise
contexts to illustrate a term. This kind of programming
can certainly improve translation quality by ensuring the
accurate and consistent use of specialized terminology.

(U) Machine Translation

(U) Alejandra Koval of AT&T Business Transla-
tions’ presentation discussed machine translation
(MT)—what it is, where it is, and where it’s going. Cur-
rent perception is that MT is stea)ing work from transla-
tors, is hard to read, and can even be dangerous if used
for manuals and instructions. But the advantages of
high volume, consistency, and customization are too
great to ignore. MT will not replace translators; it will
redefine their role. Now and in the future, rather than
translating a text from scratch, translators will do a pre-
translation review, performing text analysis and dictio-
nary building, and will quality control the machine’s
output in the post-editing and final review stages.1
Obviously, MT is only as good as the dictionary pro-
vided for it. Some things, like polysemous (dual-mean-
ing) words, will always pose problems. The key point is
that MT does not replace the translator. It is a tool to be
used by a translator. The person using MT will still
require all the same translation skills and linguistic
knowledge that have always been needed.

1. (FOUO) For information on MT capabilities available at
NSA, see “Machine Translation: What Can [t Do For Us?”
by| CRYPTOLOG,
Vol. XX1, No. 3, Fall 1995, :

P.L. 86-36
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About the ATA

{LJ) The ATA is the only private-sector entity
accrediting translators in the United States. As both
a professional and a trade organization, its goal is to
build recognition and appreciation for the transiation
field, On the professional side, ATA has an accredi-
tation program whereby transiators can be tested or
evaiuated by their peers. Once accredited, mem-
bers are listed in the ATA translation services direc-
tory. However, less than one-third of the members
are accredited, one reason being that the accredita-
tion program is limited to less than a dozen mostly
European languages. Accreditation tests for Chi-
nese (due out in spring 1996) and some other lan-
guages are in the works. The test-taker is typically
required to translate three of five passages on the
test. Topics may include a patent and a literary pas-
sage, and passages on economics, finance, and
technology. Graders try to make the examination
general in nature, so that it tests one’s command of
the language rather than knowledge of subject mat-
ter.

{U)) Aspiranis must take a practice test before
taking the accreditation examination because so
many peopie have failed the latter, but no critique is
pravided for those who fail the practice test. Many
of those attending a forum on ATA accreditation
expressed dissatisfaction with this policy, consider-
ing the separate fees required to fake the practice
test and the accreditation examination as well as for
ATA membership. Furthermore, ATA continues to
have no accreditation exam for many languages
(there was a session at the conference entitled
*How to Get Your Language Accredited”). ATA
executives promised to take into account the con-
cerns of accreditation aspirants attending the
Forum, but the matier was unresoived by the
end of the conference. it was also pointed out that
ATA accredifation naturally s less important to
translation agencies and customers than quality
work completed on time.

{U} As a trade organization, ATA gives profes-
sional translators a forum in which to disseminate
information, exchange ideas, and work together to
educate business on the need for professional qual-

{U) ATA stresses the importance
of using professional translators
to increase sales abroad

ity translations in #s literature, documents, and adver-
tising. The nature of translation work discussed or
advertised at the conference confirms the notion that
technical translation comprises a large portion of pri-
vate-sector translation (athough awards were given at
the conference for outstanding Jranslation of foreign lit-
erary works). Translation agencies, as one might
expect, prefer to employ specialists in technical fields,
but are often compelled to use the services of less
technically literate individuals who can translate docu-
ments in their chosen specialty reasonably well. As
one franslator with an electrical engineering back-
ground who specializes in telecommunications pointed
out, “In my field, one must visualize to which pin a
given connection leads,” adding that well-written trans-
tations often mask technical translation errors. He
conceded that quite a few transiators are able to com-
pensate 10 a iarge extent for their lack of formal techni-
eal training by extensive reading of technical literature
in English on their fielde, and advised that a faw tech-
nical coursas at a community collage could go & long
way toward helping aspiring technical translators with
fiberai-arts backgrounds.

1995
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(U) Interpreter Training

(U) Carol Patrie of Gallaudet University in Wash-
ington, D.C. discussed interpreter training. Her school’s
approach to interpreter training requires students to be at
the master’s level and to have the language skills, expe-
rience, maturity, and discretion necessary to be a good
interpreter.  The Gallaudet program, intended to train
students to perform simultaneous interpreting, empha-
sizes a step-by-step process, teaching interpreting skills
as component parts. The general skills portion begins
with language competence exercises to access and
develop student’s ability. A speaking ability test is
administered to see if students can express themselves
in the foreign language. Cloze exercises (filling in the
blanks) teach students to finish sentences and logically
predict the next sentence or idea. Other exercises help
students improve how they sound, increase understand-
ability, develop auditory memory, and learn to grasp
links between ideas being presented.

(U) Usage Labels

(U) Jean Quirion, a graduate student at the Univer-
sity of Montreal, delivered an excellent paper on usage
labels in dictionaries and the impact they have on trans-
lation accuracy. He noted that dictionary worship,
meaning accepting an entry without question, is com-
mon among novice users. This is a problem, since dic-
tionaries often fail. One reason they fail is that general
dictionaries are limited to the most common words. But
the more common reason for failure, he believes, is that
stylistic labels have not kept up with changes in lan-
guage and society.

(U) Usage labels tell us if a word is obsolete or
archaic, slang or colloquial, if it is used only in a spe-
cific region, or specific to a field such as sports, religion,
or medicine. These labels must also match a given cul-
ture. For example, words specific to gender or social
class are much more common in European languages
(including European versions of English and French)
than in North America.

(U) One problem with usage labels is that they still
involve a great deal of subjectivity. Another is that lexi-
cographers must leave their field of expertise when
assigning usage labels. An experienced translator must
use great care when selecting a general dictionary and
should also have access to specialized dictionaries.
Lexicographers in general should make standardization
of labels a valued long-term goal.

24

(U) Translation Techniques

(U) Every presentation in whole or in part recom-
mended translation techniques that make for higher
quality work. Most of this information is not new for
titled technical track professionals. At the same time,
hearing it reinforced the techniques taught at the
Agency. Here are some examples:

* Cliff Landers, a professor of political science at
Jersey City State College, recommended that non-fiction
translation be treated like literary translation. His basic
premise is that translators need to maintain the informa-
tion content of the original text, but present the informa-
tion in a literary style typical of an educated native
speaker. His motto: “A good translation sounds as
though it were written in English.”

* Several presentations stressed how translators
and interpreters act as mediators between cultures. For
example, in Brazil, salaries are usually expressed by the
month, but in the United States we express them by the
year. Translations between these two languages/cul-
tures must either be explicit about the time period repre-
sented or do the math and express the figure the way the
target audience is accustomed to thinking about
these matters.

* Another presentation encouraged translators to
think in terms of semantic units rather than words to
increase translation accuracy. For example, in Hungar-
ian, one word can accurately represent three or four
words in German. Conversely, it might take three or
four English words to convey the meaning of one word
of Finnish.

(U) The Japanese market for software is enormous
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Tips for Free-Lancers

A presentation on how to succeed as a free-lance
translator contained a number of valuable tips for
increasing one’s marketability that could be useful to
Agency linguists as well. The growing importance of
desktop publishing (DTP) means that a thorough knowl-
edge of DTP programs is an asset. Here again Agency
linguists have an advantage over their private-sector
counterparts in that DTP training is available through
NSA’s Learning Center. “Software localization” (for
example, translating “shuuryoo” as “the ‘done’ key,”
instead of giving it a literal translation of “end” when
writing software for Japanese customers) is a hot topic
for translators into Japanese and European languages;
the Japanese market for software is enormous and the
European Union has required all manuals to be trans-
lated into Europe’s chief languages, thus creating a huge
market for translators of European languages.

CRYPTOLOG
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New translation tools, heretofore only obtainable for
European languages, are becoming available for Japa-
nese as well for cross-application purposes, graphics,
and text/string-extraction tools. A downturn in the Jap-
anese economy brought the fortunes of Japanese-to-
English technical translators to their lowest ebb about 3
years ago. Once the nadir was reached, however, the
appreciation of the yen against the dollar ultimately
forced Japanese translation agency executives to trans-
fer a considerable portion of their work to the United
States and elsewhere where translation costs are lower.

gium.

of Humanities at Eotvos Lorand University.

Here are other translation events which language technical trackers may want to attend:
The Federation Internationale des Traducteurs World Congress.

Mr. Steve Sachs, a free-lance translator from Annapolis, Maryland, briefed the conference on the Federa-
tion Internationale des Traducteurs (FIT) World Congress scheduled in Melbourne, Australia, in February 1996.
The FIT is the umbrella organization for over 75 national and regional translation organizations from over 40
countries. Associate members include universities and other organizations. Funding comes from member dues
and through UNESCO. Conference activities are much like the ATA convention, only on an international scale.
This conference is held only once every 3 years, with the 1999 conference tentatively scheduled for Mons, Bel-

The Second International Conference on Current Trends in Studies of Translation and Interpreting.
Dr. Kinga Klaudy, President of the Translation Committee of the Hungarian Academy of Science, issued an

open invitation to attend the Second International Conference on Current Trends in Studies of Translation and
Interpreting. The conference is scheduled for 5 to 7 September 1996 in Budapest and is organized by the Faculty

(UNCLASSIFIED)
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From the History File: How I Helped Trigger a Greater

(U) In the early 1960’s the Military Airlift Com-
mand was still using a fleet of lumbering C-121's to

ferry servicemen (we rarely saw a servicewoman in
\ those days) to and from overseas duty stations. The
:C-121 was an ungainly craft that, now that I think of it.
fooked a lot like a Klingon Bird of Prey. Somewhat

slower than the mainstay of the Klingon fleet, the C-121
tdpk about three days to make the trip from Southeast
Asia to the West Coast of the United States. !

. (U) Anyhow, it was October 1962 and an appall-
ingly young and fresh-faced 25-year-old Airman First
Clas as dozing aboard one of these “Connies,” as
they were sometimes called, while the aircraft labored
toward San Francisco from Hawaii. | had boarded at
Clark Field in the Philippines, having completed a 21-
month tour of duty in Southeast Asia, and was to be dis-
charged from active duty once I arrived back in the
States. On the ground stateside, Alvin Dark’s Giants
were about to lose a heartbreaker to Ralph Houk’s Yan-
kees in the seventh game of the World Series, and
America was a lot closer to a nuclear exchange with the
Soviet Union over the missiles in Cuba than many of us
on the other side of the Pacific Ocean had ever realized.

(U) As the engines changed pitch and the plane
began to drift down through the clouds toward the Bay
area—where within days my military career would be
brought to a close—my mind wandered back over the
last year and a half and some of the weirdness it had wit-
nessed. | won’t dwell on the run-of-the-mill absurdities
that routinely befall your average unaccompanied ser-
viceman, but | must tell you that in October 1962 | was
still not absolutely certain that | hadn’t triggered a

1.(U) Interestingly, Lt. Col. John Paul Vann, whom Neil Shee-
han called the closest the United States came in Vietnam to a
Lawrence of Arabia, would never have made it to Vietnam in
March 1962 if he had boarded the C-121 that wasscheduled to
transporthimand93otherofficersandmentoSaigon. Vannhad
forgottentohavehispassportrenewedandwaspulledfromline
justmomentsbefore hewastostepaboardtheplane. The C-121
disappearedoverthePacific,allaboardwerelost,and Vanntook
alaterflight. Sheehan’sA BrightShining Lie: John Paul Vann
and America in Vietnam is highly recommended reading.

American Involvement in Vietnam (U)

heavier American involvement in Vietnam than had
existed when | first arrived in the Philippines.

o g VL v.zf;k s
(U) The author in Saigon
in the spring of 1962

+5-c€65 It happened like this. My primary duty at
the 6925th Radio Squadron Mobile at Clark Air Force
Base was to analyze and report on the activities of what
passed for an air force in North Vietnam—or the Demo-
cratic Republic of Vietnam (DRV), as Hanoi liked to be
called in those days. And what an air force! Because
the 1954 Geneva Accords on Cessation of Hostilities in
Indochina specifically ruled out the introduction of com-
bat aircraft into Vietnam, North Vietnam had no tactical
aircraft worthy of the name and wouldn’t take delivery
of their first MiG-17’s until August 1964. The largest
plane they had at the time was the llyushin-14 (11-14)
transport—a twin piston-driven, 25-passenger, light
transport which, 1 am reliably told, cost so much to
operate that there was no way it could be made profit-
able. (The 11-14 was one of the early efforts of Sergei
Vladimirovich llyushin, who went to his reward in
1977.) The DRV had 14 of these CRATEs, as NATO so
aptly named them. gifted to them by the old Soviet

—SECREISROKE-
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Union and the East Germans. Four of them were used to
fly the two milk-run civil routes south out of Hanoi to
Vinh and Dong Hoi and west toward Na San and Dien
Bien Phu (farm animals that couldn’t be stowed in the
overhead compartment or stuffed under the seat in front
of you couldn’t be carried on). The other ten I1-14’s
were sent down by the Soviets especially to be used in
the airlift into Laos from the DRV in support of the
Communist Pathet Lao.

€563-They aiso had about a dozen An-2’s: single-
engine biplanes that look a lot like the crop-duster that
chased Cary Grant into a cornfield and then crashed into
a fuel truck in Alfred Hitchcock’s North by Northwest.
The An-2 in fact began its career as a crop duster in the
USSR in the late 40’s, and eventually came to be used in
such diverse roles as parachute training, rescue and
ambulance work, aerial survey, short-haul passenger
runs; you get the picture. The DRV used the plane for
all these and more, and some weird things happened
with their An-2’s. Like the time that the Pathet Lao
didn’t get the word that a couple of An-2’s would be
coming over and landing at their site in Laos. The first
plane encountered a hail of Pathet Lao machine-gun
fire; it took a few hits before aborting its approach and
heading back to Hanoi. The second An-2, observing all
of this, didn’t even attempt a landing. We soon noticed
the North Vietnamese being a bit more conscientious
about disseminating their pre-flight information to the
stations who would be directly involved.

€3 By far the weirdest event, though, was to occur

years after I left the service|
| This was

' the bombing raid carried out by a couple of DRV An-2’s
! against a TACAN transmitter installed by the U.S. Air
Force in 1966 in northeastern Laos. The transmitter,
located atop a mountain known as Phou Phathi, was
used as a navigational aid by U.S. aircraft, and the North
Vietnamese were obviously aware of its importance.
Sure enough, on 12 January 1967 they sent a couple of
their An-2’s over to try and destroy the transmitter. It
boggles the mind: biplanes strafing, launching rockets
against, and dropping bombs on the site. And get this!

Their mission failedl

[ An inspection of the wreck-
" age disclosed that the Vietnamese had installed launch-
ing tubes in the floor of the An-2’s and were apparently

CRYPTOLOG
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{U) The DRV often used its biplanes
in imaginative ways

dropping their “bombs” by hand through these tubes.
Some of the blood-spattered navigational material that

the Vietnamese pilots were carrying was passed through
our ofﬁcel_:land I was able to get a first-hand

look before sending it on to Fort Meade.> .

EO 1.4. (c)

(U) But my own story mainly involves one of the
DRV’s Li-2’s, those scaled-down versions of one of the
most reliable planes ever built: the C-47 (or DC-3 as the
commercial version is known). The Soviet Union
obtained manufacturing rights for the DC-3 during the
World War I1 era and built over 2,000 of them (designat-
ing them Li-2’s) between 1940 and 1945. The 25 or so
Li-2’s that the DRV operated during the early 60’s had
been sent down by the Soviet Union to participate in the
Laotian airlift, but, as with the other planes in their
inventory, the North Vietnamese used the Li-2’s in a
variety of roles.

€55)-As we know, the Vietnamese were also very
big on doing things the simplest way (remember the
hand-dropped bombs and the thousands of loaded bicy-
cles that were pushed down the Ho Chi Minh Trail?),
and this extended, in the early 60’s, to the numbers and

3. (U) An excellent and engrossing account of the fall of
Lima Site 85 was prepared by James C. Linder and pub-
lished in Studies in Intelligence, Vol. 38, No. 5, 1995.

—SECREFSPOKE—
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callsigns they assigned to their aircraft. So it was then
that two of their Li-2’s and two An-2’s had huge identi-
fying numbers painted on their fuselages: numbers 01
through 04. (These four planes were used frequently on
missions into Laos to provide an air service into the
Plaine des Jarres area, and the large numbers were prob-
ably meant to keep the nearsighted Pathet Lao from fir-
ing on them.) When communicating, these planes
identified themselves by the large numbers painted on
their sides and used the simple international “Q” signals
to communicate the nature of their activities. “Q” sig-
nals were used to indicate departures, arrivals, pass-over
points, estimated times of arrival, and the like.

—86)-Sometime in the first half of 1962 (or it may
have been late 1961), Li-2 01 flew from Hanoi down to
Phnom Penbh, capital of Norodom Sihanouk’s Cambo-
dia. We were monitoring the flight service net that han-
dled the flight and knew when the plane departed Hanoi
and landed at Phnom Penh. And then things got strange.
In the middle of the plane’s first night in Phnom Penh
(something like 1 a.m.) the Li-2’s communicator used
his manual Morse key to send the message (using the
international “Q” signal) that the plane had taken off
from Phnom Penh. (It looked something like this:
“QTA 0100”) This was strange because the DRV’s
planes did precious little night flying in those days and
stranger still because we didn’t intercept any more com-
munications from the plane that night or see any other
indications on the net of where it had gone or what it
might have been up to. We also didn’t see any confir-
mation of the plane’s landing back at Phnom Penh,
although we later detected it leaving Phnom Penh and
flying back to Hanoi.

=563 1 dutifully reported all of the activity by Li-2
01, including the nighttime departure from Phnom Penh
for points unknown. | | also
charged with reporting on the activities of the North
Vietnamese Air Force, independently reached the same
conclusion and reporteéd that the Li-2 had left Phnom
Penh that night on an undisclosed mission. It’s essential
to my story that I point out here that the North Vietnam-
ese on occasion had used the “Q” signal “QTA” to mean
“The correct time is | .” That precedent, plus
what I knew then of other proclivities of the North Viet-
namese pilots, left mé: with a nagging doubt about what
had actually taken place that night. Had the plane actu-
ally taken off from Phnom Penh or was the radio opera-
tor merely checking communications? But why engage
in comms checks at/ 1 a.m., and why had the Li-2 gone
to Phnom Penh in the first place? And after all, I wasn’t
the only one to report that the plane had departed in the
middle of the night.

<56 A lot may not have been made of all of this if,
on the moming after the mysterious departure message
had been intercepted and reported, an aerial observer in
South Vietnam hadn’t spotted what he took to be para-
chute panels on the ground between Saigon and the
Cambodian border at a point just minutes flying time
from Phnom Penh via Li-2. Putting two and two
together, U.S. military intelligence analysts in Saigon
concluded that the North Vietnamese Li-2 must have
flown from Phnom Penh in the middle of the night,
crossed the border into South Vietnam, and paradropped
something to the Viet Cong before returning to Phnom
Penh.

<€5€-Well, that did it! Now the stuff had hit the
fan! Up to this point, North Vietnamese planes had
flown no further south in their support of either the
Pathet Lao or the Viet Cong than an obscure airfield at
Tchepone, located in the northern part of the Laotian
panhandle just about due south of the North Vietnamese
port city of Dong Hoi. But now, we apparently have that
pitiful North Vietnamese Air Force flying its planes
almost into Saigon itself in support of the VC.

—5-€€099- Not long after this incident, the U.S. Air
Force (of which I was a member, remember?) trans-
ferred a C-130 into Saigon, from where it began staging
in an attempt to intercept North Vietnamese air commu-
nications related to Hanoi’s nighttime air supply efforts
on behalf of the VC. As fate would have it, I was a Viet-
namese linguist and, because there was a shortage of
such linguists, my tour in Southeast Asia was extended
by 90 days and I was sent to Saigon (involuntarily, 1
must add) to help man the missions. 1 was a member of
the C-130’s back-end crew many nights while the plane
made endless orbits over the DMZ separating North and
South Vietnam. We never intercepted a single word of
voice traffic to confirm that the North was flying mis-
sions in support of the VC.

—{5€¥3So! Did the Li-2 actually fly that nighttime
paradrop mission or was he just transmitting the correct
time? And were those really parachute panels that the
aerial observer spotted the next morning?

«5-€€6F We continued to search for North Viet-
namese communications in support of air operations in
the south but had found none by the time I left Saigon in
October 1962, and the American troop presence in
South Vietnam had quadrupled by Christmas. Oh yes!
Shortly before I caught my flight out of Saigon for the
Philippines and then home, 1 overheard the following
conversation in my tent between a couple of G.1.’s, who,
as far as 1 could determine, were not cleared for any

—SECRETSPOKE—
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level of intelligence (certainly not codeword).
G.I. #1: Hey man, why is it that the United States is
sending all these troops over here?

G.l. #2: Hey, don't you know nothin’? It's because of
all them li-yooshins that's been droppin’ supplies to
them Viet Congs.

True story.
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[T P.L. 86-36
—FOYH who prepared for his Air Force and
NSA careers by poaching game in the hills of east Tennes-

see as a teenager, graduated from the University of Mary-
land with a degree in international relations and onow, 4 . (c)
recovering in P054 from a stint as| P.L. P6-36
under Gen. Odom. He has served the agency in many

capacities since entering on duty in 1963 but intends to
retire this summer and devote his time and energies to his
newly acquired addiction to zydeco and Cajun music.

We couldn’t have said it better ourselves.:

note: There is NO Volume I, Number 4.

accept a blanket recognition.

(U) We direct our readers’ attention to the second paragraph, which gave us quite a sense of déja vu.

From the History File: Editorial Comment by Dr. Sydney Fairbanks (U)

(U) So many kind inquiries after the Journal's health have been made of late—
stimulated apparently by rumors of its early deatb—that we take the liberty of being
rather specific on the subject. The number of articles promised has roughly doubled
with each successive issue, and the mortality from all causes (most of them “classifi-
cation” difficulties) has been less than one in three. Because it is extremely difficult
to get the average article written, independently criticized, checked for security, dis-
cussed, rewritten, illustrated and typed in final form, all within three months, we are
still operating in an economy of scarcity; but the transition to an economy of plenty,
when the articles that were not ready in time for the last issue are enough to fill the
next one, may arrive quite soon. When it does, the Journal will be on an adequately
firm footing, and we find our progress in that direction gratifyingly rapid.

(U) The difficulties attendant on printing the fourth issue have finally been resolved. We apologize for
the delay, and wish to thank our readers for their patience.

(U) Please note that this is not, as would be expected, Volume I, Number 4, but Volume [I, Number 1.
The ordinary periodical in our situation has to weigh the reasonableness of having the first numbers appear
in January against the inconvenience of mailing out form letters for the next century explaining the break in
sequence, Because of our limited distribution we hope to escape most of this. Nevertheless: Readers please

(U) It is impractical to list by name all the kind and patient people who have spent hours in advising us
informally on specific points, but without them there would have been no Journal, and we hope they will

Reprinted from the NSA Technical Journal, Vol. ll, No. 1, January 1957
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Book Review (U)

High Seas: the Naval Passage to an Uncharted World, by Adm. william A. Owens, USN

pub. 1995, Naval Institute Press, Annapolis, Md.

Reviewed by Col. Richard Szafranski, USAF, National Military Strategy Chairman, Air War College

Reprinted with permission from the Air War College Newsletter, Vol. 20, No. 4, Fall 1995.

(U) Perhaps the most visionary and articulate
officer serving in uniform today is the Vice Chairman of
the Joint Chiefs of Staff, Admiral Bill Owens. Admiral
Owens—along with Mr. Andy Marshall, the director of
the OSD Office of Net Assessment and superintendent
of the Revolution in Military Affairs (RMA), and Dr.
Alvin Toffler, world-renowned author and thinker—also
addressed the Air War College Class of 1996 at the
beginning of the academic year. A big chunk of Admi-
ral Owens’ vision is captured in his book, High Seas.
That a serving flag officer has the time to write a book is
itself wonderful, even acknowledging the help of his
assistant, Dr. Jim Blaker. That the book is both useful
and good is even better. lts 178 pages are a must-read
and a quick read.

(U) High Seas gives us insight into the present
national security environment and the one that Admiral
Owens argues is like to emerge over the next several
decades. Using a straightforward analysis and “what’s
going on here” format, he describes the things the
United States armed forces need to worry about in the
near and farther future. Major superpower fighting hav-
ing been averted, the primary danger now comes from
what Admiral Owens describes as “regional preda-
tors.” These are land powers threatening the family of
nations by threatening the stability of a region. Because
they are land powers, we need to focus more closely on
our ability to influence or defeat these land predators.
All of our armed forces must attend to the job of sup-
porting land operations. Consequently, he eloquently
explains the need for real naval presence—as distin-
guished from the “virtual presence” of air and space

forces described in the Air Force’s Global Presence—-as
a requirement for influencing events on land. Our own
“virtual presence” was far less well argued and, to some,
much less convincing. Admiral Owens asserts that the
focus of naval operations for the foreseeable future is
not “sea control” (the “why” of a bank-breaking 600-
ship Navy), but on helping control the land from the lit-
toral. The Navy’s new vision might be described as
“from the sea for battlefield support.” The potential
predators, he tells us, are all reachable from the sea
along the littoral. He is supported in this observation by
the historian John Keegan in The History of Warfare.
Keegan notes that of the fifteen decisive sea battles in
the history of the planet, all but two appeared on the lit-
toral. In fact, Keegan notes that the terrestrial bat-
tlespace historically resides along the littoral between
the tenth and fifty-fifth degree of latitude in the Northern
Hemisphere and stretches from 90 degrees west of
Greenwich to 13 degrees east.

(U) Because land contro! and helping deter or
defeat regional predators is the new focus of the Navy’s
operations, Admiral Owens argues that the Navy must
better understand Air Force and Army operations.
Without saying it directly, he suggests that because the
Navy has its own army (our United States Marine
Corps) and its own air force (in the form of naval avia-
tion and sea-launched cruise missiles), the Navy consti-
tutes a joint and integrated force by definition. Thus,
Naval Expeditionary Task Forces (NETFs) may be, or
even are, best suited for influencing the land from the
littoral. The NETFs can do this, of course, without reli-
ance on overseas bases, the Achilles’ heel of short-

UNCLASSIFIED
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legged, land-based air power. His discussion of strate-
gic bombing campaigns on pp. 96-100 is reasonable and
he asserts that “no single service can do this alone.”

(U) It is about here that Air Force airmen ought to
say “Ahoy!” and reconstruct the logic train car by car:
regional predators are the threat, these are land powers
reachable from the littoral, the Navy‘s role is to help win
on the land, the NETF has joint and unified forces, the
NETF is self-contained and not reliant on overseas
bases, and even strategic bombing is a joint activity. So
what is the niche, the value added, of a separate Air
Force, some of our paranoid airmen will wonder? One
answer, of course, is “very little,” if we follow the logic
train to its unspecified destination. This possibility
looms more clearly as he describes the Navy’s “Force
2001” and “Force 2021” and the need for real naval
presence in four regional areas. He suggests that float-
ing mobile bases (artificial islands) are or could be the
power projection bases of the future. He concludes that
we control our own destiny and asserts, “We should try
to do two things. We should design military forces, and
use the ones we have, in ways that do not goad others to
challenge us militarily, and we should build military
forces that are unchallengeable. These are the basic
assumptions on which 1 founded most of the discussions
in this book.” The armed forces of the future are a “sys-
tem of systems” in Admiral Owens’s view, and naval
forces are a, or even the, key component in such
a system.

(U) Is there a hidden agenda here? A more appro-
priate question is, Is a general or flag officer worth his or
her salt without a hidden agenda?” Of course not. Sun

13

Tzu admonished the general to remain “inscrutable.”

UNCLASSIFIED
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Admiral Owens is, pardon the respectful pun, a salt
worth his salt. The hidden agenda, my guess is, is to
infuse our “blue water” force with post-cold war rele-
vance by using the end of the cold war to reframe its
mission as a “brown water” one, but to make this point
in such a way that it’s as much “between the betweens,”
as John Boyd would say, as it is between the lines. Lit-
toral operations will remain important, yet the littoral
that counts in the future may be the regions of air and
space that surround the planet as much as it is the coast-
lines of the planet. If the force provider of air and space
power is reduced to just another air arm, then there is
insufficient justification for preserving it. What 1 think
Admiral Owens misses, as Dr. Grant Hammond of the
Air War College has pointed out, is the structural fallacy
of the notions of jointness built around the “seamless
integration” of land, sea, air, and space. The reality,
Hammond asserts, is that there really is a seam between
the earth and the aerospace and we can neither define it
away nor wish it away. Someone, some force element,
has to be expert in operating in and controlling the
media of air and space. The Air Force has no desire to
be the Navy, and others who are not airmen must trust
airmen to be expert about air power, just as we must
trust sailors to be experts about ships. Jointness doesn’t
mean that “you collapse into us.” It means “we do this
together, but if it’s an air or space operation we ought to
have the lead.” .

(U) So 1 recommend that you read this book and
read it very carefully. 1 would not buy it, but only
because it’s outrageously expensive for its size. If you
disagree with this assessment, feel free to contact me on
the Air War College’s new Internet connection at

rszafranski@MAX l.au.af. mil.

UNCLASSIFIED
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Letters to the Editor (U)

FEO 1.4.(c)
B.L. 86-36

P.L. 86-36

Re: The Future of Cryptanalysis (U)

+2s—ceoy| larticle in the
Fall 1995 issue of CRYPTOLOG—at once
thoughtful and incisive—led off with an
assessment of the state of the art. He
called 1994 “the best year for cryptanaly-
sis since the Second World War.” Before
his readership got all puffed up with
self-importance and began high-fiving
everyone within reach, however, he set the
tone for the rest of the article with a

caution. |

+F8-CC0). We turn the clock back to
1979. NSA Director Lt. Gen. Lew Allen had
] 1 g} scientifi ivi 1 witl

(U) The cryptanalytic struggle contin-
ues as before; only the names change. The
components of success remain the same, and
the reasons for failure (lack of
resources, security leaks) recur decades
running.

Tom Johnson, Center for Cryptologic History (968-6156)

— PO SO IR A—
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Re: Foreign Language Testing (U)

({U) I would 1like to comment on an
article that appeared in the fall 1995
issue of Cryptolog, Foreign Language Test-
ing at NSA: Time for Change. In it, the
author makes a number of inspired recom-
mendations for improving the way language
testing is conducted at NSA. However, in
doing so the author also makes some
assumptions about how the work of PQE com-
mittees is conducted, and I believe that
not all of these assumptions are valid.

(U) I should point out that I am aware
that all PQE committees operate differ-
ently, and that many take on their own
personality based on their leadership and
the level of expertise and enthusiasm of
their members. I was a member of a highly
motivated PQE committee that counted among
its members experienced 1linguists with
advanced degrees in that field. In addi-
tion, we had 11 very vocal members who
loved to argue and convince their fellow
committee members of their point of view.
Very few decisions were made that were
not unanimous.

(U) With regard to suggestion 1 (“Use,
in tests, only those texts for which three
or more experts independently agree on the
level”), I believe that our committee, all
11 of us, agreed on their level. While all
of us took LG-020, Language Levels and
Their Application, two of our committee
members were also full-time language
instructors at the NCS. On a daily basis,
they selected texts for classroom use
based on their 1language level, and they
were quite good at it. Therefore, we were
very confident that the texts we selected
for use in our tests were the appropriate
level-we had too many checks and balances
for this not to be the case.

(U) Suggestion 3 (“Require test
designers to *“socialize” at the start of
each testing cycle, discussing several
texts that are in the pertinent foreign
language and that have previously been
determined to be at the various levels”)
certainly took place in our committee. We
had not one, but two or sometimes three
meetings to select an appropriate text,
discussing a number of samples each time.
In addition, we discussed samples that had
been put forth in previous rounds, to be
sure that we were selecting the best

CRYPTOLOG
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available text. Again, the personality of
this committee, and the committee leader's
commitment to let every voice be heard may
have played a role in the extent of
socializing that our committee undertook.

(U) I agree with the author’s conten-
tion that an analyst’s inability to render
a text in “idiomatic English” may some-
times be the reason for failing to pass a
PQE. However, our committee invited every
analyst who took a PQE to meet with a mem-
ber of the committee for a counseling ses-
sion. I believe that our committee members
were astute enough to determine whether an
analyst was having difficulty understand-~
ing the foreign language or rendering it
in English, and if not, then such a coun-
seling session would have revealed such
deficiencies. During the course of the
counseling session, the committee member
could recommend that the analyst enroll in
either another language course or an
English writing course, as we often did.
Also, when analysts at field locations
took PQEs, our committee was required to
send them a detailed analysis of their
exam, including areas needing improvement.
We often recommended in these analyses
that analysts seek to improve their
English writing skills in addition to
their language skills.

=tSw€&83— I also must comment on the
author’s assumptions abolit the scoring of
translations. I maintain that syntactical
errors are indeed more costly than lexical
errors, which is why more points are
deducted for this type of error. In the
example “the dog / bit / the man” versus
“the man / bit / the dog” the nouns are,
as the author points out, in the wrong
relationship to the verb. However, this
error becomes much more egregious when an
analyst is drafting a SIGINT report and
mistakes “Ecuador / attacks / Peru” for
“Peru / attacks / Ecuador.” Simply being
in the wrong relationship to the verb has
rendered these nouns on the complete oppo-
site sides of a war—too costly a mistake
to be made by a supposedly “certified”
analyst who passed his PQE.

(U) In addition, I disagree that mis-
takes on repeated instances of the same
word should be penalized more than once.
One of the advantages of having a 1long
testing period for PQEs is that analysts
thus have an opportunity to go back and

—HANDEE VA COMENT-CHANNELES-ONEY-
SECRET
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reread their translations. A careful ana-
lyst will note these translation discrep-
ancies and go back and change previous
occurrences of the word. But a misunder-
stood word that happens to appear more
than once in a text should not be repeat-
edly penalized.

(U) I do appreciate the author’s sug-
gestions for improving the PQE system.
However, some aspects of the system are
not broken. Certainly better training for
PQE members would help, but my experience
with a PQE committee introduced me to a
whole team of energetic, motivated indi-
viduals dedicated to improving the quality
of certified linguists at NSA.

[ Jasos responas

(U) It is heartening to learn that the
language PQE committees have so many moti-
vated and capable pepple who are sincerely
trying to follow good test design proce-

dures. I agree with\“|:| that not

all aspects of the PQE system are broken.
Her comments, however, reflect a misunder-
standing of some of the points I covered
in my paper, and I welcome this opportu-
nity to clarify these.

(U) The first point she addresses is
the selection of texts for use in PQEs.
She describes a process in which "vocal
members . . . argue and convince their
fellow committee members of their point of
view" as to text level. This is not inde-
pendent decision-making; true indepen-
dence means that everyone comes to the
same conclusion on their own, without hav-
ing to be convinced or cajoled. It is
unlikely that all members of a given com-
mittee will be equally outspoken or
equally adept at getting their way, thus
there is a danger (especially on commit-
tees smaller than the one she describes)
that one or two dominant personalities
will sway decisions to their viewpoint,
for good or for ill. The "unanimity" thus
gained may lead to a false confidence in
the final decision. On the other hand,
when several people arrive at the same
conclusion without debate, they have a
more solid basis for confidence in the
outcome.

34

(U) As for diagnosing the causes of
I would simply
point out that not all aspirants avail
themselves of the opportunity to receive
counseling.

poor test performance,

Moreover, it is questionable
whether all those who act as counselors
(1) are able to make such diagnoses during
the counseling session and (2)
attempt to do so.

always
It would be much more
desirable to have a testing program in
which diagnostic information is obtained
through the tests themselves.

(U) Regarding the scoring of transla-

_tions, [ ] example of a possible

syntactic mistake serves only to demon-
strate that this type of error can some-
times be serious. I provided examples in
my paper of actual mistakes from my test
data, which show that syntactic errors are
sometimes NOT so crucial, and that lexical
errors sometimes ARE. Lest this deterio-
rate into a my-anecdote-is-better-than-
your-anecdote sort of shouting match, let
me reiterate that there is no empirical
data to support our current translation
scoring system, and I find no sound basis
in current linguistic theory for assuming
the absolute primacy of the grammar over
the lexicon. It is axiomatic to psychome-
tricians that it is irresponsible to base
testing decisions on intuition alone; the
choice of a scoring system is no exception
to this. (These comments also apply to the
issue of whether or not to penalize
repeated mistakes on the same word.)

(U) I hope that PQE committee members
will continue to work to ensure fairness
in language tests at NSA. The good in our
testing system should not be ignored, but
neither should we shrink from questioning
our current procedures. This honest ques-
tioning should not be seen as disparaging
to anyone now involved in language test-
ing, most of whom are, as |
rightly points out, "energetié, motivated
individuals dedicated to /improving the
quality of certified 1inggists at NSa."

P.L. 86-36
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SIGINT Bloopers (U)

(U) Having warned against excessive dependence
on spell-checkers, we find ourselves with a new cate-
gory that appears to be a variation of the Homonym Pit-
fail, but resulting from not using spell-checkers:
Writing Wrongs. Such as:

(U) “Negotiations faultered over the issue...”—
Wonder whose falt it was?

(U) “Possible Presense of Commandos Noted”—is
a “presense” some kind of ESP?

(U) One country has “charged that U.S. hypocracy
was increasing.” Let’s see, would this be government
by injection, or by Madison Avenue ad-men?

(U) This column, having condemned the use of
“diffuse” for “defuse,” should probably accept responsi-
bility for confusing one office into producing a brand-
new word, “disfuse,” instead: “Officials attempted to
disfuse a tension ...”

(U) In the “But I Ran Spell-Check!” category:

(U) A country allegedly began to “access” its
chances of joining an international organization. (Won-
der where they keep those chances?)

(U) Elsewhere, a government crackdown “served
as a lightening rod for international condemnation.”
Lighten up, guys, or we’ll use this rod on you.

(U) Another report warned that the security situa-
tion was still “dangerous and very unpredicatable.”
Ever tried predicating a situation? (Kids: don’t try this
at home.)

(U) One staff office issued an
action memo explaining that “Our tact
here is to avoid any potential sur-
prises.” Must have been from the
Agency’s Tact Force.

(U) A field site reported on the
deployment of “fixed-wind aircraft,”
which apparently defy the laws
of physics.

(U) We all live in a narcosubmarine

’(Cﬁerhaps we are too severe in our dislike of
neologisms, but we really must protest against the pro-
liferation of the prefix “narco-” in reports and collateral
relating to drug activity (strictly speaking, to use “nar-
cotics” for marijuana and especially cocaine is inaccu-
rate, but that’s a subject for another column). A few
Selections From The Narcodictionary:

—(FSS> “The jailed narcojournalist, whose role in
the narco-cassette case...” (Are narcocassettes those
tapes of music that require a Parental Advisory sticker?)
This gentleman’s documentation of rampant “narco-cor-
ruption” led to the embroiling of his nation’s president
in what has been dubbed the “narcodollar scandal.” It
must have been widespread, considering the employ-
ment of “narcosubmarines” (the mention of these ves-
sels always makes a certain ‘60s tune run through our
heads). On another continent, “narcoviolence” was
feared when the well-known “narcotraffickers” meta-
morphosed into “narcoinsurgents.” But our favorite has
to be the dubbing of a now-departed Caribbean-nation
junta as “narco-putschists.”

'/(_C)—On a tangent, one office issued a summary of

counter narcotics activity” using “counter narcotics” as
two words throughout. Perhaps these are those narcot-
ics available without a prescription.

(U) Of course, NSA is not alone: State Depart-
ment bestowed on Emile Jonassaint, puppet head of the
government proclaimed by the Haitian military, the title
of “Faux President.” (For some reason, though, Aristide
was never referred to as Le President Actuel...)

(U) A State Dept. cable rerfers to an act of sabo-
tage being “against Islamic valves.” Presumably these

valves are not metric.

As before, thanks to all
contributors; examples may be
sent to PO54 in Rm. 3E027, Ops.
1, or via e-mail to cry-
plog@p.nsa.

—TFOP-SECRET-UMBRA-
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Editorial Policy:

(U) Technical articles are preferred over those relating to management, shorter over longer
(under 3,500 words). Emphasis should be on improving NSA’s technical performance; articles
should be aimed at explaining developments in one’s career field to thos outside it. Readers are
invited to contribute conference reports and reviews of books, articles, software, and hardware that
relate to our missions or to any of our disciplines. Editorials are also welcome, as is humor. Sub-
missions may be published anonymously, but the identitiy of the author must be known to the edi-
tor.

Submitting Articles:

(N.B. If the following instructions are a mystery to you and your local ADP support is no
help, please feel free to contact the CRYPTOLOG editor on 963-3123s or cryplog@p.nsa.)

TT{FOYO)-Send a hard copy accompanied by a labelled diskette to the editor at P054 in 3E027,
Ops. 1, or send a soft copy via e-mail to cryplog@p.nsa.

Guidance:
For maximum efficiency (as far as possible within the limits of your word processor):
* Do not type your article in capital letters.
» Classify all paragraphs

* Label all diskettes, identifying hardware (operating system: DOS, UNIX), density and type
of word processor used, your name, organization, building, and phone number.

* FrameMaker format is preferred; ASCII text is also fine. J334 has a conversion service that
converts Interleaf, WordPerfect, Office Writer, and MS Word into FrameMaker. Just attach
the document to an E-Mail Compose Window addressed to convert@nsa.
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Event

Defense Information Warfare Symposium
4th Intl. World Wide Web Conference

RSA Data Security Conference
DoD Photonics Conference
TechNet Canada ’96:
“Gov’t. and Industry Info Exchange”
Eurocrypt ‘96

Tech Trend Notes publishes a Calendar of Events sponsored by NSA, academia, and professional
associations. Here’s a sample of what’s happening:

Date Location Where to call:

11-12 Dec (703) 681-1346
11-14 Dec Web site:
URL: http://www.crs.lcs.mit.edu/registration-form.html

New Orleans, LA

17-19 Jan San Francisco, CA  (415) 595-8782
26-28 Mar McLean, VA (703) 631-6128
17-18 Apr Ottawa, Canada (613) 563-0093
12-16 May Zaragoza, Spain email:

sec96(@aegean.ariadne-t.gr
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Labomtory

fm’ SI GﬁN Fepmz‘mg ‘

NO MORE DEFAULTING
TO THE OLD, ENTRENCHED WAYS OF DOING BUSINESS
(“...the way we’ve always done it...”)

Officially designated as a reinvention lab (a product of the
“reinventing government” initiative), PO54 has been given the go-
ahead to undertake experiments in reporting. In a continuing search
to identify more effective ways of getting SIGINT to customers,
P054 will use the SIGINT Digest and NSA Broadcast Network as
test-beds for trying out new reporting styles, content, and
dissemination methods, with potential future application by Agency
reporting elements.

Your suggestions are welcome. . P.L. 86-36
Please contact
acting Research Direcfor, at 963-3123s.
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} (U) 1 believe we can develop better software,
\ deliver it faster and save almost 70% of the cost by
f changing our acquisition and development methods to
1 what I call “continuous” development. We already do
‘J some development this way; we call it maintenance. .

(U) In the early days, programming was an art.
) Programmers were regarded as temperamental artists
who produced dense code that was incomprehensible to
other programmers, and even themselves after a couple
months had elapsed. (As a humorous signature block on
the Internet put it, “Real programmers don’t document;
if it was hard to write, it should be hard to understand.”)
Development schedules and costs were unpredictable.
Code was difficult to maintain. There was no discipline
in the process.

Requirements/ %
Specifications -
‘Preliminary Design @

Prelim

Critical Design %
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Software Development:

| We Can Do It Better—and Faster

(U) Today’s software acquisition process, based on
a fear of failure, is at the other extreme. Systems analy-
sis and systems engineering principles are applied, and
have become disciplines of their own apart from pro-
gramming. There is great emphasis on reviews and doc-
umentation trails to demonstrate that the acquisition
manager has done everything that should be done. Each
step must be completed, reviewed and approved before
proceeding. The goal is to bring order and predictability
to the process, to produce code that can be understood
and maintained by other programmers, and to produce
documentation that will both guide the development and
guarantee maintainability over the life of the system.
The diagram below shows the essence of this method—
often referred to as the Waterfall Method.

Design o= Code

v

Integration & Test @

Operational Test @

Test ‘ an

Test Plan

Delive
i Life Cycle Support

Users’ _ Maint . rators’
SCHEDULE: Manual Manual  Manual
<€ 40% > <t 30% > << 30% —>»
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(U) A lot of common sense is embedded in these
steps. Surely it makes sense to understand and docu-
ment what you are going to build before you build it.
And all the interested parties need to sign up that they
agree with the statement of what needs to be built. Like-
wise, it makes sense to design the system at a top level
before proceeding to more detailed levels of design.
Like drawing a picture, you can keep the proportions in
line if you roughly block out the picture before working
on the details of any part of it. If you don’t block the
design out first, you run the risk of re-creating the old
sign we all know and love.

THINK AHEAb

(U) Surely testing is a necessary step. All these
steps are necessary. It’s plain common sense that disas-
ter would ensue if one of them were omitted. What,
then, are the problems?

(U) Let’s examine how the process goes astray.
The typical acquisition starts out with a year or so of
planning activities. Along with starting up the 25-5
paperwork to gain project concurrence and approval,
there is a widespread effort {o gather all the require-
ments for the system from the user population. The typ-
ical approach to development calls for a set of
requirements that are common, consistent, complete and
set in concrete. A ot of effort is spent in the process of
gathering and coordinating the requirements. Generally,
real users do not participate in this process. They are
busy doing their jobs, they do not speak “requirement-
ese”, and they are often cynical about “wasting their
time” on a development unlikely to succeed—success
being defined as delivering a system the user likes
within budget and on schedule. Thus requirements
gathering usually is turned over to pseudo-users (user
representatives, customers, customer representatives,
etc.) who try to specify each capability that will be
needed over the life of the system with enough detail
that it can be turned into a testable system specification.
It can take many months io generate the requirements
document. The accepted understanding that a require-
ment not specified at this time cannot be added later
leads to over-specification of the requirements.
Requirements that are not fully understood and perhaps
not necessary are specified anyway, because of this
“now or never” philosophy. When the development

"7 7 TUNCLASSIFIED
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runs into trouble, as these developments inevitably do,
the requirements process is correctly blamed.

' (U) The fix is to realize that the problem was over-
specificity, not under-specificity. The development did
not fail because some crucial requirement was over-
looked. It failed because there were too many require-
ments. There is no good way to sort out the really
important requirements from the “nice to haves”. In
addition, the sheer volume of the number of require-
ments contributes to the difficulty of understanding
them. They are indigestible because of their mass.

(U) When I was a very junior computer scientist
years ago, a co-worker and I were faced with the task of
writing the requirements document for a contract. We
knew perfectly well what the job was, and could have
drawn the top-level design given a moment’s notice.
Struggle as we might, we could find no way to preserve
and communicate our understanding of the problem
while using the format required for the Requirements
Document. When we finished, the document was
incomprehensible even to us, although we had carefully
double and triple checked that all the requirements were
correct and were included. 1 think we were both very
glad an experienced contractor, who knew how to deal
with that mess, was the recipient.

(U) Of course the contractors don’t have any
magic either, especially when they are unfamiliar with
the subject matter of the contract. They have difficulty
understanding the big picture of what they need to build
and how the system will be used operationally. Imagine
trying to assemble a bicycle the night before Christmas
without any concept of what a bicycle is—or even the
picture of the bicycle on the front of the package. In
fact, we religiously keep the picture of the bicycle from
the developer because that would imply “a design” and
we must give them pure requirements untainted by
design assumptions.

(U) Developments usually have a step called Sys-
tem Requirements Review (SRR), which intends to
embody the wise practice of “repeat the task back to me
so that I can be sure you understood it.” Unfortunately,
the SRR document that is the medium of communica-
tion is as unintelligible as the Requirements document it
responds to. Furthermore, the process is hindered by the
program review format. Large documents are mailed
out to the SRR audience a week or so before the review.
Reviewers come to the SRR documents fairly cold and
have the monumental, if not impossible, task of compre-
hending several linear inches of documentation while
continuing to perform their other job duties (after all,

UNCLASSIFIED
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they have not just been sitting on their hands doing
nothing while the contractor produced this document).
The review itself generally consists of several 8-hour
days spent presenting viewgraphs of the material in the
documents. From the contractor’s point of view, the
review is a success if no large problems are discovered.
Even if they are, there is no time in the schedule for
going back to re-do this step, so the plan is to fix the
problems later. The result is that after SRR, the devel-
oper is free to proceed with the next step of Preliminary
Design. And so it goes through the Preliminary Design
Review, Detailed Design Review, Test Plan Review.
The problem is that the model does not fit how humans
think and communicate:

UNCLASSIFIED

opment, but in a smaller scale. No one can design with-
out knowing the requirements they are going to address.
No one can code without some concept of a design. But
the continuous development runs through the waterfall
steps for each delivery. There is no separately identifi-
able maintenance phase, just smaller deliveries as
requirements taper off.

(U) Continuous development consists of breaking
the job into small manageable releases. Each release
should be a simplified working version of the whole sys-
tem. We often talk about peeling the onion. Continuous
development is like building the onion layer by layer.
Start with the essential core processes in simplified form
and build the framework. Refine and elaborate on that

“Although humans make sounds with their mouths and occasionally look at each
other, there is no solid evidence that they actually communicate among themselves.”

~ (U) The SRR steps are necessary, they are just
overdone. They are also necessary for the life-cycle-
support phase following the development cycle. So, the
traditional method actually divides the work into two
phases, development and life-cycle support, and main-
tains the fiction that the life-cycle support phase just
fixes minor bugs and keeps up with new releases of the
operating system. The constant emotional wrangling at

‘most Configuration Control Boards about whether to

call the new work fixes, enhancements, or new require-
ments should be a clue that reality and the model do not
match. There is really one extremely large development
cycle followed by numerous smaller development
cycles. Why don’t we get smart, forget this fiction about
“development # maintenance”, and just develop the
whole thing incrementally?

(U) Incremental or continuous development is a
model that does fit the way humans think and communi-
cate. All of the same steps necessary in the traditional
waterfall development are present in continuous devel-

framework in subsequent releases. Each release should
accept real data (modify some other data or simulate if
you have to) and put out real data in real formats or dis-
plays. It should be given to real users to try. If it cannot
be used operationally in the early stages, then users
should be able to run it for evaluation. My experience is
that there are typically four to five releases before the
system has all the capabilities originally envisioned.
Developer foreknowledge that several more releases are
necessary on top of the first one works magic in produc-
ing a maintainable design with reduced integration
problems. If the design is not maintainable, the devel-
oper will learn rapidly on the next release. It is a self-
correcting situation. Also, by building the whole system
in the first release, they will have had to integrate all the
parts. Subsequent deliveries will modify and enhance
the already-integrated pieces. You avoid many, many
problems by integrating early while the pieces are rela-
tively simple. This is a fundamental strength of continu-
ous development.

UNCLASSIFIED
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(U) The development should try to concentrate on
the hard part first. If the hard part is keeping up with a
high volume of input data, the developers should con-
centrate on the parts of the system that deal with the data
volume first and go with simplified user graphics until
later releases. This is in sharp contrast to most acquisi-
tions, which typically commission studies of the hard
parts. For the same amount of time and effort consumed
by a paper study or even simulation, you can have real
working software that can be run and measured. One
can find the bottlenecks and fix them. Even if the soft-
ware fails (which I have never seen), you learn much
more from the software than would have been possible
from the study or simulation. ‘

(U) Each release should be built and delivered
quickly: in six months or less. This may be the most
important rule. It guarantees that the development can-
not go too far astray before everyone knows it. No more
going directly from “everything is green” to large over-
runs and delays.

(U) Software is truth; it is not vaporware or shelf-
ware. It either works or it doesn’t, and it is there for
everyone to see. This is enormously motivating for
developers. Anyone can size a six-month effort: a cou-
ple of weeks of understanding the requirements and
design, maybe four months coding, a month or so of
testing and documentation, and a couple of weeks to
allow for slips. A pass/fail grade will be delivered
before anyone can move on to another job. And people
will work incredibly hard and become inspired in their
efforts to avoid failure.

(U) The team must be small, usually four to seven
people. This follows naturally from the small rapid
deliveries. You cannot put fifty people on a six-month
piece of software. The benefits of the small team are
that real communication is possible and each team
member has a good understanding of the whole system
and how all the pieces fit. This enhances the quality of
the design. The system must be designed as a whole and
the designers, coders, testers and documenters are the
same people. When the increments are small and rapid,
one avoids the problems caused by assigning a designer
to each function and producing a system that looks like
it was designed by a committee.

(U) Another factor is that, given the rapid nature of
the development, there is no need to try to communicate
through large design reviews and multi-inch documents.
Instead of having formal reviews of documents that sev-
eral layers of management have pre-reviewed, just
review the software. Run it. Measure it. Software is

UNCLASSIFIED
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truth, while documents can obscure truth. And it saves a

lot of useless work and money/manpower for both the

customer and developer side. Today it is common to
have key developers spend a whole month preparing for
a review instead of working on your system!

(U) The final aspect of continuous development is
user satisfaction. Real users—the “stuckees”—are
involved in the process because you speak to them in
their language. You are showing them the real system
as it progresses, allowing them the opportunity to influ-
ence future releases, and doing it all in a reasonable time
frame. -

(U) I like to compare building software to building
a house. The traditional waterfall method would- have
us lay out all the requirements needed to make the house
a turn-key operation: furniture, lights and rugs in place,
towels folded to spec in the linen closet, curtains on all
the windows. The house would be divided .into sub-

.systems, with lead designers and programming teams

for each. Each team of five to ten people would then
work on their detailed subsystem design, code, and per-
form unit test. Most real problems would not be evident
until integration is attempted and the linen closet will
not fit into the bathroom. The way houses are built in
real life, and the way software should be built, is to put
down the foundation and some framing first. Framing
equates to the first incremental delivery. The user can
walk through the house and decide that the traffic pat-
tern through the kitchen is wrong and a door should be
moved. Windows, and even staircases, can be relocated.
It may take a little extra time and effort to move things
at this point, but a better system will result. The alterna-
tive is that the user doesn’t get to see how the traffic pat-
terns, doors, and windows fit until integration or
delivery, and then it is too late to change. They are
stuck.

(U) I have discussed this over the years with vari-
ous skeptics, and a frequent response is that this concept
is all right for small analytic systems, but it does not
apply to large automated systems. It is true that this
type of interactive, iterative development is ideally
suited to in-house analytic systems; that is how some of
our most popular analytic tools (OILSTOCK, TIN-
MAN, SCREENWORK, SUNSHINE, etc.) have been
developed, some by small contractor teams and some by
small government teams.

(U) However, I have personally used this method
of development twice to replace large multi-year, multi-
million dollar semi-automated processing systems. The
first was the FDPS at Sunnyvale, and the second was
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MINSTREL. In both cases, we starfed an alternative
development long after the acquisition was underway
because we were convinced that the acquisition system
would not operate satisfactorily. In the case of MIN-
STREL, cost and schedule overruns were also an issue.
In both cases, we delivered a much better system earlier,
for less than 10% of the cost. 1 am confident that this
method will scale to the largest acquisitions that NSA
could conceivably undertake. '

(U) Another interesting question I get is, “how do
you know when you are done?” Maybe you are never
done until it is time to replace the system. As long as
there are users, there will be new requirements. Satisfy-
ing those new requirements will make the users more
productive, and that is why we have ADP support.
Since the continuous development team is smaller than
many maintenance teams to begin with and since there
is a maintenance team for the life of the system even for
waterfall acquisitions, I am sure there is not a problem
recognizing that continuous development releases and
maintenance releases are actually the same thing.

(U) Documentation is another point. Just because
you have reduced unneeded documentation doesn’t
mean there is no documentation at all. The require-
ments for each release are negotiated between develop-
ers and users, and documented to provide guidance and
reduce misunderstandings. The code is documented and
commented as necessary; since insufficient documenta-
tion in one release will cause serious problems in subse-

UNCLASSIFIED

quent releases, the developer has more than usual
interest in providing adequate design and code docu-
mentation. The users” document will improve with each
release, especially as user input is incorporated. Finally,
documentation for system administrators will also
improve as each release is instalied.

(U) Continuous development should be adopted as
the standard NSA way of doing acquisition. Mil-Std
498, which replaces the NSA 81-3 standard, has the
framework for continuous development built in and
encourages its adoption.

(U) In summary, continuous development delivers
useful results within monthst is much cheaper because
fewer people are needed: six or so, versus sixty to one
hundred. It eliminates unneeded documentation and the
expense of massive program reviews (both man-hours
and presentation graphics). The development is a satis-
fying experience for both the development team and the
users. Above all, it works.

P.L. 86-36
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Foreign Language Testing at NSA: Time for Change

(U) This article reports the findings of a study carried out in mid-1995 touching on certain aspects of NSA’s lan-
guage testing practices. As an NSA fellowship recipient, I undertook this study in partial fulfiliment of requirements
for a Ph.D. degree in applied linguistics from Georgetown University, and in the hope of provoking beneficial
changes to the current language testing system. It was conducted with the permission of M09 and the Language
Career Panel.

(U) I expect that readers of this report will include both experts and nonexperts. For more on the theoretical
background, full results, or procedural details, my dissertation (now in progress) will be available. (Many of the
comments in this report are intended for NSA only and will not appear in the dissertation.) This article identifies two
major threats to the fairness of NSA’s language testing which should be addressed immediately; various other poten-
tial problems of a less serious nature are also pointed out and recommendations are made as to how they might be
corrected. These comments are meant as a starting point for discussion and not as the definitive answer to all of our

testing problems.

Objectives

-F6B63 had two main goals in this research, as
far as this agency is concerned. First and foremost, 1
was interested in establishing the validity of the method
that NSA and other government agencies use for choos-
ing foreign language test passages. In a nutshell, I
wanted to know whether level 2 texts really are easier to
comprehend than level 3 texts, and level 3s easier than
4s, for test takers at all levels of proficiency. This must
be true in order to claim that the levels scheme can
appropriately be used as the basis for our testing system.

(U) Furthermore, even if one assumes the validity
of the text levels, it is clear that there is a need to
increase the reliability, validity, and efficiency of our
foreign language tests. Hardly a language analyst has
not complained about some aspect of the PQEs; most of
them have a feeling that something is wrong, even if
they cannot say exactly what. On the basis of my expe-
rience in this study, 1 make several suggestions here for
consideration by the appropriate NSA elements.

(U) The study involved testing 56 employees with

JFrench language backgrounds for their French reading

proficiency. I chose French because, frankly, that is the
one foreign language that I know well enough for
designing a good-quality test with a high degree of diffi-
culty; and I had to leave aside the area of listening com-
prehension because of time constraints. Although the
results reported here thus can only truly be said to apply

to French reading comprehension, it would surely be
necessary to show that the testing system works for even
one language before we could properly try to extend it
to all. Likewise, if the system is not applicable to read-
ing (and by extension, to translation), then applying it to
listening comprehension would not likely be fruitful.

(U) Rather than describing the various text levels
here, I assume some familiarity with them on the part of
readers. I must point out, however, that it is a common
mistake to oversimplify what a given text level means,
and thus I encourage readers to consult James R. Child’s
1987 paper (which is included in the materials for the
self-paced course LG-020, “Language Levels and Their
Application”) for a full description. I am completely
ignoring the Interagency Language Roundtable’s (ILR)
levels 1 and 5, which is where the ILR setup runs into
some real theoretical problems; these levels are not of
any practical concern to government agencies anyway.
In addition, be advised that on theoretical grounds, I do
not accept the reading skills hierarchy that the ILR scale
incorporates. ‘

Part I: Text levels
Reliability

(U) The business of determining the level of a text
involves judgements by human beings. Now, we must

be fairly certain that, for instance, a level 3 passage
really is a 3 and not a 2+ or a 3+, if we are designing a
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level 3 test, because we want to ensure a consistent level
of test difficulty. In fact, if text levels cannot be reliably
determined even by trained experts, there is no sense in
going any further in evaluating the validity of the levels
theory.

(U) Just as an advertisement that says “nine out of
ten dentists recommend Brand X tends to inspire more
confidence in Brand X, we tend to have more confidence
in text-level judgements that are backed up by many
expert raters. In the ideal situation, if we gave three or
more experts the same set of written passages and asked
them to determine their levels, the experts would—
working completely independently—come up with
exactly the same ievel assignment for each text. In the
real world, we have to admit that people are not infalli-
ble and that it is perhaps harder to get linguists to agree
on text levels than it is to get dentists to agree on chew-
ing gum, but we should still strive to get as close as pos-
sible to that ideal target of complete agreement.

FOE6y In developing my experimental materials,
I first identified a large number of authentic (naturally
occurring, uncontrived) French texts between 250 and
300 words long, at text levels 2 through 4, including
some that I thought were 2+ or 3+. 1took 30 of these to
others for independent decisions about levels; each text
was rated by three people (including me). My experts
were all current or former PQE committee members
who had completed LG-020.

(U) The good news is that almost 97% of the time
(29/30 cases), it was possible to get at least a two-way
match (at least two experts agreed). Unfortunately, only
23% (7/30) were three-way matches, which is the ideal.

There are two things we can do, given this less-
than-perfect situation. One is as follows:

. Suggestion 1: Use, in tests, only those texts
for which three or more experts independently
agree on the level.

(U) In selecting passages to use in this experiment,
I gave preference to the three-way matches, using five of
them in my test (which contained nine passages in
all).The other thing we can do is to try to increase the
number of three-way matches by improving the exper-
tise of the raters. One way to accomplish this would be
to make it a little more difficult to qualify as an expert
rater. This could be done as follows:

+ - Suggestion 2: Double (or even triple) the
number of items on the LG-020 exit exam

(thereby increasing its reliability), then adopt a
higher standard of performance, of 85 or 90
percent.

Another way to promote greater agreement is this:

+ Suggestion 3: Require test designers (such
as PQE committee members) to “socialize” at
the start of each testing cycle, discussing
several texts that are in the pertinent foreign
language and that have previously been
determined to be at the various levels.

(U) “Socializing” in this sense is obviously not
what happens at cocktail parties, but it means making
sure that everyone is interpreting the guidelines in the
same way, often by studying examples.

(U) In making the suggestions in this section, I do
not wish to imply that we necessarily have a serious
problem right now with text level reliability. Reliability
is difficult to estimate in this situation, and of course we
can always try to improve it. Nonetheless, we may in
fact have all the right ingredients for an acceptable level
of reliability, provided that the proper procedures are
followed.

Validity

(U) Now, just because we can determine text levels
reliably does not mean that the levels do what we think
they do for us. Reliability is a necessary condition for
validity, but it is not sufficient. Let us consider an exam-
ple of how something can be done reliably but still not
be valid. Suppose I decide that all magazine articles are
easier to understand than all newspaper articles, and the
latter are easier to read than all books. I have no doubt
that almost anyone could tell a magazine from a news-
paper from a book with a very high degree of reliability,
but few people would really be convinced that I have
identified a true progression of text difficulty.

(U) It is obvious in this example that something is
wrong, but it is not always so easy to determine this.
Someone who has read Child’s paper might say that the
text-level scheme seems right for estimating text diffi-
culty. Intuitions are useful for many endeavors, but
sometimes they, too, are dead wrong. Science is full of
examples of nature contradicting our intuitions (isn’t the
earth flat?). That is why we often want experimental
data to confirm (or refute) what intuition tells us.

. (U) It has never been shown experimentally that
texts at the different levels really define a hierarchy of
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comprehensibility that can be used to separate test tak-
ers by level of proficiency. In fact, researchers in aca-
demia claim to have found evidence in two widely cited
studies that this is not the case. These earlier studies,
however, were seriously flawed, suffering from the fol-
lowing problems:

a. The researchers reduced the text-level descrip-
tions to simple genre labels, so that any editorial, for
instance, was taken as indicative of level 3 with no fur-
ther analysis. Level decisions seem to have been based
solely on genre, with no concern for the communicative
functions that the texts served.

b. Only one or two texts of each type were used,
and these texts were not chosen by multiple trained,
independent raters. The reliability of level assignments
is thus suspect.

c. The range of foreign language proficiency of
their subjects did not begin to cover the full ILR range.
The higher levels of ability were particularly underrep-
resented.

“EOUO5-1 set out to conduct a similar experiment
that would remedy these problems. 1 designed a test
composed of nine texts of about equal length, including
three at each of the levels 2, 3, and 4 (avoiding any “plus
level” texts for maximum separation of level effects).
The texts were on various topics, including political
affairs, social affairs, terrorism, and human rights.
Potential test-takers were randomly chosen from among
all those who had passed a French test at the Agency
within the past 15 years. This included many people
who had never used French on the job as well as certi-
fied French language analysts, so a wide range of ability
was represented. -

(U) In the testing sessions, each of the subjects saw
multiple-choice questions on six of the reading pas-
sages, and did “rough translations” (described in more
detail below) on the other three passages. Test versions
were rotated so that each text was translated by about
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multiple-choice sections (Ottawa and experimental) was
used to divide test-takers into three groups of higher,
average, and lower ability, and my analysis then focused
on the translation data only (scoring of the translations
will be discussed in Part II below).

(U) As mentioned earlier, for the theory to be
valid, the level 2 texts had to be easier for everyone to
translate than the level 3 texts, and the 3s easier than the
4s, in a statistically significant way. My analysis of the
translation data shows that this is indeed the case on
average; there were significant differences between the
means for levels 2, 3, and 4.

Table 1:

Text set Level 2 | Level 3 | Level 4
terrorism/ 87.2 84.7 70.0
human rights
social affairs 81.3 83.4 81.5
political 93.3 76.6 68.5
affairs

Total 87.3 81.9 73.3

Mean scores on translations
(expressed as percentages)

(U) In addition, the most able group of test takers
(independently determined by multiple-choice test
scores) had to get significantly higher scores than the
least able group, particularly on the level 3 and 4 texts.
This was also the case, as the following data demon-
strate. (The average group was not sufficiently differen-
tiated from the high ability group. This may be due to
various factors, including the mediocre reliability of the
criterion used to divide subjects by ability, or the differ-
ent aspects of linguistic competence tapped by multiple
choice and translation tests.)

) . . Table 2:

one-third of the subjects; the order of presentation of the
passages was also varied to control for warm-up and tir- Level 2 | Level 3 | Level 4 Total
ing effects.

' High 90.5 87.3 80.6 86.1

(U) A 27-item multiple-choice French reading :
comprehension exam taken from tests designed by the Middle | 88.8 82.5 75.5 82.2
Universi 0 - i
\ mversny.of‘ ttawa was also administered ‘to all sub Low 82.9 76.1 63.6 742
jects. This independent measure of proficiency was
originally supposed to allow division of the subjects into
three groups by ability, but it was not reliable enough for Test performance by text level
this purpose. Thus a combination of scores on the two and subject ability level
—FOR-OFACIATLUSE-ONEY-
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Figure 1. Test performance by text ievel and subject-ability level.

(U) One caveat is very important: it is only when a
given level of difficulty is represented by at least three
texts that the clear pattern emerges. Group perfor-
mance on any one text may vary from expectations. As
you can see in Table 1, one level 2 passage and one level
4 passage both had about the same mean score, just
above 81%—individually they behaved more like the
average level 3 text! Each subject in this experiment
translated one text at each level; this is supposed to
make all test versions equivalent, but in fact, one of the
three versions was significantly easier than the others
because one or more of the texts in it was easier than
predicted.

(U) The need for three texts could be due to some

inherent unreliability in the text selection process (see
preceding section). It is more likely, however, that the
text levels simply cannot be conceived of as distinct
entities having relatively well delineated boundaries
between them, as in figure 2 on the left. Instead, it may
be more appropriate to view the levels as highly over-
lapping ranges with distinctly different midpoints, as in
figure 2 on the right. The levels seem to identify diffi-
culty tendencies rather than absolute values.

>

Difficulty

>

-
>

Figure 2. Text levels plotted on a scale of comprehensibility.
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M practical terms, this means that in order

to ensure that test difficulty remains more or less con-
stant from one test to another (as close as possible to the
midpoint of the range) without the luxury of pretesting
passages to determine their difficulty, we must look at
average performance across several texts at the targeted
level. This points up the first major threat to fairness
in our testing: many PQEs are composed of only one or
two passages, so we cannot guarantee that they are all
of about equal difficulty. It is conceivable that we have
allowed some people to pass who should not have, and
failed some who should have passed. The results of this
study indicate that those who are not
quite capable of level 3 performance
but do not wish to do anything to
improve their skills are justified in
thinking that one day an easier PQE
may come along. Likewise, the capa-
ble but not exceptional performer may
be unfairly penalized by a PQE that is
too hard, being forced to wait until
one of more appropriate difficulty is
presented.

This naturally leads to the
following:

« Suggestion 4: All language
comprehension tests should

employ at least three same-
level texts of approximately
equal length, from different
sources and on different
topics.

(U) This recommendation can be
implemented immediately without
placing an undue burden on test
designers. I therefore urge most
strongly that it be adopted without
delay.

(U) Equal length is stipulated so that each of the
three (or more) texts contributes about equally to the
final score. Sources and topics must be varied to ensure
that these also are not factors (or at least not important
factors) in the outcome. As for the optimal number of
texts to use, while clearly more is better in achieving
representativeness, there are practical limits to what test
takers and scorers can handle, and beyond a certain
number, very little would be gained with each additional
text. Three is the minimum, but more than five or six
would probably be overdoing it.

Some have been waiting
for an easier PQE.
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(U) There is another reason to base tests on multi-
ple passages: by using only one, we cannot be certain
that we have obtained a representative sample of each
test taker’s ability to perform at that level. It is widely
accepted in the field of language testing that one should
give test-takers as many “fresh starts” as is feasible.
Coupled with the findings reported here, this is all the
more reason to incorporate Suggestion 4 into NSA test-
ing practice.

(U) A note about “plus levels” (2+, 3+): it is not
clear how test takers would perform on “plus level”
texts. In terms of text difficulty, does a 2+
behave more like a 2 or more like a 3, or
right in between? Most of us probably
imagine it as the halfway point between
levels, but this is an untested assumption
and must be considered suspect. In the
absence of any hard data, I would not
advocate gearing comprehension tests to
“plus levels.”

Part II: Other testing
considerations

(U) The preceding section may have
frightened those who took it to mean that
PQEs would now have to be three times as
long as before. Rest assured that this is
not the case; there are other ways to ensure
that language tests are accurate and
appropriate!

Test format

(EOBB"One might well wonder

why 1 did not use a PQE-style test in my
experiment. The choice of testing format,
especially for PQEs, has (rightly) been
driven by the need to evaluate objectively
how well language analysts are equipped
to do perform their jobs. Increasingly, however, as the
language analysis field changes, analysts can be heard to
say that what happens in the PQEs “is not what I do.”
The traditional translation test is more and more seen as
an invalid measure of job competence.

FOYHOY The reality today is that language ana-
lysts do a variety of things. Some must read large vol-

umes of material quickly, making decisions about what
they read; some must translate while others simply gist
or move straight to an English language report; some
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25



o

DOCID:

4010113

CRYPTOLOG
Fall 1995

have a great deal of time to complete their tasks, while
others work within strict time constraints. Many ana-
lysts will find themselves in all of these situations at dif-
ferent times. In designing tests that will indicate
competence for this variety of language tasks, we need
to ask ourselves what they all have in common. The
obvious answer is that a strong ability to comprehend
the foreign language is necessary if the language ana-
lyst—any language analyst—is to do his/her job effi-
ciently and effectively. That is, language proficiency is
the foundation for success in any language-related posi-
tion in government. Language proficiency, then, ought
to be what our language testing is about.

OB The current PQEs place a premium on

“idiomatic English” and allow test takers a great deal of
time to achieve it. The ability to express oneself well in
English is probably much more important a factor in
these tests than in most comprehension tests. This is at
odds with the way many test-users (e.g., supervisors)
sometimes see the tests, namely as diagnostic tools for
linguistic competence. The hapless analyst who fails
her German PQE is thus signed up for yet another
course designed to help her understand German, when
what she needs may be a course in how to express her-
self more effectively in English. Unfortunately, the cur-
rent format has little diagnostic value, as we can never
be certain whether poor test performance was due to
deficiencies in foreign language comprehension, in
English expression, or both.

(U) Now, good English writing ability is no doubt
a desired quality in language analysts, and we should
probably encourage its development by testing it. Keep
in mind that we are not limited to a single testing for-
mat. It would be possible, for instance, to proceed as
follows:

»  Suggestion 5: Emphasize speed and
comprehension in one part of the PQE, while
stressing precision of expression in the other.

-FOY6T Since we already have a well-developed
translation format in place, I was interested in develop-
ing a test oriented more toward measuring reading com-
prehension. The format I chose for this study, which is
described below, is one that allows evaluation of foreign
language reading proficiency without unduly relying on
English writing skills (as do our current PQEs) or on
raw reasoning ability (as do many multiple-choice
tests). It is similar to the widely used immediate-recall
protocol, but it does not tax the memory and is a more
realistic communicative task. ‘

Rough Translation

~FOY6y In what I call the “rough translation” for-
mat, test-takers are given a limited amount of time to
produce a written representation of the meaning of a set
of foreign language texts. In this experiment, test-takers
had only about 20 minutes to complete a rough transla-
tion on each 250-300 word text (or one hour for just
over 800 words). This strict time constraint was
imposed because researchers have often noted that read-
ing speed is related to reading success. Contrast this
with the PQEs, which allow testees several hours to
decipher fewer than 600 words, and it is not unreason-
able to believe that some nimble dictionary users have
been able to pass tests in languages they would not nor-
mally be said to “know.” (A level 3 reading exam
requirement would help to stamp out recreational col-
lection of language certificates.)

(U) Test-takers in this experiment were not
allowed to use dictionaries. We may wish to permit dic-
tionary use in actual testing just to reduce test-takers’
overall anxiety; however, they should be forewarned
that research shows that such use may not help and may
even hurt their test scores in a reading test situation.

PO The first step in scoring involves dividing
each original text into a countable number of scorable
units. This is to provide a meaningful basis for compar-
ison of test takers both within a single test administra-
tion as well as across administrations and across
languages. This addresses a serious shortcoming of our
current scoring system, which is the second major
threat to the integrity of our translation tests: we have
no easy-to-understand, reliable way to determine how
many points a text is worth, so we cannot convert scores
to a figure (such as a percentage) that can be compared
across test administrations. (A method has been recom-
mended based on the count of “propositions” per text,
with a maximum score of 8 points per “proposition”; but
for some reason—a lack of clarity, a lack of credibility,
or a general failure to realize its importance—this
method has not been followed consistently.) The result
is a points-deducted score that cannot be meaningfully
compared to any other scores, except within that partic-
ular test. We often say that a test-taker has had » points
deducted—without saying how many points were possi-
ble. Choosing an arbitrary maximum number of points
for each text—such as 100, as has recently been advo-
cated—does not make the resultant score any more
meaningful. A points-deducted method presupposes
that all PQEs are exactly equal in difficulty, an assump-
tion that is extremely doubtful (see Part I). One must be
able to specify how many points it is possible to obtain
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before it will be useful to know how many have been
lost.

(U) My model for breaking down the texts into
scoring units was the “pausal unit” method, in which
several expert readers of the foreign language determine
each spot in the original text where it would be possible
to pause for emphasis or to take a breath. Everything
between possible pauses constitutes a unit. The “pausal
unit” approach could easily be implemented by PQE
committees with little training. Using my method, most
scoring units were between one and four words long.
The nine texts used in the study were in this way divided
into between 98 and 153 units.
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subscribe to the theory that all syntactic errors are worse
than all lexical errors, and my data bear this out. For
instance, one text in the experimental set had to do with
a strike in Corsica which was dubbed “dead island day.”
Two of the lowest scorers rendered the French word for
“day” (“journée”) as “journey,” and so failed to under-
stand a key phrase; thus a lexical error was an important
factor in a major comprehension failure. On the other
hand, those who mistranslated “la crise que traverse le
pays” in another text on Algeria as “the crisis that is
going through the country,” instead of “the crisis that the
country is going through,” made a syntactic error that
does not seriously affect understanding.

(U) Each scoring unit in
which the test-taker had substan-
tially preserved the meaning of
the original, without omissions
or extraneous material, and
which was in the correct relation-
ship to all other units, was worth
one point. For ease of scoring,
only errors were tallied and then
subtracted from the total possi-
ble. This raw score was then
converted into a “percent cor-
rect” score. Conspicuously not
counted as errors were translated
units containing awkward or nonidiomatic English,
those infelicities that would have cost test-takers one
point each under the current translation scoring system;
nor were testees docked points for not following the
GPO Style Manual. Remember that the focus here is on
meaning rather than on form.

(U) The stipulation that units be in the correct rela-
tionship to all other units is necessary to catch errors
that might otherwise go unpenalized. Because of the
redundant nature of linguistic systems, most mistakes
due to syntactic misinterpretation will have effects at the
lexical level and will thus be reflected in the final score.
However, in rare cases it is possible to make an error of
interpretation and yet represent faithfully the meaning
of the original units, as when “the dog / bit / the man” is
rendered as “the man / bit / the dog.” 1In such a case,
both noun phrases would be docked one point each for
being in the wrong relationship to the verb.

(U) The astute reader will see that in this scoring
system, unlike the PQE system, all sorts of errors
receive exactly the same penalty of one point. I do not

Understandably, some French language
testees misunderstood the word “laique.”

(U) Also unlike the current
scoring system, mistakes on
repeated instances of the same
word may be penalized more
than once. This is because a
word may be interpreted differ-
ently according to the immediate
context in which it is found; a
word may be understood in one
context, but not another. Thus in
one text criticizing religious
schools in Paris, some testees
were not able to understand the
word “laique” (‘lay’ or ‘secular’)
in the first instance, when it occurred in contextual isola-
tion, and yet recognized it in the second instance when it
occurred in juxtaposition to “religious.” Each occur-
rence of a word must be viewed as a new opportunity
for understanding (or misunderstanding).

St )

Test reliability and validity

(U) Since I did all of the scoring of the rough
translations myself for practical reasons (not the ideal
where judgements about correctness are involved), 1
should demonstrate that (1) my scoring was consistent
and (2) the scores would have come out roughly the
same if others had participated in the scoring.

(U) I used two measures to estimate internal con-
sistency, neither of which is the perfect method in this
situation (there are no more appropriate methods). Reli-
ability estimates on the nine texts range from .85 to .96,
averaging .90. These are quite respectable numbers. (A
reliability of at least .85 is de rigueur in language test-
ing; it is the minimum acceptable for the Educational
Testing Service’s raters of written compositions, for
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example). Given that certain assumptions of the formu-
las were violated, reliability is probably even higher
than reported.

(U) As for inter-rater reliability, I took a represen-
tative sample of eighteen translations (two for each of
the nine texts, constituting about ten percent of the total
used in the analysis) to independent experts, whom I
briefly instructed in my scoring method. The correlation
between their scores and mine was .85, once again an
honorable figure. I believe it would have been even
higher if the raters had had a little more “socialization,”
or prior discussion and practice, and if they had been
allowed to discuss each other’s work afterward so that
they could catch their own errors and omissions.

(U) I therefore feel quite confident in saying that
the test method employed in this experiment enjoys
good reliability. Scoring is also fairly efficient: 1com-
pleted scoring of all 201 translations in one week.

(U) Now that reliability has been demonstrated, we
must ask if the test is also valid: does it really measure
reading ability? One way to determine this is to see if it
lines up test-takers in the same way as another reading
test. The rank-order correlation between subjects’ aver-
age translation scores and their combined multiple
choice scores was a fairly strong .83. Thus we can say
that the test’s concurrent validity is good.

A model testing program

(U) The test method presented here is not the only
viable alternative to the current method, but it does seem
to be a good way to test reading ability, and it might eas-
ily be converted for use as a more traditional translation
exam by allowing test-takers more time and being
stricter in the definition of an error (this would have to
be pilot-tested before implementation). In this section I
would like to delineate what our overall testing program
might look like, with the inclusion of a test of this type.
Please keep in mind that this is only one of many possi-
ble scenarios which I hope will receive serious consider-
ation by the pertinent decision-makers.

28

=651 would like to propose the following plan
for NSA’s language testing:

> Suggestion 6:

At level: | Replace the | With:
current:

2 LPT (nothing)

3 PQE Part |, rough
traditional translation
translation

3 PQE Part ll, | traditional
traditional translation
translation (use new

scoring method)

—FOY¥O>1 am proposing that the PQE Part I be
conducted using the method described in this article.
Since the PQE Part I would now be a reading test, there
would be no need for a separate level 2 test. Both level
2 and level 3 reading ability could be determined simul-
taneously with the same test, saving a lot of time and
personnel resources in test design, administration, and
scoring. The people who come to the Agency with a
higher foreign language capability would not have to go
through three test sessions, while testees who did not
achieve a level 3 rating on the first try would have to
retake the test at the next offering in order to advance, as
in current practice. The cutoff score for a level 3 read-
ing ability would have to be high, at about the 90% level
(remember that the mean on the level 3 texts in this
study, which included many test-takers who are not lan-
guage analysts and/or have not used the foreign lan-
guage in many years, was already 82%). A lower cutoff
score of about 75% would determine level 2 ability (this
is, of course, average performance across three or more
texts on which three or more experts agree about the
level, etc.).
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FOt067 The Part I test could be administered in
just one hour, if texts of the same length as in this study
are used. (Following tradition, rather than specifying a
length in words, we could say that each passage should
result in a translation of n words—in this case, 250 to
300.) For the Part II test, we could allow about twice as
much time; a new scoring method would have to be
found—perhaps an adaptation of the one described in
this paper. As for the question of whethef to use open or
classified sources, if finding appropriate test materials in
classified sources is difficult, I can think of no compel-
- ling argument for forcing PQE committees to limit
themselves to that domain. - The interest of ensuring fair
tests should outweigh that of sticking to SIGINT.

Conclusion

OOy The text-levels theory seems to be a
sound basis for our testing program as long as we take
multiple samples of reading behavior at a given level, by
using a variety of texts. Other aspects of our testing pro-
gram are in need of some attention, particularly the scor-
ing system used on translations. If further information
or clarification is needed, I would be happy to discuss
any of the ideas presented in this report. Neediess to
say, I believe the plans presented here would represent
an improvement over the current system. However, I do
not believe that we should ever be completely satisfied
with what we have decided upon. Language testing is
messy enough that there is always room for improve-
ment. It is my hope that others will find the will and the
cooperation necessary to carry out other large-scale
studies of this'sort so that at any moment we can say that
NSA has done its best to make its tests as fair as they
can be.
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SIGINT That Matters: What's the Angle?

\Eﬂ ‘ |E4

(U) By now, most intelligence analysts probably
have heard the words “journalistic concepts™ during dis-
cussions about trends in SIGINT reporting. Many of the
journalistic techniques being taught in reporting courses
and seminars involve changes in writing style, some
subtle and some distinct. NSA has incorporated other
aspects of journalism into its reporting process, such as
using graphics to enhance report presentation and ven-
turing into multi-media techniques such as video report-
ing, audio reporting and a myriad new dissemination
methods. While these efforts have generated very posi-
tive responses from our customers, one important aspect
of journalistic technique, finding the best angle for the
story, is only now beginning to get serious attention.
The angle will undoubtedly become one of the most
important aspects of a SIGINT report, as Congressional
budget committees again and again ask for clarification
on the unique information NSA offers its customers.

(U) So, what is the angle? It is the art of present-
ing a topic in such a way that the reader can not only
relate to that topic, but can understand the significance
of that topic. It goes beyond simply stating the SIGINT
fact, e.g. “A told B that a meeting had taken place.” It
helps the reader understand what went on in that meet-
ing that was important, and why he or she should bother
to read the report. To put it bluntly, the angle is what
sells the SIGINT.

(U) Two of our most important jobs as SIGINT
reporters are to recognize the significance of what we

see, and then explain this in our product reports. Our

customers are being bombarded by what seems to be an
infinite supply of information. Unless we show them
that what we have to say is important to them, our
reports will simply be blown away like so much junk e-
mail. We can show them by providing an angle, or
focus, in our reports that emphasizes the significance of
the information within the report. More than a few
reporters already do this for their customers, and they
receive very positive feedback. Unfortunately, some of
us still believe “it came from SIGINT and nobody else
has anything on it” is all the justification we need for
publishing.

A Changing World

(U) Furthermore, 1 knew that since there was no
real competition that might scoop me, I could rely on
my customers following my every word. 1 did ;"not
worry much about why this or that happened or the
deeper meaning of what might result because it;"hap-
pened. I was happy in my own little world. And I was
good at it (at least everybody said s0). My customers all
agreed that my reports were unique and thereforP L.
valuable, thus justifying the cost of productlon O
thought about putting an “angle” on my reports, 1 dldn’t
think long; if I had used one, it might well have been
“because I know and you don’t.”

—TFOP-SECRET UMBRA—
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(U) If we start to suffer from blurred vision, we
can close the video window and open a CompuServe
winddw to get the latest reports from newspapers like
the Washington Post or the New York Times, or from the
AP or U‘f_’l wire services. Their reporters often work
from an eyewitness angle, seeing things in places where
even the intelligence community didn’t have access just
a few years agp. If we feel the need to enter the Twilight
Zone, we can ‘crank up the CD-ROM drive, slip in a
disc, and cruise] lto check
on some minute details.
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(U) As you keep pace with your target, you should
also keep pace with what your customers want to know
about your target. With the target, you may have the
luxury of getting too much information to process. With
customers, you may have the problem of having too lit-
tle. Furthermore, the pace of change in what customers
want may be even more rapid than it is with your target.
Several new services can help you. One of the newest
available is ESS topic 1442, the DO Customer State-
ment of Interest. It will tell you what various high-ievel
consumers in the Washington area consider of pressmg
importance on any given day.

(U) As mentioned before, your customers have at
least as much information to sift through as you do.
They don’t always have time to analyze the significance
of some small fact that they- may have asked you last
week to report, but they will make time to read about
that small fact if you do at least some of the analysis for
them. By keeping track of what your customers might
need to know, and by telling your customers what is
important about each individual report, you can most
effectively use the angle.

Highlighting the Angle

—&5-The final challenge is to highlight the angle for
the reader. You must emphasize what is important in the
report and why it is important, and you must do so right
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(U) Remember that you are not obliged to make
your report follow the same flow as the original traffic.
In other words, just because the Ambassador addressed
the weather, the price of eggs, and the exact time that the
car bomb would explode, that doesn’t mean these topics
must appear in the same order within your report, or.
indeed that the first two must appear at all. This is
related to one of the most important lessons aspiring
news reporters can learn: never leave a press confer-
ence/briefing before the question-and-answer session,
even if a deadline looms. The best news angles often
come from afterthoughts, side stories, or audience reac-
tions. Similarly, the best SIGINT stories often are bur-
ied at the bottom of those long diplomatic messages or
may come from some associated context. Your job is to
identify them and promote them to the top of the page!
For assistance in learning how to do this, P054’s Rein-
vention Lab for SIGINT Reporting, is publishing Hints
for Better Writing, available via ESS topic 1619 and
MOSAIC at http://gonzo.p.nsa/RLSR/RLSR.html.

So What?

(U) No, Toto, we’re not in Kansas any more. The
world has changed. “Because I got it from SIGINT and
nobody has anything on it” can no longer be th