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IN REPLY 
REFER TO 

DEFENSE LOGISTICS AGENCY 

HEADQUARTERS 

8725 JOHN J . KINGMAN ROAD 

FORT BELVOIR, VIRGINIA 22060-6221 

OCT 1 6 2012 

This letter responds to your April 22, 2012, Freedom of Information Act (FOIA) request 
for the audit reports listed in your request. 

The enclosed records are being released in part. Portions of the records are withheld 
pursuant to FOIA exemptions 5 U.S.C. § 552 (b)(3), federal statute, 5 U.S.C. § 552 (b)(6), 
personal privacy and 5 U.S.C. § 552 (b)(7)(E), techniques and procedures for law enforcement 
investigations. Audit reports IAFA-FY08-02, OAFA-FY08-06, DA0-09-10, DA0-09-lOb, 
DA0-10-02, and DA0-09-14 were previously released to you under FOIA case numbers DLA 
HQ-11-HFOI-00148 and DLA HQ-12-HFOI-00067. 

Exemption 3, 10 U.S.C. § 128, Unclassified Special Nuclear Weapon Information, 
prohibits dissemination of information pertaining to security measures for the protection of 
special nuclear material. Therefore, DA0-10-07, which dealt with the handling of nuclear 
weapons related material , is withheld in full (72 pages). Exemption 6 protects information about 
individuals when disclosure of such information would constitute a clearly unwarranted invasion 
of personal privacy. Therefore, we have withheld the signatures of all DLA personnel and the 
names of DLA employees below the directorate level. Exemption 7(E) protects information that 
would disclose guidelines or techniques for law enforcement investigations and/or prosecutions 
which could reasonably be expected to risk circumvention of the law. Therefore, we have 
withheld information related to policies and procedures for sensitive property accountability (i.e. , 
weapons). 

You have the right to appeal this (full/partial denial or no records response). An appeal 
must be made in writing to the General Counsel and reach the General Counsel's Office within 
60 calendar days from the date of this letter, no later than 5:00 pm, Eastern Standard Time. The 
appeal should include your reasons for reconsideration and enclose a copy of thi s letter. An 
appeal may be mailed, emailed to hq-foia@dla.mil, or faxed to 703-767-6091. Appeals are to be 
addressed to the General Counsel, Defense Logistics Agency, ATTN: DGA, Suite 1644, 8725 
John J. Kingman Road, Fort Belvoir, Virginia 22060-6221 . 

,. 
Federal Recycling Program ~,. Printed on Recycled Paper 



12-HFOI-00096 

No fees are charged for processing this request. Should you need further assistance, 
please contact Ms. Debbie Teer, (703) 767-5247 or Deborah.teer@dla.mil, and reference case 
number 
DLA HQ-12-HFOI-00096. 

Sincerely, 

Qfli1 -/( lllf(tz~ 
t{AN K. DEMARTINI 

COL., USA 
Inspector General 
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IN REPLY 
flEFER TO 

DA 

OEf'ENSF: LOGISTICS J\GL;;NCY 

HE/\DQUMHEHS 
0725 JOHN J, l<INGM/\N ROAD, SUITE 2.5::33 

PORT DELVOm, VIRGINIA 22060,6221 

Aprll 23, 2009 

MEMORANDUM FOR COMl'vtANDER, DEFENSE DISTRIBUTION CENTER 
. DIRECTOR> DEFENSE REUTILlZATJON & tvlARKETING 

SERVICE 
DEPUTY DIRECTOR, LOGTSTf CS OPERATIONS & 

READINESS 

SUBJECT: Fim1l Defense Rettlilizution und M<irketing Service (ORMS) Vulnernbillty 
Assessment 

As directed by Operations Order 0331-08, phase 3, we conducted un end-to-end 
assessment of operations nt DR.MS tield locations to prnviclc actionnblc recommendations to 
Dcfonse Logistics Agency (DLA) senior leadel'ship. Defense Logistics Accountability Office 
(DA) nssembled nn Enterprise-wide team of au~litors and investigators and on-site reviews were 
conducted from June 2008 through September 2008. 

Our report identifies vulnerabilities in 1 ·1 areris und miikes 26 recommendntiolls lo DR.MS 
and Defense Distribution Center (DDC) for im1;rovelnenls to DLA operotious. These 
vulnernbililics result in poor p1·operty,nccountability, receipt M unm1thorizcd ilems, iJ1cfficiency1 

and potential lhetl, Joss, and mishandling of prdperty. Implen1enling the recommcndntions in this 
1·eporl will strengthen DLA opernlions by improving property nccounh1bility, handling, and 
sccul'ity lo provide world class wnrl1ghlcr supporl. Mmrngemenl comments were provided nnd 
me included ns enclosures in this report. 

We appreciate the courtesies nnd coo lerntion extended to llS by all staff involved in this 
review. Please direct nn / uestions to (b)(6l DRTvfS Internal Audit ntl(bl(6l I. 
(b)(6) 

Atlnchment 

l(b)(6) 

v 0 
BRfDGET SKJOLDAL 
Staff Director, Audit Division 
DLA Accolintabilily Office 

A 
Fodcml nocyclhig P1ogrnm ... , Printed 011 Rocyclod rop<1r 



DLA Accountability Office 

Final Report 
DRMS Vulnerability Assessment 

April 23, 2009 
DA-09-05 
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)--'i ,, 
' 

DLA 
Accountability Office 

Wll DA Did this Review 

As directed by Operations 
Order 0331-08, the DLA 
Accountability Office (DA) 
conducted an end-to-end 
assessment of operations at 
Defense Reutilization and 
Marketing Service field 
locations to provide 
actionable recommendations 
to DLA Senior Leadership. 

What DA Did 

DA established a joint team 
of auditors and investigators 
from various DLA field 
activities to conduct a review 
of DRMS Operations. The 
assessment was lead by 
ORMS Internal Review 
Office. Our objectives were 
to identify ORMS operational 
vulnerabilities and provide 
management recommendation 
for corrective actions. 

What DA Recommends 

This report contains 26 
recommendations to DRMS 
and DDC for improvements · 
to DLA Operations. 

A ril 23, 2009 . · 

Defense Reutilization and Marketing Service 
Vulnerability Assessment 

DRMS provides Department of Defense disposal 
management of excess and surplus military property 
supporting U.S. military forces worldwide. Generally, 
DRMS field activities are categorized into three 
functions, Defense Reutilization and Marketing 
Offices, Centralized Demilitarization Centers, and 
Controlled Property Centers. 
We reviewed those operational functions and identified 
vulnerabilities in the following 11 ateas: 

• Classified receipt controls; 
• Unauthorized item receipt; 
• Recycling Control Point and Supply Discrepancy 

Reports; 
• Troubled property receipt; 
• Receiving efficiency; 
• Segregation of duties; 
• Batch lot discrepancies; 
• DEMIL/Classified receipt; 
• Transportation; 
• Physical security; and 
• Inventory. 

These vulnerabilities result in poor property 
accountability, receipt of unauthorized items, 
inefficiency, and potential theft, loss, and mishandling 
of property. 

Implementing the recommendations in this report will 
strengthen DLA Operations by improving property 
accountability, handling, and security to provide world 
class war fighter support. 
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I. Background 

DEFENSE LOGISTICS AGENCY (DLA) 
DLA Accountability Office 

DA-09-05 

FINAL REPORT 

DRMS provides centralized Department of Defense (DOD) disposal management of excess and 
smplus military property supporting U.S. military forces worldwide. DRMS operates globally in 
16 countries, 40 states, and employs over 1,400 personnel to complete the mission. Generally, 
ORMS field activities are categorized into three functions, Defense Reutilization and Marketing 
Offices (DRMO), Centralized Demilitarization Centers (CDC), and Controlled Property Centers 
(CPC). Each activity has a unique function to support the DRMS mission. 

On March 20, 2008, DLA learned that four MK-12 assemblies were incorrectly shipped to the 
Government of Taiwan. This materiel was shipped by F.E. Warren Afr Force Base to Defense 
Distribution Center, Hill Utah (DDHU) and recorded into inventory as batteries. This materiel 
was then sent to the Government of Taiwan. On January 16, 2007, the Government of Taiwan 
submitted a Supply Discrepancy Repo1t (SDR) indicating they did not receive the battery they 
ordered, but instead received an item they could not identify (the MK-12 assembly). The SDR 
went unresolved for 14 months until the MK-12 items were recovered. This incident, although 
specifical1y related to DDHU, promulgated Operations Order 0331-08, which required a DLA 
Vulnerability Assessment. 

As directed by Operations Order 0331-08, phase 3, DA conducted an end-to-end assessment of 
opemtions at DRMS field locations to provide actionable recommendations to DLA senior 
leadership. 

IT. Objectives 

DA established a joint team of auditors and investigators from various DLA field activities to 
conduct a review of ORMS.operations. The assessment was lead by DRMS Internal Review 
Office. Our objectives were to identify DRMS operational vulrierabilities and provide 
management recommendations for corrective actions. Specifically, we reviewed the receipt, 
inventory, issue, transportation, supply .discrepancy reports, physical security, and information 
technology processes. 

III. Scope and Methodology 

We conducted this review from June 2008 through September 2008 in accordance with generally 
accepted government auditing standards for attestation engagements with the exception of 
meeting the peer review requirement and organizational independence. DLA internal audit 
offices have not been subject to an external peer review in over three years due to a lack of a 
Quality Assurance Review team. Fmther, at the time of this review the ORMS Internal Review 
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Office was organizationally located within areas subject to audit, but not within operational areas 
reviewed in this attestation engagement. These exceptions have no effect on the quality of this 
report. 

To accomplish the objectives, we conducted field work at DRMO Mechanicsburg, Peru1sylvania; 
CDC Tucson, Arizona; CPC Columbus, Ohio; and HQ ORMS Battle Creek, Michigan. We 
selected these locations because they were representative of a DRMO, CDC, and CPC and would 
provide the greatest diversity in operational functions. In addition, these locations had a large 
volume of demilitarization (DEMIL) required property on hand as of June 25, 2008,. or had a 
unique mission in the type of property being processed (i.e., F· 14 and Recycling Control Point). 

We reviewed applicable instructions, manuals, and standard operating procedures to identify 
current processes· and controls. We conducted interviews with subject matter experts, area 
managers, and field activity personnel. At each location we observed processes and selected 
sample items for review. In most cases, sample items were judgmentally selected to include 
DEMIL required, pilferage, and other controlled items. The ORMS Automated lnfonnation 
System (DAISY) assessment was conducted at the Columbus Controlled Property Center with 
limited wm·k conducted at HQ DRlvIS. OLIS J6 completed a DAISY vulnerability assessment 
and prnvided results to directly DLA J6 and to ORMS J.3/4 1 

• 

IV. Findings and Recommendations 

A: Classified Receipt Controls 

Controls over classified material receipt require improvement. DOD 4160.21-M, Defense 
Materiel Disposition Manual, states that ORMS can not accept classified items. Therefore, 
receipt of classified items is unauthorized and adherence to receipt procedures must be followed. 
However, our review identified weaknesses in this area. Specifically, ORMS Instruction 
4160.14, Operating Instructions for Disposition Management, does not have procedures that (a) 
require field activities to obtain a hand receipt when classified items are returned to the generator 
or given to host security or (b) designate individuals ateach field activity to handle, secure, and 
dispose of classified items. Fmther, ORMS J.3/4 has not been notifying the generating activities 
commander in writing of instances when classified items were turned in to a ORMS field activity 
as required in DRMS Instruction 4160.14. Finally, ORMS field activities do not always have a 
formal agreement with the host security to retrieve and secure classified items. ORMS 
Instruction 4160.14, states activities should request in the InteMervice Suppo1t Agreement 
(ISSA) that the host will secure any uncontrolled classified material discovered at ORMS field 
activities. Field activities should contact DLA Enterprise Support (DES) Battle Creek if the host 
declines to include these services in the ISSA. One location did not immediately contact the host 
security of the classified receipt because there was no formal agreement with the host security to 
retrieve such items. These conditions exist because of inadequate instructions and non· 
compliance with current instructions. 

1 Results from the DUS J6 assessment were provided to Dfu\i1S J-3/4 and DRMS Internal Review on October29, 
2008. 
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These conditions result in poor accountability that could lead to mishandling or loss of classified 
property. In addition, the generating activities commander may not be aware of the seriousness 
of the incident and implement corrective actions to prevent future occurrences. 

Recommendations: 

l. DR.MS J-3/4 update the DRMS Instruction 4160.14 to (a) include a i·equirement to obtain 
a hand-receipt (DLA Form 27, Classified Document Receipt) from the generator or host 
security when classified items are retrieved and (b) designate individuals at each field 
activity to handle classified incidents. 

2. ORMS J-3/4 implement procedures in DRMS Instruction 4160.14 to provide written 
notification from DRMS-D to the generator's commander upon the discovery of 
classified or suspected classified material. 

3. ORMS J-3/4 coordinate with DLA J-3312 to update DOD 4160.21-M, Defense Materiel 
Disposition Manual, to clearly define the host base responsibility to retrieve and secure 
classified items immediately upon request of the DR.MS field activity. 

4. DR.MS Disposal Service Director (DSD) complies with DRMS Instruction 4160.14 
classified incident procedures to provide immediate notification to the installation 
information security manager upon the discovery of classified or suspected classified 
material. 

5. ORMS DSD (a) establish language in the DR.MS field activity Inter-service Support 
Agreements as outlined in DRMS Instruction 4160.14 to specifically define that the host 
security will immediately retrieve and secure classified items upon request of the DRMS 
field activity, (b) coordinate with J8B to ensure all agreements are updated to reflect the 
new language, and (c) notify DES Battle Creek ifthe host declines to include the service 
in the support agreement. 

B: Unauthorized Item Receipt 

ORMS Automated Information System (DAJSY) processes allowed personnel to receive 
unauthorized items on the accountable record. Specifically, Communications Security 
Equipment Items (COMSEC) and Controlled Cryptographic Items (CCI) were received and 
processed by field activities. ORMS Instruction 4160.14, states not to accept property in Federal 
Supply Class 5810 (CO MS EC) and 5811 (CCI) with a Controlled Inventory Item Code of 9 2 • 

Items with these characteristics should be rejected back to the military services for processing in 
.accordance with National Security Agency regulations. 

Based on discussion with OLIS J6 it appeared the condition occurred because of a DAISY 
system change implemented in September 2007. It was determined that if certain conditions 
were met, the system edits did not function properly and these unauthorized items could be 
added to the accountable property record. As a result, ORMS inappropriately received and 
processed 40 line items (quantity of 180) from September 2007 - July 2008. DAISY 

2 This code identifies an item as a Controlled Cryptographic Item (CCI). CCI is described as secure 
telecommunications or infomtation handling equipment, associated cryptographic component, or other hardware 
item which performs a critical COMSEC function. Items so designated are unclassified but controlled, and will bear 
the designation "Controlled Cryptographic Item" or "CCI". 
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transactions and support docu.ments indicated the 40 line items were demilitarized by the 
generator prior to turn-in, demilitarized by the ORMS contractor, returned to the generator, or 
were issued. Not alJ documents supporting the DAISY transactions were in Web Enabled 
Document Conversion System (WEBDOCS). A recommendation for corrective action related to 
the WEBDOCS deficiency is addressed in finding 8. The DAISY Program Office implemented 
a system change in July 2008 to conect the receipt deficiency. 

Audit Comment: DA was not able to complete the independent validation because of system 
limitations in the testing database and insufficient documentation on the specific preconditions 
that led to the deficiency and as a result, prevented reinventing those conditions for validation 
purposes. However, based on the data provided by OLIS J6 (i.e. DLIS J6 testing documentation, 
DAISY screen shots, and discussion with subject matter experts) we can conclude the system 
change has corrected the identified deficiency. 

C: Recycling Control Point and Supply Discrepancy Reports 

Recycling Control Point (RCP) and Supply Discrepancy Report (SDR) processing require 
improvement. Specifically, RCP property 3 verification process is at a 4-5 month backlog, RCP 
property received for verification is not marked with the date of receipt, and the DRMS sales 
contractor is slow to remove previously verified property. For example, during our September 
2008 visit to the Contt'Olled Prope11y Center, we identified RCP property that was verified by 
DRMS in March 2008 but had not been removed by the sales contractor. In addition, RCP 
property discrepancies did not have a SDR submitted through Web SDR for 13 (54 percent) of 
24 sample items reviewed. The sample items reviewed were on a RCP discrepancy log, in 
location at the CPC awaiting shipment to the correct destination, or on a pallet in the RCP 
verification area identified as misshipped items. 

The backlog occurred because the RCP verifier positions were not fully staffed until April 2008; 
however, property had been received at the CPC warehouse since December 2006. Further\ 
DRMS receipt of misidentified property, inaccumte quantities, and misshipped property from the 
depot require extensive DRMS research and resources. In regards to misshipped property, we 
identified several instances where required property DEMIL was shipped from the depot and 
received at Columbus CPC; but items were cleal'ly marked for shipment to another location. 
Finally, there are no established procedures to mark the RCP property with the date of receipt to 
ensure first in first out processing and timely submission of discrepancies. 

The misshipped and misidentified property, including DEMIL required items, are being sent in 
error from the depot to ORMS activities which results in a DLA-wide vulnerability as well as 
poor custome1· service to the war fighter that did not receive the items requisitioned. In addition, 
untimely submission and identification of supply discrepancies to the shipping depot delay the 
resolution process. As of the end of August 2008, 166 misshipments of property from the depot 

3 In general, RCP property are items sent for disposal from a DDC depot to a DR!vfS field activity. DR.t\18 
employees at the CPC (Columbus and Huntsville) verify whether the RCP properly is eligible for public release 
prior to providing items to the snles partner. This control mechanism is in place to ensure the sales partner receive 
only those items that are safe to sell. The sales partner is co-located at the CPC and retrieves the property after 
DR.MS verification. 

7 



to DRMS field activities have been identified for FY 2008. This number is most likely 
understated because of RCP and SDR backlog. 

Recommendations: 

6. DDC J-3 determines the root cause of the misidentified and misshipped property 
originating from the depots to ORMS activities. 

7. ORMS J-3/4 train additional personnel at field locations and HQ ORMS to ensure timely 
submission of supply discrepancy repo1ts. 

8. DRMS J-3/4 and DSD (a) develop and implement a corrective action plan at the CPC to 
address the RCP backlog (b) coordinate with the contractor for timely removal of verified 
items and ( c) ensure at all locations the date of receipt is annotated on each pallet of RCP 
property. 

D: Troubled Property Receipt 

Processing and accountability of troubled prope1ty requires improvement. Troubled property is 
items that cannot be processed by the ORMS field activity and requires additional information 
must be returned to the generator. We dete11nined Disposal Service Representatives (DSR) may 
not be adequately reviewing the generator's property prior to turn in, ORMS field activities 
procedures varied as to when a ORMS Form 917, Property Disposal Reject/Advice Notification, 
was prepared, and activities are not obtaining generator signatures for returned items. For 
example, we reviewed 16 documents for items returned to the generator or rerouted to another 
location and none of the documents provided a clear chain of custody throughout the process or 
provided receipt confirmation at the final destination. ORMS Instruction 4160.14 requires that 
when prope1ty for tum-in must be rejected, personnel must complete and provide a DRMS Form 
917 to the generator and have the generator sign the form as acknowledgement of item receipt. 

The troubled prope1ty receipt and lack of generator signatures for items returned occurred for 
several reasons. We determined the trouble propetty receipt occmTed because the DSR is not 
reviewing generator property and documentation for accuracy prior to shipment to the ORMS 
field activity. Regarding the DRMS Form 917, one location explained it is not always feasible to 
obtain a generato1· signature when items are i·eturned because of the volume of property received 
from numerous geographic locations. Another location stated tlwy did not have time to prepare 
the ORMS Form 917 documentation and instead coordinated directly with the OSR and 
generator to resolve the problem. In addition, that location was not aware a generator signature 
was required on the ORMS Form 917. Further, DRMS Instruction 4160. 14 only addresses that a 
ORMS Form 917 is prepared for prope1ty being rejected, but it does not provide clear guidance 
for property that is undergoing resolution with the generator (i.e., awaiting a generator 
certification) or is rerouted to another location. In many instances, the ORMO will receive the 
required documentation from the generator and the property is processed. 

As a result, there is not a clear audit trail for property returns or items rerouted to another 
location leaving the prope11y susceptible to loss. In addition, propetty received without adequate 
review and documentation causes an increase work load on persoMel and a risk that 
unauthorized property will be received. 
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Recommendations: 

9. ORMS DSDs ensure the field activities obtain the generator signature on the ORMS 
Form 917 for items returned. 

l 0. ORMS DSDs evaluate whether DSR staffing at field activities is adequate to (a) 
physically verify generator property and documentation is accurate prior to direct 
shipment to the CDC and (b) provide sufficient oversight of all property sent to ORMS 
field activities. 

11. DRMS J-3/4 updates the ORMS Form 917 and applicable instructions to track the 
property chain of custody. The updated form should include typed name, signature, date, 
and telephone number of the (a) DRMO personnel completing the form, (b) the driver 
picking up the items, and (c) the generator or final destination acknowledging item 
receipt. 

12. ORMS J-3/4 update ORMS Instruction 4160.14 to provide detailed instructions and 
timelines on when a 917 should be prepared (i.e., for all troubled items or only those 
items returned to the generator). 

E: Receiving Efficiency 

ORMS lack of automation throughout the receiving process is a concern. Specifically, at one 
location the lack of automation and the use of temporary employees are affecting the efficiency 
of material receipt. Items had been physically received 60 days prior to our visit and had not 
been received on the accountable property record. This occun-ed because the CDC 
lacks adequate amounts of computers and barcode scanners in the yard to efficiently 
process DEMIL material. The current manual and labor intensive receipt process contributes to 
the inefficient processing and backlog. Further, the frequent hire and release of contract 
employees could negatively impact production and quality. As of August 2008, 10 of 36 CDC 
personnel were contract employees. The lack of automation and the management of temporary 
employees impacts the CDCs ability to receive and process DEMIL materiel in an efficient 
manner. Although the weakness was identified at one location, the lack of automation in the 
receiving process should be evaluated throughout ORMS. 

Recommendations: 

13. DRMS J~3/4 evaluates the receiving processes at ORMS field activities and identifies 
methods to automate and streamline those processes throughout ORMS. 

14. ORMS DSD evaluate whether temporary employees prnvide the best personnel resources 
for the Centralized DEMIL Center. 

F: Segregation of Duties 

ORMS field activity personnel processed both item receipt and release transaction to the 
accountable property record. We identified four personnel at two locations that processed both 
types of transactions without proper support documented in the administrative files. ORMS 
Instruction 4160.14 states that where personnel resources permit, DRMO individuals responsible 
for signing release documents for sold property will not be the same as those responsible for 
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signing receipt documents for property received in the DRMO. In those instances where it is not 
feasible to adhere to this policy, the Area Manager will document the reason for deviating from 
the instruction and place it in the official administrative files. The field activities did not comply 
with the instruction and the current guidance does not provide adequate oversight when there is a 
deviation from the instruction. Inadequate segregation of duties and oversight of processes can 
increase the risk of error or fraud. 

Recommendation: 

15. ORMS J-3/4 updates the 4160.14 to reflect field activities must receive DSD approval to 
deviate from the receipt/release instructions. 

G: Batch lot Discrepancies 

There are inadequate controls over property that is determined not safe to sell and removed 
during the batch lot verification process. The batch lot verification process involves determining 
whether items are safe to sell to the ORMS sales contractor. We reviewed 17 line items fot· 
property that was removed from sales delivery order because items were identified as DEMIL 
required. We determined 4 (24 percent) of 17 items could not be located and another 6 (35 
percent) had not been added to the accountable property records and were in a bin in the general 
receiving area. The CPC standard operating procedures state that item discrepancies will be 
documented and accountable records updated. We did not identify detailed instructions m· 
timelines for accounting for items removed from batch lots. These weaknesses occurred because 
there is lack of clear guidance fo1· processing propetty pulled from batch lots and providing an 
audit trail from the discrepancy log to the new disposal turn-in document number assigned. In 
addition, CPC personnel resources were limited with 2 of 13 positions vacant and available 
resources had been assigned to the F-14 project. These inadequate inventory controls could 
result in mishandling, theft and loss of property to include DEMIL required items or hazardous 
property. 

Recommendations: 

16. DRMS J-3/4 develops detailed instrnction and timelines for updating the accountable 
property record when items are removed from batch lots. 

17. ORMS DSD evaluate whether the Columbus Controlled Property Center has adequate 
personnel resources to perform the mission. 

H: DEMIL/Classified Receipt 

Generators prepared DEtvllL and declassification disposal documents were not available to 
suppmt accountable record transactions. One location physically received and processed 
classified items (DEMIL code P) and ammunition, explosive and dangerous articles (DEMIL 
code G, AEDA) to the accountable record with a code indicating the generator had performed 
DEMIL prior to turn·in. However, for 22 (46 percent) of 48 line items reviewed there was no 
generator DEMIL or declassification statement on file or in WEBDOCS, We did verify a CDC 
DEMIL certification was on file for all 48 line items; however obtaining the DEMIL cettification 
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was a manual and time-consuming process. In addition, another location downgraded a DE:tvlIL 
required item to scrap with a generator DEMIL performed code entered in the system. However, 
there was no generator DEMIL support documentation on file for I (6 percent) of 18 items 
reviewed. DRMS lnstniction 4160.14 requires a generator DEMIL/declassification statement in 
order to physically receive DEMIL G and P prope1ty. Fmther, WEBDOCS use is mandatory and 
should be used to electronically file receipt, issue, supply discrepancy reports, and DEMIL 
documentation 

These conditions most likely occurred because of human error where the receiver did not 
validate the generator DEMIL/Declassification certification was provided and inappropriately 
received the item or the documentation was not properly added to WEB DOCS. Further, there 
currently are no automated processes available to capture the CDC DEMIL Certification in 
WEB DOCS. During our review, we noted inconsistencies in the DRMS Instruction 4160. 14 
procedures for receipt of DEMIL G and P items. Specifically, section 2, chapter one provides 
that DEMIL G property can only be received in place and DEMIL P will not be accepted 
physically or on the accountable property record. However, section 2, chapter 2 provides that 
DEMIL G and P prope11y can be physically received by the DRMO ifthe generating activity has 
performed declassificatiou/DEMIL. The identified weaknesses could result in improper 
handling of classified, DEMIL, or AEDA materiel. In addition, non-compliance with established 
procedures to pmvide an automated DEMIL certification makes it difficult to validate proper 
disposal has been accomplished. 

Recommendations: 

18. DRMS DSDs provide employee refresher training on (a) DEMIL G and P handling 
requirements and (b) the requirement to use WEBDOCS to electrnnically file receipt, 
issue, supply discrepancy reports, and DEMIL documentation. 

19. DIUvlS J-3/4 review DRMS 4160. 14 instructions related to DEMIL G and P receipt and 
ensure consistent guidance is presented throughout the instruction. 

I: Transportation 

Policies for applying seals to inbound shipments at DRMS field activities are not consistent. We 
reviewed bill of lading documentation and determined 8 (9 percent) of 85 bills of lading did not 
have a seal number documented on inbound shipments. The shipments were scheduled by the 
Most Efficient Organization (MEO), the generator, and by the DRMS field activities. Only one 
location regularly contacts the MEO scheduling office when an inbound shipment is not sealed. 
The policies on applying seals to shipments vary depending upon who schedules the shipment, 
the location it is shipped from, and the type of property. For example, DRMS MEO scheduling 
office instructions require that all trucks have seals, standard operating procedures for F-14 
prope1ty require both DEMIL and nonwDEMIL shipments are sealed, and Department of 
Homeland Security policy requires that all maritime containers inbound to the United States 
must be sealed. We did not identify any Defense Transportation Regulation requirement to seal 
all DEMIL required property. Non-compliance with MEO scheduling office instrnctions and 
inconsistent instruction on seal requirements leave property that is not sealed during 
transportation subject to loss or theft. 
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Recommendations: 

20. ORMS J-3/4 develop a consistent DRMS-wide instrnction for applying seals to all 
shipments and implement a centralized notification process when shipments arrive 
without seals. 

21. ORMS J-3/4 evaluate whether a change to the Defense Transpo1tation Regulation should 
be recommended to facilitate securing OEMIL items that are sent for disposal. 

J: Physical Secudty 

Physical security at the ORMS field activities requires improvement. Specifically, we observed 
the DEMIL and pilferage items area entrance door was left unlocked and unattended. ORMS 
Instruction 4160.14 mandates access to the pilfemge storage area is strictly controlled and access 
should be restricted to a minimum number of employees to commensurate with operational 
needs. At one location, weaknesses from a DES Battle Creek Public Safety Antiterrorism/Force 
Protection Vulnerability Assessment and Physical Security Review dated September 2007 had 
not been corrected. At another location, we determined maintenance employees had not signed 
the visitor log or received visitor badges as required in ORMS Instrnction 4160.14. In addition, 
overhead doors and day gates were left open. At another location, a DA investigator conducted a 
Crime Vulnerability Assessment (2008-DCIA-CVA-0019) in conjunction with the ORMS VA 
site visit. DA issued a separate repo1t for comment to the DRMS Director regarding this visit. 
Therefore, those findings will not be included in this report. The identified physical security 
weaknesses increase the potential for unauthorized entry and theft of property. 

Recommendations: 

22. ORMS DSD implements the recommendations in the Mechanicsburg September 2007 
DES Battle Creek report or identifies alternative corrective action. 

23. ORMS DSDs ensure access controls fo1· the OEMIL/Pilferage cage limit access to only 
those with an access requirement. 

24. DRMS DSDs reinforce the importance of requiring visitors to sign the visitor log and to 
be issued a visitor badge. 

K: Inventory 

Physical inventory discrepancies of DEMIL required, pilferable, or F-14 items were identified at 
each location. We identified items in a storage location, but not on inventory records and items 
on record that were not in storage location. Please see table l for inventory discrepancies. In 
addition, at the Columbus CPC we observed 22 line items that appeared to be in location, but 
items were in a banded box with no inventory certification or disposal turn in document listings 
attached. The field activity chief explained these were F-14 items that had been received on the 
prope1ty records, but several discrepancies needed to be resolved to determine whether a 
Financial Liability Investigation of Property Loss (FLIPL) would be initiated. As a result of the 
self identified deficiency, we did not conduct an inventory of these items, but included a 
recommendation regarding this deficiency. 
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Inventory Description Action Taken 
Discrepancies and 
Sample Size 4 

2 of45 In location, not on record One sample item was 
(Tucson CDC, floor added to the accountable 
to book) record and the other was 

moved to the troubled 
prope1ty area for 
resolution. 

I of20 On record, not in location Accountable record 
(Tucson CDC, Resi- updated to remove the 
B 5 book to floor) item from inventory -

item had been 
demilitarized in Mav. 

1of43 On record, not in location FLIPL initiated 
(Columbus CPC, 
book to floor) ' 

2 of90 In location, 1 item not on One sample item was 
(Mechanicsbmg, record and 1 item not in added to the accountable 
floor to book) corl'ect location l'ecord and the other 

item's location was 
corrected. 

2 of25 On record, not in location. No corrections were 
(Columbus CPC, made while we were on-
Resi-B book to floOl') In addition, 22of25 appeared site because these were 

to be in location, but boxes among the F-14 items 
were banded with no invento1y that required CPC 
certification or listing research prior to 
attached. No inventory was initiating a FLIPL. 
conducted. 

Recommendations: 

25. DRMS DSDs reiterate the importance of prope1ty accountability and attention to detail in 
processing property. 

26. DSD Columbus review physical inventory procedures and self-assessment results at the 
CPC and determine whether a wall-to-wall inventory is necessary. 

4 The sample sizes varied at each location. The results presented identify only those samples with discrepant items. 
Items were judgmentally selected from inventory records (book to floor) and warehouse locations (floor to book) to 
include DEMIL required, pilferable, and F-14 items. 
s The Resi-B report is a listing of those items on inventory over 6 months based on the date the items were received. 
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V. Conclusion 

Our review ofDRMS operations and identifies 11 vulnerabilities and provides 26 
recommendations for corrective actions. Implementing the recommendations in this report will 
strengthen DLA Operations by improving property accountability, handling, and security to 
provide world class war fighter suppmt. 

VI. Summary of Recommendations 

Office of Date Corrective 
Number Recommendation (NLT 30 days) Primary Action will be 

Responsibility Completed 
I Update the ORMS Instrnction 4160.14 to ORMS J-3/4 March 31, 2009 

(a) include a requirement to obtain a hand-
receipt (DLA Form 27, Classified 
Document Receipt) from the generator or 
host security when classified items are 
retrieved and (b) designate individuals at 
each field activity to handle classified 
incidents. 

2 Implement procedures in ORMS DRMS J-3/4 March 31, 2009 
Instruction 4160.14 to provide written 
notification from DRMS-D to the 
generator's commander upon the 
discovery of classified or suspected 
classified material. 

3 Coordinate with DLA J-3312 to update ORMS J-3/4 February 28, 
DOD 4160.21-M, Defense Materiel 2009 
Disposition Manual, to clearly define the 
host base responsibility to retrieve and 
secure classified items immediately upon 
request of the ORMS field activity 

4 Comply with DRMS Instruction 4160.14 DRMSDSD March 31, 2009 
classified incident procedures to provide 
immediate notification to the installation 
information security manager upon the 
discovery of classified or suspected 
classified material. 

5 (a) Establish language in the ORMS field ORMSDSD September 30, 
activity Inter-service Support Agreements 2009 
as outlined in ORMS Instruction 4160.14 
to specifically define that the host security 
will immediately retrieve and secure 
Classified items upon request of the 
ORMS field activity, (b) coordinate with 
J8B to ensme all agreements are updated 
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Office of Date Corrective 
Number Recommendation (NLT 30 days) Primary Action will be 

Responsibility Completed 
to t·eflect the new language, and (c) notify 
DES Battle Creek if the host"declines to 
include the service in the support 
agreement 

6 Determine the root cause of the DOC J-3 June 30, 2009 
misidentified and misshipped property 
originating from the depots to DRMS 
activities. 

7 Train additional personnel at field DRMS J-3/4 April 30, 2009 
locations and HQ DRMS to ensure timely 
submission of supply discrepancy reports. 

8 (a) Develop and implement a corrective DRMS J-3/4 Management 
action plan at the CPC to address the RCP andDSD stated that all 
backlog (b) coordinate with the contractor corrective actions 
for timely removal ofvel'ified items and are complete. 
(c) ensure at all locations the date of 
receipt is annotated on each pallet ofRCP 
prope1ty. 

9 Ensure the field activities obtain the DRMSDSDs February 28, 
generator signature on the DRMS Form 2009-
917 for items retumed. Management 

partially concurs. 
IO Evaluate whether DSR staffing at field DRMSDSDs June 30, 2009 

activities is adequate to (a) physically 
verify generator prnperty and 
documentation is accurate prior to direct 
shipment to the CDC and (b) provide 
sufficient oversight of all propetty sent to 
ORMS field activities. 

11 Update the DRMS FOl'm 917 and DRMS J-3/4 March 31, 2009 -
applicable instructions to track the Management 
property cliain of custody. The updated partially COllCUl'S. 
form should include typed name, 
signature, date, and telephone number of 
the (a) DRMO personnel completing the 
form, (b) the driver picking up the items, 
and (c) the generator or final destination 
acknowledging item receipt. 

12 Update DRMS Instruction 4160.14 to ORMS J-3/4 March 31, 2009 
provide detailed instructions and timelines 
on when a 917 should be prepared (i.e., 
for all troubled items or only those items 
l'eturned to the generntor) 
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Office of Date Corrective 
Number Recommendation (NLT 30 days) Primary Action will be 

Responsibility Completed 
13 Evaluate the receiving processes at DRMS ORMS J-3/4 October 2013 

field activities and identify methods to 
automate and streamline those processes 
throughout ORMS. 

14 Evaluate whether temporary DRMSDSD July 31, 2009 
employees provide the best personnel 
resources for the Centralized DEMIL 
Center. 

15 Update the 4160.14 to reflect field ORMS J-3/4 March 31, 2009 
activities must receive DSD approval to 
deviate .from the receipt/release 
instructions. 

16 Develop detailed instruction and timelines ORMS J-3/4 February 28, 
for updating the accountable prope1ty 2009 
record when items are removed from 
batch lots. 

17 Evaluate whether the Columbus DRMSDSD Management 
Controlled Property Center has adequate stated that all 
personnel resomces to pe1form the corrective actions 
mission. are complete. 

18 Provide employee refresher training on (a) ORMS DSDs May 31, 2009 
DEMIL G and P handling requirements 
and (b) the requirement to use 
WEBDOCS to electronically file receipt, 
issue, supply discrepancy repo1ts, and 
DEMIL documentation. 

19 Review DRMS 4160.14 instructions DRMS J-3/4 April 30, 2009 
related to DEMIL G and P receipt and 
ensure consistent guidance is presented 
throughout the instruction. 

20 Develop a consistent ORMS-wide ORMS J-3/4 March 3.1, 2009 -
instruction for applying seals to all Management 
shipments and implement a centralized partially concurs. 
notification process when shipments 
arrive without seals. 

21 Evaluate whether a change to the Defense DRMS J-3/4/ ORMS 
Transp011ation Regulation should be DLAJ-3/4 Management non-
recommended to facilitate securing concurs. 
DEMIL items that are sent for disposal. 

22 Implement the reconunendations in the DRMSDSD July 31, 2009 
September 2007 DES Battle Creek 
repo11 or identify alternative corrective 
action 
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Office of Date Corrective 
Number Recommendation (NLT 30 days) Primary Action will be 

Responsibility Comnleted 
23 Ensure access controls for the DRMSDSDs February 28, 

DEMIL/Pilferage cage limit access to 2009 
only those with an access requirement. 

24 Reinforce the imp011ance of requiring DRMSDSDs February 28, 
visitors to sign the visitor log and to be 2009 
issued a visitor badge. 

25 Reiterate the imp011ance of property DRMSDSDs February 28, 
accountability and attention to detail in 2009 
processing oroperty. 

26 Review physical inventory procedures and DSD Columbus March 31, 2009 
self-assessment results at the CPC and 
determine whether a wall-to-wall 
inventory is necessary. 

VII. Evaluation of Management Comments. 

Management comments are added as an attachment to this report. Managements proposed 
corrective actions taken and planned address the recommendations in this report with the 
exception of partial concurrence with recommendations 9, 11, and 20 and non-concurrence with 
21. Specifically, management provided alternate corrective action for recommendation 9, 11, 
and 20. Regarding managementnon-concm1·ence with recommendation 21, DRMS stated that 
an evaluation was outside the pm·view of this activity. Therefore, we will elevate our 
recommendation to DLA J-3/4 policy for consideration. We plan to conduct a follow-up on all 
corrective actions to ensure the actions are implemented and properly address the weaknesses 
identified. 

We appreciate the courtesies and cooperation extended to us by all staff involved in this review. 
Please direct any question tol(bl(6l I ORMS Internal Audit at j(b)(6) I DSN 
l(b)(6) l 
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CPC 
CDC 
COM SEC 
CCI 
DA 
DAISY 
DOC 
DDHU 
DEM IL 
DES 
DLA 
DOD 
DRMO 
ORMS 
DSD 
DSR 
FLIPL 
ISSA 
MEO 
RCP 
SDR 
VA 
WEB DOCS 

Appendix 1 
Acronyms 

Controlled Property Center 
Centralized Demilitarization Center 
Communications Security Equipment Items 
Controlled Cryptographic Items 
DLA Accountability Office 
ORMS Automated Information System 
Defense Distribution Center 
Defense Distribution Center, Hill Utah 
Demilitarization 
DLA Enterprise Suppo1i 
Defense Logistics Agency 
Depattment of Defense 
Defense Reutilization and Marketing Office 
Defense Reutilization and Marketing Service 
Disposal Service Director 
Disposal Service Representative 
Financial Liability Investigation of Property Loss 
Inter-service Support Agreement 
Most Efficient Organization 
Recycling Control Point 
Supply Discrepancy Repmt 
Vulnerability Assessment 
Web Enabled Document Conversion System 
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(b}(6} 

Appendix 2 
Team lvfembers 

ORMS Assessment and Compliance Office 
ORMS Internal Audit 
ORMS Internal Audit 
ORMS Internal Audit 
ORMS Compliance 
ORMS Compliance 
DOC Internal Audit 
DLIS Internal Audit 
OLIS Internal Audit 
DSCC Internal Audit 
DSCC Internal Audit 
Special Agent, DLA Accountability Office 
Special Agent, DLA Accountability Office 
Special Agent, DLA Accountability Office 
Special Agent, DLA Accountability Office 
Special Agent, DLA Accountability Office 
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IN REPLY 

DEFENSE REUTILIZATION AND MARKETING SERVICE 

74 WASHINGTON AVENUE NORTH 

BATTLE CREEK, MICHIGAN 49037-3092 

REFER TO DRMS-D FEB 1 o zoo~ 

MEMORANDUM FOR MR. FRED BAILLIE, SES 
DIRECTOR, DLA ACCOUNTABILITY OFFICE 

SUBJECT: Response to Draft DRMS Vulnerability Assessment 

We have reviewed the subject report and concur with the :findings and the intent of the 
recommendations. ORMS is taking immediate action to implement corrective actions. The 
status of those actions and estimated completion date~ are attached. 

We appreciate the efforts of your staff related to this assessment and thank them for 
bringing these matters to our attention. We welcome the opportunity to continuously improve 
operations and reduce vulnerabilities. 

}'.' ?" ~ 

Attachment 

C,oi..._, LvsPr 
~ep"~ 

TWILA C. GONZALES, SES 
Director 

Federal Recycling Progtam 0 Prlnwd on Recycled Paper 



DRMS Responses to DLA Audit/Vulnerability Assessment Recommendations: 

Recommendation 1: Update the ORMS Instruction 4160.14 to (a) include a requirement to obtain a 
hand-receipt (DLA Fonn 27, Classified Document Receipt) from the generator or host security when 
classified items are retrieved and (b) designate individuals at each field activity to handle classified 
incidents. · 

CONCUR. DRMS-14160.14 paragraph Cl.4.6.3, will be rewritten to read "The DRMO wiU require 
the activity personnel retrieving the classifted item to sign a handwrecelpt (DLA Form 27, 
Classified Document Receipt). See DRMS-1 4160.14, Section 4, Supplement 2, Enclosure 8." 

Additionally, DRMS Area Managers will designate individuals to handle classified incidents. ORMS 
will add an audit protocol to the OER checklist to verify that this has been accomplished. 

OPR: DRMS J-3/4 and J~5, ECD to incorporate language into DRMS-I 4160.14 and add protocol is 
Mar09. 

Recommendation 2: Implement procedures in DRMS Instruction 4160.14 to provide written 
notification from DRMS-D to the generator's commander upon the discovery of classified or suspected 
classified material. 

CONCVR. DRMS will clarify notification procedures in DRMS-14160.14 and implement process to 
provide letters from DRMS-D to the generator's Commanding Officer when classified property is 
received. 

OPR: ORMS J-3/4, ECD to clarify procedures and implement processes is Mar 09. 

Recommendation 3: Coordinate with DLA J-3312 to update DOD 4160.21-M, Defense Materiel 
Disposition Manual, to clearly define the host base responsibility to retrieve and secure classified items 
immediately upon request of the DRMS field activity. 

CONCUR. DRMS will provide suggested language to DLA for incorporation into DOD 4160.21-M. 

OPR: ORMS J-3/4, BCD to provide language to DLA is Feb 09. 

Recommendation 4: Comply with ORMS Instruction 4160.14 classified incident procedures to 
provide immediate notification to the installation information security manager upon the discovery of 
classified or suspected cl~sified material. 

CONCUR. DSDs have contacted their Area Managers to re~emphasize guidance and severity of 
classified property issues, specifically that they should immediately notify the installation information 
security manager upon discovery. Refresher training is being conducted, and a review of classified 
incidents is being added to the DSDs quarterly reviews. ORMS will revise the protocols to verify that 
DRMOs are notifying the informat~on security manager as required in the ORMS-I 4160.14. 
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OPR: DRMSJ-3/4, ECO to add protocol is Mar 09. 

Recommendation 5: (a) Establish language in the DRMS field activity Inter-service Support 
Agreements (ISSAs) as outlined in ORMS Instruction 4160 .14 to specifically define that the host 
security will immediately retrieve and secure classified items upon request of the DRMS field activity, 
(b} coordinate with J8B to ensure all agreements are updated, (c) notify DES Battle Creek if the host 
declines to include the service in the support agreement. 

CONCUR. DRMS has written language to include in ISSAs a requirement for the host security to 
immediately retrieve classified property. DLA-JSB will add this language to the ISSAs as they come 
up for review. DLA JSB will notify DES if any host declines to include the language in their 
agreements. 

OPR: DRMS J-3/4 and DLA J8B ECD, All ISSAs to be updated by the end ofFY09. 

Recommendation 6: Not a DRMS action (assigned to DDC). 

Recommendation 7: Train additional personnel at field locations and HQ DRMS to ensure timely 
submission of supply discrepancy reports (SOR). 

CONCUR. ORMS will provide a study period for the SOR process. DRMS is also planning an RCP 
workshop that will include training personnel to input, track and complete the research on SDRs. 
DRMS is developing an automated discrepancy log to provide an audit trail for SDRs and provide 
management reports. 

OPR: DRMS J-3/4, ECD for study period, log completion and workshop is Apr 09. 

Recommendation 8: (a} Develop and implement a corrective action plan at the CPC to address the 
RCP backlog (b) coordinate with the contractor for timely removal of verified items and (c} ensure at 
all locations the date of receipt is annotated on each pallet of RCP property. 

CONCUR. Sa. Backlog currently worked by additional staff sent in to support the CPC/RCP process. 
Backlog will be monitored and additional resources will be made available as needed. Additionally, 
contract labor support has been requested and approved. Long-tenn solution has been proposed and 
approved to convert contract labor to (4-year} term employees. 
Sb. ORMS has issued a new usable sales contract. Under the new contract, the contractor has a 14-day 
free removal for property and pays a fee of $10 per day per DTID to accelerate removals. In addition, 
the contractor is only provided a staging area for non-bulk and rolling stock property. 
Sc. The CPC/RCP SOP will be updated to require the date material is received to be added to the 
material along with the Commercial Bill of La.ding (CBL) number. The CPC Service Contract 
(currently in transition) requires the contractor to match inbound property with CBIJDTID and attach 
DRMS 355 or equivalent docwnent (B.3.3.1.4). 

OPR: All actions complete. 
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Recomr:nendation 9: Ensure the field activities obtain the generator signature on the DRMS Form 
917 for items returned. 

PARTIALLY CONCUR. Current procedures require the generator sign the 917 form. DSDs will 
stress this requirement to the field at their next staff meeting with their Area Managers. An audit 
protocol for this requirement already exists, bµt will be revised to reflect that the 917 form be signed 
by whomever picks up property on behalf of the generator and ORMS will ensure that it is checked 
during Operational Effectiveness Reviews. 

OPR: DSDs, ECD to discuss with Area Managers is Feb 09. 

Recommendation 10: Evaluate whether DSR staffing at field activities is adequate to (a) physically 
verify generator property and documentation is accurate prior to direct shipment to the CDC and (b) 
provide sufficient oversight of all property sent to DRMS field activities. 

CONCUR. DRMS has established a "Right Sizing Strategic Planning Team" to review and make 
recommendations on the role of the DSRs as well as staffing and placement. 

OPR: Rightsizing Team, BCD to provide recommendations is Jwie 09. Implementation of those 
recommendations is dependant upon the recommendations made and is therefore TBD. 

Recommendation 11: Update the DRMS Form 917 and applicable instructions to track the property 
chain of custody. The updated fonn should include typed name, signature, date, and telephone number 
of the (a) DRMO personnel completing the fonn, (b) the driver picking up the items, and (c) the 
generator or final destination acknowledging item receipt. 

PARTIALLY CONCUR. ORMS will update DRMS Fonn 917 as recommended and require 
signature of person picking µp the property. Regarding recommendation I le - Once the property is 
removed, DRMS has no control over whether the final destination signs and returns documentation 
acknowledging receipt. 

OPR: DRMS J.3/4, BCD to update form and publish new procedures is Mar 09. 

Recommendation 12: Update DRMS Instruction 4160.14 on when a 917 should be prepared (i.e., for 
all troubled items or only those items returned to the generator). 

CONCUR. DRMS will update instruction and publish change on when Form 917 should be prepared. 

OPR: DRMS J-3/4, ECD to develop and publish change is Mar 09. 

Recommendation 13: Evaluate the receiving processes at DRMS field activities and identify methods 
to automate and streamline those processes throughout ORMS. 
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CONCUR. This issue is already being addressed in detail in both the Reutilization Business 
Integration (RBI) Initiative and with cwrent Lean Six Sigma projects going on in ORMS. 

The RBI initiative is the movement of ORMS systemic processes that currently reside primarily in 
DAISY, into new systems (either the Decision Support System (DSS) or the Enterprise Business 
System (EBS), depending on the process). All ORMS processes, to include receiving, are being 
scrutinized in detail and looked at in the context of potential business process improvement, and 
utilizing new or existing systems technology (to include upgraded barcode technology, etc. as part of 
this RBI process). 

Continuous Process Improvement (CPD I Lean Six Sigma CLSS) projects are focusing on the receiving 
processes at the DRMOs. Some improvements have already occurred because of these projects. 

OPR: Various, CPI/LSS is an ongoing ptocess. ECD for RBI Oct 2013. 

Recommendation 14: Evaluate whether temporary employees provide the best personnel resources 
for the Centralized DEMIL Center. 

CONCUR. ORMS has evaluated the use of contract versus temporary employees at the CDCs and 
recommended that contract labor be converted to 4-year tenn employees. This will provide 
consistency, continuity and build a more experienced workforce capable of maintaining current and 
future generations at manageable levels. This proposal requires an adjustment of the ORMS end 
strength that will be discussed during mid-year budget discussions. 

OPRs: DSDs and DLA J8B, ECD to obtain approval of new end strength authority is July 09. BCD 
for replacing contract employees with tenn would be 120 days after receipt of authority. 

Recommendation 15: Update the 4160.14 to reflect field activities must receive DSO approval to 
deviate from the receiptlrelease instructions. 

CONCUR. DRMS will revised the ORMS-I 4160.14 to reflect DSD level approval needed to deviate 
from receipt/release instructions. 

OPR: DRMS J-3/4, ECD to revised the procedures in ORMS-I 4160.14 is Mar 09. 

Recommendation 16: Develop detailed instruction and timelines for updating the accountable 
property record when items are removed from batch lots. · 

CONCUR. ORMS will update the CPC/RCP SOP to better define the property accounting time lines. 
The CPC Service Contract (currently in transition) requires the contractor to update the accountable 
record within three days. 

OPR: ORMS J-3/4, ECO to update and publish the new SOP is Feb 09. 
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Recommendation 17: Evaluate whether the Columbus Controlled Property Center has adequate 
personnel resources to perfonn the mission. 

CONCUR. ORMS has completed and evaluation of the current CPC staffing and determined that it is 
in line with projected workload. In addition, the recently awarded CPC Service Contract will provide 
additional support in the processing of the property and updating the accountable record. Workload 
surges and special mission requirements will always arise and require additional resources on a 
temporary basis but from a basic workload standpoint the Center is sufficiently staffed. Staffmg will 
be reevaluated on a periodic basis. 

OPR: Action completed. 

Recommendation 18: Provide employee refresher training on (a) DE.MIL G and P handling 
reql,Jirements and (b) the requirement to use WEBDOCS to electronically file receipt, issue, supply 
discrepancy reports, and DEMIL documentation. 

CONCUR. Once guidance is confirmed and/or changed to be consistent (see Recommendation 19), 
DSDs will confirm they have provided refresher training on handling of DEMIL G and P property, as 
well as the additional requirement to ensure WEBDOCs is used to electronically file the associated 
documentation. Note: This training is already supplied in required DEMIL courses and DEMIL 
refresher courses. 

OPR: DSDs, BCD to provide refresher training is May 09. 

Recommendation 19: Review ORMS 4160.14 instructions related to DBMIL G and P receipt and 
ensure consistent guidance is presented throughout the instruction, 

CONCUR. DRMS is reviewing all the instructions related to DEMIL G and P and will resolve any 
inconsistencies. 

OPR: DRMS J-3/4, BCD to make the required changes to ORMS-I 4160.14 is Apr 09. 

Recommendation 20: Develop a consistent DRMS-wide instruction for applying seals to all 
shipments and implement a centralized notification process when shipments arrive without seals. 

PARTIALLY CONCUR. ORMS will revise ORMS-I 4160.14 to require seals for full truckload 
shipments between the DRMOs and demil centers/deman contractors and the procedures for reporting 
shipments with missing or broken seals. Regarding all other shipments of demit required property 
ORMS will not be any less stringent on the use of truck seals than required by Defense Transportation 
Regulation DOD 4500.9R Part II. Note that only certain categories of demit required items (such as 
weapons parts) are required to be shipped in sealed trucks and it makes little sense to ship used parts at 
a higher standard (and cost) than when they are shipped new from the depots to the customer. 

OPR: DRMS J-3/4, BCD to revise ORMS-I 4160.14 is Mar 09. 
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Recommendation 21: Evaluate whether a change to the Defense Transportation Regulation should be 
recommended to facilitate securing DEMIL items that are sent for disposal. Coordinate recommended 
updates with DLA J-xxx. 

NON-CONCUR, As stated in the answer to recommendation 20, it makes little sense to hold the 
shipments of used demil required items to a higher shipment security standard than that used for new 
parts or active inventory. Whether that standard should be changed would require a comprehensive 
study on the risk of loss throughout the items life cycle - that study is not within the purview of this 
Activicy. Therefore, we do not believe a change to the requirements covering just one of the items 
many transportation occurrences reduces risk commensurate with the increased costs. 

Recommendation 22: Implement the recommendations in the September 2007 DES Battle Creek 
report or identify alternative corrective action. 

CONCUR. Findings/recommendation only applies to DRMO Mechanicsburg. Area Manager will be 
implementing all DES report recommendations. As of23 Jan 09, six items are closed, 12 remain open. 

OPR: DSD East, ECD to implement all DES recommendations is Jul 09. 

Recommendation 23: Ensure access controls for the DEMIL/Pilferage cage limit access to only those 
with an access requirement. 

CONCUR. DSDs reiterating the importance of this issue with their Area Managers at their staff 
meetings. Some refresher training being conducted as well. DRMS will also add to the DSD oversight 
program a quarterly review/audit on this for each site. Some areas applying even more stringent 
standards, further limiting access to cage and/or requiring documentation to support reason for needing 
access. This issue already has audit protocols that are reviewed on the OER audits. 

OPR: DSDs, ECD to discuss at one of the DSD staff meetings is Feb 09. 

Recommendation 24: Reinforce the importance of requiring visitors to sign the visitor log and to be 
issued a visitor badge. 

CONCUR. DSDs confirmed with Area Managers that policies are being followed via e-mails and 
staff meetings. Some refresher training being conducted as well. Will also add to the DSD oversight 
program a quarterly review/audit on this for each site. This issue already has audit protocols that are 
reviewed on the OER audits. 

OPR: DSDs, ECD to discuss at one of the DSD staff meetings is Feb 09. 

Recommendation 25: Reiterate the importance of property accountability and attention to detail in 
processing property. 

CONCUR. DSDs con:finned with Area Managers that policies are being followed via e-mails and at 
January staff meetings. Some refresher training being conducted as well. Property accountability 
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issues already part of the DSD oversight program with quarterly reviews. This issue already has audit 
protocols that are reviewed on the OER audits. 

OPR: DSDs, ECD to discuss at one of the DSD staff meetings is Feb 09. 

Recommendation 26: Review physical inventory procedures and self-assessment results at the CPC 
and detennine whether a wall-to-wall inventory is necessary. 

CONCUR. OSD has issued the final policy on F-14 parts and the inventory at CPC Cohunbus is 
being processed for shipment to destruction. Any discrepancies noted during the pull, pack and ship 

. process will be identified and a FLIPL initiated. As all the F-14 inventory will be processed, this will 
mirror a wall-to-wall inventory. 

OPR: DSD East, ECD to completed the inventory and shipment of the F-14 property is Mar 09. 
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August S, 2010 

DEFENSE LOGISTICS AGENCY 
HEADQUARTERS 

8725 JOHN J, KINGMAN ROAD 
FORT BE:LVOIR, VIRGINIA 20060-6221 

System Review Report 

To Director, DFAS Internal Review 
Defense Finance and Accounting Service 

We have reviewed the system of quality controJ for the audit organizcition of the Defense 
Finance Accounting Service (DFAS) in effect fot• the year ended September 30, 2009. A sy~tem 
of quality control encompasses DFAS-IR's organizational strnctme and the policies adopted and 
procedures established to provide it with reasonable assmance of conforming with Government 
Auditing Slcmdarc/.~· (GAS). The elements of quality control are described in GAS. DFAS-IR is 
responsible for designing a system of quality control and complying with it to provide DF AS 
with reasonable assurance of performing and reporting in conformity with applicable 
professional standards in all material respects. Our responsibility is to express an opinion on the 
design of the system of quality control and DFAS-IR's compliance thet·ewith based on om 
review. 

Our review was conducted in accordance with GAS, July 2007 Revision, with the 
exception of meeting the peer review requirement. However, we do not think that this depal'tme 
from GAS had any impact on this report. In addition, we used the guidelines established by the 
Council of the Inspectors General on Integrity and Efficiency (CIGIE), March 2009. Dming our 
review, we interviewed DFAS·IR personnel and obtained an understanding of the nature of the 
DFAS-IR organization, and the design of DFAS-IR's system of quality control sufficient to 
assess the risks implicit in its audit function. Based on om· assessments, we selected 
engagements and administrative files to test for conformity with professional standards and 
compliance with DFAS-IR's system of qualit)' control. The engagements selected represented a 
reasonable cross-section of DFAS-IR's orgonization, with emphasis on higher-risk engagements. 
Prior to concluding the rnview, we reassessed the adequacy of the scope of the peet· review 
procedures and met with DFAS·IR management to discuss the results of om· review. We believe 
thot the procedmes we performed provide a reasonable basis fot om· opinion. 

In petfonning our review, we obtained un understanding of the system of quality control 
fo1· DFAS-IR's organization. In addition, we tested compliance with the with DFAS-IR1s quality 
control policies and procedures to the extent we considered appropriate. These tests covered the 
application of DFAS-IR's policies and procedures on selected engngements. Our review was 
based on selected tests; therefore, it would not necessarily detect all weaknesses in the system of 
quality control 01· all instances of noncompliance with it. 

DFAS~IR System Review Report 
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There are inhere11t limitations in the ellectiveness of any system of quality contrnl, and 
therefore noncompliance with the system of quality control may occm and not be detected. 
Projection of 1my evaluation of a system of quality control to futme periods is sul~ject to the risk 
that the system of quality contrnl may become inadequate because of changes in conditions, 01· 

because the degree of compliance with the policies and procedures may deteriorate. 

Appendix A to this report identifies the offices of DFAS-IR that we visited> the 
engagements that we reviewed and om· scope and methodology. Verbatim management 
comments are included in Appendix Band the DLA System Review Team's responses are 
included in Appendix C. 

In out opinion, the system of quality control fo1· the audit organization of DFAS in effect 
for the year ended September 30, 2009, has been suitably designed and complied with to pmvide 
DFAS-IR with reasonable assurnnce of perfonning and reporting in conformity with applicable 
professional standards in all materinl respects. Federal audit organizations can receive a rating of 
pass, pass with de:ficiencies, ot'fail. DFAS-IR has received a peer review rating of pass. 

As is customary, we have issued a Jetter of comment dated August 4, 2010 that includes 
findings, recommendations and othei· matters where DFAS-IR cmi imptove its quality control 
pl'Ogram related to auditing and attestation engagement practices. The lettel' of comment sets 
forth findings that were not considered to be of sufficient sig11ificance to affect our opinion 
expressed in this rep01t. 

I'''"' .. 
STEVEN D. PIGOTT 
Deputy Staff Directol', Audit 
DLA Accountability Office 

DFAS-IR System Review Report 



Appendix A 

SCOPE AND METHODOLOGY 

· Scope and Methodology 

We tested compliance with DFAS-IR's system of quality control to the extent we considered 
appropriate, by reviewing 6of16 projects. These tests included: · 

• Tlll'ee audit and attestation reports (issued dul'ing the period October 1, 2008 
through September 30, 2009) selected for complete review. 

• One internal quality control review performed by DFAS-IR, dated June 13, 2008. 
• One cancelled project to determine how it was reported to DFAS management. 
• One '~quick look" project to determine if it was conducted in accordance with 

GAS. Dul'ing the review, we determined it should have been reported as a 
non-audit service. 

DFAS-IR revised their policies and procedures fo July 2009. Due to these revisions, we could 
not dete1mine ifDFAS-IR conformed to the revised policy for 2 of the 16 projects since these 
prnjects wel'e completed before the revised policy was issued. For example: 

• One attestation engagement was stai·ted prim· to issuance of the revised DF AS-IR 
Audit Manual, Chaptel' 1700, Attestation Engagements, dated Februal'y 2009. 

• One performance audit was started prior to issuance of the DFAS-IR Audit 
Manual, Chapte1· 1210) Pla1ming the Audit) dated July 2009. 

We visited the Indianapolis, IN; Cleveland, OH; and Columbus, OH offices ofDFAS-IR. At 
each site we: 

• Conducted interviews using the audit staff questionnaire in the CIGIE Guide to 
determine if the DFAS~IR's quality control and assurance policies and 
procedures related to audits and attestation engagements have been 
communicated to its professional staff. 

• Reviewed procedures for personal and organizational independence to ensure 
management did not exert undue influence on individuals or organizations. 

• Reviewed continuing professional education records and training documentation 
to enhance auditor1s knowledge1 skills and abilities. 

Reviewed Engagements Performed by DFAS-IR 

1. "Defense Agencies Initiative Intemal Controls,0 project number IN09SRCO l 2DFAS, dated 
August 3, 2009. 1 

2. "DFAS Tax Identification Number Material Weakness Mitigation Validation," project 
number DE08PRC009CO, dated October 16, 2008. 

3. "Mechanization of Contract Administration Services," project nnmbe1· C008PROC008CO, 
dated September 9, 2009. 

DFAS-IR System Review Repott 



Appendix A 

4. "Electronic Funds Transfer Internal Controls Process/' project number IN06SRPO 12DFAS, 
undated. 

5. "DFAS Internal Self Assessment," project number C008PRS004DFAS, dated June 13, 2008. 

6. "Management Letter fol' Annuitant Pay Review," project number C008SRP011 CO, dated 
September 30, 2009. 

Reviewed Quality Conh·oIReview ofDFAS-IRPerformed by the U.S. Department of 
Defense, Office of 1nspector General 

l. "Quality Control Review of the Defense Finance and Accounting Service Office of Internal 
Review/' project numbe1· D-2007-6-003, dated October 31, 2006. 
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HI 

MANAGEMENT COMMENTS 

DEtFENSE FfNANCE ANO ACCOUNTING SERVICE 
nta Jl'lltT IJOTH ITRIEf 

INl:llAHlll'OLll!1 INOlf\ltf.110.Ull 

Appendix B 

MRMORANDUJvtFO~ DlRECTQR, AUDIT DiVlSlON DLA AC.COUN'l'ABILITY OJlFlCE 

StfBillCT: Defense Finance an.d A1<co»ntltla; Sirvke- lnlemal Review Peer .R1wiow Draft 
Report 

lhank yau for vcrtfying o'!lr quality control .&y$tern v,•~ suitably de$i~ed and reasom1bJy 
a.uured we complied with G~etltllyA®Cp.lod GovoromCJ1t AuditingSl&Klards. Yout thorough. 
peer ruvlovt imd wport pro:vJdc.d 1ui.o~Jecllv~ evaluation of our !lystcm. We greatly appreciate 
tho members of tho DLA Acoountahll!ty Offica Slaff who r..on~11cted ihJs re,·iew in a profeSJ1io11al 
and ·effe~ive manner. 

Thi: omi 1.xm»nmt we have i11 the flnal report should t>a Issued to the Director, DFAS 
Intemal Revlew in u~ol"!lnnoo wltJi the BxternaA Pcx:r Review Memorand~til ofUttder~tanding . 
between rhe DLA ACOOuntablUty Office and DFAS lntemal Review. 

1f you ba"o llllyquestlons, pl~e·C-Ontact Mr. Ed Romesburg. Oqiuty for Pmform1mce 
ReVlcw. a.t (614) 693.·1283, DSN 869-1283. We hmk forward to worklng with you and your 

·staff on fuhµ'e en~S!'m1mt11. 
l(b}(6) 

Staphcr:' Boru;hko 
A~tim! Director, Internal Rcvic:w 
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Appendix C 

DLA External Peer Review Team Responses to DFAS-IR Management Con1ments 

Rep01i Issuai1ce: The report is now issued to the Directol', DFAS-IR. 

DFAS-IR System Review Report 





IN REPLY 
REFER TO 

DA 

DEFENSE LOGrSTICS AGENCY 
HEADQUARTERS 

8725 JOHN J. KINGMAN ROAD 

FORT BELVOIR, VIRGINIA 22060·6221 

MEMORANDUM FOR J-85 
DG 

JUN 1 3 2008 

SUBJECT: Final Audit Report Related to Sustainment Audit of Contingent Legal Liabilities 
(CLL) 

Attached is our final report docwnenting the results of our audit performed related to 
CLL. The DLA Accountability Office (DA) Audit Division was the lead for this audit. In 
accordance with DLA One Book: Internal Audit Process, the Office of Internal Audits supports 
DLA management in achieving improvements in the efficiency and effectiveness of DLA 
activities by conducting audits and providing advisory services. This is a memorandum to 
document the results of our validation performed related to CLL as of September 30, 2007. 

In our evaluation and testing of CLL, we are unable to assert that CLL is presented fairly 
as of September 30, 2007. We identified internal control weaknesses that, taken as a whole, may 
have an impact on the fair presentation of CLL. These findings, if unresolved, increase the risk 
that misstatements material in relation to CLL would not be prevented or detected on a timely 
basis. 

Management comments are incorporated into this report where appropriate, and their 
comments are attached as an appendix. No further comments are required. 

We appreciate the courtesies and cooperation e~teQd.ed to us b 
involved in this review. Please direct an uestions to (b)(G) 
A.~colilii~6ihtf, at (b)(G) ·· · ··· · · · · ·· 

Attachment 

IL-----.---'""' -~~ 
cl TIE SCHIRANO 
Audit Director, Financial Accountability 
DLA Accountability Office 

&'6 .. o I 



Defense Logistics Agency 

DLA Accountability Office 
Audit Division 

Final Audit Report 

Sustainment Audit of Contingent Legal Liabilities 

June 2008 
IAF A-FYOS-01 



IAFA-FY08-01 

A. Results in Brief 

DEFENSE LOGISTICS AGENCY 
Audit Division 

Final AUDIT REPORT 

Sustainment Audit of Contingent Legal Liabilities 

During our sustainment audit of Contingent Legal Liabilities (CLL), we identified internal 
control weaknesses that affect the fair presentation of CLL. These issues concern (1) CLL 
preparation and reporting, (2) compliance with OMB guidance, (3) timeliness of cases 
entered into the Case Management System, (4) lack of re-evaluation of Unable to Determine 
cases, (5) estimated loss of Probable and Reasonably Possible cases reported as zero, and (6) 
outdated policies and procedures. 

Our reconunendations follow the discussion of each of these findings in the following 
sections. As a result of our findings and recommendation, we are unable to assert that CLL 
is presented fairly as of September 30, 2007. 

B. Background 

In March 2007, the Department of Defense Office of the Inspector General (DODIG) 
reported on DLA's management assertion that Contingent Legal Liabi1ities1 (CLL) was fairly 
presented and ready for audit. The March 2007 DO DIG report found that management's 
assertion presented, in all material respects, an accurate representation as of September 30, 
2006. In accordance with Defense Financial Improvement and Audit Readiness (FIAR) Plan, 
previously validated segments are to maintain audit readiness, and sustainment will be 
achieved by annual evaluations. Sustainment will include annual review of documentation, 
evaluation, and testing to assure continued audit readiness. DLA Accountability Office, 
Audit Division performed the sustainment audit of CLL. 

The purpose of this report is to present areas of CLL internal control weaknesses identified 
during our sustainment audit that could be improved. This report contains 6 recommend
ations to DLA Agency AccolUlting Operations (J-85) and General Counsel (DG) to improve 
these internal controls and procedures. 

1 A contingency is an existing condition, situation, or set of circumstances involving uncertainty as to possible losses 
to the entity. DLA's contingent legal liabilities include pending or threatened litigation, claims and assessments for 
events such as property, damages, environmental claims and contractual disputes. 
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C. Objectives, Scope, and I'ylcthodology 

In accordance with the DLA Internal Audit Process One Book Chapter, our objective is to 
detennine whether Contingent Legal Liabilities were fairly presented as of September 30, 
2007 and remained ready for audit. 

To detennine whether contingent legal liabilities were presented fairly as of September 30, 
2007, we did the following: 

· Obtained full read access to the Case Management System (CMS). CMS is the repository 
of DLA's contingent legal liabilities and is used in preparing the financial statements. 

· Examined, on a test basis, evidence supporting the amounts and disclosures in the financial 
statements. 

· Tested all cases recognized and disclosed in the September 30, 2007 financial statements. 
· Selected a random sample of 45 items to test internal contfols as they relate to entering 

cases into CMS. 
·Obtained an understanding of the CLL process, including its internal controls related to 

financial reporting and compliance with laws and regulations. 
· We requested comments on a draft of this report from J-85 and DG. Their written 

comments are included in enclosure I. 

We conducted the audit from January to April 2008 in accordance with generally accepted 
government auditing standards issued by the United States Government Accountability 
Office with the exception of meeting the peer review requirement. We have not received a 
peer review in over three years because a DOD peer review team has not been available. 

D. Results. 

In our evaluation and testing of CLL, we identified internal control weaknesses that, taken as 
a whole, may have an impact on the fair presentation of CLL. These findings, if unresolved, 
increase the risk that misstatements material in relation to CLL would not be prevented or 
detected on a timely basis. 

E. Findings and Recommendations 

CLL Preparation and Reporting 
We reviewed documentation downloaded from CMS as well as documents prepared by J-85 
and found that Judgment Fund cases were not included on the financial statement as of 
September 30, 20(}7. Tll,e ~UBUJ1l for CLL reported on fiscal year 2007 financial statement 
was understated Sy$Z[~tbilli~ipp~r According to Interpretation of Federal Financial 
Accounting Standards No. 2, Accounting for Treaswy Judgment Fund Transactions, until the 
Judgment Fund is determined to be the appropriate source for the payment of the claims, the 
liability should be reported by the entity. The entity involved in the litigation should disclose 
in a footnote to the financial statements the Judgment Fund's role in the payment of a 
possible loss. By excluding the Judgment Fund cases, CLL was understated at September 
30, 2007. 
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We did not see evidence of supervisory review of the CLL preparation and reporting process. 
Supervisory review should be docwnented after the preparation of the journal voucher (N) 
and again after it has been posted by the Defense Finance and Accounting Service (DFAS). 
According to the Department of Defense (DOD) Financial Management Regulation (FMR) 
Volume 6A, Chapter 2, adequate internal controls shall be maintained at each level of 
management to ensure proper oversight of journal voucher preparation. Without supervisory 
review, there is a risk that CLL is misstated. 

Recommendation #1 - We recommend that J-85 develop and implement internal controls, 
such as requiring supervisory review, in the CLL preparation and reporting process to 
provide DLA management with reasonable assurance "that the CLL balances presented in the 
financial statements and related disclosures are supported by underlying accounting records. 

CLL Is Not Presented in Accordance With OMB Circular A~136 
CLL is recognized on the financial statements as a part of the Other Liabilities line item on 
the Balance Sheet. Additional disclosures of the Other Liabilities line item are presented in 
Note 12, Other Liabilities, and Note 13, Commitments and Contingencies. During our 
review of the footnotes, we did not see a breakdown of how much CLL make up the Other 
Liabilities line item. Although Note 13 disclosed the amount of Reasonably Possible loss 
contingencies, there was no disclosure of the amount of Probable loss contingencies 
recognized on the Balance Sheet. We obtained the composition of the Other Liabilities line 
item by contacting DFAS and obtained a copy of the breakdown from the Defense 
Departmental Reporting System - Audited Financial Statements (DDRS-AFS). In 
accordance with Office of Management and Budget (OMB) Circular A-136, Federal 
Reporting Requirements, composition of line items must be provided, either as subcategories 
on the face of the statements or in a footnote. Without a breakdown of CLL in the financial 
statements, CLL is not presented in accordance with OMB Circular A-136. 

Recommendation #2 - We recommend that J-85 disclose the specific CLL total reported in 
the financial statements in accordance with OMB Circular A-136. 

Cases Not Entered In CMS Within 5 Days 
J-85 uses data from CMS to calculate CLL. In our testing of CMS cases, we noted 16 cases 
that were not entered in CMS within 5 days as outlined by the Process Cycle Memorandum 
(PCM). Government Accountability Office's (GAO) Standards for Internal Controls in the 
Federal Government states transactions should be promptly recorded to ensure that all 
transactions are completely and accurately reported. Without proper controls to ensure cases 
are entered on a timely basis, there is risk that DLA financial statements are not reported 
fairly and accurately. 

Recommendation #3 - We recommend DG implement controls to ensure cases are entered in 
CMS on a timely basis. 
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Unable to Determine Cases Are Not Consistently Re-Evaluated 
In accordance with the PCM, cases that have been assessed as "Unable to Determine" are to 
be re-evaluated after 60 days. If after 60 days, a detennination of outflow of monies cannot 
be made, the reason (narrative description) should be provided in the History tab of CMS. 
Furthennore, the case should be re-evaluated and documented in the History tab every 30 
days thereafter until a better assessment can be made. We detennined that Unable to 
Detennine cases were not being consistently re-evaluated. Without proper controls to ensure 
cases are consistently re-evaluated, there is risk that case information in CMS are not 
promptly and accurately recorded. 

Recommendation #4 - We recommend DG develop and implement controls to ensure Unable 
to Detennine cases are consistently re-evaluated. 

Estimated Loss of Zero in Probable and Reasonably Possible Cases 
In reconciling FY 20071s CMS data to J-851s supporting documentation, we noted 7 cases that 
were assessed as 11 Probable11 and 11 Reasonably Possible 11 having an estimated loss of $0 in the 
minimum range. One of those cases had $0 in both the minimum and maximum range. J-85 
reports the minimum of the range in the financial statements. In accordance with SFFAS No. 
12, Recognition of Contingent Liabilities Arising.from Litigation (an amendment of SFF AS 
No. 5, Accounting for Liabilities of the Federal Government), a contingent liability should be 
recognized when all of these conditions are met 

A past event or exchange transaction has occurred. 
A future outflow or other sacrifice ofresources is probable. 
The future outflow or sacrifice of resources is measurable. 

The estimated liability may be a specific amount or a range of amounts. If some amow1t 
within the range is better estimate than any other amount within the range, that amount is 
recognized. Disclosure should include the nature of the contingency and an estimate of the 
possible liability, an estimate of the range of the possible liability, or a statement that such an 
estimate cannot be made. Furthennore, a contingent liability should be disclosed if any of 
the conditions for liability recognition are not met and there is at least a reasonable 
possibility that a loss may have been incurred. Without a measurable loss amount in the 
minimum range, there is a risk that CLL is understated. 

Recommendation# 5 - We recommend DG report the estimated loss or range of possible loss 
in CMS. If an estimate cannot be made, DG should notify J-85 so that a statement that such 
an estimate cannot be made is disclosed. 

Policies and Procedures are Outdated 
Current J-85 and DG policies and procedures are outdated. As noted in our findings listed 
above, internal controls identified in the PCM have deficiencies or do not reflect current 
practices. For example, the PCM states the CLL N is auto reversed and a new N is done 
quarterly. However, based on our review, the N is adjusted quarterly rather than reversed. 
In addition, a memo from the DG Office that provides standard procedures for managing, 
tracking, and reporting CLL is outdated. The memo outlines the criteria in assessing 
contingent legal liabilities. We noted the criteria for assessing probable cases outlined in the 

5 



memo have not been updated in accordance with SFFAS No. 12, Recognition o/Contingent 
Liabilities Arisingfrom Litigation. According to GAO's Standards/or Internal Control in 
the Federal Government, internal control needs to be clearly documented through 
management directives, administrative policies, or operating manuals and the documentation 
should be readily available for examination. Therefore, not having comprehensive policies 
and controls increases the risk that CLL will not be completely, accurately, and consistently 
recorded and reported. 

Recommendation #6 - We recommend J-85 and DO work collectively to update and 
implement policies and procedures that will provide DLA management with reasonable 
assurance that CLL is accurate and complete. 

F. Conclusion 

As a result of our findings and recommendations, we are unable to assert that CLL is 
presented fairly as of September 30, 2007. 

G. Management Comments 

We provided a draft of this report to J-85 and DG for comment. Both J-85 and DG 
concurred with our recommendations. Specifically, DG agreed with our suggested courses of 
action and noted implementation of the recommendations will be completed by September 
30, 2008. J-85 concurred with our recommendations and will implement procedures for 
supervisory reviews and signature prior to submission to DFAS, among others. J-85's 
written comments are included in their entirety in enclosure I of this report. 

We acknowledge and appreciate the courtesies and coo eration extended to us by all staff 
. inyoly~f!.i~ ~pi,~ review. Please direct an uestions to (b)(6) Fh:ianchH\ 
· .. Accotiiltabilit)i'at'-(b_)(_6) ___ --.,,.-,---,-----------------~-___,. 
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DEF'ENSE LOGISTICS AGE:NCY · 

HEADQUARTERS 

6728 JOHN J. KINGMAN ROAO, SUITE 2533 

FORT BELVOIR, VIRGINIA 22060-6221 

MEMORANDUM FOR EXECUTIVE DIRECTOR DA 

MAY 2 3 2003 

SUBJECT: Draft Audit Report Rclat~-d to S11stainment Audit of Contingent Lc!!,al l.inbili1ies 

We have reviewed lhe subj~t draft report and have the following comments: 

Recommendation #I ~We recommend that )-85 develop and implement internal 
comrols. such as requiring supervisory review, in the CLL preparation and reporting process to 
provide DLA managcmcnl with re.lSOnablc assurance th3l !he CLL balances presented in lhe 
financial slatemenls and refuted disclosures an: supported by w1derlying accounting records. 

J-85 Comme111s - 1-85 concurs with the finding and will implement a process for 
supervisory review and signulure prior lo submission to OFAS. This will provide nmhorizalion 
t'Or DFAS to prepare the journal voucher lo repon C'LL in tho Financial Scatemcnts. The 
estimnted completion date for this finding will be as of 3rJ Quarter, FY 2008, Financial 
Statements. 

Recommcmlalion #2 - We recommend thnt J-85 disclose the specific CLL 1otal reported 
in the lin~ncial slntements in accordnnce with OMB Circular A-136. 

J-85 Comments - For Financial Statement purposes, CLL i£ routinely reponed ;is part of 
lhe total "Other Liabilities" and not displayed se11arately. As in the past, J-85 will disclose th~ 
total CLL amount, and the minimum and ma"<imum potential liability in Nole 13 • 

. Point of contact for thjs action iS,ij~~ (_b )_(6_) _________ ·_· · ____ ___,,·· r-. 
eii~ailnil(bJ(BJ [:" 

J. ANTHONY POLEO 
Director, financial Opernlions 
Chief Financial Officer 
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DEFENSE LOGISTICS AGENCY 
HEADQUARTERS 

6725 JOHN J, KINOMAN ROAD 

FORT BELVOIR, VIRGINIA 22060-6221 

MEMORANDUM FOR EXECUTIVE DIRECTOR DA 

Subject: Draft Audit Reporl Related to Sustainment Audit of Contingent Legal Liabiliries 

We have reviewed the subject draft rcpon nnd ha\·e the following commcnls: 

Recommend~tjon II~ - We recommend DG report the estimated loss or range ofpossiblo loss in 
CMS. lfan estimate cannot be made, DO should notify J-85 so that a statement that such an 
estimate eannol be made is disclosed. 

HS Comment- J-85 concurs. 

Poini of cOJll~c.t for this action is~l<b~)~(6~) ________ ~1(); by email; i 

l(b)(6) l 

cc: 
J-8 

l(b)(6) 

IqREN Ollflt-TOLER 
Staff DJrec!Or, Agency Accounting 

Op1:n11ions 
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DLA Accountability Office 

Audit of Law Enforcement Support 
Office 

Defense Reutilization and Marketing Service 

Audit Report: DAOM09-01 March 1, 2010 



Executive Summary 
Audit Report DA0·09·o-I 

March 1, 2010 

Audit of Law Enforcement Support Office 

Defense Reutilization and Marketing Service 

·--=========~------···""''""--·-·-···-

Results 

The DLA Law Enforcement Support Office (LESO} was established to 
adminfater the 1033 Program. - a DoD initiative to support Law 
Enforcement Agencies (LEAs) by h·ansferring excess Defense personal 
properly for use in law enforcement activities. Property that has 
typically been transferred includes weapons, automobiles, boats, 
aviation equipment, clothing, and other equipment. Bemreen FY 2006 
and FY 2008, LESO issued over 17,000 sensitive items valued over $180 
rnillion to over 2,300 program recipients. 

As a result of our audit, we found the LESO Prograrn had systemic 
issues that lead to weaknesses in the administration and accountability 
of sensitive property issued to program recipients. These issues 
included: 

• Outdated policies and procedures that were not detailed and 
were not always operating, limiting the ability of LESO to 
adequately h·ack federal govenunent property distributed to 
LESO activities. 

• State Coordinators conducting linuted site visits with no 
requirement for frequency or scope, thus increasing the 
likelihood of discrepancies in the accountability of property 
issued and the probability of using property for unauthorized 
purposes. 

• Control weaknesses in the accountability of sensitive item.s 
issued to law enforcement agencies, leading to the use of 
sensitive items (such as weapons) outside the scope of the 1033 
progrnm and without the knowledge and consent of DLA. 

• Inaccurate and incomplete data in LESO property h·acking 
system, which decreased LKSO' s ability to pmvide adequate 
oversight of issued property. 

These significant deficiencies in the accountability of sensitive property 
have lead to significant risks to both DoD and DLA. 

Why DA Did this Review 
As approved in the FY2009 DLA 
Annual Audit Plan, we conducted an 
audit of the LESO Program to 
provide a comprehensive assessment 
of the program and practical 
recommendations, as appropriate, 
fol" DLA senior leadership. 
Additionally, the audit was initiated 
as a result of adminis11·ative issues 
previously reported by the 
Government Accountability Office, 
the DoD Inspector General and the 
DLA Accountability Office. 

What DA Did 
Our audit objectives were to 
determine whether: (1) the LESO had 
policies and procedure in place and 
operating regarding the issmmce, 
h·ansfer, him-in and disposal of 
LESO property, {2) State 
Coordinators conducted periodic site 
visits to verify the use and existence 
of issued property, (3) law 
enforcement agencies properly 
accounted for, safeguarded and used 
property in accordance with MOA 
conditions, and (4) LESO input all 
necessary information into the Law 
Enforcement Equipment Database 
System. 

What DA Recommends 
This report contains 15 
recommendations addressed to 
LESO and DRMS. Our 
recommendations provide 
opportunities for DLA to further 
develop their processes and 
procedures fOl' issue, transfer, him-in 
and disposal of LFSO property and 
improve oversight and 
accountability of property provided 
through the progrnm. 

J-3/4 and LESO concurred with nine 
reconunendations and took, or will 
take, actions that meet the intent of 
the remaining six recommendations. 



DEFENSE LOGISTICS AGENCY 
HEADQUARTERS 

8725 JOHN J, KINGMAN ROAD 

FORT BELVOIR, VIRGINIA 20060·6221 

March 1, 2010 

MEMORANDUM FOR DIRECTOR, LOGISTICS OPERATIONS & READINESS (J-3/ 4) 
DIRECTOR, DEFENSE REUTILIZATION AND MARKETING 

SERVICE (ORMS) 
DIRECTOR, LAW ENFORCEMENT SUPPORT OFFICE (LESO) 

SUBJECT: Audit Report for Law Enforcement Support Office 

This is our report on the audit of the LESO Program. It includes the results of our audit 
and conclusion of LESO program adrninistration. 

We conducted this audit fr-011"1November2008 to July 2009 in accordance with generally 
accepted. govemment auditing standards for performance audits issued by the 
Comptroller General of the United States, with the exception of meeting the peer review 
requirement. These standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives. The DLA Accountability Office has not been 
subject to an external peer review in over tlu·ee years due to a lack of a Quality 
Assurance Review Team. However1 this has no effect on the quality of this report. We 
believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

This report contains 15 recommendations addl'essed to the Director of LESO or the 
Director of ORMS to improve the operations of the LESO program. 

I appreciate the courtesies and cooperation extended to us during the audit. For 
additional information about this report, contact the DLA Accountability Office at 
703-767-6464. 

l(b)(6) 

STEVEN D. PIGOTT 
Deputy Staff Director, Audit Division 
DLA Accountability Office 
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INTRODUCTION 

OBJECTIVES 

The overall objective of the audit was to evaluate the Law Enforcement Support Office (LESO) 
Program's administration. Specifically, the audit determined whether: 

LESO had policies and procedures in place and operating regarding the issuance, 
transfer, turn-in and disposal of property. 

• State Coordinators conducted periodic site visits to verify the use and existence of 
property. 

Law Enforcement Agencies (LEAs) properly accounted for, safeguarded and used 
property in accordance with LESO conditions. 

LESO input all necessary information into Law Enforcement Equipment Database 
System (LEEDS). 

WHAT WE AUDITED 

The DLA Accountability Office audited transactions representative of the LESO program for the 
period FY 2006 through FY 2008. Our audit covered all phases of the program from issuance of 
equipment to usage and accounting for equipment used by authorized program users, 
individual LEAs. We focused on six categories of sensitive items to include weapons, aircrafts, 
watercrafts, armored personnel carriers, High-Mobility Multipurpose Wheeled Vehicles 
(HMMWVs) and other vehicles. 

BACKGROUND 

The LESO program office, under authorization from the Office of the Secretary of Defense, is 
responsible for the administration of this program, which was established in Section 1033 of the 
National Defense Authorization Act for Fiscal Year 1997. This legislation repealed Section 1208 
of the National Defense Authorization Act for Fiscal Year 1990 and expanded the scope by 
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making the program permanent and making all LEAs eligible for receipt of property. 
Additionally, the change gave preference to LEAs involved in counterdrug and 
counterterrorism activities. LEAs participating in the program are guided by the Memorandum 
of Agreement (MOA) between DLA and each state. Individual LEAs are directly overseen by a 
State Coordinator appointed by their Governor. 

The LESO Program permits the Secretary of Defense to transfer excess Defense personal 
property to LEAs. Property that has typically been transferred includes weapons, automobiles, 
aviation equipment, clothing, and other equipment. Between FY 2006 and FY 2008, LESO 
issued over 17,000 sensitive items valued over $180 million to over 2,300 program recipients. 
Transfers to LEAs from DoD organizations are made on an "as-is, where-is basis". Property is 
transferred without expense to DoD and the recipient accepts responsibility for all costs 
associated with the transfer. -

Personal property is transferred to LEAs with the assistance of the Defense Reutilization and 
Marketing Service (DRMS) through the property accounting system known as the Defense 
Reutilization and Marketing Service Automated Information System (DAISY). To administer 
the LESO Program, LESO uses a manual interface between DAISY and a web-based system 
called LEEDS. LEEDS was designed to h·ack the on-hand quantities and disposals of all DoD 
property issued to individual LEAs. Equipment is issued to and transferred among LEAs using 
a Form 1348-lA (Issue Release/Receipt Document). Additionally, this form is used to input the 
equipment data into LEEDS and shows acceptance of the property by signature in block 22 and 
acceptance date in block 23. 

During the audit, DLA began transferring LESO from J-3 / 4 to DRMS. This transfer was made 
to more closely align LESO management with the reutilization mission of DRMS and was 
announced prior to the start of this audit. Although the office was in transition during our 
audit, we were able to interview appropriate operating personnel and review transaction 
supporting data. Therefore, we do not believe that the move had an adverse impact on our 
audit. If implemented as planned, the LESO office should be able to operate more effectively 
under this reorganization. 

As approved in the FY 09 DLA Annual Audit Plan, we conducted an audit of the LESO 
Program to provide a comprehensive assessment of the program and practical 
recommendations, as appropriate, for DLA senior leadership. Additionally, the audit was 
initiated as a result of systemic issues related to the accountability of DoD excess property that 
were previously reported by the Government Accountability Office, the DoD Inspector General 
and the DLA Accountability Office. 
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RESULTS, RECOMMENDATIONS AND CONCLUSIONS 

RESULTS AND RECOMMENDATIONS 

In this section, we discuss these four areas: 

• Policies and Procedures. 

• State Coordinator Site Visits. 

Property Accountability. 

• Database Accuracy. 

POLICIES AND PROCEDURES 

Although LESO had general policies and procedures in place, they were outdated and did not 
include all the specific procedures necessary to correctly process transactions. Specifically, 
written procedures lacked detailed instruction on how to issue, transfer, turn-in, and dispose of 
property. In addition, LESO policies and procedures weren't always operating-we found 
issues with the processing of weapons transactions, documentation retention of transaction files, 
and unauthorized transfer of equipment by LEAs. These problems occurred because current 
LESO staff was dedicated to processing daily transactions, as opposed to updating policies and 
procedures and did not monitor LEA usage of property. As a result, automated records lacked 
essential details in order to adequately track federal government property distributed to LESO 
recipients. Additionally, without detailed procedures and prior-year documentation, valuable 
lessons-learned may be lost in the ongoing transfer to DRMS. 

Procedural Instructions 
LESO Standard Operating Procedures (SOPs) lacked detailed instruction on how to issue, 
transfer, turn-in and dispose of property. Although LESO procedures provided general 
insh·uction on how to process some equipment transactions, the procedures did not provide 
specific details documenting all of the necessary steps for each process. 

We found that the SOP (dated January 2008) only contained detailed instructions for issuing, 
transferring, turning-in and disposing of aircrafts. The SOP contained a 14~step process for 
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LESO personnel, State Coordinators, and the LEA to accomplish in order to complete the 
aircraft transfer. However, the SOP did not provide instruction or steps to process the issuance 
of weapons, watercrafts, armored personnel carriers, HMMWVs or other vehicles. The only 
guidance that was included in the SOP was factors that would be considered when issuing 
weapons and peacekeeper vehicles (for example, weapon transfers would be executed on a 
"first-come, first served basis"). 

Additionally, LESO policies and procedures included processing steps for the previous system 
used by LESO to h·ack equipment. We found that the LESO SOP required employees to use the 
Counter-Narcotics Management Information System (CMIS) database when processing 
transactions. According to LESO staff, the office discontinued the use of CMIS to track 
equipment in November 2005 when it was replaced with LEEDS. The SOP required that LESO 
staff use CMIS to: 

• Issue. The guidance required the staff to check CMIS to insure that the requesting 
LEA is enrolled in the 1033 program and provided specific details on how to use 
CMIS along with screen shots of the CMIS database to process the transaction. 

• Transfer. The guidance required LESO to make property adjustments within the 
CMIS system when property is transferred between LEAs. 

• Turn-In and Disposal. The guidance provided specific details on how to use CMIS 
along with screen shots of the CMIS database in order to return the property to DRMS 
and remove it from the accountability records. 

This occurred because LESO staff focused exclusively on fulfilling LEA transfer request 
documents. Additionally, when LESO last reviewed their SOP, rather than updating it with 
current system information and pl'ocedures, they simply updated the date of the publication. 
As a result, new personnel may have problems with issuing, transferring, turning in and 
disposing of future equipment as LESO relocates to DRMS. 

Recommendation 1 (LESO Program Office a11d DRMS) 

Document detailed instructions on how to issue, transfer, hirn-in and dispose of all categories of 
property in the LESO SOP, including the correct operating system. 

Management Comments 

Concur. DRMS revised the staff h·aining guide in July 2009 to include detailed instructions on 
issuing, transferring, turning-in, and disposing of property. Additionally, DRMS plans to issue 
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the staff training guide as a standard operating procedures by March 31, 2010 and review and 
revise it each fiscal year as needed. 

Weapons Transaction Processing 
Weapons transactions processed by LESO did not comply with established policies and 

rocedures. The LESO SOP limits the number of weapons that may be given to a LEA to 
(b)(7)(E) of the LEAs authorized strength. For example,r)(7)(E) 

l(b)(7)(E) I --__________ __, 

We tested 49 randomly-selected weapons transactions processed by LESO between FY 2006 and 
FY 2008. These transactions processed a total number of 256 weapons and included all four 
processes - issuance, transfer, turn-in, and disposal. We found about 31-percent of the weapons 
transactions in our sample exceede~(b)(7)(E) ~imitation and occurred in all of the 
processes except for turn-in. 

c 

Transfer 

Tum-In 

Dis osal 

Of particular concern were the following five issue transactions that exceededi(b)(7)(E) 
limitations: .__ _____ ....J 

3 

4 

5 

We compared the total number of officers in each LEA to the number of weapons issued in each 
of the five transactions and found LESO issued weapons that: 
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• Slightly exceedel4(b)(
7
)(E) , llimitation in two transactions. In these two 

transactions, LESO exceeded the[Cb)(7)(E) jlimitation b (b)(7)(E) . Based on the 
LEA authorized stren th, each activity was authorized (b)(7)(E) eapons; however, 
they were issue (b)(7)(E) eapons respectively. 

• 1 exceeded th~(b)(7)(E) ~imitation in three transactions by issuing (b)(7)(E) and 
(b)(7)(E) more weapons than the LEAs authorized strength. 

This occurred because the LESO staff provided exceptions for LEAs with special circumstances 
(for example, a LEA with officers spread over different duty shifts or geographic areas) .. 
However, the SOP does not include provisions for the LESO staff to exceedlCb)(7)(E), 
limitation. 

Since, DLA has more requests for weapons than weapons available for distribution, some LEAs 
may not receive necessary equipment and LESO may not effectively meet program goals of 
dish·ibuting excess DoD equipment to support counter-drug and counter-terrorism programs . 

. Recommendation 2 (LESO Program Office) 
(b )(7)(E) 

Management Comments 

Concur. On October 30, 2009 DRMS issued a policy letter detailing the steps for exceeding the 
established weapon limitation percentage individual LEAs. The policy letter will be 
incorporated into the standard operating procedure that will be issued by March 31, 2010. 

Documentation Retention 
Of the 49 total weapon transactions in our sample, 39 transactions required the LEA to prepare 
ATF documentation to issue and transfer weapons. We found LESO did not retain the required 
Bureau of Alcohol, Tobacco, and Firearms (ATF) documentation for 32 of the 39 transactions 
(about 82-percent). 

LEAs must forward ATF Forms 5 (Application for Tax Exempt Transfer and Registration of 
Firearms) and ATF Form 10 (Application for Registration of Firearms Acquired by Certain 
Goverrunent Entities) to LESO after the issuance or h·ansfer of each weapon, except for 
handguns and pistols. ,(b)(7)(E) 

~~~~~~~~~~~~~~~~~~~~~~~~~~~__; 
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l(b)(7)(E) I These documents validate each weapon's regish·ation and current 
ownership with ATF and provide an audit trail for all processed transactions. 

ATP documentation was not on-file because LESO did not develop document retention 
procedures to ensure that all required documentation was accessible as part of their SOP. As a 
result, LESO does not have an audit trail for all weapons issued and transferred to LESO 
recipients. Without the supporting documents on-file, LESO has no mechanism to reconfirm a 
weapon's location and serial number. 

Recommendation 3 (LESO Program Office) 

(b )(7)(E) 

Management Comments 

Concur. I (b )(7)(E) 

rb )(7)(E) 

Unauthorized Transfer of Equipment 
Weapons were transferred among LEAs without proper authorization from the State 
Coordinator and LESO. During one site visit to physically verify the on-hand quantity of LEA 
equipment, we found 48 rifles on-hand that were not reflected in LEEDS. 

The MOA between DLA and the State Coordinators requires that LEAs must request the 
transfer or turn-in of weapons through their State Coordinator, who in turn must request 
approval from LESO. Additionally, the current LESO SOP requires that LESO approve all 
transfers of equipment before the physical transfer is completed. To ensure compliance with the 
MOA, DLA has the option to suspend or terminate an LEA or State Coordinator if they 
materially fail to comply with the terms of the agreement. 

This unauthorized transfer of weapons occurred because according to the LEA, the weapons 
were transferred from another agency after the transfer request was submitted to LESO. The 
LEA erroneously believed that simply sending the request to LESO constituted permission to 
transfer the weapons. While processing errors occurred in the LESO office, the weapons should 
not have been transferred to another LEA without the express permission of the State 
Coordinator and LESO. 
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As a result, LESO does not have an accurate and complete audit trail for the 48 rifles, property 
accountability of weapons has been lost and military grade weapons could become available to 
the public. 

Recommendation 4 (LESO Program Office) 

Develop procedures to disbar LEAs and State Coordinators from the LESO program that do not 
comply with program conditions. The disbarment procedures should address both persistent 
failures to abide by the program conditions as well as significant isolated incidents of 
noncompliance. · 

Management Comments 

Partially Concur. DRMS stated that new procedures do not need to be developed to disbar 
LEAs and State Coordinators from the program that don't comply with program conditions 
since procedures already exist in the MOA. 

Auditor Evaluation of Management Comments 

Based on the recent reorganization of DRMS, the additional management reviews, and the 
renewed focus on complying with LESO guidance, we believe the actions proposed by 
management meets the intent of the recommendation. 

Recommendation 5 (DRMS) 

Develop performance metric to hold individual employees accountable for the performance of 
all tasks in the SOP and MOA. Additionally, document employee performance and ensure 
individual employees are accountable for achieving specific performance metrics. 

Management Comments 

Partially Concur. DRMS stated that individual employees will be held accountable for all 
assigned tasks and that deviation from performance standards are handled in accordance with 
Performance Management Regulations. 

Auditor Evaluation of Management Comments 

Based on the recent reorganization of DRMS with the replacement of many staff members, the 
continuous training of employees, and the additional emphasis on employee performance, we 
believe proposed actions by management meet the intent of the recommendation. 
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Recommendation 6 (LESO Program Office) 

Take immediate action to either recover the 48 rifles erroneously shipped between LEAs or 
approve the transaction and record it in LEEDS. 

Management Comments 

Concur. Action to recover the 48 rifles erroneously shipped between LEAs was scheduled to be 
completed by the end of FY 2009. 

STATE COORDINATOR SITE VISITS 

State Coordinators conducted periodic site visits to verify on-hand quantities of property and 
maintained detailed records of the location and owner of property; however, we noted that the 
frequency of site visits provided inadequate coverage of all LEAs enrolled in the LESO 
Program. In addition, State Coordinator positions were often "temporary" and had budgetary 
constraints. As a result, the program has an increased likelihood of discrepancies in the 
accountability of property issued and the use of property for unauthorized purposes. 

Based on our review of five State Coordinators, we found that the frequency of reviews 
provided inadequate coverage of LEAs. We found that the number of State Coordinator annual 
reviews ranged from 3 to 85 visits per year. Based on the number of participating LEAs in each 
state, we calculated that, given the present rate of review, the State Coordinators would take 
between 6 and 311 years to review all property located in their state. The following chart 
summarizes the number and frequency of State Coordinator reviews within our sample: 

-'i'lli; 
'I:l'i&>'"" 

Computed 
Number of LEAs Number of LEAs Frequency of 

Slate Coordinator In the state Reviewed each year Reviews (Years) 

State Coordinator #1 348 4 87 

State Coordinator #2 732 20 37 

State Coordinator #3 542 85 6 

State Coordinator #4 580 24 

The infrequent State Coordinator reviews were caused by the MOA between DLA and the 
States not defining the frequency and scope of State Coordinator property reviews. In addition, 
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the State Coordinator positions were often temporary or considered additional duties and had 
budgetary constraints: 

• The MOA (dated October 2003) requires State Coordinators to conduct periodic 
reviews of each LEA enrolled in the program, to include physical inventory or spot 
checks of property received and any related records. When the MOA was revised in 
March 2009, the language was strengthened to require State Coordinators to conduct 
an operational effectiveness review of LEAs participating in the program in order to 
ensure accountability, responsibility, and program compliance. However, the revised 
MOA did not include a timeframe for completing the reviews. 

• Almost all of the State Coordinator position were either temporary positions or 
considered additional duties. Also, the positions did not have a budget that would 
allow the State Coordinators to conduct the required periodic inspections. During 
our interviews, some of the State Coordinators stated that budget constraints 
prevented them from conducting additional annual reviews of LEAs. 

As a result, LESO does not have an audit trail for all property issued and transferred to LESO 
recipients - therefore, property accountability over weapons and other sensitive military-issue 
equipment could be lost. 

Recommendation 7 (DR.MS) 

Modify the existing memorandum of agreements with State Coordinators j<h)(7)(E) 
(b )(7)(E) 

Management Comments 

Partially Concur. ORMS does not believe it is necessary to modify the existing MOA with State 
Coordinatorsl<b)(7)(E) ~ LESO developed 
a schedule to conduct performance reviews with all participating States and Territories by the 
end of FY 2011. The details of the performance reviews will be incorporated into the MOA. As 
of the last quarter of FY 2009, LESO had completed all scheduled reviews. 

Auditor Evaluation of Management Comments 

Based on the recent reorganization of ORMS and development of a detailed performance review 
procedure and scheduled, we believe the proposed actions by management meet the intent of 
the recommend a ti on. 
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Recommendation 8 (DRMS) 

Begin discussions with state goverrunents to ensure that the LFSO State Coordinator positions 
are permanent positions with an adequate budget to ensure physical verifications and usage of 
equipment. Disbar those state governments that refuse to comply with the terms of the MOA. 

Management Comments 

Partially Concur. DRMS believes that ensuring State Coordinator positions are permanent and 
that they have an adequate budget is outside the scope of their authority. DRMS also stated that 
existing procedures contain adequate guidance for suspending or terminating LEAs or States 
for non-compliance. 

Auditor Evaluation of Management Comments 

We agree that ensuring State Coordinator positions are permanent and have an adequate 
budget may be outside the LESO scope of authority. The replacement of many staff members, 
continuous training of employees, and performance reviews of all participating States and 
Territories should correct the identified problem of lack of oversight of State Coordinators, the 
implementation of these proposed actions meet the intent of the recommendation. 

PROPERTY ACCOUNTABILITY 

Although the majority of the property provided by LESO was properly accounted for, 
safeguarded and used in accordance with LESO conditions, some items were not physically on 
location. During our site visits, we found that only 91-percent of property could be physically 
verified. We found similar results on our questionnaires; only 73-percent of law enforcement 
agencies reported the same on-hand quantities of equipment as contained in LEEDS. This 
occurred because, as previously discussed, LESO did not have effective controls in place to 
account for all sensitive equipment at all times and State Coordinators failed to conduct 
adequate operational effectiveness reviews of LESO property. Additionally, LEAs were not 
aware of LESO conditions regarding the use of equipment. As a result of LEEDS containing 
inaccurate accountability information, property may be used outside the scope of the LESO 
program and without the knowledge and consent of DLA. 
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During the audit, we judgmentally-selected 60 LEAs in 11 states to physically verify their on
hand quantities against the data reported in LEEDS (see Appendix C for specific locations in 
sample). Of the 1,235 items, we found: 

Items Transferred without LEEDS Update, Items Being 
Transferred or Items Transferred Outside the Scope of the 
Audit 

LEA under invest! atlon 

47 

43 

8 

7 

2 

• 1,127 items were on hand at the assigned LEA - there were no problems with these 
items. 

• 47 items were either transferred without updating LEEDS to reflect the change, were 
in the process of being transferred during our visit or were transferred after we 
selected our sample. As previously discussed, some of these transactions did not 
follow the appropriate review and approval process. 

• 43 items could not be found because the LEA and State Coordinator could not locate 
the property. After completion of the fieldwork, 19 items were located by a State 
Coordinator. However, 6 vehicles, 16 weapons and 2 aircrafts remained unaccounted 
for, at the conclusion of fieldwork. 

• 8 items were either not accepted by the LEA because of the property's poor condition 
or were appropriately returned to the DRMS when no longer needed. 

• 7 items were inappropriately disposed of by the LEA. One LEA disposed of a vehicle 
that was sold at auction and a second LEA sold six other weapons to a local gun shop. 
The six weapons have since been recovered. 

• 2 items, both vehicles, are currently under investigation by the Defense Criminal 
Investigative Services because the property could not be located. 
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• 1 item, a rifle, was reported as stolen by the LEA. The activity conducted an 
investigation and reported the weapon as stolen; however, the weapon should be 
removed from LEEDS (see Appendix C for all missing property details). 

During our site visits, we also found 96 additional items that the LEAs stated were received 
tlU'ough the LESO program, but were not included in LEEDS. The majorities of the additional 
items identified (60 of 96 items) were weapons; however, we also found 34 vehicles and 2 
watercraf ts. 

In addition to conducting physical verifications of assets, we sent self-reporting questionnaires 
to an additional 178 randomly-selected LEAs in two government agencies and 39 different 
states to verify on-hand quantities of equipment (see Appendix C for specific locations in our 
sample). Based on the information received from 84 agencies (about a 47-percent response rate), 
only 73-percent of LEAs reported the same on-hand quantities as contained in LEEDS. 

There were significant variances between the on-hand and recorded quantities because LEAs 
had not received any training on the LESO program to ensure that property was properly 
handled by LEAs (i.e. such as preventing the unauthorized disposal of DoD property). Our 
questionnaire results showed that: · 

• Approximately 94 percent had a low to medium understanding of the LESO process. 

• Approximately 64 percent had not received any training on the LESO program. 

To prevent the unauthorized sale of LESO property, the North Carolina State Coordinator 
places liens on the titles of all vehicles issued through the program. Should an LEA attempt to 
sell a LESO-provided vehicle, the transaction will be flagged as "unauthorized" by the 
Department of Motor Vehicles. Without developing and implementing more controls like the 
lien process, LESO is unaware of the location and primarily usage of sensitive equipment 
provided to program recipients. 

Recommendation 9 (LESO Program Office) 

Require all law enforcement agencies to conduct a 100-percent inventory of all property they 
have received through the LESO program, and to report the results to their State Coordinator 
and the LESO Program Office. Also, require the State Coordinators to investigate all 
discrepancies between the actual on-hand and reported quantities to the LESO program office. 
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Management Comments 

Partially Concur. ORMS agreed that a physical inventory should be completed but limited it to 
only "demil required" and "controlled property" that has been issued to LEAs by September 
2010. This is in addition to the already required annual reconciliation of high profile, high 
visibility, or high awareness property. 

Auditor Evaluation of Management Comments 

Conducting 100-percent inventories of "demil required" and "controlled property" and 
focusing on the six categories of sensitive property discussed in the report, along with the 
annual reconciliations currently required by the MOA, meet the intent of the recommendation. 

Recommendation 10 (LESO Program Office) 

Investigate each of the cases of unaccountable LESO property, including the property currently 
in the process of being transferred. For investigations, if any, where the property remains 
unaccounted for, determine if either the law enforcement agency or the State should be barred 
from the program. 

Management Comments 

Partially Concur. Unaccounted fo1· property must be investigated by the LEA and State 
Coordinator with a report of investigation forwarded to LESO for review. The current MOA 
provides detailed procedures for suspending or terminating LEAs or States for noncompliance. 

Auditor Evaluation of Management Comments 

We agree that ensuring State Coordinator positions are permanent and have an adequate 
budget may be outside the LESO scope of authority. The replacement of many staff members, 
continuous training of employees, and performance reviews of all participating States and 
Territories should correct the identified problem of lack of oversight of State Coordinators, the 
implementation of these proposed actions meet the intent of the recommendation. 

Recommendation 11 (LESO Program Office) 

Provide training to current and new law enforcement agencies and State Coordinators involved 
with the LESO program on the proper procedures for issuing, transferring, turning-in and 
disposing of LESO equipment, as well as the appropriate uses of LESO property. 
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Management Comments 

Concur. In August 2009, DRMS updated the State Coordinator Automation Guide and the Law 
Enforcement Agency Automation Guide, which detail the proper procedures for issuing, 
transferring, turning-in, and disposing of LESO equipment. 

Recommendation 12 (LES 0 Program Office) 

(b)(7)(E) 

Management Comments 

r
(b)(7)(E) 

rnnrt11' 
(b)(7)(E) 

Recommendation 13 (LESO Program Office) 

Investigate whether the Bureau of Alcohol, Tobacco and Firearms can flag automatic weapon 
trnnsfers to preclude the unauthorized sale and transfer of these items. 

Management Comments 

Concur. DRMS has engaged the Bureau of Alcohol, Tobacco, and Firearms on whether 
automatic weapons can flag_automatic weapons to prevent unauthorized transfer. The 
estimated completion date was first quarter fiscal 2010. 

DATABASE ACCURACY 

LESO ff d'd I • 11 'nf t' b h . . . . LEEDS (b)(7)(E) sta i n t m ut a necessar 1 orma ion a out t e sensitive eqmpment m . 
(b)(7)(E) 

(b)(7)(E) As a result, LESO had a decreased ability to provide 
'---.---~----:--~~-;--;---:---;r-:--~....-----..--;-~-,.-__J 
adequate oversight o issue trans erred property. 

(b )(7)(E) 
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l<b )(7)(E) 
t' ; Within our sample of 60 agencies 
selected for physical verification, there were about 200 vehicles included in the sample; 
however, none of the vehicles had VINs recorded in LEEDS. Instead, LESO could only provide 
item descriptions (such as truck tractor, stake truck, and 2-1/2 ton). 

(b)(7)(E) 

As a result of LEEDS not having the necessary information in the system, LEAs, State 
Coordinators and LESO cannot properly account for property provided through the LESO 
program and have no assurance that it is 'being used for intended purposes. 

Recommendation 14 (LESO Program Office) 

l(b)(7)(E) 

Management Comments 

Concur. l<b)(7)(E) 

l(b)(7)(E) 

Recommendation 15 (LESO Program Office) 

(b)(7)(E) 

Management Comments 

C 
l(b)(7)(E) 

oncur. 
l(b )(7)(E) 
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CONCLUSION 

The LESO Program had systemic issues that lead to weaknesses in the administration and 
accountability of sensitive property issued to program recipients. These issues included: 

• Outdated policies and procedures that were not detailed and were not always operating, 
limiting the ability of LESO to adequately track federal government property distributed 
to LESO activities. 

• State Coordinators conducting limited site visits with no requirement for frequency or 
scope, thus increasing the likelihood of discrepancies in the accountability of property 
issued and property use for unauthorized purposes. 

• Control weaknesses in the accountability of sensitive items issued to law enforcement 
agencies, leading to the use of sensitive items (such as weapons) outside the scope of the 
1033 program and without the knowledge and consent of DLA 

• Inaccurate and incomplete data in LESO property tracking system, which decreased 
LESO's ability to provide adequate oversight of issued property. 

These significant deficiencies in the accountability of sensitive property have lead to significant 
risks to both DoD and DLA 
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Appendix A 

SCOPE, METHODOLOGY, AND CRITERIA 

We focused on six categories of sensitive items to include weapons, aircrafts, watercrafts, 
armored personnel carriers, HMMWVs and other vehicles. For these six categories of sensitive 
items, we audited h·ansactions representative of FY 2006 through FY 2008. Due to time and 
personnel constraints, we excluded less sensitive items such as clothing and other equipment. 

To determine if LESO policies and procedures in place and operating regarding the issuance, 
transfer, turn-in and disposal of 1033 property, we: 

• Obtained, reviewed and analyzed current LESO SOPs to gain an understanding of 
LESO' s business processes. 

• Interviewed LESO staff to understand their desk-level procedures to issue, transfer, 
turn-in and dispose of LESO-provided property. 

• Reviewed and analyzed LESO files to include Forms 1348-1A, ATF Forms 5 and 10, 
and various other documents. 

To determine whether State Coordinators conducted periodic site visits to verify the use and 
existence of issued property, we: 

• Analyzed the original MOA (dated October 2003) and the revised MOA (dated 
March 2009) to determine the roles and responsibilities of the State Coordinators. 

• Interviewed the State Coordinators to access their level of understanding of and 
compliance with MOA terms and conditions. 

To determine whether LEAs properly accounted for, safeguarded and used property in 
accordance with LESO conditions, we: 
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Appendix A 

• Verified on-hand equipment of 10-percent of LEAs issued property (238 of a total 
2,372 agencies) between FY 2006 and FY 2008 using a statistical sample. We verified 
on-hand equipment with: 

o Physically verification of equipment at 60 LEAs in 11 different states using a 
judgmental sample. Our judgmental sample was based on the LEAs quantity 
of transactions and dollar-value of transactions. 

o Self-reported questionnaire of on-hand equipment at 178 LEAs in two 
government agencies and 39 different states using questionnaires self-reported 
by a random sample of LEAs. 

• Interviewed. LEA personnel to determine the actual use of on-hand equipment and 
whether the usage was in compliance with LESO legislation. 

CRITERIA 

To answer ou·r audit objectives and evaluate the LESO's administration of the 1033 Program, we 
reviewed and analyzed: 

• Section 1033 of the National Defense Authorization Act of FY97, 10 U.S.C. 

Section 1208 of the National Defense Authorization Act of FY90, 10 U.S.C. 

LESO SOPs, dated January 2008. 

• DLA One Book - LESO Program, dated January 2007. 

• MOA between LESO and the States, dated March 2009. 

MOA between LESO and the States, dated October 2003. 
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Appendix B 

SUMMARY OF RECOMMENDATIONS 

Recommendation Addressee Status of Estimated 
Corrective Completion 
Action Date 

1 Document detailed instructions on LESO 
how to issue, transfer, turn-in and Program 
dispose of all categories of property in Office and 
the LESO SOP, including the correct DRMS 
operating system. 

2 (b)(7)(E) LESO 
Program 
Office 

3 (b )(7)(E) LESO 
Program 
Office 

- -
4 Develop procedures to disbar LEAs LESO 

and State Coordinators from the LESO Program 
program that do not comply with Office 
program conditions. The disbarment 
procedures should address both 
persistent failures to abide by the 
program conditions as well as 
significant isolated incidents of 
noncompliance. 
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Appendix B 

SUMMARY OF RECOMMENDATIONS 

Recommendation Addressee Status of Estimated 
Corrective Completion 
Action Date 

5 Develop performance metrics to hold DRMS 
individual employees accountable for 
the performance of all tasks in the 
SOP and MOA. Additionally, 
document employee performance and 
ensure individual employees are 
accountable for achieving specific 
performance meh'ics. 

6 Take immediate action to either LESO 
recover the 48 rifles erroneously Program 
shipped between LEAs or approve Office 
the transaction and record it in 
LEEDS. 

7 Modify the existing memorandum of DRMS 
agreements with State Coordinators 
(b)(7)(E) 

8 Begin discussions with state DRMS 
governments to ensure that the LESO 
State Coordinator positions are 
permanent positions with an 
adequate budget to ensure physical 
verifications and usage of equipment. 
Disbar those state governments that 
refuse to comply with the terms of the 
MOA. 
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Appendix B 

SUMMARY OF RECOMMENDATIONS 

Recommendation Addressee Status of Estimated 
Corrective Completion 
Action Date 

9 Require all law enforcement agencies LESO 
to conduct a 100-percent inventory of Program 
all property they have received Office 
through the LESO program, and to 
report the results to their State 
Coordinator and the LESO Program 
Office. Also, require the State 
Coordinators to investigate all 
discrepancies between the actual on-
hand and reported quantities to the 
LESO program office. 

10 Investigate each of the cases of LESO 
unaccountable LESO property, Program 
including the property currently in Office 
the process of being transferred. For 
investigations, if any, where the 
property remains unaccounted for, 
determine if either the law 
enforcement agency or the State 
should be barred from the program. 

11 Provide training to current and new LESO 
law enforcement agencies and State Program 
Coordinators involved with the LESO Office 
program on the proper procedures 
for issuing, transferring, turning-in 
and disposing of LESO equipment, as 
well as the appropriate uses of LESO 
property. 

Audit o( the Law Enforcement Support OUice (DA0-09-01) Page 23 



Appendix B 

SUMMARY OF RECOMMENDATIONS 

Recommendation Addressee Status of Estimated 
Corrective Completion 
Action Date 

12 (b )(7)(E) LESO 
Program 
Office 

13 Investigate whether the Bureau of LESO 
Alcohot Tobacco and Firearms can Program 
flag automatic weapon transfers to Office 
preclude the unauthorized sale and 
transfer of these items. 

14 (b)(7)(E) I LESO 
(b )(7)(E) Program 

Office 

15 (b)(7)(E) LESO 
Program 
Office 
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Appendix C 

A . :~'": ~;iL . .. ·,;:~'.:{":·{<~'>:§0AeHVs1c'A~>iER1F1cAt10NFeR0Pi:Rtv NorioN~HANo-:.,.:; .. ;;;=;;;;7+;:)/:.'1t. ·· :;·'.:~.·~. 
;/t'<;';,'!\rel<.i"oESCRIPTION >>;).''· ··.'.Qu'.6.N.ffry· .• :} \./ ··:·UUi!·f:•;·,k .;;;:. ~tiA'BoMM'etlfs'~1 <Y'.§A:~~'3:·~~:::;•'.:::ft~;;;.: .• &;·- .. '. 
KAWASAKI MULE 

TRUCK. MAINTENANCE 

RIFLE,7.62 MILLIMETER 

RIFLE,7.62 MILUMETER 

RIFLE,7.62 MILLIMETER 
GLIDER XI MANGO TG-14 ( 
AEROMOT AMT-200S} 

TRUCK STAKE 

RIFLE,5.56 MILLIMETER 

TRUCK TRACTOR 

TRUCK STAKE 

VAN CARGO 

TRUCK VAN 

AUTOMOBILE SEDAN 

AUTOMOBILE SEDAN 

TRUCK CARGO 
HELICOPTER OH-58 (NON-
FLYABLE) 

RIFLE,7.62 MILLIMETER 

TRUCK MAINTENANCE 

TRUCK DUMP 

SHOTGUN, 12 GAGE.RIOT TYPE 

SHOTGUN,12 GAGE.RIOT TYPE 

RIFLE,7.62 MILLIMETER 

PISTOL.CALIBER .45.AUTOMATIC 

PISTOL.CALIBER .45,AUTOMATIC 

1995 CHEVROLET CORSICA 

TRACTOR,WHEELED,IND 

TRUCK.CARGO 

VAN PANEL DODGE 

TRUCK.SERVICING PLA 

TRUCK 

TRUCK.CARGO 

TRUCK.SERVICING PLA 

BUS, MOTOR 

2 

1 

1 

7 

5 

1 

1 

1 

1 

1 

1 

3 

1 

1 

1 

2 

6 

1 

1 

3 

2 

7 

3 

20 

1 

1 

1 

1 

1 

1 

1 

1 

1 

PROPERTY NOT ON LOCATION· LEA IS CURRENTLY UNDER INVESTIGATION 

PROPERTY WAS NOT ON LOCATION 

PROPERTY WAS NOT ON LOCATION 
PROPERTY WAS TRANSFERRED OUTSIDE OF THE AUDIT SCOPE AND TWO 
RIFLES CAN NOT BE LOCATED 

PROPERTY WAS TRANSFERRED OUTSIDE OF THE AUDIT SCOPE 

PROPERTY WAS TRANSFERRED OUTSIDE OF SCOPE 

PROPERTY WAS NOT ON LOCATION 

ONE RIFLE WAS REPORTED STOLEN - LEA PROVIDED POLICE REPORT. 

PROPERTY WAS TURNED-IN TO DRMO 

PROPERTY WAS TRANSFERRED OUTSIDE OF SCOPE 
CONDITION OF PROPERTY WASN'T ACCEPTABLE, THEREFORE IT WAS NOT 
ACCEPTED BY LEA. 

CONDITION OF PROPERTY WASN'T ACCEPTABLE, THEREFORE IT WAS NOT 
ACCEPTED BY LEA. 

PROPERTY TURNED-IN TO DRMO 
CONDITION OF PROPERTY WASN'T ACCEPTABLE, THEREFORE IT WAS NOT 
ACCEPTED BY LEA. 
CONDITION OF PROPERTY WASN'T ACCEPTABLE, THEREFORE IT WAS NOT 
ACCEPTED BY LEA. 
THIS PROPERTY WAS NOT ON LOCATION - PHYSICALLY LOCATED IN 
PHILADELPHIA FOR STORAGE 

PROPERTY WAS SOLD TO LOCAL GUN SHOP /HAS SINCE BEEN RECOVERED\ 

PROPERTY WAS NOT ON LOCATION 

PROPERTY WAS NOT ON LOCATION 

PROPERTY WAS NOT ON LOCATION 

PROPERTY WAS NOT ON LOCATION 

PROPERTY WAS NOT ON LOCATION - LOCATED AT TWO OTHER LEA'S 

PROPERTY WAS NOT ON LOCATION 
PROPERTY IS IN THE PROCESS OF BEING TRANSFERRED BUT HAS YET TO BE 
TRANSFERRED. 

PROPERTY WAS SOLD AT AUCTION 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 

LOCATION OF PROPERTY IS UNKNOWN BY THE LEA ANO STATE COORDINATOR 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 

LOCATION OF PROPERTY IS UNKNOWN BY THE LEA AND STATE COORDINATOR 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
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TRUCK Wi CHERRYPICKER 

TRUCK, CARGO 

GOLF CART 

CARRYALL II 

TRUCK, STAKE 

TRUCK.CARGO 

TRUCK VAN 15 PASSENGER 

TRUCK, CARGO 

TRUCK, CARGO 

TRUCK.DUMP 

RIFLE,7.62 MILLIMETER 

RIFLE,5.56 MILLIMETER 
PISTOL.CALIBER 
. 45,AUTOMATtC 

TOTALS 

3 

2 

4 

7 

2 

108 

Appendix C 

LOCATION OF PROPERTY WAS ORIGINALLY UN OWN BY THE LEA AND ST E 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 
LOCATION OF PROPERTY WAS ORIGINALLY UNKNOWN BY THE LEA AND STATE 
COORDINATOR; HAVE SINCE BEEN LOCATED 

PROPERTY WAS TRANSFERRED OUTSIDE OF THE AUDIT SCOPE 

PROPERTY WAS TRANSFERRED OUTSIDE OF THE AUDIT SCOPE 
PROPERTY IS IN THE PROCESS OF BEING TRANSFERRED BUT HAS YET TO BE 
TRANSFERRED . 
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ATF 
CMIS 
DAISY 
DRMS 
HMM WV 
LEA 
LEEDS 
LESO 
MOA 
SOP 
VIN 

ABBREVIATIONS USED IN THIS REPORT 

Alcohol, Tobacco and Firearms 
Counter-Na1·cotics Management Information System 
DRMS Automated Information System 
Defense Reutilization and Marketing Service 
High-Mobility Multipurpose Wheeled Vehicle 
Law Enforcement Agency 
Law Enforcement Equipment Database System 
Law Enforcement Support Office 
Memorandum of Agreement 
Standard Operating Procedure 
Vehicle Identification Number 
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1,"lf-ll-i-'l.Y 
R;i;.:--r-n H) 

MANAGEMENT COMMENTS 

Dll.'v!S-D 

DEFENSE REUTILIZA1'10N /\ND M.ARKETING SERVlCE 

74 WASlllNGTON ,\VENUE NORTH 

BATTLE CREEK, MICHIGAN 49037-.'.l092 

MF.MORA1'lDUM FOR MR. FRED l3AILLIF., SES 
DIRECTOR, DLA ACCOUNTABILITY OFFICE 

SUBJECT: Response lo Draft Audir of Law Enforcement Support Office, DA0-09·0 l 

NOV 1 S 2lXl9 

We have revfowcd subje.:I report ~nd DR.\IS commcn1s on the recummcndations arc 
included in the auachmc111. Corrective action;; nre ongoing or have been completed on many 
of the r•-conunendations. The status of those actions and estimated completion dates are 
attached. 

We ;ipprcciatc the efforts of your staffrelatctl to this audit nnd thank them for bringing 
these mailers lo our attention. 

l(b)(6) 

T'.VILA C. GONZALF\<\• SES 
Director .J 

Attachment 
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DRMS Responses to DLA Audit Report DA0-09-01 Recommendations: 

Recommendation 1 (LESO Program Office aud DRMS) 

Document detailed instmction.~ on how to is.~ue, transfer, tum-in and dispose oi all 
categories or pr(1pcrty in the Ll:SO SOP, including the COl'"fff! operating system. 

DRMS Management Comments 

Concur. The DRMS LFSO Staff Training Guide (dated May 2008) CO\'ercd procedures 
on how to issue, trnnsfer, turn-in and dispose of all categories of properly. This Staff 
Training Guide was updated in July 2009 to reflect system anti operational change$ and 
is being incorporated into the ORMS LFSO Standard Op1m1tion Procedures (SOP). The 
DRMS LESO SOP will be fielded MJrch 31, 2010, revicwt'<.I and revised each Fiscal Year 
ns rcq uired. 

Recommendation 2 (LESO Program Office) 

DRMS Management Comments 

Qmrur, Dl~MS LESO issued a Policy Letter (October 30, 2009) detailing thl' steps, 
including supervisory review :ind approval, for documenting thl' rationak' when and 
whr} for exceeding the establishl'd weapons limitation percentage (b )(7)(E) 
lrhV])(f) I This Policy Lt•ttcr \ViJl be incorporated into the o=ru~~~!S--L,...FSO=.~~SO~P~,-~ 
which will be fie!Jed March 31, 2011). 

Recommendation 3 (LESO Progrm11 Office) 

l(b)(7)(E) 

l(b)(7)(E) 
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ORMS Management Comments 
Coneur. l<b )(7)(E) 

(b)(7)(E) 

Recommcmdation 4 (LESO Program Office) 

Develop procedures lo disbar LE.As am! State Coordinators from the LFSO program 
that do not comply with program conditions. The disbarment procedures should 
addrl>sS both persistent failure• to abide by the progr,un conditions as well as 
significant isolated incidents of noncompliance. 

ORMS Management Comments 

Partially concµr. New procedures do not need lo be dcvl!loped as they a!re<\dy exist. 
&>e Page 8 of th<.• DLA/St.1te Memorandum of Agreement (MOA) which provides 
del<1ilcd pmcedures for suspending and/or tennlnating Stiltc~ and/or Law 
Enforcement Ag.mdes for non-compliance. 

Recommendation 5 (DR}y[S) 

Develop performo.nce metric to hold individual employees accountable for the 
performance of "ll tasks in the SOP and MOA. Ad<litioMlly, document employee 
pt'rform<ln(e and ensw·e individual r.:-mployces are accountablr.:- for achieving specific 
~rformance metrics. 

ORMS Man.-igement Comments 

Partfally concur. ORMS does not belicw it is <1ppropriatc to hold individual emplo)•ccs 
accountable for all "tasks" listed in the DRMS LESO SOP and/or the MOA; however, 
individuals will be held accountable for the tasks assigned to them. The LESO staff, as a 
whole, is account<1blc and responsible for all "tasks'' listed hi tlw ORMS LESO SOP 
and/or !ht• MOA. The LESO staff at HQ DRMS is fully qualiiicd, staffed and 
continuot1sly being trained to ensure performanc.:- standards are met and an}' 
deviation.~ or Issues that arise will be handled appropriately in accordance with 
Performance Management Regulations. ORMS LESO fob Rr.:-ady Checklists were 
dewloped .md implemenlc•I (November 15, 2U09) for LESO Property Disposal 
Specialists, LESO Team Le.ids, ,1ml LESO Supervisory personnel. 
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Recommendation 6 (LESO Program Office) 

T nkc immediate nction to either recover the 4ll rifles erroneously shipped between LEAs 
or approve tht? transaction and record it in LEEDS. 

DRMS Managt?mcnt Comments 

Concur. Recovery, proper transfer, or reforr.11 for investigative action is ongoing and 
will be completed not later than Decemb<.·r 31, 2009. 

Recommendation 7 (DRMS) 

Modify the cxistin memorandum of a >reen~ents with State Coordim1tor (b )(7)(E) 
(b)(7)(E) 

DRMS Managcn.r1c~n~t'""'C""o""1""n""n""1""e1'"'"lt"'s--------------------~ 
Partjal!y concur l(b )(7)(E) 

l(b)(7)(E) 

To addrt>Ss compllancc concerns, Page 8 of the DLA/State Memorandum of Agreement 
(MOA) provides dctalled procedures for suspending and/or terminating State~ ,111d/ or 
Law Enforcement Agencies for non·«tmpliance. 

The DLA One Bouk (scctitm 4.6.4) ;ind Pages 7 and 11 of the DLA/Stale or Territory 
MOA provide a frequency of Progrnm Compliance Reviews. In Fiscal Years 2010 and 
2011 ORMS LESO has PCRs sdteduled with every participating State or Territory. 
Since August 2009, DRMS LFSO has b.!en executing according lo plan. 

The Program Compliance Review proces~ is bt?ing reviewed by DRMS LESO and 
revisions will be incorporated into the DRr-.·15 LESO SOP, which will be fielded March 
31, 2010. 

Recommendation 8 (DRMS) 

Begin discussions with state• governments to ensure that the LESO State Coordinntor 
positions arc permanent positions with a.it adequate budget to ensure physical 
verifications and usage of equipment. Di~bar tho~e st,1te governments tht1t refuse to 
conipl)' with the terms of the MOA. 
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ORMS Management Comments 

Parll.illy Concur. DRMS does not belie\•e th.at the first sentt>nce of the recommendation 
is feasible and is actually outside of our authority: "ensure that the LESO Stat<.' 
Coordinator posltions aw permanent positions with an adequate budget to en_~ure 
physical verifications and usilg<' of e(iuipment. " 

Rcg<mling the recoinmendation that DRMS "Disbar those state govemmenl~ thnt refuse 
to comply with the term.' of the MOA'', Page 8 of the DLA/State Memorandum of 
Agreement (11.·lOA) provides dct,,iled procedures for suspending .ind/ or terminating 
Stat~·s and/ or law Enforcement Agencie~ for non-compliance. 

Recommendation 9 (LESO Program Office) 

({~'quire all law i?nforcement agencies to conduct a 100-percent inventory of all property 
they have rL'Ccivcd through the LESO program, and to report the results to thelr State 
Coordinator and the LESO Program Office. Also, re4uirc the State Coordinators to 
im'<•stigatc all discri?pandes between the actual on-hand and rep~1rtcd quantities to !ht• 
LESO program office. 

ORMS M.ln11gement Comments 

Partially co1icur. DR.MS agrees that a 100% inventory should be conducted for all deniil 
required and "controlled property" that ha~ been issued to LEAs throui;h the LESO 
program. This will be a mas~ive undertaking and will take some time to complete not 
only the inventory but th!! reconciliation and investigation of an}' missing property. 
ECD30Sep10 

lt slwuld ho? noted that annu,11 reconciliations Mc required for High Profile (Weapons, 
Night Vl~lon Devices (NVDs), A!rcrait/Watercrail, HMMWV:i, APCs), High Value 
Property (Acquisition Cost of $20,000 or more), and High Awanmess (Demilitari?.~tion 
required, MU, CCLI, P.:iCAP) property annually as wdl as after domc~tic disasters. See 
Page 7 and 11 of the DLA/Stnte MOA. 

Recommendation 10 (LESO Progr11111 Office) 

Investigate ench of the cases of unaccountable LFSO property, including the prop<lrty 
('Urr<.'lltl}' in the process of being transferred. For investigations, if any, where the 
proper!}' remains unaccounted for, Llelem1ine if either the law ~nfnrcl'nwnt agl'ncy or 
the St<1!e should ht.! b<trn'd from the progrnm. 
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DRMS Management Comments 

Partially Conc1u. Property un<1ccounted for m11st be investigated by the LE;\ and/or 
the State or Territory Coordinator. Rcp<>rt of lm'estlgation is forwarded to DRMS LESO 
for action. Page 8 of the DLA/State Memorandum of AgrL>cmcnt (MO/\) pnwldcs 
detailed procedures for su5pcnding aml/ or terminating Stall's ,1n<l/ or law 
Enforcement Agencies for non-compliance. 

Suspected criminality hwolving non-compliance is forwarded to DA for action. 

Recommendation 11 (LESO Program O/fke) 

Pro1•ide training lo current and new law cnforccmL'nt agencies and State Coordinators 
Involved 1-.'ith the LESO program on the proper procedures for issuing. transforring, 
turning-In and disposing of LESO cg uipmcnt, as well os the <lppropriatc uscs of LESO 
property. 

DRMS Management Comments 

Concur. ORMS LESO has upd.11<.xi the State Coonlinator Automation Guide Guly 2009) 
and the Law Enforcement Agency AutonMtion Guide (July 2009), which dl!lail the 
proper procedures for iss1,1in1:. tronsforring, turning-in, and disposing of LESO 
llquipment. These guides were fielded August 1, 2009 .rnd thcrdo1·c rccommeml this 
recommendation L-e dosed. 

DRlvJS LE..<;O will host an Annual 1033 Program National Conferencl! DL'Ccmbcr 15-18, 
2009 for St<1te Coordinators and Law Enforcement Agencies. Customer training is a 
l11rge portion of this conference. 

DRJ\·IS LESO Training and Assi•tance Visil~ are <1vai!abl!! upon rnquest or as DRMS 
LESO J<'tcrmincs arc nece!'sary (State of New York completed November 2-4, 2009). 

DRMS LE..<;O will develop and field Web· Based Training (W81) for ORMS, Stille 
Coordinators, and individual LEAs, which will include f~~uing, transferring, tuming·in, 
.1nd disposing of LESO C<1Uipment (anticipated fickling dale Jun<' :'10, 2lll0). 

Pages I and 2 of the DLA/State or Territory MOA clcarly defines the appropriate use of 
LESO property. 
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Recommendation 12 (LESO Program Office) 

r)(7)(L) 

ORMS Management Comments 

Conc11r. I (b )(7)(E) 
(b)(7)(E) 

DRMS will cngag4! tht! State Coordinators on this issue during the Annual LESO 
Conforencc (December 15-18, 2009). Decision brief will be conducted on January 31, 
2010 to dt!t~>rminc thl! way nhcad. 

Reconunendatlon 13 (LESO Program Office) 

lnvestigat<.? whdhcr the Bur<?au of Alcohol, Tobacco and Firearms can nag automatic 
weapon transfers to preclude the unautlmriz~'li sail! and transfor of these items. 

ORMS Managament Commants 

Concur. Ol{MS has engaged tht! Burnau of Alrnhol, Tobacco, and Firearms, expected 
completion date of DRMS inquiry is December 31, 2009. 

Recommendation H (LESO Progrt1111 Office) 

l(h)(7J(E) 

ORMS Management Comments 

Concur. I (b )(7)(E) 
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Recommend.ttion 15 !LESO f'rugmm Office) 

l(b)(7)(E) 

l(b)(7)(E) 

ORMS Man.tgement Comments 

Concur. ORMS LF~c;o is working on a Systems Ch;inge Rc4ucsl with DUS )6B to effect 
this change for LESO Autoffiillion m1<l LEEDS, estimated complt!tion dat<J March ~l, 
2010. These- changes wlll also be incorporated into the- D&\.!S LESO SOP as well as the 
DRMS LESO, State Coordinator, and LEA Auto01ution Guides. 
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DEFENSE LOGISTICS AGENCY 
DEFENSE DISTRIBUTION CENTER 

200 I MISSION DRIVE 

NEW CUMBERLAND, PA 17070-5000 

~·IEMORANDLHvt FOR DLA-DA 

SUBJECT: Drall DRMS Vulnerability t\sscssmcnt 

,JAN 2 :3 ?.009 

DDC lrns rcvi..:wcd the <lrnn DRMS Vulnerability Assessment report und provides the 
following comm..:n\s in rcsp(msc to the report recommendation for !JDC J-3. 

DLA DA nccommcndotion: DDC J-3 determines the root cm1sc of the misidcnlilicd and 
mis·shippcd propcny originating from the depots to DRMS aclh-itics. 

DOC Comnu:nls: Concur wilh the recommendation to d..:tcrminc root cause of 
misidcntitk<l and mis·shipJli.!d property to DRMS activities. Request supporting 
documcnlotion rcln1cd lo this tindingirccommcmlation be prn\'idcd to DIJC to assist in 
the root cause ~search. DOC will nlso work with DRMS to educate the Db1rihution 
Cc11lcrs M ptopcr procedures for 1um-in of classified mntcricl for disposal. 

If you have nny tJUc.'stioos or need further clari lication, my POC is l._(b_l(_ai ______ _, 
j(b)(6) ~>r viu cnrnil nt j(b)(6) ~ 

l(b)(6) 

Pi\lJJ. D. PETERS, Sl!S 
Dcpoty Commondcr 
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11EFERTO DA 

DEF!~N!3E LOGISTICS AGl~NCY 

Hl!ADQlJ/\RTl!:RS 
0"72!> .JOHN .J. l\INGMAN flOAD, SlllTI.<: 2533 

FORT OC,:LVOIH, VIRGINIA 22060·022 I 

MAY l 5 2009 

MEivIORANDU1v1 FOR DIRECTOR, FINANCIAL OPERATIONS 
EXECUTIVE DIRECTOR, MATERIEL POLICY, PROCESS AND 

ASSESStv1ENT 

SUBJECT: final Audit Repo11: Validation of Enterprise Business System (EBS) Dmming 
Procedmes 

Attached is a copy of om final rep011 to docllment the results of om validation related to 
corrective actions taken to address EBS Dunning Procedures. This validation was requested by 
the Direclor of Financial Operations. Jn accordance with the Defense Logistics Agency (DLA) 
One Book: Internal Audit Process, the DLA Accountability Office Audi! Division suppo11s DLA 
management fo ochicring ·imprevements in the efficiency and effectiveness ofDLA aclivities by 
conducting audits and providing advisory services. This is a memonmdum to document the 
results of our validation. 

The original audit objective was revised due to systems issues. The updated objeclive 
states'·To verify that ·Standnrd Operating Procedures (SOP) for EBS Dunning Procedures are 
being followed and that error correction processes for incorrect Dunning Codes are established 
and working pl'Operl)l'. It is our opi11ion that this objective was met during the period we tested 
and we fmiher conclude thmugh our validation that the documented. procedures agree lo the 
processes performed. We provided some suggestions for areas where the policies and 
procedures could be strengthened to improve internal controls and make processes more efficient 
and effective while increasing accountability. Additionally the edit checks over the customer 
dunning codes for the interface OF-78 will need lo be validated once the automated systems are 
ready for validation for the original deficiency to be fully addressed. 

ivfanagement provided comments and concut1'ed with the three suggestions. ivfanagement 
comments are included in this repo11. No further comments are required. 

We appreciate the comiesies aq<L999Per~tion ~~tepde,dJo \I~ by~t!lffi!lYQJved ii.i th!~ ,_,, 
revi~'"· .. PJe~$e .. direct a11y m1e~t!qu~. to l(bJ(6J . [;'ort 
Vi~ehit,aiV~tfrb1l61 : 1.· · · 

Attachment 

~~(b~)(-6)~~~,.-~~~~~~p 
I L? 

KA TIE SCHIRANO 
Audit Director, Financial Accounlabilily 
DLA Accountability Office 

ftt. 
fNloral nocycllng 1',091am "' Pc luted 011 nccyctcd l'npar 
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DEFI1:NSE LOGISTICS AGENCY 
OSCC Internal Review 

FINAL AUDIT REPORT 

EBS Dunning Proccdnr<.'s Validation 

April 23, 2009 

The JH'll'llse of our validation was to vcri fy that (I) Standard Operating Procedures (SOP) for 
EBS Dunning Procedures nre adequate nnd being followed and (2) error correction processes 
for inrnrrecl Dunning Co1..ks arc established and working properly. While error correction 
processes have been established and SOPs arc being followed, we noted nreas where the 
policies and procedures could be strengthened to improve intern:.il control and make 
proc.::sses mor~ cflicicnt and effective while increasing accountability. 

H. Bal·l\ground 
The DLt\ Accounts Receivable Office (ARO) at the Defense Finance and Accounting 
S1.'1vice (DFAS) in Columbus, Ohio c111nmtly has ovef'."11§8,h;n1fllli\l1)n accounts receivable 
co111par~~d to la~7)fillli6n,:last year. 22% of the current d~bt 'is pttblic Jebt for wll.ich interest 
can he charged. The ARO office mails out approximately 2,500 dunning kiters each month. 

ThC' original announcement letter for this validation stated that our audit objective was "to 
delcrminc if DFAS were collecting DLA accounts receivable timely and the subsequent 
rcducli1)J1 of bad debts was occu1Ting". The related CoJTective Action Pinn (CAP) identified 
the li)l lowing weakJlCss: "There was an insufficient level ol detai I in the avai fable interface 
documentation, which addresses the edit checks over the customer dunning codes for the. 
interf~1cc OF-78". The CAP was lo 11 Dcvclop, implement anti validate SOP' s lo be followed 
for correcting BSM dunning code:-; and lest the functionality or existing and newly developed 
cn11tri·1ls". DSCC lntenrnl Audit requested clarification of !he objective slated in the 
announccmcnt letter. Due to systems issues and limitations the scope was revised to ''The 
Valiuntion of the Dunning Procedures and Error CotTection Processes". When the automated 
systems urc ready for validation the original dclicicncy regarding the i11sufficic111 level of 
dctai I i 11 the avai fable in terrace docum¢nlalion, which address the edit checks over the 
customer chuming (~odes for the interface OF· 73 will need to be validated. 

C Ohjet·fh't•s, Scopl', and Methodology 
TlllS validation was performed to verily that DFAS was properly following the EBS Dunning 
Prnccdun·s SOP and internal controls relating to the SOP were in place and operating 
cff(·dively. Our methodology involved reviewing applicable SOPs, interviewing DFAS 
personnel, direct obscrvalion, and perfo1111ing le.sis on samples obtained. 



\V L' ohtnincd a sample from a listing of all aged receivables to veri (y that dunning letters 
wer(~ being mailed timely and the correct type of lc!tcr (public versus non-public) was being 
sent to thti customer. We also tested the dunning lellers lo detcrrninc that all of the proper 
ck111ents were in the letter according to the DoD FMR vol 10, chapter 18, paragraph 180402. 
\Ve pulled· another sam1>le from the population of blocked bills lo determine that the dunning 
block was tn place and !hat proper authorizntion for Ille block had been obtained. 

Th(' DSCC Internal Audit Office co11duclc<l llie audit validation in accordance with the 
Generally Ac<.·cpled Government Auditing Standards for performance audits issued by the 
Unikd States Government Accountability ornce with the exception of meeting the peer 
review require.men!. The DLA Internal Audit offices have not been subject lo an external 
peer review in over three years due to a lack of a Quality Assurance Review Team. 
Hnwev1.'r, this has no effect on the lJUalily of this report. Those standards require that we plan 
and !K'rforni the audit to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our lindings and conclusions based on our audit objectives. We believe that the evidence 
obtained provides a reasonable basis for our findings and conclusions based on our audit 
objectives. 

D. Rt'sults 
Based on the results of our tests, inquiries, and observations we believe that DFAS is 
corredly following the EBS Durming Procedures SC}P. Dunning letters are being sent out in 
a timdy manner and, if an error occurs, procedures are in place to block or unblock the 
dunning in accordance with tile Ef3S Dunning Procedures SOP. We recommend that this 
validation be closed. 

E. Other Suggl'slions 
During the course of our validation we noted ~reas where Dunning Procedures policies and 
prm:cdun.:s could be strengthened and processes improved. Our suggestions are listed below: 

I. "l ht EIJS Dunning Procedures SOP states that to block a customer from dunning, either an 
approval from DL1VDFAS management or a customer waiver request is required. To 
strengthen internal controls the SOP should include a requirement for a written appro\1al 
from DLA management be obtained and kepi on Ille by the accountants. Currently this 
proct~ss is more infomrnl with verbal approvals given for the majority of the dunning block 
n:qucsts. 

2. The DFAS ARO nccoun1ants should have the authority lo block individual bills. Currently 
the accou11lanls can only block by entire DoD/\AC and m11sl send an Exclusion Listing to 
Fitrntlc1~ Sttslainrncnt lo block individual bill:>. \Ve believe this is an unnecessary extra step 
whith should he eliminulcd to make the process more effective and increase accountability 
by holding one department accountable for the blocking process. Jn addition a management 
rl'pnrl showing blocked bills nnd DoDAACS should he created and analyzed monthly lo 
ensure dunning letters arc blocked correctly. 

J. The ARO accountants should be responsible for initiating the Dunning Run tile which is 
ab>L1 1'1u·ri:nlly being run by Finance Sustainment. This can be coordinated wilh Finance 



,.. 

St1slainmcnt lo prcvcnl system drains, but will allow the accountants responsible for tl1c 
dunning. nm to initiate the nm and possibly eliminate any waiting time. This improvement is 
currently in pnKcss as the ARO office has applied for the accesses necessary to take over 
initiating the dunning nm. 

F. C'o11cluslo11 
The nriginnl audit objective involving the edit checks over the customer dunning codes 
for the interface OF-78 was not validated due lo systems limitations. This validation 
will 1wc:d to be performed in order for the original delicicncy to be addressed. The 
updat.:d ohjcdive slated '"To verify that Standard Operating Procedures (SOP) for EBS 
Dunning Procedures arc being followed and that error correction processes for 
i11co1Tccl Dunning Codes arc cstablisheu and working properly". w~ were able lo 
conclude that this objective wus met during the period we tested and that the 
tkli:umented procedures agree to the processes performed. 

G. 1\l:11111gemc11t Comments 
Ma11<1gi~111c1H cone ms with the three suggestions and wi II p~rfonn the follow~up actions as 
indicated. 

We appreciate the courtcsio!! and cooperation cxtemled to us by all staff involved in thisreview, 
Please di reel m1y qucstiont() (b)(6) bt.A;:.,I:fSCC hf!(b)(S) t Qi<\ 

-via hti1ail at.._(_bl_(s_J ___ ..,.,........,.......,..,........,...., 

I''"'' 
h'...;1AMES D. KREIMER, CPA 

r DSCC Internal Audit Director 
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2009 

SI JB.I EC'T: Drall Audit Report: Vnlidation of Enterprise Business System (EBS) Dunning 
Procedures 

This mcmnrnnd1111i provide$ comrnents lo !he dl'an report 011 the EBS Du1111i11g 
Ptol:cdurcs i:i:rncd April 2, 2009. Responses lo the st1ggcsted improvements urc as follows: 

I. To slrenglhun in!1!nlal conlrol:; the Standard Opernling Procedures (SOP) should 
indmk 11 rc11uircment for a wriltcn approval ti'om DL1VDFAS mmrngemcnl be 
ohtainc:cl un<I kept 011 Ille hy the accounlants. 

('P~CUR ·- DF1\S Columbus will he rt•spon:;ible for updnting the SOP i11 
coordi11nlion with DLA lo include the rcq11ircmenl ofa wriHcn upµroval on dunning 
lilnck n:qucsls. 

J Tht: Dl'AS Accounts Receivable Office (ARO) ac;counlanls should have the 
a11lho1ily lo blm:k individual bills. 

CQN~Vl~ ... DFt\~ Columbus will be responsible for upl,!aling the SOP in 
coordination with DLA to accommndulc lhe ARO accounlanls having authority to 
hlock individual bills in a li111dy n1111111t:r. 

J. Tiu~ /\RO lll~Counlnnts should be rcsponsihlc for initinling the Dunning Run file 
which is currcnl ly nm by Finn11cc Sustainment. 

CQNClJR ~·· DFAS Columbus will bl.} responsible for updating the SOP in 
COl)rdlnalion wilh DL1\. The ARO office is in lhc process ofupplying for the 
accesses nccci;sary to take OV\~r initinling !he dunning nu~. 

Point oCcontncl f(.lr this action iJ.,.){_,b)_(6""'")~·~~-~~-----------l6f,> 
· .. eii1nfJ:J(b)(6l ·· · · · l · · · ·· · 

(b)(6) 

J. ANTI ON POLEO 
Dir~cl\)r, Financial Opcrntio11s 
( :hkf Finnneial Of.Iker 
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MEMORANDUM FOR DIRECTOR, DLA DISPOSITION SERVICES 
DEPUTY DIRECTOR, DLA DISTRIBUTION 

SUBJECT: Small Arms Enterprise Audit - DLA Disposition Services Results 

We completed our Entel'prise Audit of the DLA Disposition Services portion of 
Small Arms Accountability within the OLA C~!lt1·alJ~~gi~11·y,_ Th~llll.d.iJwas i_nclucied in 
the PY 2009 DA Enterprise Annual Audit. The DLA Distl'ibution portion of the audit has 
also been issued in an official drnft report separately. The overall oqjective of the audit 
was to determine whether intemal controls are in place and operating effectively within 
DLA Disposition Services to ensme nccurnte inventory and prope1· security of small mms 
for the DLA Central Registry. Specifically, we determii1ed whether: 

• DLA Central Rcgistl'y, managed by the DLA Disposition Services J-35 l Program 
Office, performs small arms inventories and annual reconciliations. 

• DLA Disposition Services performs receiving, issues and DEMIL processes as 
l'equired. 

• DLA Disposition Services provides proper warehousing and physical security 
measures for small arms undc1· the DLA's Central Registry possession. 

The attached report includes 19 recommendations intended to correct the 
deficiencies cited in the audit report. Management provided comments on the official 
draft report. · 

We appreciate the comtesics and coopernti011 extended to us during the audit. For 
additional information about the audit or this report, please contactl._(b_)(_6) ____ ~-~ 

l(b)(6l !of the DLA Disposition Services Internal Audit Office. 

Attachment 

-f "" . 
BRIDGEf A. SKJOLDAf 
Staff Director, Alldit Division 
DLA Accountability Office 

#"~ 
Fcdornl f!ocycling 1'1cg1am ' ~ Prlnlcd on f!ccyclcd Popor 

··l"' 

J 



DLA Accountability Office 
Internal Audit Office 

DLA Disposition Services 

Enterprise Audit 
of Small Arms Accountability 

Audit Report: DA0-09-11 . September 9, 2010 



Executive Summary 
Interim Audit Report DA0-09-11 1 

Enterprise Audit of Small Arms Accountability 

The overall objective of the audit was to 
dete1mine whether internal controls are in place 
and operating effectively within DLA 
Disposition Services2 to ensure accurate 
inventory and proper security of small arms for 
the DLA Central Registry. Specifically, we 
dete1111ined whether the: 

• DLA Central Registry, managed by the 
DLA Disposition Services J-351 Program 
Office, performs small aims inventories 
and annual reconciliations. 

• DLA Disposition Services performs 
receiving, issues and DEMIL processes as 
required. 

• DLA Disposition Services provides proper 
warehousing and physical security 
measures for small arms under the DLA's 
Central Registry possession. 

We determined that DLA Disposition Services 
performed the following accountability 
functions well: 

• All inventories reviewed were accurate 
and DLA Disposition Services accounts 
for small arms by the Small Amis 
Serialization Program (SASP) serial 
number; 

• Both the Anniston and Crane Centralized 
DEMIL Centers (CDCs) personnel 
obtained and maintain the appropriate 
security clearance for the work performed; 
and 

;; , Why the DLA 
: Accountability Office Diel 

· Thi~ Re\'icw 

The DLA Accountability Office 
identified Small Arms 
Accountability within DLA as a 
high-risk area. Accordingly, the 
DLA Accountability Office 
included an audit of the DLA 
Small Arms Accountability in 
the FY 09 DLA Accountability 
Office Enterprise Annual Audit 
Plan. 

Both DLA Disposition Services 
and DLA Distribution issue, 
receive, store, and maintain 
accountability of small arms 
within DLA. 

· What the DLA . · 
Accountability Office Did 

We conducted fieldwork at DLA 
Disposition Services 
Headquarters and eight field 
locations based on the locations 
with small arms accountability 
responsibilities. 

In addition to evaluating internal 
controls, we observed.various 
functional processes (i.e. 
receiving), inventoried small 
arms on a sampling basis, 
reviewed relevant records, 
interviewed appropriate staff, 
tested data based on DoD and 
DLA Disposition Services 
requirements, and evaluated 
other information necessary to 
meet our audit objectives. 

l DLA Distribution (formerly Defense DistrilmHon Center) will issue a separate report on the DLA Small Arms Program. 
2 On 19 July 2010, the Defense Reutilization Marketing Services (ORMS) named changed to DLA Disposition Services. 



• DLA Installation Support3 Public Safety locations met the DOD physical security 
standards for small aims. 

However, we also determined that DLA Disposition Services could improve some processes 
and internal controls. Specifically, DLA Disposition Services did not: 

• Ensure that non-DLA DODAACs were not included in SASP the active inventory; 

• Complete all DLA Central Registry Annual Reconciliations; 

• Reject all property from DLA Distribution Center Anniston that did not meet DoD 
packaging requirements; 

• Comply with all DoD and DLA small arms transp01tation regulations and requirements; 

• Implement the necessary additional security measures at the Crane CDC storage area; 

• Perform adequate follow-up on all outstanding pending receipts (incoming small arms) 
and deliveries (outgoing small anns); 

• Follow-up and correct all instances in which SASP to DAISY transaction coding caused 
the system to report a false loss; 

• Ensure that DLA Disposition Services-I 4160.14 and DLA One Book record retention 
requirements agree; and 

• Properly investigate) report, and resolve an instance of missing small arms (2) using 
appropriate Financial Liability Investigation of Property Loss (FLIPL) procedures. 

Although DLA Disposition Services has improved its oversight and management of the 
small anns program, the program continues to face the significant risk associated with 
property accountability. We believe that our recommendations will help to mitigate that 
risk. 

, I ' ' , 

'What we Recommend ' ~ 
' . ' 

The audit report lists 19 recommendations that will improve the management and 
administration of small arms accountability. 

l 111e new naming convention fur DLA Enterprise Security (DES) Is DLA Installation Support. 
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Enterprise Audit of Small Arms Accountability - DLA Disposition Services 

INTRODUCTION 

WHAT WE AUDITED 

The approved FY 09 DLA Accountability Office Enterprise Annual Audit Plan included an audit 
of the DLA Central Registry for Small Anns under the control and management of DLA 
Disposition Services. Accordingly, the DLA Disposition Services Internal Audit Office (Dl)4 

audited DLA Disposition Services small am1s accountability by: 

• Pe1forming small aims inventories ( sanipling); 

• Evaluating physical security; 

• Reviewing documents supporting the general management, administration and DLA 
Disposition Services performance within the DLA Central Registry; 

• Matching data from the Small Arms Serialization Program (SASP) with data from the DLA 
Disposition Services Automated Information System (DAISY). 

Our audit covered all phases of the small arms program from the initial receipt to the 
demilitarization and disposal of small arms. 

BACKGROUND 

Both DLA Distribution and DLA Disposition Services are responsible for the shipment, receipt, 
re-issue, demilitarization, and disposal of small arms within DLA. DoD regulationss define 
small anns as: 

• Handguns; 

• Shoulder-fired small arms; 

• Light automatic small arms (up to and including .50 caliber machine guns); 

• Recoilless rifles (up to and including 106mm); 

• Mortars {up to and including 81mm); 

• Rocket launchers (man-portable); 

• Grenade launchers (rifle and shoulder fired); and 

• Individually operated small arms which are portable and/or can be fired without special 
mounts or firing devices and which have potential use in civil disturbances and are 
vulnerable to theft 

~ We obtained assistance from other DLA activities if the required level of effort did not justify necessary travel costs. 
' DoD 4000.25-2-M 
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Enterprise Audit of Small Arms Accountability - DLA Disposition Services 

INTRODUCTION 

The DLA Central Registry is the repository for the Small Arms Serialization Program (SASP) 
information and, DLA Disposition Services J-351 is the program manager for the DLA Central 
Registry. All small rums must be registered in SASP and, the data reported to the DoD 
Component Registry6

• DLA uses the SASP data to track the shipment, receipt, re-issue, 
demilitarization, and disposal of small arms for which DLA has accountability. Personnel at 
DLA Disposition Services Headqua1ters, Crane, IN CDC, and the Anniston, AL CDC are 
responsible for inputting data in SASP. The inventories repo1ted through the DLA Central 
Registry include the CDCs (Anniston, AL and Crane, IN) and the DLA Installation Support 
Security Forces (Mechanicsburg, PA; Richmond, VA; Columbus, OH; DLA Europe; San 
Joaquin, CA; Philadelphia, PA; and DLA Fort Belvoir, VA). 

6 The Army Materiel Conunand Logistics Support Activity, Redstone Arsenal, Huntsville, Alabama, operates and maintains !he 
DoD Registry as well as the Army Component Registry. Warner-Robins Afr Logistics Center, Robins Air Force Base, Georgia, 
maintains the Air Poree Component Registry. The Naval Surface Warfare Center, Crane, Tndlana, maintains the Navy Small Arms 
Registry. DLA is the only DoD Component that has its own registry, which is maintained by DLA Disposition Services, BatUe 
Creek, l'vfi. 
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Finding 1: Accountability and Accuracy of DLA Central Registry Active Inventory 

Criteria: DoD 4140.1-R, Supply Chain Materiel Management Regulations, requires that 
sufficient emphasis be placed on materiel accountability and inventory accuracy to promote 
improved perfo1mance of individuals directly responsible for the care, security, and management 
of DoD supply system materiel, as well as those responsible for reporting on the status of that 
inventory. 

Scope: We inventoried small arms serial numbers from SASP records and compared them to the 
actual serial numbers on the small arms at the selected location that are under the control of the 
DLA Central Registry to verify active 
inventory. 

Condition: The SASP active inventory 
controlled by the DLA Central Registry 
requires improvement. All inventories 
reviewed were accurate and physically 
accounted for by the serial number listed in 
SASP. We reviewed 3,634 of 6,543 (56%) 
small arms at the locations evaluated. Our 
audit disclosed a high degree of accuracy and 
accountability (100%) of the small arms active 
inventory by serial number, item 
identification, and on-hand quantities. 

However, the audit team identified two non-
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DLA Depai1ment of Defense Activity Address Codes (DODAACs) included in the DLA Central 
Registry that were reporting six serialized small arms in SASP. The DLA Central Registry 
should only include and 1·epo11 on DLA DODAACs. 

Cause: We determined that non-DLA DODAACs were included in the SASP active inventory 
because the previous DLA Disposition Services Program Manager (PM) did not properly run the 
active inventory during the annual reconciliation for all DODAACs. The previous PM selected 
only specific DODAACs with active invent01y status in SASP. As a result, these non-DLA 
small arms were not reconciled and not con-ectly identified as belonging to another DoD 
Component Registry., 

Impact: The failure to identify non-DLA small arms on the SASP active inventory increases the 
risk of loss or theft. Furthermore, DLA Disposition Services personnel will have increased 
workload because these non-DLA items are included on the SASP active inventory. 

Corrective Action Taken: During the audit, the new DLA Disposition Services PM reviewed 
and researched the two non-DLA DODAACs in order to reconcile and correct the entries in 
SASP. The audit team verified that the six serialized small arms are now currently accounted for 
correctly in SASP and receipted to the coITect DoD Component Registry. In addition, the PM is 
retaining all the supporting documentation. 
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Recommendation 1: The DLA Disposition Services J-351 Office should include all DODAACs 
in the active inventory listing used to perform annual reconciliations. 

DLA Disposition Services Comments: CONCUR. The reconciliation procedures will be 
updated in the DLA Disposition Services HQ Small Arms Program Manager (SASP PM) SOP, 
to state ALL DOD AA Cs in the active inventory listing will have a reconciliation perfo1med. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final report, the estimated completion date for some corrective actions has already passed. 
Accordingly, we discussed the status of corrective actions with program staff. All agreed to 
corrective actions under DLA Disposition Services control have been completed or, they have 
been staited with an estimated additional 60 days to complete. We have not verified corrective 
action implementation. We consider management's comments responsive and consider the 
proposed co1Tective action to be adequate. 

Finding 2: DLA Central Registry Annual Reconciliations 

Criteria: DoD 4000.25-2-M, ivfililmy Standard Transaction Reporting and Accountability 
Procedures (MILSTRAP) Atfanual, requires an annual reconciliation between activities having 
physical custody/accountability of small anus and the DLA Central Registry. The purpose of the 
annual reconciliation is to ensure that the records agree by identifying, researching, and 
correcting any discrepancies. 

Scope: We reviewed CDC and DLA Installation Support records to determine ifDLA 
Disposition Services locations reconcile the serial numbers for the small arms in their physical 
custody with the serial numbers of small anns listed in SASP. 

Condition: DLA Central Registry annual reconciliation procedures require improvement to 
ensure the DLA Disposition Services instructions adequately address the actual annual 
reconciliation procedures being currently practiced, and that all locations perform the required 
annual reconciliation. During FY 2009, eight of nine CDC and DLA Installation Support 
locations satisfactorily completed the annual reconciliation requirements. DLA Installation 
Support Philadelphia was the only location that did not complete an annual reconciliation. 

Cause: The DLA Disposition Services-I 4160.14, Operating Instructions for Disposition 
Management, does not address the current physical inventory verification procedures being 
practiced for the annual reconciliation of the serial numbers listed in SASP at the different 
storage locations. In addition, the previous DLA Disposition Services PM did not prepare and 
provide an active inventory to DLA Installation Support Philadelphia for its FY 2009 annual 
reconciliation because the owning DODAAC of small arms changed from DLA Installation 
Support Columbus to DLA Installation Support Philadelphia during 2008. In addition, in May 
2008, DLA Installation Support Philadelphia requested the DLA Disposition Services PM to 
correct a serial number on their annual reconciliation, which was never completed in 2008. 

Impact: The failure to complete the required annual reconciliation properly increases the risk of 
poor small aims accountability and undisclosed losses. 

Recommendation 2: The DLA Disposition Services J-351 Office should update the DLA 
Disposition Services Instruction 4160.14 to include physical inventory procedures that 
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specifically address the requirement for an annual reconciliation between SASP item serial 
numbers and the small arms serial numbers for which DLA Disposition Services has 
accountability responsibilities. In addition, the DLA Disposition Services J-351 Office should 
confom that the required reconciliations were perfo1med. 

DLA Disposition Services Comments: NON-CONCUR on incorporating detailed procedures 
into DLA Disposition Services Instruction 4160.14. Concur with updating the DLA Disposition 
Services HQ SASP PM SOP with procedures and add the reference to DLA Disposition Services 
14160.14, DOD Directive 5105.22, DLAR 7510.3 and DOD 4000.25-2-M. Further detail with 
specific steps and instructions to be added to the DLA Disposition Services Small Arms 
Serialization SOP. 

Recommendation 3: The DLA Disposition Services J-351 Office should correct the DLA 
Installation Support small arm serial number for DLA Installation Support Philadelphia in the 
SASP and direct DLA Installation Support Philadelphia to complete reconciliation after the 
corrections are made. 

DLA Disposition Services Comments: CONCUR with a. and b. DLA Disposition Services 
ACTION CLOSED. Corrective action taken December 14, 2009. Signed DLA Installation 
Support Philadelphia SASP reconciliation documentation furnished to DLA Disposition Services 
Internal Audit on January 15, 2010. 

Audit Comment: Management provided comments on May 5, 2010. Management officials 
provided an alternative corrective action for Recommendation 2, which we believe meets the 
intent of the recommendation and the proposed con-ective action is considered acceptable. With 
regards to Recommendation 3, we verified that the corrective action to has been completed. We 
consider management's comments responsive, the proposed corrective action to be adequate, and 
the issue closed. 

Finding 3: Incoming Shipments into the Centralized DEMIL Center 

Criteria: The DoD 5100.76-M, Physical Security of Sensitive Conventional 
Arms, Ammunition, and Explosives, requires that an approved seal be 
installed on all small aims conveyances that have had the original shipping 
seal removed. Seal and twist checks for evidence of breakage or tampering 
should be included in regular surveillance procedmes when transporting and 
receiving small aims. 

Scone: While on-site at both Anniston CDC and Crane CDC locations, the 
(b)(?)(EJ audit team observed incoming shipments to 

determine compliance with established internal 
controls. 

Condition: The process for handling incoming 
small arms receipts requires improvement in the 
area of physical security controls. The team 
observed some incoming shipments from DLA 
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Distribution Anniston that did not meet the DoD 5100.76-M packaging requirements. The 
packaging deficiencies are shown in these pictures. 

Cause: The audit team was unable to detennine why the issuing function did not properly 
secure the packaging or if someone tampered with the packaging while intransit. Finally, we 
could not determine why the receiving function did not reject the shipments. 

Impact: The small arms ine1t certification becomes invalid when small arms are shipped in 
open or improperly sealed containers. The generator ineit certification warranties that the small 
arms do not contain live ammunition or hazardous material. Without a valid ine1t certification, 
DLA Disposition Services receiving personnel risk improperly receiving hazardous material. In 
addition, shipments that are not sealed are vulnerable to loss or theft. 

Recommendation 4: The DLA Disposition Services J-351 Office should direct CDCs to reject 
all nonconforming shipments (i.e. broken or no seals on containers). In accordance with DLA 
Disposition Services-1.4160.14, COCs should use DLA Disposition Services Form 917 Fo1m 
and complete the SITREP through DLA Disposition Services HQ to complete the rejection 
transaction. 

Management Comments: 

DLA Disposition Services Comments: CONCUR. The prope1ty remains under constant 
Government control in the Small Arms weapons buildings. DLA Disposition Services will 
expand section covering 917 Return/Rejects in Small Alms SOP to clearly address 
nonconforming shipments and broken seals on containers. Additional instmctions will address 
completing the SITREP action and responsibility on how to handle the prope1ty. 

DLA Distribution Comments: Although Recommendation 4 was not addressed to the DLA 
Distribution, they stated that the planned DLA Disposition Services actions will be a violation of 
DoD 5100-76M, paragraph C6.3.4, which states: 

AA&E 1 shipments shall be locked/sealed and inspected in transit as specified in 
Chapter 205, DTR8 (reference (h)). Shipments shall be checked upon receipt by the 
receiving activity (c;:onsignee) to ens\.ire that seals are intact and for any signs of theft, 
tampering, or damage. If there are such signs, an immediate inventory shall be 
performed to determine the extent of theft/loss, tampering, or damage. 

Recommendation 5: DLA Distdbution should notify DLA Distribution Anniston to comply 
with DoD 5100. 76-M when shipping small arms. to the CDCs. 

Management Comments: 

DLA Distribution Comments: CONCUR. DLA Distribution will provide visual inert 
ce1tification training to DLA Distribution Anniston. In addition, DLA Distribution Anniston will 
be reminded that shipping containers (to include tri-walls, pallets, etc.) must be visually certified 
and sealed prior to shipment and all shipping containers (to include trailers, box vans, etc.) 
containing AA&E must be sealed prior to movement to the Central DEMIL Center (CDC). 

1 Arms, Ammunition and Explosives 
a DoD 4500.9-R, "Defense Transportation Regulation, Part II, Cargo Movement," April 7, 2010 
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DLA Disposition Services Comments: CONCUR. Although DLA Distribution is identified as 
the Addressee, DLA Disposition Services as the handler of incoming shipments will send a letter 
to DLA Distribution Anniston as a follow-up to this finding outlining the procedures that DLA 
Disposition Services will take when a shipment is received that cannot be accepted. The two
man rule will also be added to the DLA Disposition Services SASP SOP to include reference to 
DOD 5 IOO. 76-M. 

Audit Comment: With regards to Recommendation 4, we discussed the DLA Distribution 
comments with the DLA Disposition Services PM. The two organizations have an established 
process to handle shipments with broken seals or nonconforming shipments that originate from 
the DLA Distribution Anniston site. DLA Disposition Services will innnediately notify DLA 
Distribution of any nonconforming shipment generated from the depot; the non-conforming 
shipment will be removed to a protected area; and the organizations with do a joint inventory. 
We consider management's comments responsive for both Recommendations 4 and 5. However, 
we have not verified that proposed corrective actions have been implemented. 

Finding 4: Demilitarization Transpm·tation Security Procedures 

Criteria: DoD 5100.76-M, Chapter 6, requir~s that small arms transported between physically 
separated areas be under constant employee surveillance, with at least two govemment personnel 
for each conveyance. In addition, DLA Disposition Services-I 4160.14, Section 1, Chapter 4, 
requires compliance with DoD 5100. 76-M. 

Scope: While on-site at both Anniston CDC and Crane CDC locations, the audit team observed 
incoming shipments to determine compliance with established internal controls. 

Condition: The transportation of small arms at the Crane CDC requires improvement. The 
re uired procedures used to transpo11 small arms from the storage area located in warehouse 

(bl(6l to the CDC Crane at warehouse 3249 were not followed. The audit team observed some 
incoming shipments at the Crane CDC that did not meet these requirements. The 
demilitarization security procedures listed in DLA Disposition Services-I 4160. 14, Section I, 
Chapter 4, states that transpo1tation of small aims and subparts will be in accordance with DoD 
5100.76-M, transportation. Similarly, the CDC Chief is responsible for assuring that small arms 
pa11s removed from the CDC security cage are under constant surveillance until DEMILLED and 
any UNDEMILLED parts are returned to the CDC security cage at the close of the business day. 

Cause: The Crane CDC secured small arms storage warehouse (number 2522) is located four 
miles from the small anns demilitarization-processing site. Transporters were unaware of the 
two-man rule. 

Impact: The failure to properly transp011 small arms using the two-man rule increases the risk 
ofloss or theft of small arms. 

Recommendation 6: The DLA Disposition Services J-351 update the DLA Disposition 
Services Instrnctions, Section 1, Chapter 4 with information from DoD 5100.76-M, Chapter 6 & 
Appendix 3.5.1. for cargo movements instead of Chapter 7, that involves incident reports for 
losses of small arms. In addition, the DLA Disposition Services J-351 Office and the CDC Chief 
at Crane, IN should ensure that all small am1s transp011ation movements between buildings or 
facilities comply with DoD 5100.76-M, and utilize the two-man rnle. 
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DLA Disposition Services Comments: CONCUR. Will update DLA Disposition Services 
Instructions with reference to Section 1, Chapter 4 with 5100.76-M, Chapter 6 & Appendix 
3.5.1. for cargo movements. In addition, the DLA Disposition Services SASP SOP will be 
updated to ensure all small arms transp01tation movements between buildings or facilities 
comply with DoD 5100.76-M. and utilize the two-man rule. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final repn1t, the estimated completion date for some con·ective actions has already passed. 
Accordingly, we discussed the status of corrective actions with program staff. All agreed to 
corrective actions under DLA Disposition Services control have been completed or, they have 
been started with an estimated additional 60 days to complete. We have not verified conective 
action implementation. We consider management's comments responsive and consider the 
proposed corrective action to be adequate. 

Finding 5: Small Arms Serialization Program Access 

Criteria: DoD 4000.25-M, Defense Log;stics Management System Manual, requires that SASP 
data be protected and safeguarded against unauthorized access because the data may contain 
classified information. 

Scope: We requested a SASP user listing from the DLA Disposition Services PM and reviewed 
the user list to determine if all employees who had access to the SASP were required to have 
access to the system and data. 

Condition: The internal controls covering SASP system access require improvement. DLA 
Disposition Services did not adequately restrict user privileges in SASP to employees working in 
the small rum area who need the access to perform job-related duties. Our review identified 
some employees who still had access to SASP after they obtained other positions that no longer 
required SASP system access. 

Cause: The DLA Disposition Services PM. did not follow the established procedures for 
terminating system access for employees who no longer needed access to SASP. 

Impact: When terminated users are not removed from SASP system access timely, DLA 
Disposition Services has increased risk of unauthorized users utilizing the SASP accounts to 
access, modify or delete classified or sensitive system small arms data. 

Corrective Action Taken: The DLA Disposition Services PM updated the SASP user list and 
deleted SASP system access for the unauthorized users. 

Recommendation 7: DLA Disposition Services J-351 Office should immediately terminate 
SASP system access for any personnel that no longer require access. In addition, DLA 
Disposition Services J-351 should update DLA Disposition Services 4160.14 Instruction, and 
include a monthly requirement to review the SASP user list and eliminate any unauthorized 
users. 

DLA Disposition Services Comments: CONCUR. Corrective action taken November 3, 2009. 
User access will be removed from SASP upon notification to DLA Disposition Services HQ 
Small Arms PM, that personnel no longer require access. HQ DLA Disposition Services SASP 
PM SOP, DLA Disposition Services SASP SOP will be updated. However, user access 
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procedure will not be published in DLA Disposition Services I 4160J4, as it is not guidance or 
applicable to DLA Disposition Services field activities. Review of User Access will be 
conducted annually AND updated to the DLA Disposition Services HQ SASP PM SOP. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final report, the estimated completion date for some con-ective actions has already passed. 
Accordingly, we discussed the status of corrective actions with program staff. DLA Disposition 
Services has agreed to implement corrective action in response to the first part of the 
recommendation (user access removal). The auditee proposed an alternative corrective action 
for the second pai1 of the recommendation, which we consider acceptable. Rather than 
publishing the direction in the 4160.14, the change will be updated in the SASP SOP. We have 
not verified cotTective action implementation. We consider management's comments responsive 
and consider the proposed corrective action to be adequate. 

Finding 6: Small Arms Tmnsaction Codes 

Criteria: DoD 4000.25-2-M requires that small arms status be reported through SASP to the 
DoD Component Registries using small arms serial numbers. DoD publishes a list of authorized 
transaction codes that should be used to help ensure consistency amongst the various component 
registries when reporting on the status and accountability of small arms. 

Scope: We tested some randomly selected transactions affecting the DLA Central Registry to 
determine if proper transaction codes were used and the system interface between SASP and 

. DAISY provided consistent reporting. 

Condition: The transaction coding used to repo1t small arms transactions from SASP into 
DAISY needs improvement. Thi11y-two of the forty-five sample items reviewed contained an 
"X" transaction code. Transaction code "X" is not a documented code in either DoD 4000.25-2-
M or DLA Disposition Services Instruction 4160.14. In addition, we determined that inputting 
an "X" transaction into SASP will result in an "XAL" transaction code in DAISY's accountable 
prope11y records. DLA Disposition Services-I 4160.14 indicates that an "XAL" transaction 
refers to a prope11y loss, and in these cases, a loss of small anus. We conducted further testing to 
ensure that these small arms were not lost and dete1mined that the use of an "X" transaction code 
is causing a false loss reading in DAISY. 

Cause: During an interview conducted, the SASP users utilize an 11X 11 transaction to kill an 
action that was input incorrectly in SASP. However, the interface into DAISY results in a false 
loss transaction. 

Impact: The false loss reporting increases DLA Disposition Services costs because resources 
are used to research and document the false losses. In addition, the deficient reporting increases 
the risk that a true loss will go undetected or it will take longer to identify a trne loss. 

Recommendation 8: The DLA Disposition Services J-351 Office should update the use of the 
"X" Transaction code procedures in the DLA Disposition Services-I 4160.14 and the Small 
Arms SOP, and issue guidance on who is authorized to use and when. 

DLA Disposition Services Comments: CONCUR. DLA Disposition Services has validated 
this process and is presently working with systems (DLIS-LAR) to cotTect SASP records using 
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the normal transaction code to issue prope1ty for special missions. The SASP and DAISY 
records will reflect accurate and authorized use of transactions within the established SASP 
systems. 

Recommendation 9: The DLA Disposition Services J-351 Office should work with J-6 to 
correct DAISY transaction code deficiencies that result in false loss rep01ting. 

DLA Disposition Services Comments: CONCUR. Same response as #8, above. 

Recommendation 10: The DLA Disposition Services J-35 l Office should research and correct 
the "X" transaction coded items that result in an "XAL" transaction (loss) in DAISY. The 
documentation supporting transaction conections should be kept on file. 

DLA Disposition Services Comments: CONCUR. Same response as #8, above. DLA 
Disposition Services J-351 Office is working with J-6 and DUS-LAR to maintain adequate 
transaction in SASP and DAISY (future system) in conjunction with RBI. Transaction code in 
electronic property accounting records will reflect 11TRUE 11 status of property and match physical 
inventory with system processing. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final report, the estimated completion date for some corrective actions has already passed. 
Accordingly, we discussed the status of corrective actions with program staff. All agreed to 
corrective actions under DLA Disposition Services control have been ·completed or, they have 
been started with an estimated additional 60 days to complete. We have not verified corrective 
action implementation. We consider management's comments responsive and consider the 
proposed corrective action to be adequate. 

Finding 7: Pending In-Transit Receipts 

Criteria: DoD 4140.1-R requires that in-transit 
asset visibility be timely and accurate. In-transit 
asset visibility should be available and maintained 
as part of an integrated capability that allows line 
items to be tracked by a standard method 
throughout the entire transportation pipeline. 

Scope: We reviewed pending receipt transactions 
and documentation to determine if the CDCs were ••. ,,...,. 
monitoring and responding appropriately to 
outstanding small arm pending receipts. 

[Pending Receipts Tlmellne] 

3 

Condition: The visibility of and oversight of small aims pending receipts requires 
improvement. We identified 750 small arms outstanding in-transit pending receipts to Anniston 
CDC with generator shipping transaction dates ranging from Febmary 2000 through May 2009. 

Cause: Neither DLA nor DLA Disposition Services policies or regulations require the 
DLA Disposition Services PM or CDC's to conduct a periodic review of pending receipts. 
Current regulations (see Finding 8) require the generator to follow-up on unconfirmed deliveries 
after 30-days, which also does not always occur. In addition, DLA Distribution Anniston 
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received some small arm shipments that should have gone to the Anniston CDC and the 
shipments remain in the DLA Distribution Anniston backlog waiting processing. As of June 
2009, DLA Distribution Anniston rep01ted a backlog of 124,661 small arms. 

Impact: The failure to identify, research, report, and correct outstanding pending receipts 
reduces small arms visibility and accountability, which could delay the investigation of any lost 
or stolen small anns. 

Recommendation 11: The DLA Disposition Services J-351 Office should make the necessary 
corrective actions to maintain adequate oversight by reconciling the outstanding pending 
receipts, and retain support documentation for all SASP adjusting entries. 

DLA Disposition Services Comments: CONCUR. Conducted corrective action on 1,400 + 
transactions. Remaining 734 transactions to be reviewed and action taken by SASP PM. DLA 
Disposition Services J-35 will make the necessary corrective actions to maintain adequate 
oversight by reconciling the outstanding pending receipts and will retain supporting 
documentation for all SASP adjusting entries. 

Recommendation 12: The DLA Disposition Services J-351 Office should update the DLA 
Disposition Services Instructions 4160.14 and the Small Arms SOP to include a requirement to 
perform a monthly review of pending receipt transactions. 

DLA Disposition Services Comments: CONCUR. Corrective action will be taken with 
incorporation into the DLA Disposition Services Small Arms SOP, with a reference in DLA 
Disposition Services-I 4160.14. 

Audit Comment: DLA Disposition Services management provided comments on May 5, 2010. 
Due to delays in issuing the final report, the estimated completion date for some corrective 
actions has already passed. Accordingly, we discussed the status of corrective actions with 
program staff. All agreed to con"ective actions under DLA Disposition Services control have 
been completed or, they have been started with an estimated additional 60 days to complete. We 
have not verified conective action implementation. We consider management's comments 
responsive and consider the proposed corrective action to be adequate. 

Recommendation 13: DLA Distribution Commander should work with the issuing activity and 
the DLA Distribution Anniston to identify mis-shipments to the DLA Distribution Anniston. 
Mis-shipped inventory should be transported to the CDC timely, received properly, and the 
receipt confirmed in SASP. 

DLA Dish'ibution Comments: Mis-shipments to DLA Distribution Anniston will be identified 
by the receiving personnel and the material will be sent to the CDC. 

Audit Comment: DLA Disposition Services management provided comments on May 5, 2010. 
Due to delays in issuing the final report, the estimated completion date for some corrective 
actions has already passed. Accordingly, we discussed the status of corrective actions with 
program staff. All agreed to corrective actions under DLA Disposition Services control have 
been completed or, they have been started with an estimated additional 60 days to complete. We 
have not verified corrective action implementation. We consider DLS Disposition Services 
management's comments responsive and consider the proposed corrective action to be adequate. 
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In addition, we consider the DLA Distribution management's comments responsive and consider 
the proposed con·ective action to be adequate. 

Finding 8: Pending In-Transit Deliveries 

Criteria: DoD 4000.25-2-M requites generators to 
follow-up on unconfirmed deliveries 30-days after 
the small arms are shipped. If the DLA Central 
Registry does not receive a response from the 
requisitioning DoD Component Registry, the DLA 
Central Registry should initiate a possible lost, 
missing, or stolen transaction with a "Q" transaction 
code in SASP. 

Scope: We reviewed pending delivery transactions 
and documentation to dete1mine if the CDCs were 
monitoring and responding appropriately to 
outstanding small arm pending deliveries. 

Pending Deliveries Tlmeline 

.............. 

Condition: We determined that the internal contrnls over small arms in-transit pending 
deliveries require improvement. As of August 2009, we identified delinquent deliveries at the 
Crane CDC (13) and the Anniston CDC (2,134) ranging from September 2002 through Febmary 
2009. These shipments were considered delinquent because there was no update to the status of 
shipment reported for more than 30 days in the DLA Central Registry. In addition, our sample 
disclosed that 38 of the 45 SASP transactions reviewed did not have a "Q" transaction code 
recorded or reported in SASP. 

Cause: The previous DLA Disposition Services PM did not perform adequate oversight of and 
follow-up on the pending deliveries. 

Impact: The government's failure to follow-up, investigate, repo1t on, and conect outstanding 
delivery transactions increases the risk of loss or theft. Fmthermore, goverrunent inventories 
may be misstated at the local or agency level. 

Recommendation 14: The DLA Disposition Services J-351 Office must maintain adequate 
oversight, reconcile transactions, and make any necessary adjustments to SASP for small arms 
deliveries. SuppOlting documentation must be retained for all SASP entries. 

DLA Disposition Services Comments: CONCUR. DLA Disposition Services SASP PM 
implementing steps to adequately follow-up, investigate, repo1t, and correct outstanding delivery 
transactions. Specific steps will be incorporated into the DLA Disposition Services HQ SASP 
SOP. 

Recommendation 15: The DLA Disposition Services J-351 Office must follow-up with the 
generator to help ensure that proper codes are entered into SASP, which will assist in clearing 
SASP. 

DLA Disposition Services Comments: CONCUR. The DLA Disposition Services guidance 
will be updated to include specific steps to be followed including references, tin1eframes, and 
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instructions in accordance with DOD 4000.2S-2-M covering discrepancy reporting system 
processing, and policy to ensme operational personnel know and follow procedures. 

Recommendation 16: The DLA Disposition Services-J-351 Office should ensure that the CDCs 
are provided the Small Arms Serialization Program Overage Report on a monthly basis for 
pending deliveries (DoD 4000.25-2-M) to assist in reconciling these records. 

DLA Disposition Services Comments: CONCUR. DLA Disposition Services HQ SASP PM 
SOP will be updated to include process to monitor and track Demil Weapons actions. 
Implementation of tracking and monitoring performance of reporting requirements will be added 
to all DLA Disposition Services Small Arms guidance, SOPs, and instructions. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final report, tli.e estimated completion date for some corrective actions has already passed. 
Accordingly, we discussed the status of corrective actions with program staff. All agreed to 
corrective actions under DLA Disposition Services contrnl have been completed or, they have 
been started with an estimated additional 60 days to complete. We have not verified corrective 
action implementation. We consider management's comments responsive and consider the 
proposed corrective action to be adequate. 

Finding 9: Physical Security and Record Retention 

Criteria: DoD 5100.76-M security standards for restricted areas and access include electronic 
security systems and lock/key controls, and other small rums accountability controls. In 
addition, DLA Disposition Services-I 4160.14 record retention policy requires that the most 
recent monthly or annual inventory reconciliation be maintained by the DLA Disposition 
Services field activity for a minimum of 2 years. The DLA One Book for "Records Retention 
for Small Arms Serialization Program" states that the records for DLA Disposition Services be 
retained for 3 years and that other offices should destroy the old records upon receipt of a new 
listing from DLA Disposition Services PM. 

Scope: We conducted physical security vulnerability assessments at the Anniston CDC, Crane 
CDC, and seven of the DLA Installation Support locations to determine compliance with small 
arms security requirements. For some locations, we requested and received assistance with the 
physical security assessments from the local internal audit or DLA Disposition Services staff 
because the volume of work did not justify the estimated travel costs. 

Condition: Although the Anniston CDC, Crane CDC, and the seven DLA Installation Suppo1t 
locations met the DoD security standards, the internal controls over the Crane CDC physical 
security could be improved. In 2008, the Crane CDC lost its dedicated small arms storage area 
within the Naval Fleet Industrial Supply small aims Warehouse 25229

• The current small arms 
storage area is in the center of the Warehouse 2522; the inventory is not stored in a security cage; 
and the storage area is only 600 square feet. Naval ersolUlel and other non-DLA Disposition 
Services personnel, that have access to Warehouse (b)(?J have physical access to this sensitive 
DLA Disposition Services inventory. In addition, our evaluation disclosed some inconsistency 
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between the DLA Disposition Services-I 4160.14 record retention policy and the DLA One Book 
requirement. 

Cause: The Naval Fleet Industrial Supply Center controls the Crane facility and directed the 
change in inventory location at.id physical security. 

Impact: Although the Crane CDC small anus meets the DoD physical security requirements, 
the DLA Disposition Services small arms inventory has an increased risk of theft or damage 
because DLA Disposition Services does not store small arms in a dedicated and secure area. 

Recommendation 17: The Crane CDC should limit the number of incoming receipts due to 
limited storage space. In addition, CDC staff should perfo1m and document frequent physical 
observations of closed containers to ensure seals have not been broken or tampered with in 
Warehouse~ 

DLA Disposition Services Comments: CONCUR. DLA Disposition Services will work more 
closely with generators in scheduling and shipping incoming receipts. Updates to all DLA 
Disposition Services Small Arms guidance, SOPs, and instrnctions will be completed with 
instrnctions on how to handle non-scheduled tum-ins and steps to handle containers. · 

Recommendation 18: The DLA Disposition Services J-351 Office should update DLA 
Disposition Services-I 4160.14 to reflect the "Records Retention" requirement found in the DLA 
One Book under the Small Alms Serialization Inventory Listing. The DLA Disposition Services 
PM and CDC locations should meet the requirement. 

DLA Disposition Services Comments: CONCUR. DLA Disposition Services Small Ann PM 
has submitted a revised file and disposition (records retention) in conjunction with RBI effort to 
the DLA Records Manager. March 2010. ECD to be determined under DLA purview. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final report, the estimated completion date for some corrective actions has already passed. 
Accordingly, we discussed the status of c011·ective actions with program staff. All agreed to 
c011'ective actions under DLA Disposition Services control have been completed or, they have 
been stai1ed with an estimated additional 60 days to complete. We have not verified corrective 
action implementation. We consider management's comments responsive and consider the 
proposed corrective action to be adequate. 

Finding 10: Customer Service Issue 

Criteria: DoD Directive 7200.11, Liability for Government Property Lost, Damaged, or 
Destroyed, directs how DoD agencies and departments should account for the loss, damage, or 
destruction of Government property; should determine the amount of financial liability of those 
found to be responsible for such financial losses; should provide relief from accountability; and 
should establish debts resulting from the assessment of financial liability. The directive requires 
that an inquiry be initiated inunediately after discovery of the loss, damage, or destruction. DD 
Form 200, Financial Liability Investigation of Property Loss (FL/PL), should be use to conduct 
and document the inquiry. 
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Scope: As part of the audit, we reviewed and evaluated receiving documents to determine if 
items received are properly accounted for within the DLA Central Registry and items received 
are subject to a physical inventory. 

Condition: The internal controls over disputed receiving transactions could be iniproved. The 
audit team identified two small arms that had been received at the Crane CDC, but the 
transaction receipt had not been properly input into SASP and reflected on the DLA Central 
Registry SASP. The Naval Fleet Industrial Small Arms shipped the small arms and had a copy 
of the signed receiving documents. Accordingly, since the Crane CDC signed for the small 
arms, the Naval program manager requires the receipt transaction to be cleared through SASP or 
a copy of the DD Form 200 (FLIPL). We were unable to locate any records documenting the 

· transfer, demilitarization 01· destruction of these small arms. In addition, DLA Accountability 
Office investigators were unable to determine the disposition of the small arms. 

Cause: Crane CDC personnel did not retain a copy of the signed, receiving document and 
copies were obtained from the Navy. In addition, the issuing and receiving organizations 
disagreed over which organization should complete the DD Form 200 (FLIPL). 

Impact: The failure to retain copies of receiving documents and enter receipt into SASP 
indicates poor asset accountability and increases the risk that small anus will be lost or stolen. 

Recommendation 19: The DLA Disposition Services J-351 Office should initiate and complete 
a DD Form 200 (FLIPL), make a final determination on the status of the small arms; and provide 
the Navy program manager with the final disposition (DD Form 200). 

DLA Disposition Services Comments: CONCUR. The DLA Disposition Services J-3/4 
Property Accounting office and DLA Disposition Services SASP PM developing complete 
FLIPL instructions, which will be incorporated into all DLA Disposition Services Small Arms 
guidance, SOPs, and instrnctions. Property that is on DLA Disposition Services accountable 
records will be managed in accordance with FLIPL procedures and requirements. 

Audit Comment: Management provided comments on May 5, 2010. Due to delays in issuing 
the final report, the estimated completion date for some con~ctive actions has already passed. 
Accordingly, we discussed the status of corrective actions with program staff. All agreed to 
corrective actions under DLA Disposition Services control have been completed or, they have 
been started with an estimated additional 60 days to complete. We have not verified corrective 
action implementation. We consider management's comments responsive and consider the 
proposed corrective action to be adequate. 
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Scope, Methodology and Criteria 

SCOPE AND METHODOLOGY: 

DLA Disposition Services Internal Review audited the DLA Central Registry's program 
management of inventory, annual reconciliations, receiving, demilitarization transactions, 
warehousing and physical security fol' small arms from August 2009 through December 
2009. Based on the adequacy and compliance with existing internal controls (i.e. annual 
physical inventory), we judgmentally selected samples (45 items) of data obtained from 
SASP and DAISY. To determine whether physical inventory and operational processes 
of the program were effective, we: 

• Conducted interviews with DLA Disposition Services and DLA Installation Suppo1t 
staff to gain an understanding of administrative procedures used to manage, 
administer and execute cooperative agreements. 

• Reviewed and analyzed the current DoD, DLA Disposition Services and DLA One 
Book Chapter, and various other policy and regulations concerning standards of 
control and degree of protection, inventory management, and other processes as they 
related to receipts, demilitarization and shipment of small al'ms. 

• Conducted site visits at the CDC and DLA Installation Suppo11 sites to: 

o Interview the small am1s personnel and staff to determine if they complied with 
their responsibilities outlined in the regulations: 

o Conduct walkthrough around the facility during the physical security assessments 
and observed various processes; and 

o Complete a physical inventory and testing of random samples by validating and 
obtaining supporting documentation against the data rep011ed in SASP and 
DAISY. 

We conducted our audit from August 2009 through December 2009 in accordance with 
generally accepted government auditing standards for performance audits issued by the 
Comptroller General of the United States, with the exception of meeting the peer review 
requirement. The DLA Accountability Office has not been subject to an external peer 
review in over three years due to a lack of a Quality Assurance Review Team. The 
government auditing standards require that we plan and perfmm the audit to meet our 
audit objectives by obtaining sufficient, competent evidential matter that provides a 
reasonable basis for our findings, conclusions, and recommendations. The lack of a 
timely peer review has no effect on the quality or independence of this report. 

CRITERIA: 

To answer our audit objectives and evaluate DLA Central Registry management of the 
Small Arms Accountability, we reviewed and analyzed: 

• DoD 4140.1-R, Supply Chain Materiel lvfanagement Re~u/alions, May 2003. 

• DoD 4000.25-2-M, j\tfilitary Standard Transaction Reporting and Accountability 
Procedures (MILSTRAP) i\tfanual, January 2006. 
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• DoD 5100.76-M, Physical Security o/Sensitive Conventional Arms, Ammunition, and 
Explosives, August 2000. 

• DoD 4160.21-M-1, Defense Demilitarization lvfanual, October 1991; Incorporating 
Change 1 - 14 February 1995. 

• DLA Disposition Services-I 4160.14, Operating Instructions for Disposition 
Management, 
September 2009. 

• DoD 4500.9-R, Defense Transportation Regulation (DTR), Part II, August 2008. 

• DoD 5200.8-R, Physical Security Program, May 2009. 

• DLA One Book Chapters on Small Arms 

• DoD Directive 7200.11, Liability for Government Property Lost, Damaged, or 
Destroyed, March 2007 

Audit of Small Arn1s Accountability {DA0-09-11) Page 20 



Summary of Recommendations 

# ·.Recommendation.Text Addressee 

1. Include all DODAACs in the active DLA 
inventory listing used to perform Disposition 
annual reconciliations. Services J-

35 l 

2. Update the DLA Disposition DLA 
Services Instruction 4160.14 to Disposition 
include physical inventory Services J
procedures that specifically address 351 

3. 

the requirement for an annual 
reconciliation between SASP item 
serial numbers and the small arms 
serial numbers for which DLA 
Disposition Services has 
accountability responsibilities. 

a. Correct the DLA Installation 
Support small arm serial number 
for DLA Installation Supp01t 
Philadelphia in the SASP. 

b. Direct DLA Installation Suppo1t 
Philadelphia to complete a 
reconciliation after the 
corrections are made. 

DLA 
Disposition 
Services J-
351 

4. a. Direct CDCs to reject all DLA 
nonconf mming shipments (i.e. Disposition 
broken or no seals on containers). Services J-

b. In accordance with DLA 
351 

Disposition Services-1.4160. 14, 
CDCs should use DLA 
Disposition Services Fom1 917 
Form and complete the SITREP 
tlU'ough DLA Disposition 
Services HQ to complete the 
rejection transaction. 

5. Notify the DLA Distribution DLA 
Anniston to comply with DoD Distribution 
5100.76-M when shipping small 
arms to the CDCs. 

6. a. The DLA Disposition Services J- DLA 
351 update the DLA Disposition Disposition 
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Appendix B 
Summary of Recommendations 

Recommendation Text Addressee 

Services Instructions, Section 1, Services J
Chapter 4 with 5100.76-M, 351 and CDC 
Chapter 6 & Appendix 3.5.1. for Chief at 
Cargo Movements instead of Crane, IN 

Chapter 7, that involves incident 
repo1ts for losses of small arms. 

b. In addition, the DLA Disposition 
Services J-351 Office and the 
CDC Chief at Crane, IN should 
ensure that all small arms 
transportation movements 
between buildings or facilities 
comply with DoD 5100.76-M, 
and utilize the two-man rnle. 

7. a. Terminate SASP system access DLA 
for any personnel that no longer Disposition 
require access. Se1vices J-

351 
b. Update DLA Disposition 

Services 4160.14, Section 4, 
Supplemental 2 and include a 
monthly requirement to scrub the 
SASP user list and eliminate any 
unauthorized users. 

8. a. Update the use of the "X' DLA 
Transaction code procedures in Disposition 
the DLA Disposition Services-I Services J-
4160.14 and the Small Arms 351 

SOP. 

b. Issue guidance on who is 
authorized to use and when. 

9. Work with J-6 to correct DAISY DLA 
transaction code deficiencies that Disposition 
result in false loss rep011ing. Services J-

35 l 

l 0. a. Research and correct the "X" DLA 
transaction coded items that Disposition 
result in an "XAL" transaction Services J-

(loss) in DAISY. 351 
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# 

11. 

Summary of Recommendat10ns 
·. 

· Recomlllendation Text 

b. Keep supp011ing documentation 
suppo11ing on file. 

a. Make the necessary corrective 
actions to maintain adequate 
oversight by reconciling the 
outstanding pending receipts. 

b. Keep supporting documentation 
supporting on file. 

Addressee 

DLA 
Disposition 
Services J-
351 

12. Update the DLA Disposition DLA 
Services Instructions 4160.14 and Disposition 
the Small Arms SOP to include a Services J
requirement to perform a monthly 351 
review of pending receipt 
transactions. 

13. a. Work with the issuing activity DLA 

14. 

15. 

and the DLA Distribution Distribution 

Anniston to identify mis-
shipments to the DLA 
Distribution Anniston. 

b. Transport mis-shipped inventory 
to the CDC timely, received 
properly, and the receipt 
confirmed in SASP. 

a. Maintain adequate oversight, 
reconcile transactions, and make 
any necessary adjustments to 
SASP for small mms deliveries. 

b. Keep suppo11ing documentation 
supporting on file. 

Follow-up with the generator to help 
ensure that proper codes are entered 
into SASP, which will assist in 
clearing SASP. 

DLA 
Disposition 
Services J-
351 

DLA 
Disposition 
Services J-
351 

16. Ensure that the CDCs are provided DLA 
the Small Arms Serialization Disposition 

Services J-
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17. 

18. 

19. 

Summary of Recommendations 
Recommendation Text Addressee 

Program Overage Report on a 351 
monthly basis for pending deliveries 
(DoD 4000.25-2-M) to assist in 
reconciling these records. 

a. Limit the number of incoming CDC Chief 
receipts due to limited storage Crane and 
space. DSD Central 

b. Perform and document frequent 
physical observations of closed 
containers to ensure seals have 
not been broken or tampered 
with in Warehouse~ 

a. Update DLA Disposition DLA 
Sel'Vices-1 4160.14 to reflect the Disposition 

· 
11Records Retention" requirement Services J-

found in the DLA One Book 351 

under the Small Arms 
Serialization Inventory Listing. 

b. Meet the requirement. 

Initiate and complete a DD Fo1m 200 DLA 
(FLIP), make a final dete1mination Disposition 

on the status of the small arms, and Services J-

provide the Navy program manager 351 

with the final disposition (DD Form 
200). 

Appendix B 
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Appendix C 
Supplemental Information 

During this audit, we conducted fieldwork at nine locations. The purpose was to 
determine the level of physical security oversight provided for small aims; assess the 
effectiveness of small arms inventory operations; and determine the compliance with 
related internal controls. We interviewed personnel and reviewed supporting 
documentation at the following locations: 

Locations Visited: 

• DLA Installation Support 

• Mechanicsburg, PA 

• San Joaquin, CA 

• DLA Europe 

• Columbus, OH 

• Richmond, VA 

• Fort Belvoir, VA 

• Crane Centralized DEMIL Center, Crane, IN 

• Anniston Centralized DEMIL Center, Anniston, AL 

• DLA Disposition Services Headquarters, Battle Creek, Ml 
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CDC 

DEMIL 

DoD 

DODAAC 

DLA 

FLIPL 

MIL STRAP 

NSN 

PM 

SASP 

Abbreviations Used in This Report 

Centralized DEMIL Centers 

Demilitarization 

Depm1ment of Defense 

Department of Defense Activity Address Code 

Defense Logistics Agency 

Financial Liability Investigation of Property Loss 

Appendix D 

Military Standard Transaction Reporting and Accounting Procedures 

National Stock Number 

Program Manager 

Small Arms Serialization Program 
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IN REPLY 

Appendix E 
DLA Disposition Services Management Comments 

DEFENSE REUTILIZATION ANO MARKETING SERVICE 

74 WASHINGTON AVENUE NORTH 

BATTLE CREEK, MICHIGAN 49037·3092 

REFER TO DRMS-D 
"MAY 0 5 2010 

MEMORJ.\J'l"Dillvf FOR DA AUDIT DIVISION, MS. BRIDGET A. SKJOLDAL 

SUBJECT: DRJ\.fS Response to Draft Small Am1s Enterprise Audit Report, Audit of the 
Defense Reutilization and Marketing Service (DRMS) portiott of Small Arms 
Accounrability within the DLA Central Registry, April 14, 2010 

My staff has reviewed the draft audit report and below is our responses: 

Page 18, Recommendation #1: The ORMS J-351 Office should include all DODAACs 
in the active inventory listing used to perform annual reconciliations. 

DR.MS RESPONSE: CONCUR. The reconciliation procedure will be updated in the 
DRi'vIS HQ Small Anns Program MMagcr (SASP PM) SOP, to state ALL DODAACs in the 
active inventory listing will have a reconciliation pcrfom1cd. ECO June 15, 2010. 

Page 18, Recomnlendation #2: The DR!l'IS J-351 Office should update the DRMS 
Instniction 4160.14 to include physical inventory procedures that specifically address the 
requirement for an annual reconciliation between SASP item serial numbers and the small anns 
serial numbers for which DRMS has accountability responsibilities. In addition, the DRi'vfS 
J-351 Office should confinn that the required reconciliations were pcrfonned. 

DRMS RESPONSE: NON-CONCUR on incorpornting detailed procedures into 
DRlvIS Instruction 4160.14. Concur with updating the DRMS HQ SASP PM SOP with 
procedures and add lho reference lo ORMS I 4160.14,DOD Directive 5105.22, DLAR 7510.3 
and DOD 4000.25-2-M. Further detail with specific steps nnd instructions to be added to the 
DR.l\l:S Small Arms Serialization SOP. ECO June 15, 2010. 

Pnge 18, Recomnm1datiou 113: The DRi'iIS J-351 Office should correct the DES small 
arm serial number for DES Philadelphia in the SASP and direct DES Philadelphia to complete 
reconciliation after the corrections are made. 

Dfu'\-IS RESPONSE: CONCUR with a. and b. DR.MS ACTION CLOSED. Corrective 
action taken December 14, 2009. Signed DES Philadelphia SASP rcconcilintion documentntion 
furnished to Kelly Donahue January 15, 2010. · 

Federal Recy<~"9 P109ram Q P1iottd Oii Rtcyclfd Paper 
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Page 18, Recommendation #4: DR.MS J-351 Office should direct CDCs to reject all 
nonconfonning shipments (i.e. broken of no seals on containers). In accordance with 
DRMS-1.4160.14, CDCs should use DRMS Form 917 and complete the SITREP through 
DRMS HQ to complete the rejection transaction. 

2 

DR.t'1S RESPONSE: CONCUR with a. and b. The property remains under constant 
Government control in Small Anns weapons buildings. DRJ\1S will expand section covering 
917 Return/Rejects in Small Anns SOP to clearly address nonconforming shipments and broken 
seals on containers. Additional instructions will address completing the SITREP action and 
responsibility on how to handle the property. ECD June 15, 2010. 

Page 18, Recommendation #5: DDC should notify the Defense Depot Anniston, AL, to 
comply with DOD 5 l 00. 76-M when shipping smal I arms to the CDCs. 

DRMS RESPONSE: CONCUR. Although DDC identified as Addressee, DRJ\1S as the 
handler of incoming shlpmenls will send a letter to DDAA as a follow-up to this finding 
outlining the procedures that DRMS will take when a shipment is received that cannot be 
accepted. The two-man rule will also be added to the DRJ\ifS SASP SOP to include reference to 
DOD 5100.76-M. ECD June 15, 2010. 

Page 18, Recommendation #(;i: The DRJ\1S J-351 Office update the ORMS 
Instructions, Section I, Chapter4 with 5100.76-M, Chapter 6 & Appendbc 3.5.l. for cargo 
movements instead of Chapter 7, that involves incident reports for losses of small a.nns. In 
addition, the DRMS J-351 Office and the CDC Chief at Crane, IN, should ensure that all smnll 
arms transportation movements between buildings or facilities comply with DOD 5100.76-M, 
and utilize the two-man rule. 

DRMS RESPONSE: CONCUR with a. and b. Will update DR.MS Instructions with 
reference to Sectiou 1, Chapter 4 with 5100.76-M, Chapter 6 & Appendix 3.5.l. for cargo 
movements. In addition, the DRMS SASP SOP will be updated to ensure all small anns 
transportation movements between buildings or facilities comply with DoD 5100.76-M, and 
utilize the twMnan rule. ECD June 15, 2010. 

Page 19, Recommcnd~tion #7: The DRMS J-351 Office should immediately temtlnate 
SASP system access for any personnel that no longer require access. In addition, DR.Iv1S J-351 
should update DRMS 4160.14 Instniction and include a monthly requirement to review the 
SASP user list and eliminate any unauthorized users. 

DRMS RESPONSE: CONCUR with a. Corrective action taken November 3, 2009. 
User access will be removed from SASP upon notification to DRMS HQ Small Arms PM, that 
personnel no longer require access. HQ DR.MS SASP PM SOP, DR.MS SASP SOP will be 
updated. ECD June 15, 2010. NON-CONCUR with b. User access procedure will not be 
published in DRMS I 4160.14, as it is not gu,idance or applicable to DRMS field activities. 
Review of User Access will be conducted arumally AND updated to the ORMS HQ SASP PM 
SOP. ECD June 15, 2010. 
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Page 19, Recommendation #8: TI1c DRMS J-351 Office should update the use of the 
"X" Transaction code procedures in the DRMS-14160.14 and the Small Anns SOP, and issue 
guidance on who is authorized to use and when. 

DRMS RESPONSE: CONCUR. DRMS has validated this process and is presently 
working with systems (DLIS-LAR) to correct SASP records using the normal transaction code 
to issue property for special missions. The SASP and DAISY records will reflect accurate and 
authorized use oflransactions within the established SASP systems. ECD June 15, 2010. 

Page 19, Recommcndatlon #9: The DRMS J-351 Office should work with J-6 to 
correct DAISY transaction code deficiencies that result in false loss reporting. 

DRMS RESPONSE: CONCUR. Same response as #8, above. ECD June 15, 2010. 

Page 19, Recommendation #10: The DRi\18 J-351 Office should research and correct 
the "X" transaction coded items that result in an "XAL" transaction (loss) in DAISY. The 
documentation supporting transaction corrections should be kept on file. 

DRMS RESPONSE: CONCUR. Same response as #8, above. DRMS J-351 Office is 
working with J-6 and DLIS-LAR to maintain adequate transaction in SASP and DAISY (future 
system) in conjunction with RBI. Transaction code in electronic property accounting records 
will reflect "TRUE" status of property and match physical inventory with system processing. 
ECD June 15, 2010. 

Page 19, Recommendation #11: The DRMS J-351 Office should make the necessary 
corrective actions to maintain adequate oversight by reconciling the outstanding pending receipts 
and retaining support documentation for all SASP adjusting entries. 

DR.J"IS RESPONSE: CONCUR. Conducted corrective action on 1,400+ transactions. 
Remaining 734 transactions to be reviewed and action taken by SASP PM. DR.i\fS J-35 will 
make the necessary corrective actions to maintain adequate oversight by reconciling the 
outstanding pending receipts and will retain supporting documentation for all SASP adjusting 
entries. ECD June 15, 2010. 

Page 20, Recommendation #12: The DlUvIS J-351 Office should update the DRMS 
Instructions 4160.14 ·and the Small Arms SOP to include a requirement to perfonn a monthly 
review of pending receipt transactions. 

DRMS RESPONSE: CONCUR. Corrective action will be taken wjth incorporalion 
into the DRMS Small Anns SOP, with a reference in DRMS-I 4160.14. 

Page 20, Recommendation #13: Addressed to DDC. 
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Page 20, Recommendation #14: The DRiv!S J-351 Office must maintain adequate 
oversight, reconcile transactions, and make any necessary adjustments to SASP for small arms 
deliveries. Supporting documentation must be retained for all SASP entries, 

Dlli\18 RESPONSE: CONCUR DR.i\1S SASP PM implementing steps to adequately 
follow-up, investigate, report, and correct outstanding delivery transactions. Specific steps will 
be incorporated into the DR.MS HQ SASP SOP. ECO June 15, 2010. 

Page 20, Recommendation #15: The DRMS J-351 Office must follow-up with the 
generator to help ensure that proper codes are entered into SASP, which will assist in clearing 
SASP. 

DRl"1S RESPONSE: CONCUR. The DR.MS guidance will be updated to include 
specific steps to be followed including references, tirneframes, and instructions in accordance 
with DOD 4000.25-2-M covering discrepancy reporting, system processing, and policy to ensure 
operational personnel know and follow procedures. ECD June 15, 2010. 

Page 20, Recommendation #16: The DRMS-J-351 Office should ensure that the CDCs 
are provided the Small Anns Serialization Program Overage Report on a monthly basis for 
pending deliveries (DOD 4000.25-2-M) to assist in reconciling these records. 

DRMS RESPONSE: CONCUR. DRJvlS HQ SASP PM SOP will be updated to include 
process to monitor and track Demi I Weapons actions. Implementation of tracking rutd 
monitoring pcrfonnance ofreporting requirements will be added to all DRMS Small Anns 
guidance, SOPs, and instructions. ECD June 15, 2010. 

Page 20, Recommendation 1117: The Crane CDC should limit the nwuber of incoming 
receipts due to limited storage space. In addition, CDC staff should perform and document 
frequent physical observations of closed containers to ensure seals have not been broken or 
tampered with in Warchous~ 

DRM"S RESPONSE: CONCUR. DRMS will work more closely with generators in 
scheduling and shipping incoming receipts. Updates to all DRi.VIS Small Arms guidm1ce, SOPs, 
and instructions will be completed with instructions on how to handle non-scheduled tum-ins 
and steps to handle containers. ECD Jwie 15, 2010. 

Page 20, Recommendation #18: The DRMS J-351 Office should update 
DR.l\.JS-14160.14 to reflect the "Records Retention" requirement found in the DLA One Book, 
under the Small Anns Serialization Inventory Listing. The DRMS PM and CDC locations 
should meet the requirement. 

DRl"lS RESPONSE: CONCUR. DRivtS Small Arms PM has submitted a revised file 
und disposition (records retention) in conjunction with RBI effort to the DLA Records Manager. 
March 2010. ECD to be detemlined under DLA purview. 

Audit of Small Anns Acco11n1nbility (DA0·09·l l) 
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Page 20, Recommendation #19: TI1e DRMS J-351 Office should initiate and complete 
a DD Fonn 200 (FLlPL), make a final detennination on the status of the small anns, and provide 
the Navy program manager with the final disposition (DD Fonn 200). 

DRiWS RESPONSE: CONCUR. The DRMS J-3/4 Property Accounting office and 
ORMS SASP PM developing complete FLIPL instructions, which will be incorporated into a11 
DRMS Small Arms guidance, SOPs, and instructions. Property that is on DR.t\IJS accountable 
records will be managed. in accordance wit11 FLIPL procedures and requirements. 
ECD June 15, 2010. 

If ou have any questions or comments re arding our responses, please conlact 
(b)(6) DSN (b)(6) or my Chief, Internal Audit Division, 
(b)(6) 

Audit of Small Anns Accountability (DA0-09-11) 

(b)(6) 

TWILA C. GONZALE , SES 
Director 
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Appendix F 
DLA Distribution Management Comments 

DEFENSE LOGISTICS AGENCY 
DEFENSE DISTRISUTION CENTER 

2001 MISSION llRIVE 
NEW CUMBERLAND, PA 17070-5000 

·s ;:;t;:,,Y 
RCFCJ<IODLA-D-J4 JUL 21 20!0 

MEMORANDllM FOR DLA·DA 

SUBJECT: DRMA enterprise Audil of Small Arms Accountabitity- l>t\0·0911 

We hnvc rcvfowcd subjccl report dutcd 14 April 20 IO nnd offer 1he following nmnagcmcnc 
commc111s: 

We concur with recommendation 5 and will provide visual inert ccrtilicntion training to 
DDAA. Additionally, DDAA will Ix: rcmindcd thut shipping containcr.i (to include trl·walls, 
p3lkls, etc.) must be visually c;crti!icd aud scaled prior to shipincnt and all shipping containers 
(lo include troilcr:i, box vans, clc.) contuining AA&E must be scaled prior to movement to tl1c 
Cemral DEMIL Ccnlcr (CDC). 

We concur with reconunenuulion J 3; mis-shipmcnlS to DDAA will be Identified by the 
receiving personnel ruid the matcricl will be sent to the CDC. 

;\lthough rccom111c111.folion 4 wus not addressed to DDC. we believe it Is in violntion of DoD 
5100.76-M. parngmph C6.3.4 which states that A/\&E shipments shall be locked/sealed and 
insp..-ctcd i11-lrunsi1 ns identified in the Defense Transportation Regulation (DTR) Chapter 2<}5, 
rclimJncc h (Shipments shall be checked upon receipt by the receiving activity (consignee) lo 
cns11re I hat seals arc intuct and for any signs of too ft, tampering, ordamuge. If there are such 
signs, on imll1cdiulc inventory slu1ll be pcrfom1cd to delcrmiric the extent oflhefVloss, 
tampering, or dumugc.) If the motctlcl ls rejected and rclumcd lo the shipper, rut imrncdiutc 
inventory will uot be coniluctcd as required by thll DTR. 

Mr POC is l(b)(6} @dla.mil if you have any further 
c1uest1011s. L---------------~ 

L. S~~ T ROSl31 1;011 
Dirkfor, Distrib lion Process and I' forming 
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DEFI::NSE LOGISTICS A<iH.':NCY 
HcADQUARTERs 

8725 JOHN J. l(INGMAN ROAD 
FORT BELVOIR, VIRGINIA 20060·6221 

December 29, 2010 

MEMORANDUM FOR Director, Defense Logistics Agency Disposition Sel'vices 

This is om report on the audit of the DLA Disposition. Services P1a1rning for the 
Responsible Drawdown and Reset in Iraq. ·It includes the results of our audit and 
conclusions on the DLA Disposition Services plans to handle the expected smge in 
propel'ty tum-in as a result of the drawdown of U.S. Forces in ll'aq. 

We conducted this audit from January 2010 to July 2010 in accordance with the 
Generally Accepted Govenunent Auditing Standards (GAGAS) issued by the 
Govermnent Accountability Office (GAO), with the exception of meeting the peer 
review requirement. The DLA Accountability Office, Audit Division is undergoing an 
external peer review and the preliminary results identified an organizational 
impah'ment to our independence. However, this has no effect on the quality of this 
report as those standards requfre that we plan and perform the audit or attestation 
engagement to obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on Ottl' audit or engagement objectives. We believe 
that the evidence obtained provides a reasonable basis for om findings and concll1sions 
based on our audit or engagement objectives. In addition, we are developing corrective 
actions to correct the organizational independence in consideration of future or ongoing 
audits, evaluations or attestation engagements of the subject. 

This report contains two reconunendations addressed to the Director of the Defense 
Logistics Agency Disposition Services to improve the processes and procedures to 
establish and implernent contingency operations plans and train planners. 

We e1pp1·eciate the courtesies and coop.eration extended to us dming the audit. Fo1· 
additional infor1nation about this report, contact l._(b_H_6 l.,,.., _________ _Jbr 
email (b)(6J r email at 

r--'-'-----------~--------__J 
l(b)(6). 

Tarnonie Denegall 
Director, Operational Audits 
DLA Accountability Office 



~-· . ..... ,, 

ExccuHv'~ Su1nrnary 
Audit Report DA0-10·09 

Deceml.>er 29, 2010 ··1.·j 

-~j DLA Disposition Services Planning for the Responsible 
. Drawdown and Reset in Iraq 

~-~-~---·----._,,...,,_..t._ _____ . .-...,_,.~--~-.... --· ....... ~,.....-- .. -...... ~·-------· ~~ 

Results 

The DLA Disposition Services• Contingency Operntions Directorate (J-
9) provides deployable disposition support to the warfighter. J-9 
deploys operational field offices with personnel and related equipment 
to locations in support of Combatant Commanders Operation Plan 
reqtiirements. Requirements are driven by the plans developed by 
DLA Disposition Services and DLA. DLA Disposition Se1·vices 
provides on-site dispos<1l support to the warfighterln Iraq at four 
operational field locations2 and through site visits to Forward 
Operating Bases. 

The United States and the Government of Iraq signed a secmity 
agreem.ent calling for a drnwdown of U.S. Forces from Irnq. 
Established timelines call fol' a reduction in fm·ces to 50,000 h'oops by 
August 31, 2010, and a complete withdrawal of forces from Irnq by 
December 31, 2011. The withdrawal of personnel and equipment will 
resnlt in a natural surge in property disposal receipts at the DLA 
Disposition Services operations in Iraq. In December 2009, DLA issued 
Execllte Order (EXORD) 10-01, Responsible Drawdown and Reset 
(RDR). Within the EXORD, key DLA Disposition Services tasks related 
to the RDR in Iraq were identified. 

As a result of om audit, we dete1·mined that DLA Disposition Services 
identified and implemented a sh·ategy to support its operational 
plmutlng for the expected surge in property receipts during the RDR in 
fraqJ. However, DLA Disposition Services did not have a formalized 
operational plaiu1ing document that incorporated the surge sh·ategy as 
well as actions necessary to execute the RDR key tasks stated in DLA 
EXORD 10-01. 

A formalized operational plan provides clear guidance to the field and 
senio1· leadershlp on key tasks and mission execution. In addition, a 
well-documented and supported plan prepai·ed by h·ained pla1mers 
would pl'ovide assurance that significant ftmctions related to the 
mission were identified, adequately l'esourced, and could be analyzed 
for application to future contingency opemtions. Detailed plamling at 
all levels is important to ensure time line withdrawals are met snfely, 
effectively, and efficiently. 

1 DLA Disposition Servkcs was previously c<1llell lhe Defense Reulili~ .. 11io1\ and Marketing Service. 
1 Operational field loc,1tions arc localed at Camp Viclory, Spelcher, Al Asad, and Joinl Base Balad. 

Why· DA Did this Review ·, 
As approved by the DLA fiscftl year 
2010 Anounl Audit Plan, we conducted 
an nudlt of the DLA Disposition 
Services planning for the clrawdown in 
Iraq to provide an assessment of the 
organizations planning related to the 
expected smge in property receipts 
and provide recommendations to DLA 
senior leadersh.ip. Additionally, while 
develop.ing the risk based audit plan, 
DLA categorized th ls topic as an 
Rhnost cel'tain, major risk area. An 
audit of the DLA Disposition Servlces 
planning process could mitigate some 
of that l'isk. 
What DADfd : 
Our objectives were to evnlunte DLA 
Disposition Services plans to hnndle 
the expected surge in property h1rn-in 
ns a result of the drawdown of U.S. 
Fol'ces in Iraq. Specifically, we 
determined whether the organizations 
surge plnn is documented and 
supported. The second objective of the 
audit was to detennine whethet· 
adequate conh·ols were established and 
operating effectlvely at Iraq locations 
to ensure proper item receipt. We were 
not able to complete the second audit 
objective because travel restrictions to 
Iraq prevented the audit team from 
conducti.t'g necessary.on-site fleldwork 
to answer the objective. Therefore, we 
reduced om· audit scope to a review of 
the Headquarlers DLA Disposition 
Services lannin efforts onl • 

This report contains two 
recommendations addressed. to the 
Director, DLA Disposition Services. 
Om· recommendations provide an 
opportunity for the organization to 
improve lhe processes and procedures 
to establish and implement 
continge1,cy operations plans and tr11in 

hmners. 

~ Oul' au<iil <lid not c\•al1111le DLA Disposition Services strategy lo execute the key tasks stated in DLA EXORD 10-01 <lmi therefore we ,10 not expn•ss ill\ 
opinion on U1c strategy or execution of th!! key lilsks slall'd in DLA EXORD 10.01. - -,.~ ..... 
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INTRODUCTION 

OBJECTIVES, SCOPE, AND METHODOLOGY 

The overall objective of the audit was to evaluate DLA Disposition Services plans to handle the 
expected surge in propetty turn-in as a result of the drawdown of U.S. Forces in Iraq. 
Specifically, we determined whether the surge plan is documented and suppol'ted. The second 
objective of the audit was to determine whether adequate controls were established and 
operating effectively at kaq locations to ensure prnper item receipt. We were not able to 
complete the second objective because h·avel i·esh·ictions to Iraq limited travel to mission critical 
only. The DLA Accountability Office determined the h'avel to Iraq was not mission critical and, 
therefore the travel restl'ictions resulted in denial of the audit team's country clearance, which 
prevented us from conducting necessa1·y on-site field work to answer the second audit objective. 
Therefore, we limited the scope of the audit to Headquarters DLA Disposition Services4 

pla1ming efforts only. 

To answer our objective, we conducted interviews with DLA Disposition Services Contingency 
Operations Directorate G-9), Acquisition Directorate (J-7), and Headquarters DLA Joint Logistics 
Operations Center (1~311) subject matter experts. We conducted telephone interviews with DLA 
Disposition Services' Iraq Officer in Charge and Iraq field location Chiefs. We reviewed DLA 
Execute 01·der 10-015, attended weekly Southwest Asia Area of Responsibility In-Process 
Reviews, Common Operational Picture~Warfighte1· and i·eviewed subject charts. We obtained 
support documentation and analyzed DLA Disposition Services actions taken and platmed to 
support the expected surge in property receipts and RDR in Iraq. 

We conducted our audit from January 2010 tlu·ough July 2010 in accordance with the Generally 
Accepted Government Auditing Standards (GAG AS) issued by the Goverrunent Accountability 
Office (GAO), with the exception of meeting the peer review requirement. The DLA 
Accountability Office, Audit Division is undergoing an external peer review and the 
preliminaiy results identified an Ol'ganizational impairment to om· independence. However, 
this has no effect on the quality of this report as those standards 1·equire that we plan and 
perform the audit or attestation engagement to obtain sufficient, appl'opriate evidence to 
provide a l'easonable basis for our findings and conclusions based on our audit or engagement 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on om· audit or engagement objectives. In addition, we are developing 
col'l'ective actions to correct the organizational independence in consideration of future or 
ongoing audits, evaluations or attestation engagements of the subject. We believe that the 

~ Headqu11rters DLA Disposition Services is localed in Battle Creek, MJ. 
, The DLA EXORD 10-01 is 11 classified document and was not retained by DA l!Udit personnel. The DLA Disposition Services key tasks are 
classified as FOUO, 
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evidence obtained provides a reasonable basis for om· findings and conclusions based on our 
audit objectives. 

BACKGROUND 

DLA Disposition Services Contingency Operations Directorate U-9). The J-9 provides 
deployable disposition support to the warfighter. J·9 deploys operational field offices with 
personnel6 and related equipment to locations in support of Combatant Commanders Operation 
Plan requirements. Requirements are driven by the plans developed by DLA Disposition 
Services and DLA. Within DLA Disposition Services, the J~9 Dirnctornte develops contingency 
operation plans. DLA Disposition Se1·vices provides on-site disposal support to the warfighte1· in Iraq at 
four operational field locations and tluough site visits to Forward Opernting Bases. 

DLA Disposition Services Contract Support. Task orders for the contrnct support for the Iraq, 
Kuwait, and Afghanistan field locations ended on 30 June 2010. J-7 initially awarded a new 
Excess Property Management contract for Kuwait7 on 6 August 2010. However, there were 
multiple protests on the conh·act award and subsequently, J-7 terminated the award. J-7 issued 
a new solicitation which closed 5 November 2010 and anticipates the contract for Kuwait will be 
awarded on 17 December 2010. Collectively, J-9 and J~7 established draft milestones for the 
future Iraq DRMO contract support. 

Drawdown and DLA Execute Order 10-01. The United States and the Government of fraq 
signed a security agreement calling for a drawdown of U.S. Forces from Iraq. Established 
timelines call for a reduction in forces to 50,000 troops by August 31, 2010, and a complete 
withdrawal of forces from Iraq by December 31, 2011. In December 2009, DLA issued EXORD 
10-01, Responsible Drawdown and Reset. Within the EXORD, the following key DLA 
Disposition Services tasks related to the RDR were identified: 

• Provide disposal reutilization services in support of the responsil?le drawdown and reset; 
• Support the demilitarization of all DEMIL 1·equil'ed property in Iraq; 
• Assist with the disposition for all Hazardous Material and Waste in Iraq; and 
• Pl'ovide on-site disposal support for the closUl'e/return of bases in Iraq. 

Property Surge. The withdrawal of pers01mel and equipment will result in a natural surge in 
property disposal receipts at the DLA Disposition Services operations in Il'aq. The arnount of 
property that will be processed by DLA Disposal Services is dependent upon the military 
services prnperty disposition determination. Our audit did not identify a valid and supported 

n Pcrso1mel Include emergenc}' essential d\'lUans Md milltary. 
1 The DLA Disposition Services fit!ld location h\ Kuwait ls locatl!d al Camp Arifja.n. 
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quantity of property that DLA Disposition Services plans to receives. The weaknesses related to 
disposition of propetty was identified by the Government Accountability Office Audit Report 10-
179, Operntion Iraqi Freedom, Prelimi11nry Ol1senmtio11s 011 DoD Pln1111i11gfor tlte Dmwdowu of U.S. Forces 
fro111 lmq1 released November 2009 and GAO repol't 10-376, Operation ll'aqi Freedom, Actions Needed to 
Fncilitnfe tl1e Efficie11t Dmwdow11 of U.S. forces mu/ Eq11ip111e11t from Imq dated April 2010. The GAO 
concluded in both reports that key decision about the disposition of some eq:uipment have yet to be 
made and that Depai·huent of Defense lacks precise visibility over its inventory of some equipment. 

8Thc DLA Dlsposlt!o11ServlcesOfficers in Charge, Iraq, stated he a!lcmds Drawdown Planning meetings and Is aware of troop withdrawal 
movement and timcllnes for DLA Disposition pL'Umlng purposes. 
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RESULTS, RECOMMENDATIONS AND CONCLUSIONS 

RESULTS AND RECOMMENDATIONS 

DLA Disposition Services identified and implemented a strategy to support its operational 
platming for the expected surge in property receipts during the RDR in Iraq. However, DLA 
Disposition Services did not have a formalized operational planning document that 
incorporated the surge strategy as well as actions necessary to execute the RDR key tasks stated 
in DLA EXORD 10-01. This occurred because of a guidance and training deficiency. A 
formalized operational plan provides clear guidance to the field and senior leadership on key 
tasks and mission execution. In addition, a well-documented and suppol'ted plan prepared by 
trained pla1mers would provide assUl'ance that significant functions related to the mission were 
identified, adequately resourced; and could be analyzed for application to future contingency 
operations. Detailed planning at all levels is important to ensure time line withdrawals are met 
safely, effectively, and efficiently. 

Strategy for Property Surge Receipts. DLA Disposition Services identified and implemented a 
strategy to respond to the expected surge in property 1·eceipts from the RDR in Iraq. The 
strategy was to leverage scrap contracts in place and award additional scrap contracts for 
anticipated increase in property tum-ins; and increasing staffing tlu·ough civilian volunteers 
and increasing the number of military personnel at the forward operating bases. According to 
J~9 persom\el, DLA Disposition Services began implementing the strategy pl'io1• to the issuance of DLA 
EXORD 10-01 in December 2009. J-9 pel'somtel took the following actions to prepare for the anticipated 
stll'ge in property turn~ins: 

• Monitored and maintained low yard utilization rates at Iraq field locations. As of 20 May 
2010, four locations reported scrap and hazardous waste yat'd usage rates ranging from 
3~25%, which will provide much needed storage space as the organization manages the 
surge in property 

• Purchased required demilital'ization, scrap handling, and material handling equipment 
for Iraq field locations. We reviewed the equipment requirements approved for purchase 
in May 2009 and compated it to the equipment status as of 5 May 2010. All items 
ol'iginally prngrammed have been delivered to the field locations or are planned 
for purchase in FY 2010. · 

• Utilized a contract clause to increase the number of contract perso1mel at the four field 
locations in Iraq. The task orders were signed in July 2009. We did not pursue additional 
audit work in this area since the task orders for the contract for the Iraq, Kuwait, and 
Afghanistan locations expired on 30 June 2010 and, the contract was terminated. 
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• Developed training materials and standard operating procedures for deployed 
persmmel. DLA Disposition Services personnel and military customers will use the 
training materials. 

• Awarded six additional Iraq scrap sales contracts it1 June and July 2009 to handle the 
surge in property receipts. 

• Requested DLA rnsposition Services volunteers to deploy on a surge team to supplement 
the eme1·gency essential civilians. 

• Increased the numbel' of military pers01U1el performing duties at Forward Operating 
Bases by 10 between Decembe1· 2009 and May 2010. 

With the expiration of the task order for the field operations contract in Kuwait and Iraq on 30 
June 2010 and the subsequent termination of the contract, DLA Disposition Services plans to 
h1crease the emergency essential civilians in Iraq by 10 and in Kuwait by 63 through June 
2010. Once the Excess Prnperty Management contract is operating in Kuwait9, those emel'gency 
essential employees in Kuwait will relocate to Iraq 01· redeploy. The organization plans to 
utilize the available yard space at the Iraq field locations to store property and will continue to 
process pl'operty and conduct scrap removals using current scrap sales conh·acts. Operating in 
this maimer is similar to how the Iraq locations operated prior to the recently terminated 
contract, which was awarded November 29, 2007. DLA Disposition Services stated the current 
strategy of increased civilians, military, and scrap sales contractors, along with the military 
services exercising supply chain discipline principles, would enable the organization to 
maintain its capacity for processing prnpe1'ty. 

Operational Planning Document and Support. DLA Disposition Services did not have a 
formalized operational planning document that incorporated the surge strategy as well as 
actions necessary to execute the RDR key tasks stated in DLA EXORD 10-01. Specifically, 
during the audit planning and fieldwork process we requested J-9 prnvide a planning 
document for DLA Disposition Services plan to handle the expected sUl'ge in property receipts 
as a result of the RDR in h'aq10. According to J-9 pel'sonneC the strategy and action plans to 
respond to the expected surge in property receipts and the RDR were discussed during various 
meetings such as the weekly Southwest Asia Area of Responsibility In".Process Reviews, 
Common Operational Picture-Warfighter, RDR meetings, and J-9 internal discussions. 
However, plans and decisions made during those meetings were not formalized into an 
operational plaiming document and tl}e support and methodology used to arrive at those 
decisions was not rnaintained. For example, we requested the specific methodology and 

9DLA Disposition Servlc<!s Acquisition Directorate 0·7) inlU<tlly awarded the Camp Arlqan, Kuwait Excess Properl)' Management conlr<1cl on 6 
August 2010. However, there were multiple protests on the contract award and subsequenll}'• J-7 lerminated the award. j-7 issued a new 
solicitation which closed 5 November 2010 mid anUdpates U1e contract for Kuwait will be awarded on 17 December 2010. The J-9 nnd J-7 lmve 
developed draft milestones forsol!dtation anll i\Ward of lhe Iraq Excess Properly Managemenl Contract.; however, we did not ludude those 
milestone dates in this reporl since llrn docuuum! Is in drart form. 
•~While sollcili11g comments to the discussion draft report, on Jul}' 28, 2010, J-9 provided two draft plaruung documents that were not 
referenced b)' J·9 staH during the audit. The documents provide support that DLA Disposition Services couducled planning efforts In calendar 
year 2007 to prepare for the RDR; however, lhe documents were never finalized or approved by the DLA Disposition Scivkes Dr rector. 

Audit of the DLA DlsposltlM Servkes Planning for the Respo115iblc DtMYdown and neset In Iraq (DA0-10-09) Page7 



analysis used to suppol't the nmnber of current and plam\ed civilian and military perso1rnel 
required to perform the mission in Iraq and determined th(;!t'e was no docurnented support. 
Discussion with HQ DLA Joint Logistics Operations Center determined that standard business 
practice would dictate the Field Activity would analyze the mission, tasks, and objectives and 
develop a detailed operational support plan as appropriate. Other than the key task assigned to 
DLA Disposition Services in DLA EXORD 10-01, we did not identify any specific guidance 
applicable to the DLA Disposition Sel'vices to develop an operational planning document. 

DLA Disposition Services did not have a formalized operatiomll plan because of a program 
guidance and training deficiency. There were no specific policies, procedures, or guidance 
established for developing a comprehensive planning document or fonnalizing the strategy and 
actions needed to execute the key tasks outlined in EXORD 10-01. Further, we determined that 
none of the tlu·ee identified DLA Disposition Services J-9 personnel pel'forming operational 
planning duties have received formal training to complete theh' duties as planners. Our 
discussion with the HQ DLA Joint Logistics Operations Center 0-311) determined there is no 
formal h·aining plan or Agency wide position standard for DLA Planners. The HQ DLA Joint 
Logistics Operations Center is in the process of developing a formal h'aining plan and position 
standards for the DLA community of planners and estimates this process will be complete by 30 
Septembel' 2010. 

A formalized operational plan provides clear guidance to the field and senior leadership on key 
tasks and mission execution. In addition, a well-documented and supported plan prepared by 
trained planners would provide assurance.that significant functions related to the mission were 
identified, adequately resourced, and could be analyzed fol' application to future contingency 
operations. Detailed planning at all levels is important to ensure time line withdrawals are met 
safely, effectively, rutd efficiently. 

Recommendation 1 (Director, DLA Disposition Services) 

Direct J-9 to establish and implement guidance that requires development of a comprehensive, 
timely and supported contingency operations plan encompassing all efforts related to DLA 
Disposal Services business processes and tasks. 

Recommendation 2 (Director, DLA Disposition Services) 

Direct J-9, in coordination with the training plans and position standai·ds developed by the HQ 
DLA Joint Logistics Operations Centet (J-311), ensure DLA Disposition Services planners 
receive necessary job h·aining. 
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Management Comments 

In response to the management comments to the draft report, we added footnote 3 to clarify we 
did not evaluate DLA Disposition Services strategy to execute the key tasks stated in DLA 
EXORD 10-01. Further, we updated the l'eport to reflect the status of the Camp Arifjan, Kuwait 
contract. Management comments are responsive and no additional cornments are required. 
Please see the recommendation table at Appendix A and management c01mnents at Appendix C 
for details . . 

CONCLUSION 

DLA Disposition Services identified and implemented a strategy to support its operntional 
planning for the expected surge in property receipts during the RDR in Iraq. Howeve1·, DLA 
Disposition Services did not have a formalized operational planning document that 
incorporated the surge strategy as well as actions necessary to execute the RDR key tasks stated 
in DLA EXORD 10-01. A detailed, comprehensive and formalized operational plan provides 
clear guidance to the field and senior leadel'ship on key tasks and mission execution, In 
addition, a well-documented and supported plan prepared by trained planners would provide 
assmance that significant functions related to the mission were identified, adequately 
resourced, and could be analyzed for application to future contingency operations. Detailed 
planning at all levels is important to ensure time line withdmwals are met safely, effectively, 
and efficiently. 
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APPENDIX A 

SUMMARY OF RECOMMENDATIONS 

Recommendation Addressee Status of Estimated 
Corrective Completion 
Action Date 

1 Establish and implement guidance that Director, DLA On-going January 2011 
requires development of Disposition 
a comprehensive, timely and 
suppol'ted contingency operations plan 
encompassing all efforts related to 
DLA Disposal Setvices business 
processes and tasks. 

2 In coordination with the h·aining plans Director, DLA On-going April 2011 
and position standards developed by Disposition 
the HQ DLA Joint Logistics Operations Services 
Center 0-311), ensure DLA Disposition 
Services plarul.ers receive necessary job 
training 
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EX ORD 
GAO 
RDR 

ABBREVIATIONS USED IN THIS REPORT 

Execute Order 
Government Accountability Office 
Responsible Drawdown and Reset 
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1!lf.fl•l'( 
m.r£.1110 D 

MANAGEMENT COMMENTS 

rn;FF.NS•: rU'IJTILIZ.\TION l\NO MAflKl;TING sEnv1cc: 
7~ 1'/l\!lHINGlON AV£1WE NOflTI! 

aAn Lt; Cfll:f.K. MICIHGl\N •l!I03"/•30D2 

:iUBJE(T: Dl.A J\L'L'(lUlltabilily 01)1.;o Oran !{q\Orl 

MOV ?. 2 WIO 

DLA Dis110$Hlt•n S•n•kcs con~urs wilh lb~ lludlng lhat lh•'N \\•ns llil fon11ol 11lan 
dc\'dOJl<'<l in sup1>01t ofln1qi Di~1111slllt111 Scrvk.-; m1J R•'\'ommc1till\li11n I. th;tl DI.A 
Dis1111si1it1n Scivic<'> Jcwhip nn OJ1cr.1li11us Plan. 

To m!Jr<!J$ lhis r.:co111m,·11Jn1ion, DLA Dls111•sition Scf\fo:~ has Jowfop,-.1 a 
rnm111d1~uslw mis>l11n analysis using lho Mililary Dcdsi11n Mnkiny l'rn"'"'s (Ml>llll') thr 
M1ppmt C1fOpcmli1111 New Dawn anJ 1hll r.-.1uc1hm uf U.S. ll11ws. 111is mrnl)"Sis r.:sulkt.I in 
the crcaliM ,,r four 1•iah!c course' ,1f nc1i1111. DLA Disp<1sltiu11 Sl'll'kc; is owalli1111 1h,1 
ou1c,1mc of o us1:.1 pla11nin11 clli11t currcnll)' 11111lcnvn)' t\l sclwl 11 course ,,f neli1111 (C'O,\) 
and dllwlllp an opmllfons pion (OrL1\N) tt1 suppur1 tltu llSF·l m1ulrl)lllcllls idc111ilkJ in th~ 
resullnnl llSF·I OPLAN 11.01. Uivcn tltc currcnl USf;.j $clu:duk, lh11 intcnl J~ "'haw lh\! 
l>l.1\ Phrn~ition S~rvk~~ Ol'l.AN co11111lc1cd In !An 2011. 1\ll futuro.J pla11ni11g o.!fforls will 
follow lhu MDl.11' 1in1n'$5. 

DLA Plsrmil11111 Services .,.,1ncur:1 wilh R,~ommcmla1i,1n 2 lhnt Dl.i\ Disposili11n 
lkrvic~-s opcrnlinual plruiner~ rcceiw Joh 1n1inl11g. Hcadquarlers Ol.A J.J 11 r.wully cre:11,-.I 
;\ r<'l.'<>mmenJ,'\l lrtlinlus 1m1gn1m for <'11ntiniienc)' planners; DI.A Plspositi1111 Scrvk•'$ is 
ere,11l11g a trnlnlng 1m1grarn b ... ~e1f 11n tho new b'llltlnni:o. CtNHni: th!~ I r~lning pn1gr.1111 is ~n 
11ngoing pn1ecss uml fomial 1ri1inl11g b Llqwndenl 011 courso schcJuk;, Ono indivi1lual is 
curr~nll)• $dw1fuf,,l to altcnJ tho foiul Enahling C:apallililks l1 13Jmcr~ Cnun<c (JECPC) ill 
1\pri12011. 

We lltlhl I hat white lhc l\'11\1rl i11Jk,1t~s lJ/.1\ Dls11osi1ion Sl.'rl'kcs faikd to dcl'dop ;1 
foin1nli:t.cJ upcral iu1111l 11lm111h111 ll1wuml.'11! thal iUl.'tllJllll\11•..J nl.'ti1111s lll~cssury lo 1.'Xl'<)ll!C the 
fC$jlOnsihlu tlrn1nh111·11kuy1tisl:s Jdi111.'atcJ iu 01.A llxccull\'\l Onkr IO·lll, lh~ rl.'J•nrt tlo<'S 
1101 uJJrl.':1..~ the slrulcgfe~ a11J nl.'lions OLA DispMililin Service' Llitl iniplc111c11t in support uf 
lhl.'>11 key htsks. The report is silent rl.'gunllng lh11 rc\•fo11•, annl)•sls, nml ovnlu;1lio11 p,•1fo1mcd 
duri11g ll11: aut.111 uml !locs 1m1 u.~scss \\hlllhl.'rllr nul DLA Dl$poshi1lll Sc1vk11~ lmpknM\l\!tl 
$lrutci:i~s suppMi11c kcytl\.~ks hlcnlltl<'l in lhc rcrorl. 'Chis leal'c~ the imprcssim1 lh31 DI.A 
lli~1~1siti1111 Sl.'J\'kcs m1t 1111ly faik1I 111 dcwh•p u lhnnal plan, hut al$t> foiktl to identify •II 
nl.'ct>mpll>h any of the kc)' t(lsl:s idc111ilkd in lltu report such ns rc111ilizath111, supply rcsel, 
Llcmilil~1faa1ion, lml1111fous wnM 1li1f1o~nl, onJ on·sil~ ilb110~ilion $\IJllll•rl li1r thiwmd 
111~rotin11 has~ (l'OB) d\1SUN$. Thii ck.1rly is 11t111h11 C;t~ll. 111cc11thN, DLA Uisp11siti1111 
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Smviccs rccommentls lhe report be rc-drnt\c<l to nddrcss lhis omission hy s1111ing the foci th11t 
thl.l slrntcgics DLA Disposition Services implemented were \'Cr}' succcssfol iu suppurting 
opcrntionol 11lm111ing for !he cxpccll'd surge of property rcccipls during the rcs11onsiblo 
drowdown in Iraq. 

(b)(6) 

\ILA C. GONZALES, ES 
Dircclor 
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