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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

JUN 4 208

Reference: DF-2013-00080

This is in response to your 24 February 2013 email addressed to the Office of the Director of
National Intelligence (ODNI), wherein you requested, under the Freedom of Information Act (FOIA),
“Office of the Director of National Intelligence (ODNI) Semi-Annual reports from 2010 to the
present.”

Your request was processed in accordance with the FOIA, 5 U.S.C § 552, as amended. The
ODNI found three documents responsive to your request. Upon review, it is determined that the
documents may be released in segregable form with deletions made pursuant to FOIA exemptions (b)(1),

(b)(3), and (b)(5).

Exemption (b)(1) protects information which is currently and properly classified in accordance
with Executive Order 13526. Exemption (b)(3) protects information that is specifically covered by
statute. In this case, the applicable statute is the Central Intelligence Agency Act of 1949, 50 U.S.C. §
403g, as amended, which protects, among other things, the names of CIA and ODNI personnel and the
National Security Act of 1947 as amended, which protects information pertaining to intelligence sources
and methods. Exemption (b)(5) protects privileged interagency or Intra-Agency information.

The documents, as approved for release, are enclosed. Should you wish to appeal this
determination, please do so in writing within 45 days of the date of this letter to:

Office of the Director of National Intelligence
Information Management Office
Washington, DC 20511
If you have any questions, please call the Requester Service Center at (703) 874-8500.
Sinceyely,
y/ N
%\/ Jennifer Hudson
Chief, Information and Data Management Group

Enclosures
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(U) A Message From the Inspector General

(U) The Office of the Director of National Intelligence (ODNI) Office of the Inspector
General (OIG) made significant contributions to the missions of the ODNI and the Intelligence
Community (IC) during the 1 January 2010 through 30 June 2010 reporting period. We:
conducted complex audits, inspections, investigations, and reviews aimed at improving the
efficiency and effectiveness of ODNI and IC programs. In addition, we led several initiatives
that promoted integration and collaboration across the IC Inspector General (IG) Community in
furtherance of the objectives of the Intelligence Reform and Terrorism Prevention Act of 2004,
the National Intelligence Strategy, and ODNI critical missions. - . o

(bHEOUO) In response to the attempted Christmas Day bombing of Northwest Flight
253, we coordinated efforts by IC IGs to update the status of the terrorist watchlisting
recommendations they had made in previous OIG reports. These IC IG reports focused on
recommendations for improving standards and policies for nominating individuals to the
consolidated terrorist watchlist. As of January 2010, 70 percent of these IG recommendations
were implemented by IC agencies.. During the latter part of this reporting period, IC 1G agencies '
implemented new policies and initiatives governing terrorist watchlisting to address the issues
presented by the Flight 253 incident. o

(UI}QUO) During this reporting period, we completed two significant audits, which are
described in detail in the Completed Projects section of this report. The first audit, Audit of the
Internal Controls over Office of Director of National Intelligence Fund Balance with Treasury
(FBWT), addressed internal controls necessary to facilitate timely reconciliations of the ODNI's
FBWT accounts on a regular and recurring basis. The second audit, Increasing the Value of the
Intelligence Community’s Federal Information Security Management Act (FISMA) Reports, -
identified ways to enhance the thoroughness, reliability, and comparability of IC agencies’
FISMA reporting.

(U) From a community perspective, we continued to enhance collaboration in the IC IG
community through the 16 Annual IC Inspectors General Conference and the Second Annual
IC IG Awards Ceremony. The Annual Conference was held at the National Reconnaissance
Office (NRO) and was attended by over 280 IC OIG professionals. Conference panels and
discussions addressed IC management challenges, congressional oversight perspectives,
cybersecurity issues, practical tools for OIG projects, and procurement irregularities.

SE FORN
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The 22 June 2010 IC IG Awards Ceremony, bo:ted by Vice Admiral Roben B. Murrett.
Director, National Geospatial-Intelligence Agency (NGA), honored the accomplishments of IC

- OIG projects and professionals, mcludmg lifetime achievement awards for two IG professxonals,
each with over 30 years of OIG expenencc

(U) We also continued to support the DNI and senior ODNI officials in enhancing the
mission of the ODNL. ODNI management worked diligently to implement pending OIG
recommendations such that 96 percent of OIG recommendations made in reports issued since
2007 are now either closed or resolved. Included among the recommendations implemented in
this reporting period are recommendations from our inspection of IC Acquisition Oversight, our
review of the IC Civilian Joint Duty Program, and our audit of mtemal controls over the ODNI’s
Fund Balance with Treasury.

{(U) In June 2010, I appointed Edward Haugland as Assistant Inspector General for the
Inspections Division. Ed comes to the OIG with over 25 years experience in the IC, including
service in the ODNI, Central Intelligence Agency, NGA, Department of Energy Office of
Intelligence, and in the private sector. We are delighted to have Ed join our management team.

(U) We appreciate the continued support for our mission from ODNI management and
Congress. As the ODNI welcomes new leadership, the OIG will continue to assist the ODNI1 in.
accelerating integration, promoting efficiency and effectiveness, and reducing fraud, waste, and
-abuse. I continue to be impressed and inspired by the talent and dedication of OIG personnel
across the IC. Wcaxecomnnnedtopuformmgwworkmththehxghestsmdardsof

professionalism, objwuv:ty, independence, and mtcgnty

R

Inspector
August 2010
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L. (U) Overview

(U) The mission of the Office of the Inspector General (OIG) is to improve Intelligence
Community (1C) performance by: 1) conducting oversight of the Office of the Director of
National Intelligence (ODNI) and IC programs and operations that fall within the authorities and
responsibilities of the Director of National Intelligence (DNI); 2) exercising a unique cross- :
agency focus; and 3) drawing upon the collaborative efforts of IC Irispector General (1G)
partners. The OIG conducts audits, investigations, inspections, and reviews of ODNI and IC
performance to detect and deter waste, fraud, and abuse and to promote efficiency, effectiveness,
and accountability. The OIG’s completed and ongoing projects are described in sections 111 and
IV, respectively, of this report.

(U) The OIG makes recommendations to the DNI for improving the performance of
ODNI and IC programs and activities. Section V1 of this report includes an update as of

30 June 2010 on the status of ODNI management’s implementation of recommendations made in
OIG reports completed since 2007. ,

(U) OIG Organization

(U) An organization chart delineating the OIG’s front office and division structure is

below.
(V) Figure 1. OIG Organization Chart 2010
lrepentor General
b TR
Dty Divspocton
Geriieral
Audit Inspections Investigstions Management 'Oversight & Policy
" _Division Division Divislion Reviews Division

1
ODNI Office of the Inspector General
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(U) The OIG is comprised of the following divisions:

(U) Figure 2. OIG Divisions 2010

Office of the Inspector General Divisions

Audit Division

Executes program, compliance, and financial audits and evaluations of ODNI and IC
programs, information technology, procurement, acquisitions, internal contiols, financial
statements, and financial management,

Inspections Division

Conducts inspections, reviews, and evaluations to improve 1C-wide performance; examines
information access, collaboration, intelligence collection, analysis, and compliance with laws
and regulations.

Investigations Division

Investigates aliegations of violations of criminal laws and administrative regulations arising
from the conduct of ODNI and IC employees and contractors,

Management Reviews Division

Conducts management and programmatic reviews of the ODNI, Its centers, and the IC;
evaluates management and processes to assist the IC in developing and implementing
processes snd procedures to improve both effectiveness and efficiency.

Oversight and Policy Division

Performs reviews of programs and activities to assess whether oversight and compliance are
effective, monitors and analyzes trends and patterns concerning intelligence oversight
activities across the I1C, and prepares reports on intelligence oversight issues in coardination
with the ODNI Office of General Counsel (OGC) for the President’s Intelligence Advisory
Board’s Intelligence Oversight Board (10B).

(U) OIG Personnel and Resources

(U/}GUO) To accomplish our IC-wide oversight roles and responsibilities, the OIG has
developed a diverse, highly-experienced workforce from a variety of professional backgrounds
and IC clements. Our staff includes professionals with experience as auditors, investigators,

attomeys, and inspectors within other OIGs across the IC. Assa complement to these

professionals, our staff also includes professionals with extensive IC experience working i in
military and civilian intelligence organizations as collectors, analysts, and project managers.

.

2
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I1. (U) IC Inspectors General Activities

(U) To achieve its oversight objectives, the ODNI OIG facilitates collaboration,
information sharing, and strategic planning among the IC Inspectors General. This section
. highlights some of the ways the OIG fulfilled this mission during this reporting period.

(U) IC Inspectors General Fomm

(U) The ODNI IG chairs the IC Inspectors General (IC IG) Forum, which meets quarterly
to consult on topics of common interest, to facilitate the development of cross-agency projects,
and to promote the role of IC IGs across the IC. The ODNI OIG serves as the Executive
Secretariat for the IC IG Forum, performing such functions as hosting meetings, developing
agendas, distributing pertinent documents, and maintaining meeting minutes.

(U) During this reporting period, the IC IG Forum promoted collaborationand =~ -
coordination among the IC 1Gs by exchanging ideas and work plans, sharing best practices, and
identifying collaborative projects affecting two or more IC OIGs. To this end, IC I1Gs continued
to review acquisition oversight across the 1C and planned to conduct in FY 2011 a concurrent
inspection of IC continuity of operations (COOP) and intelligence readiness during national
emergencies (discussed in detail in section 1V). These reports will strengthen the collective role
and effectiveness of OIGs throughout the IC. In addition to these collaborative efforts, the IC IG
Forum sponsored the Second Annual IC IG Awards Ceremony (discussed in detail below).

(U) As part of the IC IG Forum activities, the Deputy Inspector Generals’ Working
Group and Assistant Inspectors General (AIG) Working Groups for Audit, Inspections, and
Investigations each met to exchange ideas on a wide variety of topics. The Deputy Inspector
Generals’ Working Group also served as the IC IG Awards Review Board to select award
recipients and make recommended revisions to the IC IG Awards Program. In addition, the
Deruty Inspector Generals® Working Group developed a draft agenda and speakers for the IC IG
16" Annual Conference held in May 2010.

(U) The AIGs for Investigations Working Group collaborated on proposed legislation
affecting investigations and exchanged best practices regarding proactive efforts to detect waste,
fraud, and mismanagement. It also shared the names of working targets to ensure all agencies
are aware of any fraudulent schemes or efforts. The Working Group established a new Peer
Review process, modeled after the current Council of Inspectors General on Integrity and
Efficiency (CIGIE) peer review process. In June, a team designated by the Working Group
implemented this new process when it conducted a Peer Review of IC OIGs’ Offices of
Investigations. The Group also encouraged and participated in the 1C IG Joint Duty Rotational
Assignment ngmm, collaborated on several joint investigations, and facilitated joint training
within the IC.

3
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/ O) The Joint Audit Working Group (JAWG) sponsored presentations on fraud
auditing and the use of forensics in auditing; coordinated current and future work plans; and met
with and discussed audit support to key IC leaders, including officials from the Business
Transformation Office, the Assistant Director of National Intelligence/Chief Financial Officer
(ADNL/CFO), and the IC Chief Information Officer (IC CIO). The JAWG also established a
subgroup comprised of members from 10 agencies to focus on how the 0IG community can
share resources, perform audits, and best assist their agencies in accomplishing cybersecurity-
related mandates.

(U//F The OIG Audit Division serves as the IG representative co-chair on the
CFO/IG Council. The Council is comprised of the Central Intelligence Agency (CIA), Defense
Intelligence Agency (DIA), National Geospatial-Intelligence Agency (NGA), National
Reconnaigsance Office (NRO), National Security Agency (NSA), and ODNI CFO and IG
representatives. The Council is responsible for: 1) monitoring the IC implementation of the
Financial Statement Auditability Plan; 2) providing assistance to the components on the
resolution of IC-wide challenges; and 3) developing and executing an IC audit validation
~ strategy. As the co-chair of the CFO/IG Council, the OIG led the quarterly council meeting that
resulted in an IC IG position on OIGs’ responsibilitics for financial statement vahdatlon and
audit work.

('U/7FQ:U0) The Audit Division also assumed the responsibility formerly performed by
the ICCIO to inate, provide guidance, and consolidate the annual Federal Information

Security Management Act (FISMA) reports for 10 IC agencies or departmental components.
(U) Second Annual IC Inspectors General Awards Ceremony

(U) On 22 June 2010, Vice Admiral Robert B. Murrett, United States Navy, Director of
NGA, hosted the Second Annual IC Inspectors General Awards Ceremony. The ceremony
recognized personnel from OIGs throughout the IC who made extraordinary contributions in
2009 to the mission and objectives of the OIGs and the National Intelligence Strategy. Honorees
were presented awards in the following categories:

Leadership Award

Lifetime Achievement Award
Collaboration Award

Audit Award

Inspections Award
Investigations Award

- (U) Vice Admiral Robert B. Murrett was the keynote speaker for the awards ceremony.
Adrmml Murrett expressed his thanks to the IG community for assisting all IC personnel in
maintaining the highest standards of management, resource allocation, and accountability.
Admiral Murrett highlighted the IC IG community leadership and collaboration, which enables

4

ODNI Office of the Inspector General

SECRET OFORN



SECRET/ JNOFORN

Semianmial Report 1 January 2010 — 30 June 2010

cross-agency projects and fulfiliment of IC-wide objectives. He stressed how vital OIG work is
to maintaining the public trust, increasing accountability, and improving mission performance.

(U) Lifetime Achievement Awards were presented to LeRoy E. Elfmann, who was
recognized for more than 36 years of service to the DIA OIG, and Brian R. McAndrew, who
provided over 35 years of service to the NSA OIG. The Leadership Award was presented to
Robert A. Vignola for his outstanding service and leadership as a Deputy Inspector General and
manager in the NRO OIG.

(U) ODNI Inspector General Roslyn A. Mazer and other IC IGs presented the
Collaboration Award to individuals in four OIGs — CIA, NSA, Department of Defense (DoD),
and ODNI — who worked jointly to complete a comprehensive review of the President’s
Surveillance Program, as required by Title LIl of the Foreign Intelligence Surveillance Act
(FISA) Amendments Act of 2008. The IC IGs also presented Audit Awards to the Financial
Management Audit Team at the NRO and to the CIA Audit Team for its work on a Covert
Action Program. The Inspections Award was presented to the NGA OIG’s Office of Global
Navigation Inspection Team. The Investigations Award was presented to an NSA investigation
team in recognition of its work on a case involving alleged improprieties at the NSA/Central
Security Service Georgia.

(U) The IC IG awards program is part of the National Intelligence Professional Awards
Program that the ODNI established in 2007.

(U) 16" Annual IC Inspectors General Conference

(U) The ODNI OIG hosted the 16® Annual IC Inspectors General Conference on 18 May
2010 at the Jimmie D. Hill Conference Center at the NRO. Over 280 OIG pusonnel from across
‘the IC 1G Community attended the conference.

(U) The conference theme was Intelligence Refonn Five Years Later. The objectives of
the conference were to discuss how the IC IG community views the IC’s progress in meeting the
objectives established in the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA).
The conference afforded participants an opportunity to hear perspectives from distinguished 1C
leaders, other OIG experts, and congressional intelligence oversight committee staff.

/(b)(1)
! (b)3)

LIS
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(U) Intelligence Oversight Actlvities

(U) This report marks the second year that Executive Order 13462 has governed OIG
intelligence oversight activities. The Executive Order elevated accountability for intelligence
oversight reporting to the heads of departments and agencies and incorporated a more timely
method for reporting significant and highly sensitive intelligence oversight matters from IC
components to the President’s Intelligence Oversight Board (IOB). Under the Executive Order,
the DNI has responsibility to analyze IC component intelligence oversight reporting submitted to
the IOB. This responsibility is carried out jointly by the ODNI OIG and the ODNI Office of the
General Counsel (OGC). The Executive Order also requires the DNI to review IC agencies’
internal guidelines governing reporting to the IOB to assess their consistency with section 1.6(c)
of Executive Order 12333, as amended. This review has also been jointly initiated by the ODNI
OIG and ODNI OGC.

(U) The OIG also participates as a member of the joint ODNI and Department of Justice
oversight team that conducts periodic reviews to assess 1C compliance with procedures and
guidelines issued pursuant to Section 702 of the Foreign Intelligence Surveillance Act (FISA),
50 U.S.C. §1801 et seq., as amended by the FISA Amendments Act of 2008, 50 U.S.C. §1881a.
The results of these compliance reviews are summarized by the DNI and the Attorney General in
joint semiannual reports submitted to the SSCI, HPSCI, Senate Judiciary Committee, House
Judiciary Committee, and the Foreign Intelligence Surveillance Court.

II1. (U) Completed Projects

(U) Inspections
(U) Status Update on the Implementation of IC OIGs’ Watchlisting Recommendstions'

(UMO) In response to the attempted bombing of Northwest Airlines Flight 253 on
25 December 2009, the OIG surveyed the IC OIGs that participated in the 2008 IC-Wide
Review of the Terrorist Watchlist Nomination Process to assess the implementation status of the
recommendations from that review. The 2008 review, which was led by the ODNI OIG and
involved the CIA, Department of Homeland Security, DIA, Department of Justice, Department
of Energy, Department of State, and NSA OIGs, focused on whether: '

1. Processes and standards for nominating individuals to the consolidated watchlist were
consistent, articulated in policy or other'guidance, and understood by nominators;

6
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2. Quality control processes were in place to ensure that nominations were accurate,
understandable, updated with new information, and included all individuals who
should be placed on the watchlist based on information available to the agencies;

3. Responsibility for terrorist watchlist nomination was clear, effective, and understood;

4. Nominators received adequate training, guidance, or information on the nominations
process;

5. Agencies maintained records of their nominations, including the source of the
nomination and what information was provided with the nomination; and

6. Collection organizations appropriately participated in the nomination process.

(E)‘ROUO) The ODNI OIG reviewed the implementation status of the recommendations
made in this report, as well as all other watchlisting-related recommendations made by these 1Gs
previous to this report. As of January 2010, agencies had closed approximately 70% of all OIG
watchlisting recommendations. The Federal Bureau of Investigation (FBI) closed approximately
half of its open recommendations, and the remaining IC agencies implemented approximately
85% of their respective recommendations.

(U) The table below (Figure 3) lists the status of IC OIG recommendations as of January
2010. As a result of the joint IC IG reviews of the terrorist watchlisting nomination process,
more agenoies now are directly participating in the nomination process.

(U//FOUQ) Figure 3: Status of IC OIG Watchlisting Recommendations (2007-2009)

Watchlisting Recommendations from the IC OIGs-
(2007-2009)

NS

Clceed Ope _«aw«.-ﬁ.f R %
3 3 0 0 N/A
2 2 [+ ] 1 0
[ ] 13 0 (] N/A
2 2 [+ 0 N/A
8 L] 3 3 a
] 8 ] (] N/A
4 2 2 1 ]
® a 1 [+ NA
3 3 ] ] N/A
&2 38 14 [ ] 2

This Table is U/FQUO
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(U) Audits |
(U) Audit of Internal Controls over The ODNI’s Fund Balance with Treasury (FBWT)

UO) The ODNI OIG initiated an audit of internal controls over the ODNI's
FBWT in Apnil 2009. The audit objective was to evaluate the adequacy and effectiveness of
internal controls as they relate to the ODNI's FBWT. Specifically, the audit’s purpose was to
ensure that policies and procedures are in place to perform reconciliations of the FBWT account
on a periodic and recurring basis.

5

: {The FBWT account plays a critical role
in an agency's financial statement auditability. . :

NF) We found that since the ODNI’s inception in April 2005, it had not complied
with statutory requirements under the Federal Managers® Financial Integrity Act (FMFIA) to

- perform annual assessments and reported on its systems of internal accountingand .
" administrative controls. In addition,]”

|
:

| ODNI’s FBWT account. These included recommendations].

,,,,,, - r—
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(U) Increasing the Value of the IC Federal Information Security Management (FISMA)
Act Reports

i/ ) The ODNI OIG initiated this evaluation to examine issues identified during
the OIG’s FY 2009 FISMA evaluation of the ODNI. During the FY 2009 FISMA review, we
noted FISMA -related issues that were beyond the scope of the OIG's FISMA evaluation and
therefore not appropriate for inclusion in the FY 2009 FISMA report. These issues included the
following: 1) the consequences of delayed receipt of the Office of Management and Budget’s
(OMB) annual FISMA reporting requirements, 2) the inability of IC agencies to use OMB’s new
unclassified database for annua! FISMA reporting, and 3) the lack of a standard definition of an
“information system.” This evaluation examined those broader issues.

(O/FOUQ) The review identified the following issues that affect the ability of the ODNI
and other IC elements to provide timely, comprehensive, and meaningful FISMA reports:

1. (U) The timing of OMB’s annual FISMA reporting instructions to IC agencies limits the
agencies’ ability to provide thorough and meaningful reports and consequently limits
FISMA's value as a tool to ensure the effectiveness of security controls over IC
information.

2. (U)IC agencies are unable to enter classified data into OMB’s new unclassified FISMA
database for annual reporting purposes, thus requiring the IC CIO to establish another
method for agencies to use to report 1C FISMA data for FY 2010 and future years.

3. (U 0) The IC lacks a clear definition for an “information system,” which creates
inconsistetities in FISMA reporting among IC agencies and in turn diminishes the
thoroughness, reliability, comparability, and value of these reports.

M Our report contained four recommendations to the IC CIO that, when fully
implemented, will increase the value of the IC agencies’ annual FISMA reports submitted to
OMB and Congress and will improve accountability over information system security. The
IC CIO concurred with all four recommendations and has taken steps during the course of the
audit to address the findings. For example, the IC Information Assurance (ICIA) office within
the IC CIO has been examining alternatives in light of OMB’s changes in FISMA reporting
policies and methodologies. Additionally, the ICIA office established the FISMA and Metrics
working group to address FY 2010 reporting challenges, develop community recommendations
for the IC CIO on FY 2010 FISMA annual reporting process, and address other FISMA-related
challenges. The ICIA office stated that once OMB’s FY 2010 FISMA instructions are finalized,
they will advise OMB of the IC C1O’s decision pertaining to instructions that will be used by the
IC for the FY 2010 FISMA review. ' :

u On 10 March 2010, the ODNI IG sent a letter to OMB on behalf of and with
the support of the IC OIGs and the IC CIO to identify issues that diminish the ability of the
IC OIGs to perform meaningful FISMA reviews. The letter outlined the two major challenges

9
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for IC agencies in performing and reporting on their annual FISMA reviews: 1) increasingly
compressed timeframes for completion of FISMA reviews due to OMB delays in issuing FISMA
instructions, and 2) the unclassified nature of OMB's new database for annual FISMA reporting
requirements that precludes its use by the IC agencies. Although OMB has not yet responded to
the letter formally, at the request of the ODNI OIG, OMB officials agreed to permit IC OIGs to
initiate their FISMA reviews using draft FY 2010 metrics.

(U) Investigations

m During this reporting period, the OIG conducted 21 investigations on a
variety of allegations including misuse of position, improper use of government resources,
contract irregularities, time and attendance abuse, voucher fraud, and inappropriate conduct.

(U) Alieged Time and Attendance Fraud by Former Coatractors to ODNI

(U) The OIG investigated allegations that employees of 8 government contractor billed
the government more than $100,000 for work they did not perform. The OIG completed an
investigation and analysis of estimated loss to the government, and the government contractor
has made full restitution to the government.

(U) Use of Subpoena Anthority

Mmmmgmmcomdmmmunmwmw
under section 7(a)(4) of ODNI Instruction 2005-10.

IV. (U) Ongoing Projects and Activities

(U) Inspections and Reviews

(U) Evaluation of the President’s Daily Briefing (PDB): Sources, Resources, Processes, and
Outcomes : .

iy The DNI relies on the PDB to provide the President and his senior advisors
with a baseline of intefligence to inform their perspective on world events, potential threats, and
the capabilities and intentions of our adversaries. The OIG is evaluating the sources, resources,
and processes used to develop the PDB and is assessing the incentives and disincentives for
agency participation in producing the PDB. To date, the OIG bas interviewed 17 PDB principals
to cvaluate the overall utility and effectiveness of PDB products and services.

10
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(U) Review of the Status of Integration of the IC’s Departmental and Service Elements

(U) Recent OIG reviews indicate that many senior representatives from the IC’s
Departmental and Service elements believe their elements’ missions and capabilities are not
known, not understood, or not fully leveraged by the ODNI and other IC elements. The OIG is
conducting a review to identify the unique roles, capabilities, expertise, and functions of the
Departmental and Service elements; identify any barriers to their integration; and determine how
these elements can be more effectively leveraged and integrated in the IC.

(U) Evaluation of the Administration and Management of ODNI Core Contractors
Supporting Critical Missions

(U) As a result of interest expressed by the DNI and Congress, the ODNI OIG is
conducting an evaluation of ODNI administration and management of core contractors
supporting critical missions. The objectives of the evaluation are to assess the risks associated
with the administration and management of core contracts; review ODNI initiatives to improve
the administration and management of contracts; consolidate and synthesize similar agency-level
" evaluations of contractor resource strategies; and identify systemic or- recumng problems, trends,
and best practices, including risk mitigation measures. _

(U) IC-Wide Acquisition Oversight: Strategies, Policies, and Processes

(U) In May 2009, the ODNI OIG inspected the ODNI acquisition oversight strategies,
policies, and processes. The report contained recommendations to provide for more effective
stewardship of major investments through total acquisition lifecycle management. The DNI
endorsed the report recommendations, and the ODNI is making significant progress towards
implementation.

(U) To leverage the findings of this report, the OIG requested through the IC IG Forum
that other IC OIGs conduct similar organizational reviews. The OIG is coordinating with the
OIGs of the NGA, NRO, DIA, and NSA to review their respective agencies’ acquisition
practices. The OIG will analyze and, if appropriate, integrate the collective findings and
recommendations requiring DNI action into a summary report for the DNI.

(U) Audits
(U) FY 2010 Federal Information Security Management Act (FISMA) Evaluation

(U) FISMA requires agencies to conduct an annual independent evaluation of
information security programs and practices. The evaluation includes testing the effectiveness of
information security policies, procedures, and practices of a subsct of agency systems. The OIG
is performing the FY 2010 FISMA evaluation of the ODNI’s information security programs and
practices.
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(U) FISMA Capstone Report

(U) FISMA requires OIGs to perform independent cvaluations of the information security
programs and practices of federal agencies in order to provide an independent assessment from
the agency ClOs’ assessments. Through FY 2009, the IC CIO assumed the responsibility for
consolidating the IC agencies’ FISMA reports — including OIG reports - largely because the
ODNI OIG was not sufficiently staffed to assume the responsibility. Effective FY 2010, the
ODNI OIG is assuming responsibility for IC OIG reports and will prepare a capstone report that
will be submitted to OMB and congressional oversight committees.

(U) Audit of the DNI’s Monitoring and Coordlnaﬂol of the Comprehendve National
Cybersecurity Initiative (CNCI)

(I%QO) The President has identified cybersecurity as a top priority for U.S. national
security. National Security Presidential Directive 54/Homeland Security Presidential Directive
23 (NSPD 54/HPSD 23), jointly known as the CNC], instructs the DNI, as the head of the IC and
consistent with Section 1018 of IRTPA, to implement the policies and initiatives of the CNCI
within and throughout the IC. Through the DNI’s statutory budget, tasking, and intelligence
information sharing authorities, the DNI is charged with ensuring the appropriate resource
allocation and integration of all cybersecurity efforts and initiatives.

The OIG js evaluating the effectiveness of the ODNI’s implementation off |

| The OIG is assessing whether the ODNI (b)(1)

 has established the policies and procedures, roles and responsibilities, and governance structures (b)(3)
necessary to effectively monitor and coordinate CNCI implementation. The OIG also is
examining whether there are gaps or additional measures that should be addressed from a CNC1

or ODNI perspective.
(U) Investigations

u ) The OIG continues to receive allegations of wrongdoing from within the
ODNI and the IC, including alleged procurement fraud, contract fraud, ethics violations, labor
mischarging, and time and attendance fraud.

(FIIFOUQ) In the course of its investigations, the OIG may identify systemic weaknesses
in ODNI processcs and procedures. In such cases, the OIG makes immediate referrals to ODNI
management so that management can take action to address the identified issues. During this
reporting period, the OIG made recommendations for improvement of the contract management
practices of an ODNI component and has worked with the component, as appmpnatc to ensure
implementation of the recommendations.
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(OMFQUO) Select cases representing the breadth of ongoing investigations are
highlighted below.

(U) Alleged Contracting and Administrative Misconduet by an ODNI Official

(U) The OIG is investigating allegations that the director of an ODNI component
committed administrative misconduct and numerous contracting violations. This matter has been
briefed to the Director of the Intelligence Staff and senior ODNI management and has resulted in
significant action to address the OIG"s preliminary findings.

(U) Alleged Unauthorized Possession of a Firearm at Work

) The OIG is investigating allegations that ODNI employees erroneously were issued
credentials to carry a firearm as part of their employment. The ODNI has recovered all of these
credentials, and the OIG is investigating why these credentials were issued. -

(U) Alleged Voucher Fraud by a Senior IC Official

(U) The OIG is investigating allegations that a senior IC official committed voucher
fraud by submitting several travel vouchers containing questionable reimbursement expenses.

(U) OIG On-Line Compliaiat Intake System

(U/)FQUO) The ODNI OIG manages a complaint intake channel that allows IC personnel
to file complaints on topics ranging from ethics violations to "urgent concerns” handled under
the Intelligence Community Whistleblower Protection Act. During this reporting period, the
OIG intake channel received nine complaints, which included allegations of the misuse of
government funds, unfair hiring practices, conflicts of interest, harassment or reprisals involving
contractors, and misleading of Congress regarding an intelligence capability. The ODNI OIG
has investigated each of these cases or referred them for follow up to the appropriate IC
investigative component.

V. (U) Congressional Engagements

(U) During this reporting period, the OIG engaged with Members and congressional
staffers on a wide variety of issues. In March 2010, the Inspector General briefed recent OIG
reports to the Members of the HPSCI Subcommittee on Intelligence Community Management.
Members were most interested in the OIG’s November 2009 IC Mznagement Challenges report,
which summarized the most critical IC and ODNI management challenges based on IC OIGs’
reports conducted over the past year.

13
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?ST/NF) The Inspector General addressed three challenges noted in recent OIG reports:

(U/h’GUO) With regard to Information Sharing and Information Security, the Inspector
General referenced the OIG’s 2008 Terrorist Watchlisting report, which summarized the reports
on terrorist watchlisting by eight other IC OIGs. In the Human Capital area, the Inspector
General summarized the findings of the OIG's Joint Duty report, noting that the program enjoys
strong support, but stronger leadership advocacy and a strong corporate commxm:catlons policy
would improve the program.

u UQ) In February 2010, Deputy Inspector General Scott S. Dahl briefed staff from
the House Appropriations Committee Subcommittee on Defense (HAC-D) on the OIG’s 2009 IC
Management Challenges report, the OIG’s FBWT report, and the OIG’s semiannual report for
the period 1 July — 31 December 2009. He explained the progression of the Management
Challenges report and how the OIG is in a much better reporting posture than in years past.

Mr. Dahl highlighted that the FBWT report provided a firm foundation for the ODNI to begin
addrcssmg the organization’s financial management problems. Finally, Mr. Dahl provided an
overview of the draft OIG Work Plan for 2010-2011.

(U} In early April, Mr. Dahl briefed SSCI staffers on the FY 2010-2011 OIG Work Plan
and answered questions related to the OIG’s 2009 IC Management Challenges report and the
1 July — 31 December 2009 OIG semiannual report. He also responded to specific questions on
the IC’s current management challenges, including financial auditability, cybersecurity, and
information sharing.

VL. (U) Status of OIG Recommendations for Completed Reports

(U) The implementation status of OIG recommendations made in reports completed since
2007 is noted in Appendix A, listed by report in the order in which the reports were issued.
Recommendations are “closed” if they have been fully implemented (designated in green);
“resolved” if the ODNI has taken significant steps to implement them so that the OIG believes
they will be fully implemented, but they are not yet entirely closed (designated in yellow); and
“open” if they have not been implemented and substantial steps have not been taken yet towards
implementation (no color designation).

(U) The OIG and ODNI management have instituted a process to ensure timely and
effective implementation of OIG recommendations. As a result, a significant number of

14
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recommendations have been closed or resolved. Specifically, 67 percent of the
recommendations in the reports listed below are closed, 29 percent are resolved, and 4 percent
remain open.

, (U) In the past 6 months, 21 recommendations have been closed, and the ODNI has made
substantial progress in resolving 10 others. During this reporting period, the ODNI promulgated
guidance for the development and validation of capability requirements for IC Major System
Acquisitions (MSAS) in response to recommendations in our 2009 report on acquisition
oversight. This new process, if effectively enforced, will substantially reduce risks of
“requirements creep” and cost overruns on the IC’s most expensive and important investments
over the years to come. The ODNI staff clements also established well-defined roles and
responsibilities for the governance of these MSAs. The agreement among the staff elements
addresses the OIG recommendation requiring the ODNI acquisition oversight workforce to
ensure comprehensive lifecycle management in the acquisition oversight domain, providing
Congress with metrics on the achieved performance of MSAs as part of the Annual Program
Management Plan Report.

(U) The IC Chief Human Capital Office (CHCO) implemented several important

* recommendations from the OIG's Joint Duty report, including: a) establishing and implementing
a comprehensive communications strategy, and b) finalizing and distributing a “Memorandum of
Understanding” to the IC to standardize Joint Duty Program terminology and processes. The
development of a comprehensive communications plan is significant because it clarifies the
purpose of the IC Civilian Joint Duty program and builds support, increased interest, and -
participation in the program. Likewise, the development of standard terminology in Joint Duty
policy, guidance, and application forms reduces confusion conceming Joint Duty information
and processes.

(U%wp) The ODNI Comptroller and Director of the ODNI MSC implemented tw.
significant recommendations from the OIG's

(b)(3)

L [‘Such reviews are cssential to achieve accountability for programs and
funding by systematically and proactively identifying opemtional and financial control
weaknesses and by taking corrective actions.
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based on risk asscesmonts, 3) plsas for providing MSC
mum-uuy.ommu (U) CLOSED.
procedurcs, 5) A process for developing a p action,
and 6) Plans and procedures for developing contimuity of
operations for information systems.

3b. (U) D/DMS to establish milestones for conmpletion of MSC () CLOSED.
the information security program.

A-8
ODNI Office of the Inspector General
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lx'.4~\|1u!|\||l|x Floments Steps Il Tovards

cormondation
Pre Dt lplamontation

3c. (U) DVDMS develop informaation security strategic
plans that define the following for its information security
- program: 1) Clesr and comprebensive mission, vision,
mumuhmrzmm»m .
mission, 2) schigving informstion CLOSE
mplhdohe;mmmﬂnﬂ- Msc © D.

and objectives and their progross toward stated targets.

3d. (U) D/DMS 10 establish milestonss for conpletion of
the information security strategic plans.

N B S TR A AT R TR | NN I A ALY B N IO

[N I A R B T

N e cloONED 1 RENOPNT D v o) N

& (U) Define the relstive intornal suthorities of the DN1, November 2008 (U) CLOSED.
PDDNI, and ather ODNI scnior staff.

b. (U) Publish ICD 501 and supporting directives -

providing IC-lovel policics that expend and improve November 2008 (U) CLOSED.
information access for the analytic comasunity.
¢ (U) Develop and implement sa IC plan for

communicstion systems and streamlining November 2008 (U) CLOSED.

standardizing
the IC dats sharing and storage srchitecture 1o reduce
redundancy and aimplify dats acooss end retrieval.

* d. (U) Reguire collsberation among the national ageocics

ummumnm * November 2008 (U) CLOSED.

with functional managensent suthorities and
shilit

¢. (U) Develop MOUSs for iC clements that sre
accountable 10 both ODNI and another government November 2008 (U) CLOSED.
ageacy to delinosts financial-relsted roles and
responsibilities.

ODNI Office of the Inspector General
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ovommendation

f. (U) Engage the Dol st its highest levels ia order to

Rospansilide Floments:

Duc Dt

Stepis Pahen Poav g ds

Linpleneontation

’

SECRET

OFORN

communicate astional intelligence interests to the Dol
a0d to imploment appropriats Jegal and policy chasges . November 2008 (U) CLOSED.
throughout the IC.
& (U) Focus offorts on finalizing the ODNI's guidelines
impleraenting EO 12333, November 2008 (U) CLOSED.
b. (U) Finalize and publish critical ICDs, jucleding ICD DONVPPR
101, 1CD 303, ICD 306, and ICD 50) - “Access to and () CLOSED.
wuwlm November 2008
(U)F ) RESOLVED. O1G and the
’Y%IPDD . P 1 DIS a process for ODNI to respond
ﬂaﬂq:mw w DIS 10 OfG recommendations in & timely
implementation of recommendations that are accepted by manner. OIG and the DIS will continae 10
o . November 2008 track and moRitor open: recommendations
management. under this process until such time ag this
process can be formalized.
j(wkew)wn-momlomw ) CLOSED. 16 Jul 09 raexno
for improving collsboration and imtegration between and from DIS tasked DDNI-PPR with the
among * intelfigence agencios (those focused res for the i
exclusively ou intelligence ing snd i November 2008 I
r ’ Memo directs that this task be made explicit
in the next update to the PPR roles and
remponsibilities.
(U/Mnmum The FIG (now
Rovi stabi : FMO) continuos to monitor agencics’
ﬂ’mmmuum&# Cl0, BTO, CFO mawﬂm%ﬂﬂw
fnancial systems and ICBT initatives and monitor November 2008 ot upon
towards suditability. . .I. ed ,
progress roceipt of an FMO suditability strategy with
target dedes.
A-10
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" Dbt Rosponabilo Thomenioo Stops Tabon Tovards
LIRS Pt tiebaine i

hie Do Prapde ot

RESOLVED. CFO has
draftod s Financial Improvement and
Auditability Governance for the 1C, which

1. (UYEQUO) Complete and submit 10 Congroms the €10 @10} | will be subemitted 1o the SSCT within 4
financiel plans snd architecturcs that weee duc months after BTO submits its Busincss
10 the SSCT in 2008, November 2008 .| Enterprisc Architectare 1o the SSCI.
: Recommeadation can be closed once
finsncial placs and architectures are
provided 1o the SSC1.

extensively
meake IC aguncios’ Actomcy Geners!
guidelines consistent scros the IC. Thia
oac ) effort is undorway, but is not yet completed.
m@MMumumx ’ November 2008 , .
comemon U.S. persous rules, principies, or presumpions. M {..

T (b)(1)
mmoflﬂym

PAO ) CLOSED.

1. (U) Publish a definition of collaboration for the IC. A 2008 NIS defived "colebomtion.™

govermment. -

usable % develop s definition just for the
IC because most agencies are
dunl-bated (IC sad DeD).

™ the
awﬁ“ﬂbﬁemm' 1C.CI0; CFO; PR ﬁ)urhmmmhana:n
sadimbility sod busioces transformation. Federal Information Security Management

puidence for the IC agoncics that identifies
whet definition should be ueod for FY 2010
FISMA reviews. Therefore, we are closing
this recomxnondstion and tracking it under

the mwes rocent roport.

. A-11
ODNI! Office of the Inspector General
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Pocotucndation

PN o [

VOO NN

Responsible Flemaontos

D Drate

OV S
AN Ziin

chosE bV RPNV D

[N S

s 1ol

Steps Palion Fovards

Tplomontaten

AN PR

[T BN

CLOSED. DNI issucd

o (W )DONWCWMM DDNVAT wh it 2009
Ascount and executed by the ODN] are overseen in Jaenuary 2009 requiring progrens fanded in the
asccordence with IC soquisition pol Contrvanity Masagement Account to abide
i by IC Acquisition Policy and Oversight.
(U/ROUO) OPEN. In March, 2010, the
Publish IC policy no latcr twn 120 DIS and communicated to the IC, »
WO) mm?mmmu r«m meeno enforcing the fact that Milcstone
ODNlAGmfmnmwﬂbleuidm Decision Authority flows through the
communiy, including: PDD“Ncl :f?hc DDNUAKT. This sddresscs
. . " is rocommendation.
A. Revising ICD | o account for current distributions of DIS; DDNI/PPR; part
suthoritics and decision rights. PDDNI Excoutive Sealf
B. Standardizing levels of official imerface snd protocol 'Getober 2009 OUO) Awniting PPR completion of
between ODNI officisls ssd }C counterparts. ICD 1 rovision and other related pulicy
documents o review whether — in sum —
C. Clarifying the role of the PDDNI relative to the they constituts & modcl. Asof
codificd authorities of the DNI's Milestone Docision 8 Junc 2010, ICD 1, previousty in draft and
Aushority (MDA) (DONUFC), the DDNI, the ADNTs, coordination with DN Blair will now ncod
and DN Policy for the IC. 10 be reviscd 1o address incoming DNI
dolegations.
RESOLVED. SAE,
k DDNVAT, VSRA, snd ADNICFO agreed to s
BONVFC scquasioon ers ity 0 g ADNI/CFO, rovincx PRBE Cycle prooome w0 thn. e
‘s budgctary ilestone isjon
docleions wo lausran 2100 “?&Wmm ADNI/SRA Aushoritics. The OIG will make a
the poss nation o P . .
processcs to casurc members of the AO ssfT are awsre of Junuary 2010 ma%?émw
all options svailable to utilize funding authoritics as a mwfoll by g Report
TENAZCTRCTE nstrument. A N Fm"mudww .
for the neat fiscal year.

A-12
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1o contmndatian

a.(u)muomowrcmmnyuuc
n.:mqlohve requircments documents a8 »

the DDNVFC delogaies MDA for & program without »
validatod requivements document, formesl justification to
the DN shail be identified in an Acquisition Decision
Memorandum.

Rospoansble Flomontiosg

e Dot

DDNVAT
May 2010

Fahen Lewwands

Steps

Tniplomantation

(U)(OUO)IBOLVI‘.D (Deadline for -
implementation has not been reached.) The
DDNVAAT’s performance objectives have
been amended tn inchude “Ensure valideted
capability aceds are documensed prior to
dologating Milestome Decision Authority.™
) DDNVAT requested — with
OIG comcurrence — 8 DNT waiver of this
; ation for C ive Action for
and approacking delivery, OIG will
evaluate progress in 2010 to meke 8
determination of CLOSED.

;Mhn)mmﬂkyuluhllom
after signagire, preacribing processey, authorities, and
rwmnmm-w

The 2007 ODNI Roquircmssits Study should be the point - .

of reference for developing the new requiremaénts policy.

-DDNVAT

Janaary 10I0

f. U/ DDNVFC, the C10, and the Offics of

Genenl to collaborste and codify statutorily

compliant areas of oversight jurisdiction no ater then 120
days afier signature. We also recommend thet the DN1

DDNVAT, CIO, and OGC

(U/F ) RESOLVED. Tie IC CIO

i IC IT Programn Asscssment
Process on 4 Nov 09. However, the OlG is
aware of ongoing chalienges within the
Offfice of the IC CIO to hire and retrin
sufficiently trained personned to effectively
C10 execution of Milestone Decision
Authority for RAILHEAD is a maturing
process.

(U)louo) DDNVAKT beld the first QPR

October 2009 for Railbead and the IC CIO as the MDA in
uc-cnwalku—-fwmv"m December 2009. Railhoad
muduClOMquﬂulmm Manager and the IC C10 arc still
after signature, and maintain sufficient numbers of developing en ICD 801-compliant Program
experieaced IT professionals to execute the procoascs. Management Plan.

. A-13
ODNI Office of the Inspector General
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Foeooarmandabon

Responsabidc Flom

Ihie That

citing Stops balion Towands

braplamantation

SECRET/ /NOFORN

. %omuoww. Procedure
,(U)Q(n)e—uuumry-mnm DDNVAT on 11 Ang 09 by DDNVAT
for Msjor Sysiems Acquisition (MSA) designation no 2009 (Acting). OIG will asscas execution of the
lator than 90 days aftcr signature that accounts for Septomber 2010 MSA designation process and verify
stututory fanding thresholds. i codification before rendering a
. determination of CLOSED.
M)IBOLVIZD The OIG
received a briefing from DDNVAAT
OUO) Establish a plan to provide ovorsight to leadorship addressing how the AAT
before Milestone A and after Milestone C to mm:dmmvlu:lmﬂm
complement cument monitoring of Phase B activities no coordination with pre-Milessone
lager then 120 days sfier signature. Additionally, the O1G ADNUSRA post-Milesione C activitics executed by
 recommends that the DDNUFC coordinate with the ODNVAT Cl0, CFO, and SRA. This
DDNI/C, the DDNV/A, the CFO, and the C10 10 codify a October 2009 recommendation will not close until
mmummapmﬁme,m Appeadix F to the Asnual PMP Repost has
data for all operational MSAs in an smatured, understanding thet the SRA -
mwummmmm requirements invaniory is & pre-requisite for
(PMP) report. . |Mlymmum-onlhe
achieved performance of active IC MSAs,
i ) DDNUFC and DDNUPPR 10 reviss the (b(mmvmmm
no later than 150 dsys after signature, with the A . "
following objectives: DDNVAAT m"m'"::‘mi ey s signed
A. Align goals with stated strategy clemoents: Policy DDNVFPPR, Objective 7: improve Acquisition, negating
Guidance, Monitoriag, and Corrective Action. oac the noed 10 revise the ACCEA.
Update ACCEA Immediste Actions o address DDNVAART is in the process of securing IC
:mainm..l.m ® November 2009 conscat on ICPG 801.3. As of | June 2010,
’ still awaiting A&T"s IC coordination.
C. Elevate workforce qualification and certification goals.
u/ ) RESOLVED. SAE Swaff
inchades IC sgoncy compliance information
in the Asnual PMP report. OIG will verity
inclusion of formation in the PMP
1 (UPEQUO) Extablish & process & track ac addvess mm::m'-ﬂmpm
instances of IC agency noncormpliance with IC for the DDNVA&T 10 inform the DNI and
scquisition policy sad procoss diaciplin breakdowns no DDNVAT the IG of ODN staff noncompliance with
lnter than 120 days sfter signature. An option the DNI IC Acquisition Policies before making &
may wish to consider is t0 catablish ODNT staff linison October 2009 dotermination of CLOSED
positions at the 1C sgencies to act as the forward- .
deployed focal poists for all actions end information -
roquests transmitted from the ODNI staff 10 an agency. "U7POUO) Last year's nnd this year's
report containcd language addressing IC
noncompliance. ART also
provided midyear foodbeck to IC sgencics.
A-14
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e camao ot

RN B R

Prvload (IR

tL.lLa,b,c ) The }C CIO and the Dircctor of
MSC, within 180 of this report, should: a) Develop
and maintain an accurste inventory of systems; and b)
Determine the ownership of the 7 unidentified systems, ¢)
Make sysiem additions, delctions, or adjustments to the .
Inciigence Community's (JC) Registry in a timely

osponsable Vlonent gy

[T

RERSRL

Phae Dt

SRSy S opre N

ICCo
D/MSC
24 Jan 2010

Stops baben Towands

Liaplamcntation

U/ ) Rocommendation 3)

,VED for both MSC and IC
CIONCES. The inventory for both ICES
and MSC was reconciled during the FY
2009 FISMA review. However, whether
ICES and MSC is sbic to msintain an
accurate inventory will not be determined
untif the aext FISMA review.

(U/IF ) Rocommendation b) CLOSED
for MSC and 1C CHO/ICES because
ownership was resolved in Jan 2010.

) Rocommendation 1.] . and ¢
can be closed after FY 2010 FISMA ceview
if OIG verifies an sccurste javentory.

u.(w}mymmcnoaumwomsc
should reconcile the IC CIO and MSC inventories with
the JC Registry, at 8 minimum, on a quanicrly basis.

[\ ) RESOLVED. The IC
CIO/ continues to coordinate and
reconcile system inventory issucs with the
IC registry. CIO works o reconcile any
discrepancies once notification of their
existence has been brought to CIO/ICES®
sttention. Although MSC and ICES are
reportedly reviewing and revising the
inventary lists, the OIG nceda to
corroborate their efforts.

(UI?DO) Recommendation can be closed
pending OIG FY 2010 FISMA review,

ODNI Office of the Inspector General
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, Respromnsible b olomentos Stops Faken Tosvands
Foocommandate

Dire P Pplenentatinm

(UPQUIO) RESOLVED for MSC. As of |
Agril 2010, MSC is working on its onc
system ¢o obtain accreditation with the IC
CIONCAT,

(I.hfg‘%O)Rmuhﬁmanbecw
once receives documentation that the
one sywiem received CRA.

2.0, (U/ ) The IC CIO and the Director of MSC,
within 180 of this report, 1C CIO will develop »

centificstion and sccreditation strategy including » (UI ) OPEN for CIO a8 the IC CIO

A . .. ICCIOo developed its strategy or

schedule (plan of action and milestoncs) for reaccroditing

the cited systoms and updte this information in the IC © DMSC Mﬁ'm widh NIST

"?"‘"".“""‘D'”"“.“".‘“"”“s"""!’"c"“" 24 Jan 2010 800-53. The IC CIO has statod that it hes

will catablish current certifications and sccreditations for . N A

all systems identificd under their ownership and update improved the intcrnal proccsscs and
systems and has begun the cffort 10
incorporate ncw procesees that will compl.
with the implementation of NIST 800.53.
This will ensure that the appropriste C&A
documecntation has beea developed and

approved and that all pertinent information
is updated in the 1C Registry.

(U/}OQO)Rmmmbechud
upon receipt of the 10" lmhdwdﬂc
forCl.Aforlylam.

) RESOLVED for C10. CIO

systems,

3.0.8 aad b. (U/ ) The IC C1O and the Director of ICCIo monitoring theee

MSC, within 180 of dhis report, should: a) Perform - elimination of the backlog by ead of FY10.
secuxity tests on the sysicrns that currently have security
uﬂnmm&nywdﬂ;nd&u?«fomm . 24 Jan 2010 »F%IO) ve closed
annwal socurity teets on systems with & Rocommendation can

greater than protection level 1. pending ODNI1 OIG verification during the

FY 2010 FISMA revicw.

ODNI OIQ verification during the FY 2010
FISMA review.

A-16
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Rospansible Flomontes: Steps ahon Towards

Rocanmcnd itron
Do b biaplamentabon

(UPROUO) OPEN for Recommendation s)
for IC CIO became the IC CKVICES has

(\S2 ) RESOLVED for
Recommendation b) for the IC CIO. The
1C C10 has established a failover site for
the Primary Opcrational sitc and whese at
i present, approximately 75% of the

. Ch lio has and
AWMT;.no)Elccnuu;»uTuﬁ, . wm_nmmm ':':"""'M
withia 120 of this report, should: a) Establish & id of of

for performing contingsncy plan tests on systoms whose . pon . compiction of tcating.
contingsncy pian tests are groater than a yeas oid and Kao
cstablish a designated period for future contingency plan 24 Nov 2009 ) ) RESOLVED for

touts; b) Perform costingency plan tests on all sysicms . R ¢) for IC C10. The IC
with an availability rating of high; c) Assign availebility . C'“'?Eslﬂ'“‘“;‘_":?“'";lmmy .
retings (o 4l OON) on the IC Regisry. of high and all others have been amigned to
a lower category for availability.
Recommendation can be closed pending
ODNI O1G verification during the FY 2010
FISMA review.

) Recornmondations a, b, and ¢,
are fotMscmMSC

testa over a year old, and docs not heve
systems ratod as “high.”

A-17 -
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Raospronsibbe Tomontos, Stops Pabon Fovards

Reoconmodation
s That Pirp oo atsoy

I‘orlCClG Tb:lCClOIlCBSh-phn
and procedares for documenting sl
POAMS, kas developed s comsolidated
SharePowtt site thal provides tracking snd
asccess %0 ail POAMSs by program meoagers,

Sabs. The IC CIO and the Direcior of MSC, incorporated additionsl programmestic
within 120 of this report, should: &) Develop o - tracking for the completion of documented
wmiform writien plas of action and milestane process for - [To{e's) POA&MSs. Recommendetion can be closed
the ODNI; b) Revise their plan of sction and milestone . peruding validetion during the ODNI OIG
Tiats 0 inchade dates wheo ilcrns are placed-om the lists, DMsC FY 2010 FISMA review.

projectod milcstone dates, and sctusl completion daies so 24 Nov 2009
that progrese on the actions can be monitarad; c) Review Mam.w.
which items can be easily romedied 80 they can be closed. , cstablishod s uniform written FOAM
pracess.

L=
Do
¢ is resolved for MSC

snd can be closed pending validation during
the ODNI1 OIG FY 2010 FISMA review 1o
validate that the POAMe sre being
reviewed sand remedied.

t‘mmmwmm

aoﬂum!olo

icco
&.1. (AFOUO) The IC C10 and the Director of MSC, DMSC (UARQUO) RESOLVED for KC CIONCES
within 120 days of this report, should joindly develop an 24 Now 2009 that I8 buikling configuratioos that moct

ODNI configuration mansgement policy. m;rmuwhsuyu

completion by 31 Dec 2010.

A-18
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Roconmpendation

62ab.c. (U/M The IC CIO, within 120 days of this
report, should: a) Require the Intelligence Community
Emcrprise Solutions to adopt and implement Federal

Responsable Flemaontisg
Dore b

Steps Falon Towards

tmplanentaon

Desktop Core Configuration standard configurations and Icco

document devistions and socurity control deficiencics on MSC

desktopa directly controlled by ODNI; b) Require the

Intelligence Community Enterprisc Solutions o 24 Nov 2009

implcment Federal Desktop Core Configuration security U0) RESOLVED for MSC because

sctiings into sll Windows XP™ and Vists™ desktops conl s have developed a configuration

dircctly controlled by the ODNI. management policy for MSC.,
Recommendation can be closed pending
ODN! OIG FY 2010 FISMA revicw.

Iccio CIDSEI_). On (0 Junc 2010,

7.0. (U//FORY0) The IC CIO and the Diroctar of MSC, ODNI issued Instruction No. 115.01,

within 950 deys of this report, should develop an incident DMSC Seamyl!vmmdhnm

reporting policy. 24 Oct 2009 Muﬂmu_thunmoﬂh:
recommendation.

8.lsb,c. %‘JO) The IC ClO snd the Dircctor of

MSC, within 60 days of this report, should: a) Designate icclo

personncl who have significant responsibilities for D/MSC (U) CLOSED.

information security; b) Devclop an ODNI pilot treining

program and plan strategy to provide the designated 24 Sept 2009

persoonc] with training commeasurste with their rolcs.
(UMKOUO) RESOLVED for ICES. ICES
siated that it continucs to capturc and track
training information for contract and
government employces.
In addition, ICES staicd that contract
personnel with significant sccurity rolcs
(i.c. CAA staff) arc requesied 10 have

% appropriste treining prior to hire; othor

82. UO) Whilc accommodating ongoisg: personncl reccive rogulas training

q:ulw’liom and allowing time for contract modifications, CCI0 commensuratc with their roles. Within

cnsurc that contracs specify that persoancl who have ICES the majority of thc personac]

significant respansibilitics for information security D/MsC performing -mﬁ;-:m responsibilitics for

¥ gt : ? ;

promptly reccive training commensuraic with their rolcs. mnhmfom. mmuwml dummmuc rquived
to inchude the training and tracking of thosc
personnel,
(U/F ) Until the contracts arc modificd
ta include that training roquircment, this
cannot be closed. The ClO stated that it will
{ook into doing s contract modification
because the current contracts remain for
another 3 years.

A-19
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Rosponable Flomentos: Stops Falen Towards
Rovonmmaonlation

Froe Drate biaplamantation

(U) CLLOSED for MSC. MSC provided s
copy of its "Pyramid contract™ that

Sy o e
9.0. (U/ 0) The IC CIO and the Director of MSC, K Clo ' this beommo
60

within of this report, showld fully implement all D/MSC implementstion of the FY 2008 OIG
reconunendations in the FY 2008 010 FISMA report. 24 Sept 2009 FISMA report recommsendations is bsing
tracked independendy.

L Y S R O N S AR USRI B BN L SO B N I
[ T T S I A O O e B O e A A T N

iy vl

L ADNVCPO, within 90 of this .

LL "T:”“"”:o%m ADNICFO w l)aps;ngo-vlemezru
(SOPy) 1o comply with 104 requiremments. Deccrmber 2009 . .

mmm&ummm : Funds® om 1 Oct 09.

documenting their applicable intornal routines and

repetitive activitios.

21 ADNVCFO, within 30 days of this

wﬂiul establish forma) guidence t0 snsure that ADNICFO CFo o

when variances from target execution mics are grester October 2000 SOP SOP BF-1 "Review and Analysis

fhen agreod upon beuchmarks, the CFO examines muwmw

program options and, as noccasary, reprogramns NIP funds Submissions” on

prior 10 a Congressionsl rocession of thoes fimds.

‘A-20
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)
Rocanmicndation

a [ I N A B O O O A N A AN

NN

ClosT b TR~ v

NI

Ey o

Roespransablo Hloavontos

Due Dot

NEEY S v BN ey

[T RS I B ]

SN S R o)

Steps Fakvon Powards

tiplamonration

RS R IS I R T IR NN

VY R B

1. (U) We recommend that the Director of National
Intefligence (DNI) issue s writton ‘statement to the
Imseiligence Community (IC) pronounciag srong support DNI (U) CLOSED. DN signed memo datad 29
for the goals of the Joint Duty Program, its continued Jan 2010.
implementation, sod requirements as identified in ICPG
601.01
2. (U) We recommend that the DN direct IC element .
hoads to strongly promote the IC Joint Duty Program in DN ggﬁ"ﬂ- DN signed memo dated 29
their organizations.
(U) RESOLVED. CHCO is collecting and
monisoring deta from elements on
3. (U) We recommend thet the DN bold IC clemnerst T::wlm.dvdlhm\omz
MMEMMSMM C ve: clemo M""" comp will
h:hdiu)oubu_ymhgmnﬂur-u-l DN1 m_ Dlsfma 5 mbbe
performsnce appraisuls and Personal Performance inform anno-m ‘W_ i
Agreoments. Jun 2010, CHOO received most of the
Scoond quartcr reporting on 10 May and is
compiling deta.
LMWOWMMMWIC%
heads to establish policies requiring thet proposed .
Duty sssigaments be reviewed and approved by DNI; DIS; CHCO ﬂgﬁ“ﬂ DN signod memo deted 29
employees' first-level supervisor and second-level
manager.
5. (U) We recommend that the ADNWCHOO clarify the (U) CLOSED. CHOO has clarified the
',."M'“‘,,“::'“u_m’m Frogren 1o intlude borh ADNICHCO purpos of Joins Duty in all bricfings in the
throughout the IC. aed 1C and in other courses (e.g. IOOC).
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Recommmendationg

6. (U) We recommend that the ADNI/CHOO, in
coordination with the ODN{ Director of Cormunications,
establish and implernent 8 comprehensive Joist Duty
Program corporatc communication strategy 10 inciude:
o Periodic commmmications 10 the IC, including succoss

Reosponalbde Flomontos,

Prac Dare

N AN Fabeon Fowards

Lplomcntation

stories, personal experiences, or epecial opportumities. (U) CLOSED. Communications strategy
¢ Templates for brochures, amail messages, sad ADNI/CHOO, coordinating with was submitted and sccepted t0 ODN] Fromt

articles. Director of Communications Office 20 Jan 10. CHOO Council meeting
¢ Periodic town hall meetings snd brown hag scminars notes distributed afier meetings aow SOP.

across the )C.

o Marketing tools doveloped by the Joint Duty

Community of Practice (COP).
¢ 1C CHOO Council mosting minutes prepared and

distributed o all ¥C CHOO Council mombers and

alicrnastes.

7. (U) We recomemend thet the ADNLICHOO deveiop and

Giatribute to all IC clements & list of . ADNVCHCO (U) CLOSED. Termisology posted on JD

understood terms, with defimitions, for use in Joint Duty webpege.

Program vacancy aEsouncsmets.

1. (U) We recommead that the ADNVCHCD develop and : anm&ﬁwl e

deploy 8 software spplication that eutometically moves ADNICHCO classifiod JD websitc. Ageocics post

wmwuumm classified vacaney "

Duty website to the SWICS Joint Duty website. mum'wm"’“"“”
(UINIO)RI‘SOLVED. Application
tool is inl prototype build phase with

9. (U) We recommend that the ADNVCHCO develop an wmm lmmch of tool in Scptember

1C-widc, sutomased, online application for Joint Duty ADNVCHCO .

mummwu’w@w-

Joint Duty Program manager and supcrvisory chai. Recommendation can be closed
when online application is functional and in
use.

. (U) W thet the ADNVCHOO use the (U) CLIOSED. MOU bas been finalized
shvse ~Meormadumof Underaodieg” i t oo ADNVCHCO £ postcd om the Joict sy Websie for
Duty Program documonts to conform to ICD 601 and ICS use.

. 601-1,
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124 AN LARRE RN

froe By ar

e B lonmonties

Stepe Faben B

Poapde e ntatinn

12, (U1} We recommeend that the ADNUCHOO institule s
policy to crure & smooth transition fiw Joint Duty
mmummmmm

(U)RESOLVED, CHOO has surveyed
the IC a2 10 standards thet will be
incorporated inso am ICS or ICS sonex,

ODNI Office of the Inspector General

SEC

/ /NOFORN

#  Their direct supervisors 10 discuss the sasigament and ADNUCHOO
expecistions, which will form the basis for the Recommendation can be closed
¢ Hwman Resources to facifitsic sdminisative sspocts reflocts aswigument transition guidelinea.
of the meignment (such as computer and telephone
sccounts and facilities sccoss).
(U) RESOLVED. CHCO has surveyed the
. C 88 to standerds that will be incorporssed
13. (U) We ceconamend that the ADNVCHOO work with into s ICS or ICS or ICD and ICPG
the Joint Duty Commumity of Practice (COP) to develop ADN rewri annex
and promulgste IC reintogration beat practioes snd VCHCO cambe
melines. whon revision of the standard snd/or policy
reflocts sesignment transition guidelines.
14. (L) We rocommend that the ADNVCHOO request
that ¥C CHOO Couscil members desigaate s senior W VED. sentouta
Harsen Resources officer in their IC clements 1o be ADNVCHCO mu&e CHCO i Dew 09 and is
responsible for the creation snd implementation of & 'ﬂ“m“‘fn'w:“m
reintegration program, to inchude the identification of 7
suitable follow-on sesignments.
18, (U) We recommen that the
discontinee the reguiroment for an IC clement 1o roport
promotion deta 0o iater than 60 deys after the ADNUCHCO
IC Personnc] Dute {PDR) has reachod full | October 2010 (w OPEN. Severe! IC clements
oporstional capabilicy aad the IC clemont has fully with the PDR.
complied with standerds and dets eubmission
roquirernents for PDR ~ or by 1 October 2010, whichever
OCLUS OONCY,
A-23
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Recommondation

Responsithlc Blonrentesy
Due Date

Steps Paboone Towards

haplamentation

16. (U) We recommend that the ADNI/CHOO develop
and implement a training module to familiariec Joint
Duty Program Managers with the planned PDR.

ADNICHCO

(U) CLOSED. ID Community of Practios
(COP) was bricfed in January 2010.

17. (U) We recommend that the ADNIACHCO collect
data from cach IC clement annually to track bonus data,
comparing Joint Duty Program participants with their

ADNVCHCO

(U) RESOLVED. CHCO is collecting
data.

18. (U) We recommcend that the ADNI/CHCO study the
feasidility of reimburscment to Joint Duty participants for
milcage to assignment locations thet excceds the normal
distance driven %o and from their home elements. If the
ADNV/CHCO dotermines that reimbursement for mileage,
or ather incontives, will enhance participation in the Joint
Duty Program, the ADNIACHCO, in conjunctioa with the
OGC, will caplore administrative and regulatory options
for implcmenting such incentives, or, if neccssary, will
explore a possible legislative remedy to aliow for mileage
reimburscment.

ADNLI/ICHCO

W) OPEN. OGC and CHCO arc

working on which typc of inccntives can be
uscd by the DNT under IRTPA authoritics.

19. (U) We recommend that the ADNIACHCO promote
use of the 50 ODNI-funded Joint Duty pasitions available
for the Departmonts) and Service IC elements through the
Deputy Executive Committee, IC CHCO Council, and the
Joint Duty COP to enable the Departmental and Scrvice
IC clements to backfill for those employees who are
spproved to take a Joint Duty assignment.

(U) CLOSED. The ODNI CHCO briefod
the }C CHCO Council in Scpt and Dec
2009 and the JD COP Oct 2009.

A-24
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Revnnimord o Rosp onsblo Plemaonten Steps daben Towards
e Date Iniplanrantation
. (U) RESOLVED. JD website will host in
20. (U) We recommend that the ADNUCHCO: &eldlmmmmnmﬁlmn
*n. seni-conuul oramnul bai, e the IC CHOO Bt plementa
muulmpﬁlﬁw::mnmum ADNVCHCO g
s Develop opportanities, including virtual opportunities (0/7PEUQ) Recommendation can be closod
m. o and mitistives. _ x&wmmc-
| NN T N N R B A B R B N S R I SN A N I B R Y B
| IS AN AN S
I EEREN N A A I N R P N I N N (O IR S G I I I N O
------ (b)(5)
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Reconmmeendatnn

(UIIP&D) 1-3. W recomamend that within 120 days of

Rosponablo Flomaonte
e Dot

ODN] Compwolle

Stops baloon Towards

Piplomontation

centification requirements for FY 2010.

1.4. (WPQUO) The IC CI10 shail establish definitive
metrics for the ClOs of agencies with nationa! sccurity
sysicons undor the DN1°s purview 10 use 4o perform their
FY 2010 FISMA reviews.

1.b. (UFQUIO) The IC CIO shall inform OMB of the IC
CJO’s decision to provide definitive instructions for the
IC agencics 10 use to perform their FY 2010 FISMA
reviews.

PSR

Ko
10 July 2010

this report, the ODNI Comptroller develop a

sustainability plan ¥ casure that core functions are {U7POUO) CLOSED. OIG received
identificd and can be maintsined %0 perforrs timely and 20 May 2010 wustaiosbility plas on 3 Junc 2010 that
repeatable FBWT accownt recoociliations and o facilitate mects the intent of the reccommendation.
progress toward suditable financial statoments.

M 1. We recommend thet withia 120

ﬁm;mmaumsu:rn“ " Director, MSC (U7PEUO) CLOSED. OIG received
Conter estoblish a plan 0 comply with FMFIA 20 May 2010 mphms:mmlou-q-u

iment of the recommendation.

The IC C10 has becn

ing alternatives in light of OMB's
changes in FISMA reporting policies and
methodologies. The IC CIO established
FISMET working group to address
FY 2010 chalicnges, develop conummnity
recommendations for the IC CIO on
FY 2010 FISMA ansusl reposting process,
and address other FISMA-related
challenges.

URQUO) Once the OMB's FY 2010
FISMA imstructions arc finalived, the 1C
CIO will advise OMB of its decision
conceming instructions for the IC for its FY
2010 FISMA review.

2 This report was finalized on 25 June 2010. mmplemamtxmdudlmalnvemtyetpaned Therefore, these

recommendstions are not included in the total number of OIG

sscp}x«mponn

- A26

recommendations.
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Rospoasthle T lomrentios: Stops aloon Toswards

Covannte b bation
e D Impleinentartion

nmmmuwn

2.1. {UMPOLO) The IC CIO shall inform sgencies with

intclligence systems under the DNI's pusvicw about how Kccio Nloml ﬁxﬂnmﬂ

the IC agencies will receive theit FY 2010 FISMA 10 July 2010 2010 FISMA aanual - and

instructions and how they arc to submit their FISMA " e FOMA e proeas,

reporss. Once developod sad spproved, OMB will
be advised of the 1C CIO"s decision.

‘ : (UMRQUO) ICIA contacted ICES to begin s
u(\MO)mlCCIOMIum.Mphnof [ [of o o] technical review of the CyberScope
m-\dmmmﬁrmd 100t 2010 | compliance wol. ICIA and ICES will

s classified version of CyberScope for develop the approprisic plans to guide the
purposes of CY 2011 FISMA reporting. ' deployment process and easure the tool can
meet the security needs of the IC.

3.2. (UMRQUO) T IC CIO shall identify in its eanual iccio
consolidated FY 2010 FISMA report instances in which Begioning with the FY 2010 FISMA
the IC agencics are not complying with IC CIO guidance reporting cycle

and the justifications for the exceptions.

(L TOUORSTNTENOF OFGREPORTIS 200720100

RECOMMINDATTONS

Total Closed Resolved Open*
Recommendations® (o, of Total) (% of Total) (% of Total)

*(U) Does not include the fowOlOmommendmomﬁom the June 2010 report, Increasing the Value of the
Intelligence Community’s Federal Information Security Management Act Reports, for which the mq»lemumuon
deadline has not yet passed.

A-27
ODNI! Office of the Inspectar General

SMRN




RN

SECRET/

FORN

SECRET/



. . (b)(1)
SECRET/ /NOFORN (b)(3)

(U) Report Waste, Fraud, Abuse, or
Misconduct

(U) To report allegations of waste, fraud, abuse, or misconduct in the ODNI
o or IC agencies, contact:

Office of the Inspector General
Office of the Director of National Intelligence
Investigations Division
Washington, DC 20511

Commercial: (703) 482-4955

or

(U) For additional copies of this or other ODNI OIG reports, contact:

Office of the Inspector General
Office of the Director of National Intelligence
‘ Washington, DC 20511

Commercial: (703) 482-4955

SECRET/NOFORN
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Rosponstble U loment sy Stops babken Foawar
o commointate ! I b rns

Do D Piaplamantation

,
s, 2

SN ENALD A TEON OF DN CONEE P ANCE N ISR
JEEN Toe

DL tast NI NI A

(&J}l;&l(l)wa)
VED for both MSC and IC
CIONCES. The intventory for both ICES
and MSC was reconciled during the FY
. 2009 FISMA review. However, whether
Llab.c ) The IC CIO and the Director of - | ICES and MSC s sbic to mmintain an
o 180 pried - 2) Iccio mmmngumm
and maintain an sccurste inventory of systems; snd b) D/MSC il the next FISMA ’
Determine the owncrship of the 7 unidentifiod systems, c) :
Make system additions, deletions, or adjustmcnts to the . 24Jan 2010 (U//FOMO) Recommendation b) CLOSED
Imeiligence Comavunity”s (IC) Registry in & timely . for MSC and IC CIO/ICES because
manner. . ownership was resolved in Jan 2010.

) Rocommendation 1.1 . and ¢
can be closed after FY 2010 FISMA review
if OIG verifics an accurate inventory.

i ) RESOLVED. The iC

(o100 continues to coordinate and
reconcile system inventory issucs with the
IC registry. C1O works 10 reconcile any
ICClo ) discrepancies oncs notification of their

IJ.(UIM)TMICCIOM!MMJMSC DYMSC uhwhbah&-s%l&cxl:%lslcg'

should reconcile the IC CIO and MSC inventories with revicwing and revising the
> -¢ . Oct 2009 ceporsedly ng v
the JC Registry, st a minimum, on a quarterly basis. inventary lists, the OIG needs to

(UIM) Rocommendation can be closcd
pending OIG FY 2010 FISMA review.

ODNI Office of the Inspector General
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(U) A Message From the Inspector General

(U) The Office of the Director of National Intelligence (ODNI) Office of the Inspector
General (OIG) made significant contributions to the missions of the ODNI and the Intelligence
Community during the 1 July 2010 through 31 December 2010 reporting period.

(U) In addition, during this reporting period there were significant developments in both
the leadership of the ODNI and the legislation supporting Intelligence Community (IC) Offices
of Inspector General. On 9 August 2010, the Honorable James R. Clapper was swom in as the
fourth Director of National Intelligence (DNI). As DNI, Director Clapper oversees the United
States Intelligence Community and serves as the principal intelligence advisor to the President.
On 1 September 2010, Robert M. Cardillo was sworn in to serve as the first Deputy Director of
National Intelligence for Intelligence Integration. Director Clapper and his leadership team have
initiated organizational, personnel, and policy changes that will shape the ODNI and its
relationships with the rest of the Intelligence Community in the years to come. The OIG is
tracking these developments closely and will assess the impact of these changes in future audits,
inspections and other reviews.

(U) On 7 October 2010, the President signed into law the Fiscal Year (FY) 2010
Intelligence Authorization Act (IAA), which contains several provisions enhancing Inspector
General (1G) oversight in the IC. One provision establishes an 1G for the IC who is appointed by
the Pmdentandwnﬁrmedby&cSmb,m&ammnmmtwmponbommConmmdﬂw
DNI1. The IAA also strengthens the independence of the Inspectors General of the Defense
Intelligence Agency, National Geospatial-Intelligence Agency (NGA), National Reconnaissance
Office, and the National Security Agency by including these agencies as Inspectors General of
Designated Federal Entities (DFE) under the Inspector General Act of 1978. In addition, the
IAA accords statutory status to the Intelligence Community Inspectors General Forum, whose
mission is to enhance collaboration and coordination, reduce redundancy, and strengthen the
collective role of the Intellxgence Community Inspectors General in conducting cross-IC
oversight

(U) During this reporting period the OIG conducted audits, inspections, investigations,
and reviews designed to improve the efficiency and effectiveness of ODNI and IC programs.
These matters are described in detail in the Completed Projects section of this report. The OIG
also continued to conduct a variety of investigations of allegations of employee misconduct. In
addition, we continued to support the DNI and senior ODNI officials in working diligently to
implement pending OIG recommendations.

UNCLASSIFIED whe arated from attachment
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(U) From a community perspective, the OIG continued to enhance collaboration in the IC
Inspector General community. On 7 December 2010, the OIG hosted a meeting with the Council
of the Inspectors General on Integrity and Efficiency (CIGIE) leadership team to acquaint the
new DFE Inspectors General with CIGIE and to provide a forum for CIGIE to acquaint the new
DFE Inspectors General with the mission, activities, and expectations that go along with CIGIE
membership. The four new DFE Inspectors General discussed their respective missions and
organizations. The CIGIE leadership team, the new DFE Inspectors General, and veteran IC IG
who already belong to CIGIE identified opportunities for collaboration, discussed their
respective peer review activities, and described how the IC IG Forum promotes collaborative
projects and best practices for conducting IC audits, inspections and irivestigations.

(U) In October 2010, 1 appointed Irvin C. “Chuck” McCullough to serve as Deputy
Inspector General. Chuck comes to the OIG with an outstanding record of prior government
service including, service as Assistant Inspector General for Investigations at the Office of
Inspector General, National Security Agency; Senior Counsel for Law Enforcement and
Intelligence, Office of General Counsel, Department of Treasury; and Supervisory Special
Agent, Appellate Unit, [nspections Division, Federal Bureau of Investigation. We are fortunate
to have Chuck on the OIG leadership team. Chuck succeeded Scott S. Dahl, who served as
Deputy Inspector General from April 2007 to October 2010. Scott’s distinguished tenure at the
ODNI OIG was recognized when he was awarded the Intelligence Community Superior Service
Medal in October 2010.

(U) The IC IG Community was deeply saddened by the passing of NGA Inspector
General Thomas J. Burton in January 2011. Tom served the IC for over 28 years, including
nearly 3 years as NGA Inspector General. Tom set high standards for objective, independent
cvdmuommdwnﬂbcmembaadforhummy,humpponandmmmuhpofhu
colleagues, mdhuwmmwwdwhnghenmndmdsofp\xbhcmc

(U) We appreciate the continued support for our mission from ODNI management and
Congress. As the OIG continues to work with the ODNI’s new leadership team and prepares io
transition to the Office of the Inspector General of the Intelligence Community, I want to express
my appreciation for the talent and dedication of OIG personnel in the ODNI and across the IC.

Roslyn A. Mazer
General

Inspector
February 2011

: 2
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I. (U) Overview

(U) The mission of the Office of the Inspector General (OIG) is to improve Intelligence
Community (IC) performance by: 1) conducting oversight of the Office of the Director of
Natiopal Intelligence (ODNI) and IC programs and operations that fall within the authorities and
responsibilities of the Director of National Intelligence (DNI); 2) exercising a unique cross-
agency focus; and 3) drawing upon the collaborative efforts of IC Inspector General (IG)
partners. The OIG conducts audits, investigations, inspections, and reviews of ODNI and IC
performance to detect and deter waste, fraud, and abuse and to promote efficiency, effectiveness,
and accountability. The OIG’s completed and ongoing projects are described in sections IV and
V, respectively, of this report.

(U) The OIG makes recommendations to the DNI for improving the performance of
ODNI and IC programs and activities. Section VII of this report includes an update as of -

31 December 2010 on the status of ODNI management’s implementation of recommendations
made in OIG reports completed since 2007.

(U) OIG Organization

(U) An organization chart delineating the OIG’s front office and division structure during
the reporting period is below.

(U) Figare 1. OIG Organization Chart 2010

I (-} )
] ] I
Audit Inspections Ivwestigations Oversight & Managemient
Division Division
"""""""""" (b)(3)
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(U) The OIG is comprised‘ of the following divisions:
(U) Figure 2. OIG Divisiens 2010

Ottice o the Tnspoctor Ganeral Pivisions

Andit Division

Exccutes program, compliance, and financial sudits and evalustions of ODNI and IC programs,
information technology, procurement, acquisitions, intemal controls, financial statements, and financial
management.

Inspections Division
Conducts inspections, reviews, and evaluations to improve ODNI and IC-wide performance; examines
information sccess, collaboration, intelligence collection, analysis, and compliance with laws and

regulations.

Investigations Division
Investigates allegations of violations of criminal laws and administrative regulations arising from the
conduct of ODNI and IC employees and contractors. :

Management Reviews Division

Conducts management and programmatic reviews of the ODNI, its centers, and the IC; evaluates
mmmmmdmuwmmthelCmdevelopimmdnmplemnnzptmmdptocednmto
improve both effectiveness and efficiency.

Oversight and Policy Division

Performs reviews of programs and activities to assess whether oversight and compliance are effective,
monitors and analyzes trends and patierns concemning intelligence oversight activities across the IC, and
prepares reports on intelligence oversight issues in coordination with the ODNI Office of General Counsel

for the President’s Intelligence Advisory Board’s Intelligence Oversight Board.

(U) OIG Personnel and Resources

(U//FOU6).The OIG has a diverse, highly-experienced workforce with a variety of
professional and intelligence backgrounds. The OIG staff has experience within other OIGs
across the IC, and also as collectors, analysts, andpmjeclmmagemﬁommlhtaryandcmlun

intelligence organizations.
' m The OIG’s authorized workforce level for Fiscal Yér (FY) 2010 was 33. Asof

SECRET//MNQPORN
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training. The amounts and percentages of OIG expenses before the Comptroller took control of
end of year funds are identified in Figure 3 below.

(U) Figure 3. OIG FY 2010 Budget Expenses

R (b)(3)
(%Q\Tbeomwodmd i NI o rectify discrepancies in the FY 2010 account and
budget projections for FY 2011.
[ The ODRT )

Comptrolier will provide additional funding to cover these costs.

W) Because the Federal government operated under & Continuing Resolution at
the close of this reporting period, the FY 2011 resource outlook mirrors the 2010 profile in
Figure 3 above. The OIG is examining the need for additional resources and positions to satisfy
the FY 2010 Intelligence Authorization Act (IAA) establishment of an IG for the IC.

sm
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IL (U) IC Inspectors General Activities

(U) To achieve its oversight objectives, the ODNI OIG facilitates collaboration,
information sharing, and strategic planning among the IC IGs. This section highlights some of
the ways the OIG ﬁﬂﬁlledthumussondmmsﬁmrepomngpawd.

' (U) IC Inspectors General Forum

(U)TheODNI 1G chairs the IC IGFomm, which meets quarterly to consult on topics of
common interest, to facilitate the development of cross-agency projects, and to promote the role
of IC IGs across the IC. The ODNI IG performs such functions as hosting meetings, developing
agendas, distributing pertinent documents, and maintaining meeting minutes.

mmmmpﬁo&hmlﬁ&mm@wm&mm
coordination among the IC IGs by exchanging ideas and work plans, sharing best practices, and
identifying coilabomtive projects affecting two or more IC OIGs. As part of the IC IG Forum
activities, the Deputy Inspectors General Working Group and Assistant Inspectors General (AIG)
wmwwmmmmmmmmmhmmammmmam
variety of topics:

o TUIROUO) The Deputy Inspectors General developed the program for the
17® Angual IC IG Conference, which will be held on 10 May 2011 at the
Defense Intelligence Agency. The Deputies also discussed the impact of the
FY 2010 1AA on their respective offices, planned for the IC IG Awards ceremony,
and assessed the progress of IC OIG peer reviews.

e (U) The AIG for Inspections Working Group established a Project Agreement that
specified four common objectives for the joint IC Review of Continuity of Operations
and Intelligence Readiness. The Working Group also developed a preliminary
checklist, criteria, and measures of effectiveness for peer reviews that are based on
the Council of the Inspectors General on Integrity and Efficiency (CIGIE) Quality
Standards for Inspections. The AIG for Inspections at the National Geospatial-
Intelligence Agency (NGA) volunteered for the first test run of the poer review
criteria, and the AIG for Inspections at the National Reconnaissance Office (NRO)
volunteered to serve as team lead for the review.

s (U) The AIG for Investigations Working Group collaborated on proposed legisiation
affecting investigations and exchanged best practices regarding proactive efforts to
detect waste, fraud, and mismanagement. It also shared the pames of working targets
to ensure all IC agencics are aware of any fraudulent schemes or efforts. The
Working Group also encouraged and participated in the IC IG Joint Duty Rotational
Assignment Program, collaborated on scveral joint investigations, discussed peer
review models, and facilitated joint training within the IC. The Working Group is
currently reviewing compliance instructions regarding current legislation. The
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Working Group continues to review Investigation Manuals to ensure best practices
arc known and used throughout the IC OIG investigation divisions.

e (U/FOBO) The Joint Audit Working Group (JAWG) held meetings to coordinate
work plans and discuss with senior officials issues such as financial auditability,
business transformation, Federal Information Security Management Act (FISMA)
work, forensic auditing, and cybersecurity. The JAWG obtained consensus for the

-ODNI OIG to issue a capstone report to address IC-wide FISMA issues identified by
the IC OIGs (described in the Completed Projects section of this report). In addition,
because of increasing concerns regarding cybersecurity, the JAWG initiated a
separate working group to focus on cybersecurity and expedite the sharing of
information and andit approaches.

%ﬁm In addition, the OIG Audit Division served as the co-chair of the Chief
Financial Officer (CFO)/IG Council. The Council is comprised of the Central Intelligence
Agency (CIA), Defense Intelligence Agency (DIA), NGA, NRO, National Security Agency
{NSA), and ODNI CFO and IG representatives. The Council is responsible for: 1) monitoring
the IC implementation of the Financial Statement Auditability Plan; 2) providing assistance to
the components on the resolution of IC-wide challenges; and 3) developing and executing an IC
audit validation strategy. As the co-chair of the CFO/IG Council, the ODNI OIG led key
meetings and obtained speakers that facilitated mwhm:moflong-stmdmgmasrcgardmgthe
application of accounting principles and the OIGs’ roles and capabilitics in support of financial
statement sudits.

B/Fovem response to & congressional inquiry on IC employees’ outside employment
activities, the DNI asked the IG to conduct an IC-wide review of the policies governing outside
employment activities and any employee misconduct investigations stemming from outside
employment. The IG turned 1o the IC IG Forum members for their assistance in completing this
review and provided a briefing to the House Permanent Select Committee on Intelligence
(HPSCI) on the matter. The IG reported that based on information provided to the OIG in
response to a questionnaire sent to JC OIG investigators, misconduct or sbuse involving outside
employment activities did not appear to be a systemic problem. The IG also noted that IC
clements’ policies adequately notify IC employees of their obligations and the unique
considerations for obtaining approval for outside employment activities. However, the IG also
found that IC elements would benefit from a periodic reporting requirement for IC employees
approved for outside employment activities on a case-by-case basis and from maintaining
records to track the number of requests and the disposition of these roquests.

mo)lnaddiﬁonmﬂ:eqmlylcmhmmoeﬁmtthDNIOIGhosteda
meeting of CIGIE leadership with the IC IGs of recently named Designated Federal Entities
(DFEs). As mandated by the FY 2010 1AA, the DIA, NGA, NRO, and NSA were included as
DFEs under the Inspector General Act of 1978. Thus, the IGs for these four cntities now have
statutory authorities under the auspices of the Department of Defense (DOD) IG. Previously,
these IGs reported through the DOD IG as administrative 1Gs.

5
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MmmeeﬁngpmvidedafomforCIGleuquintmenewDFEIGl with
the mission, activities, and expectations of CIGIE membership. The IC IGs used this
opportunity to promote an understanding of their respective missions and review potential
overlaps across agencies. CIGIE members also discussed levemm their efforts and the next
steps for the new CIGIE members, including participation in meetings, committees, working
groups. The attendees also discussed training opportunities, Joint Duty Exchange programs,
award programs, peer reviews and best practices for conducting audits, inspections and
investigations, including how to avoid duplication of effort.

(U) Intelligence Oversight Activities

(U) Executive Order 13462 elevated accountability for intelligence oversight reporting to
the heads of departments and agencies and incorporated a more timely method for reporting
significant and highly sensitive intelligence oversight matters from IC components to the
President’s Intelligence Oversight Board (IOB). Under the Executive Order, the DNI analyzes
IC component intelligence oversight reporting submitted to the IOB. This responsibility is
carried out jointly by the ODNI OIG and the ODNI Office of the General Counsel (OGC). In
coordination with the ODNI OIG and OGC, the IOB issued its Intelligence Oversight Board's
Concept of Operations, dated 8 September 2010, which set forth the President’s expectation for
intelligence oversight and the IOB’s concept of operations for meeting those expectations. Once
issued, the IOB staff and ODNI oversight personnel began scheduling meetings with oversight
personnel from each IC element to discuss the updated reporting requirements and to provide
feedback to the IC elements regarding past reporting.

(U) The OIG also participates as a member of the joint ODNI and Department of Justice
oversight team that conducts periodic reviews to assess IC compliance with procedures and
guidelines issued pursuant to Section 702 of the Foreign Intelligence Surveillance Act (FISA),
50 U.S.C. §1801 et seq., as amended by the FISA Amendments Act of 2008, 50 U.S.C. §1881a.
The results of these compliance reviews are summarized by the DNI and the Attorney General in
joint semiannual reports submitted to the Senate Select Committee on Intelligence (SSCI),
HPSCI, Senate Judiciary Committee, House Judiciary Commiittee, and the Foreign Intelligence
Surveillance Court.

I11. (U) Management Challenges

(U) The Reports Consolidation Act of 2000 requires federal agency IGs to identify and
report the serious management and performance challenges facing their agencies. In 2009, the
OIG issued an IC Management Challenges report, which included challenges identified from its
own reporting and synthesized challenges identified in reports published by other IC OIGs. In
contrast, the OIG’s 2010 report identified challenges exclusive to the ODNI.

(U) To identify the chnllengel for our 2010 report, the ODNI OIG drew upon inspections,

audits, investigations, and reviews perfotmed in the past 2 years, challenges discussed in the IC
IG Forum, issues identified by ODNI senior officials, and materials pmvxded to Congress by

clements of the ODNL
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(U) The challenges were not presented in priority order because all are critical for the
ODNI. It also was not a cumulative list of all ODNI management challenges; rather, it provided
a snapshot seen through the lens of recent OIG reports, OIG findings, and ODNI activities and
focus areas. . :

“TC)-As reflected in the OIG's 2010 report, we identified the following as the| Juost ™~~~ (b))
serious management challenges facing the ODNI: (b)(3)

l JUUEPEEL R ()10)
L (b)3)

‘ ]‘
|
t

(U) In his response, the DNI agreed that challenges identified by the OIG do not lend
themselves to one-time solutions, but require sustained focus, effort, and leadership over time.
The DNI also described additional ongoing or planned efforts that address each of these
challenges. He noted that the ODNI is implementing a number of changes in each challenge area
in direct response to the OIG’s recommendations. He also stated that the ODNI’s performance
in each of these areas will continue to improve as management implements more of the OIG’s
recommendations.

IV. (U) Completed Projects

(U) Audits

(U) Increasing the Value of the IC’s Federal Information Security Management Act
(FISMA) Reports

The OIG initiated this project as a follow-up to the annual FISMA report and
addressed issues identified during the FY 2009 evaluation that were beyond the scope of the
annual FISMA reporting requirements and that cut across multipie clements of the IC. '
Specifically, the issues addressed in this audit included the effect of the delayed receipt of the
Office of Management and Budget’s (OMB) annual FISMA requirements, the inability of the IC
to use OMB’s new unclassified database for FISMA reporting, and the lack of a standard
definition of an “information system.”

(U/FOU6).The cvaluation examined the impact of these issues on the IC OIGs in
performing annual FISMA reviews. The evaluation contained these findings:

1. OMB does not provide FISMA instructions to IC agencies in a timely manner, which
hinders agencies’ ability to conduct a thorough revicw of information security or
provide OMB and Congress with a meaningful report on systems security.

7
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2. IC agencies are unable to use the unclassified automated system mandated by OMB
for reporting FY 2010 FISMA results.

3. FISMA reporting among IC agencies is inconsistent due to the absence of a clear
definition for an “information system.”

U The report made three recommendations to the IC Chief Information Officer
{CIO) 1o increase the value of the IC agencies’ annual FISMA reports submitted to OMB and
Congress, as well as to improve accountability over information system security: 1) establish
definitive metrics and guidance for 1C CIOs to perform annual FISMA reviews; 2) establish a
detailed plan of action and milestones for developing a classified version of OMB's unclassified
tool for agencies annual FISMA reporting; and 3) provide guidance to IC agencies on the
definition of a reportable entity for FISMA purpose. The IC CIO concurred with the
recommendations, and all recommendations have been fully implemented.

(U) FY 2819 Independent Evalnation of ODNI Compliance with FISMA

msmmﬂmmmmlwwduﬁonbepeﬁomdbym
agency OIG or by a third party to assess the security measures for information systems that
support operations. To conduct this evaluation, the OIG applied OMB’s FY 2010 metrics for
11 categories of information security. Within ODNI, two groups are responsible for
information systems: 1) the Mission Support Division (MSD), which is responsible for internal
ODNI systems, and 2) the Intelink Enterprise Collaboration Center (IECC), which is
responsible for IC systems. The OIG also followed up on progress made by MSD and IECC to
address recommendations made in the FY 2008 and FY 2009 FISMA reports.

(b)(1)
(b)3)
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m In order to climinate potential weaknesses in ODNI information security, the
open FISMA recommendations from FY 2008, FY 2009, and FY 2010 need to be implemented

promptly.

(U) FY 2010 Consolidated FISMA Capstone Report for the Intelligence Agencies’
Inspectors General

“(U7TPOUQ) For the first time, the OIG completed an evaluation of FISMA reporting by
all IC OIGs. The objective of this evaluation was to collect and summarize the FY 2010 FISMA
report submissions from 11 OIGs for IC agencies that operate or exercise control of national
security systems. The evaluation summarized the information security program strengths and
weaknesses across the intelligence agencies, identified the causes of the weaknesses in these
programs if noted by the respective OIGs, and provided a brief summary of the
recommendations made for intelligence agencies’ information security programs based on our
review of all of the OIG reports. To perform the evaluation, the ODNI OIG applied OMB’s FY
2010 FISMA metrics for 11 categories of information security.

“(U7POUQ) Based on the results of the 11 OIG reports, we found that incident response
and reporting ranked the strongest among the information security programs, with 8 OIGs noting
that an incident response and reporting program had been established that met OMB
requirements. Our evaluation also identified three arcas where more than one agency reported
the absence of established security programs: continuous monitoring, contingency plmxninz,,ﬁ1

remote

i
i

P

Msu intelligence agency OIGs made a total of 164 recommendations to
address individual agency findings. Four of the agency OIGs reported that 42 recommendations
were repeated from prior years. Unless these security concerns are addressed, these weaknesses
could lcave agency national security systems vuinerable to attack.

(U) Investigations

(U/FOBQ) During this reporting period, the OIG conducted 23 investigations on a
variety of allegations, including time and attendance fraud, contracting ir.regularities. cthics
violations, misuse of government property, voucher fraud, abuse of position, and improper use of

9
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(U) Alleged Contracting and Administrative Violations by an ODNI Official

{U) The OIG investigated allegations that an ODNI senior official committed numerous
contracting and administrative violations. This matter was briefed to ODNI executive
management and resulted in significant improvements in the component’s contracting and
administrative practices.

(U) Alleged Voucher Fraud by a Seanior IC Official

(U} The OIG investigated allegations that a senior IC official in another agency
committed travel voucher fraud. The investigation determined that no fraud was committed.
The home agency of the official was advised of the OIG's findings.

(U) Alleged Procurement and Time and Attendance (T&A) Fraud

(U) The OIG substantiated allegations that two contractors had charged the government
for hours they had not worked. The two contractors were subsequéntly terminated by their
employer, and the employer reimbursed the governmeat for the estimated amount of loss,
$101,550.14.

(U) Use of Subpoena Anthority

Mmdngmmﬁngmmoxcdm”m”mmmﬁw
under section 7(a)4) of ODNI Instruction 2005-10. :

V. (U) Ongoing Projects and Activities

) Imbectlom and Reviews
(U) Review of the Status of Integration of the IC’s Departmental and Service Elements

(U) The OIG is conducting a review to identify the unique roles, capabilities, expertise,
and functions of the Departmental and Service elements; identify any barriers to their
integration; and determine how these elements can be more effectively leveraged and integrated
in the IC.

(U) Evalustion of the Administration and Mansgement of ODNI Core Contractors
Supporting Critical Missions '

(U) The OIG is conducting an evaluation of ODNI administration and management of
core contractors supporting critical missions. The objectives of the evaluation are to assess the
risks associated with the administration and management of core contracts; review ODNI
initiatives to improve the administration and management of contracts; consolidate and
synthesize similar agency-level evaluations of contractor resource strategics; and identify

10
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systemic or recurring problems, trends, and best practices, including risk mitigation measures. In

support of this evaluation, we asked thel ___)foraccessto 16 ________
contract files associated with advisory and support contracts ODNI. We also
sought interviews wi ntracting officers (COs) responsible for administration of these

contracts. Although provided us with some relevant contract materials, we were unable,
despite repeated requests, to obtain direct access to the contract files and the COs. This
restriction affected the comprehensiveness of our review.

) Evaluation of the Presideat’s Dally Briefing (PDB): Sources, Resources, Processes, and
Outcomes

(U/TFOYQ). The DNI relies on the PDB to provide the President and his senior advisors
with a baseline of intelligence to inform their perspective on world events, potential threats, and
the capabilities and intentions of adversaries. The OIG is evaluating the sources, resources, and
processes used to develop the PDB and is assessing the incentives and disincentives for agency
participation in producing the PDB. In light of significant changes to the PDB enterprise
following appointment of Director Clapper in August 2010, the OIG decided to suspend
completion of its evaluation until it can meaningfully evaluate the impact and efficacy of those
changes.

(U) Audits

(U) Audit of the DNI's Moaitoring and Coordination of the Comprehensive National
Cybersecurity Initiative '

M OIG initiated this audit to provide an assessment of the DNI’s execution
of his responsibilitics under National Security Presidential Directive 54/Homeland Security
Presideatial Directive 23, commonly known as the Comprehensive National Cybersecurity
Initiative (CNCI), to monitor and coordinate CNCI implementation. The objective is to
cvaluate whether the policies and procedures, roles and responsibilities, and governance
structures have been established to effectively monitor and coordinate CNCI implementation.
The audit will examine the adequacy of the coordination between the ODNI and other federal
agencies responsible for implementation of the CNCI initiative and determine whether there are
gaps or additional measures that should be addressed from a CNCI or ODNI perspective. To
accomplish this audit, we are coordinating with agencies in the IC, other agencies responsible
for CNCI initiatives and enablers, and senior administration cyber officials. '

(U) Audit of the Use of Reciprocity by the ODNI for Persoanel Security Clearance and
Hiring Purposes

(U) The ODNI initiated this audit to examine security clearance reciprocity with respect
to both eligibility and suitability. The OIG believes the findings of this audit will facilitate and
increase the efficiency and effectiveness of security clearance and access determinination

reciprocity among IC agencies.

11
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(U) This audit also will respond in part to the FY 2010 IAA requirement for the IC IG w0
audit security clearance reciprocity throughout the IC. Due to resource constraints, the ODNI
OIG will focus solely on reciprocity and suitability issues from the standpoint of the ODNI in
counnection with the three security clearance reciprocity scenarios specified in the IAA
requirement: 1) an employee of an element of the IC detailed to another element of the IC; 2) an
employee of an element of the IC seeking permanent employment with another element of the
IC; and 3) a contractor seeking permanent employment with an element of the IC.

(U) Investigations

(U//POUQ) The OIG continues to receive allegations of wrongdoing from within the
ODNI and the IC, including allegations of ethical violations, contract fraud, abuse of position,
and T&A fraud. Select cases representing the breadth of ongoing investigations are highlighted
below: : ‘

(U) Alleged Unauthorized Possession of Government Credeatials

(U) The OIG is investigating why certain ODNI employees were issued credentials from
government entities other than the ODNI. The ODNI is in the process of recovering all known
credentials issued to ODNI personnel from other government entities.

Uireug) Alleged Ethics Violation by Seaior Official

@FOUQLT& OIG is investigating an allegation that a senior ODNI official violated
administrative and criminal ethics rules by personally and substantially participating in the ODNI
acquisition process relating to the potential acquisition of services from a former employer. The
OIG investigation will examine whether the ODNI official complied with a 2-year ethics recusal
period and whether the officisl participated in pre-negotiation meetings while holding a financial
interest in the prospective vendor. '

(U) Alleged Violation of the Procurement Integrity Act

(U) The OIG is investigating an allegation that an ODNI employee provided
procurement-sensitive information to a contractor whose company was bidding on a large ODNI
contract.

(U) Alieged Ethics Violation by a Senior Official

(U) The OIG is investigating an allegation that an ODNI official violated federal ethics
rules by failing to report his ownership of stock in two public financial disclosure reports and
participating in official business involving another company while he owned stock in that
company.

SE RN
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(U) Alleged Misuse of Position by ODNI Manager

(U) The OIG is investigating allegations that senior officials in an ODNI component
retaliated against an ODNI employee because the employee had filed a complaint about the
component’s management practices. The complainant claimed that after making his written
complamt, be was given a low performance rating, threatened wnth a suitability investigation,
and given a letter of warning on baseless charges.

(U) T&A Fraud by an ODNI Employee

(U) The OIG is investigating allegations that an ODNI employee submitted false T&A
records for several months. The employee’s managers allege that the employee repeatedly failed
to show up for work but submitted T&A records indicating the employee was at work.

(U) OIG Complaint Intake System

m The ODNI OIG receives allegations of misconduct from IC employees and
" the general public on a variety of violations. During this reporting period, the OIG received 17
complaints, which included allegations of government credit card abuse, child pornography,
ethics violations, contract fraud, and a misuse of position. The ODNI OIG has investigated or
referred each of these cases to the appropriate IC investigative clement.

VI. (U) Congressional Engagements

ﬂDDmngthurepoMgpawd,theOlGengagedwnﬂ:manbenofCongmssmd
congmssnonalstnﬂ'onavanetyofmsnes

\ﬂmUQ.LOn 12 August 2010, the ODNI OIG bricfed a staff member on the
U.S. House of Representatives Appropriations Committee, Subcommittee on Defense (HAC-D)
on the findings and recommendations regarding an administrative investigation of a senior ODNI
employee and on the results of its audit report, Increasing the Value of the Intelligence
Community’s FISMA Reports (discussed above at pp. 7-8).

On 15 December 2010, the Inspector General and the Assistant Inspector
General for Investigations briefed the HPSCI Intelligence Community Management
Subcommittee on two recent OIG reports: 1) the OIG’s Review of IC Employees Outside
Employment Activities (discussed above at p. 5); and 2) the 2010 ODNI Management
Challenges Report (discussed above at pp. 6-7).

(C//NF)With regard to the 2010 ODNI Management Challenges Report, the IG outlined
the five challenges noted in the OIG report. The IG described progress made by the ODNI in
moving toward achieving financial statement auditability, noting that ODNI management has
fully implemented all recommendations from the OIG's 2010 audit of the ODNI’s Audit of
Internal Controls Over Office of the Director of National Intelligence Fund Balance with
Treasury and the OIG’s 2009 Joint Audit of National Intelligence Program Funds at the
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Department of Homeland Security Office of Intclligence and Analysis. The IG also noted that
judgments made by the Congress in 2004 and 2005 led ODNI management to avoid creating
duplicative systems for ODNI information technology, information security, contractor
oversight, and other support services, but instead to rely on other IC clements

for infrastructure and processes.

VII. (U) Status of OIG Recommendations for Completed Reports

(U) The implementation status of OIG recommendations made in reports completed since
2007 is noted in Appendix A, listed by report in reverse chronological order. Recommendations
are “closed” if they have been fully implemented (designated in green) and “open™ if they have
not been fully implemented (no color designation). At the end of this reporting period,
69 percent of the recommendations in the reports listed below are closed, and 31 percent remain
open. .

(U/TF ing this reporting period, the ODNI has closed or made significant
progress in implementing several OIG recommendations. For example, the ODNI closed one of
the six open recommendations from the OIG’s 2009 report on Acquisition Oversight. The
recommendation dealt with establishing a reporting mechanism to track the achieved
performance of fielded major system acquisitions. Over the past 2 years, the OIG worked with
ODNI personnel to identify thresholds for qualitative and quantitative reporting now included in
Appendix F to the Annual Program Management Plan Report.

(U) In addition, the ODNI implemented one of two remaining open reccommendations
from the OIG’s 2009 report on the implementation status of the IC Civilian Joint Duty Program.
The OIG recommended that the IC Chief Human Capital Officer (CHCO) discontinue the
requirement for IC elements to report quarterly promotion data in order to reduce the reporting
burden on IC elements. The IC CHCO changed the requirement from quarterly reports to annual
reports, which sufficiently addressed the OIG’s findings.
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(U) Appendix A: Status of ODNI OIG Recommendations Made Between 2007 and 2010
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(U) Appendix A: Status of ODNI OIG Recommendations Made Between 2007 and 2010
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(U) Appendix A: Status of ODNI OIG Recommendations Made Between 2007 and 2010
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and resolution of incidents D/MSC OPEN
in a timely menner and
timely reporting of incident
{ data to appropriste
suthorities. “TUHFOUQ) Rocommendation can be closed upon receipt and review
of the program documentation.
A-6
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Rocommondatiom

incident response snd

alternatively, MSC should
institute mensures that
addrens incident responee
wnd reporting functions
required by OMB.

(KR

fa'&\al;ntl?

14 Mar 2011
DMSC

1ra1e

Veitans (o 1y

(I
[ ]

WMmthwN

validation thet the changes to the SA have been made and finalized

Natus

wnmmnz ‘Wa recommend thet within |30 days of this report {14 March 201 1), the 1C CIO should:

s)mn.nlh!b
draft imaliok Incient 14 Mar 2011 e TM“
that K meets or excoeds all cao  f—1 OPEN .
requirctents exteblished by
OMB““S]'“ (. Recomenendstion can be closed upon revisi
v.1.6 of the plan 10 ensure that it meots OMB's 2010 FISMA
requircments.
b ) Establish s
inei&l =d I’“_—l
md\“am e o
OMB’s expectations
ve Ii‘ 14 Mar 2011 W (Ugmmmu
And resoiution of incidents Kco ) Recommendation can be closed upon revision/apdate: of
in » timely sannor v.l.6of Mbm“umtmum
reporting of incident dnia to OMB’s 2010 FISMA requircrments, and upon receipt and review by
spproprisic suthorities. OIG of documentation: that the plan has boem implemnensed and an

incident rsponse aad reporting program established thet mects
OMB's FY 2010 FISMA rogeiroments.

A-7

- ODNI Office of the Inspector General
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, e Proate
Rocommnmiendation , Netroas o g Stagtus
R ||m'n!

/(b)(5
m-mhs.zzwc S— (®)S)

recommend that within 60 ’
days of this report, the IC — B
crougxm- C s .
written POARM program e

for the IECC. f i

14 Nov 2010 o |-
Repeats 2009 oreN  {
Recommendarsion S a. b, ¢, ICCI0 ‘
duwe 10 be complesed in .
November 2009.

— -

@rrou) L]

Recomxnendation 7.1: We

recommend that within 180
days of this repont, the . -
DIMSC should establish and [ L
docament s contimous
moniloring progrum —
incoporating afl ofOMB’s
requirments. 14 Mar 2011 —:j (\M
D/MSC OPEN
(bX3)
w)mm«mucumww
verificstion thet the Plan meets OMB requirements and that the SA
has twon appropristely updated and finatized.
Imouo, Spowar| - ©XS)
Recommendation 7.2: 14 Mar 2011 L
Withia 90 duys of this repor, ICCIO 1"~ OPEN
the tC CIO should eatablish
and document a continuous
A-8

ODNI Office of the Inspector General
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Rocommondbation

monitoring program
incorporating all of the
OMB requirements.

Prive Ihran

Kecipont

Notrons to Dt

TOHFOLIQ) Recommendation 8.1: We recommend that within 180 days of this report (14 March 2011), the D/MSC should:

2) (GIFOU0) Complete 2
contingency pln program
including, st a minienaam, the
arcas outlinod in the OMB
FY 2010 FISMA metrics.

14 Mar 2011
O/MSC

mwﬁmbwmwm
verificstion that the plans moots OMB requircments.

b)m'ﬂmns‘c:uu
contingency for all
systems with availability
ievel of concern ratings of
wmedium or greater.

14 Mar 2011
D/MSC

(V7 Recommendation can be cloned wpon OIG receipt and
verification thet the plans meet OMB requirements .

s Recommendation $.2: We recommend that within 180 days of this report (14 Masch 201 1), the D/MSC should:

FY 2010 FISMA metrics.

14 Mar 2011
cao

(U/ROUQ) 18 Nov 2010: Not reviewed because deadline bas nat yet
pessed. :

b) (W// Establish a
plan for performing
contingency pisn tests on
systems whose contingency
| plens are greater than | -your

14 Mar 2011
IcCro

TUMFEUN) 18 Nov 2010: Not reviewed bocauss deadline has not yet
passed.

A9
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Iccemmnicndation

Py 1o

Nettons ta Doy

Reaipont

[~ COPOI018 Nov 2010: Not soviewed bacsuse deadine has nct yel

contingency plan totson ot | 14 Mer 2011 M
sysiems with availability IcClo OPEN
ratings of high.

& ish

contingency plans for all 14Mar 2011 | (UIIROI 18 Nov 2010: Not revicwed because deadline has act yet rouay
WﬁﬁWw 10 pamsed, OPEN

A

Perloy

10 July 2010
ICCI0

R RN B B Py

3SR I

Lty N I O
[ KA SR I N O Y
yor -
Pevb v o e b o by

traren
U v VHE S e
[ TR
o) s

10 July 2010
ICClo

A-10
ODNI Office of the Inspector General
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Dhe Do,
Fov e o ndatee g Neteans To Doty Staties

Koot

(U) Recomendation 2:2. -~ (bX5)
Withix 120 deysof this s

report dute, the IC CIO Pid

milcstones necorsary for 16 July 2010 -

lomentiog s classified ©Co

FISMA report instaces in €CIo CLOSED

________________________ T bys)

-

A-ll
ODNI Office of the Inspector General -
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20 May 2010

(U7FOH0) OIG received sustainsbility plan o 3 June 2010 that
outs the intent of the reconunendation.

NGIS)

A-12
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Fovommmaondatien

requiraments
identified in ICPG 601.01.

P Do

Rocpont

Vetiotns to Datn

"WOIOWNHA#MJMZOIOMM&
frecommendation.

intent of the

[ T T I S O O I A T I A KPR
|2 SR IO DY O O IR B T
[ B A I I ) O |

(U) DN signed memo deted 29 Jen 2010.

2. (U) We recommend that
the DN direct IC clement
heads to strongly promote
the IC Joiat Duty Program in
their organimations.

(U) DNT signed memo dated 29 Jan 2010.

3. (U) We recommand that
the DN1 hold IC slement
heads accountable for Joint

(U) Data collection and reporting is now used as an accountability
moasurs for IC slement boads.

4. (U) We recommend that

the DN direct IC clemeats

heads 0 esmblish policies

requiring thet proposed Joint

Duty assigmments be

reviewed snd approved by
’ first-level

employeas’
suparvisor aad second-leve!
manager.

3

(U) DNI signed memo dated 29 Jan 2010.

S. (U) We recommend that
the ADNIICHOO clarify the
purposs of the Joint Duty

(U) CHCO has clarified ths purpose of Joint Duty in ail briefings in
the IC and in other courses (a.g. 100C)

A-13

ODNI Office of the Inspector General
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Dac D
Rioconmicidation , Nerons to D Stalis
Racrprent

personal cxperiences, or with Diteckx | 2020 Jan 10. CHCO Council eneeting sotes distributed after Ao
. meoetings now SOP.

clocents & list of commonly | A\pNUCHOO | (U) Termioology posted o8 JD webpege. CLO%ED

and depicy 8 softwars (U) CHOO does 8 mass move weekly from the unclassified 10 the o
application that ADNICHCO | classified JD website. Agencies post classified vacancy CLOSED
mym ‘iluﬂyb“ . ;
pomed on the unclessified ' '

A-14
ODNI Office of the Inspector General
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Focommond it

Die 1t

capient

Aehions to Dl

(U) Application tool prototyped and functional. Cumrently ia pilot
phass; final security plan 1o be completed by end of December 2010.
Currently training Joint Duty POC users for IC-wide implementation

Satgis

the ADNI/CHCO uso the

facilities access).

ADNU/CHCO

(U) Joiat Duty Corsmwumity of Practice (CoP) discussed in detail in
Agpril 2010 and agreed to besic onboarding and reintegration practices.
NGA.DIA.ndClAtnthmllthGmm
October- December 2010. ICS standard on cobosrding sed

in review with Joint Duty CoP ; expect to be completed
by January 2011,

A-15
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Rt ooy

IRIITERENTN

it

Netrons to 1o

(U} Iapot iocorporated into draft ICS as owtlined in Recommendation
12 sbove. ICS os onbourding and relstogration in review with Joiot’
Duty Col; expect 10 be completed by Jaovery 2011.

ADNVCHCO

" 1 October 3010
ADNVCHOO

(U} IC CHOO agress 10 discontinus this promotion dats csll
requirement i0whes PDR report functionality is available. Promotion
dain calls have besn transitionod from quarterly 10 sanually o reduce
the reporting burdes, 10 the satisfaction of the CoP mombers.
Promotion dsts mondtoring is roquired by the IRTPA.

(U) Duts coBection hes been chusgod 10 an aneusl seporting cycls.

ADNUCHCO

(U} JD COP was briefed in january 2010,

ADNVCHCO

(U) CHOO is looking into adding bonus dets 10 the snmuml salary
iaformation reporting from olements. .
{U) This reconsmendation can be closed wheoo the data is reccived

froum the plawsed anmual dets call early in 201 1 snd the data is wade
available 1 the OIG and the IC.

(L) OPEN

A-16
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Iyae 1y
Baocatmend o Netrons b g St

Iecpaont

18. (U) We recommend that
the ADNIACHOO study the
foasidility of reimburssment
to0 Joint Duty perticipants for
miloage 10 sssigament
locations that excoods the

A (U) OGC has detormined that specific legisiation is necosssry. CHCO
that reimsbursement for doss not plan 10 sock such legisiation, unicss it bocomes necessary at w
some time in the fulure to incentivize joint duty participation. CLOSED

in implementing Joiot Duty. ADNIVCHOO | (U).Revision of the standard snd/or policy refloct assignment CLOSED
Devel L o ideti i

A-17
ODNI Office of the Inspector General
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o D
Reootatnondation Nt to Pty
Revgont

[IE BN

execution reies sre greser | October 2009 CFO implemented SOP SOP BF-| “Review and Anislysis of the W
hWrm s&wmmm'mlmu CLOSED

P N E N I B TS AN RS B > SR B E B B

[ TR N ]

1.1. &4 b., & (U/PORD) The ADNI/CIO aad the Director of MSC, within 180 deys (Jnuary 2010} of this report, should:

.7 (bX5)
S ] e
m:rm”‘:‘ ADNICIO OPEN

A-18
ODNI Office of the Inspector General
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, Dae s
Reoomondation ,
Rovipiont

Notpons to Dy

W)Wmumucwm&comh&hb
reconcile the invertory with the registry with ménimal effort.
As of 2 Dec 2010, the iC 1T Registry is not yet operstional, thus the
OIG canot yet reconcile.

St

Turmreuo)
O/MSC OPEN
(UIROUG) Recommendation can be closed ance the OIG i sble 1o
reconcile the inventory with the registry. (Investory provided in
Seprermber was based on OIG's FY 2010 reconcikistion). Becsuse the
1C CIO kas not yet reachod HOC for the IC T Rogistry, MSD canoot
complete the updates and the OIG cannot yet reconcile.
T blwomwmwmmamcunccnm M)O)
becsuse ownership was resolved in Jan 2010. CLOSED
b (W Dutermice
the ip of the 7
unidentified sysens;
DMSC Racommendation b) CLOSED for MSC and IC CIOVICES
) ownership was resolved in Jan 2010. CLOSED
\I&(wo
<) ) Make system
additions jons, or
sctjustroends 1o the
Intel ligenoe Community's -
(IC) Registry in s timely .-
manoer. -
a\h’mn)

A-19
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s et

rie 1) e

e e nld

Nt b Dot

UIPOUQ) Recommendation can be closed once the IC IT Registry is
¢t JOC and upon review and validstion of the IC IT Registry dats by
the OKG. Until the IC CIO acheives KOC for the IC IT Registry, MSD
canaot cooplete the updeies sad the OIG cannot yet review for
complinnce with the recommendstion,

1.2 (U7POLIS) The
ADNYCIO and thw Director
of MSC should reconcile the
ADNIXCIO and MSC
invertories with te IC
Rogisiry, st & minimm, o6 s
quarterly basix.

{DIPOU0) As agreed W on 18 March 2010, recomsuendation can be
closed amoe the IC IT Registry is ot }OC snd upon roview and
validation of the IC IT Registry data by the OIG

“TIPELIQ) Sep 2010: Rooosnmcadation was re-opened due to the
imahility o seconcile inventory during the FY 2010 FISMA review.

As agreed to on 18 March 2010, recommendation cas be
closed once the IC IT Registry is st HOC and upon review and

validation of the IC IT Registry data by the OIG. Until the IC CIO

A-20
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Ihie Prate

Rocammniendation Nelions to Pt Status
Reerprent

acheives [OC for the IC TT Registry, MSD cannot perform the
reconcilistions and the OIG cannat yet review for complisnce with the
recomymendation.

of MSC, within 180 days of
2010y ADMICIO wi ]
2010), will

develop » certification and .
sccreditation strakegy
imludin‘:d & schedule {plan of
action and milestones) for

reaccrediting the cied ADNICIO M) ,
systems and updute this OPEN ;

A-21
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Rovonmmcidatinn

1)

Hocipont

[ENIN

Notpotis (o Doy

Status

30.aand MJO) The ADNVCIO sad the Director of MSC, within 130 days of this report (24 Jamuary 2010), should:

process wes compicte.

(WUO)
a%) Perform ADNIXCIO OPEN
security on the systems
that curremily have securky TOWAQUIO) Recomunendation can be closed upon receipt of the
;:":‘?“F""‘h" documentation of security iests being performed for [ECC systems
TOIPOUO) The MSC systems that did 0ol have security tests were not aM)
DMSC secredited. Therufore, they did aot require testing wasi] the CRA CLOSED
process was complete.
:
R S S
ADNICIO OPEN )
b) ) Perform
annual secarity tests on “TUAMCRIO) Recommendation can be closed upon receipt of the
w'ﬂhmwmm documentation secusity testa being performed for [ECC systems with a
Mf"“" profect PLI or greaser.
“QOHPOUO) The MSC systerme that did not have secwity keats wene 5ol \(Wncw)
DMSC sccrodited. Therefore, they did mot roquire testing sasil the CAA

4 ab.c. (UMFQUO) The meumﬁMWhﬁal”mdﬁtﬁmﬂmmmﬂ%m

oo | Dt
UMmeuo) fon can be clowed once plan is developed
and valisted by OIG. The original completion dete was 24 Nov 2009,

‘reuo)

DMSC | “cLoseD

(b)(5)

(b)(S)

A-22
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b) (UTROYO) Perform
contingency plen tests on sil
sysiems with an aveilability
rating of high;

ADNKCIO

]

“TOMFQUO) Recommendation can be closed upon OIG receipt and

review of documentation of cameletion of testing.

(bX(3S)

D/MSC

<} TOAFOUD) Assign
avaiisbility ratings 1o all
ODNI systems on the IC
Registry.

ADNIXCIO

DMSC

(bX3)

Sa.5,¢. The ADNICIO and the Director of MSC, within 120 days of this report (24 November 2009), should:

) (U/FDI00) Develop 8
wniform written plan of
sction and milestone procoss
for the ODNI;

ADNICIO

]

(bXS)

") (L7POLIG) Rovise their
plan of action and milesone
fists s include dates whes

items are placed on the lists,

ADNICIO

(bX5)

A-23
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[ oot ting

actioos cun be monisored;

Phe Brai

|2 [FRIRIEEH

Ntiodis to Dt

<) ) Raview
exinting of scticn md
milestone tists and
determing which itecns can
tw ensily resawdied 50 they
can be closed.

I [T
] {

6., )} The

ADN e Divector
of MSC, withia 120 days of
this roport, should joimtly
develop s OONI
Mw
policy.

6.2 8. (DYRQUO) The ADNICIO, within 120 &

]

) TOREUO) Adop snd
implement Federal Deskiop S—
Cove Coafiguration standerd I bw}
configursiions sod ADNICIO o
document deviations and M~__J
sccusity coawrol deficiencics |
on deskiops directly ‘
comtrotied by ODNI; “TPERIQ) Recoeunendation cam be closed upos proof of FDCC

implementation snd/or documented deviations.
b)b%mpm
Federal Core
Configurasion security I e LR Pl
seitings imio all Windows ADNICIO W)
XP™ gnd Vista™ deskiops ::] OPEN
directly controtied by the
ODN1.

‘(ummm' can be closed upon proof of FDCC

A-24
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Do b
Hoconpmomdato AFR ETETERNG PV0 B YN
Recpran

have significant 24 Sepe 2009 : ’ N X
informmtion security; by ADNICIO

T

‘!,
H
?

(EIPEV0) Reconsmendation can be closed upon receipt of
documentation of s contract modification to demonstrate the
i 10 close.

|

(b)(5)

) A-25
ODNI Qffice of the Inspector General
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Rocommcnd it

9.0. (CXEOU0) The
ADNICIO and tha Director
of MSC, within 60 days of
this report, should fully
implement all
recommendations in the FY
2008 OIG FISMA report.

Lo~ e i

» (UMGUO) DONVRC
immediately ensure that
programs funded within the
Community Menagement
Account and sxacuted by the
ODNI are oversesn in
accordance with IC
scquisition policy.

Duc Do

Reciprent

24 Sept 2009
ADNUCIO

PN

1O

Jamuery 2009

Nctions to Date

m)momucmmwmm
are being tracked independently.

OUESTTION ONERSTGIEE S TR VTR Gb s o be i) s

B F I TR NN S B TP

Privie 2
ClLoNi by o N

(IR I

funded in the

(UPSLIO) D1 isound Exocuiive Comesponsonce in Semmey 2005,
1 abide by IC Acquisition Policy and Oversight

implementation of the FY 2008 OIG FISMA report recommendations

Status of ODNI OIG Recommendations Made Between 2007 and 2010

STatus

CLOSED

b. TUYFEUD) Publish IC
policy no latcr than 120 days
aficr signature, identifying a
govemance model for the
ODNI AO workforce
relative to the [C acquisition
community, including:

A (UTPEUO) Revising
ICD | 10 account for current
distributions of suthorities
and dexision righ

B. TUMRQUO)
Standardizing levels of
official imterface and
protocol between ODNI
officials and IC
counterpans.

C. (U Clarifying
the role of the ]
relative 1o the codified
suthorities of the DNI's
Milestone Decision
Authority (MDA)
(DONUFC), the DDNs, the
ADNIs, and DNI Policy for
the IC.

October 2009
P&S, CMO

M) Awaiting P&S complotion of ICD | revision o recision
of ICD 1 and its replacement with Executive Correspondence.

OPEN

A-26
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Preve Brate
o i Lo Nt b Frany

fo gl

the (UPOUID) SAE, ADNUSRA, snd ADNIVCFO sgread to 8 reviesd
procemes thet link PPBE Cycls proosss 1o align the DNT's budgetary and Milestone
scouisition R Dacision Avthoritics. The OIG will contioue o mositor :
decisions with CFO fanding 5 2010 duvelopmenis 10 cosure linkage of MDA and fiscel suthorities.

4 (UMW) DONVFC (C/7PONIO) The DONVART’s performence objectives hrve becn
enforces scconntsbility for amended 1o inchude “Easure valideted capability needs are
w,pdﬁnm . wmnmwmmm

documenis as a pweroguisite MDWVATM with QI3 concurrencs — s DNT
for MDA delegation, snd waiver of this Recommendation for Cosrective Action for acquisition
pormnently sdd mich munulmumm OIG will
Innguage t6 DDNIFC evalume progress ia 2011 10 make & determination of

objectives no May 2010
Jnder than 360 days afler TOTPOLIG) To close, OIG nesds 0 review Statewents of Capebility i %9’
signshure. Additionafly, DDNVAT scoordance with IC policy sod rmoifications during the FY11 MDA
when the DONVRC delogation process.

“M?‘ﬁ k ) | I i E R S ( b)(S)

developiag formma! Jesuary 2010 : :
romal , ‘ o ’ Urouo)

Commities ADNVERA
approval and validetion. DONVAT

£ (LIPPQLO) DDNIFC, the

ClO, and the Officeof

General Cownsel %0 October 2009 (WIFOHO)
colisborste and codify o OPEN
statutorily compliant avess
ofoversight jurisdictionme | | e i I R

Iater than 120 deys after (bX(5)
A-27 ‘
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SRR IR RN

Tho Ty

Reocipion

Voo to 1l

{UIROUO) OLG will momitor the CHO re~organization to casure the IT
portfolio mensgement function survives, ind will monitor the
relationship ¥ ensure proper coondination, integration, sad sharing of
hmwuarucmwnmwordmm
fecommendation in the next reporting poriod

DDNVAT

ADNUSKRA
DDNVAT

— e Semoe-

(OIPOLIO) OIG will monitor the dovelopmeet of the 2011 PMP
Report aad work with ATAF sad SRA personnel 1o idemify
opporiunities for more detailod reporting ot the KPP level for each
MBA, if possibic,

PAS,

mmmwmwwmw 18
Asg 09 and included Enterprise Acquisition,
negating the nood 10 soviee the ACCEA. DDNUMT&(G&W
of securing IC consert on ICPG 801.3. Asof | June 2010, still
wwaiting ART's IC coordination.

CUAROLIO) A revieed, sbbreviatod version of ICPG 301.3 has been
submitied for coordimation. To clasc, ICPG 3013 noeds 16 be issued.

A-28
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. e D
oot ndaion Notrons ta Dot Ntatus

Bocynom

C. Elovate workbree

qualificstion end

certification gosls

J ) Establish o ‘ mo)mwmmwwimenh
process snd address the Amnsl PMP report. The 2009 PMP report did ot address
instancess of IC sgency any compliance issues though the OIG was aware of acceas challonges
noncompliance with IC with at lcast one IC agency.

proces discipline

breskdowns no later than ) To close, the OIG nocds o verify there is accountability
120 days afier signature. An Octobar 2009 for issucs identified in the anmial PMP. That i
option the DNI may wish 10 DDNUAT acountsbility should link to consequences fram CFO

congider is to establish (recommendation above).

ODNI saff linison positions .

ot the [C agencies t0 act as

the forward-deployed focal

points for all actions and

information

tranamitted from the ODNI

sifT to an agency.

k. DDNls The DIS Memo 1o the ODNI staff (E/S 00770) dased 16

8. (U) Define the relative

intermal mxthoritias of the November )
DN, PDDNI, and other 2008 CLOSED
ODNI sanior staff.

5. (U) Publish ICD 501 and

directives w
ing IC-level : November
:-mammwm 2008 CLOSED -
information access for the
snalytic community.
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o commondain n

[RIT

Irate

Ry aiprien

Nofians T Praty

hightet Jevels in order 10
comunesnicats nationsd
intalligance interests 0 the N o
Dol aad 10 implement
sppropriess legal and policy
throughout the IC.
g (U) Foous afforts on
flomlizing the ODNI's No;m-?u an
12333,
h. (U} Ficalte sod publish —
eritical ICDw, inchuding ICD November
101, ICD 303, ICD 306, and 2008) [h]
m”l-"&:{abn‘ CLOSED
Juelligance.” DONVPPR
[T (U77000) Develop s TUTPGLEQ) OKG snd the CMO follow s procces for ODNI 1o
formal ODNI process for CGiwnd: 10 OIG recommendations in a limely menner. OIG and the DIS will
timely responding w OIG November cominue 10 track snd moniior open reconmendations wder this
recormendations and for 2008)’ process umtil such 1imie as this proceas can be formalized. OIG 0 re- {orroud)
tracking impleracatation of send proposed process 10 DIS for formalization. OPEN
recommendations that are MO
acoapiad by menagement. This can beclosed when the process is formalizod.

A-30
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Phus ra

o oo Notiears to Pate STatins

[ 1l wd

/(o))
suditability
target dates for achicving (imsued: K
mbﬁm November [l
standerd finmncisl systems 2008)
III

1. (UIPOLID) Complete and | "
sibmit 10 Congroms the [:
remaining financiel plans
pestogror-—-Thr-v —
due 0 3

M

CiO @BT0)
Gaomiixation fssmnce of -
common (J.3. pexsous ralas,

November m

2008) - CLOSED
0GC
C—

A3l
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Reocomme sdatian

[roc faar.

R cpeont

Vit o bhan

SEatas

colisboration for the (U) NIS defined “collsboration.” w
i PAO CLOSED
0. (U) Land the effort 1o () The cloar and understandable definition of 3 gystern does not exist
define what comtitutes s Seroughout the fisderal government. Therefore, the 1C C1O is unsble
“syseexs” for consistent IC (ismund 16 develop a definition just for the IC bocsuse most agencies sre dusl-
application for both M hatted (IC and DoD)). However, in April 2010 in resposee 10 Owr more
sudinsbility and busioces 2008) recent teport Evalustion of [ssuez Relased 1o fmplemenstion of the
.| Federal Information Secwrity Management Act Wishin the Inssliigonce ()]
ADNICIO: Community, we wre recoromanding thet the IC C1O develop guidance CLOSED
CrO; i for the IC agemcies St identifics what definition should be used for
with PPR FY 2010 FISMA roviews.
(U) Therefore, we are closing this recommendation snd tracking it
under the more necent report.
p. QUTPONIC) Eneure (iasund: hlﬂﬂﬂmﬁ
prompt and compicte Novem [0 has esnblished procass for enewring “Tumeun)

IR S B IR AT P B
sy b L
[ B SN

BTRIN

& (U) Appoint s senior (1) The Director of the Intelligonce Staff was gives this
officer 10 assist the DI in responeibil ity.
provirplectssrran
- ions conmined | AUB 2008 e
in 010 reports snd relevant

frome olleer
OPOes.
b. (U) Make the EXCOM Augint 2008 (U) Charters eolablishing the EXCOM and DEXOOM were )
and DEXCOM permanent dissemionted on 12 June 2009. CLOSED
& (U) Claaely define and {U) Chartary sstablishing the EXOOM asd DEXCOM wers
sommetionte the roles aad Auguet 2008 disswissted on 12 June 2009, )
reponsibilities of the : CLOSED
DEXCOM so the IC.
d. (U) Direct IC lcaders to
instyuct their respective
clonents s coordinee W
hardware acquisition August 2008 CLOSED
requirements thyough the
sppropriate ODNI
orpanization.
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o conme nddation

b

R et

Fhine

Vot To 0

¢ {U) Finaline snd (U) Joint Architecture Reference Mode! V 1.0 baeelimed by Joint
comaumicets an 1C sysoms Systems Enginccring forum 29 April 2009 snd briefod 10 ICIPAC 16
archimwctare plan that A 2008 June 2009,
inputs and sequiremeonts s
f. (U) iduntify and develop mmmmmwvmul
s ackion plen to addrens the Wmmmw*-hdumﬂ
deln:ﬂn imitiatives %0 improve informmtion iotegration acroes the 1C.
hﬁ-ﬁu‘m- Augum 2008
IT networks deployed scross
the IC, snd insufficient
bandwidth for video
seleconfurencing.
& (U} Reguire ODNI (U) Memo from the DIS 10 all component hesds dirociod them to
mw;gmm provide this information in conjunction with ODNI wesking.
and oukoomes of data calls | AE 2008
a8 part of the taskiog
prooms.

{tssued: Avguat
k. (U) Shere the results of 2008)
this Diagnostic with IC s
olemehts. DIs

(issued: Avgust
L (U) Brief the ICLC on the 2008)
renults of this beseline )

OIGV/DIS

§ (U) Reguire all DN direct
roports aad Mimion G-%;“
Managsrs 1o devalop snd
mrmaEr | o
k. () Develop sn sudio- Closved:; August ) ODNI PAD relewmed the ODNT Comenand Briefing ie March 2010
Mm-::;lmd“ 2008) for uee across the IC.
role of the ODNI ia the IC 0 PAD
sl new IC mombers.
L (U) Coordinsse and ‘“"“,‘:n:“)""'
comsolidele bardware and
software acquisition ao
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piitrcndhalooeg

Sl

. (U) Direct the DDNJ for {U) CHOO hes lnmched the Inselligence Capabilities Catslogus (IC3
Analysis 10 develop nd “"'f“f‘;""“ o replace the ARC. )
s 2
ensure the accuracy CLOSED
quality of informetion in the | PONVAXHC A
Anslytic Resoarces Catalog
. {U) Enewre tht a1 IC (isuek Angust | (U} CHOO lws documentod thet 16 1C elaments have implemenied the .
cloments are 2008) requirements of ICD 651 in performence appraissls, one is in the w
the requirenents of ICD 651 moﬂwm CLOSED
in coployee ADNVCHCO
o covrdlmion wif "
n instion with
DONVC and DONUPPR, to f""‘go:‘)'l"“
ensure through sppropriste
guidelines, policies, ADNIXIO (U)A-mul}u"sm-d Sourcing Requirements for (V)
dirwctions, stenderds snd Jead; DONVA, Dimerninating Anslytic Products. A-Space is covered it Asalysis 101, CLOSED
Susieves procticm e web- | pDNI,
s techmology
cnsbic and endance mimion |  DONVPPR
effectivencs.
: (U) IC3 will proyvide resident exparties at-al] IC clemonts.
P (U} identify, compile, (iaed: Amgust
maintsin, and diswibute 1o 2008) (U) The PDR has 00 expected complotion dwe yet. Mery Kay is the
- the IC & list of the expertise POC. She hopes 1o have milestones by Jan 2011, U} OPEN
of all 1C slements. CHCO
. (U} Recormaendation will be closed once the IC3 i deployed snd
accewible.
q. (U Cremis s cloar and (U} 13 Doc 2010 - PAO provided the CMO with & draft mission snd
succinet mission snd vision ' vigion staierment, which is in review and coordisation. PAQ is
sistement for the ODNI. (iswuod: Amgust | desfting s communications plan 1o lsunch the miasion and vision
Publish snd commmicale 2008) stadement in January 204 §. (U) OPEN
the ODNIT miswion snd
vislon 1o the ODNI and IC DIS; PAO (U) This recommendation will close witen s mission and vision
clements. stasernent have been formalized and & commmunications plan hes boen
deveioped thet offectively publishes and comemumisics the mission snd
vision 30 the ODNI snd iC.
¢. (U} Publish a definition of | (iseued: Angust W
collaborstion for the 1C. 2008) CLOSED
PAO
» (U) Determine which (U} Per 3725/10 emmil from DVDIS meny of the secommendations of
recommendstions made in the study were incorporated in other DNI inkistives. Seversl other
the Achleving a Robwst (isssed: Asgust | recommendations sre 0ot in line with the NIS sod therefore should sot
Environment 2008) be implementad, ()]
study shomid be : CLOSED
implarsested sad appoint & +)3]
senior offioer 10 implomeet
those reconsmendations
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(v ndanion N Vetinns fo Pt
vuipHenl

{U) PAQ bes updated all marketing mmterials snd has fomlived
technica! changos to the Ask the DNI program.
DNI™ Kok on the DNI * 3 woxk pilot %0 launch 17 Dec to lmnited ODNI
homepage to solicit 2008) & 17 }an lunch to entire ODNI workforce OPEN
questions snd comments »  Masned MurchvApril lsunch 1o IC - ©
from the IC workforce. PAO -
(1) Recormmendation can be closod when “Ask the DNT™ is availsbie
(o the IC workforce. .
w (U) Commumicate (issmad: August
fsmedistely %0 the IC all 2008) )
appropriste EXCOM CLOSED
agondes and misten. Dig
L (iommet: Auguat
;‘MWW 2008) W
colisboration. CHOO CLOSED
w, (U) Melke Joint Daty
reimburssble or | (lswed Augast B .
b {U) Some exchunge acrangemonts have boea implomented. This
mmh 2008) recossnendation - and other relsted recommendations - was captured agm
Scirens the lesus of misel CHCO i our Joint Duty Report (Nov 09).
impact.
x. {U) Make Joint Duty (issmed: Augumt
opportunities svailable for 2008) wu
more IC profossional CLOSED
catagovies. CHOO
y. (U) Comanumicate Joiat (isswod: August
Duty sacctenss and rewards 2008) il
tothe IC s e way © CLOSED
ICREEGS CHCO
3. {U) Reguiarly disseminate i A
including vavious report . CLOSED
mﬁc PAD
developmeats io the IC.
as. (U) Provids the IC with
pesiodic roports ot progress | o,y A
being mada in addressing ¢ m)w' : G
the findings cutlined in the CLOSED
Noversber 19, 2007 ODN] PR
G Digsernication Raport.
{isswed: August .
0. (U) Communicats snd 2008) : )
inplonssnt ODNI teste-cata CLOSED
PPR
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Proc Dot
So bt o phat

oo

1a.(U) CIO completes ' ,’(’?(b)(S)

based on cisk
(imsoed: August ’
asscasments, 3) plans for 2008) I W ,

procedures for developing
continuity of oporstions for
information systems.

1h (L) C10 10 astablish
milestones and

sirmtegic plans snd prograos
and fimaliss sysom
invensicrics. (iwosd: Augost

A-36
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,
Kecopmnon bere i

D Do

Koo

(issuod: August
2008)

Nutrans to Doty

(U) ADNI/CIO issued an IC Informetion Secarity Strategy, but the
strategy does not coatain parformence measwres. CIO will bave
performance measures by 2011 or beyond. Recommendation closed
becauss CIO continues to follow OME’s security performmnce
measures via IC-wide quarterly and snmal FISMA reporting per
FISMA legislation.

AINAITE

(lowwed: Auvgust
2008)

(iosued: Augus
2008)

>

(U) MSC has compieted its roadmap. ODN1 OIG reconciled the
imveutories during the FY 2009 FISMA revicw. However, this ransine
 logisistive recwrving requiroment (44 USC Sec 3305 (c) (1) for MSC
and the IC CIO.

(isuod: August
2008)

3b (U) DV'DMS complete a
documented compreheasive

(imsued: August
2008)

A-37
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, ) P Pran
Roconpgnandatnm , AYR ETRTRNR TS Y
Bavapin '

3 () DDMS 1o otablish | (lwued: Augwet

msiiestones for completion of 2008) (3]
the information secarity CLOSED
strategic plens. MSC

A-38
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,
e catmomdan

Duc Dan

Rt

Notions o D

lpcyldq-d::h NCTC fend; CLOSED
rogard to the watchlist r Poli
nominstion process. d
(U) Publish inserim IC-wide
guidance that states the
DNI's vision for the IC
waschlist eaigsion snd
requises each
agoncy/departnent to: (iawued:
assign responsibility for February 2008)
collaborate with NCTC to DONVPPR/
align reaponsibilities for IC Poticy
watchlist fonctions, and
identify warchlin
4 fimding
requirenents sud/or
shortfalls.
(U) Devedop » formal plan
{with timelines) for
» (lesued:
seswms responelbility ‘| Februsry 2008 W
CIA for reviewing their owa CLOSED
real-tims cabls wsffic for the NCTC
purposs of serrorist watchlist
nominations to NCTC.
(U) Develop s standerdized
format for . (isswed:
spency/department .
nominations oNCTC and | FeO™aey 2008) cL08en
formalizs the busincss NCTC
process for IC watchlist
aominations to NCTC.
(U) Develop sad meintain o (issued:
cmntral sepository for February 2008 CIMOSED
waschlist governing
docusxots for the IC. NCTC

(b)3)
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Prive Pran
HRecsmmonibaion , Nutroaes To Dt
Roopiont

DOVFEB), build on the (immed:
Terrorist Screcning Conter Febreary 2008) w
{TSC) prosocols snd provide CLOSED
additions! guidesce 10 the NCTC
watchlist commmnity.
(U) Updae the TSC
Understmding (MOU) oa
the Iotegration and Use of (iswaed: )
Scresning Information and February 2008 W
Addendan B to the MOU o CLOSED
cagere of} NCTC
purticipating IC
[
signatorics.
{U) Consider options for
incorporating the resources
thet furd the IC's suppont MMM)

TR B N A N R N R
R [ B B

or Principal Deputy DNI Noversber Mr«mm,umuumn
(PDONT), with the suthority 2007 prosalgase IC Policy Guidmnce. “Treun,

A-40
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Recommondaton

Doc Do

Icaipont

Netions 1o Dot

Statis

ODNI QOffice of the Inspector General

WRN

reporting directly to the DNI (UFGUQ) The ADNI CIO was sppointed the IC Inforsation Shering
or PDDNI, with the N R Exacutive in 2007. 1a 2010, the title of Information Shering Exscutive )
authority and duty 0 2007 was delegated from (he [C CIO to the Deputy Assistant DN for
estabiieh & process for Policy snd Strasegy. The new IC ISE is directly responsible to the %’
PDDNL.
of the policies and
procodhurcs by the agencics.
c.1. (U) Establish and
ot 1C. standarda sud P (U) The DN issued ICD 501, JCPG SO1.1, and 501.2, but the DNI has
I.""’“"I o0 of seneit l"""" . 0ot defined “sensitive imtelligence.™ The IC ISE expressed dowits
paverr % about the desiradility of defining sensitive inelligence but, as an
Rpcs mporting 2007) aheraste approach, is working 10 develop criteria thast describe
e arcbetirmet. | ADNVPAS information types © be considered sensitive intelligence. (U) OPEN
Standards should inclade or | Jead; ’
provide for: ADNICIO
. (U) OIG will evaluste the descriptive criteria 1o be produced by the IC
A common deflaition of
senuitive intelligencs Efzdduhmmwmibmmmm
©2. (U) Coammon IC polices (L) The DNT published ICD 501 and implcnsentation documents
Sod procederss for e IC-1SE ICPG 501.1 and 501.2 in 2009, establishing comccptual processes o, .
for dissomination of intelligence.
intelligence.
(U) The ODNI ISE has scheduled the inclusion of Sensitve
Gmmw imvelligence into a IC wide IT framework during Phase E of ICD
iniegrates the delivery of IC SOIMMnmdymnﬂdﬂeﬁor
o : h of Pmsc E.
seasitive reporting while ADNI CIO implemenation (U) OPEN
ensuring that adequate
safeguards are in place.
e f - - - - - -
¢.4. (U) The crestion of sn
IC offics staffed with )
¥ from (U) In 2007, the IC-1SE esablighed the Information Sharing Steering
consumer agencies and : Comicsss. Additionally, the ODN] CAPOC SRO performs much )
ssalytic componmats to IC-I8E of the governance and oversight eavisioned by this : CLOSED
overse (C smuitive recommendation.
reporting or & procsss o
levarage such expertise
virtually.
A-41
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v cornme ndatnon

c.3.a (U) Based upon the
resuhs of our Phase Two
review, we belisve that thw
CIA joim

review board or the
dissernination office conoept
should be adopted by all

major

IC collection agencies.

in an IC-wide policy bosrd
with support and oversight
provided by the
ADNVDissemnination. This
would maximize
Community

enhance information
sharing, and meke best use
of avsilable resources.
Functions o be
accomplished by the
boards would include, but
pot be limited to:

b. (U) Reviewing sli
sensitive reporting (or
sppropriatoness of
dissemination, unices the

Do Date

L crpnont

IC-ISE

Aot o D

(U) ICPGs 501.1 and 301.2 partially sddress eiements of this
recommendation.

(U) SRB members have sot yet been granted unfettered access to all
CAPs producing intelligence informstion. The DNI-appoinsed Senior
Review Group (SRG) granted SRB members access to oaly those
intelligence~producing CAPS with more than 1,000 wining members.
This arbitrary limit currently limits the SRBs’ ability to proactively
engure (hat intelligence dissemination is optimized. However, the
OfG is optimistic sbout recent effbrts of SRG leadership and the IC
1SE to ongage IC SRB personnel. .

i (U) OIG will evahats SRG oversight snd engagement of IC SRBe

over the mext roporting period 10 ascertain whether quantity and
quality of SRG engagoment and oversight of IC SRBs meets the
intent of this recommendation.

Statns

AL
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Dae Dan
e ammmendatian Vohons to Dty Status

e Tt

L{n Mukonncmd
reporting, as spproprisse,
instances of improper
handling or use of sensitive
reposting by collection
agencics, consaner
agencics, and analytic

components.
[ (li) Coomlmogmdlor

g p iews
of collection agencies’
senaitive reporting for
possible expanded
dissemination 1o sddress IC
concerns thet sensitive
reporting, once
compartymentod, is not
further reviewed for
expanded dissernination.

h. (U) Coordinating the
assignments of personnel
from consumer sgencies and
analytic compononts 1o the
coliection agencies, on &
scloctive basis, 0 enhance
dissemination decision-
making by providing
sdditional Community
perspective,

i. (U) Coordmating sccess to
sengitive rq)omng by

collection agencies,
consumEr agencics, and

- ue )
" £ the Analysi 2007 Mm{;\pﬂwumhumaa

[}ommmmmmmmmmmm e mmm oo (b)(5)
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Ay ObG REPOR IS e 2tm™ 220100
STAVEE SO RECOMNMENDATONS
Number of Number Percent of Number Percent of
Recommendations |  Closed Total ' Open Total
I I r— - — (bX3)
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(U) Report Waste, Fraud, Abuse, or
Misconduct

(U) To report allegations of waste, fraud, abuse, or misconduct in the ODNI
or IC agencies, contact:

Office of the Inspector General
Office of the Director of National Intelligence
Investigations Division

Washington, DC 20511
Commercial: (703) 482-1300

I )
____________________________________________ (b)(3?

OIG_Complaints@dni.gov

(U) For additional copies of this or other ODNI OIG reports, contact:

- Office of the Inspector General
- Office of the Director of National Intelligence
Washington, DC 20511

Contmmal._(lQB 4824955
' i AR LR LR (b)(3)

(U) Some ODNI OIG reports are also posted on our classified website:
] |

| S A

L ‘ (b)(1)

(b)3)
\szwow
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(U} OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY

SEMIANNUAL REPORT
TO THE DIRECTOR OF
NATIONAL INTELLIGENCE

l {(U) FOR THE PERIOD OF 8 NOVEMBER 2011 TO 30 JUNE 2012

1. CHARLES MCCULLOUGH, I
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o TOP SEC OFORN:

O (V) Mission

{U) We conduct independent and objective audits, inspections, investigations
and reviews to promote aconomy, efficiency, sffectiveness, and integration
across the intelligence Community.

O (V) Vision
{U) Speak truth; enable excelisnce in management and accountability.

© (V) Core Values

(U) imtagrity: We are honest, trustwarthy, accountable for our actions, and
compnitted to fulfilling our mission.

{U) Professionalism: We hold ourselves to the highest standards of technical
proficiency and treat others with courtesy and respect.

(U) iadepandance: We conduct our mission free of external influence and
provide objective assessments, advice, and conclusions regardiess of political or
personal consequence,

© (V) Diversity

{U) The IC IG promotes diversity in all aspects of our mission as a key to our
success. Our professional and innovative culture demonstrates the value we
piace in having a diverse workforce. This is true with our hiring and promotion
practices, as well as our efforts to support current iC IG staff who wish to
develop or enhance their current skill sets by leaming a new G discipline or
participating in a Joint Duty assignment. Our commitment to diversity ensures
that we maintain an equitable working environment and can fully leverage the
varied IG expertise and 1C backgrounds of our staff.

/BX3)

=== OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY & SEMI ANNUAL REPORT
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(U) A Message from the Inspector General

OrFeuQ) | am
pleased to provide

this summary report

of the activities of the
Office of the Inspector
Genersl of the
Inteiligence Community
{IC 1G) for the period

of 8 November 2011,
through 30 June 2012.
This report is submitted
pursuant to Section
103H of the Nationat Security Act of 1947,

as amended.

TUFOUR) | was nominated by the President

for this position on 2 August 2011, and | was
confirmed by the Senate Select Committee on
Intelligence (SSCI) on 7 November 2011, | greatly
appreciate the attention and strong support the
Director of National intelligence has provided
over the course of the reporting period. | have
also received a great deai of support in my initial
endeavors from members of the SSCI and House
Permanent Select Committee on intelligence, and
the Inspectors General from the IC IG Forum.

(W During the reporting period, our
nascent office has focused on establishment
efforts as well as conducting audits, inspections,
and investigations. We completed our first two
component inspections within the ODNI, covering
the Office of the National Counterintelligence
Executive and the Office of Equal Employment
Opportunity & Diversity. Additionally, we issued
an evaluation report summarizing the resuits of
“Phase 1" of a review of Intellipence Community
{1C) Continuity of Operations Planning, and we
completed several administrative investigations,
including & senior official matter referred to

us by another IC agency. Finally, we began to
implement 3 program to lead IC-wide administrative

investigations into unauthorized disclosures of
classified information (i.e., “leak™) matters.

(UIPOUQ) As Chair of the statutory Intelligence
Community Inspectors General Forum, | met with
member IGs to learn more about their various
priorities, visions, and missions, and to gain insight
into their expectations for the Forum. | am pleased
to report that, through the IC 1G Forum, we are
currently collaborating on several IC-wide reviews,
to include a study of the counterintelligence
aspects of IC electronic waste destruction practices
in the IC; an audit of IC security clearance
reciprocity within the IC; and a review of employee
accountability in the IC. We also plan to undertake
future IC-wide reviews involving the performance of
inherently governmentat functions by IC contractors
and the state of information sharing within the IC.

(E’R-'OBO) These initial project accomplishments

‘ and ongoing efforts were possible because of the

hard-working and dedicated men and women of
the IC |G, who have worked tirelessly to assist me
in building a solid foundation. Since our stand-up
in November of 2011, we have hired]

[

of our authorized billets. Recognizing our increased

statutory responsibilities, NI adjusted our
funded staffing level ~ osifions, and”
we appreciate these much needed resources.

0) | am humbled and honored to serve
as the first inspector General of the Intelligence
Community. We have already reached several
significant milestones, but much more work remains
to achieve a full operational capacity with respect
to audits, investigations, and inspections within
the ODNI and across the IC. We are committed
to performing our work in accordance with the
highest standards of professionalism, objectivity,
independence, and integrity.

oS & ey =

1. Charles McCullough, 1l
inspector Generai of the inteilgence Cormmunily

i1
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(U) Statutory Reporting Requirements

(U) This report is submitted pursusnt to Saction
103H of the National Security Act of 1947, as
amended, requiring the Inspector General of the
inteliigance Community (IG) to prepare and submit
10 the Director of National intelligence (DNI), not
later than 31 fanuary and 31 July of sach year, a
semiannual report summarizing the activities of the
Office of the Inspector General of the Inteliigence
Community (IC IG) during the immediately
praceding six-month period ending 31 December
{of the preceding year) and 30 June, respectively.!

{U) Standards

(U) All audit activities of the IC IG are carried out

in accordance with generally accepted government
suditing standards. Al IC IG inspection and
investigation activities conform to standards adopted
by the Council of the Inspectors General on Integrity
and Efficiency (CIGIE).

(U) Certification of Full and Direct Access

(U) The IG has had full and direct access to ail
information relevart to the performancs of his
duties.

(U) Subpoena Authority

(U} During this reporting period the IG issued no
subpoenas.

(U) Legisiative Proposals

{U) During this reporting period the IG proposed no
new legisiation.

{U) Status of Recommendations

{U) Appendix B provides sn update on the status of
IC IG recommendations.? Esch recommendation
listed outlines the Office of the Director of National
intelligence (ODNI} component or IC element
responsibla for the necessary corrective actions, and
whether or not the corrective action has been fully
implemented. Whers corrective action has been
compieted, a description of such corrective action
is provided.

{U) Focus Areas

(L) The IC K5 will review the IC element
management challenges identitied for Fiscal Year
(FY) 2012 from the other IC Inspeciors General and
will develop and submit significant IC challenges for
the FY 2012 reporting period.

(UFOUS) During this initisl reporting period, the
IC IG ensured that its resources to conduct audits,
inspactions, investigations, and reviews wese usad
judiciously by focusing on critical IC-wide areas.
That strategic focus aliowed the IC IG to have a
positive impact on the IC mission while at the same
time establishing the office’s core capabilities.
Some of those tocus areas included:

*  Financial management

¢ Cyber threat information sharing

*  Security clearance reciprocity

¢ Unauthorized disclosure

*  Accountability for IC official misconduct,
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(U) Overview

(U) Organization

(U) The Intelligence Autharization Act {IAA) for
Fiscal Year 2010 established the IC |G with the
authority to initiate and conduct independent
audits, inspections, investigstions, and reviews on
programs and activities within the responsibility and
authority of the ONI. The IC IG promotes economy,
efficiency, and effectiveness in the administration
and implementation of such programs and activities
and prevents and detects fraud, waste, and abuse.
That broad authority allows the IC 1G to identify
and investigate systemic IC issues that impact the
DN/’s ability to achieve intelligence integration.

in addition, the IC IG provides leadership and

YOP SECRET FORN

coordination to other IC Inspectors General through
the Inteiligence Community Inspectors Genersl
Forum (IC IG Forum), which was also established by
the IAA for FY 2010.

TOmMPEU0L.The IC 1G is composed of the IG, the
Deputy IG, the Counsel to the IG, and the Assistant
Inspectors Generai (AlGs) for Audit, Investigations,
Inspections, and Management and Administration
(M&A). The IC iG principal operating divisions are
Audit, inspections, and Investigations. The M&A
Division and the Counsel’s Dffice provide enabling
support to the operstional divisions and the IC IG
Front Office.

Chvirtes McCuitoagh 11

Hobers B Jonnson

TCTEITITIIEETETECS OFFICE OF THE INSPECTOR GEMIHAL OF THE INTELLIGENCE COMMUNITY O
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(V) Personnel TUAFOU) The IC IG is compased of qualified
degreed and certified personnel. Their experience
complement of | | consisting of full-time and professional certifications relevant to their work
part-time civilisn positions. The tabie below and consistent with desired areas of demonsirated
shows approved staffing billets by division and experience. The following figures summarize the
office. Filled positions, as of 30 June 2012, reflect G |G statt's professional and academic backgrounds.
____________________________ I
: to undi (b)(3)
fill one of the existing vacancies. WF e .
‘ (UIIFOAO) The ODNI has provided adequate
e F---=cmceo-< 1 _ _funding for the IC IG mission to date. Our budget . __ _
covered personnel services and general support (b)(3)
requiremaents such as travel, training, equipment,
supplies, information technology support, and offics
automation requirements to include hardware,
software purchases, and licensa renewals.
[ Mo
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X(U)] thgrésSional Engégements

~ (U) Briefings

{U) Pursuant 1o section 103H of the National
Security Act of 1947, as amended, the iG has »
statutory obligation to ensure that the congrassional
oversight committess are kapt fuily and currently
informed of significant problems and deficiencies
within the programs and activities of the DNI.
During this raporting period, the IC IG Counsel,
through the Legisistive Counssi, facilitated saversl
congressional angagements with the IG, Deputy
IG, and each of tha AlGs on a variety of topics of
interest to the congressional oversight committees,
including establishmaent of the iC (G, sddressing
congressionally directed actions, IC IG reports on
Cyberthreat Information Sharing and IC Continuity
of Operations (COOP} efforts, IC IG budget and
resource planning, and IC 1G authorities to conduct
IC-wide reviews.

(U) Hearings and Testimony

{U/FOUO) in addition to those congressional
engagements, on 5 June 2012, the Senate Select
Committee on intelligance (SSCI) held & hearing
on the stata of the IC from the parspective of

the iC elements’ Inspactors General. During this
hearing, the G led » panel of IGs from the Central
intelligence Agency (CIA), the Defense intelligence
Agency (DIA}, the National Geospatial-intslligence
Agency (NGA), the Nationa! Reconnaissance
Office (NRO), and the National Security Agency
(NSA) in answering SSC! members’ questions

on current IC issuss. The Members were most
interested in 3G budgets, retirament benefits for
criminal investigators, management responses to
IG investigation reports that substantiate esmpioyes
misconduct, snhancad whistisblower protections
for IC civilian smployees, and “leaks” of classified
information. The SSC! Chairman expressad
appracigtion for the insights shared by the 1Gs.

4 e ] OFFICE OF THE INSPECTOR GENERAL DF THE INTELLIGENCE COMMUNITY © SEM! ANNUAL REPORT
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(U) Legislation Impacting the IC I6

(U/FOUOQ) The IG did not make any legisiative
proposals this reporting period. However, the |G
engaged with congressional committees on enacted
legisiation and provided input to the IAA for

FY 2013, the FAA Sunsets Extension Act of 2012,
the Whistieblower Enhancement Act of 2012, and
the Reducing Over-classification Act of 2010.

TOP SECRETY N
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“TO7POUD) The IC IG Audit Division conducts
program, compliance, and financial audits and
evaluations of ODNI and IC programs related to
information technology, procurement, acquisitions,
internal controls, financial statements, and financial
management.

{UIPSUQ) During this reporting period, the IC IG
Audit Staff completed 5 audits and issued reports
containing 27 recommendations to strengthen
internal controls over financial management and
information technology. As of 30 June 2012, the
Audit staff had three on-going audits.

(U) Completed Audits

(U) Joint Audit of the Status of the Sharing of
Cyber Threat Information - Classified Annex
(AUD-2012-001, Completsd November 2011)

(U) We found that cyber centers, IC agencies,

and cybersecurity stakehoiders across the iC

were actively sharing or supporting the sharing of
information about cyber thraats, threat sources, and
system and network vulnerabilities. Information
was exchanged through both formal channels and -
informal communications, using.a wide variety of
communication mechanisms. However, despite
such sharing, our work identified two issues that,
left unaddressad, may decreass the effectiveness
and efficiancy of the IC's cybersacurity efforts and
increase tha cybersecurity risks to the community
and the Federal Government. First, to support
cyber threat information sharing, a number of
mandates, strategies, and programs had been
established to provide frameworks and tools naeded
to implement and facilitate cybersecurity and

cyber threat sharing across the IC. However, those
multiple actions taken by different organizations
acroas the government to achieve similar sharing -
goals have resuited in duplication of efforts

or gaps in areas of responsibility. Second,

despite the significant amounts of cyber theeat
information being shared across the community,

IC cybersecurity officials identified multiple
impediments that were hindering their efforts,
Impediments included classification issues, a lack
of common sharing guidelines, and the volume of
unfiltered data.

TOP SEC N

(U) Audit Division

(U) Cybersecurity officiais we interviewed identified
additional issues that they encountered in the
course of their work that may hinder the efficiency
or effectiveness of IC cybersecurity programs.
Those issues included training and career flexibility
to retain personnel with the required skill sets, no
obligation for Federal contractors to report internal
cybersecwrity incidents to Federal authorities, and
the lengthy process for acquiring or developing
cybersecurity systems and tools that is not keeping
pace with rapid cybersecurity technology changes.

WQ) Fiscal Year 2011 Consolidated Federal
Information Security Management Act (FISMA)
of 2002 Capstone Report for the Intelligence

Agencies’ Inspectors General
{AUD-2012-002, Completed November 2011)

(U/FOUQ) The objective of this evaluation was

to collect and summarize the FY 2011 FISMA
report subrnissions from the OIGs for the federal
agencies operating or exercising control of National
Security Systems. Based on the results of the

11 0IG reparts, we found that incident response
and reporting ranks the strongest among the

11 information security programs, with 9 OlGs
noting that an Incident response and reporting
program had been established that met Office

of Management and Budget {OMB) and National
institute of Standards and Technology (NIST)
requirements. None of the agencies failed to
estabiish a program. The remaining two OlGs
reported that a program had been sstablished but
needed to make improvements to meet OMB and
NIST requirements.

“TUIPOUQ) We identified two areas where more
than one agency raported the absence of an
established security program for continuous
monitoring and remote access. Although most of
the security programs for continuous monitoring
and remote access had been established, agency

* OIGs identified weaknesses in al] 11 program

areas. Of those 11 programs areas, the majority
of wesknesses were found in 4 areas: Contingency
Planning, Plans of Action and Milestones, Security
Configuration Management, and Certification and
Accreditation.




-~ (U) Audit Division

(U) Fisca! Year 2011 Independent Evaiuation of
ODN! Compliance with the Federal Information -
Sacurity Management Act (FISMA) of 2002
(AUD-2012-003, Complated December 2011)

(U) The objective of this evalustion was to provide
an indspendent review of the DDNI's information
security program and practices ss required by
FISMA. The specific purpose of this evaluation
was to datermine the adequacy of the information
security programs for ODNI's Mission Support
Directorate (MSD} and Intelink.

)
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{U) Congressionally Directed Action to Assess
the Auditability Plans for CIA, DIA, NSA, NGA,
and ODN! (AUD-2011-005, Completed
Jonuary 2012)

\(074%)0) We conducted an assessment of
the auditability plans submitted to Congress

n September 2011 by CIA, DIA, NSA, NGA,
and ODNI. We assassad the auditability
plans’ soundness and likely success, and. any
recommended improvements or changes to
the plans.

M found no reasonable assurance that
based on the plans we reviewed, any of the five
entitias would be able to achieve an ungualified
opinion on their FY 2015 or FY 2016 financial
statements.

(U} Review of the Office of the Director of
National Intelligence’s Compliance With the

Improger Psyments Elimination and Recovery -~

Act (IPERA) of 2010 (AUD-2012-006, . -~
Completed May 2012)

(U) IPERA is an snnual statutory requirement that
requires each agency IG fo perform a compliance
review. The objective of our review was to
determine wiather or not ODNI was in compliance
with JPERA. The results of the review revealed
_thaf sithough ODNI reported improper payment

-~ information in its Annual Financial Report (AFR},

ODNI was not in compliance with IPERA.

{U)

- (B)3)

..... N3
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(U) Ongoing Audits

(U) Audit of Intelligence Communtty Security
Clearance Reciprocity

TOMPOUG) The IC IG initiated this sudit in response
to a congreasionally directed action in the IAA for
FY 2010. This audit examined whether there were
policies and processes within the IC that facilitated
timely reciprocity of personnel security clsarances.
Specifically, the audit assessed the time required
to oblain a reciprocal security clearance for three
categories of IC personnel:

1. An emplayse of the IC who was delsiled
or assigned to another element of the IC
(detailees and assignees);’

2. An empioyee of the IC who was seeking’
permanent employment with ancther element
of the IC (government transfers); and

3. A contractor sesking permanent emplayment
with an sisment of the IC (contractor
CONVArsions).

(U Suitability considerations are critical for
employment decisions within the IC. Therefore, we
aiso examined the impact of suitability on hiring
actions for those personnel. We will issue our
report by the end of FY 2012,

(U) Study of Electronic Waste Disposal Practices
in the intelligence Community

“TUTPOUD) Per section 340 of the IAA for FY 2010,
the IC IG initiatsd a study of the electronic wasts
disposal practices of the largest IC elemants with
exclusively intelligence reiated missions. This
study was a joint effort with participation from CIA,
DIA, NGA, NRO, and NSA iGs. The study had two
objectives: ]
1. identify and sssess the security of electronic
waste disposal practices in the IC, including
the potential for counterintelligence
exploitation; and

2. Identify methods to improve the security of
dispossl practices, including steps to prevent
the forensic exploitation of siectronic waste.

(U) We will submit our study to the Intelligence

(U) Audit Division

(U) Fiscal Year 2012 independent Evaluation of
ODNI Compliance with the Federal information
Security Management Act (FISMA) of 2002 Report

{U) FISMA raquires Faderal agencies to establish
security measures for information systems that
support their operations and report annually on
those measures. FISMA aiso requires that an
annual independent evaluation be performed by
the agencies’ 0iG. The objective of this evaluation
is to provide an independent review of the ODNI's
information security program and practices. The
FY 2012 FISMA metrics raquire that OIGs report on
their agencies’ performances in 12 program areas,
including:

1. Continuous Monitoring

Security Configuration Management
Identity and Access Management
Incident Response and Reporting
Risk Management

Security Training

Plans of Action and Milestones
Remote Access

Contingency Planning

10. Contractor Systems

11. Security Capital Planning

12. System inventory

e N AEwN

{U) We will issue our report by the end of FY 2012,
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(UPPSUQ) The IC IG Inspections Division conducts
inspections, reviews, and evaiustions to improve
ODNI and IC-wide performance and integration,
The division examines information access,
coliaboration, cotlection and analysis, {C programs
and issues, arxi complisnce with laws and
reguistions.

TuUMRQUO) During this reporting period, the
Inspections Division deveioped and implemented
“Component Inspections” within the ODNI. Each
Component inspection coverad four primary areas:
1} mission performance, 2} management
effectiveness, 3) resource management, and

4) enterprise oversight. The results of each
inspaction wers brisfad to the component haad,
slement employees, and the ODNI front office,

“(UNPOUO) During this raporting period, the
inspaction staff completed thres inspections. As of
30 June 2012, the inspection staff had two angoing
inspections.

(U) Completed inspections

(U} Intedligence Community Equal Emplayment
Opportunity and Diversity (IC EEOD) Office
(INSP-2012-0002, Completed January 2012).

TUIPOU0) This inspaction accurred during
Novernbaer and December 2011, We noted

TOP SECRET RN

"+ (U) Inspections Division

() Office of the National Counterintelligence
Executive (INSP-2012-0001, Completed
April 2012)

(UMFQUO) This inspection occurred during

Janusry and February 2012. The objective was

to provide the incoming Director of National
Counterintelligence with information on workplace
chailenges upon his arrival. Given the allotted time,
we did not conduct a full-scope inspection,

(UIFDUO) As part of this review, we noted
chalienges in the followi s

(b)(3)
(UIF We notad the following commendabies: :
8 dedicated workforce; wide-ranging mission
authorities; strong support from the DNI; highly-
respected products; increased stature within the
IC and CI communities; and an effective internal
tasking system,

M We noted the following commendables:
IC-wide EEOD strategic and operational pianning
activities; task to budget linkage; oversight of

IC enterprise EEOD activities; office workforce
initiatives to improve statf performance; and »
family-friendly work environment.

] e OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY © SEMI ANNUAL REPORY
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(U) Inspections Division

(U) Capstone Report - Phase I: Intelligence
Community Continuity of Operations Planning
(COOP) (WSP-2011-003, Completed

January 2012)

\ﬂﬁom)mmdmlmpctms Committes
of the IC IG Forum agreed to participats in a two-
phasad assessmant of IC agency COOP programs.
During Phase |, participant IC OIGs conducted
intelligence readiness and COOP inspections at their
agencies, and the IC IG assassad those reports to
identify any commonalities.

(TSIPNF) Our review of the participants’ OIG reports
revealod the following commonalitias:

..........

mPM&'onn

f ) Phiase () will entail an IC 1G evaluation
of the 1 COOP program, including ODNI
complisnce with Federal Continuity Directive 1, and
 review of the Nationa! intelligence Emergency
Management Activity. Phase 1l will begin in

FY 2014.

{U) Ongoing Inspections
{U) Office of Legisiative Affairs.

(U/FOUQ) We ars currently conducting a component
inspection of the ODNI Office of Legisiative Affairs.

(U) Otfice of Partner Engagement (PE)

(UMFOUO} We are currently conducting s Special
Review within the ODNI PE Office. We are using an
abridged scope and methodology to ensure timely

. and relevant input to the incoming PE Director.

(b)3)
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(U) InyéStigations Division

(UIFOUQ) The IC IG Investigations Division
investigates allegations of violations of criminal

laws and administrative regulations arising from

the conduct of IC and QDNI employees and
contractors., The division has unique authority to
investigate matters related to the DNI's programs
and activities across the IC. The division aiso plays
8 principal role in conducting IC-wida administrative
investigations into unauthorized disclosures of
classified information,

“TUMFOUO) During this reporting period, the division
openad 20 new investigations, and closed 21, Of
the 21 cases closed during the reporting period,

7 were substantisted and invoived violations such as
time and attendance fraud, empioyes misconduct,
and theft of government property. As of 30 June
2012, the division had nine ongoing investigations.

(U) Ssiect Compieted Investigations:

TWFOY9) Alleged Unauthorized Commitment of
Government Funds (INV-2011-0029A & INV-
2011-00298, June 2012)

{UJADUO) We complated two investigations that
substantiated that an QDNI Senior Official and

8 GS-15 emplovee improperly committed over
$300,000 of government funds on seven different
ODNI contracts. We also found that over $20,000
was used for the purchasa of prohibited items.
Final ODN! axecutive management disciplinary and
restitution decisions are psnding.

(U} Labor Mischarging (INV-2009-0013,
December 2011}

TOMFEUQ) We completed & contract labor
mischarging investigation that substantiated s
contractor billed the Government for over 140 hours
of labor that was not performed during a 9-month
period. The United States Attomey's Office for the
Eastern: District of Virginia declined prosscution, and
the contractor made restitution to the Government
for $11,117.87. ‘

. TorOUQ) Alleged Misuse of Goverment
Equipment, Classified and Unclassified Systems,
and Food Services Catering (INV-2012-0007,
May 2012}

T6) We compietad a preliminary inquiry, referred
fram ancther agency, of a senior official alleged to
have misused Government equipment, information
systems, and catering services. The allegations were
determined to be without merit and the matter was
closed.

(U) Other Investigative Activities
{U) Leaks Investigations

{U) The investigations Division reviewed hundreds of
closed cases from across the (C. Going forward, the
division will engage in gap mitigation for those cases
where an agency does not have the authority to
investigate {multipie agencies or programs) or where
DOJ declined criminal prosacution. The division

will conduct administrative investigations with IG
Investigators from affected IC elements to maximize
efficiencies, expedite investigations, and enhance
partnerships. .

(U) Joint IC 16/DoD 1G Accountabilily Review

{U) In response ta the SSCI's concerns regarding
employee accountability for misconduct, we sre
partnering with the DoD IG to conduct 8 joint
review on the disciplinary actions taken in response
to substsntisted misconduct. This review will
commence in July 2012,

(U) IC 1G Contract Fraud Investigations and
Recovenies Program

{U) The IC iG has undertaken an initistive

to proactively identify faise billings by ODNI
contractors. This involves running a dsta
interrogation program and conducting investigations
to identify and address falsaly billed costs. This
program will aiso be used to identify overstaffod
fixed price contracts, resulting in potential future
contract savings.

{U) IC IG Complaint Intake Process (Hotline)

{U) The IC IG Complaint Intake Process, or Hotline,
provides a confidential and reliable source for IC
employess and contractors and the public to repart
fraud, waste, and abuse.

{13 Since the stand up of the IC IG in November
2011, the Hotline has received 105 contacts from
the IC and the general public.

OFFICE OF THE {NSPECTOR GENERAL OF THE INTELUIGENCE COMMUNITY © SEMI ANMUAL REFPDAT
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(U) Management and Administration

(UIPOU0) tn April 2012, the IC (G established

the M3A Division. M8A provides expertise in
financial management, procurement, human capital
menagement, facilities management, continuity of
operations, administration, information technology,
and communications to support IC IG operations.
ME&A aiso manages the Inspector General's IC

IG Forum responsibilities. The M&A Division is
composed of two support branches — Administrative
Services and Strategic Communications

and Outreach.

(U) Administrative Services

“TO#FOLQ) During the reporting period, the branch
built a foundation capable of executing its statutory
responsibiiities, which inciuded identitying and

hiring & new leadership team, establishing office
£08is and objectives, and recruiting a new workforce.

{U) During this reporting period, M&A staff

also began development of a new IC IG case
management system. The staff captured topical
requirements and initisted paralie! efforts to
enhance the office’s IT infrastructure. Tha IT
infrastructure improvement sffort is composed of
two phases: Phase 1 integrates existing software to
manage both investigative cases and audits for the
IC G enterprise; Phase 2 is system development
for real-time monitoring of iC IG status of efforts ~
thorough an automated dashboerd.

(U) Strategic Communications
- and Outreach

{U) The IC IG outresch activities for this reporting
period included chairing and participating in the IC
IG Forum and IC {G Forum Committees, planning

for the annual IC IG Conference and Awards
program, developing the IC IG Strategic Plan and
Management Framework, establishing an IC IG
Quality Assurance Program, instituting a new records
management system, and developing the IC IGs
wab presance.

TOP T /1 NOFORN

{U}) K 1G Forum. To facilitate coliaborstion,
information sharing, and strategic planning among
the IC OiGs, M&A staff supported three meetings of
the iC IG Forum this reporting period.

(V) IC {G Conference and Awards. In an effort to
improve efficiencies in FY 2012, we combined
the Annual IC IG Conference with the Annual IC
1G Awards Program. The M&A staff is overseeing
planning and exacution of this all-day event
scheduled for 30 October 2012, The NGA 01G
will host the conference, which will take placs at
the NGA Campus East in Springfieid. Conference
participants will have an opportunity to eam
Certified Professional Education credits and to
network, exchange ideas, and honor colleagues for
their outstanding work.

As specified in ICD 655, iC IG Awards Program,
Section Vi, the Review Board will recsive, review,
and recommend nominations for the following award
Categories:

* |CIG Lifetime Achievement Award

* ICIG Audit Award
* ICIG Inspections Award

. *  ICIG Investigations Award

*  |C1G Collaboration Award

{U) IC IG Strategic Plan and Management
Framawork. Concurrent with the stand-up of the IC
1G, the M&A staff authored foundational documents
establishing the managerial framework for the IC
1G. Specifically, the IC 1G authored a Concept of
Operations delinsating roles and responsibilities
and organization of the IC 1G office. The M&A staff
also authored a Strategic Plan detailing the office’s
short-term, medium-term, and long-term goals along
with associsted objectives, timelines, and metrics
creating & way shead for the IC 1G. The staff also
facilitated the deveiopment of other core processes
and documentation, such as annual work plans and
standard operating procedures.

11
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(V) Mahég.e’ment and Administration

{U) IC 1G Quality Assurencs Program. The

MBA Division sstablishad a Quality Assurance .

{QA) Program to ensure appropriate cfficials are
kept informed of the IC 1G's activities, findings,
recommendations, and accomplishments as
consistent with the IC 1G's mission, statutory
authority, and confidentiality requirements. As of
this reporting period, we have retained a QA program
manager and are in the process of establishing the
foundation for a QA program.

(U) Website Restructuring and Enhancement.

As part of the IC 1G outrsach initiative to

improve the reporting of fraud, waste, abuse, and

mismanagement and to increase awareness of the IC

IG, the M&A stalf initisted 8 series of web prasence

improvements. Currently the IC IG m-imim@
I

{U) Also, ths ODNI's unclassified website, DNI.

v, informs the public about IC G activities and
provides contact information. Upgrades to the
classified websites are underway beginning with the
ODNIIC Employee wehsite, We subsequently intend
to apply these improvements to the other websites to
ensure a common experiance and for those seeking
tw report fraud, waste, abuse, or misconduct, a
reliable, user friendly interface.

(U} IC IG Records Management. During this
reporting period the M&A staff worked with the
ODNI Information Management Office to restructure
its electronic records system to ensurs compliance
with ODNI policy and Archivist of the United

States requirements concerning official government
records. The office is employing Microsoft
SharePoint to manage records during creation and
has created a compliant, etectronic records system
using the ODNI's shared drives.

|
I

(b}3)

D An unclassified website for IC-wide
collaboration between Inspectors General, ,
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m In accordance with Section 103H of the
National Security Act of 1947, as amendad, the IC
IG has a sepasate Counsa! who reports directly to
the IG. The IC IG Counsel provides independent,
objective, and confidential legal advice on a

variety of legal and policy igsues that impact the

IC IG mission. The Counsel manages three main
portfolios: Legal and Policy Reviews; Legislative
Reviews and Congressional Engagements; and
Intelligence Oversight.

(WIFOLL) Legal and Policy Reviews

(U) During this reporting period, the Counsel was
engaged in a robust outreach effort to the IC G
staff, ODNI components, and other (G Counsel
counterparts to educate them on the establishment

of the IC IG. Because the IC |G has broad statutory

authority to identify and review IC-wide issues, the
IC 1G Counsel worked to ensure that this authority
was understood by IC, ODNI, and IG stakeholders.
That required collaborating with other IC IG
Counsel on cross-jurisdictional issues that arose in
conducting IC |G audits, inspections, and reviews,
The Counsel fostered working relationships with
ODNI's Office of General Counsel, Office of Civil
Liberties and Privacy, Office of Equal Employment
and Diversity, and other policy and compliance
offices on ODNI policy matters that impact the IC
IG Mission. To ensure legal sufficiency, the IC IG
Counsel worked with the |G, the Deputy IG, and

the AIGs to review all plans, projects, and reports.
Finally, the Counsel participated in CIGIE and
Federal Law Enforcement Training Center legal
training for criminal and civil investigators, covering
such issues as workplace searches, employee rights,
and administrative investigations.

“(UreuQ) Legisiative Reviews

{U) The IC IG has a statutory obligation to make
appropriate recommendations for legislation that
promole economy, efficiency, and effectiveness in
the administration and impiemantation of programs
and activities within the responsibility and authority
of the DNJ. To meet that obligation, the IC IG
Counsel oversees a dedicated Legislative Counsel
that works with the ODN! Office of General Counsel
and the Office of Legislative Affairs to review

TOP SECRE RN

- (U) IC IG Counsel

legisiative proposals that impact the DNI‘s mission.
Moreover, the Legislative Counsel works with the
Councll of Counsels to Inspectors General to ensure
that the IC IG and staff are aware of legisiative
proposals impacting the Federal IG mission. The

IC IG did not make any legisiative proposals during
this reporting period. However, working through the
Legislative Counsel, the IC IG Counsel was able to
ensure that IC I1G equities were considered in several
critical pieces of legisiation.

“(UnFOUO) Congressional Engagements

(U) The IC IG has an obligation to ensure that the
congressional oversight committees are kept fully
and currently informed of significant problems and
deficiencies within the programs and activities of
the ODNI. Accordingly, the IG tasked the IC IG
Counsel to create a robust congressional outreach
program. Under that program, the IC IG Counsel,
through the Legislative Counsel, developed a
strategy for meseting congressional reporting
requirements; responding in a timely manner to
congressional requests for meetings, briefings,
hearings, and information; and ensuring appropriate
coordination with IC IG Forum members as weil as
ODNI components. As highlighted previously in
this report, the IC IG has had several engagements
with congressional oversight committees during this
reporting period.

~(WrouQ) intelligence Oversight (10)
Capability

(U) The IC IG's broad statutory authority to

review systemic IC-wide deficiencies and make
appropriate recommendations for corrective
actions was envisioned to address the mast critical
problems facing the IC today. Information sharing,
implementation of inteliigence collection authorities
under the USA PATRIOT Act and FISA Amendments
Act, IC contractor fraud schemes, and unauthorized
disclosures are just a few of the IC-wide issues

that the IC |G will address under this authority.

_ Recagnizing that these reviews have cross-
jurisdictional issues, the IG tasked the IC IG Counsel
to establish a working group to determine options for
developing a full 10 capability. The working group is
charged with defining the requirements, resources,



DA

wyic IG Céunsel

and paramaters for an 10 capability and will make
recommendations 1o the (G by the and of the next
semianausl reporting period on how bast to procesd.

(U) Intelligence Oversight Board (10B)
Reporting

{U) The IC IG Counsel serves as the primary point
of contact for 108 matters as part of the broader
1C IG 10 mission. Pursuant to Section B{bXii) of
Executive Order 13462: President’s intelligence
Advisory Board and Intellipence Oversight Board,
the DN designated the IC G as one of the entities
within the ODNI responsibie for submitting reports
to the 108. During the reporting period, the iC 1G

14
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Counsel warked diligently to update the ODNI 108
designations to refiect the IC IG statutory statis,

TOMPEUOLThe iC IG Counsel works closely with the
108 Counsel to ensure that 108 reportable matters
within the responsibility and authority of the iC I1G
are reported to the 10B in a timely and consistent
manner. Morsover, the IC IG Counsel works with the
ODNI Office of General Counsel and Civil Liberties
and Protection OHfice on 108 reportable matters
referred to the IC IG for additional review and follow-
up. The new reporting construct allows the DNI and
the IOB preater insight into matters reported within
the ODNI and the IC and will allow the IC (G to
conduct objective reviews of DB reportable matters.
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(U) IC Inspectors General Activities

(U) IC 16 Forum

TUTFO0) The statutory IC IG Forum was
sstablished by the Intelligence Authorization Act
for FY 2010. The IG chairs the Forum, which is
composed of IC Inspectors General with oversight
responsibilities for IC elements. The IC IG Assistant
Inspectors General chair the Forum subcommittees.
Forum members colisborate on IC-wide projects;
share information and best practices; resolve
jurisdictional issues; and facilitate access to
employees, contraciars, and other materiais that
may be of assistance to Forum members, The IG
uses the Forum to understand and pricritize IC-
wide projects, to seek key IG stakeholder buy-in on
projects, and to develop strategies on how to best
teverage limited IG resources acruss the community,

{UIFOUO) During this reporting period, the IG

met individually with Inspectors General with
intelligence oversight responsibilities to foster Forum
cotlaboration. Thoss interactions assisted the 1G in
developing a sirategy and an implementation plan
for the statutory IC IG Forum. The Forum heid its
inaugural mesting on 19 January 2012, and heid
productive meetings in March and June.

(%UQ) The Forum members created the
following five committees: Deputies Committee
{Chair: Deputy IC iG; Members: Forum Deputy
1Gs); Audit Committee {Chair: IC 1G AIG for Audit;
Members: Forum AlGs for Audit); Inspections
Committee (Chair: IC IG AIG for Inspections;
Members: Forum AlGs for tnspections);
investigations Committes (Chair: IC IG AIG

for Investigations; Members: Forum AIGs for
Investigations); and Counsais Committee (Chair:
Counsel to the IC 1G; Members: Forum IG Counsals).

Deputies Commities. During the
reporting period, the Deputies met 1o collaborate
on issues impacting the Inspactors General from
both an |G and an IC parspective. The Deputies
focused on CIGIE standards, data calls, training
opportunities, IC (G Conference planning, and the IC
IG Awards Program.

(UAPDUO) Audit Committes. The Audit Committee
met several times during the reporting pésiod.

Committes members discussed on-going audit
peojects, the development of work plans, and the
status of IC-wide congressionally directed actions.

“{UAFOUO) Investigations Comsmittes.
The Investigations Committee met saverai
times during the reporting period and discussed
investigative best peactices, joint investigation
procedures, retirement benefits for criminat
investigators, and training opportunities for
investigators.

"TRPOLO) Inspactions Comittes. The Inspections
Committes met twice this reporting period and
discussed inspactor training requirements, status
of voluntary Peer Review activities, and plans for
the first IC-wide inspections. Committes members
shared and discussed their respective work plans.

(UNPOUGQ) Counsels Committes. The Counsals
Committes mat several times during the reporting
period and discussed jurisdictional issues.for IC-wide
projects, legistative impacts to the IC IG community
mission, and training opportunities to better

educate the IG workforce. in addition, the Coursels
coordinated on several IG congressional engagements,
including the SSCi Hearing on 5 June 2012,

(V) IC-Wide Training

(U] The Office of the IC IG actively participated

in @ wide range of coordination and collaboration
activities designed to increass its knowladge of
and contribution to 1G oversight within the Federal
Government. An axample of this collaboration

was the IC IG-hosted Suspension and Debarment
training seminar, which was provided to IC IG Forum
investigators and attarmeys.

"(UTFOUQ) The IC I routinely supparts CIGIE-
sponsored training courses provided by the Federal
Law Enforcoment Training Center. By teaching the
legal segments of thase training courses, the IC IG
assists CIGIE in meeting its training mission.

(U) IC 1G Peer Review Activities

{U) During this reporting period the IC IG did not
participate in any peer review activities,

ts
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| ('U) Appendix A: Statistical Overview

(U) Audit Staff

“TUMFOUQ) The Audit Staff completed 5 audits
and issued reports containing 27 recommaendations
to strengthen internal controls over financial
management and information technology. At the

end of the reporting period, the Audit staff had three

on-going audits.
{U) Inspection Staff

“(GFOUB)-The Inspection Staff completed three
inspactions. At the end of the reporting period, the
inspection statf had two ongoing inspections.
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(U) investigations Staff

“{UMFOU6) The Investigations Division completed
work on 12 legacy ODNI OIG matters of various
types. Of the 12 cases, 6 were of sufficient
significance to be the subject of a report of
investigation.

“(UIFOYG) During the reporting period, the IC IG did
not refer any criminal matters to DOJ.

TorFouUQ) During the reporting period, the
investigation Staff identified approximately $11,000
in recoverable funds.

U/ As of 30 June 2012, the Investigations
Division had 9 open investigations {not including
unauthorized disciosure matters),

(GTFONQ) The Investigations Division is reviewing
375 unauthorized disclosure case files,
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(U) Appendix B: Summary of Audits

8 November 2011 - 30 June 2012

AUD-2011-005 " (1) 2013 Congrassionaly Directed Actien (CDA) to Assess the Asditability Piass fer CIA, DIA, NSA,

Finamcial NGA, and ODN) |
. . AUD-2012-008 {U) Roview of the Olfice of the Direcier of Nations! intelligence's Compliancs With the lnprops:
Payments Efimination and Recovery Act (IPERA) of 2010 :
AUD-2012-001 (mmanwumuuuqﬁucmmm-wuﬁu
»  (U) Fiscai Year 2011 mmmmm_%wumm ,
1,"'""""‘“” AUB-2012-002 poonet for the Inteligence Agencies’ inspectors General -
AUD-2012-003 (U) Fiscal Yaar 2011 independent Evaluation of 00MI Compliance with the Federal inforsation

Security Management Act (FISMA) of 2002

Q) Ausit of intelligence Cammunity Security Clearance Reciprecity

IC-wise Audits ’ ,
“TUrrou) Study of Elscironlc Waste Disposal Practices Ja the inteKigence Canmunity
. ‘. v . .
T"'w""'m () Federal information Security Management Act of 2002 (RSMA) 2012 Regert

W 17
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(U)'Axp'peh.dlix C: Summary of Inspections

~ 8 November 2011 - 30 June 2012

[ N S PR AT A SYRITHATRY

S Compeeted Bopec oo,

c mmm (U) Office of the National Ceunterinteiligencs Exscutive.

Inspections INSP2012-0002  (U) intelligence Community Equsi Employment Opportusity sad Diversity (IC EEOD) Office
IC-wide Inspoctions INSP2011-0003  (U) Capstsne Repert - Phase I: inteiligence Community Continulty of Operatiens Plasning
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M-2008-0013
WV-2005-0028
INV-2010-0001
NV-2010-0008
NV-2011-0017
W¥-2011-0018
NV-2011-0029s
mY-2011-002%0
wV-2011-00%2
WV-2011-003%
WV-2011-0037
WN-2011-0041
Wv-2011-0043
Bv-2011-0045
WV-2011-0048
MV-2011-0048
V20110040
INV-2011-0051
NV-2012-0004

INV-2012-000%

INV-2012-0008
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(U) Appendix D: Summary of Investigations

8 November 2011 - 30 June 2012

HOCEOSED Toae st o,

Time and Attandance Fraud

Allogud Ethics Vioistion
ANoged Angmentation

Time and Attendance, Thott, and Faiss Stataments
Unautherized Commitment of Gevernment Funds
Unawihoriznd Commitment of GCovernment Funds

Misusa of Covernment Property

Unasthorized Commitmant of Gavarnment Funds
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) Appendlx E. Ongoing Investigations

AAs of 30 June 2012

U CPERN fovest watio s

fU5 Coonr s and Probinyted Acty

Clsims/Statoments/Vouchers : o -
fo e )

Fale Claims - Tina sad Atsadance I 1O
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(U) Appendix F: Status of Recommendations

Bty CUTHINDEPERGENT EVATUATION G CON COMPLIANGE WITH RIS A ISSUED BEC 20805

Suninar o gf QPEN Recummemiatinn,

' 21
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- (U) Appeﬁ;di%x F Status of Recommendations

AN

UoCAPOSTONE REPORT PHASE T THLLIGENCE COTAUNITY CONTINUIT Y OF OELRATIONS PLANNNG

Sttty of QPEN Recanmendation

(bX3)
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(U) Appendix F: Status of Recommendations

Suutmgy F OPEN Recamnes dotar - ownabinaedy

| I—
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(U) Appendix F: Status of Recommendations
THE UFEH ‘ ‘—‘f CORPUIANCT & TH THE TR ROPER

UoREVIEY Ut
FAYLUMTS LLTAMNATION A

‘(b)(3)
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(U) Strategic Goals and Objectives

© (V) Establish IC IG Foundation
« " (U) Develop policy, staffing, and training documentation.
¢ {U) Publish an IC IG Strategic Plan and a Concept of Operations.

O (U) Implement and Fulfill iC IG's ODNI Mission

*  {U) Prepare, plan, develop, and implement a solid foundation for the sustainment of ODN}
focusad inspections, audits, and investigations.

«  {U) Deveiop a communication and outreach plan,

¢ {U) incorporate continuous improvement of economy, efficiency, effectiveness, and
integration intc ODNI operations.

O (L) Implement IC 1G's IC-Wide Mission
*  (U) Lead and leverage the IC IG Forum to develop a foundation and the procedures for
IC-wide inspections, audits and investigations.
(U) Establish a comprenensive IC-wide peer review program,
(U} Develop » communication and outreach plan for IC-wide efforts.

25
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(U) REPORT FRAUD, WASTE, ABUSE, OR MISCONBUCT
(V) 16 REPORT ALLEGATIONS OF FRAUD, WASTE, ABUSE. OF IISCORMICT I THE GDM OR IC ABENCIES.
CORT2E1:

GFFICE OF TNE SITELLIGERCE CONMUMTY IRSPECTOR GERERAL

INVESTIGATIONS BIVISION

WASHIRGTON, BC 29511
COMMERCIAL: (793) 4821200

|

”
1000 _CONPLAIRTS @it 80V

FOR THE PERIOD OF 8 NOVEMBER 2011 TO 30 JUNE 2012

IMPORTANT NOTICE
THIS DOCUMENT IS INTERDED SOLELY FOR THE OFFICIAL USE OF THE OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGERCE, OR ANY
AGENCY OR ORGANIZATION RECEIVING A COPY DIRECTLY FROM THE OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
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