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allowed 2 hours of search and the duplication of 100 pages at no cost. Since 
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processing fees were minimal, no fees were assessed. Your request has been 
processed under the FOIA, and all but two of the documents you requested are 
enclosed. Certain information has been deleted from the enclosures, and one 
document ("Don't Be Too Smart," 3 pages in all) has been withheld in its 
entirety. "A Cryptologic Fairy Tale" was previously reviewed and released under 
the Mandatory Declassification Review (MDR) requirements of Executive Order 
(E.O.) 12958, as amended. That article is provided to you as it was released in 
MDR Case 52172. 

Some of the information deleted from the enclosed documents was found 
to be currently and properly classified in accordance with Executive Order 
12958, as amended. This information meets the criteria for classification as 
set forth in Subparagraphs (c) and (g) of Section 1.4 and remains classified TOP 
SECRET, SECRET, and CONFIDENTIAL as provided in Section 1.2 of the 
Executive Order. The information is classified because its disclosure could 
reasonably be expected to cause exceptionally grave damage to the national 
security. The information is exempt from automatic declassification in 
accordance with Section 3.3(b)(l), (b)(3), and (b)(8) of E.O. 12958, as amended. 
Because the information is currently and properly classified, it is exempt from 
disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section 
552(b)( 1)). 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have determined that such 
information exists in these documents. Accordingly, those portions are exempt 
from disclosure pursuant to the third exemption of the FOIA which provides for 
the withholding of information specifically protected from disclosure by statute. 
The specific statutes applicable in this case are Title 18 U.S. Code 798; Title 50 
U.S. Code 403-l(i); and Section 6, Public Law 86-36 (50 U.S. Code 402 note). 

Since one document was withheld in its entirety and information was 
withheld from the enclosures, you may construe this as a partial denial of your 
request. You are hereby advised of this Agency's appeal procedures. Any 
person denied access to information may file an appeal to the NSA/ CSS 
Freedom of Information Act Appeal Authority. The appeal must be postmarked 
no later than 60 calendar days from the date of the initial denial letter. The 
appeal shall be in writing addressed to the NSA/ CSS FOIA Appeal Authority 
(DJP4), National Security Agency, 9800 Savage Road STE 6248, Fort George G. 
Meade, MD 20755-6248. The appeal shall reference the initial denial of access 
and shall contain, in sufficient detail and particularity, the grounds upon 
which the requester believes release of the information is required. The 
NSA/ CSS Appeal Authority will endeavor to respond to the appeal within 20 
working days after receipt, absent any unusual circumstances. 
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Please be advised that the article "Soviet Science and Technology: 
Present Levels and Future Prospects" contains other government agencies' 
information. Because we are unable to make determinations as to the 
releasability of the other agencies' information, the subject document has been 
referred to the appropriate agencies for review. We will respond to you further 
when consultation with the other agencies has been completed. 

Encls: 
a/s 

Sincerely, 

RHEA D. SIERS 
Deputy Associate Director for Policy 
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Development of Automatic Telegraph 
Swiwhing Systems 

BY R. D. PARKl?;R 

U 11cl1U&ijwl 

Tlim are two gtneral 111pes oJ aul.omatit telegraph svlilchi'llf s11sum,. 
ln 011e, ,1,,trical circuit! are establulied to provi<u co,nm,.,.ication palh, 
b~ween telegr11ph SUJtiotlS in i:vstomers' o.ffias and are broken tllMII the 
need for oommunwilitm WI 011Sr. In 1/te other, direct ele,:trical tircuils 
~ween suuions are no! eslahl~htd, bu.t coded infOT11111li011 in ~j.lfS 

automalicall11 routes !Mm lkrough lelegraph ndworks to theiT dosliftalio'fl3. 
This paper d=-il,es l,ri,Jl11 some of the s11s1ems now i71 use, a11d oadlines 
Sl>IM of I.he reqi,irtm1enls which had u, be met lo pro~ide a salu.farJorv 
se,,,i(e. 

INTRODUCTION 

A switch as used in electrical engineering is defined in dictionaries 
as a device for making, breaking, or chil/lging the connections in an 
ehictric circuit. When a switching operation is performed, circuits iu-e 

changed from one connection to another lllld devices are cut in and out 
of circuits. The idea is to transfer or shift these electrical circuits and 
devices _around. 

A telephone central office or ea:change is an excellent example of the 
above, in that electrical voice-trall.'llllission circuits are shifted about to 
establish communication paths between parties, and 1111! broken when 
conv-e.-sations are o'fer. Thus, a telephone exchange area such as the 
District of Columbia is operated a5 a large ele(tJical switching system. 

Telegraph circuits are established, broken, and Khifted around like 
telephone circuits, and when telegraph circuits to subscribers' premises 
are connected and discoMected on requerta from subscribers a telegraph 
exchange system is created. In telegraphy, however, another concept 
or switehing has grown up. This is because teiegr.iph meaagai, as 
contrasted with telephone messages, can easily be stored, held in transit, 
alld re-transmittro sometime after reception. The piece& of paper or 
other message recordings are the things shifted or switched around. 
A. telegraph office where mesiages on blanks are shifted from an in
coming circuit l:.o one or more of several outgoing- circuit.a has been 
called a "relay" office, in that received messages. are later ~smitted 
to their destinations, but, such an office is aloro in fact a me55age
swit.ching center. A "relay" office does indeed suggest a relay race, 
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in which a baton is handed at a point of exchange to the next ninner; 
but this compariaon faill to take into account the switching which is 
performed in telegraphy. Il in a relay race each baton carried a ooded 
message which had to be decoded at the exchange point to determine 
which runner o( a group would carry a particular be.ton !or the next 
lap and batone were paaaed accordingly the analogy would be more 
complete. This imagined reshuffling of batona is message switching. 

fn recent years a new technical development hu pennitted tel8lll'llph 
messages to be routed or directed auu»nalic4ll-, from their point of origin 
to their d&tination by means of coded electrical impulaea which are in 
a aense part of the message but precede the normal addrees, the text, 
and the signature. An IIJTlllliffllent following this method of working, 
with a center where messaget\ are stored, analyzed, and ret.ranamitted, 
becomes, therefore, an automatic message-switching sy&tem. The 
circuit uransements are fixed and the meeaaps are switched.. Thie 
operation may be electromechanical or electromagnetic, with mes
sages stored by perforated tape; on magnetic tapes and drwn9 or some 
other manner, but direct electrical paths between sending stations and 
addressees are never established. 

Thua telegraphy, unb1te telephony, bae two typea o! switching 
aystems,. one, circuit switching and the other, message switching, each 
with its own problems. Accordingly, it ia desirable to consider them 
under separate sections: Section I, Circuit Switching; and Section Ir, 
Automatic Message Switching. 

SECTfON I-CIRCUIT SWITCHfNG 

G8N'MAL 

There are two well established system, operating today in which 
printing-telegnpb cireuit.s are switched t.o provide direct communication 
paths between subscriber stationa: one in America, known as Tele
typewriter Exchange Service or TWX, and the other in Europe, started 
as a national aervice but now rapidly expanding on an int.ernational 
b&11is, and known as TELEX 1. TWX wa.s initiated in the early 1980'& 
and TELEX followed with the first installations in England. 

Shortly after World War I, when the writer started the development 
ol printing-telegraph switching aystema for the American Telephone and 
Telegraph Company, he was infOl"IUed by General J. J. Carty, who was 
then head of its Development and Reaeardl Department, that before 

1 TEX is the abhrsriation adopted by lhe Radio Corporation or America lor Ill 
oft,_.,. Teleprinter l!:ac:h111te SeNiao o.nd -.t.ed TELEX ltatio1111 In E~ropo U1d 
othrt &'l'Nli, 

UHCLASSIFIED 74 

R. D. PARKER UNCLASSIAED 

the introduction of the telephone in the latter part of the 1870'a a rather 
extensive telegraph switching aystem wss in operation in Netor York 
City. In this ay&tem, MOl'l!I! circuits from a central exchan,e radiated 
to cuatomer'a offices. Each cuatoml!I' hired a Morse operator, who 
bandied messages and requested t.he central-eJCcbange operator to make 
circuit connections to other customel'II. The adnnt of the telephone, 
saving the expense of the Mone operat.ol'IJ, quickly put an end to tbia 
type of telegraph switching. 

The actual introduction of a printing-t.elegraph awitchinr or exchange 
public llel'Vice had to Wilt !or the development of a satisfactory start.
stop type of telegraph printer, teletypewriter, teleprinter or, teletype 
machine, as it is variou,ly called. It ia reuonable to ask what is meant 
by "start-stop" and why it is important in planning an ex~ system. 
Start-stop means a method of opel'llting printin,-telegrapb. ma
chines in which the code group needed for aeleeting a character · ia 
preceded by an impulse, always or the same kind, which indicatea to a 
receiver that a code group repreaenti.ng a character will follow immedi
ately. This aimple impulse ia the "&tart". Furthermore the code 
group is followed by an impulse oppoeite in kind to the start, which 
bring11 the receiver to a rest condition in preparation for the n~t start 
impulse. Thia final impu18e in the complete sequence for ea,,h charac
ter is the ''.stop". Sending and receiving machines do not operate at 
uactly the same speed, and without the start-stop feature a receiver 
would quickly gain or lose enough relative to a &ender to e&Ulle errors 
in the received copy. A fresh start at each character keeJl6 the macll Ines 
in good relationship witb. each other and prevents these errors. Most 
printing-telegrapb nuidlines in use today operate on thiB principle. 
Such machines operating at about the same speed in words per minute 
and having like code cb.araeter combinationa may be freely inter
connected by electrical circuits for a typed form of communication 
aervice. ThUIJ, with the ··start-stop" code a printing-telegraph circuit
awitching system became feasible. 

BELL SYSTEM TWX SERVJCli/ 

The Bell System establiahed a public nation-wide printing telegraph 
switching service in 1931, followin,: a long development and trial 
prOIP'am. It wu reali,;ed that little or oo local businem could be 
expected, a.nd because of the necessity tor recordiug and later billing 
cu,tomeni for long diirt.ance calls, manually _operated toll 1w:lt.chboarda 
were especially deeigned for the service. All communications between 
toll-operators in diatant cities, and between operatan and BUbscrihen, 
were made by meana of printing-telegraph maehinea. The typed 
records proved to be ol 888istance to operators in apite of the slow speed 
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of the machines-60 words per minute-as oomplll"ed with speech, and 
the time required to establish toll--connectioas was found to be essential
ly the same a,, that for manuaL toll-telephone service. 

A simple intercity TWX connection is illustrated in Fig. 1. Sta
tion A in New York is electrically connected to Station B in San 
Francisco so that coded s1anals for typing and machine control purpo9e9 
may be passed back and forth to give a typed•reool'd form of com
munication service. A call is initiated by a subscriber's tlll'ning on 
the power switch of the tllletypewriter station set. This signals the 
switchboard operator, who requests the number of the e&Ued party by 
operating the keyboard of a machine which is an integral part of the 
switchboard. The party originating the call types thi6 information, 
the operator select.'! a trunk to the distant city and pasaes the called 
number by typing to the incoming operator, who connects the trunk to 
the called station line and rings the station bell. Toll tickets are made 
out for billing purposes WI with telephone service. Disconnect signals 
are flashed to the opera ton; by the act oftuming off the power-switch at 
either subscriber's station: 

SC111 F,a·11a.., , , Naw 1'on 
' TAUIIKS I 

}~~j TO OTHER c~s f ~~J 
_,_,_ I I 
IOMMI I _,._ ___________ ----------t-
UIO l----------- -------. -+ 
Tt_,,,_ L-------~---------• -J.. 

- ~------_-_::-:. .. _•---==-------=----_-j 

a,p,afCW5 

"""'""' 

.-,c•-...... -,._ ·-
.......... 

,011tm 

Fla, I-Teletypewriter E1cbaoae Su•Jce----Simple Intercity Call 

I 
1 
ii 

A ., 

When a connection such ae is illustrated in Fig. 1 is established, 
subscribers may "talk" ba1:k and rorth on a conversational basis, eircept 
that they U9C keyboards and their ''converl!lati~n" is in typed form. 
A receiver may interrupt a sender and obtain control of the circuit by 
transmitting a "break signal" agaimt the incoming signals and "lockinll 
out" the sendinK keyboard. Station equipment with perforat.ed tape 
may also be employed where considerable meuage traffic is handled. 

Over the years, 11utomatic features have been added to the original 
manual .scheme, and in many cases certain switching operations are 
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performed under the control of impul!es transmitted over the com
munication circuit... An example ia the use or a "concentrator", 
placed in a local area where a number of TWX subscribers are grouped. 
The concentrator is arranged to associate these aubacribE!f'l!I autornat-
1cally with trun\,s to a main TWX switchboard at some di.Btant point. 

.. ...., -Clll'[Ofl'IIITOI' -

....... 

Fl&, ~Telelypewrlter lt1cbanae 9..-.lc-lnterclty Connection 
lJ ■tnl!, Autoffl■ Hc Coa.ceotnton 

A connection between two TWX aubscribers, involving the use of 
concentrators, is illustrated in Fig. 2. [n this case a ~bscriber in 
Medford, Ore_, is connected to one in Chf,Dlpaign, Ill. Slnce there ia 
little demand for local connections, and not enough bwiinea at theae 
towns to wamint installing a TWX manually operated switchboard, 
they ar& served by automatic concentrator units which pass calla to and 
accept calls from some larger switcliing center,-in t.hia case Portland 
and Chicago. Thus,- a call origmating at Medford i8 automatically 
pa..ed to an operator at Portland, over one of a comparatively small 
group of trunks. The operator at Chicaao, 011 learning that the call is 
lor a station in Chanipaign, selects an idle trunk to that city, and picks 
out and rings the called station automatically by sending code com• 
binatioru; from her keyboard. Disconnect signals origiuate as soon as 
the subsci-ibera turn ofr tbe power switches at the teletypewriter seu. 

Actually there are about 60 TWX stations in Medford and a much 
smaller number in Champaign. Satisfact.ory l!Cfrice is given by the 
u!le of concentrators, with about 10 trunks between Medford and 
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Portland and 3 between Ch1ca,o and Cbampai,n. Thua concentratol"B 
save line charges by eliminating individual ci~ita from large av,itching 
centers to distant subscriben. 

TWX service im:ludee the establishment of con!ereuce connections, 
in which a lariie number of aendina and receiving lltlltiona ■oattered 
over the country may be associatro together for intarcommunica.tlon 
in t}'J)ed form. H also provides .service to unattended atationa, with 
means for starting and stopping the machine motora 10 that mesaaaea 
may be left when the receiving party ie abaent, a1 well aa other features 
or importance to customeri. 

Hrull.Y OISTRIB\ITION r, CALLS fOII AYP:IIAGE IIISIIIUS DAY 

I S.T~Y CALLS ~'11,. SU!Ut CAU.S 0.9"4 r, MAMIE IUilNESS OAYl 

IPII 

Ftll, ~TWX 01mrvd CaDt 

There are now about 40,000 TWX stations in t.bia country. The 
service requires several million milea of tel911'aph circuit facilltin 
with about 130 manual-switching centenl and 120 with concentrator 
units. These fal.'ilitiea cover the Nation, so that a TWX 1tation may 
be set up at practically any point. A aervioe of thia character labon 
under the disadvantage that it is a buaine1B tool and folloWB b1111U1811 
hmin. Thus Fig. 3 shows the hourly distribution or TWX outward 
calls during a business day, averqed for 26 Iarae American cities. 
The evening load is "eTY light, and calla OIi Saturdays and Sundays are 
only a small percentage or those on a bW!inesa day. Anot.ber dis
advantage is thii high COfit of station equipment, wblch is much more 
expensive then a telephone set. However, ainoe 16 or more telegraph 
channels can be derived from a single telephone facility, TWX toll
charges are low. Thw; I.he toll-charge for a 8 minute TWX call is 
considerably lees than that for a weekday per!On-to-person telephone 
connection between lhe same cities. 
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EUROPEAN AND INTER.NATIONAL T8L.El! 11:SBVICE 

The Britillh initiated what they called TELEX aervice in England 
11ot Iona after TWX Ervice was started in the USA. At first a tel~ 
phone subacrlbei: waa provided with a printing-telearaph machine, 
BO that he could e•th~ talk or type over a telephone connection, Jll'Ovided 
of cOU!'lle that the distant party had a similar machine. The telephone 
switching and tran&mission plant was common to both servioaa. This 
was contrary to the American scheme, which started ar,d still has 
switching and tranlllllilllion !acilitiee for telearaphy distinct Crom those 
for telep~ony .. ~awi:e of the luge privat.e-wire tellllll'&Ph system al
ready eX11tlng in Arnenca before TWX was started---'&nd becauae test.a 
of th~ operation of teletypewriters through telephone swit.cbiq ayetems 
then In common use demonstrated t.hat printing-telqrapb aervice over 
these facilities would be 11ntatiat'aetory-the deciaion to have sep
arate telegraph facilities for the TWX aervice aeeroed proper. AA a 
11111tter o! fact the British aoon became aware of difflc:oltia, and aban
donecl the idea of providillf an alternate "talk or type" form of service 
t.hro1Jih the normal telephone plant. · 

It is reported that the .tint international European TELEX con
nections were made in 1938 between 11tatio1111 in Holland, Belqium and 
Germany, using telephone circuit.a tor telegraph facilities. For many 
yeara there wu colll!iderable controversy in European circles B8 to 
whether or not the International TELEX network· as then foreseen 
ahould be established over t.elephone or tele,raph 1acilitiea. After the 
Wu it wu finally decided (CCIT, Bru.ela, l!M8) to adopt the word 
TELEX and l:o uae telegraph circuit.a. It ii believed t.hat the unsatis
factory l!elvice eiperienced by t.hoae countries, such aa England, v,bich 
tried out TELEX service as an adjunct to the telephone had much to 
do with this decision. However, with the introduction of t.oll-dialina
and the provision in turn of more st.able telephone drcuits, it may well 
be that economies will be achieved by a eloeer association o! telegraph 
awitching with the telephone plant. 

Eard'p«III So,ildoitlf Arra•""'""'" 

As might be expected, the vario1111 European telegraph adminisb-a
tion1 have adopted ditremit awitching method& for TELEX aervice, 
though a large percentage use IIOIDe type o! automatic method. Thus 
in Western Germany, which has been lDO!lt active ■inee the War in de
veloping automatic printing-teleerapb exchange 88?"Vice, then were 
over 100 automatic e:i:chanaes in use towards the end ol. 1964.. These 
German e:i:chanp, employ the time-honored telephone dial, aa do the 
systems in England, Denmark, Sweden and Finland, to enable sub
,cribers to est.abliah .the desired c0l1Jlecti0.111. It is reported, however, 
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that the a11tomatic systems in .France and the N.,therland.l employ the 
key, of the teleJrinter machine to generate &-unit switching pulses, 
111d a paper presented at an engineering meeting in Rome lar.t year 
deeeribed tbe TELEX ,ystem in Italy aa one which alao makes use of 
the teleprinter keybo:u-d for l"neraling swit<ehing •irnala. Manual 
methoda are still employed in BOme other countries, and it ia evident 
that with internatiol\lll tnffic it may be difficult to establish, and 
properly chat'lle for, connection• which are built up on a completely 
automatic basis. 

As with toll-telephone U!llge, rates for TELEX ■IU"Vice have been 
established on a time haai,, with three minutes as the u11Ual minimum 
period. However, the trend appears to be to abandon Oiis minimum 
period and hue the charge on the actual use o( a given circuit in time
St.e):IS of 6ve &econds each, a.a registered on a call meter. In general 
TF.LEX connection will c01t a subscriber about half the telephone 
charge. 

(},-,Ja 

The expansion of lntemational TELEX lel"Vice since the War is 
sh.own in the following table, made up lrom figures ror 22 countries, 
published in the T,lecommu1'iea#o71,1 J.,,.rnal, UIT, September 1966. 

A.,.,nu1l lt1ttr1u11iD11,d TBL&X Tro~ irt f'.Aa.,fll:IW. Mi"",_ 

~ 1947 1948 1949 1960 

700,000 1,700,000 2,800,000 3,700,000 8,400,000 

~ 1952 1963 1964 1965 

14.700,000 23,300,000 32,700,000 52,700,000 72,240,000 

The above ligurea include service to the United Statea, which started 
i11 1950 with 16,000 chnr11Cable minute!? lor that year and lll'CW to over 
800,000 minutes in 1955. 

TS.EX Sd«ril»r S!<monr 

It ha• been difficult to obtain ~iable ligurm for the number of 
world-wide TELEX subscriber rtationa in uae today. but if the 40.000 
TWX aub6cribers in this country are included the total cannot be far 
below 100,000. The number is apparently ll'Owing v~ r11pidly, and 
daims are made that it increues by 10 to 20 per cent each year. 
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,.,.,...,. .... , s.,.;,,, wilh Ra,!i,, u .. 
S\nce the dwge for a TELEX connection ui baaed ooi the duration 

of the call, a 110n-atable radio link, cauai.ng erron in the typed copy and 
delaying communication•, is most unaatislactory to cuatomen. How
ever, the development and application of error detecting and corneting 
codee, coupled with the provision of the neeeisary r.in:uitry for elim
inating from the senric~harge period t.he delays arising ftom trans
mission difficulties, has permitted radio links to be used widl l!UCoeSS. 

TELEX traffic waa tlrat handled, it is reported, over radio linb in 
1950, when subscribmi in Holland -re conll8Ct.ed to RCA. telatyJ,11-
writer machinl!!I in New York. As indicated above, this transoceanic 
aerv-ic,e, r.a.lled TEX by RCA, hu expaDded sn,atly ainoe that time. 
Though the 5--unit start-etop code ia practically atandllrd throughout 
the World, certain difl'enmcee between the machines in this country 
and thoae in Europe b&d to be taken care of before this intecon
tinent.al TELEX service could be furniahed. An.import.ant difl'erence 
in the matter al speed. While it ia 118ual to talk and write about a 
,peed oJ 60 words per minute, neither die America.n nor the European 
machines operate exactly at !:hit rate. Furthennore, European machines 
run a BUfficient amount faater than American to require the introduction 
of a punched-tape type of automatic repeat.er in any inter-continental 
circuit con1Jeeti11R two ol these &tations. 

In 1966 amuigem.ents ,.e,e completed to permit any station or the 
U. S. TWX network (40,000 5t.ations) to be connected via RCA TEX 

. oenice to any of the theu approximately 27,000 teleprinter atationa in 
26 ov"'118a8 countries. Since the keyboards o( many of the machines 
al tl,- networu are not -ctly alike lt waa ne<:eseary to provide auto
matk conver,ion apparatus to <:hange the form but not the meaning of 
certain characteni. RCA reports theae convetaiona on traruiatlantic 
calls to be as followa: · 

When a TWX customer tranamits to a TEX teleprinter, the followilll 
conversions will be made: 

: will be received u 

l 

-0/8 I 

-1/8 

DLRS 

-1/4 

AND 

trh<, duh bofon, ch,o l,aatlon, aa ~ on Bur- .....i,m., la """"'-.I 
hnpo,tant to ,1 .. • diltinctl .. -ration bat.- ■ •llole IWIQW •INI Ito Inman. 
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uppercaeeH (TriPII the "Answer-Back'' 
meclianism) 

1 
-l/2 2 

3 
-3/4 4 

7 
-7/8 8 

8 
-8/8 8 

(Quotell) .. (2 Apostrophes) 
/. (Combined) +Y (Colllbined} • 

When the ovenea. party is tranmiittina fl"OIII a TEX keyboard t.o a 
TWX machine, the following converaions wifl be made: 

will be received as QUERY 

(ApOlltropbe) 

+ 
+? (Combined) 

COLON 
WHO RU 

PAREN 
PAREN 
, (Coma) 

(2 Hyphens) 

-/- {Hyphen, Stroke, Hyphen) 

/. (Combined) 

The nutornatic "Answer-Back", obtained when a TWX subscriber 
sends upper-case H to a teleprinter, i., considered an important feature 
of equipment used in Europe and other countria, since a machine 
equipped with thia feature aut.omatically transmits ao identifying 
code-signal at the request of a calling station. 

Intemational TELEX and TEX eervices have become an exceedingly 
important phase of international communications. The baaic plan 
was to provide a .service that would appeal t.o cUotomers because or 
low- cost, reliability of tra11811li101ion, and the speed with which connec
tions would be established. The idea wu to establish a sufficient 

'Thu, oymboll ... to aa o.-..-. party thai tlu, TWX oender hu completed • 
m_,, and 11 ••aitin1 • reply. 
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number of tzunka between exchan1111111 10 that even during the buay 
hours little or no delays would be experienced. It aeemB that in thia 
case theee fundamentala of a good com1J1unication service 111"8 paying 
dividends. 

SECTION II-MESSAGE SWITCHING 

Gl!ND.U. 

The circuit switching •y~t.en,s considered thus fU", auch a, TWX, 
TEX and TELEX, give a conversational Lo-and-fro type of printing 
t.eleeraph service. They require the establishment of certain coinmon 
arrangements befon! a satisfactory service of this type can be given. 
Tele,rapby, however, has not been thought of, nor noted, for giving 
auch an intercommunication form of service. It haa been considered 
rather as a mea11S of providing a record to be read, al18wered if nece8Sary, 
and stored for future reference. Thus the 11Bnder of a telegram ,ave 
l.ll addl'llllll, wrote a signed lllell8Bl!I', and turned it over t.o a telegraph 
organi:r.ation for tranamiuion and delivel'}'. The address rout.eel the 
measage through a network of circuiie, and meB118&1!1 received at a 
network center would be pused manually to aendinr operators of 
other circuit.,. The need for incoming and out.going circuit.. to operate 
in IIOllle common fashion was not too important. 

When printing-telegraphy became common and ma.chinee for per
forating tape with coded characters wwe available, the idea ol. receivina 
meuages in perforated-tape fonn to be used lat.er in the sending equip
ment of out.going lines of a meaaaae center came to the fore. In this 
case operatOJ'S read the addre81eS from the perforated tape to learn 
the proper routing. Later, machines were produced which typed the 
eharacteni on the tape aa well aa punching them. Thia made the 
routing decision a little easi~- It i1 apparent that a common method 
of vrorking had to be adopted for theae incoming and ouqroing circuits. 
Just before and during the War a number of very~ meaiae switch
ing centeni baaed on manually handling tape were installed. Some ~ 
still In u11e. They are called "torn tape" centers, since each perforated -
tape me&l!ai\l is tom from a roll of tape after reception. 

In the 1920'11, long before TWX llfll"Vice wu establiahed, it had 
become common practice in private-line teletypewriter service to 
control automatically t.he awit.cltillg of circuit.II in terminal and other 
offlce.s by coded impulses tranamitted prior to mesaage information. 
Electrical contacts associated with the mechani1111 in teletypewriter 
machines were uaed for switching purpoaes. It was not too great a 
step therefore to 911Uest that all mesaaaes in a telegraph net1Jork carry 
coded information which would route them through to their destination■ 
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without human aid and thus establieh a fully automatic printing-
telegraph message-switching system. -

It is believed with considerable certainty tbat the lirat automatic 
S"Witching system of this type ever inetalled for 1ervice was made in 
1940 by the Bell System ror the General Electric·Company, with the 
message center in Schenectady. A second and laraer system, with the 
message center in Cleveland, was put into service for the Republic 
Steel Corporation in 1941, just before Pearl Harbor. 

Fla, ._Autom■tlc M-■11• Swltchlna Network 

Fig. ( illustrates an automatic me!lllage-ewitcliing network, With 
mess&l!@ centers A, B, C, and D, and gives an indication or some of the 
complezities which arise. D enters the network via radio links, while 
A, Band C are tied together by land-line trunk circuits. (Many ol the 
networks of this type are used by busin\1$ howies and government 
agencies.) Each center may have 60 or more local circuit.I! connectin1 
it with sending and receiving station8, These circuits usually operate 
on a full duplex basis, sending and receiving &imultaneo111ly. There 
are three word-11peed; in common use in this co1111try today, namely 
60, 75, and 100 words per minute. Since the rate charged by telephone 
and telegmph companies for a given circuit increases with the speed, 
it is the usual practice to select the most economical speed or working 
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with due regard to the volume of t.raffie to be handled. Furthermore 
the desirability of having several stations on a line, or a "party line" 
type of operation, becomes apparent when in planning a network it ia 
found that several stations are in a group several hundred miles from 
a center. 

Over the past 15 years ~wo general achemes for auembling and uaing 
equipment in an automatic messag1teenter have been evolved. In one, 
the plan of havin& "[n" and "Out" circuits, each circuit having in
dividual telegraph terminations, has been carried out. In the other, 
more uae ia made of shared equipment. Thus, though each incoming 
circuit has it8 individual printing-t.elegraph apparatu.s, out.iroing circuits 
do not. Ou tlie contnu-y, a common bank o! outgoing equipment units 
is provided, any one of which may, in theory, be U10ciated with any 
outgoing cimiit and accessible ro any incoming circuit_ A aaving in 
equipmenL may therefore be expected. In-view or different line-speeds 
a.nd other matters, difficultiee enter this scheme which will be touched 
on later. 
MIE8SAC..~ POa.Mi\T 

Given that the paasage of a measage through a BWitehing center muat 
be under the control of teletypewrit« characters, a simplified meuage 
formal is as follows·: 

(1) Start-of-message characters (e. g. ZCZC) 

(2) Channel and message numbel'8 
(3) Signals to call attention to high pn!eedence mesaagee; 

e. 11· Figure-shift followed by 6 J characterll, 6 S char
acters, and letter-shift 

(4) Two message-precedence chanictera 
(6) Routing characters (routing indicators) followed by a 

routing-indicator termination 
(6) Text of meeaage, including address and signature 
(7) End of me~ charactera (e. g. 8 line-feeda and 4 N's) 

CRO!S-OfflCI!: OPl:UTION-"IPI"' AND "'OVI'"' CIRCUITS 

The circuibl of a message center operating in accordance with the 
first plan outlined above and handling me111111ge1 with formatll similar 
to that just outlined are shown achematically in Fig. 5, while Fig.- 6 ill 
a photopph of such a center. Incoming jjnes in Fig. 6 are at 
the left, outgoing at the right. Each incoming mer.aae is recorded in 
punched as well as typed fonn by a typi11&-reper!orat.or machine. Each 
111ch recorded message is read by machi11011 marked T in the diqram. 
In some installations theae devices will read or sense the last character 
of a given meaase in the received tape, thoua-h this character is closely 
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adjacent to the. punches of the perforating mechanism. In others it is 
neces!lary lo "feed out" Meveral inches of tape to ()E'rmit the last mes.;;.'lg(' 
character t,o be 8ensed. J mmediately following the receipt or the !ltart-of
mes..,;a.p;e (80MJ charactt•rs it is :i fairly common, though not a univenial, 
practice to check the channel anci message nutnhers to make certain 
that a propl•r message-numbering sequence i11 lx-ing followr~rf. 

As nou,,,l below, it is a military custom to have six mes.'!llge-precedence 
clas.c;es, hut in the transft•r of messages from "In" to "Out" lines in the 
message-center it is now the practice to dividf' messages into two 
precedence classes: high and low. 'l'he arrival of a high-precedence 
meMage at a center calU!ei!I alarms to be givt-n to alert the attendants. 
The precedence characters which control switching operations follow. 
The routing characteri,; will usually consist of St!Veral characttirs for 
each addressee, and for several addre89Ct'S these may add up to 50 or 
more, terminated by a spt>cial group. The Lt!xt of the m~'l..'lge, with 
the addre,;s and signature, follow in a routine manner, to be ended hy a 
i.pecial l!nd-of-mes,.;age (Jo~OM) character group which prepares the 
equipment for the next mt'SSage. 

lneoming line-readers (marked T) read one character at a time, and 
it is apparent that 11everal characters have to be 11ensed before a decision 
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1111 to the next procedure can be made. Thus infonnation must be 
atored and user! later. Telephone-type relays have been used for this 
Purpo..,, and directing-equi1m1enl and ae~uence-circuits may be 
assemblies of relay& and switches. The objective is to connect the 
transmitter """ociated w,tJi the reader ol an incomin11 line circuit with· 
a recorder-reperforator aasocia.ted with the proper c,uli(>ing line or 
trunk. A$ soon a.s routing information is analyzed, the director 
ce>ntrola switching operations to make this connection through some 
type of mesh or grid a,; illustrated, or by other meana. Once this 
path is established lhe message is transmitted acror;s the office to one of 
two receivers, whichever is idle at the moment, U10Ciated with an 
outgoing circuit; two - inst.a.lied to prevent traffic delays. The speM 
for cross-office traffic in recently established centel'l! is 200 words per 
minute, but 1t is apparent that the rate at which a given me.sage leaves 
a center is not determined by the cross-office SJ)eed but by the speed of 
the outgoing line to which it is sent. A,, indicated, the receivers of 
outgoing circuit& l)IIEs perrorated t.apee to transmitter&, which operate 
alternately for last ,raffle handling. 

PRECEDENCE TRAl'P{C 

Automatic message-switching systenu can readily handle precedence. 
traffic. In the Military installations now taking form me111ages will 
have six degrees of precedence. These, with tbeir chara.ct.er de,rigna
tions, are Flash (ZZ), Emergency (YY), Operational Immediate (00), 
Priority (PP), Routine (RR) and Deferred (MM). However, aa 
mentioned above, for cr065.office operation in the switcliing center only 
two cl-, High and Low, may be recognized. In some inatance& the 
three top )}1'8Cedence designations of the above list will be ratl!d High, 
the others Low. On the other hand, when meM&ges are transmitted on 
outgoing circuit.'! all six degrees or precedence, as well as the time that 
any given me36alle has been in the office, may be considered fo determine 
the order in which the messages will be -,ent e>ut. 
. Since there are al least th~ di.lferent engineering groups in thia 

country developing telegraph message-&wit.ching systems, variations 
in the general plan are bound to occur, and this has been true as regards 
the handling of J)retedence message&. In some installations a m0111111ge 
of low precedence is not tr,111smitted across lhe switching office until it 
i~ fully received. A high-precedence message, however, cannot ouf!'er 
such a delay, and is started across the otllce as soon as the director, 
operating from the routing indicators, .,witches the mewge to the 
proper outgoing line or to a special hiah-precedence channel. In 
another plan all messages are started acf'088 the office u o900n ;u the 
r011ting determinations have been made. 

UNCLASSIFIED 88 

R.D.PARKER UNCLASSIFIED 

Again, different plallll ere followed for handling preoedence mt!IIIIIII'" 
at the outgoing line terminations.· In one caae the actio11 taken on the 
amval or a high-precedence meMage at an out-terminal then handling 
a measage of low precedence ia to int.en"upt thi& lll.ell8age and iiuert the 
other in ita place. An alarm indicatl!e that iruch action hu ~n taken, 
and an attendant later puts the interrupt.ed meeeage back into the sys
tem. According to another method no IDIJBIIIIIII! ia interrupted, but the 
high-precedence message •eiza!I the line ahead of any wail:inir ll'leli8!ij!e 

of lower grade as soon as the line ~ free. 

MULTIPLE-CALL MESSAGES 

A mes.,age to a large nUIDber of addresies will be b.aodled by an 
automatic switching center if the routina indicators ror each addreiaee 
are i:--operly imerted in the fonnat. Tlle director and other equipment 
handling a given multlple-call or address meseajjl! b88 the problem of 
assembling .all the neceuary outlet.II as designated by the routing 
indicat.ora, so that when the me.age is forwarded from a tralUlmitter 
all addresaees will receive a copy. The equipment and eirl!lliturange
rnenta provided by the different developrnent organizations to meet the 
requirement& for handling multiple-addreae . IJlel8ll&l!8 differ quite 
radically. 

MULTIPLE STATION LINES 

MentJon ha~ been made of the desirability of providing several 
stations on a given line to save line coet.s. In B0111e insblnces ae many 
aa 10 stations on a. line may be provided, but the difficulties involved 
in handling traffic to and (rom lines with as {ew aa three stations will 
be evident from a consideration of Fig. 7. Thill &ht>W& a three-otation 

I 
I 
I 

'1LL : 
~u, 
taalTI 

I 
I 
I 

FIii- 7-Multlple Station Lino 

STAlUI t I 
I 

line being operated full dupleit (i. e., witb aimultaneowi operation ol 
send and receive channels) wit.h Jending and receiving eq~ipment at 
each station. It i,i evident that only ~ lDl!llllllgl! at a time can be 
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received at either A, B, or C. Furthermore if a message is destined for 
C only, receivers at A and B should be inactive-actually locked out. 

As regards sending, it is also clear that when one station-is operating; 
tb.e others cannot. Furthermore, it the traffic load is approximately 
uniform it is desirable t.o prevent one station from unduly holding the 
circuit. Signals may therefore be automatically b"ansmitted from the 
center to start transmitters at station in rotation. A station without 
traffic-not.ape in its transmitter-will be passed, and the neltt station 
tested for traffic. 

INTERCEPT OP8RATION 

Differences in operating periods because of time zones, holidays and 
other factors bring about the need for the interception of messages at 
switching centers and transmission to addressees at later times. Thus 
a director may be so arranged that any message with a particular 
routinr indicator wi11 be sent to an intercept station in the center. 
Furthermore, any message with an unassigned routing indicator will be 
automatically transferred to intercept, and aiarms sounded. 

AUTOMATIC NUMBERING "AND TIMING OF MESSAGES 

The usual requirement is that all messages J~ving a center are 
numbered and timed automatically, which means that the normal flow 
of cluiracters is interrupted while symbola conveying this information 
are inserted. 

CROSS-OFFICE OPERATION-POOLED EQUIPMENT 

Fig. 8 diagrams sketchily an office of this type. Incoming lines 
each with typing reperforat.ors, tape transmitters, relay banks and 
other apparatus are at the left, while outgoin~ lines with nwnbering 
and timing machines are at the right. For each group of about 25 
incoming Jines there is one oomDlon director with an aasociated trans
lator. This relationship depends on the type and number of messages 
t.o be handled in a given busy period. 

Ea.ch of the common-cross-office units has a reperCora.tor for receiving 
from incoming line units and a tape transmitter for sending to outgoing 
lines. Of course arrangements to meet all tbe different traffic situations 
must be provid!!d. If all lines were operated at the same speed and no 
other variations, such as si~le and multiple station lines, were en
countered; it is evident that an11 non-busy cross-office unit would be 
accessible to an11 incoming line and transmit in turn to an11 non-busy 
outgoing circuit. Thus a pool of cross-office units is available on eall, 
and the plan appears economical when compared with the first scheme, 
in which ea.ch outgoing line has its own teletypewriter terminal equip
ment. 
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Complelrities arise however when lines of different word speed, ter
minate in the same office, and an equipment pool is required tor each 
speed. 

The Army i• proceeding with i~ network on the basis or pooled 
apparatus, while the Navy and the Air Force have equipment bued on 
the other scheme. It will be some time before the relative merl!A or 
the two arrangements will be cofnpletely thrashed out. 

TRUNKING CIRCUIT DBTERMINATJONS 

The number of trunks needed between two switching-center& to 
provide atiafactory service, bearing in mind the economics of a given 
situation, becomes a problem in probability. The quality ot service to 
be given, i.e. theamountot allowable measage delay, must be considered 
in connection with bu,y-hour loads, lt'nit.h of messages, coot of trunk• 
and other factora. In aome m~tching s)'!te!ns practically 
all messages are short, so that routing indicators and the like constitute 
a fairly large percentage or the mesaage. Also many o[ thee short 
messages-. 1'· air traffic control messages-must be delivered very 
quickly or their value is lost. These and other consideratio~ nave a 
bearing on the det.ermination of the number or trunks to provide for a 
particular case. 

SECURITY WITH MESSAGE SWTTC/llNG SYSTEMS 

It is evident that characters UBed for switching porpoees must entlr 
a switching o!Jjce in the clear. Alao, if traffic-flow lee\llity is to be 
achieved, these cluu-acters m1111t nol be in the clear on lines between 
centen and from outlying stations to centeni. To meet theae two 
requirements all s.uch circuits will have to be furnished wi~ ~p~er 
equipment on a ~nter-to-center and station-to-center bus, IJIVl~g 
what has ~n called "link encipherment". The body of a meM11ge will 
be in the clear while it ia passing thro11gh the switching office, unless the 
message has been doubly enciphered. 

CONCLUSION 

1t seeina evident that wbile memia,e◄witch.ing systems are economical 
of plant facilities and el!i)ecially or Jon, diatance circuita, they introduce 
a host or other probleffll! in that they mlllt handle different types ol. 
mes.sages wit.h a variety of precedence valuea and at di~erent speeds. 
If long circuim needed for printing-t.elegraphy •~ p~entiful and cheap 
it would seem that the ilirect-circuit method ot mtchmg would be pref
erable. Here the problem ol handling vanou1 types of mes88lf!II falls 
back on the ueer of the lll!l'Vice, and the switching aylllem rids itaell of. 
that burden. Moreover, uaers with direct connection, between their 
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terminals ahould receive better over-all service than tho11e who depend 
on having their mesoiage1 handled by a second party, even though 
that party is an antom:&tic mechanism. 

It is believed that the ~t expansion of telephone aervi.ce which has 
OC?curred when trunkina cireuita and other facilities are provided on a 
liberal basis to give virtually a n~elay service is an indication of what 
could happen to "printing-telegraphy" if connections between teletype
writer &tatiOl!s anywhere in the world could be establiahed in a similar 
fashion. 

Appreciation is expreued for the work of those who very kindly read 
the draft of this paper and offered their comments. 
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Chatter Patterns: A Last Resort 
BY W. E. STOFFEL 

Uncla8sijied 

A pouibk 111er.lwd of ide'tllif11i!l{J radio operalo.-s bv I.heir r~io-n to 
itandord situatwins occurring in chatter, for u~e WM1I conVffltion.al 
lechnu,uu Jail . 

• ,t,(.t[C'IIIOUJ!il() 

The •ucces.s or failure of most traffic analysis problems depends 
primarily upon the analy&t's ability to achieve continuity,' Simply 
defined, continuity involves bridging a communications change by 
equating a given element appearing before the change with a dill'erent 
element appearing after it. The term continuity relers to the dis
covered relationship between the given element and its replacement, 
withoul refere'lll!e lo the underl11ing llle4ning. For example, we may by 
various methods discover that callsign ABC during November wa., 
replaced by DEF during December, a,nd thus achieve continuity from 
ABC (NoYember) to DE:F' (December). Note that the time faetor is 
intimately involved in the relationship, since DEF replaced ABC. If, 
for example, ABC in November was found to be the same transmitter &11 

CHI in November, the relationship between ABC and GHI is more 
accurately termed an equation or co-location and is not a continuity in 
it,; pure sense. Continuity can exist betm·en ABC and DEF' without any 
knowledge of the location, identity or function of ABC or DEF, The 
importance of the distinction bet,..een continuity and other fonns of 
equation lies in the fact that once any knowledge ia gained about ABC, 
it automatically applies to DEF (and vice versa). ll we discover that 

'A 11umber ol countrios today ro to surprlsine lonKt},s to IUpprea; in their com
munl,,_1,uns sy■toms dfotinotive cbarad.eriatl,a which mi1ht senre lo dioclooe tbelr 
ide11tily, &monr the more comlllOII m.thods ol 1uppr..-ui1 cbaracteriotla1 is that. 
of frequently cb■agin, certain C"Otnmunicati.on elema1:1ts, 61lch A calhlicJ11, frequ,en .. 
c,es. .,beduln, Proczdure, routln1 and addno1 Q'U\bola. Sinco it is oft<tn ne"""""ry 
ior tho In/lie anolyal t.o .!rtudy ,even.I montl,o ol mat.erlal on• ci•en net before con
cn,te intell~oe ,....1ta can be developed, and llinoe oolNnunication, eie-nto may 
~harigl! as often .u twice eacl, day, he mllllt. aomehow, lind a n.y to nullify the e.ff'td 
ol t'- fn,q .. nt cha1111• In ord,. lo pull homoeeneow, mal<rial toavlher lor atudy. 
Re may not.e oertain chara<terlttld whlc:ll do Roi chanp (reqvenliy (U. for iosian<e 
tbal a cl••n station sends a dislincUve •rvi<e m- Ol&ch day at UOO), which 
can &erve as ldenti.Cyjn« featu.tl'tl, When he is N&eceafol in nu1Hr.,.in1 a rommunica
tions dt&1111", the tnfflc analy,t retl!l'!I to the result as coiw•wilN, 
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ABC served the Chier o( Staff, 12th Diviaion, Greenville, for his contact.. 
with subordinate regiments on the Division administrative/Togi&tie net, 
thia inf(M'mation applies to DEF, in toto. On the other hand, about GHI 
..., can only say (with any certa..inty) that it is located at Greenville. 
(Depending upon the type of equation made between ABC and GKI, we 
may further be able t.o say that GHI also serves 12th Division, or that 
it also !Serves an administrative/logiatic function). 

A direct cryptanalytic analogy to continuity can be recognized by 
conaiderin11 a simple substitution system involving a matrix with 
changing coordinate~. For emmpli!, the foltowing mat.rill. has been 
recovered for 1 April: 

4 2 l B 
2,--A D -R-L-~ 

9 1 P B O C 
3' V. - E 'I: 
1 - K N -

On 2 April, uawnption of the probable word "ATTACK" yield!!: 

47 23 23 47 63 ~ 
ATTACK 
75-3--

=rp ~-~ ~ 
2 II - E T 
5 - K N -

It can then he stated, if the assumed word "ATTACK" proves correct, 
that row coordinate , on 2 April i, c011li11uilr, o/ row ooordin11te 2 (>n 

1 April. It CIU\ al110 be ahown that eipher value 57 on 2 April ia C011-

lif11&ilr oJ cipher value 14 on 1 April. In this aecond cue, we have 
a.cb.ieved eontinuity without knowin11 what the actual plain value ia. 
Finally, we can say that ciJ)ber value "43 on 2 April is continuity ot cipher 
value 28 on 1 April. In this in1t.anee when 43, (2 April) - 28, (1 April) 
is proved, and 2S, (1 April) = L,, then 43, (2 April) = L,. 

The more freq1.1ently an element cban,es, the more important con
tinuity becomes (since it it. virtually the only oonaistent method for 
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achieving eno~ depth on a given element eo I.bat a study al its under
lying n11ture and purpose can be undertaken), and the harder it ia to pt. 
Moat of III can aympat.hw, with the unfortunate analyat whoee formerly 
..table problem suddenly adopt.a twice-daily changing callsisna, h
qoonci.,., addn!Ulell and di!!l;:ritninant&,' 

On problems involving fast-ehangin1 elements, continuity is usu&lly 
achieved by mearu; of whatever cluu-acteristica a.re avmlable that can 
be tz-usted to be unique. Ir many are available, the easiest, fastest or 
moat economieal methoda are, or COUl'lle, tried first, while the more 
intricate and time-eOlllll.lmin11 met.hods are held in reserve [or tough 
l'.IIIM!II. It often happe'IIS that certain nets develop a atubbom streak 
whirh defies deaeription (In mixed company) and, deSJ)ite application 
of the moat time-conaun:,ing routines, manage to remain intact 1111d 
featurelesa. • Where all else hu failed, the •nalyat may well find· ttie 
following pro1)(1811d routine U&efuJ. 

Jfft9:0JIUCTI~ 

Most people .re c:reature& of habit, particubirly wheq pert'Gl'IJliJll a 
routine taak, and r.dio operators are no exception. There bu bean 
considerable experimentation with and atud.y of the variable cbancter
istica ot a Mor1e operator's tnn■mitting babita or "ftlt" in an effort to 
develop a systeroatie Pf'OOelll of recon:liDi and anal~ which would 
permit ready recognition ol the individu•I at the key. There i1, 
however, a 1arie area of variable operator babit which bu remained 
virtually unexplored during recent year.: habituiu operator chara.eter
ietics as displayed in routine chatter exchange& 

A good many traffic analyst& can recall a speciftc instan01 where a 
unique or rare procedure siana.J waa conalstaatly _II.fed b7 a certain net 
or station and, in the lut reaort, could thu1 be relied OJJOII to ideatily 
it.a user. There may be few, however, who call recall conductin11 a 
comprehensive :ind systematic search for aucb d11ncteriltie1 in onler 
to achieve continuity and identification.· 

What !ollom ia an outline proJ)Ollal for a rc1.1tlne of 1Jatematic llevch 
tor unique chatter or converstion charactwi■tica·which can be u.-d for 

• Tralllc &n(lyrta wtll remp,tae that. lor U.e ■Lke or oimpHdtJr, Uwi ....,,plu(tiea 
of tho nriou1 cla.- of equation• and their aceomp111yln1 valldltlll haft bell! 
avoided in Uiia p,-11latlo11. OtllBt ....i.,,. an, wan,ad. tMt - a "Doa.aybrook" 
.,.n""" d- dov1lop bet-.tnffl• MWJKS on tlae Yfrl ladart. 

• Thia ■ituatloo taod• to eziot lo • l"!IIW or '-r d"""" on 11t01t probleml, al
thouah It can be appreciatad that the pou,t ia ordllwily 1looad 0¥11 In d..,...;on 
oni.. the word• "additio~al per,ollllll" .,,, illiacred ialO "'9 con-ion at a 
mlt&bk point. 
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continuity or co-location purposes. For the most part, 9pecific details 
are avoided, except !or e.ramplea, since they will "ary from problem to 
problem. It will be seen that t.he routine is not readily usable on large 
problems, and may, in (act, be suitable only on limited problems where 
the an,a of inquiry is relatively amalJ and all otandard method• or 
achieving continuity have failed, An obvious prtnquisite would be a 
significant volume of activity b'ansmitted by the stations under study, 
with '90me assurance that a fairly complete (preferably verbatim) copy 
of chatter bas been reeorded by the intereept operator. 

ll4&IC AIISUMnlOflll 

It ean be empirically demonstl'atl!d that reprdless of the degree of 
conformity enforced by tbe target's COMSEC aervfoe, different 
operaton uae different combinations of procedure signals to e:q>reu the 
same ideas, but that each operator tends to be con.i&tent with himseU. 

The writer's contention io that these b11,bits are more widespread than 
is generally supposed and that, under admittedly special circumstances, 
a .systematic routine ~ll discloee a .9Ufficient number of them to permit 
continuity to be developed. 

Expert chatter readers will recognize that operator chatter mUBt be 
treated as a distinct, alb~it peculiar, langu~.• Despit.e the beat 
intentions oft.he signal officer who compiles an extensive set of procedure 
signals !or radio operations, the "plain" aide of hill "oode" is generally 
restridive in nature. In actual operational uae, a given procedure 
signal (prosign) tends to Joae ita rigidity and takes on a more general 
MICtpl or itka form (particularly where it is used 10 often aa to be euily 
recognized wit.hout "looking it up"). Thus ~ prO&ign QTR can ha 
shown to have the fixed meaninir "The comict time ia ---- boun", 
whereas in actual uaage among uperienced operators, it embodiea the 
genen.l ooncept of lifM and is !IO used ~ a wide variety of contert:-, • 
Complementinlj; the t.endency of experienced operator. to _ge~hze 
prosian meaning,! is the equally strong tendency to minim 1ze and 
abbreviate words and proeign& in order to 0011serve both time and 

• A. more preeiae ILDlll"I)' hao been au-tad whicb C:OIIIPU'el chatter to • mde book 
-,e •herein (1) tbc vocabulary Is not precllllly ,11.ited to the malo?lal ~n1 en
coded and (b) the eoc1o io 1,...... MOUllb ., that eoda-d ..... tend to - c:ombinatloDI 
of con'.moa, ....,,..,.;ud 0'011111 la pre1.,.,, .. to..,. but ffl<ll'll _.and oeonomlcal 
cro•llB whlcl1 mat be looked up eacb time tbey on needed. 

• For uampla. the intarrosatlve lomi "'QT!!?" • \lated u "Wbat k the oorroc\ 
1ime1" The IIN)llp OS"!' IDOll'.118 ''J ah&IJ _,d"" --~ hlloqd•" IDCI Ill lnter
roptt,,.form (QSYTJ i1 interpreted u "On ..-b11 hequeney ohould r -d?" or "Should 
I ,banp frl((UleoyT' The COllllJOWld "Q'rll QSJT" may woll be 1111d to mean 
"When l!bould I chaap, !n,Q,1J011eyT"" 
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energy. "'Ham" chatter displays this quite clearly.• It is not diffieult 
to visualize bow a relatively isolated 1egment of a radio network could 
IIJ1l(lually evolve a "loeal dialect" disticct· from that o( the rest 1111 a 
result of improvisation under these pressures. Certainly a _reaimented 
CONBEC system with a firm domination over the radio ac:bools could 
suppress some of this variation, but if we confine ouraelves to atudying 
experienced operatoffl, it is likely that 80ffle recognizable variance aad 
individuality will oceur. 

A IAMPIZ PROBLEM 

If distinetive operator habits do, in fact, exist, how do we gt> abont 
fiading and recording them! Evidently, if a way can be found to 
catalogue the sitll4tioll8 that confront a radio operator moat frequently, 
we can collect llis l'Up07UfB to any aiveu reeurring litaation and b:, 
observation determine whether bis reaetion i1 fixed by habit or is 
variable. For eDll'lpJe, we might select u a favorable starting point 
several hours of inten:e))t between station A aad station B duriq which 
a number of mMl!ag81 were sent by each station. Aa a recurring 
situation, we might select -..aa, tra111111islion, and further restrict our 
eU111ination to the station respollSl!II during the period immediately 
before starting each message. We might 11.nd: 

Ezampu 1 

A: QTC 
B: CA 
A: C AS 
B: C 
A: BT 
A: NR ....•.•• 

(1 have traffic for you. l 
(Go ahead.) 
(Yea, st.and by.) 
(Yea.) 
(Break Sign-attention, etc.) 
(Goes into preamble.) 

Emminatlon of. the same basic situati011 a short time later when 11tation 
A was again about to tranamit a meuage ehowed that after receiving 

· "Cl", station A ggrms eald "C AS" (Yes, staud by) and alter reoeivi~ 
the affirmative from t.he other end beian hia b'anmDialion with a break 
sil!D. A third m~ still later in the w:ne acbedule beaina with t.he 
same exchange and it now begins to look u if we have found a starting 
point. · 

A quick look at the activity of station B ahoMI that the two mE!IIIIIIPS 
it aent were also preceded by identical chatter eii:chani'II: 

• ll'or nample, tho proolp "CUL" io a '"!iarn" mntl'llrtion of "Seo or ooci.ct JOU 
1 ...... 
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(I have an "AAA"' m868agc for 
YOU) 

A: AS (Stand by) 
B: C (Ye) 
A; GA (Go ahead) 

f ~ ~ (Yes. Stand by) 
B: c (Yes. ['11 stand by) 

(pause} BT . (Yes. Break sign--aUentionJ 
(tben ,nto preamble) 

Let ...., now exnmin .. what ..., have.,, far in the wa.y or po&sible habit.-;: 

(a) Wh!n offering a "QTC," both station A (Emm le 1 
station B (E.rample 2) sent "C AS" alw receivin/·ca•} r::~ 
the oth~r end. Each then ~eded the preamble with "BT" 
but stAt1on B (Examp)e 2) used the compound "C (pause) BT'." 

{b) "'.he~. r~ving a _"QTC," station A (Example 2) rei;ponded 
with .. AS .. before !Pving the "GA," while station B (E:tample l) 
gave GA 1111med1ately. When l'ESJ)Ollding to "C AS .. tat" 
B (Ewnple 1) gave the brief answer "C," while ~~~iot1 
(Example 2) used what may be a variant form--"C AS." 

~ter the same day, anothet exchange of m-aea is found bet 
s~tt~ons A and B. During this lat-er .!1Chedule, two mess•-• ;~: 
s .... ion A arc preceded by: -..-

Ezamp~ S 

A: 
B, 
A: 

QTC 
GA. 
C (pause) VVV QTC 

(goes into preamble). 

and one message from station B is preceded by: 

E,;cmiple 4 
B: QTC 
A: GA 
B: C AS 
A: C 
B: C (pause) BT 

(goes into preamble). 

1 16

AAA" ;n thi,. inatu.Cll!I reJen io t -'--i 
ar "wvlco"J. )'llO or p.-...- tJ of ,_.. (o. I·• ''2nd priority" 
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It ia quickly seen that the behaviour of station B ia esse11tially Wl• 

dianae«J, but that of. station- A abo•1 no parallel with wh&t went 
before. Our choice at thia point is quite .simpl-ithet" station A has 
chana,,d opera.ton or the "habit'" i• not sufllciently atrona. The re
sourceful anal15t would study carefully the chatter eachai,ae durina; 
the opening of this second achedule for any evidence of a new opentor 
at station A (ertenllive tuning, autbentieal:.ion, etc). U the "new 
operator" h)'J)Ot.hesis does not appear 1ound, other types ot habi~ m111t 
be sought. On t.he other hand, if it dots appeB!' sound, enmination 
of suspeetbd continuitiea from previo11& or succes.,ive datetl should show 
whether the time of change is Jllred (i. e., the end of one duty tow- and 
the beginning of anotbe!'). It would appear that once the duration 
and ~hanire tin:ies of operator shifta can be establiabt!d, analysis can 
proceed at a much laster rate, since the change times will a.Uow the 
analyst to aort activity for any given date into tentatively homogene
ous groupg. • 

Thu1 far, our accumulated results are far from irnpreesive. Where 
can we look for other habits? Two situations obviously related to 
the one eramined above would be the &Jt& immediately followina the 
m8158aP (~ elostl18 and receipting exclian8'8l and any "in-tat" 
aervici11a (receiving station int.errupting to uk tor repeat.a while the 
/1!8!1111lfl!P ia stJH lleing tranamitted) or "post-text" ~cing (alter the 
mesaa,e i• flni,hed but befon, receipt is a.:kno•ledafd), but then must 
surely be other Bl'aall which eould be equally profitable .. 

TYPICAL SrTUAnGN'!I 

We may fuid it 119eful to conaider a typieal schedule betwecut two 
~tationa and ~ine the successive situations wbicb ooofront the radio 
operator. Sinoe certain of these will tend to recur within the aaine 
achedule (e. II,, opening traffic, as in the example above), •bile othen 
by their veey nature, will t.end tu uc:.:ur only once ill any given schedule, 
it is convenient to diatinguisb b@tween the two twJ,ta, Bince tbe former 
is mueh more uaeful u a starting point (one is bothered less by pos

. Bible operator chllllgl!II, and only one ,cJied1de ill pner,uly needed for 
initial isolation of a tentative babit) 'lfhile the latter collll!I into U!II!, 

for the moat pan, after 110me initial foothold b111 been achieved. For 
purpcees of comrenien~, we shall call the former Jl"1IIG11' and the lat
ter It~ llal>iu. 

• 
1 Same care must !11111 b• -ciled In ww:lun1 for Clll!II where utn- ope,aton .,. 

pul on ,o <OJIO with hlaoy tnll'io volum•, or for &DJ' otllor lltualion bavlnl the 
-e/!f<!t. 
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1. Coll-Up o..d fxihol Co>llot:I 

A surprising percentage or net.s do not :ichieve immediate, or nearty 
immediate, coot.act, and e•tensive calling is there(on, found frequently 
enough to be considered a regular source of habit,., The calling op
erator (110111etimes both ends are allowed to call) will or~n develop a 
fairiy long and stylized caJ.linr, s,qunce which is compoaed of several 
distinct elll!llenta. For example, one popular sequence appean thus: 

E:ieample 5 

VVVVV ABC ABC ABC ABC DE DE:F DEF 
VVVV ABC ABC ABC ABC DE DEF DEF 
VVVVVV ABC ABC ABC ABC DE DE:F DEF Q1'C QSA?• R K 

The calling operator may then pause, waiting for a reoponse from 
· ABC, and if none is forthcoming, repeat the full eequerice and pallll8 
again. For PUl'J'.)Oll8 of convenience we may arbitrarily label the 
component element.I of the calling sequence thus: 

T1tnillf ( V ' s) 
Ma,,. Call (ABC . . ... DE DEF . • • . ) 
Cloavre I QTC . • • • • K ) 

The actual tuning character or characters are normally fixed by the 
&igz,al officer, but the 11Ufflber of repetitions sent may be usefol-un
fortuna.tely, however, few intercept operaoon can be relied upon for 
verbatim recqrding of a long and uninteresting series of V's. The 
only useful feature of the main call (in- this example) ia the """'bf,- of 
1:imea each callaifn is aent. Empirical evide11.ce suuesta that this 
featllN! is usually fi:red by the signal officer, and when it is not &0 

specified it may be too variable l,o be ueeful as a habit. Lilreriie 
the flaimber of DJain calls used in a calling aequence is usually apeeified 
by the eignal officer, but where departun!II from specified practice are, 
found, they may eonsl:itute reliable habit& But by far the mOBt. Ull8• 

ful element or the calling sequence is the cl1111ure. A wide variety of 
prarign compounds are uaed here, and they tend to be habitual. The 
firat reiponee of the station being called Is al90 a likely eouree or IIIIC

ondary habits, as is the flrst station's reaction to this re.ponse. At a 
minimum, signal strengths and readabilitiell are exchanged at thia 
time. It is r.omrnon practice for some nets to 1l5Q ca.llaigns only when 
making initial contact, for both brevity and aeeurity purposes, and 
under such circumstanffll, the point at which callsigns are consistently 
abandoned is sometimes useful. 

• QS,U-"Wbat ie the •~lb of m_y sipalilr' 
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I, Tni-, 

Immediately alter initial contact, varioua adj11&lmenta of tone, 
power, and frequency muat usually be made before reception ia con• 
sidered good enough for the transaction ol buainea. The eJ<dianlfl!II 
may •&Iii" from a ahon, terse and huaineealike operation to· a long, 
Lemperamental and often hu

0

morous ariiument. Unleu they ~ur 
frequently, these longer-winded battlea are of little uae to the type af 
study beiog described, 11 and a.ttention should be concentrBted upoo 
the abort.er and more lucrative exchanges." The firBt schedule after 
a frequency change usually contains much more tuning chatter than 
·do sub11equent schedules on that same frequeney. 

,. R«,,-i■ow 

Reoogrution exchange■ may occur with or without a specific syiitem 
such as an authentication chart or table of challenp1 and 1'18pomea. 
They are most often seen on the ·lint schedule after a new operator 
comet on duty, although 90me signal plana seem not to require their 
u,e unless messages &re to be exchanpd, while others ol:ivioU81y specify 
such uee on every schedule. Many experienced operator& prefer to 
rely 'on aural recognition or "fiat" charactariatics 1111d frequDUy ult 
the other end to "send V's" (QSV) or adopt 110me other device toward 
the same end." 

,. opn;., Troffe, 

Tbe exchangea treated in some detail (aee Eminpla 1-4) may be 
precMed by statemll!lts from llolA operators that they have traffic to 
be tran11111itt.ed. In this situati0J1, agreement mU1t be reamed on 1112 
order of tra1U1mi811ion and such an excballge may be a aood llOW'Ce of 
aecondacy habits. 

6. ,.,._,,,,,,. oad Ttzl H0Jldla11p 

This cat.agnry embraces a wide variety of characteristics, IIOIDe of 

"E~cept, of ..,.,., for \he laudable pur- of rec,alion. 

11 In o.nalyw,.1 lh• •chancl•, 11 lo ut!ul to .-ber "'81 fftQlllmiJ ~ ...,... 
tor at tbo key clD01 not hav,, dir.ct - to Ibo U'Ullllltts ltall and muot r,,\ay 
ldjuatinr lllltrll<tlOIIA to a ""'ote uammitlar libl by llle""""8-

"Tkll - of QSV ohouid not bo oonl...cl withttt.moN•dcmlft-dllriftrtanlDI 
or equlproer,t edjurt1111111ta. Wl,en 11w 1andln1 °""""' alJly iD Ibo ecbldala, It i■ not 
alwayw ooq to diltlnpiell bet .. ea Ibo \WO, 'but lta ua 111. Ille NICOfllltlo11 - la 
w,ulllr urunielabble when, durl111 lamr operationl, COIIJilblnS IIUHlldpl,ormmt at 
poooeciu'9, etc., ■r- cloarly roeoratu.b., operator IUIJ)loiono about on operator'• 
W.Otlty. 
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which are generally recognized as u&eful. In order t.o find o-p,:ro/JJr 
habits, rather than ~14lit>n habit&, one must recognize that the opera
tor is here working from a printed or writtan record, ao that the order 
of preamble elements, for example, is conuolled (in moot problems), 
by their. arrangement on the meM&ge fonn while breaks and ""pa.rators 
may generally be attributed to the operator himaelf. Here ·also be
longs the situation where the operator realizes he has mia-eent a portion 
of the text, sends an error sign, and correct.a the mistake. In this 
category, one iG moat definitely at the mercy of the intercept operator 
and one ia likely to find him completely ab110rbed in copying the text 
(to the exclusion of non-textual transmissions). 

I. 1'BrNb.l11" s.,.n·a,., 
The receiving operator, under certain signal instructions, is allowed 

to "break-in" during tut trall8ffli1111ion· to ask for verification or repeat.s 
of certain passagee which he has mi65ed or which seem doubtful. Where 
this happens (and where the intercept operator provides a verbatim 
reco,-d of the exchanges), primary characteristics may be found, since 
a number of prosigns are usually available for use in this situation, 
&11d requests for repeats can and do take several forms. 

r. c1an..,r,,,~ 
Moat signal in,;t.ructions will provide Cor aome prosign auch· as BT, 

BK or K to mark the end of text, but some· operators uae additional 
compounds for empha11is, or tn remind the other end that there are 
still more mesaages to be transmitted. Aa a special cue, lnffic eent 
by broadcast methods is usually sent twice, and tbe procedure uaed to 
separate the two conaecutive transmissions frequently ahoWII etmng 
habit patterns. 

B. POIII-MmfJQd BnioilllJ ~ Raipliftg. 

From the transmitting operator's point of view, a given m1SS&ge 
ha.s not been "cleared" until the other end officially receipts for it. Ir 
the other end is not satiefled that his "copy" is COJTect, he will not 
gi"1! a receipt (QSL) until he hu verified the questionable plllleageS. 

Although the situation is slightly different from that described above 
("Break-in Servicing"), habits found in one situation would be likely 
to show up in the ot.her. As a special caae, servicing may be asked 
for during a later schedule and, if it can be shown that t.he message 
bas already been "cleared" (i. e., that a QSL W8II given). this "late" 
servicing may well result from an inability to decrypt the mMSage." 

11 Such informati<>n m;1ht be p&rtieularly WIifui to !.he t.rypu,,al,)'lt. 
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'l'he servicing request in this instance may differ from "break-in" or 
"J)Oat-me&Sage" servicing only to the extent that the involved meseage 
must be clearly identified (i. e., by aerial number or other unique indi
cator). 

We are here concerned, not with pauses 1Jhich appear to be a fiJ:ed 
part or habits riaing out of other •ituations (i. e., the pauae before 
messa&e transmission as shown in the Brat eul'Qp!es above), but rather 

· with the non-routine or unexpected interruptions 1Jhich cauae tern• 
porary or permanent breaks in a given schedule. Among the aituatlom 
which can be expected to produce habitw,,l r88p0nees" an, intervention 
of other schedule!l,-equipmenl failW'IIB, interference, operator changes, 
shortage ol transmitters and interruption& by other stations. 

On especially long waits, the transmitting operator may key certain 
character!J or compounds to "hold" t.he other end, in the glllleral senae 
of "Hang on. I'm still here" or "Keep listening, I'll only be another 
minute or so." The actual signals sent during this "hold keying" 
may well be unique to each operator, but again we are dependent 
upon verbatim intercept copy if this charaeteriat.ic ill to be uaed. 

Once the busine. of a given schedule has been transacted and the 
schedule is about to be terminated, aome mention is 111ually made of 
the nut appearance. Where contact times and frequencies are pre
determined by the aiinal i111tructio1111, this 11181ltion is not likely to 
exceed a very perfunctory "Watch for me; I'll watch for you." Ou 
the other hand, the diseuasio1111 may well involve timea and frequencieL 
Either situation will yield uaeful aecondary habits. AB a special case, 
saliafactory ~'Qntact may not have been achie't'ed and ensuing di.scua
siom; abo11t another time and frequency may yield significant habits 
if the situation reclll'B. 

II. Sip,C)J 

The actual tennination of a schednle fl'l!quently involves a little 
ritual which is difficult t.o describe t.o one who has never heard it. 
Between operators who are used t.o working with each other it i1 

"Obvlouoly, lnlomlptiono cauaed by flood, ftra and other -pnciea OllnDGt bo 
upomd to &PjllU oflen oooue& co bo a lruitlul IIOllree ol hablN&I ,_ __ 
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usually fairly rapid and highly styliF.ed.11 While this area should not 
be ignored as a IIOW'Ce or habits, a departure from the routine specified 
in tbe aignal instructions is frequently tha reault of tacit agreement 
between boll, opera1ors and must be treated accordingly. 

J•. SJMcitd CP°e-kft'llllallC• 

The above categories obviously do not complete the list of llitua
tions which may be llll!ful on any given problem. If the net under 
enmination regularly changes frequenciell in mid--achedu~. the chatter 
e.-changes before and after each challg'B merit 110R1e observation. 
Another special ciue involves the use of a maw M table for prosign 
enciphennent. Aside from the obvious beneflta such a ay■tem can 
J)rovide where local Ullage makes it effective for net or complu identi
fication, the "" of each cal in the matrix can be likened to the use of 
a comparable proe,o,.. Thus, habitual u-,e ol certain cella or the for
mation ol variooa compounds ia ju■t u uaeful u the proaicna them-
1111Ivea. This principle alao applil!B to related ayatema, 1ucb 18 au
thentication, wherever habita can form 18 a result of allowing the 
openi.tor a free choice in ,election among a number of variables. 
O>NCLOIIION!I 

It will be evident that the propoaed approach to maintaining con
tinuity tbrDll&h chatter analysis has application only in limited CMeB, 

Becaaee of lt.s complexity, it ruay well be attempted only u a last 
resort and would undoubtedly require the services of a wiled chatter 
re&der. 

On !IOme problems, one or two distinctive habita rnsy be 1111fficient, 
while on others a wide variety of llituatioa may need to be eJ1a111ined 
before individual operators can be diatinguished. It may be found 
uaefu~ when lookinr for habit.s, to keep a similar Mlllnilli reeord of 
thoae Te11p0naes IMicA 11re 1M ,om, far all OJJffllkll'B, on the theory that 
sl!cl! T'!!'!lponaeB haVl! bNln apecifted by the lignal in1tructions or form 
a '1ocal d~t." Such a lilt would be helpful in later exaralnatio111 
of a relat.ed net or complex, since it would de!&ne llituationa where 
habibl aie not likely to be fo12nd, (It might a1IIO become a uael'ul ,i,t 
idnujfialum tool.) 

It should be emphasized that the ''babil:.!!'1 we -k in this approach 
are not laldneita to act in a given manner, but are more nearly i11-
1t1..ai110 reactions or re!lexee to recwTent stimuli. Where tbeae re-

"A typi<&I uehanp 10medme■ .-i by U. S. porwol!Ml, •htN oanlormlt.y ti, 

,:;oxSIIC N111latlou i■ - rlaldly enforaed, ln~ol._ Ille tr1111111lalon IIF (dlt, dl
di-dah-dlt) 111d the - II (dlt, <m), wbleb app,,:limata tu ri,ytlun of tl,a 
fun!U1r "Bllan alld • halrM ... " 
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acti()IJa are found to be quite variable, it may be a.ssumed that the 
operator concerned lacka sufficient experience to have developed suc:h 
habita, or that the aituation is rare enough so that he has not de
veloped a rcflwve ft!llponae. 

The approach may be u...,rul, not only for continuity development 
in aelect.ed 81"6&11, but for inter-net equations after other evidenee has 
narrowed the area of search to reasonable proportio1111, and to bridge 
communication• chanps where continuity is available both before and 
after, but not acroas, the change. 

75 UHC1.ASSIRED 
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Introduction to Traffic:: Analysis' 
BY I.AMOROS D. CALLIMAHOS 

C&h)Mt sattff 

A bll.,;c tzpos;tum of lhe pnncipl,3 and tuhniq,,.u of IT11lfic analysis. 

CL"liilJ.R4L 

Traffic analysis is defined as that branch or cryptology which deals 
with lhe study o( the external characteristics or signal communications 
and related materials for the purpo,,e of obtaining information concem-
1ng the orpniu.tion and operation of .. oommunication system. By 
means o( traffic analy~i~ valuable infonnalion can be derived concem
inf!l the enemy and his Intentions, even without actually reading the 
texts or the intercepti..-d messages; the solution and translation or mes
sa11es are thP funcLions ol cryptanalysis and not traffic analysis. 

Traffic analysis can yield a detailed knowledge and thorough under
standing of a communications network; traffic analysis techniques in
volve, among others, the reconstruction or the nets and th~ determina
tion al the methods of th~ir operation, the solution of callaign and 
routing or addres-5 s~tcms, the solution of frequency rotation systems, 
the ident1ficat1on and analysis of components of the message externals, 
the interpretation of radio -procedure, the study of the disUibution of 
rrypt.osyst,,ms, :1nd the analy,is of authentication system•. The re
s lts obtained from traffic analysis materially contribute to the fol

-16wing: 

l~upl O)li!tatimu. Traffic analysis provideg information such as 
call signs, frequenci~, locations, and echedules pertaining to target 
enemy stations, lbus assi,ting intercepl gtatlons in the accomplish
ment of their missions; and, in coordim,l1on wiLh cryptanalytic and 
intelligence inte.-ests, traffic analysis assists in establishing the pri
orities for the interception of individual circuits. 

C111pla11<UJ111is. Traffic anal~• furnishes a.ssi.~tance to cryptanalyois 
in many way,, depending upon the particular communications situ
ation; this aJl5i.stance includ" information as to the identity and 
local.Ion or radio stations, inlormat1on of cryptanalytic intere11t 
gleaned from enemy operators' "chatter,'' identification of possible 
stereoLype or proforma messall"s from external chara.cteri•tics or the 
traffic, and identification or isologs. 

1 Thi."111 article is an utrll.d. rmm the forthC"nmtn1 NSA c.e1t. M'ilitarw CrJpeaaa.lr
t,ca. Pd.rt JJ.-Editor 
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l111tUiQeMt. The organization of a radio network and the manner 
in which messa(lt!s are passed over this network reflect troop di&po-.i
tion, command relationships, and impending movements and pre
parations for military activity; therefore an analysia or net structure, 
traffic contacts. and pattern!li, traffic volumes, and i.imilar communi• 
eution. feature.., is or r.oMirlerable u.,i~tanre in builrlinM up a com
plete inte\ligenc~ picture. 

Sm,ritv, The techniqu~ developed by traffic analysis in the at
tack on intercepted enemy communications may also be applied to 
our own monitored signal communications in order to uncover 
possible weuknesse1 and to maint.in high standards of communica
tion tll!CUrity by preventing these weaknesses from r1eveloping in 
our communications. 

There are three kinds of basic data u~ in traffic analysis as 
folio-: 

Jntncrpl data, comprising all information supplied by the intercept 
operaLor, and consistin11 of the frequencies on which transmissions 
are heard, the time the transmiS&ions arc heard, intercept operator 
comment& such II.'! signal strength and audibility, "fist'' character
istics of the target radio operator, and any peculiarities in the trans
ltliS!11on or handlin11 or the traffic that ~trike the intercept operar« 
as being significant or out or the ordinary. 

Tiu lransmusio11, comprising everything transmitted by the tarxel 
radio operator, and including tbe initial call-up, the exchange or call 
signs, th., traffic passed, the servicing incidental to the traffic beina 
paned, the rudio operaton;' chatter, and the signing off. Traffic 
consists of the -.g., ext;,mals (i. c., the preamble and postamble, 
if any) and the message text proper. The ext.t-mals comprise vari
ous it.ems that racililate the handling or the me!IS!lge, among which 
are tho; radio station number and pernaps a mee.,age center number 
or other ref..renee numbers, the group count, routing and addrf!S.'! 
information, preco;denc" indicator.,, the file date and ~ime, etc.; all 
this information is of considerable potential value in b'affic analysis. 
The meK.'\age text, if it disµlays patent cryptographic characteristicR, 
can also he of U!le. 

Col.la!erat i1tforl11Glll>ff, comprisin11 any information, other than that 
derived from a study of intercepted communications, which may be 
or value in traffic analysi,; e.g., captured documenlq, intelligence 
reports, l'tc. In addition, traffic analysis is aided by ~m1111&11ieAhim 
intelligenu tolla!tral such as direction-finding bearinas, Mo~ opera• 
lur analy~i•, plain language me-ges, and decrypted traffic. 

In traffic analysis the details of each feature o( the communications 
operations or Mructure are studilod, followed by analysis of the intl>r-
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relationships among these features, culminating in the reconstruction 
of an entire net together with all the details ot its operation. At the 
start of a traffic analysis probiem, little may be known concerning the 
target communications; it would flnt be nece!lll>Ll'y to .evesace initially 
~ntercepted traffic into aeveral major types or neta by mean,. of crypto
graphic reatures, common operating chaJ'acteristio, or other me!"'s. 
At this point the intercept stations are 111ven general eearch m1ea10n• 
over the entire range or radio trequencies to intercept desired types of 
transmi1111i1ms. A1 traffic BOCumulates, rrall"lent.ary nets are diagram
med and analy&is is begun on the transmi11Sion characteristics and on 
the message externals. with particular emphasis on the pmunble com• 
ponent.a and on routing methods; research is performed on call SlfllS, 

frequencies;, schedules, procedure signals, external message numbers, 
routing indicat.n, and cryptographic reatures, resulting in the ulti
mate reconstruct.ion of the complete net 'lllith all its pertinent details. 

1.A.DCO COMMfll'lilCITION.,_ 

F.fficient radio communiclltioDA are rlepl'ndent upon (1) the phyAical 
laws ror the transmission, and (2) the requirement. impoeed by the 
necessities for the ut.ablillhment and maintenance or communications. 
The f\rat consideration involves the frequencies and power qaro, and 
the second constderation embraces the details ne-ry lor the com
munications them,ielves, such as the call signs, routing, message num
bering conventions, and receiptin11 and &ervicing of the traffic. The~ 
latter items may be varied or changed by direction or the communi
cations authority either ror convenience in handlina traffic, or for 
purposes of secrecy, or both. 

•rom the st.nndpoint of traffic analysis study there are three main 
aspects or radio operations, as followe: 

The optralino dala. These consist ol the basic operating and lunc
tiooin11 data of the net; e. g., the 9trocture or fonn ol th" net, the 
frequencie•, the call •il!Tls, and the schedule~-
TM radio tranlffli&Rion. Thia includes the particular Monie code 
ueed, the procedure signals employed, the order of elemenu or the 
transmil\Sion, and radio operatOl'I!' chatter. 
Tltt mtNIJ9f3, These include the message terts proper, tOIJl'ther with 
the message preambles and postambles. The cryptographic. r~
tures of the meflSagl! texts, such as discriminants and message_ •~dt
cators, th~ type of cryptogr,lphic text (whether in lettel"! or ~111tal, 
and the len&th of the code groups, are all ol co1111iderable assistance 
in traffic analysis; plain-lanauallt' messageio are also e:irploited. 

OPE114.Tlfl'G n.4T4. 

Radio stations are linkM tc,aether and organir.ed into nets for t_he 
purpose or intercommunication; thili organization follows definite 
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patterns, reflecting the command structures since the lines or com
munication must coincide with echelons of command in order to meet 
military communication requirement.a. Jn a particular groupin11 or 
stations the om, serving the •enior e.,helon is the elation u9Ually in 
Marge of the suborrhnute tilation!!lt thir; dation Is called the"'" co,,.trot 
slallo" (abbr. NCS), and the othera are called out.stations. The control 
station is responsibl., for the aupnvision of tranamiaaiona, procedures, 
and c1TCuit discipline. A typical net structure is shown in Fig. 1, be
low. Station l is the superior headquarter,,, with Stations 2, 3, and 4 

DKT 10 
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as Lh~ immediately 6ubordinat.e out.stations; Station 2 in tum has two 
outstations, anri Station 3 has three outstations. Station 1 i~ also in 
communication with Station 10, the NCS or another net. 

Stations are identified by one or more call sil(lls which conai~t or a 
group of letters, digits, or both. Tn I.he diagram above, Statiom l-4 
have t'll'o call !ligns each, while the remaining station• bavP. but one 
call aign. Multiple call signs are used ror convenience of opetatioM, 
or for aecurity; they are either in I.he fonn or tana11l aJll ai(711B (the 
111;~tion from t~ese being left up to the rarlio opentor) or of BJllil toll 
aiou (the solection of the proper call sign being governed by the lime of 
day, the radio rl'\!quency used, etc.). 

The usual type or call-up ig the double-station call procedure, wherein 
the call signs or the call~-d station and of the transmitting station arc 
!lellt, separated by the procedure signnl DE: (meanin(I "from"); ror 
example, ii TV! is ~lhn11 UXA. he would lrammit the following: 

UXA UU UXA DE TVI TVl TVI 

The reply from UXA would then be: 

TVI TVI TVI 0£ UXA UXA UXA 
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In the single-station call procedure, only one call sii,;n, uaually that 
of the cailed station, is used. For ex.:.mple, if ZYH 1s calli"ll ARW, 
he would send ARW ARW ARW; wh"n ARW answer,,, he would reply in 
the &ame manner, ARW ARW ARlf. 
Sometunes one particular call sign is assigned to a lin~. i. e., for 
int.ereommunicuiion between two ~pecific stations. For example, 
rderrin11 to Fig. 1, when Station l wishes to make contact with 
Station 10, he would send the link call sign Btm repeated •everal 
timl'8, and Station 10 would n-ply with the call •ign BND. 

In addition to the ron•going types or calls. there may alao be u!led a 
cvllecti ve call sign !or calling :sever.ii specillc stations in a net i when 
such a call sign is used for alertin11 all of the •tations in the net, 1t 
1~ ca.114!1.l u n.tl coll aiQ1'. For example, Stot1on l uses the nel call 
sign RZK for reachinR his three outstation•, and Station 3 use• VJM a• 
hi& nel call sil,!n. 
In all of the ·foregoing procc<iures. split-call working might be em
ployer\ As an <•Xami,le, we note in Fig l that Station 3 u- the 
call sign TVI when communicating with it& •uperior, Station 1, or 
with Stations 2 and 4; however, when Station 3 is communicating 
With i1.,1 own outstations, ,t u98 th~ call ••Ill ZYH . 
Stations m a net are a.c;silflled one or more frequencies for radio 

communicaLion; the allocation of freq11enc1e< is predicated upon trans
mitter characteristics, distance requirement.3, the time of transmission, 
and other factors. ln ~inipln working, stations operate on a common 
!requency; in com-plu working. more than one frequency is used. ln 
complex senr\ing, stations nre a""ignoo 1Tafl,mit1i11g frequencies, and 
each slat,on U!IE'S its a<.•ignerl frequencies to make contact with other 
stations; in com11lex receivinR, stations arc "-""igned rtmri1111 frcquen• 
cie~. and stations sending to a particular station u,... the frequency 
assignc-<1 to it. 

The time or communication is an important factor in radio opera• 
t1ons. Schedules for communication are established for thO!!e stations 
which pass oomparativl'ly little traffic, or which have an insufficient 
number of operators for free communication will\ all necessary stations; 
in sucll CaN's, ~hedules are arranged so Lhat each operator may take 
care of .!l!Vetal circuit& at dilf Prent tim~"'- Such schedules alao permit 
maximum use of one frequency, without interference or conruiion. 
When no schedule,; are in force, stations arc free to contact each other 
nt any time, either by aelting the time for the ne~t contact at the last 
transmission, or by maintaining a watch on 11.&>iigned frequencies. 

a ... DIO P'11IW:•D11Mt,!, 

In radiotelegraphy the transmission of information is accomplished 
by means or Morse codes. In the case or countries wh011e alphabets 
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differ from tht> English alphabet, modifications or the internationul 
M or.se ~ymbols are introduced lo wke care or accented and other unigue 
letters or the lan11;uage. 

Radio oi,,craton, use ""1"Ulin •i1tnal• aml ~igns to facilitate OJl"rntion 
and pas,iing o( traffic. The most common aels or operating si11nals, 
ul!rd in international praclice, are ··Q" and ··z" signal9, which are three
letter c:ombin11tion~ beginning with these lrtter.,. For cxam1,le, QJW 
means ··r have nothing for you," anti QRU rol!owed by a qu~tion mark 
(Morse Ii!) m~ans ··no you have anything for me!"' Besidi,s theae 
operating si,illals, variou• procedure sil(hs urc u~erl by the operators, 
such as the following: 

AR End or transmission GR Group count 
AS Wait m Repl!Jlt or quelltion 
BT Break K Tnlritation to transmit 
C Com'Ct WA Word art.er 
DE I-'rom VA End or scheduJ., 

In arlriition to the forcRoing, radio operators may be provided with a 
specialiwd cryptosy,tem, usually in the form of a small chart (with 
row• and column coorriinat.es) containing letters, digits, words, and 
uselul short operators· messag,•s. 

In order to prevent enemy stations rrom en terinR a nl'l and confusinlf 
it• opetatloM. authentication systl'm.~ are used. ln ~talion authen
tication, chall .. ngt>s and replio>s 111'1! exchan11l-d mutually by stations 
upon establishing initial contact; in m"Ss:Jb'I? authentication, certain 
element• from the heading and from the me!ll!aRI' text ure de,iignatod 
hy prcarranR1-,mimt ,,s tl!&t elemcnL~. and these test elements are val
idal<'d hy ,in nuthcnticator symbol or symbols in the preamble. 

In milit;,ry communic.itions, a single timP designation is used 1.o 
avoid the conru,ion thnt would result i! ,·ach ,talion wied local time a.s 
reference. Normal!}, Greenwich :M.,.in Time is used for all com
municatiuns, although in ~omc inslance~ the time zone ol the capital 
of a country •• cmployl'C.I; in 11ny c:ii;e, it is usual practice to include 
the ~umx IPttl'r or the time zone, as for example 2.'n600Z me.ining 1600 
(;reenwich Mean Time on the 23d of !.lw month. 

Th,•l'l' ore certain elements or the transmission which are ,tandard 
for mo,t radio operations. These are: (1) the call-up, or the proce• 
dural rules by which stations mak" contact with on" another to prepare 
for the lr,m~mi,;sion or traffic; (Z) the order or traffic, governed by 
rule• which determine which station is to 1r.an•mit its traffic fir.it, and 
in what orrler; (3) thie transmi9$ion of traffic, in a prescribi,d manner; 
(4) thl• n.-cciptin11 for traffic, in which the receiving ,talion ack11owl-

6 

L. D. CALLIMAHOS fi01111191!14"AL 

edges receipt of messages; (5) correction" and services, to inllure that 
the traffic t.ransm1Lk-d and received is as ll'arble-free as ponible; and 
(6) th_c signing off, or the J,IJCedu= prescr-ibing the manner or tef'
mmating transmissions. Variationa in the number and detail or the 
foregocng elemenL, uist not only among various nations, but also 
among the military service~ or a particular country and among lhe 
different echelons or theg;,, services. 

R~io messages must ca1Ty pertinent inlonnation to insure proper 
handling In both th" message center and the rariio station. Thie in
formation, almost inv-.uia.bly incorporated in the mess;iae externals, 
u•ually includes serial numbers of various kinds, date-time groups, 
precedcncu symbols, routing in~truelions, adrires- and aignatures, tile 
group count, and other special instructions. 

Thl• number which is put on the mes..sage by the transmitting radio 
operator for rdcrcnce purposes is known as the 1/a!ion ,erial 1ia'1nber 
(abbr. NR); a number Sl'rics may be as11igne<l to all me!l!l&aes trans
mitted by a puticular ~talion, or •eparate number aeries 88llii11ed to· 
m-scs passed on each communication link. Menage-c,111'1' 111n11ber1 

(abbr. MNR) are numbers as.'!ignt.'d serially by a rneuage cent.er to all 
outgoing traffic, regardle"-" or destination; theae numberB are iaed ror 
relerentt purp09es bet-n originating and receivine me--ae centel'!I. 
When me-se~ are relayed, the station &eria) numbers change on each 
link or the communication~ path, whereaa the m~nter number 
usually remains constant. Other kind~ o! numbera are aomet.imes 
found in message extcmala, especially at the higher echelons, such u 
cipher-office numbers or r11di1>-st.olion in-desk numbers. 

Precedence indicators or symbols ror cxp(.'ditinl! lrllffic arc either in 
the form or abbreviated plain led (sueh as "U" ror Uraent) or in en
<!r)'pt.cd form as a. group o( lettePK o~ digiu,. Sometim8 varianta are 
providl'd for these indicator~ a& a security measure, or these indicator.i 
may be subjecl.ed lo enciph.,rmcnt. 

When din.-ct communication between two stations is nol p09,~ible, 
routing inRtruction~ ore u~ually incorporated in the externals or mea
aages. De5ignati0111& of locations or unit.a in plain text may be utiliied 
for this purpo11e, or call &ilill! may be used for the routing, but, more 
u~ua.lly, routing codes are employed which contain code eroupe fw 
principal location~ or unil:il, aR well ai; syllabary groups (or encoding 
dcsignaliong not in the body of the code. Similarly, when addreues 
and signatu""' are di•linct from routing instructions, a .eparate !1Chfffle 
may I><, devi!led ror the t.rnnsmittal or this information, usually by 
means of codes. 
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In the initial approach to a traffic analysis problem, traffic identified 
by the lanauage or plaint.ext chatter, or by national characteristics of 
the_ tran1mi ... 1on, as helonging to the lal'get country is oegre11ated into 
maJor homogeoneous typt-8 on th~ basis or c.ommon ol)(!'rnbng chur
aderi-.tics, me..,age formats, di!!Crimmani... chatter, or any collaieral 
information. Thus traffic Crom army, navy, air force, and other nets 
may be isolated into d~tinct groupa. 

A preliminary grouping or stations is diagrammed from obSt!rved con
lacts betwt,en sta.tions. Simult.neously, analyKis is begun on the 
~haruct.toristir~ of the radio operation~. As an example, let us assume 
that the grouping,, of stations in Fip. 2o and b, btolow, have been recon
structed from observl'll cont.acts on thf' transmitting (refjuencie11 in 

Flt, Ja. Fit, Jb. 

kilocyclt11 aa indicatt'li, and that we have made a mental note that, on 
the bo~is or procedural characterist1cs, UXA and ZYH are probably 
net control stations. We note that TV! and ZYH have the 911me 
frequt'ncy; if frequencies are assigned uniquely to target stations, then 
TVI and ZYH reJ)l"l!st'nt the Rame station. Tentative confirmation 
may be obtained if it is lound that the serial numbers u!!t!d by TYi 
interlock with thos~ or ZYH, or if rouLing information on messages 
from TVI and ZYH show• identical originator~; furthet' coafinnation 
may be obtained Crom chatter (wherein, for eu.mpla, the operator~ al 
TVT and ZYH reh·r to the same person as their commanding oflicerJ, 
from direction-finding bearing5, Morse-operator anal)'!is, discriminant 
and indicator :<tudies, etc. By continuing thjg method or analysis, we 
shall arrive at a portion of the diagram in Fig. l, wherein TV I and 
ZY H are •hown llS split call signs belonging to one station. This 
example of approach is perhaps an overRimplillcation, but it is illus• 
trative or the general method• followed. 

,UU,L l'SI~ OJ' ■ 4DIO OP!.RA TION~ 

This phase of traffic analysis involving the study of the op,,rating 
data and the ell'ments or the transmiYion is, as pn,viouslv •tat.Pd, 
can-ied on concurrently with initial ncL reconstruction. When (rag. 
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mcnt.ary net:, have been put together, contmuity ov~r dau•-hreaks is 
made po&&ible hy the analysis or radio operations. 

Callsi,m analysis embraces the determination of the mP-thori• o[ gen
eration. allocation, and rotation ol CRII signs, l.ollether with the 5ystem 
or u.... c.,11 signs may m.,rely con,i,t of different random n-cbar• 
acter group.,, in which case no system or generation 1s recoverable. or 
they may be ~nerated by a permutation table or similar ~eheme. The 
available call signs may be arranged in the form of a chart or in a book 
al tables, and stations may be allotted specified J'l()Rition• in th" chart 
or book on, let us 1111y, the first or the month; subaequent changes or 
call S1gna may be governed by following a preurrangetl route in the 
chart or book, Of by the application o! some mathematical fotfflula. 
Callsip:n systems may also involve sever.ii sliding strips as a mean~ of 
generation, with a convention prescnbcd for the manner o{ aelection 
and rotation of the call s11111s derived rrom lhe stri(l8. Regardless or 
the system o! generation and rotation, when sufficient call~irn continu
ity has been ~tablished, interpretation of the patterns and 1>henomena 
di,closed will pennit recovery of the system. 

Frequency analyai, hM the same general objectives as callsip analy
•i•. vi:., the determination of the methods of selection, allocation, and 
rotation of frequencies, together with the Bystem or use. When more 
than one frequency i~ aa.,igncd to each station, lower frequencies are 
generally ll8ed at night and hiper rrequcnciCII during daylight, for 
technical rca,son•; certain or the frequencies may all!O be designated a. 
standby fn.'Qucnciei;, Fl"t'quency assignments may be published in 
chart form, with an initial allocation and rotation system similar to 
that used in callsign ijystems. Here again, continuity of lttquenciea 
will pel'mit n.'COvery or the system. Both in call,ugn and in frequency 
analysi~, continuity may easily be obtained iC 90me or the operating 
data or elements or the tranRmi .. ion change and some do not. l<.:ven 
if call signs and frequenciL'S cban{le daily, continuity may be establish
ed by taking into con~ui~ration an~ of the following: pat~rns or Illa• 
lion serial numbers or meaage-cenler numbcni; routing infnrmation: 
discriminant.a (e5pecially one,tinw-pad discriminant:, which are uRUally 
umque for each link); pl'OCE<lural peculiarities (e.g., the uae by a 
particular ~talion or distinctive 11epw-ator siirns, tuning aignals, etc.); 
chatter; .chedules; service messages ov~r a date-break; and direction 
finding and Morse operator analysis report•. 

Procedure mU1S11ges and chatter between operalOr& are or particular 
interest in traffic analysis. When unknown procedure signal~ are 
used, or when procedure signal& are encrypu.-d, their meanings may be 
determined through ob!lffvntion and interpretation. A~ an elementary 
example, IP-t u~ ,upposc that at 0916 an intercept operator hears TV! 

9 E81 tFIIEI ffh'cl:. 
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,icmJ to UXA on 3800 kilocycles the ptocedural transmiMion XLC 1200, 
after which contact with TVI i~ lost, and that TVI is heard calling UXr 
again at 1158. The inference may be mude that XLC means "I ahall 
contact you again at __ hours," followed by the tim~- Or again, 
let us suppose that alter that samt> transmi1111ion, contact with TV( was 
loat, and that the intercept operator in searching for tar,iet station• on 
his rec.,ivcr picks up 1'VI a few moment.• later on 4800 kilocycl~. In 
thi• case, it may be inferred that Xt.C means "I am changing my fr•-
4uency to __ kc~." followed by a frequency designator which is to 
be multiphl'tl by 4 to indicate the actual ftequency. 

The identifiration of preamble coml)Onenl~ i~ a relatively ~imple 
matter. If ffl!'llsages from Station A to Statinn Bare sorted by inter• 
oopt time, the station ,crial number11 •hould be in 11n ascending oeries 
(baning, of coun;.,, miul'd tratlic), so that we look for such manifesta
tions in l!l.,ment.~ of the rreamble. Hall the traffic aent from one call 
siiin, reprdleRH of direction, i• sorted by Ille time {where this inronna
tion is included in the preamble), the message-center numbers •hould 
be in an UCl!nding •eq uehce, with aaps cawoed either by missed traffic, 
or bccauoe the station concernt-d used more than one call sign, or be
<":ll.1se some messages may have been trall8mittPtl by means other than 
radio. The position of originator groups in the meaaage preamble may 
Ix, diseov,.-ed by aorting tnffic by transmitting station and noting the 
consistency of certain irroups in a particular position; likewise, add..-e 
groups may be idenlified by sorting traffic by receiving &talion and 
looking for a high rate of occurrence of llOffle group or ifOUps in a 
particular l)O!iit1on in the preamble. The identification and in~r
pretation ol precedence indicators may be .w:omplillhed by studying a 
small volume of traffic emanating from ohe etation and comparing the 
61e times with the intercept timt'S; when a series of meHB11es are tran.1· 
mitted by a Atation one after the other, the llli!lll!ajp!S with higher 
pn!Cedence an! invariably transmitted first. and study of the b'affic 
will give clues a,. to the meanings or thee indicators. Sometimes 
preambles al110 contain groupe indicating the security classification of 
the mel88ges; theae irroups arc often difficult to identiry and interpret, 
but neverthelfu a study of chatter and of the discrimina11ts used on the 
various crypt.onets will pennil a solution. 

As may be observed from the foregoing discWl5ion, jdentification 
and partial oolution of the elements of the preamble proceed aimulta
neoualy; furthPr study and analy .. i• will make pOS&ible a complt>te solu
tion of these elemenr... Additional information oh radio operations 
can be derived throuiih study of schedule,;, tertual features of encrypt
ed traffic, cryptonet~, and uiscriminant~ and indicator usage. CollaL
eral information will be of assist:ance in these studie,i, as will infotma-
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lion deTived from cryptanalys,~ and other communication intellill6nce 
90UT'C:e.i&. 

TRAt't'H'. l""ITli.l.LIGIB.'ilCI: 

The la..L phas~ or traffic unalysis is the reconstruction of the com
plete Pnemy network in the form of an intew,at"ll diagrttm showing 
call signs, frequencies, and other technical data such aa serial-number 
allocations, discriminant.•, etc. 1dentifications of unit orpnizations 
~nd t_he1r geograpl,.ical locations are •hown, which, when coupled with 
1nt.el11gence (Mm all 110urces, will portray the enemy Order or Battle. 

When chang<'II in net structure take place, the:ie may be brought 
about by the appearance of new u<1its in a command or the deactiva
tion or rt'<leployment or old units. Changes in contact relationahip 
may be indicatiw of impending moves; significant changes in traffic 
volumes or in cryptogr11phic syatems may be indicative of preparations 
for m,lit..iry activity. 

Ol)'il(:1.1,'I\INc; ■PIA■K! 

Traffic ana)ysift fumishe• much informal.ion on eommunicationa 
featurca or aaaist.ance in cryptanalyRis, such as infonnatioh concerning 
th• originaton and addreuees of the mes~. isolop and re.end~ 
which re•ult from ctyptographic error, m-~s with potential crib 
value, and chatter pertaining to cryptographic mattet-s. 

Some traffic analy•is itPm• or particular intl!n'St to the cryptanalyat 
are the following: 

Wh,•n the irroup count i• constantly checked by tbe enemy operators, 
this is 1,1•ually indicative that the cryptolyatem includea tranapOBi
tion as one of its step,<. 

When the date or file time is invariabl.v checked, it is indicative 
that the.., elements are faeto!'II in key selection. 

When a group in a particular pO&ition ol the text or of the preamble 
is checked frequently, this may indicate that it is involved in key 
.>;(>ll'Clion. 

Rapid sending, with no reques~ for services by the receiving oper:a
tor, i~ an earmark of practice or ilummy traffic. 

The jleneral principles of traffic analysis have been presented briefly 
in the preredinii p11ragraphs; however, as with cryptanal19is, a real 
unde!'lltanding of the.., prindplcs and tecliniqueg can come only with 
practical application. 

11 iQ I IAI&• 1'1,1,1: 
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Science and Cryptology 
BY ROWARD T. ENGSTROM 

The addre38 tJl ~ first meetil'l{I of the NSA CT11pto-MalJinn(sliu lfl-
1lil1Alt. 

Ladies and Crl?nllemen; I hope that my address to you this mom
ing, If it can be called an addreu, will not be conaidered as an example 
of your future proceedings. I am unprepared. Now that I have be
come a manager, I have given up such childish thinp a,, worlcing, 
particularly in the technical area. I might aay it is with considerable 
regret that 1 have given up these ven, fll6Cinating thinp. The eetab
lishment of the Crypto-Mathematics Institute jg a great atep forward 
in the progras or t.he National Seclll'ity Agency. The addre1t. that I 
shall attempt to give you this morning will not be marked by enmples 
or scholarship and accuracy. Jn lact, any remarks I make are 1ubject 
to future revision, since I have not had the time to verify certain 
dates and fact.a. 

I've choeen u my subject "'Science and Cryptology." Of COU?9e, a 
natural way to begin a diBCusllion of thia sort ia t.o attempt to define 
the term,. l have spent a little time during the last few days looking 
for a iood definition of science but, unfortwiately, I haven't been able 
to find one. It ia a rather complex concept. It has eomething to do 
with observation versus authority. It baa something to do with know
ledge of natural lawa versus superstition. Mr. Bertrand Russell states 
that modem science iii 11.bout three hundred yea,-a old. I think we all 
understand appro.umately what &cience is and the impossibility of 
giving a definition ol it in a !e• sentences. On the other band, one 
mi1ht ask what is cryptology? Cryptology really jg older than 1eience 
in the modem definition. Certainly it existed at the time of. Caesar 
and before. It has ew,ntially two parUI to it, ""you all know: one ia 
the ooncealmerit of your meaning from a possible eneiny and the other 
is unraveling tbe meanini concealed in such a mes&Qge or sl.M:b a writ
ing. I believe that the impact of science on crypt.ology probably 
started in this century. I suppose one can blame a great ~al or ou.r 
troubles on M=ni, or go further back to H&U 811d perliaps even to 
Maxwell a.nd Faraday, "'ho di11COvered the natural laws that enable 
us to convey meaning throu11h electromagnetic phenomena. Marconi 
and the radio came io in the early 1900&, perhaps 1910-1914. They 
made the problem or the cryptologist aomewhat more complicated, in 
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that he no lou,ez- had a piece of paper delivered to him which con
t.ained some meaning, but had to plumb the depth& or the atmosphere 
to extract his raw mat.erial. Many other things which had an impact 
on cryptology and might.be called scientific, happened in this century. 
For eompl@, in the early twenlies, one of the ai,hievements ..,... the 
invention of the flip-Aop dreuil. Two men, Jordan and Eccle11, in 
1919 got out a patent on a circuit involvina two vacuum tubes. Thi, 
circuit had the remarkabl@ property of havina two st.ates which could 
be chanaed just as you tum off and on an electric light, and this could 
be don@ in a matt.er of microsei,ond1. Here is an eumple or fairly 
pure 11cieDCe. What uae can be made of such a device tJiaered by 
electronic pulses at microsecond rates? Electronic counters making 
u.&e of the Jordan-Eccles flip-flop circuits were developed to considera
ble perfection in the thirties and uaed in the study of cosmic ray phe
nomena. 

Thinga happened in the field or cryptology during this period of 
which perhaps the most significant was the introduction of the wired 
wheel, which you are all familiu with. In the early t..entiel, an old 
gentleman named Hebem from California came to the Navy Depart
ment with some drawings on a piece of wrapping paper indicatine the 
original form of a wired-rotor devire for use in encipberment. During 
the twenties and the thirties, the use of wired-wheel machines extended 
considerably and in World War 11, of course, they -..- a principal 
means of enciphennent. Now, through the introduction or wired 
wheels in cryptography, the necessity for the wie of advanced !A.!chniques 
in solving aome of these device, became evidmt. When I came into 
the Navy in l!Ml, I was presented with problema involving the solution 
or a Gennan cipher machine which was baaed upon the wired-wheel 
concept. This required the application of very high-apeed techniques. 
During World War II, - built approximately 150 large-scale electronic 
devic:es, includin11 el1:etronic count.en, to aolve the cryptanalyt.ic prob, 
lems impo!led upon U8 by the we or wired-wheel machinee. I might 
say that our succeeses were considerable. The tantalizing thine" about 
the situation in 19'1 and l!M2, particululy in the Battle of the Atlantic, 
wa.~ that although - knew how to solve the problem, principally from 
researches carried out by the British, a tnrnendoua amount ol equip
me11t waa reriuired. It took us two years to get this equipment into 
operation, and durina thill period, ol course, the number of sinlrinp in 
the Atlantic was enormous. We were struggling to create something 
in the development &ell&e and in the production sense, that would solve 
problems which we knew very well how to do. On the cryptanalytic: 
side, the problems in World War II were eKt.remely challengi111, and 
we developed a number ol original crypt.analytic methods baaed upon 
the capability of performing operations at theae very high speeds. We 
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ways or doine the job were ellplored. We had a iirat deal or work at 
the Eastman Kodak Company in which rec:ording wu done with s.pota 
on film, and 11Canning by optical means; we did the di,ital work princi
pally at the National Cash Regist.tt Company; we put forth every 
effort to explore all possible means or solvina these cipher problems. 

It was not only in this area that !ICience had an impact on our auc
ceMl!II in World War !I; we a.1110 became increasingly conec:io1111 of tbe 
problems of propagation. In 1942, the Britiah aent over a deleption 
who were quite disturbed at our lack of knowledge of the upper atmoa
phere, the "E" laye111 and the "F" layers and the phenomenon of ionic 
reflection. Admiral Redman, who ,,.. then Chief ol Naval Commu
nicatiOIIB, commi111ioned me to form ll0l'lle 111111. of orpnization to ex
plore these phenomena. I managed to get •tarted an orpnization 
called the Inter-Service Ionospherk Laborat~. which hu since b@• 

come the Central Propagation Laboratory at the Bureau of Standards, 
where phenomena of propagation through the upper atmoaphl!l't' are 
studied. Sounding at.ationa in many placeB were established in order 
to determine die heiahta or varioua layeni, the maximum uaable fre
quencies, the optimum U1ignmenl.8 of our intercept poaitio111--the 
problems · intri te. We studied such roblema as iden
tification 

blem1 of direction-finding, which are 
i~lft""w....,ith_u_a_, -a""n"r",-"!'t1'"o_n_o..,,tran;~::': smitters through varioua means of 
detecting phaae differences,-times of arrival. In other words, the 
problem of cryptology in World W,.,,- 11 involved not merely a matter 
of readina some ciphers on a printed page, but had become an extremely 
scientific matter or e.1.tracting information from the atmosphere uound 
us by the uae of all po1111ible scientific means available. At the end ol. 
WOfld War II, everyone appreeiated the neceuity for the application 
of modem acience to NSA problems. 

In the late forties, NSA established the Scientific AdvillOrY Board. 
The beet ecientiat.a in lhe country have been called to aee if they could 
help us and suggest way• of analy,:ing 110me of our complex problems. 
We were elltremely fortunate, for example, in having a penon like 
John von Neumann, who was considered one of the outstandina math
ematk:iallll of hill time, u a member of our Scientific Adviaory Boan!, 
and I could mention many more names of outstanding individual.a in 
Science who have eumined our problems. We have Ol.ll'a!IVllll been 
searching for new scientific methods of attack. A project was •tarted 
at the University or California al Loi! Anaeles, in an OTllV,lli7.&tion 
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called SCAMP, in which for three months each summer a filTOUP or out-
standing mathem ti · · · 

~~~r:,~~~'!P""P"'l""!_'"""I __ ...., The mathematical advi11Qcy 
pane o. t e 1ent1 e VllOl'Y as examined our work. They 
bave sa,d that, to their knowledge, I.here euata no di,,cipline in math
ematics having a potential application to our problems that w not 
been explored, and explored in an extremely efficient way. 

Wr, have tried to apply many disciplines of mathematics to our field. 
It eeema fairly elementary that the science of group theory should be 
applicable in our business, which is concerned a great deal with per
mutations, which certainly form a Kl"OUP, but the efforta to apply lll'OUP 
theory to our problems have not been particularly fruitful. Group 
theory does not seem to contain the key to the things that we want to 
do. 

Another thina that has happened to ua in the period 1ince 1946 is 
the trem~ndoua development of the communication.a art; the problems 
?f searching for and extracti!lll from the ether the thinp th.at we are 
1nten!eted 1n are becoming extremely difficult. We are lac\'d with prob. 
lems of speech encipherment, facsimile ene1pherment, television pri• 
vacy, !FF, and data links for the control of aircraft. These many 
new forms of communication mean that it is eaaential to maintain a 
very forward scientifu: posture. We have tried to see whether there 
are any implications of the lnform&tion Theory as de'lleloped by 
!'lyqui,t and Shannon which will assist us in our attempts to find mean
ing in thew variou~ tranamiuions. The problems ol 00111municatiOllll 
intelligen~ and those of whal we call electronic intellip~. or ELrnT, 
are becoming more and more merged. The distinction between what 

, communications and wha~ control silltlals are grows increuingly fuzzy. 
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With t.bae remark.8, I bope that l have succeeded in mtabliahing 
some relatio1111hip between ·I.he projp'el8 of science and the problema of 
cryptoloe, both in the crtPtosraphic and the cryptanalytic -
NSA an be rightly proud of I«. position in stimulating reaearch t.owan:1 
ita miaaion. We bad a consid,e1:9ble part t.o play in the development 
of the modern internally conti-Qll~ calculatom, the larre-ecale digital 
computen. I think the first la:~-acale digital computer in operation 
was the 1101, which "118 euenti:i,J.ly designed by NSA people. They 
played a tremendous role in the dl!velopment or these larp,scale com
puting devices. Now alao in the\h!5t )'.e&l'II we can be justly proud 
that we have stimulated people likel - iwho have pioneered 
in the low temperature cryotron in connection wi digital computer.,. 
We pionewed tbrouah one ol our peopleJ dtbe work in deposi
tion of films by evaporation for 111e in e ma.me c memories. NSA 
has played a central role in many of tbeae basic l'ell!&rehes in computa
tion. Now, the question always arise& in connection with budpl& and 
DlOlley: is it n-.ry for NSA to spoll90r this basic reiearch! Wby 
can't inatitutai like the National Sciene!e Foundation, the Office of 
Naval Raiearch, and 10 on, take care or thia fondamental progrua in 
science which ia neceuary to us7 Wby do we have to spend our lllOlley 
for this aort of tbin1! In fact, when I first arrived here, I got into 
trouble with t.he Bureau ol the Budget becauae R/D had been spending 
aome of ita money in support of aolid propellants for rocketA, and tbia 
eeemed to he a bit rar-fetclted. The reaaona for it were principally 
aood, and our interest in the upper atmosphere WaA1 such that we 
wanted to get aome inatrumenlll up there to llell how things are. How
ever, I couldn't establish the juatification fOl' NSA's supportipg work 
in solid propellanta-we must stick more cloeely to our own lut. 

Now we are definitely supporting certain thinp in the way of basic 
research. The need■ of NSA in bigh-speed computin, are unique. All 
a reault, we have establiabed a project called LlOliTNINO in which we 
are e loring the poaibilities of computation 

..., _______ ,. miii]it aay that we are dom1 1s m a rat 

,.,,.,. and manner at t e moment. We have three major C(!rnpanies 
., ., enaqed in lhe Held: RCA, IBM, and Sperry-Rand, "ho··are going 
\ \ their independent way,. We feel that we should _Jet-them flO for a 
\ \ymr « eighteen months and then let' it 'ft car(fiaure out which is 
\ lhe mmt promising apl)f'OaCh and try to head the work in that direction. 
\'l'he Laboratory for Eleetroniea at Jtf-.--t" T., 11.nder Profeuor Wiesner, 

19: participatin1 to a ■mailer e,11tent in thia program, as is Philco with 
i~ work in conneclion _'!'ith•-special traneiet.or devicee. The ..wk in 
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connection with the Ll~~;NiNo·j,ro~cf I 
···-j IA year ago, we were highly &kept1cal as to whether speeds 

ol this order or magnitude could be achieved. Now, I should say, it 
looks quite possible that at the end or the !Ive-year program we shall 
indeed be able to cotllltruct computn,; Uiat operate with tbia apeed. 
We are now doing another thing to promote the application o( science 
to cryptology. We have recently had a committee looking over our 
work, reporting to President Eisenhower, und.e~of the Bell 
Laboratories. The first recommendati"oidbat made in his 
report was that therc.be·estiblished--a"n--fnstitute outs1 e of NSA de-
voted _1;9.-~!'eiiean,h proiiiems; an Institute with an academic atmoo
pb:ere-wliich would not be subject to the tremeodoUll pres.sures to 
which you all ace subject-pressures to solve immediate problems B.ll 

against tlunking a.bout the long-range future of the a.rt. A report has 
been submitted to the Pnlsident, who said by all means to set up such 
an Institute. We are now in the pr~s of doing so. I can't tell you 
where it will be, but we shall establish something of a ~ic research 
natlll'l', l hope in the next r._...., months to be able to report lhal this 
has been aehieved. 

I trust that I have been able to convey to some email degree the 
impact of science on cryptology. Then' are people-and very distin
guished people-who still feel that cryptology is an art. r think it is 
an art, but I don't see how the results in the modern type of ~urity 
of communications and elecu-onic dissemination can be achieved with
out drawing upon the tremendous accomplishments o( mod"m physical 
and mathematical scienc.,, 

I might say in closing th:it 1 came back from iodustry partly with 
the idea that perhaps I could contribute !IOmething to tht> Agency, 
but I think the principal rea&on wns that I have never worked with 
such a stimulating group or people as I find in NSA. 

6 
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A· New Concept in Computing 
-~➔ i 

Unclamfed 

A new computing schenu wa,, proposed br "°" Neumann i>t a patent 1 

sulnniUed in 1954 and granltd posrkumottsli, last Dete1nbff. This paptr 
i.~ an ,a:plat1al0'l/ sla/lmtnl of IM wt~ flfllbodied in /Ju paunl, II/Uh olM 
related topics. 

lNTROOIM":TION 

Von N~umann recognized the limitations of computing speeds in
herent in the exiatmg technology due to device operation times, gjgnal 
propagation delays, and transmission distortion or infonnation video 
pulses. Of course we cannot reconstruct the thinking that led him to 
the proposed solution, but the attractiveness of large bandwidths which 
could be obtained at microwave frequencies and o! representation or 
digital informaLioa by distinct phases of an RF signal (neither of which 
had been ei:ploited in computer technology) no doubt seemed fertile 
ground lor investigation. Whatever the prompting foree was, von 
Neumann proposed n computing scheme using RF techniques which la 
potentially laster if employed at microwave frequencies than present 
conventional methods. The same method• will also work at lower 
rrequenties. 

The availability o! an elem-,nt of tne follo'Vling nature Wall ~urned: 

a. An element is nvailahle that h11S both L and C, one of which iB 
nonlinear. 

b. The dissipation in tbe element is not great in comparison t.o the 
nonlinearity. This dissipation may be ffliistive 1015 or a byateresis. 

t. The element has approximately linear operation for 8mall signals 
and has a resonant frequency (which is later referred to asf,). 

N01'1.1~FAII aEACTANa .\N'ALYs,s 

To= that such an element can exist, con!ider the nonlinear capaci
tor that has no loss and no hysteresi~•. and is mouated in multiply
tuned circuits. The bare outline of the analysis will be presented. 

• "Non-linear Capacitance or lnductan,. Sv,itthinr, ArnpJi(ylnr, and Memo,y 
0'10 ... ", John von ll■umann. U. S. Patant No, 2,816,488, luaed 8 0-1nbar 1961, 

• The1e re&trittio~9 may bl! relued ,omewhat in the pn.ctical eaa, but &re .-urned 
here \0 make e1plan1tion Aimp~m-. 

1 UNCLASSIFIED 
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Full diseussion of it haa been published by Manley and Rowe•. A, 
pointed out in that reference, conside!'lltion of nonlinear reactanoea aa 
elements to transfer power from one frequency to another is not a new 
subject, having been di~ussed by Hartley in 1916. 

Consider the circuit in Fig. 1. 

o - f(q) is an arbitrary, single-valued function, being in general 
nonlinear. 

'l'he ftlten1 have zero impe,dnnce at the labeled frequency and in
finite impedance otherwise. 

Such a circuit might be a number of tuned circuits in parallel witb 
the nonlinear reactanoe (which also may be inductance rather than 
capacitance). Two of the tuned circuits contain RF generators. 

The charge 011 the capacitor, the current into it, and the voltage 
acros. it may all be erpressed as double Fourier aeriee in tbe frequencies 
"''' + nfo form, • 0, ± 1, ± 2, · • •. By manipulation of t'heleer
preSRions• one may derive others giving the 1ummation of real power 
at all frequencies into the nonlinear element io terms of double inte
grals ovtt complete cycles of/, and/, wheNin the integrand is p -

f(q). 

The variable q, hence /(q), is periodic in J, and /, and thus for an 
element without hysteresis these double integrals are identically zero. 
From this are obtained the Manley-Rowe condition,, namely: 

t t mW •.• ~ 0 
.... •·-• mf, + nf, 

m, n g integer.i 

t t nW~., ~o, 
•·-• -~• mf, + nf, 

wh,m, W ~-• is the real power a.t frequency mf, + nf, into the non
linear reacl.ance. 

• .. Somo Goaoral Proportleo of NonJi-, Ei.-nt,,--PatL J. Qo.,.,al E...,.y Ro• 
lationo", 1. Ill, M&aloy Ind R. E. Ro••• Proc. of I RE, Vol. U, No. 7, pp. 904-911, 
July ltli6. 

' Cornpivte dt~n ia riv•n in NfMn.~ 8. 
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Ol counie, a. reactance without hysteresis, whethec linear or non
linear, can dissipate no energy. Therefore, 83 must be true and as can 
be obtained from the above conditions, the aummation of energy at all 
frequencies into the reactance is zero, and power supplied from one 
source at a given frequency will show up in another branch of the cir
cuit at another frequency. The exad manner in which this takes 
place i., controlled by the abolfe con<litioJLs. 

The circuit initially pictured was a general cin:ui1; variations of it 
may lead to modulators, demodulator.,, amplifier,,, Cl'!Cillators, or com
binations of them. Of interest to thie discussion is a sub-harmonic 
generator e.s shown in the circuit of f'ig_ 2. 

T .. ,,., 

1 
--1-·· :··~ --

"· 
L---+--------- ---

Fla. J. 

Ve is an RF generator, essentiaUy an AC power supply. The/, filter 
and Ra correspond to the resonant tank ol the RF generator. The/, 
filter and R. a.re the load tank at the sub-harmonic frequency desired. 
The flit.en a.t all other frequencies are terminated in pure reactanoea, 
X, which for simplicity may be open or short circuits. There will be 
no power loss at these othl?'I' frequencies. 

The only t.enns of interest in the Manley-Rowe conditions are for 
(m, n) - (0, 1) and (0, ii). The mt of the W •. , are zero. Thia 

or simply 
W,.1 = -W •.•. 

The min1111 sign indieat.ea that all the energy put into the nonlinear re
actanc,e at the J, ~ nf, frequency is transferred to the load twied to 
the J, frequency_ This is a harmonic senerator with an ideal efficiency 
of lOOo/0, assuming 110 losses io tbe reactive termination of the other 
frequencies. Of course with real element.a aome 1-. and resultant 
reduction of efficiency, will occur, but the baalc (sub-)harmonic genera
tion process, unlike that of Class C multipliers or cryat.al multipliers, 
is not limited in efficiency. 
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It remains to show that an element with a threshold of sub-harmonic 
generation is possible. The transrer runclion for such an element is 
shown in Fig. 3. 

The reactance function shown in }'ig. 4 is, or course, idealized. In 
the ~tual case only a smoothly varyina reaetance would be obtainable 
which could be approximated by the straight lines of Fig. 4. At V ~ 
the nonlinearity produces a negative resistance great enough to over• 
come pa11&ive circuit lOMeS. At this level of the RF power supply, the 
circuit would bn.-ak into oscillation at the sub-barmon,c frequency nnd 
the threahold action la obtained. For \/ ~ > V .. the amount of signal 
V ,, - \I, will be effective in producing BUb-hannonic voltage. 

I 

111,11 •·••• ,/u,.. ,....,., 
L,Rlll'lfl .. ~ Jlll,tfilllll ... ,lt 

I----!--:: --, 
' 

M.wlcr.5 

Various eolid-state elements have been propoeed to perform the func
tion of the nonlinear reactance.• An equivalent circuit ror a non
linear capacitan~, a.s realized with a semiconductor diode, is shown in 
Fig. 6. 

'"Two-Terminal P-N JUDcti<>n Devi- ror YN,quency Coavmion and Computa-
110n", by Arthur Uhlir, Jr., P,.,, a{ IRE, Vol. H, No. t, pp. 1111-11&1, Sept. 19&41. 

"'Tho T~ DI LIit FtrTOmlljlTIOtie Mlero,.1ve AmpUfiar", H. Sah~ J,,.,...J a/ 
Appji,d P~ll<K•, pp. 12215-!286, Nov.1911. 

''SemlOOIJductor Capad&anm AmpliJia-", Frodorlck Dm, Jr. and Louil, O.piaa, 
I RE Cow-.,. B--', Part a, pp. l 12--11 ~, 19641. 

''SmalHllcnal M-,,nwnta ar, Planar P-N Juactlon Diodft". A. E. Bwnont, 
Tui B R,port °" Cf'\lllal Rotejfi«1, Boll Tolopho• Labo,........, 1g April ING, 

"Fl'tqueMY Co11ftnlon in P-N Jun,tlan Davi .. ", A. Ubllr, Tad: I R,,on •• 
Crp!GI RMliJl,,1, Boll Telep~ Laboratorill, 15 Janimy 1*-
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, = Barrier voltage 
R = Bulk resistance 

UNCLASSIFIED 

R (P) • Barrier resillt.anre (whieh may be uonlinearJ 
L = Lead inductance 

C (,) = Barrier capacity (nonlinear) 

The barrier capacity ia the primary nonlinearity ol lhe device. Among 
theee componenls lhe following relationships are ¥Sumed: 

(1) R(,) > R }<The element 1w 
(2) R, #,/'/Jc.> R, C, - small signal C(,) a reaaonable Q.) 

/ (Tuned to the sub-harmonic 
(S) J, - 1/(2.-v'Ic.) l frequency desired.) 

Thia equivalent circuit as drawn includes both liooar and nonlinear 
rcactances. These may be ph)'llically separated in real devices. Re
search is being doM on other practical means of achieving sub-har• 
monic respom,e. 

l"°J'ORNATION fN TUIM::C Of' PHA.l!IE 

The phaae or tbef, signal ia determined by tbe phase o1 tbeJ, sipal. 
Qualitatively, this may be uudmtood by observing, that the oscillations 
in the f, circuit are not like the oseillalions in an ordinary negative re
sistance oacillalor, in which the power supply is d-c and the phase at 
the oscillation is determined by noi•e when the Ollcillator is turned on. 
The nonline:ir-reaetance sub-hannonic generator is more akin to a 
crystal harmonic generator in which power is translen-ed from one fre
quency to another by a nonlinear element. This ii true even though 
the action of the non linear rea.etance device in pneral may be ex
plained in tenus of the apparent negative resistance reflected into each 
appropriate branch of the circuit. 

Eliminatine any constallt plwe shift between the rundunental and 
lhe nth harmonic, th? phase relationships are emmined more cloaely in 
Fig. 6. 

In the e:nmple in which,. - 3, the two signals are Bllumed in phue 
at I • 0. (The n = 3 e:tiunple is choeen deliberat.ely to point out im-
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portant relationships and to avoid the " ~ 2 case, in which simplicity 
may cause some E"9SeJltial pa1nts to be overlooked.) One run cycle or 
S, later, al poinL A, S, is lhe same as it was at t ~ 0, but S, has a 
relative phase shift of 2r/S. Similarly, at point B, S, iii the same 
again, but S, now has a phase shift of 4r/3. At point C, S, has a 
phase shift of 6./3 ~ 2r or, like S., the same relative phase as when 
l = 0. Thllll there lll'e, for n = 3, three indeterminate phMe relation
ships between S, and S ,, becawie in tl\e continuous wave, S,. one cycle 
is just like another. In the general case there a.re n such indelerminaLe 
relationshi;,9 between t~ RF power supply (S,) and the indu~ sub
harmonic nespon!e (Sol, each of which can represent a logical state. 

rH-'~~ ~D...-rJQtr'!I A.SU 'l.01'1iffROL 

fl the power supply (S,l 1s increased from zero amplitude past the 
critical amplitude, V,, a sub-harmonic respon•e S, will appear when 
the amplitude of S, is V,. Since which of then po!ll!ible phases ol S, 
will result is indeterminate. noise, or-indifferently-a small S, signal 
from annthe,- elPment, will dictate which phase will appear. Once the 
harmonic response has started, however, no ei1temal signal of less mag
nitude than iS,I can change the phue of the respoMe. A simple 
cycle can be diagrammed (Fig. 7), plotting envelope amplitude& only. 
Th" S' 0 signal would have no effect il present at any other time 
than when IS,I - V, and is increa,;ing. Note that: 

l.'i',I > S', (Amplific:ition) 
Duration of S, > Duration ol S', (Memor)') 

Phase of S, ~ Phase or S', (Control or Toggle Action) 

For practical reali~ation of any computini ,cheme the electrical 
process must have natural or built-in margins. N'oise, Jl.rny--tignal 
pickup, slight misadjustment or circuit.I!, component change.. with 8.i@, 

all can cau>t a certain me.llunctioning of the equipment, if the para
meten; which determine th~ action of the machine must have preciae 
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values to cause action. For, in practice, 11ction must occur il tbe ap
propriate parameter falls within a certain r,gion, or mariiin, about the 

ideal value. 
The controlling signal, S' •• has up t.o now been assumed to coincide 

exactly with one of the II po&aible phases, <);, or the re11po11ee, S ,, and 
to oiuae S, to re!pond with that pb11$e, ••. 

In Fii, 8, the phase ol S', is !ho1VD as beilli cloeer to tbe phase ♦, 
than either 4' 1 or +,. The aystem will ,tabilize with So at phaae •~ 
since this l'l!(luire• the minimum amount ol energy in the preeen,:e cl 
the S', signal to respond at the •• phue as compared with the other 
possible phaaes. The fiaure is not int.ended to illustrate the eitaet dura
tion (in tem,s or number ol eyele,i) of the transient condition, but is only 

8 qualitative pieture. The d11ration ol the transient will depend on 
the rate of build-up or the S, envelope and the ratio of the respoue 
S, to the control S', during and after tbe &tart ol the re,pon!ll'. Tbe 
magnitude of ~"' and the effective damping con'1tant of lhe transient 
condition wm also be important. 

One may conclude from this that the phase-locking P1'.'perty of !'II~ 
sub-harmonic generator haa natural margin&, and hence 19 a practical 

method. 

AGC .. ECA.TE5 Of ILFJlllllNnt 

In order to conb'Ol the flow of infonnation in a logical machine, wa}'I 
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mll!lt be deviaed to establiah an order ol control. For example, if in• 
fonnation is to ftow rrom A to B, thl!n A m111t control B but B must 
not control A. Ordinlll'ily I.his ie no problem, because the non-n!ciprocal 
deviceii normally used in a logical circuit to provide pin or gating per
form this functicm automatically, but in this case one must co11Sider 
the rontrol problem separntely. 

ll is now neces&lll'y to devise a diagrammatk model o[ devices and 
their interconnection (see Fig. 9). The followingsymboli!IITI and nomen
clature will be used: 
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E,, E, are elements such as have been describerl. 
P,. P, are amplitude-modulated AC power supplies. 
S,, S, are the output llignals of E" E,, re11pectively. 

UNCLAS'SIFIED 

S',, S·, are the controlling signals for E,. E,. respectively. 
S", is the signal rea.:hing E, from E,. 

The signal cbiumel it an electromagnetic propagation path which per
mits propagation in either directioo. The response S., from E., travells 
in both directions on the signal channel. The problem is to make E, 

. , ! . 
., ,.._-+--------+---'1.------

•'Pt, 
s; p111:cno• o, 

~ 

s, 

.. 
., 1--;----1~---\--+---+---'lr---

.. 
f---+--i'---.IL..---l---i'----_._---'oc,=111 lll"" AND lllaff 

""• l· '---+--++--L...-4---+-'---....... -:.,; .... .,_ 
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~ntrol E, and not the revene. Let T be the time delay of the signal 
between elements E, and E,. Con9ider next the timing sequence in 
Fig. 10. 

With the timing cycle a.s pictured, e, can control E:, but E, cannot 
control E,. Ir the relative timiog (i. e., the order of occurrence) oC the 
P, and r, modulation is reversed, the direction or control i• revet1ed. 

To prevent signals other than those from next neighbors from forcing 
synchronization with the WTOJli pha.,e, an atteouat.or is pl~ in the 
signal path between each element. Stray signals will have had to pass 
through at least two attenuators, instead of only one, eo that unwanted 
signals will not have a majo; inHuence in determinicg the phase of the 
sub-harmonic response. The natural margins of the proces9 enable 
this to work properly. 

With the simple combination of elements described above, not much 
can be done. IC, however, three classes of elements are uaed as shown 
in Fig. 11, and the timing principles discLISMd above are employed, all 
logical ope-rations can be realized. Cl81!9e9 of elements are delined by 
the timing of the modulation of the AC power supply, as shown in 
the figure. 

The elements of clasees A, B, and C are shown ih ten:onneeted by 
signal paths. Their respective power suppliell have modulation as illus
trated. The delay between elements is uswned to be negligible with 
respect to the power-supply modulation period. R,ea!ling IAIII 1M 
p/lmu of IA, rnpon,t II drurmined br 1M p/taat of Bignalr fro,n ~ 
tli!mtnla pre11nl 111/im IM~ a11ppl~ pll8Hll lht c:riliecl lnel (IM MG~ 
dl>'3 in tht diagram), abaw!HI CJl eCJM dol wliidi olMr el,,,unl is ON. For 
exam pie, at ( l J in the di11jj1'81Tl P. is paasi ng the critical level, element 
B is off, and element C is on. Therefore, C controls A. Similarly, at 
(2), A controls B, and at (3), B controls C. Putting a. delay between 
elements equal to one third of the period o( I.he power-supply modula
tion, ag in Fig. 12, inverts the order of control. The exact fraction of. 
a cycle needed to do th.is is related to the nwnbfr of different types or 
elements ti. e., A, 8, C, ... ). Three is the minimum number of 
types required, and results in the .simplest hierllJ"Chy or control. 

This order of control ia independent or which phase is induced in the 
controlled element by the controlling element. Similarly the number 
of cl:i!l!let! of element. is independent of the number or poasible phaae 
states. 

The delays relt!m!d to above are in terms of gro11p ~tlocil'II with re
gpect to the power-supply modulation period. This period has been 
a911umed to be long compared to the period of the sinusoidal aignals 
involved, so t.hat adjustments o! delay to rractional cycles of the sinus• 
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oidal volt.age in the signal channel will not affect appreciably the de
lays previously discussed. Cooaider now the JMGI• 11tlocil11 of the 
signal channel. The phase induced in the controlled element will 
depend on the phase delay between it and ita controlling eleDJent. A 
phase ~; in the C011t.rollin11 element alter a phase delay K would put 
the conu-olled element into phase It.ate•; 1- K. For the binary case, 
the phase ~hifl K would be either an even or an odd multiple ol ... 

Up to this point :ill discussion bas admitted the possibility or " 
phase states, or equivalently tbat /, • n/., where n is any integm-. 
The elements can thus be used to implament ti-state logic. At this 
point complete generality will be dropped, and we shall proceed to 
illustrate how these principles can be applied to build up binary lotrie 
with " * 2. With minor changes in the m1111tratiom an 11-state logic 
can also be reali7.ed. 

CoUecting nomenclature and graphical conventions which have been 
uaed, a lexicon of terminology for t1 - 2 ia shown in Fif. 13. 
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Fl&- U. 
MAJORITY LOCIC 

The cbiel valtlt' or the .aa,-ep.tes of 111b-barmonic generatoni iii that 
they can be used to perform majority logic, By definition, a majority 
organ is a device or circuit which has multiple inputs and a single oat• 
put. The value of the output is the value of the majority of the in
puts. To avoid the indeterminate case, there muat be an odd number 
of inputs. 

In Fig. 14 the linear addition or signals from three ,t elements is 
applied to a B element. 

Let S., - E cos (wol + ••l 
s .. ~ E Cot, 1..,i -;- .,) 
S0 , = E COs (wol + 4>,) 

where •,. 4'., 4>, = 0, .. , depending on the stat.I! of each A element, 
and "'' = 2.,/,, the angular frequency of the sub-harmonic response. 
Possible resu.lts for s. are: 
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[LEME.tifTS : 

ICL'5S l)EFIN[O 9Y TI .. IIG Cf POW[~ S,.f'LY IIOOUL-TION.I 

A CONTROLS 8 : ~ • 8-----0 
L......J L ~C .... N~[L 

8 CONTROlS A 

B CO!IT~OcS C 

C CONTIIOLS B 

C CONT~OU A 

~ 
8---G 
~ 
8-----EJ 
~ 

POSITIV[ CONTffO\.: 8----0 
PHASE OF 4• .: INOuCEO PN .. [ Of B• •· 
LOGICAL VALUE 0, A•O: INO\JC£0 LOGICAL W.LUE Of 8•0 

LOGICAL '/ALU! OF A•~~ tNDUC!D LOGICA-L VJ.LU[ OF 8• I 

NCOATIYE CONT"OL; @--.---0 
PHASf OF l••: INOUCtD PNASE OF 8~f•T. 
LOGICAL VALUE OF l•O: IIIDUCtO LO91CAL YALU[ OF 8•1 

LOGICAL VALU[ OF A•I~ INOUCED LOGICAL YALU[ Of' B•O. 

l[QIJIYAL[NT TO NEGJ.TION.I 

E cos (wol + 0) 
E cos ( .. ,t + r) 

3E cos (w,t + 0) 
3rJ COS (w,I + .,) 

Fie, n. 

two ♦, • O, one •• - r 
two •i - Y, one •, - 0 
., - •• - ♦, - 0 
«,, - ~a - toa =-- _.. 

Since the information is carried in the phase, S'. has either O r,r r 
phaae depending on the majority of the phases of s.,. S.,, and S,., 
and since th<> phase or S, i• det.ermin<>d by the pha,,e of S',, then 
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B - }Iaj(A,, A,, A,)_ The amplitude variation has no importance. 
The tr1tth table and equivalent logical expression are 11,1 follow•, arbi
trarily letting <II E 0 be state '"0" and <II = w be state "1". 

A, A, A B 
0 0 0 a 
0 a a 8•A,• A1•A, + (A,•A1-+A,• A1 -+ A

1
• A,) 

0 I 0 0 
0 ' I I WHE~£ .... IS LNTEASE:CnoN. 

0 0 0 
0 

UO "+" IS CONJUCTIO~ 
0 

The majority organ and a negation operation (as shown in Fig. 13) 
are •ufficient to build all logic. 

The only thing lacking at this point is a method for putting infor
mation into 8Uch a system. Permanent sources at the /, frequency 
which are gated on when desired by enernal controls, fill this need. 
A permanent source can control any class (A, B, C) o( elen:rent. There 
arc two possible types of permanent sources: 

P ----0 POSITIVE 

P~ NEGATIVE 

The reference permanent source pis assumed to have state "l". 

UNCLASSIFIED 
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By using majority organs, negation, and permanent sourees, the 
elementary logical operations shown in Fig. 15 can be perforpied. (At 
this point lhe separate designation of s. aa being a reapoue of 1111 

elem('llt, A, will be dropped. The logical state repre,ent.ed by S, will 
be called !IUllp!y the slate or binarr llaicle of A.) 

"OR" B, A,+ A, 

p 

A, A, B 

B 
0 0 0 

0 I 

0 

"AND' 8: A,• A. 

p 

A, A, a 
0 0 0 

B 
0 0 

0 0 

Ft9. 15-

The use or the majority organ also allowa realization or other nori
el@mentary logical (unctions. One of its great values Is that a single 
orpn caD be uaed to realize many logic.al operatioM by what might 
be called logical biasing. Thi• is shown in Fig. 16. 

The above may be generalized in an obvious -y to n elementa. 
Also, an !l-element "or" circuit diffen froDI the "and" circuit only in 
having a pmitive rather than a negalive relationship for the permanent 
sources. One other important aggregate is the "parity" circuit (Fig. 
11)-

B, • MaJ(A,.As.Aal C • B', · B', 
B1 -= A.'1 ·A.'1 ·A'• A,. - B, + C 
S.-A1•A1•A1 

:. A.• A,•Aa•A, + (IMaj (A,.A,,A,ll'·(A',·A',·A',J') 
a A,•A,•A, + i(A,·A,·A1)• IA'1•A',•A',) -1- !A1•A1) + (Aa•A.I + (A,•Aa)I' 
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p 

A, A, 8 

A, B 
0 0 

0 

0 0 

A, 

'' 3 • £LE ME NT AND", B= A,•A,"A, 

p 

A, A, A, B 

p 0 0 0 0 

0 0 0 

0 0 0 

A, 8 0 I 0 

0 0 0 

0 I 0 

0 0 

FIQ. ••· 

As. an example of the performance of a specific non-elementary 
logical operation, we show the majority Ol'llan and the parity circuit 
combined to make one stage of an adder (Fig. 18). 

Reviewing what has been discussed: after establishing that the 
phase o( the sub-harmonic response or a ··tuned" nonlinear reactance 
can be used to represent logical state9, the proc:eYes of negation and 
majority were shown to arise naturally. From these two operations 
the baaic logical elements "and" and "or" were shown to be po,wible, 
along with olher more campier lasical functions from which can be 
built all logical operation. The entire disl!ussion waa in terms of binary 
computation, although it can be generalized to ft-valued IO&'ic. An 
added attraction of majority logic is that the function or an aggregate 
of elements can be changed by processes implicit in the programmin11. 
For example, an "or"' circuit becomes an "and" cin:uit by ,hifting the 
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A, A, A, A. 
0 0 Q 0 

0 0 I 

0 0 I 

0 0 

0 0 

0 I 0 

, I~ 0 

CARRY' 

SUM 

phase of the permaneut source or, equally, by bia:9ina: the ~peciftc ma
jority circuit with the output of ao_o~~er element involved 1n the com
putation. Thia provides great fte:11b1hty. 

SOM.r. 19RAcn£'AL C0N~JlJUA110J'IIIS 

A typical ""'luence of events in a aignal channel is illustrated in 
Fig. 19. 
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Thia ah.om a peculiar type of AM-phase-modulated sine wave. In
formation is repre,ented by phaae Jtatea •• and ••• which may be the 
same or different. The AM has no purpose in tbe lo&ical proces.,ing, 
and 90 may be used to monitor the operation of the machine and, in 
aerv~ontrol circuits, to maintain signal I-la at the proper average. 
The phue refel'ftlce of the entire machine is the phue of the master 
oecillat.or supplying or controlling the power-supply signals for each 
element. The modulation of the power 1upply determine., the basic 
logical time-cycle. 

The modulation envelope of the power 1upply has been assumed to 
have time variations that are slow compared to the period, of both / 0 

and J,. To give a numerical example, let the period of the power 
supply modulation be 50 cycles or J, (25 cycles of J,l in a binary cir
cuit. Reasonable values ol J, and J, are 20 Kmc and 10 Kroc, respec
tively. The ba.oic computing cycle has therefore, a period of 2.5 miosec 
or a clock rate of 400 Mc. The envelope of the modulation of both 
frequenciea ia not sinuaoidal, but good reCtalliUlar pulses are not re
quired. Three hannonics would be sufficient. Thue the modulation 
envelope would involve frequencies of 4~1200 Mc. 

To achieve a computing period ol 1 m_.aec (a "clock rate" of 1000 
Mc) with the above Lime ratios would require J, - 25 Kmc and J, 
- 50 Kmc. The modulation envelopes would contain frequency com
ponents between 1000 and 8000 Mc. For an abaolute band'lridth ol 
2000 Mc. thi• would be 4% and 8% relative bandwidth at J, and J,, 
respectively. 

Hardware realization of this scheme rnay well eeem outrageous to 
compurer-sysLems engineers who now are in the wnai,tor aae- And 
it would truly be outrageous in size, cost, and poweT, with conventional 
wavl!lllide componenL9 at X-band (8.&-12.i& Kmc) and below. The 
techniques worked 011t with these conventional, readily available oom
ponents can be applied to more practical geometriES at hillier fre
ciuencies. Higher frequencies of ooune have bad characteristics, such 
as higb transmimion attenuation, extreme precision 1"8qlW'E!JJleDta, and 
the lack, at present, of a complete line of components. 'l1iM are 
things that must be overcome. 
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Vor, Neumann, who p\ayed the leading role in the birth of the modern 
electron:~ computing machine, has, in th- ideas, made aoother great 
contribut;_,n t.o the llel'd. Whether this contribution will have aJ much 
importance ·u his orlginnl efforts can be decided only after the tech
nology for imi;lerneiiting the sub-harmonic respon1e scheme has been 
more fully work~~ ~ut. At this point the proapeda look 11ood. 

Au!Aor's note-'1'.,h~ Japanese have developed a su~hannonic OBCillator 
computer based qn ,10nlinear inductance which uses the same phase 
script for inform:ition representation and majority logic schemes as re
presented in th~ von 1-ieumann ideas described in this paper•. The 
basic circuit, called the Parametron, LISl!S RF bequencies of 1 and ~ Mc 
and bas a computing rate of 10 Kc. Theee two efforts are abnost iden
tical in concept, although lr.r differertt in the speed of the IIUlll!elted 
implementation, and from available records they ~m to have ~n 
propo.ed in ihe same year, namely 195', but there 18 no known direct 
connection between them. 

(b) (3)-P.L. 86-36 

• Saburo M~roia. "Elomentary P!tnelple ol Pmunotr<m m>t! tu Appiotlon \Q 
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About NSA 
BY J. R. XILLlAN, ~R. 

Pa;; 8& LI J.. atEJ 

Addrta• bi,J. R. Killian, Jr., Ncnemf>tr :,, 1958 al Ike Na1,ional Securu, 
Agen~, Fort Meade, Mar'l/land. 

General Samford, Ladies and Gentlemen-I am very grateful for this 
opportunity to visil with you of NSA today. It is alway, a thrillinR 
e:i.:pcrience, l'm sure, for anyone to cumc to an ci;tabli•hmcnt or this 
kind and - it in its great oc.ale, its i:,.,at complexity, for the first time. 
Actually, this is not quite my first visit, becaui;e I had another vi~it 
revcml yean ago with another part of your establishment, ,;o I can use 
a story of mine about the young lady who went to a cocktail party, and 
art.er ,he had had two cocktails she went up to her hostess and she said, 
"You know, [ IL-cl a lot more like I do now than when I came in." -and 
so I do about NSA. 

Now my fir.;t contact with NSA came back in 1954, I think it was, 
when I had the responsibility ol directing a study, the report of which 
came to ~ tagged unhappily with my name. A group of acientist.a and 
engineers who participated in this atudy became, as a rosult of their 
part,cip-..~ion, intenlll!ly and creatively int.creo.ted in variou,; aapects of 
our intelligence problems, and in the applieation of !ICience to these 
problems. It was out of this study that there subsequently developed, 
I think it'• fair to say, a whole new set of relationghips betw..en the 
int.elligen~ community and particularly NSA and the scientific com
munity. rt was really out of this s~ial activity that my own interest 
in intell•~nce matt.en< was createtl aniJ my pMrnt relation~hip with 
the intelligence community, which I find!'<> i<timulating and important, 
actually gn,..e. I suspect, 100, that it was because of this that I b,,came 
involved a.s a mPmber of the President's Board or Consultants 011 

Foreign I nt.clli11cnc... Activities when it wa.~ created in 1956. Out of thi~ 
combination of activities there has r:rown a new appreciation at the top 
levels of Government of the value of a close relatioMhip bet-n 
RCientt and intelligence, and J i,ee very real evidence that this under
standin11 exists at thl' present timP. 

Just a year ago, two events occul'Ted which both symbolically and in 
actual eft'«t hav~ demonolra.ted the new acceptance of the import.once 
or ..eicnce in Government affair.i and which have relevance to your 
activities. These evenlli included the reconstitution of the Pre..ident's 
Science Advi!IOl"y Committee in the Whit.c House, with an intensification 
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of its work, and the e5t.lbiishmenl o( my Offie<! w; Special AS11istant to th~ 
President for Science and Technology. [n revitaliz.i1111 the Science 
Advisory Committee, widening its .cope and a.ssociating it with the 
White House, the Pre,;ident has given •pecial n,cognition to the fact 
that science and t.,,chnolOKY, io Nldot.ion to their uae in solvin11 specific 
problem■, have a direct and creative impact on th<! formulation of 
Government policy 

My function and that of the Science Advieory Committee is to 
provide answers to questions ra~d by thP Pre,;ident, to undertake 
asaignment• for him of an advi,ory kind, t.o mobilize the best scientific 
advice of the countr)', nnd to make recommendations to the President 
on ways in which U. S. !<Cienr.e and technology can be advanct<d, 
especially in regard to way,; that they can be advanced by the Federal 
Government and how they best serve the nation's aecurity and wellare. 

lt is important to note that the Sl)t'Cial Aallistant is invi~ t.o ait in oa 
the meetings of th~ National Secunty Council and the Cabinet and, 
when appropriate or requested, to preeent the views and findings ol the 
Science Adviaory Committee. The President baa thus created a 
mechaniam to bring objective ..,;entilic 8.lld en1ineering advice to the 
top level or Government in a manner that rea.cht'!I all agenci~ and 
departmenL• ol Government and yet can ,erv" each or them. 

In &rrying on its work for the President, the Science Advisory 
Committee is organized into some fifteen panele at the present time, 
the;oe panels including both regular committee memben and members 
rirawn from out.side or thP Committee. 

In recruiting these panels, the policy haa been to sclt'CL the best-quali
fied acienti•t.s and engineers we can find in lhe country, and to draw 
upon their special competence and experience in tacklina the problem• 
eonfrooting us. A number ol tbe,ie panels deal, of coun,e, in the area of 
defeMe, but other., are concerned with unclassified problems oC 1m
port&nce to the advancement of 11eience generally in the United States. 
We have a very active panel, for example, on Science and Foreip 
Relations; another on National Research Policy; and another which 
haa just completed its work on wa)'!I of better handling the trarul!.ating, 
abstracting, and dissemination or infonnation. We h:1ve all!O aet up ad 
/ioc groups t.o try to help devise a national policy on high-energy ac<:eler
aton.. We have had active voups working on technical analy,.., to 
back up our international di9Cus.,uons oo test cessation and on reducing 
the hazard~ of ~urprise attack. 

The Science Advisory ComrniU~ serves a.,, a board or i:lirectors or 
consultants lo me as Special Am1istant to the President. It has the 
Pfl!f"Oiative, when it chooses, to report directly to the Pl"el\ident. At 
the preeent time the Committee and my office have over Mty scientist• 
and engineer., at work. 
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T nlelli11ence has been one of the principal interests of my office and of 
the Committ.ee and on" oC the most active panels i1 the so-called Bair.er 
Panel. Dr. Baker ie with WI here today. This panel ori;inally came 
into bein1 u a result of a diocu .. ion in I.he President'• Board of Con• 
sullants on Forei11rn Jnte11ia:enN! Activities. when J"epre.11entatives of 
NSA indicated that they would welcome llllgg,,&tiona on how 110me or 
their ideas miKht be implemented, in the reeearch field particularly. 
The Boani of Consultant.II recommended to the Preaident that a care
fully selected lfOUP of scientists be brought toaether, and he uked the 
Science Advi110ry Committee to select this panel and to be its sponeor. 

I venture this bit o( hi~tory by way or empha1izin1 the increaaed role 
or 9Cienec and technology in Government and the lcey emphasis which 
l!l"Oups of 11eientists that have Mn brought together by the President 
have placed upon sianalll intelligence. There ia a clear reeOl(Tlition on 
I.he part of our policymaker-. oC the 11nique scienti6c and technological 
requirements or !lianal~ intellilll'nce and of the key role o( the NSA in 
applying science to intellillfflce and to O11r national aecurity. 

It is not inappropriate to point out that the intef'l!St of the Preaident's 
Board or Consultants on Foreign Intelligence Activities, his Science 
Advisory Commilt.1.'t', and lhe Baker Panel in the activities of NSA ha., 
served to emphasize the ll'Owing importaoce of the Agency and to in
crea.'le the understanding at top levels or Government or ita function, of 
the changing technology which atrect.s it.s activities and 9Cope, and or 
tlie impact of denloping communinitioru ttthnoJogy on the over-all 
Oflllimution of our signals inte.llisence activities. The recent revi•ion 
by the National Security Council or a llfOUP of Inti!llip,nce Directives 
resultt!d from reeommendationa of the Preaidmt's BOil.rd, and one of the 
new NSClD'S provides in consonance witti the findings of the Baker 
Panel, a.• you doubt)..,.,; know, for the c01110lidation IIJlder NSA of both 
COMINT 8Jld ELTNT. The meldin1 of theae two great effmte reflects 
not only the fact that technolORY has inexorably made clear the inter• 
dependence or both COMINT and ELll'lT, but also the fact that NSA 
haa increaain1ly demoruitrated illl capacity and ell'ectivenea and shown 
that it.s remarkable resoun:es and perfonnance justify the takiq on ol 
the,e additional responsibilities. 

I have had the illuminatin1 and impressive experience of not only 
being interested in the technical aa~lll of NSA, but al10 of obeefving 
tht1 re&ult& of its work as reflected in the reporte at the National Security 
Council level. Week in and wee~ out the information gathered through 
COMINT and ELINT reftect.s it.self in the infonnation placed before the 
policymaking olllce< ol Government and proves ill great usefulneq. 
I think it important that you be aware of the impact of your work and 
ol the great part NSA-collected information play• in our policYmakintr 
today. 
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I would add one rurtt1er observation. l am aware, together with 
many other,,, or the extraordinary response of the per!IOnnel or NSA to 
emergency rlemnnus in the recent pa.st.. For example, when a re<:ent 
fon•ign crisis demanded drastic exten.•ion of ar<!a int.clhgence gathering, 
technical and operational members of this agP.n~y, we know, kept a 
Z4-hour !!Chedule Llaily, even sleeping in their working quarters, and 
pro<luc!!d immen!l(>ly valuable inlormation which had not previously 
hN>n spt.~ili,..-1 by prioritit'!' or uemands. This kind of pet-fQrmance and 
dedication, I can a>\.•ure you, is deeply appreciated. { venture the 
lurth~r observation that such dedicaterl performance, carried out with 
great enc'l!Y and m&piration, reflects the fact that here in thi, NSA 
environment personnel are allowed to respond within a framework which 
i,crmrt.• them to use their judgment, their knowledge, and their :ibiliti<,s 
m a way that stimulate,, exceptional performance. 

And now again•t this backl!I'Ound o( personal experience and interest 
let me venture ~ome comment~ about some of the c,urrent and changing 
condition;; nnd rL'<lUirement~ which Sl't'm to me to afTecL the mle or the 
:--lutronal Security Agency. 

The United Stati..'S pohcy of not initiatin,i 'N'.tr, Logelher with lhe 
present U. S. ahility to retaliate if we are attacked, empbasiZ<'~ the 
value tu th,• enemy of achieving surprise. The ahility of air atlack and 
soon of mi~Rile attack t.o cripple, if not destroy, has greatly augmented 
Lht> need or th.- U. S. to detl'ct a surpri.e attack. It seems clear that no 
enemy woulrl attack the United Statt'S under present condition• uni= 
he thought that h(' h11d a chance of achieving surprise. Clearly the 
con-iuences of surprise are so great that uvery effort to eliminaw it is 
juRt11icd. The hazard or surprise thermonuclear attack h;u; greatly 
incrca<M the importance and complexity or the clasaic mi!ISion of in
tt>ll1gence the µrov1,1on of ul!f'ful ~trategic wurning. 

A "'-"-'nnrt factor that has impoeed new requiremenu on information 
1s,1thering and intclli~ncc is o{ course the greaL compfflMlion of the time 
element ,,s :i n,sult of the development or modem weaponR ~ystems. 
Ont> nct"rl only J1otP thi~ effect by coruiir!ering the problem of early wam
mg when inkrcontinental ballistic mi!'o!liles bttome operational. In the 
face of this condition we havt> no choice but to maintain a tuut readine!IS 
and nn :ilPrtness of response to assure that we have quick anrl certain 
reaction to an)· moves an enemy may make. 

Still a third factor, in r,,art affected by t.echnol0111cal developments, is 
the increasing difficulty of ~.1.ining intell~nce through more convention
al and classical me:ins ant.I the ennsequent incre:u,ed importanc,., or new 
and .ophisticat(•t.l kchniqu~. T n,oert not tell you that we have 
ohL'lined littlr information throuah cla111<ical covert. operations inside the 
Soviet Union. 1'.:'o amount or ~kill or courqc will Aente to circumvent 
in any large degn,e th1> elaborate security measu= available to a po-
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lice state. I need not tell you either that changing technolon in the 
communicatio115 field and in cryptography have mad1> our information 
gathering more rliftlcult. ~ a result of these conditio1111 it hall been nec
....ary to place increasing relianet.>on advanced science and technology in 
our intelligenee-113-thering activilies. In the 9\lbtle and comple,c al1, of 
measures anrl coun1.er-measures in intelligence collection, it h111 become 
increusin11ly important that we use the ultimate in 9Cie!IC4' and tech
nology Lo improve our intelligence gathering. The challenge, in fact, 
which lacei; us today is to devise technique11 which may be 110 close to 
the frontier of scientific knowk-dae that they may remain as a con
sequence unsuspected by the enemy for months or even for Y",1'11 and 
thus yield us an advantage because they are cloaked in the best of all 
ix-ible security-the condition where we know more and are more 
advanced than the opposition. 

Still another new condition which greatly altec:ts NSA us the rapidly 
growing volume or electronic intelligence. The development of misailes 
:ind the great increai;e of telemetered weapons and epace-vehicle activi
ties al'E' examples or the systems that generate growing volumes or !LI NT 

and have Lhe effect or broadening NSA's l'ellpon,ibility. 
Yet another factor us the changc in the oat~ of the race between 

cryµtosraphy and crypt.analysis. It would 11eem that the rate or break
ing has now pos,sibly been exceeded by the rate of makine. This fact 
ho!dA profound implications !or thl' Agency. Eat>ecially doea it point 
up the enormou§ importance or con90lidated effort and t.eamwork and 
research and or the clear recognition of prioritiH in relation to achiev
able 11oals. There is no evidence at all that some ol t 

NSA 'obuu<'h a 

e ort. Further, there is little evidt>nce that these challenlina: 
job3 will get done as tht>y might have been done in the put by some 
in!!pired ~plinter efforta or by groups going off to do aomething ent~ly 
different. The reading or communications information is just that.Md 
admit.a no fanciful escapes from reality. It c<Lnnot be accomplished by 
establishing a space platform from which to analyze the opectrbm of 
Mercury. : 

I have spoken of the inexorable effect of technological change on the 
program and the activities of NSA. Thi& warranlll additional.trnphasia, 
particularly thnt aspet!t ol it which poinl.li up the crucial importance of 

lechnical intelligence work to the welfare or lhl' nation.: Major de
velopment.!! in our technolol(Y, in business, and industry'; and indeed 
broudly in our culture will emphasize the [ll"OWing importance of 

communications pmces..ing in the year.i ahead. For/example, com
puters, communications theory, exten■ivc broadca!it and penonal 
communications ,ystems, the growing lit.eracy in the world, and the 
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need ror increased education by mass communication u-chniques-in 
general the whole comple~ or S<'nsing and cont.rol by which society 
orders itself i.s now clearly overlapping the NSA orbit. This will be 
an overlap of high value and significance if the gift:O!d people who are 
being increasingly aUraded t.o th""" general information handlins 
activi~ies earn discover and understand that they can make enormously 
valuable contnhutinns through the NSA it,ielf. There 11re other forces 
apparent today which are of great significance. lt becomes increaain11ly 
clear that tht critical needs of coming decades in our society m11y not be 
primarily Lite obvious ones such as materiulsor loodR or energy l"ellOurcea; 
they may indeed be th" meanK or better organizing and ordmng our 
socil'ty, and this implies increa.'ling need and reliance upon cornmunica• 
tion,. We face great increues in air and ...,,i traffic, and eventually 
~pace traffic, which will have to be regulated by communications. 
You all"l"..Mly know, of course, of the immen.e communication nets auch 
as the SAGE System and the techniques thl'Y RUJIRe!lt for handling air 
trallic problems. An e!ISl'nti11I Cactor in these great syi;ttems of com• 
munication, of travel, and of transportation will ht- check_ing schemes 
We have al!<O the po6Sibi\ity of systems which may be designed for the 
ultimate control of armaments. This week a group is departing for 
Geneva lo discu~• with the Soviets the techniques or reducing the 
ha1.ard of ~urprise attack; a di&cu&Sion or experts on the pro~lem ~ 
monitoring variou,; ways of springin11 a surprise attack. While th,s 
may nppcur remote from your preaent-<lay activities, I am sure thal you 
will readily agree that if and when IIJITl'l'ment.~ are made !or monitoring 
•y~tems either for 11uclear t.e,t,, or for the purpose or reducin.11 the 
hazard of surprise atl.aek, NSA will have a big part to play in the period 
during which such systems are operating. 

The increased importance of space and space vehicles is opening up 
an entirely new viijta ror signals intelligence. The ruconnai-nce satel
lite 1s an obvious possibility in sl)lice technol111y. Such a device can 
most certainly carry signals-intelligence equipment. In the light of 
present-day e1rperimentation with radio telescopes, w" may well diacover 
technique., or using these re9earch tools as collector,i, to some limited 
rlegree, o[ llignals intelligence. 

With all of thesl' impending developments before us we may well con• 
elude that the survival of our !IOCiety may depend upon the ,iampling 
and Cl'OSS<hecking of communications and EL!NT signals which all 
nations must increasingly U9(! to organize and direct their activities. 
This, of courv, is looking far ahead, since wc know that at pl'eflent there 
is the heavily pre..,-<ing problem of getting the original communications 
them.<1elVl's good enough to do an elementary joh of servina: the purl)OlleS 
or free world 11ovemments to increase stability, security, and under
,;tand ing. But that job will certainly be done. A■ it is done the 
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importance of verirying, cross~heckin1, and otherwise pr~sing i~
formation by mean, other than the obvious sender and receiver will 
become of increasin11 importance. This i, a st\rring viaion, far beyon<I 
the da,..ical concepts of COM INT and ELINT. but it i■ a surely evolv
ing one. It mean■ amona other thine< that the NSA will race the 
requiremenu of gaining practice and experience in _very_ large-scale, 
very complel information handling. The systems-en11meenng develop• 
ment which improvee the intereept and collect1on a, w•II a~ the ele
mentary analysis of a hulll! bulk of material recently being acquired can 
hav., tremendous value for reaponoibilitie11 which may come to the 
11.gency in the yeani ahead. 

ln conclusion, r would note 110me or the important step• which have 
recently been taken or impending which should be of direct aeaistance 
to NSA in meeting ita current problems and future responsibilities. l 
think, fOf" example, of the concept and eetabliahment of the CRITIC 
system. One of the highly valuable attribut.es of signals intelligence is 
its ability to react rapidly to perturbations within the enemy's com
munications system. Tf, however, tbc information derived from this 
perturbation sulfers long delays in transmission, we have not gained 
anything. H we are to rely upon sianals intelligence as our pri~ 
1011n:e or early warning infonnation, we must be sure that the mater1.1l 
arrives where it can be uaed promptly. It does no good to ,nm the 
t.a"lll't a!ter the missile haa reached it.a destination. fn the develop• 
ment of th@ CRITIC system there is a prospect of inaurin1 that the re
quired timely intelligenee arrivee in the hands of the President in time 
to be useful. 

Another important development which I alluded to e!'r~ier i8 the 
intei!'3.tion of COMINT and ELINT. Each of th~ field& la important 
in its own right, but the melding of them into an integrated whole can 
yield information that up to this time haa remained unexploited. It 
can also in!IW'e that we do not mi.v. important information that othcr
wiae hu not been available to UB. I am hopeful that this new approach 
win be uaeful in meeting aome of the telemetry and data-proea~ing 
problems that we are now racing. 

I also [eel that the research i1111titute which is now projec~ should 
be of areat value in augmenting the presently very effective research 
activities of the Agency. It can help, without in any way wenkening 
security, to bring the Agency in cloeer contact with the aeative rivilian 
scientific community. It ia hard to restrain enthusiasm for the posai
bilities or having effectivl! contributions to the ba.~ic understanding or 
cryptology and cryptanalysis without at the same time having; to bring 
these new contributors into poSllt!SBion of neceuarily BUper-aecret ma
terial. Occaaionally, academic .--arch haa revealed new general 
levels of knowled~. new patterns of what science or technology could 
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rea,oon11bly be cxpe<:tet.l to do, without tying result.s to doing a particular 
thing, such as bl"l'aking a pArticular code. The evolution of NSA has 
rea~hed the point at which ii c11n make Pxccllent uoe or this a.,pect or 
aca<lemic w .. ,k ~n,I th~ J>rojecr.ed res,,11rch institut~ ,-1,ould help to 
make• this pos.•ible. The student of crn>tanalysis and or in(onnation 
pr11c<>s.,ing in .such an in~tittill' can work hard and imaginative!} on 
information proce><sing, !ind ma way, year in aivl year out, that enable;; 
him not to (~I con~trained b, immc>diate day-by-day requirements or 
deman<l~. [ do not mean to sug:ge~t that wch a rei;earch institlltt, 
should be or can be scparated or isolate<i from th .. in-hoUS<.· researth 
:ind lcchno\ozy of NSA. Rath~r it should primarily s.erve to :is,;ure 
that research on cryptana1rs1s will be inmx.luced t.o the NSA environ
ment itself and /fourish th"re in ~cater mea,urP even than it has al
f't•ady. For e:i-ample, the proposeu insLitute should provir1e an effective 
frame or re(er~rice (or the sci.-.ntific ach1evpmcnls that must be appre
ciated in the vo5l NSA r,l"Ol(Tam in which achievemE-nt so gent•tally 
me.ns production. 

These ranrlom o~rvation~. Ladie!; and GentlHnen, arc prompted 
by the work of my scientifir. n.c;.,oc1aw~ who have been devotecl to the 
progTam, tho, P<•Ople, and the objed1ves of KSA. They arise, too, fmm 
the opportunilili'8 wh·1ch I hav~ harl through various bodit's of an aJ
vi,;ory kind, to look at the brood policy questions which are related to 
our national intt'lli11enct• !'llort and to the science and technology which 
must so closely be coupled "'ith this effort. What NSA 1s doing and 
what ow entire intelligence community is doing is of enormou~ impor
tance to our national .eeurity and our national leadcr,;hip a.nd as su-::h 
it warrants the attention, lhe understanding, and the be,,t efforts of 
able men and women who have contrihution~ to make to its program. 
I feel thi, very ~trongly and I. in dosing, would like to l<ilY aicain ho1t 
much I appreciate your ho~pit:1lily ;ind to assul"t" you that while you 
may, due to the wraps ol security, feel lhut you work in ob..curity, the 
importance of whnt you do and the fine Rpirit and rlt>dication with 
which you do it are understood anJ deeply appreciated anti are one of 
lhe great ll~St'ts of our nation today in a lime or trouble. And f would 
,~y Rnalfy how rnu~h we can all ret<pect an<! appreci11te and under
•tand the fin<' leadership which this AgE'n<:y has at the l)te!lent time. 

Thank you very much. 
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Data Transmission Over Telephone Circuits 
······sy-________ _. 

Und,mjjicd 

Mani, of rht high.er-speed crJIPtogTaphic madiines dtvtkiped al NSA Ort 

rtquired lo optt11le oP•r /~up/um, chan'llde. BeeaM,/Je ~ telepho'M plant 
WIii nol de,-.g,,ed for digilal ruuices, data traM111ission equipmmts are 
o/lffl 11.16d as intmnniaries lfdwem llu~ ma.:lri11es allli 1M /rartmission 
medium. This Drtick mw,,,s lite fu11.damenlau of digital signaL1, d.e
scribu I/it problmis 11111<1lffd in 1ransm.Uit.1g digital dala Ollff ttlep}tone 
circuil8, and pruenls S01116 of 1M dalli-1ron11111iawm ltthntq,us em.plored 
in COM SEC equipment~. 

I l't'MIODUC1'IO:'II 

Digital data in binary form is perhaps the simplest and m°"t rugged 
language for ele<,tronic machines from the standpoint both of proc:es5ing 
and of relaying inlormatinn. Samuel Morse first used it in 1832 with 
the hand telegraph, and il has since been enended to machine telc
gr«phy, the dial pulses in Lt>lephony, and more recently to digital com
puters, telemetry, and secure communication syst.!ms. Since Mor.;e 
slowly hand-keyed "What God hath wrought .. ." over a forty-mile 
wire line, high-speed data has spanned conlinenls and oceans by radio 
and telephone. Yet basically little has chanl!1!(i in the interim e,:cept 
the "keying" rate and the communication facilil1ee. 

The problems involved in transmittilli electrical signals over tele
phone circuits for any distance are essentially these: the channel favors 
cerl.ain oJ the various frequency components wtiich in combination 
constitute a signal in such a way that some arrive at the destination 
.soon~r than othen<, and all are not equally attenuated; and the signal 
may be further corrupted by noise pickl!<i up in transit. These diffi
cultil!fl affect voice and digital signabi alike, but the ear is oblivious to 
the delay variations and tolerant to some eJ<tent of the other two. 
With high-speed data, however, all these facton---but especially delay 
distortion-have to be carefully considered. 

Gf;N,.aAUZ.ED mc1T,r. COlilltUNU::AnOI"' 9J5T,:.'W 

A generalized digital communication system is shown in Fig. 1. The 
"raw" information fed to the input proce,,sor coukl conceivably be 
temperature ftuctuations or speech. 'T'he!!e are converted by the input 
proces.'101 into a aeries or discrete pulses, arbitrarily called the "mes
sage." The tran5111itter portion of the transmimion equipment suit-
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ably proc,'Slll·s Lh" m""""II" for Lran.smission over the c:,hannel. Becau.e 
of n0161' and the transmissivu properties ol the channel, the received 
mes.-.ge may not necessarily be that which was sent. The n,cciver 
J)Ortinn of the t!qUiJ1m1:nL operate!\ on the incomin11 signal in such a way 
as to miniml/.1' the disruptiVl' dfoct~ of the channel and pre.ents a rep
lica or the message to the output procea!!Or. Ill 

The two ends of the chain (the input and output p~) have 
hc<-n di~ur.sed in a previous article in the Journal \21: we shall deal 
here with the pror>ertie• ol the parts between-the transmission equip
ment ancl the channel. 

Digital !iignals represent information by a !leCf.lJeRCe in time uf d1s
cn.•t1• symbol• or signaling elements. Each signaling clement;.. a choice 
lrom a finite set ol allemative,,. The simplest embodiment of a digital 
sil(Jlal is one nffermg a choice between two pos11ibilities for eaeh signal
ing element: the binary sign;,!. With a ternary signal there are three 
such possib1litius; with a quaternary, lour; and so on. If the trarn;itiOOll 
from one ~late to another on! y occur at prescriberl time intervals the 
signal is St,nchr01101l.'I or hme-qua,u;,~d. Signaling clem,mls may be rep
resented by the magnitude of a currcnL IJUlsc (telegraphy), the fre
quency of u ,uh-carrier frequency (Frequency-Shift-Key 'fele{lfaphy), 
th•• relative pha!W! ol a sub-carrier frequency (Collin.• Kineplei) 131, the 
po,i t.1on or dur.otiDn of a pulse (Pulse Position or Pulse Duration Mod
ulation) or a combination or th<! above. 

Onf' common message format, called baseba,id, is .shown ,n Fig. 2a. 
It oon~ists of a s,vnchronous ~tream of binary elements of equal dura
tion, wiLh no int.._.rvals betwe.!n them. In this caso, we say that the 
signaling element has a 100% cluty factor; i.e., the product of the pulae 
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duration by the pul..e repetition frequency (PRF) ia unity. The stream 
shown below ,.ould be described as a &yncbronoua quatema.ry sipal of 
83%-duty-factor pulaes. 

A standard mcaflllring unit of signaling ~peed or modulation rate thal 
will apply to any or the po&11ible digital .signala ill !IOl'ely needed by the 
data community. For digital data the IKA&d, borrowed from telep-aphy, 
is probably the one moat widely employed. It is defined as being equal 
to lhl' reeiprocal of the shortest •ignaling element's duration (in aec
on'1sl. A speed of one baud i.s therefore one element PC'I' 1ttond, but 
one element per lll!COOd ia not necessarily one baud. The unit ltil.a/lW 
is al,io often used, although, as defined by Shannon 11] it ia a unit of 
inronnation, meJ\SUring the entrow (uncertainty) of nn information 
aotme or the capacity or a channel (4]. When denoting 1peed, biuf,ec: 
can be defined as the product or tbe number of binary cboice8 or bita 
per symbol by the number of symbols per Bt.-cond. To illustnr.t.e an 
a.mbiKUity th11.t often arises when thew units are employed indiserimi
nat.ely, let us refer to the quaternary aignal sketched over-leaf. Hen, 
the modulation rate iA six baud, or four bits/&ec -a,..uming all choices 
to be equally probabh,--, or two symbols/sec. Only in the baseband 
ca.-e are bauds, bit.sioec, and symbola/aec synonymou~. 

From the e&amples, we note that speed expressed in blud may not 
always convey what a system is doing, but rather indicates its maxi
mum capability and so can be din!ctly related to the bandwidth re-
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quiremcnl~ o! a channrl-which is doubtl<'SS the reason why it 1s pre
ferred by communicators. Bil.li,i!IE'(:, on tbu other hand, i( properly 
applied, is a truer measure of actual perfonnance. 

From now on, we shall ronsirle~ only wnchronous binary signals, and 
express spc,.-d in bauds. 1t is, of course, true that many data systems 
are noL binary or evPn lime-synchronous-for instance, the Start-Stop 
Teletype but the simplicity and the prevalence o( the ca.!IC cho,;en 
mak•· it peculiarly suitable (.or elementary discw;.sion. 

In the (orei,:uing, the m<"&Sal!!e has heen represented as a lirtw func
tion'; to evaluate the effects or requirements of thte transmission 
me<lium, however, rt becomes nece,,.sary to expre .. , the ma"'311c charac
teristics in the parametcni of the medium. The,;e are generally given 
in terms o( the cin:uit'R steady-state loss and phase characteristics; i.e., 
how the telephone circuit attenuates -~inueoidal signals of various fre
quencies and how it affocts their transmission velocities. The former 
is callL-d the am plil11rle or frequency-retiponse or the dn:uit and thl! 
latter the delay ar phase-response. 

Through Fourier-translorm calculus we can deRCribe each silltlillin11 
element or Fi11. 2a. as the sum of an infinite number o( Rine waves of 
various JK.-riods (2-rr/.,.), ampliLudl'I! (A.), and initial pba.ses aJlllles (•.). 
Or by the same token the entire message may be tran.'lfonncd into a 
series of sine waves.' With the si11nalina element so represented, we may 
readily compare it.. freq uE"ncy a nil phase characteristic with that or 
the channel on a common ba.•i.• or A, aod ,t,.. A plot of the A, and 
•• versus frequency obtained by transforming one digit o( Fig. Za
is shown in Fig. 2b. The figure~ inrlicat.e that the bandwidth or (re-

1 For Fir. 2a 1t .,,. 

/(ll - H(r - Tl - H(I - 2TJ + H(I - 17') - 11(1 - &T) + 11(1 - Tri -
H(I - BT) 

fo, , < • 
Whore H<• - ,1 - \I, Cit z 

'Sn that the m-of F'lr- to wuld allo be ,.,.1tt,en, 
/(0., AJi + A, &in (~,1+.,) + A, •in (2.,,1+.,,)+ ... A. •m 1-,1+._), 

where: w, - 2r/ KT, K7' bei"1" the d~ratlon ol the m_, 
A. - ampht.ucle- of f~uency R/1 - nw1f.2.-, n -1. 2, 3 .. 
•• - initial ph- of fn,quency "1, 
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quency ,pace of this silf!laling clement extends to infinity and its pha,e 
characteri~tic is linear. But what is the minimum bandwidth needed 
to acwmmodatl· ba.~hand at a speed or 1/T bauds? 

Nyquist has provt'<l that the minimum bandwidth needc-d for di•
tortionle89 tr-.lnomi"9ion a.t l/T bauds is l/2T cycles per "'-'Cond. He 
further ohowed that the frequency spectrum of b~bund, it partitioned 
into band~ 1/ZT wid1· c-entered at multiple,; of 1/T, contain<'<l lhe same 
information 15J. From any one of these "fundamental band•" the 
original ~ignal could be uniquely rl'Covcn:d; .r,,covery from n funda
mental bands (,a = 2, 3 ... l only yields a more exact replica of the 
•ignaling clement. Thi• gave telecr11phera of 1928 and the present
day data transmission engineers an import.lnl criterion as to the mini
mum bandwidth net>de<l for distortionless transmission or rligital 
signals. 

'R:Llf.PHO"'i. CIIICUrTS ""'i b41"4 COlllllilUNlCATf0:"'11 «,;HA,.Nl"lllil..S 

Mr,;sar-grade telephone circuits are currently being exploited al
most e•clusively for U!le o, high-spc1•d data channels; program circuits 
from fi to 15 kc are available on a hmited basis at premium t.ariffs, as 
are 48 ke, 240 kc. and video channels. We shall restrict oursdvcs, 
however, to the message-grad<' circuits, which consist of lo11ded and 
non-loaded 19, 22, 24., or 26 A WG cable, found in the local plant, n 4 
kc channel in a cable ca1Tier, anrl open wire lines-to name a few
combined in various and sundry pro!)Ol"tions, plu• the associated 
central-office equipment and line repeaters. 

Tbe majority o( thei;e facilities in the telephone plant hav<' been in 
existence since lnng before the era of hiat,-speed d;,ital machines and, 
unfortunately, do not pos!ll'SII the characteriatics needed for optimum 
datu transmiaion. Modifications o( the telephone plant that would 
improve its data performance would likewiae help i.peech tran11T1iS11ion, 
but would be economically unsound, Mnsidering the preeent prepon• 
derance o! &pe<,oeh traffic and the very alight degree of improvement 
that would be achieved. For this l"l!a80n data tranemiasion equipment 
designer~ i;trive to pattern their systems to the existing ylunt. Con
siderable effort 1~ now being eipended in this area by the military 
establishment and by commettial firms. A much publicized data
transmi.'<:!ion system iti the Collins TE206 Data Traiuceiver, which is 
rater! at 2400 bil~ per second ovl'r a normal 8 kc channel. This ~ygtem 
is cu1Tently being field-tested on messa&e-KJ"ade telephone circu11.1<, but 
as o( this writing no conclusive perl'o,mance data are available. 

The telephone-circuit channel characteristics that will be given 
primary attention in what follows are bandwidth, linear distortion, 
and noiee; non-linear distortion and level control 11'ill alrtllldy have been 
taken care of beeaose of their importance in telephony. 
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The banrlwidth requirem.,nts or a diitital signal were Mown to be 
dependent on thC' modulation rate and on how faithful a replica or the 
signalina element wa• rle1<ired. To illU8trate what happen• when tho 
banrlwidth is re<luced, let us consider the .,,. ... of sending bwoeb1rnd al 

1/T bauds over a channi,I 1/2T cyc!Ps in bandwidth. The channel, 

All! 11(1) 

....!... 2. 
IT T 

Jo IU,TCIIED CKAIIACTUtSTIC 

Jb CHAMN[L OUTPUT J 910NALING l'lE'Mt•t 

fltll ....________ --.-I -+---I 
ST 4T 

51. UNIT IIIIPULI! SIGNALING ELlll!~T 

I'll, J, 

shown m t'ig. 3a., is idl-al, in that it6 frequency and phase 11'sponse 
have been tailored Lo this signaling element. Tho channel output, 
per si171aling clement, has the form (l/T)(sin rt/T)(rl/T) and, as shown 
in Fig. 3b, is ~era at inu.wal multi1ilcs of T; successive inputs can occur 
only at integral multiples or T seconds- since th~ signal is synchronous-
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and will yield identical outputs. The received message will then con
si&t of the sum of such wavefonna. 

Ir the channel output ts examined or synchronously sampled at 
inwrval• of T seconds. the effect or all preceding inputs at the sampling 
instant for the pulse beina consideN!d is ...,.-0; furthermore, the ,ignal is 
at its peak value, thereby maximizing the signal-to-noise ratio. Trans
misaion at this rate over a chaMcl of ku bandwidth would n.,su\t in inter
~ymbol interference and thereby reduce the signal-to-noillC ratio. 

The choice of a different ty(l<' or signaling element, e. g., a unit
impulse as ahown in Fig. Sc, would not alter the output sifllal if the 
amplitude respon11e or the channel were n'Ctangular instead or skewed. 

Thi$ constitutes an elementary proof that di!itortionless transmission 
in the Nyquist seruie cnn be attained by signaling over a channel, 
matched to the signaling o,ll!lllent, wh011e bandwidth i• one-half the 
modulation rate. In pr.ictice, the characteristics or the ideal channel 
do not exist, and modulation rates le,.. than one-half of the Nyquist 
maximum for a given channel bandwidth are 1111(.-d. 

Liiuar Duiorlion Co11aidtralio,u 

''Linear distortion" refer., to both the delay and the amplitude dis
tortion cauS1..'<1 by a transmis.sion rucility whose amplitude and phase 
characteristics are not compatible with U\O!le of the tran1111itted signal, 
owing to imperfect filteT!I and equa[iz.ers or to thte fact that the effectiv-e 
bandwidth or the telephone circuit itself decreases with line length. 
Such departures cause the various frequency components of the signal 
to be unequally attenuated, and also to und~rgo unequal transmission 
delays. The net effect at a receiving terminal is "echoes"; i. e., Lhe 
amplitur1e and zero cro,...ing or the received signnl nrc ulteT"ed, thereby 
hindering the rleei,ion proceM, e!lpecially in the pre,ience of noiae. The 
correlalion between echoes antl thl· stelldy-atate ttanl!J'llission charac
teristics was first publil!hl-d by H. A. Wheeler, and the read.,, 1s refer
red to his work (6) for a rletailed presentation of Lhis subject. 

One way or undoing linear distortion is by performing the inverse 
process by menn, of a handicapping system of amplitude and delay 
cqualizel'll that appropriately attenuate and delay each frequency com
ponent of th,· signal. ThiA in,ur-e,, that the receiv('d component part., 
correctly combine in both amplitude and phase into the desired signal, 
by making the ovl.--Rll <lt!lay and 10!!& charactl•ristica flat. Equalin• 
tion in effL'Ct muLche,, the channel w a particular signal. Very often, 
however, this may not ofl'er the most practical Aolution: Cor example, 
baseband transmission over long clL•Ulllee telephone circuits is llt!lrlom 
feaaiblc, because most of its energy is concentrated at the low fre
quenries, just where the channel characteristics, shown in Fi1. 4, are 
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poorest. Equaliiinit below 700 cps, thoul(h possible, is impractical. 
But by frt'qucncy-trnnslating a fundamcntnl band of the signal to a 
more suitable position relative to the channel characu.-ri~tic, using ,come 
modulation method,• 111~ ~an readily overcome this diffirulty. Even 
after moduJation some equai.ization is generaJly required, but tht• 
amount is comparativ~ly sliRf,l . 

Noise Considerations 
One d~finition of noise is that it is any extraneous fluctuation tend

ing to interfere wilh the proper and easy pcrcepliun ol the i;ignal. 
Noiae in I.he over-all communications system comes from many dif
ferent sourcea in varying degrees. The main types may be classed 1111 

mon-fflad~, alm011pMrit, and IMmtal. 

Man-made noise covers a multitude or sins ranging from crosstalk to 
extraneous interference by auto ignitions. Atmoapheric conditions, 
such as lightning and temperature-humidity variations, are nature's 
way of plaguing our efforts at communication by introducing noise 
impul!!e!I and diurnal changes into a circuit's frequency chan,,,teristics. 
Thermal noise is an inherent chancteriatic of all the components in 
the communication~ system from the wireline to the electronic hard
ware. 

Man-made (dial pulses) and certain kinds of atmospheric noise !!hare 
the Qualities of abruptne&& and transience and are usually d.uised to
gether as "impulee noise" by the cornmunication11 engineer. Because 
of it.• nature, impulse noise defies mathematical analyaia, so that most 
studies of it are empirical. If the signal spectnlm it corrupts is nam>w 
in compari90n to the spectrum of the impul1e, it n-.,embles thermal or 
wllit, noi:ie in many respert&. Tn any case, our attempt at providing 
an adequate def~nse againAt it leaves much to be desired. Thermal 
noise can be descnbed, but in a probability 11en...e only; for exam.pie, if 
all or the po11oible voltage levels of a thermal noise signal ~ plolted 
versus their relnliV(' frequency of occummct!, thP re11ulting curve would 
be GauS!ian with a mean value of zero, and the value of the second 
moment about the mean (variance) would be a m"asure or Lhe noi11e 
power. In the ca.oie of synchronous binary sil[Tlals, if the noiae level 
exet!e(ls half the peak-to-peak signal-level Ill the time of sampling, an 
error may result. 

One obvious way to reduce the effects of noise and linear distortion 
introrluced along the transmi .... ion path i~ to regenerate the signal 
before the damage becomes irreparable. ln voie<.e telephony, despite 
good repeater design, noise effect• are cumulative, thereby limiting 
the number of tand~m links, buL synchronous binary signals ran be 

J A J)rUCZN •hn'.'h var~ aorne par1meter (amplitude. [rwquenty. or pha.J of • 
charatter lrequen,y, in ■teord&net with the information. 
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!'('generated without (•!Tor if the toL;il perturbation lli!Ver exceeds half 
the peak-to-peak ~ignal amplitude: all that is required is a binary 
decision :inti a retransmis'iion of a given waveform. Since the noise
lev .. 1 limits cannot be guarant-i, errors may occur dL-sµil" re11enera
bon, and will increaM!' monoton\cally with th~ number or hnk! in 
tandem. ThP en-or rate, however. will bf' con•iderably lnwer than in 

the nonrel(<'ncrativc cuoe. But unlesa such n:11cnerative repeaters 
r.nuld be provicll"d by the telephonl' company they would be of little 
value. 

Tuning Co-rtsidrratiam 

As has Jx.,:n previously impli\.'tl, timing is an imporl..ant factor in the 
decision pmcess at a regenerative repeater or receiver. This was 
illu~lrated previously in the example ol binary signaling Lhrough a 
minimum bandwidth "matched channel;" in the case of linear d1a
Lortion with the resultin11 t,cho,,,; or "cros.sover jitter," accurate timing 
is even more essential because !lalTlpling mal'l!in is clecn.,ased. Timing 
plal·s an mlclitional role in on-line additive-key cryptosystems bPcause 
s_vnchronous operation of remote key generators during the absence of 
incoming si11T1al, must he maintained. Both th.,.., con~idcralions 
could be sat,sfle<I hy extremdy ac,curatf' clock,; (timing wurce•) at the 
transmitter and the rt.~eiver, which aft.er initial alignment would run 
•>·nehronously for the cryptoperiod. Such devices ar~ at present im
practical bccau!le of their cost and size. Other scheme8, which make 
use of the received message, have been auccessr11Hy employed in 
COMSEC equipment... Three of the6e will be discu'!Sed. 

One method used to maintain synchronism, called li111e-boa reco,err, 
derives the rt.-cciver timing by differentiating, rectifying, and filtering 
the received signaling elements. This is J)OMihle since synehronoW1 
element~ inherently J>05SO'S5 timing information. Such a means of fre
qu~ncy rf'(!OV<'l'Y is simply in•trumentcd, but has the diiwlvantage 
thaL signal failure or long perio<ls of slA'ad_v mark or space will defeat 
it • Although the latter condition is very improbable in cryptographic 
lran,.misi;ion, thl' former i, common in HF radio tran~m1::1.,ion during 
!'f'Yere fadin11. The effediven.,..,, of l1me-ha.-.e r~overy is dependent on 
the "m.,mory ume·· or "Q" of the liming-reco""ry circuitry and the 
st.,b,lity of the transmitter clock. Time-baS<· n•covery is used in 
c1pbrtext autokey systems which arc ..elf-synchronous cryptograph-
1cal1y, an<l in additiv<.~key systems where "crypl.o-synchrony" i1 
C!llablished on a push-to-t;,.lk ba~is. so that long wrm frequency st.ability 
ts not n.,quired. 

• An evP.n more duect and fle1.ible me,.ns or time--ha.~ t'Ptovery it1. pm:.!!-ible with 1 

5ynchmnous AM 51rnatin1 etP.n,e,nL called "Dipu1,-·· (decri~d in UM! ne.a.t seetlon). 
Here the reeoiver 1imint1 can ho derived dtroe\ly by limitin1 the •IC'l•l. 
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A r.econrl mean~ of synchronization employs a local timing source in 
each repeater and the receiver. Thi• consistJI of an accurate clock 
which is automatically phased or synchronil,(,,d by 1.he incoming •-ignal. 
R~-covery eystems of this type can maintain ~y•tem Aynchronism for 
relatively long periods in calf'I' nr signal io...-. but are more expensive 
to instrument. 

A third method t.rnnsmiL, the timing information on a separate chan
nel ~imullancou.•ly with the normal output si11nal. Although it simpli
fies the receiver, it is costly from a Lran•mu..,ion banclwidth and power 
~tandpoml. The last two method& are common in cases where •yn
chrony mu~l be maintained for lh~ cryptoperiod. 

The data transmission technique• ~ in COMSEC !!quipmentA may 
be divided into two broad categories: time-division modulation (TDM) 
or ..-rial methods and !requency-<fiviaion modulation (FDM) or paral
lel methorls. Fnr most of the applic-.i.tions within the telephone plant, 
TOM suffices and is the choice on the basis ol tenninal-c!Quipment 
size and economy, whereas FDM equipment& are used roc high fre
quency radio applications and are lal"l!"r and more expen91ve 17]. 

TDM 
Various time-d1v~ion techniques are used f<H" the transmiNJion of 

binary data over telephone cin:uit&, the !!election beil!Jl dependent on 
signaling speed and the pal'ticular lransmiuion facility. Some o[ theee 
prepondl!l'antly w1t.ad in COMSEC aysterns, with speeds ranging from 
1500 to 60,000 bauds, will be de11Cribed.below. 

BtJSeband Trammi8sio11 
As the name impli.,,., this refers to direct transmission or binary 

pulses over the telephone circuit. Baseband tranamission in the 25 ·50 
kilobaud rangl! is possible on non-loaded cable pairB at distances up to 
20 miles without rt.'l('neration. Here the channel characteristics can 
be made substantially earn patible with th011e or the bal!eband signal by 
the use, above a kc, of simple amplitude equalization to offset Lhe 
•lowly falling channel response. Although the channel lll'f'atly at
tenuates frequencies below 300 cps, the resulting lineal' di8tortion is 
nealigible al Lhe11e speeds, because ~ur.h a !lfflall pereentag,e of the 
signal energy is aft'ected. 

S~chronoMB Amptilu,u Modulalima 
A common methocl ol synchronous amplitude modulation, by which 

Lhe signal is frequency-translated to match the channel, utiliz.ed in 
COMSt:C systems, is "dipulae"; its signalina element and spectrum are 
illustrated in Fi11. 5. In this technique, the baaeband signal amplitude 
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modulates a ,ynchronous carrier whO!'e frequency i• equal to the 
modulation rate, At the receiver the baileband can be recovered by a 
conventional AM envelope detector, and since timing infonnation ia 
alwKys present in I.he form ol a ~ynchronow; Clll'rier, ,L can euily be 
extracted, as noted earlier. Althou,ih this technique n:quiru, about 
twice a., mueh channel bandwidth as the baseband caS<,, it.. frequency 
translation propett1es make 1t desirable on circuits having adequate 
ba.nrlwidth but a poor low-frequen~y respon!lf'. 

Si,ncltro-., Pkas~ Mod1tlalion 
An embodiment of phase moduhition termO!d "<lipbase" is also used 

when I.he low frequency responae of the circuit is not suitable for base
baud tr<1n•mi ... ion, and offers somewhat the same advantage as dip1dse 
in regard to frequency rer;ov~ry. In diphaac the basic 1ignaling 
element i6 one cycle or a synchronous carrier frequency that is equal 
to the modulation rate, whO!le phase is varied 180° in accordance with 
mark-space information of the message. The salient features of di
phase are illu.~trated in Fig. 6. Here we note that its spectrum re
sembk,s Lhat or dipuh;e, except thKL the carrier is supp""'8ed, 

Baseband, ,iiptilse, and diphas<> technique- have boon succe,sfolly 
applied to COMSEC equipments operating up lo 50 kilobaud•. 

V t1tiQ1at Sideband 

Vestigial sideband transmission, proposed originally by Nyquist 15], 
offers the advanl.a!l;i.'S of fl"l!(juency tran~lation in fitting the signal to 
the channel at a small (aa co01l)Ul'Cd to dipuhie and diphase) bandwidUi 
price. but at the expenr.e of vulnerability to 110iae.t8l Although both 
di pulse and d1ph- signals are in a sense lrequcncy-tranalated veniions 
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of the ba.9eband signal, the amount of tramlation is ,overned by the• 
signaling rate, and may not optimally matcll the ,ia,,al to the channel. 
Thi• ie not the c:ase with vestigial sideband. 

A vestigial sideband signal consitts of one sideband of a normal AM 
signal plu1 a modified version or the other, with the carrier frequency 
so selec:tro that the signal is translated to the linear portion or the 
channel characteristic.• (To clarify the bandwidths implied: 11 a 
fundamental band requires one unit. AM will require two units but 
VSB only about 1.16.) The various •tares or vestigial sideband 
generation are shown in Fig. 7. As indicated, the baseband signal is 
fint pre-shaped lo limit its frequency-spread before modulation. The 
baseband is recovered by conventional AM detection. 

FDM 
Frequency division modulation entails more than the [requency 

multiplmng ull!d in carrier telephony and teletype. Th" latter is 
simply a device by which many messi.ges are channeliz:ed or "•tacked" 
in frequency for tranamiaaion purposes, whereaa FDM ia il method 
used to combat delay distortion encountered in HF radio and wil't'
line transmission or hiKh-speed data. In FDM a aerial binary stream 
is converted to rnany slower-~peed par.Lile! ,treuns, which in turn are 
frequency-division multiplexed. II an input messa1e at r bauds is 

• The pidure poniot1 of & broadcut. televi,ion •~naJ LS & common eumple of • 
•Nt!fial-sideband tra.osmiMion 
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converted to fl parallel streams, the modulation rate per transmission 
channel in FDM is tht!n R ~ r/n bauds. Since the modulation rat~ 
per channel is low if 11 i.• large, the efl'ect or echoea due to linear dis
t.011.ion or multipath is leAA pronounced, but the narrow band channels 
require goo(! frequency &tahility and levc,l control in both the tenninal 
~,quipment and the tran•mi,;.sion facility in ordc,r to prevent cl"OSStalk 
and intennodulation distorLion. 

1'19. 8, 

L£1fll'O. 
.... - a,.,.,. ...... 
"' I • .,._!I. ., . ., ...... 
... •&n •11,.•t•-
, .... •- 'l•H l"lL•I ■ 

A typical FDM sysb..ffl is shown in Fi11. 8. The message i~ Lime-de
multiplexfd by the input commutator, and each or the derived chan
nels excites a frequency-Rhilt 09Cillator in the voice frequency band 
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such that a "mark" nnd a "~pace" corre11pond to oscillation, of lre
quency J., and J,, respectiv~ly (where the numerical sub!!Cri_pts denote 
the channel frequencies which arc spac~...i Lhrouahoul the voice band at 
intervals of 200 cps). The FSK output• are linearly added for trans
miYion, anrf the receiver performa the reverse process. 

Frequency division modulation techniqueR have been sucoes&fully 
used in COMSEC AyRtem.s at 1500 bauda over exi~ting mesaage-erade 
cireuiu in the telephone plant. For "attended" operation thei: salient 
advantages over TDM are decrea..ed vulnerability to delay distortion 
and to noise, although this may be off•et somewhat by croutalk due to 
intennodulation distortion and system ali1t11ment. 

CONCLU'!ilON~ 

Th~ ideal data-transmission preparation equipment, n~lecting con-
9iderations of COAt, Ahould ht, a flexible device that peiiodically 9C8na 

the channel and .elect.. the optimum transmisaion technique to match 
it. Until the advent ol such a device, reliable data transmiuion over 
meJl'laiC•gradc circuits on a random-call ba.qi5 in the existing telephone 
plant appean to be limited to abollt 1000 bauds; higher-speed syst.ems 
will requil'I! special circuiti; at higher tariffs. High capacity FDM 
transmission ~ystems for u.se on voite circuits, though available, are 
not a panaeea, becauee they are not readily compatible with serial
data processing systems, and are costly. Serial transmi&aion techniques 
auch as vestigial sideband, on the other hand, are economical and di
rectly compatible with i<erial-data processing systems. The advent of 
low=st high-i;J)C('(I data channels will certainly make them highly 
competitive. 

In conclw;ion the author desil"IIB to acknowlc,dac hi■ debt to Mr. E. A . 
Enriquez, whor.e unfinished draft o! an article on this same aubject he 
ha.s consulted exten~ively and l"l!peatedly. 
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Antipodal Propagation 
BY N. GERSON 

A aa:.m..,s'°" of 1M sptcial eomid,ratiom ifl«>lved in tAe nupllOII of a 
radio 1ig,ial a.I a point antipodal io CM lt1Jn,t11itli!r. 

lllilTRODI.ICTION 

Probably everyone is acquainted with "whisperma 11allerin." These 
are rooll\!i which after conatruction (aometimes deliberately, !IOmetirnes 
accidentally) focus sound wavl!6 originating at some particular aource 
to a second point. Many of these are well kno1r11. There i!i one, for 
instance, in lhe old State Capitol of Maryland in Annapolis; another 
in the U. S. Capitol, in Washington; and another in the ~ in 
Pari•. Probably the one best known in Ibis country is that found in 
Statuary Hall in the old House of Representatives in Washington. 
The elliptical room, who..e walls are fairly good reftectoni for aound 
~n~. has two foci, and a whisper at one is clearly audible at the 
other. However, should the speaker move even a foot from the focua 
and then shout, hiA voice will fail to can-y and will not be beard al 
the othl!f" focus. 

Something similar, of coune, can be constructed for any type ol 
wave motion. Signals radiating from one (OCU& would conv«&e at 
the second with but small attenuation. 

In this conllt'Ction it llhould be noted that natural "'hiapering gal
leries are already in existence. One such gallery exiata in principle 
ror radio waves propagating between the ionosphen! and the earth. 
The two foci are (BJ the transmitter location itself, and (b) ita antipode. 

Although the actual ca.., ror the earth and its ionoaphere ia aome
what complicated, the conditions may be idealized as ahown in f'ia. 1. 
This diagram illustrat.es two concentric aphe~ the inner one com,
sponding to the earth and the outer one to the ionic layer "'bicl! re
flecta the radio "ave in question. The outer surface of the inner 
sphere and the inner surface of the outer sphere will he taken aa per
rect apecular refttttor.;. To simplify the treatment, the wavelength, 
A, of l:M electromagnetic wave w'ill be considered ae much !mailer th.ui 
the separation or the sphere&, z; i. e., >. c:.z. 

The latter condition holds for both the HF and VHF bandr.. For 
t'xample, the ionic layer allowing reftection may be the E, Fl or 1'2, 
which haw altitudes of approximately 100 km. 200 km, and 300 km, 
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~~ectiveJy. When the wavelength is less thao 1000 meteni, the con• 
d1t1on >. « i holds, and ray tracing is valid. 

Non•in1egrol 
number 

of 
hops 

to 
antipode 

"•· ]. 

Integral 
number 
of 
hops 
lo 
antipode 

Ground 
antipode 

Fi~re l represent.. a rnerid ional cross-section through the •pheres, 
co~la,nmg the renter of Lhe sphel'e!I, the radiator T, and I.he antipodal 
point R. Two rays are illustrated, both o( whi<,h are re-rocuaaed at 
the source T after one transit around the inner sphere. The ray which 
completes this transit in an odd number of bops ill reflected from the 
outer "Jlhere at the antipodal distance, while the ray making an even 
number of hops, inlerseclll Lhe true antipode of the sourre. 

Radio waves of the latter ty~ are of great potential interest. They 
musl Mtisly th" relationship 

(1) 

where m i• the number of hops to the antipode, and a is the central 
angle (at the center of the sphere•) subtended by one hop. Obviously 
"' mW1t be a whole number. 

It should.be realil.ed that Fig. 1 ill1.111trates a cross-llll'ction throllih 
the ~pheres in°"" plane only. The same condition• oceur in all plane 
pa&.sm11 through T and R. Thus the signal •tren1th at the receiver is 
the inten•ity o( all rays integrated through an uimuth o( 360° arriv
ing al R. ln the ideal case, this intensity is appreciable, and a

0

llows a 
clear, unambiguous ini.er,,n,t.Mtion of the signal, radiated at the source. 

Some comments may be made about those hops where 

(2} 

m being integral (Thi~ condition includes not only thOtie Casetl where 
rays are focu!llled at the RTOUnd antipode, but also those where they are 
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focll8IIOO at the ionospheric antipode. ln either event the raya apin 
J)ILl8 through the !IOurce of radiation, T, after one transit around the 
earth.) When Equation (2) is satisfied, the reflectiona m., m,. etc., at 
the inner ,phere are termed mullipu ,mage i,°""8. 

At the multiple image location&, •aya arrive only alona the great 
eircle path containinir both the receiver and the 110w,,e, some bein1 
propagated along the 1hort segment and othen along the long sesment 
of this path. 

In the ideal caae considered above, the time difference, 41, between 
the amval time of (a) the llhort•eegrnent and (b) the 10111--.ment 
rays is constant alolllr the small eircl• cootaining the loci ol all points 
111,. m,. etc .. respectively <- Fig. 2}. Eaeh of tbe small circles is 

Flt- J. 

oenttred on the uis T-R. For one 1lobal tzansit, the time aeparation, 
.61, attains ita ll\allimum at T and ita minimum at R. At T, .61 -
1, - 1, - I., for the shart•aegment wave arriVl!III at time I, • 0 111!1:ouda, 
and the lona:•seament ray arrivea at I .. 1,, the time required ror one 
transit around the aphere. At the antipOde R, the geometrical abort
and long•seament paths become equal, whenre the time diff-nce I 
.. Ir - I,• 0. 

The time required for HF radio wavea to make one transit around 
the 11lobe has been meuured on a great number of occui01111 and found 
to be fairly constant at , - 0.13788 seconds. The tranait ia made via 
a multihop propagation between the ionORphere and earth, u in tbe 
idi!al ca&e portrayed in Fig. 1. 

The magnitude of the time separation betW1!M the Iona• and short
lelPJlent paths provides some indication of the ladina e%peet.ed at dif
ferent locati01111. Severe fading would result when the two waves ar• 
rive sufficiently out of phaae lo produce dl!lltructive int.erferenee, with 
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markedly distorted signals. Thus the least interference between the 
two •iirnals may be found at the sites T and R. (The fading which 
occurs bec:awie of interference between the ordinary and elttraordinary 
rays, lateral reflections lo the n,ceiver, and polarization, will not be 
COll6iderl'd here.) 

Mar.imum fading between the signals of the long-and short-segment 
pathA probably may be expected at first-hop distances from the anti
pode, where the time separation, At, is small, and the siiflal intensities 
are approximate)?' equal. Appreciable fatling would not be expected 
at the antipode, sm<:<! all geometric paths from Tar,, equal. In practice, 
howe_ver, the electrical paths to the antipode are oJ different length, 
for d,fferent rays, because of differences in the dielectric con.qtant the 
presence or ionospheric diacontinuitiea, dift'ettnces between day' and 
night paths, and !00 on. 

Several int.ereatina aspects of the ideal model may be noted. With 
two perfect, concentric, spherical reflectors, energy radiated rrom a 
IIOW'Ce T ia reflected indefinitely without 108$. Thus, the entire volume 
between the two spheres may become unifonnly filled with the radiated 
energy, which is confined without IOSJ between the two spheres. 

It should be noted that in Fig. I, only one ray path was ahown in 
the T-m,-m,-R plane. However, a number of rays rnay propagate 
from T to R provided an integral number of reflections takes place 
with each. For example, as.,ume that Equation (l) is satisfied. Ir 
the central angle is now halved, the number ol hops is doubled and, in 
general, "'° = 2m(a/2) - ... - (111 n) (a/n) - ... When no eneru 
is lost or dwipated by the spherical reAectol'S, emissions at any !re
quencJ:' in the elect.romagnctic: spectrum, radiated at angles saliti[ying 
Equation (8), amve at the 110urce T after one spherical transit. Any 
~Y not arTiving; at Tat the lint transit will amve there (approximately, 
if oot exactly) at some later lime. 

As perfect specular reflectors are non~xiatent, Ille eneru loss arising 
from multiple reflections within tbe two concentric reflectors should be 
~umi~.. If the reflectance at each reflection point i5 r, the final 
intensity 1s given by 

(4) 

where l is the final intensity; [ 0 , the initial intensity, and III the num
ber of reflf,c:tions since emission. An lnditation or the decreaM! in 
intensity for various values or reflectance and after a given number or 
reftections is given in Table I. 

Tim 1Dl'r051'11Ult A.NU Ttn'.. U■TH 

Th~ actual ionosphere and earth depart from the simplified model 
descnbed above. Although any particular ionic layer is not spherical, 
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TABLE I 

EJl1ctlY11 Ra111CliYlty Alt,,r Multiple Re~· 

r-" I~ 
-i-,-. 0.9 r • O.t6 

1 0.800 o.800 o.uo 

6 

10 

15 

20 

n 

ao 

40 

0.328 

0.101 

0.0812 

0.0115 

0.0088 

0,0012 

O.II004 

0.0001 

0.690 

Ud 

0.206 

0.122 

0.0'12 

0.042 

0.026 

0.011 

R.,, • r•, where: R.,1 • effective nfltie'livily 
r • refteetivit)' 
11 • nurnber of reflMt.ions 

0,774 

0.ti8t 

Ult 

o.m 

1.211 

G.118 

0.1112 

r • O.H 

D.lto 

0.911 

O.toa 

0.880 

0.117 

0.'178 

0.740 

O.'IM 

0.189 

its average departure from spbericity (about liO Inn in a miua of 6650 
km) is about 0.7 per cent fer the E, Fl and l'2 resi0111. The ion!e sur• 
face contains height, density and slope discontinuities, eepeei.ally aerou 
the sunrisc-sunaet line, in the vicinity of the aeomacnetie equator and 
in polar regions. A slope di11COntinuity, by ctum,ina the an.ale of inei
dl.'nce and reflection, will direct a ray away from an upected multiple 
imqe point, m,. 

Another discrepancy which may be important for antipodal radio 
wave propagation 011 the earth i9 the rery low electron concentration 
eaiating in the winter polar ionaephere. Near the winter pole dirl!ct 
sunlight is a'beent for 10me months even at lonlJ8Pheric altitudes. 
Under these condition1 the ~lectron density falls to low values, and 
the critical frequencies of the F,- and F-layers become rather 111i1all. 
The outer sphere of the ide.al model (Fig. I) then contains a "circular 
hole" tbro~h which HF radiation may escape into apace. The radiua 
of the mis.,ina spherical 1.one on the earth is about I 5° and repreeenta 
about 2 per cent of the area of the ionosphere. 
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The effect or the ionospheric hole may be visualized from Fig. 3. 
With the outer sphere essentially missing within the winter polar circle, 
radio waves trall8mitted at the winter pole would escape directly into 
space, No ionospheric reBections would be possible, and the waves 
could be received only within the wound-wavt!'. radio 1ine-of-siKh,t. 

5_ 
u 
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1 
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and diffraction regioll8. Tangt-nt HF rays rrom the transmitter would 
not encounter a reflective ionic layer. For a tran11111itter at the winter 
pole, transmitted HF enerll)' can escape into epaee. 

ll should be noted that by the reverae or this mechanism, edra
terrestrial emissions either from natlll'al or satellite transmitters may 
be channelled to the antipodal receiver. 

If the transmitter were at the !IUmmer pole and the receiver at the 
winter pole, somewhat similar oonditions would exist. In thia caae, 
all energy tranmiitted at an appropriate frequency could be succes
sively reflected by multihop a.~ the wave was propagated towards the 
winter poll'. Near thi• pole, however, the lark or a reflecting region 
for HF radio waves would permit the energy to escape into space 
instead or being returned to the earth at the pole iteelr (aee Fig. 3). 
lt should be noted lhat the further the location or the trall8Jnitter 
and receiver from the winter pole, the 8maller the fraction or encl'IIY 
escaping by this mechanism. 

The pl'l!Ced ing example represent.5 an extreme. Most tra.n•ruitten 
on earth are at considerable diAtances from the geographic poles. Thus, 
while the peculiaritieR or the polar ionosphere present some problems, 
they may not poae a major obstacle in antipodal propagation. While 
the winter polar ionmphere repfflll!nts a hole in the HF reflector, the 
high latitude ionosphere during the equinous preaents abaorptxm pro~ 
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lem1. If equinoctial ab10rption occurs simultaneously in both polar 
regions, spring and fall may otrer the greateat difficulty to antipodal 
propagation. In aeneral, however, if a sufficient number or rays are 
directed to the antipode, adequate reception will be p098ible. 

It should be recogni.oed that with the ideal model, radiation &t all 
wavelengt~ may be reftected. ln practice, however, I.be nonnal 
diurnal variation of the ionosphere will limit the efficiency or propaga
tion o( different frequencies. Theee limitationa arise from the daily 
variations in the electron concentration and in the altitude of the 
maximum electron denaity. In operatina practice thNe variations may 
be ro1111hly interpreted in terme of changee in the muimum and loweat 
usable freqlli!ncies, respectively. lf at any particular ion01pheric re
fraction point the operating frequency exeeed■ the local penetration 
frl!quency, a portion of tJie wave energy escapes. Similarly with ab
aorption: if the operating frequeney is locally abeorbed, a portion o( 

the wave energy is loet. If for the entire path sufficient enqy peu
tratea the layeri, the MUF ia exceeded and the poaibility of reception 
of the radiated energy is greatly reduced. Likewise, if for the entire 
path ahllorption is appn!Ciable, the LUF hu not been exceeded and 
l"eCeption of the radiated energy again becomee difficult. 

In general, the ionosphere is inhomopneous and anisotropic, both 
with respect to space and time. Its electron de1111ity at 80Ule location. 
or on 110me 0ttasioos may be low enough to allo" energy from the 
incident ray to e!a.pe, either partially or completely, or to be absorbed. 
Whether thia condi~on will netrate succesalul antipodal propagation 
depend, upon the fraction of energy lost or absorbed. Ultimately. or 
coW'IJI!, the oecllfT'enr:e of favorable periods ie a function d seuon, 
time or day and portion or tile !Olar cycle. 

The initial model conaidered two concentric 1pecular refleetoni. 
FIX' very low frequenciea, where reflection may be conaidered to occur 
at the IOWl!r boundary or the E layer, thia model probably deacrlbes 
actual propaption conditions. The outer reflector appean ■ufflciently 
unooth and regular everywhere except in the winter polar 1'9gion. 
TbWI, with VLF and LF, antipodal propagation pouibilities are prob
ably good throuahoat the 24-hour period, and during both winter 
and 1ummer. 

Consider a aecond model where the reflectivity oC one hemisphere ol 
the ou I.er sphere differs from that or the other. The latter cue better 
approximate& the true characteriatia ol the earth and the io1101pbere, 
where the day and night ionogpberes have 90mewhat dilrerent proper
tiee. 

This case applies more aptly to HF propaption where hemiapheres 
having diatinct .rdectivities mu.st be ~fully considered. The iono
spheric laye!'II in the illumiftat.ed and the dark hemiaphere differ not 
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only in electron density but in altitude. In general, a variety of ab
normalities in reflectivity occur, caused by: different ionic densities; 
abnormalities 1uch as sporadic E, llans-equatorial F', and auroral ioni
zation; different layer altitudes; different relractivity gradients; layer 
tilts: and ao on. 

Thus, f<K' HF, the height of the reflector (external ephereJ is different 
over the day and night hemi!IJ)heres, while the twilight ionosphere may 
be considered as a transition wne between the two, with the re11ult 
that the antipode for HF may not be a true optical focus, but rather 
an aberration. 

Nonetheless, and in spite of these many potenti11l diflicultie5, a num
ber of isolated eu.mplas indicate that an anlipode focus exists much 
more frequently than commonly thought. The potential or antipodal 
propagation for communication purpoaes is such as t.o warrdnt further 
investigation. 

11:0UND-Tlll'..-WU■I.U SIG,NA.L'i 

A fair number oC studies have been made on "round-the-world" 
propaption. Thew inV'e!ltiptions were made on a comparison of 
the long- and short-segment great circle path signals emanating from 
a given transmitter. 

Initial investiplion by Quaek (1926), Quaek and Morgel (1926. 
192'1, 1929), Ecke1'3ley (19Z7) and Taylor and Young (1928) were de
voted mainly to determining the time interval, I, elapsing between 
the reception of the short- and long-segment radiations. The results 
indicated di!ICrepancie~ in 61 uceedi~ 5 per cent. However, careful 
examinations with more refined equipment lat.er indicated th.at .11 bad 
a constancy within 0.004 !!eeOnds (Hess, 1948, 1949). 

The early experiments prompted von Schmidt to undertake (1934-
1936) a theoretical analysis of propagation in the spherical shell existing 
between two concentric spheres. He formulated the sliding-wave 
hypothesi& of ionoepheri" propagation to clarify the obaervations. In 
von Schmidt"s (1936) 1liding-wave theory, the transmitted wave propa-
1_13teg along the lower boundary of an ionospheric limiting ~urface. 
J Uit as a ground wave travels with constant velocity along the ground, 
the sliding wave wag assumed to travel as a surface wave along the 
lolll'er surface of the ionosphe!'P. This wave radiated continuou~ly, 
and at a definite angle, lrom the ionosphere to the earth. 

Von Schmidt's theory wa., in contrast to the multiple-reHection 
theory which ultimately ~upeneded it (Hamburger and Rawer, 1947; 
1_._n, 1948). The lattn- merely represented a multihop path be
tween the ionosphere and earth as shown in Fig. l. While both the
oriee were cUJTent, a series of practice observations was initiated in 
Germany to determine which hypothesis could best clarify the ob-
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servation.e. The investiptions provided very accurate values ol l>.I. 
From these meaaurements, it was found that the distance between 
the tran.emitte? and receiver could be obtained with accuracies of 
±26 km, prorided that the separation between tranamitter and re
ceiver WM at lea.at l000 km. The reconlir,p e.lao confirmed earlier 
results which indicated that HF signal• could be detected at very 
dietant receiven. 

In the COUl"!le of the observation, it was diacoveted that in addition 
to the Ahort-aqment and lon,-aerment trall8"1i1Bions, lliKN1la which 
had made more than one t.rallllit around the earth Wl!re detectable. 
Several in,tances were lound where signals were received alter a third 
or fourth transit around the ilobe. 

An indication of the ai7.I! or the antipodal observation an,a baa been 
given by various researchers. Whales (1956) predicted that the anti
podal area could have a radiu~ or about 500 km centered on the anti
podal point. Hia conclusions wen, baaed on angle-of--arrival measure
ments. It was usumed that the io11Qllphere ac!.8 as a dift'uee reflector. 
and that impinging rBYI! may be deviated by angles of up to 0.6", per 
rellection. Round ( 1926) considered that antipodal sip ls should be 
received within a radiua or about 1000 km from the antipode; however, 
the resului do not confirm the existence or auch a la,-ge area. Guierre 
(1920) found that ror very low frequencies llignal atzen,ths decrease 
at about 1000 km from the antipode. 

Guien-e studied field intenaitiea of radio waves, radiated from Lyon, 
•t the antipodal point near Chatham lllland. Day and night i11ten1i
ties were practically identical. One Lest indicated that when the Lyon 
tru.nsmitter was received strongly at the antipode, a diminution in 
eignal strength was observed up to •bout 800 km from the antipodal 
point. On anol.her occallion ,. aecond intensity maximum was ob
served about 600 km from the antipode, while at the same time lower 
,ignal intensities were obl!erved between the two sites. The effect 
may i:wrhaps be e1plained as a multiple imaae fonned one ground 
reflection away from the antipode. 

Round and others (1920) noted that even within 1m area or about 
1000 km Crom the antipode, lading could become sufficiently strong to 
make the aignals unintelligible. However, when a dinetional antenna 
was employed, it was possible to reject the interlerin, signal (which 
arrived at an azimuth of clo.e to 180° from the stronger signal) and 
thus noticeably improve the readability. 

There are aeveral possible rnechanisme for cauaing the observed 
interference and ladi111, For a non-antipodal l'l!Ceiver, the aupcrpoa1-
tion of radio rays amvina from both the short• and long-segment 
great-circle paths can add characters and. on occaaioJI, make the sisnal 
completely unintelligible, particularly with hiah-apeed messages. 
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Antipodal reception has been observed gporadically. Ot.rvation 
from Pyongtaek and Chunchow, Korea, in 1967 indicated that voice 
and CW wen; receivl'd rrum B~il and lrom naval trJlffic in B!"'2'ilian 
water•. Reception generally was !)()Qible between 03-08 and 17-24 
LST. ln law 1966 and early 1957, test,. at Seoul, Korea showed that 
reception or 100- to 200-meter radiations originating in South America 
was pouible '"every day or so." Genernlly, however, the tests were 
conducted for rather limited time periods. 

4Jllf1·1,...,41. 1"111,r,u.41,,o,.. 

Before discussing some genel'al features to be eJ<pect.ed in antipodal 
propagation, the identification of the antipode on earth miirht be 
mentioned. The location of antipodal pa.in may quickly be diacensed 
lrom the dellnitive relationships 6 - 9., and t' - 180° - 6' .. where 

9 = latitude (0 N) 
r - longitude (0 W) 
,. = antipodal latitude (0 S) 
fl'. - antipodal longitude (0 E) 

In general, no large continent,. seem to be antipodal, a fact which 
may account for the lack or reports concemin11 this type or propagation. 

The hours or reception or sitp1als rrom the antipode require study. 
Many reports have been prepared regarding reception o( radio wave& 
o~r very long distances, but the etatioll5 studied were not strictly 
antipodal. The results clearly indicate that radio-wave radiations at 
distanet.'6 ol 10,000-15,000 km from the tran,mitler may be received 
without rlifflculty ror about 4-6 hours daily. When the stations were 
more closely antipodal, reception was poaaible for 5-7 hours daily 
(Hess, 1938, 1939). Guierre (1920) reported 2'-hour reception or the 
radiated trunsmis&ions from the antipodal point. Whether the recep
tion occurred constantly or sporadically througoout the day is not 
known. It should also be noted that the antipodal image of Sputnik 
I was received on a numb« of transita; but the satellite constitutes a 
special ca.se, (Wells, 1958; Manning, 1958), particularly for tmnsmis
sions which occurred outside the ionosphere. 

While lading, nt times severe, has been known for 110me time io 
reception ovcr very Iona- diBtances, rew reports indicate the J)fflM!'IICI' 

or lading at the antipode. Fading over long paths may arise from 
interference biltwccn the short-segment and lona•""ITI\Htt great circle 
waves at the receiver site. 

At the antipode, where thl! geometrical paths are equal, f11din11 may 
be produced by variation• and fluctuation• nr t.he refractive indicet1 
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a!ona the path. This type or lading, however, would probably be 
extn!mely rapid, and minor in compari110n with other propaption 
eltecta. Nevertheless, when extremely higb-apeed tn.n1miuiona are 
involved, or if small phase shifts are to be meaaured, tbe small dil
ferences in electrical length of the varioua path• may be aiplflcant. 
Obmusly, the employment or directive antennas oriented along the 
most favorable path will diminiah or entirely remove any potential 
interference between the daylipt and darknees raya. 

Antipodal reception would not require the utilization of luge, ell
pensive antennas. Long wire, rhombic, and a variety of omnidirec
tional antennas have been utilii.ed for very-lon11-distance propaption 
studit!!! and would be suitJlble for reuption 11t the antipode. When 
radi1111 ~med by destructive interference between the day and nigbt 
"8vel! is aevere, uae of directional antennu will uaually remove the 
lading and permit unambiguoua reception or the desired slignal. 

While relatively few results are available on a.ntipodal propagation, 
the few teats which have been undertaken indicat.e that omnidirec
tional antennu of relatively simple de..ign are effective. In view ol 
the paucity or data on Lilia topic, howevu, a study of the comparative 
performance throughout the day or both omnidirectional and direc
tional antennas is required. 

Direction finding at very long distances has been attempted on many 
occasions. In 11eneral, the result& seem to be characteriied by a definite 
difficulty in chooeina a bearing. At a frequency ol 10 kc:/1 a'!d at die
tances or about 19,000 km from the traMmitter, tests have indicated 
(Namba, ho and Ueno, 1931)' that U,e bearing an11le ia a !~ion of 
the time of day. J n this inatanee anclea for the cloaely ant1pod_al 
IIIIIJl&I changed markedly with time. When the Monte Carl? tranamst
ter was monitored at Tokyo (true bearing 90") the DF read1n11 showed 
an apparent arrival of the wave from the West (Z70") duri1111 the 
morning. At about 1000 LST, no bearing could be measured. Later, 
the sipal anived from about 46°. The bearing then llf'8dually veered 
eaatward, p11115ing tlirou,h 90° and becomina 160° at loeal •u~t
Ait« aunaet, measured DF value& slowly returned to the true beanng 
or 90". 

The effect may be easily explained ii it ia accepted that the nve 
propapted principally in the dark hemisphere. Alth?uah T?"yo and 
Monte Carlo are not strictly antipodal, the chanae in bea.rina an11le 
indicates that the direction or the atronirest nve more or leas followed 
thea,m, and moved around the earth with the twilillht, dark, and day
light zonee. 

-~amba, E. !110, aad S. Ueno, --PolariaUoa or Hlrb Frwquonq W•- -
Their o;n,c:t,op F'indina, .. P,vc, /.R.F: .• Vol. 19, p. 2000, (19111!-Edltor. 
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Antipodal reception is clearly poosible, since it has been observed in 
the past, at least [or limired hours of the day. Ful'theT. on theoretical 
grounds its use as a standard procedure seems promilling, although 
several comprehensive studies are needed. Thus, the number or hours 
per day dwing which n>Ception is po .. ible i,, not fully known, and it rs 
uncertain whcth~r omnidirectional or directional antennas (possibly 
rolat.,d during the course or the day) are preferable; 11nd whether 
fading or auroral alxorption is in reality a difficulty. The investiga
tions could indicate the pot.ential of the method and possibly determine 
what ant.enna improvements would optimize the results. 

Prom the preceding discussions, it is clear that in priuciple the anti
podal focu, may be utiliz.ed to receive signal,, (in the ranlf{' 15 kc/s to 
perhaps 60 mc/s) radiated within the spherical shell hounded \Jy the 
earth's surface and the ionosphere. [n practice, however, the actual 
state ol the bounding surraccs will influence the intem;i~y of the rdracted 
signal and the J)()Mibility of n!Ception. Even if calculatiol\!I are made, 
the anticipated signal stn>ngths may depart appreciably from those 
later experienced. 
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Hu,"llll, lh,re >ner• d,ecus,sions al thr. Agtnc11 Ptr,onnel lk,elop"ltnl 
Board ~f 1he work d011e by NSA p,:rsonnel al the u11ior War College&. A 
qu,stion wa• raised w~r ltrm pap<!rs prt'P(Jred. al sud& school• might 
be suilabk for publication ,n tht Technical Journal. /I 1114.q ge1mall11 
agrud th.al where IM subjects were of int,res/ to NSA, such public<llion 
u,oufd m, occ~icm bt <ksira.hl, 

AH a rtn,//, I hunt,d up lht ~rm paper whfrh I had J)Ttpartd ,n 1954·· 
55 when I was a studtnf at th• Nnlional War Colkgt. On rntadin9 ii 
from the point of ,,inc of timeline.•s, I fell thaJ th, lop•• of lhrtt 11wr.~ 
had not iri11nifieantl11 af!,r.ted ir, content or tcm€lusfon,,. Certainly some 
parls of ii co1<-ld bt rewritten and ,harpnud, bu.I lhue is perhaps inler,~t 
in rtadifUJ it 11,,th the hindsighl. of tM oddilumal injormalion nf the i"I••· 
,ming ptriod. for this reawn 1 havr felt lhat it wnuld be appropriate 
ro submit ,t unchanged rather than to atCnript to bri,ig ii up lo dnu 

We are hving in an age or seicnce. The development., of sdence 
and technology during the past two generations have been or such 
hrea,llh and or such magnitude a.s to over><hadow human activity of 
all other kinds. The prominent position which the United Rtatcs oc
cupies today in world affairs stems directly from its technological capa
bility just as that ,;a.me cap:,,bility was the prime ractor to which we 
attribute our victories in the two world wan o( thi~ ttntury. Cnn
sidcring how important science 1s, and considering that the Ru.ssians 
must BAAign to it the same pa.~ition of importance, it is imperatiw that 
we keep a., well informed as we can about th~ state of Soviet science. 

The problem of doing so, however, is complicated by the behavior 
of the Communist5: by their establiMment of the Iron Curtain; by 
their Sl!cretiveness; by their restrictions on the movl'menl of foreigners 
into and wiihin their territory; by the strict control they manaire to 
exercise over their own personnel abroad to prevent defection, ann 
lliselosurcs; and by the,r methods ol handling Ktati,tical information. 
These complications make it rnor-e difficult to acquire valid, properly 
interpretable data; thPy give ri~ to much speculation as to just what 
the picture i~ when only a few piec.,. of the Jipaw puzzll' arc in place 
and some al them blurrerl; they pomt up the inadP,(Juacies of our present 
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intellia:encL• and give ri~ to contlicling opinions. Nonetheles.•, there is 
con,,derable information available on which to form jmlgments. Let 
us examine the majot sourct.•s of •urh information. 

ti. SOUKC~ OF 1,..,,Fft'R"IAoT10"' 

Ope-n UteTaiu,,, 

Under the headinl! or op,,n literature there al\: inc-lurlt,I those sourcl~ 
of information which are o~nly di.,<emmat.erl, such as ,-arch journals. 
t1>xt_ books, orra..,o~al scientific articles in p.,riorlicals, and economic 
statistics. By a ~light extension, we coulrl aL•o include tho.-;e propa
ganda. broadcaiil• which contain information bearing on science and 
technology. The main difference between th- source!; of infomiation 
in the Soviet llnion and ('h;ewh~re is th;.t in the U. ~- ~- R., ev.,ry bit 
of material i.s l"arcfully scrutinized by government authontie•, anrl 
only such item, as are ron91dered unclassified may be disseminated. 
Since the Russian •tandarcl, of cla.ssification Kl'e much 1trictt,r than 
ours, a much ~mall,'!' amount or material ~• thus pl'.rmitted to get out. 

At one time, most research IJ&IK'r< in Sovicl scientific journal~ car
ried abstract• in F.nJ,!lish and in French, but this praelice ha,, he;,n 
discontinue<!.' The r6Ult is a reduction in usefulness to us, since the 
number of Western sci.,ntist.s who can rt•ad Russian ib qui(o, small. 
Al_lhough all_ univ~illes in lh1~ countrr giving grarluate degr,!t>,; in 
science require candidates lo demonstrate knowledge or two loreiw, 
languages, very few school• havi, included Ru81!i11n ai, an admi95ibl., 
choice. A furth"r point aho11t lh1s open literature is that !\Orne of it 
is printed m editions of limited number hO that it is mor~ difficult to 
p;et copies {OI' Ullt' outside the !=;ovict Union. 

Information obtained from ClA indicates how much scientific mate
rial is avail.able From rnso to 1954, AA Soviet periodicals have been 
oblu1ne<l for stu<iy •, \n ..ome ~.a,e.~ the l\les are complete, in others there 
a"' gap• and irregularities.' Tht• 11ppro1timalt- total number or volumes 
that have been received ,lurin11 this period h~ bet,n constantly in
crc,1smg from 180 in 1950 to 240 in 1953. (The fiRUres for 1954 were 
not complete at the tim1: this information wa~ made available.) 

The Soviet Catalog of P~rwdicau affd Jou,nau for CM Y tar 19r.5 
list, rour new periodicals that will shortly !)(,come available. It is of 
inu-rest to note that one o( these, about which there will be 90me com
ment on pai.re 44, is entitled Auromatics ""d Ttlemec"4nics. Scientific 

•T. Oobohon'4<y, "~nko·• Miehurtnl>t Geneli<s," B•U.lin of u,, A.lo"';, Sn
rnh,t,, Vol VJII, No. 2. t'ohru•ry 19fit, p. '3: J. R- l[l;no, So,tel Mo""-nco 
B,U. of 1/11 "'°"'"' &i•~li•r.o Vol. VllJ, No. 2, F~b,uaey 1952, p._46; E. Rllbino .... tch, 
n .. E:%dit,.,, of Sc,·,.1ifu To/o,flllll,o" WIIA rh, s ..... u""'"· r.b.,..,.y 11113; p. 14. 

1 An intirrectin1 di,c:u•ion of "The E1charige ol SdenUfiC' [11f0rmai\on with the, 
Soviet Union," i• 1iv<>n in 811/l,l1~ of~ A-•c Sri11tlioll, f•hruory Im. pp. 13 rr 

&U!ltl!T 32 

A. SINKOV liliCilU!f 

papel'II, monographs and information on si,.:cial scientific fields are alao 
included in general periodicals 3uch as R,pa,t.a of 1M ACQIUm~ of Seuncea. 
Almost complete files of theoe l{f'neral periodicals are available ror 1950 
to )064. 

Clearly, the inlorm11tion derived from the research journals and 
monograph& •• of high validity. lt gives indication .,f the numb•r 
and quality o! Te\'earch persorin"'\, anu th"' techn\Ql le'lel of the prob
lemll inve,tigated. In th0&e fields requiring special facilities for ex
periment, it can indicate the number anrl character of •uch facilities, 
their variety, and the quality of their equipment. 

The mformation that comes from published ~tatislic,. and from radio 
broadcasts is of a different order of validity anrl must be examined 
much more critically. The figu.r~.,. which are released are orten open 
to question:• they are manipulated and enggerat.ed; they are aeldom 
given in absolute wnns-rather «~ perct>,nl:age changes and rates of 
change; the basic indice~ of comparison are ~object to modifieation 
(published figures being sometimes the planned Tather than the actual 
ligutes); harvest data may be in gro~• rather than in net tel'tnll; and, 
in !horl, information or this kind needs careful evaluation 'oefote it 
can be considered meaningful and acceptable. 

Ma11ufatlurtd Jtems. 
A second important source or inlormaLion about RUBSian technology 

is !ound in the analy•is of manufactured equipment-military, indust
rial, and consumer items. 

The most rruitful source of such information in recent time,, Wa.!I 

equipment captured in Ko...,a, which ha~ been searchingly analyi.ed in 
order to ,iain information about the eft'ectivenesis or RUS6ian technology. 
For example, the Air Technical lntelligcnce Center b8-!I published a. 
large number of ~tudies of r.aptured equipment. ln addition to such 
basic considerations as effectiven't\16 of aircn!l and armament. quality 
of fuels and lubncanb, capacity of communication.~ and t,lt"<:tronica 
equipment, these studies in11esti11ate the materials ......d, -metals, rub
ber, pla11tiu-th~ \lffectivenes.s of design. the adaptability to mas- pro
dU(!tion, the eaac of operation and maintenan01!', the int.cr~hangea
bility of part.,,, and somctimM even provide inlorrnation ahout the 
quantities that have been manufactured, as well as th<l location nr the 
plant where this was done. So important •aa captured Soviet equip
ment as a source of inrormation that il gave rilll! to a special operation 
in which the inducement of $100.000 was offered in propap.nda broad
casts to any pilot who would fty a MIG-15 over to th, U. N. force11. 
That thi• also turned out to be a maater ~troke of psyeholo,rical war
fare was an inddentlll result of the qoesl Im ttthn\ca1 \nte\lig,mce. 

-~;-~.,.rU, n...,;.a·• Sotirl F:co.-M, i't'enLic,, Hall, ID&&, I>· 129. 
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Other items of Soviet equipment available for study arc thosl' that 
can bt> bought in the open market in the Soviet Union or in counl.rie,; 
w which it e.xports manuCacturerl it.ems. They can be seen, for instance, 
at internalionnl fairs nnd expositions, where they may be di~playl'd for 
Propaganda purpose~. Such exh1b1Uon, haw bt-.,n held in the last 
few year,; in Milan, Bombay, Beirut, Bangkok, anrl Leip>.ig.' 

In both kinds of in.•tanee<---euptun.'<.l ~ well as commercial e11u1p
ment• -lhl' number of samples availnble is not very lnrge. 8t'Shks, 
the equipment may be several yean old and so dOl!!I not n~nly 
re/1€("t a current situation. Nonethele!!!!, the findinp are significant 
and permit objective judgments of Sov ieL technological capability. 

Ob8"ri•trs 

First-hand information rrom people who hnve ooen in Russia is 
naturally de.irable and important. These observers muy Ix• official 
repre!Wntativ~ of the F'rl'e World in a diplomatic or scientific capacity; 
they may be visitors; or they may be defectors from thl' Soviet Union. 

Among those from the Free World who have visited Russia and 
hav,• been able to provide useful technical information arc people like 
the following; 

1. J. C. Crowther, of ~n~land, who visited the Soviet Union on 
St'Vl'n different occagions and spent most of the winter of 1934-35 a,, 
gue~t of !'everal scientific bodiei., including many of the major institutes 
concerned with physics and chemilltry. His book' giv~s a gTCat deal 
of detail ubout the specific reisearch vroblems in which many individual 
scientists were engaged in at the time of his long visit. 

2. Eric Ashby, who went to Russia in 194r, as an offici11I scientific 
repreaentat1ve of the Au~tralian govL-mmcnt and who givl'S an objec
tive account or a seicntist's observation., and impre!!.~ion11 of the 01"1ro1ni
zation of scientific effort and education. 

3. Mrs. Harding, an English zoologist, who accompanied an expedi
tion of !rientiRts and physici:i ns on a specially conducted tnp in 1!15 L 
to meet colleagues in Russia. 

4. C. Thompgon. General Electric Co. engineer, who superv1•ed 
power iru1t.allations in Ru.isia on thrL~ St'parak' occasions: 1!128 29; 
l!lll2--38; anc.l 1946. 

Defector~ who have come out or Rus.~ia have so1111,times provided 
useful information. In the main though, these have been worker;; on 
lowpr levels who have hl•~n informed only about limited aspecL, or the 
work with which they have been connected. A major reason for such 

• lnlormalron about the Leipzir la.ir i• 1iven in U. S. NfllJO ,t World /upo,I, 24 
S..ptembor 195', p. 1'8. 

1 J. G. Crowther, Smel sc;.,,,., £. P. Duttnn & Co., 1998. 
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limited knowledge is the fact that the security-mindedness of tho &u~
S1ans cau,;e,, Lhcm to comp,lrtm~nt their cla,..ified research so that only 
a small number of people at the lop an, informed aboL1t the entire 
problem. All other,i are so restricted in their work that they become 
ramiliar with only on., component of the final equipment. They may 
have general idellR lrom their part or the effort of the purposL-s of the 
over-all program, but they learn the detail~ of only that part on which. 
they are directly engaged. 

In view of the fact that the U. S. S. R. is approaching ite scientific 
t.lsk by method~ 9uite diffenmt from those uaed in any other country 
in the world, it appear., desirable to attempt a de!Cription and anal)'9i• 
of the e!ISelltial fe-atures underlying its .ipproach. 

Gorernm~al Control 
The fir.I und most important a:ipect of Soviet scienLific: effort is the 

fact that it i• compk!t.ely under government control. The effects of 
this control will be dL-,cu.ssed under three headings: planning, deCt'n• 
tralization, and ~xpunsion. 

Plt:nu1iwg 

State planning or the scientific effort includes not only its .scope 
institutions, per!IOnnel, equipment, and financei-but al91> it.• cont1:nt, 
i. e., the directions it will take, the problt'ms it will work on, the mate
rials it will use, and the goals it will attempt to achieve_ 

In this planning, the Soviet Academy of Science.<1 plays I.he prominent 
role. It is ''not only an advi91>ry and policymaking body on matters 
of leammg, but also the most important operating agency r« the huge 
amount or or1anized research" that is being conducted.• It hu a 
voice in the planning or numerous university and indu~trial rcaearch 
laboratories operating outside its sphere; it even suggests that specific 
aclivitil'!I proposed for development be 11ssigned to de.ignated insti
tutes outside the Academy. In establi9"ing proKralJlll, the individual 
research. workers presumably submit their own ideu and plans; the~ 
go up through channels to the l'l'9t'arch committees of the individual 
institutes and thence to the appropriate divi•ion of the Academy. The 
d«~on~ that are then made St't the patterns of effort for the succeed
ing year and are supposed to provide the necessary authority anc.1 
financiid support. 

The terhnological program, i. e., the 1r1oals assign•d to industry, 
agriculture and transport, is normally ..et by the recurring Five Year 

1 I. S. Sokolnll,,olf, "Orzaniad R_a,ch in the U. S. S. R." S<i .. li/k M01oU.,, 

Marcli 1161, p. LG!i. 
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Plans and within thi• general framcwotlc on a year-to-year basis in 
every one of the individual industrial e,itablishments. 

The outstanding consid..-ation bearing on the Soviet government's 
altitude lowarrls it• .c,cnre and technology is the great d"81 or en
couragement ,which t.he..e he.ve beun a:iven. The proportLon of the 
national wealth which is being devoted to sden~il\c endeavour i• prob
ably more than has l.ie\-n given by ar,y other country of the world in 
recent years, or indeed at any time. The driving force which provides 
a major criterion in the decisions made is always the pr~ticality or 
the effort under consideration-of how much !W!rVice to the atate will 
the results l,e,. These decisions, which must perforce include a ~om
prehen•ive examination o! the order or priorily or all the major portions 
of the year's effort, are also made to fit into a lo118•range program which 
is very broad and "1!"!'!11rht.ed, A.I an eJCa111ple, it wa., realized, in Lenin's 
originally announcect "Plan or Scientific and Technkal Work," pro
mulgated in 1918, that electric power would have to be expanded 
tn,mendously in order to copo, with the ever-increasing demands that 
would be made on power sources. In keeping with this realimtion, a 
far-reaching program of la"81'-~e power projects wu iivcn a high 
priority and pu,;hed to such an e1ttent that electrical output in~ 
Z5 fold betweEen 1920 and 1940. And then, despite the war, the 1940 
figure was multiplied by almost 2}S by 1952.' Thia was a big step in 
the lre.nslocmation of the U. S. S. R. rrom an agnirian into an indua
trial country, a step sufficiently great to wWTant its being highlighted 
by Stalin in a speech on 9 February 19(6 to the vottn or the Stalin 
Electoral District in the city of Moscow.• He rerem!d to it as the ac
complishment of a gigantic I.ask in an incredibly ,hort period. 

Dta111,abtalio11 

The Ion11:-range plan of electric power development included an aspect 
thal points up the controlled decentraliution of Soviet science. A 
major purpose of this decentralization i~ the elimination of excesaive 
dependence on any one area and the conseQuent enhancing of the 
national security. It has the additional advantage or establishing io• 
dustry near the sources ol its raw materials, thus reducing the strain 
on the entirely inadequate transportation sy~tem, The n."SUll of this 
plannl!d d~entralization i.s the development or new hubs or acientiflc 
activity; tn the Far East, in Vladivostok; in thl Urals, in SvL-rdlovsk; 
in Georgia, in Tbilisi; in Armenia. in Erevan; in Az.erbaiJan, in Baku; 
in Ka.talch. in Alma-At.a. In these areas, new industries haw been 
established, new sources or raw materials developed, new fuel and power 

, A V. Wlnt,,r, San11 E:i..:cn·e Po.,., U.,nop-~~ l'doeco" 1962, p. 38. 

• A. V. w,nter, ~- nl .• p. 35. 
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racilitiCII mud~ availablt. • The larger racLorie!I have been furnished 
research racilities. Moreover, large new research institutes have been 
set up in such places as Dniepropt,ttovslc, Sverdlovsk, Novoaibirsk, 
and Tashk~nt." 
E'Z"peM(o,, 

A third aspect or Soviet science is the great increase that has been 
sponsored in munbeni of universities, colleiies and studenta. 11 The 
Soviet Union has deliberately set out to take the world lead in the 
~ientific and engineering fields. Through a constant program of pop
ularization and publicity, science is kept very much in the public eye. 
Many types or inducement.a are offered to attract the better qualified 
Rtodents into theae fields of effort amt the cream of the educational 
sY?<tem is skimmed for this pu,pooe. Qualifying studen t1 are exempt 
rrorn military service until they graduate. The social preatige of the 
seientiat is a powerful 11ttraction. Scientists are well paid-ten to 
twelve times as much as ao average worker,-they are provided with 
better housing facilities, they are given special conllideration for their 
families, rest homes are provided for vacation activity, bonu&e11 and 
pri~es a,e given for import.ant contributions. In ahort. the lleld of 
scientific activity is made very attractive. 

The enormous 6J)&naion of the institutions of higher education in 
the Soviet Union m11y be regarderl as a measure or the energy and 
resoUffllll devoted to the preparation of technical and acientifle person
nel. From all indications, the entire edueatiooal power of the Soviet 
st.ate appears to be committed to the gtlal of overtaking and surpas11-
mg tne U. S. in the !ICientilic and enaine«ing fields. The number of 
graduates per year in 11eience in tbe U. S. S. R. ia growing very rapidly. 
At the present time, it is almost twice the corresponding number in 
the U.S. 

'!'be program for training top-level 9cientist.a and t.echnologista to 
catry out ~ and direction of industry iii accompanied by a similar 
program ror training a second echelon or subpro!~ional technieiana. 
Thi~ co!Tel!ponds in a aeneral 8llrt of way to our vocational schools 
and junior colleges. It ill relatively new in concept and l!l!CfflS to have 
be~n introduced by the Soviets to eope with deficiencies that had been 
brought to light in the eclucational sy•tem. The .!IChools establiahed 

- • B. G. Hol&man, ,h APll"•••I of 8ooicl Tc•ltalo,,;.al Copo.litfiliu. Individual 
S&udy, NWC, ht Soma•r. 1961-,2, pp, 1--9. 

MIJ, G. CrofttheT, op. oat., p. 22. 
"Beujamlo FIDI!, "Moocoft is Ov.rtallin1 U.S. In Trainin1 of Teobnieiam," N. Y. r,...._ 7 November 19fi', p. 1. 
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for this purpose are uiociated with existing enterprillea, such as (ac
tor1e,;, which provide the tea.chin!,'! stall's." 

Or courae, qwi.nt.ity alone is an inarlequate criterion. What about 
qual,ty7 All the evidence we have about curricula, star,dards of train
ing, performance of students after graduation, and about the chal'aCter 
and difficulty of published research work appear to indicate that the 
Soviet scientists are on a par with our own. Ir we grant that a like 
proportion or their gn1duat.es and ours develop into lop-level cnlibre 
then it must be concluded that ir they are training twice as many 
scientists and technologists they must be developing approximately 
twice as many first-rate one;. 

An intereRting point worthy of mention before we leave this topic JS 

madi, by Dobzhansky on the risks that may accompany the granting 
al unduly great importance to science. 

"Rut tile eul1ad Plllition of scienee and ll<lentl1tsln U.S. S. R. ii purchued 
llt a h1rh prK,p_ lt eatries lf'rious riak., ..-.d prnaltim. Pim or all, ll!IIOme of 
th<! mon, ambitlouo and unsau1111louo type■ of peroon• who in the W•t would 
,eek mo,e r,,mu-ahve and influential pooltlono. In U. S. S. R. choooe 
science tor thei.r careen.. More important etill, the very mqnitufN' of th■ 
1h\l'eattnent which the MA~ i1111 makin1 1n :aetenC'l'1 1111d the IJ'Ht intluenc:e 
"'hlch ••len"' rnay ,eeuro on tho pupul-, mind, rvDCler It lnevittbl<, tbat • 
1ov.mment of th• type which uiatl in U. S. S. R. will ti1hlly control 
ioociencr ■nd will llft'k tn ex,plojt it for political propacanda purposes •· 1:1 

b'ffecl of Communist IlkolO(N on Scimce 
We come now to the consideration o( a accond feature: the Com

munist ideology and its effect on the scientific effort. Thi• i• a sub
ject that ha& been given a great deal of attention over many years 
and about which some sweeping statem~nts have been made. The 
~neral tone o( most of these statements is to the effect thnt Sovio,L 
science i5 due to collapse, that the regimentation of Soviet !!Cicntilic 
effort will cau!\e' it to Call flat an its race. The immediate cause or 
these remarks and of a ~at deal that was written an the ~ubject was 
the now C11med Ly,-enko controversy. To put it very briefly, Lyaenko 
wa.s a charlatan who &ucceeded through the wie or politica in gcttin1 
control of thu field or aenetics. With this control, he accompli!lhed 
the deposition or genetici.,t.1. A few or them, including the brother or 
the Pre..irient of the Academy of Sciences, disappeared (ram the Soviet 
scenl" and hav~ not ~n heard of since. 

The effect of this occlllTence on the West w;u; striking indeed. It 
gave ri~ to statem~nts by ~ome or the world's leadina: 11eientists that 
here WaR clear indication that science could not flourish in a regimented 

"Clilto11 Dan,ol, "Vooation School, Oponin1 In So.net," N. Y. r,.,.., 22 Sep. 
I.ember l 964. p. 31. 

•~ DobUlan'5ky. op. c,t., p. ◄O. 
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society. ProfeSBOr Sirk!~, or the Univer.iity of Pennsylvania, who wrote 
a hisoorical account of what had happened-insofar as it could be pieced 
toaether from such information as he had been able to iiet-entitled 
his book DePlll of II Snmc• in Riuna. Vannevar Bush in his book 
Maden, A1"1113 and Free Men said:" 

"Dlotalorthlp..,, tolerall! no real illdependen.,. of tho111ht u,d .. ~on 
... No true fundame-ntal .sclwice can flourish !on1 undH nith a aywkm. 11.0 
matter •hat the indlvlduol pnlw, may be .•• Science wlll ovontuolly be
come a collection of oup,,ratitlollB al1d !olkloni. Men ol pniw, vtlll lall-1""'" Mid ■ua,umb lo di■eou,...,ment ••. Tho ■)'9tam ... 1th whieh w■ oon
i:ond eannot ... even apply ■elenee lo war in tho fDfflla it will take In th,o 
futu~. without mialakee and w- and delay," 

Julian Hulfley wrot.e a detailed examination of the Lyaenk.o controversy 
in which he stated that:" 

"Naai Cem,any paid for it,, attacla on oeientil\< work. The U. S. S. R. 
will doubtleM in due tirno pay 1111 equally hnvir prioe." 

These points of view are still being expressed by some who continue 
to 3.l!!!ert that the Soviet system contains within itaelf the needs of !ta 
awn de•truction. And they point to similar detrimental effects of 
ideology on philoloc, cconomie11, and statistics. But events of the 
laat tlve years have raiAed aome doubt&. For emmple, the 1111ccess of 
the Soviets in the production of nuclear bomb&, o( both the fission and 
the fusion types, in unbelievably short period& bu confounded the pre
diction~ that it would be many years before the Soviets could hope to 
have atom bombs, iI ever. We shall demo118lrate in Section IV that 
the Soviets are ma.king considerable progress in both the pure and 
applied field.I of science. Vannevar BUllh now aays: 1• 

''W• have now had oom~ pn,tty oonviDCIJII d..,,OMtrationa of the..,,_. 
of Rusaw, applied tdeaoe. lt"s trill, Ruaian -a..- ]la in the ripl
ily of lta political oyoC<lm, but tto applicalio• of oclen.,. ls evidently able lo 
accompli■h much." 

Note also that the type of action whkh resulted in the Lysenko 
affair is definitely not irreversible. Indeed, Lyi,enk.o is on the way to 
bcina dillcrcdited. 11 Khrwlhthev, in Februa.ry 11164, ridiculed a "so
called scientist" named Dmitri~v, whom he explicitly identified as a 
prot~il! of Ly&enk.o. A few daya later, Pravda printed a letter which 
referred t.o Lysenko's 11S1J of ideological ariumente ae a "mock.ery or 
Soviet acience." Other critical statements about him have recently 
gone unchallenged. These developments may merely mean th~t 
Lysenko's idells lire not producing ~ts and that he may have to 
make way for someone who can do belt.er. 

""Red ScionOP," N•-•t, Moreb I, 19M, p. 46. 
••J. H..uey, So,i'olCnolica AM Wori48,i...,.., !Andon. 11M9, p, 196. 
••"Lyanko Crilici.,. Gaina Vohuaa," S<,o;a A.lfain1, OIR Reporl No. U00.64, 

May 1964, pp. 13-16. 
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Without attempling to interpret such developments it remains true 

that we ore really very poorly informed about jll9t what effect So~t 
ideology has on ih ,dentine effort. Ts it conceivable that the Soviets 
are actually sucC<!eding in evolving a kind or existence which can simul
ta~usly regiment politics and have little effect on sc:ience! I~ it not 
true that the .,ffects or ideology are felt only in limite<i areas of the 
entire sc:ientific field? And i~ it not dear that whe,-e the conrcm i, 
with obviously demoruitrable applications of !ICience (~. 1-, to military 
affairs), ideology plays a secondary role? Our present information 
fumi!!hl'II no satisfactory an~wers to these questions. 

lru:u!cclian of Delermined Attitude. 
1t is proposed no111 to discuM one further feature or the Soviet situa

tion, nz the apparent eiistence of a spirit ol detennination and drive 
which spum the people on to unusual achievement.. Not much ia 
known of the method by which this attitude i, implanted but it certainly 
seem, clear that when the Russian& set them!lelVl!!I a 1100.I they head 
for it with an amazing tenacity. 

Th~ reeruitin1 of 5Cience students is a ca.'le in point. H a field of 
effort is coruiidercd to wam1nt a sufficiently high priority, the authori
ties go to great lengths to gpon'!OI' it. 

Colll!id~r for a moml!nt a field or activity ~ntirelr unl'l!lated to sci~nce, 
the field of sports. For a long time, lhe Soviet& did not compete at 
1111 in the O1ympi~ Games. We don't know what their reaao11s wen-, 
and then, does not seem to be any point in speculating about them. 
But once they decided that they would compete, they ,ient teams that 
really dislinguished them11eln,.; and it begin• to appear probable that 
they may easily lead the field m 1956. Some a.apect.~ o( their behavior 
i11 1952 caused comm~nts to the ~fl'ecl that the Soviet,; were approach
ing the Olympic Games with an attitude v~y different from th:it or 
all other countries. It was said, £or e~mple, that their entrants were 
not always sporting, and that they competed with a deadly sort of 
grirnneM. It WllB noted that the Soviets deliberately entered competi
ton. in the le.l\S common evenu since they could thus have greater pros
pect., of scoring points. The behavior of their team managers, who 
sometimes acted like M VD otlicialil rather than Aporta coaches, was 
quite puziling to their Free World oppo,.ite numbers. They argued 
about ~ and about methods of tallying point,;, 11 'l'hey a!'K'-'ed 
about proet:dure. 

All this and much mote provoked comment. Perhaps th- were 
merely the excuses of Free World apologist.a who even que><t1oned tl,i, 
amateur status of the Soviet <'ntrants. In any event, the Soviet 
fanaticism did produce rnmarkable resolL,. 

"Ti.,., 11 AulJIIB( l962, p. 70. 
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A similar inatance is found in the game of chess, which the Soviets 
have built up into a national pastime." ll is played very widely and 
greot honor accrues to the players who d1Rtinguish the1TU1elves. 1'he 
r~sult of this attention to the game i• that the present cheu wDTkl is 
dominated by &,viet players. 1n a recent international tournament 
Wh09I! purpose wa, to pick a challenger for the world's champ1onahip 
(the pM1Cnt champion i, a Ru,..\an, Botwinnik) and in which thel'I! 
were fourteen entn.nts, nine were RUMians. Only two non-Russia1111 
ended up in the first half. All nine Ru!l!lians had been aent at 1ovem• 
ment expense to a special rest camp for almost a foll month before 
leaving for the tournament. At the camp, they studied, attended 
lecture,i and were given apecial exercises to condition them physically. 
This last point may ,ieem a humorous matter except for the fact that 
the score1; during the tournament showed t.haL the Rul!Siana performed 
signillcantly bette? aga.inJt the non-Ru..sians in the eeoond half than 
they did in th~ first hair. This can surely be a.ttribut.ed in w,ie measure 
to the fact that they stood the stnin or the competition better than 
those who had not been so well conditioned physically. 

Psychologist. may adduce in explanation of all this that the Soviets 
have a tremendoua inferiority complex and are forcing thelll8elves un
duly by way of compensation. Be that as it may, this ll8llle kind or 
determination l!eems to pervade other a9peets of the &,viet effort "nd, 
in particular, much of the Soviet ocientiftc effort. Properly 1timulated, 
such a drive can produce unbelievable results, as we have aeen in the 
matter of the A- and H-bornbs. 01 coune, it has it& dr.twbacu too. 
rt may well be that one result or such an attitude is that in t.h011e ea1es 
when lhey go off in a wrong direction, they go miaerably WTOl\8, ao 
that their erroni are really big errors. There have, in f~t. been &0me 
apparently big blunders that call for an nplanation. The important 
question for the Soviet.s in auch instances is how long it will take them 
to realir.e that they are going in a wrong direction, and how much 
damage they may have done by that time. 

How can we evaluate such a feature of the Soviet? Especially when 
there may be a real question as to whether the Soviets really have, in 
a.ny unique set111e, a greater drive than ill (ound among people devoted 
to a cause in any olher country. Aasumin1 that it does exist., a quan• 
titat.ive evaluation is hardly posaible. From a qualitative standpoint, 
suffice it to observe tnat a country is surely favored ii it can profit 
from the inculcation in ita people of a drivin1 force towuda thoae 
pis which it& leaden have indicated to be of value to the country. 

"r. Romol\onky, "Cb .. ;,. R.,_la," ~ NN1, London, 19'6. 
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We come now to the point where we try to find out from the evi
dence avai lablo to us what ia the present status of Soviet science and 
technology. The distinction between these two terms is difficult to 
make and i• ...,m.,tim"" artifkial. In a vary gcnl!ral 9Cn"", tec,hnology 
means. applied Kience as distinguished from pure science, particularly 
llllCb apphcat.ions to methods and techniques as are used in industrial 
engineering, and agricLlllure, to imJl'"ove ;i.od increase production. A 
fact, a theory. und a mawrial can pass very quickly from the field of 
science lo the applied field-so quickly indeed that it has become a 
commonplace among scientist... Much depends, or cou""', on the 
amount of emphas.is nnd support which is given to sJ)OMOl"ing the ad
vance of the concepLs which have been developed. A Manhattan Pro
ject can save many yeani in going from a laboratory demonstration oC 
uranium fiSSJon to the successful construction of an atomic bomb. 

Such government support in terms of funds, facilities, and personnel 
becomes all lhe more necessary the iin,ater the SCO!)(' of th~ over-all 
program. Thia ia a fairly recent type o( development in the history 
of science and represents what is probably the gn,,atest change from 
scientific effort of Lhe pasl. J1L~t think how long it took to KO from the 
earliest discoveries in electric:ity to the commercial applicatioru1 or elec• 
tric power. There is a classic story about Benjamin Franklin, who, 
after one of his lectures on electncity, was asked by a kindly old lady, 
of what good was electricity. He answered, "Madam, what good ia a 
new born baby?" This particular child matured very slowly. LBC1e 
scale sL1pport by government or industry or !'Cientif\c effort is a modern 
means of 11.chieving a greatly accelerated aging of newborn babies. 
And the Soviets, in effect, have matle a monstrous Manhattan po-ojetl 
of all science. 

There is undoubtedly a tendency for ~ponsored l!Cientific effort to 
over~mphasize applications o( new knowledge at the etpense of buic 
re~h. This is more apt to apply in industrial, private effort than 
in government. In either field ekillrul direction and undel'!tanding are 
requil"l!d to derive the greatest long-range benefit from a program of 
,icientific effort. Such capability and undcfl;landin1 have been present 
in U. S. induatrial and university cin:lell and have been important fac
lonl in our scientific and tecbooloeical advancea. Since in the Soviet 
Union, the programming must stem entirely from governmental direc
tion, there is imJ)094!d upon such centrali7.ed, governmental eontrol an 
increased responsibility (or effectiveness. 

How well they are coping with this responsibility can be gauged to 
some extent by the material that follow9 on the present status of the 
Soviet effort. 

A. SINKOV !iEEREt 

Pure Scieni:e and Rn1JOTdi 
There is considerab[., evidence from the open literature to demon-

strate that the Soviets are doing quite well in pure science and research. 
"From beln1 1n e:11\remely ~ekwud N)\lDtry in Kienea only a pn .. tlon 
qo, Ruaia bu be<-ome a.n ezirem.ly lmpon&nt one. la, eome aclallma. ... 
it f1 already producina u aood work u. &1'1)' cuuntry in the world, la old« 
diodpllllft, ID .,hl,:h otller COllDlTieo had alrNdy • Iona Illar\ oYW it, it hu 
not yet been able entirely to catch up. But, 011 ally otandard, lta acJu.w. 
mant M remarkable ... ,. 

Their published work in mathematics, physics, chemistry, astron
omy, and meteorology is very good indeed. So 101111 aa the field of 
effort is one which has no possible eonnection with Communist ideol
ogy, the work being done ...ems comparable to lhat in the Free World, 
and it can probably be said that in these fields the Soviets have pretty 
well pulled even with us. An idea-albeit, somewhat out of date-of 
the ranae of their researches in physics, chemiatry, and biology can be 
obtained from the excellent and detailed presentation by Crowther.,. 

Let us consider some specific instances: 

An extensive project conducted by the Air Technical Intelligence 
Center aurveyed the entire field of Slavic aeophyllics between 194.6 and 
1962.11 Tne primary interest of the study was to determine what 
work was being done in the investigation of the physical lawa of the 
atm~phere which affect the operation ol air-weapons syatems. Thua 
papers in the following fields were examined: 

T,walrial Eltttrlcity and Mas-<lam 
Ge!>eral AtmoopJ,e,lc Proponio& 
Met.eorolav 
Uppor Atmoopl,ore 
Nipt Sky and Aurora 
M:eteorltieo 
Solar Ph)'Oi<o 
Com,i~ Ray• 

Over 800 publications were emmined, at leut in abatract. The fol• 
lowing conclusion.Bare drawn from the ATIC reports: 

"Onr-all So• iet aetivltiel in die alHtaf l!eldt of IIOPh1lic:a are oomparabll 
to u, .. ol tht United Stal.all. Soviat -'>191eiola "'9 '"°" aotl"" and 
thoir work appear• lo be of IIIOl'e lip!A..,,. Ulan many ....,i,1e eoa.-Md 
in tho U, S. a,1,y have r..iivd. Thia II ba.ed on U. larp nurnbeP of !lol'lel 
190ph)'llical , .. mtleo that •U!&. the YVielY, 11111'1ber, and &JlllllftM teelutlml 
lnal of poblmno ln-ipted, and tbe numlm and -t qll&llty ol l:M 
,....,<h penonnel. 

"C. H. Waddiqlon, TJa, SN>III/L: Allil•do, l'eaauin Boolu. IN!, p, 75. 
,. I. G. Crowther, op, ,ii, 
11 ATIC, Initial Report on the St.1111 of S.lectod Plolda In C.Opl,yllm In FOffllll 
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"The import&n.,. ol bOme ol the Soviel geophysical inv .. iil"liohs to air 
ol)fratiOhs, H is the H.Sr with U. S. in'Yesti1aUon11. ~ not directly rvident 
llowe¥er, !inee most of tht;> Sovit-t r~acch I'S basic iri n•tul'1!:, the U.S. S. R. 
may bf' in II sood po5ition M'I male• fulure developmeni.t. u wch geoptlyainl 
dt-ve~p"'"'~ •~ lar,e1y prt-eii4'".ated. on Pft!vio1.1s fuftdamenta, ~war~h." 11 

As a ~eond exarnple, conside-r a f\eld o( act\vity which. hw; rec~ntly 
attracted con.,iderable inlere~t 1n the U. S. It includes 5uch aspects 
as linkages, mechanisms, servomechani~ms, control and computing cir
cuitry, and allied fields. The name that ha• recenL!y been coined ro, 
it in our own literature jg Automation. The Soviet;, are especially 
prolific in this lleld and publish moi;t of their unclal!llified papen in a 
journal with the title Aulumalu:s and Telnm:hanior, which will soon 
become availabl.! to the U. S A special study by Lhe ATJC states 
that the extent of the Soviet literature in ths'Ole lield5 suggests" ·'that 
Rrn1 .. qian design or mechanisms i• based on better theoretical grounds 
than accepted practice in either England 01 the United Stales." As 
an intere.1t.ing ~idelight on thl• applicability of these ideas lh<"re ii 11 

paper by a Soviet scientist named Levin which discuS&eli an automatic 
Factory. In this paper, Lhe author foresees the extension of at?tomatic 
c,;,mputing t,-chnique,; to industrial processes. 

A<lditional e~1mples or capacity in other field• can be adduced. A• 
a gel}('ral ~Lut.ement, it cnn be :iaid Lhat Lhe published material indi
cates lh11t the RuSHian• are clearly holding their own in pure research 
and are makinR important indPpendent contributions. There are many 
who grdnl that this is so but who still in~ist that pure science cannot 
flourish in a regimt'nt.ed ~ociety, th.it such a society contain& within it 
the seeds of ib- own destruction. Only time will demonstrate whether 
they are right. For our purposes though, it should be noted that 
those field• which are "out-or-favor" are di=tion• of effort forthest 
removed from military applicntions and therefore have the least effect 
on the Soviet capability to wage war. 

T«h-rwlo1111 
In 1.echnology, the general picture 1s not a~ dear ll.S in pure ,qeie~. 

The evidenCt', which i~ available lo us in conside!"llble quantity, lead., 
to conflicting ancl contradictory implications with regard to Soviet 
capacity. In d~ussing such evidenct-, we llhall liet first indication& of 
pfficit-ncy and eompeten~E'. follow,,J by indication• of inefficiency and 
lack or compl'lt>nr.,, 

F:ndtnm of Cnrt1f"'l.t1u·r 

l .et u~ first examine snme 11ten~ral indicatiun~ or demon,tratud com
petence. 

U !f)i4., p. ,ri1. 

u,Hcmtt Co,allihti1111 in tla. F,rtd rt{ (.''""p1,talio11 Madnvrr, lur Technical lnt,lli
a•noo Study. Nu 102 -l::l.,-ti.1~2-34, ~I Janu■ ry 1962, p. iii (SECRF.Tf 
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A basic r~quirement for an efficient technology is availability or 
plant capacity and raw materials. Although the Soviets are probably 
endowed with re.ourccs comparable in many ,en.-.ea lo thme of the 
U.S., they have nonethe]e,.., always been far behind the U.S. in their 
development and exploitation, ·but the utent of thi8 handicap has been 
very considerably reduced in recent years. 

Consider some key figures from Malenkov's report d<'livered 6 Oc• 
tober 1952 at the 19th Comm uni•t Party Congress." These are 
placed alongside U. S. data for comparison. (The fiauree are in mil
lioll!I or metric tons, except r or electric power which is in billions of 
kilowatt hours.) 

TABLE I 

r- 1--- ···--· U.S. 8. R. 
U.S. 

I Pereencap Gain Goel 
1962 over 19,o 1966 11161 

I 

j Pia: Iron 26 70 3' 64 

IS!ftl 36 90 0.7 95.5 

Cool :,00 80 sn 623 

~·~ '7 50 70' 307 

1::lec~ridty 117 140 162 ~ 
'(1lm1.11I) 

Granting that the Soviet Union has a long way to ao before she can 
rival the U, S., it must be admitted that her gaina are impressive. 
Further, it should be noted that Hitler challenged the world with only 
22.7 million tons o! steel production (1938). Beria, Bulpnin and 
many other Congr"l'!!9 speakers rererred in this Congress to the Soviet 
Union's abihty to convert rapidly to a war economy. In other basic 
materials, aluminum, copper, rubber and chemia(§, similll!' hnprel!8ive 
gains bave ~n made. 

The ~mailer quantities of basic materials at their dispoaal force 
Soviet engineers to conserve and make more effective uae or their 
limited allocatioos. This they do very competA!!ltly. Thua, conaerva
tion of ma.tenal~ is orten revealed in their product design without 

., The Dn<11mrntary Reeord or tlle 19tll Comm11Diol Party Consr- and the 11&
orr■niucion aftA!r Stalin's Death --lrom the tranoldion■ ol the C•"'""' l)ip,11 o/ rlw 
SONI I'•-• Edited by Leo Gnaliow, 1961, p. V, (Jntrodu01-ionl. 
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DefiD: 
significant i,ff..ct on the resulting equipment." When spec:ial alloys re
quire critic,ol materials, these are used sparinaly, We know that the 
Soviet.~ are familiar with most of t.hc epecial alloys that we use, but it 
can be demonstralt·<.l that they use them much more sparingly when 
critical matenals are involved. Vozncsensky maka u. virtue of this 
neces;.~ity, .. 

ln this i;ami, con111,ction, their dt!!iigni; are generally ~impler and le..s 
versatile than ours, thus making the equipment euiff to produce, 
operat.., and rnaini,ain. The requirements for spare parts appear to be 
reduced below the levels that our correspondina equipment would nor
mally require. On th0t1e occasions when it ha~ been possible to ex
amine the same type or item Jlroduced at dift'erunt times, indicatiollll 
have been noted of definite improvement in technological competence. 

The accusations rometimes e~pressed that the Soviets ate mere copi
er,; nn.! entirely unfounded." Even in thOIW' instances where they are 
known t.o have copied foreign equipment, the copying has been clever
ly dont•, with <'nough a~rect.• of redesilrll to show improvements in 
strength, r-formance, east' of production and CO'St of a,..embly. Al
through the genera 1 proccdu~ ha.~ been to downgrade the quality of 
individual mul<!riab whenever reasible, there are instances known in 
which Lhey have ~ubetituted higher grade materuils than thooe used in 
the original equipment. 

They have effectively masten!d the general princip)es of mas.• pro
duction, for they have risen in the field of 1nduatrial production from 
fifth place in the world to oecond, in one generation." Creasey indi
cates that if the industrial index for 1918 is 5Ct at 100, that fo, 1938 
is 908.8.11 ~ven if we allow for some error in theae figures, we have 
indication of impnwement of a very high order of magnitude. 

Let ua now COll8ider 80mc specific examples in detail: 
Rus~ian communication" equipment jg relatively effective. Thoee 

items we ha"e captured and studied 1eem to serve their purpose ~ll. 
Note the following .,valuation of a. captured airborne transmitter: 

"The "qulpment i.s manufactun,d with ■ II indldtion• of hi1h p,rodddlDI' 
run. Coml)onents ore ,..,11 ■n•....S ror ,._ibilily ol ..,ld,tln1 111d ... y 
usembly, TM' frame or the tranmutLl!r ia ao dnl1ne1t that it can be placed 
in any position, i,11!., top, botLom, aide-, Ptl!., on th<!- asaembly ltne thus elimi
natin1 thP. nf'l"Pfl"it.y for a 11perial fi:1.lur• wMrh nOl'f'll.AUy w0t11d hf u\lled t.o 

t-arry Ow- equipmPnt alon1 lhP> lin•. 

"Sovi■L Tochnol.,.ieal Skill Reveal•d by Mat..rial, TNto, Sonol AJfoara, Au,. 
1964, {OIR Report No. 4800.67! pp. Z4-t7 1SECRET) 

•• B. G. Holsman, An ,4pp<ai141 of So.id T...-"""'¢t41 C•pabililin, hwlividual 
Stud:,, NWC, 1st ~'1teJ, 1961-62, p. R. 

"Harr:, ~hwut._ op. ,,1., p. 822. 
11 G. G. c,..,_y, rr., 80 .. ,. •I !1-..t Strt•pl•. M,-Graw Hill. 1946, p. 126. 
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··The tet de&icnel'I ,ucoeerll!<I in ac-hie'llnr ra.ir peorformance u simply u 
W6uld be! p0e1lbll!' for a tran11m1U.er of this lY]:le. 
"CircurtTy i, basic, and there an- no H.oeptlonally roorl or poor deajsn fe1-
hlreii in the ll!t. 

"Good at.ability whLch ordinanly i1 nol attributed to a modul&l..cf 011:ill1tor
vari.abl1P f~qu.1Pn('y trana,mittcr, ""M •~hleved by careful dea:11n and •Md ion 
of eomponenbl. 
"'Btcau• of tt... dni1n 1implirlty, the equipment would be euy to produoe, 
operate and maintain, and would ,...uire • emaller 110<,k of sporeo than U. S. 
World War 11 oquipmenl •Rd for • oimiw pur-."•• 

A furthl'r instanoo of their elfectiveneas in communications tech
niques beani on their design and U&e of radio transmitters for jamming 
purposes. Apparently the broadcast~ put out by VOA must be con
sidererl by the RtJSSians to conatituU! a real threat, aince they devote a 
considerable eft'ort Lo jamming them. The Russians' jammers appear 
to have no other function: it is estimated that the jammina network 
employs roughly 10,000 scarce technicians and co1ta approximately 5 
times more to run than the total rust of U. S. broadcasts to the orbit." 
The point of interest from the technological view is that although 
U. S. station, often change their frequenciea to get away from the 
jamming signal, the Soviets get on to the new frequency and retune 
their transmitters with a speed indicative of excellent equipment and 
excellent operation. 

The Communists have alao been e><pending considi,rable money and 
energy in broadca,t.s as a prol)al(anda instrument.•' Many broadcast& 
are clandestine and so well handled 118 to appear to the listener Lo be of 
local origin. 

In the field of construction qineering, the Soviets have undertaken 
gigantic i,rojects L'QUal to anything found anywhere el!le in the world. 
This call~ for large scak- equipment which they have designed and 
produced. A caterpillar excavator designed and produced at Novo
Kramotonk has a bucket lfith a capacity of 19 cu. yds. A drag line 
excavator with a similar capacity ol 18 cu. yds. can cut into tbe ground 
at a distance ol 50 yds. and dump a full load once a minute as lar 
away a.11 130 yds. A crew of 16 engineers on such a machine can do 
the work of 7,000 or more men." There arc many other types of new 
machines scrapi,.-., dump trucks, etc. On one major project, theoe 
and other machines will enable four billion cu. ydR. of earth to be 
moved in 5 to 7 years-about 16 timl'8 the amount movt-d lor the 
Panama Canal. In the construction of large buildings, the conspicu-

u A.nalym or Communication• F.qujpmer,t, A.TIC Tedrnlc&I Report No. TR-El.-
44, 6 Dea,mber 1961, p. VJ, (SECIU:T). 

" .. Soviet Bloc lmpro•>£ Yore\iln Radio Net," So.wl Alairr, Dee. 1H8. pp. 21 II'. 
(St:CRF.'I'). 

"5. M. Manton, T"6,'1aoi,,I Uwiow Toda,-A &i,wlal', I•_..., London, ltliZ, 
p, 87. 
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ous features are the giant crane and the simplicity or scaffolding." 
Bricks are senl up to th .. hncklayer,; on conveyor belts or lifts from 
ground level. 

Many mow in•tances can hf, r.ilwl to indicale a highly efficient, 
favorable slate of ~viet tt><!hnnlo11:y. It would appear probable that 
lhey can produc,,i anything we can, providl.'tl thl'Y assign il a high enoll(!h 
priority. The rate of progres• they have made during the fivl! or six 
years immediately followin,; the war has been phenomenal. Extra• 
polating with this rate over a long period, we cun-an<l sometime11 
have" --wmc up with predictions that are frightening. But ruch a 
proce>1~ of extrapolation is inadmiesible. Apart from the point thal 
hirJh percentage incn.,uses arc mon., m~ily accompli~hed on a sm:i.ller 
base, thPSl' rates of improvement include •uch special factors as the 
receipt by RuAAia of a great deal of U. S. equipment during I.he war, 
the acquisition of a large number of German 1,cientists and technicians 
and the removal to the Soviet Union of entire industrial plants from 
occupied countries. 

Besides, tht!l'C is quite a case to he marle for the view that Soviets 
are far from beine; supermen, and not unywhere ne-.ir a~ good as th<' 
precedi11,11 evidence would 1-,arl us to believe 

C:ridencea of Lo.ck of Compett?1Ce 
There ha11e been numerous indications of Soviet e1Tor, lack or effi

cienc}', inability to meet planllt',l goals, mistakes in allocation~ and in 
programming of effort, failUTe to achieve worker cooperation, unsalis
faclory end product,, etc. Despite the strict ccn!IOl'Ship impoecd, de
spite the controlled handlina or the di!191.'minalion of information, de
spite the constant propaganda efforts alway~ to paint in bright oolor,s 
even when lhe pigments were tarnished, information has regularly 
got out proving that there are loL~ of problems. 

Thus, there ha.q been repeated acknowled11ement by the Soviet lead
ers of arut.e housing short.ages,•• this JcHpitc the fact Lhal inadequate 
h11using has been one of the most eon&istently dark aspects of the Soviet 
~tandard of living. Various estimates available for several different 
periods since the Revolulion indicate that lhe average per capita 
h11using space has been or the order of C to 6 ,quare meten. Tbe 
laraer of these figures represents the apace occupied by a squnre 7 to 
8 feet on a side. The estimate for 1950 i~ !IOmewhat under that for 
the mid 1920's when it wa..~ very poor. At that time the typical 

" /bad., P- 22, "-· 6. 
"SoY!at Air tor""", Ai• Tcdl•i<ol a~d S,i,ill•/i< Capa)Jilihell, Air lnl<lltpn"' Study, 

AJB 2-28, 1 April IH3, Doi I, USAF ..,d ONI, p. ,rtU, (SECR£;1'J. 
""U, S. S. R. Swp< up Elroru to Improve Hou1io1,'' Sowol A.loir,, No .. mber 

1964, pp. 16, 17 
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housing available lor a small or medium sized family in a Soviet city 
was only one room, in an apartment containin8' three to six families, 
all sharing th~ kitchen and bathroom, if any." According to a recent 
article in VapTa•y C:l1171<m1iki, the 1954 howsing construction goal ia 
37.8 million •quare meteft--9.R million more than in 19113. The fig
gures given for actual construction in 1951, 19l">2, and 1958 are 27,27,28. 
lt appears most unlikely that Soviet con~truction ind~try will be able 
to achieve the expressed goal. Scattered data indicate that even the 
foremtJSt Soviet building enterprises are lagging behind plan. And 
~Uppo!!e the goal cnuld be met, it would repre,ent a per capita in
creaoe of approKimately 2 square feet for the entire year. Compare 
this with U. S. figures. We have been building over a million homes 
a year. A conBl!t'vative e11timate would allot 1,500 square feet on an 
average to each home, thus making a per capita increaae of almoat 10 
square reet-an actual accomplishm.,,nt fiv.- timt!s as gn,at as the eir.

presaed Ruasian goal, despile the fact that our requirement is no
where near thein. 

A continuing &eries of Soviet Pl'ellti articles during recent monU111 
indicates that t.he growth or lhe Soviel coal industry is being hindtnd 
by technological difficulties, essentially a need (or a radical chan11e in 
mining ~hnology_ll Although coal output in gm"" tonnage term~ ha& 
been increasing steadily &ince the end <Jf World War II, and the in
dustry bu met or exceeded its production ~ls ev,•ry year except 
one sinOI! 194 7, the rate of pl'Ogl'eM does not appear to satisfy Soviet 
authorities. 

In the peaee t.enrui of 1944, the Soviets acquired lrom Finland aboul 
seventy industrial concerns. They imported Soviet staffs to manage 
these going concerns and found, lrith the passage of time, that com
petitive conditiollB were too rouah for them. WeU over half were sold 
during the pn•t year---all t,o Finnish buyers. n A Finnilh official who 
ha11 been keeping a cloee eye on these demopments says there's hardly 
any doubt now that the Soviets are out to ~II them all. Their man
aaemtnt stall's are just not up to the tasks that have been rwi81Jed 
them. 

The production goals set in the 5-year plans are seldom achieved. 
Perhaps it is becauSl! th~y are delibeTately elQlllle11lt.ed as a mechaniun 
for spurring on endeavour, but if so Uwn it is not euy to explain the 
constant carpin& and criticism that gcta into official pron11unceme11ta. 

"Hony Sobwort,:, op. nl., p. 463 ff. 
u "Teehnologioal Problem. Plqut Soviet Cua! lnd,..1.ry ,'' S-.111 A.§oira, Nonmber 

1954, pp. 17-lt. 
"Joi.. Gordon, ''Soviet Plants In Finland Find the Capltalillt Compnltlon Too 

Tou1h," WaD StrMI Jnn1GI, 2 0-,.,.1,er 1964, p. 1. 
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Qg,f;ID: 
"~ late u ~~tember 11, 1960, Pratda. fouad it n~y to print a lona: 
artlckl complainonr •bout the frequendy low ptoductMty In Soviet plants."" 

Other manifestatiolll! of inadequate productil>ity are S<,cn in the 
Soviet Union's failure to meet commitments in foreign trade. For 
example, in September 1954, n,ports from Argentina indicated disil
lusionment in her attempts to do bu5iness with the Soviets." A trade 
ligrellment with thr. Sovi~t Union was suppo!!ed to do big thing!\ for 
Argentina and was to sel"\'e as the basis for cllpanded Soviet trade in 
Latin America, but it is not working out that way. Argentina started 
ship1,1ing exports t.o the Sovi~t Union shortly arter the agreement took 
effect. The Soviet deliveries, ir made at all, are falling rar short or 
promise11. ln particular, the Soviets are failing to deliver promised 
capital equipment-fann machinery, generator,;, transmission equip
ment, and oil-flel.-1 e11uipme11t. 

Finally we need but mention, without going into detail, »uch con
Bi_deratiom; as the effects or regimentation and eompartmentation, the 
disadv.o.ntngei< or bure-,1.ucracy, the omnipresent MVD and its iletri
mental effect& on freedom of thought and inquiry, the low living 
standard or workers, the serio1JS inefficiencie~ nr Soviet tran.•port and 
many other defrciencie,i which mu~t have detrimental effects on their 
technology. 

When we try to weigh in the technological balance the evidimces of 
efficiency and capability in the one pan against those or inefficiency 
an.-! lack of accomplishment in the other, we frnd that the pointer of 
the scale wobbles 90 violeally~now tipped one way, now the other
that it is not posaible in our pcesent state or intelligence to anive at a 
satisfactory reading. Thi~ natur-dlly complicate,, our problem or prog
nostication. 

ptJTIJRE PWOSPl:Cb 

What then ab&ll we say about the (uture of Soviet :s.:ience and tec,h
nolOff! Jt i5 a difficult subject in which to make prediction.,, Some 
highly competent people in thi~ country have made very wrong 111,1eases. 
Witnes the testimony in 1945 of Vannevar Bush and Genl'l'al Groves 
before a Sen.i.te Committee that was studying the possibility of the 
Soviets' producing nuclear weapoD11. Other instanc~ <:an be cited of 
relatively recent opinion~ a.bout Soviet capability which have already 
bttn shown to be far wide of the mark." 

We cannot doubt in any event that the Soviet Union is a ranking 
power in science and technology. She ia ad\>ancing at the pMlSt,nt time 

" Harry Schwartz, Gp. di., p, 6SZ. 
"U.S. N""• & World R,porl, 24 !!ept.ernbor 19M, p. 116. 
"Herry L. Hillyi,rd, SMiM Snmc• au T«~ll<M"9w: P.u..i fANla a!Mi l'ww.r< p, ... 

l'l"i., lndlviduel Stud,-, NWC, NoYffll._ 1915a, (SECRET), pp. 2 ,6. 
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at a rate ra.stcr than that of the U. S. and ir these relative rates remain 
unchanged for any lengthy period, then it follows that with time the 
Soviet Union could pull even with and then surpau the U.S. 

Tn this matter ol comparative rates, the point ahould be kept in 
mind that much or the work done iD the Free World is readily available 
to and being utilized by the Soviet Union. An idea or the viaar with 
which such inrormation is sought and collected by Soviet repreeenta• 
tives in the U.S. can be l!"ined from an article in the ONT llt11W for 
Mid-11Mmmer 1954, entilled "Soviet lntelligencl' Collection in the 
U. S."" A much smaller percentage ol Soviet results is aetting to 
the Free World and our scientist.s are not giving that IITlaller amount 
as much attention aa it may deserve. Thia is an additional factor 
making far long-tenn advantaxe to the Soviet Union. 

},Jj the Soviet technological situation improves and the production 
of consumer goods ia expanded, the aeneral livin11 standard or the 
Soviets will continue to riae. We might hopefully look forward to a 
time when the Soviet situation is sufficiently improved to chanp their 
outlook on world affaim and cause them to live in greater hannony and 
cooperation with the rest of the world. But this is clearly a kind oC 
wishful thinking and not justified on the basia of anything \1fe have 
11een since the end or the war. 

AMUming an indefinitely continuing cold war, there will be continued 
emphasis on research into military weapons, both olfemive and defen
~ive type.~. From all indicalion5, the Soviets are devoting a relatively 
greater perc~ntagc or th~ir budget and or their national capability to 
tJiese matter~ than we are. 

Now science is not static. Advances are beiq made cootinuolllly. 
Despite the ract that nuclear weapons represent a tremendo\18 advance 
over anything that bad J)l'eeeded them, it is an erT'OI' to think oC them 
in their P"'""nt form a,, repmienting any l!IOrt of ultimate accompliab
ment. They can be improved on and no doubt will. or the total 
energy available in lhe uranium of an atom bomb, only one tenth of 
orw: percent is 1tdually utiliffd in the explosion." There is considera
ble room for improvement in the poweT of nuclear weapona. 

Improvement.. can al110 be anticipated in the methods or delivery or 
bomha. After all, the intercontinental lfUided miaile i.s already in 
sil(ht. Such development.. then as increa!l'd size and improved delivery 
are readily conceivable. In the light or the preaent stalemate, I do not 
believe that nuclear weapons will be used by eitheT side in the forms 

""Sovitt ln1tllisen.,. Collection in tho U. S.," ONI ~. SupplemonL. Mid
Summer tti;t, pp. 1-11. (SECRET}. 

41 Samuel GL11111toni8, So11r01"boot 011 Alomi, l:°Rlt,W, va11 Naat.rand, 1960, p. 418. 
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now known to us or even in the forms to be anticipated in the near 
future. 

What l!hould really worry u, is not tht• weapon or the method of 
d~liv,.ry U.at we can conceive. What we O"ll'ht to be concerned about 
n!I the next step that. we cannot now forecaat. JusL suppo,w that the 
ba~ic d~velopment in science within tht ne'kt ten or twenty Y~dJ'S is a 
new weapon a& deciKively superior lo the A- and H-bombs as they 
were to their predecesson. 

That such an idea is far from fantastic can be easily demon•trated. 
In luni, 1937, the &ience Committee of the National Resources Com
mittee submitted to the President a report entitled Tee.\nological Tr-,id& 
and Nalio,,ol Poiicg lt1eludi,,Q tAe Sodtu lmplu:ali0tu of New l11lltfl• 

liOl\8. Contributed to by many eminent scienti!lts, it was intended to 
cons•dl!f' upects ol national policy which had to be kept in mind as a 
result of new inventions which might de\'elop within the next ten to 
twenty-fiv~ yeal'l!. It does not even mention atomic energy. The 
date wa1TBI1ts repeating-June 1937, and it was not considered that 
atomic ent'l'lfY would be a mutter of concern in the succeeding 10 to 
25 years! 

Suppooe then that the next basic military development is a new mili
tary weapon clecisively superior to nuclear bomb. or EIIl elfective de
ll'nse ~inst nuclear weapons. Suppose the Soviets develop it ftrat 
and push it to an advanced slap or produce it in quantity even befon, 
we become aware o! it. What could we do ii we went suddenly threat
ened with such a situation. That to my mind, i& the real danger that 
confronts u~. and which we must aim to prevent by every atrenuoua 
means in our power. We tnl13t not IO&C the scientifie race against the 
Soviets for to do so means losing the •ar- be it cold or hoL. We lee! 
certain wr have the ability to win; we are convinced we have the betlt!T 
system; ir w~ mak<' proper use of our ability and our system we will 
win. 
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2. Air ~hnical lnlellipnot C.,,t.r, Anali,N of COlll••lli"""°"' Eo,n--. ATIC 
T0<hnlea1 1141Port. NOTR-r.lr-44, I Dealnib9r 1911. (SECRET). 

a. Air T.chnicat lntetl..,.~ Cont.er, /!lili41 Rqe,I .. a. Slal., of SolcW r..w■ 
ia G"'JIAWM ia Foragn Contna, Projert No. 19'14, 11 June llk. (SECRET). 

4, Afr To,hnlsl lnt.elli .. n .. Genier, SONI CaPGkhli• i~ "■ l'irlll. of C ... plllalioa 
Ma,,\1-i,, ATIC Srudy No. !Oi-Et,.6/12-M, 81 Juua.ry 1112. (SECRET). 

&. Air Univ ..... ty, Hwnan ~ma -■roh l111tltui., T .. So,ut Daeflr-A C.1 
S1.dr •I II•• Prof,.;o,,,,I in So■i .. Sonllr, Oaeamber 1112. 

An Hamlnallon of lhe -i■.I role of ID■dlo!M In Bcivlllt aoelaty. 
8. A.moricsa A-.tioll fo, tht AdYlll-nt of llden .. , s,,,;. S<inia, (A aym

-,.,m ol 1he AA.AS in Pbilad.alphia), 21 Deeomher 18151. 
Tbla '-1< mnlalna • lrMI deal of ill-n1 luf-tiOb .-t vvlo111 lalda 

of adl,rity h, Sovlel Sd4boe, and eome ~c:a.dono by laadlns oeiolltiata. 
1. Amby, Eric, Sn,nvifl ill RlllliG, h11111in Boob, IN?. 

The a11tbor •l)ent a - (11145) ill R-la u an otlldal odontlft• .. i--,tatin 
of tho Auotnlian aovenunan1, and Ji- an ln....cl,w _,t of t1oe ....,ti8<, 
•ll'ott of tho U. S. S. R. cbiofly from the point of view of od~..cton lll4 ,_.II, 

8. COllllto, GOO>IW S. and Lodp, N'ul!la, T .. ~ of ""'Bli"6-T .. ..,_, S,-. 
of Mi"4 C"""111, fl0111hlon Mll!lln Co., Cambridp, )h•., !NI. 

A lludy of th• >n&nNJr in wbkh the Sovlell a,e lllllns IMrninc and ailtw. u 
...,,_ in U..tr idoolO(lo.! P"'lflln. Spo,f!• utentlon -1"" to lite-, 
11,wna, mulllr, Ide-, odumtlm,, A cou,w of letfon fr,r An>oriea iii wtllnad. 

9. C.-y, Geo'l" B. Tlta Bui• of S0..:.C 81,....,,., McO..v HIii Co., 1146. 
Ml in~ns 1tud1 af ~ Sonit Union, \ta hioiory and l,IIOCff,PY, Ila _pie, 

,_.,.,. and Hlent of ind11Strialmlion. SolllO - with ,aprd llo the 
futlH'II. 

10. Crowther, J. G., s-ot Sn,_, London, 1'86. 
The author vialfled tbt Soviet Union on lffffl dUfe,ent oe<miono dwi,. the 

•nn y•n pn~dl111 !hi. The main malarial for tlM ~k wa, eelleceed on 
• leD.U,y I'll/I In th, w1nler ol lNt-16 •l»o the aulhor wu l!M.-,- of -.enl 
oclentlfte inltltui.s. He dnerlba in eonaiderable dolall the _.., probloma 
uud• otudy at all al ,.._ tnoil- and to ""'"" nt.ent tbe concllU- under 
wlllch lbe i,,1e1rcl, WU perforlll8d. 
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11. Hua le)', Juli&n, Soru•I Gtfl1t1e1 t"11td W0rld Sr.ie'lr~. Loodorw. 1949. 
A d~tai~ ew.amini.t11:m or thie l.~11ko oontrovtf"IY by one uf tht! world':oi 

leachna; biologiic.t.111. 
12. Kr.lier. B. A .• Tit, So,,,,1/ 8.c,fnliet. MO"i.cow, 1939. 

A .. ulnc, of Soviet Scicn~ u compared with ~ience under the: Cr.an and in 
'"capitahst" rountries. The 1A>nc is clearly one or biu and 110mewhat 008!1tful. 

18. Liltlepatt, John J)., h )i,nr,h of Son<1Go/d, Harrourt, Bn,e & Cn, 1938. 
A llllT)' of t,ln )'P.ar..' wurlc ;n Snv,rt H.u"51a in tht W:r\!ir.e or the Sov1el irold 

tru•l. Tht periOO ~"le-red, ,m tri \CJ3'1. wu a.n imi,cn\ant Sarmati"f't ·per\od il'I 
t.he d@velopment or Runla•1 mining industry. 

14, Manton, S. M., (M". Hardi!\&) n, Sooid U•ion Todcrr---A Stiml11f1 Imp,,._ 
•••••• [.,,ndon, 19~2. 

Mrs. H11rdinr i1 a z.ool()ti11t in thP Un1ver11ity ol London1 ~ho \\la., ln\ih.ed t.o 
iaccnmp1n:y an upeditiu-n ur !'>n@nt.i,ts. and physicians to mrct ~tifir rol
lnflll" in R=•ia. Her bo,ik is biined but doe, oonUlln • good deal ol factuol 
informal inn. 

1!.. N1tion1I Resout(IC:5 CommittA:-c, Tu.Jan{)loottal Trtfldlt and NatioM! PDl.aLr ln
tl11di111 tlu Sonal l"'pli,-,qtion, of Nt:to f""'"''fnP• W1sJungton, 1937. 

With the btnd:1ia:ht ur th, 1950'11 Lhia: dfJ\."ument makes (a.t,1on1t.1n1 rt•d1n11: 
•bout pntdirt;on11 r911.rr11n5t future ,:;eient1fic endeavour. 

145. Ronu.nonJry, P. ''CM!B in RUM1a," So,1·,r New,, London, 1946. 
An account or how cheu ha." been fllllde a nationa) pa~t•mP., u«eth" with 

indieations of how it 1111 enrouufl'd and Apon~orN'I. 

11. 5c1,.,.,.1,, llany, lhi.rri<1'1 S-•I !,;,o.,,..w, PTent\ao Hall, L~~(). 
A dttaUed Fttudy of all phuea of Rumia'• economy, CbapWJ'll on md\J!rtry 

and prod1Jct.011 are most useful. 

Ht Timo"henko, V. F., TN Sonr., .~11.gar /;rduw~ ,aiul 11.,. PlillWGr RniW11ho11.. 
Stanford Univoro;ty, 1116\. 

An intere'llin& Atudy of the bHt-sua;ar 1ndu~try in Rl.l!ll.i.&. 

19. Vavi1uv, S. I.1 ""The Proareu of Soviet Science."" Sootrl Ne,111, 19&1. 
Tr1n.slatioa of an article taken rrom the. book by Academidan Vavilov en

titled ''Th, Sciena, of the Stalin Epoch,'' publi•hed by tho Academy of Sci,,nc:e., 
in 19:,Q, 

'l0. W1ddill(l<)n, C. H , Tht S,i,~l•/1, AUiMl•, r,n1111in Booka, 1941. 
A ieneral dirit:u-..ion or the role or 1C:ienoe and the habit o( ecientiftr thoqht 

1n human NJ~H!ty. lndu.des I brier t:h•pt.er Pnhtled "h CQmmunlam Sdeftee?'" 

A.rl1d,.,. 

1. A■hby, Eric, "Sovif'L Scicnoe b a ChaJlHlilt' tt, Us." N. Y. TinlU ,\fagOl'lffl', 18 
April 1911.4, p 13 

'2. Fine, Benjamtn. ·•Mo1~ow is Overtakin1 U S. T,Unin• of Tet:hni~i&ns,'" N. Y. 
T,,..., 7 November 1954, p. I. 

S. "Rod Sti,,na, . . [or Lhe Mllltary, Good: !or the People, Poor,'' Nr1<-.-l. l 
March 196,, pp. •&-50. 

,. "So-.iet ID1elliae""" Cullection in Lh• Unite,! Stales," ON1 n,.;.,,, S..,,,,t s.,~ 
plement, Mid .. umrner, 19"'4, pp. 7-11. 

&. ''Sovi,,t To,hnoloeical Skill Rev,aled by Mat<>rials T .. ta," So.i<I A§ai,., OIR, 
!!<,port No. 4800.61, Aul[USt 19:14, (SECRET) pp, :i,-2'7. 
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Tl!li JE@~n 

The Borders of Cryptology 
----11~ I 

"8p § 

TIie crypt.ologlc l)aJ'tDer11blp In lt8 pr .. ent fo.-m bU emhN froa, a 
long aer1• of reorpnl&aU0118. In the proc-. fllllcttoDa trblcb ,ttn, 

similar or lrrterdepei,denl, but separately orp.lllud aDd perbapa not well 
coordlDated, were brOQl!rt closer together. The toptbl,~...., accom
p!labcd b7 orpnl1&Uooal IDSl'pJ'9 a.rid bJ lmprOt"ed llalaoa, 

By current ddlDlUOII, "".....,, bPeOllly COMINT IU>d CCNBEC acth1Ue■ 

w1tl!1n I.be borden of cryp!.ol<ltD', On u,e co,co;F.C alde, our c:r,i,cos:r~c 
aecurlty &Del trammiulon ""Omit:, reepmiaibWtlee exteid to ul t:,pe■ 
or electronic 81Dl■8lon. On the CONUIT aide, bawllffr, a dlaUnctloa I■ 
ma.die behrteeu 11com.municatk,aa 1 • abd ••DOll~ommun.lcat.10081

' allbA,la. 
Only tbe former are wjllun die prcmace of c<»l!'l'r. 

EUIIT 11Clhrltle■ remain aulaide lbe border■ of crn,tnlolJ'. F.LINT 
urangemeota probabl7 are better laloWTt to lhe cryptolaglat Uwi IIMI 
&rrl.llll"tDeata [or u,y o[ the otllerbo,:-derlagacUTltte■• IDDWly reilpecta. 
l:OMINT IUld £LINT functlom are ■lmllar 1111d lnterdepellde8t;. CIOller 
orpnlaUoaal merger 1B belllg de.-eloped; tile tertD "81GINT" (1vblcb 
c:<m!lr9 COMIN'.1 ODIi .El.Off I bu -., ■Aided to our ,....,,., 

ID lbla arucle. '"" eball eonalder o1her bordertq acUTlttea ""1cb 
currwtl7 or i,ctentiall7 baft u impori8Dt effect OD cl')'IIIOI..,., od to 
whlcll perlla~ tile cr)'Ploleclat bu DOt 11.-en much tllouCbl· 'llloee ac
th1tie■ a.re ja.mmlD& a.rid el11eli"onlcdeo9PU<mlnputiclllar,lllld electroalc 
w&rlare la ieneral. 

Althoqatl - 111&7 obeene Ill.at oertatn e!ectroa,c warfare actlYttl• 1111d 
cl'J'l)tology Ol" RIGlNT are •llllllar and taterdepelldent. we do IIOl lntelld IO 
n.iae •re u,y queaUon.t of fw1ll,er recrp.nlaatlon. Fram our bra■d 
review of current rel&llonablpa, ~. we ■-Id recopl• at IBdt 
the potentialltlee for cl,.e lldaon among the bol'derllll actlrittea. 

Tbe two maJor aubdl'l'lalcx. or elecu-oatc wu1an, are electronic 
oounte:r-meu.....,. (EC.II). and electn>lllc COWltff--«NlllermelUNl'e■ 

(l!CCIIJ. Jo.mmlnel u,d ele,ctroaJ.c ci-ptlon ..... -·- of 4CCi~• 

ECII. lleUcJI. lllt.en:epl. D/r, raap •tlmattoD,and•lpl&.11&17■ I■• -
co,,duoted for "'"N/1' of actlftO ECII, ■re uamPI• of , ... •i•• ECK. The 
aleer■ie of a jamm1Dg operattou, for IDlltuce. -1d laclude lhe traaa
ml■atoo freque11e7 alJd ldentltylng characterl■Uoa of U. •IIP>&l lo be 
Jammed. 1be term ECClf oo-,e,-. aaU-Jammln& or a.nt1-mc:epU011 -u-..,..,., 

BIi fiilP illll@f 
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rn vie• of the i-•lblllue, of ae<!IIJ'ity Q0111PrO?DIH1, IJlterlereoce, 1111d 
aelf-decepllon. U .S, cammW11cut"'8 Jammllll IIDd lmltat~,i.,:~eptloo oi,--
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: 
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TtiJOy-..:p;·r;. 
86-36 

l 

eraUona are aub)eet to usm approval In 11dHnce. l/SIB bu apeclfted clr
cumata.nce• ID which lhla &ct.ance appraYal ball alradJ been ll'INID, UBm 
bu al&o preacrl- tbe -Hon. for conducU"I an OIIM&UOD _,, Ume 
doea not }Mtlnit t.he obtaAnlna ol ia.d9"UJCe appro•&l- N9A t■ requ.lred to u·
ranp ror m1lltuy .,.,......._,. to be--ofllle al&l,a or _.i for 

& Ii""" aperatlOD, In addltloD,NSA ,. required lo u·ruee for 1119 D8C-&J'Y 
AIGINT •upport. Wbl.le 8101NT WIiia WDU!d give, they would &lao Ncehe. 
Wbell dlGlt<T IICU't1Uee are perlormed -·de the ~ of NSA'I ILll-
thorlty. there would be &D arr-anp,ment whereby U.. n1,lllt11 wmild be 

I ted 

Ct' y 
1111 will alao play "" lmporl&DI 1'0le ID U-e altu.Uom 111 wblcll Cha U.S. 
obNrffll or le Ille ricll111 of forelp ICII. TIii! ~EC •pecialUt 
parUelpt.188 In the dneloplMDt o( Uld-Jemm!DC IIINll\ll'W- He de-n,lopa 
autbellllc■.IIOD a)'lltemll IJld OIiier Ull:l-~oa -· bilel'CilpUOD 
ud &u.1)'1111 ol. forell!ID BCJII elpalt tll • 81Clll'IT tuk. TIIII u,aly■w of 
forelp lmlt&Uo• of u. s. lllpala, bowenr, v,ould CODCera the COIGIT.C' 
apecl&llatll more tbu tlle RIGINT people. The latter WO\lld be coacerlllld 
wltl! teollldc:&l atudlee of Jllmllll.nc 1tgnale I.lid w1111 \eebaiquell for -Lag 
lhrouat, """'1pulatl...., deceptloe. 

Electrolllc warfare acll't'ttlN bave little aotlceab.le effect ,,_ upon 
cryptologic or SIGINT actlriUM. Tbl Sovtel 11pa1awb1cbjllmtM Voice of 
A""'rtc:11 bave been •ubjected to tbO<-oup tecldca.1 anal,eea bJ f.L.IN1' 
aolinllea, Aalde 1rom the exte•lve IIOri•t Juunln& of U. Volce of 
Amerio■. and at •lmllar b1'0edcu .. by tbe Weat, lllere 19 practically ao 
eTldence that actlff KCM operatlou are belq COll<lu<,t8d - br &be 
Smlet Bloc or by U- W•t. Actlft ECM cperatiOM by 11111 U.S. II.NI llmltlld 
ID new ol the Yarl<NII rlalm mentioned abcffe ud Iha 1,ip-1.nel control& 
whlcll oall for apeclal autbor1selioae. 8lmllar oootr0l1 1111.ft been e■tab
ll1bed ta tbe e.lectnJDic warlarepollcyofNATO. 111 oddiloll to lbe rlal<I -
baH IDBQlloned (e.1,, tile poeuble ·- of SIGINT MCUrlt:,. 01' tbe paHlble 
Interference lritb BIOINT colleclloa), there le the ""-" tilat Jacreued 
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ICUn ECII openttona by tile Weet now _ .. Id a!IDNlate irr-ter - ol. 
acUn ECM bJ Ille 8oYiet Bloc. 

/Jtboup currntuaeo!actl"te ECMlallmlted. mucll effort m•t now be 
dewoted to electromc ...... rrare proble""'- we ahould not alt.empt to 
predict bere tbe aoluttona IO tbe problema, but. we ■boukl menuon aome 
of lhe major ...... wb.lcll would ..rrect cr:,ptolop. 

Tile electroolc warfare policy promuJpted by tbe Jolnl Chlefa of 
Staff proride,a for the deftlapment of u ettectln Rell 01.pablllty. 
81m.llar pl'G'l1alo1111 &re contained In the NA.TO elect.roolc warfare policy. 

Tbe development or u etl"ectln ECM 01.pablUty lmpllee the readlnue 
ol actln, and paa■lft EC:M apeclall■ta, ■ult■bly traJned &ml equipped ID 
budle openUODal Iuka OD ■bori Datloe. Senral NA TO COWltrle■ look lo 
tbe U.S. for _,atance in tra1alnc 1111111 equlppln1 Wllta for actt,e and 
-lye ECII. n la d.lfflcu.lt lo prOY!de for reaU.tlc tralDln& ID -lye 
ECM Wlthollt reYNllng ■e1111itlH tecbnlcal 81GINT lllformallOD. 

Tbe prc,blem. of u■i.■tiq In tl,e ~lopmenl of an allied country'• 
ECM capablllllee &re con■ lderablJ mar., co'IIIJ)la: lb&D t-• encountered 
la the deftloi-nt of U. S. capabilltte■. 11le complicatlq factor1 Include 
lhe u. s. l'MtrlCUOIIII DII COMINT. !':LINT LDd COMBEC collaboratlon wltb 
foreign co1111trlea. The problema are al■o CO!IIPllcated by the eeveral 
fwlclamental dltt.:rence■ Wbleb are lodlcated ID lndlYldual nation■' •le,.. 
OD COMINT·F.1.INT-COM.q•:c electronic warfare relallonelllpe. Uourpr•enl 
reatrlotlona were to be relaJCed. the rllb of compro.i■e ol. CO<U"■e '""uld 
lncreue, but we wouldbel11al)()91tto11to ad'ri■e tlle reclp1eute 011 ■ecurlty 
prlnclpl.,.. If our re■trlctlona ...,re to be malntaJned. we mlabt expect 
■eftral NATO ~I• lo elll!b■np their -ltlYeteolmloal Information 
ID arraiipmenla 'lllbich would exclude the U.S. ID lhat nnt. lbe 14forma
tloa mllbl be band1ed under lnc.......S rl■u of compromlM without tbe 
benefit of U. s. lldnce on aecarlty prlnclplea, Amoac tJMo "•Nl•mental 
dl!fe"nee• of 'fl-OD t.:O .. INT -1:LINT-COMIIEC electroafc warfare relation• 
11blpe, 110me NA TO coull1rlM llaft • ..., .... eel lll.e fl- tbd pual,e l!CII 
WIiia ■bould not DIily be trained ...S equipped, but alao cp1ratlonal now; 
u.at tbey ■bollld coatrtb'1t8 to ua lateruatlonal excbenge of electronic 
w.-rlare lntelllgellce. 

Whtie fmldameatal differences may exl■t ID I.Ddi'fidual nalloae' Yiewa, 
l.beTe are alao problem■ wttbin lbe U.S. 011 tbe matter of determlllllll 
detail• of COMINT-f:I.INT,COWl'P:r. electroa.lc warfare relatlonehlpa. Tbe 

euct borden of cryploJov ma:, often be qunUoned. Attampte ban been 
made to draw the line acoord.hllf to raw malerlal■ or procee■e■ , but thoae 
attempt■ Ila•• not beBD completely ■ucoe■aful. Ha'l'ln& decided, for 
IIJIIUIIPle. !.bat CCMll'IT and El.ll<T ue dletl11ctl'te, we can eull:, Uluatrate 
the dlattncUoa In Cum.. of radto-telep"ll.llUI and radar •lpal■. We mtglll 
ban ■ome d.ltfte>dty, bowlffer, tn 1114.erml.Dlng wbatber •· new type 

elpal from an earth HteWte nblol■ l.e In lbe pro'l'lnce of co111N1 

! 

( 1) 

i;uNT. >,a far u proce•- are conoern~. we mlpt attempt to place 
within tbe bordera of cr:,ptolop tbe "■peclallaed" proceeNa III cr:,plO-
"'•tbemeUc■, crypto-llnguS1Uce, etc •• but OIi cloee e,,amlnaUon aome of 
the apecl&U&ed pl"oceaeea att boi."derU..e. TbeJ reaemble WVTk ctane. tn 
non-cryptolOllc veu of avrerll.lll8Dt, lnd\latrJ, and e<1uoat1onal 11111t1tu

t101111. 

TIiie borderllll actll'ttl.,. wbicb - baH oomidered. are ■ummulaed 
below ID cbaJ't fonn. 1118 cbut prcbabl:, WDea In all of the malD •ub
dl.taloila la tile alactron.lc warfue coaq,IH, bid - are nol al)eolutel:, 
certain tllal It cloel,, We lmow, for eumple, tbal actlft ECll l~cl""•• 
lllllllllllll aad d.eceptlon: U tlleN ue atllBr type9 of ac>llft ECII, - do 
not~ wbat llley are. 

In our oommeat. IIBre oae,daUa,sr■ latloafblpa &man1borderl11S IICtt't1-
tlN, we ■re c.rlUclalQI and appla~ U llltle .. p<111lble, But It Dlllllt 
be apparmt th&l '-" relatioa■ ldpa are not perfect. Not all ■tpUlcem 
tuum ba.., been ■eteled yet. Some wllleb ,..., been ■ett1ed are 1t1ll not 
ea■IIJ under■tood. Some wblcb inay be uader■tood do not -m eDtlr■ I:, 

89 TIP UdiiHf 

(b) (3)-50 use 403 
(b) (3) -18 use 798 
(b) (3)-P.L. 86-36 



---·- ---·- ----------

DOCID: 3265460 

Tar StOH TI, ROROE:11~ OF CRYrTOI.OGY 

lD!llcal. The lmperfecl1ona cannot be traced to nun In a muter plan for 
tbe related acUvtUes; tbere la no su.cb plan- Tbe a\lthorlUea who drew 

up n1llonal policy on cu .. ,~.,., ELINT, IJld coMBn were not tbe HJl\e u 

thoae wba deoeloped electronic wu{a.repollcy. The need for a maater plan 
wu P!OI apparent w""11 the separate policies ...eTe budc11ng. Good progr""'e 
ba.o been made, eapecit.lly d,u\n1 u,e paat few yean,, by the several 
aulhorltles coocerned to.,ard sat.1araclol'y 1etllei:nenl oflndil1dual IHuee. 
The progress I.a llki!ly to coottaue hr working on lodl'Pfdual problem• 
lnBtead of attemplln«: to solve !hem all at once by drawing up a ma■ter 
rteatgn i,ow. 

We have Indicated the potenltalltlee tor cl01Je llaisoa ■mocg the 
bordering actlvltlea. Tbe lodh1dual cryptologl■ t may wonder what hi• 
awn role will be. Tbe llalaon chaDnOI■ are still to an euly atage or 
development. RelaU•ely few cryptoLOll•ts havebeendeslpaledtoconduct 
such llalllOll, AS the aumber gro"'II, the lrtdlvlclual'• dutte,, w1II be 
apparent In technic■ l iDBlruclioaa, leMDfl or reference, appoinlmenls to 
panels, etc. The niaJorny or cryplologlAt.e may oner be deal1Mted to 
peT!onn alial.aonfuuction, but they may neverthel-e,q,ect to be oulgned 
some taau wlllch wlll ouppon •l~ronJc -rr..-e acllTltlea, or ta be 
coMulted by Ua!aoa people oo son,e upect of t.hoafl acthitles. 

ter 1ee11pr !IQ 
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UNCLASSIFIED 

A Program for Correcting Spelling Errors 

ov_l ____ _ 

l;n<'lassified 

,4 desajpuon o( u prugram using u simple, he1sJi:Htc procP.dure (or (l.<,;so1'rntin~ 

'"similar" sp€llirigs, which ts able to r.ornct misspelled u."Ords. Given only a oi<"IJb

uiary of prop(•r/y spelled 1,1,orris, the f'nmputer C'rm l()rTI''"' mosi (mcludinK unanticipated) 

mi.sspellinjl.S without human a ... si.Hance. Ap,1.TI from proc-t1r!U applicatt011s, the prurcs,,;; 

is interf'sting ns an example uf an tuiwrnal form of p11trcrn r,,co;:niiion.. 

It Is tempting to assume that English spelling Is too irrational to be 
explained to a computer. U we limit ourselves to algorithms, perhaps 
this la true; yet If we give the machine an extensive vocabulary, It can 
be programmed to recognize aa misspelled any word that Is not In this 
list. Even this procedure will not detect all errors, for some mis
spellings are correct spellings of different words (e.g., advice can 
become advise). Since such errors can only be detected through context, 
I avoid this troublesome prospect by considering them as usage rather 
than spelling errors, and so outside the scope of my title. 

Having discovered a word that le not In Its vocabulary, what should 
the program do next? Obviously, It could malntaln a dictionary which 
associates ev!"ry misspelled word with Its correctly spelled equh•alent. 
But, this auxiliuy dictionary ts potentially several times longer than th~ 
already sizable vocabulary of correctly spelled words. Unless the h11slc 
vocabulary is extremely limited, maintenance of the auxiliary dictionary 
is Impracticable. 

Any hope of programming customary orthographic "rulee" ts destroyed 
at first glance; for, while a machine could easily put "'i' before 'e' 
except after 'c' . . . ", it would have difficulty recognizing " ... and 
when pronounced 'a' as In neighbor and weigh". Such codlng dlfilculties, 
the numerous exceptions, and the lack of rules to cover many spelling 
errors make this approach unpromising. 

If a spelling error iR correctable without reference to the context in 
which it appears, then the misspelling must be sufficiently "close" 
to the correct spelling to permit unique association. Thus, If a machine ls 
given a suitable criterion for computing the ''similarity" of words, it can 
"correct" a spelling error by substituting the "most similar" correctly 
spelled word for the misspelling. In pattern recognition term,i, a mis
spelled word is a pattern that la approximately equivalent to its correct 
version. Recognizing erroneous spellings requires devising some means 
of dl"fldlng all spellings into equivalence classes and giving the name 
of the class to each of ·its members. 
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How Is "similarity" to be measured? One immediately thinks of ad 
hoc rules (e.g., If all other letters are the same, a word containing 
"le" ls very similar to a word containing "ei");1 but programming 
them Introduces the same difficulties that arise 111 programming ortho
graphic "rules". 

One approach to associating "similar" words. is exemplified by tbe 
Soundex method, which files I111mes according to a code based on their 
pronunciation. To form the code. the laJtlal letter of the surname ls 
followed by a 3-dlgit number which is construcledby ignoring vowels and 
11Bslgning the same digit to similar sounding consonants In their order of 
occurrence.' Tbe filing clerk can then select the proper individual from 
the section of the file specified by this code on the b11Bls of given names or 
other Identifying Information. 

Although widely and successfully used by human clerks, Soundex Is not 
readily adaptable as a ma.chine process for correcting spelling errors. 
To be sure, the code construction could easily be programmed, but the 
fact that It associates correct spelllngs of different words means that an 
additional distinguishing criterion is required. It seemed more efficient 
to search for a single "similarity" measurement which normally would 
uniquely associate a misspelling with Its correct equivalent. 

An abbreviation Is a particular lype of "mlsspelllng" which retains 
enough "similarity" to the original word to permit unique association. 
Unique association implies that the abbreviation retains the meaaJngful 
"kernel" of the word. A spelling error, to be recognizable without 
using context, must also contain the meaningful "kernel". Thus, we are 
led to assume that two words are "similar" if their abbreviations are 
Identical. 

An r-letter abbreviation of an n-letter word can be produced by 
deleting those n-r letters which are least important In the ldentlflcatlon 
of the word. The problem of producing an adequate abbreviation is, in 
application, that of deciding which letters In a word are the least Impor
tant In determining its meaning. Wormatlon theorists assume that the 
information conveyed by a "message" Is Inversely proportional to lie 
a priori probability of occurrence. One can apply this Idea by eliminating 
the n-r letters In the order of their expected frequency; we tried this but 
found that even better resulis can be obtained by using the "frequency" 
of their occurrence as errors. An empirically constructed approximation 
of the latter function Is given In Table I. The lnAdequacy of this technique 
Is soon revealed by encounters with abbreviations such as "xpnn" for 
exponent. Clearly weight must also be given to the position of the letter 
in the word. The first letter is of greatest importance. and, all other 
1 Ao ertr.nt;i-.·(" colleclion of HCUCh rui,,~ is given in: 8earc/i.ing A.ids for .4.lphobttic and ,;;om1.de::c 
Files. Remington Rand Macal'i'-'ment CanLrnls Division, New York. n.d. 
1 This st1111eroc111 is sliKht.ly ovl"ts.implifi~cl. for funM'r details i<;rr.-: f.oundl"-.:. ,Remin,;ton Rand, 
'icw r"ork., n,,J. 
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Table I 
TIM.> Logarilhm or the Desinbility o( Deleting a Letter 

11s a F.uncUon or Its Name 

I ,t'ller Score Utter Scorf!' 

\ 5 N ~ 

D I 0 4 
C 5 r 3 
I) 0 Q 0 
~: I! 4 
F s 5 
G 2 T 
II 5 lJ 4 
I 6 V 1 
J 0 w 
K 1 X 0 
I, 5 y 2 
\I I z 1 

things being equal, the last letter is second in Importance. followed by the 
second letter, the next to l11Bt letter, etc. That Is, If we reorder the 
letters In this fashion, the desirability of rejecting a letter In a ~veo 
position Is an Increasing, monotonic function of the new position. An 
empirically constructed approximation of this function Is given In Table II. 

Table D 

The Lo&uithm or the DesirabilUy of DeleUne; a Leu.er 
as a F'uncUoo of IL-. Position 

Posiliou Score Position Score 
0 9 5 

2 LO 5 
:i 2 11 6 
1 12 6 

5 4 13 6 
6 4 14 6 
7 5 15 6 
R 5 16 up 

By assuming that the name and posltionof a. letter Independently determine 
the desirability of rejecting It, one can form an r- letter abbreviation 
by deleting the n-r letters which have the largest product.' Although the 
assumption of Independence ls not strictly true, it Is suJflclently accurate 
for our purposes. More refined results could be obtained by storing the 
larger table required for dependent variables. 

Before it is asked to correct misspelled words, the machine must 
compute and store a short (we used 4 letters) abbreviation of each 

.) To minimi:r:"" tiruf' acd 0to,0ge requirr:rncnt~, 3-bit lo1ZIAl'itbtois M~ <11dde-d to ,:-ornputc the .,pro,iurt."' 
The crudity of our "<:limaaf's ju~tifiP.._ no t>ighct precision. 



Example 

A [I s 0 R n r. ,, T ll s 0 II ll I\ 'i T 

5 l 5 4 4 7 L~•ner Scor~ 5 l 5 4 4 s 3 3 
0 2 4 5 5 5 4 3 !1oeition Score 0 2 4 5 5 4 3 l 

3 9 9 9 6 11 6 t Sum (1( Scorel!I 5 3 9 9 ~ 6 9 4 . . . .. L>elet"' . . . . 
A Ll B T Abbtl"viRlil)n A B 13 T 

correctly spelled word In the vocabulary. The:,e abbreviations are then 
associated with their complete spellings and sorted. The machine can now 
correct misspellings In any text which contain.e only those words In Its 
vocabulary. Reading the words In order, It forms their abbreviations a.nd 
selects all identical abbreviations of correctly spelled words. Normally 
this process gives a unique answer and the spelling associated with the 
abbreviation Is then used for output (see ex.o.mple). Wben an abbreviation 
coincides with more than one vocabulary entry, the program compares 
longer abbreviations of lhls Input word with longer abbreviations of the 
vocabulary entries It matched until a unique one has been selected. Of 
course, It ts possible tbat a mtsspelltng will be so extreme that Its 
abbreviation will not appear In the vocabulary. When this happens the 
machine can do no more than Indicate that this word was unidentifiable. 

The association of common misspellings' with their correctly spelled 
equivalents Is Illustrated In Table m. The program correctly Identified 
89 of the 117 misspelled words (3 required longer abbreviations) while 
Incorrectly Identifying only 2.' Before condemning the machine's perform
ance, test yourself by covering the correctly spelled column and see ~ow 
well you compare. Unless you are an exceptional epeller, It will be an 
Illuminating - and humbling - experience. 

The two types of deficiency are easily detectable and correctable. A 
word that has been Incorrectly Identified by the program ls virtually 
always corurplcuoua because it does not flt the context and a word not 
ldentllied at all ts made apparent by the blank space left In the output. 
These errors arise either because the word was not in the original 
vocabulary or because the mlsspeUing was so extreme that it gave rise 
to a different abbreviation. The first type of error can be corrected by 
simply adding the new word to the vocabulary at the next updating run. 
The second type requires a certain amount of "cheating". A special 
vocabulary updating ls used In which the correct spelling of this word 
and the abbreviation of the particular mlSBpelllngareplaced In association 
ln the vocabulary. Although Inelegant, this procedure is qulte efficient 
in allowing for peculiar exceptions and words that are too short to permit 

• f'f".'ru: llutchin:ion, L. l. .',tand,1rd Hanrfboi;,k fnr Secr~iarif'~, "et-oen!h fdition. McGru,1-Hill, 
N.,w York. 1%6, pp. 133-134. ReflfLnled by pt>rllli!',sion. 

~ lnr.-df'nl!tl t,,.r11rn,• int,.,r,.d"" ,1n,I pl11l1p111ors J.t~cam,. Philippin,.~. Nr-ith,., {lf thl~!'!,. ,..,.or<;. 
would hn,- nccuTH'tl if S-lettftt abbr,-;vittlionf-. h11rl h"fc'n u<Jrd, 
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deleting all Incorrect letters wlllle maintaining the selected length of 
abbreviation. 

Since this heuristic process was specifically designed for the type of 
spelling errors normally made by people, it Is considerably less 
effective In correcting other types of errors. It would. for example, have 
little utility In correcting the output of a malfunctioning machine; 
fortunately, however, we have other mellll8 of dealing with these. 
Similarly, It is not dltflcult to construct "miaspelllngs" that the process 
will fall to correct, but it le surprisingly difilcult to select such errors 
from the wrltlnp of people. 

The author desires to acknowledge the valWlble assistance of Mr. R. W. 
Tobin, who prepared the programs used to test these Ideas. 

Table DI 

l:!:l(amp)es or Assoctatin& lnconect ~elHngs 
Wtth their Correct Equ.iwalents by "Abbreviation" 

Correct Spe!liog Abbr~viadoa5 Iucorr~ct Spdiing 

ABSORBENT ABBT = ABBT ARSORIH!-.'T 
ABSORPTION ABON ABBN ARSORRTION 
ACCOMMODATE AMDT = AMOT ACCOMODAT!' 
ACQUIESCE ACQC .wi:s AQIIIESE 
ASALYZE .\NYZ ,\N7.E MIALIZE 
ANTARCTIC ANT(= ANTf" Ar-IT AR TIC 
ASININE ASNN = ,-\SNN •~IN!Nf 
ASSIST.~NCE ASTh' = AST~ ~SSISTEN(T 
AUXILIARY ACXY = .\IJXY •UXILU.RY 
BANANA RAKA = B\N< llANANKA 
BANKRUPTCY llAKY = RAKY R.\NKR\:PCY 
F!RF:THRF.N BRTN = RRTN BRETHER!'N 
BRITAIN RRTN = nRru fllUTL\N 
BUOYANCY Ill.TY ROYY IIOFYANCY 
C.\TEGORY CATI'= CATY C.AT.\GOREY 
CHAUFFEIIR CFFR = CFFR < HAl.:FFUER 
Clll/.l'lEYS <.MYS CH~!S <11!\INTI'S 
C.OLISEFM <:OUM C COl;;\l COI.OSl\:M 
COI.OSS.AL COAL C C(HJ. COLI.OS.Al. 
COMMITMENT COITT = LOMT COMMITTMENT 
COtdMITTH. COMM= COMM COMMITEE 
CONCEDE CONll = COND CONSEDE 
CONSCIENTlot;s CONS= CON, CO:-ISCIENTOUS 
CONSENS\;s CONS= CON~ CONC£NSl.iS 
CONTROVERSY COVY = COVY CON TROVER CY 
CORRUGATED COGO = COCO CORRIGATF.D 
CYNICAL CYNL SYNL SYNICAL 
DEUCE nllCE = OUCE nurcf 
OFVELOI' O\'OP = OVOP OlVELLOPE 
DIGNITARY DGRY-:: D&RY OIGNATARY 
l>lSAPPOINT DINT= D11-;T OLSAPOINT 
DH ASTICA LL Y ORTY = ORTY ORASTICLY 
ECSTASY ECTY = ECTY ECSTACY 
HIR.ARRASS EMBS= EMBS EMBARASS 
FXAGGFR.ATE FXGT = EXGT EXAGERATE 
~XISTENCF EXTIS = LXT:-1 EXISTANC.E 
EXTENSION 1-XTN = FXTN EXTENTI0:-1 
FEBRUARY FRRY = FBRY HRUARY 



\.orrect Spelling Ablm~vinlions 

FIERY FIRY C l'IRY 
FILIPl1'0S FNOS PIINS 
FI.AMMAIJLE FMMn Fl.MR 
FORTHRIGHT FOGT= FOGT 
FOR'l-Y FOrY - FOTY 
Ft'LFILL Fl'tL = FUFL 
GNAIVING (S'l"G KNTG 
GOVERNMENT GO\'T = GO\'T 
GRAMMAR GR',ffi = GRMR 
IIE.\R TR Di'DING llllNG = IIDNG 
HEMORRHAGE HMGE = IIMGE 
HINDRANC.E HNL>N = HNDN 
HYGIENE HYGN = IIYGS 
IDIOSYNCRASY IOYY = lllYY 
INCENSE INNS = )NISS 
INCIDENT.A LL Y INDY = INllY 
INFALLIBLE INFB = INFB 
INOCULATE !NOT INNT 
INSISTENCE !NTN = INTN 
IJ',;TERCtlJE !Nm ::: rnTD 
INTLRFFRED 1:-.Fn INTr> 
JEOPAROIZF )ODZ JPDS 
KIMONO KM:-.O KMNA 
LICENSE Lf1'S I.INC 
l.lQ!:EFY Lon·= U_IFY 
MAINTDIANC.E MAt\N ·- M.ANN 
MAN.,GEMEt\T MMt\T = M'l!,;T 
MANEUVER MAVR = !HVR 
MORTGAGED MOGD = MOGIJ 
NICKEL NIKL ~ NIKL 
NINETY NINTH NNTH = SNTH 
NOWADAYS NWL>Y C NWL>Y 
OC.C.ASIOIHL LY 0O-.Y=OCNY 
OC.CT:RRENCE OCNF. = OOIC 
P.,MPHLET PAMT PHMT 
PERMISSIBLI' PR\fH = PRMF\ 
PERSEVERANC.E PRVN = PRVS 
PERS\IADE PRU£ PIJRO 
PHILIPPINES PHN5-= PHNS 
PITTSBURGH PDGII PTDG 
PLAGIARISM PJ.G~f = PLG~I 
PLAYWI\IGHT PWGT PLlrT 
PRAIBIF PRRE C PRRF 
P8EU:::Dt.r,.;G PRDG = PRDG 
PRECIPICE PRPC = PRPC 
PRl·FU\Alll.e PRFB::: PRFB 
PR FSUM PTl_;oi;s PRMS::: PRMS 
PRIVILEGE PI\VG ~ PRVG 
PROPELLER PI\OR: PROR 
P<YOIOI.OGIC.\L PSYL = P,n. 
Pt'.BLICLY l'UflY = Pl'BY 
P\:RsU,R PURR PRl.'R 
QUFSTIONNAIKL C)IJTR = Qn"R 
RECIPffNT RPt\T c RPNT 
RELEVANT RVNT = RYNT 
RL1'0WN RNTN R~t:N 
RF.PEI. H.PL RPLL 
RHA~OO\' Rlff>Y R.A[)\' 

lncorr<>c-t Spelling 

FIREY 
PlllUP!Nl>ES 
FI..HIA!ll.E 
FORTRIGHT 
FOlJRTY 
I-IILLFIL 
KNAll'IN<, 
GOVERMENT 
GRAMMER 
IIEARTRENOERING 
IIEMORR.AGE 
HINDER ENCE 
IIYGHNE 
IDIOCYNCRACY 
INSENSE 
INCIDENTLY 
INFALABLE 
l~OCUUTE 
INSISTANCE 
INTF.RSEDl 
INTERFERREll 
J EPRODL5E 
KIMONA 
l.JSENCF 
Ll()UIFY 
MAINTAINASCE 
M.ANAGMENT 
MANUVEUR 
MORTGAlJGEO 
NIC.KLE 
SThTYN!NFTH 
NOWD.WS 
OCASSION.\LY 
OCCURENCE 
PHAMPLET 
PLRMISSABLE 
PFRSE\'ER ENCE 
PURSl:AllE 
PIHU.IPINES 
PITT~BIJKG 
PLAl<,ARISM 
PLAYWRITlc. 
Pn.,RIE 
PREC~.EDING 
PRtS!PICE 
Pll1':FEI\RABU 
PRFSL:MPTOIIS 
PRIVELEGL' 
PROPEi.LOR 
PSYCOLOGICAL 
PIJflLICALLY 
PERSUEn 
Qlil::S-rJONAIR E 
RES!PIENT 
RF.YFLENT 
RENO\N 
REPELL 
l{,,PIIS(_ll)'f 

I 
-'['.~. -.·•'-.,6 
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\.orrcc-r Spellin~ 

RIIOD<lDFNDH<>~ 
RllllAARf\ 
KK\'TH\-1 
S.\CRJLEGI01 1<:: 
S:\Ft:·n 
SC~SORS 
SEIZL 
SFPAR,\TE 
SHEPHERD 
Sl).DI.AR 
SINCERITY 
SO\CVENIR 
SPE<IMEN 
SIJING 
SIIRREPTITIOPS 
TI\ANSFFRAHI.E 
UNPARALLELED 
USAGF 
nc;FTAHLf 
WFD1'1Sn,r 
\l'l'IR!l 

RF.FEIIENCf:S 

Rom;= RDIJN 
RIIBA RUHR 
R!IY\l RYTM 
.._,\GS = St\(;_" 
SFTY :::: SFTY 
SCRS SIRS 
SFJ.~ SIZE 
SPTF = 5PTI' 
SHRn = SlrRll 
SIMR = SIMR 
SNTY = SNlY 
SOVR = SOVR 
SPMN SPMT 
SlNC. - SUNG 
SUIJS ~ SlillS 
TRFB=TRFA 
UNPD = \'.NPD 
llS<if. :-: USGF 
VGTB C V(;TR 
Wf>llY ·- WDDY 
'l:ERD WIRD 

lnn.,rrect ~pt"llin,:t: 

RIIOl>OIJllENOON 
Rl:1111.ARB 
RYTIIM 
-..\CR[LIGIOIJS 
..;.-\Fn' 
SISSF.RS 
SIEZF. 
SEPFRATE 
SHEPERD 
SH,flLI.SR 
SINCERE11' 
<;otiVINF.R 
SPEC!MENT 
Sl/EING 
SURE PTITQUS 
TR.AN5FERRABU, 
t"NPAR,ALELLEO 
LIS£.\vF 
VEG.HAHL!' 
WFDF'.'-ISn-\Y 
l'JFJ{I) 

I. e§'On thi> Ret"ognition 1,f lofonnation with a Uip;ital [omputer," J,.,,,r. 
, o., o. 2 (April 1957). pp. 178-188. 

2._ °Codinµ; c1nd CoJl" C,.-mprcssion, 11 )our. ACM, \'ol. !';, N.-.. 4 {Ot'tDbN 

,.:.;="-"-"'·-'·:; 3 o. 
.1 • ..,_ ___ _.an<f Fri<'dman, F.. A., .. Th,.. fl,..rnni;lruction of \1utilal<>d l<,n~lisJ1 Tt>"t:--," 

n nnnatwn ,wd C,mtrol, Vol. 1, \'o. l (St-[>Lr-1rl,n 1957), !)fl .. 18-SS. 
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Did Aleksandr Popov Invent Radio? 

DY . .,1 ______ _. 

(JnolaH</Wd 

Po,a, v•. llorcofli: 11 1tvdy of "'" nidenc•. TIie Rw•il>" cla..,. ,., 
11 .. ill.,u;a,. of Ruao i, .,, _ _.d for ,A• fir11 1ille. 

Mk IUl A.meriolUl who lmenl18d radio IIDII lie will p~lJ IIQ 

"llu'colll": ul< 11 Rllllfllll 1111d be wt1J 9-rJ llal:, NJ "Popo,,." Mio 
la nat,l? CIIII eltber 11&-i OJ" Popol' be -1cleHd tile l.lmla1>0r of 
radio? For lllat maner, wbo i• PQIIO'I'? 

Tbroupoat ti. CommllJdat world Alellaaadr ~ Popol' la 
r-anlwl u 111e aole laftator of radio. A ca-,. -mlullca ol uy 
recent R-l&D electrollic.9 )aurDal mallN ~ ~ o!Mr, for 
1159 WU lhe c8111ennlalolPopm'■ blrth (118 WU bon, M■rch II. 1 .. 1 In 
what I■ - tllll BYerdlOfflk oblut). To COIDIDllmal'ate Ole &lllliYer■arJ, II 
INlll!ler of ■pec.lal -- -n, bald dtlJ'lac 11111: ■claatUlo 1UeUqp In 
11Cl9COW 1111d eleewllllre: dedlolldm of a ■U.ba ol PopoT In Lanlncrld, th■ 
Ru■alu -- radio orpm...Uon held an hdulatloa■l !"■dlo ~■t 
OD PopoY'• blrlllday 1111d otr.red a■i-,lal awvd llo uJ radio &Dl&WV 1llbo 
-Wlled 100 R•■IIUl ._tev ~ dvillS lPII: apeclal paatap 
11tamP9 ban been IA11811, sto. ~ le memoriallad lnatbl!lr wa:,a, IDo. 
Tbe R•■l&D eq_qt-..J.- of tll■ IRI! la lmowD • die Popol' l!loolet:,; IICla· 
t111t■-batla RIUlLII Uld lloNlp--wbo mallll oulllt• ..... OOllirlbullaa to 
Ille radio art .--In PopoT aold ID8dall; tlla fll'llt pap or IIO of nwrr 
Bonet bDok OD ndlo-electronloa le rttuali81:loally clnoted lo a ~ 
to A.9. Papw, "Ille -r at radio." 

'nla a-Ian claim of prlortty I.a tlle lafl!lltton of nd1o la hued o.n 11.D 

•- of ll&J 7. 1181 i■- 18411 tJll■ daJ II■■ - celebrated u Radio 
Dey In th■ lilemet Unlcn). At a meetlaC of tbe PllJslc,■ Bruoll ol tlle 

RUlllu PllJa!Oal•C'bemlcal Society Ill Petar■bars, Papc,9, U.11 11D 1n• 
■uw:tor •I till Kromtadt na-..1 ..,_I, reportad on &nd dlQ:ioutrated 
111■• IDfflltkm. a "radl.o l"IIC•ftr," TIie dn1N - aotal1Jdea""84 oaly 
to .recelftl and record ~ dl■cllarp■: Uie ter111 "ndl.o r-1ffr" 
(11■ua!IJ prefaced -2111 "Ille world'■ ftr■t"I became commonly applied IO 

~•• bmlntJQI onlJ after lb■ adftnt to power of U. ~ Ill 
-.ta. Tbla may tie 11101 110 1111W1 wlllflll dllltortloll • It I■ • problem of 
deflnltloo, Pape,,'■ dnlC4t did de1alct ml record electrom■petic ndlatlml 
(If ooly ■t■tlo crube■). and Ill tbat Hallll It IDIM II radio .._.ffl": :,at, 
bel:11,.. then ,..re no tranemlllllll' ■t■Uon■ at IM1 Ume. caa Illa ...,__ 

i Tili• lftk:le t.• be• Ktople4 fa, ,-bJfpll• ta Ue~,,oair• We,U • 
., All 111111•.,.. N.• Style, 
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t1oa really be called a radio recelYer?' Ill ■ WII)' lbta la U,., rever■e 
of lbe old ...-aon: "If • tree fal I■ ID tlie foreet bllt lbere la rm one tbeN 
to be&r lt, la tlleNI ..,, ■Olllld?'' la 18911 llleNt IOH- to hev. -
tbere ,... no ,,jl!jl!. at leaat nat aear Peterabu.rc. 

WIIU11 ■n lnatnJCt.or al knxalt■dt, Pvpo• bad ■ooeu to ■ -II-equipped 
.l■boralory llld • Ubrary Wllll ,tocud wttll foretp periodlc&I• a.ml boolal, 
Papoy WU putlcwuly ~ted lb tbe 1'0ril: al Hetnrloll Bena ■Dd be 
repeated many ol the German•• experiments In ■lectromapetlc Wlln■• 

TIie eiq,orlmata llld wrttinp ol 111.r Olher Loolge, Edouard Bnnly, 
Alll\ldO Rip! IUld otbel'■ ■a.o taflunced 11111 lllilllllC· Tbe del■ctor wtlloll 
Papo,r ~tn.ted 11■ ec,.,. tb8 Pb,,'■lo■l•Cblmk&l 9Dclet, meeH11g wu 
bulo■lly Br■Al.7'■ coherer I• -lal-ftlla& t:,pel lo which Popg-. added ■.a 

~DI for uatamatlo■lly laPPlDs b■oll lbe ft11ap lo. ■ea■ltl'l'I COD
ditton after -I' bad coml'lld ..,a n,c,epttoa al o■ofll&tton■. E■.cll ■tatlc 
cll■cb■rp c■ u■ed • bell to naa or • mark to be m■dll on • paper tape, 
Tbe lmpllc■tl.oa con•.,,..i In ■o- 8ol'let deacrlpll- of Popo,r' ■ re
cel911r I■ u.t the &apptaa dnice wu orlata■l wtlh Popa,. ActuaUy, 1,11 

■utomallc tapper wu a p&rt of Lodp'■ recet-,er demonatraled 1.l • 
~ ol Ille Brlt181> Auoclalioa for it. Ab11110■ment of Sci•- 111 
111,. Wbat _, ll■Te beea ortglal with Pope,• ,... Ille addition of c-.. 
cotle lo prol■ct tile cober■r from the efrecta of local apuldlta 1.1 die 
r■lay coatacta. 

Conlempor■r1 llcmel ■ocounte of Pope,,''• ilmlatlOII tttaollcoulderabl'e 
lmportuce to the antecm& will.ell be .. ed with ld8 l'Kei•er. DNcrlbed u 
• long ftrUC■l wire, ia.ut.wd at UNI Upper end and COlllleOllld tJirauati Iba 
ooberer lo ll""md at Ille 1,-,- eml, It I■ clalmed lo ll■ve been tile final 
elelDeal aeedecl for the reoeption ol radio ■lpal■, The literature ill -
cooelll&l~ °" \Illa polo.l; H•-rt1. bad beeD •hla ~ l.oc,p ■llWDII& for hi• 
eq>erlmenta, bid wbelber PopoT wu tbe llrat to emploJ a Tertleal ute111111 
remalna an un■nawered q1MetioD. Tbere la ■ome mdence that .lllarco<II 
bad beeu ua1J1C an ante110a ol ~ type In bl■ nperlimDI■ conducted 1.1 or 
before Ilda ti-. 

It llbould be polQted out Ula! PopoT foNAw tbal ld.t lnvenUon ml&bl be 
.. ed lor purpoeee of ooinmUDic■Uon. Ourlnc 111■ <lemorwtraUOD of May 1, 

111115 118 la reported to baft aaid: 

W.1• ,unht!1 i-ip,~••...,..., :m7 ~ •. .,j("r c-.-11 l,r ad.pi.cl Lo ,,.. .t,•- r~•pl.ioa of 
lllp111le IIJ flt!•" ef rapid ■lcclliC' oedl .. Uou, • IICIOII .. a nHicl•a•ly ~wn~ 
t.r ■OIU'CI'!' of ■11eh oaclfl■llo- i11 , _ _., 

Perbape unknown 10 Pap,•, a IIOW'Ce of ■11ch o■clll1.ll01111 had already 
been (CIWIII, Early In 18111 (pll'l'hap■ u earl7 H tbe •-~ ol 11194), at 
PonteccllJo, near Be&opa, 11al7, • J'O'IDC mu n■med Guglielmo Marconi 

J Dl~lon•r d.rlDilio■ al r111b•: ··n. V■--lll ■ion a11.d NC.pl1o,Q o1., ..... ..,, -■a■ o/ e1■culc 
•••M •K~ • c..,_.,;-,i •lte .. , .. 
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~ In receJ'fiDc and •~ wtrel-■ alpale onr a d1ataDce ol 
aboQt IIINte-quute~■ of a mile. 91JQll■r uparlmelllll bad al■o 11ee11 made 
b7 Lodp ■.ad Sir Hem"J .J■cuoa. From ti- on, pr...,_ wu ■wlft. 
Mo.rOOGI IIOOftd to E.,.i■nd and by thll ~ of IIIH -- 1'9C91'11DS 
Mor-■ code 111811■■--■ Dffr 1. d1atu,ce Ol -.rly two IQIIII■, On J- a, 
18N Maroolll applied far Ille 8T'9t 11.141 ol electric -"'•~ D11ri111 llN-11 
h'u■IQltu111 cU■taace wu lncraued to four ml'IM aNJ' lud. 111811 DIM 
mll■a ■ol'OII■ tbe Brlllt.ol Cll■nnal, In 18911 wtnl- aleraaJa 9puued ti. 
Engllaib Cb■nnel, tbe flr■I luWIOII of bller..U--1 ndlo -...un1cat1oa. 

In Ille nme ,_,. BrlU.11 WUll!dpe. ualDI llal'COIII ~--• •mgllaapd 
-.pa &t dlat■.aca olTS,mlN, C)alytwo,nn!mr, OD Dlaembllr 12, 
ll01, wltll Maroon! al the reoeh!.• ■taUoll la ~ tll■ latter 
''8" WII tramnaltted IICl'UH U. AtlaJlllc, World-..... radio_,...,._ 
I.IOD .,.. oaw wtlblrl ,-ch. 

Wll■t wu Pvpoy dolag durle& tbl9 time? In~ 11Nanport 
ol bu, de-tr&Uon ol Iba prntOIIII Ill-, wu ....,Ullled lD Illa Joiu,iai 
of Ille ~lan Pll)'SIO■l-Cbemloal 9oc19'7 llllder tllll title "A Dn1ce lor 
DelectlDg ■Dd RecordlDI Elactrtc Oaclll■Uoaa." On lll&rcll H, UIN 
PoPOW HIit.iii■ flral DINUCII bywtrel-■, TNMmfttedcnera dlatuce of 
about too feet. Ille _..., C01111latacl of two wora: "Hatnricll HertL" 
Early tbe followtna Je■r lie wu ~ulll0■llJlc wt1tl ■lllp■ ""'" abort 
dlatancee: RI• equip.mm wu eaqiiGJed lD wbat wu prollablJ tbe flr■t 
.... of ndlo In tile 11&'1'1Dg af boull&n UT119. Ill ltoO a--.. wu flaailled 
from Pet•rtblll'JI lo the Lcebrealrar i1:,__. lutnletlng U lo,_ eom• 
ftallerme11 atruded on float1111 loll In tb■ Gulf af 1lnlud. In 1901, Ille 
y■ar llucoal ■eat •taa18 1000 llllla9 ■croN tbe AU..Uo. PopoT 
Ntahll■bed oommunlcuton batwMn ■blpa on Ille Blaolt IIM; Iba dlatanoe 
wu 1.bcart 80 UlllN, 

How u.n CI.D the RmallUIII claim tbat Popoy Lmnted Hdlo? TW!> 
arpmeut■ Ill'■ ,aed: (1) tba1 Popa'l''II damabs&rdlo11 ol IIH )INldated 
llarcoDI"■ .-1m11 al 18116, and (I) tbal, In any cue. llaroolll'■ lm'llnelon 
wu a dl.-1 eopf of Popa.'■• 

PopoT 1■ &I.Id lo baft refuNd to talle OUI a palellt on b1a lzmlatl.OD, 
contandlJI& lh&L tile dltc<ffllrJ ebould beaellt Ille ■clemlllc world ■t large . 
Tbl■ may be true (lllllvwr■lty P1"oflaon U'e traditionally lmllliltrated lD 
.-1ent1Dg tb■ lr eua-rt•>• or ttmaybeaoaanialeat --- af explalD1111 
110w Maroonl, r1.thertllanPcpor,c■metobeai-1 Wllnnall:, ncoplsed 
u Iba l.■tber of wirel•• oommunlOallon. 

With -i,ect to the ■-lCod upm.eDI, II la certalDly trua tbat no .,,.. '"""'°" or ln.....Ucia wu rwpoulble for ndlo. And tll■re ,,.. 0011-

• r.i:•.:j.f!'tt'1~111 "°· J2,039. Th cl(lli ... 1 ... , "-""lie-• fl&l-■ i.. 'Ne., S,86.19' ... -•salt 

I A daaonpt:ill• .. Mwao■1'111 •iff-la. .,.."" .... - pUU-.4 MIL\ J111 .. 1891. 
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alda:rable aln:allulty ~ tbe ln•Htlou at Ku-coal &lid Papa'I, Jmt u 
PopM'• - allllilar to and .bued upor, Lodp'a, J.«lle'a 11p011 Herta••• 
etc. But 1111a 19 rea11, DDt tile paint. TIie IIWlg tll&t tbe R ... 1.,.. -m 
to -rlook i. t'bat -u..r ~. nor Loc1&9, .,or Srudy, nor Herta 
rea.111 ..__._ U.e fact lllat ra4latlOD .... Ibo J'e&l lley to wlrelau, 

Abd, .. tbe oourta later beld, ,_. at U... Ki.ta.ta """' fully NaJisec! 
LIie practical po .. 1bUltlee of wlre1- u a - at commwilcallon. 
MllJ'COlli gruped bot1I of thme Ideas. II' nol a ereall"' I.mentor, Marconi 
wu bl- wltb a pnlua for PQd9Cll.._ tbe el'\lde \aboratory•tn
appuau of bis predec99.or. Uld (or promotlng wlrelea tel111HPby .. 
• practical fnl9t1'11D1ent of. oo-UftlcaUoa, He wu, In abort, Ille midwife 
of r..Uo. 

Wltboul admlttt1111 t11at be WU reapoM!ble fol' practlcal wtrel•• 
mlegnpby, sonet aourow, putlclllarlJ tbe earUer -· II" 11& leut 
110me endie to Marconi for Ida ooatrlbat101111 lo Ille denlapaent of radio, 
A Sonet encyolapedia bell• It, uttcle on 11arcoa1 by ••J111C- "llarcolll 
(1174-JHTJ, ltLIIUI • ..,_,. 811d radio tacbnlclaa, the , ..... Dtor • .tier 
Profll!UOI' A. 8. PopaY, of dlit ndlotelepaph." T'bla IMO --.:e ta 
ldnder bl 1111 trell-1111 of Marconi lban one publl■IIIIII In 11154. 1'118 
la.tier dlallllNft llaroon1 u an opportum■t -.ho, t■ldlll adTMtap of tbe 
fact tblt ~ bed not patented bla ln"'llllon, -nt mad Uld obtained a 
pawnt 1111 Illa dfftoe, wlllcll ,.,.., after all, oaly • OGpJ of. Popow'a. 

TIie oontrtbutl01>9 or u. mau ""bo plaDMred In u.e •!Udy of el.,. 
trtclt,, ud electromap,elic _,,.,. •• a.J-.UII, Volta, lll<n'■e, Bell, l'&nday, 
Henry, -n.m,p.on, Brlll:lly ud LCJdae--ue freely aclalowleclpd, but la• 
caodMeelld1ng eort of way. The lt11Nlau taloe U1uttltudella&t wbat IIIMe 
men <lid -■ but prelQda to Popa,,'■ "IDNnUon" iJf r■d1o. 

AD tale.-tln& fHtare ol Scmet &CCCNDla of PoPoT ta tbal, of all Ille 
1.Dventl- claimed to ban been made by Rmelaa9, radio ■eema to be 
tbe one ll.ret clal.med. Tbe .......-1 lllal Popoy 'lrUI tbe real tnwento«- of 
radio - put fo'l'UI at leut u euly u 11138; otber IIIINlaa IDY91111---
1.Doludlq bueball aad Ille blllaboap--were-edcoa.■ldarllllly la&er.' 

Tllllre I• 110 dHytllg tbe fact tut PO!lff'• coneiMnble lal■ala "re 
Uttle appN1Claled by tbe taut•t pernmeat. Jt m•t ba'11'8 1-11 .-rttOQ
larl:, pllina to Pupo-. tD -· lu 1tol, Illa rt....i 1'aroonL deoorated by 
I.be Tur with tbe Order al Ill, Alma, Tllllre ta no reoord lmt Papcw 
ner r..ind elmllal- recapl.tlOD bJ bl■ ..,,_Dl, 

Pq,o'r'■ lul ,_ ,_... -NI apeat bl P■Cer■burs u • prot■a ■or, 
tllen du9otor. of the 11:l■ctrot■olmloaJ ~. lie died oa January 
13, ltCMI at the ..., of olT. Ttw brain bemorrll■p wldch cauaed 111■ dealls 

wu clue, accord!JII io one r■cenl Sonet -• to beoat■d ......-Dt9 
betwMD ~ IUld tbe teut■t mloiat■J- to wllom. be wu IIUhordlnal■. 
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Returnlllg to our orlplal ~tlon, did Alelaludr popow ln-.ent rldlo? 
No. 111d neither did Muccoi- Tbe latter IIIAde wirelen pnctioaJ. bUl 
wllbaut tbe ~rtag worll of ■ot■slata llllie (but probak>ly 1101 lnellll!lllC) 
PopoT, Marconi'• aobl_ .. wuwd ....... - ·-Ible! 

Alt ,\merical> ■clBDtlat WIii> receally ftalt■d tbe 80fl■t u- b.rlllp 
back aa lntere■!illl .,_dote. ID • dlaclaa10a al. lltlU1aa olal- tba1 
Popo,, ln-.•ted radio, • Soviet Bl■clr-oatc■ entt-r la quawd u aa:,1DC: 
"Well. Marconi did •omelbl.aC• too, and wllal dlffare""" ~ It Dl■lul? 
We now ba.n radio ud tbat•• lll)Odl" A.ad II ••• IOO-

DIDLIOGRAPIIY 
S...<!N in[•lilh-

0..alap, Omo r.., Jr. R..tio'• /(/I) lloo of S..i•-· New Yark • ....,_ ■od er .... 1111M. 
llad■•i ■, I. Rupo11. l■w"'iotl ""4 ,_.,..,.., ia Lio R..t.o l■•ll"J· - Yan, 

llllca,il11111Co., lM9. 
-••i. G .. l.,\•o. ''Tlit,,.y..S.••o. Y■- a( Radio PN,pHe," R-'lo N,-, 

Joo-, 19112, Pl'• 551-64 ff. 
l■crclopu<lia Bn10■11i<:&. Ckiup, Eacyd-4i■ B•ita•""'• lac., 111156. 
l'l,o l'N l'l,o. Vol. 01 (102~19601, Loodoo, Ad- o..l Cl,o,I .. 01 .. •, Illtl, 
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-'1'1'-• ..,_ •• lu ...... l9C.iNIII Popnw"• e:ai••---· 

UNCLASSIFIED 



'DOCID: 3265539 

{b) (3)-P.L. 86-36 

UNCLASSIAED 

Book Reviews 

Lost~ Philip Ellaby Cleator, London, 1959. Reviewed by 
··· I I 

The urge to discover Beaets ill deeply ingrained in human nature; 
even the least curio111 mind is rouaed by the promise of aharing knowl
edge withheld from other&. Some are fortunate enough to be employed 
in the solution of mysteries, whether they be physicists who track 
down a hiu-to unknown nuclear particle or policemen who detect a 
criminal. Most are driven to sublimate this urge, however, by the 
aolving of artificial puzzles which have been devad £or their enter
tainment. Detective stories or croarword puzzlea BUma, for the 
majority; the 110lution of secret codea may be the hobby (or the 
livelihood) of a few. Lost Lan,ua,a is the atory of the solution, 
primarily by cryptologic methods, of genuine mysteries which had 
baffled men for centuries; it is the story, too, of myateriea which &till 
await their Champollion. 

It was only a century and a half ago-a mere pinpoint in time-
that oertain diacoveriea were made in the hwnaniatic sciencea which 
paralleled the new and radical facts of knowledge in tbe fields of 
physical science and technology. It was in the 19th century that 
archaeology acquired a new look-a look baaed on the principla, •t 
forth earlier by Winckelmann; it was in the 19th century that there 
WU an intensified study of original inscriptions and the first steps 
were taken toward a true science of J.in,uiatics. For the irat time, 
men looked back at the racea which had exiated before the begimlinp 
of Greek history and which had shaped the earlieat history of mankind 
in the Near East; for the firat time, scholarly attention wu davoted 
to the inscribed monuments which had survived from the remote 
period of antiquity. Despite the Horatian dictum "ui.urunt {ortl!B 
ant.e ~memnona" history had hitherto begun with Homer and the 
tales of the Old Testament; of earlier civilizations which had flourished 
elaewbere in the Mediterranean area, little waa known, and the 
knowledge of ancient tongues wu restricted to Latin, Greek and 
Hebrew. Admittedly, a certain formal familiarity with the monu
ments of ancient Egypt, perhaps even of Mesopotamia, hed been 
salvaged from remote antiquity, but man atill gazed at the odd 
pictorial or wedge-shaped charactera with which these monuments 
ware covered with the &a1J1e sense of wonderment aa had the Greeb 
and Roman8, to whom the hieroglyphs were equally myeterious. 
Knowledge of these scripts had been lost in time, and -,ningly no 
effort waa made in late antiquity or during the Middle Agee to de-
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cipher them. 1 Thomas Paine perhapa rellected the vulgar feeling 
when he wrote in 1794: "As there is now nothing new to be learned 
from the dead languagee, all the UBeful books being ah-eady translated, 
the languages are becoming UBeieaa, and the time expended in teaching 
and learning them is wasted. So far as the study of languages may 
contribute to the progress and communication of knowledge, it iB only 
in the living languages that MW knowledge is Lo be found."• And 
yet, today Egyptian hieroglyphics and language form part of our 
knowledge as well as lhe cuneiform characters of the Near East and 
many other fonnerly forgott.en scripts and langualll!9. Archaeolo
gical activities directed the attention of acholan to the countleaa 
inscriptionR left behind by the early inhabitants of parts of Asia and 
Africa, with the result that we are today better infornied about some 
of the monarchs who ruled these realms in 2000 B.C. than we are 
about events in England during the reign of Alfred the Great. The 
deciphennent of these scripts and languagea in the 19th and 20th 
centuries ranks with ~he moet outetandin1 achievements of the human 
mind, and lhe only l'8880n it does not stand in the limelight of public 
interest as a co-equal of the triumphs, in the aame period, of physics 
and technology and their related sciences is that it cannot produce 
the same effect on practical daily life,• As a result of theee achieve
ments the historical horizon hae been pushed back significantly, ao 
that the surveyable history of mankind now comprm aome 5,000 
rather than 2500 y88J'8. This knowledge includes not merely political 
events but also the material end intellectual culture of these ancient 
races-their homes, their manner of living, their religious, juristic 
and scientific thinking; knowledge of the remoter past hae made 

1 In lat.e antiquity, Horapollon in hia Hitrotllyphico odvoncod the view that the 
EIIYJ)tian aeript - not writona, like other writiq, but concealed the o■cn1t 
wiadom of philooopher priate, to be undantood only by one who had been 
llimlluly initiated into magico-myot.lc v.iadom. This Interpretation nunained 
virtually unchallen11ed for canturim (attractinc even Cbampollion) ond esplaina 
why, u late oa the 17th oontury, Atbanuiua Kin:ha in bia Spl,m,, Mylla/lOflica 
could ,iive free n,in to hie lmapnot.ion ond interpret the oimple phr-. "Ooirio 
ooyo," oo "Tia■ lite of thinp, after the defeat of Typhon, the moiature of Nature, 
through the ~•nee of Anubla." Ir tho abourdity of ti- hUl'Olllyphic elucl
dat.ione wu not app■Nnt to Kircher'■ odmirina contemporari,a, it woo bacouao 
the depth of hia ignoranc:o woo more than motchad by tbair own. Iroaically, on 
accurate translation of the inacription or the~ Flaminiao obelisk had bean 
made by Hermapion, an E11ypt.ian J)rie.t, ond -eel in to/,o for on increduloua 
-'41rity by Ammianuo Marcallinuo. 

• TM All" of Rmaon, I. 

• Thia inferior evalual.ion acco11n&1 for the fact that the unlocking ol lhe -rela 
of extinct langua,- and ocripta ia rarely dmcribed coherently ond ii, therefore, 
bardly known to the ,eneral public. 
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poasible an insight into the development of human life and thought 
Crom a perspecUve far wider in spaoe and time. 

Philologists, prior to the initial decipherments, refused to admit 
that the incieed and painted hieroglyphs of E1YPt or the indentation.e 
emibited by the baked clay tableta of Mesopotamia were a form of 
writing at all. Lose Langut1Be9 tells how these and other ap-old 
record& came first to be discovered and then deciphered. In ao doing 
it aff'orde a fascinating glimJR! of the cryptologiet-declpherer and his 
work-the inspired guesses, the slender cluee, the deductive reasoning, 
the apparent.ly unrelat:ed facta, the -mingly trivial details. It 
contains, in fact, the -tial ingredients of an ucitin1 detective 
story. Not only are linguistic remain&, long defunct and forgotten, 
unearthed and identified, but they are effectively brought back to 
life. After a general introductory chapter on the diversity of tongue& 
and the classification of languages, the author devotes a chapter each 
to the two great deciphermente-the Egyptian hieroglyphs and 
c11118iform -and a chapter to what he describe& BS the eubeidiary 
systems-Hittite, Ugarit and Minoan Linear B. In his concluding 
chapter be describe& briefly the half dozen or more undeciphered 
ecripte which, for one reaeon or another, continue to baffle acholam. 
A brief but informative history of the important nationa or peoples 
concerned hae been included in each chapter to provide the reader with 
the proper perspective, along with an ~cco~t of _the often_ bi~e 
individuale who each played his role in deciphering the linguistic 
puzzles. The gallery of portraits includee the brilliant Georg 
Grotefand, undertaking on a wapr, if the story be not apocryphal, 
and with no real lmowled1e of the Oriental languagee, to decipher the 
cuneiform ecript; Champollion, precocious genius, dedicated at twelve 
to unlocking the aecrete of the hieroglyphs like a youthful Hannibal 
swearing eternal enmity to Rome; Michael Ventris, BS a fourteen
year-old achoolboy, falling under the spell of the lepndary Sir _Arthur 
Evan.e and determining to take up the challenge of the widecipbered 
Cretan writings; the indefatigable Rawlinson copying the great 
Behistun inscription from a periloua)y .,,.ying acaffold; and Young 
and Laye.rd and Hincks and Lepeius and many othere-along with a 
recolllition of the niatence and the toil of the uncounted Misaee 
Blimber who labored mi1htily and reaped a mutely inglorious 
anonymity.• 

It Is in the dete.ila of the deciphennent, however, that the cryptolo-

• "There wu no lfaht nonoonae obout Mia Blimber •.. She wu dry and oondy 
with worklns in the grov• or d-.ed ......,..__ N- of your live lancuqoa 
for Mia BUmbor. They mllllt be clead-etone dood-end then Mia Bllmber d.._ 
them up llko o ghoul." (DiclleM, Domlley and So11, chapter 11.J 
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gist will be most interested, for it is obvious that there is a distinct 
similarity between an unreadable script and a eecret code; similar 
methods may be employed to break both. The differences must not 
however, be overlooked. The code is demgned deliberately to baffle 
the inveatiptor while the script is only puzzling by accident. The 
language underlying the coded ten ia pnera]ly known; In the case o( a 
script there are three separate poBBibilitiea. The language may be 
known or partially known but written in an unknown script; this, for 
instance, waa the case with the decipherment of the Old Persian in
scriptions by Grotefend in 1802; the CUJ1eiform signa were then quite 
1D1lmown, but the languap, as revealed by the nicognition of proper 
names, turned out to be largely intelligible through the medium of the 
Avestan tuts. Secondly, the ecript may be known while the lan
guage is wiknown. This ia the case of Etruscan, which is written in a 
modified form of the Greek alphabet preaenting little difficulty to the 
understanding of its sounds, but as yet no language has t-11 found 
cla.ly enough related to throw any light on the meaning of the words. 
Thus, in 11pite of a large collection of inacriptions our knowledge of 
Etruscan is still very elementary and uncertain. Finally, there ia the 
situation which confronted the decipberem of the Minoan script-an 
wiknown eaipt and. an unknown language. The fact that the lan
guage sub,eque11tly proved to be known is irrelevant; that fact could 
not be uNd in the first stages of the decipherment. In t.bis last caae 
decipherments have uaually i-n judged to be posaible only when they 
could start from a bilingual text. The Egyptian hieroglyphs began 
to yield their secrets only when the discovery of the Rosetta st.one, 
with the E1Yptian text repeated in Greek, made it pouible to equate 
the royal names in the two versions. 

It is apparent that cryptology has contributed a new weapon to the 
student of unknown acripts. It ia generally known that any code can, 
in theory, be broken, provided auflicient eumplea of the coded tut 
are available; the only method by which to achieve complete security 
is to emrure continuous change in the coding &y8tem ar to make the 
cods ao complicated that the amount of material Dec111111ary to break it 
can never be obtained. The detailed procedures are irrelevant, but 
the basic procedure (obvious to the reader) is the analyaia and lndu
ing of coded tuts ao that underlying patterns and regularities can be 
discovered. If a number of instanoee can be collected, it may appear 
that a certain group of signs in the coded text has a particular function; 
it may, far ezample, serve as a modifier. A knowledge of the cir
cwmtances in which a IMUllge waa eent may lead to other identifica
tions, and from th- tenuous pins further progresa becomes poaaible 
until the meaning of moat of the coded words ia known. The applica
tion of these basic cryptologic methods to unknown languages is 
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obvious; such methods enable the decipherer to determine the meaning 
of sign groups without knowing bow to pronounce the signs; indeed, 
It ia pOBBible to imagine a case in which tarts in an unknown language 
misht be understood wit.bout finding the phonetic value of a aing]e 
aipi. 

Certain minor criticisms of Loa Lonifu.alJea may be made, even 
tboush the author maba no pn,teme of having written anytb!nr other 
than a reaaonably IICCU1'8te popular account of a subject far too little 
known. C. W. Blepn of the University of Cincinnati consistently 
appears aa Blegan; a scholar famous In the field of ancient history and 
especially renowned for bis archaeological discoveries at Troy and 
Pyloe IUl'llly deeerves t.o have his Dlllll8 apelled COffllCtly. To the 
bibliography, part of which 18 out of date and part ofwhicli appears to 
be mare padding, should be added Pallottino,• Bloch,' Friedrich' and 
Cbadwick'-tbe laat, eapecially, of gn,at intereet to the cryptologist. 
From the standpoint of the cryptologist, too, I ahauld suggest that a 
complete chapter might well have been devoted to the decryption of 
Minoan Linear B which Gelb, at the Second InternatioDal Congrwe of 
ClasBical Studies at Copenhagen In 1956, deecribed aa the "most 
IIUCC8llful aingle attempt in the whole history of the decipherment of 
unknown writinp and languages."• Admittedly, one may always 
read Chadwick, ao that this complaint, like the others, may be captious 
and unjuatified. 

What are the proepecta for the future? The vwy fact that Ventris' 
aatounding feat waa accompliahed aa 1'1Kl8Dtly aa 1962 by aomeone 
other than a prof-1onal philologist certainly auggeata that there ia 
nothing to pn,vent would-be Cbampolliona from emrcising their 
inpnuity and taJents, always providing that these attn'butea are 
accompanied by a thorough knowledge of the subject of their choice. 
Not a few problem& are atpreaentoutatanding, some of them far from 
MW, aa, for eumple, that preEnted by the language of the Etruacana, 
which has long puzzled acholara and iB apparently little nearer solution 
than it was 2000 yeara ago. 10 Other questions have ariMn aince the 
bqinnlng of the prN9Dt 011Dtury, and aome of them, at leaat, promiae 
t.o be 1- intractable aince they ~ await nothing more than 

• PaDottino, Mualmo, The~. R- 19114. 
• Bloch, Raymond,.,.,,........,.,, N-Yorlt, 1968. 
'Fltldrldl, ,lobamla, BIIA/6....,.. v-.r.ouc,,, &Itri/ta and SJIIDl'M", 

Berlin, 1954. 
1 Chadwick, John, TA,, D,ciplwnNJlt of Li111/01' B, Cambridp, 19611. 
• With the poaible -pelo1111 of Beattle and an.-b, IICbolare now -t 

the accuncy of Vatria' decryptioL 
• Parba.- \ha Incipient Etruacan dub wilhin our mldn may nnd the wll. 
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the discovery of additional material. Gordon, at Brandeis, claims to 
have identified Linear A terms with words used in Babylonian 
Akkadian; others have speculated on possible Semitic affinities, and 
the ultimate solution may be found along these lines even though these 
views still appear premature to the scholarly community. What 
harm the bigotry of the vandal cleric de Landa wrought in destroying 
almost completely the ancient Mayan records may happily be righted 
by the activities of the Friedmans who even now are investigating the 
Mayan glyphs in an attempt to decipher something more than the 
calendrical texts; this may well be a difficult task since it seems 
unlikely that the Mayan writing is a phonetic system, if only because 
it has so far defied all attempts at elucidation even though Mayathan 
continues to be spoken in the neighborhood. These and other 
problems, however, will yield in time to persistent investigation, as 
have all the seemingly unsolvable problems of the past. Whatever 
the language, however obscure, each additional achievement will 
advance in its own way the sum of human knowledge. 

--R.F.B. 
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Aristocrat-An Intelligence Test for Computers 
BY H. CAMPAIGNE 
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The solution of monoalphabets was demonstrated on BOGART. Thia 
demonstration was interesting because it shows tJie power of BOGART, 
and because it forges another link in tJie chain of techniq"4!8 needed for 
total automation. 

Among puzzle addicts it is admitt.ed that monoalphabets are the 
aristocrats of puzzles. In fact, a particular type of monoalphabet 
has come to be called an aristocrat, distinguished by its short text, 
spaces between words, and a bizarre vocabulary. 

In cryptanalysis, monoalphabets are encountered in many places. 
They occur in busts when some changing element fails to change. 
'"- ·-LV.umy-t:rypl:atiaJyi;1c-pluoemJres-na\.e ~-lio1u1.1cSn· u1·-a ··ilunpre suo

stitution as a final step, the previous more sophisticated steps leading 
to an unknown wiring of a wheel or plugboard. And finally, mono
alphabets are interesting in themselves as the simplest of all ciphers. 

These two interesting aspects of substitutions become fascinating 
when viewed in the light of another recent development, the explora
tion of the flexibility of computers. Digital comput.er applicability 
to all kinds of problems is highly touted, but little is known about 
its limitations. For ten years claims have been made for language 
translation on computers, but only recently have any translations 
appeared. The quality of these tn.nslations is a matt.er of discus
sion; since there are no objective standards for accuracy and smooth
ness of literary works, these are described variously as "miserable," 
"usable," and "all that one could ask." So it is still not known 
how effective the computer will be. It is very rare to find a problem 
which it is known that a computer cannot solve; in most cases it is 
thought the computer could produce answers if it were programmed. 
Of course a computer cannot play tennis, nor weed the garden, nor 
do other obvious things. But the boundaries of computer ability 
have yet to be found. · 

The use of machines to aid cryptanalysis has been ex.tensive at 
NSA. In some cases, problems have been carried almost from in
tercept .copy to plain text entirely by machine. But of all the mech
anization very little is on simple substitution. This is partly because 
people have not needed help, and partly because mechanization is 
difficult, surprisingly more difficult than for other "more sophisticat
ed" operations. 
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Tiie question posed here is: How rlfectilJfiy CUii a machine solut 
,imple substitutions? which resolves immediately to: How can a 
compuler program be written to 80lue simpk ,ub,titutiond 

This question l have at.tacked through a program called "Aristo
crat." nus was an adventure with many'int.ereatina aapects. 

There are many versions of the problem. Will the cryP.to ra 
be spaced into wordR? If not, will it be spaced into groups? 

The technique11 to be applied can depend on the kind of plain text 
underlying I.he measages. Succe1111 is heavily dependent upon one's 
ability to predict ted. What kind of plain text will we have in our 
problemB? A series of _,. about a military operation can be 
very redundant, full of "arrivals" and "departures," "reconnoitering" 
and "attacking." On the other hand, puzzles 111ly on having the 
mOBt unpredictable text; "veal eables salute 1111ooty ladies." Aristo
crat was aimed at doing the problems in Military Cryptanalytic,, 
Part I, apecincally th0lle with one hundred letters of text. 

The num r of techni ues for attackin Jar e. 

Aristocrat could easily become a major project. 
it suffers 'cti 118 • 
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In summary then it -ms that my shortcomings as a programmer 
rather than those of Rogart as a data manipulator ha.re been probed. 
Aristocrat can read some or the cryptograms in Friedman and Calli
mahoa. It could be made more flexible and more powerful, and I 
know how to do it if there were time, and that ia bv providinR for a 
number of additional continirent.ies. I 

THP. ARfST(M;ftATIC Pl.AN 

/·. 

I 

I 
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A Cryptologic Fairy Tale 
13Y BRIGADIER JOHN H. TILTMAN 

't'bp Seu Et BiJm, 

The paper describes the diagnosis and solution in 1939 of a German 
Transposition field cipher and traces the derivation from it of a British 
field cipher and further development therefrom of the main German Army 
field cipher of 1944 1945, the "Rasterschluessel". The principles of 
the security of transposition systems are discussed. 

I am afraid that the title of this paper gives you very little idea 
of its subject. The title, however, is not as unreasonable as it 
sounds. In the first place the subject is definitely "cryptologic" as 
it has both cryptographic and cryptanalytic aspects. Further, it 
can be called a "Fairy Tale" for two reasons: 

(1) It departs somewhat from the truth because the workings 
of the cryptanalytic solution which fonns the first part of the lecture 
have not survived and I have had to construct an example exhibiting 
features as close to the original as I could from memory, and 

(2) The story has a reasonably happy ending. 
I couldn't think of a title that would express the essence of the 

subject less cumbersome than the following: 
"Crose-pollination of cryptographic ideas between enemies." 
The naval, military and air sections of GCHQ moved to their war 

station, Bletchley Park, on 15th August 1939 a couple of weeks be
fore the Germans invaded Poland. I was in charge of the military 
section. About the middle of September we received some intercepts 
presumed to emanate from German Panzer units in action in Poland, 
which showed the following superficial characteristics. No message 
exceeded 138 letters in length, of which the first 8 letters clearly con
stituted a non-textual indicator of some kind, the first digraph being 
repeated as the second and the third repeated as the fourth. The 
remaining letters of the message conformed to German literal fre
quency. The system employed could therefore be assumed to be I-,~,, .. ....,., .... 
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There is not sufficient information in my fabricated example to 
derive the indicating systems completely but the general lines can be 
deduced. In the original German system, called by them the 
Heftschluessel, the 26 letters of the alphabet were rearranged at ran• 
dom and written in two lines of 13 letters each at the top of the grille 
and again at the left hand side, giving two alternative letters in each 
position. The two transposition keys were written at the top and 
bottom of the grille respectively. The first digraph (repeated for 
check purposes as the second) gives column and line coordinates for 
the starting point of the plain text within the grille. The third di-

lOP SECRET 8114.-.R 26 

t(:, :.. . ~ , t i , .. ,. ',.} 

LU ~. 1. (dl 

J. H. TlLTMAN TOP SECRl:'f DINAR 

graph (repeated as the fourth) gives the starting points within the 
two keys used cyclically. 

In the Gennan Ull8ge of this system the transposition keys were 
changed daily, also presmnably the two alphabets used for the indi
cators. I don't remember how often the grille was changed but it 
certainly was not constant for all key-areas or for long periods. 
Shortly after the solution of the messages intercepted during the 
invasion of Poland, the same system became heavily used for a 
totally different purpose. An Anny transmitter somewhere jn 
western Germany began broadcasting at 4-hour intervals L ! 
messages known as Barbarameldungen. These proved on solution 
to be corrections for weather conditions o range-tables. 
Regularly 2 hours later than each of these messages the 
same station sent out long general weather orecas and these were 
enciphered in the Heft.schluessel, and, owing to the limitation of 
textual message-lengths to 130 letters, each of them was enciphered 
and transmitted in 5 or 6 (sometimes even 7) parts. This meant that 
we received between 30 and 40 messages a day. I 

However, after we had managed to recover the daily changes for 
rather more than a month, the system was changed. The successor 
cipher had a similar indicating system and was clearly a transposi
tion cipher but the number of textual letters in a message was lim
ited to 120 instead of 130. The weather forecasts conti come 
in in several arts 6 times dail in the new ci her an 
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On 1st February 1940 this new system went out of use and was re
placed by the first German Military Double Playfair System which I 
managed to break into in about 2 weeks, thereafter reading more or 
less currently for about two months. 

During 1940 and 1941 I was under continuous pressure to give 
attention to the cryptographic security of transposition systems. 
There were three reasons for this: 
,---J!L,The German police were using Double Transpositionr-7 
L__Jfor each day for the first and second processes respectlvelr 

(2) The British Army was using a Grille Transposition System 
known as the Army Stencil Cipher whose security I had criticized on 
the grounds that the stencil carried too many holes, c.s. permitted 
squares. The HeftschJuessel whose solution I described earlier is an 
exaronle of thjs the pTportion of 3 forbidden to 10 permitted squares 

I -
(3) I had to provide a crypt.analytic training course at short 

notice to test the capability of new recruits to GCHQ before they 
were accepted and placed in the organization. 

Here is a special case you may not all hs.ve eeen. This is not part 
of the fairy-tale-it really happened. During the first course of the 
Cryptanalytic School I started in Bedford in 1941, the Chief Instruc
tor, Major Mastera, was giving a first description of the process of 
Double Transposition on the blackboard. He chose a short key at 
random and wrote it on the board-53142. He then wrote a short 
message under it 

53142 

ARRIV 
INGTO 
DAY 
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He then wrote the key down again and wrote under it horizontally 
the columns of his earlier diagram in numerical order: '," ·. ·'. :_,: 

St? : . "1. ic ! 
53142 

RGYVO 

RNAIT 
AID 

He then took out the columns in numerical order and wrote them 
horizontally: Y ADOT G NIVI HRA, this being his originai text 
written backwards. 

Sometime later in 1941 I produced the "Cysquare" which was ac
cepted by the War Office as a low-echelon cipher to replace the 
"Stencil" cipher and issued to the Eighth Army in North Africa. 
Figures 8 and 9 give photographs of two pages of the printed instruc
tions. The grille has 676 (26 x 26) squares. Each column and each 
line contains 10 white (permitted) squares, with the exception of 3 
"plua" lines containing 20 white squares each and 3 "minua" lines 
which contain no white squares at all. The key for the day consists 
of 26 letters of the alphabet in random order with the numbers from 
1 to 26 written under them also in random order. For each mes
sage the operator selects a 4-letter indicator from a random list of 
such groups provided him for uae in turn. The indicator in the case 
of_ t~e ~xample given is GMBX. The numbers corresponding to 
thlB indicator are 11 19 20 7, i.e., position 11, line 19, column 20, 
taking out number 7. The grille could be uaed with any of its sides 
at the top. Position II indicates that the grille is uaed as shown 
with numbers 8 to 13 at the top. The numerical key for the day is 
written from left to right at the top of the grille and from the bottom: 
upwards on the left hand side. The plain text is written into the 
grille starting at the next white square after the square described by 
the line coordinate 19 and the column coordinate 20, using the ele
ments of the key to define the corresponding lines and columns. If 
and when the operator reaches the last white square in the grille he 

,:OP $1iGRli:r ~11>1 ♦ R 30 

J. H. TILTMAN 'fOP SEERE'f BIIU.R 

proceeds from the top left-hand corner. He then takes out the 
columns of letters starting at the top of the grille and in the column 
designated by the taking out number, i.e., in this case 7. The mes
sage is written out in 4-letter groups preceded by the 4 letter indi
cator and followed by the number of letters, the indicator repeated 
and the time and date. No message of more than 220 letters wW: 
permitted. If a message handed in for transmission exceeded this 
length it had to be divided into parts, none of them exceeding 200 
letters in length. 

The cipher was originally designed to be uaed in one of two forms: 
(1) Stencil form, in which holes were punched through a card to 

correspond to white squares. This form allowed both sides to be 
used, giving 8 "positions" instead of 4. 

(2) Pad form. Here the grilles were issued in pads of 50 pages 
each printed with identical grilles. I note from the instructions 
(which I did not write) that the operator was encouraged to use each 
sheet as many times as possible by rubbing out the letters of each 
message after use! 

Everyone who has had the responsibility of designing a cipher 
knows that a cryptographic system has to be a compromise between 
security and practicability. I consider my Cysquare to have been 
strong on security! 

At this point I may as well confess that the cipher was a complete 
flop. It must have been issued to the Eighth Anny in pad form as 
it was apparent very shortly after its introduction that the code 
clerks refused to use it on the grounds that after a very little desert 
weather and use of indiarubber the permitted squares were indis
tinguishable from the forbidden ones. The failure of the cipher 
created a temporary communication vacuum which had to be filled 
in another way, but, in the meantime, whenever Rommel overran 
British armoured and infantry units he captured the Cysquare with 
its instructions and the G rentl 
thou ht it was wonderful. 

31 fOP SEEREf 011 ◄ ..cR 



DCM!ll9rt enH 66'it6<91e FAIRY TALE 

1' 

r 

l'OP SEERET BIW\A 32 

EO 1.4.(b 
E,:, l. 4. ( c 

EO l. 4. (d 

J. H. TILTMAN 

33 

'fOP SEERE'f Dll ◄~R 

'fOP SECRET Bll◄ it<R 



~ 

DOCID: 3265469 

~ 
~ 

=--

EO l. 4. (b) 
EO 1. 4. (c) 

EO 1. 4. (d) 

-----------------------------------~----- -• 

n 
:i:, 
.( 

~ 
0 
t"' 
0 
0 .... 
n .., 
> .... 
:i:, 
.( 

'"3 
~ 
t.:i:J 



DOCID: 3265469 
J. H. TILTMAN 

Fig. 3. 

35 

'FOP SEERE'F 91~~AR 

EO 1. 4. ( )) 
EO 1. 4. ( ) 
EO 1. 4. ( :!) 

'FOP SECRET Blt◄~R 



'fO
P

 SECRET Blt◄,tcR 
C

R
Y

P
T

O
L

O
G

IC
 F

A
IR

Y
 T

A
L

E
 

0 0 lO
P

 SEC
A

Ef 91►h
6,A 

F
IQ

. 4. 

36 

.a 
u 1J 

-q<
 

-q<
 

-q<
 

--, 
r
l
 
r
l
 

0
0

0
 

.k
l 

k
l 

k
l 

J. H
. T

IL
T

M
A

N
 

F
ig,. 5. 

37 

fO
P

 SECRET D1
►,
A
A
 

lO
P

 &
E

,R
g

 91M
A

A
 



fO
P

 5ECRET 
Blt◄A

R
 

C
R

Y
P

T
O

L
O

G
IC

 F
A

IR
Y

 T
A

L
E

 

9:op SECAE:r 91►1-AR 
38 

.ri 
UI u 

t
j' <ct1 

t
j' 

.-I 

o 
O

I o 
w

 r..:uz:i 



·DOCID: 3265469 
J. H. TILTMAN 

Fig,. 9. 

39 

TOP SECRET Dlt◄AR 

fOP SECREf l:>lt◄AR 

EO 1.4. (b) 
EO 1. 4. ( c) 

• EO 1. 4. (d) 



DOCID: 3265466 

(bl (3)-P.L. 
86-36 

UNCLASSIFIED 

Why Analog Computation? 
. avl I 

Unclo88i/u!d 

An introduction to analog computation containing a brief description 
of the analog computer and problems in whid& it can he aduanf.ageouBJ,y 
applied. Both analog computers and syBf.ems combini"ll analog and dig
ital techniques are discussed in ortkr to show why tAe Agency's interest 
in thi8 computation area has increased. 

Why analog computation? With the int.erest in analog computing 
equipment rapidly increasing in our digit.ally orient.ed Agency, this is 
a question many of us must ask. 1.lie preponderence of digital com
puting equipment in this Agency would preclude analog computation 
from consideration if the two types of computers performed the same 
operations equally well; but this is not the case. A comparison of 
digital and analog comput.er applications reveals a. basic difference 
in their operation. The digital computer performs nwnerical opera
tions on discrete signals: in contrast, the analog computer performs 
algebraic and integro-diJferential operations upon continuous sig
nals. Therefore certain operations, which are difficult to program 
on a digital computer, are available inherently on the analog ma
chine. In order to appreciat.e where an analog computer can be 
advantageously applied, one must become more familiar with what 
it is and how it is used. 

Before discussing problem areas in which the analog computer 
poesesses an advantage, let us briefly consider the fundamentals 
of its operation. 

The heart of the computer is the high-gain D.C. amplliler--either 
vacuum tube or transistor-that, when properly connected with 
passive components, fonns the basic operational element. The 
schematic representation for an operational amplifier is shown in 
Fig. 1. 

If the passive components in both feedback and input arms are 
entirely resistive, the circuit of Fig. 1 adds the applied voltages in 
proportion to the ratios of the individual resistors; while if the feed
back impedance is capacitive, the circuit integrates the sum of the 
applied voltages. The schematic diagrams for an amplifier used u 
a summer (it is called an inverter if it baa only one input) and as 
an integrator are shown in Fig. 2. 
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(z, b. b. ) e. - - z, e, + z, e, + · • • + z. ._ 
Pia- 1 •. -Oporatlonal AmpWler. 

e, o--G,......., 

G, 

<r--- -

e. G. 

e, = - (G,e, + G.,e, + · · + G.e.) 
Adder 

e, o----"G.,_,, 

e, G, 
0----1 

o---- -

o-----
e. G. 

e, - - f ~ (G,e1 + G~ + · • • + G.e.)dt 

lntepator 
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H the simple input and fa.lback impedancee ani replaced with com
pin networks, either peaaive or active, the amplifier circuit will 
develop more complicated tramfer functi0118 than th0111 lhown in 
Fig. 2. In addition to the baaic amplifiere, the pmeral-purpoee 
analog computer UIIWllly coataina a variety of apecial purpON unita; 
lor -.unple, multiplier& to Corm the pn,duct ol twv or more veriablM, 
med and variable-diode function ,-raton to perform varioua non
linear operations on tbe variablee, mtcbm to aiart and modify the 
oparatiODS, and comparaton to make elementary deciaiona bued cm 
t.he value of a particular variable. It ia the compe.tabllity and 
simplicity of intercomiection of th.- varioua component& that. give 
the analog computer its lluibility and vereatility. 

With this brief discwmion of t.he analog computer itaalf as back
ground, the aolution of problems with it will be conaidered. The 
analog computer ball basically two mod• of operetion. 'The fint 
mode ill a simulation of the mathematical equati0119 that dellcrlbe a 
l)'lt,em; while the ll8COlld ill a simulation of the functiODS that. a eyatAim 
IDWlt psfonn in pl00Bing contlnuoua algnala "on line". 'The tint 
mode le wied wbm. the basic parameters of the eyatem are to be in
vatipted; the l800nd, when its total characteriatiai must be evaluated. 
The choice of the simulation t.eclmique to be lad for a particular 
problem ueually depende on the nature of the 10lution required. 
Either mode of simulation or a combination of aome feat11181 of both 
may yield the m01t fruitful raults depending upon tbe desree of 
interest in the detailad operation of the epecitic parts and the overall 
opemtion of the entire syatAim. For simulation on tbe analog com
puter, it ia not ~ that a problem be electrical in nature Binc:e 
the aolutions ani obtained from an analogy betwaen the phyaical 
variablee---be they electrical, mechanical, mathematical or the lib
and the computer voltqas. After a problem bas been aimulated, 
care must always be e:a:ercilled in checkins trial aolutione apin&t 
experimental or analytical data to UUAU'8 that. the -,Jutione do atiafy, 
at. leall\ at aome particular pointa, the original etat.amimt of the prob
lem. 

Althoush a det.ailed simulation obtained from the definina equa
t.iolls oft'ers many advantapa In the analyaia of the operation of a 
eystem, only a few of the more ----1 ma will be ~ J:mre. 
TIie tint advantap ill that the individual ~ may be illolatm 
on the computer 110 that each may be variad ~tly; and, 
theref'on,, the required n8J)Oll88 function may be op~ .,.tema
tically. Thill mode of operation hsa particular appeal f'or the elec
triad eoci- llDlc:e the machme Bimulation may be UNd in tbe ame 
manner as the ''bread board" clrcuite to which he le aceuat.omed, but 
with increaeed flaibility and more rapid and limpler modillcation of 
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the paralll8tera than with the actual c:imJlt. A eecond adv1111tqe ill 
that, since ideal .-ntll CIID be aul.tituad in the limulatiOD for 
the phyaical oomponema, information can be obtaiD8cl about the 
perametera that can not be 11oUAm by dinct ~t on an 
aetua1 circuit. 9&ill anotber advantqe iii that t.be IIOLdion of -
linear prob1- ia only allchtlY mme cWllcult than the aohmon of 
llmar -; ill fact, a non-6-r problem ill .-lly pmpanmied u a 
linelr -• and thm tbe non-lineer fuac:tion fa i-ted in place ol 
ff8 lineer apJJN)mnation. In tbia mannar &he IIOD•lfnear problema, 
that nallt anaiya in all but the aimpleet -, can be a>lved quite 
readily OD the 8Jllllof computer witb little additional effi>rt. 

To ilbatrate this mode of operation, the following problmn of 
putlcular cummt lnt.mmt to the qmcy ill ~ Variou& tun
DBI diode c:ircuitB an, to be evaluated in order to det.rmine tboae 
whidi look DIOR promiain( for - in high ~ dlgltal eomputa'B 
1111d almDm applic:aaona; and than t.lae c:iscuita are to be invwti
pted in peat.er detail to develop ct.icn criteria. To analyze e&ch 
pr,ipoead c:lralit an the analog computer, a c:irealt diagralll ia drawn 
uam, a limar model fw the tunnel diode; BIid from ihil circuit 818 

writ1:8n the ll)'B1elD equations. Although tbe anaiot compuw doea 
not operate at die aame as-la and voltap leftll • the twmel diode 
cirwita, it am be naade to zepftllBll.t their operation by the proper 
tm. and amplitude -iiDC al tbe equation&. MtM the lineer aqua-. 
tb9 are prognu:olllllld tor eolution OD tbe ccnnpular, tbe D1PtiW 
reai11Wice cbaract.eristic al t.ba diode, 111 abown In Fig. 3, may be 
aet up on a variabllH)iode £unction paerator and imertecl. in the 
PftlP'8III In place of the linear l'IQWICII. 

u 

na. a.-1'1umel D1oc1a c~. 
,,_ moat direct application ror thia --linear eimulauoo ill the 
inveltiptioJa of the diet OD t,he c:imJlt ltllPOla cm-1 by V&ryUII 
tile linear caDpoDIIDta, with the diode ~ h,,ld CClllltan\, 
bee&.- t.bma c:omponanlB can rapidly be modiftad by chanpag with 
poteationletma the pin of the ampli8en that repnNnt tbma. In 
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addition, the diode cbaract.iatic italf may be eully modi8ed to 
OClllf'orm to 1111Y specified val._ that COft8IJIOlld to a particular diod8'1 
paramet.e,r9. orto paramet.. valua thatarenotD01r avmlable ill ac:ual 
dlodea but that appear t.o oft'er - potential advantep la the cir
cuit. This brief diecullion illu.trat.ee - ol the aclvantapa that 
the anaio, computer pc,- in tbelllllutkm ofthiaclaaofprobleml. 

The llimulatioa of the flmc:tlou that a ~ 111118& pedorm in 
~ contiDDoual or, u they.,.~ c:aDecl, analog lllgaaJa 
ill aleo -.lily IHlClllllpliabal on tha analOII compu1i8r. A almpla 
8DDlpie of an analog eyatBm ill a radio nalvar alnca it mat lllter, 
IIDlplify and demodulate cxmtm-i, iDcomiar lipala. All U
oparatioaa can be almuJaled on a pnera1 purpoee analot CIODlJIQlr 
by illt.erconnectiDg the CGmpOllllDtll available. Far the proceama or 
limited bandwidth aipalli IIUCb. u as-:h, the compqt.ar ia capable of 
opa-ating directly upon tbe ailDII, or a tape ~ copy or it; but 
rot wider bendwidth tliana]a, BUdi u t.bme -=ountmed in a radio 
receiver, it ill -.y to upmd the tinm acale of b aimulation and 
operate upon Blowed down or almulated ll&na)a. 'Ibe ~vantqll of 
aimulating a .,.t.em, either in ru1 or a.puuled U-, on the analog 
-pater ii thai imt.d of COllltructiDr a special-~ equipaalt 
,illlt to clet«mhie the etlbey of a propoeed lcheDie in~ aome 
puticu]ar data, the standard COZDIIODIDtll cm the camput.ar am be 
rapidly COIIIIIICwd mid i.ted. U the limulation ravaala that the 
procea, j~ the CGll8tNCtion al a apecial-pmpca macbiDe, b 
almulatJoa QUI tlJmZ be lad to oompile intormatiOD about tbe various 
BYatam penmet.en that can be lad to almp!ify tha dmip of the 
fhlalmadline. 

To illultrate this type of llimulation the folJowinr uamp1e on CQr

,utioa ii ix-ted. Sina, the corralaticm lunctlan ii a meu11r1t of 
the aimilarity of two ailnaJa. in many ~ it would be advanta
pollll to accompJilh thil camparieon "on lfne", 1111 lltpid)y 1111 pcalbJe. 
eo that the rwultinr infarmatton may be u.l to malre an immlldiate 
dec:iaicm. In ordar to aYOld a -,t.hy dilcuaaioa of &be oomladon 
plOClal iti,elf, the probJsm will be lltat;ed aimply Ill the detcminatloa 
of the oorrelatim fllnet.illlD ddmd by the folJowinr equat.ion; 

R11 (r) - 1/TJ:x, (t) X, (f + r) dt 

If X, and X, ue the same lipal, thia ill c:alled an autoconelation 
function; and if they are dilfennt llp.ia, it ill a ctOacOft'elltl.on 
lwactioa. Thia equation iadicat.811 that a product must be formed of 
the two aipia]e at vuiau9 ofraeta ill tinm (,) and that eiieh procluet 
rnUBt tbell be int.ea,ated 01181' tbs speciSed int.arval to determina the 
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correlation function. For aolution on a cfiaital computer it would be 
~ to aample and store the two waveforms, multiply the cor
n11poading aamplee for each oflilet, and Ul8D numerically lntep-ata aD 
the rwultm1 products. Since a vary large number of aamplel ia 
neceaaary to accurately Np-t m08t signala, tMID the moet modem 
digital computen would have difflculty in performing all the niquind 
operatiODB rapidly enouah to make the dec:lsione "on line." In con
tnat, analog equipmen~ther optical or electronic-which In
clude& delay lines can iDBtantaneoualy multiply t.be two itipls aa 
Nl08ived and intasrata the product far the variouB olfNt aignala ob
tained from the delay line. The analot computer c:an prove a
tremely uaeful In evaluating the effectiVIIIIIIBII of oomlation In pro
dw:inc die required information becalBI it ooutainl the multiplilln 
and intearaton Jaded for teating die ~ and delay liJB can be 
llimulat.ed when an upanded time -. is iad. Although the 
limlt.ed bandwidth of the operational amplifiara nlltrieta the clallll of 
sipala that can be correlat.ed din,ctJy en the analog computer, -
anaJyaia of apMCh is within t.he capabllitim of ~t analog com
putan. Althoagh higher frequency sipala can not be conelated 
diNctly on the analog computer, they can be invlllltipted either 'by 
reducing their speed on a tape l9COrder or ming simulatad wawforma 
in place ot the actual signal. 

Now that t.be application of an analoa computllr to typical prob
lems baa been d~, let 11B qaln c:ompa19 it to a digital computer. 
'The analos computer readily aolvee problems with a single dependent 
variable. Ueually thill variable ia time, but o&hen can be program
med. In contraet, 8inca the operation of the digital computer ill 
unafrec:tad 'by the number of indepandent variab1- in the problem, it 
can be programmed with a lfNtel' depN of 8-lbllity than the ana
log compqt.er when morB than ona independent variable is pnll8Dt in 
a problmn. The coat of inl2eaalng the accuracy with whieb. the dia
ital computer calculatai a particular value ia only tam, wbile t.be 
ana1os computer would have to be reconBtruct.ed of min aaet com
poDIIIDta to~ lta acc:uracy. 'lbelefoze, if estrame aceuraey ill 
1-ted at eadi point, the digital computer is the bmt device; but i:&

member that it provides no information ~ ~ point., while 
the ,nalos computer, thouali i- euct, baa a oontlnuoua aolution. 
'The fundamental ditferencee in the two \ypeB of comput.era have led 
to machines that combine - features or each in a hybrid ayataa. 

The oldaat of U- combined machinell • the Digital Dilf'enlltial 
Analyzer. Thia machine ls actually a llp!Cial-purpoae di,ltal com
puter that is prolJ'8DIIQed lib an analol computer and not with a 
lltm9d aet of inatzuctiona. In this machme a group of numerical in
tep'aton n,placaa the operational ernplifien of the analog computer 
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u the hasic computing element. Since tbme numerical intepat.on 
can be connect.ed in parallal on the Digital Dlff'enmtlal Analyzer, it 
can aolve a aet of equatimie - rapidly than a .-al-purpose dig
ital computer, although still not aa quidly u an analog comput.er. 
With thla parallel operation. it ill poaible to obtain aolutions more 
rapidly, wbile still ta.kins advantap of the digital comput.er'a pater 
accuracy. A more -t development has been the iterative ana
log computer which incorporates digital c:in:uitry to provide logic and 
etorap. Iterative oomputera may be propammed to opnta faster 
than real time and obtain the IIOluticm repetitively; elsctlonic nrit.ches 
are then employed to store the IWUlta of one aolution and 11111 tb&B, 
ffJ8U!ta as initial oonditiona for the mbaaqll8Dt IIOlution ao that the 
pzoblem may be ao.lwd iteratively. The incluaion of Jorlc:al oon&rd 
oft.be mt.chm enablee the programmer to U1111 88Veral diA'lmmt aoJu. 
tion ratee in a lincle problem and thanby handle problema of mant 
than one variable. The compr-1 time IICBle-ruter than real time
pennita the limulation of ~ in which the ~tia are 
knowu ooly in a probabilistic - and tbereloni niqulre atatlstbl 
analyBia. The com~ time IK'8le allowa an adequata D111Dber of 
eampil9 to be taken in a J'IIIIIIOD8ble length of time 80 that .-nlngful 
natiBtia, ale obtained. A third approach to combining t.be bmt faa
tuns of each type of compullar haa been to design circuitry which 
ooupllll two atandard COIDplt.en. Thia additional equipment 1191'· 
mita communication between the two computer. by providinc inter
mediate 111orap and conversion be~ the anaJor and digital vari
ablee of t.be individual maclunm. Thia approach olfen tJu, greatest 
11aibility in proarammin, at the coat of data oonveraiom that are 
not required in the special-purpoa macbinea prm.oualy dilc:uased. 
Whether to use a hybrid symem or one of the buic macbinell depends. 
of oourae, on the nature and comp]ezity of the Individual problem. 

It ill hoped that this paper hu provided .,_ insipt into why the 
Apncy'■ inter.lK in analog computation baa lnaaaaed. Since au
lot computation ~ advantapa in .,_ problem anaa, it is 
.-ry to inveatipt.e both analog computen and hybrid ayat.ems 
in order to provide the moat elllcient ID88D8 of computation for 
Aprwy problems. 
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PROFESSIONAL READING: Books Brieny Noted 

Pearl Harbor: Warning and Deciliion, by Roberta Wohlstetter, 
Stanford, 1962. 

This is one of the most thorough analytical studies of the events 
leading up to any war and will probably become the book on the 
controversial question of the surprise attack on Pearl Harbor. The 
author, with commendable objectivity, carefully documents from open 
source material an incredibly complicated story and enables even a 
casual reader to understand the workings and difficulties of pre-war 
intelligence operations. Nearly sixty pages of the book are devoted to 
MAGIC, the name applied to the process by which United States 
experts decoded Japanese secret diplomatic messages. In the clearest 
exposition of the subject which has yet been published, Mrs. Wohlstetter 
develops the thesis that the necessity for extreme secrecy in the use 
of MAGIC often made it impossible for proper evaluations to be 
made of the material. By getting at the publicly available facts, 
piece by piece, and by analyzing them and arriving at logical con
clusions, the author has become the leading authority on Pearl Harbor. 
Pearl Harbor: Wamingand Decision is without doubt the best published 
treatment of this highly controversial incident in American History . 

. .. .. 
But Not in Shame, by John Toland, Random House, New York, 1961. 

The title of this book is taken from General Wainwright's last mes-
sage to President Roosevelt, the first paragraph of which reads: 

With broken heart and head bowed in lllldna. bul nol in ahanre, I report to 
your noellency that today I mlllt uran,e terms for the eurrender of the 
fortified islands of Manila Bay. 

It is the extraordinary story of the first six months of the war with 
Japan and is based primarily on interviews by the author with hun
dJ-eds of surviving participants in those stirring events. Of particular 
interest to Agency personnel is the vital role played by cryptanalysis 
in containing and hurling back the Japanese advance. Japanese 
leaders, prior to the Coral Sea operation in May 1942, still did not 
have the slightest suspicion that the "Purple" code had been broken 
months before by a team of U.S. cryptanalysts and that, in consequence, 
Admiral Nimitz was aware of the impending attack on Port Moresby. 
Later in that month, decoded Japane5/:l messages warned of the 
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impending Midway operation, referring, however, to the point of attack 
merely 811 "AF." Washington believed that "AF" referred to Oahu 
while Admiral Nimitz was convinced that "AF" meant Midway. 
Eventually, Midway was ordered to aend a fake, uncoded message 
reporting the breakdown of the distillation plant there. Two days 
later, cryptanalyats in Pearl Harbor's "Black Chamber" decoded an 
intercepted Japaneae dispatch which revealed that "AF" was low on 
freshwater. With the certain lmowledge that Midway waa Yamamoto's 
tUKet, the United States was able to inflict a crushing defeat on the 
Japalle8e Navy and to conclude with a decisive victory the first six 
months of the Pacific War. ... 
The S«ret War, by Sanche de Gramont, G. P. Putnam's Sona, New 
York, 1962. 

The author's credentials, at least, are impressive: winner of a Pulitzer 
Prize in 1961; student at Yale, Columbia and the Sorbonne; service 
with the French Army in Algeria; reporter for the Worcester Telegram 
and later for Agence France Presse as well as the ABIOCiated Press: 
and now a foreign correspondent, based in Paris, for the New· York 
Herold Tribune. The story he tells is, euentially, a story of the spy 
trade and is told with candor, perspicacity and reasonable precision. 
Nearly half the book is devoted to individuals-Judy Copland, Harry 
Gold, Klaus Fuchs, Rudolf Abel, Martin and Mitchell and Burge&8 and 
Maclean, George Blake, the Krogers along with many others-but he 
has not neglected the organizatiOIIB for which they work. The book 
reveals, theoretically, aome of the inner working of CIA, the KGB 
(Committee for State Security in the USSR), NSA, and the GRU 
(Overseas Intelligence Branch of the Red Anny). The author discuues, 
with equal objectiv;ty, the faults and merits of these organizations, 
their succeaae« and failures, their phil010phies and operations. One 
might be surprised to learn that the NSA building ("a monument to 
planned intelligence") p-the lonpst unobstructed corridor in the 
world-980 feet long and 660 feet wide, that it la protected by four 
gatehou-manned by guards armed with machine guns, that ita battery 
of computers includes the new Whirlwind which is asid to be able to 
break any code, and that wastebaaketa are provided with paper lininp, 
specially marked for each office, which are stapled at the end of the day 
and stond for a specific period to e1111ure that nothing has been dis
carded by miatake. One may smile, but, even allowing for certain 
lapeea, the book ia interesting and informative, whatever doubts one 
may entertain about the author's reliability after reading his account 
ofNSA. 
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CIA-The lnside Swry, by Andrew Tully, William Harrow and 
Company, New York, 1962. 

To the uninitiated-and their number is legion-the inner workings 
of CIA are confused, impenetrable and baffling. Even to thoae who 
have at least some knowledge of the operatio1111 of other govemment 
agencies, CIA and ita doinp remain enigmatic-and appropriately so, 
for the collection, analysis and distribution of intelligence must, by ita 
very nature, be cloaked in ~recy and mystery. CIA-The Inauk 
Swry pulla uide the cloak II trifle, revealing ita history, ita methoda, 
ita trials and tribulations, and the problems which it encounten both at 
home and abroad. It reveals the role of the agency In BUch activities 
as ousting Arbenz from Guatemala, in engineering the coup against 
Mosaadegh in Iran, in aBBisting in lhe capture of Abel, and, as II climax, 
in the debacle of the Cuban invuion of 1961. Well written and 
11enerally objective, this book is informative and well worth the time of 
anyone who ia interested in the more devious aspects of preaent day 
political activities. It indicates, too, how far the U.S. has come in 
the busine11S of espionage from the days when Mr. Stimson dissolved 
the State Department's code breakers' office becaUM "gentlemen don't 
read other people's mail." 

Now It Con Be Told, by Leslie R. Groves, Harper and Row, New York, 
1962. 

"Never In history has anyone embarking on an important under• 
taking had so little certainty about how to proceed as we had then." 
Thus does General Groves describe the situation in the early days of 
the Manhattan Project. In this book he reveals the story-based on 
documents, most of which have hitherto been available only to him-of 
Oak Ridge, the intelligence search for atomic information in Europe, 
the negotiations with the British and the Belgians for the ellchange of 
information and raw material, Hiroshima, Naguaki, and eventually the 
transition to peacetime management. In anawer to the question 
whether it ia worthwhile, after nearly tw.,qty years, to etudy the 
Manhattan Project in detail, GeneraJ Groves uplains his reaso1111 for 
this account: to fill in the gape still existing in the public under
standing of the project; to emphalize the cohesive entity that was the 
project-a major factor in ita succ-; and, finally, to record the lessons 
learned. Thia was the fint of the "Special Projects," and as he 
himself states: "While ours was the lint large organization of ita kind, 
it surely will not be the laat. For this reason alone, the story of the 
Manhattan Project ia worth telling." In the cummt develoJ)lllellt of 
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our complex weapon systems, of courR, the vertical organization 
approach is &tandard; Polaris, for example, has its Special Projects 
Office of the Bureau of Naval Weapons. Thoae now concerned with 
the management of such programs will recognize theiMelves and their 
problems in this book and will find the reading of it a rewarding 
experience. 

Thinking About the Unthinkable. by Herman Kahn, Horizon Press, New 
York, 1962. 

The Untllinkable of the title is, of course, thermonuclear war which 
waa the title of another book by the same author in 1960. Mr. Kahn's 
earlier book elicited extravagant and contradictory comments. Thomae 
C. Schelling, Professor of Economics at Harvard, called the author 
"the most exciting military strategist in the country," while James R. 
N11WJDan, editor of World of Mathematics, said: ", .. no one could 
write like this; no one could think like this ... ," and he called 
On Tlrermonuclmr War an "evil and tenebrous book, with its loose
lipped pieties and its hayfoot-strawfoot loKi,c . • • ita bloodth~ty 
!nationality." Mr. Kahn's current book re-preaents much of the same 
aort of thing that was presented in On Tlaermonuclfor War, and it is 
doubtful that his new defenses of his concepts or the methods of 
analyaia will convince the doubters-or disappoint his supporters. Hill 
thesis is that the possibility of thermonuclear war must be faced 
boldly and that such a war must be studied intensely- how to 
prevent it, what to do if it occurs. He tenda, however, to ignore 
political factors, and, quite obviously, the use of what he calls 
"doomsday machines" could invalidate most of his theories. Because 
of the unknowns and the intanKi,blea, war is an art, not a &cience, and 
perhaps one of the major weakn- of this book is the tendency of the 
author to deal with war as with a mathematical equation. He haa, 
however, fOCWled attention upon the problems of thermonuclear war, 
and his conclusions are provocative and interesting even if they muat be 
balanced by a consideration of political factors, the intangibles of 
human nature and the le680na of egperience. 

Striu in thl! Wnt, by James Daniel and John G. Hubbell, Holt, 
Rinehart and Winston, New York, 1963. 

The title of this timely book on the actions of the United States in 
regard to Cuba is derived from the Soviet policy of fixing the attention 
of the world on atrairR in the East, i.e., Berlin, while at the same time 
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preparing to strike in the West. The authors preeent for the first time 
a detailed account of the recent miaaile crisis that brought the world to 
the brink of war. The facts which are znarshalled here may not be new 
to the reader, but the arrangement constitutes a chillina: pattern that 
may cause wonder and alarm at the inability of the government, served 
by a world-wide intalllgence-gatbering system, to interpret correctly 
the growing masa of evidence of Soviet activities. Attention la given to 
the confusing lack of agreement on what constitutes olfensive aa 
opposed to defensive weapons. There is alao an intereeting recon
struction of White Houae ,:neetinp on how to meet the threat-by an 
invasion which, it waa estimated, mi11ht cost 5000 live&; by a BUrpriae 
air attack to eliminate the miaaile ~; or by a blockade which 
might be followed, if necessary, by more draatic action. For 110me of 
ua here, obvioualy. this book will have a hei(lhtened interest. 
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Soviet Communications Journals as Sources 
of Intelligence 

av! ________ ! 

The collection of foreign intelligence is accomplished in a uariety of 
ways, not all of them mysterious. 

-Allen Dulles, The Craft of lnt,elligence 

"Sputnik will contain two transmitters, with frequencies of about 
20 and 40 me; radiated power will be about one watt .... Sputnik's 
signals will be c.w. dashes .05 to 0.7 second long. The transmitters 
will operate alternately, the mark of one corresponding to the space 
of the other." 

This announcement, published in the June 1957 issue of the Soviet 
magazine Radio, was intended to acquaint Russian radio amateurs 
with the signal characteristics of Sputnik I so that. they would be 
prepared to monitor the signals once the satellite was launched. 
The next two iBSues of Railio contained additional details of Sputnik's 
transmissions. 

If we Americans had been reading Radio as carefully as the Rus
sians were, we might have been better prepared to receive Sputnik's 
signals when it was launched a few months later. We would have 
known, for example, that the transmissions were to be on 20 and 40 
me instead of on 108 me, as had been agreed upon in the IGY satel
lite program. Our failure to act upon-oerhaDB even to notice-the 
announced change in frequencies meant I 

The example of Sputnik illustrates rather dramatically the value 
of Soviet technical journals as sources of intelligence. If we learned 
nothing else from Sputnik, we learned that what the Russians write 
in their technical publications is worth reading. If these journals 
were little read in the West before Sputnik, today they are read 

Using !as 
widely ;ri: :ully 

an examp~,;s see how useful Soviet communications joiinials·are 
as sources of intelligence at NSA. 
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As these examples show, the "o n sources" are 
for providi information 
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Which are the 2ood sources? I 

Pravda and lzvestiya sometimes provide miscellaneous items or 
interest 

Except for a few old ..,_---.-.....-----....---....--.,.....,..... ..... aues w 1c are ava1 a e, copies of t is magazine unfortunately 
aeem to be almost impossible for foreigners in the USSR to buy, 
borrow or steal. 

The Russians are prolific publishers of books and pamphlets which 
are sold widely at very low cost. While some of those in the com
munications-electronics field are written in a popular science vein, 
there are also serious works, and these are worth looking at. Those 
which we have used range from booklets 

gu1 es w t uss1ans are pu 18 mg m our e , we use 
the various periodical indexes and book catalogs published in both 
English and Russian. I I 

A considerable amount of Soviet scientific and technical informa• 
tion is now available in translation. In the communications field, 
complete translations of the magazine Elektrosvyoz', Radiot,ekhnika, 
Radiot,ekhnika i Elektronika, and Vestnik Suyozi are available in 
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English. Individual articles, pamphlets and books are also trans
lated by various government and private organizations, notably by 
the Joint Publications Research Service. Many of the news items 
from Pravda and Izvestiya are published in CIA's daily Foreign 
Broadcast Information Sero ice reports. Abstracts of articles from 
Hussian electronics journals are prepared by an Air Force unit at 
the Library of Congress. Others are published by commercial trans
lation services in digests such as Electronics Express. 

Finally, how reliable are the Russian sources? Since they are 
written by communicators and are intended to impart information 
to other communicators, there seems to be little reason for willful 
distortion. If allowance is made for a small "bragging factor," the 
sources can generally be con.~idcred reliable. We consider them not 
only reliable but valuable. 
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Something May Rub Off! 
F. W.LEWIS 

6'o»r{ede11tial 

As an itinerant journeyman cryptanalyst, I have spent a fair portion 
of my Agency life visiting operating sections for varying periods of 
time-days, weeks, or months. These house-guest tours have usually 
been occasioned by the appearance of a new and poBBibly challenging 
(but hopefully yielding) problem or an unexplained twist to an old 
problem. They were made with my boat's approval-occasionally 
even on invitation-so it would scarcely display good manners to 
impute to them any lack of awareness of the need for improved t.ech
nical procedures and higher standards of scientific approach. But 
increasingly I have become conscious of a pOSBible blind spot in our 
cryptanalytic vision which may seriously hamper the continuing 
growth of within-section cryptanalytic competence .. 

The problem:, aim.ply stated, is "How does the working cryppie, in 
sections where mOBt technical challenges are of the same kind and 
where there is Ii ttle opportunity for original analysis of widely varying 
systems, acquire the knowledge, experience, and skill necessary for 
the expeditious handling of a cryptographic innovation?" 

An equally serious (though possibly 1888 frightening) poser might 
be "Have we any assurance that middle-level analysts are not mud
dling through, laboriously bludgeoning answers out of a problem with 
outmoded techniquee?" 

The answer to these questions may well lie in a more judicious 
application • of an old educative stand-by-the tutorial method of 
learning. 

In the leaner years of our intelligence effort (from a standpoint of 
resources-personnel and tooJs) it was taken for granted that the best 
training for the novice was as an apprentice to a more experienced 
analyst who was willing and eager to share his crypt knowledge, and 
even the fairly well-trained analyst could benefit from working at the 
elbow of a proven master of the science. This implies a certain 
amount of rapport between the various levels of skills and uperience, 
and a willingness to spend a few moments in explanation, theoretical 
analysis, and technical shop-talk. 

However, with the gradual-and quite logical and proper~hange 
in the character of.the Agency from a small, more personalized, and 
highly motivated fraternity to a large organization embracing many 

1 
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diff'enmt specialized skills and semi-autonomous full-scale activities, 
it is quite natural that attendant. problems associated with communi
cation, training, and technical breadth should crop up. 

Among the many understandable reasons for the appearance of 
well-appreciated but difficult-to-solve dilemmas, one might include: 

( 1) The requirement for large numbers of 1- profellllionally-trained 
workers in jobe calling for specific rather than broad skills. 
(2) The magnitude of problems involving 80 many different technical 
and management upec:te that few people are in i-ition to appreciate 
more than aelected portio1111. 
(3) The aecurity conatrainta which necearitate much tighter controla, 
compartmentation and established need-to-know. 
( 4) The fantastically powerful tools available, the complenty of 
wruch demands a team approach rather than single-handed ell'ort. 
(Combined with item 2 above and the changing character of so many 
problems, this relegates the "Black Chamber" romantic concept of in
dividual victory to a historical period somewhere between the Black 
Knight Blld Sgt. York.) 

Among the lees understandable reasons for this present alarum and 
excursion, I would list several evils which I sincerely trust. are only 
indicative rather than wide-spread: 

(1) The lack of technical understanding and appreciation on the part 
of certain middle-level superviao111. Perhaps this iB an attendant evil 
of the healthy dllllire to give all establiahed personnel equal opportunity 
to grab the nest rung on the ladder, but too narrow a field of personal 
technical achievement may place a very competent technician in one 
restricted field in the awkward position of making deci&ions affecting 
problems completely beyond his understanding. 
(2) An overly insistent attitude on the part of some aection heads that 
they muat appear to be aelf-eufllcient, even when help is obvioualy 
needed. The atriving for an intra-mll1'81 technical competence is laud
able; the pett.iaeas that sweeps incompetence under the rug rather than 
admit a need for aaei.atance iB not. This baa reached nadir when 
eection analysts are called on the carpet for -king the advice of atatr 
apec:ialista, thereby making the aection "look bad." 
(3) A total lack of appreciation on the part of a few analysts of the new 
and powerful tools at our diBp01111l. When RYE suggests only a bever
age to technicians who have been pushing a pencil for ten or more years 
and when STETHOSCOPE is only aometbing that need.a warming be· 
fore application, our methods ealemen have obviously not been making 
the correct rounds. 
( 4) The teadency on the part of aome conaultilllJ analyata, detailed 
temporarily to a aection, to bury themselves in a comer, and independ
ently and individualistically work out the anawer to a knotty problem 
before emulating the Arab tent-folder&. Bailing out e section is not 
enough; the visiting analyst has failed in a major part of his mission if 
the problem had been alleviated, bui ihe human factor& have been 
ignored. 

COtUIDEUllAb. 2 
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It is with regard to the last of these complaints that I make my 
strongest plea. While we as individuaJs perhaps cannot always fully 
appreciate the more subtle problems of administration within the 
Agency's unique confines of mission and security, we as t.echnicians 
can make the most of our technical consciences to do the best job 
possible according to the highest professional standards. This implies 
a dedication to the principles of profeuional int.egrity and ecientific 
achievement, with full regard for the continual growth of the technical 
competence of the Agency to handle its collective problems, as well as 
concern for the growth of individual technicans. 

The mechanics of fostering a wider technical understanding and 
competency in an informal way can be kept rather simpJe if certain 
assumptions are made. These assumptions involve: 

( 1) A climat.e of profeaaionalism that can make the IICience of cryptology 
a nimulatiJl.11' chaUenge to the majority of-analyst&; 
(2) A recoption of the fact that a broad apectrum euita, which 
embraces varying degree of skills within levela of technil::al prolki11ncy. 
As in many other profeeeiona, there are apprentices, journeyman tech
nicians, and master craftsmen, with a lOll'ical progreaion through the 
varioUB levels contingent on talent, traininll', and technical applica
tion-plus t.ime and opportunity. 

The precepts I would recommend to be followed as personal guide
lines (within the natural boundaries of administrative and security 
procedures prescribed) are: 

( 1) Leom the trode.-The inquiriDII' mind-hopefully never quite satis
fied in the INl'Ch for new ideu, new techniques, new knowledge-can 
take advantage of the experience of other profeasionals by a receptive 
attitude toward.& formal training co~. lectures, literature and per
sonal contacts with more experienced technicillDII. Admittedly, an 
important factor in tbia ia opportunity, but' few of us take advanta,e of 
a fraction of the chancee that do preaent themaelv-. 
(2) Learn tlle tools.-Many cryptanalytic techniques have be11n revolu• 
tionized within the last decade, due to the impact of larg11-ecale, high
speed computera. Theoretical attacks of yesterday are routine pro
cedures now, and both diquoetic procedures and exploitation methods 
have vanly dilf'erent potential applications. However, the ll'Ulfbetwean 
raw data and finished product may yawn even wider if the human inter
prelwe element ia ne1lected in a blind devotion to the principle of mech
anization. We muat first know whal to do and how to do it-which 
diagnostic technique, which machine approach promises the best oppor
tunity. Then, in many cases where a machine can only go eo far in pre-
1entin1 facts for consideration, the real problem of analysis bell'ina. The 
more coDNrVative voices who illllillt ihat no machine haa ever "solved" a 
problem may be quite right-a ailver-platterful of important raw ingre
dient& does not constitute the dainty dlah our customera might be expect
ing. Whether it be cryptanalytic phenomena, the potentiala of a traffic 
analyaia exploitation, or tid-bita of semi-procllllBed intelligence, someone 
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must decide what the stuff means and what it impliea 88 our nut step. 
Finally, the use of optimum procedures for continued exploitation de• 
mands knowledge of perhape entirely dift'erent tac:hniquea and machines. 

Oftentimes tools are left unboned merely becauae certain experts feel 
they don't need them. For example, experienced linguist& have the 
tendency to conaider language Crequency counts, pattern llllts, and 
etereotypea 88 implements too primjtive for their pro(eaaional statUB, 
The reault ia that a willing experienced non-linguist may be frustrated 
in a buic attack, since relative weights are presumably applied intui• 
tively. ("I'll recognize it when I see it!") We know of eatabliabed 
sections where a valid frequency count ball never been made on ind.lvid· 
ual lettera or plaintext, let alone the more aophiatlcated statistical tabu• 
lationB of digraphs, word ending&, and the like. 

(3) Read-Gnd write.-The amount o( available written information 
concerning historical crypt eylltema, the cryptography and cryptanalyu 
of the major enciphering machines, and the theoretical approach to al· 
moat any potential problem ill admittedly overwhelming. But judiciollll 
use o( background material, hietorical document., library in(ormation 
and text-book approaches may save monthe o( trial and error. A bri1ht 
and determined eager-beaver oan WNlllly 8gure out for himself an ap• 
proach that hu loug been recognized 88 applicable. But wheele do not 
have to be continually reinvented. 

As a corollary, one should feel compelled to economize on another 
penion'a time and effort by recording pros- (or lack thereoC) on any 
non-trivial project. How often we Me the same problem tackled over 
and over by eueceeding wavea of analysts, each time starting from 
scratch, with the same elamentary atatial.ica forthcoming and the same 
preliminary deductions independently worked out. Building on a pred• 
8CBl80r'a groundwork is entirely valid, provided that proper aamplmf 
and ,pot-checking juatify confidence in the accuracy of the work and 
logic of flnit reaeonin,r. Properly labeled work sheets, intelligible notes, 
technical devicea, and interim repo~ch hu Its value when you (or 
another aDalyst) may venture to pick up the thread at a later date • 

. It is unfortunately true that need-to-know and other security re
atrictiona inhibit the rather wide inter-section exchange of progreaa re
ports and technical notes that made for vice.rioUB ezperience in the 
older days; but within authorized limits there ia still opportunity to 
learn typical problem approachee and typical procedures in the not 
unrealiatic hope that one may be able to UN the aame trick tomorrow on 
a problem within his own bailiwick. Even comparatively trivial deek 
aida may be worth mentioning to othera; (or Hample, a clever little 
plqtic "make-your-own-grille" device I aaw t.he other day for the .ftrat 

time. I I 
(4) Giue out oa well ae taM ill.-This could be paraphrased aa "Strive 
to be a good teacher as well u an apt pupil." Almon every technician, 
regardl- of hia rank within the hierarchy of talent and experience, baa 
at some time acquired a epecia] knowledge, some uae(ul t41chnique or a 
helpful suggestion that would make life aimpler for the poor soul at the 
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neirt deak. At the risk of eeeming to put into the acript a stase set for one 
loud continuous ecene of conllicting dialogue, I aay ''talk it up a little." 
With all due respect to the conservative BUperviaor who likes to survey 
a nice quiet roomful of deeply concentrating, strong-but-silent types, I 
feel that there is room for the deek-level give-and-take technical diacus
aion, the informal technical "bull..-aion" ( or what the British refer to as 
tea-parti•), and the occuional 1pontaneous black-board talk on an im
mediate problem, a noteworthy phenomenon, or an exciting development 
Naturally, auch activities should be kept within reasonable bounds, both 
u to time and place. (Perhaps certain area.a should be reserved for more 
rough-and-tumble competitive mental gymnastics, while other spots are 
off-limits to anyone other than the "Quiet-Man At Work" type.) 

The need for the cloaely-buttoned lip one sees in the Security posters 
(and I hasten to agree with the intent and spirit of such) does not enend 
to technical exchange of' ideas relatlnjJ to a epecific problem within the 
confines of the BeCtion having proper jurwdiction over it. 

In summary, let's not degrade the professional approach. We must 
be prepared to be sponges in the matter of absorbing ideas and tech
niques, and well-controlled faucets when the next-door neighbor's 
well is in danger of running dry. Above all, we must not be too proud 
to listen or too hesitant to speak up if something of apparent value is 
gettable or giveable. For cryptanalytic experience can be shared, and 
the time, effort, and patience of the more esperienced analyst could 
not be better spent than on insuring our Agency's future cryptanaly
tic know-how through sharing knowledge with a competent and willing 
but lees uperienoed apprentice. More positively stated than in the 
title of this essay--flOmething is bound to rub off. 
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Time Is - Time Was - Time Is Past 
Computers for Intelligence 

BY HOWARD H. CAMPAIGNE 

Unclassified 

The "Intelligence" of the sub-title does not mean "military infor
mation," which it could very well at a conference• like this, but means 
rather "adaptive behavior," or "imagination," or "pattern recog
nition." Frankly, I do not have a single definition for what I mean, 
but a recurring idea (See Bibliography) has been that some day a 
machine might be made which exhibit.ed. intelligence. Roger Bacon 
was the first to succeed, it was said, but his machine refused to discUBS 
trivialities with man and then destroyed it.self in frustration at man's 
inability to communicate with it. The story of Roger Bacon is that 
he succeeded in building an artificial intelligence, probably in the year 
1277 or just before that, for that was the year in which he was arrested 
and imprisoned, charged with "innovations." It was a defense pro
ject, the ultimate objective being to build a wall of brass around 
England. His intelligence was housed in an artificial head. It took 
him 7 years to build it-about right for a defense project. When it 
was done, he spent 60 days debugging, mostly overtime. That 
sounds familiar. This debugging stretch was ended by the irresis
tible need for sleep, so he left his assistant in charge. That clown 
could hardly wait for Friar Bacon to fall asleep in order to push the 
start button. The head said "Time is," and lit the halt light. Some 
clownish talk and another push on the button elicited "Time was." 
More irrelevant comments and a button push caused the shout "Time 
is past," and the machine smashed iteelf on the floor. 'Th.at was the 
end of the project. Clearly the head was about to say that to get 
support they needed the t.erm a "real time system," but it could not 
make itself understood. Thia aoene of acute frustration has typified 
artificial intelligence ever since. 

The report on this was written by Robert Greene in 1588, 311 years 
later, almost a record delay for a progress report. It was typed in 
1592 and released in 1630. A bad precedent. 

If we are to have a demonstration of intelligence by a ma.chine, 
we must agree in advance on what constiutes an adequate demon
stzation. I have talked to some of my colleagues about this, and I 
despair of ever getting any agreement. By and large there is some 

• Read before the MIL-E-CON 8, 16 Sept 1964. 
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consensus that by an intelligent machine we mean one which exhibits 
human behavior of some kind. Turing 1 reduced this to a contest 
with teleprinters (a weapon which computers can use readily) and de
fined intelligence as the ability to imitate a man. Kelly and Selfridge2 

suggested an even simpler game. But beyond this there is no agree
ment. Some of my friends would be satisfied that a machine was 
int.elligent if it could outperform some human being. But there are 
hwnan beings-pNSent company excepted-whose performance is mis
erably low, and this standard may already have been met. Others, 
also my friends, would not admit intelligence in a machine unless it 
excelled all hwnan beings. If it could do this, then who would be the 
judge? 

If we are to demonstrate intelligence in a machine, we must decide 
what we mean. To do this we can start at eith81' end; what can a 
machine do or what can a man do? The latter is not nearly as well 
understood as one would think. The abilities lumped together under 
the word "intelligence" are various and not ordinarily distinguished 
clearly one from another. Occasionally an "idiot savant" appears 
who demonstrat.es vividly that intelligence is composite. He can do 
arithmetic with great ease but is unable to comprehend social relations, 
or he has great skill in music but none in language, or exhibits some 
other such striking disparity in abilities. Finding what these abili
ties are is the unfinished job of the psychologist. 

These two approaches are like digging a tunnel by starting at both 
ends, although in this case we know so little of the mountain that we 
don't know that these diggers are even going toward each other, let 
alone whether they will meet. And if, by accident, they should meet, 
we don't know of what use the tunnel will be! 

To my mind, the more productive way is to start with the machine 
and fuu:I what limits its ability. Even if such a program has a nega
tive result and shows that intelligence is not achievable by a machine 
and that man is able to do something of a higher type, it will be useful 
to know the boundaries. I do not expect this to be the result. I 
think that as we learn more of what machines can do and more about 
what is rational behavior by human beings the question will go away. 

A useful analogy is the development of flying. For centuries men 
dreamed of imitating birds. Da Vinci made drawings of linkages 
which would work a wing Da Vinci wrote "A bird is an instrument 
working according to Mathematical law, which instrument it is 

• Alan Turing, "Computing Machinery and Intelligence'" Mind, 59, New 
Series 236, October 1950, pp. 433-460. 

• J. L. Kelly, Jr., and 0. G. Selfridge, "Sophistication in computers: a dia
asreement," IRETrun,actions on Information Theory, 1962, IT-8, pp. 78-80 
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within the capacity of men to reproduce with all its movements." 
At that time arguments were advanced that "birds are supported 
by the hand of God" and" if He meant us to fly, God would have given 
us wings." In the end it was components unknown in nature, the 
propeller and the internal combustion engine, that opened the way to 
a solution. These components were developed by people more in
terested in what could be done with engines than they were in imita
ting birds. The Wright brothers' solution was not satisfactory to all 
concerned, and interest in ornithopters continued for a while, but now 
the question of how closely a man can imitate a bird is dormant. 

Meszar3 said "any mental process which can be adequately repro
duced by automatic systems is not thinking." Since then we have 
had the following demonstrations: theorem proving by Gelernter, 
checkers playing by Samuel, music composition by Hiller and 
Iaaacson, assembly line balancing by Tonge in 1961, designing mo
tors by Gold in 1959, and freshman calculus by Slagle in 1961. 

Minsky4 has listed, as clearly as the muddled state of the art per
mits, operations which must be performable by any thinking machine. 
He describes these as search, pattern recognition, learning, planning, 
and induction. The order cited is that of increasing sophistication, 
that is to say, of decreasing understanding. There have been re
spectable demonstrations of each of these except the last, induction. 
Search has been implemented and written about by a great number 
of investigators; the simplest of the concepts, it still furnishes much 
discussion and is not to be disposed of in the near future .. ; Pattern 
recognition here means matching against a prototype; this is being 
done commercially as in the reading of checks written with magnetic 
ink, although the limitations on the technique are not well understood. 
Learning is here restricted to adaptive behavior, which in its simplest 
form can be easily demonstrated, but which titilates us in our limited 
ability to generalize; in its most general form it would solve all of our 
problems. If we equate adaptive behavior with learning and if we 
assume no limit on learning (why should it be limited?), then, as 
I. J. Good says, this is the last invention man will ever have to make. 
What Minsky calls "planning," I would call "reformulation." Dem
onst.rations of this have been made by Newell, Shaw and Simon,~ 

• J. Meazar, "Switching Systems as Mechanized Brains," Bell Telephone 
Record, February 1963. . 

• Marvin Minsky, "Steps Toward Artificial Intelligence," Pl"OC IRE, 49, 
1961, pp. ~30. 

r. For example, C. E. Shannon, "Programming a Computer to Play Cheas," 
Philoeophical Magazine, ·1, 41, 1950, pp. 225-275. 

• Alan Newell, J. C. Shaw and H. A. Simon, "Empirical 9:1plorations of the 
logic theory machine," Proc WJCC, 1957, pp. 218-230. 
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who show a way of finding pertinent intermediate goals. The last in 
his list is induction; this is the $64 question as we see it today; no 
demonstrations have been made that I know of. Another name for 
induction is jumping to conclusions. 

Newell says "if ever a fully capable intelligent program is realized, 
it will be recognized by noting that it can get along without any pro
grammer at all."; 

Minsky says" Almost any problem can be converted into a problem 
of finding a chain between two terminal expressions in some formal 
system."8 

Let me go over Minsky's list again, this time looking toward the 
directions in which these techniques, if we had them, would generalize. 
The problem of search, listed by Minsky as the first step in his pro
gram toward llrtificial intelligence, has great generality and has had 
many contributions from many sources. Hill climbing, the method of 
steepest descent, heuristic methods, all are att.empt.s to find ways to 
exploit the structure of the space being searched. Basic as this 
technique is, it still may be of complete generality, for any solution can 
be stated in terms of a choice of paths. If one thinks of search as an
alogous to a D1Sn exploring territory, then the amount he can .see at 
one time is the important parameter. Crossing the plains toward a 
distinctive peak in daylight is different from thrashing through the 
jungle in the dark. 

The term "pattern recognition" cou1d be interpreted to mean the 
perception of similarities in previously undigested data. In this 
broad sense it is very much like, perhaps equivalent to, induction. 
It was not UBed in this sense by Minsky. In the narrower sense of 
recognizing a resemblance to a prototype it still is powerful in cate
gorizing concept.&. 

"Leaming" too is often used more broadly than Minsky used it. 
A device which was adaptive in the broadest sense could accommodate 
to any situation, barring a catastrophe. The biological ecological 
system of evolution may be doing just this. The analogy between 
evolution and learning is a striking one but also painful because of the 
slow reaction of the first. Evolution is a blind search. The ecological 
system is searching in parallel, of course, but each species is trying to 
solve it.a own problems alone. If one thinks of the genetic pos
sibilities as a space with as many dimensions as there are genes and 

7 M. C. Yovits, G. T. Jacobi, G.D. Goldstein, "Some problems of basic or
ganization in problem-eolving prOtJl'Bms," Self-organizin, Systerna, Spartan 
Books, Baltimore, 1962. 

• Marvin Minaky "Steps Toward Artificial Intelligence," Proc I RE, 49, 
1961, pp. 8--30. 
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as many points on each axis as there are alleles, then each individual's 
heritage can be represented by a point in this space. In the case of a 
monosexual species (if there are any), each strain is making its own 
path. Bisexual species advance in a herd, each specimen being at a 
point in the genetic space A herd can split, of course, but the split
ting is limited by the fact that each species is at a local maximum, or 
trap. When· dislodged from its cul-de-sac, a species mutates fairly 
rapidly and generally toward what seems like conscious direction, 
uphill perhaps, a phenomenon noticed long ago by geneticists and 
called "orthogenesis." 

By "planning" Minsky means the substitution of intermediate 
goals as means to an ultimate goal. This is akin to reformulation, if 
not the same, a st.ep which I am sure is essential to human problem sol
ving. Our experience in scientific research is that once a question has 
been properly put, the answer generally follows in short order. A re
searcher spends more effort wrestling with questions than he does 
with answers. Those questions which seem to be well put but for 
which no answer has yet been found are famous, such as the four 
colored map problem. This substitution of goals has been demon
strate<i by Newell, Simon and Shaw0• In the context of searching 
through a graph, it is easily seen that the intermediate goal is an 
island of great value. If one had a problem which required the de
t.ermination of six paramet.ere, each with forty possible values, then 
a blind search would be faced with four billion places to look. If a 
sub-goal can be found so that three parameters can be determined 
first and then the other three, we find that only 2 X 64,000 places 
need be searched, or 128,000. The exist.ence of the sub-goal is worth 
a factor of 32,000. The existence of such goals depends on the 
structure of the problem, of course. 

Induction is the reasoning from a part to the whole, the predicting of 
new events from past events. To do this predicting, one needs a 
model of the world, or of the relevant parts of the world. The 
construction of the mathematical model from a sample is the step we 
do not understand. It is jumping to a conclusion, which, up to now, 
machines do not do so well. The most formal kind of induction, 
mathematical induction, is a special case of deduction, an operation 
done very well and commonly by machines. Perhaps there is little 
difference between the two kinds of reasoning, and our fears of the 
unknown are not just.ified. 

When I started this paper, I meant to work toward specifying a 
machine or comput.er useful in experiments on artificial intelligence. 
If we are going to experiment with thinking computers, what kind of 

0 Newell, Shaw and Simon, op. cit. 
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machlnes would we like? Software improvements are a necessity, but 
a number of other things suggest themselves. 

One is speed. If our computer could explore our game of chess to 
the very end, then, of course, it would have insight; but this is im
possible with chess and with many other problems, because of the 
tremendously ramified argument. ChllllB has been quoted as having 
10110 positiollB, and if only a millionth of these were relevant and if 
they could be disposed of at a million a second, it would take 3 X 10100 

years to exhaust them. So speed by itself will not do much; it will 
take software. 

Another is parallelism. Selfridge10 has described an organization 
resembling a situation room which has a big board on which the 
latest data is available to all, and which can be continually updated 
by each of a large number of demons: pandemonium. Such an or
ganization might have advantages in learning. There is reason to 
think that the human brain may be a little like this, a committee of 
slow components. The programming of such an organization is 
almost unexplored. 

An alternative is that of distributed logic, an assemblage of data
manipulating equipment, especially memory, each of which can do 
some of the essential processes such as sensing and combining Thus 
the logic, instead of being concentrated in the accumulator or control, 
would be everywhere. A cont:ent addressed memory is a kind of 
distributed logic; with this, one can do many complex operations, 
such as eorting, almost painlessly. Improvements in software have 
more to offer. 

But a useful thinking machine must have flexible input-output, 
an effective interface with men. Like Bacon's head, if it caMot 
get through to us, it might as well not exist. And we too have our 
language problems and need to have the very best of aids in stating 
problems to the device and reorganizing the thinking of our machine. 
This is the area which needs most improvement, the easy int:erchange 
of information between man and machlne. 

Buchman also has charact:erized the various properties of an in- . 
telligent machine in a different but very clear way . 11 He says that 
such a machine must be adaptive, self-organizing, or learning. By 
"adaptive" he means stable in a changing environment; by "self
organizing" he means effective in a radically changing environment; 

• 0 Oliver Selfridge, "Pandemonium: A Paradigm for Learning," Paper ,1-4, 
Teddington Symposium, November 1958. 

11 A. F. Buchman, "The Digital Computer in a Real-Tune Control System, 
Part III," Computer Design_ Vol. III, No. 6, May 1954, pp. 24-31. 
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and by "learning" he means increasingly effective in a stable environ
ment. 

I must comment on a statement I have seen that soon the chess 
champion will be a machine! This is fatuous. Bicycles are not used 
in the Olympic footraces; if they were, a cyclist would be world 
champion. When the rules of chess are amended to prohibit mechan
ical aids, that will be a clue that one of our subgoals is being ap
proached. 

May I suggest that Turing's test with the game of bridge might 
be effective? Played by teletype, it would be the task of each player 
to identify the machine among the three other players. Or if bridge 
is too much work to program, then a series of checkers games, where a 
man plays alternately with a champion and with Samuel's superlative 
checker program, the man's task being to name which is which. This 
could be implemented readily because Samuel's part is done. 

If a thinking machine can be built, then it must be done; it is a 
matter of self-respect. Just as a man must be put on the moon, 
just as Mount Everest had to be climbed, just as the poles had to be 
visited, just as a flying machine had to be made no matter what 
the argwnents against it, so a machine must be made which can think. 

Taube has said " ... The proper man-machine relation is one of 
complementation ... " 12 I do not gain-say this; I agree. But the 
demonstration must be made nevertheless. Seashore's story illus
trates the state of the art. 

12 Mortimer Taube, Computes and Common Se11Se: The Myth of Thinking 
Machines, Columbia University Presa, 1961. 
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