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DEPARTMENT OF THE ARMY
OFFICE OF THE GENERAL COUNSEL
104 ARMY PENTAGON
WASHINGTON DC 20310-0104

March 24, 2008

This letter responds to your Freedom of Information Act (FOIA) appeal, dated
October 15, 2007. The U.S. Army Freedom of Information and Privacy Act Office, the
Initial Denial Authority (IDA), denied your request for a “copy of the Manual or
Handbook for the FACTS database.”

We apologize for the delay in responding to this appeal. The Army is required to
address a large volume of FOIA demands and cannot always respond to appeals as
quickly as we would like. We make it our practice to respond to appeals in the order
received. The courts have sanctioned this method of handling FOIA cases. Open
America v. Watergate Special Prosecution Force, 547 F.2d 605, 614-16 (D.C. Cir.
1976).

The IDA withheld the information you requested under Exemption 2 of the FOIA.
5 U.S.C. § 552(b)(2). After a careful review of the issues presented in your appeal, we
have determined that you are entitled to a copy of the responsive document that was
initially withheld from you. A copy of the responsive information is enclosed.
Accordingly, your appeal is granted.

This letter constitutes final action on behalf of the General Counsel, who has
been designated by the Secretary of the Army to consider appeals under the FOIA and
the PA. You may, if you so desire, seek judicial review of this determination in the
federal court system in accordance with the FOIA, 5 U.S.C. § 552(a)(4)(B).

Sincerely,

ﬁonald J. gchholz

Associate Deputy General Counsel

Enclosure

Panied u@ Recytied Papar
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Chapter 1
General

1-1. Overview.

a. The Freedom of Information and Privacy Acts Case Tracking System (FACTS) is
a web-based enterprise solution, which reduces many of the administrative burdens and
challenges present in managing Freedom of Information and Privacy Act Programs at
every level of the Ammy. The Depariment of the Army Freedom of Information and
Privacy Division designed the system in concert with the technical developers of Army
Records Information Management System, (ARIMS). The objective of FACTS is to
provide uniformity of data collected during administratively processing FOIA/PA cases,
facilitate world-wide tracking and exposure, empower users to search case information
on an Amy-wide or activity specific scale, employ automated programs and
management reports, and to identify those routinely requested documents for possible
inclusion in the Army electronic reading room.

b. Currently, there are over 300 Army offices responsible for processing FOIA/PA
requests. Annually, more than 28,000 requests are submitted from individuals and
corporations outside the Federal Government. Historically there was no method of
searching requests information on an Army-wide basis or maintaining current and
inclusive contact information for the program offices through this decentralized program.

c. The purpose of this user manual is to define the key design features of FACTS
and to give the user a better understanding of how to navigate and operate the system.
The manual is divided into chapters. Each module is defined in a separate chapter with
corresponding figures for demonstrating a capability or functionality.

d. If you have questions concerning any of the modules, please feel free to submit
your question to facts@rmda.belvoir.army.mil.

1-2. Access.

Access to FACTS is limited to Army FOIA/PA Officers, IDAs, and other individuals
authorized to process and respond to requests from individuals and corporations
outside the Federal Government.

1-3. System Requirements.

The FACTS website is designed to support Intermet Explorer version 5.0 and higher.
The site also uses Java, Javascript, CSS, & DHTML. Internet Explorer 5.0+ already has
this support built in. If your browser does not support these, your system administrator
can provide you with the "plug-ins” to have full access to FACTS. No other software is
required. This site is best viewed using a screen resolution of 1024 x 768.

Submil questions, requirements, and comments to FACTS@rmda.belvoir.army.mil. 5
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1-4. Security.

In order to ensure security and integration with other supported Records Management
and Declassification Agency record related missions, FACTS is released as a
component of the Army Records Information Management System (ARIMS).

1-5. Privacy Act Requirements.

a. User Information. Disclosure of your contact information is voluntary. It is
solicited for the sole purpose of verifying your identity in the login process. However,
failure to provide the requested information will result in denial of access to FACTS.
Information furnished by you will be maintained and safeguarded by the system
administrators.

b. Requester Information. Users must ensure they adhere to strict Privacy Act
regulatory guidance. This system is not approved to require, collect, or maintain social
security numbers, home addresses, date of birth, personal telephone numbers, or other
personal identifiers.

1-6. Functionality.

FACTS has distinct modules. Refer to the corresponding chapter for an in-depth
description, figures, and step-by-step instructions. As an overview:

{1) The Case Management module contains the capabilities for entenng new
cases, updating or editing existing cases, and closing cases.

(2) The Search and Query functions enable users to perform simple searches or
build complex queries using Boolean logical operators and word or number entnes. The
criteria of searching can involve action officer, inclusive dates, and status of case, thus
the resuits can meet many of the report requirements and serve as a useful
management tool.

(3) The Reports module contairis a status report which consists of number of
cases received, currently open, closed, and pending more than 20 days during a
specified time penod. This module also contains the capability to output the required
data and statistics for inclusion in the annual FOIA report.

{4) Access to FACTS is limited to Army FOIA/PA Officers, IDAs, and other
individuals authorized to process and respond to requests from individuals and
corporations outside the Federai Government. The Registration and Profile Modules
allow users to register and have the ability to update contact information.

(5) The IDA Module is a searchable database of inclusive and up to date contact

information and areas of responsibilities for the Department of the Army Initial Denial
Authonties.

6 Send questions. requirements, and comments to FACTS@rmda_belvoir.army mil.
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(6) The Army Activities Module is a searchable database of inclusive and up to
date contact information for the FOIA/PA Offices within the Department of the Army.

(7) The Systern Admin Module is limited to only Activity System Admin users, and
allows update of Activity information, changing of roles of users assigned to that Activity,
and submitting documents for possible inclusion in the Army Electronic Reading Room.

1-7. Help.

a. Frequently Asked Questions (FAQ). The FAQ page, accessible from the Help tab,
addresses both FACTS technical and FOIA/PA functional questions.

b. On-line Help. if you have a question on the operability or technical aspect of
FACTS. submit your question to FACTS@rmda.belvoir.army.mil.

c. Functional Assistance. An attempt was made to address functional concems

within this Users’ Guide and FAQ. Forward functional issues or questions not
addressed in the Users’ Guide or FAQ to FACTS@nmmnda.belvoir.army.mil.

Submit questions, requirements, and comments to FACTS@rmda.belvoir.army.mil. i
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Chapter 3
User Registration Module

3-1. Registration. FACTS requires new users {0 register for access and security
privileges. It is during this registration process that a relationship is determined which
Army FOIA/PA office the user is a member.

3-2. Activity Information. Type your office symbol and select the appropriate activity
from the drop down box as shown in Figure 3-1. If your activity is not listed select
“Other” located at the bottom of the list. Then type your “Activity Name” in the field as
shown in Figure 3-2,

Sedect Office Symbol and User Clege
Otfice I
Symbol
 you do not see your
Adity  |Pesse Select an Actviy v Actiy ksted, plesse
sheaie Selert A Aty -
Aberdeen Proving Ground =
Profile Infos ajyruliure
Fret Alaname Nahonal Guard
Name* Alasks Nahonal Guard Piease give us your ful
Aririzton AD nésme ag. John Robert
Mddie Arizona Nehional Guard Smith For privecy
Narhe Arkansas Nebona Guard EPOSES YOur name
Lagt Argngton Nabonal Cemetery wil ondy be used for
Name.* Apmy and Arr Force Exchange Sernce system fracing
) Army Center tor Milkary History (CMH) v

Figure 3-1. Activity Drop-Down Screen.

If you to nat see your

* her . ACimily bsted, plesse
Select Othes

Figure 3-2. "Other” Activity Option Screen.

3-3. Profile Information. Complete the profile information entries shown in Figure 3-3
below with your official information (i.e., address, E-mail address, and phone). All fields
except "Alternate Address” and “Fax" are required.

12 Send questions, requirements, and commenls to FACTS@rmda belveir.army. mil
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Figure 3-3. Profile Information (Registration) Screen,

Submif questions, requirements, and comments to FACTS@rmda. belvoir.army.mil.

3-4. Account Information. The final step of registration is to enter your "Sign-In
Name” and password shown in Figure 3-4 below. After selecting “Create User Profile,”
you will receive notification that your request has been received and will be processed

(see Figure 3-5 below). Once approved/validated by the FACTS Administrators you will
receive a separate email confirmation. You may then begin using FACTS.
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Account Irdormation

Lsar Letters of Numnbey,
Sig'l-l."l | must be no more Lnan 8
¢ characters

N May be up 10 eght (8)
Fassword cheracters long, may

cortan numbers {0-3)

and upper and
Canfirm Ii
Password” lowercase letters (4.7,
8-Z), it no 3paces
Create User Protie | Cear A1 |

Figure 3-4. Account Information (Registration) Screen.

p——

Do FOaRA

HME HELP

Thank You! Yeu:r registtation is Belng Reviewed,

Therk vou tor requesting access to the Freedom of intonnation and Privacy Acts Caze Tracking System (FACTS) Your request is being
reviewed by the DA Freedom of iIntormetion and Privacy Acls Division and, wien appropriste, FOIA personned within your chain of
command Currently, your accourt is mactive  When the revew 15 complete and your reguest bas been approved, you 'wi racave email
nolificaian. You may begin wsng FACTS once you recerve Ihe approval nobficstnn

vve will plocess your fequest as 1apudly as possibie Authonz ahon 13 Typecaly grented wihmn 5 workdays H you have ay queshons or
warl 1o chech an ihe stalus of your request, plesse send an emad to facts@@rmes belvow army md

Figure 3-5. New User Registration Notification.
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b. Figure 4-3 shows an example of previously logged cases tied to a specific
requester’s last name. The data fields displayed include Control Number, Activity
Number, Requester Name, Last 4 SSN (if used), Date Received, Suspense and
Extension Dates, Closed Date (if appropriate) Action Officer, Type of Request,
Classification, Action Taken, Subject of Requests and Fees Owed. You may either view
individual cases by clicking on the hyper-linked Activity Number or continue processing
by pressing “Continue and Add a New Case.” (Note: User viewing individual cases
may retumn to this screen by using the "BACK" button on the navigation tool bar.)

Mhe Fosowos Cases wers Foond

i
Canmiror Numhlrmt:( - G SUREETTEE Dale (] wl G Oate ign Tawen

[F g4-Qop0xg FA-C4-0023 Anderson M AR A DIB2003 10E005 Mag o, Ad Lrws bz mifegd Acphnistralivey Cloyesd
[42NE Bl ) Fa 0400127 Andarzon  Mallhew 1DVZ2003 1w e 10/62003 Mason Apord L . vy Closen
ER-DAL 0 S Fa i1 MG Areitr £ Smbrgn lrastaln s N Tnli i) JFOZ004 WMy, Sl Froga Lhrezbos s & MmN el sy s I

L _ Conhnue end & e Case |

Figure 4-3. Search Up Front Resuits

¢. Figure 4-4 is an example of the screen shown in cases where no matches are tied
to the requesters last name or when users have selected "Continue and Add New
Case.” By designating required fields the reports and searches are complete and
inclusive. The required fields are: request date, received date, suspense date (20
working day), type (FOIA, PA/FOIA) prionty (simple complex, expedited), classification,
receiving activity, subject, action officer assigned to the case, and requester information.
(Note: Action Officers listed are those associated with your activity dunng the
registration process.) Case numbers are automatically generated and consecutive for

ali cases assigned within the Army for that fiscal year. Cases also have a sub number
specific to your activity.

16 Send questions, requirements, and comments to FACTS@rmda belvoir army.mil.
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b. Advanced searches can be based on a single entry or combination of entries
within the fields of Control Number, Activity Control Number, Subject Matter, Requester
Last Name, Company Name, Referred to, Fiscal Year, Activity Received the Request,
Action Officer, Status of Cases, Received Date, Suspense Date, Extension Date,
Closed Date, Classification of Request, Request Type, Prionty, Action Taken, Fee
Amount Due {range or any amount due), Days Pending (range or any number of days),
Any Amount Due, Any Amount Collected, and Over Due Amounts. As in the simple
search method, your activity is the default activity within the search criteria. However,
you may select another activity for a specific search. In order to search on an Amy-
wide basis you need to select “Please Select an Activity” from the drop down menu.
Action Officers shown are registered users associated with the selected activity.

¢. You may also use partial entries in any of the search fields (i.e., 0090 for Amy or
Activity cases containing 0090 within their number} and partial names.

d. The standard search resuits will identify cases by Control Number, Activity
Number, Activity Name, Requester Last Name, First Name, Date Received, Date
Closed. Action Officer, Type, Classification, Action Taken, and Pending Days. If your
search cnteria included Subject Matter, Company Name, Referred To, any of the Date
options, or Fee Amount options, the results will include the applicable fields.

e. To extract cases for a specific time frame (for reporting purposes) you may specify
date range for any of the listed date fields in combination with other search criteria.

f. You can identify cases that have amounts due or where money has been collected
by checking "Any Amount Due” or "Any Amount Collected” respectively.

g. To find cases with past due amounts for your activity or Army-wide check "Over
Due Amount”. This allows you to identify deadbeat requesters whose requests can be
administratively closed without processing.

h. As in the "View All" mode you may sort or group by any search result field by
clicking on any field heading.

i. To view case information click on the corresponding linked Control number.,
Activity Admin and Activity System Admin users will have the options to Edit or Close
cases assigned to their activity. Action Officers will only be able to Edit those cases
assigned to them.

j- The “Record Count” appearing at the lower left of the search result screen displays
the total number of records that met the specified criteria.

Submut questions, requirements, and comments to FACTS@rmda.belvoir.army mil 27
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Note: If changing the search criteria users are encouraged to "Reset Form™ (see the
“Reset Form” at the bottom of Figure 5-1). Experience has shown when intending to
highlight and delete previous search field entries, users may inadvertently insert a
“space.” The search system interprets the space as cntena, which result in nuil or
incomplete results.

28 Send questions, requiremnents, and comments to FACTS@rmda.betvoir army.mil.
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Repott for 1292085 to 2 112005
Number of requests open at begiming periad 2331
Mumber of requests recerved a7
Number of requests closed 759 Average Processing Trme 12 49
Number of requests open & the end of perod 2439
Nurmber of requests pending 14465 Average days Pendng 43
Fee Amourt 9094 22
Amourt Colected PMTAN
Amourt Owed $5620M

Figure 6-2. Status Report Results.

6-3. Annual Report (Reports Module).

a. The Annual Report consists of statistical and specific data regarding Initial
Request Determinations, Exemptions Invoked on Initial Request Determinations, “Other
Reasons” Cited on [nitial Determinations, Statutes Cited on Initial Request (b)(3)
Exemptions, Appeal Determinations, Exemptions Invoked on Appeal Determinations,
"Other Reasons” Cited on Appeal Determinations, Statutes Cited on Appeal (b)3)
Exemptions, Number and Median Age of Initial Cases Pending, Total Number of Initial
Requests Received During the Fiscal Year, Types of Requests Process and Median
Age. Total Amount Collected from the Public, and Program Cost (to include Number of
Fuli Time Staff, Number of Part Time Staff, Litigation Cost, and Total Program Cost).
With the exception of Appeal and Litigation related information FACTS has the
capability of capturing, calculating and producing all of the data required for the Annual
FOIA Report.

(1) FACTS is a Day-Forward System. Any cases pending on the implementation
date of 1 October 2004 will need to be reported be each activity for inclusion in the
Annual FOIA report separately.

(2) Statistical information on “Initial Cases Processed” is collected during
processing {required fields when opening and closing individual cases).

(3) Information pertaining to Appealed Cases and Litigations are provided
separately from the Office of General Counset and the Army Corps of Engineers (as
appropnate).

(4) Raw data pertaining to Program Costs is eniered by the Activity System Admin
user from the Reports Tab as shown in Figure 6-3. As this information captures either
the number of months or hours an employee dedicated to FOIA/PA functions this
information should be entered at the close of a fiscal year.

30 Send questions, requirements, and comments to FACTS@rmda.belvoir army mil.
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Anrvaasl Regort for 10 1 2003 to 8 102904
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Figure 6-8. Annual Report Resulits.

Subrmit questions, requirements, and comments to FACTS@rmda belvoir.army mil.
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6-4. Current Open Cases Report (generated from Advanced Search Module).

a. From the Advanced Search Screen (Figure 5-2 above) you may produce a report,
which will identify alf open cases under your activity's purview. To do this, ensure your
activity is selected from the activity drop down menu (your activity is the default) and
click to specify the status as “open” as shown in Figure 6-9 below.

Activity Received " -
the Request IDA FOIAPA Division ‘_}
Action Officer IPIease Select an Action Officer :]
Cagea & Open ¢ Closed ¢ Appesled

Figure 6-9. Open Case Query.

b. The results of this search will be shown as the sample in Figure 6-10.

ottt s, P sl Bersirecioaaa 0 Ot [ leenisopcinn Token
FP.03-000030 FA-03-0001 Romero Fathy  9/972003 Carter, Brenda  FOI8 Unclessified
FP-03-000031 FA-03-0002 Chung Conmie  9/872003 FISHER, STEPHEN FOIA Unciessified
FP-03-000052 FA-03-0003 Smoe Joseph 8972003 Jordan, Mary FOIA Unclessitied
FP-03-000033 FA-03-0004 Jamie Calhourd 9/5/2003 FISHER, STEPHEM FOIA Confidentral
FP-03-000097 FA-03.0008 Truedow  Jamte 92203 FISHER, STEFHEN FOIA Unclessified
FP-03-000480 FA-03-0011 Wayne John 9192003 FISHER, STEPHEN FOIA Top Secret
FP-03-0001 21 FA-03-0012 Wonka Al 95720073 Hogsietter, Darria FOIA Unclazsified
FP-03-000103 FA-03-0014 Aslora Trudy 9972003 FISHER, STEPHEN FOIA Unclassified
FP-03-000105 FA-03-0016 Mandella  Grady  9/872003 FISHER, STEPHEM FOIA Urlessitied
FP-03-000108 FA-03-0017 Iabrith Kert Q372003 Pece, Calle FOI& Urclassified
FP-03-000103 FA-03-0019 Meadnrme Celbra Q572003 Pace, Callie Fol8, Unclessihed
FP-03-000%10 FA-03-0021 John Doe 9M0,2003 Pace, Callie FOl8, Unclsssified
FP-03-000114 FA-03-0025 jones jamie 172003 Jordan, Mary Both Unclassified
FP-03-000038 FA-.03-0009 Bad Boys 9M,2003 Carter, Brenda  Beth Linclassitied
FP-03-001102 F&-03-0013 Sugatbaker Suzanne 9872003 Pace, Calle FOIA Unciassified
FP-G3-000113 F&-03-0024 Sweeney Gertald 11,2003 Jorden, Mary Bath Unclassifed
FP-03-000137 FA-03-0018 Walline Justine  9/9/72003 Pace, Callie FOIA Unclessined
FP-03-000109 FA-03-0020 Derring Alma 81972003 Pace, Callie FOL® Unclassified

Figure 6-10. Sample Open Case Report Screen.

c. The results will be arranged in numenical order and will identify control number,
activity number, requester’s last and first name, date received, action officer, request
type. and classification. The results may also be sorted by any of the shown fields.

the Figure 6-11 the same results are sorted by Action officer {click on the column

heading titled Action Officer).
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b. The results of this search will be shown as the sample in Figure 6-13 below.

I | - - . .
!Last Narme H eived|Closed lnctmn MNMlicer Chssmca'tlon:.hctmn Taken
Cyanled

FR_03-000094 FA-03-0005 Dearfisid  Justn 92003 9972003 Pace, Cabe FOA Unclassthed

FF.03-000096 FAGA-0007 Yandorger Cherles 9/9/2003 91172003 Jorden, Mary FOla, Unclessihed  Admmustrelively Closed
FP.03.000099 F2-03-0010 Coral Darry 9972003 94172003 Pece, Callie Bath Unclasaifisd  Denied in Part
FE.13-00018 . FA03-0023 Yandosa  Waly 9402003 9412003 Carter, Brenda  FOLA Unclessried  Censed n Part

FE- 15000095 F&-03-0006 vandosa Yvaly 9972003 91172003 Thomion, Jance FOWA Unclassimed  Granled
FP-03-000104 FA-03-0015 Tusche Forsgd 9472003 91172003 Pace, Cale FOIA Unclassited  Dersed in Part
F%-03-000111 FA-D3 0022 Vandose  Wally 9102003 910/2003 Pece, Cafie FOLl& Unclessmed — Admmustretively Clozed

Figure 6-13. Sample Closed Case Report Screen.

¢. The results will be arranged in numerical order and will identify control number,
activity number, requester's last and first name, date received, date closed, action
officer, request type, and classification and action taken. The results may aiso be
sorted by any of the shown fields (i.e., Action Taken, Action Officer).

6-6. All Cases (“View All” Tab within Case Management Module). See
Figure 4-22.

6-7. Accomplishments/Backlog/Caseload (ABC) (generated from Search Module).

Some reports may serve as a useful management tool in analyzing the
accomplishments, backlog and caseloads. In Figure 6-14 the activity, action officer, and
time-frame has been identified. In this instance the results will identify all the open and
closed cases for a specific Action Officer. The results are sorted by Action in Figure 6-
15.

36 Send questions, requirements, and comments to FACTS@rmda. belvoir army mil.
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Chapter 7
Initial Denial Authority Module

a. The Initial Denial Authority Module is an inclusive listing of the Initial Denial
Authorities (IDA) complete with current mailing address, phone number, DSN prefix,
Fax number, and area of responsibilities. The General Order 3, which redirects some
functions and responsibilities at Principal Headquarters DA level, wili be reflected in this
module. As changes occur they will be updated here.

b. To access the

IDA Module select the "IDA” tab from any of the screens available

in FACTS. Figure 7-1 shows the IDA page.

DA's List
Army and A Fotce Exchenge Service
Hea AAFES AUTHORLZED TO ACT ON REQUESTS FOR AAFES RECORDS
ATTN GC UNDER AR f0-20/AFR
PO Box 650061
Dallas

TH 75265-0061

Phone (214) 312-3876

Far (214) M 2414

ATTN DAM.MD
600 Army Penlagon
Room 1ER7T
Washington

bC 20310-0600

AUTHORUED TO ACT 0N REGRIESTS FOR RECORDS RELATING TO PLANNING
PROCR AMMNG

EXECUTION AND OPERATION OF 4RMY INSTALLATIONS THIS INCLUDES BASE
REALICNMENT AND CLOSURE ACTIVITIES

ENVIRONMENTAL ACTRATES OTHER THAN LITIGATION

Phane 7031 692.9247 FACIUTIES AND HOUTING ACTIVITES

Fax {703) 6951999

AMD INSTALL ATION MAMAGEMENT SUPFORT AC TIVITIES

Assisian Secretary of the Army (Financal Management) and Comptroliet
ASSISTANT SECRETARY OF THE ARMY  AUTHORIZED TO ACT ON REQUESTS FOR FINANCE AMD ACCOUNTING RECORDS
IFRLANC LT MANAGEMENT) AND

COMPTROULLER
ATTH SAFM-SACO

109 ARMY PENTAGON

RM 3E346
IASHINGTON
0C 20310-0109

Phane (703) 892-2502224

Faw (703)692-1723
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Figure 7-1. IDA Screen.

c. It is the responsibility of each IDA office to ensure the information posted on this
page is correct. Changes to addresses, telephone numbers and areas of
responsibilities must be submitted to FACTS@rmda.belvoir.army.mil as they occur.

Send questions, requirements, and comments to FACTS{@rmda beivoir army.mil






















