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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D C. 20535

September 6, 2007

Request No.: 1087793- 000
Subject: NO FLY LIST

Dear Requester:

The records that you have requested were previously processed under the provisions of the
Freedom of Information Act for another requester.

Enclosed are 248 pages of documents pertaining to your request and a copy of the explanation of
exemphons.

You may submit an appeal from any denial contained herein by writing to the Office of Information
and Privacy, U.S. Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D C 20530-
0001, within sixty days from the date of this lefter. The envelope and the letter should be clearly marked
“Freedom of Information Appeal” or "Information Appeal * Please cite the FOIPA number assigned to your
request so that it may be easily identified.

Sincerely yours,

Dlld

David M. Hardy

Seclion Chief,

Record/Information
Dissemination Section

Records Management Division

[nclosure(s)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE §, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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b7C -1
From: r |
To: Aviation-Field-30 b6 -1
Date: Wed, Dec 19, 2001 4:36 PM
Subject: FB! Response to FAA Name List - NEW PROCEDURES

Airport Agents - Please ensure that this message is forwarded to your supervisors, command post and

any other personne! who might respond to name list matches at airports. The attached FAA documents
have also been uploaded to| |

There are two name lists for which the FBI may now have to respond, instead of one - the "No Fly“ list - bz -4
(threats to aviation) and the "Selectee" lis] ] The names are the same and some b7E -1
additional ones from the previous FAA name lists, and they continue ta originate from other agencies

om the FBI. However, there are new procedures to reduce unnecessary FBi response. The FBI
and the FAA coordinated these procedures based on feedback from the field about the utility of FBI

resnanse to ticket counters to identify passengers when the lists now contain more identifying information, b2 -4
r | b7E -1
NEW PROCEDURES -
b2z -4
b7E -1
Please read the attached FAA Security Directives (SO 108-01-20 and 108-01-21) for exact
language.
2 -4
b7E ~1

| expect questions, so please ask. If something doesn't work as you expected, please let me know. Il try

to do an EC as soon as possible, but since the list and changes are "out", | wanted you to have them as
soon as possible.

SSA _ —fax)
Civil Aviation Security Program, Room 11795 b2 -1,2
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division b7C -1
— b6 -1
cc: | 1 b7C -1

b6 -1
ALL INFORMATION CONTAINED

pbninllc boabINLs/ac Jeac

-11119

SUSSMAN-1
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1500 Southwest 1st Avenue

The Honorable Earl Blumenauer
The Weatherly Building

516 S.E. Morrison Street b7C
Suite 250

Portland, OR 97214

Dear Representative Blumenauer:

d_'Lhis_I.ettaLi.T in response to your request for additional information
concernin and the policies and procedures surrounding the
Transportation Security Administration's (TSA) watch list. Nationwide policies and
procedures regarding the TSA watch list are established jointly bI! the FBI and TSA at

the headquarters level. Your concerns have been forwarded to FBI Headquarters,
Counterterrorism Division, and the Office of Public and Congressional Affairs.

. Additionally, on August 12, 2002, this office contacted|:|and
explained, in general terms, the procedures used by the TSA, FBI, and commercial air
carriers upon discovery of a name list match.

ALL INFORMATION CONTAINED

SRPBRIR L0t NUs /o fcac
+03.1199

SUSSMAN-2
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The Honorable Earl Blumenauer
The Weatherly Building

516 S.E. Morrison Street
BoibQffse Box 709

Portland, OR 97214

Dear Representative Blumenauer:
b6 -2

This letter is in response to
ur inquiry on behalf ofl_?;
b7C -2 is not a iste

person on the Transportation Security
Administration's (TSA) watch list.
However, the watch list does contain a
person with the same last name.

Therefore, commercial air carriers are
required to checH |

identification agai wn
identification o thq isted on the
TSA watch list. Unfortunately,

commercial air carriers cannot confirm

| |true identity until such time
as his identification is checked at the
ticket counter.

Historically, TSA

procedures have required that

identification checks be performed by law

enfarcement officers. Recent changes to

TSA procedures aliow commercial air
b7C =2 . carriers to conduct these checks under

certain circumstances. This procedure
be -2 must be completed every time Mr.

|:r|and all others with the same last
name, fravel via commercial aviation.
' While 1 fully appreciate Mr.
b7C -2 I;Ifrustration, | am sure he can
understand the importance of the
bo -2 enhanced security requirements.

Sincerely,

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
&ﬁ%-%%c-@a LA NS ’F\ 6 /&?a%'es Mathews, Il|

SUSSMAN-3
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_ Memorandum

San Francisco Police Department

05-30-2002 q2:26pm  From-SFPD AIRPORT PATROL 8508217504

b6 -4
b7C -4
To: | j APPROVED
Commanding Officer
Airport Bureau - Day Watch
From: B b7C -4 o o
Airport Bureau — Day Watch b6 -4 O 0
Date:  Friday, May 24, 2002 o o

Subject: Selectee and No Fly list Names

ISSUE

Airport Bureau police response to the Transportation Security Administration's
air-carriers No Fly and Selectee names fists.

DISCUSSION ‘b7C -1,3.

On Friday, May 24, 2002, | met withI:‘_—__l(T.S.A) and tspoke with ¢ _; 3
(F.B.1.), regarding police procedures when dealing with individuals
whose names have been entered on the Transpartation Security Administration's NO-
FLY and SELECTEE names lists and the air-carriers reservation data banks.

b2 -4
b7E -1
b3 -1
b2 -4
b7E -1
b3 -1
This new change in procedure, will aliow airport officers to minimize the amount
__of time required to initially detain individuals with names that|
|names on federal NO-FLY or SELECTEE fists. — b2 -4
b7E -1
RECOMMENDATION b3 -1

| recommend that this new change take place to reduce time spent by officers
on-scene, when responding to names on federal NO-FLY and SELECTEE {ists.

.

ALL INFORMATION CONTAINED

HEREIN 1S UNCLASSIFY v} / /
%‘Eﬁyf%ﬁa@ o1 NSfRefeat SUSSMAN-4
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FBI FACSIMILE
| COVER SHEET
PRECEDENCE CLASSIFICATION
0O immediate O Top Secret Time Transmitted:
O Pprority 3 Seeret Sender's Initials: bsw -
& Rourine . _ J Confidential Number of Pages:
[ Sensitive (including cover sheet)

@ Unclassified

To: ‘T§A' / ’:é._/ —— Date: Z/ / 5/07/

Name f Office

Facsimile Numbgr;

Altn
p2 -1
. . b7C - .L ! 3
From: FBIHQ, Domestic Terrorism Section, Rm 11795 b6 -1,3
Name of Office
Subject: W| ‘ Iy 7.
—
Special Handling [nstructions: J"@L { VL‘D -
R
b2 -1
. L7C -1
be -1
Ociginators Name: SSA| Telephone:
Originators Facsimile Number;
Approved:
T
Brief Description of Communicatian Faxed:
Bk ALL INFORMATION CONTAINED

WARNING Wﬂﬁ /AC-‘/
G

information attached to the cover sheet is U.S. Govemment Property. if you are not the intended reciplent of%u r) ’7 q

informution. disclosure, reproducton, distribution. or use o this informntion is prohibited (18.USC. § 641). Please notify the
originator or the Jocal FBI Officc immediatcly (o arrange for proper disposition. SUSSMAN-5



e W T a7 R eI h r J P-BZ"@G

b2 - l
Egc‘ i 1 ﬁf a .
LY 0
APPLICATION OF THE FOURTH AMENDMENT 4
TO
AIRPORT SEARCHES

Airplane fighlecking or skyjacking escalated dramatically during and ater the 1960s until it
climax with the attacks on the World Trade Center buildings and the Pentagon. Consequently,
airport security has always been a matter of very serions concern, and presently, it is a matter of
paramount importance. Once the security of an airplane is compromised, it is very difficult to
respond effectivety to the problem. As was so dramatically illustrated by Jast year’s tragic events,
the potential for great and immediate harm to the passengers on the airplane and to the public at
large is tremendous. Additionally, the highjackers are extremely difficult to detect, and in order to
avoid the extreme danger highjackers can create, the highjacker must be detected before he boards
the aircraft. The importance of airport/airplane security, the need to detect the highjacker, and the
need to protect the public and the airline passengers have been recognized by the courts in
considering how to analyze police conduct at airports under the Fourth Amendment.

In 1968, a Task Force was appointed to develop an on-the-ground highjacker detection
system. This system was adopted by the FAA and continucs to be employed today to provide
security for all air travel. As its most prominent component, the system employs pre-flight screeni
through the use of notices to the public, identification checks, application of a highjack file,
magnetometers, x-rays, interviews with selected passengers, and frisks or searches of cerfain
suspicious passengers. The employment of these measures has been approved by the courts as
reasonable; however, questions concerning the constitutionality of other searches and seizures at the

airport continue to arise. This presentation and paper is designed to deal primarily with those issues.

The Fourth Amendment does not prohibit all warrantless searches and seizures; instead, it
prohibits only unreasonable ones. The reasonableness of warrentless searches and seizures at
airports or on airplanes will be determined, in part, by balancing the intrusion itself against the need
for security at airports and the difficulty in ferreting out the highjacker from the throngs of members
of the public in airports and boarding the airlines.

Because the courts have determined that airport screening procedures are searches, they must
be justified under an exception to the warrant requirement. Five exceptions have been applied by

the courts: (1) the border search exception; (2) a Terry stop and frisk; (3) the administrative search
exception, (4) consent; (5) the critical zone theory.

Border Search Exception Because many airports have both international and domestic
flights, different standards for searches or seizures may be applicable at the same airport, depending
on whether the flights being serviced at domestic or intemational. For international flights, under
the border search exception, routine scarches of persons and their effects may be conducted under
the same perameters as those searches are conducted at the intemational borders. Those secking
admission to or exit from the United States on an international flight will be subject to a routine
inspection of his person and his belongings. Any non-routine search (e.g., stnp searches) must be

based on reasonable suspicion. For passengers on domestic flights, the border search exception
cannot be used 10 justify the search of a person or his belongings.

ALL INFORMATION CONTAINED

CS?M%SMQ o1 N/ A G/cn L

A403-(119 SUSSMAN-6
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Terry Stop and Frisk: Application of this exception is discussed in further detal below.

Administrative Searches: Courts have justified the airport security screening procedures
under the administrative search exception. The courts have held that when all passengers are
subjected to security screening procedures in order to provide greater protection and security ta the
airport and departing aircraft, the routine screening procedures are considered administrative
searches and not violative of the Fourth Amendment. When these screening procedures are used
only on selected passengers, they fall outside the coverage of the administrative search exception.
When these screening procedures are used improperly to detect the possession of contraband, the
administrative search exception may not be used ta justify the search.

- Consent: Any search or seizure can be justified on the basis of a defendant’s knowing and
voluntary consent. Consent should be express, rather than implied. Agents should not rely entirely
upon warnings airlines generally give to passengers that their luggage or person may be searched;
the court’s have been divided on the issue of whether these general wamnings can constitute at least
implied consent to search.

Critical Zone: The Fifth and Eleventh Circuits have held that airports are to be considered
“critical zones” in which special Fourth Amendment considerations apply because they consider the
girport the one channel through which all highjackers must pass before being in a position to
commit their crime and the one point where airport security officials can marshal their resources to
thwart airplane violence before the lives of an airplane’s passengers are endangered. These courts,
therefore, deem reasonable more intrusive security measures if specifically tailored to increase
airport security and to detect highjackers.

The Stop of a Person in the Airport (prior to presenting himself for boarding) T jeg¥ Cerovier "
PSSP g
The Fourth Amendment applies to an airport stop only when a seizure occurs,
If there is no detention, there is no seizure, and the Fourth Amendment is not implicated..

A person has been seized only if, in view of all of the circumstances surrounding the
incident, a reasonable person would have believed that he was not free to leave. Whether an airport
encounter between the police and a suspect amount 0 a seizure requires a review of all relevant
circumstances, including psychological factors. 1f a reasonable person would fee free to disregard
the police and to go about his business, the enoounter is consensual.

Asking for an individual’s airline ticket and his identification was permissible and will not be
considered a seizure. Acking rowzine questions concerning the reason for and destination of travel
does not implicc:z the owsti Amendment.  Generally, there is no seizure when a law enforcement
agent merely approaches an individual at the airport, and after identifying himself, begins to ask
routine questions related to the person’s identification, travel plans, and ticket information. A non-
threatening request to search will not convent the encounter into a seizure.

SUSSMAN-/

B
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Factors considered in determining whether a seizure has occurred include: (1) location of the

encounter; (2) physical contact with the person; (3) appearance and clothing of the officers; (4)

\ number of the officers; (5) display or presence of weapons; (6) demeanor and tone of voice of the
officers; (7) length of time in which documents are retained; (8) any advise of right to terminate the

encounter or refuse consent; (9) information that the person was suspected of criminal activity; (10)
the length of the encounter, among others,

When a narcotics officer identifies himself as such and advises the person that he is
suspected of transporting narcotics, the courts will likely find that a seizure has occurred. If the

officer retains the traveler’s identification or travel documents, the encounter may be considered a
seizure, '

- An investigative detention must be based on reasonable suspicion which must be based on
factors that viewed in their totality amount to reasonable and articulable suspicion that the
@ y al activity? A subsequent frisk of the person must be based on voluntary
uSpitioR that the individual might be armed.

’ An amest must be based on probable cause. If a suspect is arrested and his luggage or

personal items are removed with the suspect, those items may be searched only on the basis of
consent or probable cause, with a warrant.

Ajr Terminal Securnity Screening

As set forth above, routine airport terminal-entry security screening has been approved by the
courts as administrative searches because their purpose is to provide security snd safety rather than
to detect crime. In order for these procedures to continue to be justifiable as administrative
searches, the emphasis of the search must continue to be for purposes of determining the presence of

dangerous persons or articles rather than the presence of contraband or for other general law
enforcement purposes.

Courts have held that the placement of items on the x-ray conveyer belt constitutes at least
implied consent to a visual and limited hand search of the items if the x-ray examination is
inconclusive, Absent consent or probable cause, the scope of the hand search must be limited to that
which will reveal an object that could be used to effect a highjacking or endanger other passengers
or members of the public entering the terminal. (Caveat: this does not extend to search for money or

drugs seen on x-ray examination; although a search therefore may be based upan probable cause or
oonsent).

Strip searches must be conducted only on reasonable suspicion.

Passengers Presenting Thems:ives for Boarding on the Aircraft

The Fifth and Eleventh Circuits have held that it is permissible to request a search of
passenger presenting hirflself for boarding on an airplane. The officer may indicate that if the
passenger refuses, he will not be permitted into the gateway or the airplane. If a passenger is

SUSSMAN-8
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b7C -1

ticketed and presents himself for boarding on the airplane, he may be subjected to a search on mere
or unsupported suspicion. Scope of search can be of sufficient scope to reveal any object or
instrumentality that could reasonably have been used to effect an act of air piracy. Again, the search
cannot be one designed merely to detect contraband.

Checked L e

Passengers have a reasonable expectation of privacy in checked 1uggage Genperally, searches
of checked luggage can be conducted on with consent or a warrant based on probable cause.
Where, however, there is evidence that luggage contains explosives or some other item of a similarly

dangerous nature, exigent circumstances may justify a warrantless search, but the search must be
based on probable cause.

* Checked luggage may be x-rayed. A subsequent search can be conducted to dispel

suspicions of danger, but a general search for contraband cannot be conducted absent a warrant or
consent.

Because a dog sniff of luggage is nat considered a search, luggage may be subjected toa dog
sniff without any suspicion whatsoever. However, if a dog alerts to the presence of contraband, the
subsequent search may be conducted only with consent or a2 warrant. A dog’s alert to the presence
of explosives may provide probable cause for 2 warantless search conducted under exigent
circumstances. (A dog sniff of & person is a search and cannot be conducted)

If a person disavows ownership of luggage when presented with an opportunity to claim
ownership of it, it will be considered abandoned and can then be searched.

A person’s luggage can be seized for 2 reasonable period of time on the basis of reasonable
suspicion. It should not prevent passenger's continuation of travel. Luggage can be seized on the

basis of probable cause pending the issuance of a warrant to search; however, the agents should be
actively taking steps toward obtaining the warrant.

Private v. Govemmental Searches

Airport security measures were, in the past, largely employed by private security
companies employed by the airlines or by airline employees themselves. Purely private searches
are not subject to Fourth Amendment protections; therefore, where these searches or seizures
were conducted entirely by sirline personne] without governmental intrusion or prompting, the
Fourth Amendment was not implicated. However, govemnmental agencies became increasingly
involved in airline security, and most of the searches, even where conducted by airline
employees or security personnel, were instigated by government agents or govemment agents
participated in them. In those cases, the Fourth Amendment controlled the appropriateness of
the conduct. As you know, the law now requires that airport security be provided by the
government, and the Air Marshal program has been revived; consequently, a Fourth Amendment
analysis will rarely be avoidable. Nevertheless, when aitline employees are acting entirely
independently, the courts will find that a private search was conducted, and that the Fourth

SUSSMAN-9
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Amendment had no application (e.g., airline employees opening suitcases to determine
ownership and then encountering contraband therein).

SUSSMAN-10
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September 4, 2002

Mr. Michael D. Robinson
Associate Under Secretary

for Aviation Operations
Transportation Security Administration
400 Seventh Street, SW
Washington, DC 20590

Dear Mr. Robinson:

Thank you for your June 27th letter, enclosing a copy of TSA's Delegation Order
conceming the placement of Federal Security Directors at all of the major airports nationwide.
You asked that the Order be disseminated to each of the FBI's field offices having a need for the
information.

Recognizing the FBI's investigative jurisdiction with respect to criminal violations
set forth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in
Title 18 of the U.S. Code, our field offices will be provided copies of TSA's Delegation Order
dated June 14, 2002, along with the reminder that interagency cooperation and coordination are
critically important to our respective missions and responsibilities as our agencies continue to
discuss pertinent jurisdictional considerations. :

Sincerely yours,

Robert S. Mueller, 111
Director

] - Mr. Ashley (5012) - Encs.

1 - Mr. D'Amuro (5829) - Encs.
1 - Mr Wainstein (7427) - Encs.
1 (5096) - Encs. b7Cc -1

(] (7326) - Encs. bé -1 R
1 (7176) Encs. b6 -1
62F-HQ-1077732

NOTE: Reply coordinated with Attorney-Advisor Investigative Law Unit, OGC,

and Unit Chieli:l Major Theft/Transportation Crimes Unit, CID.

BHM

ALL INFORMATION CONTAINED

josyncmssmzo L0200 NS /QQ /CA C
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Attachment 1
J une 13, 2002

Authorities of the Federal Security Directors (FSDs)

1. Manage Aviation Security Resources. On a day-to-day basis, manage and
provide operational guidance to the aviation security resources of the .
Transportation Security Administration (TSA) screeners, field agents, and law
enforcement officers to which they are assigned.

2. Screen and Inspect Passengers, Property and Cargo.

A. Passenger Aircraft. In accordance with 49 U.S.C. § 114(e) and TSA
regulations, policies and procedures, be responsible for the day-to-day
Fedcral security screening operations for passenger air transportation -

~ and intrastate air transportation. In accordance with TSA regulations,
policics and procedures, provide for the screening of all passengers
and property, including United States mail, cargo, carry-on and
checked baggage and other articles, that will be carried aboard a
passenger aircraft opérated by an air carxier or foreign air carrier in air
transportation of intrastate air transportation, in accordance with 49
U.S.C. § 44901(a). In accordance with TSA regulations, policies and
procedures, provides for seatch and detention of persons or propexty
posing a suspected risk to safety and security, in accordance with 49
| U.S.C. § 44903(b).
B. Checked Baggage. In accordance with 49 U.S.C. § 44901(¢),(d), and
' (e) and TSA regulations, policies, and procedures, as explosive '
detection equipment becomes available, screen all checked baggage
through such equipment. In those unusual circumstances where
explosive detection equipment is not available, screen every piece of.
checked baggage through alternative means. In accordance with TSA
~ regulations, policies and proceduses, such altemauve means may

include one or'more of the following:

(1) A bag-match program that ensures that no checked baggage is
placed aboard an aircraft unless the passenger who checked the
baggage is aboard the aircraft.

(2) Manual search.

(3) Searchby camnc explosive detection units in combmauan thh
other means.

(4) Other means or technology approved by the Under Secmtary

C. Cargo Aircraft. Provide for the screening and inspection of cargo that
will be camed on m-«,vgﬁ aircraft, in accordance with 49 U.S.C. §
44901(j sl T *c o 12510..13. policies and procedures
A ngg_g_ﬁgggggg Serve as a liaison for aviation security to the local
intelligence and law enforcement communities. Receive, assess, .
distribute, and ensure utilization of mtelhgence and law enforcement
information as apptopnatc

-~

ALL FBI INFORMATION: CONTAINED

) SIS WRSTER ) 0300 A e
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(1) Memoranda of Understanding Concemning Data. Eater into
memoranda of understanding with local offices of Pederal
agencies and other local entities, such as state and local law
enfarcement, to share or otherwise cross-check, as necessary,
data on individuals identified on Federal, State and Local agency
databases who may pose a risk to transportation or ‘national
security.

(2) Notification Procedures Concerning Potential Threats Establish
procedures for notifying the Federal Aviation Administration
(FAA), appropriate State and local law enforcement officials,
and airport or aircraft operator security officers of the ldenuty of
individuals known to pose, or suspected of posing, a risk of air

_ privacy or terrorism or a threat to aircraft operator or passenger

. safety, in accordance with 49 US.C. § 114(h).

3) mm_gmmgmmw In consultation with .
other appropriate Federal state, and local agencies and air camiers, and
upon notice that an individual may be a security threat, establish
policies and procedures that require air cagriess to noufy appropriate
law
enforcement agencies of the individual’s identity, prevent the
individual from boarding an aircraft, or take other appropriate action
with respect to that individual.

(4) Passenger Lists. On acase by case basxs, and when wan'anted by
specific security considerations, requife passenger air carriers to share
passenger lists with appropriate Federal, State, and Local agenc:es. for
the purpase of identifying individuals who may pose a thmat o
avxauon safety or national security.

- Security Countermeasures. Coordinate and implement security
countenneasures with appropriate departments, local offices of federal
agencies, staté and local law enforcement agencies; airports, and afr

. carriers. Work with the FAA with respect to any actions or activities
that may affect aviation-or aviation gafety or air carrier operations, in
accordance with 49 U.S.C. § 114(£)(13).

4 lose ot gecure ai nd rel acilities. If a particular
security threat to a gate, a concourse, a terminal, an airport or related
facilities.cannot be addressed in a way adequate to ensure, to the extent
feasible, the safety of passengers, crew, or other individuals, the
affected facilitics may be cleared, closed or otherwise secured. Aftera
security action has been taken in accordance with 49 US.C. §
44905(b), provide feedback to the airport operator on 12 reasons £z
the security action.

Cancel, delay, retam, or divert flights. If a parﬁcular security threat to
a flight or series of flights, including air pxracy (as defined in 49
U.S.C.§ 46502), cannot be addressed in a way adequate to ensure, to
the extent feasible, the safety of passengers and crew, the flight or
series of flights may be canceled, delayed, returned to an airport after

3 SUSSMAN-13



Transportation Security Administration
(No Fly and Selectee Lists)

The No Fly and Selectee Lists, both administered by TSA,
often are confused with the TWL. Currently, the TWL staff is
working with TSA to develop protocols tc facilitate entry and/orx
removal of FBI subjects to/from the No Fly or Selectee Lists. It

should be noted, TSA is the only agency which actually can make
the entries or removals.

The _No Fly List is used to prevent individuals from using
commercial aviation who are deemed by TSA tc be a threat to
aviation, based on information provided by various sources (such
as the FBI). If an individual is listed on the No Fly List, that
individual will not be permitted to board any commercial aircraft

b2 -4
within the U.S. until such time the individual is removed from b7E —1
the list by TSA. \

[ Tt should be noted, the air carriers
and/or local airport authorities are responsible for preventing a

passenger on the No Fly List from boarding an aircraft, not the
FBI.

The Selectee List consists of individuals who arel —\ E?E—41
These individuals are sgcreened by airport authorities in
accordance with TSA Security Directives. Following the screening
procedures, these individuals can use commercial air
transportation and should not be denied boarding. Again, the
respective alr carrier and/or local airport authorities will make
the final determination regarding who boards an aircraft.
|
b2 -4
b7E -1

ALL INFORMATION CONTAINED

HEREIN 15 UNCLASSIFIED NLs { AG / CAl
mé 25-0 26 ILCLOR 6N
CRH03-(119
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Notes and Guidance for NO FLY and SELECTEE lists b7C -1
Prepared 3/25/2002 by SSA bé -1

Administrative-General

b2 -4
b7E -1

Investigative

NO FLY list - Used to prevent persons from using commercial aviation who are deemed by the FAA
to be a threat to aviation, based on information received from various sources._Airport poli

to perform an initial ID check and will hapefully elimin rson as amatch.
[ iAirport police will contact the FBI in
questionable cases. ~

A few people have been removed fn i er the person convinced the FBI and the FBI
determined _ hat they were not a threat to aviation. The
passenger may notfly unfifthe FAA removes their name from the list. The air carriers, notthe FBI,

prevent the passenger from boarding the flight. The person can travel by other means, but not
commercial air. The FAA removes names from the |j ni ' itti

agency or a document
&indicaﬁng at the person is not considered fo be a threat to aviation.

ALL INFORMATION COFN'ETSINED ]
LRI D soaen NG (no [eac

R403-1119 SUSSMAN-15

b2 -4
b7E -1

b2 -4
b7E -1

b2 -4
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b7C -1

b2 -4
b7E -1

_SELECTEE List - These persons arel |
| Passengers determined to be the person on the list,
fto the air carrier for any
screening which the carrier needs to conduct in accordance with the TSA Security Directive prior
to flightboarding. These persons can use commercial air transportation - they need not be denied
boarding.

Resgonsibilities of FB! office in HQ city of air carrigr]

b2 -4
b7 -1

Possible Match Passenger at the Ticket Counter: When a passenger with a possible name match

presents themselves altiﬁc_kﬂmmﬂwwmadmmﬁmmmmﬂm
for an initial ID check.

b2 -4
b7E -1

b2 -4
b7E -1

Passengers who know their name is on a list requiring identification by the police can potentially

arrange with the airport police before they get to the airport that day to alert the police they have a

flight and when they plan on being atthe airport. Thus, the police can bethereoratleastbe nearby, - -4
further reducing delays | | ©7E -1

SUSSMAN-16



b2 -1

b7C -1
b6 -1
January 22, 2003
] b7C ~1
From] __ |OGC/LU, Ex bic -
) b7C -3
To: _ b6 -3
Enclosed is your copy of a draft MQU I received fro a policy official in TSA.

Not sure why he faxed it to me but, in any event, it addresses respective roles in providing input
to and using the TSA’s No-Fly and Selectee lists.

I am not sure who in CTD has this for action but it’s got to be one of you three so here it is.

Anyway, 1f you need us on this any more, let me know
b5 -1,2

ALL INFORMATION CONTAINED

HERELN 1S, UN LASSIFIED
oA"@L__é.%L BY _C Q)
CR¥063-179q 260 NLs aG’/Oz)L
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Re TSA & Local LEO induiy of PC for Detetion of N Py L s~

'b7 C
From:
To:
Date: 6/27/02 7:32PM
Subject: Re: TSA & Local LEO inquiry of PC for Detention of No Fly List individuals bIC
Hi

Not being a lawyer, I'm treading on common sense ground here, but | believe that "investigative
detention*** is the basis for the local LEO hoiding individuals untit the FB1 shows up, same as it is for
non-terrarist criminal matters, such as potential Crime Aboard Aircraft violations. After you arrive,
however, if there is nothing in NCIC, such as an INS status problem or any arrest warrant for the person
and they want to leave, they can leave, unless you find something for which to arrest them. As a

reminder, QGC also advises that the field use the 265 TURK classification for each mterwew conducted
related to the lists.

(A lot of LEQO's don't seem to like using that surrogate authority, which is why we had all those
deputatior. issues over the last couple of years.)

I—'—" b7C
>>> 6/27/02 12:40:36 PM >>>

TSA and local LEO are inquiring as to the PC for detaining individuals that have been identified on the No
Fly ar Selectee list with more than the name match. They are concerned about the legality of the

detention. They need to know the PC for which they are detaining the individuals until the FBI shows up P 7C
to interview the individual.

Thanks fo jstance

b2
' b7C
CC: ARTHUR M. CUMMINGS;

b7C

AL INFORMATION CONTAINED

HEREL uzcgswmabq | LS QC-»/ CR L
Cas O3 -1N11q




e e

issue: TSAand No Fiy Lists— " - mepe

b7C -1
b6 -1
From:
To: ~ ARTHUR M CUMMINGS]
Date: 5/28/02 1:43:30 PM
Subiject: Issue: TSA and No Fly Lists i;c_ll

Art,

b5 -1

Here's some background, if you have the patience to read it:

_ b2 -4
Since 10/2001, when the TSA No Fly and Selectee lists came into being (aftermath of the F ist),! b7E -1
have been attempting to make the updated lists available to the field agentsl on
a timely basis, i.e., when they are issued, because TSA has made the agen 1ole Tor responding
to possible name matches. The agents need these lists in order 1o have background and ID info.

TSA issues these lists to the air carriers and the airnart naicel Lo -4
5 -1
7E -1

TSA also fails (except on one occasion) to coordinate with us when they tell the cartiers whom to contact
(the FB) or when they change the Security Directives concerning response which affects FBI offices.

Despite my best efforts, the TSA just motors along and | and the agents are being whipped around the ig :i
flagpole trying to do the right thing. BIE -1

b5 -1

Example - today List 51 was issued; Lists 49 and 50 were issued on Friday. | believe | was'here. but no
mail from TSA, and | check every hour. 1 have raised this issue with people in TSA and here, and told the
agents that getting the lists from me is now a luxury instead of a certainty.

] bs -1
| have tried to arrange a meeting with TSA butthat has notwodced antvetl 1

b6 -3
b7C -3

Again, please try to give me some time so we can meet and decide how we want to proceed.

Thanksl

SsAl l(fax) b2 -1,2
Civil Aviation Security Program, Room 11795 b7Cc -1
Domestic Terrorism Counterterrorism Planning Section b6 -1
Counterterrorism Division

Dleo.gov

ALL INFORMATION CONTAINED

gﬁiﬁi‘i_—”&ﬁﬁ Clo0Q (N /\ILS/A c/cn(_
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b7cC

New T3¢ Zui a'z*r oa)c“c; anc No Fiy Lists - “Dage 1
Fror [ A |
Ta Aviation Tisg 26
Date: 3/28/02 5:08:13 P
Subject: New TSA Guidancs-Selecize and No Fly Lists
More to follow as | get additional information. b2 -4
b7E -1

ssA _Jrax) b2 -1,2
Civil Aviation Security Program, Room 11795 b7C -1
Domestic Terrorism Counterterronsm Planning Section b6 -1
Counterterrorism Division

leo.gov

CC: ARTHUR M. CUMMINGS; Aviation-CIRG&Training; Avia...

Sl74
i -

Wt

773,260

ALL \NFORMM\ON CONTAINED

IFIED
e VR 14 L QO

"Cak 03-111%
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__ |Re:NoFyandSeecteelits .. FPagel]

b7C -1

bé -1
From:
To:
Date: 7/2/02 7:40PM
Subject: Re: No Fly and Selectee Lists
b7Cc -1
be -1

Thank you so much for the detailed legal opinion and support on the FBI's role in crafting security
directives |

b> -1,2
We still need to address the legal, policy and procedureal questions as a total picture, rather than
piecemeal. | |
b5 -1,2
Re authority to hold No Fly passengers until the FBI arrives| |
| Wow, | can't imagine that. | b5 -1,2
[for that evaluation. | |b 5 -1,2
If the FBl.and the TSA cannot agreq bs -l.2
[ |
b7C -1
Regards b6 -1
>> /2/02 11:59:21 AM >>> b5 -1,2
e specilic statutory citation for the terrorist watch lis{ b7C -1
b6 -1
b5 -1,2
b5 -1,2

ALL INFORMATION CONTAINED

£$1§ uygﬁ sgueo o NLS(A . /Cm .
03-(119 ~ SUSSMAN-31



| Re: No Fly and Selectee Lists e Page?]

I-

b5 -1,2
b7¢C -1
b6 -1
b5 -1,2
L~
e
5 -1,2
b5 -1,2
b7C -1
My next move is to consult the| Inthe_b5 -1
DAG's office--about the issue of the legal basis for No-Fly decisions after | discuss this within OGC.
b2 -1
exl b7C -1
bé -1
>>] |07/01/02 07:32PM >>>
When it rains, it pours.l b5 -1 ,‘ 2
] | b7¢ -1
| | ask that| PGC, go into additional tegal citations from the USA PATRIOT ACT b6 -1
e pertinent, but the Aviation and Transportation Security Act (ATSA) of 2001, passed on

November 19, 2001, mandates in Section 101, (a), §114 (h) entitled "Management of Security
Information”, that the Under Secretary of Transportation for Security shall: -

(1) enter into memoranda of understanding with Federal agencies or other entities to share or
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may
pose a risk to transportation or national security;

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration,
appropriate State and lacal law enforcement officials, and airport or airline security officers of the identity
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to aidine
or passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies
and procedures requiring air carriers--

(A) to use information from government agencies to identify
individuals on passenger lists who may be a threat to civil aviation or national security; and

(B) if such an individual is identified, notify appropriate law

enforcement agencies, prevent the individual from boarding an aircraft, or take other appropriate

action with respect to that individual; and

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or nationa!
security.

SUSSMAN-32



" ]-Re:NoFlyand Selectee Lists ~ b7C -1 - ' Page 3 |
L e O Tl BN et LSS e e 298

Personally, | think that this about covers it, and hapefully, the FBI will be consulted on revisions to the

TSA Security Directives to be more clear about who is to contact whom in what situation. | )

L b2 -4

| | Perhaps they need to hear a definitive statement from the FBI on these matters. b5 -1,2
b7E -1

1 hope this helps.

SSA [fax) bz -1,z

Civil Aviation Security Program, Room 11795 bé -1

Domestic Terrorism Counterterrorism Planning Section pi7C -1

Counterterrorism Division

€0.gov
b7Cc -1

>>> MARTIN J KING 6/27/02 5:05:03 PM >>> b6 -1 b7Cc -1

SSA | b6 -1

As CDC of thel_r anamtieen asked to obtain some information for the United States

Attorney's Office | concerning the legal authority under which the FAA/TSA

. . b6 -1
Airport Liaison | 5~ _;
eceived a request for additional information which has been

promuigate the No Fly and Selectee lists. Personnel from the United States Attarney's Office were
recently afforded a briefing regardi No Fly and Selectee lists by S4j
Agent. Following this briefing, S

forwarded to the CDC for handling.

My understanding is that the U.S. Attorney's Office would like some assistance in identifying the specific
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA

and/or TSA to compile and disseminate the lists. There is no known agenda attached to the request other °7C ~1
than further informing the understanding of appropriate personnel regarding the program. pe -1

| have read the "Notes and Guidance" which you prepared on 03/25/2002 and accordingly, | hope that
you may be of some help in responding to the request from the United States Attorney's Officd b2 -1

[ __|if your Unit maintains responsive information, please forward same to my attention. | ﬁéc_il
may be reached ﬂ

ce: ARTHIR M ClUMMINGS

b7C -1
"be -1

SUSSMAN-33
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bs -1,2
b7C -1
From: po 1
To:
Date: 7/6/02 3:44PM
Subject: Re: No Fly and Selectee Lists

seeing as how | had time today, waiting for the TSA lists, | thought | would reply to you. | know this
mail constitutes an ongoing discussion which really needs to be held in persan, so people can offer their

=

1. Agree.

2. Agree

3 and 5. Stilf not clear on your distinctionJ

[4—'7 bb ‘112

’ b7C ‘—l
>>> 13/02 9:03:31 AM >>> b6 -1

1. As far as | am concerned f

eard their counsel savha-wants more, such as|__

b5 -1,2

LS5 -1,2

3. But, what TSA is entitied to expect is a]

b> -

ALL INFORMATION CONTAINED

[ MAN-34
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Re: No Fly and Selectee Lists . . SUSSMAN-35 " Page?]
b7C -1
b6 -1

b5 -1,2

4. Maybe, at some point,l

3. In the end, even though we are dealing with lists or groupings of people who are joined together by a

b5 -1,2
b7C -1
b6 -1
>>3 07/02/02 07:39PM >>>
Thank you so much for { ' ini : ' .
directive: Y The2

b5 -1,2
We still need to address the legal, policy and procedureal guestions as a total picture. ratherthan 7
_oiecemeall
Re authority to hold No Fly passengers until the FBI arrives
b5 -1,2
Wow, | can't imagine tha_tll
] L
I |
[for that evaluation ) I 5 -1,2
if the FBI and the TSA cannot agreq b5 -1,2
Regards b7C -1
b6 -1
>> [7/2/02 11:59:21 AM >>>
[ | The specific statutory citation for the terrorist watch lis
b5 -1,2

bS5 -1,2




Re:NoFlyandSelecteelists " "GUSSMAN-36 _ __ Page3]

b5 -1,2
b7C -1
b6 -1
b5 -1,2
b5 -1,2
b5 -1,2
My next move is to consuilt thd Jin the
DAG's office--about the issue of the legal basis for No-Fly decisions after | discuss this within OGC.
i b7C -1
« b6 -1
b2 -1
>>3 |07/01/02 07:32PM >>>
When it rains, it pours) b5 -1,2

| ﬁ b7c -1
| | ask tha OGC, go into additional legal citations from the USA PATRIOTACT be -1
e pertinent, but the Aviation and Transportation Security Act (ATSA) of 2001, passed on
November 19, 2001, mandates in Section 101, (a), §114 (h) entitled “Management of Security
Information”, that the Under Secretary of Transportation for Security shall:

{1) enter into memoranda of understanding with Federal agencies or other entities to share or
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may
pose a risk to transportation or national security;

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration,
appropriate State and local law enforcement officials, and airport or airline security officers of the identity
of individuals known to pose, or suspected of posing, a risk of air piracy or {zryoism or a thread o aifine
or passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies
and procedures requiring air carriers--

{A) to use information from government agencies to identify



{ |-Re:NoFyandSelecteelists " TSUSSMAN-37 . Vaged

bée -1

individuals on passenger lists who may be a threat to civil aviation or national security; and

(B) if such an individual is identified, notify appropriate law
enforcement agenmes. prevent the individual from boarding an aircraft, or take other appropriate
action with respect to that individual; and

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal

agencies for the purpose of identifying individuals who may pose a threat to aviation safety or pational
security. .

Personally, | think that this about covers it, and hopefully, the FBI will be consulted on revisi
TSA Security Directives to be more clear about who is to contact whom in what situation.
' I

: | Perhaps they need to hear a definitive statement from the Bl on these malters. b2 -4
b5 -1,2
I hope this helps. b7E -1
b2 -1,2
ssA l(fax) b7C -1
Civil Aviation Security Program, Room 11795 b6 -1

Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

leo.gov

b7c -1

b6 -1
>>3 6/27/02 5:05.03 PM >>>
SS;

b7C -1

As CDC of the] | L have been asked to obtain some information for the United States ° 6 -1
Attorney’s Ofﬁc—el concerning the legal authority under which the FAA/TSA
promuigate the No Fly and Selectee lists. Personnel from the United States Attorney's Office were
recently afforded a briefing regarding the No Fly and Selectee lists by SAlil Airport Liaisor; 5 4
Agent. Following this briefing, SAtlreceived arequest for additional information which has been .o _4

forwarded to the CDC for handling.

My understanding is that the U.S. Attorey's Office would like some assistance in identifying the specific
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA
and/or TSA to compile and disseminate the lists. There is no known agenda attached to the request other b7C -1

than further informing the understanding of appropriate personne! regarding the program. be -1
I have read the "Notes and Guidance" which you prepared on 03/25/2002 and accordingly, | hope that
you may be of some help in responding to the request from the United States Attomey's Office b2 -1
| I it maintains responsive information, please forward same to my attention. | bic B 1
may be reached a . - kel
cC: ARTHUR M. CUMMINGS/
MARION Bowman
b7C -1
bé -1

b7C -3
bt -3



b2 -4 GUUSSMAN-38

i b7E -1 " Page1:
| e _Page ]
b7C -1
From: | | be -1
: ARTHUR M. CUMMINGS; b2 -4
Date: 7/18/02 6:39PM
Subject: | |
b2 -4
b7D -1
b7E -1
Thank you.
Frorml [@state.gov> b7C -1,3,5
To: — | b7D -1
Ce: _ | b6 -1,3,5
Subject: RE: TSA No Fly List
Date: Thu, 18 Jul 2002 13:51:03 -0400
b2 -4
b7C -5
b7D -1
b7E -1
b6 -5
b2 -4
b7¢ 1,3,5
a b7D -1
b7E -1
bo -1,3,5

ALL INFORMATION CONTAINED

HERE 1§ UNCLASSIFIED /
%Meww Ae(CAL
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age 2.
be -1 .

Please advise who will attend this meeting. | may be reached a:| Thanks.

b7C -1,3,5
..... Origi S b7D -1

From| |F81) [maito[___J@leo.gov] b2
Sent: July 06, 2002 2:51 PM 3

To: E-mail)] |
Cc [(E-mait)] |(E-mail)

Subject: Re: TSA No Fly List

I:I- sorry, | was looking on the wrong lists - it looks like there is a|:|on the most current bi7c -2,5
h be -2,5
Selectee List 44. ,

----- Original Message ----- b7¢c -1,3,5
Froni I(FBl)"4 @leo.gov> b7D -1

To: |(E-mail)" b2 -2

| faa.gov> b6 -1,3,5
Cc| E-mail)":@state.gov>|:|

(E-mail)” ost.dot.gov> )

Sent: Friday, July 05, 2002 5:50 PM
Subject: Re: TSA No Fly List

Hello, I:l

re is no more:bn either of the two lists (No Fly 73 or Selectee 44), so Mr.

hould have no more problems for now. However, if another[______Ishould be put b7C -2,5
on the list, his name would trigger something. Your advice was the best that could be given under the b6 -2,5
circumstances. | don't know if FBI put him on the list or not. b7D -1

[ ]

[ ISupervisory Special Agent

Civil Aviation Security Program d b2 -1
Special Events Management Unit, Room 11795 b7C -1
Domestic Terrorism Counterterrorism Planning Section b6 -1

Counterterrorism Division
Federal Bureau of Investigation
| (fax)

----- Original Message --—-
i From: b7C 711 315

|
To: [{E-mail) @faa.gov b6 -1,3,5
Cci [(E-mail)"[ I@state.?ov;l | (E-mail)" b2 -2

ost.dot.gov| KE-mail)" leo.gov

Sent: Friday, July 05, 2002 9:51 AM
Subject: TSA No Fly List

b7Cc -1,2
be -1,2

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains
the name:| Jve have a Mr| who is
continually denied access to the automated check-in and is given the third degree every time he flies.




b -
RUSEAN-40

o 1 By’
__pTE - __ Page3]

The problem is our Mr | Jvhich means that he
a member o |which means that he is required to travel the world for
preparatory meetings related to thd _| We have advised our to book his b7C -2
ticket using his fult names which match those on his passport i.e. | b7D -1
His travel agent has added his Frequent Flyer details to all his bookings and provides Mr]| | b6 -2
DOB, Passport # and Country of Issue so he can checked out early through hen he trave!s to the

Still he get's hassled. Is there anyway way for you folks to verify whether younJ fs stila
valid name, add more details or delete it? We're stili looking forward to meeting with you folks to try and
come to grips with the TSA List issue.

b7C -1,5

bé -1,5

CC:




SUSSMAN-41

b7C -1,5
b7D -1
b6 -1,5
b2 -2
Fronu"
Toj [FBD Bleo.gov>
Subject: RE: TSA No Fly List
Date: Tue, 18 Jun 2002 20:46:23 -0400
}ﬁ[::] b2 -4
b7D -1
b7E -1
L] |
2.| | b2 -4
b7D -1
b7E -1
3] |
b2 -4
4| | b7D -1
b7E -1
b2 -4
b7D -1
_ b7E -1
| I b7C -5
b6 -5
b7C -5
b6 -5
b2 -2
From:| I\(FBI\ @leo.gov> i;g :,} =
To1 | b6 -1,5
References] |
Subject: Re: TSA No Fly List
Date: Tue, 18 Jun 2002 21:31:57 -0 4
' |
b2 -4
b7E -1

L

ALL INFORMATION i
rn CONTAINE
”AEWE 1, UNCiAsSIEy o2
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b2 -4
b7E -1
2.] b2 -4
b7E -1
3] b2 -4
b7E -1
b7C -1
b6 -1
From b2 -2
To (E-mail)l______ Jwstategov>  bic -1,3,5
Cc J[(E-mail)] JRfaa.gov>, EZD_113 :
E-mail)'] [@ost.dot.gov>, T
E-mail){____ |@leo.gov>
Subject: TSA No Fly List,_ .. ) o 4
Date: Tue, 18 Jun 2002 12:18:29 -0400 b s
1 o7 -1
b7E -1
b6 -5
|
b2 -4
b7C -5
b7D -1
b7E -1

b6 -5



ifoforTSALegalRequest T Peed

b7C -1

be -1
From:
To:
Date: 7/22/02 1:48PM
Subject: info for TSA Legal Request bz -4

- b7Cc -1,3
I:lseems to believe that he is entitled to an immediate response to his issues, when the FBI has E;E_1 ! 3

been waiting since Nov 2001 for resolution to our issues asking them fo
L_a____land to cooperate on crafting the Security Directives. They ignore anuary letter,
and have yet to act, based on discussions held at a meeting in early June to go over these issues again.

Therefore, | don't know that we should be in any rush for him, but you have to keep letting him think you're
working on "it" - same tactic they use with us.

I:lis going to write the FBI a letter about what TSA wants to know from us about detaining passengers, b7C -3
etc. These are the points that | think need to be iterated, among any others we might add about how a b6 -3
person gets on the list in the first place.

2 -4
SUSSMAN-43 b7E -1
1. What does the FBIl want the TSA to "do" re a "No Fly" List?
Al
b2 -4
b5 -1,2
b7E -1
B.
of
b2 -4
b5 -1,2
] b7E -1
3
E
b2 -4
b5 -1,2
b7E -1
F
G
b2 -4

Ry
1

b5 -1,2
i b7E -1
ALL INFORMATION CONTAINED
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b2 -4
bS -1,2
b7C -1
L b7E -1
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2. What is the legal justification for what the FBI wants the TSA to do?

A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC)
and for preventing passengers from boarding until and if identified as a "match" may be found in the
Aviation and Transportation Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in

Section 101, (a), §114 (h) entitled "Management of Security Information®, that the Under Secretary of
Transportation for Security shall:

(1) enter into memoranda of understanding with Federal agencies or other entities to share or

otherwise cross-check as necessary data on individuals identified on Federal agency databases who may
pose a risk to transportation or national security;

(2) establish procedures for notifying the Administrator of the Federai Aviation Administration,
appropriate State and local law enforcement officials, and airport or airline security officers of the identity

of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airtine
or passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals
on passenger lists who may be a threat to civil aviation or national security; and

(B) if such an individual is identified, notify appropriate law enforcement
agencies, prevent the individua! from boarding an aircraft, or take other appropriate action with respectto b> -1,2
that individual; and b7E -1
b2 -4
(4) consider requiring passenger air carriers to share paséenger lists with appropriate Federal

agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national
security.

B,

That's as far my legal brain will carry me, which may still not be far enough to properly address the issues.
Thanks.

ssA| |(fax) o 1o
Civil Aviation Security Program, Room 11795 b7C _’1
Domestic Terrorism Counterterrorism Planning Section -

. . b -1
nterterrorism Division
leo.gov




b7C -1
b6 -1
From:
To:
Date: 7/23/02 10:16AM
Subject: No-Fly List

b7C -1
b6 -1
|___|et al: This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the
needs:

L [
L : | —
| | b5 -1
I
Obviously, CTD will have to address the last three of the four items listed above--although OGC will
certainly help wherever we can. However, we can and should play an integral role in developing criteria.
- We can work on criteria in theory but we really need to learn the track record of experience so far. N

To that end, you agreed to consult with the cognizant people in the TWL unit and other IT sources to b7c —3

; f tt i be -3

Let me know if your understanding is different than what | have described and please let us know how you
are progressing in finding out the actual criteria used so far.

Thanksl | Ext

bz -1
|cc. CUMMINGS, ARTHUR M. " L2 -1
be -1
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From:
To: - NO FLY INFO
Date: 8/5/02 7:45PM
Subject: List Criteria
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From:
To:
Date: /02 6:52PM
Subject: issem of No Fly List
o]

. . . . . . b2 -4,5
This is probably a tricky question depending on to whom you wish to give it and why. If you have an b7E ~1,2
FAA/TSA rep| fit might be discuss this with them and fet me know what they say.

{'ve been answering this question for othe but each situation may be different.
{ think it should be disseminable to liaison contacts responsible for aviation-security mattersl |
Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run
into problems or other questions, please let me know. —

p7C -1
>>3 Bisi02 1:11:06 AM >>> b1 ]

b6 -1
Can we dissseminate this list t:

>>* |08/01IO2 05:58AM >>> kgzc -1
I've TECEIVE questions froni:about the lists, such as whether the names are in other E 1,2

databases, etc. 'l answer as | can and cc everyone, and then fry to compile a comprehensive info sheet
at some poaint. For exampie,

Please forward this mail as appropriate within your offices and to CP/Duty Agent. Thank you.

= Recipients of this mail have either been designated as Airport Liaison Agents or have duties and
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security
Administration (TSA - formerly FAA) security information.

2 -4

b
These lists and general guidance for FBI respons; :_Q Ef‘:‘:flf l:ame match’rs_mﬁﬁmm,nﬁ b7E -1
r,d th and also o

. b2 -1,2
ssd__ _ I () b7c -1
Civil Aviation Security Program, Room 11795 bé -1

Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

Dieo.gov
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b7C -1
b7E -1,2
b6 -1
From: ARTHUR M. CUMMINGS
To: [ |
Date: 8/7/Q2 1:38PM
Subject: Re: issem of No Fly List
All, the No Fly and Selectee lists are controlled by the TSA and as such will be disseminated by that ﬁé :i
organization b7F -1
deas?
b7¢ -1

>>>| [08/05 6:52 PM >>> o
H

. . . . " . _ b2 -4,5
This is probably a tricky question depending on to whom you wish to give it and why. If you have an bIE 1.2
FAA/TSA rep| Jit might be best to discuss this with them and let me know what they say. ’
I've been answering this question for otheH:l but eachEituation may be different.
| think it should be disseminable tol lesponsible for aviation-security matters{ |
Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run
into problems or other questions, please let me know.
>>3 8/5/02 1:11:06 AM >>> b2 -4

b7Cc -1
| ‘ b7E -1
. . - b6 -1
Can we dissseminate this list toIZl
> |lo8/01/02 05:58AM >>>
I've received a couple of questions frorr:Iabout the lists, such as whether the names are in other
databases, etc. Ul answer as | can and TC éveryone, and then try to compile a comprehensive info sheet
at some point. For exampl
b2 -4,5
; b7C -1

Please forward this mai! as appropriate within your offices and to CP/Duty Agent. Thank you. b7E -1,2

b6 -1
** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security
Administration (TSA - formerly FAA) security information.

These lists and general guidance for FBI response to possible name matches on TSA fists may be found
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dissem of No Fly List
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at http://30.5.100.249/opsupport/faasupport on theg

|and also osl

| SUSSMAN-49
b2 -1,2,4
p7C -1,3,5
ss4 |(fax) b7E -1
Civil Aviation Security Program, Room 11795 b6 ~1,3,5

Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division
leo.gov

CC.




[MoflylstProcedures T SUSSMANTSZ T hged]

b2 -4
b7C -1
L7E -1
From: 6 -1
To:
Date: 9/18/U2 4.41PM
Subject: Nao Fly List Procedures

To your knowledge, have the TSA and the FBI agreed to a change in response proto i
matches on the No Fly List, i.e., if TS |I‘m
sure that if there had been such a major ehange n procedure, you would have let me know. I've seen no
Security Directive to that effect and | can't imagine it. Anyway, | ask because | think SIOC may have

b2 -1,4
inadvertantly misadvised one field office to that effect, and that office has asked for clarification. As far as b7E -1
| know, and please correct me if I'm wrong, the pracess, in a nutshell, is still as follows: b7C -1
b6 -1

FBIl agents get contacted by the local police or W

Is that still the procedure? Thanks. ’
ssA } tfax) P ke
Civil Aviation Security Program, Room 11795 c

. . . . . bt -1
Domestic Terrorism Counterterrarism Planning Section
Counterterrorism Division

@leo.gov

l_cﬁ.-_J

b7C -1,3
b6 _173
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el T T T T
b7¢C -1
bé -1
From;:
To:
Date: 10/10/02 8:07PM
Subject: Re: No-fly List
b2 -4
b7E -1

First of all, thanks to Tom Bush - | have him fooled, eh? )

1. Q. We have found out that there are possiblity| INo-Fly lists being maintained and
utilized at the airport.

3. Q, These list are not comprehensive and not centralized.

- The lists will never be comprehensive and centralized, as they have different purposes and are

maintained by different agencies. However, one day they will ali be checked simultaneously (I will
be retired by then!)

3. Q. Some subjects appear are one list but not the others.

A. | would imagine that the No Fly List contains some names that are also in VGTOF, but not ail
No Fly names are in VGTOF, although they should be. There will never be consistency due to
input mechanisms, etc. and purpose of “lists."

4. Q. Some of the lists are old and not current. A. Throw old lists away and ask the agencies for
new lists. | keep you up to date as_be.ax.amm list. VGTOF is as cyrrent as tha

Iﬂunn.l.l
5. Q. Please adxls&h.mmm.cla‘ n get mese_.nennh.m.gpg No-Fly List ASAP.
A

b2 -4
b7C -3
b7E -1
bé -3

6. Q. BUEC, Daled 10/09/02, titled| .
directive to field offices confirming that all subjects have been appropriately watchlisted. We have
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b7C -1,3
b7E -1
b6 -1,3

SUSSMAN-62
I:l | have to leave for the evening - | hope this helps somewhat

>>] ]10/10/02 12:12:44 PM >>>
| Hello from St. Louis. Our New SAC, Tom Bush spoke highly of you yesterday.

I—(_r—rlm hete in St Louis have a problem and are wondering if you could help us out. We have found cut
Fiat ,

there are possiblityi |No-F|y lists being maintained and utilized at the airport. The

agencies having lists, as we know of are TSA, FBI and the airlines. These list are not comprehensive and
not centralized. Some subjects appear are one list but not the others. Some of the lists are old and not

current. We are really confused.

Trowa—!

SIOC and | FBIHQ attempting to place these St. Louis Subjects on the NO-Fly lists, again

with no success. | has been the most Fg]nfgl but we have not yet been able to get the subjects

laced on the lists. BU EC, Dated 10/09/02, titled | :
Ebis a directive to field offices confirming that all subjects have been appropriately watchlisted. We

ave contacted TSA today, 10/10/02 to verify if our subjects have been place on the list and again
determine that they have not. Please advise how we can get these people on the No-Fly List ASAP.

Thanksl

CC: Aviation-CAS Program, THOMAS E. BUSH; TSA LIST PROCESS

b2 -4
b7Cc -1,3
b7E -1
b6 -1,3
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b7C -1
W{-‘Tfméléb{ée BOIRe T T —1 T """P'age'q
From: b2 -4,5
To: Aviation Field 25 b7E -1,2
Date: 10/25/02 6:37PM
Subject: TSA No Fly 123 & Selectee 80 lists

I've received some questions about how Egshouid handle the lists. This is my best guidance, but if
someone has something additional to offer, please let us know.

If the goal is to not let identical matches board flights, and it is the air carrier's responsibility to do that, we
have to figure out ways to help the air carriers determine if a possible match is an exact match, Ifthe Tir
carrier identifies a possible match, they are supposed to| |
don't know what options:have to discuss identification with air carrier personnel or if they prefer, or

have, to go to the local police at the airport to assist them, but someone is going to have to compare the
passenger's identification to the list data. That can be over the phone or in person.

TSA controis dissemination of the list and the FBI is only supposed to disseminate within its gwn —
arganization.

b2 -4
Please forward/disseminate as appropriate : b7E -1

™ Recipients of this mail have either been designated as Airport Liaisan Agents or have duties and
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security
Administration (TSA - formerly FAA) security information.

These |ist Qui pons i ame matchermlsams.mam“:.
a on th and also on
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be -1
From:
To:
Date: 10/7/02 4:40PM b7C -1
Subject: Re: the TSANoFlylist .

The question has arisen many times already. Persons are placed on the list based on a variety criteria,
inciuding the following, which all focus being a known or suspected terrorist, ptanning or suspected of

lanning a terrorist act, etc AND posing a threat to aviation. When you ask if any persons on the list are
| |1 don't think so,
but it's possible.

b2 -4
b7c -1,3
b7E -1
bé -1,3

>> 10/7/02 10:56:33 AM >>>

do you know what factor(s) are used in placing individuals names on the list? For example:| |

I would like to know for future reference in case the question

arises. b2 -4
b7E -1

Thanks,

CC:

ALL INFORMATION CONTAINED : /
I SIS aen NLslRe /eac
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b7C -1
From: bée -1
To:
Date: 9/30/02 8:01PM
Subject: Re: No-Fly Question
~ Hi b7C -1
b6 -1

| didn’t see this article so thanks for sending. The TSA maintains the No Fly List, but the content is
generated by FBI, CIA and probably other intel entities. ['ll read the article in depth tomorrow.

[

b7C -1
be -1

>> D/30/02 9:47:51 AM >>>

Re the attached article. Who does "maintain” or is "responsible” for the no-fly list?
No-Fly Blacklist Snares Palitical Activists

The San Francisco Chronicle

By Alan Gathright

September 28, 2002

SAN FRANCISCQ, CA -- A federal "No Fly" list, intended to keep terrorists from boarding planes, is
snaring peace activists at San Francisco international and other U. S. airports, triggering complaints that
civil liberties are being trampled. _

And while several federal agencies acknowledge that they contribute names to the congressionally
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is
responsibie for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and
others are raising questions abotit the criteria federal authorities use to place people on the list -- and
whether people who exercise their constitutional right to dissent are being lumped together with terrorists.
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in
charge,” said Sarah Backus, an organizer of the Wisconsin group. "That's really 1984-ish."

Federal law enforcement officials deny targeting dissidents. They suggested that the activists were
stopped not because their names are on the list, but because their names resemble those of suspected
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation
Security Act, after two Sept. 11 hijackers on a federal "watch list" used their real names to board the
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the
airlings. The detaining of activists has stirred concern among members of Congress and civil liberties
advocates. They want to know what safeguards exist to prevent innocent people from being branded “a
threat to civil aviation or national security.”

NO ACCOUNTABILITY )

And they are troubled by the bureaucratic nightmare that people stumble into as they go from one
government agency to another in a maddening search to find out who is the official keeper of the no-fly
list. "The problem is that this list has no public accountabitity: People don't know why their names are put
on or how to get their names off," said Jayashri Srikantiah, an attorney with the American Civil Liberties
Union of Northern California. "We have heard complaints from people who triggered the list a first time
and then were cleared by security to fly. But when they fly again, their name is triggered again."

Several federal agencies -- including the CIA, FBI, INS and State Department -- contribute names to the
list. But no one at those agencies could say who is responsible for managing the list or who can remove
names of people who have been cleared by authorities. Transportation Security Administration
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with
colleagues, modified his response: His agency does not contribute to the no- fly list, he said, but simply
relays names collected by other federal agencies to airlines and airports. "We are just a funnei," he said

estimating that fewer than 1,000 names are on the list. "TSA has access to it. We do not maintain it." Hé
couldn't say who does.
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~ Page3

Qden said a National Guardsman gragﬁggﬂ aﬁnﬁen she tried to help a security screener searching
her bags with a stuck zipper. The middle~ , who said she was conservatively dressed and
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started
spouting this pro-war nonsense: 'Don't you understand that we have to get them before they get us? Don't
you understand what happened on Sept. 117" Airport officials said at the time that Oden was barred from
boarding because she was uncooperative with security procedures, which she denies.

Instead, Oden pointed out that the American Airlines ticket clerk -- who marked tier boas!irss pass with an
"S" -- had acknowledged she wasn't picked by random. "You were going to be seciched ria inatter what.
Your name was checked on the list," he said, according to Oden. "The only reason | could come up with is
that the FBI is reactivating their old anti-war activists' files,” said Oden, who protested the Vietnam War as
a young office worker in Washington, D.C. "It is intimidation. It's just like years ago when the FBI built a

fite about me and they called my tandlord and my co-workers. . . . They did that with everyone in the
anti-war movement.” A

TOOL FOR TERROR

in his testimany befare Congress, Mueller described the watch list as an necessary tool for tracking
individuals who had nat committed a crime but were suspected of tetrorist links. "It is critically important,”
he said, "that we-have state and locals (police) identify a person has been stopped, not necessarily
detained, but get us the information that the person has been stopped at a particular place.” None of this
makes the peace activists fee! any safer -- about flying or about their right to disagree with their
govemment. _

“It's probably bad for (airport) security,” said Sister Virgine. "Stopping us took a lot of staff away from
checking out what else was going on in that airport.” Ultimately, she said, “To not have dissent ina

country like this would be an attack on one of our most precious freedoms. This is the essence of being
an American citizen - the right to dissent.”

cc: TERRORIST WATCH LIST Unit; TSALIST
PROCESS ’




b2 -4
. ' b7E -1
into VGTOF.

The Terrorism Watch List b2 -4

b7E -1

Transportation Security Administration (TSA)
(No Fly and Selectee Lists)

The No Fly List is used to prevent individuals from using commercial aviation
who are deemed by TSA to be a threat to civil aviation based on information provided by various
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aircraft within the U.S. until such time as the individual is
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the
local FBI office will be contacted to conduct a thorough interview of the individual to make a by -4
positive identification. It should be noted, the air carriers and/or local airport authorities are
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. b7E -1

The Selectee List consists of individuals who are[” 1

_

"These individuals are screened by airport authorities in accordance with TSA

“Security Directives. Following the screening procedures, these individuals can use commercial
air transportation and should not be denied boarding. Again, the respective air carrier and/or b2 -4
local airpost authorities will make the final determination regarding who boards an aircraft.

b7E -1

Additions to the No Fly and Selectee lists are based on recommendations from the
U.S. Intelligence Communityjthe FBI and CIA). Removals are based on

ALL INFORMATION CONTAINED
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b2 -4

b7E -1
recommendations from the originators of the information.
# b2 -4
DEPARTMENT OF STATE (DOS) b7E -1
bz -4
b7E -1
b2 -4
TE -1
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The Terrorism Watch List

b2 -4
b7E -1

Transportation Security Administration
(No Fly and Selectee Lists)

The No Fly List is used to prevent individuals from using commercial aviation
who are deemed by TSA to be a threat to aviation, based on information provided by various
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aircraft within the U.S. until such time as the individual is
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the
local FBI office will be contacted to conduct a thorough interview of the individual to make a
positive identification. It should be noted, the air carriers and/or local airport authorities are
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. b2 -4

. ) L b7E -1
The Selectee List consists of individuals] |
. I'hese mdividuals are screened by airport authorities in accordance with TSA
Security Directives. Following the screening procedures, these individuals can use commercial b2 -4
air transportation and should not be denied boarding. Again, the respective air carrier and/or
local airport authorities will make the final determination regarding who boards an aircraft. b7E -1
b2 -4
b7E -1

b2 -4
ALL INFORMATION CONTAINED i :
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The Terrorism Watch List

b2 -4
b7E -1

Transportation Security Administration
(No Fly and Selectee Lists)

The_No Fly List is used to prevent individuals from using commercial aviation
who are deemed by TSA to be a threat to aviation, based on information provided by various
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aircraft within the U.S. until such time as the individual is
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the
local FBI office will be contacted to conduct a thorough interview of the individual to make a
positive identification. It should be noted, the air carriers and/or local airport authorities are
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. 12 -4

The Selectee List consists of individuals | | PIE -1

| | These individuals are screened by airport authorities in accordance with TSA
Security Directives. Following the screening procedures, these individuals can use commercial
air transportation and should not be denied boarding. Again, the respective air carrier and/or
local airport authorities will make the final determination regarding who boards an aircraft.

b2 -4
b7E -1
L
b2 -4
b7E -1
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b7C -1,6
be -1,6

Fron 0.gov>
To: esa.com>
Bee customs.treas.gov>,

K I __Kastate gov>,

ost.dot.gov>,
state.gov>, b7C -1,3,5,6
" dot.gov>,
faa.gov>, b6 -1,3,5,6
—kitsa dot.gov>, b2 -2
Qfaa.gov>,
— faa.gov>,
faa.gov>,

| faa.gov>
References:| 1
Subject: Re: Na Fly List
Date: Fri, 9 Aug 2002 00:58:47 -0400
MIME-Version: 1.0
Content-Type: text/plain;

charset="iso-8859-1"
Content-Transfer-Encoding: 7bit
X-Priority: 3
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express §.50.4807.1700
Disposition-Notification-To] ~ [@leoc.gov>
X-MimeOLE: Produced By Microsoft MimeOLE V5.50.4807.1700 b7C -1,6
Dear ' b2 -2

Please understand that | am only one of many persons involved in this  ©6 -1, 6
process, but, as | have tried with other citizens facing the same situation,

! will try to respond to your questions since you were referred to me by the RS
FAA. For starters, let me say that the U.S. government and the airlines are

continually working to streamline the identification of passengers while

affording maximum security. Passenger cooperation plays a big role, so we

very much appreciate that you recognize the overall issue.

Even though your marketer's name may match or be close enough to a name on
the No Fly List to warrant additional scrutiny, her own identification, once
examined by aidine or law enforcement personnel, should be sufficient to
distinguish her from the actual person on the list. | think that the

airlines, law enforcement and the passenger all hope that this examination
process is short, but everyone also wants to be sure that the passenger is
not the person on the list. Although there is no government documentation
avaitable at this time which a person can carry with them to say that they
are not the person on a list, | can only suggest that your marketer contact
the airline(s) with whom she deals to inquire if there is something she can
do to assist them in distinguishing herself frox i the list namea.in advance
and again at the ticket counter/gate, to facilit.z’e the procass.

{'m not at liberty to discuss how the No Fly List works, and | don't believe
that there is any public information at this time regarding the list. You
may wish to review the Aviation and Transportation Security Act passed by
Congress on 11/19/2001, for insight on the requirements for checking airine
SUSSMAN-71
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“ uestions Reply. it

passenger information.

The idea of having a database or clearing house that could be searched or to
which names could be submitted is one that has been raised by many people bz -1
and that | imagine will be the subject of debate for some time.

- b7C -1,6
I hope | have assisted you and, again, thank you for your cooperation as we b6 -1.6
face these challenges. !

Supervisory Special Agent
Civil Aviation Security Program, FB! Headquarters-Room 11795
935 Pennsylvania Avenue, NW, Washington, DC 20535

| Kfax)

-—-- Original Message ---—-
From] |

To1 @Ieo.gov> _
Sent: Wednesday, August 07, 2002 4:19 PM b7c -1,6

Subject: No Fly List be -1,6

b2 -2

>

> | was given your contact information by someone at the FAA concerning the
> "no-fly" list. | manage a company that conducts background checks for

> employers. My interest stems from the experiences of one of our marketers
> who is routinely subjected to close scrutiny because her name pops up on
> this "no-fly" list. We aren't complaining, just curious about the list.

>

> |s there some type of document someone could carry showing they aren't the
> person wanted on the list? How does the list work? Is there any public

> information available regarding the list?

>

> On a side note, our industry (there are many companies that do what we
do), )

> screens hundreds of thousands of people each week who are applying for
jobs

> in the US. It would be a great tool for the US to have some sort of

> database or clearing house for wanted persons that we could either search
or

> submit names for searches.

>

> Thanks,

>

b6 -6
b7C -6
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b2 -2

Fronlﬂ l@leo.gov b7C -1,2,3,6

To: Ihroeckiay com

Cel b6 -1,2,3,6

— 1

Bcc @tsa.dot.gov

Subject Re’| 1

Date: Mon, 29 Jul 2002 15:46:48 -0400

Deal |

Thank you for your email to explair experience at Jacksonville

Airport. Please understand that it is not ho is on the No Fly b7C -2,6

list, but simitarly named people who may pose a danger to aviation. As you b6 2.6

might imaginetﬁexperience is repeated across the country with ’

the more common names, both in Arabic and English. It's difficult to be too

cautious. Procedurally, when people with names similar to names on the list

present themselves at the ticket counter with their identification, airlines

are given the option of determining for themselves that the passenger is not

the person on the list. Some airlines either don't have the capability or

don't accept the option to make the determination, and therefore they must

contact the airport police for a decision. If the police were checking

databases, it's possible they didn't want to render a decision until they

were absolutely sure of wh as, or wasn't. Unless there is a

real question as to whethe is the same as someone on the list,

clearance should not take more than 5 minutes. b7C -2

| just got off the phone witr{ Iand it sounds like a problem with be -2

the airlines at Jacksonville airport, becausq Jadvj e

didn't have the same problem at Dulles in D.C. { provide with

some guidance for contacting the airlines with whom he has a Frequent Flyer

number, and also for initiating contact himself with the airport police

prior to arrival at the airport, to give them a heads-up.

In the meantime, | kno poke with someone today at the

Jacksonville FBI office, but | didn't recognize the name of the person he b7C -2

spoke with. Therefore, | will be contacting two, experienced aviation b6 -2

security agents in our Jacksonville office for follow-up at the airport to

see if there is a problem which can be easily rectified.

Sincerely,

[ ~]supervisory Special Agent

Civil Aviation Security Program

Special Events Management Unit, Room 11795 b2 -1

Domestic Terrorism Counterterrorism Planning Section b7C -1

Counterterrorism Division

Federal Bureau of investigation b6 -1

L 1

----- Ori Qe -----

From: ] b2 -2

To| liea aav

Cc: b7C -6

Sent: Monday, July 29, 2002 2:35 PM b6 -6



eply.ixt

“Page 2]

Subject:|

The FAA referred me to you regarding a “No Fly List" in which our Medical

Director]

pbiC -1,2
b6 -1,2

leaving Jacksonwville this morning, he was detained for forty-five (45)
minutes (and almost missed his flight to New Orleans) to be run through
every computer database that was available by the local authorities. The
local authorities suggested that he call the FBI to have his removed from
this so-called "No Fly List". The TSA and FAA were also notified by both

office personnel, as well as myself. After numerous calls,
transfers, etc., we were directed back to the FBI.

'is a very well-known and respected physician here the

Jacksonville, FL area (please refer to his website] |
Quite often, he is required to travel out of state for seminars, business,
personal and other hospital related issues; and it is imperative that he
not be continually detained by the authorities. After the 9/11 terrorists

tha

His passport number is

On Monday, July 29th

attacks understand the need for increased security; however, we hope
will not have to endure the humiliation and delay in travel
that he experienced this morning.

His date of birth is:

Iwill be meeting with the local FBI here in

Jacksonville, FL. If there is any ;urther fight you can shed on this
incident, it would be greatly appreciated.

Singerely

b7C -2,6
b6t -2,6

has inadvertently been put on. As he was

b7C -2
b6 -2

b7C -2
be -2
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[ Re: No Fly List question “Page 1]

From: | | b7C -1
To:

Date: Fri, Jan 31, 2003 4:56 PM b6 -1
Subject: Re: No Fly List question

% - not SSA anything..)

No, not at this point as | can't see the formica pattern on my desk due to paper gluttage.
| trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed:

As a guide - If a C/A wishes to place a person on the No Fly List, the person (generally) is:

- At FaY - ior{ . I|
: ;;lil :;: ;e a;:e :o fly on commercial aircraft, b2 -4
I . r I b7E -1

If the C/A still feels that strongly, then...with the concurrence and assistance of your HQ Substantive Desk
SSA, prepare:

1. Allthe bio info you can put together on this person. This will need to be at the FOUQ (for official use

only) tevel| 1
b2 -4
2_| I b7E -1
3.1
b2 -4
— b7E -1
4
5. Once obtained, this information is forwarded to the TSA for placement on the NO Fly list. Once this
person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any airport
6 b2 -4
| b7E -1
| hope this helps. Please call me if you need further guidance/assistance.
ssA _
Counterteri oristi Diwisicn b2 -1
Civil Aviation Security Program
Room 11795, FBIHQ p7C -1
- Desk
L Cell b6 -1

ALL INFORMATION CONTAINED
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[Re: selectee list Page 1]

b7C -1
" From:
6 -1
To: o
Date: Thu, Mar 27, 2003 10:14 AM
Subject: Re: selectee list
Right on..
Sorry about the attachments - the computer gremlins were at work again..
b7C -1
>>3 [03/27 10:10 AM >>>

| | bo -1

From how | understand it, the Selectee List is compiled the

b2 -4
>>>] _]03/26 6:49 AM >>>
| know what the procedures are for the No Fly, but what are the procedures for placing an individual on b7C -1
the Selectee List.
b7E -1
b6 -1
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b7C —1

be -1
(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

To:, Crimi iaative From: Office of the General Counsel
Re: 08/23/2002

b2 -3

Precedence: ROUTINE Date: 08/23/2002
To: Criminal Investigative Attn: VCMOS

Counter Terrorism Attn: DT/CPS
SC Tom Carey
SEMU

SS -
ITOS-Vit T pic -l
SC Andrew Arena b6 -1

SC Charles Frahm

From: Office of the General Counsel b7C -1
Investigative Law {Init
Contact: ext boe -1 .

Approved By: Steele Charles M b2 -1
Drafted By:

Case ID #| | (Pending) P2 3

Title: CRIMES INVOLVING CIVIL AVIATION;
© FBIINVESTIGATIVE JURISDICTION

SynopsﬁSéllommme_uemAmm@mnemmmmmrsIC)
concernin "
| l

Administrative: This document is a privileged FBI attorney
communication and may not be disseminated outside the FBI without
OGC approval. Also, to read the footnotes in this document, it

may be required to download and print the document in
WordPerfect.

Details:

~ ALL INFORMATION CONTAINED

HERE&I} UNCLASSIHED
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b7C -1

b6 -1
(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

To:_Criminal Investigative From: Office of the (General Counsel
Rel 8/23/2002 b2 -3

The TSA was created by the Aviation and Transportation Security Act of
2001 (ATSA) following the September 11, 2001 terrorist attacks and the resultant
conclusion that security at the Nation's airports needed to be improved. ATSA amends
various sections of Title 49 of the United States Code to assign responsibility to the
TSA to provide security for civil aviation and to conduct airport screening operations.

b5 -1,

p5

TSA Statutory Authority

ATSA created the TSA as an entity within the Department of
Transportation and designated an Under Secretary of Transportation for Security as the
responsible official in charge of the new agency? The Under Secretary's statutory
responsibilities that most pertain to the issue at hand include:

(1) Carrying out the provisions in Chapter 449 of Title 49 of the U.S. Code,
relating to civil aviation security, and related research and development activities;

(2) Airport screening operations; and

(3) Receiving, assessing; and distributing intelligence information related

L]

“At this writing, TSA is likely to become part of the proposed
Department of Homeland Security when legislation to that effect is passed

by the Congress and signed by the President. |
I |

SUSSMAN-78
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b7C -1
i be -1

(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION
To: Criminal Investigative From: Office of the General Counsel
Re:[ 08/23/2002

b2 -3
to transportation security.

Chapter 449 of Title 49, entitied "Security," addresses all aspects of
aviation security, including: screening passengers and cargo; receiving and evaluating
threats to aviation; research and development of modem secunty systems and facilities;

- and regulation of security of foreign carriers and foreign airports that serve passengers
bound for the U.S.

In addition, ATSA grants the Under Secretary pemmissive (as opposed to
mandatory) authority to designate federal law enforcement officers (LEOs) and
empowers these LEOs to exercise standard law enforcement powers when engaged in
"official duties of the Administration as required to fulfill the responsibilities under
[ATSA]" These powers include authority to carry firearms, make arrests without warrant
for any federal offense committed in their presence or for which they have probable
cause, and seek and execute federal warrants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide guidelines by which to
exercise these law enforcement powers in consultation with the Attomey General. The
proposed guidelines have been submitted to the Department of Justice for review.

Finally, ATSA continues the Federal Air Marshal (FAM) program (formerly
part of the Federal Aviation Administration) by authorizing the TSA to deploy FAMs
- aboard aircraft for what are clearly reactive law enforcement functions.

FBI Statutory Authority

The FBI's general enabling statute, 28 U.S.C. § 533, grants the agency
the authority to investigate any violation of the criminai taws of the United States. As
noted previously, 28 U.S.C. § 538 specifically empowers the FBI to investigate the
primary crimes-aboard-aircraft violations in Title 49, which are set forth in Chapter 465,
entitlea: "Speclal Aircraft Jurisdiction of the United States.” These include Section
1 46502, Aircraft piracy; Section 46504, Interference with flight crew members and
| attendants; Section 46505, Carrying a weapon or explosive on an aircraft; Section
46505 which lists a variety of common'law crimes (e.g., murder, robbery) committed
within the special aircraft jurisdiction of the United States®, and Section 46507, Faise
information and threats. Finally, 28 U.S.C. § 538 also grants the FBI specific
investigative jurisdiction for the offense listed at 49 U.S.C. § 46314, Entering aircraft or
airport area in violation of secunty requirements.

The FBY's general investigative authority also includes the aviation-related

} The special aircraft jurisdiction of the United States is defined

in 18 U.S8.C. § 7 (5) as any aircraft belonging in whole or im part to the
United States or any citizen or corporation thereof while s:vch atrcrafit
! is in flight over U.S. territory or over the high seas. :

4
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FEDERAL BUREAU OF INVESTIGATION

To: Criminal Investigative From: Office of the General Counsel
Re:| 08/23/2002

b2 -3

authority for any offense for which a LEO is granted the power to arrest, then virtually
every federal LEO would have investigative jurisdiction over every federal felony.?

b5 -1,2

Federal Air Marshals

The Federal Air Marshal (FAM) program is also part of the TSA's statutory i
. authority. FAMs, however, are primarily a reactive and a deterrent force whase ;
members are LEOs and are armed and placed on selected flights to react to in-flight g

incidents of air piracy and other violent acts that threaten the inteqri

the lives of those aboard |

b5 -1,2

Analysis

b5 -1,2

the lawful ability to react promptly and respond appropriately to a
report of emergent criminal activity without concern for jurisdictional
distinctions or civil liability.

=]
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b7C -1

b6 -1 E
b2 -3
gmfma_memlve/ From: 2Ofﬁce of the General Counsel ;
e 00 2
ggéaé%{AL BUREAU OF INVESTIGATION b5 -1, 2.
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FEDERAL BUREAU OF INVESTIGATION

To: Criminal [nvestigative From: Office of the General Counsel
Re: 08/23/2002

b2 -3

, OGC is available to assist in these efforts and in any other capacity to
resolve jurisdictional issues with the TSA. Point of is_Assistant General ,
Counse‘ J Investigative Law Unit, at b7C -1
bo -1
b2 -1

10
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) | Page 34 of 41

part 108 of title 14, Code of Federal Regulations. Not later than 18 months after the date of enactment of this Act, the
Secretary of Transportation shall conduct a review of reductions in unauthorized access at these airports.

(2) Computer-assisted passenger prescreening systerm-

'(A) IN GENERAL- The Secretary of Transportation shall ensure that the Computer-Assisted Passenger
Prescreening System, or any successor system--

'(1) is used 1o evaluate all passengers before they board an aircraft; and

(i) includes procedures to ensure that individuals selected by the system and their carry-on and checked
baggage are adequately screened.

'(B) MODIFICATIONS- The Secretary of Transportation may modify any requirement under the

Computer-Assisted Passenger Prescreening System for flights that originate and terminate within the same State, if the
Secretary determines that--

‘(i) the State has extraordinary air transportation needs or concerns due to its isolation and dependence on air
transportation; and

*(ii) the routine characteristics of passengers, given the nature of the market, regularly triggers primary selectee
status.'.

SEC. 137. RESEARCH AND DEVELOPMENT OF AVIATION SECURITY TECHNOLOGY.

(a) FUNDING- To augment the programs authorized in section 44912(a)(1) of title 49, United States Code, there is
authorized to be appropriated an additional $50,000,000 for each of fiscal years 2002 through 2006 and such sums as are
necessary for each fiscal year thereafter to the Transportation Security Administration, for research, development, testing,
and evaluation of the following technologies which may enhance aviation security in the future. Grants to industry,

academia, and Government entities to carry out the provisions of this section shall be available for fiscal years 2002 and 2003
for--

(1) the acceleration of research, development, testing, and evaluation of explosives detection technology for checked
baggage, specifically, technology that is--

(A) more cost-effective for deployment for explosives detection in checked baggage at small- to medium-sized
airports, and is currently under development as part of the Argus research program at the Transportation Security
Administration;

(B) faster, to facilitate screening of all checked baggage at larger airports; or
(C) more accurate, to reduce the number of false positives requiring additional security measures;
(2) acceleration of research, development, testing, and evaluation of new screening technology for carry-on items to

provide more effective means of detecting and identifying weapons, explosives, and components of weapons of mass
destruction, including advanced x-ray technology;

(3) acceleration of research, development, testing, and evaluation of threat screening technology for other categories of
items bemg loaded onto aircraft, including cargo, catering, and duty-free items;

(4) acceleration of research, development, testing, and evaluation of threats carried on persons boarding aircraft or
entering secure areas, including detection of weapons, explosives, and components of weapons of mass destruction;

(5) acceleration of research, development, testing and evaluation of integrated systems of airport security enhancement,
including quantitative methods of assessing security factors at airports selected for testing such systems;

(6) expansion of the existing program of research, development, testing, and evaluation of improved methods of
education, training, and testing of key airport security personnel; and

(7) acceleration of research, development, testing, and evaluation of aircraft hardening materials, and techniques to
reduce the vulnerability of aircraft to terrorist attack. ALL INFORWAT™.! €. T4ED
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rRe:NoFlyListissge o T _Page 1

b2 -1,4
b7C -1,3
b5 -1
be -1,3
From: b7C -1,2,3
To: 5 1
Date: Thu, Dec 12, 2002 2:20 PM b7E
Subject: Re: No Fly List Issue b3 -2

[ ] b6 -1,2,3

ASAC Pisterzi writes of a situation which I've brought ¢
namely that we need ¢

Please talk tor |to see if

| I‘:l(s) = as per CIA

I'm sure an expeditious response will be most appreciated by all concerned. Thanks.

SSP] | | _fax)

Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section

Counterterrorism Division b7C -1
leo.gov b1

be -1

b2 -2 bz -4
Iﬂem J PISTERZ! 12/10/02 12:08:13 PM >>>
p5 -1

SAC Knowiton would like a resolution to a recurring problem we've encountered in LV regarding a No-Fly b7C -2
List (NFL) issue.

b7E -1
bt -2

S b1
\SJ . I b3 -2
. J This problem has occurred several imes over the past few months
and has not been rectified.

b6 -2
as per CIA
Your attention in this matter is very much appreciated. p7C -2
AL Froe D7 m L Lo CONTR L e
| | aWELA Ly UNCLASSTVIER
S CEPT WHERE SHAWY
s
cc: ALBERT J PISTERZI; Aviation-CAS Program; [ | ™"

8 (‘ 63 b2 —1/
CLASSIFIED BY: Q_M Ref (a

REASON: 15 (
DECLASS!F x,u.L_._

CAUO3-[71 9
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05/12/2003
OVERVIEW OF TERRORISM WATCH LISTS

Various federal government agencies maintain lists of individuals of investigative interest or
national security interest. These lists, as they pertain to terrorism matters, are often referred to as
"watch lists". The following are databases containing lists of individuals which have been commonly
referred to as "watch lists".

FBI
National Crime Information Center

b2 -4 _ Violent Gang and Terrorist Organization File
b7E -1 (VGTOF)
b2 -4
b7E -1 The Terrorism Watch List

bz -4 Transportation Security Administration (TSA)

bh7E -1’ (No Fly and Selectee lists)

TSA's No Fly list is designed to prevent terrorists who pose a threat to civil aviation
from boarding aircraft flying in U.S. airspace. Air carriers and/or local airport authorities are

ALL INFORMATION CONTAl
SAEREI S UNCLASSIF| "
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bz -4-

b7E -1
responsible for preventing a passenger on the No Fly list from boarding an aircraft, however, the
airlines are reguired bv TSA Security Directives
b2 -4
bTE -1 TSA's Selectee list consists of individuals

These individuals are screened by airport authorities in accordance wi

ecunty Directives.
Following the screening procedures, these individuals can us i

Additions to the No Fly and Selectee lists are based on recommendations from the

b2 -4 U.S. Intelligence Community |the FBI and CIA). Removals are based on recommendations
from the originators of the information. -

b7E -1

b2 -4 DEPARTMENT OF STATE
b7E -1

b2 -4

b7E -1

b2 -4

b7E -1
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HANDLING CALLS TO THE TWL:

There are 3 main objectives when handling phone calls to the TWL:

1

b2 -4
p7E -1
2)
b2 -4
b7E -1
I [
b2 -4
b7E -1
3
4 b2 -4
b7E -1

ALL INFORMATION CONTAINED

DA bR 1€ LaDAGN NILS L} Aita ,:/ cal
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o Mace an nawvidual on the NU-+iy or Selectee Lists Page ]
p7C -1,3
be -1,3

From:

To: CT WATCH

Date: Wed, Mar 26, 2003 12:03 PM

Subject: To Piace an individual on the NO-Fly or Selectee Lists

All

Here is what | need to place an individual that is believed to be a threat to Civil Aviation Security on the

. TSA No-Fly list or to place an individual who may possibly be a threat to Civil Aviation Security on the
Selectee list. An EC is probably the best vehicle to do this] } b2

~-4

-1

b7E
- All the bio info you can put together on this person. This will need to be at the FOUQ (for official yse
only) level, it goes to the airlines. | |

[ The better the info, the less likely an

agent will be called out to the airport on a false alarm.

2] J b2 -4

b7E -1
3. b3 -1
7] |

I |
5. Once we get this, | will forward this person's name to the TSA for placement on the NO Fly or Selectee -4
list. if this person is placed on the NO-Fly list, he will not fly within the US, nor will he be able to fly out of

the US or from any airpory Those placed on the Selectee listwill L7 -1
receive additional screening before being allowed to board the aircraft.
Ho?e that this is of assistance.

p7Cc -1,3

' be -1,3
CC:

ALL INFOREATISN C00IAINED

BSEEccos oo Nw/ae feac
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No-Fly List Talking Points

Q. What is the No-Fly list and who maintains it?

A. The Federal Aviation Administration (FAA) had in place for a number of
years security directives that prohibited aircraft operators from '
transporting persons who were either a potential or known threat to civil
aviation or national security. Immediately following the terrorist attacks of
September 11, 2001, the FAA began administering a “watch list” or “No-
Fly List” for the Federal Bureau of Investigation (FBI). Individuals on the
FBI Watch List were prohibited from traveling in the United States.

In November 2001, with passage of the Aviation and Transportation
Security Act (ATSA), TSA assumed control of the No-Fly List. TSA
compiles the No-Fly List based upon recommendations and information
from Federal government intelligence and law enforcement agencies.

individuals on the No-Fly List pose, or are suspected of posing, a threat to
civil aviation or national security.

Q. How many names are on the No-Fly List?

The No-Fly List is a routinely updated, dynamic list with names of
individuals being added or removed, based on information from Federal

~ government intelligence and law enforcement agencies. Any other
information pertaining to the list is considered Sensitive Security
Information and therefore will not be released to the public.

Q. What are the criteria for getting on the list?

The individuals pose, or are suspected of posing, a threat to civil aviation
or national security.

ALL FB! INFORMATION: CONTAINED

ue%s‘“w QLN NLS/ RG / Rl

CR#03-11M9
1

These Talking Points are being created to answer questions from the public, media, and Congress. it is not,

however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please
contact TSA Public Affairs at 571-227-2749.
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Q. Who can | talk to about finding out if my name is on the No-Fly list?

A.  For national security reasons, the No-Fly List is not available to the public.
The release of such information could endanger intelligence sources both
in this country and abroad. In addition, please note that the airlines will
not give a boarding pass to individuals who are on the No-Fly List.
Therefore, if you have a boarding pass, you are not on the No-Fly List.

For persons who are constantly delayed when trying to get a boarding
pass, TSA has developed protocols in the hopes of addressing this issue.
As such, the TSA Office of Ombudsman is available for questions or
concerns from individuals who believe they are being mistaken for
persons on the No-Fly List. The individual must submit a written request
describing what has happened in the past that leads him or her to seek
relief. Should circumstances warrant it, the Office of Ombudsman will
then send out a form requesting personal information. This information is
then compared against the No-Fly List. The individual will then receive a
reply from TSA stating either that TSA has taken appropriate action to
provide some relief or TSA does not, at this time, have information that
prohibits the individual from flying.

The entire process could take a few weeks.

Q. Everytimel fly, | get flagged for additional screening, does this
- mean that my name is on the No-Fly List?

A. Those individuals who are identified on the No-Fly List are not permitted to

receive a boarding pass. Therefore, if you are issued a boarding pass,
you are not on the No-Fly List.

2
These Talking Points are heing created to answer questions {from the public, media, and Congress. It is not,

rowever, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please
contact TSA Public Affairs at 571-227-2749.
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There are several reasons why persons may be subjected to additional
screening. These could include: resolving alarms on either the
Magnetometer or X-Ray, random selection of passengers or being flagged
by a computer system known as CAPPS (Computer Assisted Passenger
Prescreening System). The CAPPS was developed by the airline industry
prior to September 11, 2001. The criteria used by CAPPS to flag a person

are considered Sensitive Security Information, and therefore, cannot be
released to the public.

TSA is currently developing protocols for a new CAPPS system, known as
CAPPS Il. The purpose of CAPPS Il is to: 1) authenticate identity and 2)
perform a risk assessment of airline passengers. It will dramatically
reduce the number of passengers required to undergo additional
screening at airports as “selectees.”

Q. The last time | flew, | saw an “S” on my boarding pass. Does this
mean that | am on a government watch list?

A.  Persons on the No-Fly List are not issued boarding passes by the airlines.
There are several reasons why persons could have an “S” on their
boarding pass and would be selected for additional screening at either the

checkpoint or the gate. Having an “S” on a boarding pass does not mean
that a person is on the “No-Fly List.”

The “S” is placed on the ticket by the airlines and could mean that the
person was chosen at random or flagged by a computer system known as
CAPPS (Computer Assisted Passenger Prescreening System). This
system was developed by the airline industry in 1997. While it does not
use race, religion, or physical characteristic as criteria, what is used to flag

a person is considered Sensitive Security Information, and cannot be
released to the public.

3
These Talking Points are being created to answer questions from the public, media, and Congress. It is not,

however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please
contact TSA Public Affairs at 571-227-2749.
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A

The last several times | have flown, there has been a flurry of activity
at the ticket counter and calls are made to headquarters before 1 am

allowed to get a boarding pass. Does this mean | am on the No-Fly
List? '

The air carriers (or law enforcement officer) are required by TSA to
establish the identity of a person(s) whose name is the same as, or similar
to, a name on the No-Fly List. TSA hopes that passengers will

understand the importance of a secure transportation system and bring
their patience with them.

For persons who are constantly delayed when trying to get a boarding
pass, TSA has developed protocols in the hopes of addressing this issue.
As such, the TSA Office of Ombudsman is available for questions or
concerns from individuals who believe they are being mistaken for
persons on the No-Fly List. The individual must submit a written request
describing what has happened in the past that leads him or her to seek
relief. Should circumstances warrant it, the Office of Ombudsman will
then send out a form requesting personal information. This information is
then compared against the No-Fly List. The individual will then receive a
reply from TSA stating either that TSA has taken appropriate action to

provide some relief or TSA does not, at this time, have information that
prohibits the individual from flying.

The entire process could take a few weeks.

Is it true that TSA has an additional list of peace activists and does
not allow them to fly?

No one gets on the No-Fly List by being a peace activist nor does TSA
maintain an additional list of peace activists.

Some critics have claimed that TSA has mismanaged the list by not
allowing innocent people to fly. What is TSA’s response?

TSA's first masponsiility is ensuring the security of the traveling public.
TSA cannot and will not compromise that goal by allowing individuals who
pose a threat to civil aviation to fly. TSA rigorously attempts to minimize

4

These Talking Points are being created to answer questions from the public, media, and Congress. It is not,

however, to be copied aud distributed to any public venue or distributed outside the govt. Any questions, please
contact TSA Public Affairs at 571-227-2749.
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the dissemination of inaccurate information and to resolve any
discrepancy as quickly as possible so that persons who are not on the No-

Fly List can get to their destination with the knowledge that TSA has made
every effort to ensure their security.

Q. Has TSA ever found an individual who was on the No-Fly List or
been able to foil a terrorist attack?

A.  TSA will not release any details regarding the success of the program;
however, we can state that both the Secretary of Transportation and the
Secretary of the Department of Homeland Security are pleased with the
progress made by the program.

Q. Does the No-Fly List apply to any other modes of transportation
such as Amtrak or cruise ships?

A.  The No-Fly List is one of the products generated from information
gathered by Federal government intelligence and law enforcement
agencies.’ Threat and intelligence information may be shared regularly

with a range of government and industry partners in all modes of
transportation.

5
These Talking Points are heing created to answer questions from the public, media, and Congress. It is not,

however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please
contact TSA Public Affairs at 571-227-2749.

SUSSMAN-95



Admimsuwauave-ueneral t‘age Lot s
b2 -4
-Administrative-General b7E -1
1. |
2.
o -4
b7E -1
3] |
l b2 -4
4|
b7E -1
5| ]
b2 -4
6. | [o7e -1
b2 -4
7.
b7E -1

Investigative

NO FLY list - Used to prevent persons from using commercial aviation who are deemed by the TSA to

be a threat to aviation, based on information received from various sources. Airport_police are to

perform an initial 1D check and will hopefully eliminate the person as a match. |

[ |Airport police will contact the FBI in
questionable cases. b2 —4

A few people _have been removed from the list after the person convinced the FBI and the FBI 75 -1
determined that they were not a threat to aviation. The passenger
may not fly unfil the TSA removes their name from the list. The air carriers, not the F8|, prevent the
passenger from boarding the flight. The person can travel by other means, but not commercial air.

The TSA removes names from the list i cy or a document
indicating that the
person is not considered to be a threat to aviation. ALL INFORMATION CONTAL

Aﬂik[ '§;“¥§€§§ﬂam6 1 Nts /ﬂG» /Cm

SELECTEE List - These persons are not known to be a threat to aviation, but an agency has said they
have a possible connection to terrorism. Passengers determined to be the person on the fist,[ |
| |to the air carrier for anyy, -4
screening which (ne carner needs t0 conduct in accordance with the TSA Security Directive prior to
b7E -1

-ty i

http://30.5.100.249/0psupport/faasupport/datafiles/FBI%20RESPONSE%20T0%20TS A%20N A 4/29/03
SUSSMAN-96



4 AAliaaouuul Y M'QU‘LAVLUL‘ - - i rage A OI J

flight boarding. These persons can use commercial air transportation - they need not be denied
boarding.

Responsibilities of FBI office in HQ city of air carrier:| |

b2 -4
b7E -1

Possible Match Passenger at the Ticket Counter: When a passenger with a possible name match
presents themselves at a ticket coun i ier i i
initial 1D check. b2 -4

b7E -1

b2 -4
b7E -1

b2 -4
£7E -1

Passengers who know their name is on a list requiring identification by the police can potentially
arrange with the airport police before they get to the airpart that day to alert the police they have a flight

and when they plan on being at the airport. Thus, the police can be there ar at least he nearhv further b2 -4
reducing delays. |

b7E -1

FBI RESPONSE TO TSA NAME LISTS . Message sent by email on 12/19/2001

There are two name lists for whij ve to respond; instead of one - the "Na Fly" list (threats to
aviation) and the "Selectee" list %me names are the same and some additional ones from b2 -4
the previous TSA name lists, and they continue 10 originate from other agencies[________ Jfrom the FBI.
However, there are new procedures to reduce unnecessary FBI response. The FBI and the FAA coordinated b7E -1
these procedures based on feedback from the field about the utility of FBI response to ticket counters to identify
passengers when the lists now contain more identifying information, |

[
[ 1

NEW PROCEDURES 4

b2 -4
p b7E -1

| Please read FAA Security Directives
-20 an -07-27 for exact language. b2 -4

b7E -1

hitp://30.5.100.249/opsupport/faasupport/datafiles/ FBI%20RESPONSE%20TO%20TS A%20NA4/29/03
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b2 -4
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SSA J(fax)
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section 02 -1,2

Counterterrorism Division
lec.gov bic -1

b6 -1
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Why a 'No Fly List' Aimed SPECIAL PAGE
For continuing coverage, seeWar on

At Terrorists Delays Others Terol.

By ANN DAVIS
Staff Reporter of THE WALL STREET JOURNAL

JUNEAU, Alaska -- There are about 300 people world-wide the U.S. considers so dzngerous to civil aviation it has them en a
“No Fly List,"

Larry Musarra, retired Coast Guard commander and lather of three, isn‘t one of them. A pilot and avid outdoorsman, he is

a lacal hero for his daring helicopter rescues of stranded fishermen and mountaineers. He now runs a visitor center
averiooking Juneau's spectacular Mendenhall Glacier.

But Alaska Airlines' computers haven't figured that out. Its reservations system, designed by travel-software gianGabre
Holdings Corp., flags Mr. Musarra whenever he checks in, which is about once a month, when he visits a
developmentally-disabled son in Oregon. At the ticket couater, Mr. Musarra has often watched the color drain from agents'

faces as they read a warning that he might be on the terrorist watch list. After a eriminal-background check, he eventually
gets to fly but faces extra luggage and body searches.

The Na Fly List, quietly introduced after the Sept. 1t terror attacks, is designed to keep suspected vialent types off airliners.
[t includes terrorism suspects thought to pose an imminent danger to flights. Some people who present a general threat to
air safety because of violent behavior also make the list. The new Transportation Security Agency, or TSA, compiles names

from intelligence and law enfarcement and sends the No Fly List to airlines. Their job is to see that nobody on the list gets
aboard.

. NAME GAME + It sounds simple, but it's proving tricky to execute.

- - . Many entries on the list lack details that could make it
‘-—‘-‘5.)ll e Jlae dasa C\—’h i easy to know if a traveler is really the person named.

: . . . : And the TSA gives airlines little guidance on just

. Renderings of an Arabic name using the Roman H .

| alphabet vary by country -- a challenge for airlines when a passenger's name is close enough to one on
 as they apply the No Fly List the list to warrant flagging the person fora

. Hajj Mohamed Uthman Abd Al Ragib ~ law-enforcement check.

. lrag -

© Muhamad Usman Abdel Rageeb + The result is that carrers are checking the No Fly List
; Syna, Lebanon, Jordan : amultitude of ways and coming up with vexing

. Haj Mohd Othman Abdul Rajeeb | numbers of “false positives” -- innocent passengers
; Kuwait, Bahrain, Qatar, Saudi Arabia, Oman, . subjected again and again to law-enforcement

. Yemen, United Arab Emirates

; i reviews. The flagging of some fliers who were
 Hag Munammad Osman Abdurra’ ib ] political activists has even led to suspicions the
Fguel. sudan :

- gevernnient was grilling them because of their views.
o) inheme 4 Otmane Abderaqgib l .
iyuva, Tuaisia, Morocco Algeria, Mauntania ) i . . . .
. I These inconveniences may seem. like a small price to
. Sourre: Language Analysis Systems : ! pay if the system improves security. But the Federal
Bureau of Investigation, which contributes to the No
Fly Lust, says the hist has helped catch very few terronsm suspects. While that might simply be

because the terrorists haven't tnied to fly lately, linguistics experts say that if they did -- and
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particularly if they had Arabic names -- it's far from certain that current methods would flag them.

One reason: In checking passengers against the No Fly List, some airlines use techniques that were
designed decades ago, and for an entirely ditterent task: w let agents find passenget records
quickly without having a full name or a name's precise spelling.

These "name matching" systems also help airlines spot abusive bookings, in which travelers
reserve a bunch of flights under slightly varying names. The idea is to cast a wide net. But when

applied to a watch list, they have the perverse effect of flagging numerous travelers whose names
are merely similar to one of those on the list.

One name-matching technique that airlines have used, called Soundex, dates back more than 100
years, to when it was invented to analyze names from the 1890 census. In its simplest form, it

takes a name, strips out vowels and assigns codes to somewhat-similar-sounding consonants, such
as "C” and "Z,"

The result can be bizarre. Hencke and Hamza, for example, have the same code, H520. If there's a

Hamza on the No Fly List, a traveler named Hencke could be pulled aside for a background check
before being allowed to board.

A 40-year-old method designed specifically for airlines does something
similar, stripping names down to consonants and pulling up names that have
the same consonants in the same order. A third technique sometimes used by
airlines hunts for matches based on the first few letters of sumames.

Hence Mr. Musarra's troubles in Juneau. In an algorithm used by Sabre,
whose software runs Alaska Airlines' reservations system and many others,
"Musarra" appears to pop up as a match for any name starting with "Mus." A
fair number of names from the Mideast and Central Asia begin that way,
including at least one on the No Fly List.

Exactly what techniques airlines and firms such as Sabre use to check A ok
passengers against the list is impossible to know. They won't identify their Larry Musarra
formulas, and the govemment doesn't want them to. But some current and former industry

executives say most airlines -- while making periodic refinements, including since Sept. 11 - still
use roughly the same name-matching tools as they have for decades.

Why not just match names precisely, and question only people whose names exactly fit an entry on
the No Fly List? That wouldn't do, either. Many people's names have a number of vanations, such

as William or Bill. Many are spelled either with a middle initial or without one. And non-Western
names can be rendered in the Roman alphabet in a host of ways.

A name written as "Haj Imhemed Otmane Abderaqib" in Algeria might be "Hajj Mohamed
Uthman Abd al Ragib" in [raq, and as "Hag Muhammad Osman Abdurra'ib” in Sudan, according

o Languags aitaiveis Systems Inc.. 2 Bemdon, Vo, company thai does name-analysis work for
, many federal agencies.

One wanted ierronisni suspect, Adnan G. £! Shuknjumabh, uses ive aliases. The six names can be

translated a total of more than 500 ways, says Language Analysis Systems. The firm adds that
foreign words can also be mistaken for first or last names. such as "Effendi.” which is an honorific
for "Sir" or "Mister" in some Mideastern languages.
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Another quirk of airlines’ systems is that groups that purchase their tickets together end up in a
single travel record. If one member triggers a hit on the watch list, computers lock up on them all.

A year ago in Milwaukee, Midwest Express pulled aside |9 members of a group called Peace
Action Wisconsin headed to Washington for a "teach-in" about U.S. military involvement tn
Colombia. The group, which included a nun and a grandmother, had to wait for sheniff's deputies

to run immigration and FBI background checks, according to records of the incident. The delay
caused them to miss their event. '

Four months later in San Francisco, Jan Adams and Rebecca Gordon, co-founders of an antiwar
- newsletter called War Times, were pulled aside for police questioning when they arrived at the

ATA Airlines counter. An FBI search turned up nothing, and the women, both in their fifties, were
allowed to fly. '

In both cases, the groups were told they had matched the No Fly List. But these incidents and
aothers fed the notion among activists that the government was targeting them. "When 1s a nun
considered too dangerous to get on board a plane? When she's a peace activist,” said one of
numerous critiques, this one in the newspaper Socialist Worker.

But three months after the Milwaukee incident, a report by the county sheniff's office said the
incident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre

software. A security official for the airline says that a group member with the last name of "Laden"
might have helped trip up the group.

As for Jan Adams in San Francisco, she was one of a number of Adamses with the first initial J
who were stopped last year. They included 23-year-old Jarrett Adams on June 5, 55-year-old John

Adams and his wife on June 16, and 34-year-old John Chnstian Adams, who complained to the
TSA last July.

The apparent trigger: A Joseph Adams on the No Fly List, whose entry gives little data besides a
birth date. Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are
frustrated that the watch list doesn't have bcttcr data to eliminate mismatches.

One needn't be an activist to get caught in this web. Last April, two San
Francisco airpert police officers cornered David [ Nelson, a 56-year-old
bank executive, as he checked in at Alaska Airlines. "They had hands on
their guns. They asked was I an American citizen and who am L," Mr.

'EV\ Nelson says. After a half-hour of questions and database checks, they

cleared lum. He says his son, named David C. Nelson, also has been stopped
as a No Fly List match.

At Oakland International Airport, Police Sgt. Larry Krupp says he has
cleared <0 many inntocent "David Nelsons" to board that one of therm now
otiys him cotiee. There 1s a naune very simular to iheirs csu e o Dy List

David Nelson . syery check, Sgt. Krupp must thumb ihrough an 86-page,
nonalphabetized list of names. "The vast majonty of times we go ihere, they're not .even on the

list,” he says. Sgt. Krupp says he has had only one true match, a man he describes as an Afghan
drug dealer.
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Newer methods exist, which take into account names' cultural origins in order to come up with
more-relevant name variations. Some government agencies are starting to use them. Bul travel
consultants say hard-pressed airlines have been reluctant to spend money to improve a screening
function they believe should be done by the government -- and that the TSA has said it eventually
will assumie. Airlines would rather leave it to the government to rule a passenger in or out. No Fly
List entries can include subjective notations like "is sickly with asthma, uses a lot of hand
gestures," as one did on a recent copy of the list reviewed by The Wall Street Journal.

A wide variety of reservations systems have their genesis in the Sabre system, which

[nternational Business Machines Corp. designed for American Airlines in the 1960s. IBM later
built similar systems for other airlines.

Lightning fast in basic reservations chores, the mainframe-based systems are less well suited for
other tasks, such as clearing a frequent traveler to fly once and for all. In most airline systems, the
No Fly checks are set up in such a way that the computer treats each passenger as a brand new
name, even if he or she has flown recently and was cleared in another flight record.

The TSA is considering a way to put fliers who've repeatedly been mistakenly flagged on a "Fly
List." But even if this proved technically feasible, secunty officials at airlines and the TSA would

still have the challenge of making sure they weren't vulnerable to letting a dangerous person of the
same name slip through. :

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy

Information Center show that the TSA has received complaints from mistakenly flagged customers
of all major carriers, which use a variety of software to process passengers.

One reservation system used by several airlines, Shares, uses "the same type of {name] matching

that has gone on for 10 to 15 years -- actually longer," says Michael Hulley, an executive of Shares

owner Electronic Data Systems Corp. He will identify only one method Shares uses: matching
the first few letters of a name.

Another comipetitor of Sabre, Galileo, says it looks for exact matches on names or strings of
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-clear
passengers who clearly aren't the person on the list, says Chuck Bamnhart, an official of Galileo.

Sabre wen't disclese its current name-matching methods, but a spokeswoman, Kathryn Hayden,
says: "Algorithms are not static -- they change, they are updated." Sabre says different airlines can

use its software in different ways. "It's up to each airline to determine how they implement the
government requirements for the No Fly Lists," Ms. Hayden says.

One carrier that uses Sabre software, Alaska Airlines, has more than its share of false No Fly List
matches, judging by the records obtained by the Electronic Privacy Information Center. Of 34
complaints to the TSA where the airline was identified, 11 cited Alaska. Ms. Hayden says such

poraS LN

Barbara and Dennis Musante. a California couple, took their complaint up the Alaska Airlines
chain of zominand after being delayed twice, Ms. Musante says an airline supervisor finaily told

her the first four letters of their last name matched a suspect. though they themselves weren't on
the list. The TSA confirmed they weren't. in: a letter, the TSA added .iuw i - -2 'the benefits
of such measures far outweigh the inconvenience.” )
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Mr. Musarra, the Alaska man who has faced many delays, has tried everything he can think of to
clear his name once and for all. He got Sen. Ted Stevens to contact the FBI. He told local TSA

people of how their boss in Washington, retired Admiral James Loy, once honored him for his
work on an oil-spill cleanup exercise.

For his monthly flights, Mr. Musarra has developed a routine: Try to check via the Internet the
night before the flight; get rejected. Arrive at the airport hours early, go to the self-serve kiosk; get

rejected again. Go to the counter, wait while an agent calls a supervisor, wait more while officials
take his [.D. to a back room to phone security officials.

Invariably cleared, he boards, but the clearance lasts just through the end of his round trip. Often
he is bringing his son Tim home for a visit. Tim Musarra, 12, also sets off No Fly List alarms.

A college-age son, Aren, has the same problems, Mr. Musarra says.

Then there's Mr. Musarra's adopted son, Jonathan Paul Sung Ho Musarra, 15. A high-school
wrestler, "Sungie" is the reason his teammates have to get up at 3 or 4 a.m. for morning flights to

their meets. Because they buy group tickets, the 20-plus wrestlers, chaperones and coaches show
up on the computer screen as No Fly List hits.

A spokesman for Alaska Airlines, Lou Cancelmi, says, "All of these false positive issues concem
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum
extent possible." Recently, the airline began having employees scrutinize alarms generated by its

computers in advance of flights, in hopes of cleaning misflagged passengers.

That seemed to help Mr. Musarra on his last flight. The computer still flagged him; he found
himself unable to check in via the Web. An error message told him he needed manual assistance.

But when he got to the airport this time, Mr. Musarra received a boarding pass without the security
review.

The TSA has been trying to get the message to airlines that they should focus on matches of full -
names, not just the last name, says James R. Owen, a TSA official in Juneau. Longer term, the

agency is working on an advanced passenger pre-screening system known by the acronym of
CAPPSIL :

{t will scour not only watch lists such as No Fly but also criminal records, credit-card transactions
and identifiers such as address and date of birth to detect suspicious patterns. The TSA envisions it
as "dramatically reducing" the number of people flagged. Privacy and civil-liberties advocates fear

just the opposite -- that the increased ways to attract suspicion will result in even more passengers
being wrongly tagged.

Write to Ann Davis at ann.davis@ wsj.com!

URL for this article:
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p7C -1
From: b6 -1
.~ To: twl
Date: Fri, Feb 28, 2003 10:40 AM
Subject: TSA Lists

I thought it might be useful to explain a little further whgt_mg_T_SA_usts_maan_naninuLanhl.Seledm——l
_Selectee names arel

b2 -4
b7E -1
Inclusion on the Selectee list means someon Jwill be given secondary
screening, that is, an extra search of their person and belongings. ! believe this usually happens after the
TSA screening at the metal detector. b2 -4
One issue with the Selectee list which has caused confusion is that the same or similar secondary = . ©7E -1

screening can happen based on a program TSA runs calied CAPPS (1 believe this stands for Computer
Aided Passenger Program Screening). CAPPS criteria are confidential but involve things passengers
might do which also might be things a terrorist would do, e.g., pray to Allah right before the flight that you

might have 90 virgins in heaven. Also, the same or similar screening can happen based on random
selection { the searches at the gate of 79 year old grandmothers).

So, passengers' names pop up in the airlines’ computers for searches and screenings at airports and
sometimes the passengers or even law enforcement officers think the passengers are on the "Watch List".
Often, the passenger is being selected for an extra search for reasons other than the Selectee list.
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be -1
From: b7C -1
To: ARTHUR CUMMINGS
Date: Tue, Jan 28, 2003 3:53 PM b6 -1
Subject: Ann Davis Questions
Ml
| ran all the names provided by Ann Davis through the TSA lists and VGTOF/TWL.l | b2 -4
| b7E -1
|

|The artlcle says she was told that she was stopped and questloned because

3) | b7C -2
b7E -1
b7C =2
b2 -4

4) As far as inclusion and removal from the TSA Iisls,l |
b7E -1
be -1

- | o7e -1

5) As we discussed earlier,

b2 -4

bi7C -1

b7E -1
CC: | |

be -1
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Alla Kate, sixteen, g hiylt school student in Miiwaukes, wanled to 4o ta Washington, D (., far the prulests R
Saturday, Apnl 20 She was looking forward to demanstraring syalnst the Schaal of the Amencas and S
learning how to lobby againsL U.S. aid for Colombia, )

She had an atrplane ticker for a £:55 P.M, fight out of Milwaukea on triday, Aprii 19, and she got to the
atrpur L two haurg ahead of time. But she dIdn't miake It onto the MIdwast kxpress fight.

Neither did 1nany other Wisconsin activists wha were supuosed to be on beard. Milwaykee County sherlff's
deputies pullad aside and questioncd twenty of the thirty-seven members of the Paace Action Mifwaukec
graup-Including A priest sid a nun, The travelers wara not cirared in time for takeoff and haa to leave the
next morning, missing many of Lhe avents.

What tripped them up was 3 camputericed "No My Watch List" the faderal guvernment now supplias to all
the alrlines. Yhe existenca of this Na Fly list was confirmed by mambers of the Mitwaukee County Sheriffs
Departiment, the FBI, the U.S. Marshale, Miawest Bxuress, tha New York Port Authority, and the Deportmant

of Tranauvitation. The airlines today are requirad to cross-chack thelr passenger lists against Uhis Mo Fly
Hst.

“The name ar names af peuyle in that group came up on a watrh (Ist tiat (s provided through the teneral )
goverhment ana is praviied for everyone who flies,” cays Sargeant Chuck Coughlin of the Milwaukee Sl
sherlff's departmant. “tha compurir Liecks for exact matches, similar spaliings, and aliases.” ;

The lisk "came from Wachington,” says Spetial Agent Darry Babler, thae FBI's madia req In Milwaukee. “It's

hueir in plece several monthe, and it's Aistrinnren o all ahpuits. It's the respansibility of tose who liave '
security dulles at the airport to check that list apainer passenyur manifests. When 2ameona’s nama tums

up nn rhe Watch Usl, the sheriff ar the Mrchals 6o an invastigation, and we're natified.”

Babler cays there aclually were twa No Fly licts. “Tha initial ane had g riumber of names on it-pacple wnn
might have nad Invalvements in the hitackings, 2llases of penpia involved, or people who might have hag
contact with, or knowledge aof, Uwyn. Subseguently, another Watch (icc Was put oul." Babler says he can't
comment about why 2 parficular name may avoaar on the new list.

Who puts the list togother?

http://global.factiva.com/en/arch/displ:>r.a:n 1///03 a
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A zpokacparson rar tha FBI 1) Wiashington, Steva derry, wauld uut comment at all on tha ic<ie of thie No Ty
IIst. He referrcd all quastions o thie Transportation Secunty admindstcation (TSA), a naw wing of the
Deparbinent of Tranzportauon.

“It's someThing Liiat's oroduced by the TSA," xays Steve Colcman, 3 spekasparson for thie New York Port
Authority.

The TSA wag gstablichad Ly the Aviotion and Transparrarion Securily Act, which Presidant Bush <igued Into
law on Novembar 10, Media coveraue facused on foderalizing che secuiity personnch at airports, Bur ather
aspecta of the law raceivaa hetia scrutllny. This 8w cstablishas 3 new posllion, the Under Secratary ot
Transpurlation for Security, and pucs thar gecsen in ¢harg? of airline security. Yoday. the Under Sacretary af
transportatiui for Security £ John W Magaw, why previously cervad ag director of the Sccret Service and
director of the Buieau of Alcoho!, Tobacco, and Firearms.

In hic currgne gost, Mayaw has tremendous discration. Lnder “einicrgency procedures,” the law says, “If the
Undear Secretary datarmunas thal ¥ requlation or security diractive must be issued immedlataly in order Ly
pratect transportation secunry, the Under S2cretary shall issue the ragulation or security directive withour
providing notice or an opportunity for comu=nt and without prior approval of Uic Secretary."

as part of hiy 1eqular dutics, the Under Secrarary is empowercd by tha law to “esrabitlsit policies and
pracedures reyuiring eir carrices to use Informaron frum government agencles o tdannty Individuals on
passanger lists witv may be a threat to civil aviation and, If sudi ap Individual IS identiried, € nerify
Jppropriate 13w enfarcainent aaenclcs and prohibit the individual from bonrding an alrcrar.”

The YSA has taken thar pnwer and run with it. In testimany befare Cangress on Janusry 23, Magaw sald
thot “computers will gerean passangery,” and "the new s¢curity system will bu rubust snd redundant.”

" Dennls Kutinich, Democrat of Ohlo, Is autraged abuut the treatment of the Milwauker adijvists. "Databases

are halng organized, including the namas of tatally (nnueent Indlvidusls who ara baing suhjact 1o aueation
basad on thelr poiiteal views, In 3 democracy, that 1s nar scuzutable,” he says. Kudnich, the ranking
Democrat on a natinnal securlty subcommittce, vows to lavesrigate, "I lake this very scrlously,” ha says.

Senator Ruse Faingotd, Oemacral of Wisconsln, alzo I concerned. "1 plan to ask FBI Dirzctor Robert Mualter
about the creatan and implamentation of the se-called No Fly liste,” Faingole says. "It is Importunt that
secyurity messuras do not unduly Infringe on our uivil Hiberties.”

In the case of (e Milwaukee activizts, about five ar six individuals camae up on tha. watch list,"” Sergeant

Coughlin says. "Allhuuqh it was time-consuming, ann aithoupli they were flight-- delayed, the sysrem
actuaily workeqa

Don't tell Dianne Hanke that.

A voluntecr with Paaca Actien, Henks Is L@ person who arganizad the trip. "We were very upsat,” she soys.
"Here we were, going out to tbby, to ice uur Jemocratie rights, to talk ta sur lRgisiATars, tO use vur
ficedom of speech and dizcent, and then we'ra being dutainzd and not told why. Wa were taking youny
propte and telling them if you use means that are nanviniant and peaceful, your message will be hearrt. Byl
the FACE [hat we weie hampered, thot we were datained, was Jusi a Lutally different mezzage."

Henke doesn't blamp the sl lff's deputles. “They wera vary sympatheric Lo us, but they fust weren't
gctting tha answars they wanled fiom the ather end of the talephone,” she ays.

It was never made cledr W her exartly wiy Uiy were being detalned.

"We were getting all these dierent stortés from uie deputics. One posziblilty wag that a UWM (Untversity of
Wisconsin-titwaukce] student had 2 name iarnh Laden, thal was similar to a tarrorist's name [Usama hin

| aden]. Then snother story wac that comeone nan a fareign aame Lat was changed to mske it sound more
Amencan, A3 Kate, whia used to be Alia Terabian. Her father was Persian or lranian. I've known her ail my

Hte," s3ys Henke, wha luuks up Kate's pumber In an old Montassort phinne Uuok.

"L was one of tha firer pruple in our- qroup to try (o check In,” says Kare, “Wlicit I went up to get my
boarding pascs, the 1ddv ald U were some aroblems. She £31d her compuitar Wcked uy and she had to
wait fer comenne etse. And T found oyt that the samconz clce wag one of the sherlf's degulles on duty. And
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the shieiiff's deputy came ang tofd me 1 hau ts greb my bage and forow her for furlher guestioping.

*1 was a3 IWUe scared. [ was 3 ltbie confusan T didi't know what [t was about. 1 was alone s was taken to
3 pwiding neacty, Thay sat mc down in a chalr, and | just waited for fiftaon or twenty minutes. They had »
my driver's legnes. They asked me what my phone aumber way and sddress was 1 haard hem making e
ohone calls, raading aff some stuff uin My heense, Then tney asked aie what my nationality was. R

“I sald I'm half Perslan and wafian and Geman.

“Tiey asked wha was Perstan, my mather or my (athec.

*1 ¢91d, my (ather, my biolagical fathar. T don'r even knuw him,
"They also askrd e if [ wos a U.S, clitizen.

‘I told tham 1 was

*They asked ma if I was fram around here,

*f soid yes."

Thouugh one of the sherffPs deputies sata “ir was Just 4 teuting procedure,” Xate says they gave har severs)

Aiffarant cxglanotions for what wae happening "fay sald il might have to do with Increased serurity in the
Wasningron, D.C,, area. or It might hove te da with indanecian Lerrorists,” she reealls.

She cays thera may have bien on elament of racial protiling tavolved, oo, *I guess we're laoking for
tlispenic names," one of the depures yid, dccording to Kata. She suspacts they thought her first name wae
Hispenic, and she Says tNat two nthers detaitied eocly on, Manuel Sanchex and 1sabelid Horniny, may have
been selected for their namas. 1he ghertf's dupaitimant denles a deputy made that romment aboul

Hlisparics. "That did not hoppen,” says Deputy tnspectar Shierey Weber, *] baileve the aeputies dirin’l really
say any uf Unis stuff."

Firally, they walked Kate back to the ticket counter, but the compriter froze up ogeln, se Kate 3nd Sanchez
and Horning were rald to go sit duwn and wait for the depulias t deliver thelr boarding oasses.

*They gave us our boarging passes, vitich had a bold-faced S with littia astertsks on hoth sides, circled with ST

an ink marker,* Kate says. "This maant thar when we went to the gafe our carry-on bags waukl have to ba
hand-geached and they'd have bo wand us.”

Bur tha dupulics tuok so much time going through the whale yruup that not averyene was ready ta go hy
a:585,

Midwast tYpross nald the flight for o3 long as it could byt then laft, almact empty, wiltiwut most of the ,‘=“:*"
activises. :

"I was thocked,” Kate says. "L rouldn't bellevy whial was happening, that they could detain us Inng enuugh

for us te miss cur flight In an apparent arempt to keep us in Milwaukee. It w3g sort of McLarthy-- style- lie
way they have the names appearing on 3 i555 and rargaring cetlain geople, dissenters especially. & felt my
rnghts had been violated.” .

Jacob Laden, with rhe unfurtunate last name, says he's flown two sthar dmes sinwe September 11 and
nevar hag troybte Ana Ny Lhe Ui Ine started to check in, othar mombers of the grmup wers 2iready being
detainad. So ne daesn't nelieve rla naine tripocd the trigger, though ha saye he “wmina have stayeu

bethh!nd' if he thought it woula hava baen a prublen). He balieves "our whole group was baing categoriced as
2 threat.” .

Glster Virgine Lawingar of the Racine Lnminicans wos alsu detained. “When I went through tha tina, the
lady at the ticket counter sald, "I'm gorry, you have ta wak o rainute,’ and then the cherift's deputy came
and Luuk me and some others to 3n office.” che says "all ey asked us at that point was our birthplace

and sald Uiese were just routine checks. Thay cald our names ware Magged. Tal's the resl strange thing:

WhHA Favcad thim s cvnaniren ba Gan Hanan anmac? 1 AlA foal IF wac APATHIRA 3 nurli cdar neron warhant & haclen
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a peace gioup, The dbusa of power was su vbvious." ceee

SIRLEr Virglin: says she's upset about "losing an entie doy of Intanse education nn tha Issue vl Colomble.” . ST
And she says her “right te dlgscnt® was infringect uppr.

Father Bilt srennan nf S{, Patvick's Church in Milwaukea alsn missed his flight. “No one was chargad with o
crime or thraat of 3 cfime," hie 5ays. ‘No ene wos advised ol his or her civif vights. My personal reactioh 1S
fear of the arbitrary use of ppwer this indident reveals. Someane In Washington has the power to Inspect 3
passenger list drawn up in Wisconswn, discaver Lhe mative of our flight (namety, a pewate Drodest against

whar gnes ore ot Fort Oenning, Georgld, partrutady ay it affects Colombia), dacida wha might possibly be
supversives, and slug our takeoftf."

Sarah Backus, a conrdinacor fyr SOA [Schaat of the Amaricas) Watch Wisconsin, ssys she wag totd by ane af e

the shenffe daputies: “Yaitre probobly b'lng 3toppcd bacausae you are a peace group and you're protesting Pl
dqainst your country.” .

Backus later asked the sheril?, David Clarke, abuut this, and hc denfed this was the reason for U @
derentinna, she savs.

"1 sympathize with Lhose people,” says Weber. "I'm sure rhaey beflev e they were singled out. 1 truly 0n nor
believa they wers.”

Backus also went ta tha Midwest Frpresy Lickat deak to find out what was golng an. "Tiwe npmes are in the
wmputer, and the names came dp, $he Siays she was told,

tIss Batley, a spokesporson for Migwest Exprase, sayy, "As the group checked In, ene or the passengurs
snownrd uy un this list. At that point, the airling 9of Iha TSA reg aud Milwaukee County shenffs. The TSa
made the aacision that since this wes & group, we should rescreen all ul them.” Midwest Express alther
found hotels far those who issed their flights or providea transpormatian home.

Qallay soys that scrasning the names ayainst the list 19 standard oparating prareriure. “Everyone wha o ;
travels is now clearcd througn thie list R

Specifics about the Hist remain tghtly guarded.

“Tha iisTIs a cucupliation from Intelligonce agencles and is shared with U afilines,” says Paal Turk,

spakesperson far the TSA. “Bul as to how you gct on Ik, or how it's matntalnud, ar who malntains it, I can't
help you with that.®

Turk adds that he dagen't know how Iarye thiz st Is, "and If I did, T coulant teif you,"
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JUINFAL (AP) - Larry Musarra's trouble with rhe #BX beqan In 1ate June, when the retired Cuast Guard S
tipurenamt cotsnander, hig wife Unne and thetr 17-year~old son Tim checked In at the Juneau Alrport, .

Thay ware on thair way to Portlund, Ore., whare Tim_ wha is disablsd, would attend a spocial schont, o

At the Alacka Alnines alectronlc dieck-in klosk, Musarra typed In his confirmation cade and the maching
displeyed 2 mecsage asking him ta see an atcendant,

Al L counter, Musarra and tis RMily wailed while the custamar service reprassntative clicked on a
weyhnard. The clerk became pu2ziQd and said she couldn't get a boarding pass eicher, She culied her
suparvicor, Thicy catled Seattle, Finally, 30 minures later, the supervisor explilned.

“Sha s2id, 'We aru tiaving trouble cizaring your nama  actuajly, we can's ¢lesr your nyma. You are nn an
FBI lict,” Mugarra Saia.

Mugarra, 47; is a rather of three whiv warks for the U.S. Forast sarvice ac Liee Mendenhall Clacler Visitor
Centar. He is white, of Jtallan and Irixl ancestry, dnd was born In New Jersey. He has lived in and flown out

uf Juneau for sevehn years. Because of his wuik vith the Caast Guard and the rarast Service, he has had
tuw e federsl Background chacks than he ran remembe: .

For a raasui Alasks Alrines, the FRI, the Faderal aviation Adwiinistration, and the newly craated
Transpnrrarion Satety Adininistration cannot or will not €3y, Musarca's name. which is Siclllan of Aratic

origln, i& on a Lr of suspecly who puse a potential threat co atding ceririly. And. ot this point, thera i& na
way for hic name w be remaved. ‘

“I'm not the type of parcon who makes a fuss, but I am this all-American bay, anad hare [I'm taryetegd os
terrorist, It 13 just idnd of funny,* he sald. “I'm Lclting it's the name. My name sounds arahic.®

On the woy to Portland, tha Musarra tamity was piven an exhaustive screening with maetal detector warils, PR
teir shoes were X-rayed, thelr belts removed aas Metr hays scaiched hefore they wera allowed on the R
plane. On the way back, the check in cicarance took So tang, an girline sgent had to hand-write Larry and ’
Unne musarra's hosrding pass ond escort them on the 3ircrafr, minules before take off. Thelr seate aireaty

h3d baon fillad wirth srandby passcngers who then had to get off tha plane.

*Evaryone hat besn really nive.” sold Linne Musarra. "8ut If you are rraveling with chilldren who have
speclal naeds, this zircumseancs praduces tiemendous anxiety.”
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Musarra heard from other ralatives with the sarie last neme who had similar axpenences, Since June, his
brother tiaa [1ad his bags searched avery tima he fllas, An unile, traveling with a 91~yaar-old refative i &

vihaaichalr, way searched and told he, too, was on the FBI iist. When hs uncle called the FBI, he was folu
no lict existed, Musarra sald,

Husarrs called the 1ocal Neld office uf the FBI, where an agent found his nasine on a list, and 3aid thera
Was no way to hava It ramovea. She told lim the best thing to do was to call the alrline ahend of the time
when he is going to fiy, to prepara them far Line Canlecudnns, he said.

Juneau PBI Agent Mory Beth Kepner confirren she had a conversation with Mugarrs, dut directed 2l calls
ahnut the nalure of the list to the FBI oftico in Anchnrage. :

€ric Gonzaley, FBI spetial agentin Ancharage, said the {sh alrlines use was controfled by tha Trangpattation
Safety Adminiscration, a new lomeiand 3scurity organization formed by Lhe Dush administration slnce Sept.
11. Alacka Alriines spokpsman Jack Evans agreed the alrling gats the hers from the TSA, and sald the aidine

I3 mandated to uce the st In the pessenger-screening process, Evans and Gonzaler sald they did not know
» woy to remeve Mussrra's name fram the Nst.

From there, the origin af tha (ist ang the reasan Musarra Is on It are uncicar, 3nd mired in a warld of

fedesa), interdepartmental "information sharing” that has caused confusion sincc the incapton of the TSA
sarlier this year.

Dave Sreigman. spakestian for the T5A, said revealing any of the rearons a aame may end up on the list

could jeopardiza natlanal secutily, He denied the TSA had a list cantatning muny speliinos of Araly or Arab-
sounding names.

"The TEA doec not profie by etpnicity, elhnic orlgin, raca ar rciiglan,” Steigman sald, and then directed 8l
Inquires about the list te the Federal Aviarion Administration or back to the FBIL,

Tuuny Dome, a TSA employee, answerad tha phone ol Llie FAA office In Anchorage.
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THE NO-FLY LIST

Is a federal agency systematicafly harassing travelers
their political beliefs?

By Dave Lindorff

If anything is differant after 9/11, it’s
air travel, as passengers endure long
lines and extra security checks at
airports. For some passengers and
would-be passengers, though, air
travel has become something much
more harrowing, as the
Transportation Security
Administration targets political
activists for harassment.

For months, the TS4, a federal
agency established a year ago to protect the nation’s transportation system from terrorism, |
it had a blacklist of people to be singled out by security staff for special inspection and quest

-But in mid-November, in an interview with this reporter, spokesman David Steigman

acknowledged that the gavernment has "a list of about 1,000 people” who are deemed “thre:
aviation” and not allowed on airplanes under any circumstances.

Steigman added that the TSA itself has no guidelines defining who is put on the list, but ratt
relies on names provided by other federal agencies, such as the FBI, Secret Servica or INS. 1
T5A also has no procedures for people to clear their names ang get off the list.

It appears, however, that this is enly part of the:ssery. Most of thase wh s have been singled «
special interrogation and searches of their lug z3ge and tirerr persons, a: least those who hav
public with their experiences, clearly are not “titzeats to aviativn.” Indeed, many have been :
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advocates of nonviolence.

Consider the experience of John Dear, a 43-year-old Jesuit priest, member of the Catholic p
group Pax Christi and former executive director of the Fellowship of Reconciliation, an intel
global peace organizatior. “I fly just about every week,* Dear says. “Since 9/11, I've been tak
aside at the boarding gatc every single time and searched and questioned.”

He describes one particularly disturbing experience. “J got to the Southwest Airlines gate at
San Jose airport, on my way to Los Angeles, but as soon as the attendant saw my boarding p
shouted, “You can't be here. You have to be searched!”

“Everyone's jaws dropped, and all the passengers backed away from me,” he recalls. The flig
delayed while Dear was taken aside and minutely searched, with more than 100 passengers
looking on nervously.

——msamean e

Othars, like the Green Party's Nancy Oden, have reported being detained by armed soldiers,
like Green Party leader Doug Stuber, questioned by Secret Service agents, somatimes at sucl
length that they missed their flights. In most cases, they ulimately were permitted to fiy to1

) destinations.

Asked if such people are considered “threats to aviation,” Steigman said no. He speculated t
they might have gotten on the list because they committed federal felonies. Some do have re

In Dear’s case, he went to jail for ceremonially whacking an F-15 jet with a hammer in an ac
civil disobedience.

But none of the people whose cases In These Times has examined had any history of viclenc.
would suggest they might be a threat to airline safety. Indeed many, like Dear, are ardent pa

What they seem to share is opposition to the Bush administration's war policies and its attac
civil liberties.

So what is going on here?

Asked if the TSA has a second list, one not of the “threats to aviation” who would never be al
to get on a plane, but rather of political activigts who are to be singled out for intense scrutin
interrogation, Steigman said, I don't know. I'lt have to look into that,”

A day later, he came back with a curiously candid, if rather alarming, answer. “I checked wit
security people,” he said, “and they said there is no second list.” Then, after a pause, he adde
course, that could mean one of two things: Either there is na sacond list, or there is a list, an
they’re not going tu talk about it for security reasons.”

Some of those who have been stopped for special serutiny by TSA agents in recent months h
been specifically told that their names were “on a list.” Last spring, Virgine Lawinger, a 74-y
old nun and 2 member of Peace Action, was stopped at the Milwaukee airport along with sor
other members of the group on their way to Washington to Jobby the Wisconsin congressior
delegation against military aid to Colombia. She says they were told at the time by loca! sher
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deputies and Midwest Express ticketing personnel that one or scveral of them were “on alis
that the TSA had instructed airport security to keep the group off the plane.

Lawinger, with the help of the local ACLU, filed a Freedom of Information request with the”
early October, seeking to learn why she had been barred from her flight. A month later, wor
back that the TSA had a file on her, though all the pages were withheld except for a copy of ¢
clipping from the local paper reporting on her experiznce at the airport. It isn't known whet
other information in Lawinger's TSA file contains information predating the airport inciden

Barbara Olshansky, assistant legal director of the Center for Constitutional Rights (CCR) in
York, reports that she has been stopped and searched every time she has flown since 9/11. O
three of those gecasions, she was forced to pull down her pants in view of other travelers. Or
those times, when she demanded to know why she was being singled out, the airline agent a
gate threatened to bar her from the plane if she raised a fuss and added brusquely, “The con
spit you out. I don't know why, and I don't have time to talk to you about it.”

While few would object to the T5A's maintaining a properly compiled list of genuine “threat
aviation” or preventing such people from boarding planes, it would appear that such & “no f]
is not the one leading 1o all the harassment of political activists, who, after all, usually do get

Nancy Chang, a senior litigation attorney at the CCR, who also has been singled out for sear.
and questioning at the airport, says the government is “leveraging legitimate air safety conc:

into a program that targets law-abiding Americans for questioning and detention based on ¢
political viewpoints.”

Father Dear agrees. "I think what they are doing is harassing people wha are opposing the w
publicly speaking out against administration policy,” he says.

One hint that this may be what is going on was provided to the Green Party’s Stuber. When'
Secret Service agents called in by the TSA security guards arrived at Raleigh-Durham Airpo
interrogate (and run s retina scan on) him, he says they came armed with a loase-leaf binde
which they left apen near him as he was being questioned. On an open page, he claims he w:
to discern a long list of ptogressive political organizations. Among those he was able to mak
clearly on the list: the Green Party, Greenpeace, Earth Firstt and Amnesty Intematjonal. Sic
interrogation in October, Stuber, an art dealer, says he has been unable ta get onto a plane.

Confirmation of a TSA travel blacklist is particularly troubling to civil-liberties advocates, be
the names of people to be subjected to extra security investigation are being made available
private companies. Airline computers at airport boarding gates are flagging people. These li:

not being closely held within the national security or law-enforcement files, but are appasen
being widely dispersed.

In fact, this seems to be the new privatization approach of the administration when it cormes
Homeland Security. The Wall Street Journal reported that the FBI made its list of people w:
even remote links to terrorism—having associated, perhaps inadvertently, with a terror susg

for example—available ta a wide range of private companies, from banks and rental-car con’
to casinos.
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Says CCR's Olshansky: “IU's bad enough when the federal goverament has lists like this with
guidelines on how they're compiled or how to use them. But when these lists are then given
private sector, there are even less controls aver how they are used or misused.” Since airline
always had the right to decide whether someone can board a plane, she observes that provid

such a list to an airline represents a “tremendous chilling of the First Amendment right to 1t
and speak freely.”

This week, the CCR announced that it is considering a lawsuit against the TSA. A number of
whose travel has been interferced with have signed on as possible plaintiffs, and CCR is inviti
those with similar experiences to contact them. Meanwhile, the ACLU has posted a no-fly

complaint form to fill out on its Web site for those who are harassed or prevented from flyin

Calling the existence of such travel blacldists “an obvious and egregious violation of the Firsi
Amendment, because it permits both discrimination against a particular viewpoint and bec:

i8 a priov restraint on Americans’ right to travel,” CCR Legal Director William Goodman say
U.S. government appears to be targeting citizens because of their beliefs." i

Dave Lindorff, a regular contributor ta In These Times, is the author of Killing Time, ane
on the case of Mumia Abu-Jamal.

Return to top of the page.

©2002 The Institute For Public AFfairs | Contact webmaster.’
home | about us | subscribe | archives | project censored

SUSSMAN-115

httn-/hwwanar infhacatimac crara ficma AT AN 16 e o~ o

TOTAL P.B4



- NG FiyfSeleciee verbiage T T g
pb7C -1,3
From:
To: be -1,3
Date: Thu, Feb 13, 2003 11:24 AM
Subject: NO Fly/Selectee verbiage
Here is what | need to place an individual that is believed to be a threat to Civil Aviation Security on the '
TSA No-Fly list or to place an individual who may possibly be a threat to Civil Aviation Security on the bz -4
Selectee list. An EC is probably the best vehicle to do this] _II b3 -1
1. All the bio info you can put together on this person. This will need to be at the FOUQ {for official use b7E -1
only) level, it goes to the airlines | |
| The better the info, the less likely an
agent will be called out o the airport on a false alarm. . b2 -4
2]
b7E -1
|

b2 -4

b7C -1
4] | b7E -1

I | : be -1
5. Once we get this, I will forward this person’s name to the TSA for placement on the NO Fly list. Once
this person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any
airport| b2 -4
Thanks, | hope that this is of some assistance, b7E -1
ce: p7C -1, 3
be -1,3

ALL INFORMATIZ CONTAINED
HEREIIS A SIFIED

DA 3 TUACLOR61 ,\lu/ﬂG/CQ(_
CR4 03 - (109
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b7C -1 -
b 1 "WATCHLISTS"
Various federal government agencies maintain lists of individuals of investigative or
national security interest. These lists, as they pertain to terrorism matters, are often referred to as
“watchlists". The following are lists of individuals that have commonly been referred to as *
watchlists”.
FAA /TSA
Selectee List: This is a list of persons who are determined by the submitting agency bz -4
the FBI and CTIA){ b7E -1
Submissions for inclusion to the Selectee List are made in writing, with
accompanying justification. The vast majority of individuals submitted for inclusion to the )
Selectee List, thus far, have come from the FBI| s
| After the interview,
The person remains on the Selectee List{ 1 -
L ~luntil a written request with appropriate justification is submitted by the 4
originating agency for removal. This database is maintained by the FAA/TSA,|__ | b7E -1 5
C - ]
No Fly List: The No Fly List (NFL) is a list of persons who are determined to be a threat to civil
aviation security by the TSA as a result of information provided by the submitting agency. A
person who is on the NFL wilil not be permitted to fly into or out of the United States nor to fly
within the United States. Submissions for inclusion are made in writing, with appropriate
justification, by the submitting agency. Likewise, the originating agency must request removal
from the NFL in writing with appropriate justification. This database is maintained by the b2
FAA/TSAT — ~4
' b7E ~1
Department of State
b2 -4
b7E -1
- |
b2 -4
b7E -1

ALI. INFORMATION CONTAINED

IS NCLASS!F! D
b’%_@am NG Ae/eal
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. b7C -1
From: 06 -1
To:
Date: hu, Oct 3, 2002 7:41 A
Subject: Re: W Li
jec e: Watch Lists b2 -4
e received a call early in the morning from Exectuive Watch requesting that we tell them for the Director

what the procedures were for getting people on and off the Watch List. This sounded a little unusualsol  b7E -1
went down to Executive Watch and saw that the John Pistole wanted to know the procedures f in

people on and off the No Fly lists. | told Executive Wat b6 -3
_mmmls_mal_and.hngd e-mailed us recently that it toolq

Later in the day Art Cummings called and wantgd a more complete response to the question including all

lists which may be referred to as "Watch Lists". nd | drafted that. The part concerning the No Fly b2 -4
and Selectee lists was taken from a piece on the] ___lentitled
It provides guidance for agents on how to respond to No Fly list and Selectee list ©°7C -1
issues. The description concerning the meaning of and response to Selectee List persons comes from b7E -1
that piece.
b6 -1
mas tasked to provide a very quick response to Art on a very broad subject. So the piece he and |
ralted was not as complete as a more deliberative project. Thanks for your clarification on some of these
Selectee No Fly issues.
>>1 ~_|1002 7:10 PM >>> bo -4
| I- Thanks. (Please see questions and observations below.)
b7C -1
was this the document you used to answer the Director’s question in the attached email you sent
to the Director’s Brief Group? Or, did you receive another answer, or are you still waiting? UC b7E -1
asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it
seemed that they were formulating a response, but now I'm not sure, because of my subsequent b6 -1
conversations with |and the attachment he sent me.
I:I— some questions and observations re the attachment -
b2 -4

1. Please correct me if I'm wrong - acc to our chat yesterday and last night, you I:ldidn't

know about the attached email request from o the Director's Brief Group re how people get ©7C -1
on and off the No Fly-List. HoweverDN_gg tasked by Art Cummings to expand on a document which 7

listed various watch lists, and you don't know whether that tasking was in response to]____lemail b7E -1
request or for some other purpose. : b6 -1

2. If possible, please email me what the original document looked like, and honpanded it. Also,
there are some inaccuracies in what is written: .

(a) the criteria stated for Selected
T 1
I__I ' b2 -4

b7E -1

alélé EINF(‘)gMI:J 10N g%NTAINED
IF} }
m%%&avﬂc_hoa 67 NS [ AG
el NG A6 fea
SUSSMAN-121



Rewateh (st poc -1 .~ o Fage7]

be -1

(b) the description of law enforcement response for the Selectee list, which cites TSA directives, is wrong

(c) the No Fly List procedure omits the majority of the procedure, meaning that there IS a LEO response

and it invariably includes the FBI| In order to get someone off the
list.
Regards, b 4
1] b7C -1
- | ‘b7E -1
>>] hor2/02 12:13:42 PM >>> b

As you requested. There was a "watch list” summary which was emailed tDand myself, andwewere g -1

asked to expound on the descriptions depicted therein. | do not know who authored the original watch list
summary.

CC:
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Selectee Ust__ T o Peeel]

From: b2 -4
To: TWL

Date: Tue, Oct 8, 2002 8:04 AM b7C -1
Subject: Selectee List

b7E -1

I have recently been informed bﬂ |that it is unlikely FBI agents or other federal law enforcement , o _ 1
official{

Thanks

ALL INFORVATION CONTAINED

g:n I‘L.JICLAS.EHEE L03L1 NLS/@G/CQL

CRe 03~ 114
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 11/15/2002 Date: 10/23/2002

To: All Field Offices Attn: ADICs

SACs
IT Program Manager
DT Program Manager , -3,5

All b6 -1,5
CJIS ‘ uef 1 b7c -1,5
Cbunterterrorism b7E -2

Section Chiefs

From: Counterterrorism

NJSAWS /TWWU/Room 11303
Contact: S8

Approved By: D'Amuro Pasqualelj\”"///

Pistole John S ¢4 ,
Miller Mark E ,ﬂﬁﬂ

Cummings Arthur

-

Drafted By: Iﬁ ofih

Case ID #:[ ] (Pending) GeA- €

—

Synopsis: This communication summarizes the evolution of the FBI's
Terrorism Watch List (TWL), sets forth criteria and protocols for TWL
entries and removals, highlights ongoing TWL initiatives, and
distinguishes the TWL from other watch lists. '

Title: TERRORISM WATCH LIST

Reference:
. b2 -3

Details: By EC dated 03/19/2002 e referenced serial 37), all field
offices, FBIHQ Divisions and | were advised of the creation of a
permanent Terrorism Watch List (TWL). The purpose of the TWI, was to

serve as a centralized repository of names of inv interest
related to terrorism investigations.

b2 -4,5
ALL INFORMATION CONTAINED b7E -1,2

S BB Loatn NLsfac/cat b6

Cad03 -/MNq b7C -5
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To: All Field Offices From: Counterterrorism
b2 -3,4 Re: | J 10/23/2002

b7E -1

Transportation Security Administration
(No Fly and Selectee Lists)

The No Fly and Selectee Lists, both administered by TSA, often
are confused with the TWL. Currently, the TWL staff is working with TSA
to develop protocols to facilitate entry and/or removal of FBI subjects
to/from the No Fly or Selectee Lists. It should be noted, TSA is the
agency which actually makes the entries or removals.

The No Fly List is used to prevent individuals from using
commercial aviation who are deemed by TSA to be a threat to aviation,
based on information provided by various sources (such as the FBI). If
individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aircraft within the U.S. until such tim
the individual is removed from the list by TSA. If an individual on the
No Fly List is identified at an airport, the local FBI office will be
contacted to conduct a thorough interview of the individual to make a
positive identification. It should be noted, the air carriers and/or

b? -4 local airport authorities are responsible for preventing a passenger on
the No Fly List from boarding an aircraft, not the FBI.

a

b7E -1
-~ The Selectee List consists of individuals| H
] These individuals
are screened by airport authorities in accordance with TSA Security
Directives. Following the screening procedures, these individuals can us
commercial air transportation and should not be denied boarding. Again,
the respective air carrier and/or local airport authorities will make the
final determination regarding who boards an aircraft.
b2 -4 ,
It has been noted by many field offices that the lack of

b7E -1 identifying data on the No Fly and Selectee Lists. inhibits efforts to

match passengers to names appearing on TSA's lists. 1In addition, there
have been occasions when agencies have failed to remove names from TSA’s

lists, even after the individuals were determined by the entering agency

.,» to be either no threat to commercial aviation
[ ] It is duly noted these instances H grea eal of
bz -4
7
b7E -1
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b7

b2
b7E

b2
b7E

-3,
E -1

-4
-1

-4
-1

4

To: All Field Offices From: Counterterrorism
Re: | | 10/23/2002

Transportation Security Administration
(No Fly and Selectee Lists)

The No Fly and Selectee Lists, both administered by TSA,
often are confused with the TWL. Currently, the TWL staff is working
with TSA to develop protocols to facilitate entry and/or removal of
FBI subjects to/from the No Fly or Selectee Lists. It should be
noted, TSA is the agency which actually wmakes the entries or removals.

The_No Fly List is used to prevent individuals from using
commercial aviation who are deemed by TSA to be a threat to aviation,
based -on information provided by various sources (such as the FBI).

If an individual is listed on the No Fly List, that individual will
not be permitted to board any commercial aircraft within the U.S.
until such time the individual is removed from the list by TSA. If an
individual on the No Fly List is identified at an airport, the local
FBI office will be contacted to conduct a thorough interview of the
individual to make a positive identification. It should be noted, the
air carriers and/or local airport authorities are responsible for

preventing a passenger on the No Fly List from boarding an aircraft,
not the FBI.

The Selectee List consists of ipdividualgl |

L [
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To: All Field Offices From: Counterterrorism
Re: [ } 10/23/2002

These individuals are screened by airport authorities in accordance
with TSA Security Directives. Following the screening procedures,
these individuals can use commercial -air transportation and should not
be denied boarding. BAgain, the respective air carrier and/or local

airport authorities will make the final determination regarding who
boards an aircraft.

It has been noted by many field offices that the lack of
identifying data on the No Fly and Selectee Lists inhibits efforts to
match passengers to names appearing on TSA's lists. In addition,

., there have been occasions when agencies have failed to remove names
from TSA's lists, ‘even after the individuals were determined bE the

entering agenc ither no threat to commercial aviation

1 It is duly noted these instances have

used a great deal of consternation among citizens, air carriers and
law enforcement representatives who have been tasked to respond to
these situations. To alleviate these occurrences with FBI entries,
the TWL staff is coordinating with TSA to develop protocols regarding
the entry and removal of FBI subjects to/from TSA's No Fly and
Selectee Lists. Once the protocols are established, the TWL staff
will establish and implement validation procedures to ensure only
those FBI entries falling within established criteria remain on the No
Fly or Selectee Lists.
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fRe: TSANoFW LSt ~ o PageT]

b6 -1,3
From: b7C -1,3
To;
Date: Wed, Dec 18, 2002 11:10 AM
Subject: Re: TSA No Fly List b2 -4
b3 -1
Here is what | need from you and your UC to place an individual that is believed to be a threat on the TSA
X b7E -1
No-Fly list
1. All the bio info you can put together on this per This wil ici b6 ~1
only) level, it goes to the airlines.
| bic -1
—
2] 1
3.1 | b2 -4
b7C -1
b7E -1
4. be -1
[ 1
5. Once we get this, | will forward this person's name to the TSA for placement on the NO Fly list. Once
this person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any
airpo
por__ b2 -4
ThgnTs, I hope that this is of some assistance, b7C -1.3
2. »>>| | 12/17/02 05:08PM >>> b7E -1
. be -1,3
We are putting the target on the TSA No Fly List here at FBIHQ. | will be getting with TSA tommorrow )
(12/18) to accomplish this.
——————1
b2 -1
p7C -1

ALL INFORMATION CONTAINED
RERE l,‘LUN‘NL‘ \SSFIZT

m4_lCT£mwhﬁaQq LS/ /
WL NLSlAs/ca(_
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. b7C -1,3
- 2
From: L6 ~1,3
To:
Date: Tue, Dec 24, 2002 10:36 AM
Subject: Re: TSA No Fly List
b2 -4
b7C -1,3
b7E -1
be -1,3
b2 -4
Hope your holidays go well. b3 -1
|:| : b7C -1,3
b7E -1
>>>| |12/18 11:09 AM >>>
L] b6 -1,3
Here is what | need from you and your UC to place an individual that is believed to be a threat on the TSA
No-Fly list
1. Al the bio info you,can put together on this person. This will ne
nly) level, it goes to the airlines.
only) lev g e airli b -4
b3 -1
2] |
b7E -1
T I
b2 -4
b7C -1
4] b7E -1

| K
5. Once we get this, | will forward this person's name to the TSA for placement on the NO Fly list. Once b6 -1
this person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any

airport]

Thanks, | hope that this is of some assistance,

b2 -4

b7C -1,3
7 >> 12/17/02 05:08PM >>>
1] b7E -1

We are putting the target on the TSA No Fly List here at FBIHQ. | wiil be getting v.ii» TSA tommorrow 06 -1, 3
(12/18) to accomplish this.

ALL INFORMATION CONTAINED

HERE niugﬁ:xﬁgmio 26N N /ﬁ . /C.n(_

CQ#O3 (194
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ReNORly . _Page 1]
b7C -1,3
’ be -1,3

From:

To:

Date: Wed, Feb 5, 2003 2:08 PM

Subject: Re: No Fly b2 -4
[ 1] oo
Here is what | need from you and your UC to place an individual that is believed to be a threat to Civil b7E -1
Aviation Security on the TSA No-Fly list. An EC is probably the best vehicle to do this, | be -1

1. Al the bio info you can put togﬂmmmmummmmmmmm bIC -1
only) level, it goes to the airlines.

Z]

3.1 b2 -4
b7C -1
b7E -1

4 b6 -1

5. Once we get this, | will forward this person's name to the TSA for placement on the NO Fly list. Once
this person is on the list, he will not fly within the US, nor wili he be able to fly out of the US or from any

airpor]

Iﬂms, 1 hope that this is of some assistance,

gloz/woa 05:20PM >>>

We've got a guy we want to no-fly. Do you have a copy of the last one we gave you?

Thanks.

CC:

ALL INFORMATION CONTAINED

MRS S R b0 NS

CR€03~-1119
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Fwd:Re:NoFly Listqueston o Page 1
b7C -1
b6 -1
From:
To:
Date: Sun, Feb 16, 2003 1:47 PM
Subject: Fwd: Re: No Fly List question
b2 -4
b7C -1,3

| am the supervisor in the Terrorism Watch List and was on leave when your e-mail came inl:|

basically answered your question, but | wanted to make sure you were aware of the procedures for TSA's b7E -1

lists versus the FBI's lists. |

b6 -1,3

b2 -4

b7E -1

If you have any further questions, please contact me or the TWL staff.

l b7C -1

TWL 2477 number:l
b6 -1

cc: twl : b2 -1

ALL INFORMATION CONTAINED

HER ,
gr&LTMQ oINS @ @/ ¢t
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From: b7C -1
To:

Date: Fri, Jan 31, 2003 4:56 PM b6 -1
Subject: Re: No Fly List question

%- not SSA anything..)

No, not at this point as | can't see the formica pattern on my desk due to paper gluttage.
| trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed:

As a guide - If a C/A wishes to place a person on the No Fly List, the person (generally) is:
* A threat to civil aviatior] ]

L ] b2 -a
* Will NOT be able to fly on commercial aircraft,
* [ ] b7E -1
Iy

If the C/A still feels that strongly, then...with the concurrence and assistance of your HQ Substantive Desk
SSA, prepare:

1. All the bio info you can put together on this person. This will need to be at the FOUO (for official use

only) level, it goes to the airlines. | 1 e -4
b3 -1

. b7E -1

2. |

=

3|

b2 -4
b7E -1

4. |

[ |

5. Once obtained, this information is forwarded to the TSA for placement on the NO Fly list. Once this
person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any airport bz -4

—I b7E -1

6.] |
[ | .
| hope this helps. Please call me if you need further guidance/assistance.
s34 |
Counterterrorism Division bz -1
Civil Aviation Security Program 57C -1
Room 11795, FBIHQ ALL INFORMATION CONTAINED

- Desk b6 -1  HERGM ISUNCIASSIFIED

Cell 0A U026 Nes(Ae /e

CR¥03-1119
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Talking Points for the Diredlor Concerning the TSANG Fiy/SeiecteeTists — ~ — — Page T

b2 -1
From: b7C -1
To:
Date: Wed, Apr 23,2003 2:19 PM b6 -1
Subject:

Talking Points for the Director Concerning the TSA No Fly/Selectee Lists

Attached are the talking points you requested for the Director conceming TSA's No Fly and Selectee List.

CC:

ALL INFORMATION CONTAINED
SRR 102 01 N Ae/CAL

Chrd a3 -119
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b7C -1
b6 -1 04/23/2003

TSA No Fly/Selectee Lists

TSA and FBI procedures

These lists were developed by TSA soon after 9/11 and are based on TSA Security Directives
issued to U.S. based air carriers.

The No Fly list, which contains 1216 names, is designed to prevent terrorists who pose a threat to
civil aviation from boarding U.S. based aircraft. An individual on the No Fly list will not be
allowed to board a U. S. aircraft.

The Selectee List, which contains 673 names, is designed to provide extra security screening to b2 -4
individuals| | An individual on the Selectee List will be searched L7E -1
by airline personnel before being allowed to board a U.S. based aircraft.
It is common for individuals to believe they are on the Selectee List because they receive
additional security screening (searches) for other reasons such as random selection or selection
through TSA's Computer Assisted Passenger Prescreening System (CAPPS).
b2 -4
The names and identifying data| lon the No Fly and Selectee bIE -1
lists are provided to TSA by the U. §. Intelligence Community, he CIA and FBI.
FBI places names on the lists by written communication to the TSA representative at FBIHQ.
| | Removal of names follows the same pZ -4
procedure. b7E -1
Individuals who are delayed boarding aircraft because of potential name matches with names on
the lists may contact the TSA Office of Ombudsman who will assist in resolving the issue.
Airline Procedures
Identification of individuals on the lists is done by the airlines. by -4
| -
b7E -1

If the airline identifies someone who may be on the No Fly or Selectee lists, hey are required to
notify the FBIL. Airlines are also instructed to contact the nearest law enforceznent officer o
assist in resolving identification issues.

Future TSA Procedures

ALL INFORMATION CONTAINED
HEREW IS UNCLASSIFIED

UCh0R b NCS /A)e Cal
&e 03 -1719 SUSSMAN-134



TO: TERRORISM WATCH LIST STAFF

Meeting w/ SA bn May 22, 2002: bz -1
. . ‘ b7C -1

A large percent of calls coming into our TWL phone line are related to the

Transportation Safety Administration (TSA) Watch List a.k.a F.A.A. Please refer b6 -1

these callers to TSA at[:::::::::::] They are under a 24/7 operation.

TSA has two lists:

1) No-fly List (persons who can't board plane)
2) Selectee List

Note: The original 9/11 FBI Watch List is defunct and many of the names on that b2 -4
original list were placed on the F.A.A.l |

b7E -1

What you need to find out: What list do they have?

You may call SSAI | of FBI's Civil Aviation Security Program or TSA's

representative to SLOC/FBI,' only if you think the call is a detriment to
societ [;:::lglﬁfers that you page him first to get instructions before calling
| |or

b2 -1,4
sSA| | _
OFFICE] ] g b7C -1,3
PAGER ] PAGER | b7E -1
CELL:

b6 -1,3
EYL

Everything you want to know about TSA's list and related matters can be found

b2 -4
A b7E -1

ALL INFoR
HERE:é ”’ON COoNTNgD

Cad oy (%97 Nis /NG/C@L

79
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NoFlylist . o Page]
From:
Eﬁ;e: Mon, Jun 3, 2002 2:30 PM b7c 1
Subject: No Fly list b6 -1
]
TSA creates the No Fly list based on input from a variety of sources, including the FBI.| |
b2 -4
b7E -1
b2 -4
I b7C -1
b7k -1
b6 -1
i
>> |6/3/02 12:30:56 PM >>>
Quick question. We had a situation this weekend where we had a possible hit on the no-fly list, but alf that
n the list wa b2 -4
| b7C -2

An FAA agent was on scene and asked us to either clear him to fly, or to deny him boarding. | told the

agent that | could do neither based on the information | had at the time.| | b7E -1
[ | 1 tolld the FAA guy that he was going to hiave Yo call his supervisor 1,5 _»

to make a call on this. He kept telling me that the Bureau had input to this list, and it was up to us to say
yea or nay. He eventually cleared the person to fly through his chain in DC.

My question is, who creates these lists and what are our responsibilities with regard to it? [ was of the
understanding that we were to identify potential matches. | | b2 -4

| lis there any mechanism in place to detain him,
aside from the normal investigative detention? b7E -1

Also, | am not the sharpest toof in the shed, so could you explain the difference in the selectee and no fly
lists to me? And what specifically do we do if we have a selectee list hit? These may be stupid
questions, but you know what they say!

Thanks,|:|

>>3 05131 12:41 PM >>> p7C -1
thank you. you're doing great out there, making the whole Bu look good and boy, do we need it. b6 -1

>>>| |5/31/02 12:25:39 PM >>>

NTANED
su‘““’\‘é““@@%?ﬂt 0P LN I\’LS/AG/CAL
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-Re:NoFiyList” — e Pagelj

e i ana s e e N,
b6 -1 by -4
From: b7C -1,3
N b7C -1,3
Date: Fri, Oct 11, 2002 1:44 PM ’ b7E -1
Subject: Re: No Fly List b6 -1,3

. b6 -1,3
;op

lace an individual on the No-Fly we ask that you state in the EC that the FBI believes that the listed
individual is a threat to Civil Aviation Security. We ask also that any bj - at the For

Official Use Only (FOUO). This information is provided to the airlines

_ [Thope that answers your questions on This.

Please callfemail me o] (TSA) if you have any further questions
Thank You,

>>i |10/11 8:37 AM >>> pIC -1,3
| b6 -1,3
l;ugested | e-mail you with my question....

Boston has subject that we would like to add to the TSA "No Fiy List". Do you know who | address the EC
to?

[ ] b7C -1

cc. b6 -1
s oo
A usavuﬂnﬁé LOYNCS Zﬂ G/Ch(_
CR#03-17199
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b7C -1
From: b6 -1
To:
Date: Fri, Oct 4, 2002 4:26 PM
Subject: Re: Watch Lists Summary

OK, the summary prepared for the Director/John Pistole is from a document which | wrote and have

posted on the SIOC web site. The summary quotes what | wrote, but the person who wrate the summary
had no way of knowing that thrﬁ_e_nmg_dm_emummmlemct iF

{the gist of my previous mail.) [

b2 -4

| | - b7E -1

This proves that you can't always take something on a web site at face value without checking its

accuracy, since people don't always update sites - one of my many "to do”" things. | will change the web
page to reflect the current situation.

Please relay the above to the person who did the summary so they can be made aware of it.

Thanks. b2 -4
b6 -1
>>3] h0/4/02 2:23:40 PM >>> p7C -1
| Ib7E -1
>> [10/3/02 7:41:07 AM >>>

We received a call early in the morning from Exectuive Watch requesting that we tell them for the Director 12 -4
what the procedures were for getting people on and off the Watch List. This sounded a little unusual so |

went down to Executive Watch and saw that the John Pistole wanted to know the procedures for gettin b7C -3
people on and off the No Fly lists. i told Executive Watch that | could not answer that becaus 7 1
controls that, and he had e-mailed us recently that it took b7E -

b6 -3

Later in the day Art Cummings called and wanted a more complete response to the question including all

lists which may be referred to as "Watch Lists"l hnd | drafted that. The part concerning the No Fly b2 -4
and Selectee lists was taken from a piece on the| kentitled

It provides guidance for agents on how to respond to No Fly list and Selectee list

issues. The description concerning the meaning of and response to Selectee List persons comes from
that piece.

b7C -1
b7E -1
Dﬂas tasked to provide a very quick response to Art on a very broad subject. So the piece he and | b6 -1

drafted was not as complete as a more deliberative project. Thanks for your clarification on some of these
Selectee No Fly issues.

2> |10/02 7:10 PM >>>
Thank;. (Please see questions and observations below.)

was this the document you used to answer the Director's question in the attached email you sent b7C -1
to the Director's Brief Group? Or, did you receive another answer, or are you still waiting? UC

asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it b6 -1

seemed that they ing a response, but now I'm not sure, because of my subsequent
conversations wit nd the attachment he sent me.

ALL INFORMATION CONTAINED

giwggfk _z.;QTa 61N LS/A (o/ (R
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p7C -1
be -1

some questions and observations re the attachment -

1. Please correct me if I'm wrong - acc to our ay and last night you___idn't bo -1
know about the attached email request from o the Director's Brief Group re how people get b7C -1

on and off the No Fly List. However| __lvas tasked by Art Cummings to expand on a ent which
listed various watch lists, and you don't know whether that tasking was in response ta email
request or for some other purpose.

2. If possible, please email me what the original document looked like, and houDexpanded it. Also,
there are some inaccuracies in what is written:

- I _I
g b2 -4

b7E -1

(b) the description of law enforcement response for the Selectee list, which cites TSA directives. js wrong

bz -4

b7E -1
(c) the No Fly List procedure omits the majority of the procedure, meaning that there IS a LEO response
and it invariably includes the FB|| in order to get someone off the
list.
Regards,

>>’:10/2/02 12:13:42 PM >>>

As you requested. There was a “watch list” summary which was emailed tcl:Iand myself, and we were
asked to expound on the descriptions depicted therein. | do not know who authored the original watch list ~ ©7C -1
summary. : b6 -1

CcC: r ﬁ
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ReFwd TSANoFlylst " T Page )

bt -1

b7C -1
From:
To:
Date: Sun, Sep 15, 2002 7:25 PM
Subject: Re: Fwd: TSA No Fly list

L]

We need a statement from the| fhat the person

(s) is/are believed to be a threat to civil aviation security and we also need all possible bio information at
the FOUO (for official use onty) classification.
Thank you for your assistance on this.

>>1 | o8/29/02 12:39PM >>>

Was the attached ever added (or in the process of being added) to the No Fly List? Just trying to
ollow up on everything. Thanks.

b7C -1,3
ccC: b6 -1,3

ALL INFORMATION CONTAINED
HEREIIS NNCIASSIF

%*0-3‘-)’7’1‘] 61 NLS/AG[CDL_
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pb7C -1
' b6 -1
From: r b2 -4
To: TWC 5
Date: Wed, Sep 25, 2002 8:02 AM b7C -1,
Subject: TSA No Fly/Selectee Project b7D -1
Yesterday | received a call from ar{ |ofﬁcer concerning one of the TSA No Fly listed individuals b7E -1

| When | pulled our TSA drop folder here, | noticed tha
ad run the name through ACS. She had put several communications in the folder which were veryo6 -1, 2
helpful. Basically, this individual was listed on the FBl's original Project Lookout watch list but had been

removed because the Miami office determined he had |

| point out this folder to you as a good example to use in our project to provide more information in these
TSA No Fly/Selectee folders. Basically, the documents show that this individual probably should not be
on the TSA No Fly list. So, | hopefully can use these documents to get #309 removed.

it was also very helpful the way that highlighted certain key information in the documents she bic -1
printed from ACS. Since #309 was still on the list, | referred thd_____bfficer to TSA for further

b7D -1
information. | did not tell him my suspicion that this individual should have been removed from TSA's list.
| will take up that with TSA separately. be -1
In any case, that folder serves as a good example of the type of information which will be extremely
valuable as we continue to work with TSA and to assist agents in the field that are involved in these 57D -1
decisions whether to prevent people from flying. If an FBI agent had called in instead of a officer,

I would have told the FBI agent of my concem over whether this person should even be on TSA's list.

CC: p7C -1

bt -1

ALL INFORMATION CONTAINED

R L 08 61 NLS /@c /CAL
CA¥ 03-1119
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b7C -1
From: | e -1
To: |
Date: "Wed, Oct 2, 2002 7-10PM
Subject: Re: Watch Lists
- Thanks. (Please see questions and observations below.)
b7C -1
@ was this the document you used to answer the Director's question in the attached email you sent
Director's Brief Group? Or, did you receive another answer, or are you still waiting? |_y__| -1
asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it
seemed that they were formulating a response, but now I'm not sure, because of my subsequent
conversations with:and the attachment he sent me.
I:l some questions and observations re the attachment -
b7C -1
1. Please correct me if I'm wrong - acc to our chat yesterday and last night, yoy Hidn't
know about the attached email request fromI ko the Director's Brief Group re how people get b6 -1

on and off the No Fly List. However| |was tasked by Art Cummings to expand on a document which
listed various watch lists, and you don't know whether that tasking was in response to I:email

request or for some other purpose. b2 -4
2. If possible, please email me what the original document looked like, and ho lexpanded it. Also, b7C -1
there are some inaccuracies in what is written:

b7E -1
(a) the criteria stated for Selected | pe -1

— a

b2 -4

b7E -1
(b) the description of law enforcement response for the Selectee list, which cites TSA directives, is wrong

b2 -4

(c) the No Fly List procedure omits the majority of the procedure, meaning that there IS a LEO response

I_a—n_dlit invariably includes the FBI p7E -1
Regard ALL INFORMATION CONTAINED

egards, HERGIN ASSIFI
| mﬁ%@ﬁy&h&am N [Aefcal
[ CA¥G3-1719

>>>| 10/2/02 12:13:42 PM >>>
As you requested. There was a "watch list" summary which was emailed to|:|and myself, and we were

asked to expound on the descriptions depicted therein. | do not know who authored the originat watch list LiC -1
summary. b6 -1

CC:
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b6t -1
b7C -1
From:
To:
Date: Mon, Sep 23, 2002 2:08 PM
Subject: Re: No Fly List 109
Thanks for the response We're here for you, should you need us in the future.
I b7C -1
233 l09/23 1:15 PM >>>
b6 -1
Thanks for your offer, but it probably cannot be accepted, except by TSA, which is unlikely. Th
guys are seeing the lists because they may be part of thq roup, to which | send the lists.
b2 -4
b7E -1
TSA controls dissemination and, because the info comes from a variety of
“third-party” info.|
| [T not sure what th SA reps do with
€ Iist, although they might give It to their local contacts. bz -4
| b7E -1
I
Thanks again for your thoughts.
SSA Ifax)
Civil Aviation Security Program, Room 11795 b2 -1.2
Domestic Terrorism Counterterrorism Planning Section T

Counterterrorism Division b7c -1
@Ieo.gov

bt -1

>> 0/23/02 10:53:06 AM >>>
[ jdoany receive these lists? The FBI detailees here ad:]Washingtm
are just starting to see them vial __|and we're wondering if we can assist in any disseminatinn

>>3 __)9/21 4:115 PM >>> b6 -1,3
Although | will be on annual ieave next week, from 9/24-27, the first of four permanent Civil Aviation

Security Program agent supervisors arrives on 9/25. SSA ill be "me” for the week, and |

hope to leave her sufficiently clear instructions for disseminating and posting any lists that come in, b6 -1.3
although they may not be formatted in the usual manner. As a backup, you may contact your TSA ’

representative or the TS| Watch a: for the most updated list and ID information. b7Cc -1,3

For background info on why someone may be on the list, the FBI Terrorist Watch List Unit may be able to
assist you, as they are working to backfill that info for their drop files.

Please forward/disseminate as appropriate

** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security

ALL INFORMATION CONTAINED . /
AR Lo a LN NLs Jaeleal
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Re:NoFlyLstios . FagE2]

pb7C -1
be -1

Administration (TSA - formerly FAA) security information.

b2 -4

b7E -1

b2 -4

b7E -1

SsA [fax)
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrarism Planning Section
Counterterrorism Division

leo.gov

CC:

SUSSMAN-144
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 Re: No-Fly/Selectee Ustrequirements " Pgge]
b7C -1
b6 -1
From:
To:
Date: ~Wion, Sep 10, 2002 7:46 PM
Subject: Re: No-Fly/Selectee List requirements
Hi
Sorry for the delayed response. It's supposed to be only threats to aviation] |
bz -4
b7E -1
> ~ |0/13/02 5:36:30 PM >>> b7C -1

HL |

Well, 09/11/2002 went a lot better that 09/11/2001 (thank God!)

bo -1

¥'m looking to find out what it takes to get a person on the No-fly and/or Selectee list. I've had several

inquiries (mostly regarding fugitives) about getting names added to the list(s). Any info you have on the
matter would be helpful.

ThanksD

CC:

b7C -1
b6 -1

Au. INFORMATION CONTAINED
HERE‘@SZQNE%SS‘FH L0 &1 N LS IQG G L_.
A O3-1119%
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b2 -4,5

b7Cc -1,3
From: b7D -1
To: | |
Date: Thu, Oct 10, 2002 12:35 PM b7E -1,2
Subject: TSA List Dissemination ¢ fficials
j {___J b6 -1,3
Sorry for the delay in responding - theoretically there is a TSA representative forL | bz -4
nd that would be the thing to do - ¢ son, but | don't have any list of b7D -1
TSA reps, or even a HQ number for th security personnel.

b7E -1
Just so you know, regardless of the pros of sharing the TSA lists amond:kolleagues in
aviation security, TSA only disseminates to their regulated parties, i.e., the air carriers and the airports,

because the info is from “third parties" and the TSA has not sought a general concurrence from the
contributing agencies to allow further dissemination of the [lma_ﬁﬂhﬁLMDﬂm_QLMhﬂ_EﬂLlﬁA_l
maintains that everyone who needs to see the list sees it. b2 -4

b7E -1

However, you could direct them to one of the following persons who may be able for further assistance:

b2 -1
[ rsAinteligence Watch | |distributes the lists to me) b7C -1,3

Hope this helps somewhat. ['ve cc'd the TSA Detailee here, as he surely might have other 6 -1, 3
names to contact.

p7C -1

>| |10/7/02 4:45:23 AM >>> b6 -1
I_I _ _
The U.S. military has a significant say in the security operations of thd Lirport ir: b2 -4

They work in conjunction wit | As a significant transit point
between the West and many Arab countries, we feel it would be important for officials at the airport to b7D -1
have the No-fly list. We are attempting to connect individuals at] with someone in
Washington, so the list can be directly transmitted to them. Do you have a name we could give, either at b7E -1
TSA or the Pentagon?

Additionally, | have read many e-mails back and forth on the topic of dissemination and nothing seems
clear. | assume the US military can have a copy of this list. If not, kindly advise.

Thank you. b7C -1
be -1
ce: TSALIST PROCESS
A INFORMATION CONTAINED

HEREIAL IS ANCLASSIFI
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b2 -4,5
b7C -1,2
From:
To: AU TEROUP, Aviation Field 17 b7E -1,2
Date: 2 8:05 PM b6 -1,2
Subject: and No Fly List

| forward the attached for your information. Knowing this group, there will undoubtedly be some wise
comments and observations, which | welcome.

Thanks.

CC: : Aviation-CIRG&Training; Aviation-CTD; Aviation-D...

CAlL INFORMATION CONTAINED
“ﬂf\% SIS UC LU LN ;JLS( Ra/col
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. Pagel]
b7C -1,2
From: b6 -1,2
To:
Date: Tue, S 7,2002 1:21 PM
Subject: Re and No Fly List

' | | wanted to get back with you concerning our conversation, 09/17/2002 and your request to have bz -4
[removed from the no fly list. | have spoken with several individuals concerning this, TSA. p7C -1,2
and others, to try to get to the bottom of this. | |

| However, Unforty ' b7E -1
from the list.|

iTherefore. we do not want to be b6 -1,2
taced with tis risk.  If you have any other questions please feel free to get back with me. Thanks!

trai)liﬁnn.namns.me_l
>> 08/21 1:05 PM >>>

p5 -1
b7C -1,2
b6 -1,2
Anyway, can you and the Terrorist Watch List Unit andDevisit this matter and see if you can gef |
ﬂoﬁ the list?
Thanks. b2 -1,2
SSA | |(fax) p7C -1,2,3
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section b6 -1,2,3
Counterterrorism Division
>> 8/20/02 3:41:04 PM >>> b7C -1,2
Aloha '

b6 -1,2
Attached is an e-mail documenting concemns of a Hawaii resident by the name of[_________ |who is
being frequently stopped and questioned at various airports based upon the similarity of his-name with

| Can you offer any suggestions as to how this Hawaii resident can obtain some

relief from this scrutiny. Can a computerised entry be m no-fly list that|:|vith the
particular biographical descriptors is not identical to

Thanks,
: SSA: Counterterrorism Squad, Honolulu
b7C -1

CcC: | : I b6 -1

ALL INFORMATION CONTAINED
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p7C -1
From: be -1
To:
Date: ep :
Subject: Re TSA No FIy/SeIectee List
b2 -4
p7C -1
b7E -1
bo -1
b2 -4
] o>
p7C -1
>>3] b/27/02 2:48:41 PM >>> b7E -1
Just a heads up to avoid unnecessary calls for air carriers who want us to check TSA's No F ly/Selectee b6 -1
Lists. The individuals here in the Watch List have been told to respond to FBI requests to check TSA's
lists, but we have advised them not to provide information from TSA's lists to air camriers since the lists are
not the FBI's lists. ! will be discussing this wit n the near future, but for now air carriers
should be directed to TSA's 24/7 watch office a Thanksas well as the answer we provide
to congressman writing on behalf of their constituents.
bz -1
biC -1
CC: b6 -1
ALL INFORMATION CONTAINED

HERE? l;)EJ?SLASSIHED atn A /ﬂ% Cal
Ak 03- /’)’)9 - )
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From:

Sent: W ay, June 26, 2002 4:58 PM

To: b7C -1
Ce: | _ | b6 -1
Subject: Re: Meet with TSA and FBI Counsel re TSA lists

Monday at 3 is fine with me. | may be bringing a TDY agent with me, as that is his first day here and he is an Airport
Agent, so this will provide the field perspeclive, if any such questions arise.

Pmmz 4:45:26 PM >>> _
et al. TSA Counsel called and suggested Monday afternoon at 3. Is that okay with you? | assume over here so |

have reserved our OGC conference room, 7426. I'll clarify details and talk fo you before that.

>>>] |06/26/02 10:50AM >>> ,
| I- please set it up as soon as possible, Mon afternoon or Tues. thanks. SZC 11 133
EF' 6/26/02 10:47:21 AM >>>
let me know when the meeting is going to be, and where.
Thanks
b7Cc -1,3
bt -1,3

| 06/25/02 05:00PM >>>

are'you avatlable early next week to go over the No Fly and Selectee lists with the TSA Counsel? As | mentioned in a
revious email, | spoke wité yesterday about the list "basics”, but | was not able to identify the criteria, for one, as to what
makes one a "known" vs a "possible” threat to aviation, and other issues re interviewing passengers an the basis of the list, etc.

>> /25/02 1:41:21 PM >>>
called the TSA counsel and he wants to meet w/me, you andIZIto leam more about the watchlists and what
should all do about it. | think that's a good idea. What is your availability this week and next? and can you find out whab
is?

L &

>>1 | 06124102 12:19PM >>>
Attached are two pieces which 've written or contributed to relative to the Watch lists. _In "kohl pd", the second “bullet"

talks briefly about Project Lookout transitioning into the current Watch lists. "feingold pd” Is more extensive, and is a
combination of answers provided by:9

and me about the TSA lists versus other lists, i.e., the FBl's Temmorism Watch List.
Perhaps this will give you some additional info, maybe not.... E;C il ,3
SSA | | (Fax) ALL INFORMATION COMTAINE
Civil Aviation Security Program, Room 11795 HERELMR '(.0’.‘ g,gﬁ?mw
Domestic Terrorism Counterterrorism Planning Section DATEX e A/‘é M
Counterterrorism Division *"‘:“;’
leo.gov b2 -1,2 -
b7C -1 0 /7 79
b6 -1
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From: ACummings b7¢ -1,3

Sent: Thursdav, June 27, 2002 1:10 PM p6 -1,3
To:

Cc:

Subject: Re: Meet with TSA and FBI Counsel re TSA lists
[_Ji*atall possible | wit atiempt to attend this. AMC plc The3

>>3 ber26 10:50 AM >>>
| II please set it up as soon as possible, Mon aftemoan ar Tues. thanks. b7C —-1.3
7

>> 6/26/02 10:47:21 AM >>> be -1,3
. b2 -1
US! me know when the meeting is going to be, and where.

Thanks

| losr25/02 05:00PM >>>
,::jre you available early next week la go over the No Fly and Selectee lists with the TSA Counsel? As | mentioned in a previous email, | spoke with
avid

esterday about the list "basics”, but | was not able to identify the criteria, far one, as to what makes one a "known" vs a "possible” threat to
on, and other issues re interviewing passengers on the basis of the list, etc.

2> 5/02 1:41:21 PM >>>
| calied the TSA counsel and he wants to meet w/ime, you ancljo learn more watchlists and what we should all do about it. | think

a good idea. What is your availability this week and next? and can you find out wha is?
| | Ex‘ |
> Joe/24/02 12:19PM >>>
Attached are two pieces which {'ve writtan or contributed to ive to the Watch lists. In "kohi :vad the second "bullet” talks bri t Project
Lookout transitioning into the current Walch lists. "feingol pd” is more extansive, and is a combination of answers provided b nd me
about the TSA lists versus other lists, i.e., the FBI's Terrorism Watch List. Perhaps this will give you some additional info, maybe not
. b2 -1
i p7C -1
SsA krax) b6 -1

Cjvil Aviation Security Program, Room 11795
_Domestic Terrorism Counterterrarism Planning Section

" Counterterrorism Division ALL IRFOR:ATION CONTAINED
leo.gov -
— o 1, ‘ -Zg/_z._éjfl/ﬁ{/fép
b7C -1 -
SO : Wd 3-/7
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From: ACummings b7C

Sent: Wednesday, August 07, 2002 1:49 PM ‘

To: | L

Cc: r I ]

Subject: Re: Legat dissem of No Fly List b2
b5
b7E

All, the No Fly and Selectee lists are controiled by the TSA and as su; tion, The FBI watch list is not fo

>>=| b8/05 6:52 PM >>> b7C

H1 |

This is probably a tricky question depending on to whom you wish to give it and why. If you have an FAA/TSA rep at your embassy, it might be best to
discuss this with them and let me know what they say. I've been answering this question for other legats, but each legat's situation may be different.

| think it should be disseminable to liaison contacts responsible for aviation-security matters, meaning the police at the airport who will be interviewing
potential matches to the list. You can't conduct the interviews... Beyond that, we have made no decisions as to putting these fotks in NCIC, and what
to do if they are stopped on a street comer. | am permitted, by TSA regulation now, to disseminate within my agency, and the cariers are permitted to
disseminate locally to law enforcement, so if you give it to law enforcement, same thing.

Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run into problems or other questions, please let
me know.

>>>| hl5/02 1:11:06 AM >>>

Can we dissseminate this list to:

e ] 08/01/02 05:58AM >>>

I've received a couple of questions from Legats about the lists, such as whether the names are in other databases, etc. I'll answer as | can and cc
everyone, and then try to compile a comprehensive info sheet at some paint. For example, since the FBI is only one contributar to these lists, | cannot
say what other databases may contain ALL the names. However, it is very likely that a lot, if not all, of the names are in TECS and Visa/Viper, because
those agencies often receive the same info that the FBI receives, and those agencies input names whether they end up on the TSA lists or not. | am
hoping that any FB{ entity which adds a name to this list also sees to it that the name is added to all the other lists as well.

b7C

Please forward this mail as appropriate within your offices and to CP/Duty Agent. Thank you.

* Recipients of this mail have either been designated as Aimport Liaison Agents or have duties and responsibilities which necessitate, or are enhanced
by, awareness of Transportation Security Administration (TSA - formerly FAA) security information. b2

These lists and general guidance for FBI response to possible name matches on TSA lists may be found af lon

the FBI Intranet, and also on LEO, Special Interest Groups, FBI, Member Area. The lists are sorted two ways, alphabetically and by SID (Subject ID)
number.**

ssq fax)
Civil Aviation Secunty Program, Room 11795 b2
Domestic Terrorism Counterterrorism Planning Section

Torism Co b7C
Tms"t; vaisnon ;;EL?E,NM‘ MATIC CONTAINED
SIFi .2 S
| TI BY /V Z4°
I3 — /777
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From: 1 b7C -1, 3

Sent: Thursday, February 13, 2003 2:46 PM b6 -1,3
To:

Cc:

Subject: TSANG-Fly List

Another fine issue to put on your plate. Some time ago, we got into a "discussion” with TSA general counsel about criteria to put people

Haven't heard anymore fi i i i inki itd

]
Anyway, something more to think about.

|

b2 -4
b5 -1,2
b7C -1,3
b7E -1
b6 -1,3
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b7Cc -1
From: b6 -1
Sent: Thursday, October 17, 2002 11:23 AM
To: b7¢C -1
Cc: b6 -1
Subject: Fwd: Re: Terrorism Watch List, etc.

I:I | have dealt wiﬂ:in DT (who disseminates the No-Fly list to field offices and provides them guidance on what to d
response to a “hit") and the TSA peaple on these cancerns a few months ago but not the TWL people directly. Feel free to send it to

although | realize the criminal law/procedure concerns are not really his job to tend to directly. b7C -1
>>=| I 10/17/02 11:06AM >>>

| sent the information to you for the criminal law issues that you raised, and not the intel issues. | can't determine from your res

whether you are dealing with TWL peaple regarding the issues you raised in your response to me. If not, I'l forward your response to
unless you did so separately. Thanks.

> |1017/02 09:48AM >>>
Thankd  J]

Thai

I I b2 -4

>s] l10r16/02 01:56PM >>> b5 -1,2

|mentioned that you would be reviewing this for ILU. b7C -1
b7E -1

b6 -1
ALL INFOR mTN CONTAINED
tFlE
vs
eeé‘% p /
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From: L_Th____] p7¢C -1
Sent: ursday, October 17, 2002 9:46 AM b6 -1

Sui)ject: Fwd: Re: Terrorism Watch List, etc.

] b2 -4

b5 -1,2
>>3 10/16/02 01:56PM >>> b7C -1
entioned that you would be reviewing this for ILU. b7E -1
IS 15 Tyl b6 -1
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From: C__ ] b7C -1

Sent: Thursday, October 10, 2002 9:11 AM bE -1
To:
Subject: Fwd: Re: Terrorism Watch List, etc.

1

> 101002 07:53AM >>> b2 -4

How come you were not part of this e-mail? Are you aware of this? Please review and let me know what you think. b5 -1
b7C -1
b7E -1

b6 -1




SUSSMAN-l

O02-r77 7

LIFORNAIO (’Uu‘TAlNFD

) . HERTgNg L /‘/ 6/ 5-/
| MM 6osgq MAAS/T
b7C -1 ,
From: 6 -1 -~
Sent: murs By August 01, 2002 10:18 AM 5{ fis
To: i
Cc: b7D —1ca/
Subject: Re]
b7C -1
7D -1
I:lNhen do you think we will know and should we push for the delay (witr: for the reasons that we have i 7 b6 -1

to know how soon we will have our own house in order and can discuss
with th

Emngl is issue in house with the right senior people right away.

it is very hard to say—but it has to be sooner rather than iater. 1 suggest we try ta delay a month ar

7Y

>{ fo7/31/02 09:13PM >>> : r
|
[They are the same issues we face E? . 4 .
with our own agents, so solve those and we don' need a meeting. | think we need fo talk in-house again, once you get

those criteria about who ends up on the list. We need to try and draw a line about the minimum info needed on someone

before they go on a list.

b7E -1

b2 -4

b7D -1

b7E -1

1

>>>] |o7/30/02 09:55AM >>>
- All - Re previous mail, the day was incorrectly listed as Tuesday, and because the flight time

b2 -4

b7C -1
from Dulles b7D -1

I'vemadethe 75 -1

doesn't arrivel_:b.mtil 9:56 amglscheduled the meeting from 1lam - lpm.
change in the original mail below. In addition, there will be no discussionL

|as the No b6 -1

Fly List issues will undoubtedly take up the whole 2 hours.

I will be attending, as willl

for TSA. I

strongly suggest that as many of you plan to attend as possible (with the possible exception o

FYI - Thel land TSA consider]

FTMU).

[TSA No Fly List matters ("'m[_]

| | The list is known as the "FBI Watchlist" in, 7 : 1,3

circles and the TSA is referring all complaints from citizens to the FBL|

| Now, I dao7p -1

mind that as [ believe I am able to explain to them how it works and some of their options for contacting the °7E —1

airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cdl

Thank you. |:I

-1,3

b2 -4
b7D -1
b7E -1
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b2 -4
p7D -1
b7E -1
Thank you. b2 -4
b7C -1,3,5
. p7D -1
P7E -1
From: (@state.gov> b6 ~1,3,5
To: IFBI™ < ](E-mail)" | .
Cec: [(E-maity™ <] 3 <
Subject: RE: TSA No Fly List
Date: Thu, 18 Jul 2002 13:51:03 -0400
----- Original Message-----
From{ |(FBI) [mailto| eo.gov)
Sent: July 06, 2002 2:51 PM
To: —J(E-mail); | ple TS
Cc] [(E-mail)] |(E-mail) T
Subject: Re: TSA No Fly List
sorry, I was looking on the wrong lists - it looks like there is 3 on the most current Selectee

2
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_____ o |
o 2 — S

To (E-mail)"

b7C -1,3,5
| @faa gov> b7D -1
Ce| kE-mail) @st_atgggy>;|:| b6 -1,3,5
(E-mail)" | ost.dot.gov>
Sent: Friday, July 05, 2002 5:50 PM

Subject: Re: TSA No Fly List

Hello

§ a.jfff that there is no more n either of the two lists (No Fly 73 or Selectee 44), so Mr.l:l
should have no more problems for now. However, if anothe(ilshould be put on the list,
s name would trigger something. Your advice was the best that could be given under the circumstances. 1
don't know if FBI put him on the list or not.

. p7C -2,5
Supervisory Special Agent
Civil Aviation Security Program
Special Events Management Unit, Room 11795
Domestic Terrorism Counterterrorism Planning Section b2 -1,2
Counterterrorism Division Ezc —i' 3,5
Federal Bureau of Investigation op st
fax)
----- Original Message -----
From: |
To: |(E-mail)" 4 [@faa.gov
Cei_ [(E-mail)" { @)state.gov; (E-mail)"
[ Yaost.dot.gov;| |(E-mail)" leo.gov
Sent: Friday, July 0§, 2002 9:51 AM
SUbjeCt: TSA No Fly List b7C -1,2
b6 -1,2
There is a specific case involving the TSA List which is a slightlv bigge lem for e list contains the
name:| | |we have a Mr. ho is continually
denied access to the automated check-in and is given the third degree every time he flies. The problem is our
| ﬁvhich means that he amemberof] ___|
I [which means that he is required to travel the world for preparatory meetings related to
th | We have advised our |to book his ticket using his full names which
match those on his passport i.e.| | His travel agent has added his Frequent
Flyer details to all his booki d provides Mr OB, Passport # and Country of Issue so he can
checked out early through hen he travels to th Still he get's hassled. Is there anyway way for

you folks to verify whether your lis still a valid name, add more details or delete it? We're still
looking forward to meeting with you folks to try and come to grips with the TSA List issue.

3
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ALL !NFORMATION ON
v eSS
DATE b i Y
b7E -1
From: I:I l’3 °

Sent: Tuesda 30, 2002 10:19 AM b7D -1

To: | w
Cc: l

Subject: Re: fb

s> Tomuozoes5am > |
All - Re previous mail, the day was incorrectly listed as Tuesday, and because the flight time from Dulles ,, _,
doesn't amve:

i until 9:56 am scheduled the meeting from 1lam - 1pm. I've made the ¢ -1, 3
change in the original mail below. In addition, there will be no discussion |as the 1b7D -1

Fly List issues will undoubtedly take up the whole 2 hours. E;E_i 1 3
1 will be attending, as will| for TSA. [
strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU).
FYI - Thel |and TSA consideq [TSA No Fly List matters (I'm still
g [The list is known as the "FBI Watchlist" inal} , _,
circles and the TSA is referring all complaints from citizens to the FBIJ | Now, [don't,7 -1

mind that as I believe I am able to explain to them how it works and some of their options for contacting the
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cab2 -4

b7D -1
Thank you. b7E -1
b2 -4
Thank you. b7E -1
From:| @state.go_v> b7e -1.3.5
TO: FB[)m <I |E_mail)m b7D _ll ’

. ke -1,3,5
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b6 -1,3,5
2

Ce: (E-mail)" 4 < <] |< ple 4
Subject: RE: TSA No Fly List

Date: Thu, 18 Jul 2002 13:51:03 -0400

b2 -4
b7¢ -1,3,5

----- Original Message----- E; g - 1

From:| kFBI) [mailto] l@leo.gov] b6 -1,3,5
Sent: July 06, 2002 2:51 PM

To:] “|(E-mail);] ]

CC'.l FE—mail)j “KE-mail)

Subject: Re: No Fly List

List 44. oo 4

b7¢ -1,3,5
Bev b7D -1
b7E -1

----- Original Message ----- PE =1,3,5
From] |(FBD)" 4 Fiteo.gov>

To:| | |(E-mail)"

] faa.gov>

Cc |(E-mail) @)state.gov>;

(E-mail)” aost.dot.gov b7C -1,3,5

Sent: Friday, July 05, 2002 5:50 PM b7D -1
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o p7C -2,5
Subject: Re: TSA No Fly List _ b6 -2,5
Hello|
It appears that there is no more on either of the two lists Selectee 44), so Mr.IIl
I—;_L}hould have no more problems for now. However, if anothe: should be put on the list,
his name would trigger something. Your advice was the best that could be given under the circumstances. [

don't know if FBI put him on the list or not.

| Supervisory Special Agent
- Civil Aviation Security Program

Special Events Management Unit, Room 11795 23 c ilf 3,5
Domestic Terrorism Counterterrorism Planning Section b7D -1
Counterterrorism Division b6 -1,3,5
Federal Bureau of Investieation
(fax)
— menn Original Meccage
To: E—mail)‘-’ <| bfaa.gov
Cc: |(E-mail)"| @state.gov; ' (E-mail)"
<| [post.dot.gov; -mail)" | F@leo.gov
ent. Fniday, July 05, 2002 9:51 AM
Subject: TSA No Fly List E;C 11'22'55

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains the
name: | we have a Mr. | |who is continually
denied access to the automated check-in and is given the third degree every time he flies. The problem is our
] which means that he 2 member o

Iwhich means that he 1s required to travel the world for preparatory meetings related to
the We have advised our(| to book his ticket using his full names which
match those on his passport i.e. | His travel agent has added his Frequent
Flyer details to all his bookings and provides Mr| |DOB, Passport # and Country of Issue so he can
checked out early throu hen he travels to the States. Still he get's hassled. Is there anyway way for -
you folks to verify whether you s still a valid name, add more details or delete it? We're still
looking forward to meeting with you folks to try and come to grips with the TSA List issue.
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grom: M b7C -1
ent: | Hgsnay, Iluly 23,200210:17 A be -1

To:

Cc: | “|acummMiNGs

Subject: No-Fly List

| et al: This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the needs:

b5 -1,2

1

Obviously, CTD will have to address the last three of the four items listed above--although OGC will certainly help wherever we can. However,
we can and should piay an integral role in developing criteria. We can work on criteria in theory but we really need to learn the track record of
experience so far.

Let me know if your understanding is different than what | have described and please fet us know how you are'progressing in finding out the
actual criteria used so far.

p5 1,2
p2 -1 b7C -3
Thanks/
anks/{ p7c -1 b6 -3

be -1
A L. .
él LfNFo WAHON COrpNg

HERE SNONED
N
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L]

cﬂ#’ 48777

. ALL IRFO 0N CONTAINED
HERE! IFIED /
| DAT 1G0T, L-?ﬁs/c
HIC -1,3
From: b6 -1,3
Sent: , July 03, 2002 9:04 AM
To:
Cc: | MBOWMAN; ACUMMINGS; MKING
Subject; "Re: No Fly and Selectee Lists
[ 1as faras | am concerned] |
You heard their counsel say he wants more, such ag b5 -1 .2
b7Cc -1
b6 -1
But, what TSA is entitied to expect is| 1
_Mavbe, atsome ooint| |
_in the end, even thouah we are dealing with lists or groupings of people who are joined toaether by a |
b2 -4
I:l b7C -1 b7E -1
b6 -1
- > |o702/02 07:39PM >>>
Thank you so much for the detailed legal opinion and support on the FBI's role in crafing security direclives] |
p7C -1
Regaras[___| b6 -1
L»IE!MOZ 11:50:21 AM >>> .
| & Spe tatutory citation for the terrorist watch lisq b2 -4

b7E -1




SUSSMAN-174

b2 -4
b7E -1
My next move is to consuit thel kn the DAG's office—about the issue of the legal basis
far No-Fly decisions after | discuss this within OGC. b2 -1
| | - p7C -1
be -1

>>3] |o7/01/02 07:32PM >>>

lJALhan_iuajns it pours I |
|l ask tha OGC,
go into additional legal citations from the USA PATRIOT ACT that might be pertinent, but the Aviation alm'ﬁaﬁs*p'dlrtation
Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in Section 101, (a), §114 (h)
entitled "Management of Security Information®, that the Under Secretary of Transportation for Security 1> -4

shall: b7Cc -1
b7E -1
b6 -1

(1) enter into memoranda of understanding with Federal agencies or other entities to share or
otherwise cross-check as necessary data on individuals identified on Federal agency databases
who may pose a risk to transportation or national security;

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration,
appropriate State and focal law enforcement officials, and airport or airline security officers of the
identity of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a
threat to airline or passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and
procedures requiring air carriers--

(A) to use information from gbvernment agencies to identify individuals on
passenger lists who may be a threat to civil aviation or national security; and

(B) if such an individual is identified, notify appropriate law enforcement agencies,

prevent the individual from boarding an aircraft, or take other appropriate action
with respect to that individual; and

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal

agencies for the purpose of identifying |nd|vudua|s who may pose a threat to aviation safety or
national security.

Personally, | think that this about covers it, and hopefully, the FB! will be consulted on revision
Security Directives to be more clear about wha is to contact whom in what situation. | |

Perhaps they need {0 hear a dehinitive statement from the FBI on these matters. IE? :‘i 5
; ' b7C -1
| hope this helps. b7E -1
b6 -1

SS (fax)
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Civil Aviation Security Program, Room 11795

Domestic Terrorism Counterterrorism Planning Section E?C‘z .
Counterterrorism Division b6 -1
€0.qov

b7C -1

be -1
>>> /27102 5:05:03 PM >>>
SS

| As CDC of thd bivision, | have been asked to obtain some information for the United States Attorney's Offi

ce,
Jconceming the legal authority under which the FAA/TSA promulgate the No Fly and Seiectee lists. Pﬁ%
%e United States Attorney’s Office were recently afforded a briefing regarding the No Fly and Selectee lists by S

Airport Liaison Agent. Following this briefing, SDreceived a request for additional information which has been
forwarded to the CDC for handling.

My understanding is that the U.S. Aftorney's Office would like some assistance in identifying the' specific

statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA and/or TSA to compile

and disseminate the lists. There is no known agenda attached to the request other than further informing the undarstanding of
appropriate personnel regarding the program.

I'have read the "Notes and Guidance” which you prepared on 03/25/2002 and accordingly, | hope that you may be of some |, ,
help in responding to the request from the United States Attorey's Offic ¥ your Unit maintains b6 -1
responsive information, please forward same to my attention. | may be reached a

p7C -1
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b7C -1
From: b6 -1
Sent: Tuesday, July 23, 2002 8:53 AM
To: |
Subject: esteraays 1 SA List meetng

Thank you all for working on this situation and for your patience with my frustration to get to a logical and streamlined
process that is written down, legally defensible and understood by all. | do believe that these discussions will enable us to
provide TSA with the information they seek, and we will all be more clear, too.

Thanks again
b5 -1,2
b7C -1
b6 -1
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be -1,2

From:

Sent: Monday, July 29, 2002 3:32 PM

To:

Cc:

Subject: No Fly List re| bIc -2
bo -2

Occasionally | get calls from passengers who match No Fly names, looking for some guidance and potentially a solution to
be stopped all the time. Aithough there is no way to prevent the initial "stop”, | usually try to make sure that all possible

procedures are being implemented to avoid delay to non-matches and to avoid the FBI or police being called
unnecessarily.

[ don't know if what he says is true, but I'm hoping that you can

determine from him the exact nature of what's happening, and if it sounds iike there is something the airlines or the police
could do better, maybe you can facilitate that.

He understands (1) that there is a list, (2) how he matches the other 3 names, but has no other criteria, and (3) that he
needs to be "cleared”. However, he says that in Jacksonville, it's more difficult and involves the police, whereas in larger
airports, the airlines clear him directly. Furthermore, he said the police in Jacksonville talked about having INS talk to him.

That's when he got upset and said he is a U.S. citizen, etc etc.....He says he's made a several calls to the TSA and local
F8I, and ended up with my name....

He also says he spoke in person with someone at the Jacksonville office, but he couldn't remember their name and he

said the person was "dressed down" so maybe he wasn't an agent. He said the person was very kind, but couldn't assist
him.

He has Fregquent Flyer numbers so | told him to contact the airlines to see if the corporate security managers of those
airlines could find a way to have the Jacksonville personnel clear him without the police. | told him that not all airlines have
implemented systems that can clear passengers who only match one criteria, so | also told him that he can contact the

airport police in advance of his check-in, to alert them to his arrival, to avoid delays. Those are the only two solutions |
could offer him.

Do you know this gentleman? Please see if you can find out what might be happening in the airport, with the airlines and
with the police, i.e., are they delaying him unnecessarily, or is he a close match to the names on the list? Seems to me

that if he is a regular traveler, Jacksonville Airport employees and police should be able to clear him pretty quickly. If you
work something out, please tet me anq__Lknow You will be doing everyone a great service!

Thanks. I:l b7Cc -1,2

be -1,2
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From: |:| _ b7Cc -1,2

Sent: Manday ilhe2Q 2002 351 PM b&e -1,2
To:

Cc:

Subject: MORE No Fly List r

i sent my previous mail, | received an email from[
Attached is that mail and my response.
Thanks for looking into this situation. E;C_ . lé 2

Occasionally | get calls from passengers who match No Fly names, looking for some guidance and potentially a solution to

be stopped all the time. Although there is no way to prevent the initial “stop”, | usually try to make sure that all possible .5~ _»
procedures are being implemented to avoid delay to non-matches and to avoid the FBI or police being called b6 -2
unnecessarily.

I ~
don't know ¥ what he Says 1S frie, but Tm hopmig that yod can

delermine from him the exacl nature of what's nappermng, and if it sounds like there is something the airlines or the police
could do better, maybe you can facilitate that.

He understands (1) that there is a list, (2) how he matches the other 3 names, but has no other criteria, and (3).that he
needs to be "cleared”. However, he says that in Jacksonville, it's more difficult and invoives the police, whereas in larger
" airports, the airlines clear him directly. Furthermore, he said the police in Jacksonville talked about having INS talk to him.
That's when he got upset and said he is a U.S. citizen, efc etc.....He says he's made a several calls to the TSA and local
FBI, and ended up with my name.... .

He also says he spoke in person with someone at the Jacksonville office, but he couldn't remember their name and he -
said the person was "dressed down" so maybe he wasn't an agent. He said the person was very kind, but couldn't assist
him.

He has Frequent Flyer numbers so | told him to contact the airlines to see if the corporate security managers of those
airtines could find a way to have the Jacksonville personnel clear him without the police. 1 told him that not all airlines have
implemented systems that can clear passengers who only match one criteria, so | also told him that he can contact the
airport police in advance of his check-in, to alert them to his arrival, to avoid delays. Those are the only two solutions |
could offer him.

Do you know this gentieman? Please see if you can find out what might be happening in the airport, with the airlines and
with the police, i.e., are they delaying him unnecessarily, or is he a close match to the names on the list? Seems to me

that if he is a regular traveler, Jacksonville Airport employees and police should be able to clear him pretty quickly. If you
work something out, please let me and know. You will be doing everyone a great service!

Thanks.

b7C -1,2
be -1,2

Lastly,




. SUSSMAN-179

From; | I\ CeRTAY” Bleo.gov b7Cc -1,2,6
TJo: | b6 -1,2,56
Cc: | |

] CCNTAINED
Bcc: | SIFIE
Subject: Re: | ]

Date: Mon, 29 Jul 2002 15:46:48 -0400

Thank you for your email to explain | experience at Jacksonville
Airport. Please understand that it 1s not who is on the No Fly

list, but similarly n eople who may pJSE':‘UEﬁgAr to aviation. As you
might imagine, experience is repeated across the country with

the more common names, both in Arabic and English. It's difficult to be_ too
cautious. Procedurally, when people with names similar to names on the list
present themselves at the ticket counter with their identification, airlines

are given the option of determining for themselves that the passenger is not

the person on the Tist. Some airlines either don’t have the capability or bic -2
don't accept the option to make the determination, and therefore they must b6 -2
contact the airport police for a decision. If the police were checkin

databases, it's possible they didn't want to render a decision until tgey

were absolutely sure of who was, or wasn't. unless there is a

real question as to whether is the same as someone on the list,

clearance should not take m ‘minutes.

I just got off the phone with and it sounds like a problem with

the airlines at Jacksonville airport, because advi he

didn't have the same problem at Dulles in D.C. provided with

some guidance for contacting the airlines with whom he has a Frequent Flyer
number, and also for initiating contact himself with the airport police
prior to arrival at the airport, to give them a heads-up.

In the meantime, I knowﬁ spoke with someone today at the
Jacksonville FBI office, but I didn't recognize the name of the person he
spoke with. Therefore, I will be contacting two experienced aviation
security agents in our_Jacksonville office ¥or follow-up at the airport to

see if there is a problem which can be easily rectified.

Sincerely,

| |quervisory special Agent
Tvil Aviation security Program

special Events Management Unit, Room 11795

Domestic Terrorism Counterterrorism Planning Section b2 -1,2
Counterterrorism Division

} . p7C -1,6
Federal Bureau ion b6 1.6 -
(fax) '

----- oriqinal Message -----

From: [C Y . COM

To: | ]

CC:! |

sent: 1ddy, July 29, 2002 2:33 PM

Subject: |

The FAA referred m arding a "No F1¥ List" in which our | bzc -2
has inadvertently been put on. As he was bé -2

C ' in?! he was detained for forty-five (45)
minutes (and almost missed his flight to New Orleans) to be run through

ever¥ comﬁutgr.database that was available by the local authorities. The
local authorities suggested that he call the FBI to have his removed from
Page 1
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Re_| 1
r_xbis_gg;gal?ed "No Fly List". The TSA and FAA were also notified b{ both
office personnel, as well as myself. After numerous calls,

transters, etc., we were directed back to the FBI.
| is a very well-known and respected physician here the
acksonville, FL area (please refer to his wegsite:l ]
Quite often, he is required to travel out of state for seminars, business,
personal and other hospital related issues; and it is imperative that he
not be continually detained by the authorities. After the 9/11 terrorists
attacks, we understand the need for increased security; however, we hope

that will not have to endure the humiliation and delay in travel
that he experienced this morning.

be -2,6

His passport number is: I_—_l His date of birth is: I:I bic -2,6

on Monday, July 29th,|;|wﬂ'l be meetinﬁ with the local FBI here in
Jacksonville, FL. If there 1s any further light you can shed on this
incident, it would be greatly appreciated.

_Sincerely,

Page 2
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From: 1
Sent: Eri Al 002 5:04 PM
To:
Cc: ]
|
Subject: No Fly & Selectee List ID info bC 1.3
b6 -1,3
b2 -4
b7E -1
Thanks.
Example bIC -2
bé -2

and her husband

have been stopped several times, in San Diego (her h

Newark (for three hours), Portl ‘ er daughter was also stopped and queried. Bothi
nd are U.S. citizens. I’eported that she was unabie
0 make a busmess meeling because she missed two thights waiting for the police 10 clear her. She is concemed about

the embarrassment, the delays, the effect on her employment and the potential trauma to her daughter if they continue to

be unduly delayed. | advise

—_—

to contact the three airlines she fiies regularly (Alaska, United, and Continental),

to see if they will be able to assist her by putting some bio infa inta their systems so that when she presents herself at the
ticket counter, she can be exciuded as THE person on the list.

‘IU\I‘ 5\"

{3 COMTAINED
“-‘.Sl;-l % /%
d3-77
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4 1
From: B m— - . b -1
Sent: hurs aE, Qctober 10, 2002 8:07 PM b6 -1

To:
Cc: Aviation-CAS Program; TSA LIST PROCESS; TBUSH
Subject: Re: No-fly List : . ‘
ALL INFORMATION CONTAINED
R SIFY /‘EV/ 2 -4
“ ﬁog , Q.%%Z 799 °7F -
First of all, thanks to Tom Bush - | have him fooled, eh? :-) [T, b3 —
1. Q. We have found out that there are possiblit INo-Fly lists being maintained and utilized at the
airport.

A. There is only one No Fly List - it is capable of being printed and the TSA maintains it, based on info from FBI,
CIA and other intel sources. The current list is #115, and it is about 41 pages long right now.

2. Q. The agencies having lists, as we know of are TSA, FBI and the airlines.

b2 -4
b7E -1

3. Q, These list are not comprehensive and not centralized. * o

A. The lists will never be comprehensive and centralized, as they have different purposes and are maintained by

different agencies. However, one day they will all be checked simultaneously (I will be retired by then!)

3. Q. Some subjects appear are one list but not the others.

A. 1 would imagine that the No Fly List contains some names that are also in VGTOF, but not all No Fly names are

in VGTOF, although they should be. There will never be consistency due to input mechanisms, etc. and purpose

of "lists.”

4, Q. Some of the lists are old and not current. A. Throw old lists away and ask the agencies for new lists. | keap

you up to date as best as | can with the TSA list. VGTOF is as current as the entries.| |
| |

5. Q. Please advise how we can get these people on the No-Fly List ASAP.

b2 -4
b7E -1

6. Q. BU EC, Dated 10/09/02, titledl |is a directive to field offices
confirming that all subjects have been appropriately watchlisted. We have contacted TSA today, 10/10/02 to verify if our -

subjects have been place on the list and again determine that they have not.

{ have to leave for the evening - | hope this helps somewhat. b7C -1
b6 -1
22| 10/02 12:12:44 PM >>> ey b2 -4
ello from bur New SAC, Tom Bush spoke highly of you yesterday. = bTE —1
[ Jwenerein have a problem and are wondering if you could help us out. We have found out that
1
b2 -4

b7E -1



SUSSMAN-183

b2 -4
there are POSSiblItY| |No-F|y lists being maintained and utilized at the airport. The agencies having lists, b7E -1
as we know of are , FBl and the airlines. These list are not comprehensive and not centralized. Some subjects

appear are one list but not the others. Some of the lists are old and not current. We are really confused.

i

_Is7 of our office has been in contact with| [TSA at SIOC and] FBIHQ b2 -4
attempting to place these Subjects on the NO-Fly lists, agan with no success. | ﬁas most b7E -1
helpful but we have not yet been able to get the subjects placed on the lists. BU EC, Dated 10F , titled '

|is:a directive to field offices confirming that all subjects have been
appropriately watchlisted. We have contacted TSA today, 10/10/02 to verify if our subjects have been place on the list and
again determine that they have not. Please advise how we can get these people on the No-Fly List ASAP.

Thanks L

b2 -4
b7C -1,3,5
b7E -1
b6 -1,3,5

.
Aq.
N Rt
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| | Nl p7Cc -1,3 ,
b6 -1,3 bl

From: . b2 -4

Sent: December 12, 2002 1:21 PM b7c -2,3

To: b7E -1

Cc: - APISTERZI; Aviation-CAS Program; TERRORIST WATCH LIST Unit; TSA LISTP® -2, 3
SS

Subject: Re: No Fly List |ssue

Please talk tof [to see if TSA will regﬁre the submitting agencies to puf ]
lr“ .
o
—J (o) b3 -2
I'm sure an expeditious response will be most appreciated by all concerned. Thanks b6 -3
b7C -3
ssAq [fax)
Civil Aviation Security Program, Room 11795 b2 —1.2
Domestic Terrorism Counterterrorism Planning Section b7C -1
Counterterrorism Division b6 -1
: b2 -4
b7E -1

>>> ALBERT J PISTERZI 12/10/02 12:08:13 PM >>>

SAC Knowlton would like a resolution to a recurring problem we've encountered in LV regarding a No-Fly List (NFL) issue.

ed several umes over he past few months and nhas not been rectified.
Sy _ o b3 -2
Your attention in this matter is very much appreciated. b6 —2

- b7C -2
| b2 /
b ﬁf.xs:% 2. G20 7, /I/L#G/ =

REASON: 1.5 (
. DECLASEIFY QN 3¢ &

o

CAHLE 63-/777

ALL TP URILLION CONY R IHED
HEREIZ 28 UdoLASSIFIED EXCEFT
WHERE SHOWY OTHLRWISE,
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. b6 -1

Sent: TAugust 05, 2002 7:25 PM
|

To: [
Cc:

. b2 -4
Subject: No Fly Name & Frozen Money BTE -1

I don't know anything about the freeze on his assets, but I've cc'd :lnanC|al Review Group, in the event he

can provide additional info. b7c -1
b6 -1
This is the best info | have at the present time
SSA |(fax)
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section . : bz -4
. N b2 -1,2 b7Cc -2,4

Counterterrorism Division be -1

leo.gov . b7E ~1

b7C -1 b6 -2,4

>>3 |8/2/02 8:31:04 PM >>>
Hi

4

¢ to start on this issue and | thought you might have some advice. We received a call from a
who is a Sergeant First Class in the US Army stationed a i
| !and who was wondering if we could do anything to help his situation. He was very polite on the
is stopped and queried by LE on a very regular basis when he tries to fly commercially.
Apparently the exception to this is Northwest Airlines with whom he has had an account for several years. He understands

why, if you will, but wanted to know if there was anﬁhlgrmmummﬁmmmﬂmxmuuMunw
when making reservations, etc. He also recently had
that if he tries t:l{ i(

mpted to send money to his wife in Memphis, Tenn. His mother resides in the UK and fears
0 his mother, something similar will happen.

~

Having told you this ou heard any methods for trying to preempt special attention at ifically
and othel ik | checked the most recent No-Fly and Selectee lists and found 3 on the
NF and 1 n the Selectee. Are other offices reporting similar issues?

Just wondering if you had any advice...

Iﬁanx

R

U s,

iy

iy \/(J‘ }\il\ku

; &Qma &67/!/[-‘/4"’ /USS
5-/779
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From:

Sent: Wednesday, September 18, 2002 4:41 PM

To: b7Cc -1,3
Ce: b6 -1,3
Subject: No Fly List Procedures

b2 -4
To your knowledge, have the TSA and the FBI agreed to a change in response protocols for potential matches onthe No - _;

Fly List, i.e. | | I'm sure that if there had been such a
major change in procedure, you would have let me know. I've seen no Security Directive to that effect and | can't imagine
it. Anyway, | ask because | think SIOC may have inadvertantly misadvised ane field office to that effect, and that office has
asked for clarification. As far as | know, and please correct me if 'm wrong, the process, in a nutshell, is still as follows:

FBI agents get contacted by the local police or air carrier to resolve potential list matches. | |

Is that sti dure? Thanks.
s that still the procedure anks D b2 -4

Ssplrr—r'rp—rrl(fax) bz 2 e
Civit Aviation Security Program, Room 11795

: . : : . b7C -1
Domestic Terrorism Counterterrarism Planning Section . o _;
Counterterrorism Division

pleo,gov

ALL THFORIATION CONTAINED

BT ‘“‘%’5?2&2,1/4?/45 J5
CaH 631777
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b7C -1,3

From: |:_| b6 -1,3

Sent: uesday, July 23 2002 1.03 PM

1(;2 ALL INFORMATION CONTAINED

Subject: Re: No-Fly List - gi*;fl Oy &ﬁggl\fw /6’ (zs
| I 03-/77

| agree with your assessment of the needs, the rationale, the assistance OGC can provide, and hearing fro

(as to his perceptions and even to verify or confirm some of what we discussed yesterday - if he provides info that is at
odds with my understanding of TSA's position or handling of things, please let me know.)

Thanks again.
1 b7C -1
b -1
>>3 ~|7/23/02 10:51:02 AM >>>

| would also add that OGC can help in the first category, establishing criteria, inasmuch as we can, ped lsuggestion

b5 -1,2
b7C -1

| be -1
_>>] |07/23/02 10:16AM >>>

| I et al: This is to confirm our understanding in OGC of yesterday’s meeting. We all recognize the needs:

: b7C -1
l | b6 -1

L |
| . 5 -1,2
Obviously, CTD will have to address the last three of the four items listed above--although OGC will certainly help
wherever we can. However, we can and should play an integral role in developing criteria. We can work on criteria in
theory but we really need to learn the track record of experience so far. bS -1,2
. . . , b7C -3
To that end, vou agreed t sylt wit Cbs -3
the actual

Let me know if your understanding is different than what | have described and please let us know how you are progressing
. - _in finding out the actual criteria used so far.



From: — bIC -1
Sent: ednes June 19, 2002 7:15 PM b6 -1

To: ' |
Cc:
Subject: Re: USA PATRIOT Act Sec. 1009?

boy, this is getting a bit complicated. Of course, 1 should have known that someone in the FBI was following the implementat,s -1, 2
requirements of various parts of all this legislation, and usually I will end up with aviation-related things like this, but not this time. b7C -1
So, not only is Congress wanting an update, but now DOJ is tracking it too. Just gets worse, doesn't it? b6 -1

In response to your question, yes, I've developed a significant role in the watch list procedures and am privy, along with others, to
various info sharing efforts regarding comparing passenger data and names of known/suspected terrorists, but that grew independently

of any legislat i ne picked it up "officially”. however, that
hopefully will
| Does anyone disagree with that assessment, based on my description of procedures as they are and
how they are envisioned? b5
b7C
Thanks.[ ]
>> | 6/19/02 9:55:49 AM >>>

e USA Patriot Act. IRD designated then-DAD Frank Sauer as the POC/ticket-holder for Section 1009. DOJ (OLP

is now calling for an update on implementation status (report was dues to Congress months ago). Now that Fra

you may recall that back in November the FBI made a report to the AG on implementation responsibilities for various parts of
; ;S move;
om , can you advise who has this ticket?

| |, Section 1009 requires the FBI to study and report to Congress on the feasibility of providing to the airlines "via
computer" the names of passengers who are suspected of terrorist activities by federal law enforcement officials.. So I've also
addressed this to you on the chance that in pursuit of your other info-sharing efforts you might have picked this up??7? b7C -1,3
: b6 ~-1,3

Re: Overdue
Patriot Act requir...

SUSSMAN-200
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b6 -1
From: -
Sent: ursday, June 20, 2002 9:42 AM
To:
Cc:
Subject: " Re: RE:; USA PATRIOT Act Sec. 1009?

b7C -1
D yes, | think so re coordinating and witDas POC. b6 -1

as | originally stated, | think my draft letter is accurate, but should be coordinated/reviewed by others, which looks
JIS and I

| } If you want to meet on the response | drafted and/or for us to gain a common understanding of the legislative intent
elc, Just let me know. Obviously, | could be off base because | responded only based on my own observations of the
current situation and what | know or think | know to be happening in other Bureau entities.

Thanks to au|:|

>> 6/20/02 9:24:14 AM >>>

Thanks From the threads on this message, sounds like CJIS and will want to get together on
this.

>> p6120/02 09:14AM >>>

just talked t(i;l and we agree that he is best suiteﬁke over this responsibility for now. if duties evolve into

something elSe, Then we may have to reassign later. for now is the man. ex N

— b -1

) b2 -1
—--Original Message—---
Sent. 1 :
To J
cc= —————————
—

1
Subject: USA PATRIOT Act Sec. 1009?

I:l, you may recall that back in November the FBI made a report to the AG on
implementation responsibilities for various parts of the USA Patriot Act. IRD
designated Jﬁﬂnﬂ&&ﬁﬁﬂkﬁiﬁﬂ&l the POCiticket-holder for Section 1009.
DOJ (OLP" is now calling for an update on
implementation status (report was dues to Congress months ago). Now that b7C -1,3
Frank's moved from IRD, can you advise who has this ticket? b6 -1,3

[ ] Section 1009 requires the FBI to study and report to
Congress on the feasibility of providing to the airlines "via computer" the
names of passengers who are suspected of terrorist activities by federal law </«-

enforcement officials.. So I've also addressed this to you on the chance that
in pursuit of your other info-sharing efforts you might have picked this up???

ALL EOBsA n‘W CG\‘T/WFD

R P 7,1// ,4—6/15
" -/77
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b7c -1 S b2 -4

b6 -1 b7C -3
- b7E -1
b6 -3

;rec:‘r:: Monday, July 22 1.48 PM &'/777
Ser I_L_v_._mu_l ALL INFORMATION CONTAINED

Subject: Info for TSA Legal Request gi?émfiz 5 /' i

|:|seems to believe that he is entitled to an immediate response to his issues, when the FBI has been waiting since Nov 2001
for resolution to our issues asking them for| ito the watch lists and to cooperate on crafting the Security
Directives. They ignored #Ianuarﬂeﬂer, and have yet to act, based on discussions held at a meeting in early June to go
over these issues again. Therefore, | don't know that we should be in any rush for him, but you have to keep letting him think you're
working on "it' - same tactic they use with us.

I:lis going to write the FBI a letter about what TSA wants to know from us about detaining passengers, etc. These are the points that
I think need to be iterated, among any others we might add about how a person gets on the list in the first place.

b2 -4
b7E -1

1. What does the FB! want the TSA to "do” re a "No Fly" List?

A

2 -4

b5 -1,2

b7E -1
L |

2. What is the legal justification for what the FB! wants the TSA to do?

A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC) and for preventing passengers
from boarding until and if identified as a "match” may be found in the Aviation and Transportation Security Act (ATSA) of 2001, passed
on November 19, 2001, mandates in Section 101, (a), §114 (h) entitted "Management of Securnity Information”, that 4= LInder
Secretary of Transpor=tion for Security shall:

{1) enter into memoranda of understanding with Federal agencies or other entities to share or otherwise cross-chieck as
necessary data on individuals identified on Federal agency databases who may pose a risk to transportation or national
security,

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, appropriate State and local law

enforcement officials, and airport or airline security officers of the identity of individuals known to pose, or suspected of
posing, a risk of air piracy or terrorism or a threat to airline or passenger safety;

SUSSMAN-203



(3) in consulttation with other appropriate Federal agencies and air carriers, establish policies and procedures requiring air
carriers—

(A) to use information from government agencies to identify individuais on passenger lists who may be a threat to
civil aviation or national security; and

(B) if such an individual is identified, notify appropriate law enforcement agencies, prevent the individual from
boarding an aircraft, or take other appropriate action with respect to that individual; and

{4) consider requiring passenger air carriers to share passenger lists with appropriate Federal agencies for the purpose of
identifying individuals who may pose a threat to aviation safety or national security.

cl

That's as far my legal brain will carry me, which may still not be far enough to properly address the issues. Thanks.

SSAr Ifax)
Civil Aviation Security Program, Room 11795

Domestic Terrorism Counterterrorism Planning Section Eé to2.d
Counterterrorism Division b7Cc -1
leo.gov }
b7E -1
bo -1

SUSSMAN-204




b2 -4

~ b7C -1 A e b7C -3
b6 -1 }!tu_ ‘H‘”’OR"IR”O"/ l,,:DNY e p7D -1 )
) DAIE f ‘Y.{ b6 -3
C
From: :l b7D -1
Sent: Wednesday, July 31, 2002 9:14 PM
To:
Cc: , ACLIMMIN
Subject: Re;| S/ oy
/ 7¢ -1,5
b7D -1
| talked at great length with| Jonite. She is with Customs as you said. | b7E -1
| b6 -1,5

| They are the same issues we face

wilh our own agents, so solve those and we don'l need a meeting. | think we need to talk in-house again, once you get
those criteria about who ends up on the list. We need to try and draw a line about the minimum info needed on someone
before they go on a list.

1

>>> | |07:30/02 09:55AM >>> E% C_L_l 1 3
All - Re previous mail, the day was incorrectly listed as Tuesday, and because the flight time from Dulles 5, _ '
doesn'tarrivd”___ |intil 9:56 amlﬁkcheduled the meeting from 11am - 1pm. I've made the b7E -1

change in the original mail below. In addition, there will be no discussion| |as the Ncoe -1.3
Fly List issues will undoubtedly take up the whole 2 hours. '

T will be attending, as will for TSA. 1
strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU).
FY] - The and TSA consider| [TSA No Fly List matters (I'm still 4
| [The list is known as the "FBI Watchlist" in al, 7z -1
circles and the TSA 1s refernng all complaints from citizens to the FBI, | | Now, I don't
mind that as [ believe I am able to explain to them how it works and some of their options for contacting the
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they caE?/D—‘l .
, b7E -1

Thank you. _ :

1 b2 -4

SUSSMAN-205 PTE ~1



b7C -1,3,5

b7D -1
Thank you. b6 -1,3,5 i
b7C -1,3,5
b7D -1
From:| btate.gov> bTE -1
TOIl < |(E4naﬂY"| b6 -1,3,5
Cef J(E-mail)” <[ K[ T ¥
Subject: RE: TSA No Fly List

Date: Thu, 18 Jul 2002 13:51:03 -0400

----- Original Message-----

b2 -2
b7¢c -1,2,3,5

From (FBI) [mat lto| @leo.gov ] b7D -1

:.ul Uo. lUUZZ:Jl PM bé _1121315
|_ |(E~mail);

C01 FE-mail)j KE-mail)
Subject: Re: No Fly List

4.

- .

| L sorry, [ was looking on the wrong lists - it looks like there is 4:'on the most current Selectee
15t 4

2 SUSSMAN-206
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b7C -1,3,5
From:| |FBD" 4 lateo.cov> b6 -1,3,5
To:[ (E-mail)"
(@faa.gov>
(E-mail)" I@‘state.gov>;

(E-mail)| post.dot.gov

, Sent.: Friday, July 05, 2002 5:50 PM b7C -2,5
Subject: Re: TSA No Fly List . b6 -2,5
Hello,

It appears that there is no more I:lon either of the two lists (No Fly 73 or Selectee 44), so Mr.|:|
ﬂshould have no more problems for now. However, if anothérl__y__lshould be put on the list,
his name would trigger something. Your advice was the best that could be given under the circumstances. 1
don't know if FBI put him on the list or not.

| |Supervisory Special Agent

Civil Aviation Security Program E‘?/ - . 1
Special Events Management Unit, Room 11795 b6 -1
_ Domestic Terrorism Counterterrorism Planning Section

Counterterrorism Division
Federal Bureau of Investigation

| Kfax)
p7c -1,3,5

----- Original Message ----- b7D -1

From: |@tc.gc.ca b6 —d, 3,5

To: |(E-mail)" { lafaa.gov

Ce: |(E-mai)" { wstate.gov;| | (E-mail)"

ost.dot.gov; | "~ KE-mail)" | @leo.gov

o"_TFT_Een ~Friday, July 05, 2002 9:51 AM prsTe
Subject: TSA No Fly List '

b6 -2,5

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains the
name: | | e have a Mr] who is continually
denied access to the automated check-in and is given the third degree every time he flies. The problem is aur
Mr) [ thich means that he a member of

| |[which means that he is required to travel the world for preparatory meetings related to
the] | We have advised ouxi o book his ticket using his full names which
match those on his passporti.e| |His travel agent has added his Frequent
Flyer details to all his bookings and provides DOB, Passport # and Country of Issue so he can
checked out early thmu.g_hl kbien he travl:llsth_e'I:. Still he get's hassled. Is there anyway way for
you folks to verify v ether 1014 |is still a valid name, add more details or delete it? We're still
looking forward to meciing with you folks to try and come to grips with the TSA List issue.




b7c -1,3
b6 -1,3 ME MO

4 O COMTAINED
HERE I g0} ASSH

| DATE A g'yﬁz QR & 74 54

From: | C__1  sussman-208 O 63-/777 /

Sent: Tu ly 30, 2002 9:56 AM
To: I |AQ.LAML1INGS b7D -1
Cc: r

Subject: UPDATE/FOLLOWUP] |

All - Re previous mailr the day was incorrectlf listed as Tuesday, and because the flight time frc b2 -1

doesn't arrive until 9:56 am| cheduled the meeting from 11am - lpm. I'v i;g :313’
change in the original mail below. In addition, there will be no discussion| | oE -3
Fly List issues will undoubtedly take up the whole 2 hours.

I will be attending, as will] fo
strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU).

FYL-Thd  hnd TSA consider TSA No Fly List matters @m still 2%,
The list is known as the "FBI Watchlist" in all

circles and the TSA 1s referring all complaimfs from cifizens {0 the FBI | ~ | Now, I don't

mind that as I believe I am able to explain to them how it works and some of their options for contacting the

airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when the)i;g :%' 3

b6 -1,3
Thank you.[__]
b2 -4
b7D -1
b7E -1

b2 -4
ank you.
Th y b7E ~1

From] 1 [state.gov>

To] [(FB < | (E-mail)™ | | ] p7c -1.3,5

Subject: RE: TSA No Fly List
Date: Thu, 18 Jul 2002 13:51:03 -0400

b2 -4
b7D -1
b7E -1
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b2 -4
b7¢ -1,3,5
----- Original M.essage--~-- oo

b7E -1
 From: |(FBD [mail] Jaleogo]  BIS L3S b6 -L,3,5
Sent: July 06, 2002 2:51 PM SO
To! (E—mall),l | o

Ce !(E-mail)| ~ KE-mail) -
Subject: Re: No Fly List

sorry, I was looking on the wrong lists - it looks like there is aEm the most current Selectee

List 44, b7Cc ~1,2,5
b7D -1
b6 -1,2,5
----- Original Message ----- ,
From| |(FBI)" leo.gov>
To:| I(E-mail)"
' [@faa.gov> b7C -1,3,5
Cc: |(E-mail)" i:@iaﬁ%_gg\? b7D -1
(E-mail)" | [@ost.dot.gov> b6 -1,3,5
Sent: Friday, July 05,2002 5:50 PM
Subject: Re: TSA No Fly List i;c 2 %5
Hello
It appears that there is no more on either of the two lists (No_Fly 73 or Selectee 44), so Mr|:|
L—:Fhould have no more problems for now. However, if another hould be put on the list,
is name would trigger something. Your advice was the best that could be given under the circumstances. 1

don't know if FBI put him on the list or not.
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| | Supervisory Special Agent
Civil Aviation Security Program 23 C"f |
Special Events Management Unit, Room 11795

b6 -1

Domestic Terrorism Counterterrorism Planning Section

Counterterrorism Division

Federal Bureau of Investigation -
| |(fax) b7C -1,3,5

b7D -1

----- Original Message ----- ' 26 -1,3,5
From] |

To: [(E-mail)| (@faa.gov

Cc: |(E-mail)"| [astate.gov; | (E-mail)"

(@ost.dot.gov; | [(E-mail)" { leo.gov
ent: Fnday, July 05, 2002 9:51 AM
Subject: TSA No Fly List E;C 1155

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains the
namc:l |we have a Mr.| |who is continually
denied access o the automated check-in and is given the third degree every time he flies. The problem is our
which means that he a member o

[which means that he is required to travel the world for preparatory meetings related to
the] | We have advised our ko book his ticket using his full names which
match those on his passport i.e| | His travel agent has added his Frequent
Flyer details to all his bookings and provides Mr| OB, Passport # and Country of Issue so he can -
checked out early throu hen he travels to the Still he get's hassled. Is there anyway way for
you folks to verify whether yo is still a valid name, add more details or delete it? We're still
looking forward to meeting with you folks to try and come to grips with the TSA List issue.

[ ]

b7C -5
p7D -1
b6 -5
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b7D -1
b6 -1,5

Fro:r\.{ | g

To: " (FBD)™ @leo.gov> ;

Subject: RE: TSA No Fly List 'b2 4

Date: Tue, 18 Jun 2002 20:46:23 -0400 b7E -1

Hi b6 -3
b7C -3

L
I
|_2_J

3

4

[ ] " 02
b6 -1,5

b7¢ -1,5

From: I !FBI\Z'] @lco.gov> b7D -1

To:

References:

Subject: Re: TSA No Fly List

Date: Tue, 18 Jun 2002 21:31:57 -0400
b2 -4
b7E -1
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b2 -4
b7E -1
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3.
b2 -2

From: b6 -1,3,5

To: L7C -1,3,5

Ce: b7D -1

Subject: TSA No Fly List

Date: Tue, 18 Jun 2002 12:18:29 -0400
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b2 -4
b6 -5
b7C -5
b7D -1
b7E -1
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b7C -1, 3
i b7D -1
. = b6 -1
4 - b2 -4
From: 1 b6 -1,3
Sent: Wednesday, September 18, 2002 3:24 PM b7c -1,3
To: ] b7D -1
Ce: L| b7E -1
[ |
Subject: No Fly Listissues
lrElabsence an not being available at the time, i1 nded t oday re the below
questio

| adviseDthat this was not an FBI list, but a list to which the FBI, as well as other domestic and foreign law

enforcementiintel services contribute and which the TSA compiles and disseminates to the air carriers, airports and the
FBLI

|
jwant to think of it, Congress authorized the U.S. to require any air carier]| |
tor example) that flies to the U.S. to comply with measures to protect U.S. interests. To wit, the Aviation and b2 -4

Transportation Security Act authorizes the TSA to "...to use information from government agencies to identify b7E -1
individuals on passenger lists who may be a threat to civil aviation or national security; and, if such an

individual is identified, notify appropriate law enforcement agencies, prevent the individual from boarding an

aircraft, or take other appropriate action with respect to that individual;..."

b2 -4
b7E -1
Re handling similarly-named passengers at the airport, | told him that if a possible match approaches the ticket counter,
e would honauile be able (o Siminale that nereon a4 IDENT [ I
b2 -4
b7E -1

b2 -4
[ ] b7e 1

gSAIA N . kfaxz 170 ALY TKFOgHAT 0N CONTAINED
ivil Aviation Security Program, Room HERE @S, UZCLASSIFIED,
Domestic Terrorism Counterterrorism Planning Section DaT Z ,__"f}v_mé_a_:’w/Lé//G’ (VAS

errorism Division b2 -1,2
leo.gov b7¢C -1
b6 -1
>>>] |9/18/02 10:10:22 AM >>>

L |will coordinate with CTD an (FAA) in an effort to answer your
question.

.3-/777

b7C -1,3
b6 -1,3
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{Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/23/2002

To: Criminal Investigative Attn: VCMOS
SC Gerald L. Buten
MT/TCU
uc |
SSA

b7C -1
Counter Terrorism Attn: DT/CPS p6 -1
SC Tom Carey
SEMU
ssh|
ITOS-I/II
SC Andrew Arena
SC Charles Frahm

From: Office of the General Counsel
Investigative Law Unit
Contact: David C. Larson, ext

Approved By: Steele Charles M

b2 =1, 3 4y rernm
| b7C -1 hli "(l;.x R
Drafted By: | | bo -1 aare,
Case ID #:f | (Pending)

Title: CRIMES INVOLVING CIVIL AVIATION;
FBI INVESTIGATIVE JURISDICTION

Synopsis: To provide a legal opinion from the Office of the
General Counsel (OGC) concerning the jurisdictional relationship
between the FBI and the Transportation Security Administration.

Adminigtrative: This document is a privileged FBI attorney
communication and may not be disseminated outside the FBI without
OGC approval. Also, to read the footnotes in this document, it bs

may be required to downlocad and print the document in
WordPerfect.

-1,2

Details:
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To: Criminal Investigative From: Office of the General Counsel
Re: 08/23/2002

(1) Carrying out the provisions in Chapter 449 of Title
49 of the U.S. Code, relating to civil aviation security, and
related research and development activities;

(2) Airport screening operations; and

(3) Receiving, assessing, and distributing intelligence
information related to transportation security.

Chapter 449 of Title 49, entitled "Security," addresses
all aspects of aviation security, including: screening passengers
and cargo; receiving and evaluating threats to aviation; research
and development of modern security systems and facilities; and
regulation of security of foreign carriers and foreign airports
that serve passengers bound for the U.S.

In addition, ATSA grants the Under Secretary permissive
(as opposed to mandatory) authority to designate federal law
enforcement officers (LEOs) and empowers these LEOs to exercise
standard law enforcement powers when engaged in "official duties
of the Administration as required to fulfill the responsibilities
under [ATSA]." These powers include authority to carry firearms,
make arrests without warrant for any federal offense committed in
their presence or for which they have probable cause, and seek
and execute federal warrants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide
guidelines by which to exercise these law enforcement powers in
consultation with the Attorney General. The proposed guidelines
have been submitted to the Department of Justice for review.

Finally, ATSA continues the Federal Air Marshal (FAM)
program (formerly part of the Federal Aviation Administration) by
authorizing the TSA to deploy FAMs aboard aircraft for what are
clearly reactive law enforcement functions.

FBI Statutory Authority

The FBI's general enabling statute, 28 U.S.C. § 533,
grants the agency the authority to investigate any violation of
the criminal laws of the United States. As noted previously, 28
U.S.C. § 538 specifically empowers the FBI to investigate the
primary crimes-aboard-aircraft violations in Title 49, which are
set forth in Chapter 465, entitled: “Special Aircraft
Jurisdiction of the United States.” These include Section 46502,
Aircraft piracy; Section 46504, Interference with flight crew
members and attendants; Section 46505, Carrying a weapon or
explosive on an aircraft; Section 46505 which lists a variety of
common law crimes (e.g., murder, robbery) committed within the

b2 -3



To: Crimipnal Investigative From: Office of the General Counsel
Re: 08/23/2002

b2 -3

for the TSA to serve as a "liaison" to law enforcement
communities (Section 101(f) (5)); the use of information from
other agencies to identify passengers who may be a threat to
civil aviation and the requirement to notify appropriate law
enforcement agencies upon identifying such an individual (Section
101(h) (3)); and the mandate to enter into memoranda of
understanding with other agencies for information-sharing
purposes (Section 101 (h) (1)).

7 b5 -1,2

SUSSMAN-217




Q,\“\«"I‘Q " From the Desk Of Date: 04/09/03

p7C -1
\ b b6 -1
‘ Supervisory Special Agent
TO: I. Litjgation E M 7@?7
FROM: ——
SUBJECT: ACLU - No Fly/Selectee List Request he -1
ENCLOSURES: Copies of SSA k)ocumentation re Above
b7C -1
b6 -1

As promised, enclosed are photocopies of all records both myself and SSA
had (filed) in our desks re the above. SSA[___|retired on 1/03 and as you can see, kept
many notes on this topic.

- If you need anything else, please don’t hesitate to email or call.

Please note that this information is law enforcement sensitive.

ALL INFORMATION CONTAINED

A b2 -1
HEREYN 1S _UNCLASSIFIED -
DA N O3 BrlC. L0 & ) NLS[,% /CAL s

CAl 03- (N

e e e e

Civil Aviation Security Program
Special Events Management Unit, Room 11795

Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division, FBI Headquarters, Washington, DC 20535
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Page 1]

From: SI0oC

To: TMU, TRANSPORT, Watch

Date: Tue, Apr 22, 2003 9:18 PM

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret ""no-fly"
list

ACLU seeks government data regarding secret “no-fly"” list

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a
secret "no-fly" list.

The women were among 339 travelers briefly detained and questioned at San Francisco International
Airport during the past two years after their names were found in the database, the ACLU said, citing
government documents. Those travelers ultimately were allowed to continue on their journeys.
“"Thousands of passengers are likely being subjected to the same sort of treatment at airports across the
country," said Jayashri Srikantiah, an ACLU attorney.

The database was created after the Sept. 11 terrorist attacks as a way to prevent potential terrorists from
boarding planes. The Transportation Security Administration gets names from law enforcement officials
and gives the lists to airlines to screen passengers.

The ACLU is asking a federal judge to demand that the TSA, FBl or the Justice Department disclose who
is on the list, how they got on it and how they can get off it.

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They
were stopped in August while checking in for a flight to Baston.

It was very distressing,” Gordon said. The two invoked the Freedom of information Act to demand that
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no
files on the two existed, the ACLU said.

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those

on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added
that the agency does ““not confirm the presence of a particular name of an individual on a list.”

troem e
DAL_____BY.E.M&_V) NLs ARG /cp C
uuo3)00q
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Fie: N0 Fly LISTETOCeaures e e i S 2R LA
b7C -1
b6 -1
From:
To:
Date: 9/25/02 10:29:53 AM
Subject: Re: No Fly List Procedures
1 am not aware of any change in procedures. | knoDurrentIy is working with TSA to establish
protocols regarding FB! additions/deletions to TSA's No Fly and Selectee Lists. As far as TSA responding
to airports regarding potential matches...that's a new one to me. b7C -1
b6 -1
>>>] 109/18 3:40 PM >>>
To your knowledge, have the TSA and the FBI agreed to a change in response protocols for potential
matches on the No Fly List, i.e.| | I'm
sure that if there had been such a major change in procedure, you would have let me know. I've seen no
Security Directive to that effect and | can't imagine it. Anyway, | ask because I think SIOC may have
inadvertantly misadvised one field office to that effect, and that office has asked for clarification. As far as
| know, and please correct me if I'm wrong, the process, in a nutshell, is still as follows: Eg -4 .
_—

_FBI agents get cantacted by the local police or air carrier to resolve potential list matches.|

Is that still the pracedure? Thanks.

ssA ~irax)

Civil Aviation Security Program, Room 11795

Domestic Terrorism Counterterrorism Planning Section b7C - L
errorism Division b2 -1,2
leo.gov b6 -1
CC:

ALL INFORMATION CONTAINED

SRS | oaun Nslie/ e
Csk 03- N9
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b7Cc -1
b6 -1
From:
To: SI0C-CS
Date: 9/27/02 2:48:41 PM
Subject: TSA No Fly/Selectee List

Just a heads up to avoid unnecessary calls for air carriers who want us to check TSA's No Fly/Selectee
Lists. The individuals here in the Watch List have been told to respond to FBI requests to check TSA's
lists, but we have advised them not to provide information from TSA's lists to air carriers since the lists are

not the FBI's lists. | vrd.l.be.dnsmmsm_thlsmn in the near future, but for now air carriers L
shouid be directed to Thanks bz -1

b7Cc -1
be -1
CcC:
b7C -1
:/ﬂe:.
. ?»ﬂ., :\Q"é
LA S
%.{/ b J’ -
14””"—’1

4 e
y?

ALL INFORMATION CONTAINED

HERE
w888 R Lok N s (A G/CoL_
CARO3-(9ng
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b7Cc -1
From: bé -1
To:
Date: 7/18/02 8:06:11 AM

Subject: Re: TSA Legal Request re No Fly List

|:| b7C -1,3

. b6 -1,3
| got your voicemail this a.m., and I'm sorry you have to deal withl__—l | can definitely see that he can be

that way, but | think if you hang in there a little longer with him, and try to overlook it when he acts that
way, you'll win in the end.

You said on your message that you wanted to add to this, so I'll wait until you finish it. This is a great start.

Thanks again for all your hard work in dealing with all this. Nobody said this was going to be fun!! Hang in
there.

b2 -4
b7C -1,3
b7E -1
b6 -1,3
>>=L |07/1 7/02.08: >>>
OK, guys - I'm going to vent first. SA, is obnoxigus and ! think it's unwise for me to ever deal

with him again. He seems to believe that he is entitled to an immediate requnsn-m-b&mm-wbm-thhl'
FBI has been waiting since Nov 2001 for resolution to our issues asking the
and to cooperate on crafting the Security Directives. They ignored] Panuary
letter, and have yet to act, based on discussions held at a meeting in early June to go over these issues
again. Therefore, | don't know that we should be in any rush for him, but you have to keep letting him

think you're working on "it” - same tactic they use with us.

Now to the issue at hand jsays that you said as working on "something"”. b7C -1.3
ays you told him you sent something for legal review because you weren't a lawyer. b6 -1, 5
cesn't think he’s working on anything, and Uil be he doesn't know wha is referring to.
sent you the ATSA section and | thought you were gaing to discuss or reSponEin some way.

it appears that, because we don't yet appear to want to take control of a Threat to Aviation (aka No Fly)

List itself (although that is my recommendation), we must ask the TSA to keep the list and gontrol the

initial processlbis demanding a letter from the FBI answering these questions, thereby L7C -3
indemnifying the TSA and doing their legal work for them. If we do this letter, it will clarify the issues forall bé -3
concerned, including the FBL. Therefore, | will write the main body of the letter and you can approve it

1. What does the FBI want the TSA to “do" relative to No Fly Lists and detaining passengers?

A.

b2 -4
B'L b7E -1
I ] b5 -1
cl

Dl

ALL INFORMATION CONTAINED

AT 5”“"“33‘5?;@& NN LS/ AYA / CA L.
CRT 03-1179 ~ SUSSMAN-224
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_ Page2.

F b2 -4
b5 -1
a| b6 -1

b7C -1
b7E -1

A. The legal burden requiring air carriers to identify passengers who may be a threat to aviation and for
preventing them from boarding is on the TSA. The Aviation and Transportation Security Act (ATSA) of
2001, passed on November 19, 2001, mandates in Section 101, (a), §114 (h) entitied "Management of
Security Information", that the Under Secretary of Transportation far Security shall:

(1) enter into memoranda of understanding with Federal agencies or other entities to share or
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may
pose a risk to transportation or national security; '

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration,
appropriate State and local law enforcement officials, and airport or airline security officers of the identity
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline or
passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals
on passenger lists who may be a threat to civil aviation or national security, and

(B} if such an individual is identified, notify appropriate law enforcement
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to
that individual; and

{4) consider requiring passenger air carriers to share passenger lists with appropriate Federal

agercies for the ourpose of identifying individuals who may pose a threat to aviation safety or national
Serurity.

"

b2 -4
b7E -1
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|Re: TSA Legal RequestreNo FlyList =~~~ B7C ~1

Page 3.
m“".—‘\'b 6 —- l e e e I N R IR ST L e e i o ‘__.g.. o d
b2 -4
b7E -1
The ATSA requires passenger information to be compared against databases {which are based on
criminal evidence and intelligence) and identical passengers prevented from boarding planes. The FBI
provides the intelligence on which TSA can fulfill this mandate. TSA must ultimately determine if the
person is or is not the same, and if so or they are uncertain, they should call the FBI.
b2 -4
b7E -1
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. !nfo for TSA Le&a‘ RequeSt = e e T R A I e e e g P.a._g.e.-I—J
b7c -1
b6 -1 )
From: I I
To: I j
Date: 7/22/02 1:47:40 PM
Subject: info for TSA Legal Request

I:seems to believe that he is entitied to an immediate responseMistsmﬂbﬂnJEeMl b2 -4
been waiting since Nov 2001 for resolution to our issues asking them for b7Cc -1,3
nd to cooperate on crafting the Security Directives. They ignored__________]January letter, ©7E -1
and have yet to act, based on discussions held at a meeting in early June ta go over these issues again. b6 - 1,3

Therefore, | don't know that we should be in any rush for him, but you have to keep letting him think you're
working on "it" - same tactic they use with us.

s going to write the FBI a letter about what TSA wants to know from us about detaining passengers,
etc. These are the paints that | think need to be iterated, among any others we might add about how a
person gets on the list in the first place.

b2 -4
b7E -1
1. What does the FBI want the TSA to "do" re a "No Fly" List?
A
8.l . B
I —
cl I
y - b2 -4
Dl 1 55
b7E -1
E.l |
F.
I I
G I
| H.l ]
I
ALL INFORMATION CONTAINED
HEREJY 1S\ UNCLASSIFLED
SUBEH a0 Nuscfeac
CAT 03 -INNY9
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I TNT0 TOT_ TSA Legar Hequest

bt -1
b2 -4
b5 -1
b7E -1

2. What is the legal justification for what the FBI wants the TSA to do?

A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC)
and for preventing passengers from boarding until and if identified as a "match" may be found in the
Aviation and Transportation Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in
Section 101, (a), §114 (h) entitled "Management of Security Information”, that the Under Secretary of
Transportation for Security shall:

(1) enter into memoranda of understanding with Federal agencies or other entities to share or

otherwise cross-check as necessary data on individuals identified on Federal agency databases who may
pose a risk to transportation or national security;

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration,
appropriate State and local law enforcement officials, and airport or airline security officers of the identity

of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline or
passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, estabhsh policies and
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals
on passenger lists who may be a threat to civil aviation or national security; and

(B) it such an individual is identified, notify appropriate law enforcement

agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to
that individual; and

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal

agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national
security.

B. | |

C.| |

That's as far my legal brain will carry me, which may still not be far enough to properly address the issues.
Thanks.

ssA | ¢fax)

Civil Aviation Security Program, Room 11735 b2 -1,2

Domestic Terrorism Counterterrorism Planning Section b7C -1 .
Counterterrorism Division b6 -1

SUSSMAN-228
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Issue: TSR andNoFly Lsts T T T Pagelt

. Pagel
b7C -1
A | TRTFTUR'MTUWHL P
To: ) as;|
Date: 5/28/02 1:43:30 PM
Subject: Issue: TSA and No Fily Lists
Art,
|
b5 -1
Here’s some background, if you have the patience to read it:
Since 10/2001, when the TSA No Fly and Selectee lists came intc being (aftTmeh.uun&EﬂlMiﬂ]él
have been attempting to make the updated lists available to the field agents n
a timely basis, i.e., when they are issued, because TSA has made the agents responsible for responding
to possible name matches. The agents need these lists in order to have background and ID info.
b2 -4
_TSA issues these lists to the air carriers and the airport policel I Y
b7E -1
TSA also fails (except on one occasion) to coordinate with us when they tell| |
(the FBI) or when they change the Security Directives concerning response which aftects offices.
Despite my best efforts, the TSA just motors along and | and the agents are being whipped around the
flagpole trying to do the right thing.
. b2 -4
b7E -1
b5 -1
b5 -1
Example - today List 51 was issued; Lists 49 and 50 were issued on Friday. | believe | was.here, but no
mail from TSA, and t check every hour. | have raised this issue with people in TSA and here, and told the
agents that getting the lists from me is now a iuxury instead of a certainty.
not worked out yet| |
b7C -3
b5 -1
b6 -3

Again, please try to give me some time so we can meet and decide how we want to proceed.

Thanks[__|

ssa[_ |(fax) ORI
Civil Aviation Security Program, Hoom 11785 b -1
Domestic Terrorism Counterterrorism Planning Section

errorism Division
ALL INFORMATION CONTAINED
HEREWN 1S UNCLASSIFS )
&'&i:ﬁﬂv%ﬁ_ﬂ@(o’) Nus fac/cac

103. 17
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From:| lefaa.gov

Sent: Wednesday, October (02, 2002 2:57 pPM
To:[_____ laleo.gov

Subject: Re:RE: RE: RE: Fwd[2] :NEADS NOBLE EAGLE Conference 15 Oct 02

[ be 1
b2 -1
) ) . L b6 -1,3
No problem with you orIZl coming over to review our holdings. : ’
lis the TSI Watchlist POC, but she was out yesterday with

who was on the hill testifying, so may
have talked with]| Jinstead. | Jis od i |
Il 1’11 be pleased to assist 1f you are

| ]is on]
is out today but will be back tomorrow).

unable to reach either one

Reply Separator
Subject: RE: : : Fw : OBLE EAGLE Conference 15 Oct 02 b7C -1
Author: [:;;:jf:;ff::f:fji @leo.gov> b6 -1
Date: 10/2/2002 1:24 PM

b2 -1

Hi

Yes, that would have been SSA| |and he is assigned to the

FBI .

Terrorist Watch List Unit. As discovered and as| hnd I

mentioned to | |mon3;s ago (and as I told you| |
b7C -1
b2 -4
b7E -1
b6 -1

|I guess we‘re not asking in_the right
manner, or too informally. I was the one who suggested that| ry to

come over and see you all, and discuss our needs in person, as work

through|:y-|won't accomplish our purpose. I suggested that} |
get
the |
here,

see what we can locate on our own here and if we can't find something,
ask

you for the justification document later.

|first, and then come back

Exactly who is it that we should deal with on a regular basis to
regarding

list content? List process?

Thank you.
ALL INFORMATION CONTAINED

HEREL 1S\U SIFIED
R CLORING[Ae/cR
s L 9 {
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| Re: No-Fly List

b7C -1
b6 -1
From: |
To: ' |
Date: 7/23/02 10:51:33 AM
Subiject: Re: No-Fly List

| would also add that OGC can help in the first category, establishing criteria, inasmuch as we can, per

b2 -4
b5 -1,2
b7E -1

pik

>> 7/23/02 10:16AM >>> E;C—l '
et alr This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the

needs:

[} .
r___l__1 b5 -1,2

Obviously, CTD will have to address the last three of the four items listed above--although OGC will
certainly help wherever we can. However, we can and should play an integral role in developing criteria.
We can work on criteria in theory but we really need to learn the track record of experience o far.

To that end, you agreed to consult with the cognizant people in the TWL unit and other IT sources to
assemble some of the actual]

b5 -1,2
b7C -1
b6 -1

Let me knaw if your understanding is different than what | have described and please let us know how you
are progressing in finding out the actual criteria used so far.

Thanks/, xtl

b2 -1
b7c -1
cC: CUMMINGS, ARTHUR M.; be -1

ALL INFORMATION CONTAINED
HEREIN, IS _UNCLASSIFI

. 6
Cas 034%;7)%@ 1o/ o
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b7C -1
b6 -1
From:
To: ]
Date: 1/10/02 7:42:36 PM
Subject: FAA lists
| would again like to discuss the purpose of the FAA name lists and the actual situation that is transpiring
out in the field. I'm ok with the No-Fly list - threat to aviation - if we identify you, you don't fly. period.
b2 -4
b5 -1,2
b7C -2
b7E -1
b6 -2
This whole issue needs to be revisited.
b2 -1
SSA| | (fax) pIC -1
Civil Aviation Security Program, Room 11795 b6 -1

Domaestic Terrorism Counterterrarism Planning Section
Counterterrorism Division

[Dlec.gov

CC:

A RMATIONCONTMNED
HEF\!&‘E& SR 6N NLS R6 /R
"Ch 03 - I’MQ
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F Re: Terrorism Watch List. ete.

e e PRGRL
From: I I
b7C -1
To: ] | b6 -1
Date: 10/9/02 1:14:21 PM
Subject: Re: Terrorism Watch List, etc.

|and | have reviewed your email and TWL Criteria for Entrv. We have several guestions.

b2 -4
b5 -1,2
b7E -1
PPy 10 Meet with you 10 address hese Issues.

>»3] 10/08/02 11:31AM >>>

SS nd | have been working on an EC to field offices and Legats to summarize the

evolufion of the Terrorism Watch List (TWL), affirm criteria and protocois for TWL entries/removals,

highlight ongoing TWL initiatives, and distinguish the TWL from other commonly-used watch lists. E;C—Il

One of the more frequent issuesE}and | deal with on a daily basis is confusion in the field regarding what
exactly the TWL is. Many SAs feel the FBI's TWL and TSA's No Fly and Selectee Lists are one and the
same. Others express confusion regarding which agency handles which watch |istﬁand I have
managed to pull together some information regarding some of the more commonly-used watch lists.
Likewise, we have been meeting with representatives from those respective agencies who administer
those watch lists to either validate or correct our understanding of their watch lists.

s you know, we have been trying to work with TSA (a slow and interesting process) 1o resolve a Iat b7C -1
of issues. In the interim, would you please review the attached "descriptions” of TSA's Lists to see if the b6 -1
descriptions are what you understand them to be? With the TWL EC we're working on, it is not our goal to
send guidance to the field regarding TSA's lists. That will have to be handled in a subsequent
communication, after we have worked out our differences with TSA. As such, I'm trying to keep the

oMY {3)]
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Re: Terrorism Watch Listete. . .. Y
descriptions as brief as possible.
| we'ye tried to stay consistent with the criteria for entry onto the TWL, as it is for
criteria for entry into OF | nd | would welcome any feedback you might have. Also, for
information of ALU, a communication will be forthcoming regarding the privacy impact assessment.
b7C -1
Attached hereto for is the description of TSA's No Fly and Selectee Lists. b& -1

Attached hereto for NSLU and ALU are suggested criteria and protocols for entry/removal to the
TWL.

AgainEIand | will welcome your input. We're trying to get a comprehensive communication out to the
field as quickly as possible to answer a lot of frequently asked questions. Thanks.

CC: Bowman, MARION;




(NoFlylsts ... ..  SUSSMAN-ZS3™77777" "7 T Pagei

b7Cc -1
From: b6 -1
To:

Date: 6/6/02 8:28:00 AM

Subject: No Fly Lists

[ 1]

Ran into an interesting problem and would like your take on the matter:

Per what seems to be the growing trend, | took steps to help APD gain some autonomy in the No-Fly and
Selectee Lists checking business. Specifically, | burned copies of both current lists, placed them in clearly
marked folders, included a detailed instruction sheet on how to check the names and when to notify FBI,
and gave a folder each to their communications section (dispatch) and their watch commander’s office.
The understanding was that as new lists were published, | would keep them updated.

I got a call this morning from APD dispatch, asking me to check a name on the list. When | told them to
check the list | had given them, the dispatcher said she had no knowledge of such a list. i
cauld not be the case, | contacted the APD day watch commander, who advised me tha the

Airport Precinct Commander, had ordered the lists re troyed, as APD "wasntgoingtodo b7C -1, 4
the FBI's job for them.” Have not been able to contaé%or comment, but it appears he does % 1,4

not want his people to have to take on the responsibility of actually checking the names an the li rior
to my giving APD copies of the list, the officer would respond to wherever the subject was, callfhr
me, and we would give the thumbs up/down for the person to travel.)

As you know, neither myself nor[___Jcan make ourselves available 24-7 to respand to every John
Thomas or Ahmed Ahmed who pr imself at a Hartsfield ticket counter. | guess we could go back
to the old way, but it seems silly foiiiﬁil)r myself to relay information to APD which they could have in
their own hands. Plus, your communications to the Airport Agents on this very subject seemed to indicate
that the Bureau wants us out of the business of routine ID checks at ticket counters, limiting our
involvement to matters which indicate the need for our INVESTIGATIVE involvement.

b7C -1
bée -1

Of course, we'll handle the political situation with APD here in Atlanta, but I'd be interested in anything
helpful you could add.

Regards,

b7C -1
bée -1

AL INFORWATION CONTATNED

HERE %u StFw_alo’)I\l U/KJ B/CNL
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From:
To:
Date: 9/2 :42:45 PM b6 -1,2
Subject: Re and No Fly List b7c -1,2
I:I Thanks for your reply. 1 will talk to you and1:| next week if possibfe.™
>>3 9/20/02 9:38:43 AM >>>
Hi sorry about the disruption yesterday, | was distracted. | did have an opportunity to talk with
and | also included him in my last transmission. As for know my previous communication stands.
onL know what else to say. Maybe we can revisit this issue in the future. Thanks!
>> 09/20 8:22 AM >>>
l |thanks for the info. P.S. We miss you in the BCRA.
>>x __loon7 121 Pm>>>
l nted ta get back with you concerning our conversation, 09/17/2002 and your request to have b2 -4
removed from the no fly |lSt|Jme.smkenmlh.mmUndMnualsmgemmAL§.l$A_mi b7c -1,2
others to try to get to the bottom of this EZE 112 )

] However, Unfortunately we are not going to be able to removel__iname from

mg list]
— ] Therefore, we do not want to be
faced with this risk. If you have any other questions please feel free to get back with me. Thanks!

trair]im.camns.lhe_h
2 %p) R/21 1-058 PM >>>

An fai can you and the Terrarist Watch List Unit and[levnsnt this matter and see if you can gel

ff the list?
b5 ~-1,2
Thanks. b7C -1,2
b6 -1,2

ssal |(fax)
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planmng Section

nterterrorism Division
| Pleg .Jov

>>>l |8/20/02 3:41:04 PM >>>
[ |

Attached is an e-mail documenting concerns of a Hawaii resident by the name od:kvho is

being frequently stopped and questioned at various airports based upon the similarity of his name with that

|Can you offer any suggestions as t0 how this Hawaii ain some rellef
from this scruliny. Can a computensed entry be m%st tha Mh He b7 —1.2

particular biographical descriptors is not identical to
Thanks b2 -1
ALL INFORMATION CONTAINED

et S8 lceoaen NS IR fearL
CA'L03~zOqci

b6 -1,2
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p7C -1,2

From: b6 -1,2

To:
Date: 9/17/02 8:01:50 PM
Subject: [C___——land No Fiy List

Wow, that is the most interesting explanation I've heard yet. I'm not sure it's valid - it just doesn't sound

right. However, | will forward this to the airport agents so they know why he is still on the list. thank you
for your efforts.

>> lo/17/02 1:21:56 PM >>>

p7Cc -1,2
b6 -1,2

>>>] [08/21 1:05 PM >>>

' ' b7C -1,2
Anvway, can you and the Terrorist Watch List Unit andDevisit this matter and see if you can get b6 -1,2
off the list?

Thanks.

SSA |(fax)
Civil Aviation Security Program, Room 11795 »
Domestic Terrorism Counterterrorism Planning Section bz -1

errorism Division b7¢ -1
leo.qov b6 -1

>>>| IB/20/02 3:41:04 PM >>>

Attached is an e-mail documenting concerns of a Hawaii resident by the name oﬂ:lwho is

being frequently stog%ed and questioned at various airports based upon the similarity of his name with that b7C -1,2
an you offer any suggestions as to how this Hawaii resident can obtain some relief b6 -1,2

from this scrutiny. Can a computerised entry be made on the no-fly istthat[  with the
particular biographical descriptors is not identical tol

Thanks,
SSA Counterterrorism Squad, Honolulu
b7Cc -1
b6 -1
CC: .

ALL INFORMATION CONTAINED

HEREN 1S UNCLASSIFIED
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b7C -1,2
From: b6 -1,2
To:

Date: 9/18/02 9:0/; M

Subject: Fwd: Re nd No Fly List
I,Lmdgr_me_:aﬁmalp offerred bv|

~ |MEyhe we Shourd put ner orthe

Unfortunately, eggheaded thinking like this muddies the waters to the point where the no-fly and selectee
lists become virtually worthless (garbage in, garbage out). On the plus side, it strengthens FBIHQ's case
regarding the limitation of TSA's 1811 investigative authority.

Fly armed, b7C -1
>>>| |09/17 8:05 PM >>>

| forward the attached for your information. Knowing this group, there will undoubtedly be some wise
comments and observations, which | weicome.

Thanks.

EhON COLTRINED {
AHLELR\EEOQ ungu\SS\itm 6N HLS, Al AL
WAk 02 - 1NN 9

b2 -4
b7E -1
b6 -1,2
b7C -1,2
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No-FlyQuestion ..

b7c -1
b6 -1
From:
To:
Date: 9/30/02 9:52:27 AM
Subject: No-Fly Question

[ ]

Re the attached article. Who does "maintain” or is "responsible" for the no-fly list?
No-Fly Blacklist Snares Political Activists
The San Francisco Chronicle
By Alan Gathright
September 28, 2002
SAN FRANCISCO, CA -- A federal "No Fly" list, intended to keep terrorists from boarding planes, is
snaring peace activists at San Francisco internationa! and other U. S. airports, triggering complaints that
civil liberties are being trampled.
And while several federal agencies acknowledge that they contribute names to the congressionally
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and
others are raising questions about the criteria federal authorities use to place people on the list -- and
whether people who exercise their constitutional right to dissent are being lumped together with terronists.
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in
charge,” said Sarah Backus, an organizer of the Wisconsin group. “That's really 1984-ish."
Federal law enforcement officials deny targeting dissidents. They suggested that the activists were
stopped not because their names are on the list, but because their names resemble those of suspected
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation
Security Act, after two Sept. 11 hijackers on a federal "watch list" used their real names to board the
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties
"advocates. They want to know what safeguards exist to prevent innocent people from being branded "a
threat to civil aviation or national security.”
NO ACCOUNTABILITY
And they are troubled by the bureaucratic nightmare that people stumble into as they go from one
government agency to another in a maddening search to find out who is the official keeper of the no-fly
list. “The problem is that this list has no public accountability: People don't know why their names are put
on or how to get their names off," said Jayashri Srikantiah, an attorney with the American Civil Liberties
Union of Northern California. "We have heard complaints from people who triggered the list a first time
and then were cleared by security to fly. But when they fly again, their name is triggered again.”
Several federal agencies -- including the CIA, FBI, INS and State Department -- contribute names to the
list. But no one at those agencies could say who is responsible for managing the list or who can remove
names of people who have been cleared by authorities. Transportation Security Administration
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with
colleagues, modified his response: His agency does not contribute to the no- fly list, he said, but simply
relays names collected by other federal agencies to airlines and airports. "We are just a funnel,” he said,
estimating that fewer than 1,000 names are on the list. "TSA has access to it. We do not maintain it." He
couldn't say who does.
Steigman added he cannot state the criteria for placing someone on the list, because it's “special security
information not releasable (to the public).” However, FBI spokesman Bill Carter said the Transportation
Security Administration oversees the no-fly list: "Yous're asking me about something TSA manages. You'd
have to ask TSA their criteria as far as allowing ind'3duais on an zirpfane or not." In addition to their alarm
that no agency seems to be in charge of the list, cr'::cs are worrisd &y the many agencies and airfines that
can access it. "The fact that so many people potentially have access to the list,"” ACLU lawyer Srikantiah
said, "creates a large potential for abuse.”
At least two dozen activists who have been stopped -- none have been arrested - say they support
sensible steps to boister aviation security. But they criticize the no-fly list as being, at worst, a Big Brother
campaign to muzzle dissent and, at best, a bureaucratic exercise that distracts airport security from

BLL INFORMATION CONTAINED
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looking for real bad guys. "l think it's a combination of an attempt to silence dissent by scaring people and
probably a lot of bumbling and inept implementation of some bad security protocols,” said Rebecca
Gordon, 50, a veteran San Francisco human rights activist and co-founder of War Times, a San Francisco
publication distributed nationally and on the Internet.

Gordon and fellow War Times co-founder Jan Adams, 55, were briefly detained and questioned by police
at San Francisco International Airport Aug. 7 after checking in at the American Trans Air counter fora
flight to Boston. While they were eventually allowed to fly, their boarding passes were marked with a red
"S" -- for "search” -- which subjected them to more scrutiny at SFO and during a layover in Chicago.
Before Adams' return flight from Boston's Logan international, she was trailed to the gate by a police
officer and an airline official and searched yet again. While Gordon, Adams and severai of the detained
activists acknowledged minor past arrests or citations for participating in nonviolent sit-in or other
trespassing protests, FBl spokesman Carter said individuals would have to be "involved in criminal
activity" -- not just civil disobedience -- to be banned from U.S. airlines.

DEFINING AN ACTIVIST

But, Carter added, "When you say ‘activists,” what type of activity are they involved in? Are they involved in
criminal activity to disrupt a particular meeting? . . . Do you plan on blowing up a building? Do you plan on
breaking windows or throwing rocks? Some peaople consider that civil disobedience, some people consider
that criminal activity.” Critics question whether Sister Virgine Lawinger, a 74-year-old Catholic nun, is the
kind of "air pirate” lawmakers had in mind when they passed the law. Lawinger, one of the Wisconsin
activists stopped at the Milwaukee airport on April 19, said she didn't get upset when two sheriff's deputies
escorted her for questioning. _

"We didn't initially say too much about the detainment, because we do respect the need to be careful
(about airline security)," the nun recounted. "They just said your name is flagged and we have to clear it.
And from that moment on no one ever gave me any clarification of what that meant and why. | guess that
was our frustration.” Five months later, the 20 members of Peace Action Wisconsin still haven't been told
why they were detained. Even local sheriff's deputies and airline officials admitted confusion about why the
group was stopped, when only one member's name resembled one on the no-fly list.

At the time, a Midwest Express Airlines spokeswoman told a Wisconsin magazine, the Progressive, that a
group member’s name was similar to one on the list and "the (Transportation Security Administration)
made the decision that since this was a group, we should rescreen all of them.” At a congressionat
hearing in May, Wisconsin Sen. Russ Feingold pressed EBI Director Robert Mueller about the
Milwaukee incident, asking him pointedly for an assurance that the agency was not including people on
the list because they had expressed opinions contrary to the policies of the U.S. government. Mueller's
response: "We would never put a person on the watch list solely because they sought to express their
First Amendment rights and their views."

DATABASE OF SUSPICION

The law orders the head of the Transportation Security Administration to work with federal intelligence and
Jaw enforcement agencies to share database information on individuals "who may pose a risk to
transportation or national security” and relay it to airlines, airports and local law enforcement. It also
requires airlines to use the list to identify suspect passengers and "notify appropriate law enforcement
agencies, prevent the individual from boarding an aircraft or take other appropriate action.” In November,
Nancy Oden, a Green Party USA official in Maine, wound up being a suspect passenger and was barred
from flying out of the Bangor airport to Chicago, where she planned to attend a Green Party meeting and
make a presentation about "pesticides as weapons of war."

Oden said a National Guardsman grabbed her arm when she tried to help a security screener searching
her bags with a stuck zipper. The middie-aged woman, who said she was conservatively dressed and
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started
spouting this pro-war nonsense: 'Don't you understand that we have to get them before they get us? Don't
you understand what happened on Sept. 11?" Airport officials said at the time that Oden was barred fram
boarding becausa she was uncooperative with security procedures, which she denies.

Instead, Oden.pointed out that the American Airlines ticket clerk -- who marked her boarding pass wi.5 an
“S" -- had acknowledged she wasn't picked by random. "You were gaing to be searched no matter what.
Your name was checked on the list,” he said, according to Oden. "The only reason | could come up with is
that the FBl is reactivating their old anti-war activists’ files,” said Oden, who protested the Vietnam War as
a young office worker in Washington, D.C. "It is intimidation. It's just like years ago when the FBI built a file
about me and they called my landlord and my co-workers. . . . They did that with everyone in the anti-war
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movement.” A
TOOL FOR TERROR

In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking
individuals who had not committed a crime but were suspected of terrorist links. "It is critically important,”
he said, "that we have state and locals {police) identify a person has been stopped, not necessarily
detained, but get us the infarmation that the person has been stopped at a particular place.” None of this
makes the peace activists feel any safer -- about flying or about their right to disagree with their
government.

"It's probably bad for (airport) security,” said Sister Virgine. "Stopping us took a lot of staff away from
checking out what else was going on in that airport.” Ultimately, she said, "To not have dissent in a country

like this would be an attack on one of our most precious freedoms. This is the essence of being an
American citizen -- the right to dissent."

CcC:

SUSSMAN-259
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From: b7c -1
To: %& ; b6 -1
Date: 12/26/02 2:57:25 PM
‘Subject: Re: No Fly List Issue
o]
No, | have not heard anything, but | would be pleased if the SACs would talk to someone about it. As with
everything else these days, there probably needs to be an MOU between the TSA and all the submitting
agencies that no names will go on the list without assaociated gender, unless the reason is compelling. No
ily fully accountable to fix the problem yoy describe - | o
- |
(%)
b2 -4
b7E -1
I'm sor? | can't help you further, except that | will send a copy of the below email directly t
By the way, I'm retiring from the FBl on 12/31,and SSl_______ | will be the Civil Aviation Security ¢ 1
Program manager, if you have further questions or need additional help. Please give my best to SAC b6 -1
Knowiton.
Regardsl
>>>f l12/26/02 12:10:14 PM >>> ’ bl
L] b5 -1
. ; b7E -1
Do you have any update an this matter? b6 -2,6
b7Cc -2,6
Thanks, '
I ] b2 -1
[ | b7c -1
b6 -1
»>3 [12/12 11:20 AM >3>
ASAC Pisterzi writes of a situation which I've brought to your attention, as well as to the TSi Watch:
namely that we need to|
| bl
| [ifey b2
(= j b7E
Please talk to fo see if TSA will require the subenitting agencies to put gender into the E%
information forwarded to TSA for inclusion on the list| ©
I Is)
as per
5 =3- >3 "
SLASSIFIED BY: UC LLALI NS (A G/CA C ﬁtz‘m}mmm ,
REASON: 15 ( € ) e T LSSy
DECLASSIFY OM: ()
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I'm sure an expeditious response will be most appreciated by all concemed. Thanks.

SSA__ l¢fax)

Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section

Counterterrorism Division

>>> ALBERT J PISTERZI 12/10/02 12:08:13 PM >>>

SAC Know!ton wauld like a resolution to a recurring problem we've encountered in LV regarding a No-Fly

leo.gov

List (NFL) issue.

b2 -1
b7C -1
b6 -1

©

and has not been rectified.

S|

!This problem has occurred several times over the past few months

Your attention in this matter is very much appreciated.

AL

CcC:

‘ Aviation-CAS Program;

b2 -1
b7C -1
b6 -1

SUSSMAN-265
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From:] |@state.gov>
T (FBD) | [Bieo.g0v>| (E-mail)” bop 1
| %a.go_vz‘ b6 -1,3,4,5
Cc:| (E-mail){ [@ost.dot.gov>] | b2 -2
state.gov> state.pov>
state.gov>

Subject: RE: TSA No Fly List
Date: Thu, 18 Jul 2002 13:51:03 -0400

b2 -4
bTE -1
b7C -1,3,5
b7D -1
b6 -1,3,5

Please advise who will attend this meeting. I may be reached a Thanks. ¢ -3
b7C -3

ALL FBY TAFCRIATON CONTEINED

G U 0a6 LS (R6 [ AL

CAk03-/119



-----Original Message---—

Froml |FBI) [mailto

SUSSMAN-267

@leo.gov) ~
Sent: July 06, 2002 2:51 PM O
To (E-mail)] b6 -1,3,4,5
Cc: E-matl) (E-mail)
Subject: Re: TSA No Fly List
I:l sorry, I was looking on the wrong lists - it looks like there is EL on the most current
Selectee List 44, b7C -1,2,5
b6 -1,2,5

b7Cc -1,3,4,5

To:| |
faa.gov> 7D -1
Ce:| —|(E-mai1)‘state.gov>; b6 -1,3,4,5
(E-mail)” st.dot.gov>
Sent: Friday, July 05, 2002 5:50 PM

. Subject: Re: TSA No Fly List

Hello,

It appears that there is no more

- Mr]

on either of the two lists No Fly 73 or Selectee 44), so

|should have no more problems for now. However, if another I::’ should

be put on the list, his name would trigger something. Your advice was the best that could be given
under the circumstances. Idont know if FBI put him on the list or not. b7C -1,2,5

-

Civil Aviation Security Program _
Special Events Management Unit, Room 11795
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division
Federal Bureau of Investigation

b6 -1,2,5

Supervisory Special Agent

----- Original Message ----~ E%c }1 ,3,4,5
From:| | b7D -1

To ~ J(E-mail)"[ Pfaa.gov b6 ~,3.4.5
Cc:| ~ (E-mail)"|_ lastate.gov;

(E-mail)| |@ost.dot.gov; (E-mail)”

ALL INFORMATION CONTAINED

MRS L 026) !\ILS[R Q/CaL

Calk032-1109G
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From: \(FBI\) bleo. ov>

Tof

References:

Subject: Re: TSA No Fly List ‘kﬁ - 2 1

Date: Tue, 18 Jun 2002 21:31:57 -0400 b7D -1

Hi - I'm working late, which gives me time to answer. I have been = p6 -1,3

preaching the exact same problems here, but perbaps it will mean more to =

my bosses coming from you. Anyway, I met with TSA recently and it was =

quite revealing, so Il give you the latest. '
b2 -4
b7C -1
b7D -1
bTE -1
b6 -1

ALL INFORMATION CONTAINED

AR B20r 110260 N Ls(ﬂe /CAL.
Cek063-1Nn /),9(
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Reply-Tof |\(FBI\ " :l@lco. gov>
From: | FBI\)'I @lco.gov> b7C -1,3,5
To: [— b7D -1

Bec: \(DOT\)"| @ost.dot.gov> ‘;’)2 :i ,3,5

Subject: Re: TSA No Fly List -
Date: Tue, 18 Jun 02 18:35:33 -0400

Hi

Thank you for the email, and who is|:|- obviously TSA, butIve ;¢ _5 s

never met her. Is she an International rep or someone directly involved b6 -3,5
with the lists? I would welcome such a meeting, as our agents are

having the same problems, but we are the ones giving the TSA the info,

so it’s hard to criticize ourselves. ['ve learned more about that since

our last interaction and can talk to you about it if you want to call.

The TSA maintains that they still only act as a conduit for the FBI and

make no decisions about who or what to put on the list, but they refuse

to coordinate the procedures with the FBI. The lack of coordination

issue has been raised up pretty high now in the FBI due to questions

posed to the Director for the hearings. I will keep you posted.

Thanks.|:| b7c -1

b6 -1

| |Supervis0ry Special Agent

Civil Aviation Security Program

Special Events Management Unit, Room 11795
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

vestigation
fax)

b2 -1

--—- Qriginal Message ----- . b7C -1,3,5
Fro n,‘ I be -1,3,5
To | (B-mail)
Cc |(E-mail) (E-mail) ;
(E-mail)
Sent: Tuesday, June 18,02 12:18 PM o -4
Subject: TSA No Fly List b7C -3
b7D -1
b7E -1
b6 -3
ALL INFORMATION conmamey

MMM? | 2. /)A/u /A . /(AC
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AUG~-88-82 11:57 AamM

SLISSMAN-273

JACKSONVILLE, FLORIDA 32207

PHONE:
FAX:
Date: _ B|8|57 Time:
To; < ___ Sender
From

b2 -1
b7C -1,2,6
b6 -1,2,6

RE: N0 'R’_j ot

Tclecopy #:

Number of pages (including cover):

LM

Spccial Instructions:

..T

)

If there is any prablem with the enclosed telecopy, pleésc call.

pgIds pu U e el —

CONFIDENTIALITY NOTE

The documents accompanying this telecopy transmission contain information from the

__[which is confidential or privileged. The information

is intcnded to be for the use of the individual or entity named on this transmission shect.
If you are the intended recipient, be aware that any disclosures, copying, distribution, or
use of this information is prohibited. If you have received this tclecopy in errar, please
Z notify us by telephione immediately so we can arrange for the retrieval of the original
dacnment.

Florida Statute (395.017) and Federal Regulations (42 CFR Part 2), prohibits you from
making any further disclosure of this infonnation except with the specific written consent
of the person to whom it pertains.

ALL INFORMATION CONTAINED

Bl oaco /e’,slm.,/cm
- 191

-91
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b7C -2
b6 -2
t
August 6, 2002
Supervisory Special Agent
Civil Aviation Security Program
Special Events Management Unit, Room 11795 b7C -1
Domestic Terrorism Counterterrorism Planning Section be -1
RE: No fly list/deny boarding list.
Dcar
b7C -2,6
1 am wriling this lettcr to thank you for your cffort in resolving my situation. As b6 -2,6
recommended | wrote a letter to the Corporate Security Offices of most of the North
Amcrican Airlines. To help you remember my situation, I am attaching a copy of your c-
mail to
[ have not heard from the Airlines and it may be some time before 1 receive a response
from them. [t may be extremely helpful for me if [ could have a statement rom you, on
your stationary, indicating the fact that [ am not the individual that the FBI is looking for.
Essentially, if T have a note stating] ffanfon numbcr be o
[ |date of birth| [social security numbe resident 6C_£
at] fin Jacksonville, Florida, born in| etc. is
not the that we are locking for™.

| am assuming that if [ can present this statement at the time of boarding an aircraft it
would facilitate my processing.

[ send my best regards and 1 wish you juck with catching the three bad guys that arc
causing me such anguish.

Siesasalss

ALt INFORMATION CONTAINED

MRS cL0a e Nesla o /cag

ca?03-1714
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From; leo.gov]
Sent: X :

To:

Cc:
Subject:

Dea

Thank you for your email to explainl | experience at Jacksonville
Airport. Please understand that it is not who is on the No Fly
LEE‘I‘E!WW

g e e

1ist, but similarly named people who may p r to aviation. As you
might imagine, [ | experience is repeated across the country with bic -2
the more common names, both in Arabic and English. It's difficult to be too b6 -2
cautious. Procedurally, when people with names similar to names on the list
present themselves at the ticket counter with their ldentification, airlines
are given the optlon of determining for themselves that the passengar is not
the person on the list. Some airlines either don't have the capability or
don't accept the option to make the determination, and therefore they must
contact the airport police for a decision. If the police were checking
databases, it's possible they didn't want to render a decision until they
Wwere absolutely sure of whotl was, or wasn't. Unless there is a
real question as to whethex[ ] is the same as someone on the list, b2 -1
clearance should not take more than 5 minutes. b7C -1,2,6
I just got off the phone withl and it sounds like a problam with b6 -1.2.6
the alrlines at Jacksonville alrport, because] ] advised that he
didn't have the same problem at Dulles in D.C. I provided| __ |with
soma guidanze for contacting the airlines with whom he has a Frequent Flyer
number, and also for initiating contact himself with the airport police
prior to arrival at the airport, to give them a heads-up.
In the meantime, I know[:;:::;:;] spoke with someona today at the E?C 39
Jacksonville FBI office, but Tdn't recognize the name of the person he -
spoke with. Therefore, I will be contacting two experienced aviation
security agents in our Jacksoaville office for follow-up at the airport to
see if there is a problem which can be easily rectified.
Sincerely,

Supervigsory Speclal Agent
Civli]l RAviation Security Program
Spacial Events Management Unit, Room 11785
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division
faderal Bureau of Investigation

| (£ax) bo _2

----- Original Massage —---- b7C f112i6
Frofy— 1 bée -1,2,6
To: Rlao. aov>
Cec: |
Sent: MondA¥, JUOlV 73, ZUUZ Z> 33 buI
Subject:

> arding a “No Fly List” in which our[::::::::]
> has inadvertently been put an. As he was
> le&ving Jacksonvy ing, he was detained for forty-five (45]

> minutes (and almost missed his flight to New Orleans) to be run thraough
> avery computer database that was available by the local authorities. The

ALL INFORMATION CONTAINED
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local authorities suggested that he call the FBI to have his removed from
this so-called "No Fly List", The TSA and FAA were alsoc notified by both

office parsonnel, as well as myself. After numerous calls,
transfers, etc., we Were directad back to the FBI.

:is a very well-known and respected
Jacksonville, FL area (please refer to hisg website:
Quite often, he is required to travel out of state I ess,

[
personal and other hospital related issues: and it is imperative that he

not

>

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

be continually detained by the authorities. After the 9/11 terrorists
atta eratand the naed for increased Security; however, wWe hope
cthat will not have to endure the humiliation and delay in travel
that he experienced this morning.

His passport number is: | His date of birth is: :

On Monday, July 28th,[ ] will be meeting with the local FBI here in
Jacksonville, FL. If there is any further light you can shed on this
incident, it would be greatly appreciated.

Sincerely,

bt -2,6
b7C -2,¢6
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July 30, 2002
Dcltp Airlines Inc. _
Hartsfield Atlanta International Airport
Atlanta, Georgia 30320
ATTN: Corporate Security S ;C_Ilgz
RE: No fly list and/or deny boarding list
[ am writing this letter on a suggestion from] _ | with the FB! office in

Washington, DC. Apparently, three names similar to mine are currently included in the above
list. During my recent travels I had significant difficulties boarding a plane because of the
increased sccurity. [ understand the added security requirements that are mandated by the FBI
and the homeland security nceds.

ith the FBI office in Washington, DC, has indicated that the airlines Corporate,, 7~ 4
Security Offices are required to implement systems that will mect the security needs of law be -1
enforcement without creating a burden on innocent passengers like myself.

On July12, 2002, while traveling thru Washington Dulles Airport | was delayed 20 minutes
because my name came up in the system as matching a name in the list. On July 26, 2002 in
Jacksonville Intemational Airport [ was detained for 45 minutes by police officers at the airport
because my name matched a name on the list. I was eventually allowed to board the airplane but
not before causing me great anguish.

The namd__ ~ |cannot be removed from the list until the issues of the three
individuals mentioned in the list arc resolved. I understand this. However, I believe that your
agency can include some information in your system to identify me as someone that was already
cleared by the FBI and should be allowed to board without unnccessary delays.

I am enclosing a complete set of information about myself in the attached sheet of paper.  am
also sending you copies of my passport, driver's license and a few of my frequent flyer numbers.
If you have any questions please call me. Morcover, if you have any questions about your duties
and your responsibilities to US Citizens please contactl lat the FBI office in
Washington, DC. If you necd to contact me directly, my cell phonc is

b7C -2
b6 -2

egards

cc:| fBl Supcrvisory Special AgeEmr

ALl mmRMAnon CONTAINED

HER e%%umfgsg'w HCLoa L L_.S'/ AG / G

€K 03-1919
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My name is| my middle initial i;|:|
My full name 1s
Social Security Nmber:l
Date of BirlhlZl

Place of birth{ |
My US Passport Number i:

My United Airlines Frequent Flyer Number is

My Delta Frequent Flyer Number is:

ALL INFORMATION CONTANED
HER guugr ASSIFIED

_m.})&c&rh.%m r\lu;(m/oo C

.86

b7C -2
b6 -2
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bi7C -2
be -2

August 6, 2002

Supervisory Special Agent

Civil Aviation Security Program

Special Events Management Unit, Room 11795
Domestic Terrorism Counterterrorism Planning Section

RE: No fly list/deny boarding list.

Dear

[ am writing this letter to thank you for your effort in resolving my situation. As
recommended I wrote a letter to the Corporate Security Offices of most of the North

American Airlines. To help you remember my situation, [ am attaching a copy of your e-
mail to| I

I have not heard from the Airlines and it may be some time before [ receive a response
from them. It may be extremely helpful for me if I could have a statement from you, on

your stationary, indicating the fact that I am not the individual that the FBI is looking for.

Essentially, if I have a note statingj Iwith assport number
l |date of birth| | lsocial security numhell | resident
at| lin Jacksonville, Florida, born in| tc. is
not the| khat we are looking for”.

I am assuming that if I can present this statement at the time of boarding an aircraft it
would facilitate my processing,.

[ send my best regards and [ wish you luck with catching the three bad guys that are
causing me such anguish.

_ Qincaralya.

b7C -2
b6 -2

ALL INFORMATION CONTAINED

A 000 Nos bnclne

b7C -2

b6

-2

b7C -1
be -1
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b7C -2
b6 -2
July 30, 2002
DeltLi Airlines Inc.
Hartsfield Atlanta International Airport
Atlanta, Georgia 30320
ATTN: Corporate Security b7C -1
b6 -1
RE: No fly list and/or deny boarding list
I am writing this letter on a suggestion from| _ ~ [with the FBI office in

Washington, DC. Apparently, three names similar to mine are currently included in the above
list. During my recent travels I had significant difficulties boarding a plane because of the

increased security. I understand the added security requirements that are mandated by the FBI
and the homeland security needs.

| ‘with the FBI office in Washi.ngton, DC, has indicated that the airlines Corporate
Security Offices are required to implement systems that will meet the security needs of law

enforcement without creating a burden on innocent passengers like myself.

On July12, 2002, while traveling thru Washington Dultes Airport I was delayed 20 minutes
because my name came up in the system as matching a name in the list. On July 26, 2002 in
Jacksonville International Airport I was detained for 45 minutes by police officers at the airport

because my name matched a name on the list. I was eventually allowed to board the airplane but
not before causing me great anguish.

The name cannot be removed from the list until the issues of the three
individuals mentioned in the list are resolved. I understand this. However, [ believe that your
agency can include some information in your system to identify me as someone that was already
cleared by the FBI and should be allowed to board without unnecessary delays.

I am enclosing a complete set of information about myself in the attached sheet of paper. I am
also sending you copies of my passport, driver’s license and a few of my frequent flyer numbers.

If you have any questions please call me. Moreover, if you have any questions about your duties
and your responsibilities to US Citizens please contacd Et the FBI office in

Washington, DC. If you need to contact me directly, my cell phone is

With kindest regards,

b7Cc -1
b6 -1

cc; Bl Supervisory Special Agent

AL !NFORMA‘T!(?[EONT AINED ’
HER J IUNGLA :‘fi.LC,hQqu h’Lé/AG/CnL
Cn&os—l’)ﬁq
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My name is| |my middle initial i

My full name i orl

Social Security Numbe

b7C -2
Date of Birth b6 -2

Place of birth:| |

My US Passport Number is| |

My United Airlines Frequent Flyer Number is

My Delta Frequent Flyer Number is:

ALL INFORMATION CONTAINED

g}E\Ra _|§ UNEU'%&STED LA NS ( A &/ Cal_
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From: | ~A@leo.gov] b2 -2
Sent: Monday, July 29, : b7C -1,2,6

~r
To: b6 -1,2,6
Ce:

Subject:

Dear Ms.

Thank you for your email to explaid Iexperience at Jacksonville
Airport. Please understand that it is notl |who is on the No Fly

list, but simi amed people who may pose a danger to aviation. As you
might imagine, experience is repeated across the country with

the more common names, both in Arabic and English. 1It's difficult to be too
cautious. Procedurally, when people with names similar to names on the list
present themselves at the ticket counter with their identification, airlines
are given the option of determining for themselves that the passenger is not
the person on the list. Some airlines either don't have the capability or
don't accept the option to make the determination, and therefore they must
contact the airport police for a decision. If the police were checking
databases, it's possible they didn't want to render a decision until they
were absolutely sure of whq was, or wasn't. Unless there is a
real question as to whethex is the same as someone on the list,
clearance should not take more than % minutes.

b7C -2
b6 -2

I just got off the phone with :and iEmndLJ]ike a problem with

the airlines at Jacksonville airport, because advised that he
didn't have the same problem at Dulles in D.C. I provided| ] with
some guidance for contacting the airlines with whom he has a Frequent Flyer
number, and also for initiating contact himself with the airport police
prior to arrival at the airport, to give them a heads-up.

b7Cc -2
In the meantime, I know| spoke with someone today at the bo -2
Jacksonville FBI office, bu 1dn't recognize the name of the person he :
spoke with. Therefore, I will be contacting two experienced aviation

security agents in our Jacksonville office for follow-up at the airport to
see if there is a problem which can be easily rectified.

Sincerely,

Supervisory Special Agent
Civl viation Security Program ‘

Special Events Management Unit, Room 11795

Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

Federal Bureau of Investigation b2 -1
b7c -1,2,6
b6 -1,2,6

————— QOriginal Message -----

To:li Blen oov>
Cc: I
Sent: Monday, July 29, 20027 Z2:33 PO

Subject:Li I

> The FAA referred me to you regarding a "No Fly List" in which our:
>l ] has inadvertently been put on. As he was
> leaving Jacksonville this morning, he was detained for forty-five (45)

> minutes (and almost missed his flight to New Orleans) to be run through
> every computer database that was available by the local authorities. The

ALL INFORMATION CONTAINED
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> local authorities suggested that he call the FBI to have his removed from
> thi o-called "No Fly List". The TSA and FAA were also notified by both

> office personnel, as well as myself. After numerous calls,
> transfers, etc., we were directed back to the FBI.

>

>: is a very well-known and respected physician here the
> Jacksonville, FL area (please refer to his website:
> Quite often, he is required to travel out of state for seminars, business,
> personal and other hospital related issues; and it is imperative that he
not

be continually detained by the authorities. After the 9/11 terrorists
attacks, we understand the need for increased security:; however, we hope

that I: will not have to endure the humiliation and delay in travel
that he experienced this morning.

His passport number is: I: His date of birth is: :

On Monday, July 29th, will be meeting with the local FBI here in
Jacksonville, FL. TIf there is any further light you can shed on this
incident, it would be greatly appreciated.

Sincerely,

VVVVVVVVVVVVVVVVVVV

b6 -2,6
b7C -2,6



[ lorogov

b7C -1
b2 -1

Sent: Friday, July 05,2002 9:51 AM  °° 7!

Subject: TSA No Fly List

[ ]

There is a specific case involving the TSA List which is a slightly

bigger

problem for us. The list contains the name

H:lwe have a Mr.

continually denied access to the automated check-in and is given the

third

degree every time he flies. The problem is our Mr.
i [which means that he a member of]

Y thelj

for

preparatory meetings related to thL |

which means that he is required to travel the world

We have advised our I:b book his ticket using his full names

which

match those on his passport i.e: |

travel agent has added his Frequent Flyer details to all his bookings

and
provideL IDOB, Passport # and Country of Issue so he can
checked out early through| |when he travels to theD Still he

get’s hassled.

still
a

Is there anyway way for you folks to verify whether yom:is

valid name, add more details or delete 1t?

b7c -2
: b7D -1
who is b6 -2
~ [His
b7D -1

Wete still looking forward to meeting with you folks to try and come to

gnps with the TSA List issue.

Happy 4th!
b7C -5
b6 -5
ALL INFORMATION CONTAINED

HEREWL 1S UNCLASSIFIE
%g,ﬁ%;%cm‘%’) NLS/AG/(M_
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; ALL INFOR mon CGNTA!!\!ED
4. Watch Lists HEREI QICIE

Number of different lists
9/11 - Project Lookout Watch List (450 names)
Widely disseminated
Pared down, threats to air travel turned over to FBI
Eliminated on 10-23-01
Terrorism Watch List established March, 2002

Protocols for addition and removal of names

NGNS
e

LiﬁC -1

be -1

Through VGTOF,
b2 -4
b7E -1 TSA maintains 2 lists: (1) No Fly List and (2) Selectee Lis
Names from various sources, but attributed to FBI 0/)/» ')/ }”1/
Poor Identifiers l/i(/ y M
: L san }‘
No Fly List - FBI called upon to investigate ULLH/“ f""
< ;,ak
No removal process _ ‘
Investigative Law Unit involved
b2 -4
b7E -1
’
NSLU working with DOJ, INS on MOU
Recommendations:
b5 -1
b2 -4
b7E -1

SUSSMAN-288



b7C -1
b6 -1
b7C -1
b6 -1
p2 -1
p7C -1
pS -1
b6 -1
p7c -1
b6 -1
p7C -1
b6 -1
b7C -1
b6 -1

Libraries/Book Stores

/

KW ’ Lt &W\ gL,L v“/ 6“,.,,,4/4 el Sy cmer M,,J‘,J,M”

L) \ vUﬂ/‘ Y~ Ayb‘ '\II M J /'L,.,, O O \ \
W Caph b -
Privacy Issues i k ﬂ b\b - ’ [
. lefs »u/’ ‘/ FB! :c/‘"
Post 9/11 Detainees %»/V:»{NL L‘/::z{ M?\A, 4 r»,- /.- f 75

J .
NSLU | Spike) % fy V4.l ] 7 g/ e
]

Inspections 4

ALL INFOR TIer CONTAINED

| %w b54frs

AS3-/779
Colleges b2 -4
NSLU - b7E -1
I |
. | . TP/
First Amendment Activities — g«l fo fcj 6»( Lhtr = Chet (
J/ s F"")’
Dissemination of Watch Li ts/ No Fly LlStS
<W /a S L{, ﬂ« e Dk Cos sh - %‘ %
f (car
Spik ay have worked on - put together EC on who should go on list)

"—'I-:I"‘ C"Eiaﬁ:f C«hc{ ~ et
Information Shanng with State and Local Law Enforcement " ’ﬁ'{‘ ke et

CA;.//' ¢ /t 0’/‘-

FTTTF - Data Mining

f{‘ad{M Or‘
N o - ﬁ; sl €
Camivore/D{fS 1000 (Technology Law Unit) — Jo LW v £ |

Other Technology Issues Related to Data Systems with over 10,000 records - Pat Kelley (anm
Council, Privacy Impact Analysis Review -

m O /
PIA Expert - j/‘ ’ ]
' et e

Technology Review Board
FISA - Spike

SUSSMAN-289



Privacy Issues - Follow-up
Follow-up after 12-20-02 Mtg with Director on Privacy Issues
Racial Profiling - Check on OLP Guidance (Done-Nothing forthcoming)
Re: Watch Lists (TWL, No Fly List/Selectee List)

Talk to Larry Mefford about Protocols as to who goes on list, and how names can be
removed, criteria for Terry category of detain for questioning by FBI

Follow-up on MOU re: Tip-Off Terror names into NCIC ' b7C -1

Re: Investigations relating to Public Places and Events D6 -1

CDC Conference scheduled for January, put it on agenda for di 1 determine
whether it is being done, whether they have concerns (Steele

Re: Schools/Libraries
Prepare EC or e-mail instructing that if making non-specific request for records in
absence of predication, check with OGC (Steele/ILU) '

Techﬁology Review Board
Move forward on design, formation (Kelley/TLU)

Designate OGC Attorney to monitor ongoing privacy issues (Wainstein/Steele)

Prepare Talking Points ()

Prepare Briefings/Speeches ()

ALL INFORMATION COHTAINED

TS LA e
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The Wall Street Journal

Tuesday, November 19, 2002

Far Afield: FBI's Post-Sept. 11 'Watch List' Mutates, Acquires Life of Its
Own

Bureau Gave It to Companies; Now, Out-of-Date Versions Dog Some People Named
Still Citing the Atta Brothers
By Ann Davis

LAS VEGAS -- When a patron at the New York-New York casino plugged his
frequent-player card into a slot machine one day this summer, something strange
happened: An alert warned the casino's surveillance officials that an associate
of a suspected terrorist might be on the grounds.

How did a casino's computer make such a connection? Shortly after Sept. 11, th

FBI had entrusted a quickly developed watch list to scores of corporations aroun
the country.

" Departing from its usual practice of closely guarding such lists, the FBI
circulated the names of hundreds of people it wanted to question.
Counterterrorism officials gave the list to car-rental companies. Then FBI field
agents and other officials circulated it to big banks, travel- reservations
systems, firms that collect consumer data, as well as casino operators such as
MGM Mirage, the owner of New York-New York. Additional recipients included
businesses thought vulnerable to terrorist intrusion, including truckers,
chemical companies and power-plant operators. It was the largest intelligence-
sharing experiment the bureau has ever undertaken with the private sector.

A year later, the list has taken on a life of its own, with multiplying -- and
error-filled -- versions being passed around like bootleg music. Some companies
fed a version of the list into their own databases and now use it to screen job
applicants and customers. A water-utilities trade association used the list "in

lieu of" standard background checks, says the New Jersey group's executive
director.

The list included many people the FBI didn't suspect but just wanted to talk
to. Yet a version on SeguRed.com, a South American security-oriented Web site
that got a copy from a Venezuelan bank's security officer, is headed: “list of
suspected terrorists sent by the FBI to financial institutions." (The site's
editor says he may change the heading.) Meanwhile, a supermarket trade group use
a version of the list to try to check whether terrorists were raising funds

Copr. © West 2002 No Claim to Orig. U.S. Govt. Works
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through known shoplifting rings. The trade group won't disclose results.

The FBI credits the effort, dubbed Project Lookout, with helping it rapidly
find some people with relevant information in the crisis atmosphere right after
the terror attacks. MGM Mirage says it has tipped off the FBI at least six times
since beginning to track hotel and casino guests against the list.

The FBI and other investigative agencies -- which were criticized after Sept.
11 for not sharing their information enough -- are exploring new ways to do so,
including mining corporate data to find suspects or spot suspicious activity. Th
Pentagon is developing technology it can use to sweep up personal data from
commercial transactions around the world. "Information sharing" has become a
buzzword. But one significant step in this direction, Project Lookout, is in mam
ways a study in how not to share intelligence.

The watch list shared with companies -- one part of the FBI's massive
counterterrorism database -- quickly became obsolete as the bureau worked its wa;
through the names. The FBI's counterterrorism division quietly stopped updating
the list more than a year ago. But it never informed most of the companies that
had received a copy. FBI headquarters doesn't know who is still using the list
because officials never kept track of who got it.

"We have now lost control of that list," says Art Cummings, head of the
strategic analysis and warning section of the FBI's counterterrorism division.
*We shouldn't have had those problems."

The bureau tried to cut off distribution after less than six weeks, partly fror
worry that suspects could too easily find out they had been tagged. Another
concern has been misidentification, especially as multipart Middle Eastern names
are degraded by typos when faxed and are fed into new databases.

Then there's the problem of getting off the list. At first the FBI frequently
removed names of people it had cleared. But issuing updated lists, which the FBI
once did as often as four times a day, didn't fix the older ones already in
circulation. Three brothers in Texas named Atta -- long since exonerated, and no
relation to the alleged lead hijacker -- are still trying to chase their names
off copies of the list posted on Internet sites in at least five countries.

People who've asked the FBI for help getting off the bootleg lists say they've
been told the bureau can't do anything to correct outdated lists still floating
around. The FBI's Mr. Cummings says that "the most we can control is our official
dissemination of that list." Once it left the law-enforcement community, "we have

no jurisdiction to say, 'If you disseminate this further, we will prosecute
You . "

Despite the problems, Mr. Cummings and other proponents of information- sharinc
say the process should be improved, not abandoned. Software companies are rushinc
to help, trying to make information-sharing easier and more effective.

Copr. ©® West 2002 No Claim to Orig. U.S. Govt. Works
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Systems Research & Development in Las Vegas is among those working on ways to
make exchanging law-enforcement and corporate information a two-way street
without compromising privacy. "I believe there's probably 10 to 50 companies in
America that across them touch 80% to 90% of the entire country," says SRD
founder Jeff Jonas, citing credit-card companies, banks, airlines, hotel chains
and rental-car companies. "There should be a protocol in place that corporate

America could be plugged into that allows them to say, 'We'd like to help,' " he
says. :

But some officials at the U.S. Customs Service, the Office of Homeland Securit
and the FBI's own Criminal Justice Information Services Division doubt the wisdo
of circulating watch lists widely, and some say they didn't even know about
Project Lookout. Civil libertarians worry about enlisting companies to track
innocent people for the government. Many cowmpanies say they need to be insulated
from liability if they're expected to share data on people with the government.

"It's a tough, tough box to get into. You end up with legitimate concerns abou
moving into Orwell's '1984,"' says Henry Nocella, an official of Professional
Security Bureau Ltd. in Nutley, N.J., and a former security director at
Bestfoods. "Yet you know there's a need to collect and analyze information."

Before Sept. 11, the government rarely revealed the names of terrorism suspect
to companies. The exception was when it had a subpoena for specific information
the government believed a company had about a person under investigation. But
after the attacks, counterterrorism officials were concerned that members of
terrorist cells could have slipped undetected into companies or communities. The
feared that by the time they figured out where to direct subpoenas, the suspects
could get away or even stage another attack.

Holed up in a “"strategic information and operations center" in Washington, a
small circle of FBI officials decided on Sept. 15, 2001, to put out a broad
heads-up to state and local police and to trusted companies. “"We're not playing
games here. This was real life. We wanted as many people as possible to know th1
is who we wanted to talk to," says Steven Berry, an FBI spokesman.

Agents cast a wide net that, by its nature, included scores of innocent people
They started by using record searches and interviews to identify "anybody who ha
contact" with the 19 hijackers, Mr. Cummings recalls. Kevin Giblin, chief of the
terrorist warning unit, decided that car-rental companies. and local police shoul.
be the first outside of the airlines to get the list. One firm that received it,
Ford Motor Co.'s Hertz unit, says it checked the list against its records and
told the FBI of any matches, but then basically let the list lie dormant.

Trade groups proved a quick way to spread the word. The FBI gave the list to
the Transportation Department. It shared the names with the American Trucking
Associations, which promptly e-mailed the list to nearly 3,000 trucking
companies. The International Security Management Association, an elite group of
executives at 350 companies, put the list on a password-protected part of its We
site, allowing members to scan it in private, members say.
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On their own, FBI field agents shared the list with some chemical, drug,
security-quard, gambling and power-plant companies, according to interviews with
companies. The FBI's Mr. Giblin says he hadn't realized how extensively field
agents distributed the list. But he says agents have considerable autonomy and
are expected to keep close ties to companies in their area.

One field agent, Daron Borst of the FBI's Las Vegas office, says, "I do
remember very distinctly the attitude of the country was, 'Do something.' This
was one way to get out there and develop an intelligence base. The other option
was to sit in our offices and wait for the phones to ring."

Mr. Giblin says that by Oct. 23 of 2001, he had notified police agencies that
the bureau was no longer looking for the people on the watch list. But he made n
arrangements to tell businesses. Indeed, Southern Co. didn't receive its list
until November 2001, when FBI field agents in Alabama asked the power company to
"see if any folks on the list . . . had [customer] accounts," says a company
spokeswoman, Laura Varn. The FBI declines to comment on the timing.

Mr. Giblin says the bureau stressed to recipients that the people named weren'
all suspects. "This wasn't a blacklist," he says.

Mark Deuitch landed on the list. A financier from Boone, N.C., he works on
deals for Middle Eastern investors. On Sept. 11, he was scheduled to begin a
flight that would take him to Washington -- using a ticket purchased by a Saudi
business partner. After interviewing Mr. Deuitch, the FBI removed his name.

But even now, Mr. Deuitch says, nearly every time he does a Google search of
the Internet, he finds another version of the list that still has his name on it
He says he is searched so often at airports that he has curtailed his flying. He
says it orice took him nearly two hours to get a rental car from Budget in
Florida. Budget Group Inc. had no comment about Mr. Deuitch's experience except
to say it gave the FBI historical reservations data right after Sept. 11 and "we
have not been asked in recent months to assist the FBI in this manner." Mr.
Deuitch says his worst fear is "an unstable person getting hold of the name and
wanting to take some sort of revenge."

The initial list also named Asem Atta. Mr. Atta, a Pakistani programmer who
once worked for Enron Corp., wasn't hiding. He has his own Web site, which
proclaims his affection for the rock band Red Hot Chili Peppers, his dislike for
the color purple and his love of a special hummus recipe.

The FBI later removed Mr. Atta and two brothers from updated versions of the
watch list. The brothers d=clined to comment, but Rhonda Atta, the U.S.-born wif
of one of them, recently called the FBI to complain about several lists that
still include tlia brothers. She cited an Italian Web site and one in Mexico. Ms.
Atta says an FBI agent in Texas told her it didn‘t have control over those sites
and she needed to write the sites a letter.

At DuPont Co.,'global security manager William Reiter says he ran the FBI watc
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list against all 97,000 DuPont employees. He also sent a printout to managers at
hazardous-chemical plants and asked them to check the names of vendors'
employees, warning: "If you find anybody, do not confront them. Go to your local
terrorism task force." DuPont saw a few names it had questions about, but none
turned out to be the people the FBI was interested in.

The absence of addresses, dates of birth and Social Security numbers for many
names made some companies fret that the lists were an invitation to misidentify
people. At Securitas Holdings Inc., a unit of Securitas AB that runs the
Pinkerton and Burns security-guard businesses, Chairman Don Walker says he

compared a watch list of about 150 to 175 names against his payrolls once, then
told the FBI to take it back.

The few hits he got turned out to be the wrong person. Mr. Walker says he was
uncomfortable participating in "a snitch system" based on possibly faulty data.
"We didn't feel like it was information that was something you could make a
decision about. You get a name and what are you going to do with it? Are you not
going to hire anybody with that name?*

Airline Automation Inc., a Tucson, Ariz., company that helps airlines process
reservations, says that early on, it was receiving four or five versions of the
list a day from an airline client. Using a "fax of a fax," staffers furiously
pecked names into a database. "Some of the names were so smudged it was difficul

to see. . . . The 'o's blurred into 'e's," says Frank Arciuolo, an executive vic
president. The FBI later sent some companies electronic versions.

Few companies had the skills to detect whether Middle Eastern names had errors
or to check for common alternative spellings. Airline Automation called in
Language Analysis Systems Inc., a name-recognition-software firm in Herndon, Va.
A list reviewed by the language firm's chief executive, Jack Hermansen, for The
Wall Street Journal contained a number of first names of Abdul, which Mr.
Hermansen says is almost never a complete first name on its own. "The risk is
that you'll match many, many Abduls. It's like looking for 'Mac' in the Scottish
phone book," he says. Other entries looked as if they'd been transcribed by an
optical scanning machine with some mistaken letters.

By the time the FBI tried to close out its list, at least 50 versions were
floating around, say people who saw numbered ones. Some companies were asking
software firms such as Systems Research & Development how to make better use of
the lists. SRD, which is financed in part by a venture-capital arm of the Centra’
Intelligence Agency, has a program called NORA, for Non-Obvious Relationship
Awareness. It mines data to detect hard-to-see links between people, such as use
of the same residence or phone number.

MGM Mirage -- which was already using NORZ to cieck hotel and casino guests'
names against a lot of lists, such as those of people whose assets have been
frozen -- began using the software with the FBI watch list. This is how Patricia
Fischer, an MGM surveillance executive, got a computer alert this summer about
the gambler at the New York-New York casino. She decided the gambler's link to
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the watch list was too tenuous to pass on to the FBI: The man merely lived in an
apartment building across the street from someone whose name had once had been o
the list but had been removed. NORA software had made the link.

Though MGM's list is out of date, Alan Feldman, an MGM senior vice president,
figures that "it's better to have the information than not, on the off chance
that something might develop from one of the names even though it had been
removed. . . . We don't see the harm in it." Mr. Feldman says “the beauty of the

system is that we're getting advance information" such as a hotel reservation an
*watch for you to come in.*“

The FBI's Mr. Giblin says when he fields tips nowadays from campanies that hawve

the watch list, he tells them it's obsolete. But not all field offices turn down
such tips.

There are conflicting views in the government about how far to go in recruitinc
companies as law enforcement's eyes and ears. The Office of Homeland Security
says it has no plan to share with companies a master list it's compiling that
consolidates watch lists from various agencies. SRD, meanwhile, is trying to
interest companies and the FBI in software that would allow them to query one
another about possible matches without letting them see each other's data.

If the government does decide to disseminate watch lists in the future, it
won't face high legal hurdles, says Daniel Ortiz, a law professor at the
University of Virginia. He says someone who appears wrongly on a watch list coulc
ask for a correction but couldn't prevent the list's circulation or sue the
government for damages under current privacy laws. The government just has to be
careful not to single people out solely on race or ethnicity.

Businesses face more jeopardy, however. Many industries, such as cable
companies and banks, operate under special privacy laws preventing them from
giving customer information to the government without a subpoena.

Galileo International, which processes millions of air, hotel and car-rental
reservations, has discussed ways the government might link up to Galileo's
system. The firm, a unit of Cendant Corp., hasn't gone forward in part because o!
both privacy and liability concerns, says Paul Quade, a vice president.

“If the government comes out with an indemnification or firewall or total
privacy system, we'd be happy to participate in anything that serves homeland
security," Mr. Quade says. "I don't think anybody's come up with a solution yet

that we can use to identify dangerous people and at the same time protect real
people. " '

Question: Should companies be given the names of people the FBI wants to
interview in its counter-terrorism efforts? Visit WSJ.com/Question to vote.
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Tough Call

Enlisting corporations to help terror investigators has benefits and
pitfalls:

PROS

-- Could help find terror suspects more quickly.
-- Vastly increases information at law enforcement's disposal.

-- May help vulnerable companies discover terrorist intruders before
being attacked.

CONS

-- Increases chance of mistreatment or misidentification of innocent
people.

-~- List could fall into terrorists' hands, leading them to assume new
identities.

-~ Raises fears that government will store corporate data for future,
nonterror uses.
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From: SI10C

To: TMU, TRANSPORT, Watch

Date: Tue, Apr 22, 2003 9:18 PM

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret “"no-fly"
list

ACLU seeks government data regarding secret “"no-fly" list

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a
secret “"no-fly" list.

The women were among 339 travelers briefly detained and questioned at San Francisco International
Airport during the past two years after their names were found in the database, the ACLU said, citing
government documents. Those travelers ultimately were allowed to continue on their journeys.
“Thousands of passengers are likely being subjected to the same sort of treatment at airports across the
country " said Jayashri Srikantiah, an ACLU attorney.

The database was created after the Sept. 11 terrorist attacks as a way to prevent potential terrorlsts from
boarding planes. The Transportation Security Administration gets names from law enforcement officials
and gives the lists to airlines to screen passengers.

The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who
is on the list, how they got on it and how they can get off it.

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They
were stopped in August while checking in for a flight to Boston.

"It was very distressing,” Gordon said. The two invoked the Freedom of information Act to demand that
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no
files on the two existed, the ACLU said.

An FBi spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added
that the agency does “'not confirm the presence of a particular name of an individual on a list.”
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Larson, David C.

From: Semo, Alina M.

Sent: Friday, April 25, 2003 6:21 PM

To: Gulyassy, Anne M.; MCCORMACK, WILLIAM; Larson, David C.; Calogero, Valerie P;
Bowman, Marion E.; Livingston, John R. Jr.; Steele, Charles M.

Cc: Roppel, Ruth; NOLAND, BEATRIZ; Manley, Debora

Subject: ACLU, et al. v. FBI, etal (N.D. Cal.)

| thought | would fet everyone know collectively that the ACLU and two individuals (Rebecca Allison Gordon and Janet

Amelia Adams) have sued the FBI, DOJ, TSA pursuant to FOIA and the Privacy Act, seeking access, inter alia, to al

records, including memoranda, policy directives and guidance, regarding "no fiy" lists and other watchlists, documents

concerning how individuals are placed on or removed from such lists, what agencies maintain these lists, and more

speciF ic requests with regard to the two named plaintiffs, Gordon and Adams. According to the complaint, the FBI issued a

"no records” response administratively. Plaintiffs are now chailenging the “no records" response in the lawsuit they have

filed in the N.D. of California, San Francisca Division. Below is the article that Jim Landon Wmmr_cas&m.ﬁ.\ﬁ
lﬂﬁmﬂuﬁays ago. Main DOJ will handle the case (Joe LoBue), and they antlclpat

| am awaiting receipt of a file-stamped copy of the complaint, along with the numerous exhibits; right now

~Thave an internet copy of the complaint if anyone would like to see this version

-

b5 - 1 ’ 2 14 3
Thanks, Alina.

----Original Message-----
o ALL INFORMATION CONTAINED
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'No Fly' List Is Challenged In A Lawsuit
The New York Times

By Eric Lichtblau

April 23, 2003

WASHINGTON, DC — Civil rights advocates demaunded today that the federal government explain how
hundreds of people — some of them vocal critics of the Bush administration — have ended up on a list
used to stop people suspected of having terrorist links from boarding commercial air flights.

In a lawsuit filed in San Francisco, the American Civil Liberties Union said government officials had
improperly withheld information about how people wind up on the "no fly" list, what steps are taken to
ensure its accuracy and how people who are erroneously detained at airports can get their names off the
list. "Without even basic information about the no-fly list or other watch lists," the lawsuit said, "the
public cannot evaluate the government's decision to use such lists." Since the attacks on Sept. 11, 2001,
the FBL and federal transportation officials have generated secret lists of people suspected of having
terrorist ties who should be stopped and questioned if they try to board an airpiane.

Law enforcement officials say the policy is a necessary safeguard to prevent the type of security lapses
that allowed two of the Sept. 11 hijackers to board a plane even though intelligence officials had reason to
suspect they were terrorists. But the so-called no-fly lists have generated criticism. Many people have
been mistakenly stopped, while others assert they were on the list in part because of their strong liberal
politics. In a well-publicized incident last year, some two dozen members of a group called Peace Action
of Wisconsin, including a priest, a nun and high school and college students, were detained in Milwaukee
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en route to a "teach-in" and missed their flight.

In San Francisco, meanwhile, Rebecca Gordon and Janet Adams, two self-described peace activists who
help run a publication called War Times that has been critical of the administration's terrorism policies,
were detained on their way to Boston. An American Trans Air employee told them their names appeared
on a no-fly list, according to the A.C.L.U. lawsuit, which includes both women as plaintiffs. Officials
insisted they were not seeking to single out legitimate political critics. Ms. Adams's name may have been
similar to that of another person on the no-fly list, they said. Ms. Adams said in an interview that "it
strains my credulity” to think that her longtime role as a political advocate did not play a part in the
incident. "It's bad enough that the government is stopping people in these vast quantities,” she said.

"But then to learn that you can't even find out why they did it is just an additional injury." In its lawsuit,
the civil liberties union said it had documented 339 cases since the Sept. 11 attacks in which people at San
Francisco International Airport were stopped and questioned because they were thought to be on the no-
fly list. While the group's investigation has focused on San Francisco because of complaints there, it said
the situation there offers a window into what is happening at airports around the country, based on
anecdotal evidence the group has collected. "There's every reason to believe this is happening at airports
around the country,” said Jayashri Srikantiah, staff lawyer for the A.C.L.U. of Northern California.

The civil liberties union brought the lawsuit under the Privacy Act and the Freedom of Information Act
after federal officials turned down several months of requests for information on the passenger lists. The
FBI. told the group in a letter last December that it found "no records pertinent" to the no-fly issue. But
A.C.L.U. officials said records from the San Francisco airport showed that the FBI. was contacted about
many of the airport detentions. Officials at the Transportation Security Administration, named as a
defendant in the suit, did not return calls seeking comment. Officials at the FBI., also named as a
defendant, said they could not comment because the lawsuit was pending.

- But a law enforcement official, who would speak only if not named, acknowledged that there was
confusion in the public about how the no-fly lists were created and executed. The official said the FBI.
provided intelligence on people suspected of links to terrorism, which was relayed to the transportation
security agency. Transportation officials then provide airlines and airports with lists of people to look for
at airports. The security agency ""needs to do a better job of explaining what this list is," the official said.
The official insisted that politics had nothing to do with who makes the list, saying that "people that are
expressing their constitutional rights of free expression would not come to the attention of the FBL."
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Subject: 4/22/03 NewsEdge Article re ACLU seeks government data
regarding secret ~“no-fly'' list

ACLU seeks government data regarding secret ~“no-fly*'‘ list

SAN FRANCISCO (AP} The American Civil Liberties Union sued the FBI and other government
agencies Tuesday on behalf of two peace activists detained at an airport because their
names popped up on a secret "~ "no-fly'' list.

The women were among 339 travelers briefly detained and questioned at San Francisco
International Airport during the past two years after their names were found in the
database, the ACLU said, citing government documents. Those travelers ultimately were
allowed to continue on their journeys.

" "Thousands of passengers are likely being subjected to the same sort of treatment at
airports across the country,'' said Jayashri Srikantiah, an ACLU attorney.

The database was created after the Sept. 11 terrorist attacks as a way to prevent
potential terrorists from boarding planes. The Transportation Security Administration gets
names from law enforcement officials and gives the lists to airlines to screen passengers.
The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department
disclose who is on the list, how they got on it and how they can get off it.

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times.
They were stopped in August while checking in for a flight to Boston.

T7It was very distressing,‘'' Gordon said. The two invoked the Freedom of Information Act
to demand that authorities reveal why they were stopped. The TSA did not respond to their
request and the FBI said no files on the two existed, the ACLU said.

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez
said those on the no-fly list pose, or are suspected of posing, a threat to civil aviation
and national security. He added that the agency does ““not confirm the presence of a
particular name of an individual on a list.''
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Davis, Aan
From: Davis, Ann
Sent: Wednosday, Januiary 08. 2002 2:26 M
To: acummings@fbi.gov' M% M' / 777
Cc: Davis, Ann
Subject; *No Fiy” claims ALL INFORMATION CONTAINED

HERE] ] bz
Dear Art, DA'EWY_Z “62/}/%

As promised. here Is 3 mare comprehensive lisl of some of the activists who claim ta have been
placed on the federal Nn Fly List or its companion, the Sclectee list. [ have also noted a few others
who claim they have heen placed on the VGTOFF liat or are munitorad by local police or federal
investigators. Some of these individuals say they've been arrested over the years for what they cell
non-violent civil disobedience--such Ihings as protesting without a permit, rafusing to leave
govemment offices/sitas when police tried to break up demonstrations, of trespassing. Othcrs say
they have no criminal record at all. | may learn of additional claims while you're traveling, so if you'd
like me tg pass the new examples on to anyone brfore your retum on 1/17, pease just lat me know.
1} algo print this out and fax it with any articles that might hcip flll out these activists' versions of what
they say happetied. Since there are many jussible reasone why thesa people were stopped, it will be
vary helpful lu hear from you and wourk with you on this. I've listed] contact information at the bottom
of the email; don't hesitate to get in touch with me if you have a question. Also, | jusl need to sdd my
standard request herc: please dJon't relay my interest In this topic. or the examples | have compited,
to other news organizations. Thank you again for being so responsive.

Regards.
Ann Davie

1) Jan Adams and Rebcecca Gordon {aire:ady sent 10 you); in their 50s, stopped at San Francisco
alrport on 8/7/02; publishers of an anti-war publication called War Times; claim they were tald they
were on the No Fiy hst and were questioned, but then were allowed to fly.

?2) Bill Sulzman (already sent ta you): longtime activist, affiliated with a group called Citizens far
Peacc in Space; arrested at political demonstralion on gr around 5/29/02 at the U.S. Air Force
Academy; claims he overhcard police dispatcher tell the officar holding him a patrol car that he was
listed by lhie FAI as belonging to a terronist organization (VGTOFF).

3) “*this is the now case | described in our phone conversalion*** Members of Peace Action in
Milwaukee say that 20 of 37 people who wers traveling together on 4/20/02 on Midwest Express out
of Milwaukee were pulled aside and questloned. They were kept from boarding a flight to Washington
tor 3 political dermonstration on U.S. ald to Culumbia after scveral of them repartedly showed up an a
No Fly or siirilar list, They were atlowed lo fly 1ater; possibly the next day. L.ocal shcriffs say "five or
six" of the Milwaukee activiets' names came up on the watchlist and the TSA determined that the
whole group should ba questioned Some of them say they were tofd they werc “on a list® or that their
name had bcen "flagged” or thit their names rccemblad a name on the "Na Fly llst." Among those
who say thay were queslinned are: Siater Virgine Lawinger (Catholic nun involved with Peace Action
and a member of the Racine Domimicans), Alia Kate (high school student), Dianne Henke (Pcace
action volunteer), Jacob Laden {college studrnt), Manuel Sanchez, Isabella Hnming, Father Blll

‘ Brennan (priest). Sarah Backus (coominatar for School of the Americas Watch Wisconsin), and

L Judith Williams. (" *see attactied article in a local Wisconsin paper. The Progressive.)

4) Members of the Center for Constitutional Rights. Barbara Olshansky, the executive directar of
1
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... CCR, claims tn have bcen pulled over for scrutiny many lines and contends thst in September Luus,
P she and six members of her staff were atopped while travefing together on a flight from Newark to
Washington D.C. She claims agents told her "the computer spit you out.” She says they were iater
allowed to board. (***see attached article In Salun, an online news magazine)
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5) Larry Musarra, « retired Coast Guard il. commander, claims he was told by Alaska Airlines in late
June, while traveling from Juneau, Alaska, tn Portiand, Ors,, that he shawed up on "an FBI list." He
was questioned and then allowed o baard. He sard his uncle was told the sama thing when he flew
another tine. (** see story by The Juneau Empire, plcked up by Associated Press)

B) Johnnie Thomas, a 70-year-uld grandmother. Claitns she's been stopped and questioned several
times and kent off of flights while being guestioned und tald she was on the No Fly List. She has later
heen allowed to board She says she wae 10ld her name resembtes that of a man in Qregon wha
allegedly murdered his wife and three children who used an alias of Juhn Thamas Chrstopher.

7) Doug Stuber, an official with the Green Party ot North Carolina, claims that he was traveling
through Raleigh on October 2002 and got into a dispute wiliv someone in security afler making a
comment about Gaorge Bush He claims that a Secrel Senvice agent who later questioned him was
holding a binder that listed a number of activist organizations, including Amnesty Intemational.
Greenpeace and Eaithfirst. He allcges that he was questioned about Green Party political activities,
his family and friends He claims he's been barred from boarding other flights. If he really is on a No
Hy or Selactee list, [ waonder if he was flagged anly after this confrontation with security.

8) Nancy Oden, Green Party of Maine. rlaima ahc was told she was "on a list" when she flew from
Bangor to Chicago recantly. However, airport officiale claitned she was barred from boarding a flight
hecause she was uncooperative with security. Ms. Qdert says she wes told by an American Airlinea
agent that even (f she hacn't attracted attention when securrity officials looked through her luggage.

"You wers golng tu be searched no matter whal. Yaur name was checked on the list.* Unclcar if she
was later allower to fly.

9) John Dear, a priest and member of 4 Catholic peace group called Pax Christi. ¢laims he's been
laken aside since 9/11 and repeatedly searched at airports. He says a gate agent for Southwest
Airfines once stoppad him after laaking at his boarding pass at the San Jose Airpor, as he attempted
to board a flight to Los Angeles, and told him. "You can't be here. You have to be searched " it
appcars he was allowed to fly after the search. (** see attached story fram Intheselimes.com)

10) Sume of the groups tracked by the Denver Police inteligenca unit, whu say thay are concemed
they are being tracked statewide ur nationwide, include the Chlapas Coalition, Direct Action Now,
Pikes Peak Justice & Peace Commission, Citizens for Peace in Space, Justice tor Mena, Amnesty

Intemational, American Friends Service Committae, End Politics of Cruelty, and the Colorado
Coalition for Prevention of Nuclear War.

Anp Davis

The Watl Screet Juurnal E
Plcase note we have maved rxck to our original offices:
200 Liberty Strcet, 10th ki,

New York, NY 10281

Volee: 212.416.3518

Fux: 212.416.2653

Cell: 917.797.8701

Emaili ann.davis@aisy enm
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From: Davis, Ann c
sr:r:x chneed'ay.éanuary 08. 2002 2:26 PM M# w '/ 777 B
To: ‘acumnings @fbi.gov' AL INFORMATION CONTAINED o
Sut o iy o HERES/AUAASSIF /S
ubject: No Fiy" claims DATE A2 By m T
Dear Ad, h

As promised. hara Is 2 mare comprehensive list of some of the activists who claim ta have been
placed on the faderal No Fly List or its companion, the Sclectee list. | have also noted a few others
who claim they have been placcd on the VGTONT liat or are munitored by local police or federal
investigators. Some of thcse individuals say they've been arrested over the years for what they cali
non-violent civil disobedience-such (hings as protesting without a permit, rafusing to leave
government offices/sites when police tried to break up demonstrations, or trespassing. Others say
they have no criminal record at all. | may learn of additional claims while you're fraveling, so if you'd
fike me to pass the new examples on 1o anyone belore your retum on 1/17, please just lat me know.
' also print this oul and fax it with any articles Ihat might hclp i} aut these activists' versions of what
they say happened. Since there are many pussible reasons why tliese people were stopped, it will be
very helpful tu hear from you and wurk with yau on this. ['ve listed contact information at the bottom
of the emui; don't hesitate to get in tourh with me if you have a question. Also, | just need to add my
standartd request herc: please don't relay my interast In this topic. or the examples | have compiled,
to othier news organizatlons. Thank you again for being so reaponsive.

Regards.
Ann Davis

1) Jan Adams and Rebccca Gardon (airczady sent (o you); in their 50s, stopped at San Francisco
alrporl on 8/7/02; publishers of an anti-war publication called War Times; claim they were told they
were on the No Fly list and were cuestioned, but then were allowed to fly.

2) Bill Sulzman (already sent to you): longtime activist, affiliated with a group called Citizens for
Peace in Space; arrested at political demonstraliin an or around 5/29/02 at the LS. Air Force
Academy; claims he overhcard police dispatcher tell the officer holding him a patrol car that he was
lictad by (he FRI as belonging to a terrorist organization (VGTOFF).

3) “*this is the ncw casae i described in our phone conversationt** Members of Peace Action in
Milwaukee say that 20 uf 37 prople who wera traveling together on 4/20/02 on Midwest Express out
of Milwaukee were pulled aside and questioned. They were kept from boarding 2 flight to Washington
tor a political demanstration on U.S. ald to Culomhia after scverai of them repartedly showed up on a
No Fly or sirnilar list. They were allowed Lo fly 1ater; possibly the next day. l.ocal sheritfe say “five or
sh” of the Mitwaukee activists’ Nnames came up on the watchlist and the TSA determined that the
whole group should be questioned. Some of them say they were told they werc "on a list” or that their
name had bcen "flagged™ or that their names rcsembiad a name nn the "No Fly list." Anong those
who say thay were queslianed are: Siater Virgine Lawitger (Cathalic nun involved with Peace Action
and 3 member of the Racine Dominicans}), Alia Kate (high schaol student), Disnne Henke (Pcace
actlon volunteer), Jacob Laden (college stufurnt), Manuel Sanchez, Isabella Horning, Father Bill
Brennan (priest), Sarah Backus (coordinafar for School of the Americas Watch Wiscons!n), and
Judith Williams. (**580 attached article infa local Wisconsin papier. The Progressive. )

4) Members of the Center for Constitutiohat Rights. Barbara Olshansky, the executive director of
1
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.SCR, clairms tn have been pulled over for scruliny many limes and contends thiat in September 2uu<,
she and six members of her siaff were 3topped while traveling together on a flight from Newark to
Washington D.C. She claims agents told her “the comiputer spit you out.” She says they were later
alflowed to board. (*"“see attached article In Saiun, an online news magazine)

5) Larry Musarra, a refired Coest Guard il. commander, claims he was told by Alaska Alrlines in late
Juns, while traveting fram Juneau, Alaska, ta Potland, Cra., that he showed up on "an FB! list." He
was questioned and then allowed ta baord. He said his uncle was told the same thing when he flew
o ancther time:. (** see story by The Juneau Empire. plcked up by Associated Press) E;C 11
L 8) Johnnie Thomas, a 70-yeaui-:ld grandmother. Clailns she's been stopped and questioned several

timas and kept off of fiights while being questioned and tald she was on the No Fly List. She has fater

heen aiiowed to board. She says she was toid her name resemblas that of a man in Orcgon who

allegedly murdered his wife end thrae children who used an alias of John Thomas Christopher.

7) Douy Stuber, an official with the Green Party ot North Carolina, claima that he was traveling
through Raleigh on October 2002 and got into 3 dispute with someone in security alter making a
comment about George Bush He claims that a Secrel Service agent who later questioned him was
holding a binder that listed a number of activist organizatians, including Amnesty Intemational.
Greenpeace and Eaithfirst. He alicges that he was questioned about Green Party political activities,
his family and friends. He claims he's been barred from boarding other flights. If he really is on a No
Fly or Selectee list, | wonder if he was flagged nnly after this confrontativn with security.

8) Nancy Oden, Green Party of Maine, claims ahc was told she was "on a list" when she flew [rom
Bangar to Chicago recently. However, airport officials claimed she was barred from boarding a flight
because she was uncooperative with security. Ms. Oden says she was told by an American Airlines
agent that sven if she hiadn't atiracted attention when security officials looked thraugh her luggage,

"You were going tu ba searched no mattar what. Your name was checked on the list." Unclear if ehe
was later allower to fly.

9) John Dear, a priest and member of a Catholic peace group called Pax Christi, claims ha's been
laken aside since 911 and repeatedly searched at airponts. Me says a gats agent for Southwest

e Airlines once Stoppad him after luaking at his boardiag pass at the San Jose Airport, as he attempted
e to board a flight 1o Los Angeles, and told him, "You can't be here. You have to be searched.” It
o appcars he was allowed to fly after the eearch. (** sew attached story from Intheselimes.com)

10) Soume of the groups tracked by the Denver Police intefligenos unit, who say they are concemed
they are being tracked statewide ur natinawide, include the Chtapas Coalition, Direct Action Now,
Pikes Peak Justice & Peace Commission, Citizens for Peace in Space, Justice tor Mena, Amnestly

Intemational, American Friends Sarvice Committee, End Palitics of Cruelty, and the Calorado
Coalition for Praventiun of Nuclear Wat.

Anit Davis

The Walt Street Journal .
Please note we hiave maveil lsuk to our original offieas:
200 Liberty Street, 10th &1,

New York, NY 10281

Volce: 212.416.33518

Fux: 212.416.2653

Cell: 911.797.8701

Emalli ann.davic@os] eom
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ACLU-NC Press Release

For Immediate Release:
December 12, 2002
Press Contact:
Stella Richardson ACLU-NC, 415-621-
2493

ACLU Seeks Government Accountability Regarding
Federal “No Fly” List
ACLU Files Request under the Freedom of Information Act and
Privacy Act

SAN FRANCISCO - The ACLU of Northern California filed requests
under the Freedom of Information Act (FOIA) and the Privacy Act
seeking information about the government’s “no fly list” and other
government watch lists today. The requests were filed on behalf of Jan .
Adams and Rebecca Gordon, who were told by airline agents that their
names appeared on a “no fly” list at San Francisco International Airport
(SFO). The requests were filed with the Transportation Security Agency
(TSA), the FBI in Washington D.C., and the FBI in San Francisco.

“We want to find out how a person's name gets on government watch
lists like the "no fly" list, and how a person can get thelr name off such
lists,” said Jayashri Srikantiah, staff attorney with the ACLU of Northern

California. “There should be public accountability as to government
watch lists like the "no fly" list."

The requests also seek information on the number of names on the “no
fly” list or other government watch lists, the number of times that
individuals were incorrectly identified as being on such lists at SFO and
other airports across the country, and whether individuals are targeted
for such lists based on First Amendment activity.

On November 14, 2002, the ACLU-NC sent a request to SFO under the
California Public Records Act asking for documents relating to the SFO
incident involving Jan Adams and Rebecca Gordon. SFO responded by
previding documentation confirming the existence of a “no-fly” list, and

ayi coni.rining that Ms. Adams' and Ms, Gordons’ names were checked
against a master “FBI list.”

Jan Adams and Rebecca Gordon were stopped at SFO on August 7, 2002

when they checked in for an American Trans Air (ATA) flight to Boston
via Chicago. The ATA agents who checked them in told them that their

http://www.aclunc.org/pressrel/021212-nofly .html 1/6/03
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names appeared on a “na fly” list. San Francisco police arrived and
informed Ms. Adams and Ms. Gordon that the police would have to check
whether their names appeared on a “master list.” Although they were
eventually allowed to fly, their boarding passes were marked with a red
“S," which subjected them to additional searches at SFO. -

Download the following Freedom of Information Act and Privacy Act

request letters by clicking on the links. Jan Adams: FBI (San FrancsicQ),
FBI (Washington, DC), Transportation Security Administration. Rebecca
Gordon: FBL (San Francsico), FBI (Washington, DC), Transportation

Security Administration. For more information about their story go to
http://www.aclunc.org/911/backlash/

H#E#

The Amarican Civil Liberties Union of Northern Califormia
" 1663 Misslon Street, Suite 460, San Francisco, CA 84103
(415) 621-2493

http://www.aclunc.org/pressrel/021212-nofly.html 1/6/03
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November 22, 2002

PQ. Box 2097

San Francizco, CA 91128
Tl 650.521.5000

fax 450.321.500%

www tlysto.cam
American Civil Liberties Union

Foundation of Northern California

1663 Mission Street, Suite 460
San Francisco, CA 54103

Aun: Jayashn Snkantiah

Re:  Public Records Act Request Dated November 14, 2002
Your Clients: Rebecca A. Gordon; Janet A. Adams
Date of Incident: August 7, 2002

Dear Ms. Snkantiah:

This is in response 0 your Public Records Act Request datcd November 14,
2002, received in my office on November 15, 2002.

I enclosc copies of all responsive documents you requested which are under
the custody of the San Francisco International Airport and which are a matter of
public record:

1. Calls for Service Report: Call 1D: 02000060761 for 8/7/02 event;
2. Event Chronology for Event Number: P02000060761 for 8/7/02 event;
3. Unit Information for 8/7/02 event.

Y our request for “‘protocols that were followed ar consulted in relation to the
August 7 incident” contains sensitive security information that i3 controlled under the
provisions of 45 CFR Part 1520 and request for such protocols must be directed to the
Under Secretary of Transportation for Secunity, Washington, DC 20590.

As you rcquested in your letler, I am providing copies of these documents to
your olfice at no duplicating cast.

Very truly yours,

John
Airport Director

Enclosures
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Calls For Service Report  Cail ID: 02000060761

Printed: Navember 18, 2002

1. Agency Z. Person Received | 3. Datc/Time Received | 5. Time Amrived 7.Case #
SEPD Complaint 08/07/2002 22:28
4, Time Dispatched 6. Yime Complete -
22:18 22:36
8. Nature Of Incident SUSP PERSON
8. Location Of
Incident 200,12 CA
_ L7C
10. Victim or Caller
11, Classification 12. How Received 13. Disposition | 14, Officer 15. Date Submitted
NOMERIT 08/07/2002
Notes: 2 PSGR ON NO FLY LIST, AWARE PD IS RESP & COOY
b7C

R_Cfsvt
PI/PT" -
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Event Chronology

Event Number: P02000060761

b7C -6
b6 -6
Dare Time Term Operaror  Action
030702 221738 poshion? 920246 SVENT CRLATID: LOCATION: NUMDER: [200] AREA. [ID1) MUNIC!PMJ[Y' {1.2] APARTMENT: |ATATC)
002 221758 porwan? 20246 COMMENT. [ GRATA (C] Evert: (SUSP PERSON(STREET SINE)] 'LYPL: [917(S)] CALLER INFOIMATION:
%0102 0TS patwjon? 920246 NAME: DRFSS [ATA] PIONE NUMBER
030202 22 17:58  position? 920246 Dispaca Group. [ALL] ETA. [0] bear: [ (D] Pamary Umt: |0H30C) Primary Wermet: [204)
007102 22:17.58  pasitten? 920246 Prionty: (]
UUIN2 22175k potitienT 920246 REMARK ADDED.2 PSGR ON NO FLY LIST, AWARL PD (S RESP & COOP
u§/02/82  22:0%5%  positiua?  9202a6 MIF

/07702 2116:50  pritunS 920202 UNIT 6Da6C DISPA I C LD
O#ATAZ  22:19.05 posiiond 20202 UMNIT GBHIC DISPATCHED i
0u07/02 221905 poswien? 920246 REMAAK ADDEN:I4 1
ownIue 2219:06  posivens 920202 UNILT 6B41C ENROUTED
OWMYO2 22190 pusion§ 920202 UNIT 6B4GC FNROUILED
090702 22 19:56  posinon?  92U246  REMARK ADDEDZL _‘=,===?I
UNOT02  22:20:23  pomuen? 920246 REMAKK ADDED:CORRUCTION ON CLOTHML
0amIM 222109  positinnld 920022 PEMARK ADDEDAOML_ TOPY
0WU7/02  22:20:86  pasitions 920202 REMARK ALDY
DVOTAY 22241 arvininglS 920336 UNIT 6B40C ALARM ACTIVALED
0072 222401 \pininglS 920336 UNIT 6D41C ALARM ACTIVATED
OWOTAY  22:24:3)  semio20 92U UNIT €na0C CONTACTED Corament: Alanm Timwer Extended: 0
O3U72  21.2a)3  xnior20 920221 UNIT 6B CONTACTED  Comment: Alamm Timer Cxtended: 0
UBOTNIT 122005 puakilunS 920002 UNCE 6B4OC ARRIVED
0307702 22:2%:U7 pwiugn§ 920202 UNIT 6B41C ARRIVFD
ORA7/Y 22 36:24  posidens  92M02  RIMARK ADDEDBOTH SUBJ NEG ON FRI LIST
0002 22.36)4  pusitianS  Y2Ul2 UNIT 60808 AVAILABLE
ug002  22.3G41  posionS 920202 Dispatzh Qroup. [ALL) ETA: (0] beat: [TB1 | Prmary Unit: [CARACT Primary Member: [204]
08102 2041 poriuemS 920102 Pronty: [i] -
0702 32.26:4]  pownen$ 92202 EVENT CLOSED: Nispesition Cads; [NOM]
OwuThiZ  22.36:41  posidonS 920202 UNIT 601 AVAILABLEL

BT st ’%
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Unit Information

Uns ) Diep, N T3 Emp2 1D Terminal  [oculion

m:)‘»'z‘r»g) QD" watch Nup 22“‘.';'3:50 o 92020 pezihans 200 THY L2ATATC: @ATA TC
6BaeC  ER 22:10:08 oEL 92020 positons 200 TBI LZATATC. @ATA TC
6Bt ~ 22:24:11 RERCrr 010 tivnglS 200 T8I LZATATC: @ATA TC
nB3a0C  CU 2224535 NG 92022 seror2d 200 1B1 L2ATATC: @ATA TC
ORWC AR 22:28.06 Wwd gigig posflfoni 200 TBI LZATATC: @ATA TC
nB30C AV 22:16:14 . posion

6BaiC  DP 22:19:05 92020. pasitonS 200 181 L2,ATATC: @ATA TC
¢Ba1C LR 22:19:06  4107] gpe 92020, positicnS 200 TB! L2, ATATC: GATA TC
GRAlC - 22:24:11  aly? 92033 1niningls 200 TBI L2.ATATC: @ATA TC
6bsIC  CU 222431 @107 } SR 02022 scnior20 200 1B] LZATATC: @ATA TC
oB41C AR 22:2807 4107 | e 0¥ 92020 posiions 200 TBI L2LATATC: GATATC
0683IC AV 2253641 4107 Y2020 positions

pl/o1 A
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Terrorism Is as
Terrorism Does

Local peace activist may be on FBI list
by Terje Langeland

Bill Sulzman has protested nonviolently against U.S. military policy for
more than 30 years. That, he discovered last week, apparently makes
him a “terrorist” in the eyes of the government.

Now, Sulzman, a veteran Colorado Springs peace activist, is concerned
that he and athers will be subjected to FBI surveillance under new rules

that allow the agency to spy on domestic groups and individuals
suspected of terrorism,

Last Thursday, May 29, Sulzman was arrested while participating In a
political protest at the U.S. Alr Force Academy, Between 15 and 20
activists demonstrated against the policles of U.S. Secretary gﬁp_efense

Donald Rumsfeld, who was speaking at the Academy's gradustlon-
ceremany.

El Paso County sheriff's deputies broke up the demonstration at the
request of Academy officials, who maintain the protesters were on
Academy property withaut parmission. Four protesters refused to leave,
arguing that they were standing in the public right-of-way. The four, who
included Suizman, Peter Sprunger-Froese, Mary Sprunger-Froese and
Mary Sheetz, were arrested for trespassing.

Former priest and soldier

While the four were baing held, deputies ran a routine criminal
background check on each of them. That's when both Sulzman and
Mary Sprunger-Fraese who were in separate squad cars say they heard
something over the police radio: Sulzman, a voice said, was listed by the
FBI as belonging to 2 “errorist organization.”

Trough Sulzman was hald for about 30 minutes longer than the rest, ail
four activists eventually received court summonsas and ware released.

Jislus s
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Stilf, Suizman says he wants to know why he’s listed as a terrorist. A
former soldier and Catholic priest, Sulzman estimates he's been
arrested mare than 20 times in the last 30 years, but aiways for non-
violent protests, including various acts of civil disobedience.

Sa far, he's been unable to get answers from the sheriff's office or the
FBI. The agencies also didn't offer the Independent much information.

A spokeswoman for the shariff's office, Lt. Melissa Hartman, said she

couldn‘t divutge what information the FBI provided on Sulzman, saying it
-would be "privileged criminal-justice information.”

Ann Atanacio, a spokeswoman for the FBI's Denver office, refused to
comment specifically on Sulzman's case, ciling privacy concerns, -

Propensity to violate laws

However, Atanacio hypothesized that someone might be included on an
FBI list of potentiat terrorists for "any number of things,” and that such
lists could include "persons who have propensity to violata laws at
sensitive national security installations.” ‘

That would fit Sulzman, who has often been arrested far nonviolent
actions at military bases.

A spokesman at FBY's national headquarters, meanwhile, said the
agency "absolutely” does not maintain lists on peaceful protesters.

"“The databases we have are on known violent [peopla), or those who
have a propensily for violence, or who have threatened with violence in
some way in the past,” said the spokesman, Paul Bresson. "Thera's no
‘peaceful demonstration list' anywhere within any FBI filas."

Bresson also said he couldn't discuss Sulzman's case in spacific.

Sulzman says he's determined to get to the bottom of the matter. Like
many other paiitical activists, he was concerned to learn last week that
the FBI, in the wake of intelligence failures prior to Sept. 11, has
raceived broad new powers to spy on domestic groups and individuals.

The FBI has said the new powers will only be used against suspected
tarrorists. But that no longer reassures Sulzman.

“That I'm labeled a ‘terrorist’ means a lot of peaple are labeled
terrorists.™ Sulzman said.

Terje Langeland

SUSSMAN-318 212 274 79'3_4,=VP_.B§_

RECENTLY:

s Gay Discharges on the Rise More gays booted from Fort
Carson by Terje Langeland (05-30-02)

» Ticket to Rida Small transit businesses squeezed by rising
insurance rates by Terfe Langeland (05-30-02)
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A federal agency confirms that 1t maintains an air-travel ]
blacklist of 1,000 peoplc. Peace activists apd civil libeitarians
fear they're: on it

............

By Dave Lindorff

Nov. 15, 7002 | Barbara Olshansky was at a Newark [yrernationa] Airport departure gate last
Mauy when an airlinc agent at the counter checking her hoarding pass called airport security.
Olshansky was subjccted to a closz search and then, (liough she was in view of ather travelers,
was ordered to pull her pants down. The Sept. 11 Loirouist attacks mey have crested a new eia in
airport sccunty, but even so0, she was emburrassed and annoyed.

Perhaps one such incident might've been forgotitn, Lut Olshansky, the agsigtant legal directos fou
the left-leaning Center tor Constitutional Righix, was pulled out ot line for epecial attention the

ncxt time she tlew. And the naxt ime. And (lie next time. On one thight this past Septemher [rom
Newark to Washington, six members of the cented's staff, including Olehansky, were stopped and
subjected to intenee ecrutiny, even though they had purchaacd their tickets independenily and had

not checked in as 2 group. On that vcuasion, Olshansky got angrv and demanded to kmow why
shc had been eingled out.

"The computer spit you out,” she recalls the agent saying, “1 don't know why, and I don'{ have
time to talk 10 you about jt."

Qlshansky and her colleagues are, appacently, not alone. For months, ramors and anecsloleys have
circujated amang left-wing and vtler activist groups about people who have been barred fioin
flying or delayed at securily paies hecause they are “on a list.”

But now, a spokesman for the urw Tiansportation Sceurity Adminictration has acknowledyed (o1
the firet time that the govermuent has a list of about 1,000 people who are deamed "llueats to
aviation” and not allowcd ui airplancs under any circumstances. And in an interview with Salon,
the official suggested that Okhansky and other political activists may be on a separate list that
subjects them fo wlricl scoutiny but allows them to fly.

“We have a list ol alwat 1,000 people,” said David Steigman, the TSA spokesman. The agency .
was crealed 4 year ago by Coneress to handle trangportation safety during the war on terror. .

“This Tist is composed of namecs that are pravided to uz by various goveinment organizations like

the FBI, CIA and INS ... Wc don't aslc how they decide who Lo list Fach agency docides on its

own who is a 'threat to avistion.™
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The agency hae no gu\delme: In determine who gets on the list, Sieigman says, and no L
pracedures for getting o[l the hst if someone ic wrongfully on il. R

Mcanwhaile, aurport security peisuic], citing hists that are prowdcd Iy the ageney and that
appear to be on ajrline ticketing and check-in computers, seem (v bie nething moatly priests,
clderly nuns, Green Pty campaign operatives, left-wing jonmalists, right-wing activists and
people affiliated with Arab or Arab-Amencan groups.

cﬁ}n&hger a aun in Mitwaikee and an activist with Peace Actioy, a well-known
wrassroum advocscy group, was stoppied from boarding a flight last spriny to Washington, where
she and 20 young students wete planning to lobby the Wisconsin congressional delcgation
against U.S. military aid w iz Colombian government. "We were «}l picvented from boarding,
and some of us were taket o anather room and questioned by aimart security personnel ond
local sheriff's deputies,” says Lawinger.

in that incident, an wirlipe employce with Midwest Air and a Incal sleriff's deputy who had been
called in during the iucident to help airport eecurity personnel detain and question the group, told
come of them thut their names were "on a list," and that they were being kept off their plane on

instructions from = Transportation Secunty Administration in Washmgton- : ;
g ffadi -'Qf-leﬁlxmﬁtmn requost with fhe Transportation Sacirity AUpTiEHEto:
leatt h,:f E3% i "threat to aviation” list.

¢ Last month, Rebecea Gurdon and Jan Adams, two journalists with a San Francisco-based
antiwar magazin called War Times were ctapped at the check-in cuunter of ATA Airlines,
where agaiddiug Kerk told them that her comptrer showed ihey, widEg, BN oIE Iy et
The airlinc called the FDI, and local police held them for 4 while before tcllmg them there had
been a wiistake and that they were tree to go. The two made their plane but not before the
counter aitendant placcd a large § for "search” on their huggage, assuring that they got more
closc yuritiny at the boardeng sate.

* Artdealer Doug Stuber, who ran Ralph Nsder's Green Parly presidential campaign in Morth
Carolina in 200, was barrcd a3t month from getting on v (light to [[amburg, Germany, where
he wax going on business, atter he got engaged in 2 loud, though friendly, discussion with two
other passengers n a sccunty line. During the coursc of the debate, he shouted that "George
Bush is as dumb as a rock,” an unfortunate cornment fhat provoked the Raleigh-Durham Airport

security staff to call the local Secret Sarvice bureaa, which sent out two agents to intertogate
Stuber,

"Thcy took ms into a room md qu"sﬁuucd ne afl about my politics.” Stuber recalls. "They weTe

opsn. and. wm\e thsy were queslmuulg me, I ducrcctly looked at ﬁ /SaGY o ;
orgo.mzauons, and X was able (o wexngnire the Green Party, Greenpeate& actil and. Amnesty
s biternationul.” Stuber was eventnally released. but because he missed his fhght e Liud to pay
s . ' abnost $2,000 more for # full-farc ticket to Hamburg 5o that he would not miss Lix husiness
el engagement. In thie erul, howsver, afier trving several airpons in the North Cavolina area. he

fovund he way barred from boarding any flighte, and had to tum in bis ficker and canccl his
husincss tiip.
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A Secret Scrvice agent at the agency's Washington lieadquarters confirmed that his agency had
been callx in ta question Stuber. "Wa're nogponally a part of the sirport security uperation,”
Agent Mask Connelly toid Salon. "That's th%.smgﬁxluen one of our protection subjects
gets theeatened, we checle it out.” Asked ahunt the list of organizations observert hy Stuber, the
Secrct Service source speculated that (hose arganizabions might be on 4 lisi of organizations that
the service, which 1s assigned the task of pratecting the president, might ned to monitor a5 part
of its sccurity responsibility.

Additional cvidence suggests that Olshansky, Stuber and other left-leaninyg activists are also seen
as a threat to aviation, though perhaps of a different grade. A top official fur the Taglc Forum. an
old-linc conservative group led by anti-feminist icon Phyllie Schiafly, suid several of the group's
members have heen delayed al security chockpoints for so long that they missed their thghts.
According, 10 Pax Christi, a Cathwolic peacc orgaruzation, an American suember of the Falun

: Gong Chinese religious o was bamred from getting back on a plune that had stopped in

R iceland, reportedly busml on information supplied 1 Jeelandic cnstoms by U.S. authorities. The
i parson was reportedly pernutted to Hy onward on a later Dighy,

Hussein Ibish, comruypications dircctor of the American Aruh Anti-Discrimination Committee,
says his group has ducumented over U cases -- involving 200 people - in which fliers with
Arabic names have een delayed at the sirport, or barred altngcther from flying. Some, he says,
appeur Lo ivolve people who have no political involvenicit at all, and he speculated that they

suffercd the misfortune of having the same name as someone "op the list” for legitimate securily
TE4SOIIS.

Uniti] Steigman's confirmation ot the ao-fly list, the govenunent had ncver admitted its existence.
While FBI spokcsmon Paul Bresson confirmed exisicuve of the list, officials at the CIA and U §
Lymigration and Naturalization Service declined to comment and referred inquiries back 1o the
TSA. Details of how it was assambled and how it is heingz used by the govemment, airports and
airlines arc largely kept cecret.

A security officer at United Airlines, speaking wr condition of snonymity, confirmed that the
aitlines reccive no-fly lists from the Transpoitation Security Administration but declined further
comment, saying it was a security matter. A USAir spokcswoman, however, declined 10
comment, saying that the airline’s security relationship with the federal transit ugency was a
security matter and thar discussiny it could "jcopardize pacsenger safety.”

Steigman declined to say who was un the no-fly list, but he conceded that people like T awinger,
Stuber, Gordon, Adams and Olshansky were not “threats 10 aviation,” deciuse (iey were being
allowed 10 fly afler Lemp intcrrogated and searched. But then, in a Byzantine (wist, he raised the
possibility thal \he secarity agency might have more than one list. "I checked with our security
people,” he said, "and they said there s no {second] list.” he said. “Of course, that could mean
one of two {hings: Fither therc 15 no sccond lict, or there is 2 list and they're not going to ialk
ahout it fur security reasons.”

In (act, most of those who have been stopped from boarding [Jights (like Lawinger, Stuber,
Gordpn and Adams) were able to fly later. Obviously, i the TSA thought someone was 2
genuine “threat to aviation”  Jike those on the 1,000-name no-fly list, they would simply be
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barred from flying. So does the agency have muie than onc list perhsps —~ one for peaple who are
totully harred from flymg and another for peuple who arc simply harassed and delayed?

Asked why the TSA would be barring a 74-year-uld nun from flying, Steigman said: "Tdon't
kmow. Yem could got on the list if you wera arresied for a federal felony.”

Sister Luwinper says shc wag arrested only once, hack in the 19803, for siting down and refusing C
10 leave the district office of 2 local congressman. Aud cven then, she says, she was never
official)y charged or fined. But another person who was in the Peace Action delegativu that d'a)'.

Judith Williams, says she was arrested and spent three days in jail for a protest at the White

House back in 1991. F that protest, Williams and other Catholic peace activists hud scaled the

White Ilousc perimeter fence and scattered haby dolls around the lawn (o piotest the bombing of

Iraq. She says that the charge from (hat incident was o miedemeanor, an in(raction that would ot

scem enough to establish her ax 4 theeat to aviation.

Incvitably. such questions about how vne gets on a tederal transit list creates questions about
how to get off it. It is a classic - and unncyving -- Catch 22: Because the Tmn:portatmn Secunty
Adxmmstmtlon says it compiles the list from names provided by other agencics, it has no
procedure for cotrecting 4 prublem. Aggricved parties would have s go to the agency that first

reported their pames, bt for secunty rcasons, the TSA won't disclose which agency put someons
on the list.

Brecson, the FBI spokespersan, would not explain the criteria for classifying someconc as a threat
10 aviation, but sugpests that flicrs who believe they'r> on the list impaperly should "report
airport securily and they should be able to contact the TSA or us and get it clearcd up.” Ha
concedes (bal nught mean missed flights or other inconuenienees. THis cxplanation: "Airline
security has putten very compheated.”

Many critics uf e security agency's methods accept the need for heightencd eir sscurity, but
remain troubled hy the morc Kafka-esque traits of the systein. Waters, at the Eagle Forurm,
waorries thal the government has offered no explanation [ur linw a "thrcat to aviation™ is
detenined. "Maybe the people being stopped are alrcady heing protiled,” she saye. "1f they're
pruliling pcople, what kind of things are they looking fix? Whether you fit in in your
neighborhood?"

“I agree that the government should be keaping knuwi ‘rhreats to aviation' off of planes," Toish

says. "I ccrtainly don't want those paaple on my plaue! But therc has to be a procedure for
appealing this, and there isn't. There are nn safeyuads and there i3 no recource.”

Mecanwhile, nobody in the federal govemmenr has explaincd why so many law abiding but
n_uostly Iett-lqnnmg political activists and aptiwar activists are being harassed at check-in time at
sirports. "l'hig all raises serious concems ahewil whether the government has made a decision o

target Americans based on their pulitical beliefs," says Katic Corrigan, an ACLU official. The
ACLU has set up aNo Fly Lixi Complaiat Form on its Web_ate.

One particular concen about the goverament's threat to aviation list and any other possible lists
of people to be subjeuted 1o oxtra security investigation at airports is that names are being made
available w private companizs -- the airlines and airpon authorities -- charged with alerting
securily persommel. Unlike most other law enforcement watch lisiy, these lists arc not being




— ]

~—~B8~2, .
 JATe8-2003 14:50 WALL STREET JOLRMAL SUSSMAN-323 212 274 7994  p.12

closely held within the national secunty or law-enfarcement files and computers, but are
apparently being widely disporsed.

“It's bad emough when the federal government has lists ke this with no guidclines on how
they're compiled or how to usc them," savs Olshansky at the Center for Constitutional Rights.
"But when thesc lists are then gaven to the private secuw, there arc cven lese controls over how
they are used ur misused.” Noting that airlines have "4 frec hand" to decide whether somcone can
buard a planc or not, she sav: the result is a “rremeadous chilling of the First Amendmcut 1ight to
trave] and speaL frecly.” :

smpnt, i hghhng bach She. :.ayn naw that the go'i‘)
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blagkllst. her centcr ls phmnug a First Amcndmonf\
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Correction:

““Grounded”, a story publishied e Nov. 15, incorrectly raported that sitwuey Barbara Olshansky
of the Center for Constitutiunal Rights was attempting 0 board a JetBlue flight when she was
S stopped and strip-searched earlicr this ycar. tn fact, when she flew vul of Newark, she was not
RO taking JetBlue. The sty also reported incorrectly that Green Parly activist Doug Stuber, after
s being stopped from Laking his planncd tight from Raleigh-Durhan, N.C., to Ilamburg last
month by U 8. Sccret Service agents, was able to flv 1o his destination on a later thght. In fact,
after tryiny for two days at various arports, Stuber found he was bared from boarding any flight
and uussed his busincss trip. The etory also descnbed Peice Action as a Roman Catholic
wrgsmization. In fact, 1t 15 not affliated with any religious group. The story has been corrected.
Salon regrets the crrors. '
[Correctian made 11/15/02)









