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Dear Requester: 

U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, DC. 20535 

September 6, 2007 

Request No.: 1087793- 000 
SubJect: NO FLY LIST 

The records that you have requested were previously processed under the provisions of the 
Freedom of Information Act for another requester. 

Enclosed are 248 pages of documents pertaining to your request and a copy of the explanation of 
exemptions. 

You may submit an appeal from any denial contained herein by writing to the Office of Information 
and Privacy, U.S. Department of Justice, 1425 New York Ave., NW. Suite 11050, Washington, DC 20530-
0001 . within sixty days from the date of this letter. The envelope and the letter should be clearly marked 
"Freedom of Information Appeal" or "Information Appeal • Please cite the FOIPA number assigned to your 
request so that it may be easily identified. 

Enclosure(s) 

Sincerely yours, 

David M. Hardy 
Section Chief, 
Record/Information 

Dissemination Section 
Records Management Division 
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EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STA TES CODE, SECTION 552 

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

related solely to the internal personnel rules and practices of an agency; 

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or 
physical safety of any individual; 

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STA TES CODE, SECTION 552a 

information compiled in reasonable anticipation of a civil action proceeding; 

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

required by statute to be maintained and used solely as statistical records; 

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 
the release of which would compromise the testing or examination process; 

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 



From: 
To: 
Date: 
Subject: 

Aviation-Field-30 
Wed, Dec 19, 2001 4:36 PM 
FBI Response to FAA Name List - NEW PROCEDURES 

b7C -1 

b6 -1 

Airport Agents - Please ensure that this message is forwarded to your supervisors, command post and 
any other personnel who mirt respond to name list matches at airports. The attached FAA documents 
have also been uploaded to _ ! 
There are two name lists for which the FBI may now have to respond, instead of one - the "No Fly" list 
(threats to aviation) and the "Selectee" lis◄ I The names are the same and some 
additional ones from the previous FAA name lists, and they continue to originate from other agenciesc:J 

C7rom the FBI. However, there are new procedures to reduce unnecessary FBI response. The FBI 
and the FAA coordinated these procedures based on feedback from the field about the utility of FBI 
cesocose to ticket muotecs to identjfy passengers when the lists now contain more identifying information, 

I I I 
NEW PROCEDURES 

...._ _ _. Please read the attached FAA Security Directives (SD 10 
language. 

orexac 

I expect questions, so please ask. If something doesn't work as you expected, please let me know. 111 try 
to do an EC as soon as possible, but since the list and changes are "ouf', I wanted you to have them as 
soon as possible. 

ss~ !(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

L----...Jpeo.gov 

CC: 

b2 -1,2 

b7C -1 

b6 -1 

b7C -1 

b6 -1 
ALL INFORMATION CONTAINED / 
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The Honorable Earl Blurnenauer 
The Weatherly Building 
516 S.E. Morrison Street 
Suite 250 
Portland, OR 97214 

Dear Representative Blumenauer: 

1500 Southwest 1st Avenue 

Ibis letter iT in response to your request for additional information 
concernind _ and the policies and procedures surrounding the 

b7C -2 

b6 -2 

Transportation Security Administration's (TSA) watch list. Nationwide policies and 
procedures regarding the TSA watch list are established jointly by the FBI and TSA at 
the headquarters level. Your concerns have been forwarded to FBI Headquarters, 
Counterterrorisrn Division, and the Office of Public and Congressional Affairs . 

. Additionally, on August 12, 2002, this office contacted! land 
explained, in general terms, the procedures used by the TSA, FBI, and commercial air 
carriers upon discovery of a name list match. 

SUSSMAN-2 
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b6 -2 

The Honorable Earl Blumenauer 
The Weatherly Building 
516 S.E. Morrison Street 
Boftt}~e Box 709 
Portland, OR 97214 

Dear Representative Blumenauer: 

This letter is in res onse to 
your inquiry on behalf of I !is n--o---a .... , ..... s ..... e ........ 
person on the Transportation Security 
Administration's {TSA) watch list. 
However, the watch list does contain a 
person with the same last name. 
Therefore, commerci I air carriers are 
required to chec 
identification aga,,_i """"l""':~"T"'""'-___. 

identification of th 
TSA watch fist. Unlop,o~u"""""na=e"""y, 
commercial air carriers cannot confirm 

I I true identity until such time 
as his 1dentmcation is checked at the 
ticket counter. 

Historically, TSA 
procedures have required that 
identification checks be performed by law 
enforcement officers. Recent changes to 
TSA procedures allow commercial air 
carriers to conduct these checks under 
certain circumstances. This procedure 
must be completed every time Mr. 

I land all others with the same last 
name, travel via commercial aviation. 

While I fully appreciate Mr. 
,rustration, I am sure he can 

.....,_,u=no"""e""'rs=t""'a...!nd the importance of the 
enhanced security requirements. 

Sincerely, 

SUSSMAN-3 



os-ao-2002 OZ:26pm From·SFPD AIRPORT P~TROL 6508Zl7594 T-441 ?.001/001 F-95Z 

Memorandum 
San Francisco Police Department 

b6 -4 

b7C -4 
To: IIPPRO\/E:O YE~ NO 

Commanding Officer 
Airport Bureau - Day Watch 

From: 1 ............. ....-----=--=------=:--"'='":"":'-:--::----- □ □ 
Airport Bureau - Day Watch 

b7C -4 

b6 -4 □ □ 
Date: Friday, May 24, 2002 □ □ 
Subject: Selectee and No Fly list Names 

ISSUE 
Airport Bureau police response to the Transportation Security Administration's 

air-carriers No Fly and Selectee names fists. 

DISCUSSION .-------, · b7C 
On Fri , May 24, 2002, I met with I l(T.S.A) and I spoke with b 6 

(F.8.1.), regarding police procedures when dealing with individuals 
""'=w~o~s~e~n~a~m~e~s~ave been entered on the Transportation Security Administration's NO­
FLY and SELECTEE names lists and the air-carriers reservation data banks. 

-1,3. 

-1,3 

b2 -4 

b7E -1 

b3 -1 

b2 -4 

b7E -1 

b3 -1 

This new change in procedure, wlll allow airport officers to minimize the amount 
of time required to initially detain individuals with names that 

Onames on federal NO-FLY or SELECTEE lists. L------------b2 - 4 --

b 7 E -1 

RECOMMENDATION b3 -1 
I recommend that this new change take place to reduce time spent by officers 

on-scene, when responding to names on federal NO-FLY and SELECTEE lists . 

.. 
All INFORM~i!ON CONTAINED /i I◄ 
HERE.IN lS UNCLASSIFlfll~ l..C) ~ b 'I N LS ~~ C,::;, L D.AllB . 5-D,3.8Y...x:~i.:i:;..il:i;:; ----· 
(.'..A.H. D3- l '1 'l 9 
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ft).MI (Rev. 6-1-97} 

PRECEDENCE 

D Immediate 
0 Priority 

FBI FACSIMILE 

COVERSHEET 

CLASSIFICATION 

0 Top Secret 
0 Secret 

Time Tl1lftsmitted: 

r&J Routine 0 Ccn fidential 
D Sensitive 
Ii] Unclassified 

Som!"' 1,;ua1s: bsw ~ 
Number of Pages: ---;1~.....,.,_ __ 

(including cover sheet) 

To: 

Pacsimi\e Nup:!m~.__J _______________________ .....1------7 
Attn 

From: FBIHQ, Domestic Terrorism Section, Rm 11795 
Name of Office 

Subjea: L/:~ ~rt: /krfH'T Se«.1crV 

Special Handlin~ Instructions: 

b2 -1 
b7C -1, 3 
b6 -1,3 

b2 -1 
b7C -1 -------.... -_-_-_-_:-__:...=.-=-=-=-=-=-=-=-,----~;::::::::=====:::=:o,-1 b 6 -1 

o.igmaton Nuno, Telephone, IL _________ i-
Ori,i"'"'' , ... 1mn~~'-------
A.pproved:· ~ 

Brief Description of Communication FoKed: 

Alt INrQRMATION CONTAINED 
f1~tt ~~IFIEfl I 

WARNING OA~,_.,.._S;:,~-0}~_13yULl,Q4'.,') /JlS Av-; 
lnfomntion attached co the cover sl1eet is U.S. Government Property. If you 11re nor the inrended rec~l~nrC?rl; / ') 1 9 UL 
infom'l11tiun. disclosure, reproductio11, di!llribution. or use or chis informntion is i,rohibited t I 8.USC. § 641 \. Plea~ notify the 
originator or the loc:11 FBI Office immedi:11cly to amn~e for proper dispoi.ition. SUSSMAN-5 
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b6 -1 
b7C -1 

APPLICATION OF THE FOURm AMENDMENf 
TO . 

AIRPORT SEARCHES 

Airplane ~acking or skyjacking escalated dramatically during and after the 1960s until its 
climax with the attacks on the World Trade Center buildings and tbe Pentagon. Consequently. 
airport security has always been a matter of very serious concern, and presently. it is a matter of 
paramount importance. Once the security of an lliq>lane is compromised. it is very difficult to 
respond effi:ctivety to the problem. As was so dramatically illustrated by last year~s tragic events, 
the potential for great and immediate hann to the passengers on the airplane and to the public at 
large is tremendous. Additionally, the highjackers are extremely difficult to detect. and in order to 
avoid the extreme danger highjackers can create, the highjacker must be detected before he boards 
the aircraft. The import.a.nee of airport/airplane sec:urity, the need to deteot the highja.cker. and the 
need to protect the public and the airline passengers have been recognized by the ooUI1s in 
considering how to analyze polite conduct at aiiports under the Fourth Amendment. 

In 1968. a Task Force was appointed to develop an on-the-ground highjacker detection 
system. This system was adopted by the FAA and continues to be employed today to provide 
secwity for aJl air travel. As its most prominent component. the system employs pre-flight sc~­
through the use of notices to the public. identification checks, application of a bighjack~ 
magnetometers, K-rays, interviews with selected passengers, and frisks or searches of ce:rtain 
suspicious passengers. The employment of these measures bas been approved by the courts as 
reasonable; however. questions concerning the constitutionality of other searches and seizures at the 
airport continue to arise. This presentation and paper is designed to deal primarily with those issues. 

The Fourth Amendment does not prohibit all wanantless searches and seizures; instead, it 
prohibits only unreasonable ones. The reasonableness of wamm.tless searches end seizures at 
airports or on airplanes will be determined. in part, by balancing the intrusion itself against the need 
for security at airports and the difficulty in ferreting out the highjacker from the throngs of members 
of the public in airpot1s and boarding the airlines. 

Because the courts have determined that airport screeoing proce.dures arc searches, they must 
be justified under an exception to the warrant requirement. Five exceptions have been applied by 
the couns: (l) the border search exception; (2) a Teny stop and frisk; (3) the administrative search 
exception; (4) consent; {'S) the critical mne-theoty. 

Border Search Exception Because many airports have both intcmationa.l and domestic 
flights, different standards for searches or seizures may be applicable at the same airport, depending 
on whether the flights being se?Viced at domestic or international. For international flights. under 
the border search exception, mutme searches of persons and their effects may be conducted under 
the same perameters as those scmchcs are conducted at the international borders. Those seeking 
admission to or ex.it from the United States on an international flight will be subject to a routine 
inspection of his person and his belongings. Any non-routine search (e.g .• strip searches) must be 
based on reasonable suspicion. For passengers on domestic flights, the border search exception 
cannot be used to justify the search of a person or his belongings. 

All INFORMATION CONTAINED / /i 
HE~ lS. Ul'ICLASSIF1£D 
~~ ~s.03 avUCleO-il ~'l /JlS AG CAL 
C:A .lJ O 3- I 'l '1 q SUSSMAN-6 
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Teny Stop and Frisk: Application of this exception is discussed in further detail below. 

Administrative Searches: Courts have justified the airport security screening procedures 
under the adrninimative se&ICh exception. The courts have held that when all passengen are 
subjected to secwity screening procedures in order to provide greater protection and security ta the 
airport and departing aircraft, the routine screening procedures are considered administrative 
searches and not violative of the Fourth Amendment. When these screening procedures are used 
only on selected passengers, they fall outside the coverage of the administrative search exception. 
When these screening procedures are used improperly to detect the possession of contraband, the 
adminiwative search exception may not be used to justify the search. 

Consent: Any search or sei?ure can be justified on the basis of a defendant's knowing and 
voluntary consent. Consent should be express, rather than implied. Agents should not rely entirely 
upon warnings airlines generally give to passengers that their luggage or person may be searched; 
the court's have been divided on the issue of whether these general warnings can constitute at least 
implied consent to search. 

Critical Zone: The Fifth and Eleventh Circuits have held that aiipOrts are to be considered 
"critical zones" in which special Fourth Amendment considerations apply because they consider the 
airport the one channel through which all highjackers must pass before being in a position to 

commit their crime and the one point where airport security officials can marshal their resources to 
thwart airplane violence before the lives of an airplane's passengers are endangered. These cowts, 
therefore, deem reasonable more intrusive security measures if specifically tailored to increase 
aiJport security and to detect highjackers. 

The Stop of a Person in- the Airport {prior to presenting himself for boarding): 1 1, (~ (!.n.v~ ~ --------· The Fourth Amendment applies to an airport stop only when a seizure occurs, 

If1here is no detention. there is no seizure, and the Fourth Amendment is not implicated. 

A person has been seized onJy if, in view of all of the circumstances surrounding the 
incident. a reasonable person would have believed that he was not free to leave. Whether an aiiport 
encounter between the poJice and a suspect amoWlt to a seizure requires a review of all relevant 
circumstances, including psychological fa.ctors. If a reasonable person would fee free to disregard 
the police and to go about his business. the encounter is consensual. 

Asking for an individual's airline ticket and his identification was pennissible and will not be 
considered a sei:::i..re. k'kh~g rol.r-J.rie questions concerning the reason for and destination of travel 
does not implic:.:::e i1,~ :rtmfa P mendment. Generally, there is no sejzure when a law enforc.ement 
agent merely approaches an individual at the airport, and after identifying himself, begins to ask 
routine questions related to the person's identification. travel plans, and ticket information. A non­
threatening request to search will not convent the encounter into a seizure. 

SUSSMAN-7 
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Factors considered in determining whether a seizure has occurred include: (1) location of the 
encounter; (2) physical contact with the person; (3) appearance and clothing of the o~cers; (4) 
number of the officers~ (S) display or presence of weapons; (6) demeanor and tone ofvo1ce of the 
officers; (7) length of time in which documents are retained~ (8) any advise of right to tenninate the 
encounter or refuse consent; (9} infonnation that the person was suspected of criminal activity; (10) 
the length of the encounter, among others. 

When a narcotics officer identifies himself as such and advises the person that he is 
suspected of transporting macotics, the comts will likely find that a seizure has occurred. If the 
officer retains the traveler's identification or travel documents, the encounter may be considered a 
seizure. 

• .. An investie!ve detg:ition must be based on reasonable ~uspicion which must be based on 
factors ~wfi'ii" viewed in tlieir totality amount to reasonable and· articulable suspicion that the 
pe · . A subsequent frisk of the person must be based on voluntary 

sent or reasonable susp1 · t the individual might be armed. 

&il\ ? 
Ci II ' An arrest must be based on probable cause. If a suspect is arrested and his luggage or 
personal items are removed with the suspect, those items may be searched only on the basis of 
consent or probable cause, with a warrant 

Air Terminal Security Scre,ening 

As set forth above, routine airport tenninal-entry security screening has been approved by the 
courts as •dministrative searches because their purpose is to provide security and safety rather than 
to detect crime. In order for these procedures to continue to be justifiable as administrative 
searches. the emphasis of the search must continue to be for purposes of determining the presence of 
dangerous persons or articles rather than the presence of contraband or for other general law 
enforcement purposes. 

Courts have held that the placement of items on the x-ray conveyerbelt constitutes at least 
implied consent to a visual and limited hand search of the items if the x-ray examination is 
inconclusive. Absent consent or probable cause, the scope of the hand search must be limited to that 
which will reveal an object that could be used to effect a highjacking or endanger other passengers 
or members of the public entering the terminal. (Caveat: this does not extend to search for money or 
drugs seen on x-ray examination; although a search therefore may be based upon probable cause or 
consent). 

Strip searches must be conducted. only on reasonable suspicion. 

Passengers Presenting Thems:::xves for Boarding on the Aircraft 

The Fifth and Eleventh Circuits have held that it is pennissible to request a search of 
passenger presenting himself for boarding on an airplane. The officer may indicate that if the 
passenger refuses. he wiJI not be permitted into the gateway or the airplane. ff a passenger is 

SUSSMAN-8 
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ticketed and presents himself for boarding on the airplane, he may be subjected to a search on mere 
or unsu)?ported suspiciop. Scope of search can be of sufficient scope to reveal any object or 

...,.instrumentality that could reasonably have been used to effect an act of air piracy. Again. the search 
cannot be one designed merely to detect contraband. 

Checked Luggage: 

Passengers have a reasonable expectation of privacy in checked luggage. Generally, searches 
of checked luggage can be conducted on with consent or a warrant based on probable cause. 
Where. however. there is evidence that luggage contains explosives or some other item of a similarly 
dangerous nature, exigent circumstances may justify a warrantless search. but the search must be 
based on probable cause. 

Checked luggage may be x-rayed. A subsequent search can be conducted to dispel 
suspicions of danger, but a general search for contraband cannot be conducted absent a warrant or 
consent. 

Because a dog sniff ofluggage is not considered a search, luggage may be subjected to a dog 
sniff without any suspicion whatsoever. However, if a dog alerts to the presence of contraband, the 
subsequent search may be conducted only with consent or a warrant. A dog•s alert to the presence 
of explosives may provide probable cause for a wammtless search condllcted under exigent 
circumstances. (A dog sniff of a person is a search and cannot be conducted) 

If a person disavows ownership of luggage when presented with an opportunity to claim 
ownership of it, it will be considered abandoned and can then be searched. 

A person's luggage can be seized for a reasonable period of time on the basis of reasonable 
suspicion. It should not prevent passenger's continuation of travel. Luggage can be seized on the 
basis of probable cause pending the issuance of a warrant to search; however~ ~e agents should be 
actively taking steps toward obtaining the warrant. 

Private v. Governmental Searches 

Airport security measures were~ in the .past, largely employed by private security 
companies employed by the airlines or by airline employees themselves. Purely private searches 
are not subject to Fourth Amendment protections~ therefore, where these searches or seizures 
we.re conducted entirely by airline personnel without governmental intrusion or prompting, the 
Fourth Amendment was not implicated. However, governmental agencies became increasingly 
involved in airline security, and most of the searches. even where conducted by airline 
employees or security personnel, were instigated by government agents or gc,vcmment agents 
participated in them. In those cases, the Fourth Amendment controlled the appropriateness of 
the conduct. As you know, the law now requires that airport security be provided by the 
governmen~ and the Air Marshal program has been revived~ consequently, a Fourth Amendment 
analysis will rarely be.avoidable. Nevertheless, when airline employees are acting entirely 
independently, the cowts will find that a private !learch was conducted, and that the Fourth 

SUSSMAN-9 
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Amendment bad no application ( e.g., airline employees opening suitcases to detennine 
ownership and then encountering contraband therein). 

SUSSMAN-10 
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Mr. Michael D. Robinson 
Associate Under Secretary 

for Aviation Operations 
Transportation Security Administration 
400 Seventh Street, SW 
Washington, DC 20590 

Dear Mr. Robinson: 

September 4, 2002 

Thank you for your June 27th letter, enclosing a copy ofTSA's Delegation Order 
concerning the placement of Federal Security Directors at all of the major airports nationwide. 
You asked that the Order be disseminated to each of the FBI's field offices having a need for the 
information. 

Recognizing the FBI's investigative jurisdiction with respect to criminal violations 
set forth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in 
Title 18 of the U.S. Code, our field offices will be provided copies of TSA's Delegation Order 
dated June 14, 2002, along with the reminder that interagency cooperation and coordination are 
critically important to our respective missions and responsibilities as our agencies continue to 
discuss pertinent jurisdictional considerations. 

1 - Mr. Ashley (5012) - Encs. 
1 - Mr. D'Arnuro (5829) - Encs. 
1 - 1\!r Wainstein (7427) - Encs. ) □(5096) - Encs. 

1..:- (7326) - Encs. 
l 7176) - Encs. 

b7C -1 
b6 -1 

Sincerely yours, 

Robert S. Mueller, III 
Director 

b7C -1 
b6 -1 

62F-HQ-1077732 
NOTE: Reply coordinated with Attorney-Advisor! ~nvestigative Law Unit, OGC. 
and Unit Chie~ l Major Theft/Transportation Cnmes nit, CID. 
BHM ALL INFORMATION CONTAINED 

HE~ IS UNCLASSIFIED / / 
~lttS-Q a _et~~ " ~ l\l LS Ac;. {CA L. 
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Attachment 1 
June 13, 2002 

Authorities of the Federal Security Directors <FSDs) 

1. Manage Aviation Security Resources. On a day-to-day basis, manage and 
provide operational guidance to the aviation security resources of the 
Transportation Security Administration (TSA) screeners, field agents, andlaw 
enforcement officers to which they are assigned. 

2. Screen and Inspect. Passengers, Property and Cargo. 
A. Passenger Aircraft. In accordance with 49 U.S.C. § 114(e) and TSA 

regulations, policies and procedures, be responsible for the day-to-day 
Federal security screening operations for passenger air transportation 
and intrastate air transportation. 1n· accordance with TSA regulatiqns, 
policies and procedures, provide for the screening of all passengers .. 
and property, fncludiq United States mail, cargQ7 catty~~ and 
checked baggage and 0th~ articles, that will be carried aboard a 
passenger aircnft operated by an air carrier or foreign air canier in air 
tramportation or intrastate air.transportation, in accordance with 49 
U.S.C. § 44901(a). In accordance with TSA regulad.ons~·.policics and 
procedures, provides for search and detention of persons or property 
posing a suspected risk to safety and security, in accordance with 49 
u.s.c. § 44903(b). 

B. Checked Baggage. In accordance with 49·u.s.c~ § 44901(c),(d), and 
(e) and TSA regulations, policies, and procedures, as explosive 
detection equipment becomes available, screen all checked baggage 
through such equipment In those unusual circumstances where 
explosive detection equipment is not available, screen every piece of. 
checked baggage through altemati ve means. In accordance with TSA 
regulations, policies and procedutes, such altemative means may 
include one or more of the following: · · 

(1) A bag-iJlllteh program that ensures that no checked baggage is 
placed aboard an aircraft unless the passenger who checked the 
baggage is aboard the aircraft. 

(2) Manual sean:b. 
(3) Search by canine explosive detection units in combination with 

other means. · 
(4) Other mean.a or technology approved by the Under Secretary. 

C. Cargo Aeyraft. Provide for the screening and inspection of cargo that 
will be cP.niei:1 on a\l-f.;:c:tqrc; qircraft, in accordance with 49 U.S.C. § 
44901()) 13;;1,l TSA rngnhtio;:;s, policies and procedures. 

3. Assess and Coun~-e:rThruats trJ Aviation. 
A. Liaison Functions. Scive as a liaison for aviation security to the local 

intelligence and law enforcement communities. Receive, assess, 
distribute, and ensure utilization of intelligence and law enforcement 
information u appropriate. 

2 
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(1) Memoranda of Understanding Concerning Data. Enter into 
memoranda of understanding with local offices of Federal 
agencies and other local entities, such as state and local law 
enforcement, to share or otherwise cross-check, as necessary, 
data on individuals identified on Federal, State and Local agency 
databases who may pose a risk to transportation or· national 
security. 

(2) Notification Procedures Concerning Potential Threats. Establish 
procedures for notifying the Federal Aviation Administration 
(PA.A), appropriate State and local law enforcement officials, 
and airport or aircraft operator security officers of the identity of 
individ~s known to pose, .or suspected of posing, a risk of air 

. privacy.or teaori&m or a threat to aircraft operator or passenger 
. safety, in accordance witli 49 u~s.c. I 114(h). · 

(3) Identification of ~diyiduals Posing a Jbmat. · .In consultatiqn. with .. 
other appropri~ Federid state, and local _agencies ·and alr caniem, and 
upon notice· that an individual may be a security threat. establish 
policies and ·procedures that require air cairlers to notify .appropdate 
law 
enforcement agencies of the individual's identity~ prevent the 
individual from boarding an aircraft. or take other appropriate action 
wi~ respect to that individual. · 

( 4) Passenger Lists. On a case by case basis, and when wammtcd by 
specifi<:: security considerations, req~ passenger air caniers to share 
passenger lists with appropriate Federal, State, and Local agencies, for 
the purpose of identifying individuals who ~y pose a threat to · 
aviation safety or national security. · 

B. Security Countermeasures. Coordinate ~d implement security 
countermeasutea with appropriate departments, local offices of federal· 
.agencies, state and local law enforcement agencies~_airports, and asr 

. ciuriers. Work with i:he FAA with res'pec:;t to any actions or activities 
~at may' affect aviation-or aviation safety or air carrier operations, in 
accordance with49 U.S.C. § 114(f}(13). 

C. Oear. close or secure ahports and related facilities. If a particular 
. security threat to a gate, a concoucse, a telJllinal, an airport or related 
facilities.cannot be B(ldressed in a way adequate to ensure, to the extent 
feasible, the safety of passengers, crew, ·or other individuals, the 
affected facilities may be cleared. closed or otherwise secW'ed. After a. 
security action has been taken in accordance with 49 U;S.C. §' 
4490S(b), provide feedback to the airport operator on t.:1~ ren.sor.s for 
the security action. 

D. Cancel, delay. return. or divert flights. If a particular security ~at to 
a flight' or series of flights, including air piracy (as defined in 49 
U.S.C.§ 46S02), cannot be addressed in a·way adequate to ensure, to 
the extentfeasible, the safety of passengers and crew, the-flight or 
series of flights may be cancel~ delayed, re~ed to an airport after 

3 SUSSMAN-13 



Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly and Selectee Lists, both administered by TSA, 
often are confused with the TWL. Currently, the TWL staff is 
working with TSA to develop protocols to facilitate entry and/or 
removal of FBI subjects to/from the No Fly or Selectee Lists. It 
should be noted, TSA is the only agency which actually can make 
the entries or removals. 

The No Fly List is used to prevent individuals from using 
commercial aviation who are deemed by TSA to be a threat to 
aviation, based on information provided by various sources (such 
as the FBI). If an individual is listed on the No Fly List, that· 
individual will not be permitted to board any commercial aircraft 
within the U.S. un such time the individual is removed from 
the list b TSA. 

e noted, . the air carriers 
an or oca airport aut orities are responsible for preventing a 
passenger on the No Fly List from boarding an aircraft, not the 
FBI. 

b2 -4 
b7E -1 

The Selectee List consists of individuals who are/ \ b 2 - 4 

i._-:---""".'"""~-~-"'='"""-------"'='"""~-~----~-----,.---,-----......1- b 7 E -1 
These individuals are screened by airport authorities in 
accordance with TSA Security Directives. Following the screening 
procedures, these individuals can use commercial air 
transportation and should not be denied boarding. Again, the 
respective air carrier and/or local airport authorities will make 
the final determination regarding who boards an aircraft. 

SUSSMAN-14 
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Notes and Guidance for NO FLY and SELECTEE lists 
Prepared 3/25/2002 by ss4 I 

Administrative-General 

Investigative 

b7C -1 
b6 -;-1 

NO Fl Y list -Used to prevent persons from using commercial aviation who are deemed by the FAA 
to be a threat to aviation, based on information received from various sources. Airport police are 
to perfomi an initial ID check and will hopefully eliminate the o;rson as a match.\ I 
I Airport police wil contact the FBI in 
questionable cases. 

A few people have been removed from the Hst after the person convinced the FBI and the FBI 
determined! khat they were not a threat to aviation. The 
passenger may not fly until the FAA removes their name from the list. The air carriers, not the FBI, 
prevent the passenger from boarding the flight. The person can travel by other means, but not 
commercial air. The FAA removes names from th Ii n · · 
agency or a document I I indicating ~aT"ff,..,.e-p"""e_rs __ o_n ... 1s-no-:t-c~o~ns-.-r--~-,-~=re-=--a~t-=-to=--=-av...,.ia-:--:t:-:--io=-n-. ____ __, 

b2 -4 
b7E -1 

b2 -4 
b7E -1 

b2 -4 
b7E -1 

L_ ______________________________ ____.I ~~E-41 
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b7C -1 
b6 -1 

SELECTEE 
Passen ers determined to be the person on the list, 

o the air carrier for any 
Les'""c""'re"'"e"""'n"'"'m"""g"""w=,=c..,.....,..,e,....c"""a--r ... ne"""'r,....n--e_e...,s--:-to_c __ o_n-,--uc~t ... in_a_c_c_o_r ~a--n~ce~w-r:,t=t ~e'.""'PI~ Security Directive prior 
to flight boarding. These persons can use commercial air transportation - they need not be denied 
boarding. 

Res onsibilities of FBI office in HQ ci 

b2 -4 
b7E -1 

b2 -4 
b7E -1 

Possible Match Passenger a · · · · 
presents themselves a~t s.a];tic~U,,Q;iw~:...w~u.u;mrwr.~w~~JQ..Il.aiWmli~.lllfLalJ~W..t;1J, 
for an initial ID ch k . .....,:.:::..:.....l:~=l::!l..l~~~..L-------------------------..&, b2 -4 

b7E -1 

b2 -4 

-===================================:b7E -1 

Passengers who know their name is on a list requiring identification by the police can potentially 
arrange with the airport police before they get to the airport that day to alert the police they have a 
flight and when they plan on bein atthe ai ort. Thus the olice can be there or at least be nearb b 2 _ 4 

furtherreducingdelays. b7E -1 

2 
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January 22, 2003 

From: .... I ___ _.!OGC/ILU, Ex□ 

b2 -1 
b7C -1 
b6 -1 

To:.__I ___ ........,... ____ ___. 

b7C -1 
b6 -1 

b7C -3 
b6 -3 

Enclosed is your copy of a draft MOU I received. fro~ la policy official in TSA. 
Not sure why he faxed it to me but, in any event, it addresses respective roles in providing input 
to and using the TSA's No-Fly and Selectee lists. 

I am not sure who in CTD has this for action but it's got to be one of you three so here it is. 

Anyway, 1f you need us on this any more, let me know 

All lNF'ORMliT1C~/ CONTAINrn 
HE~ IS U~LASSfflED 
DA ~~ - 3 BY llC.. '4,Qd l, 1 
CAi03-/'?11~ 

SUSSMAN-24 
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From: 
To: 
Date: 6/27102 7:32PM 
Subject: Re: TSA & Local LEO inquiry of PC for Detention of No Fly List individuals 

Not being a lawyer, I'm treading on common sense ground here, but I believe that "investigative 
detention"0 is the basis for the local LEO holding individuals until the FBI shows up, same as it is for 
non-terrorist criminal matters, such as potential Crime Aboard Aircraft violations. After you arrive, 
however. if there is nothing in NCIC, such as an INS status problem or any arrest warrant for the person 
and they want to leave, they can leave, unless you find something for which to arrest them. As a 
reminder. OGC also advises that the field use the 265 TURK classification for each interview conducted 
related to the lists. 

(
0 A lot of LEO's don't seem to like using that surrogate authority, which is why we had all those 

deputation issues over the last couple of years.) 

b7C 

b7C 

r>_>_>.._l 1 __ .....Jl6121102 12:40:36 PM »> 

I 
b7C 

TSA and local LEO are inquiring as to the PC for detaining individuals that have been identified on the No 
Fly or Selectee list with more than the name match. They are concerned about the legality of the 
detention. They need to know the PC for which they are detaining the individuals until the FBI shows up b 7 c 
to interview the individual. · 

Thanks for ypyr asTtance 

,......;c;..;c_: ____ ..;.A ... R_T_H_u_R..,M. CUMMINGS; I 
1 1 ~-----------L ___ _!r. ----- b7C 

b2 
b7C 



r. i~s~e-~ fsA and 'No .Fiy Lists . -·--- . ·---· . 
■ -·-·-·"•·-· •• ·---·-··-·- ·-·----------· ~------ ·-··-·--. --·· -·--····· .• 

.__ ____ _ 
From: 
To: 
Date: 

AR I ROA M. CVMMINGSl 
5/28/02 1 :43:30 PM L...-------' 

Subject: Issue: TSA and No Fly Lists 

...._I ______ I Art, 

b7C -1 
b6 -1 

b7C -1 
b6 -1 

IL__ ___ ~lb5 -1 

Here's some background, if you have the patience to read it: 

Since 10/2001, when the TSA No Fly and Selectee lists came into being (aftermath of h · ), I 
have been attempting to make the updated lists available to the field agentslnffl!P~i:!inlljS"T,=u:-r:iicu;;:;;;~on 
a timely basis, i.e., when they are issued, because TSA has made the agen , e or respon mg 
to possible name matches. The agents need these lists in order to have background and ID info. 

b2 -4 
b7E -1 

ILT_S_A-iss_u_e_s_t-he_s_e_li-s-ts_t_oth_e_a_i-rca_rr_je_cs_a_□d--tb_e_a_jm_n_rt_n_a,_ic_e_• ______________ rt =; l 

TSA also fails (except on one occasion) to coordinate with us when they tell the carriers whom to contact 
(the FBI) or when they change the Security Directives concerning response which affects FBI offices. b

2 
_

4 Despite my best efforts, the TSA just motors along and I and the agents are being whipped around the b 
5 

_ 1 

Hagpole trying to do the right tmng. I b 7 E - 1 

lbH 
L---------------------:----
Ex am pie - today List 51 was issued; Lists 49 and 50 were issued on Friday. I believe I was here, but no 
mail from TSA, and I check every hour. I have raised this issue with people in TSA and here, and told the 
agents that getting the lists from me is now a luxury instead of a certainty. 

I have tried to arrange a meeting with! I ISA ht Jt that bas not wod<ed 01 at >Rf I 

Again, please try to give me some time so we can meet and decide how we want to procee9. 

Thank~ 

ssAl:~::::~;~::::;;hax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

b2 -1,2 
b7C -1 
b6 -1 

I rleo.gov 

All INFORMATION CONTAINED I ~ 
HE~ 1$ U~SSIF~ °"" ~ta- BY C G,') Nl..S Ac; (~ L 

.CA"03 .. ( q 
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i"o: 
Date: 5/29:'02 S:OS:13 Pl✓, 
Subject: New TSA Guidanc::--Selectee and No Fly Lists 

More to follow as I get ad.ditional information. 

ss~ bax) 
Civil Av1at10n Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

i.... __ ___.lleo.gov 

b2 -1,2 
b7C -1 
b6 -1 

CC: ARTHUR M. CUMMINGS; Aviation-CIRG&Training; Avia ... 

(J1fb 

1l110r4---
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IR~: No Fly~_nd Selecteei.ists -

From: 
To: 
Date: 7/2/02 7:40PM 
Subject: Re: No Fly and Selectee Lists 

b7C -1 
b6 -1 

b7C -1 
b6 -1 

Thank you so much for the detailed le al o inion and su 
directives ________________ r'·' 
We still need to address the le at, · uestions as a total icture, rather than 
piecemeal. 

b5 -1,2 

Re authority to hold No Fly passengers until the FBI arrivesJ I 

I Wnw I r:~n•t imanine that. I b 5 -1,2 

1 I 

I lfor that evaluation. I I .,... __________________ .... ________ ----it,5 -1,2 

I"'" 

____ · ______ __,_ ___________________ ____.bS -1, 2 If the FBI. and the TSA cannot agre~ J 

I 
Regards ... ! __ _. b7C -1 

b6 -1 

/2/0211:59:21 AM>» _______________ b5 -1,2 
r--,_~e~s~e~c'!P11~c statuto citation for the terrorist watch tis b 7 c - 1 

6 -1 

b5 -1,2 

b5 -1,2 

All INFORMATION CONTAINED HEMI UN . Slfl£D /'I 
.nAl ~ • vUWo oa.1o I 
CA 03- ( '}')~ 

N LS ( A Co I Ch) l 
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b5 -1,2 
.------------------------------------------, b7C -1 

b6 -1 

f ~1,2 

::===================================:::;:-b~S -1--:-'.2 
lbs -1,2 
lb7c -1 '-------------------------------------...---..i:-My next move is to consult thel fn the_b6 -1 

DAG's office--about the issue of the legal basis for No-Fly decisions after I discuss this within OGG. 
b2 -1 
b7C -1 
b6 -1 

_....;..;>>!. ______ _,!07/01/02 07:32PM >» 

When it rains, it pours. b5 -1,2 

r----"'T'::-:-:7-"7.~,...----~""""~"'!::.-:::-::-::i:l'T."::":::-::r.:-::-::.-::;.::T:":"::-::-:c.:-::-::::-Ti::"::"i~;.-;:;;.,;"n"i'.~-:.::::,.-.....1b 7 C -1 
I ask that"""'" ............. -.-.........t' , go into ad 1t1ona legal citations from the USA PATRIOT ACT b6 -1 

......,....,__,_,-,,4e pertinent, but the Aviation and Transportation Security Act (ATSA) of 2001, passed on 
November 19, 2001, mandates in Section 101, (a), §114 (h) entitled "Management of Security 
Information", that the Under Secretary of Transportation for Security shall: 

(1) enter into memoranda of understanding with Federal·agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security: 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline 
or passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies 
and procedures requiring air carriers--

(A) to use information from government agencies to identify 
individuals on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law 
enforcement agencies, prevent the individual from boarding an aircraft, or take other appropriate 
action with respect to that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 

SUSSMAl\l-32 



Personally, I think that this about covers it, and hopefully, the FBI will be consulted on revisions to the 
TSA Security Directives to be more clear about who is to contact whom in what situation. 

,-..---,i----------------------------------_...,· 2 -4 
Perhaps they need to hear a definitive statement from the FBI on these matters. b s -1, 2 

._ _ __. b7E -1 

I hope this helps. 

ss,AJ (fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

!ea.gov 

b2 -1,2 
b6 -1 
b7C -1 

>» MARTIN J KING 6/27/02 5:05:03 PM>» 

SSA! I 
b7C -1 
b6 -1 b7C -1 

b6 -1 

As CDC of theb I I have 9een asked to obtain some information for the United States 
Attorney's Office ________ __,concerning the legal authority under which the FAA/TSA 
promulgate the No Fly and Selectee lists. Personnel from the United States Attorney's Office were 
recently afforded a briefing rega~ No Fly and Selectee lists by SA l Airport Liaison 
Agent. Following this briefing, S~eceived a request for additional information which has been 
forwarded to the CDC for handling. 

My understanding is that the U.S. Attorney's Office would like some assistance in identifying the specific 
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA 
and/or TSA to compile and disseminate the lists. There is no known agenda attached to the request other 
than further informing the understanding of appropriate personnel regarding the program. 

b6 -1 
b7C -1 

b7C -1 
b6 -1 

I have read the "Notes and Guidance" .which you prepared on 03/25/2002 and accordingly, I hope that 
you may be of some help in responding to the request from the United States Attorney's Officd._ ____ b 2 - l 

I It your Unit maintains responsive information, please forward same to my attention. I b 7 c - l .__ _____ ...., - b6 -1 

may be reached 1 I 
ARIHI IR M Cl IMMINGS·I 
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b6 -1 



[ 

From: 
To: 
Date: 7/6/02 3:44PM 
Subject: Re: No Fly and Selectee Lists 

bS -1, 2 
b7C -1 
b6 -1 

[ l seeing as how I had time today, waiting for the TSA lists, I thought I would reply to you. I know this 
mail constitutes an on oin discussion which really needs to be held in person, so people can offer their 
views 

1. Agree. 

2. Agree 

3 and 5. Still not clear on your distinction. 

bS -1-,2 

>» [ f /3/02 9:03:31 AM»> 
L.-1 ___.. 

1. As far as I am concerned ( 

2 VouJleard their coun<>D1 c-• h- ... ants more, such asl 
I I I 

lb5 
--------

I 

b7C -1 
b6 -1 

lbs 

I 

-1,2 

-1,2 

b5 - 1,2 

Lr_·_B_u_t_. w--ha_t_T_S_A_1_s_e-nt-1tl_e_d_to--ex_p_e_ct_,_s_aJ _____________________ t5 - : ' 2 



b7C -1 
b6 -1 

.._4_._M--ay_b_e_._a_ts_o_m_e_po-i-nt~.!=:!....-----------------------------ILS 

-1,2 

D 
»i.---------,107/02/02 07:39PM »> 

I I 
Thank you so much f 
directive 

b7C -1 
b6 -1 

We still need to address the legaL policy and procedureal questions as a total pjcture rather than 
oiecemeaf I 

Re authority to hold No Fly passengers until the FBr arrives 

~ 

Wow. I can't 1maaine that 

I 
l 

b5 -1,2 

b5 -1,2 

b5 -1,2 

b5 -1,2 

F (for that evaluationj l 
lL----------.... -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ -_ ...,,j_ll ____ , ...... _l _______ --,____.l s -1, 2 

L-lf_t_h_e_F_s_i _an_d-th_e_r_s_A __ ca_n_n_o_t _ag_r_e-1jL ______________________ ...Jlb
51

, 

2 

Regards□ b7c -1 
b6 -1 

» 17/2/02 11 :59:21 AM»> 
I IThe soecific statutorv citation for the terrorist watch lisl 

b5 -1,2 

b5 -1,2 



b5 -1,2 
b7C -1 -----------------------------------------6 -1 

b5 -1,2 

b5 -1,2 

.----------------------------------------, b5 -1, 2 

My next move is to consult th __________________ ___,,. ____ _.in the 
DAG's office--about the issue of the legal basis for No-Fly decisions after I discuss this within OGC. 

- b7C -1 
, b6 -1 

b2 -1 

.,.>_>_.~ ______ _.107101102 07:32PM >» 

I 
b5 -1,2 

.,...L-----,.,.,._......, __ ....l::::===~~=----:~---:"".".".".'--:-:----::--:-:---:-:---:-----:'.:--~"'."'"':~:=":"'.:'='~-::---ab 7 C -1 
OGC, go into additional legal citations from the USA PATRIOT ACT b6 -1 

.__mt11T"TT11T1T1T"rle pertinen ... ,-u ....... -e--..-v""',a .... ion and Transportation Security Act (ATSA) of 2001, passed on 
November 19, 2001, mandates in Section 101, {a), §114 (h) entitled "Management of Security 
Information", that the Under Secretary of Transportation for Security shall: 

{1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or ltin:,ri!m Cf :~ ~rea.: t~- airline 
or passenger safety: 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies 
and procedures requiring air carriers-

{A) to use information from government agencies to identify 



b7C -1. SUSSMAN~37 
b6 -1 

individuals on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law 
enforcement agencies, prevent the individual from boarding an aircraft, or take other appropriate 
action with respect to that individual; and 

(4} consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 

Personally, I think that this about covers it, and hopefully, the FBI will be consulted on rev~· .u.· ll.l,jil,.1,1,1,.l,l,l,lili _ __, 

TSA Security Directives to be more clear about who is to contact whom in what situation. 

l-'age4J 

I hope this helps. 

b2 -4 
b5 -1,2 
b7E -1 

ss~ le fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

.__ __ __.Fleo.gov 

b2 -1,2 
b7C -1 
b6 -1 

b7C -1 
b6 -1 ;;~ir--___ ____.16/27/02 5:05:03 PM >» 

b7C -1 

I I b6 -1 As CDC of thai I have been asked to obtain some information for the United States 
Attorney's Officel I concerning the legal authority under which the FAA/TSA 
promulgate the No Fly and Selectee lists. Personnel from the United States Attorney's Office were 
recently afforded a briefing reg~ding thj No Fly and Selectee lists by SA I Airport Liaisorb 7 c _ 1 
Agent. Following this briefing, S received a request for additional information which has been b 6 _ 1 
forwarded to the CDC for handling. 

My understanding is that the U.S. Attorney's Office would like some assistance in identifying the specific 
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA 
and/or TSA to compile and disseminate the lists. There is no known agenda attached to the request other b 7 c - 1 
than further informing the understanding of appropriate personnel regarding the program. b 6 -1 

I have read the "Notes and Guidance" which you prepared on 03/25/2002 and accordingly, I hope that 
you may be of some help in responding to the request from the United States Attorney's OfficeJ ... __ __. 

.__ ____ .,--... I If your Unjt maiqtains responsive information, please forward same to my attention. I 

b2 -1 
b7C -1 
b6 -1 may be reached a._ _____ __.J 

CC: ARTHUR M. CUMMINGS· 

MARION Bowman! I 
b7C -3 
b6 -3 

b7C -1 
b6 -1 



~;c -~
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._ __ _,,......,,_....,. ____________________ J-.c---'-b6 -1 -

From: 

b 
Date: 
Subject: 

ARTHUR M. CUMMINGS; 

ZL16/Q2 6·39PM 

Thank you. 

-r===========--::;--------------
~;fr~l --------~®=st~at~e~.g~o~v>:.._ _______________ _ 

Cc:[.__ __________________________ __J 

Subject: RE: TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 

b7C -1 
b6 -1 
b2 -4 
b7E -1 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

b2 -4 
b7C -5 
b7D -1 
b7E -1 
b6 -5 

b2 -4 

._r-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_:_-:_:_-:_-:_-:_-:_-:_-:_-:_-:_-:_:_-:_-:_-:_-:_-:_-:_-:_~..,b 7 C 1 , 3 , 5 b7D -1 
b7E -1 
b6 -1,3,5 

ALL INFORMATION CONTAINED /c 
HE~~SIFI~ /. DA~ BY C.Jo Q ~ C, 'l Al LS A<:, Ct) L 
C!A () ~- / I') I\ n 



L-_ ___;:,__ _________________________ J--''--'---'-'--'----'---"-'7E -1 

Please advise who will attend this meeting. I may be reached a~._ ____ .... I Thanks. 

~;~~rjnal Messagefc~-~I) [mailto ... l ---.~lea.gov] 
Sent: July 06

1 
2002 2:51 PM ____ _ 

To:I tE-mail)~ I · 
Cct !(E-mail)!.,. -,--____ __,!(E-mail) 
Subject: Re: TSA No Fly List 

b7C -1,3,5 
b7D -1 
b2 -2 
b6 -1,3,5 

b6 -1 

c=J- sorry, I was looking on the wrong lists - it looks like there is al pn the most current 
Selectee list 44. ...._ __ ___. 

D 

b7C -2,5 
b6 -2,5 

b7C -1,3,5 
b7D -1 

.--_._ _____ a_a ___ o_v.,...> ___________ ....1 (E-mail)" 

Cc...._....,...-------,""'"'·E-mail)"._! __ __,~state.gov>._I ____ _. 
(E-ma, .__ _____ ost.dot.gov> 
Sent: Friday, July 05, 2002 5:50 PM 
Subject: Re: TSA No Fly List 

Hello,D 

b2 -2 
b6 -1,3,5 

It appears that there is no morel km either of the ~a lists (No Fly 73 or Selectee 44), so Mr. I ~hould have no more problems for now. However, if another! !should be put b 7 c - 2 , 5 
on the list, his name would trigger something. Your advice was the best that could be given under the b6 -2, 5 
circumstances. I don't know tf FBI put him on the list or not. b 7 D -1 

...._ ______ _.~upervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 

I l<tax) 

From: -~------=---.,.,.,.,,-----; 

b2 -1 
b7C -1 
b6 -1 

To: E-mail) faa.gov 
Cc: (E-mL....:ai':7.1)'::;:'I ===1i:!@~state.9ov;! ! (E-mail)" 

.,..;;..;..;..----.=:-o~st:-.d':"'"o-:-t.g-o"""vl kE-mail)" '""I ......_. __ @"""le-o-.g-o..,v 

Sent: Friday, July 05, 2002 9:51 AM 
Subject: TSA No Fly List 

b7C -1,3,5 
b6 -1,3,5 
b2 -2 

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains 
the name: I we have a Md !who is 
continually denied access to the automated check-in and is given the third degree every time he flies. 

b7C -1,2 
b6 -1,2 



~;%tl~?MAN-40 
. b7E -1 ·Pa~e 3] 

"------------------------------..1-~="-"b6 -1 -.c...=---"'-'=-'---'-'--'-'-----_;.....~-

The problem · hich means that he 
a member o which means that he is required to travel the world for 
preparatory meetings related to th...__ _______ ___. We have advised our to book his 
ticket using his full names which match those on his passport i.e . .__ ____________ -.J 

His travel agent has added his Frequent Flyer details to all his bookings an~ provits Mr.__ ___ ____. 
.,QQ.Uassport # and Country of Issue so he can checked out early throug hen he travels to the 
L__J Still he get's hassled. Is there anyway way for you folks to verify whether you~ ls still a 
valid name, add more details or delete it? We're still looking forward to meeting with you folks to try and 
come to grips with the TSA List issue. 

b7C -2 
b7D -1 

· b6 -2 

D b7C -1,5 
b6 -1,5 

CC: 



From: ·I r 
ToJ tFBI)1._ ___ ..,_,@leo.gov> 
Subject: RE: TSA No Fly List 
Date: Tue, 18 Jun 2002 20:46:23 -0400 

Hi□ 

2. 

4.1 

b7C -1,5 
b7D -1 
b6 -1,5 
b2 -2 

SUSSMAN-41 

I 

I 

I 

b2 -4 
b7D -1 
b7E -1 

I 

b2 -4 
b7D -1 
b7E -1 

I 
b2 -4 
b7D -1 
b7E -1 

b2 -4 ______________________________ ____. b7D -1 

~--------' b7C -5 
b6 -5 

------------------------------------------------------------------------------------------------
b2 -2 

b7E -1 
b7C -5 
b6 -5 

1 b b7C -1,5 
From:! l\(FBI\ ~leo.gov> b7D -1 

To~ I b6 -1,5 Refi~er-e-nc_e_s?l __________ .__ ____________ _ 

Subject: Re: TSA No Fly List 
Date: Tue, 18 Jun 2002 21:31:57-01,!JO 

b2 -4 
b7E -1 



I 

SUSSMAN-42 

2.1 

3.1 

----------------------------------------------------------------------------
From 
To rL....-------r.:E=---m::=a-:-:i::::l~)~'-:=1;;;;;;:=~@state.gov> 

Cc·-.. .,...----~(E-mail)'! @taa.gov>, 
~======-i::::!..!:;;E-mail)'1 ~ost.dot. gov>, 
.._ ____ _. E-mail)'1 la)leo.gov> 

Subject: TSA No Fly Lis~. _. 
Date: Tue, 18 Jun 2002 12:18:29 -0400 

1 1 

b2 -2 
b7C -1,3,5 
b7D -1 
b6 -1,3,5 

-b7C -1 
b6 -1 

I 

b2 -4 
b7E -1 

b2 -4 

lb7El 

b2 -4 
b7E -1 

b2 -4 
b7C -5 
b7D -1 
b7E -1 

.------------------------------------......,.,6 -5 

b2 -4 
b7C -5 
b7D -1 

...._-------------------------------b7E -1 
b6 -5 



I 

... 

t_1nfo for °l'SA LegaiRequesf ___ .. _PaQe_ 1 J 

From: 
To: 
Date: 
Subject: 

7/22/02 1 :48PM 
Info for TSA Legal Request 

b7C -1 
b6 -1 

____ ...,I seems to believe that he is entitled to an immediate response to his issues, when the FBI has 
been waiting since Nov 20'01 for resolution to our issues asking them fo~ I 
I !and to cooperate on crafting the Security Directives. They ign-orecl.._ ____ ...10anuary letter, 
and have yet to act, based on discussions held at a meeting in early June to go over these issues again. 
Therefore, I don't know that we should be in any rush for him, but you have to keep letting him think you're 
working on "it" - same tactic they use with us . 

.___ .... !is going to write the FBI a letter about what TSA wants to know from us about detaining passengers, 
etc. These are the points that I think need to be iterated, among any others we might add about how a 
person gets on the list in the first place . 

b2 -4 b7C -1,3 b7E -1 
b6 -1,3 

b7C -3 
b6 -3 

.._ ____ s_u_s_s_M_A_N_-_4_3 ______________________ ____.f;E~
4
1 

1. What does the FBI want the TSA to "do" re a "No Fly" List? 

□ 1~; =i.2 L..~-B_r===============================~b7E -1 

C. 

DI 

EJ 

Fj 

G 

HI 
I 

b2 -4 
b5 -1,2 b7E -1 

b2 -4 
b5 -1,2 7E -1 b 

b b b 
2 -4 
5 -1,2 7E -1 



··susSMAN~44 

b2 -4 
b5 -1,2 

.-------------------------------------, b7C -1 
I. b7E -1 r--..;..---,_ _________________________________ _.b6 -1 

2. What is the legal justification for what the FBI wants the TSA to do? 

A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC) 
and for preventing passengers from boarding until and if identified as a "match" may be found in the 
Aviation and Transportation Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in 
Section 101, (a), §114 (h) entitled "Management of Security Information", that the Under Secretary of 
Transportation for Security shall: 

(1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline 
or passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals 
on passenger lists who may be a threat to civil aviation or national security; and 

(8) if such an individual is identified, notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to b 5 -1, 2 
that individual; and b 7 E -1 

b2 -4 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 

sJ 

cl 

That's as far my legal brain will carry me, which may still not be far enough to properly address the issues. 
Thanks. 

ssAl !(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

.__ __ __.t@leo.gov 

b2 -1,2 
b7C -1 
b6 -1 



From: 
To: 
Date: 

b7C -1 
b6 -1 

Subject: b7C -1 
b6 -1 

,__ _ ___.!et al: This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the 

7/23/02 10:16AM 
No-Fly List 

needs: 

I I 
I 

Obviously, CTD will have to address the last three of the four items listed above--although OGC will 
certainly help wherever we can. However, we can and should play an integral role in developing criteria. 
We can work on criteria in theory but we really needJo learn the track record of experience so far. 

To that end. you agreed to consult with the coanizant oeoole in the TWL unit and other IT sources to 
·- .L ·- ---~ nf •h= ~-••,~II 

b5 -1 

b5 -1 
b7C -3 
b6 -3 

Let me know if your understanding is different than what I have described and please let us know how you 
are progressing in finding out the actual criteria used so far. 

Thanks! IExtl 

cc: CUMMINGS, ARTHUR M., 
11 II 

b2 -1 

I 

b7C -1 I b6 -1 



t .. ~-.---,~-----,----...,.---...,.~------~c~·"StJSQst~-1AA-l~IJ.c~-A46~-----,----c--~___..,...~ 

.__ ___ _. .~L=i~~tC~·r"""ite-'--r_ia--'--'-'-"'~~~~---"-""-~-=----'"'-'--'-'----~--'-"-'--'-'=~--"-"'~=-=~'-------"-,.c___--<c..,_~.c.-==-'p-=···~=·Q ____ e"'-'-"_1.J 

From: 
To: 
Date: 
Subject: 

NO FLY INFO 
8/5/02 7:45PM 
List Criteria 

b7C -1 
b6 -1 

I Per rnlf last meeUno I a,,Jewed the existinal 

b5 -1 
b7E -1 
b2 -4 

j '------------------------1 

CC: 

b7C -1 
b6 -1 

ALL INFORMATION CONrAINED ( /i 
DA . - BY C. lo C ~ ~ ') 1\1 ~ AG (.A L HE~I u C SIFlP 

QA 03- f 1V1q 



... 

______ ....,1%5.se_mof_~_o·F1y List_ c~-~-. ~-- SUSSMAN-47 Page fl 
~F"'-'---'-"-'-=~-------'-'----'--"--'-'-'-~~- b2 -4,5 ~~---'-_ __,_ ___ ---"'--"-'-'--'-----'---"-'-'--=----'--'-""'--"-"~--=··~--~-"C-' 

From: 
To: 
Date: 
Subject: 

~6:52PM 
L__Pissem of No Fly List 

b7C -1 
b7E -1,2 
b6 -1 

b2 -4 5 
This is probably a tricky question depending on to whom you wi!.h to give it and why. If you have an b 7 E - l , 2 
FAA/TSA repl lit might be~discuss ~ them and let me know what they say. 
I've been answering this question for otherL_J but eachl__Jsituation may be different. 

I think it should be disseminable to liaison contacts responsible for aviation-security matters! 

Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run 
into problems or other questions, please let me know. 

r-->>_i._ _ __, __ ___,J~/5/02 1 :11 :06 AM»> 

I 

b2 -4 
b7C -1 
b7E -1 
b6 -1 

Can we dissseminate this list td._ ____ ..... 

»~ f 08/01/02 05:58AM >» 
I've received a couple m questions frorri !about the lists, such as whether the names are in other 
databases, etc. I'll answer as I can and cc evervone, and then try to compile a comprehensive info sheet 
at some point. For example.I 

Please forward this mail as appropriate within your offices and to CP/Duty Agent. Thank you. 

- Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security 
Administration (TSA - formerly FAA) security information. 

eneral guidance for FBI re '"i-J,!~!&lii.lW!li.l ame matchi-,.w1.1..1.1olQ..llil,,l;il..l.l,.LliLI..M.li"-"M:w.&.1.1r 

ssA l(tax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 

,.i...1.u.11.1.~rterrorism Division 
leo. ov 

and also o 

b2 -1,2 
b7C -1 
b6 -1 

I 

b2 -4,5 
b7C -1 
b7E -1,2 
b6 -1 

b2 -4 
b7E -1 



~J t.Tssem of No Fly List 
1....-____ _.t_:7J...L..._....L..t:"--'~-'------'-'--~---'---~-"---'-'--''-------'-~...__'-'-'--'-...:c.· b2 -4, 5 

SUSSMAN-48 . ·J· - Page> 

From: 
To: 
Date: 
Subject: 

ARTHUR M. CUMMINGS 

8/7/~PM 
Re:L__jlissem of No Fly List 

b7C -1 
b7E -1,2 
b6 -1 

AH, the No Fl y and s electee lists are contra ed >Vt e T A and as such will be dIssemina e ►Vt a II b h S t db h t 
organization I 

I Ideas? 

~8/05 6:52 PM»> 
b7C -1 
b6 -1 

This is probably a tricky question depending on to whom you wish to give it and why. If you have an 
FAA/TSA rep! !it might be best to discuss this with them and let me know what they say. 
I've been answering this question for otherc=J but eachl ~ituation may be different. 

I think it should be disseminable tol ~esponsible for aviation-security matters! 

I 
Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run 
into problems or other questions, please let me know. 

_>_>~.._ ____ ....,!a,s,02 1 :11 :06 AM >» 

Can we dissseminate this list to ... ! ____ ___. 

b2 -4 
b7C -1 
b7E -1 
b6 -1 

>~ 108/01/02 05:58AM »> 
I've received a couple of questions fro~bout the lists, such as whether the names are in other 
databases, etc. I'll answer as I can and cc everyone, and then try to compile a comprehensive info sheet 
at some point. For example! 

b2 -4 
b5 -1 
b7E -1 

b2 -4,5 
b7E -1,2 

---------------------------------------------------------
Please forward this m,Ji4 as appropriate within your offices and to GP/Duty Agent. Thank you. 

b2 4,5 
b7C -1 
b7E -1,2 
b6 -1 

** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security 
Administration (TSA - formerly FAA) security information. 

These lists and general guidance for FBI response to possible name matches on TSA lists may be found 



ssA !(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

____ Flea.gov 

cc· 

and also o 

b2 -1,2,4 
b7C -1,3,5 
b7E -1 
b6 -1,3,5 



I 

From: 
To: 
Date: 
Subject: 

b2 -4 
b7C -1 

r----------------71~ IE ~ 1 

r6 -1 
9)18102 4:41 PM 
No Fly List Procedures 

To your knowledge, have the TSA and the FBI a reed to a chan e in res onse 

matches on the No Fly List, i.e., if TS b==~:--::-::::-::-:~::=-~-:-:-:::-::::-:;::;-.::-:::-:::..::.:~;:::::::--;;:".::-::::::l'm 
sure that if there had been such a major ange 1n proce ure, you would have let me know. I've seen no 
Security Directive to that effect and I can't imagine it. Anyway, I ask because I think SIOC may have 
inadvertantly misadvised one field office to that effect, and that office has asked for clarification. As far as 
I know, and please correct me if I'm wrong, the process, in a nutshell, is still as follows: 

FBI agents get contacted by the local oolice or air carrier tn 

I 
Is that still the procedure? Thanks.□ 

ss4 ~ (fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

~lea.gov ----
cc: 

b2 -1,2 
b7C -1 
b6 -1 

All INFORMATION CONTAINED 
H~ IS UNCLASSIFIED 

,:~~ .... I 

b7C -1,3 
b6 -1,3 

M -,-03_sy l1C..feQK ~ ') Nl.S / / 
CA* 0 3- ( ') '7 ~ A G / CA L 

b2 -1, 4 
b7E -1 
b7C -1 
b6 -1 



- --------;~~~-~--­
SUSSMAN-61 

From: 
To: 
Date: 
Subject: 

D 

10/10/02 8:07PM 
Re: No-fly List 

b7C -1 
b6 -1 

First of all, thanks to Tom Bush - I have him fooled, eh? :-•) 

1. Q. We have found out that there are possiblityl ~o-Fly lists being maintained and utilized at the airport. 

b2 -4 
b7E -1 

A. There is only one No Fly List - it is capable of being printed and the TSA maintains it, based on 
info from FBI, CIA and other intel sources. The current list is #115, and it is about 41 pages long b

2 

_

4 right now. b7E -1 

2. Q. The 
A. 

3. Q, These list are not comprehensive and not centralized. 

A. The lists will never be comprehensive and centralized, as they have different purposes and are 
maintained by different agencies. However, one day they will all be checked simultaneously (I will be retired by then!) 

3. Q. Some subjects appear are one list but not the others. 

A. I would imagine that the No Fly List contains~ names that are also in VGTOF, but not all 
No Fly names are in VGTOF, although they should be. There will never be consistency due to 
input mechanisms; etc. and purpose of "lists." 

4. Q. Some of the lists are old and not current. A. Throw old lists away and ask the agencies for 
new. lists. I keep you up to dale as best as I i" wilb Iba ISt list VGTOF is a1 ,uWll:lt as Ibo entnes I 

I I 
5. Q. Pie 
A 

b2 -4 
b7C -3 
b7E -1 L _________ -;:::================-=-=-=-=-=-=-=-=-=-=-=-=::==iJ ____ b6 -3 

6. a. BU EC, Dated 10/09/02, titled I j I is a 

directive to field offices confirming that all subjects have been appropnately watchlisted. We have 
contacted TSA today, 10/10/02 to verify if our subjects have been place on the list and again determine 
that they have oat I 



SUSSM;A;~-62 

·"-·-· -·-b 2 - 4 

b7C -1,3 
b7E -1 
b6 -1,3 

.___....,I I have to leave for the evening - I hope this helps somewhatLJ 

»~ !10/10/02 12:12:44 PM»> LJ Hello from St. Louis. Our New SAC, Tom Bush spoke highly of you yesterday. 

~W:] ·hwo in St. L..ouis have a problem and are wondering if you could help us out. We have found out 

there are possiblity! !No-Fly lists being maintained and utilized at the airport. The 
agencies having lists, as we know of are TSA, FBI and the airlines. These list are not comprehensive and 
not centralized. Some subjects appear are one list but not the others. Some of the lists are old and not 
current. We are realty confused. 

a 
SIOC an FBIHQ attempting to place these St. Louis Subjects on the NO-Fly lists, again 
with no success . .._ ___ _. as been the most □!1121!.!I but we have not ~•• been able lo :t lhe subjects 

laced on the lists. BU EC, Dated 10/09/02, titled I I 
is a directive to field offices confirming that all subjects have been appropriately wachhsted. We. 

contacted TSA today, 10/10/02 to verify if our subjects have been place on the list and again 
determine that they have not. Please advise how we can get these people on the No-Fly List ASAP. b 2• _ 4 

Thanks ... ! ___ ___. 
CC: Aviation-CAS Program; THOMAS E. BUSH; TSA LIST PROCESS 

b7C -1,3 
b7E -1 
b6 -1,3 



b2 -5 SUSSMAN-63 

L._ ____ _J~t~~=T~"~s~.··-A_·-=-N-.~o-·~·•-F_l~_y·-=.1=·~2=·~~-.~~=·~·-S_··-e~·~1~e~~c··~t~e-._e-=.B-=.b-=-1-=-is~~·ts~.~ .. ~.~.·~:_::_:::::::•-_· ;~:-~:============================·=·=P=a=g=e=1j 

From: 
To: 
Date: 

L~:-_-_-...,.-_-_-_-_-_-_-_-_-_-_-_-_-.......... 1Aviation Field 25 

10/25/02 6:37PM 

b2 -4,5 
b7E -1,2 

Subject: TSA No Fly 123 & Selectee 80 lists 

I've received some questions about how r-lshould handle the lists. This is my best guidance, but if 
someone has something additional to off~se let us know. 

If the goal is to not let identical matches board flights, and it is the air carrier's responsibility to do that, we 
have to figure out ways to help the air carriers determine if a possible match is an exact match, If the r 
carrier identifies a possible match, they are supposed to! I 
don't know what options! !have to discuss identification with air carrier personnel or if they prefer, or 
have. to go to the local police at the airport to assist them, but someone is going to have to compare the 
passenger's identification to the list data. That can be over the phone or in person. 

TSA controls dissemination of the list and the FBI is only supposed to disseminate withjn jts own 

o~•n~OOn. :i 

Please forward/disseminate as appropriate 

- Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by. awareness of Transportation Security 
Administration (TSA- formerly FAA} security information. 

I ~es• lists ~nd general guidance fur Elli rer::~~ to nnssihie r.: .:.i:r an TSA li:lls WWI ho ~"]d 

b2 -4 
b7E -1 



From: 
To: 
Date: 
Subject: 

D 

. ·--·--·"a·. -~~b 7 C -1"--· ---'-'-"--""-"-'--'--'-"'---~·-'· . 

10/7/02 4:40PM b7C -1 
Re: the TSA No Fly list b 6 - l 

b6 -1 

SUSSMAN-64 

The question has arisen many times already. Persons are placed on the list based on a variety criteria, 
including the following, which all focus being a known or suspected terrorist, planning or suspected of 

lannin a terrorist act etc AND osin a threat to aviation. When ou ask if an ersons on the list are 

but it's ssible. 

__ >>_~,__ _______ ....Jho11102 10:56:33 AM»> 

I don't think SO, 

b2 -4 
b7C -1,3 
b7E -1 
b6 -1,3 

do ou know what factor(s) are used in placing individuals names on the list? For example: 

I would like to know for future reference in case the question '-:a:::r:::,s-::::e=-s ____________ ..... b2 -4 

b7E -1 

Thanks, 

CC: 



SUSSMAN-65 

From: 
To: 
Date: 
Subject: 

Hi□ 

9(30/02 8:01PM 
Re: No-Fly Question 

b7C -1 
b6 -1 

I didn't see this article so thanks for sending. The TSA maintains the No Fly List, but the content is 
generated by FBI, CIA and probably other intel entities. I'll read the article in depth tomorrow. 

D 
»~-------,~(30/02 9:47:51 AM»> 

I i 

b7C -1 
b6 -1 

Re the attached article. Who does "maintain" or is "responsible" for the no-fly list? 
No-Fly Blacklist Snares Political Activists 
The San Francisco Chronicle 
By Alan Gathright 
September 28, 2002 

b7C -1 
b6 -1 

SAN FRANCISCO, CA -- A federal."No Fly" list, intended to keep terrorists from boarding planes, is 
snaring peace activists at San Francisco International and other U.S. airports, triggering complaints that 
civil liberties are being trampled. 
And while several federal agencies acknowledge that they contribute names to the congressionally 
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is 
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to 
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and 
others are raising qu~stions about the criteria federal authorities use to place people on the list -- and 
whether people who exercise their constitutional right to dissent are being lumped together with terrorists. 
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in 
charge," said Sarah Backus, an organizer of the Wisconsin group. "That's really 1984-ish." 
Federal law enforcement officials deny targeting dissidents. They suggested that the activists were 
stopped not because their names are on the list, but because their names resemble those of suspected 
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation 
Security Act, after two Sept. 11 hijackers on a federal "watch list" used their real names to board the 
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the 
air1ines. The detaining of activists has stirred concern among members of Congress and civil liberties 
advocates. They want to know what safeguards exist to prevent innocent people from being branded "a 
threat to civil aviation or national security." 
NO ACCOUNTABILITY 
And they are troubled by the bureaucratic nightmare that people stumble into as they go from one 
government agency to another in a maddening search to find out who is the official keeper of the no-fly 
list. ~The problem is that this list has no public accountability: People don't know why their names are put 
on or how to get their names off," said Jayashri Srikantiah, an attorney with the American Civil Liberties 
Union of Northern California. 'We have heard complaints from people who triggered the list a first time 
and then were cleared by security to fly. But when they fly again, their name is triggered again." 
Several federal agencies -- including the CIA, FBI, INS and State Department -- contribute names to the 
list. But no one at those agencies could say who is responsible for managing the list or who can remove 
names of people who have been cleared by authorities. Transportation Security Administration 
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with 
colleagues, modified his response: His agency does not contribute to the no• fly list, he said, but simply 
relays names collected by other federal agencies to airlines and airports. "We are just a funn·el," he said, 
estimating that fewer than 1,000 names are on the list. "TSA has access to it. We do not maintain it." He 
couldn't say who does. 
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Oden said a National Guardsman gral;IQ~si!>rH .(l(~~en she tried to help a security screener searching 
her bags with a stuck zipper. The midall:f-agl!cfWdiAfi'r't, who said she was conservatively dressed and 
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started 
spouting this pro-war nonsense: 'Don't you understand that we have to get them before they get us? Don't 
you understand what happened on Sept. 11 ?" Airport officials said at the time that Oden was barred from 
boarding because she was uncooperative with security procedures, which she denies. 
Instead, Oden pointed out that the American Airlines ticket clerk -- who marked i',er bo;;m:'in:; (.klS'.'.:. \fJi\:-1 an 
"S" -- had acknowledged she wasn't picked by random. "You were going to be se.;rd·,ed mi r,ia\t-er what. 
Your name was checked on the list," he said, according to Oden. "The only reason I could come up with is 
that the FBI is reactivating their old anti-war activists' files," said Oden, who protested the Vietnam War as 
a young office worker in Washington, D.C. "It is intimidation. It's just like y·ears ago when the FBI built a 
file about me and they called my landlord and my co-workers .... They did that with everyone in the 
anti-war movement." A 
TOOL FOR TERROR 
In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking 
individuals who had not committed a crime but were suspected of terrorist links. "It is critically important," 
he said, "that we·have state and locals (police) identify a person has been stopped, not necessarily 
detained, but get us the information that the person has been stopped at a particular place." None of this 
makes the peace activists feel any safer -- about flying or about their right to disagree with their 
government. 
"It's probably bad for (airport) security," said Sister Virgine. "Stopping us took a lot of staff away from 
checking out what else was going on in that airport." Ultimately, she said, "To not have dissent in a 
country like this would be an attack on one of our most precious freedoms. This is the essence of being 
an American citizen - the right to dissent." 
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Transportation Security Administration (TSA) 
(No Fly and Selectee Lists) 

The No Fly List is used to prevent individuals from using commercial aviation 
who are deemed by ISA to be a threat to civil aviation based on information provided by various 
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be 
permitted to board any commercial aircraft within the U.S. until such time as the individual is 
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the 
local FB[ office will be contacted to cond~ct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or local airport authorities are 
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. 

The Selectee List consists of individuals who are 

ese m 1v1 ua s are screened by airport authorities in accordance with TSA 
Security Directives. Following the screening procedures, these individuals can use commercial 
air transportation and should not be denied boarding. Again, the respective air carrier and/or 
local airport authorities will make the final determination regarding who boards an aircraft. 

Additions to the No Fly and Selectee lists are based on recommendations from the 
U.S. Intelligence Community! lthe FBI and CIA). Removals are based on 
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recommendations from the originators of the information. 
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DEPARTMENT OF STATE (DOS) 
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The Terrorism Watch List 
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Transportation Security Administration 
(No Fly and Seledee Lists) 

The No Fly List is used to prevent individuals from using commercial aviation 
who are deemed by TSA to be a threat to aviation, based on information provided by various 
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be 
permitted to board any commercial aircraft within the U.S. until such time as the individual is 
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the 
local FBI office will be contacted to conduct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or local airport authorities are 
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. b2 - 4 

The Selectee List consists of individuals 

ese m t v1 ua s are screene y airport aut on ties m accor ance wit 
Security Directives. Following the screening procedures, these individuals can use commercial 
air transportation and should not be denied boarding. Again, the respective air carrier and/or 
local airport authorities will make the final determination regarding who boards an aircraft. 
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The Terrorism Watch List 

Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly List is used to prevent individuals from using commercial aviation 
who are deemed by TSA to be a threat to aviation, based on information provided by various 
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be 
permitted to board any commercial aircraft within the U.S. until such time as the individual is 
removed from the list by TSA. If an individual on the No Fly List is identified at an airport, the 
local FBI office wiJI be contacted to conduct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or local airport authorities are 
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. 

The Selectee List consists of individuals 

ese m 1v1 ua s are screene y airport au ont1es m accm ance wit TSA 
Security Directives. Following the screening procedures, these individuals can use commercial 
air transportation and should not be denied boarding. Again, the respective air carrier and/or 
local airport authorities will make the final determination regarding who boards an aircraft. 
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To: 1----------...mwa:w, 
Bee customs.treas.gov>, .__'""ffl ___________ ..,,._-::state.gov>, 

ot.gov>, 

gov>, 
a.gov>, 
>, 

a.gov>, 

r------------,f---,--~faa.gov>, 

' 
v> 

b7C -1,3,5,6 

b6 -1,3,5,6 

b2 -2 

References: ':--:---=~-:--:--------------------------1 Subject: Re: No Fly List 
Date: Fri, 9 Aug 2002 00:58:47 -0400 
MIME-Version: 1.0 
Content-Type: texUplain; 

charset="iso-8859-1" 
Content-Transfer-Encoding: 7bit 
X-Priority: 3 
X-MSMail-Priority: Normal 
X-Mailer: Microsoft Outlook Express 5.50.4807.1700 
Disposition-Notification-T ol._ ________ ---J@leo.gov> 
X-MimeOLE: Produced By Microsoft MimeOLE VS.50.4807.1700 

Dea~._ ____ .... 

b7C -1,6 

b2 -2 

Please understand that I am only one of many persons involved in this b 6 -1 , 6 
process, but, as I have tried with other citizens facing the same situation, 
I will try to respond to your questions since you were referred to me by the ,.,,.. 
FAA. For starters, let me say that the U.S. government and the airlines are 
continually working to streamline the identification of passengers while 
affording maximum security. Passenger cooperation plays a big role, so we 
very much appreciate that you recognize the overall issue. 

Even though your marketer's name may match or be dose enough to a name on 
the No Fly List to warrant additional scrutiny, her own identification, once 
examined by airline or law enforcement pers.onnel, should be sufficient to 
distinguish her from the actual person on the list. I think that the 
airlines, law enforcement and the passenger all hope that this examination 
process is short, but everyone also wants to be sure that the passenger is 
not the person on the list. Although there is no government documentation 
available at this time which a person can carry with them to say that they 
are not the person on a list, I can only suggest that your marketer contact 
the airline(s) with whom she deals to inquire if there is something she can 
do to assist them in distinguishing herself frm·ir the listnam,~.in adva:ice 
and again at the ticket counter/gate, to facilit.a:-e \he proc::i .. ~;. 

I'm not at liberty to discuss how the No Fly List works, and I don't believe 
that there is any public information at this time regarding the list. You 
may wish to review the Aviation and Transportation Security Act passed by 
Congress on 11/19/2001, for insight on the requirements for checking airline 
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passenger information. 

The idea of having a database or clearing house that could be searched or to 
which names could be submitted is one that has been raised by many people 
and that I imagine will be the subject of debate for some time. 

I hope I have assisted you and, again, thank you for your cooperation as we 
face these challenges. 

I !supervisory Special Agent 
C1v11 Aviation Security Program, FBI Headquarters-Room 11795 
935 Pennsylvania Avenue, NW, Washington, DC 20535 

I Kfax) 

---- O,.:.r.:..i ...::.:.:=:..:.==='---------------
From 
Tor-''------.:"""'---:-------------' 

Sent: ednesday, August 07, 2002 4:19 PM 
Subject: No Fly List 
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> I was given your contact information by someone at the FAA concerning the 
> "no-fly" list. I manage a company that conducts background checks for 
> employers. My interest stems from the experiences of one of our marketers 
> who is routinely subjected to close scrutiny because her name pops up on 
> this "no-fly" list. We aren't complaining, just curious about the list. 
> 
> Is there some type of document someone could carry showing they aren't the 
> person wanted on the list? How does the list work? Is there any public 
> information available regarding the list? 
> 
> On a side note, our industry (there are many companies that do what we 
do), 
> screens hundreds of thousands of people each week who are applying for 
jobs 
> in the US. It would be a great tool for the US to have some sort of 
> database or clearing house for wanted pe_rsons that we could either search 
or 
> submit names for searches. 
> 
> Thanks, 
> 
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Bcc!-,--,..........,r-------~tsa.dot.gov 
Sub1ec : e:,__ ______ __. 

Date: Mon, 29 Jul 2002 15:46:48 -0400 

DeaL..! ____ ____. 
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Thank you for your email to explai~ ~xperience at Jacksonville 
Airport. Please understand that it is notj ~ho is on the No Fly 
list, but similarly named people who may pose a danger to aviation. As you 
might imagine! !experience is repeated across the country with 
the more common names, both in Arabic and English. It's difficult to be too 
cautious. Procedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don't have the capability or 
don't accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, it's possible the didn't want to render a decision until they 
were absolutely sure of whll-----1' as, or wasn't. Unless there is a 
real question as to whethe is the same as someone on the list, 
clearance should not take more an minutes. 

I just got off the phone wit~ ... --.......i~nd it sounds like a problem with 
the airlines at Jacksonville airport, becausd !advce 
didn't have the same problem at Dulles in D.C. I provide with 
some guidance for contacting the airlines with whom he has a requent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I kno'M._ __ __.~poke with someone today at the 
Jacksonville FBI office, but I didn't recognize the name of the person he 
spoke with. Therefore, I will be contacting two, experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 

Sincerely, 

.._ _____ ..... !Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 

----- O,iAioai Message -----
Fro;.:.m:.:.:= 1_ ===:---------------------1 
To:~---.....11ll1.t:e1.1.o.awa~Y----------------------. 
Cc:_ 
Sen7.t:"M~o~n~d~a~y-,J~uT.ly~2~9~.~2~0~0~2~2~:3~3nP~M~--------------.....l 
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Subject: ... ! _______ _ 
b7C -1,2 

b6 -1,2 

The FAA referred me to you regarding a "No Fly List" in which our Medical 
Directo~ • has inadvertently been put on. As he was 
leaving Jacksonville this morning, he was detained for forty-five (45) 
minutes (and almost missed his flight to New Orleans) to be run through 
every computer database that was available by the local authorities. The 
local authorities suggested that he call th~ FBI to have his removed from 
this so-called "No Fly List". The TSA and FAA were also notified by both 

......,._.....,..._....,I office personnel, as well as myself. After numerous calls, 
transfers, etc., we were directed back to the FBI. 

I !is a very well-known and respected physician here the 
Jacksonville, FL area (please refer to his website1 _______ _...., 
Quite often, he is required to travel out of state for seminars, business, 
personal and other hospital related issues; and it is imperative that he 
not be continually detained by the authorities. After the 9/11 terrorists 
attacks, we understand the need for increased security; however, we hope 
th~ I will not have to endure the humiliation and delay in travel 
that he experienced this morning. 

His passport number is ... i ... _-_-_-_-.= ... -----1 His date of birth is: ... I __ ...., 
On Monday, July 29thJ ~ill be meeting with the local FBI here in 
Ji;icksonville, FL. If there is any further light you can shed on this 
incident, it would be greatly appreciated. 

b7C -2,6 

b6 -2,6 

b7C -2 

b6 -2 

b7C -2 

b6 -2 

SUSSMAN-74 



From: 
To: 
Date: 
Subject: 

t!;!e::'No'Ffy List question 

~ .............. _...,........... 
Fri, Jan 31, 2003 4:56 PM 
Re: No Fly List question 

(it'cS- not SSA anything .. ) 

JLJUii.iUi : ........... . 

b7C -1 

b6 -1 

., 

No, not at this point as I can't see the formica pattern on my desk due lo paper glutlage. 
l trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed: 

As a guide - If a C/A wishes to place a person on the No Fly List, the person 
•At 

b7E -1 

If the C/A still feels that strongly, then ... with the concurrence and assistance of your HQ Substantive Desk 
SSA, prepare: 

1. All the bio info you can put together on this erson. This will need to be at the FOUO for official use 
only) level 

b2 -4 

2. b7E -1 ~J.. _______________________________ ....., 

b2 -4 

L..---;::!::::::=============================~ b7E -1 

0.....--------------------5. Once obtained, this information is forwarded to the TSA for placement on the NO Fly list. Once this 
person is on the list, he will not fly withjn the US, nor will he be able to fly out of the US or from any airport 

I I 

d 
I hope this helps. Please call me if you need further guidance/assistance. 

ss~~------.----' 
Counterten D1:sm Divisic,:, 
Civil Aviation Security Program 

□BIHQ Desk 
Cell 
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· From: 
To: 
Date: 
Subject: 

Right on .. 

Thu, Mar 27, 2003 10:14 AM 
Re: selectee list 

= -
b7C -1 

b6 -1 

Sorry about the attachments - the computer gremlins were at work aaain .. 
b7C -1 

_>_> ..... ~_....,... ____ ....,I03/27 10:10 AM»> 
b6 -1 

Page~ I 

L-_-_-_-_-_-_-_-_-_-_-_-_,:------------..J----------------~b2 -4 
»>! ! 03/26 6:49 AM »> 
I know what the procedures are for the No Fl but what are the rocedures for laci b 7 C -1 
the Selectee List. 
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FEDERAL BUREAU OF INVESTIGATION 
To: Cciroioal lovestinlive From: Office of the General Counsel 
Re:! 08/23/2002 
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Precedence: ROUTINE 

To: Criminal Investigative 

Counter Terrorism 

ITOS-1/11 

Date: 08/23/2002 

Attn: VCMOS 

Attn: DT/CPS 
SC Tom Carey 
SEMU 

ss~L... ____ ___. 
SC Andrew Arena 

SC Charles Frahm 

From: Office of the General Counsel 
lnvestigat1·ve I aw I loit 
Contact:_ I extL...I _ __. 

Approved By: Steele Charles M 

Drafted sy ... = __ IL._-___________ -___,---..... 
Case ID #._I _____ _.I (Pending) b 2 - 3 

Title: CRIMES INVOLVING CIVIL AVIATION; 
FBI INVESTIGATIVE JURISDICTION 
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Synopsis: Jo crovide a leoal aoioioo tram the Office at the Geoecal Co, msel co9q 
concerning! J 

L---______ 1 

Administrative: This document is a privileged FBI attorney 
communication and may not be disseminated outside the FBI without 
OGC approval. Also, to read the footnotes in this document, it 
may be required to download and print the document in 
WordPerfect. 

Details:! 
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(Rev. 0S-28-2000) 

FEDERAL BUREAU OF INVESTIGATION 
To: Criminal Investigative From: Office nf thA r,eneral Counsel 
Rej rs/23/2002 b2 -3 

The TSA was created by the Aviation and Transportation Security Act of 
2001 (ATSA) following the September 11, 2001 terrorist attacks and the resultant 
conclusion that security at the Nation's airports needed to be improved. ATSA amends 
various sections of Title 49 of the United States Code to assign responsibility to the 
TSA to provide security for civil aviation and to conduct airport screening operations. 

TSA Statutory Authority 

A TSA created the TSA as an entity within the Department of 
Transportation and designated an Under Secretary of Transportation for Security as the 
responsible official in charge of the new agency .2 The Under Secretary's statutory 
responsibilities that most pertain to the issue at hand include: 

(1) Carrying out the provisions in Chapter 449 of Title 49 of the U.S. Code, 
relating to civil aviation security, and related research and development activities; 

(2) Airport screening operations; and 

I 

(3) Receiving, assessing, and distributing intelligence information related 

'At this writing, TSA is likely to become part of the proposed 
Department of Homeland Security when legislation to that effect is assed 
by the Congress and signed by the ~resident. 
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FEDERAL BUREAU OF INVESTIGATION 
To: Criminal Investigative From: Office of the General Counsel 
Re: I I 08/23/2002 

b2 -3 

to transportation security. 

Chapter 449 of Title 49, entitled "Security," addresses all aspects of 
aviation security, including: screening passengers and cargo; receiving and evaluating 
threats to aviation; research and development of modem security systems and facilities; 
and regulation of security of foreign carriers and foreign airports that seive passengers 
bound for the U.S. 

In addition, ATSA grants the Under Secretary permissive (as opposed to 
mandatory) authority to designate federal law enforcement officers (LEOs) and 
empowers these LEOs to exercise standard law enforcement powers when engaged in 
"official duties of the Administration as required to fulfill the responsibilities under 
[ATSAJ." These powers include authority to carry firearms, make arrests without warrant 
for any federal offense committed in their presence or for which they have probable 
cause, and seek and execute federal warrants for arrest or search and seizure of 
evidence. A TSA also requires the Under Secretary to provide guidelines by which to 
exercise these law enforcement powers in consultation with the Attorney General. The 
proposed guidelines have been submitted to the Department of Justice for review. 

Finally, ATSA continues the Federal Air Marshal (FAM) program (formerly 
part of the Federal Aviation Administration) by authorizing the TSA to deploy FAMs 
aboard aircraft for what are clearly reactive law enforcement functions. 

FBI Statutory Authority 

The FBl's general enabling statute, 28 U.S.C. § 533, grants the agency 
the authority to investigate any violation of the criminal laws of the United States. As 
noted previously, 28 U.S.C. § 538 specifically empowers the FBI to investigate the 
primary crimes-aboard-aircraft violations in Title 49, which are set forth in Chapter 465, 
entitled: "Special Aircraft Jurisdiction of the United States." These include Section 
46502, Aircraft piracy; Section 46504, Interference with flight crew members and 
attendants; Section 46505, Carrying a weapon or explosive on an aircraft; Section 
46505 which lists a variety of common law crimes (e.g., murder, robbery) committed 
within the special aircraft jurisdiction of the United States~ and Section 46507, False 
information and threats. Finally, 28 U.S.C. § 538 also grants the FBI specific 
investigative jurisdiction for the offense listed at 49 U.S.C. § 46314, Entering aircraft or 
airport area in violation of security requirements. 

The FBl's general investigative authority also includes the aviation-related 

3 The special aircraft jurisdiction of the United States is defined 
in 18 U.S.C. § 7 (5) as any aircraft belonging in whole or -1..n part to the 
United States or any citizen or corporation thereof while ffrCl-:. a i.:cc-:r.;,-:t 
is in flight over U.S. territory or over the high seas. 
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FEDERAL BUREAU OF INVESTIGATION 
To: Criminal Investigative From: Office of the General Counsel Re:I I 08/23/2002 

b2 -3 

authority for any offense for which a LEO is granted the power to arrest, then virtually 
every federal LEO would have investiaative iurisdiction over everv federal felonv.5 

Federal Air Marshals 

The Federal Air Marshal (FAM) program is also part of the TSA's statutory 
authority. FAMs, however, are primarily a reactive and a deterrent force whose 

members are LE Os and are armed and placed on selected flights to react to in-flight 
incidents of air piracy and other violent acts that threaten th in · · 
the lives of those aboard. 

Analysis 

the lawful ability to react promptly and respond appropriately to a 
report of emergent criminal activity without concern for jurisdictional 
distinctions or civil liability. 
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OGC is available to assist in these efforts and in any other capacity to 
resolve ,·urisdictional issues with the TSA. Point of ~ootact at OGC is r.ssistant General 
Counse I Investigative Law Unit, at 

• i..,_ ____ __. b 7 C -1 
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part 108 of title 14, Code of Federal Regulations. Not later than 18 months after the date of enactment of this Act, the 
Secretary of Transportation shall conduct a review of reductions in unauthorized access at these airports. 

'(2) Computer-assisted passenger prescreening system-

'(A) IN GENERAL- The Secretary of Transportation shall ensure that the Computer-Assisted Passenger 
Prescreening System, or any successor system--

' ( i) is used to evaluate all passengers before they board an aircraft; and 

'(ii) includes procedures to ensure that individuals selected by the system and their carry-on and checked 
baggage are adequately screened. 

'(B) MODIFICATIONS- The Secretary of Transportation may modify any requirement under the 
Computer-Assisted Passenger Prescreening System for flights that originate and tenninate within the same State, if the 
Secretary detennines that--

' (i) the State has extraordinary air transportation needs or concerns due to its isolation and dependence on air 
transportation; and 

'(ii) the routine characteristics of passengers, given the nature of the market, regularly triggers primary selectee 
status.'. 

SEC. 137. RESEARCH AND DEVELOPMENT OF AVIATION SECURITY TECHNOLOGY. 

(a) FUNDING- To augment the programs authorized in section 44912(a)(l) of title 49, United States Code, there is 
authorized to be appropriated an additional $50,000,000 for each of fiscal years 2002 through 2006 and such swns as are 
necessary for each fiscal year thereafter to the Transportation Security Administration, for research, development,. testing, 
and evaluation of the following technologies which may enhance aviation security in the future. Grants to industry, 
academia, and Government entities to carry out the provisions of this section shall be available for fiscal years 2002 and 2003 
for--

( l) the acceleration of research, development, testing, and evaluation of explosives detection technology for checked 
baggage, specifically, technology that is--

(A) more cost-effective for deployment for explosives detection in checked baggage at small- to mediwn-sized 
airports, and is currently under development as part of the Argus research program at the Transportation Security 
Administration; 

(B) faster, to facilitate screening of all checked baggage at larger airports; or 

(C) more accurate, to reduce the number of false positives requiring additional security measures; 

(2) acceleration of research, development, testing, and evaluation of new screening technology for carry-on items to 
provide more effective means of detecting and identifying weapons, explosives, and components of weapons of mass 
destruction, including advanced x-ray technology; 

(3) acceleration of research, development, testing, and evaluation of threat screening technology for other categories of 
items being loaded onto aircraft, including cargo, catering, and duty-free items; 

(4) acceleration of research, development, testing, and evaluation of threats carried on persons boarding aircraft or 
entering secure areas, including detection of weapons, explosives, and components of weapons of mass destruction; 

(S) acceleration of research, development, testing and evaluation of integrated systems of airport security enhancement. 
including quantitative methods of assessing security factors at airports selected for testing such systems; 

( 6) expansion of the existing program of research, development, testing, and evaluation of improved methods of 
education, training, and testing of key airport security personnel; and 

(7) acceleration of research, development, testing, and evaluation of aircraft hardening materials, and techniques to 

reduce the vulnerability of aircraft to terrorist attack. All lNFORf·AAY'" , . , .. " 
VI •'.,I! (!1,,•µ,,!~ED 

~!~ l u-~~~51ff£D / / D~aM<- looa lo() NLS (A<;, ~L 
httn://30.5.100.249/ons11nnort/faas11nnort/ci::1tafilP.s/ Avia~~1nJnl'l;JJOTr::mo::nnrt!:ltinn°/_ 10~,.,. ,nR/01 
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From: 
To: 
Date: 
Subject: 

b7C -1,3 

L..----------'lb6 
Thu, Dec 12, 2002 2:20 PM 
Re: No Fly List Issue 

ASAC Pisterzi writes of a situation which I've brou ht t 
namel that we need t 

b5 -1 

b7C -1,2,3 

b7E -1 

b3 -2 

b6 -1,2,3 

~------t...-------------~~· ~) 

,Ll.,.;I _P~_1~e_a~_s~e~-t;2a~lk~t_o~_1 __ -_-_-_-_-_-_-_-_-_-___ ...J_l~to~-S25e~e~•-"f.!.._r.l.J_s,JJ.A~~w~H-l..1.[_ealiiil_.u.Y:~::~-:-bwe:J_Si11,\~Jb:m~j-Uwi_ow_o .... -.:::l,ll:::-•-.i.O:c_,u;;;·e:s~tp~-Dwl~I•_-_-_-_-_-_-_-...... -~, CIA 

I'm sure an expeditious response will be most appreciated by all concerned. Thanks.CJ 

ss~ I~ !fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division b 7 C - 1 

l@leo.gov ---- b6 -1 

~ERT J PISTERZI 12/10/02 12:08:13 PM>» 
b2 -2 

bl 

b2 -4 

l____J b5 -1 

SAC Knowlton would like a resolution to a recurring problem we've encountered in L V regarding a No-Fly b 7 C - 2 

_L_is_t (,:_N_F_L.:..) _is_su_e_. ----------------------------, b7E -1 

b6 -2 

bl 

~J U..,.._ _____ --.~~~~~~=r"r!~~~~~I 
1..._==;=;===="!"!"'====~F'!'====~• , rns promem nas occurrea several times over the past few months 

b3 -2 

b6 -2 

b7C -2 

ana nas not been rectified. ~ 

Your attention in this matter is very much appreciated. 
AL 

as per CIA 

CC: ALBERT J PISTERZI; Aviation-CAS Program; ._I __ _ 

8-i,-03 . b2 -1/ / 

CLASSIFIED BV:b,c, ~9c8fe?N~ /J:J<-/ CA 
REASON: 1.5 ( C. ) d 
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05/12/2003 
OVERVIEW OF TERRORISM WATCH LISTS 

Various federal government agencies maintain lists of individuals of investigative interest or 
national security interest. These lists, as they pertain to terrorism matters, are often referred to as 
"watch lists". The following are databases containing lists of individuals which have been commonly 
referred to as "watch lists". 

FBI 
National Crime Information Center 

Violent Gang and Terrorist Organization File 
(VGTOF) 

The Terrorism Watch List 

Transportation Security Administration (TSA) 
(No Fly and Selectee lists) 

TSA's No Fly list is designed to prevent terrorists who pose a threat to civil aviation 
from boarding aircraft flying in U.S. airspace. Air carriers and/or local airport authorities are 

ALL rNPORMATION CONTAINED . 
HIRE}£ ~SIFI~ · ) 

"DAIL 9vc k>!)~(o'J NLl/A6 ~ l 
,__JHI o 3 - I ')")Cf · 
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responsible for preventing a passenger on the No Fly list from boarding an aircraft, however, the 
airlines are re□nired hv I~A Security Directives I I J I..--.------------

TSA's Selectee list consists of individuals! 
These individuals are screened by airport authorities in ac"""c'""o .... ro-an=ce.,,..,,.,,w""'n"""n-1 ... s...,A ........ S""'ec=un=ty,..,..,.D""'1""'re"""c""'h"""v""'es=-.-....1 
Followin the screenin rocedures these individuals c 

Additions to the No Fly and Selectee lists are based on recommendations from the 
U.S. Intelligence Community! lthe FBI and CIA). Removals are bas~d on recommendations 
from the originators of the information. · 

DEPARTMENT OF STATE 

I I 
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HANDLING CALLS TO THE TWL: 

There are 3 main objectives when handling phone calls to the TWL: 

iii..... _____ _____, 
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From: 
To: 
Date: 
Subject: 

All 

b7C -1,3 

b6 -1,3 

CT WATCH 
Wed, Mar 26, 2003 12:03 PM 
To Place an individual on the NO-Fly or Selectee Lists 

Here is what I need to place an individual that is believed to be a threat to Civil Aviation Security on the 
TSA No-Fly list or to place an individual who may possibly be a threat to Civil Aviation Securi on the 
Selectee list. An EC is robabl the best vehicle to do thi 

1. All the bio info you can put together on this oerson. This will need to be at the fnt 1n lfor nffirj:;tl 11sA 

only) level, it goes to the airlines. I I 
I 

I The better the info, the less likely an 
L,a~g~en~tr-w-.m'll""l'"b_e_c_a::-lled--.-o-u-:"t~to~th_e_a-;-ir-:rp-,o-.rt-o:-n-a-:f;--a-:--ls:-e-a71a-r--:m:-. ----

I 

Page 1 

b2 -4 

b7E -1 

,.!2:.1-l ____________________________ ,-J b2 -4 

I b7E -1 L-r--------------------------, ~3~-.L-I ___________________________ -; b3 -1 

4.1 I 
I 

5. Once we get this, I will forward this person's name to the TSA for placement on the NO Fly or Selectee b 2 _ 4 
list. If this person is placed on the NO-Fly list, he will not fly within the US, nor will he be able to fly out of 
the US or from any airpo1 I Those placed on th.e Selectee list will b 7 E - 1 
receive additional screening before being allowed to board the aircraft. 
I Hopj that this is of assistance. 

b7C -1,3 

CC: 
b6 -1,3 
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No-Fly List Talking Points 

a. What is the No-Fly list and who maintains it? 

A. The Federal Aviation Administration (FAA) had in place for a number of 
years security directives that probibited aircraft operators from 
transporting persons who were either a potential or known threat to civil 
aviation or national security. Immediately following the terrorist attacks of 
September 11, 2001 , the FAA began administering a "watch list" or "No­
Fly List" for the Federal Bureau of Investigation (FBI). Individuals on the 
FBI Watch List were prohibited from traveling in the United States. 

a. 

A. 

a. 

A. 

In November 2001, with passage of the Aviation and Transportation 
Security Act (ATSA), TSA assumed control of the No-Fly List. TSA 
compiles the No-Fly List based upon recommendations and information 
from Federal government intelligence and law enforcement agencies. 
Individuals on the No-Fly List pose, or are suspected of posing, a threat to 
civil aviation or national security. 

How many names are 011 the No-Fly List? 

The No-Fly List is a routinely updated, dynamic list with names of 
individuals being added or removed, based on information from Federal 
government intelligence and law enforcement agencies. Any other 
information pertaining to the list is considered Sensitive Security 
Information and therefore will not be released to the public. 

What are the criteria for getting on the list? 

The individuals pose, or are suspected of posing, a threat to civil aviation 
or national security. 

~ll FBI INFORMATION CONTAINm 

~ftt'._. ~ u;~ L~s~~1~ Ce lo O~"' 1 1-..J lS /A" / Ci:JL 
~-M 0-3 -} ')f) 9 

These Talking Points are being created to answer questions from the public., media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions. please 
contact TSA Public Affairs at 571-227-2749. 
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a. Who can I talk to about finding out it my name is on the No-Fly list? 

A. For national security reasons, the No-Fly List is not available to the public. 
The release of such information could endanger intelligence sources both 
in this country and abroad. In addition, please note that the airlines will 
not give a boarding pass to individuals who are on the No-Fly List. 
Therefore, if you have a boarding pass, you are not on the No-Fly List. 

For persons who are constantly delayed when trying to get a boarding 
pass, TSA has developed protocols in the hopes of addressing this issue. 
As such, the TSA Office of Ombudsman is available for questions or 
concerns from individuals who believe they are being mistaken for 
persons on the No-Fly List. The individual must submit a written request 
describing what has happened in the past that leads him or her to seek 
relief. Should circumstances warrant it, the Office of Ombudsman will 
then send out a form requesting personal information. This information is 
then compared against the No-Fly List. The individual will then receive a 
reply from TSA stating either that TSA has taken appropriate action to 
provide some relief or TSA does not, at this time, have information that 
prohibits the individual from flying. 

The entire process could take a few weeks. 

a. Every time I fly, I get flagged for additional screening, does this 
mean that my name is on the No-Fly List? 

A. Those individuals who are identified on the No-Fly List are not permitted to 
receive a boarding pass. Therefore, if you are issued a boarding pass, 
you are not on the No-Fly List. 

2 
These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please 
contact TSA Public A.tfairs at 571-227-2749. 
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There are several reasons why persons may be subjected to additional 
screening. These could include: resolving alarms on either the 
Magnetometer or X-Ray, random selection of passengers or being flagged 
by a computer system known as CAPPS (Computer Assisted Passenger 
Prescreening System). The CAPPS was developed by the airline industry 
prior to September 11, 2001. The criteria used by CAPPS to flag a person 
are considered Sensitive Security Information, and therefore, cannot be 
released to the public. · 

TSA is currently developing protocols for a new CAPPS system, known as 
CAPPS II. The purpose of CAPPS II is to: 1) authenticate identity and 2) 
perform a risk assessment of airline passengers. It will dramatically 
reduce the number of passengers required to undergo additional 
screening at airports as "selectees." 

a. The last time I flew, I saw an "S" on my boarding pass. Does this 
mean that I am on a government watch list? 

A. Persons on the No-Fly List are not issued boarding passes by the airlines. 
There are several reasons why persons could have an "S" on their 
boarding pass and would be selected for additional screening at either the 
checkpoint or the gate. Having an "S" on a boarding pass does not mean 
that a person is on the "No-Fly List." 

The "S" is placed on the ticket by the airlines and could mean that the 
person was chosen at random or flagged by a computer system known as 
CAPPS (Computer Assisted Passenger Prescreening System). This 
system was developed by the airline industry in 1997. While it does not 
use race, religion, or physical characteristic as criteria, what is used to flag 
a person is considered Sensitive Security Information, and cannot be 
released to the public. 

3 
These Talking Points are being created to answer questions from the public. media, and Congress. It is not. 
however, to be copied and distributed to any public venue or distributed outside the govt. _.tny questions. please 
contact TSA Public Affairs at 571-227-2749. 
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-a. The last several times I have flown, there has been a flurry of activity 
at the ticket counter and calls are made to headquarters before I am 
allowed to get a boarding pass. Does this mean I am on the No-Fly 
List? 

A. The air carriers (or law enforcement officer) are required by TSA to 
establish the identity of a person(s) whose name is the same as, or similar 
to, a name on the No-Fly List. TSA hopes that passengers will 
understand the importance of a secure transportation system and bring 
their patience with them. 

For persons who are constantly delayed when trying to get a boarding 
pass, TSA has developed protocols in the hopes of addressing this issue. 
As such, the TSA Office of Ombudsman is available for questions or 
concerns from individuals who believe they are being mistaken for 
persons on the No-Fly List. The individual must submit a written request 
describing what has happened in the past that leads him or her to seek 
.relief. Should circumstances warrant it, the Office of Ombudsman will 
then send out a form requesting personal information. This information is 
then compared against the No-Fly List. The individual will then receive a 
reply from TSA stating either that TSA has taken appropriate action to 
provide some relief or TSA does not, at this time, have information that 
prohibits the individual 1rom flying. 

The entire process could take a few weeks. 

a. Is it true that TSA has an additional list of peace activists and does 
not allow them to fly? 

A. No one gets on the No-Fly Ust by being a peace activist nor does TSA 
m~intain an additional list of peace activists. 

a. Some critics have cla.imed that TSA has mismanaged the list by not 
allowing innocent people to fly. What is TSA's response? 

,.'A. TSA's first .--e~]pons:~_Jiii{~r is ensuring the security of the traveling public. 
TSA cannot and will not compromise that goal by allowing individuals who 
pose a threat to civil aviation to fly. TSA rigorously attempts to minimize 

4 
These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
howevel", to be copied and distl"ibuted to any public venue or distributed outside the go,·t. Any questions, please 
contact TSA Public Affairs at 571-227-2749. 
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the dissemination of inaccurate information and to resolve any 
discrepancy as quickly as possible so that persons who are not on the No­
Fly List can get to their destination with the knowledge that TSA has made 
every effort to ensure their security. 

Q. Has TSA ever found an individual who was on the No-Fly List or 
been· able to foil a terrorist attack? 

A. TSA will not release any details regarding the success of the program; 
however, we can state that both the Secretary of Transportation and the 
Secretary of the Department of Homeland Security are pleased with the 
progress made by the program. 

Q. Does the No-Fly List apply to any other modes of transportation 
such as Amtrak or cruise ships? 

A. The No-Fly List is one of the products generated from information 
gathered by Federal government intelligence and law enforcement 
agencies. 1 Threat and intelligence information may be shared regularly 
with a range of government and industry partners in all modes of 
transportation. 

5 
These Talking Points are being created to answer questions from the public, media, and Congress. It is not, 
however, to be copied and distributed to any public venue or distributed outside the govt. Any questions, please 
contact TSA Public Affairs at 571-227-2749. 
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Investigative 
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NO FLY list - Used to prevent persons from using commercial aviation who are deemed by the TSA to 
be a threat to aviation, based on information received from various sources. Airport police are to 
perform an initial ID check and will hopefully eliminate the person as a match.! I 
I !Airport police will contact the FBI in 
questionable cases. 

b2 -4 

A few pea le have been removed from the list after the person convinced the FBI and the FBI b 7 E - 1 
determined.L-....... ...---....... ---=..,...,.---.,=---~hat they were not a threat to aviation. The passenger 
may not fly un I e removes e1r name rom the list. The air carriers, not the FBI, prevent the 
passenger from boarding the flight. The person can travel by other means, out not commercial air. 
The TSA removes names from the Ii t · · cy or a document 

L----........ ---"T"--...-..----,..-----:-..----.-:-:-------'ITT"-~~~,rn;T,'ffl~indicating that the 
person rs no cons, ere to be a threat to aviation. INFORMATION CON / 

b'1 J'Jls 'AG(CJ(J( 

SELECTEE List - These persons are not known to be a threat to aviation, but an agency has said they 
have a possible connection to terrorism. Passen ers determined to be the person on the list,C, 

to the air carrier for any b 2 - 4 
L.s_c-re_e_n_m_g_w..--,c..--....,..,..e-ca----m ... e_r_n~e~e~s""l'."='o~c:-:o~n"".'r'""uc-:-::::t--.i--n_a_c_c_o_rd-:-a-n-ce~w .... it:-;-:h-t:-;-:h-e-=T;:-;S-::--tA Security Directive prior to 

...,.. 

http:/ /30. 5 .100 .249 /opsupport/faasupport/datafiles/FBI%20RESPONSE%20TO%20TSA%20NA4/29/03 
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flight boarding. These persons can use commercial air transportation - they need not be denied 
boarding. 

~esponsibilities of FBI office in HQ city of air carrier: I 

Possible Match Passenger at the Ticket Counter: When a passenger with a possible name match 
presents themselves at a tick t n · · · · 

I 
~2 -4 

lb7E -1 

initial ID check. b2 - 4 

b7E -1 

2 -4 

7E -1 

lb2 -4 

lb7E -1 

Passengers who know their name is on a list requiring identification by the police can potentially 
arrange with the airport police before they get to the airport that day to alert the police they have a flight 
and when they plan on bein at the air ort. Thus t e · · b 2 - 4 
reducin dela s . 
.!!:~~...!!!:~.::.:...J----------------------------,b7E -1 

~8.l_~5~PONSE TO TSA_~AME LISTS - Message sent by email on 12/19/2001 

There are two name lists for which t~~ FBI m:y a~ b==-Ye to respond; instead of one - the "Na Fly" list (threats to 
aviation) and the "Selectee" list I ]The names are the same and some additional ones from 
the previous TSA name lists, and ey con in_ue o originate from other agencies,! ifrom the FBI. 
However, there are new procedures to reduce unnecessary FBI response. The FBI and the FAA coordinated 
these procedures based on feedback from the field about the utility of FBI res onse to ticket counters to identi 
passengers when the lists now contain more identi in information 

NEW PROCEDUR 

http ://30. 5. l 00 .249/opsupport/faasupport/datafiles/FBI%20RESPONSE%20T0%20TSA %20NA4/29/03 
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ss~ !rtax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Coun errorism Division 

lea.gov 

b2 -1,2 

b7C -1 

b6 -1 

SUSSMAN-98 

http://30.5 .100 .249/opsupport/faasupport/datafiles/FBI%20RESPONSE%20TO%20TSA %20NA4/29/03 

b2 -4 

b7E -1 



"'p,wyg:111 11mrp:11onhne.wsj.com/article_print/0.,SB l0S0959286630S l :mo.DO.ht 

8 THE WJ\¼ §TK~ET JOURNAL. 
c,:,,·r-.t;..T F•:•F: 

~·-!l·IT!il·, 
8 PitneyBowes 
Engineering the flow 

ol communication 

April 22, 2003 

Why a 'No Fly List' Aimed 
At Terrorists Delays Others 
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For continuing coverage, see War on 

Terror2. 

JUNEAU, Alaska --There are about 300 peo1>le world-wide the IJ.S. considers so dangerous to ci\'il .:i,•iation it has them on a 
"No Fly List," 

Larry Musarra, retired Coast Guard commander and rather of three. isn't one of them. A pilot and a\'id outdoorsman, he is 
a local hero for his daring helicopter rescues of stranded fishermen and moulltaineers. He now runs a visitor center 
<1\'erlooking Juneau's spectacular Mendenhall Glacier. 

But Alaska Airlines' computers haven't figured that out. Its reservations system, designed by travel-software gian6abre 
Holdings Corp., flags Mr. Musarra whenever he checks in, which is about once a month, when he visits a 
developmentally-disabled son in Oregon. At the ticket counter, Mr. Musarra has often watched the color drain from agents' 
fate$ as they read a warning that he might be on the terrorist watch list. After a criminal-background check, he eventually 
gets tony but faces extra luggage and body searches. 

The No Fly List, quietly introduced after the Sept. 11 terror attacks, is designed to keep suspected violent types off airliners. 
lt includes terrorism suspects thought to pose an imminent danger to flights. Some people who present a general threat to 
air safety because of \·iolent behavior also make the list. The new Transportation Security Agency, orTSA, compiles names 
from intelligence and law enforcement and sends the No Fly List to airlines. Their job is to see that nobody on the list gets 
aboard. 

NAME GAME 

Renderings of an Arabic name using the Roman 
alphabet vary by country -- a challenge for airlines 
as they apply the Na Fly List 

HaJj Monamed Uthman 11.bd Al Ragib 
Iraq 

Muhamad U!iman Abdel Raqeeb 
Syria, Lebanon. Jordan 

Haj Mohd Othman Abdul Rajeeb 
Kuwait. Bahrain, Qatar, Saudi Arabia. Oman, 
Yemen, United Arab Emirates 

Hag Muhammad Osman Abdurra' ib 
EgvQ' .. $1Jd2n 

!!,~; lmhemd Otmane Abderaqib 
l.i~v2. r,misi.d, Morocco. A.lgeria. Mautilania 

Sou,-r.e. Language Analysis Systems 

It sounds simple, but it's proving tricky to execute. 
Many entries on the list lack details that could make it 
easy to know if a traveler is really the person named. 
And the TSA gives airlines little guidance on just 
when a passenger's name is close enough to one on 
the list to warrant flagging the person for a 
law-enforcement check. 

The result is that carriers are checking the No Fly List 
a multitude of ways and coming up with vexing 
numbers of "false positives" -- innocent passengers 
subjected again and again to law-enforcement 
reviews. The flagging of some fliers who were 
political activists has even led to suspicions the 
govemm;;nt was grilling rhem bee1Hse of their <.·icws. 

These inconvemences may seem like a small price to 
pay if the system improves security. But the Federal 
Bureau of lnvestigatton, which contributes to the No 

Fly List, says the 11st has helped catch very few terrorism suspects. While that might simply be 
because the terrorists haven't tried to fly lately, linguistics expens say that if they did -- and 
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particularly if they had Arabic names -- it's far from certain that current methods would flag them. 

One reason: In checking passengers against the No Fly List. some airlines use techniques that were 
designed decades ago, and for an entirely different task: to kt agents tind passenger record:; 
quickly without having a full name or a name's precise spelling. 

These "name matching" systems also help airlines spot abusive bookings, in which travelers 
reserve a bunch of flights under slightly varying names. The idea is to cast a wide net. But when 
applied to a watch list, they have the perverse effect of flagging nun1erous travelers whose names 
are merely similar to one of those on the list. 

One name-matching technique that airlines have used, called Soundex, dates back more than l 00 
years, to when it was invented to analyze names from the 1890 census. In its simplest fom1, it 
takes a name, strips out vowels and assigns codes to somewhat-similar-sounding consonants, such 
as "c" and "z." 

The result can be bizarre. Hencke and Hamza, for example, l1ave the same code, HS20. If there's a 
Hamza on the No Fly List, a traveler named Hencke could be pulled aside for a background check 
before being allowed to board. 

A 40-year-old method designed specifically for airlines does something 
similar, stripping names down to consonants and pulling up names that have 
the same consonants in the same order. A third technique sometimes used by 
airlines hunts for matches based on the first few letters of surnames. 

Hence Mr. Musarra's troubles in Juneau. In an algorithm used by Sabre, 
whose software runs Alaska Airlines' reservations system and many others, 
"Musarra" appears to pop up as a match for any name starting with "Mus." A 
fair number of names from the Mideast and Central Asia begin that way, 
including at least one on the No Fly List. 

Exactly what techniques airlines and finns such as Sabre use to check · l i : 
passengers against the list is impossible to know. They won't identify their Larry Musarra 
fonnulas, and the government doesn't want them to. But some current and former industry 
executives say most airlines -- while making periodic refinements. including since Sept. 11 -- still 
use roughly the same name-matching tools as they have for decades. 

Why not just match names precisely, and·question only people whose names exactly fit an entry on 
the No Fly List? That wouldn't do, either. Many people's names have a number of variations, such 
as William or Bill. Many are spelled either with a middle initial or without one. And non-Western 
names can be rendered in the Roman alphabet in a host of ways. 

A name written as "Haj Imhemed Otmane Abderaqib" in Algeria might be "Hajj Mohamed 
Uthman Abd al Ragib" in Iraq, and as "Hag Muhammad Osman Abdurra'ib" in Sudan, according 
iv L1ngua):;:·:· . .i:ai·,.si;~ Systems lnc .. 1 H•~m<k,:1, Va .. c,.mpa1:y :ha; does nam.e-an::dy:;is •.\'<Jrk for 
many federal agencies. 

One wanted terrorism ~u:;pect, Adnan G. El Shukrijumah, uses ii·✓e aliases. The six names can be 
translated ;i total ;:if more than 500 ways, says Language Analysis Systems. The finn adds that 
foreign words can also be mistaken for first or last names. such as "Effendi.'' which is an honorift.c 
for "Sir" or "Mister" in some Mideastern languages. 
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Another quirk of airlines' systems is that groups that purchase their tickets together end up in a 
single travel record. If one member triggers a hit on the watch list. computers lock up on them all. 

A year ago in Milwaukee, Midwest Express pulled aside 19 members of a group called Peace 
Action Wisconsin headed to Washington for a "teach-in" about U.S. military involvement in 
Colombia. The group, which included a nun and a grandmother, had to wait for sheriffs deputies 
to run immigration and FBI background checks, according to records of the incident. The delay 
caused them to miss their event. 

Four months later in San Francisco, Jan Adams and Rebecca Gordon, co-founders of an antiwar 
newsletter called War Times, were pulled aside for police questioning when they arrived at the 
AT A Airlines counter. An FBI search turned up nothing, and the women, both in their fifties, were 
allowed to fly. 

In both cases, the groups were told they had matched the No Fly List. But these incidents and 
others fed the notion among activists that the government was targeting them. "When is a nun 
considered too dangerous to get on board a plane? When she's a peace activist," said one of 
numerous critiques, this one in the newspaper Socialist Worker. 

But three months after the Milwaukee incident, a report by the county sheriffs office said the 
incident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre 
software. A security official for the airline says that a group member with the last name of "Laden" 
might have helped trip up the group. 

As for Jan Adams in San Francisco, she was one of a number of Adamses with the first initial J 
who were stopped last year. They included 23-year-old Jarrett Adams on June 5, 55-year-old John 
Adams and his wife on June 16, and 34-year-old John Christian Adams, who complained to the 
TSA last July. 

The apparent trigger: A Joseph Adams on the No Fly List, whose entry gives little data besides a 
birth date. Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are 
frustrated that the watch list doesn't have better data to eliminate mismatches. 

One needn't be an activist to get caught in this web. Last April, two San 
Francisco 1irport police officers cornered David L Nelson, a 56-year-old 
bank executive, as he checked in at Alaska Airlines. "They had hands on 
their guns. They asked was I an American citizen and who am I," Mr. 
Nelson says. After a half-hour of questions and database checks, they 
cleared him. He says his son, named David C. Nelson, also has been stopped 
as a No Fly List match. 

At Oakland International Airport, Police Sgt, Larry Krupp says he has 
cleared so many innocent "David Nelsons" to board that one of them new 
buys ium ,.;otfee l'here is a ttmne very similar to iheirs c;:t t!'.e No ;;'..y List. 

David Nelson for <!very ,.:heck, Sgt. Krupp must thumb through an 86-page, 
nonalphabetized list of t1ames. "The vast majority of times we go there, they're not.even on the 
list," he says. Sgt. Krupp says he has had only one true match, a man he describes as an Afghan 
drug dealer. 
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Newer methods exist, which take into account names' cultural origins in order to come up with 
more-relevant name variations. Some government agencies are starting to use them. But travel 
consultants say hard-pressed airlines have been reluctant to spend money to improve a screening 
function they believe should be done by the government -- and that the TSA has said it eventually 
will assume. Airlines would rather leave it to the government to rule a passenger in or out. No Fly 
List entries can include subjective notations like "is sickly with asthma, uses a lot of hand 
gestures," as one did on a recent copy of the list reviewed by The Wall Street Journal. 

A wide variety of reservations systems have their genesis in the Sabre system, which 
International Business Machines Corp. designed for American Airlines in the 1960s. IBM later 
built similar systems for other airlines. 

Lightning fast in basic reservations chores, the mainframe-based systems are less well suited for 
other tasks, such as clearing a frequent traveler to fly once and for all. In most airline systems, the 
No Fly checks are set up in such a way that the computer treats each passenger as a brand new 
name, even if he or she has flown recently and was cleared in another flight record. 

The TSA is considering a way to put fliers who've repeatedly been mistakenly flagged on a "Fly 
List." But even if this proved technically feasible, security officials at airlines and the TSA would 
still have the challenge of making sure they weren't vulnerable to letting a dangerous person of the 
same name slip through. 

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy 
Information Center show that the TSA has received complaints from mistakenly flagged customers 
of all major carriers, which use a variety of software to process passengers. 

One reservation system used by several airlines, Shares, uses "the same type of[name] matching 
that has gone on for 10 to l 5 years -- actually longer," says Michael Hulley, an executive of Shares 
owner Electronic Data Systems Corp. He will identify only one method Shares uses: matching 
the first few letters of a name. 

Another competitor of Sabre, Galileo, says it looks for exact matches on names or strings of 
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-clear 
passengers who clearly aren't the person on the list, says _Chuck Barnhart, an official of Galileo. 

Sabre wcn't disclcs.: its current name-matching methods, but a spokeswoman, Kathryn Hayden, 
says: "Algorithms are not static -- they change, they are updated." Sabre says different airlines can 
use its software in different ways. "It's up to each airline to determine how they implement the 
government requirements for the No Fly Lists," Ms. Hayden says. 

One carrier that uses Sabre software, Alaska Airlines, has more than its share of false No Fly List 
matches, judging by the records obtained by the Electronic Privacy lnformation Center. Of 34 
complaints to the TSA where the airline was identified, 11 cited Alaska. Ms. Hayden says such 
111~-~d•::it:o.l .~''ide:1ce :ioesn't provf'. ')abre's softv..,are "'.:a11·:•~~: ;\ greate:· numher of false hits_-, 

3arbara :mt! Dennis Musante. a California couple, took the:r complaint up the Alaska Airlines 
chain of ,::ommand after being delayed twice. Ms. Musantt says an airline supervisor finaily told 
her the first four !ettt!rS of their last nami:: malcheli a suspect. though they ~hemselves weren't on 
the list. The TSA confirmed they weren't. lr.. a letter, the TSA addetl . ::;,,_ n ,_.; - ·,:w _ 'the benefits 
of such measures far outweigh the inconvenience." 
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Mr. Musarra, the Alaska man who has faced many delays, has tried everything he can think of to 
clear his name once and for all. He got Sen. Ted Stevens to contact the FBI. He told local TSA 
people of how their boss in Wasl1ington, retired Admiral James Loy, once honored him for his 
work 011 an oil-spill cleanup exercise. 

For his monthly flights, Mr. Musarra has developed a routine: Try to check via the [ntemet the 
night before the tlight; get rejected. Arrive at the airport hours early, go to the self-_serve kiosk; get 
rejected again. Go to the counter, wait while an agent calls a supervisor, wait more while officials 
take his I.D. to a back room to phone security officials. 

Invariably cleared, he boards, but the clearance lasts just through the end of his round trip. Often 
he is bringing his son Tim home for a visit. Tim Musarra, 12, also sets off No Fly List alarms. 

A college-age son, Aren, has the same problems, Mr. Musarra says. 

Then there's Mr. Musarra's adopted son, Jonathan Paul Sung Ho Musarra, 15. A high-school 
wrestler, "Sungie" is the reason his teammates have to get up at 3 or 4 a.m. for morning flights to 
their meets. Because they buy group tickets, the 20-plus wrestlers, chaperones and coaches show 
up on the computer screen as No Fly List hits. 

A spokesman for Alaska Airlines, Lou Cancelmi, says, "All of these false positive issues concern 
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum 
extent possible." Recently, the airline began having employees scrutinize alarms generated by its 
computers in advance of flights, in hopes of clearing misflagged passengers. 

That seemed to help Mr. Musarra on his last flight. The computer still flagged him; he found 
himself unable to check in via the Web. An error message told him he needed manual assistance. 
But when he got to the airport this time, Mr. Musarra received a boarding pass without the security 
review. 

The TSA has been trying to get the message to airlines that they should focus on matches of full 
nan1es, not just the last name, says James R. Owen, a TSA official in Juneau. Longer term, the 
agency is working on an advanced passenger pre-screening system known by the acronym of 
CAPPS II. 

rt will scour not only watch lists such as No Fly but also criminal records, credit-card transactions 
and identifiers such as address and date o_f birth to detect suspicious patterns. The TSA envisions it 
as "dramatically reducing" the number of people flagged. Privacy and civil-liberties advocates fear 
just the opposite -- that the increased ways to attract suspicion will result in even more passengers 
being wrongly tagged. 

Write to Ann Davis at a1111.davis@-wsj.co111 1 
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i 1 ::iA Lists 
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From: 
To: 
Date: 
Subject: 

twl 
Fri, Feb 28, 2003 10:40 AM 
TSA Lists 

b7C -1 

b6 -1 

I thought it might be useful to ex lain a little further wh t 
,..;S§Je~lefilC:!!te~nlillJ~.a.aL----------------------------7 b2 -4 

b7E -1 

Inclusion on the Selectee list means someon~ lwill be given secondary 
screening, that is, an extra search of their persl-.o"'"n'""a""'n"""d""'b"""e""lo--n __ g,...in __ g_s_. 'T'l-:-be-:1:-:--ie--v""."e-:t.this usually happens after the 
TSA screening at the metal detector. b2 - 4 

One issue with the Selectee list which has caused confusion is that the same or similar secondary b 7 E - 1 
screening can happen based on a program TSA runs calied CAPPS (I believe this stands for Computer 
Aided Passenger Program Screening}. CAPPS criteria are confidential but involve things passengers 
might do which also might be things a terrorist would do, e.g., pray to Allah right before the flight that you 
might have 90 virgins in heaven. Also, the same or similar screening can happen based on random 
selection ( the searches at the gate of 79 year old grandmothers). 

So, passengers' names pop up in the airlines' computers for searches and screenings at airpoi:ts and 
sometimes the passengers or even law enforcement officers think the passengers are on the "Watch List". 
Often, the passenger is being selected for an extra search for reasons other than the Selectee list. 

All INFORMATION COITTAlNED 
HERI~S UNCLASSIFIED I J ~c L;aQ3 svUc "O:-_<o1 N LS 1\G:,( C~L 
CAJI03- J '1 ') 'f 
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From: 
To: 
Date: 
Subject: 

Art, 

ARTHUR CUMMINGS 
Tue, Jan 28, 2003 3:53 PM 
Ann Davis Questions 

b7C -1 

b6 -1 

I ran all the names provided by Ann Davjs through the TSA lists and VGTOFITWL. ! 
1 1 ----- b2 -4 

b7E -1 

7,___ _____________ ____,I 

I 

4) As far as inclusion and removal from the TSA lists.I I 

5) As we discussed eartier, I I 

I 

CC: 
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b2 

b2 -4 

b7C -2 

b7E -1 

b7C -2 

b2 -4 

b7E -1 

b6 -1 

b7C -1 

-4 

b7C -1 

b7E -1 

b6 -1 
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Geard\ L rrac.k 

Rff.uil(.10 
Artic:le. :! 

The ne fly lbt 

l"\:\tthaew Roth:schlld 
.L,2.79 wnnb, 
1 lune 100) 
The ProgreSSNt' 
20·22 
Volume: 66, ~\le Eii l>SN· on:,3-0736 
El\i»llsh 

Ii 

R~t•Jm rr. 11C?Jl.llin~s 

f~ Ac:--n Of\) 
M \ LVvft\J 'llh--,q 

<".opy1ic,ht (c\ 2002 ProQue&t lnformMon anu Learning. All rigt,t, ra.eNea. C:-.op)'rl1,1l,t P'rooreislvc: 
1,11:.~rs,orat:ed Jun 2.002 

Alla Kat@, ~ixteen. d fri~h school student in M11wa11tP.P, Wdt1Led to qo to W:ashlngton. of.'., rnr the urutests 
S.lturday, Apnl 20 .,ht- was lookinQ fon,,,,3rd to dQmMstr:\rlny ogalnst: tl\e Sa,ool of the Amenr:.s and 
le1:1rning how to lobD)' c1!1illn'-L U.S. aid for Colombia, 

Sh~ had en alrplilne ttcl(et ror 11 ,; :llfS P.M. fli9ht out of t-ti1,.,.auk~ on t-ri11ay, Aorll 19. 11nd she 9ot to u,11 
~lrpur l two hours ahc.id ot time. But !-hP. <lldn't make It onto the Mldwe,t 1:,cpre5S l'lli;,lll. 

N@lthPr dll.J ,nany other Wi~t0nsin ac::t;"tsts wf'ln were su"uosed to be on boarci. MllwauliCPP. Coul\ty sheriff's 
depuaes r11IIP.Cl asldt! a11d Qucstlof'<:d twenty ot the tt11:-ry-sl!vi::n members of the Pa~ce Action MIiwaukee 
group-lndud1ng ~ pnest dl\U a l\un. The t~veters were nr.ir rlP.arw in time for tlkct>f'f and had co IP.ave tht! 
next morning, m1,s:ing m""V ur Uh! i!VCl'\ts. 

What tripped them up wa~ 3 (omput1:1 iLed "No riv W:1tch List- the f~t1er~, gu'fernment now ~upplies to all 
Lhe airline,. The:: cxfctencca of this N'1 i=1y lbl w~s conflrmcd by metmbers of T.hP. Mltwauk~ County ~hcriff's 
Dt:e,,artinent. the FBI, the u.s. Mars.n~lc, Maawest exu,~55, the l~C.\" Vork Port Aucncrtr.,,, arn.J the Oc.oortmcnt 
nt Tr.s1t31u.:,1ut1on. The 3irflnes today a,e r~riuirfta to crun-d1~ck their p.i!.~enger 11m 1!]4!tn'-t' Lhi~ No fly-
llst. 

"The name nr names of tJ~u1,1le In that group c:tr,,e up on a "'~trh llsl that ts provided through the fMer~I 
go"crnment ano is pro111r1Prl for 11:ve1"t'one who n;c,," ~ays ~argeant Chru:k Cough Ill\ of the Mtlwaukte 
sh~r\ff's dcp;,rtment. ·•, hi! comrumtr d1ecks·for exact m3tche,, £1milar ~~lllng!:, and itliollloC!S." 

The 11st "come from Wa.!:hingcon.- s:av~ c;/l~Lia1 Agent Oi,rry 0ilb!cr, the F'B['t m~li3 rfl(' In Mtlw_.uk~. ''It's 
h~•m in &>le~c scverot month!;, and it'r: r.11~tr1n.11rP.d to all di, 1J111ts. It'.s the rc;pan~lblllty of i:tlos@ whn ha"~ 
S'~rurftv cJulll::S at the olrport to check th.it lin J!),iinu passen~l!T ,11anffeJts. Wh(.n ~meona·, nam, r:ums 
up nn rl"le Watch U:al. Ule sheriff or the M~r!:hal~ ~o an 1nv1?-~r19;1m0ri, 01,d wc1rc notified." 

Babier~,_~ mere acluallv were t,,,a No Ry 11::ts. ''Ttla 1n1c:i::,1 l'l"P h;,tJ a numt-er of name.:; on it•poopl~ wnn 
might hav• nad tnvnfvPm~nb i1) Che hl1acklng::, ,ua~es or pei,ph~ lnvnlv~J. or 1>eoole who might h:av~ hall 
conbcc witti, or 1tnowle<i~P. or. U1~n. Sub5eauentlv, another Watr.l'\ ll!ir was put oul.'' Babl~t says he on't 
corT1mcnt about why a para,:\11.-.r r1ame m.1v dtii:>t!!ar on ctie new ll~t. 

Who DUt9 the ll!:t togather7 

http://global.tactiva.com/~n/arr.h/displ:;~'f.i:CP 1/ / /03 
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~ ~poke!:porson mr rl'IP. F61 ln 1t1ast1ington, Ste1;1 ll•trr'{, wn,1hJ uut comment 3t all on tM 1«11e of Ute No fly 
11:.l. He referred all quost10ns tn rhi:: Tran,portotiOI\ Secur,ty Mmluh,tcation (T~A), a· new wing of rne 
OP.tM1l1ntnt of Tr.in:portanor,. 

"lt', coml:'rhh1il tl·,at's or:,duce<:l by ttl!! Till,'' s11y:) Steve Coleman, a spokesl)l'!rson for l11e New YoTk Port 
l\uthor1ty. 

The 1'S/\ wa& ectaouc:ht'!tl liy the. A."lotion :ind TraMpomirlnn se1:urilw' Act:, which Presit.:ant f:lush "'9111::d Into 
law on Novembar 19. f-1'!rt,;i cover111Jc focused on fr:dera1121ng Cllr> "l!t.1J1itv pcrsonncl·at airportc. 81.tt nlht:1 
asgr:ct!! of tnc law raceiveo kltla scrull11y. Ttii, la.,. e::tablishK a new 11osllio11, the Under Secrotary or 
TransourLotion for ~ccurlty, :arid puts th,1r 11c1son in ch.irg~ of a1rt1ne cec1.1rity. Todey, t)'le Under Sac:retary nf 
1 ranspnrr11Llu11 for Security I!: John v, M3!J;,.w, wl11;, l)rl!"iou~IV t:cr,ad a, dlrl!cr11r or the Si:<.ret Service: ;'Ind 
<11raccor of thtt Bu, e11u of >Jcohol, Tobacco, ant1 flrearmli. 

In hi!: C1Jrront po~r. Mo1yc1w hes tremendous: dl,cn!tlon. lJnoer ~,w1crqency procedures," tne la., so1ylj, "If the 
Under Secretary cletE!llTl1n~s lttal II rdqulation l>r !;QCurtty d1rl!!CtlVP ITIU~t IPe i.9sued imn,edl:atlly in orc1Pr tu 
protect tr:>ni:portatlon secunrv, tl\e U111Jc::1 Sec:ret,ll'\' ~hall iss11a ctie r1!911l11llon or sec:uritv dlrect\va wttnour 
provldh•<J notice or iln oppottun•tw' for rnrn11I=I,t and without prior ilp~rovi;'II nr ll1c Sec:retary." 

A.< part of 1II~ 1 equlor du tic~, the Under ser.,-.. r;i,y i~ en,po,;ertd b)' tile Ia•11 to ·~r;ibflsl1 t)o(lcie, end 
pr,,c@<lttrP,<; rl!tlui1 ;119 oir cerric:~ to uH Inforr11;1r1nn f1<.1111 govemmc:n, ;igencle; In l<l'!nnry 1nd1vlcJuc1ls on 
pasi;Qnger II~~ whu mav be II threot to civll aviar.11;1n ~na, ,r suu1 an lndlvldui>I I:: ldentmld, to nnrtfy 
.spi,ropr1,1te 1aw 11r,tor1.c111e11t ooenelc:.: .:11nd prohibit th<!! 1nl1MduaI rrun1 bo11rding i>l'I :ilrtratt." 

The TSA h.;,;, taken ttll'( 11nwer ;snd run with it, In tc:;tlmo11y oiafore Cnngnt:.s on Jonuarv 23, Magaw cald 
that "com1>utecs wlll s:c:reen p:\~.i:ange~;• a,ld "the new '.l<:tuntv cy;te·m wlll ht! rubust 11nd redundant." 

Dennis KuLinidl, Democrat of 01110, ,, 01Jtr~r1 alluut the tre1>tmcnt of tll• M11waulc1PP. lltii~1sl:$. 'Database~ 
ll"" ni.1ng org1111ited, Including the fllnlGi: of ~tllly f11<1uu,nt !ndll'ldu,>I~ who al'Q being n1hJAct to au0tlon 
buocr on cne1r rinllll1..dl view,. ln .i democracy, that•~ nnr ,11..Leatable,'' he s:iv::. Kudnlc:h, tne r:1n1<1ng 
Ocm11c:rat on a natlnn;il s~1..urlty :subcommittee, vowc to In11~crtgate. "I Lok~ tll!t 1,cry ,crloui;ly,~ ha i:avs. 

Senator Ruz Fe1ngo1d. O@mnrrdl iJf Wl:scon~ln, ~l~o •~ c:oncemer.i. "I ,ii.an to a~k F61 Director l\obcrt Muottor 
about the c:rc:>tla" and impl@m~nrlltlCJn of lhc so•,ollcd No Fly ll!:U, • Fcllngola say~. ·n ili lmport1111t th;it 
i.eturlt-, meuur~~ do not undutv infnnge on our Livil llbertiCll. •· 

1n rl'le case ur L11,: MIiwaukee octlvl!:~, about five nr ~lie i111.Jivld111:1I~ au,,.: up on tho-watcn nsr:· Scr"eant 
C"U!Jtllln says, "AILllv11qt, it. wiu timc·consumtng, ;mr.i ?ttthnui,11 they v,cre flight•· delayGd, tne syc:rP.m 
actually 1110rk@CI ·• 

A 11oluntecr ·,;ith Peace Ac:tton. HPnlr1t ,,. Uie per,on who or93r,ized the trip. "IN~ were very u1,1~et," she ,o-,·,. 
"l'tere we were, going out to 101111v. ro "~" uur i.lemotr11t1c: righ~, to tall-. to our le!)tsliunrs, to use uu,· 
r,.:.:dom of :i.i,eec:h :and cll::sent, and tnen w•'rfll oerng dl!Loi11ed arid not told why. Wa were catt.ln!J ynu1111 
l'p,ap\e and tl!llinit them if you use means ll\at are n1.111111nlP.nL a,111,I peaceful, vour mc.:~ga wilt ba l\ec1rrt l'lul 
tl\P fllct cnat WI! wi,:1,c: hampered, ttiat we were e1oraIned, w;1c; Jusl a Lutlllll'Y dlfferer>t mc:.:~ge." . 

Henka aoes:n·t tilamP. rhl! :.he1lffs dcputles.:"Thcy wera very symp,11:ht>rlc Lu uli, but they tu.st weren't 
gc~tlng tl'll .an.wers ttiev 1vanLl!<I r, om the att,er irnd of the telopl'\one, • SIii!' UV!i. 

It was never tn3de c:lear to here)[arrly why Uu=v were being dct31ned . 

"We wcr~ qetting all these a1rr11rent ra:t>rtPo; tram 1.hc: deputies. One po=bllltv w:ic that a UWto\ (l1"1Vtrsltv or 
WiiGon:.ln·MilwaukccJ !:tuclent tiad a r,ame .111rnt, Laden. tt10L wos slmilor to a tcrrotl~t's nama (us:al'T\il hln 
I 111.hm), 11-,~" another 9bory w3~ that comeone n1111 o1 rnrergn 1111m1: that was changed to 'l'!'lske 1, 1,01.md mor,e 
AmP.n(.itl'l. Alla Kit\~. wh'l u5,e,d to be Ali;:i Tol"Jbian. Hor father w11,; Persiori c,,- lr11nian. I've known her all mv 
lite,· ,av:. HenttP. "'ho luuk:a uo Kate's l'IUmber In an olCI Monr.essorl phnnl! Lluc.k. 

"l was one of me rir,r fll!Ullle in our• qroup to 'CfY to checlr. 1n," say!l K;\Tfl!. ··w11c11 I -nt uo to get my 
boardln~ pH,, tne 1at1v ~•ti lhi::,c:: were some :,roblem~. Sh& £aid her com1111rer tocked u11 .,,,d $he had to 
wort for ~moone e1se . .Art(! r fou11<1 uut that tile tomc:on:: else -,u one or tl'II" "hfltlff'S deauUa on dutv. And 
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the ~11~,irrs dc1>utv ~:ime ana tolEf m~ r 11,11.J t.:, 9r111b m•, b3gs and follow hPr ror furLl1er 11~,tioning. 

•1 was: a IIUh:: s.:11red. t v.:i,; :i l\ttle c:onf.J~eo t <11t111't 1cno ... wh;it It was about. l wa.~ a1on..- 11niJ "'11s token to 
, t,ulldlnlJ n11.:1rt111 . Th~v Slit me down in a cl\a1r. ;,ind l just w111ited for Hftean ort#e11cy m1nuteli. Tl,e·, h11d 
my drlv11r·$ 11r.@n<:P. 1111:v as'..cd me wh.tt my phoM m1mt1er Wd) <11ld oddress via~ J tuaaro cntm m11klng 
phone c.ill,, riadinlJ nff ,;ome ~lufr 1111 m-., l,cen::;c. Then tnev ~~k"P<1 me whot mv n.1tlonality wu. 

'I sold I'm i-lall Persl.in an<I 1n11.an aml Gi:, man. 

'"Tlu::r asked wt,o Y,;,:: Persian, my rnn,n~r or mv Cather-. 

•·1 ~111, mv rather. mv blt1lo9lc:il rat:Jt;ir. I Cll)n'r Pven lcntiw hlrn, 

·-rney .also .i<-lrnd 111c: lfI wo, 11 U.S. dtiMn. 

''I told thQm l "'as 

'Tl1uu11l1 Of1e of the :.hcrllf's deputies s:a10 ·•,r was Ju,~ ~ 1 uutlnc procedure, 11 Kat• cays tN!y gi11111: hl!!r se--erel 
dU'l'Pr!!nl c:a:.otanDtians for wh;it ... ac h1ppen1nr:, • fMV sail.I IL mlqht hove to do witn lncreueQ ~frnr\ly in the: 
Wasnln(lrnn, O.C .. ilU:o. c,r It mi9ht hi)VC to do wltn ,nt10nP.<:lan lt:rro11sb," she rcc-,\lt. 

She cays therl! m~y 1'1,We bet;,1 0111:lemcnt of raci:.I protlllng involv"'1, l:ou. "I iiuc,, we're lool<lng for 
lllspenic n:,me~,'' one or ttie tll'f'lll'll!lli 111lld. according to K;ite. sne ,ucpee1:~ thl:!'f thought her first n3me wa, 
Hispanic, and ~he ~vs tnn ti"'<:> <>tf\pr-; c1t!loi11e<1 e11nv 011. M;i11uel Santhe:z anti !(~Della Horriim~. may h111..-e 
IH::c:11 selected for their namK. I r,e cl'ltrll'f-. d'd!Jal t,ntnt denies ~ deputy m~de tn.lt r-nmment abuul 
Hb1,1011ic.s. "That dld not"h:iPJ)en,• sayc Oepllt.y tn!':p,eaor Sllc::11-v Weber, "l believe ttto t1eput1e!. dtrfnl rt!jll'I 
S'<'Y ,my ur U1is stuff." 

Flnanv. tMy w.tlked Kat~ llot.k to the ticket c:cunter, 11ut the comp11tl'r rru.te llP 119eln, so Kate and sancriez 
and Hornin" we~ r/\111 ro go sit uvw11 and woit ror the cleputl~ to delM.•r rhli!lr l:i<raroln9 t1111sses, 

"They 9ave us our bo;J,Oln!J f':l~~es, Y1flld1 hod a b1>ld•fac:ed s with llttHI .JEtertSkS" ()n hUlh ~des, circled with 
a,, \11k marker,• K~tc: ~i'/E· "Ttlls: munt tt1;1r .,,,,i::11 .-.e v<ent to the g:ite our arry-on D~'J~ w1:1u1J have tD be 
t\i11m.l•seard1ed 111\d they'd h:ive to wa11d us.· 

llur r:t,P. rll!µulii:i t,;,olc so much time going tl'lrougtl trie wllnl"<l 111uup th11t not e1ttryo11c ... a, ra.idy to oo by 
b:55. 

MldWKC t::l'.pr~s n .. ld lht! Riwht t';,r 01 lonq i1:l it 0t1uld but th•n left, ~lml'~t emp[V, wlUruut most of the 
:u:tlvlst$, 

"I w.:,~ chocll~." IC.at• n.,.i:. "l ~nu111n·r t>enevl! wlla~ .. as h.appenlng, th:it they couta cteatn •JS lnng e11uuoh 
lor us to misc cur flight 111 an apparent MtP.mpt to k1:1o11 u~ i11 Milwaukee. It ,,.:ii: !:Ort or Mcr.:arttw-• ~tylP.• l11i:: 
WO'! U,1:, have the n11111cs appc::irlf'lg on a 11;;t aM r.:arlJ!'l'lng a:1 lain 11eoole, dluentcr; e!:pecially. L fel, mv 
r10hts hatl bee,, vlolotcd.'' 

J1cob uden. with rhf' uo(u1lu111te Int nome. say: tic'!: flown two other OmP.!. slnL~ Stoteinber 11 .ind 
nev,r l'laci trollDte a.nn ny thl! l1111c: I,~ started to r.hcck in. other momoerc or !hi> 9mup wer! 11rcouv being 
detained. !io l'le dO'i!Sfl't N'IIPVt! hi~ lldllle tr1pacd the trii9cr, though ho riyr lie •wn11111 !'lave 5taV\!d 
bcl,lnd" if tie thought it Wl)llltl havP. tJeen a or•JIJlt:111, lie b:lic,1es "our whole group was: betn!] ,:-.-tP.gorlLt:1.1 a;. 
;i thrci>t.• 

:ilster Vil'9ine l.awin9cr of th& R.JcrnP 1Jt'lm1ntcans wo~ olsv 11<:t!lincd. "Whc:n I "lent ttlrougn "'~ llnP, !'he 
1.s<.1"¥ at the ticket counter :aid, · I'm ,orry, vou n~vP m w.it. d minute.' ond !tten the :herift'c oepuw cam,, 
and lu<.tk •Tie and some other~ ca ;in office.· che iays "All rht!V oslce,j us ct that point was 0ur l>l~place 
;_1nrt i.itlrJ lite:,::: nere just ro11tlnc: checki;. Thev cald our t1.im,.~ WP.rt nao11ed.1l1ot's the rcr:11 strange thing: 
Ml~·f" rat•t'A..t •L•- • ,.,,,._,,...,~•••·•Go,. ..... ~ .... ..., .,..,.,..._AC') 1 ,Cf,t f'oa.l It 1e,~C' ""/\"11,.11 -a, "•'"1:, .,(.;.,• ,..,....,, .... , • .,,.,h,..,,,a., '-111c-lc .. 
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a p,::aOl: gioup. The :ibuse ot pow~r '"'"'" su 11b.,io1.1s," 

Sl!;ter Vlr1,1l111: says sne•, up::c:t abo1.1c ··tos,n111n tl11Li1e dDf of lntc11::e &ducation 1)t\ rne Issue ur Colombl11.• 
And tne ~;iys h~r "right to dl3:scnt• was Inrr1n!)'l,:I 11rnr1 

F~tt,er BIii i!renfliln nf Sl. Patrick's O,urch in Milwa•Jl'.~'l ill~n mtsst!c.l liis flight, "No one was cnargM wnh " 
crime or thrut of a Cl''""'," ne says. 'No one ~,os ~d11l~e<I or h1f or hP.r c,Ivil 1lghb. Mv per.:011311 rucoon 1s 
feor of tt,e ::irbitrary 1.1r.e or poWP.r tnls lnvue,,t ~cats. Some-,"@ 1n wa~r,1n91.a11 has the Dower to Inspect ~ 
passl!ri9e1 list draw11 up in Wiscon"n, lllS(nv~r Lite motive or our flight (n,1me1y." f"ll!dt.i: orotcst agoln!ll 
whar !JO"" ur1 '2t fort Denning, Geor!jl3, paror.ul:oiny d) it«~ Colombla), decide wht\ mtght po)-,iblv be 
su011ersiv@~. ~nd sluo our tolceoff.'' 

S:arah i3acl<u£, a r.l)nrl'llnacor for SOA (S.:noor of the r..manca;J Wc1trn Wt,tonsln, :,avs she wile told by on,. nf 
the ~hcnff', daputies: ·vMt're probotilr b~tog ltoppcd becauso yi,u are 'II puc.e group end you're prota,;tino 
dQ,tlnst your cour,try.• 

P..dc:k\l:. loter osked the !:heritf, Oav1d Ct,.irvP. ouuut this. end he denied t/'llli:' was tM reason ror \J1.: 
oe,;mitnn~, sne s111s. 

·1 i:ympatntzP wtlh Lhose oc:oole," sovc Weber. "I'm 5lll'f' rnev belh:m: tl,ev 111cre singled out. 1 t:rutv ,,,.. nnr 
t,elieva thty wer@. • 

Bnckus also wa,t ta tno Midwest l:'rp~~) l.ick~ de:,k to find 01Jt what was goln<J an. "Tli~ nam~ are in the 
1..(HT\l)Utcr, Df'll the: n,mes ame up, SMP ~;1y~ ,t,e w11s told. 

11sa 6dfle..-. a sookeso~c,11 for M1awe.s:t 1::.iprr>-:~. sa~. "As ttic·qroup checked In, one or tnP. passeno~r) 
1:nowRd u11 u,1 this li,t. At th,:n point, tho airline !JM rna TSA rt" dl'l,j MIiwaukee Counly shentfs'. The T<iA 
mad~ thP 1111c1s1on cti11l :.Inc~ this wH a group, we ot,ould r'QSCf P.P.n <1U ur ttiem. • Mldwc:it Eicprecc lither 
found hot@is fnr rnose who 11lis.sed their flight. or provtdoo trani:por1::1t1on lu:,n,e. 

Dolley :s;:,y~ that scrun1n9 tt11! nc1mP.S c,uainst the list ls st::indard aparaang prl)rPJ1u~. "Everyone who 
tnvels iJ now dc::ircd througn thl!: 11st " 

"TM 11$T ,._ a t:u11111llatlon from Intelligence aganclti: and ,~ -:Mred with LI,~ ah11nes," say, l''.1ul Turk, a 
Gpokes:perso11 tnr me TSA. "Dul c1s to how yo1,1 get o" It, or how it's ma1nrllln!!<I. or who molntalns it, I can't 
help you witr, t!'at.' 

Hntthcw 11.othschild Ii: Editor Of I Re llroore;"-IIIM. 
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Rctur11 to 1-!c.,dlino, 

)LIKFA.\J (AP\ • Larry Mia:a~rMl'!: trouble w1rn rnl! f'15I bcQ11n In l.itc June, when thP. reored Cuast G11111"4 
11eutl)Ml\t cocrnnander. his wife Unne ;ind me1r Li•yea,-.oltl :i.On Tim checked In at: tt,a JUMlllll Allpo1t. 

Thay 111@r@ ,:in rh~lr Wd)' to Portlund, Ore., where Tll"I, wtlo Is dl~41JI~. would ottcnd a spOdal ,r.nonl. 

At the A!ai:IGI '-lrllnP!i: Alectronl<: t.1,t!ck·in ldo,k, Musa,,~ typQ<1 In his ~ul)flrmatlon code an<I tne machlnR 
displayed.:, me.:ngo 3£1M!J him Lu :.c:~ an atce11d.:int. 

AL lh,:: tountcr, Mua;)rr;a anti n,c larrtlly YMllt:ll while the cu::tomar s:or\fll.:e l'l?Pn!sentatlve dicked on a 
lcf)IIUl•r\l. The dcrk bc~n\C pu:u:Icie1 anCJ s"'111 she c:oul.:ln'c qet ill boarding pau eithPr. She tlllled her 
s:up,~rut,;nr. Tl1,::f c11Jlc:d ::ie.attle. Finally, JO mt1'111rP~ lacer. itri: ~uoen.·i,or expl3lned. 

•sno ~3id, 'WP ~r1t h41ting trouble c:l~.arlng your narnQ Ar.ruallv. we 1.an't c;lcor your name. You are l)n ;in 
F81 lii:t,v 'Mu$arr.1 i::11!!. 

Hus:arr:a, '17; it a l'llthPr or tllree win, worlt:I for the u.s. Forait ::.:ervl('~ 11c Ltce M,mder,hell Cl.:1cler Visitor 
Center. He i:: white, ot JCalIan arv1 lrlslt am:estry, i,nd w;:i:; born In New Jei;Py. He has lived In .ind flown out 
.;,f Junc111, for sc.,.cn yearc. llet:ause nr hi~ wu,k .,,rth the Ca:i:;t Guard and a,e i-nrl'~C Servi~. he hei had 
"'"' ~ feder11I l:.aelcqraund chec1<, than n'1 r.u, rememll~•. 

f,:ir 11 rt111w11 Alaslco Alrllnes, tflc FRI, the Ftaer;,il .a.vran.on Admi11iitn1tlon, ·end the newly C'9~l!IS 
T~nti,nm1nnn Satety AJ111lnlstrotion cannot or will not ,av, 111u...arr11';, ,,ame, which is SlcHlan or .Arab IC 
origin, i~ or, ,11 h.~r or SUSDl!Cb who 110,e II potc:r,tfal throat to a1rt1ne <:f!rurllr. A11cl. ot tlll, point, there t, n'l 
w;i,y for hi.!: name robe r@tnnlll'd. · 

"I'm not the type of percon INho m.ilcp,; 11 ru:.s, but I 11m this :ill-Amerlcari ttov, ar,l'I nare rm tarveced 11:s 
t~rrort1t. lt 1, lu:Jt kind of funny,• he s:a1<1. "f'm IJcWng it', the r,.imc:. 1-ly name counds ~r.\lllc. • 

On the way to f'ortl:ind, the M11carra 1111n11y ~as given an uhaoJStlvc scrt.e.nin9 with metal detl(tl'r wam.b, 
rnerr 5hD~:i. were X·rnycd, their be~ removoa al'IIS O,Plr hit11i; )catc.l\~d before thev were af!owed on ntP. 
plMI!. On the w•v l,,)ck, the thee\< in clcaran« tool< ~c tong, ,m airline &filc:nt had to hand-write Larry cintl 
Unne Musarrlll'r; ho11r\ling 11as, 11nd ,s.::o" them on tl\l! a1rcnn-. ml;iulc:S before take olf. Thelrceati: arreci,'.ly 
had boan tilled witn ,i;r~11(JIJy 1>uscn0ers who thc11 had ta get orr rh111 plane. 

•evarvone har: be~n rP.illy 11i1.('. ·• s111.:f linoe Hu:arra. '!Jut If VOll ~rP rravellno -,,llh tlllldren who h:!\'C 
::peel.ti naadi;, thit r.:1rcum~r~nce 11rotiu1.c:, tr~rncndous .inxlct\•·' 

http://globJl.tact,va.com/en/i.m.:h/displz,y.asp 11/11/02 

SUSSMAN-110 

P.14 

:····· 

...... 



l,JALL STR.EET JOURt-lAL 
212 274 7994 

Mus11rrc1 hc111rd from other raiat1v111c; 1~lt'1 fllP. s.11111:: last nome 'Nho h3d i:lmllar e1epen"nces. Since June, his 
brothPr t,a~ had hl.1 b11q, sc:ird1ed every timl! r,p n1es. An u11 .. le, tn1tcllng with a 9L•yUr-QICI rel11ttvu tu ii 
v1Maltni.1lr, w4, s1:1rchcd 11nd told he, too, \YU on l'hP FBl llSt. When his uncle c311ed the FBI, 1"11! wa,; rnhl 
no llc:t e:d,t@d, Musarra s~IJ. 

Hu~rra called the IOClll ne1d office ..ir the FBI, when: ;in age!'lt fou"o his- name on a Ii.st, end ~:ild theria 
WIS no way to have It removf'c1. She tolrJ hi11, the bc3t th111g to do wu to call Ch"' ;rlrllrle ahe11d Df the time 
when he is going to lly, to prQp1tr.! tnl!m lnr lire ,Qn,pllcatlons, he ::aid. 

Juneau f'III Aqent Mary Seth Kepner confrrmet.1 ~P h11tl a coov=-,atlon with Hu11:ar111, but !flrP.ch!u oll r;11II, 
i'll"lnut t:t,e nalure or the ltst to the FBI otttco 1n Anr.111'.lr~gl!. 

Eric Gor,nlc>1., f'BI SIJl!U<1I aqent in Anc:h0r:ige, t:ilel the 11-it 21lrllnt!s u:1e was controlled by the TAn,p".ll'Olt1i:>n 
Sl!lfety Adm1n1sr:rat1tln, ~ nit!., l1c,mcl,11d ,ec:urity organ11at1on rt1rmP.11 by Ure ev-'h edmlnlstr;itton i:tnoe Sel)t. 
11. l\laska Airlines cpotcp,;mari Jdtk Evan, &qreed the alr\lno gets tM hlri; rrom the TSA, and sold tllc .,,r11ne 
Ii m:1nd3ted to ui:e me 1m 1n tltl! µ,oiiengc:r-,creening process:. E11an1: a nit C,onzalet i;1hJ tl\ev c:lld not know 
D w11v to rcmQ,·e Mr.1carra·.s: n11mP rrnrn ttle H!iil. 

from there. the origin of the 115t aM tl"IP l'P-"!IOn Muurr<l Is on It are unclear, ano mired In a wnr1d ur 
r~J11:1dl, lnterdco11rtmcnt:il "information ct111r,n1'.)'' tllat has caused c.onFrJ51on tif\CC the Inception OfthP. TSA 
~:irllP.r tnls year. 

Dave, !ir.P1gman. sp0kl:!:.111a11 for the T~1', $llid rcv-:aling u,y of ~nt rP,m1n~ ,11 name m11v end up c,r, th!! 11s:t 
c:ould jeop11rt11,A nattonal Sl!1.1.11illf, He denied the: TSJ\ "ad a llc:t containing rn1111y iPelllnr;,s of Arab or /\rab­
,oundlng namoc. 

"The TSA doc!: not pron111 by ecr,n1.-1rr, eUrui.:. origin, race or rclls,!011," StOlgm.an said, ~n<l then dlrecbed all 
lmiulres about the? ll~t to tnQ 1--ederal A•11;ir1nn Auroi11lstret:io11 or b~ck to the Fat. 

Turrnny C>omc, a TSA employee, ini:werl!!I CM phnn .. dl Lhe FM office In Anchorage. 
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Fences and Windows 
By Naomi Kletn 
Who are the real 
globali:z.ers? 

A Democratic 
Multitude 
By David Gra.?ber 
Inside the Europei.ll'I Social 
Forum. 

Corporate Culture in 
the Age of Enron 
By Barbara Ehrenrcich, 
Thomas Frank, Saskia 
Sassen and Laura S. 
W.ishi!'lgton 
ROUNOTA.6LE: 0i!',1 
Business above the law. 

The No-Fly Ust 
Sy D;sve Lindorrr 
Are the feds harassing 
travelers for their polltlcal 
beliefs' 

The Slaves of 
Cambodia 
ey 8111 Myers 
Confroritirig the Southe::,st 
l\sian sex tn,de. 

Is a federal agency systematically harassing travelers 
their political beliefs? 
By Dave Lindorff 

If anything is different after 9/111 it's 
air travel, as passengers endure long 
lines and extra security checks at 
airports. For some passengers and 

would-be passengers, though, air 

travel has become something much 

more harrowin~, u tbe 
Transponation Security 
Admini:str:ition targe~ political 
activists for har3.SSme-nt. 

For months, the TSA, ii federal 
agency esta blisbed a fl?llr a,o to protect the nation's transportation system from terrorism, 1 

it had :1 blacl.:list of people to be singled ou.t by security staff for special inipection and quest 

But in mid-November, in iln interview with this reporter, spokesman David Steigman 
acknoNledged that the government has •a list of about 1,000 people~ who are deemed "thre. 
aviation" and not allowed on airplane& under any circumstances. 

Steigman added that the TSA itself has no ~ide\ines defining who is put on the list, but ratl: 
re\ies on names provided by other federal agencies. such as the FB1, Secret Service or INS. 1 

TSA also has no procedures for people to clear their names and get off the list. 

It appear:c;, howe\ler, that this is only part ofthc~\~t!zy. Mm."t <.lftho..~e wh} have been singled r 

special interrogation and searches of their lug5,11e ,ind fo(,;ir pt:·:-:sm~s. at least those who ha"· 
public with their 1?xperienc1?s, dearly are not '"threats- to aviation.'" Indeed, many have been; 
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advocates of nonviolence. 

Consider the experience of John Dear, a 43-year--old Jesuit priest, member of the Catholic p 

group Pax Christi and former e.xecutive director of the Fellowship of lleconci1iation, an i11te1 
global peaci: organiiation. "l fly just about every week,• Dear says. •since 9/11, I've been tak 

aside at the boarding gate every single time and searched and questioned.• 

He describes one pc1rticularly disturbing experience. "I got to the Southwes.-t Airlines gate at 
San Jose airport, on my w:iy to Los Angeles, but ilS soon as the attendant saw my boarding p 
shouted, 'You c-,m't be here. You have to be searched!" 

"Everyone's jaws dropped, and all the passengers backed a.way from me," he recalls. The flig 

delayed while Dear was taken aside and minutely searched, with more than 100 passengers 
looking on ne1Vousty. 

Others, like the Grl!en Party',; Nancy Oden, have reported being detained by anned soldiers, 
like Green Patty \eader Doug Stuber, questioned by Secret _Service agents, sometimes at sud 
length that they mis5ed their flights. In most cases, tney ultimately were permitted to fly to t 
destinations. 

Asked if such people are considered "threats to aviation," Steigman said no. He speculated t. 
they might have gotten on the list because they committed federal felonies. Some do have re 
In Dear's case, he went to jail for ceremonially whacking an F-15 jet with a hammer in an a<:1 
dvil disobedience. 

But none of the people whose cases In 11tese Times has examined bad any history of violenc, 
would suggest they might be a threat to airline safety. Indeed many, like Dear, are ardent pa 
What they seem to share is oppo3ition to the Bush administration's war policies and its atta4 
civil liberties. 

So -..,bat is goint on here~ 

Asked if the TSA bas a second list, one not of the •threats to aviation· who would never be al 
to get on a plane, bu~ rather of political activists who are to be singled out for intense scrutin 
incerrog:i,tion, Steigman said, "I don't know. I'll have to laolt into that," 

A day later, he camt back with a curiously candid, if rather alarming, answer. "I checlced wit 

.security peoplc,q he said, "and they !;aid there is no second list.'" Then, after a pause, be addE 

coutSe, that could mean one o( two things; Either there is no second list, or there is a list. an 
they·re not going tu ta.lk about it for security reasons.• 

Some of those who have been stopped for special SCl'\ltiny by TS.A agents in recent months b 
been spedfically told that theit names were "on a list. ff Last spring, Virgine La winger, a ?4-Y 
old nun and a member of Peace A.c:1jon, was nopped at the Milwaukee airpon along with soa 
other members of the group on their way to Washington to lobby the Wisconsin congressior 
delegation against milita[)' aid to Colombia. She says they were told at the time by local she1 
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deputies :md Midwe.c;t Express ticketing personnel that one or several of them were-011 a lis 

that the TSA had instructed a.irport security to keep the group off the plane. 

Lawinger, with the help of the local ACLU, filed a Freedom oflnfonnation request with the· 
early October, seeking to learn why she bad been barred from her flight. A month later, wor, 

ha.ck that the TSA had a file on her, though all the page!l were '11.~thheld e.'Ccept for a copy of• 
clippia~ from the local paper reporting on her experil!nce- at the airport. It isn't known whet' 
other information in La winger's TSA. file contains information predating the airport inciden 

Barbara Olshansky, assistant legal director of the Center for Constitutional Rights (CCR) in 
York, reports that she has been stopped and searched every time she has flown since 9/11. 0 
three of those occasions, she wu fotced to pull down her pantS in view of other travelers. Or 
those times, when she demanded to know why she was being singled out, the airline agent a 
gate threatened to bar her from the plane if she raised a fuss and added brusquely, HThe con 

spit you out. l don't know why, and I don't have time to talk to you about it." 

While few would object to the TSA's maintaininr; a properly compiled list of genuine "thtea.t 
aviation" or preventing such people from boarding planes, it would 2ppear that such a "no t1 
is not the one. lt:ading to all the harassment of polit1cal activists, who, after all, usuaUy do gel 

Nancy Chang, a senior litigation attorney at the CCR, who also has been singled out for sear, 
and questioning at the airport, says the government is ~leveraging legitimate air safety conc1 

into a program that targets law-abiding Americans for questioning and detention based on t 
political viewpoints.• 

Father Dear agrees. ''I think what they are doing is harassing people who are opposing the " 
publicly speak.in~ out against administration policy; he says. 

One hint that this ma)' be what is going on was pro,ided to the Green Party's Stuber. When· 
Secret Ser,.~ce agents called in by the TS.A security guards arrived a.t Raleigh-Durham .Airpo1 
interroga.te(and run;;. retina scan on) him, he says they came armed with a. loose--leafbinde 
which they left open near him as he was being questioned. On an open page, he claims hew. 
to discern a long list of pro&ressive political organizations. Among those he was able to maki 
clearly on the list: the Green Party, Greenpea.ce, B.arth First! and Amnesty International. Sir. 
intenogation ill October, Stuber, an art dealer, says he has been unable to get onto a plane. 

Confirmation of a TSA travel blacklist is particularly troubling to civil-liberties advocates. b( 
the names of people to be subjected to extra security investigation are being made .available 
private companies. Airline computers at airport boarding gates are flagging people. These li: 
not being closely held within the national security or law-enforcement files, but a.re :>.pparen 
being "'-idelydisperscd. 

In fact. this seems to be the ne\-., privatization approach of the administration when it comes 
Homeland Security. The Wall Streer Journal reported that the FBI made its list of people w. 

even remote links to terrorism-having associated, perhaps inad"ertenrly, with .a terror susf 
far e\'.ample-a'-'ailable co a wide range of private companies, from ba.nlc.s and rental-(;ar con-· 
to casinos. 
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Says CCR's Olshanslcy: "It's bad enough when the federal government has lists like this with 
guidelines on how thetre compiled or how to use them. But when these lists are then given 
private- sector, there are even less controls over how they are used or misused." Since airline 
always had the right to decide whether someone can board a plane, she observes that provid 
such a list to an airline represents a "tremendous chilling of the First Amendment right tc, tr 
and speak freely.,. 

This week, th~ CCR announced that it is considering a lawsuit against the TSA. A number of 
whose travel has been interfered with have signed on as possible plaintiffs, and CCR i~ inviti 
those with similar experiences to contact them. Meanwhile. the ACLU has posted a no-fly 

complaint form to fill out on its Web site for those who are harassed or prevented from flyin 

Calling the existence of such travel blacklists .. an obvious and egregious violation of the Firsi 
Amenclment. because it permits both discrimination against a panicular viewpoint and bee;: 
is a prior restraint on Americans' right to travel," CCR Legal Director William Goodman sa}· 
U.S. govunment appears to be targeting citizens because of their beliefs." ■ 

Da"·e Lindorff, a regular contributor to In These Times, is the author of Killing Time, a ne­
on the case of Mumia Abu-Jamal. 
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From: 
To: 
Date: 
Subject: 

Thu, Feb 13, 2003 11 :24 AM 
NO Fly/Selectee verbiage 

b7C -1,3 

b6 -1,3 

Here is what I need to place an individual that is believed to be a threat to Civil Aviation Security on the 
TSA No-Fly list or to place an individual who may possibly be a threat to Civil Aviation Securi on the 
Selectee list. An EC is robabl the best vehicle to · 

o you can put together on this erson. This will need to be at the FOUO for official u e 
onl oes to the airlines. 

.. . .. 
2.1 I 

i 
.l. I I 

4.1 
I 

5. Once we get this, I wrll forward this person's name to the TSA for placement on the NO Fly lrst. Once 
this person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any 
airport! I b2 _ 4 

Thanks, I hope that this is of some assistance, 

I I 
b7E -1 

CC: 

All INFOR1v11Ul'.'1'.'. ('ONTAINED 

::'~:rt~m;;:;l~c. le O Pl ~ 'J N Ll / ~ ~ / (_1:J (. 
c~ o3 - /'1'1 9 

b7C -1,3 

b6 -1,3 
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b2 -4 

b3 -1 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7C -1 

b7E -1 

b6 -1 



...__ ______ .....J~1i,sts.~pd 

b7C -1 

b6 -1 "WATCHLISTS" 

Various federal government agencies maintain lists of individuals of investigative or 
national security interest. These lists, as they pertain to terrorism matters, are often referred to as 

"watchlists". The following are lists of individuals that have commonly been referred to as" 
watchlists". 

FAA/TSA 

Selectee List: This is a list of persons who are detennined b 
b2 -4 

the FBI and CIA)L...-______________________ __, 

l I Submissions for inclusion to the Selectee List are made in writing, with 
b7E -1 

accompanying justification. The vast majority of individuals submitted for inclusion to the 
Selectee List, thus far, have come from the FBI./ 

After the interview, I 
The person remains on the Selectee List,.__ _______________ __. 

( \until a written request with appropriate justification is submitted by the 
originating agency for removal. This database is maintained by the F AA/fSA,\ 

J I ----~ 

No Fly List: The No Fly List (NFL) is a list of persons who are detennined to be a threat to civil 
aviation security by the TSA as a result of information provided by the submitting agency. A 
person who is on the NFL will not be permitted to fly into or out of the United States nor to fly 
within the United States. Submissions for inclusion are made in writing, with appropriate 
justification, by the submitting agency. Likewise. the originating agency must request removal 

b2 -4 

b7E -1 

from the NFL in writing with appropriate justification. This database is maintained by the 
FANTSA ___________________ ____J b2 -4 

Department of State 

' 

b7E -1 

b2 -4 

b7E -1 

I \ b2 -4 
._ ________________________________ ----J_ b7E -1 

All INFORMATION CONTAINED 

H~S~~SIF~O. DA-· BY ~G,1 
03- l)q 
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From: 
To: 
Date: 
Subject: 

Thu. Oct 3. 2002 7:41 j 
Re: Watch Lists 

b7C -1 

b6 -1 

b2 -4 

r7 b7C -3 
Te"Teceived a call early in the morning from Exectuive Watch requesting that we tell them for the Director 

what the procedures were for getting people on and off the Watch List. This sounded a little unusual so I b 7 E -1 
went down to Executive Watch and saw that the John Pistole wanted to know the procedures \Ml-.lll.ll<.l~....., 

people on and off the No Fly lists. I told Executive Wat ).lll:iW~tl.llilLDJ:ll.a~l'lBI~W~iilWW.. ___ ...1..., b 6 - 3 
coolrols that aod be bld e-mailed us recently that it too I - ______ ___, 
Later in the day Art Cummings called and want~ill..L,L;~re complete response to the question including all 
lists which may be referred to as "Watch Lists". nd l drafted that. The part concerning the No Fly 
and Selectee lists was taken from a piece on th_._ _______ __,entitled 
_________ It provides guidance for agents on how to respond to No Fly list and Selectee list 

issues. The description concerning the meaning of and response to Selectee List persons comes from 
that piece. 

~as tasked to provide a very quick response to Art on a very broad subject. So the piece he and I 
~ was not as complete as a more deliberative project. Thanks for your clarification on some of these 

Selectee No Fly issues. 

b2 -4 

b7C -1 

b7E -1 

b6 -1 

>.>~ 110102 7:10 PM»> ... I _____ f_T_h_a_n-ks-.... (Please see questions and observations below.) 

! ~ was this the document you used to answer the Director's question in the attached email! you sen! 
to the Director's Brief Group? Or, did you receive another answer, or are you still waiting? UC 

c:::J asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it 
seemed that they were formulating a response, but now I'm not sure, because of my subsequent 
conversations with I land the attachment he sent me. 

-----~ some questions and observations re the attachment -

1 . Please correct me if I'm wrong - ace to our chat esterday and last night, you I !didn't 
know about the attached email request from ---........ -""'o the Director's Brief Group re how people get 
on and off the No Fly· List. HoweverDwas as e y Cummings to expand on a document which 
listed various watch lists, and you don't know whether that tasking was in response tol._ _ __,~mail 
request or for some other purpose. 

2. If possible, please email me what the original document looked like, and hO\Qxpanded it. Also, 
there are some inaccuracies in what is written: 

(a) the criteria stated for Selecte◄ 
I I 

I 

ALL INFORMATION CONTAINID 
HER~IS N SIFU . I I 
DA_ - - _ v C lao ~ {o/] l'J LS ~ C, ( CA l_ 

03-1'1'19 I 
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b2 -4 

b7C -1 

b7E -1 

b6 -1 

b2 -4 

b7C -1 

b7E -1 

b6 -1 

b2 -4 

b7E -1 
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b6 -1 

(b) the descriotion of law enforcement resoonse for the Selectee list which cites TSA directives is wrong 

(c) the No Fly List procedure omits the majority of the procedure, meaning that there IS a LEO response 
and it invariably includes the FBI! tn order to get someone off the 
list. 

Regards, 

»1 !1012102 12:13:42 PM>» 
As you requested. There was a ''watch list" summary which was emailed tUand myself, and we were 
asked to expound on the descriptions depicted therein. I do not know who authored the original watch list 
summary. 

CC: 
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From: 
To: 
Date: 
Subject: 

TWL 
Tue, Oct 8, 2002 8:04 AM 
Selectee List 

I have recently been informed b~ 
official~ 

lthat it is unlikely FBI agents or other federal law enforcement 

!Thanks 
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,Rev. 08-23-1000) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: DEADLINE 11/15/2002 

To: All Field Offices 

Date: 10/23/2002 

Attn: ADICs 
SACs 
IT Program Manager 

Alli 

DT Program Managerb2 -3,5 

CJIS 

Counterterrorism 

From: Counterterrorism 
NJSAWS/TWWU/Roorn 1130~ 
Contact: SS~ 

Approved By: D 'Amuro Pasqual~e 
Pistole John S £."l 

Miller Mark E . "/.rv<J 
Cummins ur 

Drafted By: 

ucl 
Section 

Case ID #='--------- . (Pending)~ 

Title: TERRORISM WATCH LIST 

b6 -1,5 

b7C -1,5 

Chiefs b7E -2 

Synopsis: This communication summarizes the evolution of the FBI's 
Terrorism Watch List (TWL), sets forth criteria and protocols for TWL 
entries and removals, highlights ongoing TWL initiatives, and 
distinguishes the TWL from other watch lists. 

Reference: LI ______________ __. 
b2 -3 

Details: By EC dated 03/19/2002 (s;e referenced serial 37), all field 
offices, FBIHQ Divisions andlwere advised of the creation of a 
permanent Terrorism Watch List (TWL). The purpose of the TWL was to 
serve as a centralized repository of names of · v · terest 
related to terrorism investi atio 

All INFORMATION CONTAINfJ) 

~~~~ 1:~r~~~fi C_~ l#1 N LS/ Ac,/ Cf:JL 
C: Atf o 3 • I 'l'1 q 

b2 -4,5 

b7E -1,2 

b6 -5 

b7C -5 
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b2 -3,4 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

To: All Field Offices From: Counterterrorism 
Re : I I 10 / 2 3 / 2 0 0 2 

Transportation Security Administration 
(No Fly and Selectee Lists) 

The No Fly and Selectee Lists, both administered by TSA, often 
are confused with the TWL. Currently, the TWL staff is working with TSA 
to develop protocols to facilitate entry and/or removal of FBI subjects 
to/from the No Fly or Selectee Lists. It should be noted, TSA is the 
agency which actually makes the entries or removals. 

The No Fly List is used to prevent individuals from using 
commercial aviation who are deemed by TSA to be a threat to aviation, 
based on information provided by various sources (such as the FBI). If a 
individual is listed on the No Fly List, that individual will not be 
permitted to board any commercial aircraft within the U.S. until such tim 
the individual is removed from the list by TSA. If an individual on the 
No Fly List is identified at an airport, the local FBI office will be 
contacted to conduct a thorough interview of the individual to make a 
positive identification. It should be noted, the air carriers and/or 
local airport authorities are responsible for preventing a passenger on 
the No Fly List from boarding an aircraft, not the FBI. 

_________ T~h~e~,:2S.5e~l.,se;;.!;c~t...le~eii....L~i~s.1.t.....l.c..1,o,1.1.pJ,,is;i.i.i..' s,u.t..;is...J..ou.f__..i-.,,o.1.1d.1.J.1..· Yli...l.i .1.1d.uP.iauJ .. si..J..l __________ -,~ 

These individuals 
are screened by airport authorities in accordance with TSA Security 
Directives. Following the screening procedures, these individuals can us 
commercial air transportation and should not be denied boarding. Again, 
the respective air carrier and/or local airport authorities will make the 
final determination regarding who boards an aircraft. 

It ha~ been noted by many field offices that the lack of 
identifying data on the No Fly and Selectee Lists. inhibits efforts to 
match passengers to names appearing on TSA's lists. In addition, there 
have been occasions when agencies have failed to remove names from TSA's 
lists, even after the individuals were determined b: the entering agency 
to be either no threat to commercial aviation I _ i 

j I It is duly noted these instances lave c Used a great dea of 

7 
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To: All Field Offices From: Counterterrorism 
b2 -3,4 Re: I ! 10/23/2002 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

Transportation Security Administration 
(No Fly _and Selectee Lists) 

The No Fly and Selectee Lists, both administered by TSA, 
often are confused with the TWL. Currently, the TWL staff is working 
with TSA to develop protocols to facilitate entry and/or removal of 
FBI subjects to/from the No Fly or Selectee Lists. It should be 
noted, TSA is the agency which actually makes the entries or removals. 

The No Fly List is used to prevent individuals from using 
commercial aviation who are deemed by TSA to be a threat to aviation, 
based -on information provided by various sources (such as the FBI). 
If an individual is listed on the No Fly List, that individual will 
not be permitted to board any commercial aircraft within the U.S. 
until such time the individual is removed from the list by TSA. If an 
individual on the No Fly List is identified at an airport, the local 
FBI office will be contacted to conduct a thorough interview of the 
individual to make a positive identification. It should be noted, the 
air carriers and/or local airport authorities are responsible for 
preventing a passenger on the No Fly List from boarding an aircraft, 
not the FBI. 

The selectee List consists of individuals! 

8 
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b2 -3,4 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

To: 
Re: 

All Field Offices From: Counterterrorism 
I J 10/23/2002 

These individuals are screened by airport authorities in accordance 
with TSA Security Directives. Following the screening procedures, 
these individuals can use commercial -air transportation and should not 
be denied boarding. Again, the respective air carrier and/or local 
airport authorities will make Lhe final determination regarding who 
boards an aircraft. 

It has been noted by many field offices that the lack of 
identifying data on the No Fly and Selectee Lists inhibits efforts to 
match passengers to names appearing on TSA's lists. In addition, 
there have been occasions when agencies have failed to remove names 
from TSA's lists, ·even after the individuals were determined by the 

r=,;:.:.::~:...:.a=---===;:::.J;->......_ ....... __ ......,--ier no threat to commercial aviation_! ___ -
It is duly noted these instances have 

a grea ea o consternation among citizens, air carriers and 
law enforcement representatives who have been tasked to respond to 
these situations. To alleviate these occurrences with FBI entries, 
the TWL staff is coordinating with TSA to develop protocols regarding 
the entry and removal of FBI subjects to/from TSA's No Fly and 
Selectee Lists. Once the protocols are established, the TWL staff 
will establish and implement validation procedures to ensure only 
those FBI entries falling within established criteria remain on the No 
Fly or Selectee Lists. 

Depart;ment of Stafe 
I -

9 

SUSSMAN-127 



From: 
,To: 
Date: 
Subject: 

D 

Wed, Dec 18, 200211:10 AM 
Re: TSA No Fly List 

b6 -1,3 

b7C -1,3 

Here is what I need from you and your UC to place an individual that is believed to be a threat on the TSA 
No-Fly list 
1 . All the bio info you can put to.~e=:.lt:..i;h ~r~~-=IIW,.r.....:...:..!a~u.11..1.-:.....»'-W.lo""""'-..w.J.lo~="-,l.l.~'-L.U.llWdl..-:......, 

onl level, it oes to the airlines. 

2 

4. 

5. Once we get this, I will forward this person's name to the TSA for placement on the NO Fly list. Once 
this person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any 

~~~ I 
~s, I hope that this is of some assistance, 

2 .. >»I ! 12/17/02 05:0SPM »> 

D 
We are putting the target on the TSA No Fly List here at FBIHQ. I will be getting with TSA tommorrow 
(12/18) to accomplish this. 

b2 -4 

b3 -1 

b7E -1 

b6 -1 

b7C -1 

b2 -4 

b7C -1 

b7E -1 

b6 -1 

b2 -4 

b7C -1,3 

b7E -1 

b6 -1,3 

'j b2 -1 

b7C -1 

b6 -1 
CC: 

SUSSMAN-128 



, .. 

From: 
To: 
Date: 
Subject: 

□ 

Tue, Dec 24, 2002 10:36 AM 
Re: TSA No Fly List 

b7C -1,3 

b6 -1,3 

b2 -4 

b7C -1,3 

b7E -1 

b6 -1,3 

L-_________________________________ b2 -4 

Hope your holidays go well. b3 -1 

D b7C -1,3 

b7E -1 y»( l1211a 11:09AM >» 
L_j b6 -1,3 

Here is what I need from you and your UC to place an individual that is believed to be a threat on the TSA 
No-Fly list 
1. All the bio info you.can put to ether on this erson. This w·n ne 
onl level, it oes to the airlines. 

2 

b2 -4 

b3 -1 

b7E -1 

b2 -4 

b7C -1 L....---------------------------------~ ,....:4:...i..... ____________ ....,... __________________ ____. b7E -1 

5. Once we get thi~. I will forward this person's name to the TSA for placement on the NO Fly list. Once 
this person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any 
airport! I 
Thanks, I hope that this is of some assistance, 

CJ---. 
2 .. »~ 112/17/02 05:06PM >~> 

D 
We are putting the target on the TSA No Fly List here at FBIHQ. I ·,wiil be getting v.i:;1 TSA tommorrow 
(12/18) to accomplish this. 

b6 -1 

b2 -4 

b7C -1,3 

b7E -1 

b6 -1,3 



From: 
To: 
Date: 
Subject: 

I J Wed, Feb 5, 2:03 2:08 PM 
Re: No Fly 

b7C -1,3 

b6 -1,3 

Here is what I need from you and your UC to place an individual that is believed to be a threat to Civil 
Aviation Security on the TSA No-Fly ljst. An EC is probably the best yfhicle to do this, ._I _____ _. 

I -
1. All the bio info you can put to,~JJSU..J.W.J.W.iil...Ww.il.l.W....JJ.U·~wu.u:a:1u...w1....1.11::.aL.LL.1.1;;...i;;.i..l.U.L.L.L1Juu.w.u.i11i:11...wu.., 

only) level, it goes to the airlines. 

b2 -4 

b3 -1 

b7E -1 

b6 -1 

b7C -1 

,..:3:'..:.·L----------------------------------Ji......, b2 -4 

b7C -1 

b7E -1 1-.,--------------------------------~ 4 
b6 -1 

5. Once we get this, I will forward this person's name to the TSA for placement on the NO Fly list. Once 
,his person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any 
airpo~ I 
a,ks, I hope that this is of some assistance, 

r->>_~.._,__ __ __Jlo2104103 os:20PM »> 

I 

b2 -4 

b7C -1,3 

b7E -1 

b6 -1,3 
We've got a guy we want to no-fly. Do you have a copy of the last one we gave you? 

Thanks. 

D 
b7C -1 

CC: .__ _______ _. b6 -1 

SUSSMAN-130 



From: 
To: 
Date: 
Subject: 

b7C -1 

b6 -1 

Sun, Feb 16, 2003 1 :47 PM 
Fwd: Re: No Fly List question 

I am the supervisor in the Terrorism Watch List and was on leave when your e-mail came inJ._ __ _. 

b2 -4 

b7C -1,3 

basically answered your question, but I wanted to make sure you were aware of the procedures for TSA's b 7 E - 1 

llists versus the FBl's lists. I I b 6 _ 1 , 3 

,...._ _________________________________ ___. b2 -4 

If you have any further questions, please contact me or the TWL staff. 

TWL 24/7 number ... ! ___ ____, 

CC: .__ __ ___.I twl 

b7C -1 

b6 -1 

b2 -1 

SUSSMAN-131 

b7E -1 



From: 
To: 
Date: 
Subject: 

Fri, Jan 31, 2003 4:56 PM 
Re: No Fly List question 

(it'd I- not SSA anything .. ) 

b7C -1 

b6 -1 

No, not at this point as I can't see the formica pattern on my desk due to paper gluttage. 
I trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed: 

As a guide - If a C/A wishes to place a person on the No Fly list, the person (generally) is: 
• A threat to civil aviatiod I .... I _____________________________ ___,! b2 -4 

" Will NOT be able to fly on commercial aircraft, 
* b7E -1 

If the C/A still feels that strongly, then ... with the concurrence and assistance of your HQ Substantive Desk 
SSA, prepare: 

1. All the bio info you can put together on this erson. This will need to be at the FOUO for official use 
only) level, it goes to the airlines. 

3.I 

4. 

5. Once obtained, this information is forwarded to the TSA for placement on the NO Fly list. Once this 
person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any airport 

I I 
6. 

I hope this helps. Please call me if you need further guidance/assistance. 

ss~~---------' 
Counterterrorism Division 
Civil Aviation Security Program 
Room 11795, FBIHQ 
I I- Desk 
! ~Cell 

b2 -1 

b7C -1 

b6 -1 

SUSSMAN-132 

b2 -4 

b3 -1 

b7E -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 



From: 
To: 
Date: 
Subject: 

D 

b2 -1 

b7C -1 

Wed, Apr 23, 2003 2:19 PM b6 -1 
Talking Points for the Director Concerning the TSA No Fly/Selectee Lists 

Attached are the talking points you requested for the Director concerning TSA's No Fly and Selectee List. 

CC: 

SUSSMAN-133 



ltS'A_-pir_e,oi~is~w.-·P~_ ~ ·-- ·_ ~.- _ ~---_:~~, -·. "· ........... ,. __ , _____ ,_.,, --~·-----·---- --·-" -,c ......... __________ ·--~-----· ·::: :§!1] 
_ -= ~"" ;,.. ;:..;_ :.:.:c,::. ~.-..-~ c.,.,,._,,,,..,, .•.•.. =·:,;h:t:1··••- ·r·-,~"-t'.zt:'"'"•·•--,.,. •.. ,.,..,.,,.,~--- :::1·"·~•0~•,i:,,r:11'::"l<'"'lr'-1:•-::,·".,;..,_•:r 't't---=-- _.:, __ .., -----------

b7C -1 

b6 -1 

TSA No Fly/Selectee Lists 

TSA and FBI procedures 

04/23/2003 

These lists were developed by TSA soon after 9/11 and are based on TSA Security Directives 
issued to U.S. based air carriers. 

The No Fly list, which contains 1216 names, is designed to prevent terrorists who pose a threat to 
civil aviation from boarding U.S. based aircraft. An individual on the No Fly list will not be 
allowed to .board a U. S. aircraft. 

The Selectee List, which contains 673 names, is designed to provide extra security screening to 
individuals! !An individual on the Selectee List will be searched 
by airline personnel before being allowed to board a U.S. based aircraft. 

It is common for individuals to believe they are on the Selectee List because they receive 
additional security screening (searches) for other reasons such as random selection or selection 
through TSA's Computer Assisted Passenger Prescreening System (CAPPS). 

The names and identifying data! ~n the No Fly and Selectee 
lists are provided to TSA by the 0. S. lntelhgence Commumty,j the CIA and FBI. 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

FBI places names on the lists by written communication to the TSA representative at FBIBQ. 
I I Removal of names follows the same 

procedure. 

b2 -4 

b7E -1 

Individuals who are delayed boarding aircraft because of potential name matches with names on 
the lists may contact the TSA Office of Ombudsman who will assist in resolving the issue. 

Airline Procedures 

Identification of individuals on the lists is done by the airlines. 

If the airline identifies someone who may be on the No Fly or Selectee lists, ~h-~>' ;1:rc rc(mfre<l to . . 
notify the FBI. Airlines are also instructed to contact the nearest law enforce~nent officer io 

assist in resolving identification issues. 

Future TSA Procedures 

All INFORMATION CONTAINED 
HE~ ,s r~IFIED 1 P:4ll . yQC..Al)a {o1 
CA" 0-3 -I ?1 ~ 

NLS !Aro )CtiL f ( SUSSMAN-134 

b2 -4 

b7E -1 



TO: TERRORISM WATCH LIST STAFF 

Meeting w/ S~-----~n M~y 22, 2002: 

A large percent of calls coming into our TWL phone line are related to the 
Transportation Safety Administration (TSA) Watch List a.k.a F.A.A. Please refer 
these callers to TSA at! ~ They are under a 24/7 operation. 

TSA has two lists: 
1) No-fly Li st (persons who can't board plane) 
2) Selectee List 

Note: The original 9/11 FBI Watch List is defunct and many of the names on that 
original list were placed on the F.A.A. ! ! 

What you need to find out: What list do they have? 

b2 -1 

b7C -1 

b6 -1 

b2 -4 

b7E -1 

You may call SSAI I of F:I•~ Civil Aviation Security Program or TSA's 
;·epresentative to SI.QC/FBI, I .. Jonly if you think the call is a detriment to 
society nprefers that you page1m first to get instructions before calling 

.__ __ _.J o 'r'C:: ! b 2 - 1 , 4 

I 

SSA 
OFFICE~:.__ _____ .... 
PAGER: 
CELL: 

FYI 

OHi(~: I PAGERl,..... _____ ..____, _________ _. 

b7C -1,3 

b7E -1 

b6 -1,3 

Everything you want to know about TSA's list and related matters can be found 

1 __ _ 
b2 -4 

b7E -1 

SUSSMAN-135 



I 

From: 
To: 
Date: 
Subject: 

H_I ____. 

Mon, Jun 3, 2002 2:30 PM 
No Fly list 

b7C -1 

b6 -1 

TSA creates the No fly list based on inout from a variety of sources, includina the FBI. I 

I 

I 

r----------------------1--------_J 

b2 -4 

b7E -1 

b2 -4 

b7C -1 

ri----------------------------------.1::E~:l 
»~._ _____ ...,!613/02 12:30:56 PM>» 

An FAA agent was on scene and asked us to either clear him to fly, or to deny him boarding. I told the 
agent that I could do neither based on the information I had at the time.I I 

I tolld the FAA guy that he was going to have to call his supervisor ---------,--,--.,...,.,.,.........i to make a call on this. He kept telling me that the Bureau had input to this list, and it was up to us to say 
yea or nay. He eventually cleared the person to fly through his chain in DC. 

My question is, who creates these lists and what are our responsibilities with regard to it? I was of the 
understanding that we were to identify potential matches . ._l ______________ ___. 

.__ _________________ .... is there any mechanism in place to detain him, 
aside from the normal investigative detention? 

Also, I am not the sharpest tool in the shed, so could you explain the difference in the selectee and no fly 
lists to me? And what specifically do we do if we have a selectee list hit? These may be stupid 
questions, but you know what they say! 

Thanks,□ 

b2 -4 

b7C -2 

b7E -1 

b6 -2 

b2 -4 

b7E -1 

»~ !05/31 12:41 PM»> 
b7C -1 

thank you. you're doing great out there, making the whole Bu look good and boy, do we need it. b6 -1 

>»I 5/31/02 12:25:39 PM»> 

D ott com~\t{ffl I J J 
~~~'Jk,1,.l)p- /.,, () N lS ( A c;. ( ~(_ 

& I 03 - /'l')C\ SUSSSMAN-136 



~ ,.,. . ............. , ... ··•· ~ ........................................ , ...... - .. ,. .... , ...... .-.................. , ............. , .............. ~p·""'·="t] 
~No Fly .Lisl. ·, ·.. ---=------= r----, ... ,,, ................ c--·· .,,,.. .......... -- , .... ,. •n ,- ....... , ..... , ...... , ..... ,·, ~ .. ---~~E: ... '"· L--------~ b7C -1 

From: 
To: 
Date: 
Subject: 

b6 -1 

Fri, Oct 11, 2002 1 :44 PM 
Re: No Fly List 

b7C -1,3 

b6 -1,3 

b2 -4 

b7C -1,3 

b7E -1 

b6 -1,3 

~ace an individual on the No-Fly we ask that you state in the EC that the FBI believes that the listed 
individual is a threat to Civil Aviation Security. We ask also that any b. at the For 
Official Use Onl FOLIO . This information is rovi 

'---...... ----------,,;.;,·ope a answers your questions on This. 
ease call/email me o TSA) if you have any further questions Thank You, ._ _____ _.. 

D . 
.... > ... >?:1 ... -,. ____ ......Jl10111 8:37 AM>» 
I 

... I ----~ugested I e-mail you with my question .... 

b7C -1,3 

b6 -1,3 

Boston has subject that we would like to add to the TSA "No Fly List". Do you know who I address the EC 
to? 

D 
CC: 

b7C -1 

b6 -1 

Alt INFORMATION coNTA1Nm / 
HEREI NCLASSIF ED -
OAlE ~1 .. ()3ey~ c.LP oa (of) N ts (Ab CIJ L 
~ A 4' 0..3- ( ?'1 q 

SUSSMAN-137 



From: 
To: 
Date: 
Subject: 

Fri, Oct 4, 2002 4:26 PM 
Re: Watch Lists Summary 

b7C -1 

b6 -1 

C=:J OK, the summary prepared for the Director/John Pistole is from a document which I wrote and have 
posted on the SIOC web site. The summary quotes what I wrote, but the ers n who wrote the summa 
had no way of knowing that th · 
(the gist of my previous mail.) 

This proves that you can't always take something on a web site at face value without checking its 
accuracy, since people don't always update sites - one of my many "to do" things. I will change the web 
page to reflect the current situation. 

Please relay the above to the person who did the summary so they can be made aware of it. 

b2 -4 

b7E -1 

Thanks. b2 -4 

b6 -1 

.... >_>_~ _________ hi;,.;o;,;..14.;,;.10;;.;2;;..;2;;;.;.:2;;;.;3;;.;.:4.;,,;;0;..;P...;M.;,;._>>_> ______________ ~b 7 c -1 

I I b7E -1 

l""'>_>_:>1.._ ________ ____.h0/3/02 7:41:07 AM»> 

I I 
We received a call early in the morning from Exectuive Watch requesting that we tell them for the Director b 2 - 4 
what the procedures were for getting people on and off the Watch List. This sounded a little unusual so I 
went down to Executive Watch and saw that the John Pistole wanted to know the procedures for ettin b 7 C - 3 
people on and off the No Fly lists. I told Executive Watch that I could not answer that becaus b 

7 
E _ 

1 controls that, and he had e-mailed us recently that it took ! ! ,..__ __________ _____. b6 -3 

Later in the day Art Cummings called and wanted a more complete response to the question including all 
lists which may be referred to as "Watch Lists"~ pnd I drafted that. The part concerning the No Fly 
and Selectee lists was taken from a piece on thel._ _________ _.!entitled 
I ! It provides guidanc~ for agents on how to respond to No Fly list and Selectee list 
issues. The description concerning the meaning of and response to Selectee List persons comes from 
that piece. 

.___ .... ~as tasked to provide a very quick response to Art on a very broad subject. So the piece he and I 
drafted was not as complete as a more deliberative project. Thanks for your clarification on some of these 
Selectee No Fly issues. 

r->""">_.>l .... __ ---,...,,.,,,.. _ ___Jbo1021:10 PM>» 
I._ ____ ...,~ ThanK:;. (Please see questions and observations below.) 

0-was this the document you used to answer the Director's question in the attached email! you jent 
to the Director's Brief Group? Or, did you receive another answer, or are you still waiting? UC 

c:::Jasked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it 
seemed that they {ere tocro, ,laU~g a response, but now I'm not sure, because of my subsequent 
conversations wit .__ ___ _. nd the attachment he sent me. 

b2 -4 

b7C -1 

b7E -1 

b6 -1 

b7C -1 

b6 -1 



1..---------- b7C -1 

b6 -1 

.__ ____ ....... ~ some questions and observations re the attachment -

1. Please correct me if I'm wrong - ace to ouoay and last night, youl ~idn't 
know about the attached email request from o the Director's Brief Group re how people get 
on and off the No Fly List. HoweverC]vas as e y rt Cummings to expand on a~nt which 
listed various watch lists, and you don't know whether that tasking was in response toL...._Jemail 
request or for some other purpose. 

2. If possible, please email me what the original document looked like, and hovQxpanded it. Also, 
there are some inaccuracies in what is written: 

tl Ibo od~cia staled roe Selecteel 

b6 -1 

b7C -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

(c) the No Fly List procedure omits the majority of the procedure. meaning that there IS a LEO response 
and it invariably includes the FBI! !in order to get someone off the 
list. 

Regards, 

»~ !1012102 12:13:42 PM»> 
As you requested. There was a ''watch list" summary which was emailed t<Oand myself, and we were 
asked to expound on the descriptions depicted therein. I do not know who authored the original watch list 
summary. 

CC: 

SUSSMAN-139 

b7C -1 

b6 -1 



f Re F'wil _t5A ~O Fil' llsj . - : • : · ,.,_ : ·. · .: .'.~:, . , . 0 •.. _ --- ~~~ge_:l] 
--------~ b6 -1 

b7C -1 
From: 
To: 
Date: 
Subject: 

Sun, Sep 15, 2002 7:25 PM 
Re: Fwd: TSA No Fly list 

We need a statement from th ..,_,_......,....,..........,,...... __ ..,.,..._,,____, __ ...,.....,..__..,..,....,..,....,.. hat the person 
(s) is/are believed to be a threat to civil aviation security and we also need all possible bio information at 
the FOUO (for official use only) classification. 
Thank you for your assistance on this. 

08/29/02 12:39PM »> r------"t-------' 
Was the attached ever added (or in the process of being added) to the No Fly List? Just trying to ...._ ........ 

ollow up on everything. Thanks. 

CC: 

SUSSMAN-140 

b7C -1,3 

b6 -1,3 



From: 
To: 
Date: 
Subject: 

b7C -1 

.----------, b6 -1 
I I 
IWL 
Wed, Sep 25, 2002 8:02 AM 
TSA No Fly/Selectee Project 

b2 -4 

b7C -1,2 

b7D -1 

Yesterda I received a call from a fficer concerning one of the TSA No Fly listed individuals, b 7 E - 1 
r--.,_ ____________ __. When I pulled our TSA drop folder here, I noticed tha~ ! 
~-~ ad run the name through ACS. She had put several communications in the folder which were veryb 6 -1 , 2 
helpful. Basically, this individual was listed on the FBl's original Project Lookout watch list but had been 
removed because the Miami office determined he had I I 
I point out this folder to you as a good example to use in our project to provide more information in these 
TSA No Fly/Selectee folders. Basically, the documents show that this individual probably should not be 
on the TSA No Fly list. So, I hopefully can use these documents to get #309 removed. 

It was also very helpful the way thatc=Jhighlighted certain key information in the documents she 
printed from ACS. Since #309 was still on the list, I referred thd bfficer to TSA for further 
information. I did not tell him my suspicion that this individual should have been removed from TSA's list. 
I will take up that with TSA separately. 

In any case, that folder serves as a good example of the type of information which will be extremely 
valuable as we continue to work with TSA and to assist agents in the field that are involved in these 
decisions whether to prevent people from flying. If an FBI agent had called in instead of ari !officer, 
I would have told the FBI agent of my concern over whether this person should even be on TSA's list. 

CC: b7C -1 

b6 -1 

SUSSMAN-141 

b7C -1 

b7D -1 

b6 -1 

b7D -1 



From: 
To: 
Date: 
Subject: 

Wed, Oct 2, 2002 1:io PM 
Re: Watch Lists 

b7C -1 

b6 -1 

------~ Thanks. (Please see questions and observations below.) 

17-was this tile document you used to answer the Director's question in the attached email you sent 
~irector's Brief Group? Or, did you receive another answer, or are you still waiting? I I 

b7C -1 

b6 -1 
·c=Jasked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it 
seemed that they were formulating a response, but now I'm not sure, because of my subsequent 
conversations with! !and the attachment he sent me . 

.__ ____ _.I some questions and observations re the attachment -

1. Please correct me if I'm wrong - ace to our chat yesterday and last night, yo~..,._ __ ..,..... _ _.~idn't 
know about the attached email request from! ~o the Director's Brief Group re how people get 
on and off the No Fly List. HoweverDwas tasked by Art Cummings to expand on a document which 
listed various watch lists, and you don't know whether that tasking was in response to I ~mail 
request or for some other purpose. 

2. If possible, please email me what the original document looked like, and hoQxpanded it. Also, 
there are some inaccuracies in what is written: 

(a) the criteria stated for Selected 

(b) the description of law enforcement response for the Selectee list, which cites TSA directives, is wrong 

(c) the No Fly List procedure omits the ma·orl of the rocedure meanin that there IS a LEO res onse 
~ it invariably includes the FBI.__ ______________________ ___. 

All INFORMATION CONTAINW I / 
Rega

rd
s, ~~!~~~1fi'-, loll,« k/) N LS A Q, (,Q l 

CA~')<\ 
>>>!.-----..... , 10/2/0212:13:42 PM»> 
As you requested. There was a "watch list" summary which was emailed toOand myself. and we were 
asked to expound on the descriptions depicted therein. I do not know who authored the original watch list 
summary. 

CC: 

SUSSMAN-142 

b7C -1 

b6 -1 

b2 -4 

b7C -1 

b7E -1 

b6 -1 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

b7C -1 

b6 -1 



b6 -1 

From: 
To: 

a...... ______ ___,, b 7 C -1 

Date: Mon, Sep 23, 2002 2:08 PM 
Subject: Re: No Fly List 109 

Thanks for the response! ... ___ I we're here for you, should you need us in the future. D 
t-------~9/231:15 PM>» 

b7C -1 

b6 -1 

Thanks for your offer, but it probably cannot be accepte~~ except by T~A, which is unlikely. Th~-...--­
guys are seeing the lists because they may be part of thq.__ ----~roup, to which I send the lists. 
r------------------------------7 b2 -4 

TSA controls dissemination and because the info comes from a varie 
"third-party" info. 

e,r ocal contacts. 

Thanks again for your thoughts. 

ssA tfax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
I @leo.gov 

m not sure what th SA reps do with 

b2 -1,2 

b7C -1 

b6 -1 

» /23/02 10:53:06.AM »> 
,--......L.--.--,--.......-----------,receive these lists? The FBI detailees here ad lwashington 
are jus sta mg to se ... e_th_e_m_v_i _____ ......,nd we're wondering if we can assist in any disseminatinn 
! U/C b7C 

b7E -1 

b2 -4 

b7E -1 

-1,3 

»~ ~9/21 4:15 PM»> b 6 -1, 3 
Although I will be on annual leave next week, from 9/24-27, the first of four permanent Civil Aviation 
Security Program agent supervisors arrives on 9/25. SSA! will be "me" for the week, and I 
hope to leave her sufficiently clear instructions for disseminating and posting any lists that come in, b 

6 
_ 1 , 

3 
although they may not be formatted in the usual manner. As a backup, you may contact your TSA 
representative or the TSI Watch a1 I for the most updated list and ID information. b 7 c -1 , 3 

For background info on why someone may be on the list, the FBI Terrorist Watch List Unit may be able to 
assist you, as they are working to backfill that info for their drop files. 

Please forward/disseminate as appropriate 

- Recipients of this mail have either been designated as Airport Liaison Agents or have duties and 
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security 

All INFORMATION CONTMNEJ> . / / 

~i~~1~tf, ~J;),.,;J. ~'1 rJ L.5 ~ G, I Ct, L 
CA&o..3 - /'?l)q SUSSMAN-143 



l·Re··l~,;1=1yusr1u~r · ·- · -- · · ·- ··· ···- · ·· ··- ··• -- , •·· -- · ., .. -----·:· ·_·_ -.----·-· .... _. __ -·----.· __ ..... ·-•·_···--··-- ·--.:~~~-~~~] 
--•··--·'.--,,. ... .,.. ..... ,.._,,,,- .... -.... ,.,. .. , .. , -.,. ........ ,-,., ... •-,·w,-·,···ttr ·•·•·,., ... a- , '" _ - - _ - • -

b7C -1 

b6 -1 

Administration {TSA- formerly FAA) security information. 

_I _____ I b2 -4 

I _____ I b7E -1 

.__ ________________________________ ___.b2 -4 

SS,1,_ _______ .......... ~ax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
I l@leo.gov 

CC: 

SUSSMAN-144 

b2 -1,2 

b7C -1 

b6 -1 

b7E -1 



b7C -1 

b6 -1 
From: 
To: 
Date: I I 

Mon, Sep 16, 2002 7:46 PM 
Subject: Re: No-Fly/Selectee List requirements 

Hi□ 
Sor for the dela ed res onse. It's su 

D 
19/13/02 5:36:30 PM>» 

Well, 09/11/2002 went a lot better that 09/11/2001 {thank God!) 

b7C -1 

b6 -1 

I'm looking to find out what it takes to get a person on the No-fly and/or Selectee list. I've had several 
inquiries (mostly regarding fugitives) about getting names added to the list(s). Any info you have on the 
,:natter would be helpful. 

ThanksD 

CC: 
b7C -1 

b6 -1 

All INtORMATION CONTAINED ' / / 

HE~'~trM~~fict,(pl c.,, NLS FJ<o ~ L 
~A I:!. 0 3- I 'l '1 C\ 

SUSSMAN-147 

b2 -4 

b7E -1 



From: 
To: 
Date: 
Subject: 

rsA tist D,ssemiriatfoiil 

I 1 
Thu, Oct 10, 2002 12:35 P,..M....__..., 
TSA List Dissemination t~ !officials 

b2 -4,5 

b7C -1,3 

b7D -1 

b7E -1,2 

b6 -1,3 

I . nd that would be the thing to do - contact that person, but I don't have any list of 
Sorry for the d~ela in responding - theoretically there is a TSA representative tori I 

[ TSA reps, or even a HQ number for th~ ]security personnel. 

Just so you know, regardless of the pros of sharing the TSA lists amond ~olleagues in 
aviation security, TSA only disseminates to their regulated parties, i.e., the air carriers and the airports, 
because the info is from "third parties" and the TSA has not sought a general concurrence from the 
contributing agencies to allow further dissemination of the,.u·-..-·.ILl.lll,!.....W..1..t.1.~.l..l,g...l,Ll~~.IIU.&---I,,;~---. 

b2 -4 

b7D -1 

b7E -1 

.. m_a_i_nt_a_in_s_t_ha_t_e_v_ery_.__o_ne_w_h_o_n_e_e_ds_to_s_e_e_t_he_lis_t_s_e_es_it._.__ ______________ ......___, b 2 - 4 

b7E -1 

However, you could direct them to one of the following persons who may be able for further assistance: 

b2 -1 

....__ ___ ... frsA Intelligence Watch ~ !distributes the lists to me) b 7 c -1, 3 

Hope this helps somewhat. I've cc'd the TSA Detailee here, I I as he surely might have other b 6 - 1 , 3 
names to contact. 

b7C -1 

>>~ homo2 4:45:23 AM >» b 6 _ 1 
I 

The U.S. military has a significant say in the security operations of th~ ~irport hi._ __ __. b2 - 4 
I I They work in conjunction witti._ __ ..,..... ________ __.L As a significant transit point 
between the West and many Arab countries, we feel it would be important for officials at the airport to b 7 D - 1 
have the No-fly list. We are attempting to connect individuals atl lwith someone in 
Washington, so the list can be directly transmitted to them. Do you have a name we could give, either at b 7 E - 1 

TSA or the Pentagon? 

Additionally, I have read many e-mails back and forth on the topic of dissemination and nothing seems 
clear. I assume the US military can have a copy of this list. If not, kindly advise. 

Thank you. 

I I 

CC: 

b7C -1 

b6 -1 

.------1 TSA LIST PROCESS 

SUSSMAN-148 



~--------~IF=~=~~-~~~1--~=--~~-~-~No=···~~,ly~,~=}~=~-~-·-~:~=-·r=··:=·····=··~~-···=--=·····~:=··:·=·•"=,··=: .. =···=·:~~·-=-, .. =··-=:·-=":=: .. =-e=:=···=,,·=··~=""=··=~--=~=-~=~-=i] 

b2 -4,5 

From: 
To: 
Date: 
Subject: 

AU].__..,.....pROUP; Aviation Field 17 
Tue Seo 17 2QQ2 8:05 PM 

~nd No Fly List .__ ____ ____. 

b7C -1,2 

b7E -1,2 

b6 -1,2 

I forward the attached for your information. Knowing this group, there will undoubtedly be some wise 
comments and observations, which I welcome. 

Thanks. 

CC: Aviation-CIRG&Training; Aviation-CTD; Aviation-D ... 



From: 
To: 
Date: 
Subject: 

Tu~7,2002 1:21 PM 
ReL_J and No Fly List 

b7C -1,2 

b6 -1,2 

I I I wanted to get back with you concerning our conversation, 09/17/2002 and your request to have b 2 - 4 

I ~emoved from the no fly list. I have spoken with several individuals concemin this TSA b 7 c _ 1 , 2 
and others tot to et to the bottom of this. 

b.-:-:-:-:-:::-::-:::-::-:::.:-=:::::-::-.::.::-:-:-;:;:-~:=::'."."'.":f"--7:::~ 

from the list. 

ere ore, we o no wan o e 
you have any other questions please feel free to get back with me. Thanks! 

08/21 1 :05 PM»> 

~. can you and the Terrorist Watch List Unit anQevisit this matter and see if you can geQ 
L.,__Joff the list? 

Thanks. 

ss4 !(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

I k@leo.gov 

b2 -1,2 

b7C -1,2,3 

b6 -1,2,3 

b7E -1 

b6 -1,2 

b5 -1 

b7C -1,2 

b6 -1,2 

>>~ ls/20/02 3:41:04 PM>» ...._I --~.;;;:..:=,I Aloha._ _____ __._ 
b7C -1,2 

b6 -1,2 

Attached is an e-mail documenting concerns of a Hawaii resident by the name of! lwho is 
bein fre uentl sto ed and questioned at '{arious airports based upon the similarity of his-name with 

Can you offer any suggestions as to how this Hawaii resident can obtain some 
... re-,1"'",e--ro-m--,,t..,.,s-sc_ru_,t~in_y __ -,=Can a computerised entry be made on the no-fly list that! ~ith the 
particular biographical descriptors is not identical t~ I 
Thanks, 

SSJ'iL,. ____ _.I Counterterrorism Squad, Honolulu 

CC: 

All !NfORMATION r.oNTAINEO 

~~~~s~~~s1~fi Ce ~ocil ~') N LS I Ac, I CAL 
. CAII03-)'l')9 

b7C -1 

b6 -1 

SUSSMAl\l-156 



From: 
To: 
Date: 
Subject: 

Sat, Sep 28, 2002 7:39 pl 
Re: TSA No Fly/Setectee list 

b7C -1 

b6 -1 

--------------------------------------, 

CJ 

»::al .... _______ ..... ~/27/02 2:48:41 PM >» 
Just a heads up to avoid unnecessary calls for air carriers who want us to check TSA's No Fly/Selectee 
lists. The individuals here in the Watch list have been told to respond to FBI requests to check TSA's 
lists, but we have advised them not to provide information from TSA's lists to air carriers since the lists are 
not the FBl's lists. I will be discussing this wit~ In the near future, but for now air carriers 
should be directed to TSA's 24/7 watch office at I Thanksas well as the answer we provide 
to congressman writing on behalf of their constituents. 

CC: 

b2 -1 

b7C -1 

b6 -1 

•U INFORMATION CONTAINED /. ~ 
DA .. ' J.. Vu, lq p~ ti) N LS A ~ C ,;J (_ ff,l~~~IFIED 

~ 03-/')')9 

SUSSMAN-157 

b2 -4 

b7C -1 

b7E -1 

b6 -1 

b2 -4 

5 -1 

b7C -1 

b7E -1 

b6 -1 



From: 
Sent: 
To: 
Cc: 
Subject: 

une 26, 2002 4:58 PM 

b7C -1 
b6 -1 

Monday at 3 is fine with me. I may be bringing a TOY agent with me, as that is his first day here and he is an Airport 
Agent. so this will provide the field perspective, if any such questions arise. 

~/26/02 4:45:26 PM»> 
~unset called and suggested Monday afternoon at 3. Is that okay with you? I assume over here so I 

have reserved our OGG conference room, 7426. I'll clarify details and talk to you before that. 

,---......,,......., __ __,,. _ ___, 06/26/02 10:50AM »> 
please set it up as soon as possible, Mon afternoon or Tues. thanks. 

___ ___., 6/26/02 10:47:21 AM»> 

let me know when the meeting is going to be, and where. 
Thanks 

I 
06/25/02 05:00PM >» 

b7C -1,3 
b6 -1,3 

b7C -1,3 
b6 -1,3 

r----i-----...... ,..,........1 
are ·you avarla e earlct week to go over the No Fly and Selectee lists with the TSA Counsel? As I mentioned in a 

r ious email, I spoke wit esterday about the list "basics", but I was not able to identify the criteria, for one, as to what 
makes one a "known" vs a possr e" threat to aviation, and other issues re interviewing passengers on the basis of the list, etc. 

>> /25/02 1 :41 :21 PM »> 
ca e e SA counsel and he wants to meet w/me, you andc=Jto team more about the watchlists and what 1..,e....__....., 

~ ou d all do about it. I think that's a good idea. What is your availability this week and next? and can you find out what i 
,s? ----

~)(□ 
»~ 106124/02 12:19PM »> 
Attached are two pieces which I've written or contributed to relative to the Watch lists.,Jn. "kohlQpd", the second "bullet" 
talks briefly about Project lookout transitioninr. into the current Watch lists. "feingold L.J.,ypd" 1s more exte.nsive, and is a 
combination of answers provided by! . and me about the TSA lists versus other lists, i.e., the FBl's Terrorism Watch List. 
Perhaps this will give you some additional info, maybe not.... b 7 c - 1, 3 

b2 -1 

CJ 
ss/lJ !(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division I Fleo.gov b2 -1,2 

b7C -1 
b6 -1 

SUSSMAN-158 

1 

b6 -1,3 



From: ACummings b7c -1, 3 

:

hu:da: J•:::z 20:2..1·1.D PM b6 -1, 3 
Sent: 
To: 
Cc: 
Subject: I~:=~-,. 7 .HBI CouJ m TSA lism 

Dif at all possible I will attempt to attend this. AMC 

...d..,_ ___ ..,... _ ___,bsl26 10:50 AM >» LJ please set 1t up as soon as possible. Mon afternoon or Tues. thanks. 

»~ !a12a10210:41:21 AM>» 

Ju; J me know when ~e meeting is going to be, and where. 
Thanks 

I 

b7C -1,3 
b6 -1,3 

b7C -1,3 
b6 -1,3 
b2 -1 

_ _., ___ __,,..,.,,...._.--:6125/02 05:00PM >» 
re you available early next week to go over lhe No Fly and Selectee lists wilh the TSA Counsel? As I mentioned in a previous email, I spoke with 
esterday about the list "basics", but I was not able lo identify the criteria, for one, as to what makes one a "known• vs a "possible" threat to 

avia on, and other issues re interviewing passengers on the basis of the list, etc. 

CJ 
51021:41:21 PM»> 

........ ~..,.l-ca-ll"'"e_d_lh_e..1T
1
-s·A- counsel and he wants to meet w/me, you anic::]o learn mOJe ~watchlists and what we should all do about It. I think 

a good idea. What is your availability this week and next? and can you find out whaL_Jis? 

!Exe=] 
»~ !06124/02 12:19PM >» 
Attached are two piec.es whictl I've written or contributed to,mla.tlve to the Watch lists. In "kohl r-1..nrt", the second "bullef' talksµ· t Project 
Lookout transitioning into the current Watch lists. "feingoldl.......Jvpd" Is mi;,re extensive, and is a~i;;lion of answers provided b nd me 
about the TSA lists versus other lists, i.e., the FBl's Terrorism Watch List. Perhaps this will give you some additional info, maybe n .... 

D 
ssJ!l""=----------.ktax) 
Gjvil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

____ pieo.qov 

b2 -1,2 
b7C -1 
b6 -1 

1 SUSSMAN-160 

b2 -1 
b7C -1 
b6 -1 



From: ACummings b7C 
Sent: 
To: 
Cc: 

Subject: 

11 
Wednes~, August07, 20021'49 PM 

Re: Legat issem of L Fly List b2 
b5 
b7E 

>>~ H,,_______, bB/05 6:52 PM >» b7C 

This is probably a tricky question depending on to whom you wish to give it and why. If you have an FAAITSA rep at your embassy, it might be best to 
discuss this with them and let me know what they say. I've been answering this question for other legats, but each legat's situation may be different. 

I think it should be disseminable to liaison contacts responsible for aviation-security matters, meaning the police at the airport who will be interviewing 
potential matches to the list. You can't conduct the interviews ... Beyond that, we have made no decisions as to putting these folks in NCIC, and what 
to do if they are stopped on a street comer. I am permitted, by TSA regulation now, to disseminate within my agency, and the carriers are permitted to 
disseminate locally to law enforcement, so if you give it to law enforcement, same thing. 

Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. If you run into problems or other questions, please let 
me know. 

r">..,>_.~.._-.,_ __ __,hfst02 1 :11 :06 AM »> 

I 1 
Can we dissseminate this list to!._ _____ _. 

b7C 

. -»~ I os,01,02 os:s8AM >» 
I've received a couple of questions from Legals about the lists, such as whether the names are in other databases, etc. I'll answer as I can and cc 
everyone, and then try to compile a comprehensive info sheet at some point. For eKample, since the FBI is only one contributor to these lists, I cannot 
say what other databases may contain ALL the names. However, it is very likely that a lot, if not all, of the names are in TECS and VisaNiper, because 
those agencies often receive the same info that the FBI receives, and those agencies input names whether they end up on the TSA lists or not. I am 
hoping that any FBI entity which adds a name to this list also sees to it that the name is added to all the other lists as well. 

Please fo!Wllrd this maM as appropriate within your offices and to CP/Duty Agent. Thank you . 

.... Recipients of this mail have either been designated as Airport Liaison Agents or have duties and responsibilities which necessitate, or are enhanced 
by, awareness of Transportation Security Administration (TSA - lormerly FAA) security information. 

These lists and general guidance for FBI response to possible name matches on TSA lists may be found a, _____________ _. on 
the FBI Intranet, and also on LEO, Special Interest Groups, FBI, Member Area. The lists are sorted two ways, alphabetically and by SID (Subject ID) 
number.•• 

ssA ktax) 
Civil Aviation Secunty Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Co1m11TIJrism Division I leo.gov 

b2 
b7C 

1 
SUSSMAN-161 

b2 



From: 
Sent: 
To: 
Cc: 
Subject: 

I I 
Thursd: Februa,y 13, 2003 2:46 PM 

~ I 
I SA No- iy List 

SUSSMAN-162 

b7C -1,3 
b6 -1,3 

I 
Haven't heard anymore from TSA on dojng this but I beijeye we shoyjg start thjnkjng about jt I 

I pg llllll...,, ,._ ~ellf m Ibo - - "'" '"-• oont C7 do '"''1 
Anyway, something more to think about. 

D 

1 

b2 -4 
b5 -1,2 
b7C -1,3 
b7E -1 
b6 -1,3 



From: 
Sent: 
To: 
Cc: 
Subject: 

Thursday, October 17, 2002 11 :23 AM 

I I 
Fwd: Re: Terrorism Watch List, etc. 

SUSSMAN-163 

b7C -1 
b6 -1 

b7C -1 
b6 -1 

__ __.I I have dealt wim hn OT (who disseminates the No-Fly list to field offices and provides them guidance on what to <jg.ia.._. 
response to a "hir) and the TSA people on these concerns a few months ago but not the lWL people directly. Feel free to send it to L.._J 
although I realize the criminal law/procedure concerns are not really his job to tend to directly. b 7 c -1 

b6 -1 

» 10/17/02 11:06AM >» 
I sent the information to you for the criminal law issues that you raised, and not the intel issues. I can't determine from your res~ 

whe er you are dealing with lWL people regarding the issues you raised in your response to me. If not, I'll forward yaur response toL_J 
unless you did so separately. Thanks. 

»~ !10117/02 09:46AM >» 
Thankij j j 

I I 

.-->_>,_ _____ ....,..10/16/02 01 :56PM »> 
mentioned that you would be reviewing this for ILU. """--------

1 

b2 -4 
b5 -1,2 
b7C -1 
b7E -1 
b6 -1 



From: 
Sent: 
To: 
Cc: 
Subject: 

I I 
Thursday, October 17, 2002 9:46 AM 

I I 
Fwd: Re: Terrorism Watch List, etc. 

Th2nksl I 

I 

..., ______ ----ifnentioned that you would be reviewing this for ILU. 5.:;.;>;;1. _____ J 10/16/02 01:56PM »> 

IS IS tyl 

1 

SUSSMAN-164 

b7C -1 
b6 -1 

b2 -4 
b5 -1,2 
b7C -1 
b7E -1 
b6 -1 



From: 
Sent: 
To: 
Subject: 

I 1 
Thursday1 October 10, 2002 9:11 AM 

I I 
Fwd: Re: Terrorism Watch List, etc. 

b7C -1 
b6 -1 

SUSSMAN-165 

>>i !10/10/02 07:53AM >» 
How come you were not part of this e-mail? Are you aware of this? Please review and let me know what you think. 

1 

b2 -4 
b5 -1 
b7C -1 
b7E -1 
b6 -1 



From: 
Sent: 
To: 
Cc: 
Subject: 

I I ~~c-~
1 

cef~~ 
Thursday, Au~ust 01, 2002 1 O, 18 AM Cl'('/(/ J:--

1 J b7D -lq-
Re:._l _____________________ ____,! 

c:J,vhen do you think we will know and should we push for the delay (wit~ • for the reasons that we have i1 
to know how soon we will have our own house in order and can discuss 
with th◄ J it is very hard to say-but it has to be sooner rather than later. 1 suggest we try to delay a month ar 

· · · this issue m house with the right senior people right away. 

They are the same issues we face 2 - 4 

~w~,=-:o=-=-u".":r-=ow~n--a--g--e"'"'nr-s-, s--o--so~v~e-n--o-se--an'"""'l"'_w_e~o"'"'n,......ne_e...,..a--m--e_e,..m""'"g-.""T"l ... ,--n.-w __ e_n __ e_e..,...o talk in-house again, once you get b 7 D - 1 

those criteria about who ends up on the list. We need to try and draw a line about the minimum info needed on someone b 
7 

E - l 

before they go on a list. 

b2 -4 

,========================================~b7D -1 b7E -1 

c::J 
»>l.-------.lo7/30/02 09:55AM »> 

. All - Re previous mail; the day was incorrectly listed as Tuesday, and because the flight time from Dulles 

b2 -4 
b7C -1 
b7D -1 
b7E -1 
b6 -1 

doesn't arrivel._ __ ____.pntil 9:56 am~ ~cheduled the meeting from 11am - 1pm. I've made the 
change in the original mail below. In addition, there will be no discussio~ I as the No 
Fly List issues will undoubtedly take up the whole 2 hours. 

I will be attending, as will.__ ___ -,--________________ ____.for TSA. I 
strongly suggest that as many of you plan to attend as possible (with the possible exception ofTMU). 

FYI - Thel land TSA considerl rrsA No Fly List matters (rm D b2 _ 
4 I l The list is known as the "FBI Watchlist" inb 7 c - l, 3 

circles and the TSA is referring all complaints from citizens to the FBI,...._ _______ ____. Now, I dOb 7 o -1 

mind that as I believe I am able to explain to them how it works and some of their options for contacting the b 7 E -1 

airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they c-11,~ - l , 
3 

Thankyou.D 

b2 -4 
b7D -1 
b7E -1 



SUSSMAN-167 

Thank you. 

----------------------~-----------------------------------------------------------------------

b2 -4 

b2 -4 
b7D -1 
b7E -1 

b7C -1,3,5 
b7D -1 
b7E -1 

lb6 -1, 3, 5 

::-:_-=._--=_-=._-___."""Tr:1 :_:_-:_-:_-_--__."""'"f______. 

Subject: RE: TSA No Fly List 
Date: Thu, I 8 Jul 2002 13 :51 :03 -0400 

-----Original Message-----
Fromi !(FBI) [mailtoj teo.gov] 
Sent: July 06, 2002 2:51 PM ...__ __ ...., 

To:' !<E-mail!;I 
Cc:_ kE-mail)~ !(E-mail) 
Subject: Re: TSA No Fly r.::1...1s...---------' 

b7C -1,3,5 
b6 -1,3,5 

D sorry, I was looking on the wrong lists - it looks like there is ~ ... ---...J~m the most current Selectee 

2 



List 44. 

D 

Sent: Friday, . 
Subject: Re: TSA No Fly List 

Hello□ 

SUSSMAN-168 

· i,...1.,...... __ ....,t@state.gov>; .... I ____ _ 
Jv> 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

O hat there is no more I ~ either of the two lists 1 F
0

ly 73 or~Seleetee 44), so Mr.I 
should have no more problems for now. However, if anothe hould be put on the list, 

am ould trigger something. Your advice was the best that could e given under the circumstances. I 
don't know if FBI put him on the list or not. 

I !Supervisory Special Agent 
Civil A v1at1on Security Program 
Special Events Management Unit, .Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 

I ~futj 

----- Ori inal Messa e ----­
From: r--'--------....,,,,,,-...,.,.,~r----------....,__ 
To: v 

b7C -2,5 
b6 -2,5 

b2 -1,2 
b7C -1,3,5 
b7D -1 
b6 -1,3,5 

Cc:,__ ____ ......,__, ov;l .... ----, (E-mail)" 

I ra}ost.dot.gov;,__ ____ _.( -mat l@Ieo.gov 
Sent: Friday, July 05, 2002 9:51 AM 
Subject: TSA No Fly List b7C -1,2 

b6 -1,2 

There is a specific case involving the TSA List whi'F-lh~i ~=""""'...._.........,...._~~-~:....lll;li-.., ... e list contains the 
name:! U !we have a Mr. ho is continually 
denied access to the automated check-in and is ·ven et r e ee every time e 1es. e problem is our 

hich means that he a member ofl I 
L.-r-------------w-, to trave t e world for preparatory meetings related to 
th.,__ _______ _. to book his ticket using his full names which 

match those on his passp .._-.---....-:----::-:,--r-------=-===-= .... His travel agent has added his Frequent 
Flyer details to all his boop,,rr.Ll,lioil..lit'•'d provides Mr,__.,..... __ .... OB, Passport# and Country of Issue so he can 
checked out early through hen he travels to th ,__,,__ .... Still he get's hassled. Is there anyway way for 
you folks to verify whether you ·s still a valid name, add more details or delete it? We're still 
looking forward to meeting with you folks to try and come to grips with the TSA List issue. 

3 



-

SUSSMAN-l&l_.Jt ~-- /'}7r 
b 7 c _ 1 Alt INFORMATlON to1f~ 

HEWi'·'· '. ~s.!r-,·'.· b6 -1 OATF.I.L . JQi.' 
b2 -4 
b7C -1,3,5 
b7D -1 / 

(b7E -1 

From: b6 -1,3,5 

Sent: 
To: 
Cc: 
Subject: 

Tuesday, Jut: 30, 2002 10:19 AM 

I J 
b7D -1 

Re:._I ________________ __. 
f~ 

>»I ~ 07/30/02 09:SSAM »> 
All - Re previous mail. the day was incorrectly listed as Tuesday, and because the flight time from Dulles b2 _ 4 
doesn't arrive! !until 9:56 amJ !scheduled the meeting from 11am - 1pm. I've made the b7c -1, 3 

change in the original mail below. In addition, there will be no discussion! las the rb7D -1 
Fly List issues will undoubtedly take up the whole 2 hours. i..,_ _______ ___. b 7 E - l 

b6 -1,3 

I will be attending, as will...._ _____________________ for TSA. I 
strongly suggest that as many of you plan to attend as possible (with the possible exception ofTMU). 

FYI-Thel land TSA consided tTSA No Fly List matters (I'm still 
-I !The list is known as the "FBI Watchlist" in alb2 _ 4 

circles and the TSA is referring all complaints from citizens to the FBI Now, I don'1b7E -1 

mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cab 2 - 4 

Thank you.□ 

Thank you. 

----------------------------------------------------------------------------------------------

b7D -1 
b7E -1 

b2 -4 
b7E -1 

From:I @state.gov> 
To:I rFBI)"' < I !E-mail)"'.__ ____________ _.~;~ =f' 3 , 

5 

...._ ____ ___, b6 -1, 3, 5 
l 



SUSSMAN-170 

·cc: ...... I ------~E-mail)"'1,__ ______ l<..._l ___ __,l<,__l ______ I< 

Subject: RE: TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 

,__ ___________________________ __,__,h2 -4 

-----Original Message-~---
From: I tFBI) .... [m=a=il=to'-1..1 __ -J@~le~:o=.g~ov~J 

Sl"Jul:06~!:;riPM To: (E-mail)~ Cc· E-mail)j::::::::::::::KE-mail) 
Suo3ect: e: No Fly List 

List 44. 

Bev 

----- Ori inal Message -----
From: (FBI)" 
To: (E-mail)" ........ .-____________ ___., _____ ___. 

b7C -1,3,5 
b7D -1 
b7E -1 
b6 -1,3,5 

b2 -4 
b7C -1,3,5 
b7D -1 
b7E -1 
b6 -1,3,5 

b7C -1 
b6 -1 



Subject: Re: TSA No Fly List 

Hello□ 

SUSSMAN-171 

b7C -2,5 
b6 -2,5 

It appears that there is no more I I on either of the two lists C Selectee 44 ), so Mr.I 
! ~hould have no more problems for now. However, if anothe should be put on the list, 

his name would trigger something. Your advice was the best that could e given under the circumstances. I 
don't know if FBI put him on the list or not. 

I I Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

I Federal Bureau ofJnvestivatioµfax) 

To: E 1-------....._~ 
Cc: 

ay, 
Subject: TSA No Fly List 

b2 -1,2 
b7C -1,3,5 
b7D -1 
b6 -1,3,5 

b7C -1,2,5 
b6 -1,2,5 

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains the 
name:I I lwe have a Mr.! !who is continually 
denied access to the automated check-in and is · ven the third de ee every time he flies. The problem is our 

hich means that he a member o~ I 
L-________ ......._a.=;1c. means t at e is re uired to travel the world for preparatory meetings related to 
the----------~ We have advised ou o book his ticket using his full names which 
mate ose on s passport i.e. i......,......-..,..,..---,,.....-1r-----"'="=--=--' is travel agent has added his Frequent 
Flyer details to all his bookin and provides Mr,...._ __ __.DOB, Passport # and Country of Issue so he can 
checked out early throu hen he travels to the States. Still he get's hassled. Is there anyway way for -
you folks to verify whether you ...._ ___ .. s still a valid name, add more details or delete it? We're still 
looking forward to meeting with you folks to try and come to grips with the TSA List issue. 

D 

3 



I 

SUSSMAN-172 

From: 
Sent: 
To: 
Cc: 
Subject: 

I I 
... I ~-:_;_;,_y:-:.-~"-ly_2_3_, 2-0-02-10-:1_7_A_M _______ IACUMMINGS 

I et al: This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the needs: 

b7C -1 
b6 -1 

I 
I o5 -

I 
I 

I 
I 

Obviously, CTD will have to address the last three of the four items listed above-although OGC will certainly help wherever we can. However, 
we can and should play an integral role in developing criteria. We can work on criteria in theory but we really need to learn the track record of 
experience so far. 

To that end vo,, agreed to r-00s1 flt with the OOADizaat nennle in tho JWl unit and other II sot 1cre1 tn assemble some of tbe ach cal I 

Let me know if your understanding Is different than what I have described and please let us know how you are· progressing in finding out the 
actual criteria used so far. bS - l, 2 

Thanks/~-------
b2 -1 b7C -3 
b7C -1 b6 -3 
b6 -1 

l 

1,2 

I 



SUSSMAN-173 ,.A-:IJ:-4.4 ,/?77 · 
AUr•ONTNNED /. ,,,/itJ,c. fr,; ~~~El ~f 0.,\,z/~ 'o/v-•--------•-----------------------1a1111.;.., 7C -1, 3 

b6 -1,3 From: 
Sent: 
To: 
Cc: 
Subject: 

1 1 

9.
July 03, 2002 9:04 AM 

MBOWMAN;I IACUMMINGS; MKING 
y nd Selectee uJ..~r-s,-----------.....1 

But, what TSA is entitled to e><pect is I 

Mavbe at some ooint I p 
~l=ln=t=h=ee-nd_._e_ve_n_t_h_oug_h_w_e_a_re_d_®_lio_g_w __ ~b_'_is-ts_o_r_g_rn_y_p_jn_g_s_o_f_pe_o_p_le_w_b_o_a_c_~_;n_i□_e_d_l_=_e_lb_e_c_b_v_a_l ____________ --ibl _, 

-r-LJ->-L..., _____ ...,1!07/02/02 07:39PM »> 

b7C -1 
b6 -1 

We still need to address the legal, policy and prpcedyreaJ auestiPOS as a total Piduce caUlec than nier-emeal I 

I Re llllllOlill< 111.,., No Eb/-- lmffl lbft Efll ...... , 

If the FRI and lbe ISA raonot aareel 

Regarttsc::::::J 

»>I ~/2/02 11 :59:21 AM »> 
n ne sne, ... ,.c statutorv citation for ihe terrorist watch lisd 

b7C -1 
b6 -1 

b7E -1 

!__ 

b 

I 

2 -4 
7E -1 



SUSSMAN-174 

b2 -4 
b7E -1 

My next move is to consult the! ~n the DAG's office-about the issue of the legal basis 
for No-Fly decisions after I discu.__ss"""ffi""'",s-wi""'t,...hm-O""G,..,C..-. __________ ____, b2 -1 

._ ____ ___.I· b7C -1 
b6 -1 

,...>_>~..._ ____ ____,!07/01/02 07:32PM >» 

I 
.__ __________________________ ..,..........., as a~r""'T"I==~ , 

go into additional legal citations from the USA PATRIOT ACT that might be pertinent, but the Aviation an r ns i1ation 
Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in Section 101, (a), §114 (h) 
entitled "Management of Security Information", that the Under Secretary of Transportation for Security b2 -4 
shall: b7c -1 

(1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases 
who may pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the 
identity of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a 
threat to airline or passenger safety; 

b7E -1 
b6 -1 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals on 
passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement agencies,, 
prevent the individual from boarding an aircraft, or take other appropriate action 
with respect to that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or 
national security. 

Personally, I think that this about covers it, and hopefully, the FBI will be consulted on,.:..:..:re=v=i =io::.:..n........,_.I.K...I.Ml..a...., 
Securi Directives to be more clear about who is to contact whom in what situation. 

r-----~==~=~=~~=~~=~~===~=~~"l"'l'T'~~~,....,,,.,,..,,.,.,=,------...Jb2 -4 
ers. b5 -1,2 

I hope this helps. 

ssAl._ _______ ...... l<fax) 
2 

b7C -1 
b7E -1 
b6 -1 



-.. 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Countertetorism Division I eo.gov 

;;~·'"" .... -=----_-.... ,----lb,21102 5:05:03 PM>» 

SUSSMAN-175 

b2 -2 
b7C -1 
b6 -1 

b7C -1 
b6 -1 

As CDC of tbd pivision, I have been asked to obtain some information for the United States Attorney's OfficeB 
I !concerning the legal authority under which the FAAJTSA promulgate the No Fly and Selectee lists. P 
from the United States Attorney's Office were recently afforded a briefing regarding the No Fly and Selectee lists by S 
I !Airport Liaison Agent. Following this briefing, SAC:Jreceived a request for additional information which has been 
forwarded to the CDC for handling. 

My understanding is•that the U.S. Attorney's Office would like some assistance in identifying the specific 
statutes/regulations/executive orders or any other enabling provisions which grant authority to the FAA and/or TSA to compile 
and disseminate the lists. There is no known agenda attached to the request other than further informing the understanding of 
appropriate personnel regarding the program. 

I have read the "Notes and Guidance" which you prepared on 03/25/2002 and accordin I ho e that you may be of some b 2 _ 1 
help in responding to the request from the United States Attorney's Offic"L..,....-,--.,------,...i If your Unit maintains b 6 _ 1 
responsive information, please forward same to my attention. I may be reached a b 7 c _ 1 

3 



From: 
Sent: 
To: 
Subject: 

~ 

SUSSMAN-176 

Yesterday's SAtist meeting 

7C 1 
b6 -1 

Thank you all for working on this situation and for your patience with my frustration to get to a logical and streamlined 
process that is written down, legally defensible and understood by all. I do believe that these discussions will enable us to 
provide TSA with the information they seek, and we will all be more clear, too. 

l 

b5 -1,2 
b7C -1 
b6 -1 



From: 
Sent: 
To: 
Cc: 
Subject: 

I I 
Monday, July 291 2002 3:32 PM 

b ~U~~!1AN- l 77 
b6 -1,2 

b7C -2 
b6 -2 

Occasionally I get calls from passengers who match No Fly names, looking for some guidance and potentially a solution to 
be stopped all the time. Although there is no way to prevent the initial "stop", I usually try to make sure that all possible 
procedures are being implemented to avoid delay to non-matches and to avoid the FBI or police being called 
unnecessarily. 

I don't know if what he says is true, but I'm hoping that you can 
............ -....--r---,-,----,:,------:--:----=--~'.":"""":------:-.... 

e ermine ram him the exact nature of what's happening, and if it sounds like there is something the airlines or the police 
could do better, maybe you can facilitate that. 

He understands (1) that there is a list, (2) how he matches the other 3 names, but has no other criteria, and (3) that he 
needs to be "cleared". However, he says that in Jacksonville, it's more difficult and involves the police, whereas in larger 
airports, the airlines clear him directly. Furthermore, he said the police in Jacksonville talked about having INS talk to him. 
That's when he got upset and said he is a U.S. citizen, etc etc ..... He says he's made a several calls to the TSA and local 
FBI, and ended up with my name .... 

He also says he spoke in person with someone at the Jacksonville office, but he couldn't remember their name and he 
said the person was "dressed down" so maybe he wasn't an agent. He said the person was very kind, but couldn't assist 
him. 

He has Frequent Flyer numbers so I told him to contact the airlines to see if the corporate security managers of those 
airlines could find a way to have the Jacksonville personnel clear him without the police. I told him that not all airlines have 
implemented systems that can clear passengers who only match one criteria, so I also told him that he can contact the 
airport police in advance of his check-in, to alert them to his arrival, to avoid delays. Those are the only two solutions I 
could offer him. 

Do you know this gent1eman? Please see if you can find out what might be happening in the airport, with the airlines and 
with the police, i.e., are they delaying him unnecessarily, or is he a close match to the names on the list? Seems to me 
that if he is a regular traveler, Jacksonville Airport employees and police should be able to clear him pretty quickly. If you 
work something out, please let me an~ ... ___ ... ~now. You will be doing everyone a great service! 

Thanks.O 

Lastly, 

1 

b7C -1,2 
b6 -1,2 



SUSSMAN-178 

From: 
Sent: 
To: 
Cc: 
Subject: 

llloodau 1,rn,20 2~2 3·51 PM 

MORE No Fly list r ________ __. 

b7C -1,2 
b6 -1,2 

lromedjatelv after I sent my previous mail, I received an email from I I Attached is that mail and my response. .__ _________________ _. 

b7C -1,2 
b6 -1,2 

Thanks for looking into this situation. 

□ 
l 

-----------------------

Occasionally I get calls from passengers who match No Fly names, looking for some guidance and potentially a solution to 
be stopped all the time. Although there is no way to prevent the initial "stop", I usually try to make sure that all possible b 7 c _ 2 
procedures are being implemented to avoid delay to non-matches and to avoid the FBI or police being called b 6 _ 2 
unnecessarily . 

........ 

says 1s rue, 
e ermine ram 1m e exac na ure o a s appentn , here is something the airlines or the police 

could do better, maybe you can facilitate that. 

He understands (1) that there is a list, (2) how he matches the other 3 names, but has no other criteria, and (3). that he 
needs to be "cleared". However, he says that in Jacksonville, it's more difficult and involves the police, whereas in larger 
airports, the airlines clear him directly. Furthermore, he said the police in Jacksonville talked about having INS talk to him. 
That's when he got upset and said he is a U.S. citizen, etc etc ..... He says he's made a several calls to the TSA and local 
FBI, and ended up with my name .... 

He also says he spoke in person with someone at the Jacksonville office, but he couldn't remember their name and he -
said the person was "dressed down" so maybe he wasn't an agent. He said the person was very kind, but couldn't assist 
him. 

He has Frequent Flyer numbers so I told him to contact the airlines to see if the corporate security managers of those 
airtines could find a way to have the Jacksonville personnel clear him without the police. I told him that not all airlines have 
implemented systems that can clear passengers who only match one criteria, so I also told him that he can contact the 
airport police in advance of his check-in, to alert them to his arrival, to avoid delays. Those are the only two solutions I 
could offer him. 

Do you know this gentleman? Please see if you can find out what might be happening in the airport, with the airtines and 
with the police, i.e., are they delaying him unnecessarily, or is he a close match to the names on the list? Seems to me 
that if he is a regular traveler, Jacksonte Ajmo1 employee!s and police should be able to clear him pretty quickly. If you 
work something out, please let me and._ ___ __._ know. Yoiu will be doing everyone a great service! 

Thanks.□ b7C -1, 2 
b6 -1,2 

Lastly, 

1 



Bee: 
subjec : e: 1--_.....,..,,.,,.,,,....,...,.....,...,....,..,..... ... 
Date: Mon, 29 Ju 2002 15:46:48 -0400 

Dear Ms · ... I ____ _. 

SUSSMAN-179 

ea.gov 

T~ank you for your email to explai '------~==,;ience at Jacksonville 
Airport. Please understand that it 1s notA-P--...-,~r,n1,.who is on the No Fly 
list, but similarly nam:d ieople who may p r to aviation. As you 
might imagfoe, !experience is repeated across the country with 
the more common names,ot in Arabic and English. It's difficult to be too 
cautious. Procedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determinin9 for themselves that the passen9er is not 
the person on the list. some airlines either don't have the capability or 
don't accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, it's possible thr:.d:::~t

5

iant to render a decision until they were absolutely sure of who was, or wasn't. unless there is a 
real question as to whether is the same as someone on the list, 
clearance should not take m minutes. 

I just got off the phone withl land it sounds like a problem with 
the airlines at Jacksonville airport, because! !advised that he 
didn't have the same problem at Dulles in o.c. t prov,aedl I with 
some guidance for contacting the airlines with whom he has a Frequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I knowl !spoke with someone today at the 
Jacksonville FBI office, but I d,an't recognize the name of the person he 
spoke with. Therefore, I will be contacting two experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 

sincerely, 

I supervisory Special Agent 
~c-,-v-,-, ...... A~v=,~a=t~,o=n.,......,s~e,.,,.curity Program 
special Events Management unit, Room 11795 
Domestic Terrorism counterterrorism Planning section 
counterterrorism Division 
Federal Bureau of Investigation I J(h~ 

----- ori~inal Messa~e
1 ~~,= i = =· : 

~~~!: Mon av, July 2 , 2002 2:33 PM 
Subject: !.._ _______ I 

L-com 3 

b2 -2 
b7C -1,2,6 
b6 -1,2,6 

b7C -2 
b6 -2 

b2 -1,2 
b7C -1,6 
b6 -1,6 , 

Th: FAA referred m~ t: ~:Y ~:tarding a "No Fly List" in which our..,[.,,....., ............. - ... !has inadvertent 1 y been put on. As \ie was 
1e viiig JacKso1101, e11 iii ing, he was detained for forty-five (45) 

b7C -2 
b6 -2 

minutes (and almost missed his flight to New Orleans) to be run through 
every computer database that was available by the local authorities. The 
local authorities suggested that he call the FBI to have his removed from 

Page 1 



SUSSMAN-180 

Re_._ ___ ...,... ____ --,,.1 

this :o-called "No Fly List". The TSA and FAA were also notified by both 
_ !office personnel, as well as myself. After numerous calls, 

-t~r_a_n_s..,...e_r_s_, .... etc., we were directed back to the FBI. 

I !is a very well-known and respected physician here the 
Jacksonville, FL area (please refer to his website:! L 
Quite often, he is required to travel out of state for seminars, business, 
personal and other hospital related issues; and it is imperative that he 

not be continually detained by the authorities. After the 9/11 terrorists 
attacks. we understand the need for increased security; however, we hope 
that! !will not have to endure the humiliation and delay in travel 
that he experienced this morning. 

His passport number is:! _____ _. His date of birth is: 

on Monday, july 29th,! !will be meeting with the local FBI here in 
Jacksonville, FL. If there is any further light you can shed on this 
incident, it would be greatly appreciated. 

Page 2 

b6 -2,6 
b7C -2,6 



From: 
Sent: 
To: 
Cc; 

Subject: 

Thanks. 

I I 

No Fly & Selectee List ID Info 

1 

SUSSMAN-181 

b7C -1,3 
b6 -1,3 

b2 -4 
b7E -1 



From: 
Sent: 
To: 
Cc: 
Subject: 

D 

SUSSMAN-182 

__ __.I . 
Thursday, October 10, 2002 8:07 PM 

I I 
Aviation-GAS Program; TSA LIST PROCESS; TBUSH 
Re: No-fly List 

First of all, thanks to Tom Bush - l have him fooled, eh? :-) 

' ' b7C -1 
b6 -1 

1: Q. We have found out that there are possiblit~ !No-Fly lists being maintained and utilized at the 
airport. . 
A. There is only one No Fly List - it is capable of being printed and the TSA maintains it, based on info from FBI, 
CIA and other intel sources. The current list is #115, and it is about 41 pages long right now. · 

2. Q. The aQencies havin!l lists, as we know of are TSA, FBI and the airlines. 

I 
3. Q, These list are not comprehensive and not centralized. ., 
A. The 1ists wlll never be comprehensive and centralized, as they have different purposes and are maintained by 
different agencies. However, one day they will all be checked simultaneously {I will be retired by then!) 

3. Q. Some subjects appear are one list but not the others. 

b2 -4 
b7E -1 

A. I would imagine that the No Fly List contains some names that are also in VGTOF, but not all No Fly names are 
in VGTOF, although they should be. There will never be consistency due to input mechanisms, etc. and purpose 
of "lists." 

4. Q. Some of the lists are old and not current. A. Throw old lists away and ask the agencies for new lists. I keep 
ou up to date as best as I can with the TSA list. VGTOF is as current as the entries. 

5. Q. Please advise how we can aet these oeoole on the No-Flv List ASAP. 

b2 -4 
b7E -1 

6. Q. BU EC, Dated 10/09/02, titled! hs a directive to field offices 
confirming that all subjects have been appropnately watchlisted. We have contacted TSA today, 10/10/02 to verify if our 
sub·ects have been lace on the list and a ain determine that the have not. 

D I have to leave for the evening - I hope this helps somewhat.□ b 7 c -1 
b6 -1 A 110,10102 12:12:44 PM»> 

LJello froml pur New SAC, Tom Bush ~poke highly of you yesterday. ,.,,._, 

[:]we here inl I have a problem and are wondering if you could ~elp us out. We have found out that 

1 

b2 -4 
b7E -1 

b2 -4 
b7E -1 



SUSSMAN-183 

there are possiblity~ I No-Fly lists being maintained and utilized at the airport. The agencies having lists, 
as we know of are SA, FBI and the airlines. These list are not comprehensive and not centralized. Some subjects 
appear are one list but not the others. Some of the lists are old and not current. We ar1 re,ally confused. 

b2 -4 
b7E -1 

o our o ice has been in contact with..,,,_,=..,.,.,,,fl!. r------,r----:-- BIHQ b2 - 4 
attempting to ..,_p"'"a"""c..,.e...,,..e_s_e~::::-:_~subjects on the NO-Fly lists, again w1 no success. ~:rmilffl"llrt'T"'-t: as~ most b 7 E - l 
helpful but we have not yet been able to get the subjects placed on the lists. BU EC, Oat~ . , ttled L__J 

I !is~ a directive to field offices confirming that all subjects have been 
appropriately watchlisted. We have contacted TSA today, 10/10/02 to verify if our subjects have beeri place on the list and 
again determine that they have not. Please advise how we can get these people on the No-Fly List ASAP. 

Thanks .... I _____ __ 

2 

b2 -4 
b7C -1,3,5 
b7E -1 
b6 -1,3,5 



SUSSMAN-195 

-1$J.1JR:f 1 
b7C -1,3 ..._ _____________________________ ....,b6 -1, 3 ------~l 

§ December 12 ~0021:21 PM ~;c-~2, 3 
' b7E -1 

:isTERZI; Aviation-GAS Program; TERRORIST WATCH LIST Unit; TSA LISTb 6 - 2 , 3 

From: 
Sent: 
To: 
Cc:· 

Subject: Re: No Fly List Issue 

need 

~--.-----=----=----=----=---=-.---------------t.--===='.1(5) 
Please talk to 

I'm sure an expeditious response will be most appreciated by all concerned. ThanksLJ 

ss.tt tfax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

...._ __ ....,~leo.gov 

»> ALBERT J PISTERZI 12/10/02 12:08:13 PM»> 

I 

b2 -1, 2 
b7C -1 
b6 -1 

b3 -2 
b6 -3 
b7C -3 

bl 
b2 -4 
b7E -1 

SAC Knowlton would like a resolution to a recurring problem we've encountered in LV regarding a No-Fly list (NFL) issue. 

-----------~S) 

S) 
Your attention in this matter is very much appreciated. 

IAL b21 {#l'fo8Y:~Yl'3/JG:l,r.; 
REASON: 1.5 ( ~ / .. 

: .DECLASSIFY ON: ;:t,., 7 .• 
- e;if//:= (J..$-/17'1 

ALL n,:; (!Ri~::ao:: CCi:LdffED 
HEREU ;.s l'<!·~ui\SS1JlIED EXCEPt 
WHER-~ SHOrff. OTHI:Ri!/ISE. 

b3 -2 
b6 -2 
b7C -2 



From: 
Sent: 
To: 
Cc: 

Subject: 

I 1V1011uap, lugust 05, 2002 7:25 PM 

i' I 

No Fly Name & Frozen Money 

~Y2~~ AN-197 
b6 -1 

b2 -4 
b7E -1 

I don't know anything about the freeze on his assets, but I've cc'd I financial Review Group, in the event he 
can provide additional info. ...._ ____ _. b 7 c -1 

b6 -1 

This is the best info I have at the present time□ 

ss~ l(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

___ .... ~lea.gov 

~7 ... f---....---.... l a,2102 B:31 :04 PM>» 

b2 -1,2 
b6 -1 
b7C -1 

b2 -4 
b7C -2,4 
b7E -1 
b6 -2,4 

;~~~~
•t ~~~;e~ ;~;to start on this issue and I thought you might have some advice. We recejved a can from a I j who is a Sergeant First Class in the US Army stationed aU I · I nd who was wondering if we could do anything to help his situation. He was very polite on the 
.t a is stopped and queried by LE on a very regular basis when he tries to fly commercially. 

Apparently the exception to this is Northwest Airlines with whom he has had an account for several years. He understands 
why, if you will, but wanted to know if there was anything he could do such as usjng hjs tun name instead of a mjdrtle ioiti~I 
when makin reservations, etc. He also recently had al ______________________ _____.J 

L------Pl-'-""""'.....,....,.....,.mpted to send money to his wife in Memphis, Tenn. His mother resides in the UK and fears 
that if he tries t o his mother, something similar will happen. 

Having told you this whole story have fi°u heard any methods for trying to preempt special attention at ~jroorts s°foifically 
and othe~ places iik~ ______ _._1 checked the most recent No-Fly and Selectee lists and found 3._ _____ ... on the 
NF and 1._ ____ pn the Selectee. Are other offices reporting similar issues? 

Just wondering if you had any advice ... 
Thanx 

1 



SUSSMAN-198 

From: 
Sent: 
To: 
Cc: 

Subject: 
!
Wednesday: September 18, 2002 4:41 PM 

l
b7C ~1,3 

.b6 -1,3 

..,N_o_,F_l_y ___ L .... ,s ... t--ro_c_e...,du_r_e_s ____________________ __. 

b2 -4 
To your knowledge, have the TSA and the FBI agreed to a change in response protocols for potential matches on the No b 7 E _ 1 
Fly List, i.e.J ! I'm sure that if there had been such a 
major change in procedure, you would have let me know. I've seen no Security Directive to that effect and I can't imagine 
it. Anyway, I ask because I think SIOC may have inadvertantly misadvised one field office to that effect, and that office has 
asked for clarification. As far as I know, and please correct me if I'm wrong, the process, in a nutshell, is still as follows: 

FBI aaents oet contacted bv the local oolice or air carrier to resolve ootential list matches. I 

Is that still the procedure? Thanks. D 
ss~ !(fax) 
Civil Av1abon Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

•i r@leo.gov 

b2 -1,2 
b7C -1 
b6 -1 

1 

I 

b2 -4 
b7E -1 



SUSSMAN-199 

L _________ ...Ji--------------------..o7C -1, 3---------
b6 -1,3 

From: 
Sent: 
To: 
Cc: 
Subject: 

I I 
T uesda: July 23, 2002 1 :03 PM 

Re: No- ly List 

I agree with your assessment of the needs, the rationale, the assistance OGC can provide, and hearing from1-___ ___. 
(as to his perceptions and even to verify or confirm some of what we discussed yesterday - if he provides info that is at 
odds with my under.standing of TSA's position or handling of things, please let me know.) 

Thanks again. 

»~ l7/23/02 10:51:02 AM>» 
I would also add that OGC can hel in the first cate o 

! 07/23/02 10:16AM »> .---.......,1-e .... t-a'""l:"""T"'"h .... is--iis to confirm our understanding in OGC of yesterday's meeting. We all recognize the needs: 

b7C -1 
b6 -1 

estion 

bS -1,2 
b7C -1 
b6 -1 

--...L..---------------------------------------b7C -1 
b6 -1 

r-~1-----------, ________________ ___JD~S -1, 2 
I I 

Obviously, CTD will have to address the last three of the four items listed above--although OGC will certainly help 
wherever we can. However, we can and should play an integral role in developing criteria. We can work on criteria in 
theory but we really need to learn the track record of experience so far. b 5 - l, 2 

the actual_ _ 
To that e1 you agreed to consult with the cognjzant people io the TWL 110it aod o1bec II srn,cc-es to asseroble soro~ ~~c _ ;' 

Let me know if your understanding is different than what I have described and please let us know how you are progressing 
• . in finding out the actual criteria used so far. 

1 



From: 
Sent: Wednesday. June 19, 2002 7:15 PM 

b7C -1 
b6 -1 

To: i 
Cc: 

Subject: Re: USA PATRIOT Act Sec. 1009? 

D boy, this is getting a bit complicated. Of course, I should have known that someone in the FBI was following the implementalb 5 -1, 2 
requrrements of various parts of all this legislation, and usually I will end up with aviation-related things like this, but not this time. b 7 C -1 
So, not only is Congress wanting an update, but now DOJ is tracking it too. Just gets worse, doesn't it? b 6 -1 

In response to your question, yes, I've developed a significant role in the watch list procedures and am privy, along with others, to 
various info sharing efforts regarding comparing passenger data and names of known/suspected terrorists, but that grew independently 
of any legisla · · · · ne icked it u "officiall ". however that 
ho efull will 

Does anyone disagree with that assessment, based on my description of proce .,_-.,..-------,-,--,.,,..----' 
how they are envisioned? 

Thanks . ._! __ _. 

>> 6/19/02 9:55:49 AM>>> .----,...-----I 
you may reca I that back in November the FBI made a report to the AG on implementation responsibilities for various arts of 

bS 
b7C 

...,.__e.....-;A Patriot Act. IRD designated then-DAD Frank Sauer as the POC/ticket-holder for Section 1009. DOJ (OLP 
! ! is now calling for an update on implementation status (report was dues to Congress months ago). Now tha":"t,,,.-ra--r-r-----,r-' 

from IRD, can you advise who has this ticket? 

_______ l Section 1009 requires the FBI to study and report to Congress on the feasibility of providing to the airlines "via 
computer" the names· of passengers who are suspected of terrorist activities by federal law enforcement officials.. So I've also 
addressed this to you on the chance that in pursuit of your other info-sharing efforts you might have picked this up??? b 7 c -1 , 3 

b6 -1,3 

Re: Overdue 
PatriOt Act requir ... 

1 
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From: 
Sent: 
To: 
Cc: 

I Thursday, June 20, 2002 9:42 /WI 

Subject: Re: RE: USA PATRIOT Act Sec. 1009? 

D yes, I think so re coordinating and witQas POC. 

b7C -1 
b6 -1 

b7C -1 
b6 -1 

II- as I oririnally stated, I think my draft letter is accurate, but should be coordinated/reviewed by others, which looks 
liKe"tJIS and_ I 
II- If you want to meet on the response I drafted and/or for us to gain a common understanding of the legislative intent 
~ust let me know. Obviously, I could be off base because I responded only based on my own observations of the 

current situation and what I know or think I know to be happening in other Bureau entities. 

Thanks to a11LJ 

»i !6120/02 9:24:14 AM»> .--------
ThanksL_J From the threads on this message, sounds like CJIS an~ !will want to get together on 
this. a ~6/20/02 09:14AM »> 

just talked td I and we agree that he is best suiteLJke over this 1sponsrlity for now. if duties evolve into 
something else, then we may have to reassign later. for now is the man. ex 

b7C -1 

Subject: USA PATRIOT Act Sec. 1009? 

D. you may recall that back in November the FBI made a report to the AG on 
implementation responsibilities for various parts of the USA f>atriot Act. IRD 
designated then-PAD Frank Sauer as the POC/ticket-holder for Section 1009. 
DOJ (OLP'sl I is now calling for, an update on 
implementation status (report was dues to Congress months ago). Now that b 7 c -1, 3 
Frank's moved from IRD, can you advise who has this ticket? b 6 -1, 3 

.__ _____ ___. Section 1009 requires the FBI to study and report to 
Congress on the feasibility of providing to the airtines "via computer'' the 
names of passengers who are suspected of terrorist activities by federal law ;:_,_-. 
enforcement officials .. So I've also addressed this to you on the chance that \ 
in pursuit of your other info-sharing efforts you might have picked this up??? 

1 SUSSMAN-201 

b6 -1 
b2 -1 



From: 
Sent: 
To: 
Subject: 

b7C -1 
b6 -1 

Monday, July 22, 2002 1 :48 PM 

Info for TSA Legal Request 

(!lf#:-&4-1'17"1 

b2 -4 
b7C -3 
b7E -1 
b6 -3 

ALL INFORMATION CONTAINED 
HfR~li!'i!J~jlFl~.J\ .~ 1'9~~-4.k 
DAT~~y~~~~ 

.__ ___ _.! seems to believe that he Is entitled to an immediate response to his issues, when the FBI has been waiting since Nov 2001 
for resolution to our issue~asking them for I ! to the watch lists and to cooperate on crafting the Security 
Directives. They ignored I llanuary letter, and have yet to act, based on discussions held at a meeting in early June to go 
over these Issues again.herefore, I don't know that we should be in any rush for him, but you have to keep letting him think you're 
working on "it" - same tactic they use with us. 

c::Jts going to write the FBI a letter about what TSA wants to know from us about detaining passengers, etc. These are the points that 
I think need to be iterated, among any others we might add about how a person gets on the list in the first place. 

b2 -4 
b7E -1 

1. What does the FBI want the TSA to "do" re a "No Fly" List? 

ci 

di---------­
□================--. q't-------------,.._-------1 
□====================~~ 2 -4 , ........ --,_ _______________________________ ---( 5 -1, 2 

b7E -1 

2. What Is the legal justification for what the FBI wants the TSA to do? 

A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC) and for preventing passengers 
from boarding until and if identified as a "match" may be found in the Aviation and Transportation Security Act (ATSA} of 2001, passed 
on November 19, 2001, mandates in Section 101, (a), §114 (h) entitled "Management of Security lnfonnation", that t:,;~ \Jn<~r 
Secretary of Transpor':;~ion for Security shall: 

(1} enter into memoranda of understanding with Federal agencies or other entities to share or otherwise cross-check as 
necessary data on individuals identified on Federal agency databases who may pose a risk to transportation or national 
security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, appropriate State and local law 
enforcement officials, and airport or airline security officers of the identity of individuals known to pose, or suspected of 
posing, a risk of air piracy or terrorism or a threat to airline or passenger safety; 

1 
SUSSMAN-203 



B 

[] 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and procedures requiring air 
carriers-

(A) to use information from government agencies to identify individuals on passenger lists who may be a threat to 
civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement agencies, prevent the individual from 
boarding an aircraft, or take other appropriate action with respect to that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal agencies for the purpose of 
identifying individuals who may pose a threat to aviation safety or national security. 

That's as far my legal brain will carry me, which may still not be far enough to property address the issues. Thanks. 

SSA! ~ax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

___ _.Fleo.gov 

2 

b2 -1,2,4 
bS 
b7C -1 
b7E -1 
b6 -1 
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b7C -1 
b6 -1 

b2 -4 
b7C -3 
b7D -1 f 

:23 

From: 
e. 

b7D -1 
Sent: 
To: 
Cc: 
Subject: 

Wednesday. Julv 31 2002 9:14 PM 

I IACIIMMIN 
Re: .... l __________________ ....,I 

... 1 _ta_lk_e_d_a_t ______ ......, ___ ......,o __ n_.it.,.e._. _.S __ h __ e_is .... w ........ ith ______ C ___ us .... t __ o_m ... s .... !l .... s ....... o_u ... s ... ai __ d_. _,__ ____________ ..,7 E -1 
,,__ _______________________________________ _v6 -1, 5 

They are the same issues we face 
L:-w::-::,~o::"!'u-:-::r-:o~w~n~a~g~e~nr=s-, s~o::-=so:-r.v~e~-=-o~se~an~w=e-:r::o-::inir-::-ne~e~a~m~e-=-e-rr.bn~g~."'T"%1:'."1~n=w~e~n~ee~o talk in-house again, once you get 
those criteria about who ends up on the list. We need to try and draw a line about the minimum info needed on someone 
before they go on a list. 

c:::J 

I 

>»I 101130102 09:55AM >» b
2 

-
4 

· · b7C -1,3 
All - Re previous mail, the day was incorrectly listed as Tuesday, and because the flight time from Dulles b 7 D _ 1 
doesn't arrivc:t _____ ~ntil 9:56 am! ~cheduled the meeting from llam - 1pm. I've made the b7E -1 

change in the original mail below. In addition, there will be no discussion I las the Neb 6 -1, 3 

Fly List issues will undoubtedly take up the whole 2 hours. 

I will be attending, as will...._ ____________________ ___,for TSA. I 
strongly suggest that as many of you plan to attend as possible (with the possible exception of TMU). 

FYI- Th and TSA conside SA No Fly List matters (rm still b
2 

_
4 

he list is known as the 11FBI Watchlist" in alb 7 E - 1 
-c-1-rc-es-an-r-t,,.....e.....,,'l"'T'" ... 1s-~-e""em--n-g-a'TT""c_o_m_p"T""a1"'"n""!"'ts....,,.-om-c""'1t~1-ze_n_s~t-o~th=-e FBI, I I Now, I don't 
mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when they cab 2 - 4 

b7D -1 

□ b7E -1 Thank you. 

1 

SUSSMAN-205 
b2 -4 
b7E -1 



.. 

Thank.you. 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

b2 -4 
b7C -1,3,5 
b7D -1 

From: tate. ov> b 7 E - l 
To: r-----,T"nT'('ffl-::,"",r-.............. .....,._-,(E-mail}"' ,..! -------------·~6 -1, 3, 5 
Cc: __ I ______ 11,..__ ___ ____.~ 

Subject: RE: TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 

-----0 · inal Messa e-----
From .....,.......,._.....,..__. FBI) '-=[m=a=i=lto71 __ ...J"tm ..... I=eo~---go~v ... l 
Sent: 1 PM 
To: (E-mail);I 
Cc -mail)j.,........_ ____ ......__~E-mail) 

SubJect: e: No Fly List 

b2 -2 
b7C -1,2,3,5 
b7D -1 
b6 -1,2,3,5 

17- sorry, I was looking on the wrong lists - it looks like there is ~ .... ___ .... ~n the most current Selectee 
~4. 

----- Original Message -----

2 SUSSMAN-206 



SUSSMAN-207 

> 
,----.JI-I;==-, · "1 fmstate.gov>;I...._ ___ ..., 

-mail) ov""""> __ _ 

Sent: Friday, July 05, 2002 5:50 PM 
Subject: Re: TSA No Fly List 

Hello,D 

b7C -1,3,5 
b6 -1,3,5 

b7C -2,5 
b6 -2,5 

It appears fhat there is no more! !on either of the two lists O'!:o Fly 73 or Selectee 44), so MrJ. 
I _should have no more problems for now. However, if anotherl _____ ~hould be put on the hst, 
his name would trigger something. Your advice was the best that could be given under the circumstances. I 
don't know if FBI put him on the list or not. 

L--_____ _.lsupervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 
I trax) 

----- Ori inal Messa e ----­

From:,!.:.J: -------.~---T---ll=1::::.1::r:==----, 
To: 
Cc: 

....... ____ ___. ....... _, 

, 02 9:51 AM 
Subject: TSA No Fly List 

b7C -1,3,5 
b7D -1 

- b6 -1,3,5 

b2 -1 
b7C -1 
b6 -1 

b7C -2,5 
b7D -1 
b6 -2,5 

There is a specific case involving the TSA List which is a slightly bigger problem for us. The list contains the 
name:! II ~e have a Mr~ lwho is continually 
denied access to the automated check-in and is ·ven the third de ee every time he flies. The probl~ 
Mr. hich means that he a member ofL__J 

which means that he is re uired to travel the world for preparatory meetings related to L-------------, We have advised ou o book his ticket using his full names which 
L-----....... ----' 

match those on his passport i.e.L...-__ ...,....___,,...,,...------,,,,.~~ ..... His travel agent has added his Frequent 
Flyer details to all his book.in s an provides L----r-----'I OB, Passport # and Country of Issue so he can 
checked out early throt1.g ·hen ½e travels tot e ___ Still he get's hassled. Is there anyway way for 
you folks to verify v '.1~•.her >•x· ____ is still a valid name, add more details or delete it? We're still 
looking forward to meeting with y;;u folks to try and come to grips with the TSA List issue. 

D 

3 



From: 
Sent: 
To: 
Cc: 
Subject: 

Tu 

b7C -1,3 
b6 -1,3 

UPDATE/FOLLOWUP...._ _______________ ...J 

All - Re previous mail, the day was incorrectly listed as Tuesday, and because the flight time frc 
doesn't arrive! ~ until 9:56 amJ ~cheduled the meeting from 11am - 1pm. rv 
change in the original mail below. In addition, there will be no discussion! I 
Fly List issues will undoubtedly take up the whole 2 hours. 

JfiP 
b2 -4 ~ ./J,­
b7C -3~ 
b7E -1 
b6 -3 

r-"--...................... ___ __.,......_.......,......_,;=~~-----------1 TSA No Fly List matters (I'm still ~; E - ~ 1 
he list is known as the "FBI W atchlist" in all 

... c_1-rc ... e_s_an----.~t"""e---•-s-re.....-em_n_g_a..,_c_o_m_p...,...a1-n ... s...,....-m-c ... 1 -1z-e-ns_o.....,....e FBl,.__ _______ __,J Now, I don't 

mind that as I believe I am able to explain to them how it works and some of their options for contacting the 
airlines, as in most cases, it is the airlines that are causing delays by not clearing the passengers when the,b 7 c - l , 3 

"'b7D -1 

Thankyou.C:] 

Thank you. 

----------------------------------------------------------------------------------------------
From:! r ! pqstate.gov> 
TCoc~,;... ....... ----~j(Fhl)'' < l=j =====:!.:j(~E-mail)"' I 

~ ..... ___ ___,!(E-mail)"' <I I< .... I _____ ..... f11-____ ____.I < 

Subject: RE: TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 

b6 -1,3 

b2 -4 
b7E -1 

b2 -4 
b7D -1 
b7E -1 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

b2 -4 
lb7D -l 

-------------------------------------...11Jih7E -1 
1 



SUSSMAN-209 

L..-----------------------------------b2 -4 

-----Original Message-----
From: ! !{FBI) [mailt9 ~leo.gov] S7 J~l:06~:7 r51 PM .__ _ ___, To: (E-ma;.::.i:.t..l);:.-! ____ .....__,, 
Cc (E-mail)I KE-mail) · 
Su6Jec : e: No Fly list 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

b7C -1,3,5 
b7D -1 
b7E -1 
b6 -1,3,5 

IL sorry, I was looking on the wrong lists - it looks like there is a! ~n the most current Selectee 
~44. ._ __ ......,b7C -1,2,5 

D 
----- Original Message-----
From: (FBI)" 
To: 

HelloO 

lgJstate.gov>; ._I ____ _. 

b7C -2,5 
b6 -2, 5 

b7D -1 
b6 -1,2,5 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

It that there is no morel I on either of the two lists (N{ Fly 73 or~ Selectee 44), so Mi-r==:] 
hou]d have no more problems for now. However, if another hould be put on the list, 

n ould trigger something. Your advice was the best that could e given uncler the circumstances. I 
don't know if FBI put him on the list or not. 

2 



.__ _____ ....,I Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 
1 l<rax) 

, 02 9:51 AM 
Subject: TSA No Fly List 

V 

b2 -1 
b7C -1 
b6 -1 

SUSSMAN-210 

b7C -1,3,5 
b7D -1 
b6 -1,3,5 

ov; .... I ------.l(E-mail)" 

peo.gov 

b7C -1,5 
b6 -1,5 

.....,.. ........ ..__="""""'~;;.;;.;;..;."""""'""""".._t=h;,.;;e TSA List which is a slightly bigger problem for us. The list contains the 
name:1-------:i--,,.-----,.----.--..,...,,.,...,..~- e have a Mr.I lwho is continually 
deni e au oma e c ec -in and is iven the third de ee every time he flies. The problem is our 
________________________ __.which means that he a member o~ I 

which means that he is re uired to travel the world for preparatory meetings related to ....,_ ________ ....___, 
th ._ _______ ...., We have advised our o book his ticket using his full names which 
match those on his passport i.e . ...._-:----:-:----::-:--r-----""'I::'-:::-::~~ His travel agent has added his Frequent 
Flyer details to all his bookin sand provides MrL-___,Jr--_......,.OB, Passport# and Country oflssue so he can 
checked out early throu hen he tr vels to the......., _ _. Still he get's hassled. Is there anyway way for 
you folks to verify whether yo 1....--__ ____.is still a va 1 name, add more details or delete it? We're still 
looking forward to meeting with you folks to try and come to grips with the TSA List issue. 

b7C -5 
b7D -1 
b6 -5 

3 



b7C -1,5 
b7D -1 
b6 -1,5 

~o~~ )(FBI)"'l i... ---"l@Ieo.gol> 
Subject: RE: ISA No Fly List 
Date: Tue, 18 Jun 2002 20:46:23 -0400 

HiCJ 

L 

L 
4. 

D 

SUSSMAN-211 

-------------------------------------------------------------------------------~:~r I \(FBI\)'1 ~o.gov> 
References:! ,___ ___________ _ 

Subject: Re: ISA No Fly List 
Date: Tue, 18 Jun 2002 21:31:57-0400 

I! 
~2-4 

b2 -2 

b7E -1 
b6 -3 
b7C -3 

b6 -1,5 
b7C -1,5 
b7D -1 

b2 -4 
b7E -1 



SUSSMAN-212 

I 
I 

L 
L 
D -----------------------------------------------------------------------------b2 -2 

From: r-=--- b6 -1,3,5 
To: (E-ma1 state.gov> b 7c -l, 3 , 5 

Cc: (E-mai " r=-------:faa.gov>, 
E-mail)' ost.dot.gov>, 

.._ _ __, __ .......J..E-mail)" L----...lv'leo.gov> 
Subject: TSA No Fly List 
Date: Tue, 18 Jun 2002 12:18:29 -0400 

I I 

1 

b7D -1 

b2 -4 
b7E -1 

b2 -4 
b6 -5 

--b7C -5 
b7D -1 

__ .......,b7E -1 



SUSSMAN-213 
b7C -1,3 
b7D -1 
b6 -1 

From: 
b2 -4 
b6 -1,3 

Sent: 
To: 
Cc: 

Subject: 

Wednesda~: September 18, 2002 3:24 PM b7c -1, 3 

~

,_ ___________ j _____________________ b7D -1 

__ b7E -1 
I 

No Fly List issues .. I ____________ _ 

oda re the below 

I advise{:]that this was not an FBI list. but a list to which the FBI, as well as other domestic and foreign law 
enforcemenUintel services contribute and which the TSA compiles and disseminates to the air carriers, airports and the 
ffil• I 

I I 
l lwant to think of it, Congress authorized the U.S. to require any air carrier! I 
l..J for example) that flies to the U.S. to comply with measures to protect U.S. interests. To wit, the Aviation and b2 -4 

Transportation Security Act authorizes the TSA to " ... to use information from government agencies to identify b7E -1 

individuals on passenger lists who may be a threat to civil aviation or national security; and, if such an 
individual is identified, notify appropriate law enforcement agencies, prevent the individual from boarding an 
aircraft, or take other appropriate action with respect to that individual; ... " 

Re handlin similarly-named passengers at the airport, I told him that if a possible match a roaches the ticket counter 

b2 -4 
b7E -1 

b2 -4 
b7E -1 

b2 4 
b7E -1 

ss~ .... _,_..., _____ ... ktax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Cmmterterrorism Division I t@leo.gov 

,.......>.._» .... l---. ___ .... 19/18/02 10:10:22 AM»> 

b2 -1,2 
b7C -1 
b6 -1 

...._ ____ .... lwill coordinate with CTD an~._ __________ l(FM) in an effort to answer your 
question. 

b7C -1,3 
b6 -1,3 

1 



SUSSMAN-215 

(Rev. 08-28-2000) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Criminal Investigative Attn: 

Counter Terrorism Attn: 

Date: 08/23/2002 

VCMOS 
SC Gerald L. Buten 

M~~Tf~-U--------,11 
SSAl I 

DT/CPS 
SC Tom Carey 
SEMU..----------, 
ssAl~-------­

ITds-I/II 
SC Andrew Arena 
SC Charles .Frahm 

From: Office of the General Counsel 
Investigative Law Unit 
Contact: David C. Larson, ext□ 

Approved By: Steele Charles M 

I 
Drafted By: 

Case ID *; I (Pending) 

Title: CRIMES INVOLVING CIVIL AVIATION; 
FBI INVESTIGATIVE JURISDICTION 

b7C -1 
b6 -1 

Synopsis: To provide a legal opinion from the Office of the 
General Counsel (OGC) concerning the jurisdictional relationship 
between the FBI and the Transportation Security Administration. 

Administrative: This document is a privileged FBI attorney 
communication and may not be disseminated outside the FBI without 
OGC approval. Also, to read the footnotes in this document, it 
may be required to download and print the document in bS - 1 , 2 

WordPerfect. 

Details: I 
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To: Criminal Investigative From: 
Re: ~ 08/23/2002 

Office of the General Counsel 

(1) Carrying out the provisions in Chapter 449 of Title 
49 of the U.S. Code, relating to civil aviation security, and 
related research and development activities; 

(2) Airport screening operations; and 

(3) Receiving, assessing, and distributing intelligence 
information related to transportation security. 

Chapter 449 of Title 49, entitled "Security," addresses 
all aspects of aviation security, including: screening passengers 
and cargo; receiving and evaluating threats to aviation; research 
and development of modern security systems and facilities; and 
regulation of security of foreign carriers and foreign airports 
that serve passengers bound for the U.S. 

In addition, ATSA grants the Under Secretary permissive 
(as opposed to mandatory) authority to designate federal law 
enforcement officers (LEOs) and empowers these LEOs to exercise 
standard law enforcement powers when engaged in "official duties 
of the Administration as required to fulfill the responsibilities 
under [ATSA] ." These powers include authority to carry firearms, 
make arrests without warrant for any federal offense committed in 
their presence or for which they have probable cause, and seek 
and execute federal warrants for arrest or search and seizure of 
evidence. ATSA also requires the Under Secretary to provide 
guidelines by which to exercise these law enforcement powers in 
consultation with the Attorney General. The proposed guidelines 
have been submitted to the Department of Justice for review. 

b2 -3 

Finally, ATSA continues the Federal Air Marshal (FAM) 
program (formerly part of the Federal Aviation Administration) by 
authorizing the TSA to deploy FAMs aboard aircraft for what are 
clearly reactive law enforcement functions. 

FBI St~tutory Authority 

The FBI's general enabling statute, 28 U.S.C. § 533, 
grants the agency the authority to investigate any violation of 
the criminal laws of the United States. As noted previously, 28 
U.S.C. § 538 specifically empowers the FBI to investigate the 
primary crimes-aboard-aircraft violations in Title 49, which are 
set forth in Chapter 465, entitled: "Special Aircraft 
Jurisdiction of the United States." These include Section 46502, 
Aircraft piracy; Section 46504, Interference with flight crew 
members and attendants; Section 46505, Carrying a weapon or 
explosive on an aircraft; Section 46505 which lists a variety of 
common law crimes (e.g., murder, robbery) committed within the 

3 



To: Criminal Investigative From: 
Re : I I O 8 / 2 3 / 2 O O 2 

Office of the General Counsel 

for the TSA to serve as a "liaison" to law enforcement 
communities (Section l0l(f) (5)); the use of information from 
other agencies to identify passengers who may be a threat to 
civil aviation and the requirement to notify appropriate law 
enforcement agencies upon identifying such an individual (Section 
l0l(h) (3)); and the mandate to enter into memoranda of 
understanding with other agencies for information-sharing 
purposes (Section 101 (h) (1)) . 

7 b5 -1,2 
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TO: 
FROM: 
SUBJECT: 

ENCLOSURES: 

D 

From the Desk Of 

Supervisory Special Agent 

,___ _ ____.l.....,L"'""l,gation !2M 1{f ,-1 
ACLU - No Fly/Selectee List Request 

Date: 04/09/03 

b7C -1 
b6 -1 

Copies of ssAj .... ___ rocumentation re Above 

b7C -1 
b6 -1 

b7C -1 
b6 -1 

__ ___,As promised, enclosed are photocopies of all records both myself and SS~ l 
__ __.lhad (filed) in our desks re the above. SSAI !retired on 1/03 and as yoµ can see, kept 

many notes on this topic. 

If you need anything else, please don't-hesitate to email or call. 

Please note that this information is law enforcement sensitive. 

All rNFORMATION CONTAtNID / 
HERE~ IS UNCLASSIF~ ~ } 
oAlE~-'l~03 sv~c.~o~ ~ 1 Nts (fl~ viL 

CQa, 03- f ')'lq 

Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division, FBI Headquarters, Washi11gto11, DC 20535 
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From: 
To: 
Date: 
Subject: 
list 

SI0C 
TMU, TRANSPORT, Watch 
Tue, Apr 22, 2003 9:18 PM 
4/22/03 NewsEdge Article re ACLU seeks government data regarding secret "no-fly" 

ACLU seeks government data regarding secret "no-fly" list 
SAN H{ANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies 
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a 
secret "no.fly" list. 
The women were among 339 travelers briefly detained and questioned at San Francisco International 
Airport during the past two years after their names were found in the database, the ACLU said, citing 
government documents. Those travelers ultimately were allowed to continue on their journeys. 
"Thousands of passengers are likely being subjected to the same sort of treatment at airports across the 
country," said Jayashri Srikantiah, an ACLU attorney. 
The database was created after the Sept. 11 terrorist attacks as a way to prevent potential terrorists from 
boarding planes. The Transportation Security Administration gets names from law enforcement officials 
and gives the lists to airlines to screen passengers. 
The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who 
is on the list, how they got on it and how they can get off it. 
The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They 
were stopped in August while checking in for a Hight to Boston. 
-'It was very distressing," Gordon said. The two invoked the Freedom of Information Act to demand that 
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no 
files on the two existed, the ACLU said. 
An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those 
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added 
that the agency does .. not confirm the presence of a particular name of an individual on a list." 

~U INFORMATION CONTAINED /. 
lttREI IS UNCLASSIFI D 
DA'£ ~~~03 ev ~u,,oa<o') NLS /A~ C,:, (_ 

U~03-)1'19 
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From: 
To: 
Date: 
Subiect: 

9/25/02 10:29:53 AM 
Re: No Fly List Procedures 

b7C -1 
b6 -1 

I am not aware of any change in procedures. I knovC:}urrently is working with TSA to establish 
protocols regarding FBI additions/deletions to TSA's No Fly and Selectee Lists. As far as TSA responding 
to airports regarding potential matches ... that's a new one to me. b 7 c -1 

b6 -1 

.,...:a.>"->>;a.al...._ _____ ___.l 09/18 3:40 PM >» 

To your knowledge, have the TSA and the FBI a reed to a chan e in res onse rotocols for otential 
matches on the No Fly List, i.e. __ ~...,...----,---~-----,,.,..,...-...,....--,----,,,.....____. I'm 
sure that if there had been such a major change in procedure, you would have let me know. I've seen no 
Security Directive to that effect and I can't imagine it. Anyway, I ask because I think SIOC may have 
inadvertantly misadvised one field office to that effect, and that office has asked for clarification. As far as 
I know, and please correct me if I'm wrong, the process, in a nutshell, is still as follows: b 2 - 4 

b7E -1 ------FBI aaents aet contacted bv the local □olice or air carrier to resolve cotential list matches.I 

Is that still the procedure? Thanks.j 

ss~ !ctax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterro~ism Planning Section 
Cormtecterrorism Division 

___ _,FPleo.gov 

CC: 

b7C -1 
b2 -1,2 
b6 -1 
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________ ff~ANofty(~~l~~I~.\i~C. · _ '" ., ~=·· ~~- '--~:-, .~:. , . · __ , ~---~~~ ·._ .. ·· ·. · .::: .. :,, · · __ · Pag~_1 : 

From: 
To: 
Date: 
Subject: 

SIOC-CS 
9/27/02 2:48:41 PM 
TSA No Fly/Selectee List 

b7c -1 
b6 -1 

Just a heads up to avoid unnecessary calls for air carriers who want us to check TSA's No Fty/Selectee 
Lists. The individuals here in the Watch List have been told to respond to FBI requests to check TSA's 
lists, but we have advised them not to provide information from TSA's lists to air carriers since the lists are 
not the FBl's lists. I .m be diSCIISSiOO thjs wjth! ho rre near future, but for now air carriers . 
should be directed tol.__ ------------.......1- Thanks b2 -1 b7C -1 

b6 -1 

CC: 
--------------' b7C -1 

SUSSMAN-222 



From: 
To: 
Date: 
Subject: 

7/18/02 8:06:11 AM 
Re: TSA Legal Request re No Fly List 

b7C -1 
b6 -1 

b7C -1,3 
. b6 -1,3 

I got your voicemail this a.m., and I'm sorry you have to deal withD I can definitely see that he can be 
that way, but I think if you hang in there a little longer with him, and try to overlook it when he acts that 
way, you'll win in the end. 

You said on your message that you wanted to add to this, so I'll wait until you finish it. This is a great start. 

Thanks again for all your hard work in dealing with all this. Nobody said this was going to be fun!! Hang in 
there. 

□ »i-------, 07/17/0~ Q8·1 BPM >» 

OK, guys - I'm going to vent first. TL----i~SA, is obnoxious and I think it's unwise for me to ever deal 
with him again. He seems to believe that he is entitled to an immediate respqns:: bis iss• •es 111;

0
0 tbo 

FBI has been waiting since Nov 2001 for resolution to our issues asking therr4L. --------,~ ... -----' I land to cooperate on crafting the Security Directives. They ignor [ anuary 
letter, and have yet to act, based on discussions held at a meeting in early June to go over these issues 
again. Therefore, I don't know that we should be in any rush for him, but you have to keep letting him 
think you're working on "it" - same tactic they use with us. 

C:::::: ~ays you told him you sent something for legal revie'wEec"ause you ren't a lawyer. 
Now to the issue at hand ~ lsays that you saidr7was working on "somethin~•. 

LJoesn't think he's working on anything, and tll be he doesn't know wha is referri to. I 

I 

sent you the ATSA section and I thought you were going to discuss or respon to,__ __ ...,.in s way. 

It appears that, because we don't yet appear to want to take control of a Threat to Aviation (aka No Fly) 
List itself (although that is my recommendation), we must ask the TSA to keep the list and c,ontrol the 
initial process! !is demanding a letter from the FBI answering these questions, thereby 
indemnifying the TSA and doing their legal work for them. If we do this letter, it will clarify the issues for all 
concerned, including the FBI. Therefore, I will write the main body of the letter and you can approve it. 

1. What does the FBI want the TSA to "do'' relative to No_ Fly Lists and detaining passengers? 

A.I 

B. I 
I 

c.j 

I 
ol 

b2 -4 
b7C -1,3 
b7E -1 
b6 -1,3 

b7C -1,3 
b6 -1,3 

b7C -3 
b6 -3 

b2 -4 
!b7E -1 
bS -1 

I 
I 
I 



[] 
F. b2 -4 

b5 -1 

I 

G.! 

I 

1~;c -1, 
b7E -1 

H 

d 
2 What is the legal iustitication tor what the FBI wants the ISA to doJ 

I I 
A. The legal burden requiring air carriers to identify passengers who may be a threat to aviation and for 
preventing them from boarding is on the TSA. The Aviation and Transportation Security Act (ATSA) of 
2001, passed on November 19, 2001, mandates in Section 101, (a), §114 (h) entitled "Management of 
Security Information", that the Under Secretary of Transportation for Security shall: 

{1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency databases who may 
pose a risk to transportation or national security; · 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a thfeat to airline or 
passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals 
on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law-enforcement 
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to 
that individual; and 

(4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
age-,r-des for tho ~rpose of identifying individuals who may pose a threat to aviation safety or national 
se',:Uril'j. 

SUSSMAN-225 

b2 -4 
b7E -1 



The A TSA requires passenger information to be compared against databases (which are based on 
criminal evidence and intelligence) and identical passengers prevented from boarding planes. The FBI 
provides the intelligence on which TSA can fulfill this mandate. TSA must ultimately determine if the 
person is or is not the same. and if so or they are uncertain, they should call the FBI. 

SUSSMAN-226 
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From: 
To: 
Date: 
Subject: 

7/22/02 1 :47:40 PM 
Info for TSA Legal Request 

b7C -1 
b6 -1 

Page_1 , 

I !seems to believe that he is entitled to an immediate respons~ !a bis jssues wh~n the FBI has b2 -4 
been waiting since Nov 2001 for resolution to our issues asking them to . _ I b 7 c - 1 , 3 

I ~nd to cooperate on crafting the Security Directives. They ignore<il January letter, b 7 E -1 
and have yet to act, based on discussions held at a meeting in early June to go over these issues again. b 6 -1, 3 
Therefore, I don't know that we should be in any rush for him, but you have to keep letting him think you're 
working on "it" - same tactic they use with us. 

Os going to write the FBI a letter about what TSA wants to know from us about detaining passengers, 
etc. These are the points that I think need to be iterated, among any others we might add about how a 
person gets on the list in the first place. 

1. What does the FBI want the TSA to "do" re a "No Fly" List? 

Al 

a.I 

cl 

nl 

I 
E,I 

F.I 
I 

Gj 

i-t I 
I I 

I 

It 

I 

b2 -4 
b7E -1 

b2 -4 
b5 -1 
b7E -1 

I 

,.1 ...._ _______________________________ ...J 

All rNFORMATION CONTAINED 

Q~~~~~~. lo'l 
CR 0.3 :.frfrf'(--
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b6 -1 

I 1 

2. What is the legal justification for what the FBI wants the TSA to do? 

b2 -4 
b5 -1 
b7E -1 

A. The legal justification for requiring air carriers to identify passengers on threat lists (including NCIC) 
and for preventing passengers from boarding until and if identified as a "match" may be found in the 
Aviation and Transportation Security Act (ATSA) of 2001, passed on November 19, 2001, mandates in 
Section 101, (a), §114 (h) entitled "Management of Security Information", that the Under Secretary of 
Transportation for Security shall: 

(1) enter into memoranda of understanding with Federal agencies or other entities to share or 
otherwise cross-check as necessary data on individuals identified on Federal agency datab~ses who may 
pose a risk to transportation or national security; 

(2) establish procedures for notifying the Administrator of the Federal Aviation Administration, 
appropriate State and local law enforcement officials, and airport or airline security officers of the identity 
of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to airline or 
passenger safety; 

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies and 
procedures requiring air carriers--

(A) to use information from government agencies to identify individuals 
on passenger lists who may be a threat to civil aviation or national security; and 

(B) if such an individual is identified, notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft, or take other appropriate action with respect to 
that individual; and 

{4) consider requiring passenger air carriers to share passenger lists with appropriate Federal 
agencies for the purpose of identifying individuals who may pose a threat to aviation safety or national 
security. 

e. I I b2 -4 

I 
b7E -1 
b5 -1 

I 

c.l 

That's as far my legal brain will carry me, wl'lich may still not be far enough to properly address the issues. 
Thanks. 

ssAl l<tax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

I 

b2 -1,2 
b7C -1 
b6 -1 
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From: 
To: 
Date: 
Subject: 

...._I ------~rt. 

. I ARtROR M. cOMMllGs; '""I----.... 
5/28/02 1 :43:30 PM 
Issue: TSA and No Fly Lists 

b7C -1 
b6 -1 

I..___ _____ ts -1 

Here's some background, if you have the patience to read it: 

Since 10/2001, when the TSA No Fly and Selectee lists came into being (aftrmatb pf the :Bl Watc::tl, I 
have been attempting to make the updated lists available to the field agents ._ ___ ......,_,.. _____ _.pn 
a timely basis, i.e., when they are issued, because TSA has made the agents responsibleor respon ing 
to possible name matches. The agents need these lists in order to have background and ID info. 

TSA also fails (except on one occasion) to coordinate with us when they tell! 
(the FBI) or when they change the Security Directives concerning response~w~h""'1c""H'""a~ff""'e~ct""'s .... F .... B ... l""'o""'ft""'1c""'es"'".-....1 
Despite my best efforts, the TSA just motors along and I and the agents are being whipped around the 
flagpole trying to do the right thing. 

b2 -4 
b5 -1 
b7E -1 

b2 -4 
b7E -1 
b5 -1 

t:;5 -1 ..__ ________________________________ ...J 

Example - today List 51 was issued; Lists 49 and 50 were issued on Friday. I believe I was here, but no 
mail from TSA, and I check every hour. I h~ve raised this issue with people in TSA and here, and told the 
agents that getting the lists from me is now a luxury instead of a certainty. 

I bave tried ta arrange a roeetjna wjth! !TSA, but that has not worked out vet) I 

I I 
b7C -3 

_ b5 -1 .__ _________________________________ ___J b6 -3 

Again, please try to give me some time so we can meet and decide how we want to procee~. 

ThanksJ.._ _ __. 

SSAI !(fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

._ __ ....,~lea.gov 

b7C -1 
b2 -1,2 
b6 -1 
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From:! lifaa.gov 
Sent: Wednesday, October 02, 2002 2:57 PM 
Tod ~lea.gov 
Subject: Re:RE: RE: RE: Fwd[2] :NEADS NOBLE EAGLE Conference 15 Oct 02 

No problem with you orLJcoming over to review our holdings. 
is the TSI Watchlist POC, but she was out yesterda#-....,......,, 

..,_ ___ ..,......,._-,-,.... __ ...,..,,--_ __.who was on the hill testifyin,1-'-,_so ____ m_a~ 
have talked with instead. is ad I 

! ! is· on be pleased to assist 1. you are 
unable to reach either one is out today but will be back tomorrow) . ...._ __ __. 

----------~Reply Separator _________ _ 
RE: ;E; RE; Fwdf?J ;NEADS ~OBLE EAGLE Conference 15 Oct 02 ! _ ]l J@leo.gov> 
10/2 2002 1:24 PM ____ _ 

Subject: 
Author: 
Date: 

Hi .. l ___ _ 
Yes, that would have been SSA! !and he is assigned to the 
FBI 
Terrorist Watch List Unit. Asr7 discovered and asl h.nd I 
mentioned to I lmon~go (and as I told you I I 

I I guess we' re not asking in the right 
.._m_a_n_n_e_r_,_o_r_t_o_o_i_· n-fo_r_m_a_l_l_y ____ I_w_a_s ..... the one who suggested that._! __ _.hY to 

come over and see you all, and discuss our needs in person, as work1na 
through! !won't accomplish our purpose. I suggested thatl ____ ___. 

get.-----------------------, 
the first, and then come back 
here, 
see what we can locate on our own here and if we can't find something, 
ask 
you for the justification document later. 

Exactly who is it that we should deal with on a regular basis to 
regarding 
list content? List process? 

Thank you. 
All lNtORMATION CONTAINED I I 
~;~~~~~~<oQ~<o 1 N lS A et CAL 

»03 - '19 . 
SUSSMAN-244 

b7C -1,3 
b2 -1 
b6 -1,3 

b7C -1 
b6 -1 
b2 -1 

b7C -1 
b2 -4 
b7E -1 
b6 -1 



From: 
To: 
Date: 
Subiect: 

7/23/02 10:51 :33 AM 
Re: No-Fly List 

b7C -1 
b6 -1 

I would also add that OGC can help in the first category, establishing criteria, inasmuch as we can, per 

pik 

b2 -4 
bS -1,2 
b7E -1 

j b7C -1 
»j p7123/02 10:16AM >» b6 -1 

I let al: I his 1s to confirm our understanding in OGC of yesterday's meeting. We all recognize the 
needs: 

bS -1,2 

Obviously, CTD will have to address the last three of the four items listed above--although OGC will 
certainly help wherever we can. However, we can and should play an integral role in developing criteria. 
We can work on criteria in theory but we really need to learn the track record of experience 60 far. 

To that end, you agreed to consult with the co nizant eo le in the TWL unit and other IT sources to 
assemble some of the actual 

1...--_______ ___J. ____________________ ____J 

Let me know if your understanding is different than what I have described and please let us know how you 
are progressing in finding out the actual criteria used so far. 

ThankstA .... __ ____,~x□ 

CC: CUMMINGS, ARTHUR M.; .... I ________ ..... 
b2 -1 
b7C -1 
b6 -1 

b5 -1,2 
b7C -1 
b6 -1 



From: 
To: 
Date: 
Subject: 

SUSSMAN-248 

~--------L..----
1/10/02 7:42:36 PM 
FAA lists 

b7C -1 
b6 -1 

I would again like to discuss the purpose of the FAA name lists and the actual situation that is transpiring 
out in the field. I'm ok with the No-Fly list - threat to aviation - if we identify you, you don't fly. period. 

This whole issue needs to be revisited. 

ss/lJ I (fa><) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division I pieo.gov 

CC: 

.. Page 1 
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From: 
To: 
Date: 
Subject: 

I 

SUSSMAN-249 

1"'"0 .... /9"""'/0..,,2-1-:1-4"""':2,...1...,,P"""M-,------------...i 

Re: Terrorism Watch List, etc. 

and I have reviewed our email and TWL Criteri 

b7C -1 
b6 -1 

b2 -4 
b5 -1,2 
b7E -1 

»~ h 0/08/02 11 :31 AM »> . 
SS ... .-----..-.,...,.._.,,.="""~-nd I have been working on an EC to field offices and Legats to summarize the 
evolution of the 1 errorism Watch List (TWL), affirm criteria and protocols for TWL entries/removals, 
highlight ongoing TWL initiatives, and distinguish the TWL from other commonly-used watch lists. 

One of the more frequent issuesOnd I deal with on a daily basis is confusion in the field regarding what 
exactly the TWL is. Many SAs feel the FBl's TWL and TSA's No Fly and Selectee l,.im,are one and the 
same. Others express confusion regarding which agency handles which watch list.LJand I have · 
managed to pull together some information regarding some of the more commonly-used watch lists. 
Likewise, we have been meeting with representatives from those respective agencies who administer 
those watch lists to either validate or correct our understanding of their watch lists. 

I bs you know, we have been trying to work with TSA (a slow and interesting process) to resolve a lot 
of issues. In the interim, would you please review the attached "descriptions" of TSA's Lists to see if the 
descriptions are what you understand them to be? With the TWL EC we're working on, it is not our goal to 
send guidance to the field regarding TSA's lists. That will have to be handled in a subsequent 
communication, after we have worked out our differences with TSA. As such, I'm trying to keep the 

b7C -1 
b6 -1 

b7C -1 
b6 -1 
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descriptions as brief as possible. 

I ~e·~ed to stay consistent with the criteria for entry onto the TWL, as it is for 
criteria for entry into VGT F .~nd I would welcome any feedback you might have. Also, for 
information of ALU, a communication will be forthcoming regarding the privacy impact assessment. 

Attached hereto toQ1s the description of TSA's No Fly and Selectee Lists. 

Attached hereto for NSLU and ALU are suggested criteria and protocols for entry/removal to the 
TWL. . 

AgainOnd I will welcome your input. We're trying to get a comprehensive communication out to the 
field as quickly as possible to answer a lot of frequently asked questions. Thanks. 

CC: Bowman, MARION;I.__ __________ __. 

b7C -1 
b6 -1 



From: 
To: 
Date: 
Subject: 

D 

6/6/02 8 :28 :00 AM 
No Fly Lists 

b7C -1 
b6 -1 

Ran into an interesting problem and would like your take on the matter: 

Per what seems to be the growing trend, I took steps to help APO gain some autonomy in the No-Fly and 
Selectee Lists checking business. Specifically, I burned copies of both current lists, placed them in clearly 
marked folders, included a detailed instruction sheet on how to check the names and when to notify FBI, 
and gave a folder each to their communications section (dispatch) and their watch commander's office. 
The understanding was that as new lists were published, I would keep them updated. 

I got a call this morning from APO dispatch, asking me to check a name on the list. When I told them to 
check the list I had given them, the dispatcher said she had no knowledge of such a list. Cectaia !bis 
could not be the case, I contacted the APO day watch commander, who advised me thad I the 
Airport Precinct Commander, had ordered the lists reioYed aod ,troyed, as APO "wasn't going to do b 7 c -1, 4 
the FBl's job for them." Have not been able to contac _____ __,_ or comment, but it appears he does b6 1, 4 
not want his people to have to take on the responsibility of actually checking the names on the~rior 
to my giving APO copies of the list, the officer would respond to wherever the subject was, calL____JJr 
me, and we would give the thumbs up/down for the person to travel.) . 

As you know, neither myself nore:::::}an make ourselves available 24-7 to respond to every John 
Thomas or Ahmed Ahmed who pr~imself at a Hartsfield ticket counter. I guess we could go back 
to the old way, but it seems silly foL___j)r myself to relay information to APO which they could have in 
their own hands. Plus, your communications to the Airport Agents on this very subject seemed to indicate 
that the Bureau wants us out of the business of routine ID checks at ticket counters, limiting our 
involvement to matters which indicate the need for our INVESTIGATIVE involvement. 

Of course, we'll handle the political situation witt.i APO here in Atlanta, but I'd be interested in anything 
helpful you could add. · 

Regards, 
b7C -1 
b6 -1 

b7C -1 
b6 -1 



From: 
To: 
Date: 
Subiect: 

9/2pLQ2...1.D.;42:45 PM 
ReL__Jand No Fly List 

...__ _ __.~ Thanks for your reply. 1 will talk to you anQ next week if possibte:·, · 

»~ j 9/20/02 9:38:43 AM >» 

b6 -1,2 
b7C -1,2 

1"""""--,-.....1 sorry about the disruption yesterday, I was distracted. I did have an opportunity to talk with 
and I also included him in my last transmission. As tor know my previous communication stands . 

....,,.,...,...-i__ h say. Maybe we can revisit this issue in the future. Thanks! 
,.;...;;..;;..-_____ ____.09/20 8:22 AM>» 

thanks for the info. P.S. We miss you in the BCRA.o 

r-"-'"-"L..----, ___ ___,109/171 :21 PM>» 
,._ _ ___.~Ui'·nted to get back with you concerning our conversation, 09/17/2002 and your request to have b2 -4 

removed from the no fly lis · · · · i T A nd b7c -1, 2 
... o...,.t"'"he_r_s""', t,-o""'t_.ry to get to the bottom of th is~:-----:---:----:--:-----:--:--:-----r----,----,,-----1 b 7 E - 1 

However, Unfortunate I to be able to remov ame from b 6 - 1 , 2 

.__......,....,.. ____ ___, ______________ __, Therefore, we do not want to e 

faced with this risk. If you have any other questions please feel free to get back with me. Thanks! 
trai 111.· .1L.L.1..a.u..11.1.:1.J.U.1:;;___..., 

~• can you and the Terrorist Watch List Unit anQevisit this matter and see if you can ge□ 
L____JOff the list? 

b5 -1,2 
Thanks. b 7 C - 1, 2 

b6 -1,2 
SSA . .__ _______ ...... (fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 

nterterrorism Division 
le . ov 

.,..::;;;>>:;.;:~:i.---__.1.!::!B/~2~0/~0:.:2 3:41 :04 PM >» 

I I 
Attached is an e-mail documenting concerns of a Hawaii resident by the name od._ ____ _.bho is 

in fre uentl sto ed and questioned at various airports based upon the similarity of his name with that 
Can you offer any suggestions as to how this Hawaii resident can oblain some relief 

._f-ro_m.......,t ... ,s-s-c-ru_in_y_--..... an a computerised entry be rna."'e oo tbe oo-tlv jist tha~._ ____ ..JJwith :he · 
particular biographical descriptors is not identical to I b 7 c - 1 , 2 

b6 -1,2 

Thanks, 
b2 -1 



L 1 L -----~------- ______ S.USSMAN-255 
_______ .... r Re ___ _, __ .n.d ~o fly Ust . 

From: 
To: 
Date: 
Subject: 

9/17/02 8:01 :50 PM 
I land No Fly List 

b7C -1,2 
b6 -1,2 

Wow, that is the most interesting explanation I've heard yet. I'm not sure it's valid - it just doesn't sound 
right. However, I will forward this to the airport agents so they know why he is still on the list. thank you 
for your efforts. 

»~ I 9/17 /02 1 :21 :56 PM »> 

I 

»51 k>B/21 1 :05 PM »> 

~· can you and the Terrorist Watch List Unit andOevisit this matter and see if you can geo 
L__J off the list? 

Thanks. 

ssA !ctax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Coynterterrorism Division 

l@leo.gov 

»~ B/20/02 3:41 :04 PM »> -i---........................ 1 

b2 -1 
b7C -1 
b6 -1 

Attached is an e-mail documenting concerns of a Hawaii resident by the name o~ !who is 

.. Page 1 • 

b 
b 

7C -1,2 
6 -1,2 

b7C -1,2 
b6 -1,2 

being frequently stopped and questioned at various airports based upon the similarity of his name with that b 7 c - 1 , 2 
I lean you offer any suggestions as to how this Hawaii resident can obtain some relief b 6 -1, 2 
from this scrutiny. Can a computerised entry be made on the no-fly list that! ~ith the 
particular biographical descriptors is not identical to! I 
Thanks, 

SSA._! ___ __.I Counterterrorism Squad, Honolulu 

CC: 

All INFORMATION CONTAINED 
HER~ IS UNCLASSIFIED / / 
OATt -s-o~ .6vU...C. loO~fo'1 Nl.S {Ar. CAL 

C\&03 ·/ ''V)q 

b7C -1 
b6 -1 



From: 
To: 
Date: 
Subject: 

9/1 

b7C -1,2 
b6 -1,2 

I: !oder /he rationale ollwll~ m, I r. 
l =---------------------___.!Maybe we should put ner on 1 

ist... .... 

Unfortunately, eggheaded thinking like this muddies the waters to the point where the no-fly and selectee 
lists become virtually worthless (garbage in, garbage out). On the plus side, it strengthens FBIHQ's case 
regarding the limitation of TSA's 1 B11 investigative authority. 

Fly armed, b7C -1 
b6 -1 

»~ !09/17 8:05 PM>>> 
I forward the attached for your information. Knowing this group, there will undoubtedly be some wise 
comments and observations, which I welcome. 

Thanks. 

.. f'age 1 , 

b2 -4 
b7E -1 
b6 -1,2 
b7C -1,2 



From: 
To: 
Date: 
Subject: 

9/30/02 9:52:27 AM 
No-Fly Question 

SUSSMAN-257 

b7C -l 
b6 -l 

Re the attached article. Who does "maintain" or is "responsible" tor the no-fly list? 
No-Fly Blacklist Snares Political Activists 
The San Francisco Chronicle 
By Alan Gathright 
September 28, 2002 
SAN FRANCISCO, CA -- A federal "No Fly" list, intended to keep terrorists from boarding planes, is 
snaring peace activists at San Francisco International and other U. S. airports, triggering complaints that 
civil liberties are being trampled. 
And while several federal agencies acknowledge that they contribute names to the congressionally 
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is 
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to 
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and 
others are raising questions about the criteria federal authorities use to place people on the list -- and 
whether people who exercise their constitutional right to dissent are being lumped together with terrorists. 
'What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in 
charge; said Sarah Backus, an organizer of the Wisconsin group. "That's really 1984-ish." 
Federal law enforcement officials deny targeting dissidents. They suggested that the activists were 
stopped not because their names are on the list, but because their names resemble those of suspected 
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation 
Security Act, after two Sept. 11 hijackers on a federal "watch list" used their real names to board the 
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the 
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties 

· advocates. They want to know what safeguards exist to prevent innocent people from being branded "a 
threat to civil aviation or national security." 
NO ACCOUNTABILITY 
And they are troubled by the bureaucratic nightmare that people stumble into as they go from one 
government agency to another in a maddening search to find out who is the official keeper of the no-fly 
list. "The problem is that this list has no public accountability: People don't know why their names are put 
on or how to get their names off," said Jayashri Srikantiah, an anorney with the American Civil Liberties 
Union of Northern California. "We have heard complaints from people who triggered the list a first time 
and then were cleared by security to fly. But when they fly again, their name is triggered again." 
Several federal agencies -- including the CIA, FBI, INS and State Department -- contribute names to the 
list. But no one at those agencies could say who is responsible for managing the list or who can remove 
names of people who have been cleared by authorities. Transportation Security Administration 
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with 
colleagues, modified his response: His agency does not contribute to the no- fly list, he said, but simply 
relays names collected by other federal agencies to airlines and airports. "We are just a funnel," he said, 
estimating that fewer than 1,000 names are on t~e list. 'TSA has access to it. We do not maintain it." He 
couldn't say who does. 
Steigman added he cannot state the criteria for placing someone on the list, because it's "special security 
information not releasable (to the public)." However, Bl! spokesman Bill Carter said the Transportation 
Security Administration oversees the no-fly list: ''You're ar.king me abo-,Jt gomething TSA manages. You'd 
have to ask TSA their criteria as far as allowing ind',•:i::tual~ Cfl an ~,:rplane er not." In addition to their alarm 
that no agency seems to be in charge of the list, er ''.~s are worriad hy the many agencies and airlines that 
can access it. 'The fact that so many people potentially have access to the list," ACLU lawyer Srikantiah 
said, "creates a large potential for abuse." 
At least two dozen activists who have been stopped -- none have been arrested -- say they support 
sensible steps to bolster aviation security. But they criticize the no-fly list as being, at worst, a Big Brother 
campaign to muzzle dissent and, at best, a bureaucratic exercise that distracts airport security from 



looking for real bad guys. "l think it's a combination of an attempt to silence dissent by scaring people and 
probably a lot of bumbling and inept implementation of some bad security protocols," said Rebecca 
Gordon, 50, a veteran San Francisco human rights activist and co-founder of War Times, a San Francisco 
publication distributed nationally and on the Internet. 
Gordon and fellow War Times co-founder Jan Adams, 55, were briefly detained and questioned by police 
at San Francisco International Airport Aug. 7 after checking in at the American Trans Air counter for a 
flight to Boston. While they were eventually allowed to fly, their boarding passes were marked with a red 
"S" -- for "search" -- which subjected them to more scrutiny at SFO and during a layover in Chicago. 
Before Adams' return flight from Boston's Logan International, she was trailed to the gate by a police 
officer and an airline official and searched yet again. While Gordon, Adams and several of the detained 
activists acknowledged minor past arrests or citations for participating in nonviolent sit-in or other 
trespassing protests, FBI spokesman Carter said individuals would have to be "involved in criminal 
activity" -- not just civil disobedience -- to be banned from U.S. airlines. 
DEFINING AN ACTIVIST 
But, Carter added, 'When you say 'activists,' what type of activity are they involved in? Are they involved in 
criminal activity to disrupt a particular meeting? ... Do you plan on blowing up a building? Do you plan on 
breaking windows or throwing rocks? Some people consider that civil disobedience, some people consider 
that criminal activity." Critics question whether Sister Virgina Lawinger, a 74-year-old Catholic nun, is the 
kind of "air pirate" lawmakers had in mind when they passed the law. Lawinger, one of the Wisconsin 
activists stopped at the Milwaukee airport on April 19, said she didn't get upset when two sheriff's deputies 
escorted her for questioning. 
"We didn't initially say too much about the detainment, because we do respect the need to be careful 
(about airline security)," the nun recounted. "They just said your name is flagged and we have to clear it. 
And from that moment on no one ever gave me any clarification of what that meant and why. I guess that 
was our frustration." Five months later, the 20 members of Peace Action Wisconsin still haven't been told 
why they were detained. Even local sheriff's deputies and airline officials admitted confusion about why the 
group was stopped, when only one member's name resembled one on the no-fly list. 
At the time, a Midwest Express Airlines spokeswoman told a Wisconsin magazine, the Progressive, that a 
group member's name was similar to one on the list and "the (Transportation Security Administration) 
made the decision that since this was a group, we should rescreen all of them." At a congressional 
hearing in May, Wisconsin Sen. Russ Feingold pressed FBI Director Robert Mueller about the 
Milwaukee incident, asking him pointedly for an assurance that the agency was not including people on 
the list because they had expressed opinions contrary to the policies of the U.S. government. Mueller's 
response: "We would never put a person on the watch list solely because they sought to express their 
First Amendment rights and their views." 
DATABASE OF SUSPICION 
The law orders the head of the Transportation Security Administration to work with federal intelligence and 
law enforcement agencies to share database information on individuals "who may pose a risk to 
transportation or national security" and relay it to airlines, airports and local law enforcement. It also 
requires airlines to use the list to identify suspect passengers and "notify appropriate law enforcement 
agencies, prevent the individual from boarding an aircraft or take other appropriate action." In November, 
Nancy Oden, a Green Party USA official in Maine, wound up being a suspect passenger and was barred 
from flying out of the Bangor airport to Chicago, where she planned to attend a Green Party meeting and 
make a presentation about "pesticides as weapons of war." 
Oden said a National Guardsman grabbed her arm when she tried to help a security screener searching 
her bags with a stuck zipper. The middle-aged woman, who said she was conservatively dressed and 
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started 
spouting this pro-war nonsense: 'Don't you understand that we have to get them before they get us? Don't 
you understand what happened on Sept. 11 ?" Airport officials said at the time that Oden was barred from 
boarding becausn she was uncooperative with security procedures, which she denies. 
Instead, Oden poi:1ted out that the American Airlines ticket clerk -- who marked her boarding pass wi'.:, an 
"S" -- had acknowledged she wasn't picked by random. "You were going to be searched no matter what. 
Your name was checked on the list," he said, according to Oden. "The only reason I could come up with is 
that the FBI is reactivating their old anti-war activists' files," said Oden, who protested the Vietnam War as 
a young office worker in Washington, D.C. "It is intimidation. It's just like years ago when the FBI built a file 
about me and they called my landlord and my co-workers .... They did that with everyone in the anti-war 

SUSSMAN-258 



movement." A 
TOOL FOR TERROR 

b7C -1 
b6 -1 

In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking 
individuals who had not committed a crime but were suspected of terrorist links. "It is critically important," 
he said, "that we have state and locals (police) identify a person has been stopped, not necessarily 
detained, but get us the information that the person has been stopped at a particular place." None of this 
makes the peace activists feel any safer -- about flying or about their right to disagree with their 
government. 
"It's probably bad for (airport) security," said Sister Virgine. "Stopping us took a lot of staff away from 
checking out what else was going an in that airport." Ultimately, she said, "To not have dissent in a country 
like this would be an attack on one of our most precious freedoms. This is the essence of being an 
American citizen -- the right to dissent." 

CC: 

SUSSMAN-259 
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., 
!-'age 1 I 

- .. -."~. ·-· ~·--,,•·· -·'-,-•· ...... ~...-·~ -.•7·····•-· .•-· -·· 

From: 
To: 
Date: 
Subject: 

12/26/02 2:57:25 PM 
Re: No Fly List Issue 

- b7C -1 
b6 -1 

No, I have not heard anything, but I would be pleased if the SACs would talk to someone about it. As with 
everything else these days, there probably needs to be an MOU between the TSA and all the submitting 
agencies that no names will go on the list without associated gender unless the reason is com ellin . No 

II full accountable to fix the roblem describe -

I'm sorry I can't help you further, except that I will send a copy of the below email directly t1 
I I ~-____. 
By the way, I'm retiring from the FBI on 12/31, and SS~ I will be the Civil Aviation Security 
Program manager, if you have further questions or need additional help. Please give my best to SAC 
Knowlton. 

Regard□ 

bl 
b2 -4 

b2 

b2 -4 
b7E -1 

b7C -1 
b6 -1 

.-CJ->__._ ....... _____ ___,!12/26/0212:10:14 PM»> 

Do you have any update on this matter? 

b5 -1 
b7E -1 
b6 -2,6 
b7C -2,6 

Thanks, 

I I 

r-(5->---r--_____ ....,l12t1211:20 AM>>> 

b2 -1 
b7C -1 
b6 -1 

ASAC Pisterzi writes of a situation which I've brouoht to vour attention. as well as to the TSI Watch· 
namely that we need tol I 

I i ( c· ,, '-------------------------------J-c...;;, J 
Please talk t~ ~o see if TSA will re?-=u:.:.:.ir.=.e..::th.:..:e;..;s:..::u:z:::.=.:.;;i..;=;:,,;,;::,:.=.::....:=..i=..:a.:::en:.:.:d::.::e:.:.r.::.in.:.::to~the 
information forwarded to TSA for inclusion on the list 

C~~tFIED BY: UC.. ~Ocl(p')_NLS 
REASON: i .5 ( C.. ) ~ 
DECLASSIFY ON: X_!f~I-L) __ 

CA~ 03-/~'l ~ 

:SJ 
~ '- CA<... 

SECRET 
SUSSMAN-264 

bl 
b2 
b7E 
b3 
b6 



St\J···i~-~1 
I'm sure an expeditious response will be most appreciated by all concerned. Thanks. D 
ss~ le fax) 
Civil Aviation Security Program, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 

I Fleo.gov 

»> ALBERT J PISTERZI 12/10/02 12:06:13 PM>» 

I I 

b2 -1 
b7C -1 
b6 -1 

SAC Knowlton would like a resolution to a recurring problem we've encountered in LV regarding a No-Fly 
List (NFL) issue. 

I ,.(SJ .__ ______________________ _. 

and has not been rectified. 

Your attention in this matter is very much appreciated. 
AL 

CC: Aviation-CAS Program;!,__ ________ __, 

SUSSMAN-265 

b2 -1 
b7C -1 
b6 -1 

bl 
b2 -4 
b7E -1 
b6 -2,6 
b7C -2,6 



b2 -4 
b7E -1 
b7C -1,3,5 
b7D -1 
b6 -1,3,5 

SUSSMAN-266 

Cc: t-'-------~=-.:.,.-t... _______ L__---, 

Subject: RE: TSA No Fly List 
Date: Thu, 18 Jul 2002 13:51:03 -0400 

Please advise who will attend this meeting. I may be reached a~ ______ I Thanks. 

b7C -1,3,4,5 
b7D -1 
b6 -1,3,4,5 
b2 -2 

b6 -3 
b7C -3 



-----Original Message----

F rorn~ lFBI) [rnailt~ ~leo.gov] 
Sent: July 06, 2002 2:51 PM ---
Tof.r-----?(E-ma,_il...,)I..__ ____ _ 
Ccl__ _ __ [E-mail)J !{E-mail) 
Subject: Re: TSA No Fly List 

SUSSMAN-267 

b7C -1,3,4,5 
b7D -1 
b6 -1,3,4,5 

D sorry, I was looking on the wrong lists - it looks like there is ~ ~n the most current 
Selectee List 44. ----

To: 

Cc: ,__.....,. ____ ....,..(E-mail)'1 ... ------~state.gov>; I 
(E-mail)"i--"""='"""~=--=-=~ st.dot.gov> -----
Sent: Friday, July 05, 2002 5:50 PM 

faa.gov> 

Subject: Re: TSA No Fly List 

Hello~---

b 7 c -1,2,5 
b6 -1,2,5 

b7C -1,3,4,5 
b7D -1 
b6 -1,3,4,5 

It appears that there is no more I Ion either of the two lists (No Fly 73 or Selectee 44), so 
Md I should have no more problems for now. However, if another I I should 
be put on the list, his name would trigger something. Your advice was the best that could be given 
under the circumstances. I don\ know if FBI put him on the list or not. b 7 c - 1 , 2 , 5 

b6 -1,2,5 

1-_____ _.ISupervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investigation 

From: ,:...;,J-----~~-""'."""".,.. ____ ........, 
To:.,_ ____ -.:i.;;;E;...-m~ail)",__--,. __ ....,.~ . ov .--------. 

Cc: L....:-~-----,--:~_-mail)" ....... --.........i=~ov;I......,.:"!"":'!"" __ _ 
(E-mail)' @ost.dot.gov; E-mail)" 

b2 -1 
b7C -1,3,4,5 
b7D -1 
b6 -1,3,4,5 



SUSSMAN-268 

To1,...! _____________ _._I ________ --, From:I ~\(FBI\)i @leo.gov> 

References:! I 
Subject: ReL: -1-sA.,....._N"""o....,F ... l_y..,.L-1s.,..t------------------~~ C - ~ 1, 5 

Date: Tue, 18 Jun 2002 21 :31 :57 -0400 b 7 D -1 

Hi - Im working late, which gives me time to answer. I have been = b 6 - l, 5 

preaching the exact same problems here, but perhaps it will mean more to = 
my bosses coming from you. Anyway, I met with TSA recently and it was = 
quite revealing, so Iii give you the latest. 

b2 -4 
b7C -1 
b7D -1 
b7E -1 
b6 -1 



SUSSMAN-271 

Reply-To \(FBI\)"~ @leo.gov> .--.,__------,,-..1 
From: FBI\ ' leo.gov> 

.,....L--------1::.-""'""-'-------"'-i 
To: i,------,...--------1 Bcc: ___________ ......... (DOT\)".__ ___ .....-ost.dot.gov> 
Subject: Re: TSA No Fly List 
Date: Tue, 18 Jun 02 18:35:33 -0400 

b7C -1,3,5 
b7D -1 
b2 -2 
b6 -1,3,5 

Thank you for the email, and who i~ ... -----~ obviously TSA, but I've 
never met her. Is she an International rep or someone directly involved 
with the lists? I would welcome such a meeting, as our agents are 

b7C -3,5 
b6 -3,5 

having the same problems, but we are the ones giving the TSA the info, 
so it's hard to criticize ourselves. I've learned more about that since 
our last interaction and can talk to you about it if you want to call. 
The TSA maintains that they still only act as a conduit for the FBI and 
make no decisions about who or what to put on the list, but they refuse 
to coordinate the procedures with the FBI. The lack of coordination 
issue has been raised up pretty high now in the FBI due to questions 
posed to the Director for the bearings. I will keep you posted. 

Thanks.□ 

...._ _____ ..... I Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
Federal Bureau of Investiption 
I ~fax) 

---- Original Message -----
From I 

b7C -1 
b6 -1 

Toj l(E-mail) 

Cc l(E-mail) ~=======KE-mail) ; .... I ___ _ 
(E-mail) 

Sent: Tuesday, June 18, 02 12:18 PM 
Subject: TSA No Fly List 

D 

b2 -1 
b7C -1,3,5 
b6 -1,3,5 

b2 -4 
b7C -3 
b7D ~l 
b7E -1 
b6 -3 



' 
I ' 
I 

AUG-08-02 11:57 AM 
51155MAN-2Z3 

JACKSONVILLE, FLORIDA 32207 
PHONE:! I 

FAX:J I 
b2 -1 
b7C -1,2,6 
b6 -1,2,6 

Date:_ .f' .... f~8:;..ij_lf1,....ar::.-______ Time: _______ _ 

To: .... l ____ "T-_...,
0
...,..._...,... __ Sender! ... ______ _:-----

From L..--------...J------------------

R E: _ .. ~ o ~ Lwf-
Tclccopy#:___. _____________ ..J_ _____ _ 

1 
I 

Number of pages (including cover): ____________ _ 

1 1"'\ ....+--- c·l...._ __ ------1--Spccial Instructions: ___ l.J....V'\ ___ 1 r_ ': _ 

CM.o LY'--··~~-

If there is any prob Jen, with the enclosed telecopy, please call. 

CONFIDENTIALITY NOTE 

The documcuts accompanying this telecopy transmission contain infonnation from the 
l !which is confidential or privileged. The infonnation 
is intended to be for the use of the individual or entity named on this transmission sheet. 
If you arc the intended recipient, be aware that any disclosures, copying, distribution, or 
use of this information is prohibited. If you have received this tclecopy in error, plcm;e 

-::,notify us by telephone immediately so we can arrange for the retrieval of the original 
d(l('l1111Cl11 

Florida Statute (395.017) and Federal Regulations (42 CFR Part 2), prohibits you from 
making :iny further disclosure ofrhis infonnation except with the specific written consent 
of the person to whom it pertains. 

ALL mroRMATION CONTAINED 

1 
/ 

I\A ... ~ -~~y __ ~'11\Jl.S A<o C4 L 
HERElli. IS llliC~jlF~ 

G4 03- I ·'V) ~ 

P.01 



AUG-08-02 11:57 AM 

I 

August 6, 2002 

I !supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic T ~rrorism CounterterTOrism Planning Section 

RE: No t1y list/deny boarding list. 

Dcarl._ ___ ___, 

SUSSMAN-274 j 

b7C -2 
b6 -2 

P.02 

b7C -1 
b6 -1 

.b7C -2,6 

l am writing this letter to thank you for your effort in resolving my situation. As b 6 - 2 , 6 

recommt!nded I wrote a Jetter to the Corporate Security Offices of most of the North 
American Airlines. To help you remember my situation. 1 am attaching a copy of your e-
mail tol I 
I have not heard from the Airlines and it may be some time before l receive a response 
from th~m. It may be extremely helpful for me if I could have a st11ten1ent from you, on 
your stationary, indicating the fact that lam not the individual that the FBI is looking for. 

I am assuming thttt if I can present this statement at the time of boarding an aircraft it 
would facilitate my processing. 

I !I.end my hc.!Sl regards and I wish you luck with catching the three bad guys that arc 
causing me such anguish. 
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:.-----1 -------, 

·;•iif4/lir~-~~ ... .-

l..---------------•---------------b 2 -2 
From: 
Sent: 
To; 
Cc: 
SubJect: 

I ,,eo.gov] I UwJda!, Juli, Zll. 2!!!t1: 3:41 F 

Dea~~-------~ 

b7C -1 
b6 -1 

Thank you for your email to explai~I l:x:erience at Jacksonville 
Ai~port. Please understand that it is notl lwho is on the No Fly 
list, but similarly named people who may pose aa g,r to aviation. As you 
might imagine, I !experience is repeated across the country with 
the more common names, both in Arabic and English. tt's difficult to be too 
cautious. ?rocedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don't have the capability or 
don't accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, lt's possible they didn't want to render a decision until they 
w9re absolutely sure of who! j was, or wasn't. Unless there is a 
.real question IHJ to whether! j is the same as someone on t:he list, 
clearance should not take more than 5 minutes. 

r ju9t got off the phone withl land it oounds like a problem with 
the airlines at Jacksonville airport, becaus~ j advised that he 
didn't have the same problem at Dulles in O.C. I provided! !with 
soma guidance for contacting the airlines with whom he has a rrequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I know! ! spolce with &omeone today at the 
Jacksonville rBI office, but I didn't recognize ~he name of the person he 
spolce with. Therefo;c-e, r will be contac:tin-g two experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 

Sincerely, 

I I Supervisory Special Agent 
Civil AvLation Security Proqram 
Spacial Events Management Unit, ~oom 11795 
Domestic Terrorism Countorterrorism Planning Section 
Co~nterterrorism Division 
federal Bureau of Investigation 

I I (taxi 

E"ro 
To: 

. :b• :·· :·':·••d :: t: ::u ::r••ding. "No Fly Li■ t" in which ·••I >ihas inadvertently been put on. ~she was 
> o•v ngac sonv~ In ffi ing, he was detained for forty-five (451 
> m~nutas \and almost missed his flight to New Orlaang) to be run through 
> every computer _database that was available by the local authorities. The 
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> local authorities suggested that he call the FBI to have his removed from 
> thi.s so-called "No Fly List'', The TSA. and FAA were also notified by both 
~ I of!ice personnel, as well as myself. ~fter numerous calls, 
> transfers, etc., we were directed back ta the FBI. 
>..------. 
>! !is a very well-known and respected! I::::::: 
> Jacksonville, FL area (please refer to his website:! l 
> Quite often, he is required to travel out of state 0111 , uasx, ess, 
> personal and other hospital related issues: and it is imperative that he 
not 
> be continually detained by the authorities. ~fter the 9/11 terrorists 
> atta9xs, we un~erstand the naad for increased security; however, we hope 
> thatl~-----~Jwill not have to endure the humiliation and delay in travel 
> that he experienced this rnornin~. 
> 
> His passport number is: I His date of birth is: > ______ _, 

> On Monday, July 29th,! I will be meeting with the local FBI here in 
> Jacksonville, FL. If there is any further light you can shed on ~his 
> incident, it would be greatly apprecia~ed. 
> Tncmly, 

> 
> 

2 
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I I 
I I July 30, 2002 

Dclt ti Airlines lnc. 
Hartsfield Atlanta International Airport 
Atlanta, Georsia 30320 

ATfN: Corporate Security b7C -1,2 
b6 -1,2 

RE: No f1y list and/or deny boarding list 

I am writing this letter on a suggestion frod lwith t~o FBI office in 
Washington, DC. Apparently, three names similar to mine: arc currently included in the above 
list. During my recent travels I had significant difficulties boarding a plane because of the 
increased security. I understand the added security requirements that are mantlated by the FBI 
and the homeland security needs. 

I ~ith the FBI officl! in Washington, DC, has indicated that the airlines Corporateb7c _1 
Security Offices are required to implement systems that will meet the security needs oflaw b6 -1 

enforcement without creating a burden on innocent passengers like myself. 

On July 12. 2002, while traveling thru Washington Dultcs Airport I was delayed 20 minutes 
because my name came up in the system as matching a name in the list. On July 26, 2002 in 
Jacksonville International Airport I was detained for 4S minutes by police officers at tha airport 
because my name matched a name on the list. I was eventually allowed to board the airplane but 
not before causing me great anguish. 

The namJ !cannot be removed from the list until the issues of the three 
individuals mentioned in the list arc resolved. I understand this. However, I believe that your 
agency ~an include some information in your system to identify me as someone that was already 
cleared by the FBI and should be allowed to board without unnecessary delays. 

ram enclosing a complete set of infonnation about myself in the attached sheet of paper. I am 
also sending you copies of my passport. driver's license and a few of my frequent flyer m1mbers. 
If you hnve any questions please call me. Moreover, if you have any questions about your duties 
and your responsibilities to US Citizens please contact! lat the FBI office in 
Washington, DC. If you need to contact me directly, my cell phone is I I 

ds 

cc: 

b7C -2 
b6 -2 
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My name i~._ ____ ...ilmy middle initial i~----"""' 

My full numc is....._ ____________ ___,j 

Social Security Numbed._ ___ ____. 

Datt! of Birlh .... l ___ ___, 
Place of birth~._ _____ _. 

My US Passport Number i~..._ ___ ___. 

My United Airlines Frequent Flyer Number isl._ ____ ___,J 

My Delta frequent flyer Number is: .... l ____ ...1 

·m INrQRMATION CONTAINED 

HE~ts. U~I.ASSIFIED I I 
DA ~:~y Uc,.,~ o.z b ') "' w ~ <o Cll l. l!0-3-1')')<) 
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August 6, 2002 

_____ ____.!Supervisory Special Agent 
Civil Aviation Security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 

RE: No fly list/deny boarding list. 

Dear ..... l __ ___. 

SUSSMAN-280 

b7C -2 
b6 -2 

~-

I am writing this letter to thank you for your effort in resolving my situation. As 
recommended I wrote a letter to the Corporate Security Offices of most of the North 
American Airlines. To help you remember my situation, I am attaching a copy of your e­
mail to 

I have not heard from the Airlines and it may be some time before I receive a response 
from them. It may be extremely helpful for me if I could have a statement from you, on 
your stationary, indicating the fact that I am not the individual that the FBI is looking for. 

Essentiall if I have a note statin ith passport number 
date of birth ocial security numbed I resident 

at..___.-_____ ___. n Jacksonville, Florida, born i~.__ _____ ..... ~tc. is 
not the _______ hat we are looking for". 

I am assuming that if I can present this statement at the time of boarding an aircraft it 
would facilitate my processing. 

I send my best regards and I wish you luck with catching the three bad guys that are 
causing me such anguish. 

c_,•_ I 

b7C -2 
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July 30; 2002 

Delt l'l Airlines Inc. 
Hartsfield Atlanta International Airport 

,, 
Atlanta, Georgia 30..,20 

A TIN: Corporate Security 

RE: No fly list and/or deny boarding list 

SUSSMAN-281 

I 
b7C -2 
b6 -2 

b7C -1 
b6 -1 

I am writing this Jetter on a suggestion from! !with tJ1e FBI office in 
Washington, DC. Apparently, three names similar to mine are currently included in the above 
list. During my recent travels I had significant difficulties boarding a plane because of the 
increased security. I understand the added security requirements that are mantlated by the FBI 
and the homeland security needs. 

I Jwith the FBI office in Washington, DC, has indicated that the airlines Corporate 
Security O 1ces are required to implement systems that will meet the security needs oflaw 
enforcement without creating a burden on innocent passengers like myself. 

On Julyl2, 2002, while traveling thru Washington Du\tes Airport I was delayed 20 minutes 
because my name came up in the system as matching a name in the list. On July 26, 2002 in 
Jacksonville International Airport I was detained for 45 minutes by police officers at the airport 
because my name matched a name on the list. I was eventually allowed to board the airplane but 
not before causing me great anguish. -

The namel kannot be removed from the list until the issues of the three 
individuals mentioned m the list are resolved. I understand this. However, I believe that your 
agency can include some information in your system to identify me as someone that was already 
cleared by the FBI and should be allowed to board without unnecessary delays. 

I am enclosing a complete set of information about myself in the attached sheet of paper. I am 
also sending you copies of my passport, driver's license and a few ofmy frequent flyer numbers. 
If you have any questions please ·call me. Moreover, if you have an~ questions about your duties 
and your responsibilities to US Citizens please contac~ ... -.,.,.....,.... ........ t the FBI office in 
Washington, DC. If you need to contact me directly, my cell phone isl I 
With kindest reuards. 

cc:j fBI Supervisory Special Agent ..._ ___ __, 

b7C -1 
b6 -1 
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My name is._! ____ ----1!my middle initial i~._ ___ ----1 

My full name i~._ ____ ____,Jlo~ ..... _____ ____,J 

Social Security Numbe~ I 
Date of Birthl _____ .... 
Place of birth:._! _____ ____J 

My US Passport Number is!....._ ____ ...J 

My United Airlines Frequent Flyer Number isl ______ ____. 

My Delta Frequent Flyer Number is: I 
-------' 

All !NF!mMATION CONTAIN8) ( J 
DA • Y U, CJ. t)_celO .J 
HE~I UN SIFIEO ' '\ ,J (....' A v.lL 
CA 03- ')')~ 
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From: b2 -2 
Sent: 
To: 

I ,,eo.gov] I Monday, July 29, 2002 3:47 P b7C -1,2,6 
b6 -1,2,6 

Cc: 
Subject: 

Dear Ms.~'------...1 
Thank you for your email to explain! !experience at Jacksonville 
Airport. Please understand that it is not! !who is on the No Fly 
list, but similarly named leople who may pose a danger to aviation. As you 
might imagine,[experience is repeated across the country with 
the more common names, bot in Arabic and English. It's difficult to be too 
cautious. Procedurally, when people with names similar to names on the list 
present themselves at the ticket counter with their identification, airlines 
are given the option of determining for themselves that the passenger is not 
the person on the list. Some airlines either don't have the capability or 
don't accept the option to make the determination, and therefore they must 
contact the airport police for a decision. If the police were checking 
databases, it's possible they didn't want to render a decision until they 
were absolutely sure of whd 'was, or wasn't. Unless there is a 
real question as to whethe~ _____ __.is the same as someone on the list, 
clearance should not take more than 5 minutes. 

I just got off the phone with! I and i; soppds like a problem with 
the airlines at Jacksonville airport, because1 J advised that he 
didn't have the same problem at Dulles in D.C. I provided! I with 
some guidance for contacting the airlines with whom he has a Frequent Flyer 
number, and also for initiating contact himself with the airport police 
prior to arrival at the airport, to give them a heads-up. 

In the meantime, I know! !spoke with someone today at the 
Jacksonville FBI office, but I dian't recognize the name of the person he 
spoke with. Therefore, I will be contacting two experienced aviation 
security agents in our Jacksonville office for follow-up at the airport to 
see if there is a problem which can be easily rectified. 

Sincerely, 

I !supervisory Special Agent 
Civil Aviation security Program 
Special Events Management Unit, Room 11795 
Domestic Terrorism Counterterrorism Planning Section 
Counterterrorism Division 
federal Bureau of Investigation b2 -1 

b7C -2 
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I b7C -1,2,6 
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----- Original Message 
Fromµ:~'=====-:-------------------.J 

~~ ~ ~ Heu:yo:: ►, 
Sent: Mondav, JI_ 2'9 
Subject:! ..._ ________ __,J 

2002 2: 33 PM 

> The FAA referred me to you regarding a "No Fly List" in which our! >! I has inadvertently been put on. As h .. e_w_a_s _ _. 
> leaving Jacksonville this morning, he was detained for forty-five (45) 
> minutes (and almost missed his flight to New Orleans) to be run through 
> every computer database that was available by the local authorities. The 
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> local authorities suggested that he call the FBI to have his removed from 
> this so-called "No Fly List". The TSA. and FAA were also notified by both >! ! office personnel, as well as myself. After numerous calls, 
> transfers, etc., we were directed back to the FBI. 
> >!~-----, is a very well-known and respected physici~n here the 
> Jacksonville, FL area (please refer to his website: l L 
> Quite often, he is required to travel out of state for seminars, business, 
> personal and other hospital related issues; and it is imperative that he 
not 
> be continually detained by the authorities. After the 9/11 terrorists 
> attacks, we understand the need for increased security; however, .we hope 
> that! I will not have to endure the humiliation and delay in travel 
> that he experienced this morning. 
> 
> His passport number is: I I· His date of birth is: 
> .---... ·====--------'· 
> On Monday, July 29th,! !will be meeting with the local FBI here in 
> Jacksonville, FL. If there is any further light you can shed on this 
> incident, it would be greatly appreciated. 
> 

~ /Sincerely, 

>.__ _____________ __,1 

> 

2 
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...._ ___ @,___,lea.gov 
Sent: Friday, July 05, 2002 9:51 AM 
Subject: TSA No Fly List 

b7C -1 
b2 -1 
b6 -1 

There is a specific case involving the TSA List which is a slightly 
bigger 
problem for us. The list contains the namel 
Id !we have a Mr.I.-_____________ ...___,~ho is 

continually denied access to the automated check-in and is given the 
third 

e every time he flies. The problem is our Mr._l ___ ... ~s the ... ! __ 
,..... ___________ ____.which ~eans that he a member o~._ __ _. 
,...._ _______ ___. hich means that he is required to travel the world 

for 
preparatory meetings related to th.~._ _______ ___. 

We have advised our!_ ---~o book his ticket using his full names 
which 
match those on his passport i.e; .__ ___________ _.His 
travel agent has added his Frequent Flyer details to all his bookings 

and 
provide~ ______ P-OB, Passport # and Country oflssue so he can 
checked out early through0when he travels to thej I Still he 
get's hassled. 

Is there anyway way for you folks to verify whether you~._ __ __.lis 
still 
a 

valid name, add more details or delete it? 

We 're still looking forward to meeting with you folks to try and come to 
grips with the TSA List issue. 

Happy 4th! 

D b7C -5 
b6 -5 

b7C -2 
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4. Watch Lists 

b2 -4 

b7E -1 

b2 -4 

b7E -1 

bS -1 

b2 -4 

b7E -1 

Number of different lists 

9/11 - Project Lookout Watch List (450 names} 

Widely disseminated 

Pared down, threats to air travel turned over to FBI 

Eliminated on 10-23-01 

Terrorism Watch List established March, 2002 

Protocols for addition and removal of names 

Through VGTOF,l._ ____ ----1 

TSA maintains 2 lists: ( 1) No Fly List and (2) Selectee Lis~ I I .....__ __ 
(J,Y~ .,, (i Names from various sources, but attributed to FBI 

Poor Identifiers 

No Fly List - FBI called upon to investigate 

No removal process 

Investigative Law Unit involved 

NSLU working with DOJ, INS on MOU 

Recommendations: 

v(•f tJ l. 
I, ')VV' f' 

fir(/u,rr ~ ""' 

.,;., . r -i\;s-'t 

b6 -1 

□ 
,__ _______________________ __J~:c_:1 
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b5 -1 

b6 -1 
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b6 -1 

b7C -1 

b6 -1 

)'I:!':~) ~ J:.~ c;_{~ ~r 1,t"..__A l'-< fl--1 ,,~-
c9 I~ '1r- J1,._ i"v,fl~) ;~ l OU\ \ 

Privacy [ssues 
'}.,t l.(,(;~ \-u ( .1-v(J ~ .. ~\ . .J 

"h.~ -

_Libraries/Book Stores HL INFOil1:f\!lu,1 i..ONTAINEJ) 

~~?WJ;J1_4!#~"'6/4 NSLU1.__ _ _______.~ 

Colleges 

NSLU -I 

First Amendment Activities -

b2 -4 

b7E -1 

Fc1 Gl,- 1 ~ -· &p.:,;i( 

.___ __________ ....... I u/ ?>-,1-."' 

Dissemination of (W at~h-Lffi's(~ Fly Lists \,.. la 
., . _,7. - · D~ U Ji,.- hrA LJ.--N-, L.1! - 1~ .---I~---. I q,CA- . 

Spik~-----~ay have worked on - put to~ether EC on who should go on list) 

. - CJ< ... q"c£erf G~c.,t\;,...,, ,~ fG <' ' 
Information Sharing with State and Local Law Enforcement 

FTITF - J?ata Mining 
Ct~i1 I· " 5 f,._ o,J ~ 

' 

fr ail,µ. OV-•'--

A I .,_ ~ r ""'-,. . /(. CL' ,-
. ---- • IV ~ ;t· -t· l;'--)v,- / 

Canuvore/D4s 1000 I kTechnology Law Urut) - ~ ~t>'o ,n,,.;, ,t· L. 
Other Technology Issues Related to Data Systems with over 10,000 records - Pat Kelley (Priv~ 
Council, Privacy Impact Analysis Review . / 

/V\\DCr 
PIA Expert -I --< · · 1 

Technology Review Board 

FISA-Spike 

SUSSMAN-289 
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Privacy Issues - Follow-up 

Follow-up after 12-20-02 Mtg with Director on Prjvacy Issues 

Racial Profiling - Check on OLP Guidance (Done-Nothing forthcoming) 

Re: Watch Lists (TWL, No Fly List/Selectee List) 
Talk to Larry Mefford about Protocols as to who goes on list, and how names can be 
removed, criteria for Terry category of detain for questioning by FBij I 
Follow-up on MOU re: Tip-Off Terror names into NCIC ... I __ __, b7C -1 

Re:·Investigations relating to Public Places and Events b6 -1 

CDC Conference scheduled for January, put it on agenda for djscussion tr determine 
whether it is being done, whether they have concerns (Steele~._ ___ __,_ 

Re: Schools/Libraries 
Prepare EC or e-mail instructing that if making non-specific request for records in 
absence of predication, check with OGC (Steele/lLU) 

Technology Review Board 
Move forward on design, formation (KelleyffLU) 

Designate OGC Attorney to monitor ongoing privacy issues (Wainstein/Steele) 

Prepare Talking Points ( ) 

Prepare Briefings/Speeches ( ) 

SUSSMAN-290 
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Tuesday, November 19, 2002 

Far Afield: FBI's Post-Sept. 11 'Watch List' Mutates, Acquires Life of Its 
Own 

Bureau Gave It to Companies; Now, Out-of-Date Versions Dog Some People Named 

Still Citing the Atta Brothers 
By Ann Davis 

LAS VEGAS -- When a patron at the New York-New York casino plugged his 
frequent-player card into a slot machine one day this summer, something strange 
happened: An alert warned the casino's surveillance officials that an associate 
of a suspected terrorist might be on the grounds. 

How did a casino's computer make such a connection? Shortly after Sept. 11, th 
FBI had entrusted a quickly developed watch list to scores of corporations aroun, 
the country. 

Departing from its usual practice of closely guarding such lists, the FBI 
circulated the names of hundreds of people it wanted to question. 
Counterterrorism officials gave the list to car-rental companies. Then FBI field 
agents and other officials circulated it to big banks, travel- reservations 
systems, firms that collect consumer data, as well as casino operators such as 
MGM Mirage, the owner of New York-New York. Additional recipients included 
businesses thought vulnerable to terrorist intru~ion, including truckers, 
chemical companies and power-plant operators. It was the largest intelligence­
sharing experiment the bureau has ever undertaken with the private sector. 

A year later, the list has taken on a life of its own, with multiplying -- and 
error-filled -- versions being passed around like bootleg music. Some companies 
fed a version of the list into their own databases and now use it to screen job 
applicants and customers. A water-utilities trade association used the list "in 
lieu of" standard background checks, says the New Jersey group's executive 
director. 

The list included many people the FBI didn't suspect but just wanted to talk 
to. Yet a version on SeguRed. com, a South l'.t!!erican security-orient"ed Web site 
that got a copy from a Venezuelan bank's security officer, is headed: "list of 
suspected terrorists sent by the FBI to financial institutions." (The site's 
editor says he may change the heading.) Meanwhile, a supermarket trade group use 
a version of the list to try to check whether terrorists were raising funds 

Copr. © West 2002 No Claim to Orig. U.S. Govt. Works 
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through known shoplifting rings. The trade group won't disclose results. 

The FBI credits the effort, dubbed Project Lookout, with helping it rapidly 
find some people with relevant information in the crisis atmosphere right after 
the terror attacks. MGM Mirage says it has tipped off the FBI at least six times 
since beginning to track hotel and casino guests against the list. 

The FBI and other investigative agencies -- which were criticized after Sept. 
11 for not sharing their information enough -- are exploring new ways to do so, 
including mining corporate data to find suspects or spot suspicious activity. Th• 
Pentagon is developing technology it can use to sweep up personal data from 
commercial transactions around the world. "Information sharing" has become a 
buzzword. But one significant step in this direction, Project Lookout, is in man: 
ways a study in how not to share intelligence. 

The watch list shared with companies -- one part of the FBI's massive 
counterterrorism database -- quickly became obsolete as the bureau worked its wa~ 
through the names. The FBI's counterterrorism division quietly stopped updating 
the list more than a year ago. But it never informed most of the companies that 
had received a copy. FBI headquarters doesn't know who is still using the list 
because officials never kept track of who got it. 

"We have now lost control of that list," says Art Cummings, head of the 
strategic analysis and warning section of the FBI's counterterrorism division. 
"We shouldn't have had those problems." 

The bureau tried to cut off distribution after less than six weeks, partly fror 
worry that suspects could too easily find out they had been tagged. Another 
concern has been misidentification, especially as multipart Middle Eastern names 
are degraded by typos when faxed and are fed into new databases. 

Then there's the problem of getting off the list. At first the FBI frequently 
removed names of people it had cleared. But issuing updated lists, which the FBI 
once did as often as four times a day, didn't· fix the older ones already in 
circulation. Three brothers in Texas named Atta -- long since exonerated, and no 
relation to the alleged lead hijacker -- are still trying to chase their names 
off copies of the list posted on Internet sites in at least five countries. 

People who've asked the FBI for help getting off the bootleg lists say they've 
been told the bureau can't do anything to correct outdated lists still floating 
around. The FBI's Mr. Cummings says that "the most we can control is our officia= 
dissemination of that list~" Once it left the law-enforcement community, "we havt 
no jurisdiction to say, 'If you disseminate this further, we will prosecute 
you."' 

Despite the problems, Mr. Cummings and other proponents of information- sharinc 
say the process should be improved, not abandoned. Software companies are rushinc 
to help, trying to make information-sharing easier and more effective. 
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Systems Research & Development in Las Vegas is among those working on ways to 
make exchanging law-enforcement and corporate information a two-way street 
without compromising privacy. "I believe there's probably 10 to 50 companies in 
America that across them touch 80% to 90% of the entire country," says SRD 
founder Jeff Jonas, citing credit-card companies, banks,·airlines, hotel chains 
and rental-car companies. "There should be a protocol in place that corporate 
America could be plugged lnto that allows them to say, 'We'd like to help, 1 11 he 
says. 

But some officials at the U.S. Customs Service, the Office of Homeland Securit 
and the FBI's own Criminal Justice Information Services Division doubt the wisdo 
of circulating watch lists widely, and some say they didn't even know about 
Project Lookout. Civil libertarians worry about enlisting companies to track 
innocent people for the government. Many companies say they need to be insulated 
from liability if they're expected to share data on people with the government. 

"It's a tough, tough box to get into. You end up with legitimate concerns abou 
moving into Orwell's '1984,"' says Henry Nocella, an official of Professional 
Security Bureau Ltd. in Nutley, N.J., and a former security director at 
Bestfoods. "Yet you know there's a need to collect and analyze information." 

Before Sept. 11, the government rarely revealed the names of terrorism suspect 
to companies. The exception was when it had a subpoena for specific information 
the government believed a company had about a person under investigation. But 
after the attacks, counterterrorism officials were concerned that members of 
terrorist cells could have slipped undetected into companies or communities. The. 
feared that by the time they figured out where to direct subpoenas, the suspects 
could get away or even stage another attack. 

Holed up in a "strategic information and operations center" in Washington, a 
small circle of FBI officials decided on Sept. 15, 2001, to put out a broad 
heads-up to state and local police and to trusted companies. "We're not playing 
games here. This was real life. We wanted as many people as possible to know thi 
is who we wanted to talk to, 11 says Steven Berry, an FBI spokesman. r 

Agents cast a wide net that, by its nature, included scores of innocent people 
They started by using record searches and interviews to identify 11 anybody who ha, 
contact" with the 19 hijackers, Mr. Cummings recalls. Kevin Giblin, chief of_ the 
terrorist warning unit, decided-that car-rental companies-and local police shoul, 
be the first outside of the airlines to get the list. One firm that received it, 
Ford Motor Co.'s Hertz unit, says it checked the list against its records and 
told the FBI of any matches, but then basically let the list lie dormant. 

Trade groups proved a quick way to spread the word. The FBI gave the list to 
the Transportation Department. It shared the names with the American Trucking 
Associations, which promptly e-mailed the list to nearly 3,000 trucking 
companies. The International Security Management Association, an elite group of 
executives at 350 companies, put the list on a password-protected part of its We 
site, allowing members to scan it in private, members say. 
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On their own, FBI field agents shared the list with some chemical, drug, 
security-guard, gambling and power-plant companies, according to interviews witb 
companies. The FBI's Mr. Giblin says he hadn't realized how extensively field 
agents distributed the list. But he says agents have considerable autonomy and 
are expected to keep close ties to companies in their area. 

One field agent, Daron Borst of the FBI's Las Vegas office, says, "I do 
remember very distinctly the attitude of the country was, 'Do something.' This 
was one way to get out there and develop an intelligence base. The other option 
was to sit in our offices and wait for the phones to ring." 

Mr. Giblin says that by Oct. 23 of 2001, he had notified police agencies that 
the bureau was no longer looking for the people on the watch list. But he made n 
arrangements to tell businesses. Indeed, Southern Co. didn't receive its list 
until November 2001, when FBI field agents in Alabama asked the power company to 
"see if any folks on the list ... had [customer] accounts," says a company 
spokeswoman, Laura Varn. The FBI declines to comment on the timing. 

Mr. Giblin says the bureau stressed to recipients that the people named weren' 
all suspects. "This wasn't a blacklist," he says. 

Mark Deuitch landed on the list. A financier from Boone, N.C., he works on 
deals for Middle Eastern investors. On Sept. 11, he was scheduled to begin a 
flight that would take him to Washington -- using a ticket purchased by a Saudi 
business partner. After interviewing Mr. Deuitch, the FBI removed his name. 

But even now, Mr. Deuitch says, nearly every time he does a Google search of 
the Internet, he finds another version of the list that still has his name on it 
He says he is searched so often at airports that he has curtailed his flying. He 
says it orice took him nearly two hours to get a rental car from Budget in 
Florida. Budget Group Inc. had no comment about Mr. Deuitch's experience except 
to say it gave the FBI historical reservations data right after Sept. 11 and "we 
have not been asked in recent months to assist the FBI in this manner." Mr. 
Deuitch says his worst fear is 11 an unstable person getting hold of the name and 
wanting to take some sort of revenge." 

The initial list also named Asem Atta. Mr. Atta, a Pakistani programmer who 
once worked for Enron Corp., wasn't hiding. He has his own Web site, which 
proclaims his affection for the rock band Red Hot Chili Peppers, his dislike for 
the color purple and his love of a special hummus recipe. 

The FBI later removed Mr. Atta and two brothers from updated versions of the 
watch list. The brothers d~clined to comment, but Rhonda Atta, the U.S.-born wif 
of one of them, recent.1 :;1 cal leri the FBI to complain about several lists that 
still include tl.-:2 brothers. She cited an Italian Web site and one in Mexico. Ms. 
Atta says an FBI agent in Texas told her it didn't have control over those sites 
and she needed to write the sites a letter. 

At DuPont Co., global security manager William Reiter says he ran the FBI watc 
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list against all 97,000 DuPont employees. He also sent a printout to managers at 
hazardous-chemical plants and asked them to check the names of vendors' 
employees, warning: "If you find anybody, do not confront them. Go to your local 
terrorism task force." DuPont saw a few names it had questions about, but none 
turned out to be the people the FBI was interested in. 

The absence of addresses, dates of birth and Social Security numbers for many 
names made some companies fret that the lists were an invitation to misidentify 
people. At Securitas Holdings Inc., a unit of Securitas AB that runs the 
Pinkerton and Burns security-guard businesses, Chairman Don Walker says he 
compared a watch list of about 150 to 175 names against his payrolls once, then 
told the FBI to take it back. 

The few hits he got turned out to be the wrong person. Mr. Walker says he was 
uncomfortable participating in 11 a snitch system" based on possibly faulty data. 
"We didn't feel like it was information that was something you could make a 
decision about. You get a name and what are you going to do with it? Are you not 
going to hire anybody with that name?" 

Airline Automation Inc., a Tucson, Ariz., company that helps airlines process 
reservations, says that early on, it was receiving four or five versions of the 
list a day from an airline client. Using a "fax of a fax," staffers furiously 
pecked names into a database. "Some of the names were so smudged it was difficul 
to see .... The 'o's blurred into 'e's," says Frank Arciuolo, an executive vie, 
president. The FBI later sent some companies electronic versions. 

Few companies had the skills to detect whether Middle Eastern names had _errors 
or to check for common alternative spellings. Airline Automation called in 
Language Analysis Systems Inc., a name-recognition-software firm in Herndon, Va. 
A list reviewed by the language firm's chief executive, Jack Hermansen, for The 
Wall Street Journal contained a number of first names of Abdul, which Mr. 
Hermansen says is almost never a complete first name on its own. "The risk is 
that you'll match many, many Abdula. It's like looking for 'Mac• in the Scottish 
phone book," he says. Other entries looked as if they'd been transcribed by an 
optical scanning machine with some mistaken letters. 

By the time the FBI tried to close out its list, at least 50 versions were 
floating around, say people who saw numbered ones. Some companies were asking 
software firms such as Systems Research & Development how to make better use of 
the lists. SRD, which is financed in part by a venture-capital arm of the Centra 
Intelligence Agency, has a program called NORA, _for Non-Obvious Relationship 
Awareness. It mines data to detect hard-to-see links between people, such as use 
of the same residence or phone number. 

MGM Mirage - - which was already using NOR!{ to c·:~.eck hotel arid casino guests 1 

names against a lot of lists, such as those of people whose assets have been 
frozen -- began using the software with the FBI watch list. This is how Patricia 
Fischer, an MGM surveillance executive, got a computer alert this summer about 
the gambler at the New York-New York casino. She decided the gambler's link to 
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the watch list was too tenuous to pass on to the FBI: The man merely lived in an 
apartment building across the street from someone whose name had once had been o: 
the list but had been removed. NORA software had made the li~k. 

Though MGM's list is out of date, Alan Feldman, an MGM senior vice president, 
figures that "it's better to have the information than not, on the off chance 
that something might develop from one of· the names even though it had been 
removed. . We don't see the harm in it." Mr. Feldman says "the beauty of the 
system is that we're getting advance information" such as a hotel reservation anc 
"watch for you to come in." 

The FBI's Mr. Giblin says when he fields tips nowadays from companies that havE 
the watch list, he tells them it's obsolete. But not all field offices turn down 
such tips. 

There are conflicting views in the government about how far to go in recruitin~ 
companies as law enforcement's eyes and ears. The Office of Homeland Security 
says it has no plan to share with companies a master list it's compiling that 
consolidates·watch lists from various agencies. SRD, meanwhile, is trying to 
interest companies and the FBI in software that would allow them to query one 
another about possible matches without letting them see each other's data. 

If the government does decide to disseminate watch lists in the future, it 
won't face high legal hurdles, says Daniel Ortiz, a law professor at the 
University of Virginia. He says someone who appears wrongly on a watch list coulc 
ask for a correction but couldn't prevent the list's circulation or sue the 
government for damages under current privacy laws. The government just has to be 
careful not to single people out solely on race or ethnicity. 

Businesses face more jeopardy, however. Many industries, such as cable 
companies and banks, operate under special privacy laws preventing them from 
giving customer information to the government without a subpoena. 

Galileo International, which processes millions of air, hotel and car-rental 
reservations, has discussed ways the government might link up to Galileo's 
system. The firm, a unit of Cendant Corp., hasn't gone forward in part because oj 
both privacy and liability concerns, says Paul Quade, a vice president. 

"If the government comes out with an indemnification or firewall or total 
privacy system, we'd be happy to participate in anything that serves homeland 
security," Mr. Quade says. "I don't think anybody's come up with a solution yet 
that we can use to identify dangerous people and at the same time protect real 
people." 

Question: Should companies be given the names of people the FBI wants to 
interview in its counter-terrorism efforts? Visit WSJ.com/Question· to vote. 
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Tough Call 
Enlisting corporat~ons to help terror investigators has benefits and 

pitfalls: 
PROS 

Could help find terror suspects more quickly. 
-- Vastly increases information al law enforcement's disposal. 
-- May help vulnerable companies discover terrorist intruders before 

being attacked. 
CONS 
-- Increases chance of mistreatment or misidentification of innocent 

people. 
-- List could fall into terrorists' hands, leading them to assume new 

identities. 
-- Raises fears that government will store corporate data for future, 

nonterror uses. 
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From: 
To: 
Date: 
Subject: 
list 

SIOC 
TMU, TRANSPORT, Watch 
Tue, Apr 22, 2003 9:18 PM 
4/22/03 NewsEdge Article re ACLU seeks government data regarding secret .. no-fly" 

ACLU seeks government data regarding secret .. no-fly" list 
SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies 
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a 
secret .. no-fly" list. 
The women were among 339 travelers briefly detained and questioned at San Francisco International 
Airport during the past two years after their names were found in the database, the ACLU said, citing 
government documents. Those travelers ultimately were allowed to continue on their journeys . 
.. Thousands of passengers are likely being subjected to the same sort of treatment at airports across the 
country," said Jayashri Srikantiah, an ACLU attorney. 
The database was created after the Sept. 11 terrorist attacks as a way to prevent potential terrorists from 
boarding planes. The Transportation Security Administration gets names from law enforcement officials 
and gives the lists to airlines to screen passengers. 
The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who 
is on the list, how they got on it and how they can get off it. 
The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They 
were stopped in August while checking in for a flight to Boston. 
··1t was very distressing," Gordon said. The two invoked the Freedom of Information Act to demand that 
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no 
files on the two existed, the ACLU said. 
An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those 
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added 
that the agency does "not confirm the presence of a particular name of an individual on a list." 
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Larson, David C. 

From: Semo, Alina M. 
Sent: Friday, April 25, 2003 6:21 PM 
To: Gulyassy, Anne M.; MCCORMACK, WILLIAM; Larson, David C.; Calogero, Valerie P.; 

Bowman, Marion E.; Livingston, John R. Jr.; Steele, Charles M. 
Cc: Rappel, Ruth; NOLAND, BEATRIZ; Manley, Debora 
Subject: ACLU, et al. v. FBI, et al (N.D. Cal.) 

I thought I would let everyone know collectively that the ACLU and two individuals (Rebecca Allison Gordon and Janet 
Amelia Adams) have sued the FBI, DOJ, TSA pursuant to FOIA and the Privacy Act, seeking access, inter alia, to all 
records, including memoranda, policy directives and guidance, regarding "no fly" lists and other watchlists, documents 
concerning how individuals are placed on or removed from such lists, what agencies maintain these lists, and more 
specific requests with regard to the two named plaintiffs, Gordon and Adams. According to the complaint, the FBI issued a 
"no records" response administratively. Plaintiffs are now challenging the "no records" response in the lawsuit they have 
filed in the N.D. of California, San Francisco Division. Below is the article that Jim Landon saw r · · 
~ Times bm drys ago. Main DOJ will handle the case (Joe LoBue), and they anticipat l I am awaiting receipt of a file-stamped copy of the complaint, alon with e numerous e><hibits· ri ht now 

ave an internet copy of the complaint if an one would like to see this version 

Thanks, Alina. 

---Onginal ~----
From: ! :"' ='.""" .... , 11 l,,, •·•• .• 
SubJect: ws. 

'No Fly' List Is Challenged In A Lawsuit 

The New York Times 

By Eric Lichtblau 

April 23, 2003 

b5 -1,2,3 

WASHINGTON, DC - Civil rights advocates demanded today that the federal government explain bow 
hundreds of people - some of them vocal critics of the Bush administration - have ended up on a list 
used to stop people suspected of having terrorist links from boarding commercial air flights. 

In a lawsuit filed in San Francisco, the American Civil Liberties Union said government officials had 
improperly withheld information about bow people wind up on the "no fly" list, what steps are taken to 
ensure its accuracy and how people who are erroneously detained at airports can get their names off the 
list. "Without even basic information about the no-fly list or other watch lists," the lawsuit sai~ "the 
public cannot evaluate the government's deeision to use such lists." Since the attacks on Sept. 11, 2001, 
the FBI. and federal transportation officials have generated secret lists of people suspected of having 
terrorist ties who should be stopped and questioned if they try to board an akpkuie. 

Law enforcement officials say the policy is a necessary safeguard to prtYcnt tbe t·ypc:- of security lapses 
that allowed two of the Sept. 11 hijackers to board a plane even though intelligence officials had reason to 
suspect they were terrorists. But the so-called no-fly lists have generated criticism. Many people have 
been mistakenly stopped, while others assert they were on the list in part because of their strong liberal 
politics. In a wel.1-publicized incident last year, some two dozen members of a group called Peace Action 
of Wisconsin, including a priest, a nun and high school and college students, were detained in Milwaukee 
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en route to a "teach-in" and missed their flight. 

In San Francisco, meanwhile, Rebecca Gordon and Janet Adams, two self-described peace activists who 
help run a publication called War Times that has been critical of the administration's terrorism policies, 
were detained on their way to Boston. An American Trans Air employee told them their names appeared 
on a no-fly list, according to the A.C.L.U. lawsuit, wliich includes both women as plaintiffs. Officials 
insisted they were not seeking to single out legitimate political critics. Ms. Adams's name may have been 
similar to that of another person on the no-fly list, they said. Ms. Adams said in an interview that "it 
strains my credulity" to think that her longtime role as a political advocate did not play a part in the 
incident. "It's bad enough that the government is stopping people in these vast quantities," she said. 

"But then to learn that you can't even find out why they did it is just an additional injury." In its lawsuit, 
the civil liberties union said it had documented 339 cases since the Sept. 11 attacks in which people at San 
Francisco International Airport were stopped and questioned because they were thought to be on the no­
fly list. While the group's investigation bas focused on San Francisco because of complaints there, it said 
the situation there offers a window into what is happening at airports around the country, based on 
anecdotal evidence the group has collected. "There's every reason to believe this is happening at airports 
around the country," said Jayashri Srikantiah, staff lawyer for the A.C.L.U. of Northern California. 

The civil liberties union brought the lawsuit under the Privacy Act and the Freedom of Information Act 
after federal officials turned down several months of requests for information on the passenger lists. The 
FBI. told the group in a letter last December that it found "no records pertinent'.' to the no-fly issue. But 
A.C.L.U. officials said records from the San Francisco airport showed that the filll. was contacted about 
many of the airport detentions. Officials at the Transportation Security Administration, named as a 
defendant in the suit, did not return calls seeking comment Officials at the FBI., also named as a 
defendant, said they could not comment because the lawsuit was pending. 

· But a law enforcement official, who would speak only if not named, acknowledged that there was 
confusion in the public about how the no-fly lists were created and executed. The official said the FBI. 
provided intelligence on people suspected of links to terrorism, which was relayed to the transportation 
security agency. Transportation officials then provide airlines and airports with lists of people to look for 
at airports. The security agency "needs to do a better job of explaining what this list is," the official said. 
The official insisted that politics had nothing to do with who makes the list, saying that "people that are 
expressing their constitutional rights of free expression would not come to the attention of the FBI." 
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Subject: 4/22/03 NewsEdge Article re ACLU seeks government data 
regarding secret --no-fly'' list 

ACLU seeks government data regarding secret ''no-fly'' list 
SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government 
agencies Tuesday on behalf of two peace activists detained at an airport because their 
names popped up on a secret ''no-fly'' list. 
The women were among 339 travelers briefly detained and questioned at San Francisco 
International Airport during the past two years after their names were found in the 
database, the ACLU said, citing government documents. Those travelers ultimately were 
allowed to continue on their journeys. 
''Thousands of passengers are likely being subjected to the same sort of treatment at 
airports across the country,'' said Jayashri Srikantiah, an ACLU attorney. 
The database was created after the Sept. 11 terrorist attacks as a way to prevent 
potential terrorists from boarding planes. The Transportation Security Administration gets 
names from law enforcement officials and gives the lists to airlines to screen passengers. 
The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department 
disclose who is on the list, how they got on it and how they can get off it. 
The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. 
They were stopped in August while checking in for a flight to Boston. 
''It was very distressing,'' Gordon said. The two invoked the Freedom of Information Act 
to demand that authorities reveal why they were stopped. The TSA did not respond to their 
request and the FBI said no files on the two existed, the ACLU said. 
An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez 
said those on the no-fly list pose, or are suspected of posing, a threat to civil aviation 
and national security. He added that the agency does ''not confirm the presence of a 
particular name of an individual on a list.'' 
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Davi~, Ann 

From: 
3ent 
To: 
Cc: 
Subject; 

Dear Art, 

t.JALL STREET JOURNAL 

D:ivls, Ai,n 
Wednesday, Jan11.:if'/ 06. 2003 2:26 1-'M 
·;:1r.u1111)11n9,@fbi.gov' 
Davis, .Ann 
"Uo Fl;'' cl3UN\ 

SUSSMAN-305 212 274 7'394 

As promised. here Is a more comprehensive lisl of :">ome at tl18 activists who claim to ilave been 
pl.<lced on th8 federal Nn Fly List or its comp,:mion. the Sclectee Ii-st. I h;\ve also noted a few others 
who claim they hav~ been placed on the VGTorr list or are munitorad by local police or f?.deral 
m'lestigators. Some of these indivlduab say they've been arr~sted over the years for what they call 
nori-vtolenl civil disobedience--such Jhings as protesting wilhout a permit. refusing to IP.ave 
governrnent offices/sites when polir.e tried to creak up u~11"10nstration~. or trespa.c;~ing. Others say 
they havP. no crim,nal record at ;,II I m.1y loarn of additional claims whlla yuu're traveling, so if you'd 
like me to pas~ tha new ex<1mples on to anyone bl:!fore your rctum on 1/ 17, [)lease Just let me know. 
I'll also print this out and fax it with any artlcle~ I hat might help flll out these activist$' versions of what 
they say happ~ued. :;ince there are many r.,n!-tsible reasonc why ti 1ese people were s~ed. it will be 
very helpful lo 11e~r from you and wt.,11 k with you on this. I've listt!<l contact information at the bottom 
of the em.iii; don't hes1tc1te to get in tour.h with me if vou havl:! ;\ question. Also, I jusl need to edd my 
standard request here; please don't relay my interest In this topic. or the example> I hav~ compiled, 
to other news org~nizatlons. Thank you again for being l>O responsive. 

Regard3. 
Ann Davis 

1) Jan Adams ,,.nd Rebecca Gordon (.tlrt':ady sent \o you); in their 50!'., stopped at San Fram:-.isco 
alrporl on 8/7/02; publishers of an anti-war publication called War Times; claim they were told they 
w~,e on the No Fly list and wen:! questioned. but then wen: alk,wed to fly. 

?) Oill Sutz.man (already sent to you): lon~time activil.t, affiliated with a group called Citizens for 
Peace in Speice; ~rrestP.d at political demonstrctlrnn on or around 5/29/02 at thP. U.S. Air Force 
AcadGmy; clc:1iins h~ overhc;:ird pollce llisp-!ttc.her tell the officer holdinu him a patrol c3r that h@ was 
listed by ll 1e FRI as belonging to a lt:'r rori~t organization ('IGTOFF) 

3) •··thls i3 the new C369 i dt:-scribP.<1 in our phone conversctl.ion°• Members of Peace Action in 
Milwaukee say that 20 u( 37 pP.ople who were traveling to()~her on 4(l0l02 on MidwP.s.t Express out 
of Milwaukee were pulled .:\side and questioned. They were kept from boarding a flight to Washington 
tor a polltlcal dt!rnonstration on U.S. aid to Culc,mhii'I after several of them re1.iortedly showed up on a 
No Fly or similar list. They were allowed lo fly f;,,ter. pos:.ibly the next day Local shcritfs say "five or 
sbc'' of th~ Milwaukee eetiv~s• names camP. ,1p on the watchlist c1nd the TSA determined that th!:! 
whole group 3hould be QuesUoned l)r,me of them s::iy they w~I! told they were .. on a llst" or Ur::lt their 
n;,,me had been ''flagged· or th ... t their nar:ne, rc:::embled a rn,,me nn the ~Na Fly list." Among those 
who say they wer@ questioned are: Si3tcr Virglne Lawiuger (Catholic nun involveu with Peace Action 
and a member ofth~ ~acine Dominicans), Alia KctlP. (high ~chool student), Dianne l-lenke (Pc:ice 
action volunteer), Jacob Laden (colleg~ stm.ll-!11t). Manuel ~anchaz, lsab~lla Homing, t-=ather BIii 
Brennan (priP-st). Sarah i:!3CKUS (coon:tinr1tor for School of tho Am4'!ricas Watch Wisconsin). anJ 
Juct,th Williams. , .. see atta1;tled article in e loco! Wi~consln p;tper. The Progressive.) 

4) Members or the Centf:ir for Constitutional Rights. Ar1rbara Olshansky, the e1ClfCl.1tive director of 
1 
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CCR, clairns tn have been pull~d ov~r for scrutiny many tirm~s and contends ttl1:1t in September :!Uu1., 
she an<l six membcre of her staff were 3topped wh\le tr<"lvt'!1ing together on a fliyht from Newark to 
Washington D.C. Sha claims anP.nts told her "the computer spit you out." Sh"' says they were later 
<!!lowed to boord. (0 •se1: attac:hed article In Salon, ::in online news magazinf.:) 

l,JALL STREET JOUPt !AL SUSSMAN-306 

5) Larry Musarra, c1 refin~d Coa~t Guard ll. commander. claims he wa~ told by Alaska Airlines in latP. 
June, while trav~ling from Juneau, Alaska, to Portland, Ora., that h~ showed up on "an FBI list." He 
was questiu11erl and then illlowed lo baorrl. He s,ud hi& unclt:, was told the same thing wl 1en he flew 
another tirnP.. ("* see story by Th~ JunMu Empire. plcketJ up by Associated Press) 

6) Johnnie Thomas, a 70-yeai-nld grandmother. Clai111s shP.'s been stopped and qu~stioned several 
tin,~~ and kept off of flights while being questioned ,;1nd told she w::is on the No Fly List. Sne has later 
h~en allowed to board Sh~ says she WJ~ told h~r name resembles that Qf a m.\n in Oregon who 
allegedly murdert::d hi:,; wife and tl'1rae childr1:n who used an alias of Juhn Thomas Christopher. 

7) Doug Stuh.P.r, an official with the Gr~f!l"I Party ot North Carolir1a, ci;,ims that he was trc1veling 
through R~leigh on October 2002 ~nd got into a dispute with someone ,n security after rn.:iking a 
c..:omment abour GQorge Bu5ih He claim~ th3t a Secret s~n.-ic.e a1,1ent who later questionP.d him W3S 

holrling a binder that listed a number of activist or9a11i7;itions, including Amnesty lntemationi:il. 
Greenp~ace and Earthti~t. He alleges that he wa~ (1uestioned abour Green Party political activities, 
hi3 family and frie11ds HP. claims he's been L,arred from bonrding other flighlf... If he really i:. on a No 
Hy or Selectel:! lis.t. I wander if he was fla8ged nnly after this conrrontdtiun with security. 

8) Nanc.-y Oden. Green Party of Maine. rfaims ahc was told sit!:! was "on a list" when she flew rrom 
Bc1119or to Chicago recently. H(,lwev~r, airport officials claimed shP- was borred from boarding a flight 
hecause :1he wa~ uncooperative with security. Ms. Odl:.'n say~ she wes told by an Americ.:.n Airlines 
agent that even If she 11:;irJn't attracted ilttentlon wh~n ser.11rity officials looked through her luggage, 
"You were going to b8 searched no matter wh.1l. Your name was checked 011 the list.•• Unclc3r 1f she 
W36 later allow~d lo fly. 

9) John D~;;ir, a priest and member of ct Catholic peace Aroup called Pax Christi. clE>ims he's been 
lctken a.side since 9111 and repeall:!dly searched at airports. He says a g;ite agent for Southwest 
Airlin~s once stopp8d him after looking at his bonrding pass at the $;in Jose Airport, as hti attempted 
to board o flight to Los Angel~s. and told him. "'You can't IJf: here. You have to be seart.:l,ed." It 
appc.Jrs ha was ollowed to fly after the search. r~ s~i::: nttached story from lntheselimes.com) 

t 0) Sun1e of the groups tr3cked by the Denvt'!r Police intell1gcnca unit, who say they are concerned 
th~y a~ being tracked sta1ewid~ (Jr natil)nwide. include tM Chlapas Corilition, Direct Action Now, 
Pike~ Peak Justice & Peace Commi~:c;ion, Citizens for Peace in Spac-.e, Justice tor Mena, Amnesty 
International, /\marlcan Friends SP.rvice Comm,tte9, End PoliliQS of Cruelty, and the Colorado 
Coalition for Prevention of Nudear War. 

A1111Davis 
Thf! Wall ~cre~l Juuntal 
Plcose 1101e we btVt mn,·•d h•dt to 011r or(e,in11I offic·e,: 
200 Liberty Str<:e-t, l Orb 1-·1. 
New Yori., NY 10!81 
Voice: 212.U().JJJI 
F11~: lll.416.2653 
(:ell: '117.797,5101 
£mailh ann.d a111s@1.,,1 rnm 
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" '1:>a-vis, Ann 

From: 
Sent 
To: 
Cc: 
SubJe<t. 

Dear Art, 

1-UHLL ::, I I":!:!: I JI.Jlj/".f-Jli<t... 
. :::,uSSMAN-308 

Davis:, Ano 
Wcdriesday, Jan11;:iry 08. 2003 2:26 ~M 
• .:ir.u111rn ing~ (a)fbi .9011' 
Oa'llis, Ann 
"Ho Fly'" Cl31mQ 

As pmmised, here Is a m(lre comprehensive li,l of Mme of the activists who claim to have been 
plAced on the federal Nn Fly List or its oomp.mion. the Sclectee list. I h;,iv-e also noted a few other:5 
who claim they havl:! hi:en placed on the VGTorr hat or are monitorP.d by local pollce or f P.deral 
investigators. SomP. of these indivld uat~ say they've been arr..-sted over the years for what they cell 
non-vlolenl civil disobedience-such things as protesting without a permit. refusing to leave 
government offices/sit&8 when police tried to break up !.l!::!monslrations. or traspa%ing. Others say 
they ha"(') no criminal record at all I may learn of additional claims white you're traveling, so if you'd 
like me to pass the new example:i on to anyone b~fore your return on 1/17, please just let me know. 
I'll also print this oul and fax it with any article~ I hat might help flll out lhesP. actiVist:f versions of what 
they sa.y happ~ued. Since there are many pn~ible rea~ons why tf,ese people were swpµed. it witl be 
very helpful lo he~r from you and work with you on this. I've list~ oontact information 11t th8 bottom 
of the emaa; don't hesitate to get in tour.h with me if you havf:! .:1 question. Atso, I ju!il need to add my 
standard request here: please don't relay my interest In this topic. or the example'> I havf! compiled, 
to other news organizations. Thank you again for being so responsiv8. 

Regards, 
Ann Davis 

1) Jan Adams ;sod Rebecca Gordon (;,ilr8ady sent to you); in their 50:-;, stopped at San Frctndsco 
alrporl on 8/7/02; publishers of an anti-war pub)IC.Jtion c~lled War Times; claim ttiey were told they 
w~,e on the No Fly hst and werf! questionea, but then w~re allowed to ny. 

?} Dill Sulzman (already sent to you): !on9time activist. affiliated with a group called Citizens for 
Peace in Sp~ce; c:1rrestP.d at political demonstr-cdinn on or around 5/29/02 at thP. U.S. Air force 
Academy; c1.,.irns nf'l overheard pollce 1.li'spatche:rtell the officer holdinu him a patrol car that ht! was 
listao by U,e FRI a, belo~ging to a l!:!rrori~t organization (VGTOFF) 

3) •··this is the new case i d~scrihP.d in our phone convers<11.i0t,... Members of Peace Actinn in 
Milwaukee soy that 20 or 37 pP.ople Who were traveli11g to!)ether on 4/20/02 on MidwP.st Express out 
of Milwaukea were µulled ~side and questioned. They were kept from boarding a flight to Washington 
tor a polltlcal dl::!rnon~tration on U.S. aid to Culo1T1hi;i after several of them reportedly showed up on a 
No Fly or similar list. They were allowetJ lo fly t.:iter; pos:;ibly the nexl day. 1.ocal shcritfs say "flve or 
she'' of the Milwaukee activists' r,amE!s camP. up on the walchlist and the TSA determined that th~ 
whole group should be quesUoned ~nme of them s.:iy they w~re told they were "on a 11st" or lh::it their 
n;ime had been ''flagged· or that their names rc~emblad a nldme nn the "No Fly llst.'' Among those 
who say they were ques(inned are: Si3tcr Virglne Lawi11ger (Catholic nun involved with Peace Action 
and 3 member of tht:'! Racine Dominicans), Alia K::ilP. (high school st\Jdent), Dianne Henke (Pc:Jce 
3ctlon volurileer), Jacob Laden (college st ~11t}. Manuel Sanchez, lsab~la Horning. rather BIil 
Brennan (priest). Se1mh Haekus (coordir1r1 or for School of the AmC:!ricas Watch WiGconsln°I, anJ 
Judith Williams. r·sae attai;hed article in loc:1I Wisconsin p.4per. The f"rogrC$Sive.) 

4) Memt>ars of the CentP.r for Conslitutio 31 Rights. Br1rbara Olshansky, the e1ettcutivf'? director of 
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. ~:;CR. clairns tn have been pull tad over for scrutiny many lirnP-s and contencis th'<Jt in September .!UV", 
-~ sha ant.I six membcre of her staff wP.re 3lopped wnlle tr1:1vt=!ling together on a flight from Newark to 

Washington D.C. She claims aa~nts told r,ar "the computer spit you out." She says they were lat1ir 
allowed \o board. (0 

.. sel:! attar.hed article In Salun, an online news magazine) 

5) Larry Musarra, a retirP.d Coe~t Guard IL. commander, cf aims he was told by Alaska Alrflnes in latP. 
June, while trav~ling from Juneau, Ala:.ka, tn Portland. Ora., that h~ showed up on "an FBI list." He 
was questiu11ef1 and then allowed to baorrf. He said his uncla was told the same thing wll~n he flew 
another tiinP.. (** see story by Thti Jun~;,u Empire. picked up by Assoc·,ated Press) 

8) Johnnie Thomas, a 70-yef'.!r-nld grandmother. Clairrrs shP.'s been stopped and questioned several 
tini1:1-c. and kept off of flights while being queStloned c:1nd told she was on the No Fly list. She has later 
heen allowed to board. She says sl\e wae: told hl:r namP. resembles tttat or a man in Oregon who 
allegedly murderi::d hi~ wife end three chitdr~11 who used an alias of John Thomas Christopher. 

7) Doug StubP.r, an official With ttie Gr~n ~arty ot North Caroli11a. cl;iims that he was traveling 
through R~leigh on October 2002 ::lnd got into 3 dispute with someone in security after m<'!king a 
oomment aboul George Bush He claim~ th3t .1 Secret s~rvice agent who later ques1ionP.d him was 
holding e binder that listed ~ number of activist org,mi7i!tions. including AmnE!sty lntP.mationol. 
Greenpcoce and Ea,thfir.:.t. He alleges that he was questioned about Green Party political ~ctiVltl0s, 
his family and fritmd5; HP. claims he's been t.Jarrerl from boorcfing other flights. If he really i!l on a No 
Hy or Selec:tet> list. I wonder if he was fla9ged nnly after this confrontatiun with security. 

8) Nanc.-y Oden. Green Party of M~ine, daims 3hc was told sire was "on a list" when she flew rrom 
Bangor to Chicago recently. Howev~r. airport officials claimoo she waa barred from boarding a flight 
hecause she w:,s uncoope,ative with security. Ms. Oc.Jt!n say!; she we~ told by an American Airlines 
agent that aven If she I •~rln't attracted .ittentlon Wh!:!n sec:c rrity officiDls looked through her luggage. 
"You W9re going tu he searched no mattcn wh.1l. Your name wa$ ct,ecked 011 the lisl 11 Uncic:ir if sh9 
was later allow"'r:t to f1y. 

9) Joh11 01:'~r. a priest .:ind member of l.'I Catholic peace \lroup callee.I Pa:< Christi. claims he's bean 
taken a!.ide since 9111 and repeatC!dly searched at airports. H~ says a gate agent for Southw0st 
Airlines once stopped t\lm after looking at his boarding pass at tlie S.=tn Jose Airport, as ht, atternrted 
to board a Hight to Los Angeles. and told him. "You can't bf: here. You have to be seard,ed." It 
appears ha was allowed tn fly sftsr tl'\e search. ("'"' s~i:: r1ttached story from lntheselimes.com) 

10) Sum~ of the groups tracked by the Denvt:ir Police intelligence unit, who say they are concerned 
lh~y are being tracked statewide ur n~tii:mwide. include tM Chlapas Co.:ilition. Direct Action Now. 
Pike~ Peak JuGtice & Peace Commi1.!'iion, Citizen~ for Peace in S11ar.e, Justice tor Mena, Amne~ly 
\ntemetiona\, J\merlcan Friends ~P.rvice GommtttM, End PoliliQs of Cruelty, and the Colorado 
Coalition for Preventiu,, of Nudear War. 

Ant1DaviJ 
Tht WAIi Stn.d Jvuntal 
Please note we btve mn\ipd h11cl<. to 011r orl~nal offie-.:: 
20D Liberty Street, 101h 1-·1. 
New York, N\' 10:.?81 
Voice: l12.il6Jll8 
F11~: l1?.♦tG.l6S3 
C:dl: ~ 1'7.197,8101 
£mall1 o.nn.dt'V'l~"''l rnm 
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ACLU-NC Press Release 

For Immediate Release: 
December 12, 2002 

Press Contact: 
Stella Richardson ACLU-NC, 415-621-

2493 

ACLU Seeks Government Accountability Regarding 
Federal "No Fly" List 

ACLU Files Request under the Freed om of Information Act and 
Privacy Act 

SAN FRANCISCO - The ACLU of Northern California flied requests 
under the Freedom of Information Act (FOIA) and the Privacy Act 
seeking information about the government's ''no fly list'' and otlier 
government watch lists today. The requests were flled on behalf of.J.ao_ 
Adams and Rebecca Gordon, who were told by airline agents that their 
names appeared on a "no fly" list at San Francisco International Airport 
(SFO). The requests were_fi\ed with the Transportation Security Agency 
(TSA), the FBI ir:, Washington D.C., and the FBI in San Francisco. 

''We want to find out how a person's name gets on government watch 
lists like the "no fly" list, and how a person can get their name off such 
lists," said Jayashri Srikantiah, staff attorney with the ACLU of Northern 
California. ''There should be public accountability as to government 
watch lists like the "no fly" list." 

The requests also seek information on the number of names on the "no 
fly" list or other government watch lists, the number of times that 
individuals were incorrectly id~ntified as being on such lists at SFO and 
other airports across the country, and whether individuals are targeted 
for such lists based on First Amendment activity. 

On November 14, 2002, the ACLU-NC sent a request to SFO under the 
California Public Records Act asking for documents relating to the SFO 
incident involving Jan Adams and Rebecca Gordon. SFO responded by 
pri:N;dinq docurr,t·11tation confirming the existence of a "no-fly" list, and 
a'i.~rJ cont:'r;,ning thdt Ms. Adams' and Ms. Gordons' names were checked 
against a master "FBI list." 

Jan Adams and Rebecca Gordon were stopped at SFO on August 7, 2002 
when they checked in for an American Trans Air (ATA) flight to Boston 
via Chicago. The ATA agents who checked them in told them that their 

http://www.aclunc.org/pressrel/021212-nofly .html 1/6/03 
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names appeared on a "no f\y" list. San Francisco police arrived and 
informed Ms. Adams and Ms. Gordon that the police would have to check 
whether their names appeared on a "master list." Although they were 
eventually allowed to fly, their boarding passes were marked with a red 
"S," which subjected them to additional searches at SFO. · 

Download the following Freedom of Information Act and Privacy Act 
request letters by clicking on the links. Jan Adams~ Efil__(_S_an Fr_ancsico). 
FBI (_Washi.ngton, D_C.l, Ira.o..~R9ct~tion .S~~u.i:.ity Admini~tc~t.!o.o. Rebecca 
Gordon: F!?.L(Sa n Francsi~p), .FBUWa.$.h_jngtoo_, __ DC}, Tra.n.~ort:.g.tLori 
Security Ad.Q1inistra~ion. For more information about their story go to 
http: //www:..ac\u !J.C .o..rgl911/bac~l~fil1...L 

### 

The American Civil Liberties Union of Northern Callfomia 
1663 M isslon Street, Suite 460, San Francisco, CA 94103 

( 415) 621-2493 

[Hg_rne _p_agg] [Press Releases] [Search] [Join the.. ACLU] 

http://www.aclunc.org/pressrel/021212-nofly. html 1/6/03 
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CITY &l<l:l (()Vt4TT 

or- su, Uti>ru:1:1lO 

"111.LI[ l. OAOWN. JA. 

JOIIII l, •••PflN 

"'~"oilr p,~rc:-rmr 

San Francisco lntcn,Mional Airport 

November 22, 2002 

American Ch--il Liberties Union 
Foundation ofNorthcm California 
1663 Mission Street, Smte 460 
San Fnncisco, CA 94103 

Attn: Jayashri Srikantiah 

Public Records Act Request Dated November 14, 2002 
YoLlr Clients: Rebecca A. Gordon; Janet A. Adams 
Date of Incident: August 7, 2002 

Dear Ms. Srikanciah: 

SFO 
-----------

P.O. !OK !097 

Sar, FrJn~i~co, C,. 111128 

Td 6,U.8).1.SOOO 

f.~>t M0.~'-1.500~ 

www,tlyslo,ca m 

This is in response to your Public Record.,; Act Request dated November 14, 
2002. received in my office on November 15, 2002. 

l enclose copies of all responsive documents you requested which are 'Wlder 
the custody of the San Francisco International Airport and which are a matter of 
public record: 

l. Calls for Service Report: Call ID: 02000060761 for 817102 event; 
2. Event Chronology for Event Number: P02000060761 [or 8/7/02 event; 
3. Unit Information for 8/7/02 event. 

Your request for "protocols that were followed or consulted in relation to the 
August 7 incident" contains sensitive security information that is controlled under the 
provisions of 49 CFR Part 1520 and request for such protocols mus, be directed to the 
Under Secretary ofTranspona.tion for Security, Washington, DC 20590. 

As you requested in your letter, I am providing copies of these documents to 
y~l\f office at no duplica~ing cost. 

Ve~urs, 

Jo~ 
Airpon Director 

Enclosures 
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Calls For Service Report Call 10: 02000060761 
Printed: November 18, 2002 

1. Agency 2- Pel'$on Received J. Date/Time Received 5. Time Arti11ed 7. case# 

SFPD 
Complaint 0S/07/2002 22:28 

4. Time Dispatched 6. Time Complete -
21:18 22:36 

8. Nature Of Incident SUSP P.E.RSON 

9. Location Of 
Incident 200.u CA. 

I I b7C 
10. Victim or Caller 

11, Classification 12. How Received 13. Disposition 14. Officer 15. Date Submitted 

NOMEltlT 0&/07/2002 
! 

Note•r PSGR, QN NO FLY L!SL AW/IRE; fD JS RESP & COOp/ 

SUSSMAN-314 

I 
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Event Chronology 

F;vl!nl Number: P02000060761 

P.06 

b7C -6 
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~ Optraror ~ 

M:07/n2 
0~101102 
n:,,07!112 
().V07-'0l 
IIM•7102 
li~/U7/ll2 
U~l(l7.'02 
0~101/02 
<Jll/(17/UZ 
Nvu1,02 oa,,,,,l12 
OMP/02 
1W07/UJ 
0Mi0710l 
0R/!17!1J'2 
D~ll)710~ 
l)Si071(r. 

!l1111l7'1l2 
Otl/07/0l 
llli/U7fU2 
t,16/01n:11 
OM/7102 
011/rl710? 
0Ml7102 
,;:y(J7/02 
US/ll7102 
r1M1710l 
Oi<1u71t10 

2:'. 1'7SIJ 
2.2.17.SI 
~1: 115'< 
22 17:$ll 
22,11.n 
22:1? .. ~R 
21,17:.SI! 
2'!·1!!:,() 
2.2:1'1.0S 
22.i,,r1s 
22 19:0f', 
ll·l'J:U11 
.Zl i9:~fi 
22::!0:!l 
!2:21.0!I 
~l:2]:5t. 
?:?14:11 
22.24:11 
22:24:)) 
22.24 1)) 

12..U O!i 
?'l:Z:S:U1 
22 lb::?4 
2~.J6;J4 
::i.Jli.•I 
12:M,:41 
22:~-<,;4) 
i:.JC,:41 

il''l:Jitil"tl7 
,~•\101\7 
c,11s,,;,.,r17 
posilic,n7 
riniitton7 
poli\iun7 
po,iLiun7 
pv:,i1,u .. s 
~ilion, 
1,oi11ion7 
posil;vnS 
Fl)Sllitlr\$ 
rr,,it1'11\1 
;,orn1.ir,7 
~iria-,ll 
\'IOiltionS 
1niinini:I$ 
\rJi11in1I$ 
~-..i-,,'20 
:tocni«:o 
t:11Jahlu~S 
~i1ioroS 
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p<1$it;anS 
pornio,-S 
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~.!0.N6 
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91033(, 
'7.1U]J6 
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92020J 
920202 
~2C>W2 
\ll!J?U2 

~VF.1,r CIU:tl.I't:D: t.OCATION; l'lUMOl:ll, [2110] AIU::A [Till) MIJl'JIC:IP"1.Jf'{· (L.2J APA.ll.TMENI: v\li\TC] 
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Prlorit:,: [I] 

RJ.:MJ\.RKADDl':r>.:! l'SGll ON NO Fl.Y r.r~r. AWl\lU; PD TS nFJIP a: COOP 
Ml'I' 

UNIT ~O.!OC: OISPAICHCD 
1.1NIH!d-llC: OlS~ATt,...:.:H.a,.F:r;D _______________________ _ 

Rl:'.M.'-'UC. ADOtn:I .[ lJNrf 6B4lC' 1:NRou""•r-1:u-----------------------....1 
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UNIT r,A,tl I c: C:ON'J'/\("(C:I) Cc,111mt111: Al11111 l'rm..r 1;:,.ltnd!d; 0 
Ut-lrl' 61t40C AIUllVF.D 
Ul'IIT 684JC I\M!Vi"ll 
Jll.!t-i.,\JU-. A!)l)F.T)·RCmi ~UBJ NJ!G O1-J FBI 1.IST 
UNIT ~r161X' ~vAtL\.l!LI': 
o,~~1,h Uruup. [Ai.LJ ETA; (11) nc11: rr1:11 I l'r,m;ir) Ul'il; [f.~(IC':l Pnm;u, Mttnb~r: [204] 
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f:Vlirff CLOSJ;n, Ois1>0~1t1on ~ (NOMJ 
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U11il ID SI 
(\1~4r1C OP 
1;[l40C ER 
Gl34iJC ~ 
t,1.J,1(,C cu 
o~OC Alt 
f,040C AV 
Cil341C OP 
GB.ilC l;R 
Cil24 tC -
Gl341C CU 
<•H-IIC AR 
(1(~41C /1V 

..... __ 

Dicp,,lclt Nn,n 'limr 
liia:50 
22:19:0S 
22:24:l l 
22:2.A:;3 
22:2.il.0ti 
22:lG:J-4 
12:19:05 
ll:19:0<i 
22:24:11 
22:24:JJ 
22:28.07 
22:36:41 
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Unit Information 

Ern l Fm112 
204 
204 Of-(,. 
204 (<l)'F.,&f 
204 Nfo 
204 _ "]JJ,J 
21).J ,. 

41077 
4107 J of-e 

::~;J fHt>/t 
4101 ~-4101-
4107 

ID 
!12020 
!.12020 
920)3-
92022 
92020: 
1)2020. 
!12020. 
!tl02tt. 
1mm, 
92022 
?2020: 
92010 

Ter1nlna1 
po:ill:inS 
posiuon5 
lr~il\lllfl 5 
scmor20 
posi1i011S 
w;ilior,S 
p0$iLi1.1n5 
pc,siti11nS 
1r.1il\inr1s 
scnior20 
pcisitiu,1.S 
pn~ili.i11S 

Lnc111io11 
200 Tijl L2.ATATC:@ATA TC 
lOBTBI L2..,\TA"IC.~TA TC 
200 TS! U,ATA!C:@Al"A TC 
2UOTBI L2.ATATC:@ATA TC 
200 TEii L2,ATATC:@A. TA. TC 

200'1'81 L2,ATATC:@ATATC 
200 'f.1:)1 T.2,A.TATC!@.-,TA TC 
200 T13l L2,A"rA TC: ®}.TA TC 
2.UOTHI l.2,ATATC:@ATATC 
200 TB! t.2.ATATC:@ATA. TC 
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News 
Terrorism Is as 
Terrorism Does 

June 6 -12, 2002 

Local peace activist may be on FBI list 
by Terje Langefa(ld 

Bill Sulzman has protested nonviolently against U.S. military policy for 
more than 30 years. That, he discovered last week. apparently makes 
him a "terrorist" in the eyes of the government. 

Now, Sulzman. a veteran Colorado Springs peace activist, is concerned 
that he and others will be subjected to FBI surveillance under new rules 
that allow the agency to spy on domestic groups and Individuals 
suspected of terrorism. 

Last Thursday, May 29, Sulzman was arrested while participating In a 
political protest at the U.S. Air Force Academy, Between 15 arid 20 
actiVlsts demonstrated against the policies of U.S. Secretary ~efense 
Donald Rumsfeld. who was speaking at the Academy's grad"ua on­
ceremony. 

El Paso County sheriff's deputies broke up the demonstration at the 
request of Academy officials, who maintain the protesters were on 
Academy property without permission. Four protesters refused to leave, 
arguing that they were standing in the public right-of-way. The four. who 
included Sulzman, Peter Sprunger•Froese. Mary Sprunger.Froese and 
Mary Sheetz, were arrested for trespassing. 

·Former priest and soldier 

While the four were being held, deputies ran a routine criminal 
background check on each of them. That's when both Sulzman and 
Mary Sprunger-Froese who were in separate squad cars say they heard 
something over the police radio: Sulzman. a voice said, was listed by the 
FBI as belon~1ing to a "t~rrorist organization." 

T1im.,-gl1 Su!zrna11 was held for about 30 minutes longer than the rest, all 
four activists eventually received court summonses and were released. 

http://www.csindy.com/csindy/2002-06-06/news. html 
I 

. -:::,,- - -- -

SL-n\ll I -\ 
EVEN' 

Currcat\ 
Weilhi:t 

fir -:/ 
Colar~ Sprffi.G 

. ''±:,~ 
~ 
··• L;!~ 

. Partly
8
. 9-ioi~ 

3'. F .. , .. ,, 
Powe~,i,y:··· 

AollH' ealht r.OOII: 
'lour :JOLlnlal'o,: 

,i..a .... w~ 
1)~'$1!! 1/feti'":: 

take 
note 

We Want Luke'i 
Life to Count 
She Said. He Sc 

1/6/03 



l,JALL STREET JIJIJRtlAL SUSSMAN-318 212 274 7994 P.0·3 

Still. Sulzman says he wants to know why tie's listed as a terrorist. A 
former soldier and Catholic priest, Sulzman estimates he's been 
arrested more than 20 times in the last 30 years, but always for non­
violent protests, including various acts of civil disobedience. 

So far. he's been unable to get answers from the stierllfs office or the 
FBI. The agencies also didn't offer the Independent much information. 

A spokeswoman for the sheriffs office, Lt. Melissa Hartman, said she 
couldn't divulge what information the FBI provided on Sulzman, saying it 

. would be "privileged criminal-justice information." 

Ann Atanacio, a spokeswoman for the FBl's Denver office, refused to 
comment specifically on Sulz:man's case, citing privacy concerns. 

Propensity to violate laws 

However, Atanacio hypothesized that someone might be included on an 
FBI list of potential terrorists for "any number or things," and that such 
lists could include "persons who have propensity to violate laws at 
sensitive national security installations." 

That would fit Sulzman, who has often been arrested for nonviol~nt 
actions at military bases. 

A spokesman at FBl's national headquarters. meanwhile, said the 
agency "absolutely" does not maintain lists on peaceful protesters. 

"The databases we have are on known violent [people}, or those who 
have a propensity for violence, or who have threatened wilh violence in 
some way in the past," said the spokesman, Paul Bresson. "There's no 
'peaceful demonstration list' anywhere within any FBI files." 

Bresson also said he couldn't discuss Sulzman's case in specific. 

Sulzman says he's determined to get to the bottom of the matter. Like 
many other political activists, he was concemed to learn last week that 
the FBI, in the wake of intelligence failures prior to Sept. 11, has 
received broad new powers to spy on domestic groups and individuals. 

The FBI has said the ne~ powers will only be used against suspected 
terrorists. But that no longer reassures Sulzman. 

'That I'm labeled a ·terrorist' means a lot of people are labeled 
'terrorists."' Sulzman said. 

Terje Langeland 

---------·-
RECENTLY: 

• Gay Discharges on the Rise More gays booted from Fort 
Carson by Terja Langeland (05-30-02) 

• Ticket to Ride Small transit businesses squeezed by rising 
insurance rates by Terje Langeland (05-30-0).) 

http://www.csindy.com/csindy/2002-06-06/news.html ., 
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By Dave Lindorff 

Grounded 
A federal agency ;;anfim1s that it ma.intains an air-tr:s11cl 
blacklist uf t,000 people. PellCe activists and civil lihc:1taria11s 
fear lhc-y'rn on it. 

Nov. 15, ?002 I Barbua Olshnnoky was a.ta Newark. Im~rnational Airport dap3rtUre gate fast 
May when an airline agent ;it the counter checldnB her hoarding pass called airport security. 
Oli;.ha11sky wu :iubjccted to a clos~ search and thim, lliough :-.he was in view of othar travdcr~, 
wa.,;. ordered to pull her p:mts down. The Sept 11 Lea rodst attacks mo.y ha.ve created a new c, :i i., 
.\irport scxurity, but even so, she was 1:imb,11ra,;1,od and annoyed. 

Pf':rhaps one such incident miwit've been torgotti:11, luit O\shanaky, the usist:int legal dir~c.t1.•J fr), 
the left-leaning Center tor Constitutional Righli., was pulled out ot" line for epecbl attentiou lb<' 

nc::l."1: time she flew. And the next time. Am.l 111<' nat time. On one tJi¢lt this past Septernhcr ffom 
NcWark to W83hington, six memberi of lh.:: c;c>:nter's staff. includin~ Oleh:msky, were StOl1Jlt:d and 
subj cctcd to intence ecrutin y, even Lhougl1 they had purchased their tickets independ en I I y ii11d had 
not checked in as a group. On that u1;l:t1!oi,..,,1, Olshansky got ongrv and demanded to k:nnw wby 
she bt1d been tingled out. 

"The com-purer spit you out, .. sh~ n::1:;tll, the agent sa,;ng. "1 don't lr..11ow why, and I rlnn'l have 
tame to t:ilk. to you about it." 

Olshon:;ky and her colleagues .cri::, <1p11arent1y, not alone. For months, rumots and anP.<".1l11l1::i hilY<:: 
circulated among left-wing lU1,J l•IJ,~r activist groups about people who lul.ve been bi,m:J from 
flying or delayed at security g,d~-. hccause they arc "on a list.·• 

Hut now, a spokesman for lhl! 111:w T, .l.11!.{lottAtion Security Admini&tr:ltion has acl:now)e1lgol fo1 
the first time that the gov~rnruc,11t h11~ a list of about 1,UUIJ peo?le who are deemed "!lu~ .. ,t-. to 
aviation·· :and not allowcil 011 .. i,plane.,; under any circum::;t:lilccc. And in 311 int~icw with Salon. 
the official suggei.ted lb.dt O1,h;u,sky and other polilicnl :s.ctivists may be on a sq,C1111tc list that 
,ubjects tbP.m r.n i.Lrid :;cn1ti11y but allows them to fly. 

"We have a list t,f,.lioot 1,000 people," said Ua.v\d Stei~man, rhe TSA spok.es111~n The agency 
w1,; r.r~aLctl 4 year ago by Congress ta hondlo transpon:ition s:i.fety durint 1he war on terror. 
MThis lbL is composed of names that ore provided to ug by various M'J"I':' nmcnt organizations like 
lhc FBI, CL"\ and INS ... We don't osl, how they dacide who It• li~1 F~ch agency doc1dcs· on its 
uw·11 who is a 'threat to aviation."' 
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The agency hat no guidelin~ lu uetl'.;m1inc who ~et!; on the list, Stt:it"'an say,. and no 
z,roccdures for getting off! he list if 5omeone u: wrongfully on it. 

MC4JlwhJle, 3..ltl)Ort securiry pi:1 ~,u1d, citing li3t:; that al'"e provitlr::~1 hy the agoncy_ nnd th.it 
appelU' to be on air\i.nc tir.:lo:1i 11g and chc:ck·in computers, seem tl1 l1~ nc;tting n1ostly priesti., 
elderly nuns, Green Pl411 y c..ampaign oper:itive6, !!!ft-wing jn11malists. right-win~ nctiVists and 
pe<iple affiliated willl A,~h or Arab-Amencm group~. 

• ~~~'t~~g•r, a. nun in Milw1111kci: and an acbvist with Peace Acliou, i\. wdl-kn.own 
grassroots 11dvocscy group, was srnrpc:d from board1n~ :i flight wt spring t,-, W ashi~n. where 
she and 20 youni; students: wc1~ plllnning to lobby the Wi~on~in congrt:$sional delegation 
aitainst U.S. milit:acy aid lo 1111-: Colombian government. "We were :di p1evr;nlcd from boording, 
and soma of us were tal:.cu 1,, another room 1111d ques.tioned by airport security personnel ond 
loool ~herift's deputi"'i,;," s:iys La.winecr. 

1n that incident, an afrli!•I". employee with Midwest .6Jr and a lnc-.t.1 sheriff's deputy who bad been 
called in during the iuc.;il1ent to help nirport eecuriry personn~l 1\ctai11 and quc:stion the group. told 
eome of them th.it thc::i r nanic:s were "on a list." and that they wen: being kept ot3:' their plane on 
instructiom from tl11". Transportation Security Administration in Wa.shinpn · .. -¥.~~11.led 
~~~~t#C.:•i~atiou request with~e Ttlll\Sp.On.&liou $:'.Curityi:K ::"•·~- · .. .'~ ~? i~'fo 
le~jg~~.i.~~~i,,"thrcat to avu1tion" l~. 

• Last month, Rebecc:1 <111n!u11 and Jan Adams, two journalists with a San Francisco-bosed 
mtiw3r. ~~~a~i~~ ~:An~d War times wer~ eta~~- a~ the check-in ~,~t;~ o(A~-~ .~i:1~!::',, . 
where igt~~~it;ii; ~Jerk told thcrn th4t her'coQJl>ti-ce,; ',howed tl:1ey., w~~~-~}F.)Y·lk~<• 
The aiJ'line i:;1He(\ the ffil. and local police h~ld them for .t. whil~ before telling theim there had 
been a mistake and that they were tree to go. The two m;ulc: their plane, but not before th~ 
colmli:r r111t>:ndant placed a lorge- S tor ''search" on their hMggase, as&uring tbat thO'/ got more 
close: s(;mtiny lt the board.mg ~te. 
• .A.rt deal1:r n~,ue Stuber, who ran Ralph Nader's Green P,uty prc:o,;d~tial co.mpa.ign in Nonh 
Carolimt iu 7000, was barred la:it month from gening un t< Oieht to Hamburg. Gennany, where 
hE' u,:.i.,; ~uiug on business, after he got engaged. itt a lourl. though friendly. discussion with two 
nther 1,1asseni;cn in a sccunty line. During the co\Jl'sc •.1( the clcbate, he ahoutoo that "George 
'Bu.sh is as dumb 8.3 a roe!~," an unfortunate commcn1. lh;i.t provoked the Ro..lei~-Durham Airpurl 
security staff to call the \oc:u Secret Service b~1n:,m, which sent out two ~ents to interrog.tlc 
Staber. 

"They took me into :a room and questiuncd ,.ne all about my politici.." Stuber recall!?. "They were 
very up on Green P:my politics, 100." n,ey fingerprinted him and took ~ digital eye £can. 
P~~ul~'.X o!12inout, he says, w_a:. ~ k~~!~-J~~b_indcr held by ~lf;' :;:~" - · :'.~~~~~-:'.1{fa,~ 
op~ .an<l~~le. they were q ut:sho111,,e me. I dis~rcctly lookod at 1t/~ili'.eI :Ji:ad a;lang· 1 ,~c .of 

~ , ,.; 4 •• •• • • . · ..... -.:,,· .,,. __ i_, -~•·· , . • ,. . , ,.' 
org~~ons;-~ I was abli: 1~, l~':A~em7c the Green .l:'crty, Gr~¢et .... _ .~·.iii~. lun11~y 
ln~:lii~al."' Stuber w-.1s evr.1ll11ally rcleosed. but bcc11u:;e b.e missed his flight, he h11d to pay 
almost $1,000 more ror H fi,11-farc ticket to Hambure :;o [h3t he would not mi~s Iii~ h1L'iincss 
engagement. In Ille r.111-I, ,~nw;ll'a. aftc.r trying :;o,vor~ 3irportS in the Nurth Camlilla area. he 
fo1_1nri h~ was baned from boardin~ o.ny fligh«:, and h1d to tum in bis tic-lcet and cancel his 
hu .. ,i111::i;s trip. 
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A Secret Scl'vicc agent at the ::i.gcnc)fs. WMhingtnn hed.dquartcrs eonfinned that bis agenr:y had 
been callo..1 in to question Stuber. "W-:'re no~~II~~- i.P~ ot'lbe o.irport &ecurily c.1p~.-ation.'' 
Agent Mt11 le- C.onnelly to Id S:.'llon. "That'i the'f:ffi9fdillllf lien one of our ptNc1.:Lion subjects 
ero~ Llu~atcned. we chec:lc it out." Asketl al.11.11,t the list of org:mizations ob~rve,l hy Stuber, the 
Ser.rel Sen,·ice source speculltM that ltws~ organizations might be on a li!tl of organizalionii that 
the se1vicc. which LS 11.!.!:.i&ned the u~ '-'r p.-ntcc1i.ng the pre~ident, might uc::r:..-1 to monitor :is prut 
of its security r~onsibility. 

Additional c,'i.dence lUMeSIS that O\;han:,;ky. Stuber and other 1ef\-leaning .1i.:rivists arc also seen 
;ti:; a threat to avi~tion, though perhap~ ur a different grade. A top official fw- the "l!aglc Forum. m 
old-line con:;ervative ~up led by anli-f~minist iC<ln Phyllis Schlafly, s11ic.l ~vc:r.al of the group's 
membcB have been delayetl ctl :.r:,·111ity chcckpoint!l for so long that thr::-y missed their l11ght:.. 
According to Pl)<. Christi, a C,llh,1,ic peace orgaruzation, an Amf".rir.an member of the F£Llun 
Uong Chinese religicu.s gi.• ,np was batrcd from getting back 011 ~ phme that had stopped in 
lcel:md, reportedly b,1:;.-~1 on infonnahon supplied to Icelalllfo·. customs 'oy U.S. :i.uthorities. The 
person was repnrlc:Jly flC1.TI1ittcd to Uy onward on a !llter ilie,hr. 

Hussein Ibish, conu11ui1ic-.a.til'lnJ director of the American An1I., Anti-Discrimination Committee, 
says his group ha.o,; clucumentcd over ~U c:i~es -- involving 200 1leople -- io which flier& wi1h 
Arabic names have been de laycd at the :iirport1 or barri:i.l alt oec:thcr from flying. Some, he say¥, 
appear Lo iuvolve people who }\:ive oo political involv~Tllt:llt at all, and he speculated that they 
suffl!.l'cJ the misfortune cf h.:i.vm,:: the same n:ame R> i;omcu111: "on the li.3t'' for legitimate seC\uily 
n:;isu,.~ .... 

Until Steigman'& confirm11tion ot the ao-fly li;t, thP eovcruincnt had never odmitted it,; existence 
While FBI spokC3man Paul liresGon confinned P'kisLcm;e of tl1c; list. otfioiol& at the CIA and US 
I.to,uigration and Naturalization SffVice m:cli11M to comment nnd referred inquiries bade 1n Ll1e 
TSA. Details ofhov.· it was assembled ;md lrt,w it i~ hcin~ u,cd by the ~ovemment, airporti. a11d 
airlines arc largely kept .. ecret. 

A security otlic;c:r at United Airlines, speaking c.111 ,~ndition of anonymity, conrumed thar lh~ 
airlines receive no-fly liscg 6-om the Trmspmt:ition Security Aciminjstration but declined further 
comment, ll3}'ing-it wa~ a security m~Uer. A USAir ~pokcswomim, however, declined"' 
comment, saying that the airline•~ secu1Lty relationship with the federal transit llgeuq; was a 
s&eurity matter and (h11r rli,1:11";.i11;.: it could •~copard1ze pacsenger safety." 

Slei~ declined to S;ly who w~ u11 the no-fly list, but he conceded that people like I .awingcr, 
~tuber, Gordan, A<h.m,. :m,I Ohlaausky were not "threats to aviation," because lJ1ey were b~mg 
31Jowed to fly .1!\cr l,r:ine intcrroga.t(:d and searched. Hut then, in :i Byz11ntim: twi~t. he raised the 
possibility that llac ~remity agency might hon n'lore than one list. '"I checlct:ll with our security 
people," he :,;~ilt, "imct they said there lS no [secondl list." he said. "Of,:.,ursc, that could mean 
one o~ lwo !hi11ei.: F.ithcr there 1s Qc> second li!:t, or th~e i~ a. list .tm.l they're not goin: to tclk. 
.1huut 1L fu1 secwity reasons." . , 

In fact, most of those who have been stopped from boardin~ 0ie,hr:.,; (like La.winger, Stuber, 
GordOJl and Adams) were nble 10 fly latf?r. Obviousl1,. ir1he. TSA thou:ht someone W:tS a 
genuine "threat to a,•i11tion'' like th<1se on the 1,000-n.imc no-fly list, they would Gimply be 
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b:im:ll fr"'" flying. So does tile agency havP. mu1i:; than one Ii.st perhap, - one for p~rle who are 
totally harrcd from flymg and another for pt'o11le who a.re stmply harassed mu Lld:\ycd'I 

Ask.eel why the TSA would be barring a. 74-yi-,1r-11ld nun from flying, Steisman saiu: ''l clon't 
know. Y,:111 could get on the list if you were ,irrc:sLc:d for a ti:dcral felony." 

Sister Lawi11ecr says she w113 arretted only once, h;u;k in the 19803, for &itting down and refusing 
to l~;,.ve the district office of :i. loc;1l congressm~n. Aud c:vcn then, sho say,, she was ue,rer 
offo:ic1ll y charged or fined. But another pi::n,,.111 who was in the lle:ice Action deleeitliuu that day. 
Jutlil}J Williams. s11y3 she W/lS arrested aD1.I i:;1...:11t three day,. in _jail for a protest ill lire: W11ite 

1 

l·fuusc back in l!J91. In that protest, Willi;ims and other Co.tholic peace activist.-. haw. scaled the 
White House perimeter t'enec and scalier Pd 11abydolls around the lawn lo pu:itest the bombing oi 
lnq. She aa.ys tho.t the charge from that incident was o. miedemeanor, an i11fntction that would not 
seem enough. to establish her ~-" a tlueat to ,wiat1on. 

Inevitably, auch quet:tions about how one gets on a tcder;il transit list cri:ctlc::!i _question:, about 
bow to g&t off it. lt is a clas~ic-. -- ,u,J 111u1civing -~ <.:atch 21: Because the T,ani;11ortation Secunty 
Admimstration S:il}'i it comrilcs \111:: list from names provided by other at;('Jlcici;, it has no 
procedure for coneccin~ ;i pmhlem. Aggncvtd plU'tier. would have lu go to the: agency that fir&l 
reponed their narnc:i;, tun fur security reasons, the ISA won't disdo!ie which agtncy put someone! 
on the list. 

Bresson1 the FBI spok.~1,ei-son. would not explain the criteria for c-.h1.'i1,i(yi11g someone as a threat 
lo aviation. bttt su~r:.<f11 that fliers who beheve they're on the li.;:1 im111opcrl)" .should "repon to 
airport security ,md they should be Able to contact the 1SA or its 4ml get it cleared up.'' He 
concedes lhal mie,ht mean mi33cd. flights or other incon•,d1ii.-:,1r-e.~. His cxpbncuion: "Airline 
security has ~utt.e11 very compheo.te<i." 

Many critics uf 11 ,~ ~curity agcncy·a methocl& accept the nee,\ for heightened air ~ecurity, but 
remain troubl.-.<l hy the more Kaika.-esquc traits of the sysr.1:111. Waters. at the Eagle .Forum, 
worries lhc11 the govemmcnt h.ns offered no explam1.tion fo, l,mv a "thrc~t to o.vro.tion·• is 
cle1~m1i11ed. "Maybe the people being atopped are ii.ln:ct~ly hcing profiled."' 3hc, saye. "If they're 
prufiling people, what kmd of thins£ are they lookiu~ fnr? Whether you :fit in in your 
nc:ighborhood'!'' 

"l agree that the government should be keeping knuw1.1 'rlweats to 11.v;ation' offofplanes," foi;;h 
.uys. ''I certainly don't want chose people on my plaud But there has to be (l -procedure for 
appealing this, and there isn't. There- are nn .-:afeguaids and there 13 no recouri:e." 

Meanwhile,. nobody in the federal govemmenr h;1s c.1tplaincd why 10 mlllly low :abiding but 
mostly left-le1uunA" political activim 1nd :mtiwar <1.1.:ti 11ists are being harassed at check-in time at 
airports. •rrhi!I all raisea serious concerns ~hrn11 whether th:: govcmment hns m.ade a decision to 
target l\.meric:ms based on their pulitie;ol hdicf$,11 says· Katie Coni~:in, an ACLU otllcial. TbP 
ACLU has ~ct up a No Fly f._i,.1 (\implail~t Form on its Web s1to. • 

One p~icular conc:mi c1b(1111 the gnvemmcnt's threat to a.vi..1tion list and :my orherrnsi-itJJe lists 
of people to be subjc:-,:thi !Cl otra. :security inYe:;tig:ition at :iirportll is that nam.t>.K arc Lcing made 
available lu pri11 .. 1~ c-.om~l;itu:s -· the 11,rlines .md ai~on authorities -- chilrgcd with alerting 
securily 1-'~r~m,cl. Unlike mnst otlter l:iw enforcement watch lhri,, these lists arc not bcin~ 
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c:losely held withi11 the \,ationa.1 iecunty or law-enforcrmc:ul ules and computer&, but are 
apparently bcill!l, widely dispersed. 

"It's bad enough wht":11 the federal govomment has lists li\.r. tlti~ with no guidelines on ho\V 
they're eompiJetl 01 lmw to use them:' savs Olshansl:.y <1I 1\,e Center for Conlltitution:u Rights. 
''But when tlic:sc: lists are rhcn given to the private s•~·t,.11, thCTc arc C"/Cn lose controls over how 
they are ui:etl 01 misused." No tin.it that airlines have .. ,, free hand" to decide whether s:ome1:,ne can 
b1.1arll ~ 1,lanc: or not, ahe :;3.ve the result is a "m:mc-udous chilling of the Fin.t Amendruc-ut ,ight to 
lntvd and speak freely." 

. '.}~ann_cd ~y ~~{o~~·~p~~ce anc.1 Ille numb.~#".""''\'"· -
.~fill; m fighting baclc..~_,sa)"' m1w that the g~~­

,., #;~lapklist. her center i1.;plllmiiue a First Amend.Jno . 
'.~:rf:;c;;cR.has olre:idy.•s:igned up 'I..1wi11ger, Stuber,~~::'. 

"""'-"~J',i<f n.~µp' 

About tbe writer 
Pb.iladclptuo.-b~ed joumalist Davi: Li,_,flnrff writes regularly for Salon 

Editor's Note: Ihi~ t:tory has been cl1rr,,.-.tr.d. 
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R.curuiJuct1an (If mercri~l fro"' any Salon pagef ,,.1tt1nur wr,tten oernd~i<m Is strictly prohibilcd 
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Correction~ 

· Hlrrounded", a story publishc:tl '"' t>:ov. 15. mcorrectly r~orted that altumt:y Rarbara. OJsrum3ky 
of the Center for Constiluli1.111.al Rights wa..~ attemptin~ to board a 1!!LB1ue flight when she was 
stopped and strip-sP;1rcl1cd earlier this ycor. in fact, when she flew oul ~1fNcwark. she wos not 
taking JetBlue. Tht: sLmy also reported incorrectly th1.t Green Party <1\-:tivillt Doug Stuber, cuter 
being stopped fa1111 L~lin.g his planned lliAAt from Raleigh-Durham, N.C.., to Hamburg l.1St 
month by US Sc:c-rct Service agents, w:is able to fly to his rlt' ... Li11atio11 on a later tligllt. In fact, 
&fter lryiitt for two da.ys at vnriou~ airports, Stuber founcl ht' was bam:d from boarding 3.ny flight 
:and uus.s~d his hll4incss trip. Th.e etory also descnbed {>e.:Ll".t: Ai:lion as a Roman t:atholic 
1.•rtn11i7.atim1. 1n fact, ,tis not :,.ffiiated with any rc:li~i,,us group. The story h¥ been corrected. 
S;\l,1n regret& the mori.. 
[Correction made l l/15/02] 
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