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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

September 7, 2004 

Request No.: 1004300- 000 
Subject: IMPACT OF FREEDOM OF 
INFORMATION PRIVACY ACTS ON IAW 

ENFORCEMENT ACTIVITIES 

This is in reference to your Freedom of Information Act (FOIA) request. 

Enclosed are 204 pages of documents pertaining to your request and a copy of the explanation of 
exemptions. 

You may submit an appeal from any denial contained herein by writing to the Office of lnformatin11 
and Privacy, U.S. Department of Justice, Flag Building, Suite 570, Washington, D.C. 20530, within sixty 
days from the date of this letter. The envelope and the letter should be clearly marked "Freedom of 
Information Appeal" or "Information Appeal." Please cite the FOIPA number assigned to your request so 
that it may be easily identified. 

Enclosures-2 

Sincerely yours, 

David M. Hardy 
Section Chief, 
Record/Information 

Dissemination Section 
Records Management Division 
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(b)(6) 

(b)(7) 

(bX8) 
for 

(bX9) 

SOSl~ON$ OF TIT.LE S, UNITED STATES CODE, SECTION 552 

(A) specifically authorized under crit~ established by an Executive onier to be kept secret in the interest of national defense or 
foreign policy and (B) are in fact properly classified to such Executive order, 

related solely to the inremal personnel rules and practices of an agency, 

specifically exempted from disclosure by statute (other than section 552b ofthis title), provided that such statute(A) require-; that the 
matters be withheld from the public in such a Di8nlier as to leave no discretion on issue, or (B) establishes particular criteria tor 

withholding or refers to particular types of matters to be witbhel~ 

trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

inter-agency or intra~ memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

" 
personnel and medical files and similar files the disclosure of which would constitute a clearly wnvarranted invasion of personal 
privacy, . 

recJ:-~· i'r infonnation compiled fo; l~w rnforc~ent purposes, but only to tl;e e.<tent thr., ±.i.! production of ~·uch. lw, :!nfor~·:t'.le"' 
rCCllrds or information ( A ) could be rca.sonaoly bi! expect<!d to interfere witll enforec:ment prO\:e..:dings, ( B ) wowJ deprive a ril!rson 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwammted invasion · 1 '· ot:rsoru 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or forei~n ; '" ·, v or 
authority or any private institution which furnished information ort a confidential basis, and, in the case of record or infonnat1<,,, ;rnpil 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national •wcurity 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures fo, , 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecuti,)11 . ·· h 
disclosure could reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to ,:udan~e '.e or 
physical safetY. of any individual; 

contained in or related to examination, operating, or condition reports prepared by, on behalf ot~ or for the use of an agency',. l"'nsiblc 
the regulation or supervision of financial institutions; or 

geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(dX5) infonnation compiled in reasonable anticipation ofa civil action proc~g; 

UX2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(kXl) infonnation which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, infonnation involving intelligence sources or methods; 

[kX2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss ofa right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that Mis/her 
identity would be held in ~nfidence; 

:kXJ) material maintained in connection with providing protective secvices to the President of the United States or any other individual 
pursuant to the authority of Title 18, United States Code, Seetion 3056; 

k)(4) required by statute to be maintained and used solely as statistical records; 

kX5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
ernploymentor for access to classified information, the disclosure of which would reveal the identity of the person who 

JITiished information pursuant to a promise that his/her identity would be held in confidence; 

,X6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government 
service the release of which would compromise the testing or examination process; 

~X7) material used to determine potential for promotion in the axmed services, the disclosure of which would reveal the identity of the 
person who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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Date __ 9_/_9_/_7_7 __ ~: 
-----------------------------------------~-----------

TO: 

FROM: 

SUBJECT: 

DIRECTOR, FBI 
ATTENTION: FIELD COORDINATION, 

APPEALS AND CORRECTIONS UNIT, 
RECORDS MANAGEMENT DIVISION 
FOIPA BRANCH 

,~AC, .am:; I/, r; , f~ /..hlf ·'-~ 1'! 'f-er., • L / _..,.. J , I _., I -• ~ /J 
f?J<JIB1Juk HfFORMXrYoN-PRIVAcY ·AcricFoIPAy:- , , 
ADVERSE IMPACT ON FIELD OPERATIONS ---.._' 1 /I._ 

ReBuairtelH· 8/16/77. 

Personnel of the Butte Division have·been sur­
veyed and the majority encountered no problems caused by, 
FOIPA. Five Agents indicated that they had encountered 
more reluctance to furnish information from other state 
and local agencies than they had experienced prior towe 
passage of the FOIPA and reasons given were that it wa 1)/. 
questionable whether the confidential nature of the l( 
identity of the persons giving the information could 
be maintained by the FBI. This reluctance was exper ed 
particularly in not being able to obtain basic information 
from such institutions as banks, credit unions, and utility 
companies. Some of these private companies expressed 
reluctance to furnish even background or address infor­
mation for fear the compan~uld be libel to civil suit. 
It was the concensus of the nts that in many instances 
the information could be obt , but through the slower 
process of subpoenaes after the atter had~~n presen,;~\l 
to a Grand Jury. ~ -/3/tl.;;;,/- 7-k;. IJ.P..:!:.J,'\. 

,,,- , , [/ 9 SEP 14 1971 
1~- Bureau (AM) r,: • - XEROX 

1 - Butte ' 
VGM/sdj OCT 131977 ~/ 
(3) I 

- Pere------
GPO 19""7 0 - 225-!':iJ9 
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Date __ 9_/_12_/_7_7_. ----; 

-------------------------------------------
TO· 

FROM 

SUBJECT· 

DIRECTOR, FBI 

TTENTION RECORDS MANAGEMENT DIVISION 
FOIPA SECTION 
TRAINING AND RESEARCH UNIT 

SAC, PHOENIX (1~-1) , 
.l.. It,;/ ·11 / vii /... JJ f ~· 
'l''OIPA MATTERS -
LIAISON WITH LOCAL LAW 
ENFORCEMENT AGENCIES 

EN/ I 

-----
; 

I 
// 

As Bureau is aware, Phoenix is experiencing some 
difficulty in gaining access to certain sensitive local law 
enforcement information as a result of FOIPA legislation. 
Local agencies fear that the data will be released to th 
public through FOIPA disclosure. 

In the near future, Phoenix plans to meet with 
police legal advisors from key state agencies. It is hoped 
that such a meeting will restore confidence in the Bureau's 
ability to treat information as confidential. XJ 

/f/tJ-3 -
Phoenix feels that it 1s necessary to pr i ea 

legally oriented "fact sheet" which would set forth 
legislative history, specific stat~,P.._~ court rulings, 
administrative holdings, etc., upho~~ the FBI's right 
to withhold information furnished by non federal law 
enforcement agencies. -.QEG Iii ... ; { 1 ~? _.,,. / .,,. 

· rn , 
The FOIPA reference manual (pages 175-177) notes 

that exemption (b)(7)(D) 1s appropriate in most instances 
to withhold information provided by local law enforcement ----agencies. 

(J)- Bureau 
2 - Phoenix 
CRW.msw 
(4) 

,. , 
r, -;--"_ .... Xl:,HU1, 

OCT 13 1977 
l"j JJ /.._yl'--
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Approved 
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PX 190-1 

Phoenix desires to know whether local authorities 
can be given a 100 percent assurance that information will 
be withheld pursuant to the above exemption if the information 
1s furnished to the FBI with the stipulation that it be treated 
as confidential. 

Page 177 of the FOIPA reference manual states "It shall 
also be the policy to release this type of information where 
circumstances indicate release could not possibly identify the 
provider." This statement of conclusion seems to be somewhat 
contradictory when read alongside page 175 which indicates 
information itself is to be protected as well as the source 
of the information. 

Phoenix requests clarification on the above point and 
further requests sufficient legal citations, etc., to provide 
police legal advisors with a sound legal basis on which to 
advise their departments in regard to this issue. 

-2-
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DOCUMENT, .,_,3 ____ _ 
- ,,., ----- - ~~-

! [~~-
UNIThD STATES DEPARTMENT OF JUSTICE 

I ::._ 

FEDERAL BURbAU 01-' l1"VESTJGATION 

In Reply, P1- Refer to 
Fafe No San Antonio, Texas 

nay 11, 1978 

l. ~~,I J "' .. t 

Ol•Ro,c,3 GF.NE'Rl\.L ACCOUHTING OFFICE {GAO) STUDY 
TO EVALUJ\'l'E 'l'IIF. TMPl\CT THF: F-qFF.nm, OF 
INFO~TION AC'T (FOIA) AND PRIVACY AC'I' (PA) 
ARE HAVING ON LAW CNFORCEMEN'I' .2\CTJVITIES 
FRJ<;EDOM or INFORMATION PR1Vl\.CY ACT MATTER 

--------------
Information Exchange Between Federal, 
State an<l Local Law Bnforcement Aqencies 

The Federal Bureau of Investiaation, as a member of 
the intelligence colTlJ'Jlunity,is required on a continuing hasis 
to work closely wit~ otber wowb:rs of the ioteJJiaence 
com:nuni tv includinqL ,. I find b,::: 
~ilitary i~tcllioence organizations. Uith the implementation 
of the Freedom of Information Act exchange of inf'a'.....w;1..&...L.1.1..1.1..---

~--------------------------------___,,;i"""'111 C.) 

'T'O 

urt.er comp icate in 0TJT1ation etween members 
~ of the intelligen~e r,o~munitv, it s~ould be nointed out thnt 
<t: :i., 
.., <'J :, i11:or111.ation renortec1 by one ctrrency to another cannot be further 
~ , ;chsseninated to a thirrl acrency which delays the exchange of 
~ ~ Q 111formation v1ithin the intelligence communitv as n. whole. ~ 
' ") ~ .... 

"--:; "t In addition to trie above, s0JT1c sub1ects of F'I3I 
,~ ~forci~n counterintellinence cases cannot he checked t~rou9h 
~~~, ,tne records of the Austin, Texas and ~he San Antonio, Texas 

'~ J.Police Departments, due to the fact that a record of the 
~ ~ interest of the FBI is maintained bv resnective police 

ocpartr.lents. Also, the U.S. Postal Service maintains a 
written record of the requests of the FBI for information 
concerninq Jndividuals. ~his record'of the'FRI's investiqative 

. . /flcJ-J ... JXJ 
This document contains neither recommendations nor conclusions 
of t,e rnr. It is th~ pronerty of the PBI and is loaned to 
your agency; it and its contents are not to be d~N-TfAL 
outside your agency. 

~" 

bl 

..,; 



GENERAL ACCOUNTI~G OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THI:: FREEDOM OF 

---------- --------------- CON~TIA[ 
interest is available to the individual in whom we have this 
investigative interest. 

Law Enforcement Personnel's Ability to 
Obtain Tnfrornation from the General Public 

Immediately following the implementation of the 
Privacy Act various offices of the University of Texas, Austin, 
Texas (UTAT), greatly re'3tricted the information which thev 
were willing to furnish to the FBI. Prior to the Privacy Act 
this office received almost unlimited information from the 
negistrar's Office, Personnel Office, Admissions Office, 
International Office, and other divisions and departments at 
the UTAT. Now the information available to the FBI is 
restricted to directory tyne information such as name, enroll­
ment status, area of study and fraternal organizations with 
which affiliated. To further complicate matters, the FRI 
inquiry is also made a matte'r of record in the student's file, 
qreatly limiting the scope of foreiqn counterintelliqence 
investigations. 

On several occasions, personnel of the San Antonio 
Division have received telephone calls from individuals wishinq 
to lodqe a complaint with the FBI or furnish information to 
the FBI while refusing to identifv themselves without a guarantee 
of protection. When we have been unable to provide an absolute 
guarantee of confidentiality to the caller, he ha<;; refused not 
only to identifv himself, but also to furnish the information 
about which he originally called the PBI. 

Reduction in Current Informants or 
Potential Informants'Resultinq from 
Present FOIPA Disclosure Policies 

Efforts to recruit a number of informants in the 
foreign counterintelligence field have been unsuccessful when 
it became apparent to the potential informant that the FBI 
could not absolutely guarantee that his identity would not be 
divulged at some time in the future as having furnished 
information to the FBI in sensitive areaq. 

2 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE rREEDOM OF 

------ - ----------------- CON'r(oENTIAl 
The 

in the number 
provisions of 

San Antonio Division has experienced no decline 
of current informants due to the disclosure 
the FOIPA. 

Miscellaneous 

Recent publicity concerning the possible identification 
of FBI ~oforro::fs used against the Socialist Workers Party 
prompte~~--~~to telephonically contact this office expressing 
concern over e possibility of his potential identification 
as an FBI informant. He expressed concern for his career if 
his activities on behalf of the FBI become a matter of public 
knowledge. It is questionable if he would have assisted the 
FBI had he known that there existed the po5t.ibility of his 
ultimate identification as an info(Ujnt. A\,__U) 

[on September 29, 1977 ra former Special Aqent of the 
FBI felephofically contacted the San Antonio office and advised 
that 1f'a.~ contacted him at his residence and expressed 
his ear that his identity as a confidential inforMant of the 
FBI would be ascertained by an individual who had obtained 
documen~~1 ~ro~ the FBI under the provisions of the FOIPA. 

f\).rther told the former Special Aqent that the individual 
--w•h_o_h_a_d~received the documents was tryinq to identify those 

other individuals who had provided information to the FBI con­
cerning his activities. 

1* 
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UNJTl•,U STATES DEPAHTMENT OF JUS'~'ICh 

fflNFIDENTIAt 
1-'l!.Ul!.HAL flUltBAU 01- INVES1 lGATION 

Re 

Seattl~, Washington 
May 11, l 978 

GENERAL ACCOUNTING OFFICE (GAO) 
S'l'UDY TO EVALUATE THE Ill1PACT THE 
FREEDOM OF INFORMATION (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVI'UES 

The followJn~ are items of law enforcement personnel's 
1nabil1ty to obtain information from the general public 

A) Seattle file 86-102, Bureau file 86-3202 

JUST DISTRIBUTING COMPANY, INC , 
Kent, Washington 

This is an SBA loan case 1n which the victim 
bank, Old National Bank, Seattle, Washington, who was a 
guarantor for the SBA loan refused to give 1nvest1gating 
agents information concerning the subJect in this case simply 
because the subJect also happened to be a customer of the 
bank. Invest1ga t1 w delays were encountered and agents were 
required to obtain grand Jury subpoenaes for this 1nformat1on. 

B) Seattle file 91-4751, Bureau file 91-59752 

In this instance investigating agents obtained 
information that a possible witness 1n a bank robbery was 
employed at Swedish Hospital at Seattle, Washington Ori­
ginal 1nformat1on provided only a phonetic name for this 
employee and agents contacted personnel office at Swedish 
llosp1tal 1n an effort to obtain the employee's complete 
name to facilitate 1nterv1ew They were adv1~ed on Janu-
ary 13, 1978, that Swedish Hospital employment records were 
not available and that SwcdJsh Hospital would refuse to 
1dent1fy the1r employee 

lo -l.-~ 
,. ~ ' 
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GENERAL ACCOUNTING OYFICE (GAO) 
STUDY TO EVALUATE 'l'IIE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

C) 

b7C 

Seattle file 29-1965 

Rainier National Bank, 
Empire Way Office 
2/28/77 - 3/29/77 

CONt&ENT\Al 

In this bank fraud and embezzlement case, 
Agents visited a former residence of the prime suspect in an 
attempt to obtain addit1onal background informat1on during 
the investigation. The owner of,an apartmenthouse in Kirk­
land, Wasb1ngton, refused to provide rental application for 
this individual, citing possible conflicts with the Privacy 
Act 

D) Seattle file 29-2128 

Bank Fraud and Embezzlement 

Seattle First National Bank, who is a victim 
bank 1n fraudulent loan applications, refused to give the 
loan applications to investigating agents without the issu­
ance of a subpoena, wh1ch created considerable extra work 
in th1s matter. 

E) Seattle file 87-15575 

UNSUB. aka 

Interstate Transportation of Stolen Property 

Wh1le investigating th1s case, Jt became known 
to the agents that Un1ted,A1rl1nes at Seattle was a v1ct1m 
1n that they accepted a stolen check Ior airl1ne passage 
The subJect in th1s case attempted to buy an airline ticket 
in Seattle, Washington, using the same stolen identification 
and United Airline computers indicated to the ticket agent 
that this check was stolen. United Airlines refused to issue 
the ticket which had been completed by the ticket agent. 

2 
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GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FHEEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVI'fIES 

CO~DENTIAL 

During the course of investigation, agents attempted to 
obtain this completed but unused ticket as evidence and 
were advised that United Airlines would not make the same 
available to the FBI. 

F) Seattle file 87-15780 

UNSUB aka 

In this case, where stolen checks were cashed, 
the bank manager refused to allow investigating agents to v1cw 
copies of these stolen checks without a subpoena or a rel1c;;:i "'!' 
from the victim from whom they were stolen. 

G) Seattle file 29-1944: 

Pacific National Bank, 
Campus Branch 
12/76 - 2/77 

During the course of investigation in this 
case, in an effort to obtain additional background informa­
tion, agents sought to review employment records at the Bon 
Marche Department Store and were advised that employment 
records were no longer available because of the Privacy Act. 
Agents also attempted to secure information concerning the 
subJect from Sears Roebuck Company and Nordstrom Department 
Store and were advised that this information was not avail­
able without a court subpoena. 

H) Seattle file 145-NEW 

ETAL 
Interstate Transportation of Obscene Matter 

On May 10, 1978, Pacific Northwest Power Company 
advised investigating agents that records concerning subscribers 

3 



GENERAL ACCOUNTING OFFICE (GAO) 
STUDY 'l'O F.VALUJ\.TE TIIE IMPACT THE FREEDOM 
OF INFORMATION ACT (FOIJ\) AND PRIVACY 

tONOOENTlAL 

ACT {PA) ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

wh1ch had been previously furnished without hesitation would 
no longer be ava1lablc because of Pr1vacy Act and the fear 
of the company that they could be sued. 

I) Seattle file 76-4326, Bureau f1le 76-56782, 
Escaped Federal Prisoner 

During a recent 1nvest1gation to apprehend 
subJect, the Social Security Adm1n1stration at Seattle was 
contacted after investigating agents developed information 
the subJect was receiving supplemental Social Security income. 
Off1c1als at Seattle cited the Privacy Act 1n refusal to 
supply information concerning the fugitive. The fugitive b',, 
was subsequently apprehended at Seattle, Washington, after 
the expense of considerable time and manpower, and at the 
time of the apprehension, it was determined he was currently 
receiving supplemental Social Security income. 

J} Seattle file 156-27 

In this labor matters case, agents attempted to 
determine what bank records were available concerning the sub­
ject 1n order that they could be properly subpoenaed The 
bank, citing the Privacy Act, refused to detail what types 
of records were available and this resulted 1n a waste of 
considerable time and the eventual issuance of approximately 
20 subpoenaes for the grand Jury in order to obtain all 
pertinent information. 

At this time 1t is not possible for Seattle to pre­
sent any spec1f1c 1nc1dences concerning problems encountered 
in information exchange between federal, state, and local 
law enforcement agencies or in the development or retention 
of Bureau informants. 

4 
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' 00 WFO 
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In connection with a recent physical surveil­
lance in captioned matters, several instances were encountered 
1n which investigating agents encountered problems b use of 
the Freedom of Information Act. A e ts 
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DOCUMENT I ...Ji4'----
Ul'IIITED STATES O:J.,PARTMENT OF JUSTICE 

, 
FEDERAL BUREAU OF INVESTIGATION 

In Reply, Please R,fer 10 Sacramento, California 
fl ... ,,, . .,.~ c!'Jt}A..\~ May 11, 1978 

A • , ,. '4,024.7 Nl~'71"ff. 
t ~ 

CONFloiNTIAL_l 
GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTERS 

bl 

------ - - --- - -- . ------------ ---
I. INFORMATION EXCHANE BETWEEN FEDERAL, 

STATE AND LOCAL LAW ENFORCEMENT AGENCIES ----- --- ~ - .. ~ ---- -------------
As of this date, there has been no known adverse effect 

under FOIPA on the exchange of information between federal, state 
and local law enforcement agencies. 

II. LAW ENFORCEMENT PERSONNEL'S ABILITY 
TO OBTAIN INFORMATION FROM THE GENERAL 
PUBLIC ------------------

~)~ource at a local Sacramento university advised that 
his legal 'a~partment has counseled him against furnishing infor­
mation frQJn school records to federal i estigators because of 

b7C 

the Fknl CNumorous ,nrt~~ces, i.e., 
__ _ 1 Bureau file~:-,:"7'1"1~!!"!!'~..,...-n,-----,,~ 

1. ·,: (c. C.) 
- f.::}- In an attempt to locate a foreign student I G ,! O Sacramento university for interview, university off~cials declined 

M Sacramento's request for assistance in locating sub7ect, mainly 

' "' I 

because of the FOIPA. q I Bufile 
105-308843, SC-105-3308.J e ~0..j 

III. REDUCTION IN CURRENT INFORMANTS OR 
POTENTIAL INFORMANTS RESULTING FROM 
FOIPA DISCLOSURE --~------- --- ---- ---

.._ ___________ .,.._ _______________ .,.,,,,.,,,(c./ 
~•_~Caption of case omitted too viate necessity o classi ying is 
~ £ ~ ~:document.) 1v 

.., r- ""'"'-, r-... 
~ ,__-: c This document contains neither recommendations nor conclusions 
~~~the FBI. It is the property of the FBI and is loaned to your 
: L ~agency; it and its contents are not to be distributed outside 

your agency. 
Al.t. l"JFllP."1 l'iT''1r: ~-r '.. ~ • 

l!E:P~I"' IC' 

V.P.~{'r 

of 
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DOCUMENT I .... 1c.----

ln &ply, Pleatt Refer u, 

File J\o 

uNJTEn STA.TES DbPARTM:ENT OF JUS't'ICE 
I 

I<EDERAL BFREAU OF lNVESTJGATION 

Chicago, Illinois 
May 12, 1978 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

FOIPA MATTER 

Reference is made to Bureau airtel dated 
May 3, 1978, advising of the above mentioned GAO study 
which began May 1, 1978. 

In order to assist in the evaluation of the 
FOIPA impact on law enforcement activities, the following 
response is being set out by the Chicago Office: 

1. Information exchange between Federal, state 
and local law enforcement agencies: 

By reason of its location in a major transpor­
tation center, Chicago Office inquiries regarding Theft 
From Interstate Shipment (TFIS) and Interstate Trans- O ·, •-
portation of Stolen Motor Vehicles (ITSMV) matters are 1 _ 
made on a continuing basis of Railroad Police Agencies as ~~ 
well as such quasi law enforcement agencies as the National~ 
Auto Theft Bureau (NATB). Although they are acutely 4) 
aware of, and frequently refer to, the provisions of the O·, 
FOIPA in individual case discussions, no noticeably ~\J 
adverse- affect has been reported to date in obtaining ~~~ 
information from these sources. --..ui 

'2. Law Enforcement personnel's ability to '-l 
obtain information from the general public: 1 ~ 

While no specific instances have been reported 
in this regard, the reluctance of the general public to 
furnish information to the FBI is more frequently manifested 
in the attitude in a large urban area such as Chicago 
rather than in specific remarks which could be utilized 
in this response. 

i~ 

This document contains neitLf Pc:...e~i: n::~clusions of the 
Federal Bureau of Investigation. It is the property of the FBI and 
is loaned to your agency; it and its contents are not to be distri­
buted outside your agency. 

I 
< &a,~ 

::Z:U:l::::::.c:::z.e_ 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT {PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

3. Reduction in current informants or potential 
informants resulting from present FOIPA 
disclosure policies; 

Since September 27, 1975, the effective date 
of FOIPA legislation, the number of criminal informants 
being operated by Special Agents (SAs) of the Chicago 
Office has decreased by 76%. Previous Chicago Office 
communications to the Bureau have attributed much of this 
decline to the Attorney General's Guidelines issued 
December 15, 1976. However, set forth below is an 
example of reluctance to cooperate by an Federal Bureau 
of Investigation (FBI) asset, attributable to FOIPA 
fears: 

b2 

b7D 

lis an asset of long standing who has 
furnished~i~n-f•o_r_m_a_t~i•'o-n~ on a continuing basis for a period of 
years concerning high levels of the international communist 
movement. Much of the information gathered by this asset is 
disseminated at the highest levels of the u.s. Government, 
and the FBI has been informed by other agencies that reports 
of information from this asset have an impact upon the policy­
making levels of the U.S. Government. In addition, this 
asset furnishes on a continuing basis key information being 
conducted by the FBI.,q__CA,J A 

Since the advent of FOIPA, numerous documents 
containing information furnished by this asset have been 
released under provisions of these laws. The asset has had 
access to these released documents which fact has had a 
deleterious effect upon his relationship with the FBI. 
There has been a noticeable decrease in the volume of 
information furnished by the asset, and the asset has been 
frank to state that he no longer has his former confidence 
that the FBI can continue to maintain the confidentiality 
of this relationship. On numerous occasions the asset has ( 
expressed reluctance to furnish information because he fears("-} 

- 2 - - = "22.:. em ----~~~Ilk.; Lmw 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

- - - COLS 

the ultimate release of such information under FOIA may 
result in physical jeopardy or in leaving him open to civil 
suit by ind:i;riduals who have been the subJect of his 
reporting. CThis asset has not terminated his relationship 
with the FBI, but the relationship is now a very tenuous one. 
Should this relationship be terminated, it would result in 

b7C 

the loss of extremely valuable information and severe damage 
to the national security interests of the United States~f.A.J 

4. Miscellaneous 

In a recent case captioned, "UNSUB; Theft of 
1977 Piper Single Engine Cherokee •••• Elgin Airport, Elign, 
Illinois, 7/31/77, ITSP - MT" (Bufile 87-145321, Chicago 
File 87-46483), an FOIPA request was received on January 23, 
1978, from the Office of the United States Aviation 
Underwriters (USAU) in Des Plaines, Illinois, "regarding 
the theft and identity of the individuals involved." 

On January 25, 1978, the Chicago Office directed 
a letter to I j of USAU advising that the 
information requested was being withheld under Title 5, 
United States Code (USC), Section 552 (b) (7) (A) 
inasmuch as disclosure would 11 interfere with law enforcement 
proceedings, including pending investigation. (It is 
important to note that a suspect has been developed as a 
result of our investigation of this theft.) 

On February 16, 1978, ! J filed an Appeal 
from our denial of access to these recor s. The result of 
this Appeal could be most significant, in the opinion of the 
Chicago Office, for two reasons: 

1. If successful, the USAU or any other insurer 
can initiate action in a civil proceeding for 
recovery of funds expendP~ in settlement of a 
claim. If the defendant in this civil action 
is a potential criminal defendant in the FBI 
investigation, then the situation could well 
necessitate the use or FBI documents in a civil 
suit prior to their introduction at trial in 
Federal Cri.m1nal Court. PreJudice to the 
Government's subsequent prosecution would be 
a very real possibility. 

- 3 -



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER -

-

., ' -W 0:--W.. 

2. If successful in this Appeal, the USAU and 

... 

other insurers could reduce the costs of 
maintaining their ·investigative staffs, opting 
instead for utilization of FBI reports and other 
documents obtained through the FOIPA process 
in effecting settlements with claimants or, as 
above, in seeking to recover insurance funds 
from persons whose identity can be discerned 
from review of FBI documents. 

- 4* -
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UN[Tf.D ST\l'LS D1 Pi\HT\11 Yf OF JU,TICE 

J,E..ULHAL UIJHI.Al 01• 11'\L',fIC.ATION 

~,::~,,Please Refer to Po\!~:,~~: f ~~~on Q-/, .. 2,.D()3 ~ 6'-/r? l.)LFjlJAI/C..,,.. 
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Cl) 

03-~6'7'3 
GENERAi ACCOUNTING OFFICE (GAO) STUDYCONF~NT\Al 
TO EV/11 UJ\Th Tim IMPACT 'I'HE FRElrnOM OF 

TNFOWIATION ACT (FOIA) AND PRIVACY /1CT (PA) 
ARE HAVINC. ON LAW ENFORCEMENT ACTIVITIES 

(1) Information Fxchange Between Federal, State and 
Law Enforcement A~encies: 

None. 

(2) Law Enforr€'n:cnt Per~onne 1 's Ab1 l 1 ty to Ol~ta 1n 
Information from the G<>neral PL1bl1c: 

....,....._......_ __ ....._ .... .....,.....,...__....,....__...,._...__.....,...._......_.,..1st, 1977, 
' Portland file L .•i: 

.... i.....;r.a..'---~--~--~~~~~~~-~---.~-~-a-~r-e_s __ 1_e_n-~a-1_a_p_p_o_n_m_e_n_.-, I I 
in separate interviews, expressed hesita­

tion and reservations regarding their comments concerning the 
appointee, and despite assurance of conf1dent1al1ty in accord 
with reouests therefor, indicated their answers and comments 
were tempered through fear of compromise. Both expressly stated 
they couJd be more cnnd1d, perhap~, hut for rPcently pubJ 1cized 
''leaks" from the U S. l)P.partment of Justi<'e 1n othPr matters. 

(3) lteduct 1.on 1 n C11rrent Informants or Potent ia J 
Tnformants Result mg from Pr<:-sent FOIPA Disclosure Policies: b2 

On several occasions in the past( ( an b7D 
informant of the Portland Division who has furnished reliable 
inform~tion regarding the American Indian Movement and other 
activist groups, voiced Ins concern for his safety out of fear 
that his identity would in the future be revealed despite present 
assurances that his identity would be conceaJed.}¥(..U.J b2 

b7D On April 24, 19""'".....i ..... ----~1.1.1,.,___,_.A:.,1,.r;;;,;;1,,1,,,....i1,1,1,1,....i.....a.i.....~..a. 

the recent indictments of b7C 
fears ..,.------~u~s-~1-c_e __ p_a_r_m_e_n __ 1_n_v_e_s_1_g_a_t~1-o-n--o--~t~h-e_s_e __ 1_n_d_1_v_1_d~u-als b7D 

will result in the revealing of names of informants who worked 
in the field divisions to the public. He stated that if his ~ J 
name were ever released from FBI files publicly he would fear (A 

10·')..•511 tt 
'• :· ~,:t'-tr~~,;TTT IW, 5,,f' tr - )2~)._/2~~3- ;l ~ 3 j r ---,·¥"·;•.,,rri.~11j'.u, 

THT~ C 7 1 _ - \ _ _ _.s_- . ii:_ {/ I) )1 ., !11,,,li..i:J.>i~•ttt«.-. 
~" ~ 1 0 I, 0 - ClDSUP~ 
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b2 

b7D 

GENEP~I ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT TIIT. Flll'.EDl>M OF 
IJTFOn:111A'l'ICiN' ACT (FOIJ\) AND PHivACY IIC'f (PA) 
li:!~ ·: . ..-vIKG o~~ 1 AW HHFOHCE~IBNT ACTIVTTIBS 

tnlt(10ENT\Al 

for his personal safety becat1 se of his Jong association with 
tile EBI r1d his cooperation in domestic security investigation-s. 

_ stated that when he began assisting the FBI it was 
with thr understanding that his identity and the information he 
furnished wo11 J d always rema 1n confident 1a 1. ,..yf\Rf<Jd on this unde1~­
c;tand1ng he has coop('ra ted over the years )£-\ \.vy 

(c.-)11 

lladvised that recent ---------,---~--.----------------.,, news accounts 1.n local Portland, Oregon newspapers regarding 
na1errnl made available under the Freedom of Information Act had 
di~closed the names of several individuals in a professional 
capacity from Port land who had assisted the FBI and the nature 
of their assistance. This type of publicity, according to the 
potential source, would he detrimental to any indl!vidual 1.n 
business who elected to cooperate with the FBI ·K ~) 

(4) :.Uscellaneous: 

A continuing concern of Agents handling Bank Fraud 
and Embezzlement 1nv<>stigations is the Privacy Act's restrictions 
on disclosure of information to tbE> private sector where those 
conre1ned are Lank management officials 1n cases involving defal­
cations of employees of banks, particularly those in f1dvciary 
positions. Of particular1concern ar~ those instances 1n which 
pro8ecution 1s declined even though adm1ss1ons of guilt are made, 
with a resultant lack of "public record 1nformat1on" which could 
Justify disclosure The Portland Office believes that disclosure 
of surh information to banking authorities should be included in 
the "routine uses" provisions of the Privacy Act or otherwise 
provided through remedial legislation. 
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Ul\4 .. t'ED STATE.S DEPARTMENT OF J _ !TICE .. 

In Reply, Plea# Refer to 
F.i.No 

FEDERAL BUREAU OF INVESTIGATidN 

Washington Field Office 
Washin~ton, D. C. 20515 

lfay 15, 197~ 

G-1~:'.';J~PJI L i\CC:<W':r'J' ['f(j OVFICJ. (r, \<1) 
0TUDY T0 l~V PLUft..TE TI!T-' I'IP/\C':' T;r1 
FRF.:CDO'f or DIFOR'fATI0"'l A('T (T'OIA) 
AHD PRIVAf'Y AC'l' (nA) A11F EA\'IW~ 
ON LAW I;NFORCf'IRUT t\C'J'IVITifS 
F0IPA 'fA':"TEr.. 

SFC11F.'1' 

The followinr,- are situations expc-ariencecl bv thic; 
off1cc in relation to the above caption. (U) 

1) Information exchanged hetween Federal, 
~tn.te and local law enforcerent ag-enciec:,. 

:~o speci fie situations are noted. 

Law enforcement personnel's alnli ty 
to obtain information from the 
general public. 

.'\ . ~ash1naton Field Office \'!Fn file 

bl 

------------------=~ 
... '" •-ryr 

WHERE Shl,~~,J O iHfilWISE ... .-L, 

t 

~~r;'J' 

Class1f1ed bv r9 

txempt from GD, Cate~or1es ~ and 1 
Date of Declass f1cat1on· Indefinite 

Th,., do:u""Dent C'>rtm110 .. ,. tber 
recomm&ndatJc1" n~r c-L1rc: .. .;,0"1.$ oJ 
the FBI tt 1 .. tlt.J: r·")"'). 1.t cl 
t\o I LI a J " le, ,cd ,., y.ot r agency, 

i?df:jc~'i~/ 
;:£{CLOS:.:'"''=' 

-- --- -- --------- -- - . 
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'":1\0 STUDY TO J:VALGJ\.~T: '!" 1J: 
I i1•AC'1' 7·r:r, Tt'()I,\l1 ,'\. '\'i:C '.T'\~•r-r 

,rr,,~~"'"T .. 1-~ .. 
----------

bl 

-------------------------------------~s_) 
in~ o SP. supervumrc; hnve n<lvisc,I of nuP1erous 1nc;tances 

,.,-iercin JJCOJ)le are reluctant t() ft1rnish 1n forrria tion to tl!P 
f' 1H for fear of disclosure of their namPS. Spec1f1c attribution 
of tlns reluctance to l<'OIP1' is r1i f f1.cul t, ho,•·evcr, hec·rnc:;0 
SAs are hesitant to inJect F()IPA into the interview for fear 
of"dryin6 up" the interviewee, potential source, or actnal 
source. Conr,-ress reco~n17,ed tins concept in the Pr1vacy /\ct, 
Subsection'3 (J) and (k) 1n nllowin:~ the head of the RJ;encv 
to exempt particular invpc;tip;atory records froM cf>rtaln 
requirements of the Privacy Act. The Attorney General has 
exercised his statutory authoritv 1n Title 28, Code of 
rederal neeulat1ons (CFR), Part 1r. 'l'"', exempt1nr: pnrt1cul n1· 
FBI records from certain subsection<-, of the Privacy ./\ct 
uc~cause to subJ ect the rE>cords to t 110 Pri vacv Act wonlrl. 
"invade the privacy of privatP. citir,;ens who provi,:le lrifor­
mat1on (to the FBI)" and would ''inhilnt private citi7.ens 
from cooperatin~ with the FDI ·•. Since the records are exempted 
from Privacy Act requirements and because the complexity of 
the Privacy Act renders it difficult to explain, most Special 
Agents do not raise the specter of FOIPA in interviews and 
may never know, and therefore cannot document to what extent 
the FOIPA has been a factor in the interviewee's decision 
to be cooperative or coMpletely candid 1.n the intervic\''. (U) 

3) Reduction in current information or 
potential informant~ resulting from 
present FOIPA disclosure policies, 

r-W_F_• O_f_i..;.l e.;..a,( ____ ~""""-------:_lqt 
._I ____ .....,.}ts) 
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(}AO STUDY ·ro EVALUATE T!TE 
etP:\CT THI.: FOIAPA :\RE HAVINCT 
0N LA,\ 1::n•'ORCE!IJ:;~~T ACTIVI'J'IJ:;~ 

[~Jf_5) 
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GAO STUDY TO EVALUATE THE 
I !PACT TIIE T~OiftPA J'm; HAVJ'{l"j 
0': LA 1', J•:~r0rCF' IT ~·T i\C'T'IVI'I'TT'S --------------·--

______ __.I (.Ir>(?) 
4) ~1.scellaneous 

The thread running- through the above cited situations 
1s not a FOIPA release of information w~1ch 1dentLflAS 1tR 
contributor therebv cnusinP hin to cease furn1c:;h1ng 1nfor­
rnat1on to thf' FBI. Rather, the common thread 1c:; thf> rear in 
the sourc.e' s rrnn<l that soMehow becausP of Fornt\ !us iclent1 tv 
as an FlH source wil 1 be disclosed. Wllethe-r the suh Jl:!Ctive 
fear in the source's minrt 1s or is not Rrounded in fact is 
irrelevant to our purposP. The result to the V.S. Government 
1s the sa.I'le - deprivation of that 1nformat1on the source 
would have furnished. T:1e only question is - i.:; the fea:r 1.n 

the source's mintl reasonably founded, or are the sources 
whose cases are nnrra tell above overreactLnP" to F0IPl\. (U) 

It can safely be said that the avera~e person does 
not understand FOIPA. In fact it can possibly be said that 
most lawyers do not understand FOIPA. \Jost people see the 
FOIPA as an ·amorphous Mechanism that forces r,overment agencies 
to release all types of information that the a,:rencv would 
otherwise rather not release. The fact that FOIPA applies 
to the FDI is all that most people know and 1.s the fact upon 
which they make their decision to cooperate or not to 
cooperate. (U) 
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GAO STUDY TO EVALUATE TFF. 
BfPACT TIIF. FOIAP.A AP..r, I(:\VIW"'i 
ON LAW l~~ORCf,'lI:N't' ACTIVITIJ:S 

The answer H, not to a.ltPr tlH• d1c:;cloc,11re pt•ocE"'S~. 
The anc:;wer 1c, to E'Xempt F~lT crtMinn.l and c:;ecur1.tv f1.les 
from POJP,\ entirely. 'T'hen Pn<l on] v thnn w111 the J\Merican 
puhl1.c_ ar;ain 'rn.ve confHlE"ncc in t 11E> 1nte!!r1.tv of FBI 
recorcts anrl 'P wjll1nrr to ,,tep forward \.l'Jth information. (U) 
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PRECEDENCE. 
O Teletype D Immedmte 

CLASSIFICATION· 

□ TOPSEeRET 
0 Facs1n11le D Priority D SECRET 

Ga Airtel D Routme D CONFIDENTIAL 

&1"'~1 ~~ f T 0 J~-~a~2s.d ._- -----□ ~~~R_S/16/78 __ _1 _____ _ 

TO: DIRECTOR, FBI 
ATTENTION: 

CUi~,~TIAL 
ROOM 6280 
TRAINING AND RESEARCH UNIT 
FOIPA BRANCH 
RECORDS MANAGEMENT DIVISION 

STUDY 'lQ 6VALUATE THE Iffi!AC~ ~

h: .SJ\C, MEMPHIS (190-20) (RUC) 

JECT: (JNERU, ACCOUNTING OF[I~ .(GAO) 

'!llf;.. f BEEDQM. ..QE, .... l.NFO.m4ATION AC1',....(FOIA). 
A.ND PRD1J\CY 7\CT (:e J\) Alm JillllJNG QN 

MW ENFQRCEME~T A~~"U.t~~§ -
FOIPA MATTER Cla 

Oe~ 
Re Bureau airtel to Albany, 5/3/78. "'.:> 

Enclosed for the Bureau are five copies of a 
LHM captioned as above. bl 
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The source Deferred to in ~e enclosed LHM is 

_____ _,II l') C=) _, lC/ 
REC-122 

--

" .:'Pr ... ~ .... J' 
I .. , ... J ... '; 

I' -,J' /flJ-!_~-



I 

CONF'OJoorAl .DOCUMENT I _......fl~----
UNITED STATES DEPA-RTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

New York, New York 
In .Reply. PleMe .Re/e to 
File No May 19, 1978,!?~.t~~J,,, "6~_/Nf.,~~ 

r• 
~ - ( 

t, ( 
(. -
I., • 

J . • ' :oi~llo~~s·· -· -•··--
General Accounting Office (GAO) 
Study To Evaluate The Impact The 
Freedom Of Information Act (FOIA) 
And Privacy Act (PA) Are Having 
On Law Enforcement Activities 

1) Information Exchange Between 
Federal, State and Local Law 
Enforcement 

In recent conversations with two members of the 
Metropolitan Police Department (New Scotland Yard), in 
an investigation concerning copyright matters, these 
two policemen stated that they did not furnish all 
information to the Federal Bureau of Investigation as 
they ~af. in the past due to the Freedom of Information 
Act. JflU} 

The New York City Police Department Intelligence 
Division has among its responsibilities the responsibility 
of gathering intelligence information relating to terrorist 
matters. They have developed through the years police 
officers acting in an undercover capacity who are targeted 
against certain bombing suspects. These suspects are the 
same suspects being investigated by this squad. On several 
occasions, officials of the New York City Police Department 
have expressed grave concern about giving the Federal 
Bureau of Investigation any information from these under­
covers because of the FOIA. They feel that should informa­
tion from these undercover officers be revealed to members 
of the public, their identities could easily be compromised 
and their lives placed in great danger. It is noted that 
they do furnish us with information from these officers; 
however, it is normally in abbreviated form and the amount 
of which is actually excised before being given to us is 
unknown. The amount of 1nfonnation being furnished is being 
furnished because the officers involved are professionals. 

1'111s docu~ent contains n•jth•~ 
recc,nnnendetions nor cc-:1c l •t!" 1 nrs 
the J:1"3I. It ls t~e pr0~3~t~ of 

Claadti.ed by ~ ..... -8" I -§\,,3 
Date of Declasslfi tl Indeftnfte--

the ':•BI and !.~ J {l:' ed t ') yo•ir '.lgency; 
it c:Uld its 00H1~nt.3 ara not to be 
distributed outside your agency. 

- L:7/J ,S, ---· i Ct1111J$NT1Ac 1-r1c't'6~uRs 
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However, should one of these undercovers be exposed 
because of the FOIA, it would probably be the last infor­
mation we ever get from this source. 

2) Law Enforcement Personnel's 
Ability To Obtain Information 
From The General Public 

1-
.... u·n-1~a-w-£Pu_l_F...,.l~1-g•h~t-T~o Avoid Prosecution (UFAP} Murder 

(00: Miami) 
New York 88-18188 

Associate refused assistance because he felt his 
name would be divulged. 

~~1-
UF AP - Murder 
(00: Mobile) 
New York 88-15135 

One family member and one associate refused 
assistance because of fear their names would be divulged. 

a 
Escaped Federal Prisoner 
(00: New York} 
New York 76-6126 

Four known associates stated during interview 
they feared their names would be divulged if they cooperated. 
Subject subsequently captured and received sentence of 
imprisonment for 95 years. 

Interstate Transportation of Stolen Property (ITSP) (F) 
( 00: New York) 
New York 87-80957 

' 

b7C 

In a recent investigation involving the fraudulent 
encashment of checks at the Banker's Trust Company, New York 

- 2 - CONF)'t,mA( 
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New York, which had resulted in a substantial loss to 
that bank, the FBI requested the turnover of evidence in 
this matter, i. e., account signature card and original 
checks, and the bank manager insisted on a subpoena prior 
to releasing the documents. Subsequently, a high official 
of the bank told Special Agents that he could not understand 
the necessity of a subpoena since the bank was a victim and 
should not be hampering the Federal Bureau of Investigation's 
investigative efforts. 

This is an example of the frequent investiga­
tive delays caused by confusion on the part of banking 
officials as to their obligations under the privacy laws. 

Unknown Subject; 
Theft of Seven (7) .45 Caliber Weapons 
From National Guard Armory, Queens, New York 
Theft of Government Property (A) 
(00: New York) 
New York 52-12284 

Potential witnesses with information relative to 
the above-captioned theft were afraid to provide such informa­
tion for fear that at a later date their names would or 
could be released under an FOIA request by the suspected 
thief. 

Unknown SubJect; 
Harassing Telephone Calls Received At 
The Egyptian Mission To The United Nations 
Protection of Foreign Officials 
(00: New York) 
New York 185-755 

Due to FOIA/PA ramifications, the New York Tele­
phone Company procedures for access to subscriber information 
and toll records substantially delayed investigative activity 
in the above-captioned case. 

- 3 -
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(00: New York) 
New York 90-183 

r.....,~f"ry•i\'f':1""' 
v,., . 

Inmate witnesses at the Metropolitan Correctional 
Center (MCC}, New York, New York, could not be convinced 
that their identities could be protected because of FOIA 
legislation and refused to cooperate in an investigation 
concerning contraband sales of drugs and liquor by a 
federal correctional officer. Said witnesses feared 
reprisals by the correctional officer and her fellow 
officers at a later date. 

A squad involved in investigations regarding 
terrorist matters has been in contact with certain legith"'(l.1t.e 
enterprises regarding the possibility of starting a citizens 
reward program for the apprehension of certain terrorists now 
charged with terrorist activity,the potential sources of 
the financing of this operation have been extremely reluctant 
to cooperate because they fear their names will eventually 
become public and that they themselves will become the target 
of terrorist acts. Although these businessmen never speci­
fically state that the FOIA is the source of their problem, 
it must be considered as possibly being one of their fears. 

This squad has been attempting to contact certain 
members of the news media in order to solicit their coopera­
tion along with the telephone company's cooperation into 
legally determining possible locations being used by 
terrorists. Members of both the media and the telephone 
company have expressed a great reluctance to cooperate because 
they likewise are fearful of their identities being made 
known and their companies being the targets of terrorist 
acts. Certain persons contacted have specifically mentioned 
the FOIA. 

This squad is currently conducting investigations 
into allegations that members of the Church of Scientology 
framed an individual by the name of I J by 
mailing a bomb threat and arranging to nave her in icted 

-
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for the bomb threat. Members of this organization are 
very litigation conscious and have often filed under the 
FOIA. In January of 1978,! ~ a former 
member of the organization, expressed a great reluctance 
to cooperate in the investigation because he knows that 

b7C 

often church members file under the FOIA and he was afraid 
that any information he provided would be disclosed to the 
Church of Scientology and eventually his cooperat)on would 
be known. On March 2, 1978,j · _ also former 
members of this organization, expressed similar reluctance 
for the same reasons. 

In the field of arson investigation, it.is 
imperative tha~ investigators have access to numerous docu­
ments relating to fire losses that a subject has incurred. 
In an effort to secure this information contacts with all 
maJor insurance companies as well as the Fire Marshal 
Reporting Service have disclosed they will provide no informa­
tion without first being given a subpoena. All of the above 
indicate that they have established this policy because 
they feel they can no longer furnish information of this 
nature to law enforcement agencies without the possibility of 
this being disclosed through the FOIA or PA. They advise that 
their legal departments feel that if a person learns that they 
have provided this information, they are then opening themselves 
up to civil suit for doing so. 

3) Reduction In current 
Informants Or Potential 
Informants Resulting From 
Present FOIPA Disclosure Policies 

New xork I 
Bureau ------

b2 

b7D 

Source refused further cooperation because of 
fear identity would be revealed. 
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b2 New Yorkl ______ ( 

b7D Source refused further cooperation because of 
fear name would be divulged. 

New York j._ ____ _. 
Afraid name would be disclosed. Refused further 

cooperation. 

New fOt'k ·~-----

PC, who was in an excellent position to furnish 
organized crime information advised he would not assist 
because of the FOIA. 

New Yorkl _____ _ 

Refers to personal hesitancy to divulge certain 
information because of the FOIA. 

. ~) 
J- Yadvised that she 

would prefer hot to be recontacted by specl~1 Agents of the 
Federal Bureau of Investigation. Citing the increasing 
frequency with which details about contacts between United 
States intelligence agencies and their sources have appeared 
in the "New York Times," in other national publications, and 
on radio and television, the source indicated that exposure 
of her relationship with the Federal Bureau of Investigation 

bl 

could cause great personal damage to her p · a (C...) 
well as catastrophic, perhaps fatal damage (J;/lf-...__.,... _______ __. 

r---------------..-1 C..) 
..... --------------~------~advised that he 

would prefer not to be contacted in the future by Special 
Agents of the Federal Bureau of Investigation, because he is 
concerned that his identity may become revealed. He explained 
that he has read accounts in newspapers of Federal Bureau of 
Investigation informants' identities being revealed as a result 
of court actions and/or the Freedom of Information Act.~ 
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~~---------------, 
e su Jee was coopera ive an in orma ive 

that he would be worth contacting in the 
future. When approached in this regard, the subJect stated 
that he did not wish to be contacted regularly by the Federal 
Bureau of Investigation and that his reluctance was based on 
the fear that his cooperation would become known and his 
business operation would then suffer.A-

rt is felt that the subJect's fear was at least 
in part a result of common knowledge of current FOIPA dis­
closure policies. 

bl 

Since late 1972, an individual had been providing 
information to the New York Office of the Federal Bureau of 
Investigation on a confidential basis. From the very inception 
of this relationship, this individual insisted that he would 
not testify in a court of law, nor did he expect the FBI to 
disseminate any information he had provided to another agency 
which could divulge his identity. 

In time,this individual was in position to provide 
information regarding top echelon, organized crime figures 
and top rate fraud schemes being perpetrated on the financial 
community. 

This source was extremely cognizant of current 
events in the law enforcement/judicial areas which could 
affect him personally. During calendar years 1976 and 
1977, the New York newspapers, as well as other news media, 
were quick to sensationalize on the police/informant relationship 
and would attempt to identify confidential sources whenever 
possible. On these occasions, when an article would appear 
in a newspaper or periodical about confidential source who was 
identified, or when a judge demanded an informant's file to be 
produced in court, this source would discuss with his contacting 
Agents the Federal Bureau of Investigation's policy regarding 
these matters. 

- 7 -
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In late 1977, this source, who had continued to 
provide excellent information about organized crime figures, 
began to make himself unavilable to contact. When contacted, 
this individual insisted that he was no longer in position 
to gain the type of information in which the FBI was 
interested, and that he preferred no further attempts to 
contact him. The contacting Agents knows this source to be 
a con-man who has depended on this style of life as his 
means of support for the past ten years. He has no other 
means of earning a living, and he will continue to earn a 
living in this manner. Based on these facts, his contacting 
Agent knows that this individual will continue to be in 
a position to gain information in which the Federal Bureau 
of Investigation is seriously interested. 

At last contact, this individual stated that he 
was not going to cooperate with the Federal Bureau of Investi­
gation because he did not have to. Through previous discussion 
he had prepared his contacting Agent for the eventual termination 
of this confidential relationship by constantly calling 
attention to his need for absolute confidentiality. 

4) Miscellaneous 

._ ____________ ~ Fugitive; 

Et AJ. 

b7C 

EID 
(oo~ Chicago) 
(Bureau file 174-7277) 
(New York file 174-2545) 

On January 24, 1978, this office received information 
that one of the prime FALN suspects,I I 
was applying under the FOIA. Sources close fol Fdvised 
that he was applying because he wanted to see what agents 
were working on his case and what the Federal Bureau of Investi­
gation knew about him. It is only by chance that the Bureau 
learned of his request. It is noted that he applied at 
Washington, D. c., and the New York Office, which is the 
office investigating him as a suspect, was never even advised 
of his application. The information which was furnished to 
him under the FOIA-PA was really of little significance; however, 
the New York Office is unaware of how many other suspects in 
pending matters may have applied and have gotten information 
which may have jeopardized our investigations.~) 
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Much of the investigation being conducted by 
the New York Office bomb squad involves the FALN, which 
is bombing allegedly to further Puerto Rican independence. 
Recently, many newspapers, especially Spanish speaking 
newspapers, and radical pamphlets have carried articles 
pertaining to the Bureau's investigation into Juan Mari 
Bras and the Federal Bureau of Investigation into the 
Puerto Rican Socialist Party (PSP). These articles 
contain actual Bureau letters, reports and other serials 
which when published in a very edited form tend to show 
FBI investigation into these areas in a very unfavorable way. 
Agents, when attempting to contact people regarding 
Puerto Rican independence, are now faced with comments 
that we are not in fact investigating terrorist bombings, 
but rather conducting investigations in order to end the 
Puerto Rican Independence Movement. People making these 
comments often support their accusations by commenting on 
similar newspaper articles. Alv..J 

Because of the FOIPA, the general public now 
believes it has a right to all information. In the 
UNIRAC investigation, New York 183-340, articles detailing 
the thrust of investigation and the identities of a 
source as well as an undercover agent appeared in the 
New York Times. This information has endangered the lives 
of the source and the undercover agent. 

Sources who were willing to wear a body recorder 
are more reluctant to cooperate because their names 
could be made public because of an inclusion of 
their names into the Elsur Indices. In a case involving 
a well known sports figure, who wore a body recorder, 
sufficient evidence was not obtained to prosecute the 
subject; as a result of the investigation, the individual 
could be identified through Elsur Indices and his life 
could be in jeopardy as a result of these disclosures.M_VtJ 
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·ooCUMENT., _;.,~~----
UNJTElJ STATES DEPARTMENT OF JUSTh . .'E 

FEDE HAL IIUUEA U 01•' INVE<;TIGATJON 

Newark, New Jersey 
11• If,.1,ly, J>l<cue R,-J,-r to 
lite /\'o nair, 1978 

~r;~~: .. t~l" "1t>U_) Al~s/'JAwf~ 
03 -k o,~ · · -' · -- CONflrfE.NTIAL 

GJ::1TET{1\L l\CCOUN'l'ING Ol"'PICr. STUDY 
TO 1~Vl\J.,UATE THI:: U1Pl\CT OF THE 
rru;EiKJ:1 (JP INPORMA'I'IOil ACT (rOil'i.) 
AND PR'~ CY ACT (PA) 
1\RE lll,\ . G ON LAW ENFORCEJIBNT 
.J\.CTIVT', L..:s 

The follo,,ing information is set forth hy 
Office of the Federal Bureau of Investigation {FBI) 
with instructions in nurcau airtel to Albany, dated 
and captJoned as above. 

the Newarl: 
to comply 
May 3, 1978, 

1. Information LXchange Between Federal, State 
and Local Law Enforcement Agencies 

The various rederal investiqativc agencies such as 
Naval Invest1gdt1ve Service, Office of Special Investigations 
of the Air Froce, Military Intelligence, etc., use different 
guidelines as to the aprlicatlon of FOIA and PA matters. The 
effect of this has been shown most stron~ly at the regularly 
scheduled meetings of the Intcrdepartment Intelliqcncc Con­
ference, for Sou~iern New Jersey, generally held at Trenton, 
New Jersey. Attendees at these meetings have stated that they 
arc reluctant to discuss mutual or co,'UilOn techniques dncl acti­
vities in the 1ntell1g0ncc gathering field because of the pro­
blems such discussions may generate under rOIA or PA. ___________ ...,..b7C 

As recently as May 16, 1978, ___________ _ 
Union County Prosecutor's Of[ice, Elizabeth, New Jersey, 
st~ted that the rOIA definitely had an erosive and negative 
eff~ct on t.hc.> r1vaJlahility of information that local sources 
would pass onto him Jn wh.;i.ch the Federal Government had an 
lnterest. lie blated that local sources \lill often hesitate 
or not provide informatJon because of the fear of disclosure 
through T'OIA PA. 

Thjs document contain~ neither recommendations nor 
conclusions of the FDI. It ,1s the property of the FDI and is 
loaned to your agency; it and ils content~ are not to be dis­
tributed outside your dqency. 

ALL 1,n:,,,-... ~ -~,.,,....., __ /'<l()-
HFr ... :·1 I~ ~ _, , °.ID 

WHERE SHf~;;~•;~~e~,~!~t- · 
DATE O' ~~rfw _ .!:> -~ :;113 c~ c 
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GENCRAL l\CCOUNTJNG OFFICE STUDY 
TO EV.l\LUATE THE IMPACT OF THE 
FRE:CDOM or INFORMl\TlON l\CT (FOIA) 
AND PRIVACY ACT (Pl\) 
Anr. Ill\V rNG ON Ll\W ENFORCCMENT 
l\C'l'JVI'l'ICS CON~NTIAl 
---------------------------------

As a specific CdSC, he cited Newc11.k case captioned 

std.t.ed th.:i.t his sources and contacts in the Cuban community 
were reluct<mt to provide information in this Federal case and 
others l.Jecause of the fear of disclosure. 

Local law enforcement agencies are aware of the 
FBI's attention Lo recording all information received from theM 
and thus appear more guarded in the information thc-y are willing 
to disseminate Lo us or, in some cases, simply refuse to be 
candid. 

A recent Uewark National Academy case involving t clearly underlined the con-
-c_e_:r_-1_1_0-=f~a-p_r_o_t.~c--c_t_e""!d_s_o_u_r_c_e_t_o__,i_d!ii"'e_.ntify hrn1sel f as the source 

of derogatozy informntion and who clearly stated that he wa~ 
aware that N1sivocc1a would hdve access to this information 
through FOIPA. I ]fbat were inter-
viewed simply refused to be ccindid rcgardinq f due to 
their awarene&s that the divulgence of such information would 
be cause for personal reprisal~. 

In dnothe-r &uitabil:ity type invnst1gation, a local 
police depdrtment refused to make a record check on the appli­
cant's broLher withouL <.t uaivcr from thE brother, because it 
was bcl ic>vcd there wd:1 a possible I-'OIA or PA viol at ion. CF 
Newdrk file 116-45184. 

2. Law Enforccf'llents A!Jility to Obtain Information 
From the General Public 

Newark File: 29-7791, reflects ~hat a key witness, 
---------l involved j n a check kitl 11g !;Cherne, is also 

involved with loansh4rks. She ls n0t being fully cooperative 
in this Cdc;e, particula.rly 1.n idcnt1.fying the loan.,harks with 
whom 5hc lfi dcalJ ng, inat..mu,ch as she hds a fectr of the lo,m­
nhark learning dbout her talking to the FBI by his use of the 
FOJ P.'\. 
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IL....-___________ 1.(c ) 

..._ ________ _.1,,~) 

...._ __________ r,~) 
r:: 

filesl 
The above informatijtC:js summarized from Newark 

3. Reduction in Current Informant5 or Potenti«l 
Informants Resulting From F011\PA Disclosure 
Policies 

n~rirg 1977, Ncwa~k inform~nts! 
have indicat..,.::d thclt the rOIPl\, us they un1.d"""c_r_s_t_o_o""!!d_i_t_,_h_a_s_m_a_a_c_. 
them very wa.r:y of any quc1rantees of continued protection o( their 
j denli tics if they bec,")me the subJcct of an FOTPA request. 
Thc-y have stc1ted they will terminate their relationship with 
the FBI in th~ future and that they continue their present 
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activities only bcc,m~,e they trust the Agent who handles them 
will protect them fron unwarranted exposure or harassment under 
the FOIPA. bl 

(C)[ 
I )/ stated that he was concerned over 
whether the FBI maintained a file 011 him and~wherc the FBI 
would ch:,,-el ctn_y information he might giv4 _ 1 I d)Th1s individual further stated tat he fiad read 
many newspuper articles wherein FBI sourcas were being revealed 
and he was concerned about the revelation of hi~ identity and 
his association with tbe FIH. ~ (c. 

f f iciviscd an 
l\gent confidence t FBI's abi it 

A criminal jnformant who furnished very significant 
informat1on in Newark file 26-61182, a ring type case, advised 
that he f~a1ed for his life after reading of d1sclosure9 made 
under the 1~01PA as set forth in va.:-ious New Jerc;cy newsn<1per::; 
c1nd as a result tlu s source uill no long<:!r furnish inforr-~ation­
thal is s1.nqular in naturE:'. 

4. Miscellaneous: 

Prom the pu1nt. of view of the Newark Office of the 
FDI, the ur.pact of the FOIAPA :i.s real and in no way just a 
matter or pcLception. 

P:tior to tl10 POI PA, a rapport existed with •rnt-stantiul ly 
all the b<m;.,.s in tlw State of New Jc:>rsey, whereby .1nformntion 
concerning transactions in dopositors account!: and other infor­
mation concerning depositors was made avai.lablc to the rnI w.1thout 
the use of a. subpoena. This was helpful for lead purposes 
and to determine J.f, in fact, the b~nk hnd inforrnntion that 
should be subpoenaed for tri.<11 purposes. Dunks will no lon<Jcr 
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-----------------------------------
furnish information on this basis but ~equire a subpoena for 
all their records. 

IncreaGed demand for subpoenas by banks is obviously 
attributable to the FOIPA inasmuch as the bank fears that their 
cooperation~ if divulged, would be represented to the public as 
an unethical buslness practice and thus would be counterproduc­
tive to their image and their business. 

The advent of casino gaming in New Jersey has 
cr_ea ted a significant lat, enforc-ement problem in that 
organiz.ed crime infiltration of this indQstry must be curtailed. 
As a result of FOIPA, the FBI has been severely restricted in 
attempting to assist local and st~te authorities as~~ suita~l0 
applicants for jobs in this industry. Newark has been requested 
by th~ Casino Gaming Commission for the State of New Jersey to 
provide name checks. Because of possible Privacy Act disclosure 
the FBI could be liable and accused of providing information 
which prohibited the applicant from obtaining a job. Therefore, 
no as~istance can be given in this area. 

In the final annlysis .as to the impact of fOIPA 
provisions upon the mission of the FBI to investieate violations 
of the laws ol the United Scates, it can only be said that the 
impact is that of a negative force. 

The FOIPA has e~oded the public's confidence in 
the FD! to maintain the confidentiality of their cooperation ds 
a matter of course. It has incredsed the amount of time necessary 
to conduct an investigation thereby costing the tax-paying 
citizen. It has required that mdny invcbtigative agents be 
assigned to basically non-investir,ative duties in order tha~ 
requests under the FOlPA be hand]ed within the very short 
statutory period given to reply to that requ~st. It has had 
a chillinR effect on the use of cne of the most powerful ad­
juncts of the investi~ati ve p:rofcsr,ion, the informer, 1.,y 
stifiling the fectr of exposure tnose who would come for-war-d 
with the information concerning the commission of criminal act$. 

That there is no doubt fOIPA has hurt the FDI's 
auility to investigate. 

CON F(»ENllAL 
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UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Phoenix, Arizona 
l■ R.ply,PwaHR.f.rto June 20, 1978 
FIi.No /1•/fi_,~3y 1-•2 Al-. •II.~~ r,.,..,_ 

CtASSirrtr.B ~~"'·-, -
OECLAS$\r Y 0:4 ,_J/,j -
03-ac?Cu 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 

INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) ~ffllAIL 
ARE HAVING ON LAW. ENFORCEMENT ACTIVITI•ANt' ,NJ\lt\ 

~ FOIPA MATTER \lilW , [, 

I v 

REDUCTION IN CURRENT INFORMANTS RESULTING FROM 
THE PRESENT FOIPA DISCLOSURE POLICY 

rcJ 

[C..J /o · r-1.1 
~LA' S.l" l.l .) . 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT 'l'HE FREEDOM OF, etc. 

i 
I 

(cC) 
source 

This 
-.-'T'P"l~""'m''l"""l".,.."l'l"l"'l"l""'"..,.,.....,.l"'l""l!"PT"..,.,'T'P"l.,.,.,_l""Tlml"....,..,,....'"'n-~"T"'"~l"""'1-he 

future because he has a fear of being uncovered, which 
he believes would subJect him to severe bodily harm 
1n repr1sal for his furnish1ng information. 

INFORMATION EXCHANGE 

The Phoenix Police Department, Intelligence 
Un1t, has recently promulgated a policy of no exchange 
of organized crime information with the Phoenix Office. 
This 1s clearly not due to a lack of trust, but has 
been explained that it 1s due to the possibility that 
the information furnished may at some future time be 
disclosed under the Freedom of Information Act or 
Privacy Act. 

Tpe above is also the policy of the Tempe 
Police Depa~tment Intelligence Unit. 
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF, etc. 

In this same regard, Arizona State 
officials have adopted an official policy of non-cooperation 
with our investigators since the Freedom of Information -
Privacy Act. This policy is carried out at all levels of 
the University's administration. Prior to the Freedom 
of Information - Privacy Act, the University was 
most cooperative. 

Investigative clerks of the Phoenix Office 
have experienced some difficulty in obtaining Police 
Department files for review when made upon proper 
request. This situation was due to confusion and 
misunderstanding of the Freedom of Information - Privacy 
Act upon the part of the supervisor of the Phoenix Police 
Department Identification Division. This situation has 
been since rectified by the Phoenix Division staff who 
met with this supervisor and clarified any misunderstanding 
he may have had relating to the Freedom of Information -
Privacy Act disclosures. 

3* 

This document contains neither recommendations 
!)Or conclusions of the FBI. It is the 
property of the FBI and is loaned to your 
agency7 it and its contents are not to 
be d1str1buted outside your agency. 
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UNITED STATES DEPARTMENT OF JUJ,TICF. 

FEDERAL BUREAU OF INVESTIGATION 

Chicago, Yllinois 
June 27, 1978 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVAWATE THE IMPACT THE PREEDCM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENPORCEMimT ACTIVITIES 

FOIPA MATTER 

Reference is being made to Bureau airtel dated 
June 16, 1978, advising of the captioned GAO study • 

The foll0111ing examples of the effect of the FOIPA 
legislation upon Federal Bureau of Investigation (FBI) 
investigative efforts in the Chicago Division are being set 
out for possible legislative attention regarding this matter. 

l. .Information exchf&e between Federal, state 
and local law en orcement agencies: ~) \ 

l 'Any hesitancy in inter-agency discussions concerning 
-\ POIPA discussions is believed to be the direct result of (:)\~a confusion surrounding the provisions of the Act itself. 

~l ~ especially following publicized newspaper accounts of FOIPA 
>-- 5 rt\ revelations. Any specific documentation to support this • '31Xl ..x contention is unavailable at the present t.tae, although one :c ~$ recent FBI encounter with a former Assistant United States 

~ ~ 5.h~ Attorney (AUSA) is perhaps pertinent in this regard. 
ru• 5 • -r-C/'); o ,,, 
do UJ~ 

0 

In response to an FBI inquiry concerning applicant­
suitability matters, this attorney confided that significant 
information, meaningful but derogatory. would not be forth­
coming concerning the applicant because of the FOIPA. When 
pressed by the FBI Agents upon this point, the former -AUSA 
stated that be hiaself would counsel bis clients not to 
furnish the FBI with derogatory information because "you 
cannot even protect King Hussein.• 

This docuaent contains neither recomaendations nor concluaions of the 
Federal Bureau of Investigation. It ia the property of the PBI and 
is loaned to your a9ency1 it and its content• are not to be distri-
buted out:■Jde your agency. ' ,.i.~i\~~ 

WHERE SHO'l'it~ Cl·,. " ' !:' \:,,,•~ ~ .;tU i ~ ")10 \ ~ 

''°·s'"""'\ ~ /90-J- fl'2 (@N'~t_~·t1·AL rr,A._.q' _., !r"t"' T'' ~et{ M-':>~ pl..,} 
REA"-"rm ~-- .. - - i>-

D.ATE OF I\. ~ "' • -- T 
~ .. -th.- ~\J/ or,c') [""'' r-~"f=lf .. r-- 14-r.Uvi;,
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GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDa,t OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

2. Law Enforcement personnel's ability to 
obtain information from the general public; b7C 

On May 23, 1978, a Special Agent of the FBI contacted 

reluctant to fu]ni sb ADY bac,ground information regarding 
former employee ______ d regarding 29-6292. She 
related she would gladly verify his dates of employment, 
however, beyond that she felt that she may have trouble 
furnishing any additional information because of the Privacy 
Act. 

She stated she would have no problem in releasing 
the information if the subject J I authorized the 
release of same. 

3. Reduction in current informants or potential 
informants resultin9 from present FOlPA 
disclosure policies: 

Chicago Fil 
Bureau File !;A-New Left r) 

d)--1 wa·~s=:-!r~ec~o~n~t~ail!'!cl:"!€!!"!e~a~a!l:"!f~tli!"!e~r!:"""'!il""lt~w~a~s=""""'dr.il""ls~all"!ld\f-.e"r"'e"'dl"""'llf"h"a"tl!""""lft"l""s.,....... 
nd was such that it was ious that he could develop 

inforll\ation of value concernin 

b7C 

bl 

He acknowledged that this was true1 however, 
e s at t at ue to the FOIA he no longer believes that 

FBI Agents can a•sure hi-s canplete protection even ~ough ha 
feels that the Agc.mts themaelvea will make every effort to 
do so. The source also cited recent court deciaions, particularly 



GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVAWATE THE IMPACT THE FREEDCM OF 
INFOR-IATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

CONP){tENTIAt 
those in the SWP 

and that the FOA and 
-s.,..."T'":'l_ar_":'l_a_w_s_a_nd"=""""c_o_ur_t:--d'=""e_c.....,s.....,o_n_s_we.,,...re the primary reason for 

such. He noted that disclosure of his identity would most 
assuredly cost him his life. ~ 
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·FB1°~~(t7 ·;i:~'k j;dg~ 
to disc1·edit Muslims 
By Rob Warden 
CHIEF JUDGE James B Pal"Mfts ol 

U S District Cou1 t wo, "ullhzcd'' by the 
FBI m a counter1ntelh~ence program lo 
diseredlt the Black Muslims m the l'l60s. 

--· according to bureau documents obtained 
by The Tnbune 

The documents, released under the 
U S Freedom or Information Act, are 
memos to the late FBI Director J Ed· 
pr Hoover rrom Maritn W Johnson, 
apectal agent III charge of thP bureru's 
Ct11cago office at the tune 

The memos r.ay Pars·,ns, at FBI',; be-
• best, repeatecily cnticized the Black 

Musbma, IJ!en known as the Nataon of 
Jalam, as racist and vtolent 

Parsons, 66, the first blaclc ever 
named to the federal bench, denied 
"1'bursday that the FBI asked tum to 
make tbe statements 

, "rr IS i'RUE that I sought laforma• 
tioa about the Musbms from the FBI 
and that there were occasions qmte eat'• 
ly m the '&Os when I was cnucal of the 

' Musbm movement, but under no crr­
t'lllllStances did the FBI ever ask me to 
speak • he saui , 

One of the memos, dated Jan 22, 1969, 
u,-: m part. "Over the years consJdera­
bk- thought has been given, and action 
tuen wtlb bureau approval, relating to 
methods through which the NOI [Natu,n 
of IslamJ a>nld be d1Scred1ted m the 
eyes of the general black populace or 
through which fact1ondhsm among the 
leadership could be created 

"Factional dt,;pulc'I have been dcvel• 
oped-lhe mo,;l Mlcoole ls1cl bclnii 
Malcolm X Ltlllc Pmmmcnt black per• 
aonages have publicly and nationally 
,poken out against the grouir-U S, Dls­
tnc:t Court Judge James Benton Parsons 
being one example 

.. Clncago, as the bureau is aware, has 
always been on the alert for methods by 
which the NOi could be directed or dis­
rupted M IS evidenced by the present 
co-operation with Parson., tlus pobcy 
eont111ues •• 

ANOTHER MEMO, dated Dee. 1%. 
IKB, ay1 that "Cb1cago contmues to 
mamtam perlOChc coritact" with Par-

• aons, who was "approved by the bureau 
for counterintelligence usage 1ametime 
ago." 

P.tnroDS, the memo add.I, ''wJJJ c«• · 
talnJy eoutmue Co ,peat out in IUCh 

. -- .. 

Judge James Parsons 

fashion and the contact, by Chicago 
producttve or such will contmue." 

A third memo, dated Aug 29, 1969, 
. says that "several years ago Chicago 
ublJZed a local federal Judge to speak 
out agaJnst the NOi He has not been 
utJlazed 1n this regard s111ce the murder 
of Malcolm X Ldtle as 1l was not the -
bureau's desire to Involve tum m a 
name-ealhng contest " 

Parsons, mterv1ewed by t~ephone m 
Delavan, Wis , where he was atte'tdmg 
a Jud1c1al conrerence Thursday. said he 
has "no reaction" to the hlalcmcnts 1n 
the memos "To me tho languaJ?e 'ull-
1,zcd 1s understandable, but from a pt> 
he standpoint 1t will n.ot be understood 

"l think the documents reflect the facf. 
that I had been threatened back m '(J3 
by the Muslims I was anxious to be 
constantly informed about them, And I 
bad a complete FBI file on them At no 
lime did anybody ask me to speak "'11 
agaU1St or u.-.e my influence against any. 
one. I am responsible for what I said·• 

THE THREAT. Parsons 1111d, "was 
that I was to be physically dlllClplined " 

He said the threat was not made GI• 
rectly to ldm, but that he learned about 
it from the FBI. "Frankly, I wu quite l 
fnghteaed when rt occurred," he said 

He sauf h&s vtew or the .Musbms bas 
dw,pd and he no longer cnt1cues 
them. 
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-,-"""-"/B~ ... :-:::-1-. t-?-l'°Jl-~n.00 :radjo st~ir . . 
Sollt~i, pOte!!ti~tinf o~man~ 
]tn '68 · :· . ' 

. \WESLEY W. South, Chicago's WtlJ: 
1:J•o'W11 black radio personality a?1d JO.Jr•· 
ll.irsl, was designated a •'potential se.-u­
Z:llJ'informant" by the Federal Burnu 
of Jnvest1gat10n rn · 1968, accordmg to. a 
document released under the Freedom 
ol lmormal10n AcL , 

'The FBl's o!f1caaJ defm1tton of a po­
tential security informant is an "mtU\'ld­
ual in a pos1t1on to become actl\ e m or 
dosely C0Mected w-1th a subversive or­
pnfzalton or intelligence achv1hes and . 
malang an affl.l'mab\ e effort to -0bta1n 
and fu.ntsh current mformahon to the 
FBI/' 

South, S9, host of .. Hotlme,,. a p::,pular 
tabs night talk &Aow on radio station 

§ON, and former columrust for !he 
cap Amerj!'.~, said he never <lld 
~ that would meet that def ni• 

• • 
\...~ IS an ~utrage, really mcredl-

0 

"Ille." he said urm wondering lf this JS 
IOlllethmg to smear me. l\faybe they dtd 
this f ust to hurt someone who has been 
against them all these years " · 

An FBI spokesman Jn Wa~tngton said 
the bureau erred m !a1hng to delete 
South's name from U.e document before 
il was released. The spokes.man "'ould 
not comment on South's statement about 
a possible smear. . 

Falsely 1dentlfymg persons as mfor• 
mama '11-as a frequent techruque m the 
FBI's countenntelh~ence pro&ram 

• against black activists m the 19GOs, rec­
«ds show -
• The memo contauung South's name 
nl from the late FBI d1re<:tor. J. ~-
e,,: Hco,er, to Marhn \V .Johnson. s;,e-
d.il a~ m charge of the bureau s \.ltn • 
c,go office. It was dated Dec. 12, 1968.1 • 
' J IT SAYS: "Aathonty iranted to des1g• 
nate capboned tndmdual [South] a bu­
reau-appro\ed PSI (potenttal secunty 
Informant) and to proceed to de\·elop 

li1zn as a security mfor1nant • • • . 
• "'In view or sub]eCt's ,,mm~es!! to 

• uslsl ~our office m a cunf1dent1al as-
alpment. and hts e,c:ellent potcnt1al, Jl 
1$ suggrsted you cors1der profec-t:ng !us 

bty with a sp1boJ number at 'an 
date•• 1 

Utb said he Tf.'Calls l\\O rnecllugs 
. scyeral telephOlle con, ersdt.'!~ • . . . .. 

, 
·• 

• ·-

• 

' 
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DOCUMENT I ..LL5::2---1---

F 81 
I 

Date 6/28/78 

Transmit the following m _______________________ __, 

8 
AIRTEL : j 

(Type ,n plainte,ct or code) 
1 

____..,.;;;;;-- (Precedence) I 

--------------------------------------------~-~-~-~-!!....-:"'""'-!'--~~~~;l.:-
". 1 ,, ,_ 

TO: 

JECT: 

DIRECTOR, FBI 
ATTENTION: ROOM 6280, TRAINING AND RESEARCH UNIT, 

FOIPA BRANCH, RECORDS MANAGEMENT DIVISION 

SAC, DALLAS (66-1751) 
~-) 

~NERAL...ACOOWTING .OF&ICE--(.GAO.L~D__L!~L!J~'.£E. 
_THE IMPACT THE FREEDOM OF_Im:oRMZU'.ION..A~..9.Il\) .. 
AND PRIVACY ACT (PA.) __ 1}~~ _H]\VING_ 9N. ~!'l. EJ:'lFORCEMENT 
ACTIVITIES 

-~ER 
BODED: 6/30/78 

Re Bureau airtels to Albany 6/16/78 and 5/3/78; and 
airtel and LHM to Bureau dated 5/11/78. 

Enclosed herewith for the Bureau is an original 
(I and four copies of LHM dated and captioned as above. 

fl O For the information of Bureau, Dallas submitted 
1 ~ eight-page LHM on· s/11/78 setting forth the results of an 
~• • extensive all-office survey concerning FOIPA problems. 
~I ~ The enclosed LHM m~ts the LHM of 5/11/78 and sets 
~IN forth additional FOIPA problems curlently known to the_ 

·; i Dallas Off ice. R£C-l22 / f tJ- '3 __ 31 . 
~><tt, 

The sources of the cited examples are: 

. 

I 
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(:'\_ Bureau 
'i-'- Dallas 

UHS/gcs 

.. 
Approved ~f---+-~4,,C.j,~~-.,...-----.:J..:.::D:..•_;, 

' SL' 1' 
DATE 
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2) Ascertaining Financial Ability case, 
Dallas file number not known. 
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UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

GENERAL ACCOUNTING OFFICE (GAO) STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF INFORMATION 
ACT (FOIA) AND PRIVACY ACT (PA) ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES: 
FOIPA MATT~ 

1) 
railroad yard 
of the Dallas 

L..,'- . 

A potential witness, who was managing a 
in a city in Texas, advised a Special Agent 
FBI Office that he had inforrcation concern-

ing illegal activities concerning excessive billings which 
were obtained through the influence of the president of 
the company. This witness would not furnish the informa­
tion unless upon the issuance of a subpoena to testify in 
a court of law, for fear of losing his Job and subsequent 
family security. This individual expressed himself in 
such a manner to reflect lack of confidence in the integrity 
of governmental records to protect his identity • 

2) An individual, in a position to know infor­
mation about a federal gov.ernment debtor, stated to a 
Special Agent of the FBI, Dallas, Texas, that she would 
not furnish any information because otherwise the infor-

; 1 • mation furnished and her identity could appear in the news-
1: papers. She made reference to all the information that 

1

111.' ~ was being divulged in newspapers as a result of FOIPA 
o,.•~ requests. -

I I 

c;;-,.... 

""> < ii,, .,, 

\. 
1 ~ 3} }ip. individual, who is in a position to ~ 

~·. ~ furnish possible foreign counterintelligence information, v,..,J 
~ j;:; advised a Special Agent of the Dallas FBI Offic~ that it 
~ : ;:~ is his opinion that the federal government could not ensure 
1 E z ; him confidentiality in~ of the constant scrutiny by 
~ -e:i ~- µ Congress of the FBI an~ and the subsequent news media b2 

tr.ii{;; leaks. This individual also stated that he would be fear-

~ j ~ fu 1 that his identity could be /90~ 3:u31 access t~~ 

't-,;!°~um~ ~ This document cont?ms r-:-1thcr rec,omme".dat1ons nor t 
~ c> " c-,., !'W Ir· I n. n.· '., .~.. . i1 \ conch;:or:; CJ t, -: f- -J, : l ,5 1, ;::: 1): operty of the ,Li-: . i , -
\ ,/ FBI (>rd IS 1:,1·-:-ri ·~ , .... ,,, &£;.' ~:, ft and its -

,,..,.e,,9'16 , content.. are r.~, \C :;:: L ,!> .. 1;J..ited pu,ts:Je your 
agency ··~ • 

·- - -- - . 



GENERAL ACCOUNTING OFFICE fGAO) STUDY 

records by tbe public tbrougb FOIPA legislation as well 
as extensive civil discovery proceedings as exemplified 
by the SWP civil lawsuit. In addition to the above; 
this individual was concerned with former intelligenc;'" 
agency officers publishing books and jeop~1zing the 
confidentiality of sources. In view of the above, this 
individual refused to cooperate and stated that if the 
disclosure climate would have been more restrictive as 
it was several years ago, he would have been more than 
willing to cooperate. X rJ 

--~ 
'• =-- ~-- Tt L 

: ~ [Ur 
f, T7 

• ' 'f 
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DOCUMENT I .J..J. 1..L----
Ul'HTED STATES DEPARTMENT OF JpSTICE 

/rs Reply, P1- Refer to 
FaleNo 

FEDERAL BUREAU OF INVESTIGATION 

Cleveland, Ohio 

June 29, 1978 CONFrTIAL 

b7C 

GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 

- ON LAW ENFORCEMENT ACTIVITIES 

All paragraphs in this communication are unclassified 
except where otherwise noted. 

I. Law Enforcement Personnel's Ability 
to Obtain Information from the 
General Public 

A. 
UFAP - DRUG LAW VIOLATION FUGITIVE 
( 00 : CLEVELAND) 
Cleveland file 88-11549 
Bureau file 88-71300 

Cleveland Federal Bureau of Investigation (FBI) Agents 
wanted to check the records of a hospital in the Cleveland, Ohio, 
area for information regarding the above fugitive's location. 
Citing privacy restrictions, this hospital advised that the re­
lease of such information would require the issuance of a subpoena. 
As a resulrl tbe jpformation was not obtained by the Cleveland 
Agents, and I is still currently a fugitive. 

B.~I ----------BANK ROBBERY - FUGITIVE 
(00: BALTIMORE) 
Cleveland file 91-11528 
Bureau file 91-59443 

~~·!~:;n~ (pg~J_!JL-1'd 
,( I ·-·~:. '..">:F { or l t;XJ -· .. - -
c~-Ro70 

Cleveland FBI Agents checked with the Ce~or Human 
Services for information regarding the location ofl,__J an 
armed and dangerous fugitive. The Center was very hesitant 
initially to volunteer any information regardinql hacar;·on 
due to the Privacy Act; but, after being convinced thal . was 
a very d~s individual, the Center volunteered the informa-
tion tha was currently staying at a local YMCA, where he 
was appre en e by FBI Agents. 

• I t,. I '( ... 

-r CONFIDENTIAL 
' ... .. p Classified 020 

Exempt from Categories 2 and 3 

' ',?, '.t?" ,_sf'. •\J-, ~:qi' Date/ J_ C-f c:t4; IndefCONpk}ENTIAL 
~ ~ "-1'.3 Ot,c) ~Cl9Stftll 

1 ,IJ C "'~r 



GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

C. I aka 
UFAP - GRAND THEFT FUGITIVE 
(00: CLEVELAND) 
Cleveland file 88-12560 
Bureau file 88-78271 

CONtlSENTIA~ 

Citing the Privacy Act, the Cleveland Credit Bureau 
personnel refused to furnish information regarding( I 
address ~

6
0 emplryment, which could have enabled ~he EBI to 

apprehen~.~-----~- The Credit Bureau advised that such informa­
tion woul be re eased to the FBI only upon the issuance of a 
subpoena. 

. ( ,______ __ _____...,,. (c) 
~~) 

b7C 

bl 

L
C eveland f.,:.il-~,.__f ____ ...A:rc) ~GJ.J 
Bureau fi14~------rJM~ 

I I 
_I ___________ _,11~1 

> 

Although neither the Federal Privacy Act nor the Ohio 
Privacy Act affect the institution, the sensitive issue of privacy 
regarding college students has caused school officials to prohibit 
the dissemination of information from school records without the 
written consent of the student. 

The above source, 
and detailed back round inf 

----··--- ------ --- -- -- .... 

- 2 -

st, has furnished valuable 

CO Nf iJ)Efiifit,;t 



GENERAL ACCOUNTING OFFICE (GAO} 
STUDY TO EVALUATE THE IMPACT THE 
FREEDOM OF INFORMATION ACT (FOIA) 
AND PRIVACY ACT (PA) ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES CO~DENTIAL 

1 _________________ 1~c~1 
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Fde No 

DOCUMrirr I 19 
UNITED STATES DEPARTMENT OF JlfSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Alexandria, Virginia 
June 30, 1978 

r-,, .. ~DO! . CON~TIAL 

fll I • 

f--, - ' 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
AOT MATIERS 

lv Infonnation Exchange Between 
Federal, State and Local Law 
Enforcement Agencies 

No instances have come to the attention of the 
Alexandria Office of the Federal Bureau of Investigation 
(FBI) which would indicate thatthe Freedom of Information 
Act (FOIA) or Privacy Act (PA) have militated against the 
exchange of information between Federal, State and Local 
law enforcement agencies. 

2. Law Enforcement Personnelvs 
Ability to Obtain Information 
from the General Public 

Allegations of Political Activities 
by Unregistered Iranian Goverrunent 
Agents, Washington, Do Co 
November 13, 1977 - November 17, 1977 
Foreign Agents Registration Act - Iran 
(Office of Origin: Washington Field) 
Alexandria file 97-23 

______________________ <!-) 

r ,,rr- t:"J 

~:, d{':i,~rir,.,t e.MUdns n&ithu• 
r,001i,enC'ltions llOl' can<-l•Siona Gf 
t.t-o iMt. It .ts th& pN>p,r1 y or 
tho FBI and 1s lo:.>rl'\~ tt, YOtlJ' i,pn-, 1 
1 t ,m~ H 9 conun.ts arc not to b• 

dis1.r:.~at~1 outside ;out' &JI~_~. CON™rN-TIAL 
, l4tJ<l -- ~o •~ 

tNL'i.OSURE - ~ 
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I 

' coNflSENT\Al 
RE: GENERAL ACCOUNTING OFFICE (GAO) STUDY 

TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT MATTERS 

_______________________ .,.c., 

c... 

------------------------~noting that if a itiona in ormat on were rru.s e an t ·s were disclosed 
under the FOIPA, action could be brought against the travel 
bureau, which might result in substantial loss of business due 
to bad publicity.~ 

llnk:omern Sub i ec t : 1 so t11own as 

Interstate Transportation of Stolen Property 
Alexandria file 87-3206 

I ~=iill lllllli ect. I also known as 

Alexandria file 87-3294 

(ITSP) 

Officials of the Clarendon Bank and Trust Company 
. and the First American Bank have refused to divulge information 

7egarding checking accounts at their banks in situations 
wherein they have not actually sustained any losses as a result 
of transactions which constitute ITSP violations. Bank officials 
appear to be concerned for the privacy of their customers and 
fear that the customers could learn of any such situations 
from files of the Federal Bureau of Investigation. 

- 2 -
CON~NJIAL 
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. 

GENERAL ACCOUNTING OFFICE (GAO) STUDY 
CON~ENTIAL 

TO EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 
FREEDOM OF INFORMATION ACT - PRIVACY 
ACT HATTERS 

3. Reduction in Current Informants 
or Potential Inforr.ta.nts Resulting 
from Present FOIPA Disclosure Policies 

No additional instances or information regarding 
this topic have come to the attention of the Alexandria 
Field Office. 

CON~NJIA~ ' I 

I 
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DOCUMENT f~=9~ .... ,- .. _ _,._ 

UNITED STATES DEPARTMENT OF JUSTI<;:E 

FEDERAL BUREAU OF INVESTIGATION 

In Rtply, P1- RefB" to i! 
l ' l /.C'.i'.C., 1· ~~--

FaleNo. ~ ~an Antonio, 'lexas 
~A,\\· 

· '\:)) June J v, l '.J / 0 

~ . AILWL_~k:l)j~~~ O ' y 
"'ali G.l:.1hRAL ACCOu1J'1'II1G OfFICL (GAO) 5TUD). 
"' '10 1:.I/ALLA1L ThL I11PAC'l' 'i'dL FR:..EJJ0,'1 OF 
\}e IJffORl!ATIOI~ ACT ( fOIA) A.~l.J PRIVACY I.CT ( p:I) 

,...,.___1 AR1 i-IAVL'l'G OJ~ i...A,: l.iffrJRCL1'1L.G ACTIVITILS 
J FRl.1:..iJOM or IHfQRl'v:ATIO.~ PRIVACY AC': ' 1.A'l'TER 

... 

All information set fokth below is class1fiea 
confidential unless otherwise §te\!ified. 

o owing a_ is-
cussi.oJ o -==-~":,"".'!~ nat this individual 
should perh e eral Bureau of Investigatjon (FBI), 
and furnish that agency a detailed account of his activities. 
The individual refused explaining tnat recent newspaper articles 
nad convinced him that the FbI rr,j r;ht not r,e able to protect ni-s TII 
identity. Since the individual anticipated entering thei ~lC) 
profession, he thoug~t it highly probable that such exposure 
might preclude or ccmplicate his career. de declined to be ~J 
introduced to FBI Foreign Counterintelligence represent~tives~--

CO,H"gE,-l'l'IAL 

Classified by 1665 
Exempt from{~DS, Category 2&3 
Date of Dec assification Indefinite 

rr 11.<;S & 
..... .,,.,,.,..,_..,,.~~ ........ .i..:.w..;;il,.,.;;~,..Y;..;i.;;;;...._c_ _______________________ _ 

f_ -- -
,ll 31 o(,,c-

ThiS documen contains neither recommendations 
of the rBI. It is the property of the FBI and 
your agency; it and its contents are not to be 
outside your agency. 

nor conclusions 
is loaned to 
distributed 
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C O N F I D E N T I A L 

UNITl.Ll STATES D.E.I'A~Ti\lEI\'T OF JU~1 ~E 

FEDERAL BUREAU OF INVESTIGATION 

In Reply, Pleatt &J~r to 
Fu~No 

201 East 69th Street ' 
New Y.ork, New York 10021 

July 6', 1978 

1) 

General Accounting Office (GAO) Stud·· to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on La,; Enforcement 
Activities FOIPA Matter 

Information Exchange Between Federal, State 
and Local Law Enforcement ---------

0O11nso or This occurred within the ordi no71·c \ 1mreRt1;;:;h• £o11ow1nv matter· 

IC)() c.. -----------------------/0- ~---t- { 

"}?I! IJf .54'4 
T --- -

Exempt from S; Category 2&3 

bl 

C O N F I D E N T I A L 

Classified~y 1308 

Date of Dec ification INDEFINTE 

This document contains neither recommendations nor conclusions 
of the Federal Bureau of Investigation. It 1s the property of 
the Federal Bureau of Investigation and is loaned to your agency: 
it and its contents are not to be distributed outside your agency. 

--------------~--- -
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on Law Enforcement 
Activities FOIPA Matter 

2) Law Enrorcement Personnel's Ability 
to Obtain Information From the General 
Public 

OPA.P b7C 

NY file 88-18123 

During the course of this investigation, a hotel 
doorman, employed at a hotel in Manhattan, was contacted 
regarding the rugitive's whereabouts. This individual 
appeared to have knowledge of the fugitive, but stated that 
he was afraid that his identity would be revealed if he 
assisted the FBI. The doorman advised that he had read 
in the newspapers that FBI informants could be revealed 
and, therefore, he would afford no assistance. All efforts 
to convince this man that his name would not be revealed 
were to no avail. (U) 

In attempting to locate a badly wanted fugitive 
beitg ~;xe;t:;rted by the FBI/DEA Joint Task Force, NYC, 
NY, had related that he was personally acquainted 
wit t sn vidual. This source advised that although 
he had seen the subject recently and he desired to aid the 
FBI, he was reluctant to assist for rear of compromising 
his identity under the new Federal laws. (U) 

Seafarers International Maritime Union in 
Brooklyn, NY, will no longer provide information to law 
enforcement agencies unless served with a subpoena. (U) 

3) Reduction in current Informants or Potential 
Informants Resulting t'rom Present FOIPA Disclosure 
Policies --------- -- -------- ---

-2-



General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information fi'(n 'Ni;( 
Act/Privacy Act are having on Law Enforcement wNr,uENTIA11 
Activities FOIPA Matter L 

I l(former) stated she had read 
an article in the New York Post by William F. Buckley, Jr., 
which in effect stated that as a result of the FOIPA, A 
US judge was about to rule in the civil suit brought 
against the FBI by the Socialist Workers Party (SWP) that 
the identities of Bureau informants te1aeteo aaaj,st b 2 
the SWP were about to be made public. ~-----___._was a 
member of the Young Socialist Alliance (YSA) and the $WP dUrt,7D 
1975 and 1976 and held various minor ositions in the SWP, b?D 

She 
reported regularly to this writer. ( 

After reading the Buckley article, the informant 
was quite distraught and told this writer she felt SWP 
members would take out some form of revenge on her should 
her identity and former association with the FBI be disclosed 
as she was sure it would. She said at one point she "might 
just as well go to.work for that judge" {who ruled against 
FBI in SWP case)fYShe stated that when she agreed to join 
the SWP to report to the Bureau, she felt her identity would 
never be disclosed by the FBI. This writer assured her that 
her name was not among the names of those whom the SWP was 
seeking to make public, and that in effect, even those 
informants' names had still not been compromised even though 
the ruling was unfavorable to ,the FBI. Source was finally 
re-assured her identity would not be publicly disclosed; 
however, had her name been one of those the SWP was seek to 
identify, extreme ynnst;:l1n would have certainly been 
brought to bear on _____ _.as evidenced by her fears 
voiced to this writer. -

----------------~c.) 

-3-
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General Accounting Office (GAO) Study to 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on La,i Enforcement 
Activities FOIPA Matter 

tiDN tlBENTIAIJ 

-----------------1· ce=JL9 

no 
Act or 

e 
o sc osure rough the Freedom or Information 

Privacy Act, which explanation he accepted. _!.L\) 

sos bane noticed s d1'"plshed capacity to recruit 
.. l==---------------:c_~ to the asset's re-~ 

-4-
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General Accounting Office (GAO) Study to. 
Evaluate the Impact the Freedom of Information 
Act/Privacy Act are having on Law Enforcement 
Activities FOIPA Matter 

luctance to furnish information because of a stat_ed fear ru.. J 
of their identity being disclosed at some future date. ~ 

An example follows: 

-----• µrT(C) 
An Agent of the NYO advised that a source of his 

who formerly provided drug, loansharking, and other organized 
crime-related information now is most reluctant to provide 
this type of information because the government can no longer 
provide for his security. The informant specifically stated, 
"if any organized crime figure knew he was talking he would 
be k1.lled immediately". (U) 

An organized crime informant has recently expressed 
great concern over the recent decision by the Supreme Court 
not to hear a government appeal on a lo\',er court ruling, 
ordering the Justice Department to turn over informant files 
to the Socialist Workers Part~. The source ib of the opinion 
that 1 t is onl .. : a matter of time before criminal informant 

bl 

files are made available under FOI-PA. The informants 
productivity has recently decreased as a result of the above. (U) 

Several attempts have been made to re-open an in­
formant who, in the past, had been extremely cooperative and 
productive. This informant ¼as closed due to a lack of 
production and all attempts to persuade him to one again aid 
the Bureau have been negative. This informant refuses to 
cooperate again due to his belief that his identity and the 
fact that he is cooperating cannot be kept secure due to 
FOIPA disclosure policy. (U) 

It is realized that the above is probably repetitive 
however, is being submitted for your information. (U) 

-s• 
. 
\ 
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UNITED STATI-..S DEPARTMENT OF JUSTICE 

FED~RAL BUREAU OF INVESTIGATION 

Sacramento, California In &ply, PZ- Ref~r to 
FsleNo July 11, 1978 , 

e· ,poe,; eioic.y-4~VcoN~NTIAL 
~~03-P61'3 . 

_. ?5 General Accounting Office 
Study to Evaluate the Impact 

The Freedom of Information Act (FOIA) 
and Privacy Act (PA) is having 

on Law Enforcement Activities 

The following are examples submitted by the 
Sacramento Division agents regarding adverse effects of 
the Freedom of Information/Privacy Act (FOIPA): 

On April 11. 1978. an individual was cojtacted 
who was thel _ (Subject 
was a fugitive wanted for Unlawful Flight to Avoid Prose­
cution - Fraud, and after his arrest on April 12, 1978, was 
indicted on a federal kidnaping charge and a local homicide 
charge.) The father was in a unique position to furnish 
information regarding subject's location; however, a few 
hours after he was contacted by the FBI, subJect appeared 
at the father's home and the father not only failed to advise 
the FBI, but also assisted in subject's attempted escape by 
loaning him a car. 

On April 11, 1978, a second contact with the father 
by Bureau agent (and before subJect was arrested as a result 
of information developed from another source), the father 
stated he had assisted subJect because he could not trust, 
and did not believe statements made by the FBI regarding 
subJect because of the recent publicity about the Bureau 
(all as a result of the FOIA). 

As a result of help given subject by the father, 
subJect was not arrested until he had traveled 100 miles in 
an attempt to avoid arrest. 

This document contains neither recommendations 
of the FBI. It is the property of the FBI and 
your agency; it and its contents are not to be 
outside your agency• A' I •• , ... ,..n ............. ,.,. ..... "1••r-r, 

i-· r"" I f ~ ~ • .:: _- "'"'ll 
lo ' \ ,, ,:E s:•c .1 N OT ,·,:':rl~JISF' 

CT.A.RS & FtT s p "\ HM.. . I ,o,t\- II 

': 4 2 :J.. .i- - , ."i 
-- • I • -
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFOR~TION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES iNMENTlAl 

On ~ay 6, 1978, SAt I, at the Veterans 
Affairs trailer located on t e campus of California State 
University at Sacramento, did request from a Veteran Repre­
sentative certain veterans course registration and application 
files. At that time he produced the files of three indi­
viduals and said that if more files were needed he would 
gladly provide them. 

A subsequent visit to review additional records by 
SAi Jrevealed that the Registrar, California State 
Universi y, had been informed of the records review of May 6, 
1978, and advised that since the V.A. trailer was located on 
campus property and that the files may contain student infor­
mation of a private nature, school authority was needed before 
further access could be permitted. He further advised that 
the school could not permit a review of the files without 
direct permission of the student or through subpoena. He 
stated that there were no V.A. regulations regarding access 
to said records and that on several previous occasions they 
had been examined by outside agencies. 

The California Junior College Legal Counsel feels a 
problem exists regarding the release of student records even 
when an agent is in possession of valid release forms from 
the student. 

An FBI applicant furnished a release to secure all 
personal and financial records by the FBI. Wells Fargo Bank 
refused releasing the information with or without a release 
because of Right of Privacy. 

The November 29, 1977, edition of the Sacramento Bee 
carried a lengthy article concerning FBI investigation of the 
SDS and New Left during the period around 1970. This article 
contained direct quotations from internal sensitive documents 
emanating from both the Sacramento Office and FBIHQ as to the bl 
effectiveness and extei~~f ~nformant pen~tration.o' ... r: __ :_:_: __ "'rJ 
both on and off campus~J During that critical perio.!!).__ ___ U\'-' 
was the foremost source o any law enforcement agency 
Sacramento area. The article prompted an immediate flurry of 
conversations and telephone calls from former members of the 
sns group to the source in an effort to identify the person 
who had infiltrated the group_.)\1(.l_(>-J 
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' GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES 00.NTIAL 

The source felt that this was an unJustified 
disclosure of confidential information furnished by him 
which could conceivably result in jeopardy to his reputation, 
employment and personal safety~J 

It is noted that the above group was small, cohesive, 
and carefully screened any additional members. Should several 
of these persons in concert write for disclosure of their 
files, it would easily result in compromise of source, who 
still reports on the Sacramento a ter of the Northern 
District of the CP in California bl 

--------------------:::Ile_ 
A highly sought-after fugitive, wanted for fraud 

and possible murder, was living under an assumed name in 
Redding, California. Three Congressional inquiries had been 
made regarding the status of the case because 0£ notoriety 
of the subJect's prior activities in the Washington, D.C. 
area, and false government identity used in his assumed 
identification. Sub1ect was perpetrating a new multi-hundred 
thousands fraud when agents became aware of his new identity 
and possible location. Contact was made at his bank and the 
manager was made aware of his status, but notified the 
subject, and his rationale for his act was because of FOIPA. 
The subject fled but was apprehended later due to an all-out 
State alert. 

The Main Post Office on Royal Oaks Boulevard 
refused to give home address of an individual assigned P.O. 
Box 843 in Carmichael, California. An employee stated this 
is a change in policy due to the FOIA. The employee stated 
an official letter issued by the investigative agency 
outlining the circumstances surrounding the need for the 
P.O. Box will be requested in the future. 

On or about May 15, 1978, an agent contacted the 
United States Probation Office at Capitol Mall in Sacramento 
regarding the acquisition of information (file review) on a 
sub3ect (Sacramento file 76-2943). The anticipated file 
review was in line with the usual investigative procedures 
established for these type of cases; however, upon arrival at 
the U.S. Probation Office, the agent was refused the file 
review for fear by the case,agent that the review would be 

' in violation of the Freedom of Information Act, and subsequently, 
a contact of a supervisor at the U.S. lrobation Office yielded 
the agent with the necessary results. 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES CO~NTIAL 

On or about March, 1978, an agent was contacting a 
possible employer of a fugitive deserter at We1nstock 1 s in 
downtown Sacramento, and he made an initial contact with the 
personnel director of the above store. Agent stated the purpose 
for the inquiry to a receptionist and she conveyed the message 
to the personnel director. Approximately 45 minutes passed 
before the personnel director received Bureau agent, and 
subsequently stated that the only reason that she found it 
necessary to have the agent wait for such a long time is that 
she had to contact the Weinstock store's attorney and find 
out Just what information could be made available to Bureau 
agent. 

(Wfsource at a local Sacramento university advised that 
his legal<iepartment has counseled him against furnishing 
information from school records to federal investi ators bl 

of e FOP Numero instances i.e. 
Bureau file 

acramen o C. (.(.I CJ J 
In an attempt to locate foreign student at a local 

Sacramento university for interview, university officials 
declined Sacramento's request for assistance in locating 
subject, mainly becaus~

1
tri.e FOIPA. (Bureau file 105-

308843, SC 105-3308) • ~7'~J 
An individual was located who was in a unique 

position to act as an operational asset in foreign counter­
intelligence activities. While willing to assist the U.S. 
Government for patriotic reasons, he was unwilling to have his 
name appear in FBI files because of the FOIPA. (Bureau file 
105-210494, SC 200-27.)'f-KtO.] 

(has tran,rred to San;;eiscd)' aJ:~ l.lU:ULIUl:UlC:S WJlU Ui:iV~ 

expressed concern about their identities being determined 
through information which might be obtained through the 
Freedom of Information Act.{ They have continued their 
assistance to the FBI. ::'!: _V-} 

-~------~-~~h was concern~d about his 
safety, in that radical ind~viduals on whom he reported might 
learn of his identity by FOIPA. 

Initial information furnished by California Department 
of Corrections requested protection of his source of information. 
He requested that for source's safety he would hope source of 
information could be concealed. · 

4 

b2 
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GENERAL ACCOUNTING OFFICE STUDY TO 
EVALUATE THE IMPACT THE FREEDOM OF 
INFORMATION ACT (FOIA) AND PRIVACY ACT (PA) 
IS HAVING ON LAW ENFORCEMENT ACTIVITIES ---- e6Nl'KlENTIAC 

The manager of Rink of America, Winters, California, 
declined to give loan application information unless approved 
by official of Valley Almond Growers Cooperative, of which 
the loan was concerning. 

S* CONfttJlNTIA[ 
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airtel 

TO: DIRECTOR, PB .... ~l"!!!=----hl C. 

FROM: bl SA~ WF2Jr ]1 (.. CO~IAL 

i_/ ~00,WFOJ :}:(U) j)J '"':•·x~: __ 5

....c.._:~-~-~~:_~~3_~_ 

~paragraphs in this communication are classified 
"Confident~." 

r------=R~tB~u~airte-..,_~:1.....,,_,.1.9/_7~8~«-ayµ~tb-2.r.iz.i.n~s-i~n~tae~ry_,;;,ie~wa,..;o~d~------'I\ b7C 

D. C. (WDC). ~ 

Enclosed for the nureau are three copies of material 
attached to cover letter captioned "U. s. Labor Party." 

On 7~Z§78 :' ltelephonically 
contacted.I ; J to arrange tor interview. He advised 
he was very re uc ano interviewed by the FBI or personnel 
of other intelli9enCll!community agenaies .beeause any information 
he might provide would be subject to release under the Freedom 
of Information Act (FOIA). He explained he had been sub1ect of 
an FOIA release and since that time he has become very c rcumspect 
to ~ieys. After several minutes of conversation with 
S1il~~---~-~lhe relented and an interview was !JCheduled the 
fol ow ng day. ~ ?itJ-:Q 

on 7/27/78, SA I I u:{_~ia nroute 
from his residence ~o his employment. Re ra1tera e s relucttmoe 
to be intezviewad because the l'B~ pgg~;: ~retee his 
con~identiality. He presented s 7 -th copies of 
materials whioh he stated had been re eas under FOIA. The~ 
~teriala are enclosed in a memorandum under the letterhead ~ 
(?• eau r°J CONFIDENTIAL _ ~ • -. 

190- CIAo f;t;)14y to . lfw ..!.~I7~O~'.'}T..0 
I . _!lnate impt,,t ~JA. ,Class!fi.Ji by 6121 U AUG 28 1978 
~ and PA m:• haYJng on Exempt t~ GDS, Categories ·2 , 3 : if~~t - Da1'.9 of M ~a-■~~:;: llltllfJ.uW,.,.,d 

.___ __ ,1--90-1,ub o, ~,.,,,,,,, ~•A.-.,-.-~~-i"; _ 
. os,afv 119 r 111 ~ .,.,,,-... 

h.. LSlp r, 1 rO { r'A- ' -
·- ,'bt' ') 9/187'6,~ 



4. . -. ; ,. , - , 
l ",. 

Qc bl 

. -

of nu. s. Labor Party" whic~ j: ;~ti;led "Documentation of 
AFL-CIO Contacts With FBI." I .. ______ __._ name appears 
on page two of Exhibit 2, whlc s a memorandum dated 2/18/76. 
wit~ subject, "National Caucus of Labor Committees (NCLC); 1Sb7C 

Mlu.J 
I I adi#sed the material he had provided and which 

was released could have possibly identified him without his 
tt(\me. Apparently his name had been removed from several 
paragraphs but was inadvertently left in the body of the 
third paragraph on page two. He feels that whether inadvertent 
or in error or whatever, the damage was done. As a result, 
he is extremely reluctant to grant interviews to the FBI 
and other agencies. ~(A..J 

I !stated he has not communicated with FBIHQ 
about this matter because to do so would entail another communicatio 
that might be written with his name appearing on it, which 
communication, might be released under a future FOIA request. 

~) 
SAi I attempted to assure 

would do its ubnost €o protect his identity~,-an'!'!""l'IP--~-~e--­
confidentiality of the information he provides•L..--.---,i'-&1:a..:t....1.11,.u., 

;:
asa;~~d but stated he would discuss his contacts w 

._"" __ ,.._[on two conditions. One, that the information and his 
ent ty be protected. Two, that any memorandum tha#- is writt 

regarding the interview st.otef that the FBI made the initial 
request for the interview.l~-~"""!!"!T!""!!"'-~Jdifficulty in granting 
the interview was not that he did not want to cooperate with 
the FBI, but the f ~ that his name would be associated with 
the information. ().) 

It is noted that during the intervi~ !was 
friendly and desirous of assisting the FBI. Hii reluctance 
in providing information was based solely on the fact that since 
his name was released by the P'BI on one occasion, it can happen 
again., and it would have an adverse effect on his private · 
business and his credibility as a college professor. ~«..y 

2 
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JAITIA301~L103 
(W §'~...,_-;::::===z!s ~~c CONFIDENTIAL 

bl 
~"----..1..=a~d~v~i~s~e;:.i..~e has been interviewed in the past 

by the_-.-________ _.and assumed the FBI was. aware of SC.el, 
these contac s. He ee s the same a~t futur◄ _ ~ 
as expressed about FBI interviews. ~tA.J ._ ______ __. 

llvolunteered the following aboud~--------1 
He initia~him about a year ago through U.S. - foreign 

~~jn:!'\s exc:aDWllk He imi:t~ I ~ ,:d l~~u~ a;e:!~al 
1Jicneon eng gemen,s w'.l.td :rr:s:m.11.. ___ __,tJtated that1 I has 
an excellent command of the English language and is a good 
lecturer I I is intelligent and interesting in conversation 
andt lenjoys listening to the Soviet point of view on a 
variety of topics they have discussed. otrer tban tbe lunches, 
they have engaged in no social activities.~------J interests 
4~in the u. s. Government and its functioning, and activities 
on Capitol Hill. ~(I.) 

~----.The FBI' s i · ve interest in ! ~as exp1alned 
td I He adv is ~-----,.- as ne]ze: rernielted any questionable 
materials or acted in a~~ .... ~M.lliouse~--------t-suspicion about 
their relationship. SA left ls car withl lwho 
advised he would be in touc £ ____ _.activities aroused 
suspicion in any future contacts. 

CONFbANTIAL 

3 
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FBI 

TRANSMrr VIA PRECEDENCE CLASSIFICATION 

0 Teietrpe O Immediate D TOP SEeRET 

C r'acs1m1le D Pr1or1ty D SECRET I 
I 

~ A1 rtel O Routme D CONFIDENTIAL I 

ITT'\•?r~-~ 4M44----' ~ ~~:RO •er;(; /:: . •. 
ONO - Oi "3-- --- Date 8/2/78 l 

----------------------------------------------' ------
TO: DIRECTOR, FBI 

(ATTN: ROOM 6280, TRAINING AND RESEARCH TlNIT, 
FOIPA B.RANCH, RECORDS MANAGEMENT DIVISION 
AND INTFLLIGENCE DIVISION, CI-1 SECTION) 

FROM:tv.yt,sAc, PORTLAND (190-1) (P) 
\~ ·~ •fted by~~~-:-:: 

SUBJECT: YNERAL ACCDI1.li!l~~ 9£'!ICE <GAO> Jl..ec~as~ -~ 
S'l'UD.YJ.0 -~ALUATE THE IMPACT, r 't'~ r, .._ 
OF rr:~E :f~EiYOM"UF ·mroRMAT.J..Qli. :l ~-1 
AC'!:_ JFOIPA) AND PRIVACY AC'r ... (PA) 
ON LAW ENFORCEMENT Ac.'!'.IVITIES i-
FOIPA MATTER 

Re Bureau airtel to Albany, 6/16/78. 

Enclosed for the Bureau are six copies of an LHM 
which is self-explanatory • 

The dateline is shown as Washin~ty, D. C., to affwli b 2 

appropriate prot~ction to the asset, who is_ b.""'{".._ b ID 

Sf-.13.Z 

Transmitted ---,,.,---------
(Numberl (Tame) 

"Per ..:,:_r ____ _ 

FSI/OOJ 

/ 
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DOCUMOO / _:;,~~'I----
l 

UNITED STATES DEPARTMENT OF JUSTICE 
I 

FEDERAL BUREAU OF INVESTIGATION 

Washington, n. c. 
In &ply. Pl«iMi Ref er to 
FuaNo 

_ I, 'Ji • .1d/J/¥,A/~qust 2, 1978 , .. ' • ()~7 ,,r-,,r 

;;.,~8. - . GENERAL ACCOUNTING OFFICE (GAOi 

STUDY TO EVALUATE THE IMPACT 
OF THE FREEDOM OF INFORMATION 
ACT (FOIPA) AND PRIVACY ACT (PA) 
ON LAW ENFORCEMENT ACTIVITIES; 

FREEDOM OF INFORMATION ACT MATTER 

lv.,J ~n August 1, 1978, an informant of the FBI, who for 
the past eight years has provided highly reliable and valuable 
information concerning foreign counterintelligence (FCI), domestic 
security (OS) and criminal investigations, advised that he was 
no longer going to report FCI and DS information to the FBi] 
His decision not to furnish information in these ~atters was 
due to his fear of being compromised through any court 
decisions which may force the revealing of informant files, 
or as the result of the Freedom of Information Act.-'2\-l~ 

Specifically,· informant referred to the recent 
orders by Judge Thomas Griesa in New York to u. s. Attorney 
General Griffin Bell to turn over informant files, and the 
Socialist Workers Party (SWP) suit aqainst the FBI. Informant 
believed that the release of any FBI informant files would 
set a precedent ,rd there would be no guarantee of confidentiality 
in the future~~) 

Informant stated that if in the future the courts 
and the government can assure complete confidentiality 
through future decisions and actions, he would consider 
assisting the FBI in its investigations~oncerning for~ign 
counterintelligence and domestic securitYJ(?!;{t-(,J · _ 

C\assifle j ~ 
assify on: OADR -°'C) '--\ \. 4S 

This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 

1 JCOWF IUElf I I Al 

----- ---~---------- ----- ---
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CLASSIFICATION 

0 TOP SECRET 

D SECRET 
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I J;~~~JED BY ~(4.~ 

DECLASSIFY ON. 25X. __ l -
O:!>•f< Oi ~3 

D CLEAR 

Date 
ooNtU,UnMU 

OEFTO 

(ATTNOOOM 6280Jl'RAINING AND 
TO: DIRECTOR.;;; 

RESEAR~ 0 r, FOIPA BRANCH, R.M. DIVISION) 

FROM: ADIC, NEW YORK (66-8619) (P) 
D 

SUBJECT: GENERAL ACCOUNTING OFFICE 
(GAO) STUDY TO EVALUATE THE 
IMPACT OF THE FOIA/PA ABE_HAVING ON LAW 
ENFORCEMENT ACTIVITIES FOIPA MATTER 

/4 Enclosed for your information is one copy of ah -
Publishing Co. advertisement distributed at an Elvis 
ley festival 1n NYC, 8/6/78. 

Enclosure is another example of the commercial 
abuse of the Freedom of Information-Privacy Acts. 

b2 
On 7/31/78J ladvised contacting agent 

that because of the various art oles he has read regardingb7 D 
the FOI/PA he no longer felt safe as an FBI source as he 
~elieved the FBI could not protect his identity. Source 
has thus made himself unavailable for future contact. 

J 

C;J.-.----------------------

a is conf en a 1 y could 

bl 

' ' ~ no e pro c ~d and that the information he would furnish · , , '- ..., 
would be made a matter of public record.~ _ 

3 
~ J v: ~ , ; J 

_ " .. "-iT}~- 6 V· t / "I o J ,._ ~ -:-! · ' 
• .-- v - • - ' REC-7 -- -- ~ 4 1~-11 ~fi~'~it DE-II 11 "f«JG 8 -1978 

Bureau (En els. tl\, 't:(RM) ~~ ___. ___._ 
( 1 - FOIPA) 2.:~ _, .. •,<°e -

1 - New York s ?~ 

10 ... 5 
JOC: mlg CLASS ~ J"v- • 
(5) 

-
GPO 19n O • J25-S39 

. 
'I 
• I 

,, J 
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OOCUMOO I ... a ...... kt __ _ 

UNITl!.D STATF..S DEPARTMENT OF JUST.ICE 
, 

FEDERAL BUREAU OF INVESTIGATION COlffIDENTIAL 
In &ply. Pleaac Ref a- to 

FihNo~•ltJ.-'-OOJ Denver, Colorado 
18, 1979 ... f.,; , ,_ • L, A1t~All~i~ January 

,.. 1_.d'-..._ ''' • t, 1 JIID-s · r-.,-.,..,,,~, 
. ' ... ,"-' ' .. _ '\. 

o,·-Ro1bJ 

1) 

C 
... -
IMPACT THE FREEDOM OF INFORMA'l'ION -

PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

Information exchange between Federal, state and local 
law enforcement agenc~: ~--- _____ _ 

There are no reported problems in this area. (U) 

Law enforcement personnel's ability to obtain info:rmation 
from the general public:_~--------------- bl 

{c)l'-C-------------------
, ..... """!!!"' _____________ .....,,........,.lwere discussed with representatives 

from the company and the FBI was subsequently advised that 
the company was concerned about the Freedom of Information 
statute and had decided that they should have no relationship 
with the FBI in view of the fact it could serio e 

hi i ho 

they were furnishing information 

In Denver, Colorado, investigation determined a 
fugitive wanted for Unlawful Flight to Avoid Prosecution -
Escape, could possibly be reached at a certain telephone 
number. The local telephone company was requested to advise 
where this number was located. They subsequently advised 
that the telephone number was a non-published number and due to 
the Freedom of Information-Privacy Act (FOIPA) they could no 
longer furnish any information regarding non-published telephone 
numbers to the FBI. They advised the information could be 
obtained only after issuance of a subpoena. (U) 

-.· 
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CONF~ENTIA~ 

IMPACT TH}:; FREEDOM OF INFORMATION-
PRIVACY ACTS ARE ltAVING 011 
LAW ENFORCEMENT ACTIVITIES 

Attempts to locate a fugitive wanted for Unlawful 
Flight to Avoid Prosecution - Murder determined that the 
subject could possibly be located through a Denver, Colorado 
telephone number. The Denver telephone company would not 
furnish the responsible party and address for the telephone 
nwnber without a subpoena due to the FOIPA. (U) 

3) Reduction in current informants or potential informants 
resulting from present Freedom of Information-Privacy 
Act disclosure policies: ----------~-~-----~-----------------

There are no reported problems in this area. (U) 

4) Miscellaneous: 

There are no pertinent comments. CU) 



DOCUMENT I .... e .... 7 ____ _ 
UNITED STATl<..S DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
San Francisco, California 

In Reply. Pi-. Ref er to 
FUii No January 18, 1979 

LJ ... 
(/ 

- t 
i._ L 
C. 

C O N F I D E N T I A L 

IMPACT OF FREEDOM OF INFORMATION ACT 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 

The following examples demonstrating the detrimental 
impact of captioned act on FBI operations are being submitted 
in general terms in order to protect sensitive information 
and identities. All incidents herein described are documented 
and retrievable through the San Francisco Office.(o) 

INFORMAL EXCHANGE WITH OTHER LAW 
ENFORCEMENT AGENCIES 

During the course of an investigation of alleged 
violations of the Racketeer Influenced and Corrupt Organizations 
(RICO) Statute involving Interstate Transportation of Obscene 
Material - Child Pornography, our Agents became aware of a 
parallel investigation being conducted by the Internal Revenue 
Service (IRS). A cooperative exchange of information between 
agencies would have, in all likelihood, eliminated duplication 
of work and resulted in a much more efficient and productive 
prosecutive effort. However, when approached by us, IRS advised 
that they are prohibited from exchanging information with 
the FBI and the provisions of FOIA-PA. As a result, San 
Francisco feels that a great deal of information relevant and 
probative to our case has been rendered unavailable. ( u) 

OBTAINING INFORMATION FROM THE 
GENERAL PUBLIC 

In an ongoing investigation of allegations relating 
to the improper purchases of property under Federal Housing 

J j f ~uthority programs, Agents have a continu~ng need fo~ background 
t ; information relating to subJects from various companies. We 
7 rr ~ ; have recently been, advised by a loc~l utility that henceforth, 
~ 'J.' o such information will only be supplied pursuant to a subpoena. u 
.., C\l > .,, CLAss:~1~n N''r) r.:••T,.•·-:;:" BY~ 7, B 
> 'SI 

q_, ' 
¾ VJ ,. 

;>-, .... ;:,:. 

l~ft!C.: r:: - _:~: ... 
r,.,~~ !f 1.; • J l, (Q) - &~• \,. ..... 1, , ..,_ 11: 

1~~,.. '• tk-..--- ~~"•"'.'t"ATUW, / '/:it' --------------D~""-'---~-~~~~wLi:.w~u.tJ,J:WJ,t~wUL ~----------------
This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its con7.lt;-a.3. N~TotJ,i}e distributed outside 
your agency. 4.nNI-JBE Al O 

ENCLOSL!R~ 



IMPACT OF FREEDOM OF INFORMATION ACT C O N F I n»( N T I A L 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 

They are concerned that their disclosure of such information 
to the FBI may be revealed pursuant to an FOIA-PA release, 
thus exposing them to some sort of civil liability. The 
utility sees the subpoena as the only way in which it can 
protect its own interest. ( u) 

A Fraud Against the Government investigation 
involving numerous violations of Title 18, U.S. Code, Section 
1001 (False Statements) was instituted as a result of 
information provided to the FBI by a private citizen. At the 
time the allegation was made, complainant expressed great 
concern that her identity would be disclosed as a result of 
some future FOIA-PA request. The information was obtained 
only after an express promise to protect her identity was 
given by the interviewing Agent. (u) 

Another Fraud Against the Government investigation 
involving false billing on government contracts as well 
as alleged improprieties in the awarding of contracts valued 
at several million dollars was also instituted pursuant to 
information from a private citizen. That information was only 
obtained upon an express promise by the interviewing Agent 
that the name and identity of the complainant would not be 
documented anywhere in out file. His reason for requesting 
such was that he did not believe that his identity could 
be absolutely protected in light of FOIA-PA. (v) 

The reason given ~or 
t eir reJect1on was a e com any was concerned with adverse 
publicity which might result from disclosure that they had 
cooperated_with the FBI. (}ff 

I I 

1(~ L-------------------------------..,,,., 
CON' ~DENT I AL 
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IMPACT OF FREEDOM OF INFORMATION ACT CONFIDENTIAL 
(FOIA) AND PRIVACY ACT (PA) ON THE FBI 

{:-)I J he referred our Agents to corporate legal 
'tor the purpose of-obtaining permission. That permission was 
denied because under FOIA-PA the bank and employees identity 
could not be protected. In addition, the bank's chief legal 
counsel cited several examples wherein this type of cooperation 
had been exposed to the detriment of the corporation and its 
employee.~-

C O N F I D ~ T I A L 

3 
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DOCUMENT I _2$ ___ _ 
UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGAfrION COll1itJENT1Al 
ln Reply, Pletue Refer to 
File No 

Sacramentoi California 
January 7, 1978 

IMPACT THE FREEDOM OF INFORMATION:.1 J 

PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

The following are examples submitted by Sacramento 
Division Agents regarding adverse effects of the Freedom of 
Information/Privacy Acts (FOIPA) 

An Agent, while conducting an investigation to 
identify a child molester at Herlong, California, made 
contact with the county librarian regarding the molester 
The librarian could have identified the molester by reviewing 
her library cards but declined to do so because of the Privacy 
Act. 

Pacific Telephone and Telegraph, Sacramento, requires 
subpoenas for all toll records The Department of Justice has 
rules that they will issue no Federal Grand Jury subpoenas for 
our Unlawful Flight to Avoid Prosecution classification except 
when activel investi atin third arties for harborin 

This individual, being patriotic, wante to 
cooperate but due to his position in the community and extreme 
fear that the FBI would reveal his identity because of the 
FOIPA, he declined to furnish any informatio~ Tbere jyo 
question that he would have been an excellenq~ ______ J(c) 

J.l:f:;-~v-~J~! Nl-~c,,,,.,._,, ~02 ==-""'I"'"* DECt.A·,,.,,: ~ .;:,. ,,,,_ I ·- C!assiiiedS ~ 
o3 --Ao?O on: OADI .. ~ 

This document contains neither recommendatiod~~\~lusions 
of the FBI It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency 

---- -- - - - . ------
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"-'U//10 UNCLAS EFT O ~fil ~ 1 

!JT :'.'!l' • .. " J"• ; ' •' ,r-, 'l> D UNCLAS ~ ~ 

; ~ ;•~: ", ,,;·;~ .,,.itl'f : ~,., Date 1/22/79 WO;;~ 
---------------------------------------------------~-!•J rl}.,:tl\'IJ~ 

TO: 

FROM: 

RE: 

(\ ' 
t ' -r 

I 

I 

DIRECTOR, FBI (~! -------~ 
ATTN: ~~? ResearchU 

FOIA Bt~ Reem 62-------

S~JLOS ANGELES (190-255) (1) (P) 

t <)>,. I • J~ ( .t­MP CT 7!E 
'YREEDOM OF INFORMATION -
PRIVACY ACTS (FOIPA) 
ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES ------------
Bureau airtel to Albany and all offices dated 

12/18/78. The following examples of recent FOIPA Impact 
on FBI operations within the Los Angeles Division are being 
submitted for the Bureau's information: 

REDUCTION IN CURRENT INFORMANTS OR POTENTIAL IN­
FORMANTS RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES. Jr --

Recently two Special Agents of the FBI in Los 
Angeles contacted a former criminal informant. During this 
contact, the former criminal informant introduced the Special 
Agents to a young black man who was a street type person 
with limited education and who supposedly had information 
regarding an individual believed to be responsible for several 
bank robberies with the Los Anheles area. This individual 

i:■Y.A ,mj 1~9z5/Ft /10-- 3 -' ~ 7 
@- Bureau 
2 - Los Angeles 

KAJ/sjl 
(4) 

ht){~-a- ,) ,-1/"Pi /A 
I C ( li/1P~ It t,t IV 
ro ,P~ 

............. ~-­
_. I 

24 JAN $.197~ 

Per _____ ~ 
FBI/DOJ 



LA 190-255 

refused to cooperate with the Special Agents because he 
was familiar with the provisions of the Freedom of Informa­
tion Act and felt his identity might be disclosed and the 
person he was giving information about would learn of his 
~~~~,ity, CTbJj information is documented in Los Angeles 

Recently another Special Agent of the FBI was 

b2 

b7D 

1n contact with an individual who had sigificant information 
regarding a large fraudulent withdrawal ring that was defrauding 
banks in several states including banks within the Los Angeles 
area. This individual advised that he did not wish to 
be developed as an informant and was extremely reluctant 
to furnish any assistance because of the FOIPA. The individual 
emphasized to the Agent that because of the FOIPA, it was 
his opinion that the FBI could no longer protect the identity 
of confidential sources. (This information is documented 
in Los Angeles filel ! 

~JRecently r,os r,ngeJes has had one highly placed 
b7D 

informan lterminate his relationship 
with the FBI because he believed he could not be assured 
of con£ identiali ty. ,.,(This ~ce of information is documented 
in Los Angeles fil1 J •C,,} 

o e act t 

MISCELLANEOUS 

were ~ware 
be able . 

During the recent investigation of a theft of 
government documents case, the FBI, Los Angeles was supplied 
information which indicates that a former Special Agent 

- 2 -

bl 
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LA 190-255 

of the FBI, using his knowledge of Bureau operations acquired 
during his employment, has been able to identify informants 
from documents released under the FOIPA to a prominent 
attorney 1n San Francisco who represents groups which in 
the past have been investigated under domestic security 
captions. 

' 
- 3* -

\ 
\ 
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IMPACX-THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Re Director airtel to Albany, dated 

An example of a source's reluctance 

,~ 0 ,_,., 
,..... ?! C 

bl 

re uc 
possibility 
FOIPA. 

e source, in ater contact, expressed 
urn1 additional information because of the 
source's identity being exposed due to the 

access 
due to 
sought 

JFC:mto 
(4) 

~ JAN 17 1979 
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l TED STATl'..S DLl'ARTI\ItNT JLSTICE 

FEDERAL B{!REAU OF INVE" ,IGATION 
New York, New York , 

February 14, 1979 

General Accounting Office (GAO) 
Study to Evaluate the Impact the 
freedom of Information Act/Privacy 
Act are Having on Law Enforcement 
Activities (FOIPA) Matter 

S E ~ E T 
l) Information Exchange Between Federal, State adLocal 

Law Enforcement. 

No additional examples availabe. CU) 

2) Law Enforcement Personnel's Ability to Obtain Information 
From the General Public. bl 

I 

------~~---~----------------------------Th j s information is provided on an informal confidential basis-
without customer authorizatio~L,administrative or judicial 
subpoena or search warrant. ~ 

Subsequent to enactment of FOIPA legislation, the 
financial institutions have become increasingly concerned that 

~} 

any public disclosure of the aforementioned confidential relation­
ship with the FBI could cause them loss of confidence and business 
in the international business community, as well as the possibility 
of becoming involved in an "international incident" that could (.½J 
impact on their ability to maintain and operate facilities abroad.~· 

~~~~~tor~~T!O~ rn~!~I ~'{CEP 

WHERE SHOWN 011 1;.R~" ~E. 

S E~E T 

Classified b 
Exempt from 
Date of Deel 

Janu 

308 
, ategory 2&3 
ification 
15 1999 



General Accounting Office Study 
to Evaluate the Impact the Freedom of 
Information .Act/Privacy Act are Having 
on Law Enforce111ent Activities (fOIPA) Matter 

S E ~ E T 
Many New York financial institutions, in applying th~Vhited 
States Supreme Court decision (United States v. Miller) con­
cerning the manner in which banks maintain the confidentiality 
of customer records, have recently sought and have been granted 
f~rmal wr~tten reques~s signed by either the ~irector or Aspistant 

::;:
nton ,n Cba::it (ADIC), New York, L .. ". .,. .,. ] \._C..) bl ._~~~------~~-U Title XI, Right to Financial Privacy Act of 
, was signe into law ~i..,,,1;1,M,l~~liiio,l,,;.....,.w..a......i~~...a.L1.W-liil~i.Wilo~i....,. 

f ' M O 9 9 

( 
c.,) 

While it is impossible to document the total impact 
these laws have had on overall investigative effectiveness, thE:>re 
has been a recent noticeable reluctance by the banks to furnish 
financial information in FBI investigations. Legal Departments 
of several New York banks are studying their disclosure procedures 
and it is the opinion of the NYO that financial information w~~ 
become increasjngly difficult, if not impossible to obtain. ~J(L,} 

S) Reduction In Current Information or Potential Informants 
Resulting From Present FOIPA Disclosure Policies. 

No additional examples available. 

S E C R E T 

eE"""~-'~' . ~ . 
~er "'- \.. .. ,t"•-



co~nl. ,A'l_OCUMENr I ~3es.~---
UNITED STATES oiJf~~ OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION, 
Los Angeles, California 

February 15, 1979 

IMPACT THE FREEDOM o::;i INFORMAT10N - PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

The following examples have occurred within the 
Los Angeles Division of the FBI and indicate an adverse 
impact upon the investigative operations of the Los Angeles 
Division by th~ Freedom of Information Act (FOIA) and the 
Privacy Act of 1974 (PA). . 

I. INFORMATION EXCHANGE BETWEEN FEDERAL, 
STATE AND LOCAL LAW ENFORCEMENT AGENCIES 

During the investigation of an applicant for 
Executive pardon and clemency, the Los Angeles Division 
requested the Phoenix Division to contact the United States 
Probation Office in Phoenix to obtain the necessary file 
numbers so that Los Angeles could retrieve the applicant's 
probation records which were stored at the Federal Records 
Center, Laguna Niguel 7 California. Phoenix telephonically 
advised the Chief Probation Officer in the Phoenix area 
has refused to authorize the FBI to review the applicant's 
file at Laguna Niguel and would not make the necessary 
telephone call to appropriate personnel of the Federal 
Records Center so that a review could be conducted. The 
Chief Probation Officer further advised he would only 
release information regarding the applicant to the FBI 
if his office first reviewed the applicant's file. Chief 
Probation Office advised this was due to the FOIPA. 

If) 
(Los Angeles file 73-2422) 

.f:1J IV. MISCELLANEOUS _, 
The following example, while not specifically dealing 

w1th the FOIPA, indicates general difficulty the Los Angeles 
; ~ Division is having in obtaining information due to problems 

b g')of protecting the confidentiality of information supplied 
to the Los Angeles Division. 

- 1 -

This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 

~~~~i~~i-~; ~, ~□;_:n~_:re/~°J-:q be distributed 

JCnt -r4.'ll ,, / I:\\"\.~ :) ( 

J 



CON~NTIAL 
IMPACT THE FREEDOM OF INFORMATION - PRIVACY ACTS 
ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

Recently, an established source of the Los Ange.I.es 
Division was approached regarding information the source 
might have concerning a revolutionary group based in 
Los Angeles with foreign ties. The source expressed reluctance 
to offer information citing newspaper articles about the 
FBI being ordered by a judge ttdi§c]q:e the identity of its bl 
inforlllants. (Los Angeles fil~- _ I~) 
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TO: DIRECTOR, FBI ( I CJo-3) 

FROM: 

SUBJECT: 

ATTN: ROOM 6280, TRAINING AND RESEARCH UNIT, 
FOIPA BRANCH, RECORDS MANAGEMENT SECTION AND 
INTELLIGENCE DIVISION, CI-l SECTION 

~, PORTLAND (190-1) (P) 
C,/ 

G~ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT 
OF THE FREEDOM OF INFORMATION ACT 
(FOIPA) AND PRIVACY ACT (PA) ON ,-,- ' ·, ,· 

LAW ENFORCEMENT ACTIVITIES ;Ai..,::,,-.~ ..> 
FOIPA MATTER ~l ~:ll'ilrC~ - ~l?J 

Re ~ureau airtel to Albany, 6/16/78. 

Enclosed for the Bureau are six copies of an LHM 
dealing with the[fommunist Parti~USA (CPUSA) members' requests 
for files under the FOIPAJCo-ff"'J 

The dateline on the enclosed LHM is shown as 
Washington, o.c. to afford additi~na protection fi:.o the asset, 
Portland 426-OA, PD filel U U,J 10-s~t 

~ p,b2 1'-:~:.~-;;;IWll''l"t- Sp./ J ~('! _:,l "'1'L _ 
."C. ~ 'ti'' - OOHP!!5!1HT!fffl - I • _____ .a, __ 

rYo>- q f" b 7 D DA'I'.I!. O? ~•~ .. 

,l~ (~~w Classified and Extende~y 4301 ~~.:u..., 
~,q Reason for Extension FC II, 1-2.4.2 (2) (3) 
~\I Date for Review f'Jtt{:c ssification/3019 

)- ·x. .. ~., .. .:»•~il:X.z 14/ 'jt;-]..-,, J-1il- q_:-:--
2 - Bureau (Enc. 6) ,23 r,•r- ~ ,, · 

;o:dtLJ~r r-"~-----c •c~•-·,2s - - -

( 4) 1 • • r - f~6/,f ~ • 
5::. I!-' ( r,. 

L·.ATE 
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In Reply. Please Ref er to 
F&le No 

D0ClJrn£NT I __ 3..,..J' ___ _ 

UNITED STATES DEPARTMENT OF JUSTLCE 

FEDERAL BUREAU OF INVESTIGATION 

Washington, o.c. 

March 1, 1979 

GENERAL ACCOUNTING OFFICE (GAO) STUDY TO 
EVALUATE THE IMPACT OF THE 

FREEDOM OF INFORMATION ACT {FOIPA} AND 
PRIVACY ACT {PA) ON 

LAW ENFORCEMENT ACTIVITIES; 
FREEDOM OF INFORMATION AND PRIVACY ACT MATTER 

On February 22, 1979, a confidential source, of 
known high reliability, advised that at a state-wide meeting 
of a state organization of the Communist Party USA {CPUSA)~ 
held during the fall-winter of 1978-1979, an announcement 
was made by a long-time established Communist Party (CP} 
leader, encouraging all CP members to request their files 
from the FBI. This leader further stated that the request 
for their files by CP members was creating a real problem for 
the FBI and that all members should make this request if 
possible. Another member announced to the group that he 
had recently made such a request for his file from the FBI. 
Other members of this group have also made requests for 
their files from the FBI.t,q_~J 

The prime motivating force within this CP state 
organization to have the membership make requests for 
their files is a party member and a· local praoticing attorney.~tJ..J 

1 o s-~,t '--... __ ._...,...,,_, 
.,- ·,t , """' .Sp..j_.h).-'1-'l~ -- --~-,_ 

· ~ · - --_ ~3-: : - .QOHF!'B!BN'il,i.i,M, - ~ . . ..._,_ 
DATE OF R":' .1~ .:S -I- S'l_ _ ...,.__ ,,"':::,, 
~ "" :i13, 1,c,Classified and Exte~d by 4301 

Reason for Extension CIM II, 1-2.4.2 (2) (3) 
~ for Review for classification March 1, 1999 

~_c:X._'O ~-.......... . 
Sources whose identities are concealed herein 

ave furnished reliable information in the past 
except where otherwise. noted. 

This document contains neither recommendations 
of the FBI. It is the property of the FBI and 

nor conclusions 
is loaned to 

your agency; it and its 
outside your agency. conr;J.:3 ~t;rz distributed 

.. 
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" , : • ~ • i- • ,, :, Date ----------;• 
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TO: DIRECTOR, FBI (190-3) . 
ATTENTION: TRAINING AND RESEARCH 

UNIT, FOIPA, ROOM 6280 

~-~· ~"-
SAC, DALLAS (66-1751) n~rtiss~U. 'iJ~ • 

,S1v~ \~ Q•'"').i.S~ 
IMPACT,.,THE FREEDOM OF INFORMATION - -.-':\~ 

D 1"/./ p~ I PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT 
r__!!· riV ACTIVITIES --- ----

- BODED 3/l9/79 

Re Bureau airtel to Albany dated 12/18/78. 

Enclosed for the Bureau are original and four copies 
of a letterhead memorandum dated and captioned as ahove. 

bl 

b7C 

The source of the cited examples are: 

1. ___ I ___ .... ~c.J 
· www :,~ 

3. 

CIVIL RIGHTS 
00: DALLAS 
DL 44-7575 JV 

UNSUB: THEFT OF 28 RIFLES FROM p~i,,tet / 
DAL IDRTH smPPERS ASSOCIATION, _·.i~ ~ ,w1\1" 
~s, TEXAS {~ .. L ,, _ 
00: DALLAS (15-12490) tt tJ"'!,fltl"'-

4. I 1~1 f o,ef' ii J 
e,1/o~~'!ns ANGELES -

12 f /10 / J - c2 u 
/J · ~lQJ'~L 26~52063 REC- 120 - ~ 

(j:: Bureau (Enc:91'5)") , f E ;)fir Visn 
2- Dallas (1- 66-1751) 

(1- 90-00) 
UHS/wvm ---

Tp1ns m1tted --=~--:---=---c----
<Number> (Tune) 

Per ____ _ 

\. 



In Reply, PleaM Ref«- to 
File No 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Dallas, Texas 
March 19, 19?9 

> ' 
' > 

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Reduction in current Informants or Potential 
Informants Resulting from Present FOIPA 
Disclosure Policies Lr I 
a-d""v_i.,, -s-e"'"dl"'""'iit .. h_a_t_""'_e_d!ll"'i-a---n-o""!'t-d!ll"'e_s_i_r_e--:t-o_c_o_n~t""li_n_u_e_c_o_n""!'t_a_c""!t~w-i"!""t'="'h_a_n_y_ .. n( ~ 
representative of the FBI or to furnish information, because 
of fears that his assistance might become known. The source 
stated that his concern was due to various media articles 
relating to actual or potential disclosure of information 
furnished confidentially to law enforcement agencies, 
resulting from implementation of the Freedom of Information 
and Privacy Acts. 

Information Exchange Between Federal, State, 
and Local Law Enforcement Agencies 

1. Permission was denied to interview several 
police officers concerning a civil rights investigation of 
a suburban Dallas, Texas police department by an assistant 
city attorney, who represented the officers, citing the Freedom 
of Information and Privacy Acts as possibly revealing state­
ments which could be used against the city in any future 
civil suit. 

Law Enforcement Personnel's Ability to Obtain 
Information from General Public 

o~Q 
<:)rnrn(.._ 
I -1.(') ,,._ .,,-
V- f - I(.(, ' ~ ' ..... ,, 
~{j :: 

1. Confidential source information reflected that<> ,_.- ,-:.. 
employee of a large photographic company 1.n Dallas, Texas~S..~ ~ an 

This document contains n~ither reconunendations nor 
conclusions of the FBI. It is the property of the 
and is loaned to your agency: it and its contents 
not to be distributed outside your agency. 

FBI 
are 

L 

fo~ r-- -~ 
I 



IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

cbNff.NTIAL 

was going to purchase stolen rifles as a gift for her 
husband. Efforts to locate the home address of the employee 
were negative. 

Attempts to obtain the address of the employee 
from the personnel department of her company were delayed 
because of fear the company might be sued for releasing 
such information, citing non-specific privacy legislation. 
The company required a subpoena to be issued to obtain the 
information. 

2. An apartment manager in Dallas, Texas, would 
not furnish central records concerning a criminal suspect 
citing general privacy legislation. The apartment manager 
would not furnish the records without a subpoena. 

- 2* -
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0 d'L.hllSE Date I 

-----------------------------------------------------

RE: 

DIRECTOR, FBI (190-3) 
(ATTN: Training and Research Unit, 

FOIPA Ranch, Room 6280) 

SAC, LOS ANGELES (190-255) (1) (P) 

i.~ 
THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING .QI.-
LAW ENFORCEMENT ACTIVITIES 

/:-
' \ 

BODED 4/19/79 ... 

\ 

IJ 
1 I 
I , 

I 

Re Bureau airtel to Albany and all off ices d~, 

Enclosed for the Bureau are three copies of an 
LHM captioned as above and setting forth examples of impact 
which have recently occurred within the Los Angeles Division 
of the FBI. 

For purposes of retrieving the location of the 
examples submitted at a later date the following file numbers 
are being set forth which file numbers correspond in sequence 
to the examples in the LHM in the order in which they appear: 

, GulitYrlENTIAl 
Transmitted -----=----:----

(Number1 (Time> 

Per _____ _ 
FBI/OOJ 

r;/J 



I 

, - ..,,, -
,I 

LA 190-255 
CONFIDENTIAL 

~j~•s Angeles 
Angeles 

Los Angeles 

m~C.-m :t~fil•:1 ::::::---_..,l(cj 
file 196-171, Bufile 87-140341 

Los Angeles will continue to follow and report 
examples of impact in this area on a monthly basis.• 

- 2* -

bl 



In R~y, PleaH Refer to 
FwNo 

co,1fivENTlAL DOCUMENT 11--:--:3 ....... ? ___ _ 
~ 

UNITED STATES DEPARTMENT OF JU,STICE 

FEDERAL BUREAU OF INVESTIGATION 

Los Angeles, California 
April 11, 1979 

IMPACT 
THE FREEDOM OF INFORMATION 

PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

INFORMATION EXCHANGE AMONG FEDERAL, STATE AND 
LOCAL LAW ENFORCEMENT AGENCIES 

Citing both the disclosure provisions of the Free-
dom of Information - Privacy Acts and the possible disclosure 
of information via Judicial Order, the Los Angeles Police (c.; 
Department has recently refused tllo'o-.i.w.w.M~....,, ..... ......, ...... i..c.....1,,Q...., ..... t.1.:11. ..... ..iii---

• • I I ' 

being conducted 
._ __________ ...,._...,.. ___ .,.... _____ .....::. 
Join y y Los ice Depa APD) and the 
FBI because LAPD feared the FBI could not guarantee the 
source's anomymity. 

In August, 1978, Los Angeles Division of the FBI 
requested the Boston Division of the FBI to obtain informa­
tion from the Food and Drug Administration (FDA) regarding 
the failure and subsequent recall of a certain mechanical 
item utilized in open heart surgery. On or about March 8, 
1979, the FDA advised the Boston Division of the FBI by 
letter that they were prohibited by law and regulations 
from disclosing certain information to persons outside of 
the Department of Health, Education and Welfare (HEW). 
The information which was provided by·the FDA contained 
numerous deletions which according to the letter "In the 
opinion of the FDA, the information deleted need not be 
furnished to you under the Freedom of Information Act and 

This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned 
to your agency; it and its contents are not to be distributed 
outside your agency. 

~t~Jll1 
CONMJ.JENflAL 

bl 
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IMPACT 
THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

CO~ENTIAL 

is not covered by your request". Because the Boston Division 
of the FBI was forced to obtain the FDA material via a Freedom 
of Information Act request, a long delay occurred in obtaining 
the information. The original request was made by the Boston 
FBI sometime in August or September, 1978 and was not released 
by FDA until March, 1979. The investigative matter being 
worked by Los Angeles involves the alleged counterfeiting 
of large quantities of high reliability integrated circuits 
utilized in sophisticated life support systems and medical 
equipment. One recent death has already been attributed 
to the failure of a counterfeit part contained in a mechanical 
device which failed during open heart surgery. The investiga­
tion is of a high priority nature and was delayed because 
of the time lapse in obtaining the information from FDA. 
In addition, the information deleated in the material finally 
supplied by FDA is considered to be critical to the prusuit 
of the investigation of this matter. 

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN 
INFORMATION FROM THE GENERAL PUBLIC 

During a recent investigation an individual who 
was interviewed by the Los Angeles FBI initially refused 
to supply information concerning the subject of the informa­
tion because he felt his identity could not be protected 
under the Freedom of Information Act. After the individual 
received assurances that his statement would not be m&de 
available to the subJect under a Freedom of Information 
Act request, the individual finally submitted to interview. 
The individual stated had he not received such assurance, 
he would have refused to cooperate with the FBI inasmuch 
as he feared revenge and retribution by the subject such 
the subject become aware of his cooperation with the FBI. 

- 2* -
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In Reply, Pi«ue Refer to 
File No 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

St. Louis, Missouri 
April 17, 1979 

IMPACT THE FREEDOM OF 
INFORMATION -
PqIVACY ACTS ARE HAVING 
ON LAW ENFORCEMENT 
ACTIVITIES 
ST. LOUIS DIVISION 

~ 
r 

~~ ~ ~•- ~=-:,:,-=~~""!l!"I!~ The individual stated that he was reluctant a~ --~5 o assis e Federal Bureau of Investigation because the 
• •.._ r'lO \,,c, ,_, ~..c, organization had, in the past, released information and 

c"(ci C:,,,. ,--,·, names to the public. The individual was asked by the inter-
1 cC ---c,a,...; ,,_, ...:.J0·viewing Special Agent if he was referring to the "Freedom 

'-' .:c. c:: of Information Act," and this 1nd1v1dual replied in the 
affirmative. 

This interviewee advised thaJ; he was extremely 
concerned in this particular instance because! 

• I 

bl 

.._ ___________ ~1(9 
--The interviewing Agent explained several of the 

"exemptions" to this 1nd1v1dual assuring him that his identity 
could be protected, and the interviewee advised that gased 
solely on this assurance, he would provide the information 
requested if it came to his attention. The interviewee 
gave the definite indication that he would not have agreed 
to cooperate if his identity could be known through the 
Freedom of Information Act. 

This document contains neither recommendations 
of the FBI. It is the property of the FBI and is loaned to your 
agency, it and its contents are not to be distributed outside 

your agency. / ?/ Q _ 3 _ ;}. 13 
CONFl1£lfrtAL 
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IMPACT 1lfE FlIBEOOM OF INFORMATION -
PRlvAC :i: "ACTS ARE ""HAVING ON LAH 

ENFORCEMENT ACTIVITIES -

ReBuairtel, 3/20/79. 

Enclosed are original and two copies of LHM dated 
and captioned as above. 

bl 

WFO 
The interview was conducted 

fil~= j rs> 
S~T 

in the investigation 

Clas~fied and Extended by 42 
Reaso for ~n: FCIM, II, 1-2.4.2 (3) 
Date Rev{'\'5Ji~r- Declassification: 4/19/99 
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,-J .~ :., 
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1" Reply, Plaue Refer to 

F&leNo 

UNITED STAT!.S D£PARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

llashington, D. C. 20535 
April 19, 1979 

IY.PACT THE FREEDOM OF INFORMilTION -
PldVACY ACTS AH.E HAVING ON 

LAU ENFOaCEMENT ACTIVITI~S 

Pl\OBLEMS WITH CUl\i~NT INFO.tU1ANTS 
01, POTENTIAL INFOt'!l-1'-i.NTS 

As the employee '1-ras 
e erat ne, t e contro ng actor became the employee's 

concern that 20 or 30 years from now information furnished 
by the employee would be made public, thereby identifying 
the employee as has happened to other persons in recent 
times. The employee was not concerned with ¥hich release 
mechanism would cause this to come about, but the fear that 
it could happen caused the employee to necide not to 
cooperate. Special Agents plan to intervie"., the employee 
again in a few ·t--reeks, but at the very least the FBI has 
been deprived of the invaluable information for several 
weeks until such time as the e~ployee decides to cooperate. 

This document contains neither 
recommendations nor conclusions 
of the FBI. It is the property 
of the FBI and is loane~ to your 
agency; it and its contents are 
not to be distributed outside 
of your agency. 
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Fl)..36 t"tev 5-22-78) 

'/ iBI 
DOCUMEHT I _YLJ.t--r---' ~ 

TRANS.MY 

D Teletype 

D Face1mlle 

[XI AIRTEL 

' 
PRECEDENCE CLASSIFICATION .,.. 

D Immediate D TOP SECRET 

D Priority D SECRET _... .. ,- '\ 

D Ro~ae-·: _ .. : _ ... ...._ D CONFIDENTIAL 

l D UNCLAS E F 1' 0 bl 

□ UNCLAS 

Date __ 4_/ 1_7_/_7_9_----; 

-----------------------------------------------------
1TO· DIRECTOR, FBI 

(ATTN: TRAINING & RESEARCH UNIT, 
ROOM 6280) 

:'cuICAGO (190-0-Sub B) 

FOIPA BRANCH, 

IMPACT THE REEDOM OF INFORMATION­
P1n:V:A:CY ACTS ARE HAVING Q_N LAW 
ENFORCEMENT AC'l'IVITIES _____ .,.. 

!,TT 1.ll1",11tt' ii. .. ,\ t~,rlfl _ /9\ 
?:J:,~•,• •! ,, ,• •l '!2) ~ 
J::,, 'l' • r ,-,1• ,1,-,c\'M 
CJ , 1V:.'<h'1 ~~ 

...I 

Re Bureau airtel to Albany and all offices dated 
3/20/79. 

Enclosed herewith for the Bureau are five (5) copies 
of a LHM captioned as above. 

Chicago will follow and report all instances of 
FOIPA interference in FBI investigations. For certification as 
to the identity of the asset mentioned in part ttrna noaa ~fo 
of the encl~re, the Bureau may refer to Bufile z.L. _ 

I ..(CJ 
~ ~ _ _;,> -,'4a1 ,,,~ 

~~:.. .... ".,. "'"' ,cc ---~ 
f'O''p. 

'f = ~~~~::a (Enc, ~•:~ '. ~ - - ,£ (m',JdD J 9o- 3- _.....- /Jc)/ 
~~daw ~12j r -_-,-,-;-

~l~tcfa~ c,o,. 2 Mf/b"w/~ 5 
·. 

REASON· 1 5 ( C. ) --
DECLASSIFY oN. x l .~~r·:-- ... ~ .... ~"'r 
03-lt01'3 

Approved Transmitted ---,,,,-----,---=----
<Number) (Tune) 

Per ____ _ 



CON~ENTlAL DOCUMENT I __,J,,.Lf .::;.;;::l.. _____ _ 

o~~µ~ 
Ul\"ITLD ST\Tt~ DLP.\.RT~H.;\"T OF JLSTIC.h 

<.,iao ►► • 
r ::, sr.t: f::.:,o~ 0(1' _..,.. 

_, ,.~ ·- if. ' 
"' .,.. ···,_p 

In Reply, Pl- ReJ.,,- r,, 

File No 

I, L D f,, H A L fl l R I A U OF l N V I !, TI G \ 1 IO "­

Chic ago, Illinois 
April 17, 1973 

(,I~ _ .. c-,S 
:. . u,) 

'Ci' 

,,[' 

'l11ih BfPAC'f THE FREEDOM OF INFORMA'l'ION 
ACT AND .PRIVACY ACT ARE HAVING ON 
LAW ~NFORCEMENT ACTIVITIES 

, 0 

t---~l 
\ "' l I~ 
i . ,.t. Reference is being made to Bureau airtel dated ~ 

March 20, 1979, requesting field office response to captioned 
matter. 

The following information is being set out inasmuch 
as it exemplifies the effects of Freedom of Information­
Privacy Acts (FOIPA) legislation upon investigative efforts of 
law enforcement personnel within the Chicago Division. 

1. ,. 1 Information exchange between Federal, state 
and local law enforcement agencies: 

- •, '· " 
1
' Many examples have been cited whereby officials 

,. •,, ·· of the Veterans Administration (VA) have refused to provide 
background information concerning VA employees, many of whom 
have past criminal records. The VA bases their refusal on 
the Privacy Act as interpreted by their legal counsel. 

In addition and as an extension of the above 
policy, a former police official at Lakeside VA Hospital, 
Chicago, who requests that his identity be protected, advised 
the FBI that he became aware of a knifing incident in which 
the victim came to the VA Hospital for care. Althou~h this 
incident occurred off VA property, this official was told that 
notification to the Chicago PD was forbidden in such instances 
and he was forced to report the incident by an anonymous 
telephone call. 

No specific FBI case number is available for 
citation regarding above. 

This document contains neither recommendations nor 
conclusions of the FBI. It is the property of the FBI 
and is loaned to your agency; it and its contents are 
not to be distributed outside your agency. 

F81/00.J 



CON~£NTIAL 
2. Law Lnforcern&nt pfrsonnel's ability to obta;in 

fnforrnatfon from th-= a, nr::ral nublic: - --- --- -- . ---- -- -- --- --· - --- -- - - - ------ -- -
In an l.l"?V, stiflation -:l"'tl.tl·.n .••• DAPLI, U.S. 

11.s~ric.t. ,1..ll~a .ort•1 r.o Dis-::.rict of Illi:1.01.s (imr}, Ch1c3.qn, 
1111~01~ (CG 77-22Gl3), a niah-ranki~q law ~nforcernent 
off1c1cil of th' Stat? of Illinois wi10 is also a form.?r sp~c1.::i.l 
,\s--nt of t:b FBI <l=clins:.d to co:mr,,-mt on a r~lat1.ve of the 
ap~Jicant, ~x~r~ssirq conc~rn that this a~roaatory inforrn~tio~ 
could lRt~r b~ naa~ availabl~ to fa~ily rn°mb~rs undgr th9 F~IPL. 

3. !!2cluct1on in curr>:::nt 1..n£orroants or pot~nti21 
i1-:.forma:its result.fng from pr=:-sent FOIPA 
disclosur~ polf"c1es: ---- ·- .. --·. --- -----

J 

~ost valuable ass~ts. 
our 

ec i~e, o urn1 s 
contactinq him, stating that his 

h2:sitancy 1s bas::::d on his fE:ar of being "compromised via th::. 
FrsedoITl of Information Act". The asset latsr offered to cut 
out the faces of th~ individuals u~d~r inv~stiqation in an 
7ffort to b~ of assistance but at th~ sam~ tim~ to prot~ct 
:nff's::lf fro111 an FOIA r£•l~asc. 

4. .lisc~·llan~ous 

Nons. subr.li tt:d. 

' 

2* 

CON~JTJAL 

---------

bl 



DOCUMENT # _....J'ir.::::3~---
UNITED STAT.ES DEPARTMENT OF JUSTICE 

In Reply, Pt- Refer tiJ 

FlhNo 

FEDERAL BUREAU 01<' INVESTIGATION 

New York, New York 

1) 

2) 

General Accounting Office (GAO) 
Study to Evaluate the Impact the 
Freedom of Information/Privacy 
Act are Having on Law Enforcement 
Activities (FOIPA) Matter 

Information Exchange Between Federal, State and 
Local Law Enforcement. 

No additional examples available. (U) 

Law Enforcement Personnel's Ability to Obtain 
Information From the General Public. 

t\11" I -- I 

pi./J~~,~ 
:).' ~ 3-,, ·'ij 

I~ .::213
1 

b'-o 

I ' 

s¥ij:T 

C & E£169 
Reaso 2 and 3 
DRD: 15/99 

bl 



I 

I 

GAO Study to Evaluate 
the Impact the Freedom of 
Information/Privacy Act are 
Having on Law Enforcement Act1v1t1es 

3) 

I ( C) 

I { C) 

Reduction In Current Information or Potential 
Informants Resulting From Present FOIPA Disclosure 
Policies. 

No additional examples available. 

-2*-
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F~b (Rev 7-27-76) 

FBI It 

, TRAf'JSMIT VIA 

D Teletype 

D Facs1m1le 

1K] Au-tel 

PRECEDENCE 
Oep I\CIAdm 

CLASSIFICATION ' Dep AOfnv 
I IAsst Otr --a 

0 Immediate ,lOCn ~ll TOP SECRET : Adm Se,v..---1 
D Priority cnriOOUWECRET : fd~~t Inv ·---· 

D Routme D CONFIDENTIAL I lnlell ----• 
I Laborator-y 

0 E F T O : Le~al Coe•., --
_n T, ioll"t"(,, ,'. C ;r,u fN!'fl I~ CLEAR I Pl,)r) .Ii, '""P 

-□ I Rer- M"nt -~■ 
a\'{r_~ ': ~ ' '· •'-.:..1.tl.u) I Tr>r-r, SNv~ 
: •• .-: l', f; ', ~llvl'tN Date 4/lG:_/_7_0 

__ ......_1.Tri!•' .,. 

- - - - - - - - - - - - - - - - -t::::-rlt:!th-t~- - - - - - - - - - - - - - - - - - - - - - - . :.U/;i4.-,I\J..-...-,tt _;;-. 
J Tc-lPphl'lr,p "· 1 

Director's Sec'y TO: DIRECTOR, FBI (190-3) 
~TTENTION: TRAINING AND PY.SEARCH UNIT, 

~PA BRANCH, ROOM 6280) 

, FROM: (.,Sf-C, SAN ANTONIO (190-00) 

)

SUBJECT: I~TiiE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES - .. ., __ 

\ 

Re Bureau airtel to Albany dated 12/18/78. 

Enclosed for the Bureau are five copies of an 
LHM setting forth the only known example of an adverse 
impact of the Freedom of Information/Privacy Acts within 
the San Antoftio Division for the past month. 

ADMINISTRATIVE 

The exa 
a case entitled, 

e set forth in the enclosed LHM concerns 

R-2.~,2t;o1 1:..,,_L •-u., ~,JJ.&~~.:.e- iaz 
Cl.ASSIAED BY'~-,~~ 
REASON 1 5 t ~ ) 
OECLAS~IFY 0~( X._.Li:..---
O3-1<0?'3 

~\ 

<:1).ureau (En~/ 
1-San Antonio 
BRG: rmmf'-- / 
(3) /\- l* 

bl 

Approved Transmitted ________ _ Per _____ _ 
(Number) (Tunel 

--------



UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

San Antonio, Texas 
In R.,,,i,r, Plea,e Refer to 
File No 

Anr1l lG 19711 

P1PArT 'J'IIf f'RF:PDOM OF Jl'JFORi"A'l'IOT-l -
PRIVACY ACTS ARE Hl\VPlG on LATl 
EUFORCEffEN'!' AC'T'IVITIFS 

In early March, 1979, information was received 

1.r--------------......... ____ ....,,_,) 
re fused tcy · 

"'!;d_i_vu----i:l~g-e_a_n_y....,.1._n..,...o_rm_a_t~1-o_n_c __ o_n_c"""e""'"r ... n"""1."""n"""""'"g--:-t,......e....,s~ub j ect because 
of their belief that such disclosure, without the consent 
of the subJect, would violate the provisions of the Privacy 
Act of 1974. 

:8? s-.. ~ t,ou_ 2 ~-f AJCJW/~ 
.... _ - C. 

• I .. -- .. _, ~ 

nor 
FBI 
are 

. I - --- -
t'~ ... .... -: ., ~ 
~ ~! 

co.N1\AL 
This document conLlfn;;iJ,;;; r}c:1-!ndations 

conclusions of the FBI. It is the property of the 
and is loaned to your agency; it and 1.ts contents 
not to be distributed outside your agency. 

1< - ------------

bl 



FD-36 (Rev 3-24-771 

FBI ·oOCUMENT I ..J'i;.x'-~: ---, 
TRANSMIT VIA 

D Teletype 

D Facsimile 
00 _A .... i .... r ... t ... e ...... J __ _ 

PRECEDENC{J/JJ/r)){,.. CLASSIFIC1TI0N· : 

D Immediate rll l/JjJ/IJJJ,rop SECRET : 
0 Pnonty ~ • c:3'sECRET I 

I 
0 Routme O CONFIDENTIAL I 

I 
I 
I 

OEFT0 

ALL I!iFOIWATION connbl'BI> D CLEAR ~ 
HEf-i,HI TS \lo''CLMSll'IED Date 4/24/79 : 

---------L~~~~~,n.~~~--------------------------L _____ _ 
0.1,Hli:Rn :,E 

TO . . DIRECTOR, FBI 
ATTN: TRAINING & RESEARCH UNIT, 

FOIPA BRANCH, ROOM 6280 

. 
, ru\U'tl The following information was recently brouglt. to 

on•t'tie attention of the FIIP4 Coo:~D~Or, Milwaukee Division, 
regarding two separate~--!'!'l'!!"-~----•which are presently 
being operated by a Mi waukee en.~) 1: 7'--~o has fu shed reliable 
information~n the past, expres'fid concern to hA · ent that 
the Agent might not be able to protect his (so ce s) identity, 
and the information he has furnished to the FBI. e source 
desired assurance that all possible steps to protect his 
identity and information furnished would be taken to prevent 
disclosure through the FOIPA requests rna~e o the FBI. 

: 

C,J ' 
~ Likewise, .. --------------• Et' source who has 
ft provided information a reliable natur7stated that he was 4' worried about his contact with and the information he has 
S..: z fumished to the FBI becomi~i ... public knowledge through the 
~ ..... ~ FOIPA requests made to the _~:fC·UO. /ftJ -3 ---3 ~ 
~ . ~ The above two <J'xamples are only at the present 
"g; 5 time concems of the two Milwaukee sources, however, due to 

~ 
u, ~ • the impact of the FOIPA, this may have an effect upon the • u56:t lim~t tions of the information they,will furnish in the future. 
a: C , ... , _, ._, A-ll~ 

(3_}3 au (RM) ,.JI~ fi I , • ~ _..._ 
'l-lfil waukee ( l' II,,~ "'I•• Je.tv :r ~t~: 8 bl C::o Ip,- !IT 1979 

Ap~oved B ~ 
53MAY 161979 

T<a~,:::.~--::,. c:--:--~~-----,.=-----,-----

<Number), (Tune) 

-~t~ Per _____ _ 
FIII/DOJ 

b1 



FD--36 (Rev. 5-22-78) coNF)QENTlAL FBI 
·oocUMOO I __.4 ...... ?____._ __ 

TRANSMIT VIA 

D Teletype 

PRECEDENCE 

D Immediate 

D Facsimile □ Pnonty 

~~i;!\1/a, D Routine 

CLASSIFICATION· 

D TOP SECRET 

D SECRET 

D CONFIDENTIAL 

0 UNCLAS E F T 0 Cl.ASStFtED av fl J)H .J A&l/8Af4~ 
REASC'·~ ' : C. D UNCLAS 

DEC':'JK~~~:~_:::::_ _______________ ~~~--5~!/~~----------
TO: DIRECTOR, FBI (190-3) (AITN: TRAINING AND RESEARCH UNIT­

FOIPA BRANCl:-ftROOM 6280) 

;)FROM: 

~ECT: 

SAC~BOSTON ,~190-168) (P) 
-- t:4i t-1 1G (;HE FREEDOM OF INFORMATION -

PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACT&VlTIE'S""'"' ,. . ,,. --.am .. 

Re Bureau airtel, 12/18/78. 

was advised b,__......,_~-----~~--"""'!"'--.._-
....-----.rthat instructions had been issued by the General 

ounse of the Sheraton Corp. to the effect tha~uest b2 
registration data is to be furnished to the FBI,L.....J or 
any other Federal agency without a subpoena as a result 
of the threat of disclosure~~osed by the Freedom of 
Infonnation - Privacy Acts.~) 

SAi lpointed out tr---1 that the 
individuals in question are neithe~tizens nor 
penna.nent resident aliens, but only temporary visitors 
of interest to the FBI. The information desired was merely 
verification of registration. I ) however, 
respectfully declined to ~'i~ish ant data as instructed 

, ' by their General Counsel.,kC1/(lA) i -_3.-J 3 f,R' 
- GJ_ Bureau REC·69 O - --;:,-

~ ~~ '-f - Boston~••'"" 7 MAY~979 ._, 
~"; 't RJC/dw ~f- ~ ,: ! }.If 7 _. t

1 
~ <~> _._.,~ sl"' ~ · 

~~?;J~,,,> ~,,~ 
, ir,1 .. 

(CJ1NR9£NTIAL Per ____ _ 



Fl.h36 (Rl'v. 5-22-78) .. ) 

FBI i/8 ,, DOCUMEifrfl: 
TR} !~SMIT VIA PRECEDENCE . .-'\. . CLASSIFICATION 
0 Teletype 

O Facs1m1le 

Ci AIRTEL 

D Im med 1ate 
D Priority 

D Routme 

D TOPSEC~T 

TO: DIRECTOR, FBI (190-3) 

FROM: 

SUBJECT: 

ATTN: RO(lwf 6280 
TRAINING AND RESEARCH UNIT, 
RECORDS MANAGEMENT DIVISION 

~C, !?STON (190-168) (P) 

~Ht :ilk , FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

Re Buairtel 12/18/78 and BS airtel, 5/17/79. 

Enclosed for the Bureau are five coptes 
of an LHM on captioned matter. \ 

No instances of adverse impact by 
FOIPA have been noted in the Boston D~vision 
during the past month. 

The enclosed LEM sets forth in LHM form 
the example cited by Boston in airtel of 5/17/79, 

requested by the Bureau. This example arose 
d 

,;;.r 

bl 

-
lf JUN -3:5° 7979 

OU\.. "\°'-
y' Per _-___ _ 

(Number) (Time) FBI/DOJ 



CONB~NTIALoocuMEITT 1 ..::t..~l-'l _.!.-..:----
uNITEo STATES . .i:PARTMENT OF JUSTICE 

J 

J-,,, R-,,ly. Pleaff Refer ro 
likNo 

FEDERAL BUREAU OF INVESTIGATION 

Boston, Massachusetts 

bl 

June 13, 1979 

IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Special Agent SA) of the Boston Office of the 
a 

Federal f11 reau nf Joue:tiea:1ao /F:J) 1-1as ad-

~~:~d i~~tructions hadeen issuedy the Genelal 
b7C 

Counsel of the Sheraton Corporation to the effect 
that no guest registration data is to be furnished b2 
to the FBI~ lor any other Federal agency without 
a subpoena as a result of the threat of disclosure, 
imposed by the Freedom of Information-Privacy Acts.c/J 

as mere 

rr~• -- ~-
-:, T.'119 d?!!ument contains neither--. 
t reco.mmendations r.or conclusions of 
< t!le FBI. It is t:-'.) n-< "'. --~-, of 

Uie iB! (ltid h l'l.::L·~cl tJ ::our l'i~~!!l1l 
1~ ~ud lt~ ct~t~nts era ~ot to be , -', ,suted outside(;;~::~: 3q I? 

-I 

bl 

b7C 

,- _P."_J_il_....,.,_J~ 
. ~ 

G -1~-S-~ 



.... 
FD-36 U,•~ ~22-78) 

.-, 
DOCUMENT I ~s::~o___..,..: ---

I ,, 

TRANSMIT VIA 

0 Teletype 

D Facsimile 

[xJ AIRTEL 

FBI 

PRECEDENCE 

D Immediate 
CLASSIFICATION 

• I 
I 
I 

D TOP SECRET 1 
I 

0 Pnonty D SECRET r 
I 

D Routmc illn,h fiJliONFIDENTIAL l 
C011tmitErli.tlf\ticLAS EFT o l 

• I '," I \ • ' 1J D UNCLAS : 
. ·v 

~., ! •. , • •~ ,i....,~~ Date S/22/79 l 
----mnJOM~~-------------------------------------------

TO: DIRECTOR, FBI (190-3) 
(ATTN: ROOM 6280, 

TRAINING AND RESEARCH UNIT, 
RECORDS MANAGEMENT DIVISION) 

~f-K 4--s~c,
1
_~;5RoIT mo-200> 

I,l1P}i~ int FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW 
ENFOR€Efffltf'f .9tCTIVITIES _ 

';> 
bl Re Detroit airtel to Bureau, ~/18/79. 

{I 

I 

I rc.J -
A canvas of all supervisory personnel in the 

Detroit Division revealed no other problems in the area 
of FOIA/PA dltt'ing this period. 

~1~ .. ~~,i\i:,.., J,-, 0 
'"c .,~/ 3 -- °'- D f'1 fo''"' 9o- _.,_ .....-

- .Ji 
u~ REc..124 ao MAY ..:u,-1979 

0 - Burea'! (Enc. 5) ~ , CUN11tr1.rnn- - ___. 
1 - Detroit ilf,IIN:J\ifill. 
JHB:afk 
(3) 

- CONFIDENTIAL MATERIAL ATTACHED -

I 

Approved 
6tr-231979 

1> 



DOCUMEh I 'I S:I --~----

In Reply, Pleaae RejeT to 
Fdt, No. 

Re: 

CON $1(} ENT JAL 
UNITED STATES DEPARTMENT OF JUSTICE 

. 
FEDERAL BUREAU OF INVESTIGATION 

Detroit, Michigan 
May 22, 1979 

Impact the Freedom of Information -
Privacy Acts are having on Law 
Enforcement Activities 

Problems with Current Informants 
or Potential Informants 

• , ... 116 ,.. :-f'.f 

,._ .,_ .:i "'-~""' \"1>~ 

.._ _______________________ ...Jl(C) 

... I _______________ ..... ICC) 
(c) 

1° irecontacted the 
Agent and stated that he had decided not t~ assist the 
FBI because he felt that his identity might eventually be 
revealed under the Freedom of Iprrormation Act. He sratedr, 
that he believes that the FBI's~""trr----•------,,il-1are LSI 
valid and necessary, but does not want to risk possible 
repercussions that would result if his assistance to the 
FBI became public knowledge.~ 

t-' . . 
( 

r. V • 

D .. r..: c.. , .. 

bl 
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(; 

I 
I 

.I 

TRANSMIT VIA. 
0 Teletype 

O Facs1mlle 

00 AIRTEL 

PRECEDENCE 
D Immediate 

D Priority 

FBI 
I 

CLASSIFICATION. 

0 TOP SECRET 

0 SECRET 

0 Routine D CONFIDENTIAL 

~:\~,~ :: .. • • •. ·:~. :./ ~ CONPmtNr1AE ~:~~::EFT 0 
l", •'!', ",-•,,.~,._ ,,A,,MI · Date 6/18/79 

-~~~~~----------------------------------------------TO: DIRECTOR, FBI (190-3) 
(A N: TRAINING AND RESEARCH UNIT, 

FOIPA BRANCH, RO<M 6280) 

, CHICAGO (190-0-SUB B) 

DCM OF 
- VACY ACTS ARE 

HAVING ON I.AW ENFORCEMENT ACTIVITIES 

Re Bureau airtel to Albany and all offices dated 
3/20/79. 

Enclosed herewith for the Bureau are five (5) copies d) 
of a LHM, captioned as above. V)( 

• ---
: 1s (c) 

DE~SSIFY ON. X __ I __ 

bl 

Approved·------- Tr~~~o;,'3 ' Per ____ _ 
<Number) (Tune) 

,.· 

I 
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DOCIJMerr I ___ .£;.....;::3=-----

In Reply, Plean Refer to 
Flk No. 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Chicago, Illinois 
June 18, 1979 

' ...... 
THE IMPACT THE FREEDCM OF INFORMATION 
ACT AND PRIVACY ACT ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES. 

Reference is being made to Bureau airtel dated 
March 20, 1979, requesting field office response to captioned 
matter. 

The following inforrnstion is being set out 
inasmuch as it exemplifies the effects of Freedom of 
Infonnation-Privecy Acts (FOIPA) legislation upon investigative 
efforts of law enforcement personnel within the Chicago 
Division. 

1. Information exchange between Federal, state 
and local law enforcement agencies: 

None submitted. 

2. Law Enforcement personnel's ability to obtain 
information from the general public: 

None submitted. 

3. Reduction in current infonnants or potential 
informants resulting from present FOIP~ disclosure 
policies: 

j\~u File r-iJ (t,J 
CG Filel_..----JI 

bl 

are planning -------""""'!"--------~"""!""'--.... to request their individual files under the 

This document contains neither recommendations nor 
conclusions of the FBI. It is the !lJop[a of the FBI 
and is loaned to your agency; i'1 ajia · ~ ,ontents are 
not to be distributed outside yobtJ'a c. 

'qo-Y ooNfmf NnAL 

bl 



CON£IBE1vnAL 
Freedom of 
needed for 
supporters 

Information Act. Asset stated that the forms 
the release are in the possession of individual 
and members. ~IA.) 

Asset advised that this same project might possibly 
be going on in other cities. ~~J 

The above is cited inasmuch as it reflects an 
asset's concern regarding the release of information under the 
FOIA. (X_~(Classified and Extended by 2080). 

4. Miscellaneous 

BU File 91-53018 
CG File 91-11115 

As the Bureau is aware, 
was convicted in United States District Cotµ:.i;.......L':I.W:J;;.ll.e.J:ll...-. 
District of Illinois in the c&se entitled 

Octo er 
~~-,-;-17"'t;~;""""'l!B~a~~B~u~r~g~a~ry~~;"""';;B~a~~~r~c~e~n~y~;~I~n~t~e~r~s~t~a~t~e~~ansportation 

of Stolen Property; Explosives and Incendiary Devices; 00: 
Chicago". This conviction was upheld by the United States 
Court of Appeals and the United States Supreme Court. 

I ~s now filing a post-appeal motion 
under. Section 2255, Title 26, United States Code, and in 
this connection has requested material from the FBI, USA's 
Office, Chicago and Department of Justice, Washington, D.C. 
The material now nejpg requested is in addi.tion to the 1500 
pages of materia~!'-----~Jhas already received from the FBI 
under the FOIA, from which release he has filed an appeal. 

The above is cited only inasmuch as it indicates 
the manner in which a convicted felon can continue to extract 
FBI time and manpower long after he has been successfully 
prosecuted in a major case - a situation believed to be beyond 
the intent of Congress at the enactment of the FOIA provisions. 

- 2*-

C0Noo£NfiAL 

b7C 



r 
' FD~ (RE'V 5-22-78) Caf-tM.n£.N:Tli,\ILJ>oCllMOO I S,'I, 

f9~1 ----r-------
TRANSMIT VIA 

D Teletype 

D Facs1miJe J [:::J P.IfiT!'L 

PRECEDENCE 

D Immediate 

D Priority 

D Routme 

CLASSIFICA'l'ION 

D TOP SECRET 

D SECRET 

D CONFIDENTIAL 

D UNCLAS E F T 0 

D UNCLAS 

Date 8/13/79 

... 

-- --------------------------------------------------
TO: 

• 

DIRECTOR, 
ATTN: 

FBI ( 190-3) CONFIDENTIAL 
RECORDS MJ\NAGEMENT DIVISION, 
TRAINING AND RESEARCH UNIT, R00!1 6280 

I FROM: 
I 

S:\.C 1 'TFO (190-1 Sub G) _1•j{ s (' 1.1. ~ ,vn ->fof-' 

---1 IMPACT THE FREED0?-1 OF INFORZ11\TION -
'9 · ,,< PRIVACY ACTS A..."IB II1\VIt1G ON LAH 

; :. } !P EUFOilCEMENT ACTIVITI:SS 

f\ --. . . ,_ -

~
-_.· - a -,~ 
·- , . ' 

~., ~ 3--1.51 oG,.e> 

ReBuairtel, 3/20/79. 

:iJ.-' 

f-lJ -'j'J -

' ' f'\ o..· 0 Enclosed are original and two copies of an Lffi1 
dated and captioned as above. 

bl The ei!:ple cited in the enclosed LHM is in connection 

... 

with TlFO file Jl<c) 
CONFIDEt1TL'\L 

''\ 
2 .i. Bureau 
1 - WFO 
MJB:rnk.g 

(3) 

' \ ,. .. 
1./\ NW~- ;,. 

Approved __.l'\'-----'--t--"') W'l=-1\1---- '-:J\JftfS~«NTJ!bt Per ____ _ 
(Time) 



In Reply, P,.,._ Refer'° 
Al~No 

! 

DOCUMENT I .... =~------
UNITED STATES DI:Pi\RTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

~-rashington, D. c. 20535 
r,ugust 13, 1979 

IMPl\.CT TH::: !-'r.:::::moII OF D7FORHATION -
PRIVACY i\C1'S i\.."lE ff\VING Ot1 LA~1 

ENFO~CSl!::NT hCTIVITIES 

PROBLE11S T7ITH CU!1..'lBUT IN~ORMANTS 
OR POTENTIAL INFORIL'\J:1TS 

This document contains neither 
recommendations nor conclusion.s 
of the FBI. It 1s the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your agency. 

. 

bl 
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bl 

FBI 
TRANSMIT VIA PRECEDENCE 
D Teletype D Immediate 

CLASSIFICATION· 

0 TOPSEtRET 

I 
I 
I 
I 
I 

D Facs1mlle 
~ AIRTEL 

D Priority 

D Routine 
D SECRET Elo~i..1.,nrp't'~ 1, lJ -li·i• ~. 

"ll!J1~=-i ...... y GrtL 

CONF~NTIAL 

D CONFIDENTIAL 

OEFTO 

0 CLEAR 

I 
I 
I 
I 
I 

Date 10/15/7 9 / 

---- - c£fs~i~bo2'7~.,,,--,...-~-
To: DIRECTOR, FBI C 190-3) R!:A-30,'; 1.5 ( C ) 

FROM: 

Attn: Room 6280 DECLAS'h 'FY ON· X J 
Training and Resear~h. U~it 02 _ ~~ ... ,_ 2 • ---­
Record Management D1v1s1on g """'~ 

SAC, DENVER (190-60) (P) 

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

All paragraphs are unclassified unless noted. 

Enclosed for the Bureau are five copies of an LHM 
regarding this matter. 

Re Bureau airtels to Albany, 12/iS/78 and 3/20/79 • 

The case referred to in the 
follows: 

O: BBJJ 
N FILE 

(Enc.&~ 

[c.J c.t1 

C&E by 2110 
Reason (2)(3) <::})_ Bureau 

l - Denver 
RSP/sip 

CONFI~
0

TIAL 

DRD 10/15/1999 .......,.; 
( 3) CONFIDENTIAL MATERIAL ATTACHED. 

J 
,~ 

' 

Transm1tted--==------,-------
(Numberl (Time) 

-Perr·_1 .,._ ___ _ 

FBI/OOJ 
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co N ~ L.~ , ~ 1AL oocuMEI rr If .J.j1a~0;__~---
u N1TtD ST_\Tl-,S DEPARTMENT OF JlJSTlCE 

FEDERAL BUREAU 01:" INVESTIG.\TibN:, ,-~~,, 

In Reply, Pkase Refer to 
FaleNo 

Denver, Colorado 
October 15, 1979 

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON 3 
LAW ENFORCEMENT ACTIVITIES 

~ u~ 
-~ 
,(lo 
. ~ il! All paragraphs are unclassified unless otherwise 

marked. ~ 

l) Infol'Jllation exchange among Federal, state and local law -l 
enforcement agencies: ~ ___,;.....__._------------~ 

l 
2) 

There are no reported problems in this area. 

Law enforcement personnel•s ability to obtain information 
from the general public: 

3) Problems with current informants or potential informants: 

There are no reported problems in this area. 

4) Miscellaneous: 
: I -

: ., 

~") ere are no pertinent comments. i6 
·c!'-~~.1 JO 

~ ,..> '- ,0 ';>1 I ,- "'hi - ~.4,tt_ 
..l.l:i.---".:il .... , "'........ , J 

~---' , ,t • -r 1 :uu:uA1'l'~l'E i;; ~·~·.. · ' • • ·, ~ - .:l,J 
11 COJ'f P.l'D.5lrt.r.AL - - - - I~~ 77 

Classified and Extendeiy: 2110~ -u .;;l.i.3060 

Reason for Extension: IM, II, I-2.4.2 (2)(3) 
Dated' Review for Decla ·tication: October 15, 1999 

bl 

,#~0
\JJT~~~ This document contains neither ~ecommendations nor conclusions 

/ ~ of the FBI. It is the property of the FBI and is loaned to 
~ l your agency; it and its contents are not to be distributed 
~ -<!-' outside your agency. ,,.,.6 ,91'-

l * --=••-~ 
•\"11.!f· •• ' ,·. 

J 1)1~,' '! ... ,.,-. . ... , .,, f1i.,,_ • I 1 
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TRA~SMIT VIA 

0 Te-letype 

D Facsimile 

[i] AIRTEL 

TO: 

FROM: 

PRECEDENCE 
D Immediate 

D Pnonty 

D Routine 

FBI 

-----------------------------------------
DIRECTOR, FBI ( 19)).-.3j___ 

ATTENTION: ROOM 6280 
TRAINING AND RESEARCH UNIT 
FOIPA BRANCH 
RECORDS MANAGEMENT DIVISION 

SAC, PHILADELPHIA ( 190-96) (P) 

SUBJECT: GENERAL ACCOUNTING OFFICE (GAO) 
STUDY TO EVALUATE THE IMPACT OF 
THE FREEDOM OF INFORMATION ACT 
(FOIPA) AND PRIVACY ACT (PA) ARE 
HAVING ON LAW ENFORCEMENT ACTIVITIES 
FOIPA MATTER 

Re Philadelphia airtel to the Bureau dated 9/14/79. 

Enclosed for the Bureau are the original and 
three copies of a letterhead memorandum reflecting dif­
ficulty which was encountered by the Philadelphia Divi-
sion in regards to the Freedom of Information Act and 
the Privacy Act. bl 

The information provided in the~i.w.:.,1,,1,,1,,:a.i=.1.i.... .... 1..1,,1;;:.:;...,_ .. 

b:ea memorandpm a§ from P~:1adelphia file I ,.. _ 00: Philadelphia. ' The Bureau 
file number is not avaiia e. tAJ 

~~--:-r-
15 ~),6 ·,;19a 
---:... ------ ..... Q- Bureau (190-3) (Encls. 4) - , :. 

1 - Philadelphia (190-98) -{tv'"'. 
PLM:pep i•~ f1h 
( 

4
) ClASSIFJE013Y! "°Y 1 Mt/.efJ.- \ ¢.}L 61 ''TIA 

REASON: 1.5 ~\ · '"'"IJ\L'Ur 

Trans m1tted ---,,..,..-,----=----
INumber> (Time) 

Per _____ _ 



DOCUMENI 1 ~-!e&~----

In Reply. Pleau ReJ~r to 
File No 

l.;J',ITED ST,\TES D.I:.PARTi\lhNT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Philadelphia, Pennsylvania 

October 16, 1979 

IMPACT THE FREEDOM OF 
INFORMATION - PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 

Ao 

Reduction in Information from Current Informants or 
Potential Informants Resulting from Present 

FOIPA Disclosure Policies 

l~J _____________ ... 
This document contains neither recommenda­
tions nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your 
agency. It and its contents are not to be 
distributed outside your agency. 

bl 



F0-36 (RPV 5-22-78) DOCUMENT G JU.----~~Dlllv_ 
I Exec AO-Adm._ 

FBI I Euc AO-LE$ __ 

TRANSMIT ;IA 

L...J Teletype 

D Facs1mde 
□ AIRTEL 

PRECEDENCE 

D Immediate 

D Pnonty 

l Asst Dir.: 
CLASSIFICATl~rfllr I Adm Servi._ 

' lli<!lop 0 TOP SECRE ' • 1 ,fem Int. --
• i; 1 •Ulent __ _ 

D SECRET : 1n1en __ _ 
1 Laboratory __ D Routine 0 CONFIDENTIAL 

llL I!IFOFl!ATIOrl rc-N.,.HNlll 0 UNCLAS EFT 0 

[j UNCLAS 

I Leg.:! Coun __ 
l Plan & lnsp _ 
I Rec Mgnt __ 

z:,:c;:.,•. :,riERE SHO~N 
OlliKl{WlSE Date __ l_l.:.../_5::..../7_9.;____.....; 

Tech Se,vs _ 
Trau1mg 

~11.'.!_c:,!ff!,_qJI 
Telepl:one R111 
Direclct's Sec'y TO: nT~P~:i90-3) --

~i()N~U.I.TRAINING AND RESEARCH UNIT -
' , 

11 
FOIPA BRANCH, ROOMr2~! "JJ~) 

FROM: (~'I.WU.l6Vt'LLE (190-79) (P) ' ~~ ·: 

SUBJECT: /n,{l_,ACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

r: Re Louisville airtel and LHM to Bureau, captioned 
I ... 1 ___________________ _.t9 

Enclosed for the Bureau is the original and three 
copies of an LHM setting forth one instance in the Louisville 
Division wherein the FOIPA was the bases for refusa_...~.._ 

.......... _.. ... ti to a Bureau A t 

______________ ......, ____________ .,,.._D and( C../ 
referred to within instant LHM, is set forth in 'referenced 
airtel and LHM to be Bureau, dated 11/5/79. 

(;J - Bureau (Enc. 4 411•1•, 
2 - Louisville ~; , 
CRB/rdl 
(4) . 

, -2.r:- .2.of>'\ 
a:ASSIREOW. 
REASON· 
r ;;rr •,'"'';1fYON X 

·~-- '"-J ~-

b1 

ApprovS'!. Ol Transmitted--::::--,,---,-----=-----:---
<Numberl (Tune l 

Per _____ _ 



DOCUMl:liT 1-ll~~t./ ----

In &ply, Pl«ue &Ju 14 

JileNo 

UNITED STATES DEPARTMENT OF JUSTICE 
I 

FEDERAL BUREAU OF INVESTIGATION 

Louisville, Kentucky 
November 5, 1979 

com(DEN1\AL 

IMPACT THE FREEDOM OF INFORMATION 
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

MISCELLANEOUS ~( __________________ -"-l(c-J 

_______ j~) 

This document contains neit>tier recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 

bl 
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FBI 

TRANSMIT VIA 

D Teletype 

D Facsimile 
G9 ".1'1T!!:L 

PRECEDENCE 
D Immediate 

D Priority 

D Routine 

------- - - ---------------------------------~-----

Approved 

DIIIBCTO~, F~I (190-3) TO: 
,7'.TTll: ~;:::conns .f\1AN7'.GEMENT DIVISIO~T, Tq,"\INING 

;:._rm IlESEl\RCH UNIT, R00!1 6 280 

Sl\C, ·:70 (190-1 Sub G) 

I!~P'\CT THE FHEEDO!I OF INl?O~.M:'\TION -
P!lIVZ\CY i\CTS J\R'C Hi".VH~G mr Li\.1:v 
~UFOHCEMENT ACTIVITI~S 

ReDunirtel, 3/20/79. 

Enclosed arc original and two copies of an LHM 
dated and captioned us <lhovc. bl 

The first exurnple, cited ipt.)the enclosed Lffi1 is 
in connection with 1.TFO filel._ ___ __.f-' 

The second examnle in the enclosed LHM is in 
connection with HFO file I: :r~ / 

Bureau (Enc. 3) 
WFO 

MJD:mkg 

(3) 

Transmitted-;::-;---:----,:-----=----
<Number,) (Tuoo) 

Per _____ _ 



,,. h-----

UNITED STATES Dl.:PAHTMENT OF JU5TICE 

FEDERAL DUUCAU OF lNVE:',Tl<, \TION 

'7ashinqton, ~. c. 20535 

CONJ.mf.1~\1.AL 

In Rq,l), Please Refer to 
File No 

, ... . ' 
• t 

Octohcr 19, 1979 

I:-::P?-.CT THE FME!XY'. O? I"L"O:-l!t\'J'IO:J - PR.IV \CY 
,CTS ."\:U:: I:L'\VING on L "\ 7 3H70"1C~!Gl11' .'\CTIVITI'CS 

L~·w ~nforcement Personnel's ,"'.bility to Obtain 
In.:orMation from th0 General Pu':'.)lic 

_________________ ......_c/ 

!?robl.ems -...Tith current In=orrnc1nts or Potential 
Informants 

an asset requested that his relationship vith 
~~~""'l"l"l~~e~r"!l!~rminated because he ::elt that the confidenti2.l1tu 

o:= his relationship ·with the :?SI could TJecome coM,.,romised vt 
some ~uture time thru possible disclosure thru the ~reedo~ o~ 
!n'.:orm~tion .'\ct. l\Sset stated he understood the neces,;ity 
of. the ~nI obtaining the informcttion he ~ight be able to oro­
vide, but he was fearful that his future career could·be 
seriously affected should his relationship with the FBI 
becoMe l~nown. 

bl 

This document contains neither 1'4.,,h~·r:-., 1 ~ 
d 

• • \il"l~:t"' .~C recomrnen ations nor conclusions ~, 
of the FBI. It is the property Dftclats~V Or;: V:.1"~ \ 

of the FBI and is loaned to your 't)-\ \o.s::::ro 
agency; it and its contents are 3 C) "-\ ,-'65 
not to be distributed outside of 
your agency. B ~ 

CfASS,f,~~ ~r.N'f/Mt/~ 
Rt:ASO'. · C 
OECLAbSir , , . _, -~ cnMfitn£N1\Al 
O3-R0?~ - Vl'y•~ 

LiJ]f'. I :"'j' 



~ ')-36 <Pev 5-2:?r-78) DOCUMEI'ff I .... ,~1.._· ---JLl~~~-
F s 1 I ... ~i. 

• I i t')l 
TRANSMIT VIA PRECEDENCE CLASSIFICA]'ION i;~. l 'J/J../j 
D Teletype O Immediate D TOP SECRET ~ ~ 

O Facsimile D Priority D SECRET ~I'"r ~- 1 ':.tflt. 
0:t,• -~.71 ... ·'•' l$!J; 'toq , ~ AIRTEL O Routme D CONFIDENTIAL ,,_,. Cr ~" 

'¼' 4: -✓.:~ .... .., .: ;: ,,,,,~ ... ·, ,,!.,,-!;_~~~~ &:,o~~~ □ UNCLAS EFT O /~ ~OJt,.~r~"JJJ-}1; 
, ~, C. , 0 UNCLAS 1 

1:.\'','• ( ~ I ~-:r;~,__;~,,,-._ \_ _- . _____________ Date 11/19/79 ____ / _____ _ 

TO: DIRECTOR, FBI CONFIDENTIAL 
ATTN: RECORDS MANAGEMBNT DIVISION 

TRAINING AND RESEARCH UNIT, ROOM 6280 

FROM: SAC, WFO (190-1 Sub G) 

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

ReBuairtel, 3/20/79. 

-- ---

Enclosed are original and two copies of an LHM 
dated and captioned as above. 

The example 1i:d in:~ { ~~~losbeld LHM is in 
connection with WFO fil1~•----==~J ~../ 

(-~ Bureau 
Y- WFO 

MJB:mkg 

(3) 

CONFIDENT I ,7\L 

Classified and ~end~y 45 . 
Reason for Exte ion: CIM II, 1-2.4.2 (2, 3) 
Date of Review r Dec sification: 11/19/99 

(Enc. 

Approved aJJfJ/ Transmitted------=---
<Number) (Tune) 



In Reply, Plerue Ref ~r to 
F,JeNo 

) 

DOCUMENT I _f~~---
uN1TEo STATES DEPARTMENTG{J~AL 

FEDERAL BUREAU OF INVESTIGATION 

Washington, D. c. 20535 
November 19, 1979 

IMPACT THE FREEOOM OF INFORMA.TION - PRIVACY 
ACTS ARE HAVING ON LAW ENFORCEMENT ACTIVITIES 

PROBLEMS l'TITH CURRENT INFORMANTS 
OR POTENTIAL INFORMANTS 

Asset stated he believes the 
-""""''Pl"'l'~~l"ll"""l~l""'l""'l~ • .,..-i"""'..,..'1'"'1!1'.....,elationship with the FBI cannot be 

sufficiently assured as a result of the Freedom of Information 
Act. Asset was fearful his family and friends might suffer 
and that he himself might be in jeopardy.,.i.1.i.i..11.i..w....i..w..;;a.... ____ _ 
relationshi with the FBI become known. 

This document contains neither 
recommendations nor conclusions 
of the FBI. It is the property 
of the FBI and is loaned to your 
agency; it and its contents are 
not to be distributed outside of 
your agency. 

et.ft~~ ~~~ZM4&fw/Q,., 
-, · 1\so:,1 i 5 ; c... ) C\ai,\fled O . 
. : r- AS,.,l'-Y - •-4 ;,.. I ftBli~~\\J 0'1~ -r;f:..p_r,1,3~' - -------- U' :j\)U... ,~ 

CONFfltNTIAL 

bl 
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FBI I 
I 

TRANSMIT VIA PRECEDENCE CLASSIFICATJON· ~\Pi D Teletype D Immediate 0 TOP SECRET 
D Facsimile I D Priority D SECRET I 
a() Airtel I 

D Routme [J CONFIDENTIAL I 
I . ' 1 1□ UNCLAS H: FT 0 I 
I . . . ' ,,,,, D UNCLAS I 
I 

• J • .., r •> 

12/17/79 I 
Date ' -------------------------------------

TO: Director, FBI (190-3) 
(Attn: Training and Research Unit, 

FOIPA Branch, Room 62HO) 

FRDM:_t/~, Albany (190-1 Sub B) (P) •i .• • 

SUBJECT: IMPACT THE FREEDOM OF INFORMATION - OU..\ 
PRIVACY ACTS ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES - ALBANY DIVISION 

Re Bureau airtel to Albany dated 12/18/78 and 
Albany airtel to Bureau dated 11/16/79. 

during the courselg_t "ili
7

1!!!!!!"' _____ _JJ~liivestigation, one inter-
For the int_g~tion at J;QSi.-.Uureau, on 12/10/79, 

viewee expressed sever eservations about speaking to Agents bl 
of the FBI about his business involvements because he felt his 
marketing position vis a vis his market place competitors could 
be severely jeopardized it a third party requested FOIA intor­
mation and thereby realize his tirrn had given data to the FBI. 

This businessman was entirely desirous ot supporting 
the FBI's inve · · s entirel sincere in 

expresse 
in America. 

Albany will keep Bureau advised on a monthly basis, 
per instructions as set forth in re Bureau airtel. ) 
I 
'J - Bureau 
1 - Albany 
ffl,O:pac 
{4) 

e .. ~, .~twJ PP>-;Jf :,trrJf! pi 
IS S$fl=JEtnf'~ t , ' , ~ ~ i • 

EASO/-1· 1 s 1°c.?:f 2 Mq/~c.r__ 
EC I -. I 

Approved Transmitted -..,,....,-----'-----­
(Number) 

Per _____ _ 
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FBI 

TRANSMIT VIA. 

D Teletype 

1 
I 
I 
I 
I 

' I 

PRECEDENCE. 
D Immediate 

Cl ~, 
D T «ECRET 

D Facs1m1le I 
I 

O Priority D SECRET 

0 ---A~I,-FRlc,IT,,i!,E""'L,_ I 
I 

D Routme D CONFIDENTIAL 
I 
I 
I 
I 
I 

Date 12/18/79 , 
-----------------------------,4----------------' ------

Approved 

TO. DIRECTOR, FBI (190-3) 
(ATTN TRAINING AND RESEARCH UNIT 
FOIPA BRANCH, ROOM 6280) 

FROM. SAC, ST. LOUIS (66-2764) 

SUBJECT: IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 

Re SL airtel to Bureau, 11/15/79. 

Enclosed for Bureau 1s an original and three copJas 1 

of Letterhead Mp~orandum, the source referred to 1s 
___ _.f~~b2 

b7D 

2- Bureau (Encls. 
1- St. Louis 
HN/dlk 
(3) 

~eB!¥!~~ Mft?~ft!Ae 
ATWJ:@HSil 

Transmitted ________ _ Per _____ _ 
<Number) (Time) 



In Reply, Pkoae Refer to 
Fi.le No 

oocui~~'f ,,_:J_J ___ _ 

UNITED STATES DEPARTMENT OF JUSTitE 

FEDERAL BUREAU 01'' INVESTJG-ATION 

St. Louis, Missouri~. 
December 18, 1979 - . .::;:..... 

. ' 

IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 
ST. LOUIS DIVISION 

On October 29, 1979 a source of the St. 
Louis Division of the Federal Bureau of Investigation 
reported that members of the Harriet Tubman Club, 
a Communist Club of the Missouri District of the 
Communist Party of the United States of America, 
were considering making Freedom of Information Act 
Requests to obtain Federal Bureau of Invest1gat1on files 
on individual members.(~4} 

.; ., 

/ ) ~ 

r s~~ 
Class~ed a~~:tended by 4279 

Reason o Extension FCIM, 11:--r=-2.4.2 
(2&3) 
Date of eview for Declassification 
Decembe~ [8, 1999 

Thi S dM'11')'(>r1t cont 11 ?'" 

t},P _."">T • f+ "'..~ ' 1 
"J 

t 1- ,, rP r c111 t ~ · · 
l ' -:_ -t: !.~ , ... ,... ._ r !::; 8 

distributed out:=-::.,1e ·r)ur .::..3,mcy. 
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DOCUMENT I! _1_
1 

i-+------
FBI 

TRANSMIT VIA PRECEDENCE· CLASSIFICATION ! Cf11i,b6.. .. I 
• I JI :.iifgf'fY.1,~r,-/nJ 

D Teletype D Immed1ate D TOP SECRET 'IJ I 
.f >- I 

D Facs1mxle 
~ AIRTEL 

D Priority 

D Routine 

0 SECRET 1,: r, ,. I 

D CONFIDENTb1L ·: :. ', • ., , l. 
D UNCLAS E F ~-

4 

, : 
'..I, , I 

D UNCLAS • :: ' I', I 

I , ,.,, ..! 
Date 2/20/80 I ".) 

I -----------------------------------------------------
TO: 

FROI1. 

DIRECTOR, FBI 
(ATTN: ROOM 6280, TRAINING & RESEARCH UNIT, 

RECORDS MANAGE1ENT DIVISION) 

SAC, DETROIT (190-200) 

IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS 
ARE HAVING ON LAW ENFORCE.'1ENT ACTIVITIES 

Re Detroit airtel to the Bureau, dated 1/21/80. 

J 

______________ ...,.r; 

Detroit has not encountered any additional problems 
in captioned area during this reporting period (l/20/80-2/19/80). 

Detroit will continue·to monitor this survey closely 
and keep Agents in the Detroit Division alert as to the -
importance of making problems known to appropriate personnel. 

2 - Bureau 
- Detroit 

JWA/nip 
(3) ' 

Transmitted ________ _ 
(Number) , (Tune) 

FBI/COJ 
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TRANSMIT VIA 

□ Teletype 

D Facs1mtle 
~ AIRTEL 

FBI ~1nr, !~1fJ~ , ..:J3 
PR~CEDENCE. .,.,·,:--;-1 .fSIFICATION , 

~~•i1:•r.',~ ◄ = , ... 0 Immedmte •• ,,,,,.,,'C-Ji 1"",1,,,111 TOP SECRET 

D Priority 

D Routme 

0 SECRET, 

D CONFIDENTIAL 

TO DIRECTOR, FBI (190-3)(ATTN RECORDS MANAGEMENT 
DIVISION, TRAINING AND RESEARCH 
UNIT, ROOM 6280) 

FROM SAC, WFO (190-1 SUB G) 

IMPACT THE FREEDOM OF INFORMATION­
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Re Bureau airtel dated 3/20/79. 

Enclosed are the original and two copies of an 
LHM dated and captioned as above. 

The ~xample QJ£/the enclosed LHM is in connection 
with WFO filei.__-____ Jc. ~,.i 

W Bureau (Enc. 3 
f,: WFO 

MJB .so 
(3) 

Mfr 

'\•.~iTIAl 
1 CC DETACHED 

Approved Transmitted ------~--
<Number) (Time) 

- - ------·--- --- ·---

Per _____ _ 

-



UNITED STATES DEPARTMENT OF JUSTICE 

FEDE!tA!i IIUREAU OF INVESTIGATION 

WKsliington, D. C. CQN~: rC.; J •i·}A[ 
February 22, 1980 i/lll 1, 

IMPACT THE FREEDOM OF 
INFORMATION-PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 

PROBLEMS WITH CURRENT 
INFORMANTS OR POTENTIAL INFORMANTS 

Asset advised that while they desired to cooperate wit~ 
the Federal Bureau of Investigation, the action was taken 
to avoid law suits which may arise as a result of Freedom 

bl 

of Information Act requests 8'·2'-~ 
~;~~~tFOle_r· ~~2!2~'61~ 

\ I I 

D~·~
0lb1l3 XJ. -

This document contains neither 
recommendations nor conclusions of 
the FBI. It is the property of 
the FBI and is loaned to your agency, 
it and its contents are not to be 
distributed outside your agency. 

l* 
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ln Reply, Pka.. Ref"" to 
FaleNo 

UNITED STATF..S DEPARTMENT OF JUSTICE 

FEDE.RAL .BUREAU O.F INVESTifHTION 
Washington, D. C. t r. · ·,,"' 
February 22, 1980 '·' 

IMPACT Tim FREEDOM OF 
INFORMATION-PRIVACY ACTS 

ARE HAVING ON LAW ENFORCEMENT 
ACTIVITIES 

PROBLEMS WITH CURRENT 
INFORMANTS OR POTCNTIAL INFORMANTS 

I 1 j ·~~ ~q_~-x3\0Sr, • 
·~ . . . -q ",~5-C\O 

Jo4 t '6.S 
This document~contains neither 
recommendations nor conclusions of 
the FBI. It is the property of 
the FBI and is loaned to your agency; 
it and its contents are not to be 
distributed outside your agency. 

l* 
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TO 

SUBJECT. 

i 

OOCu~:E:IT II ~r, . 
UNITED STATES GOVERNMENT 

Memorandum .u.; 

- r , .. J J ,. ~ • 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

' ' ) 

SAC, TAMPe-1 S~- DATE: 2/12/80 

SAI __________ ___. 

FOI-PA 

In connection with Tam a case entitled 

as we 
, e such 

information without a subpoena, even though RTFPA does not 
require same. 

b7C 

The above is another clear indication of the adverse 
effects that FOI-PA and its resulting philosophy has had on 
investigative responsibilities of FBI. 

In opinion of Tampa, there appears to be a need for 
an educational process to be initiated by FBIHQ throughout 
the field and on to various companies regarding the impossibility 
of obtaining a valid subpoena in FCI cases where the objective 
is not prosecution. In the alternative, FBIHQ should initiate 
some efforts to develop a procedure whereby an Administrative 
Summons or some type of Administrative "Subpoena" may be 
furnished to these agencies and companies that are not 
complying with RTFPA and insist on receiving a "subpoena" 
even in FCI cases where none can be validly issued.· 

(y - Tampa 
JJO/bam 

(1~ 

," I 
' . 

• 

Buy U.S. Savings Bonds Regularly on the Payroll Savmgs Plan 

l --

bl 



I 

TO 

FROM 

DOCUMENT I _.JJL!.'J ____ • 

uNl'f.E:9 STATES GOVERNMENf CUNITED STATES DERARTJ,IENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIG.M'ION 

Memorandum r 
SAC, DATE: 1/18/80 

. SA I._ __________ _ b7C 

__ ,,,,, 

SUBJECT: FQr-PA 
T,,, "'-:31~1 on: GAOR -

~~,is / 
During recent conversations with FOI-PA Analyst 

-------land SA------------~ it was disclosed 
there is pr~sently no Sub file to function as a repository 
for information regarding difficulties that SAs encounter 
during their investigative duties in obtaining information 
from various individuals and institutions because of FOI-PA. 

FBIHQ requests each field division to submit 
information re:arding any d.ifficulties encountered as referred 
to above and( I has been furnishing such information 
to Bureau utilizing main file (190-1). 

I land S lit is recommended that a new Sub 
In vii~ pf tbe above and after consultation with 

File 5 be opene as a repository for type information mentioned 
above. 

In line with the above recommendation, the writer 
wishes to submit the following two incidents which occurred 
during the course of official FCI investigations and in both 
cases, information was denied SAs because of restrictions 

b7C 

in FOI-PA, although particular reference to FOI-PA was not 
mentioned by personnel contacted: 

« .(C...J 
~11.... ...... ..---..... ...,ourse of investigation, Tampa Filer I 

, WFO conducted inquiry with Merchant Vessel bl 
Personn~e---i~v~i-s~i~o~n-, 2100 2nd Street Southwest, Washington, D. C. 
(presumably Federal agency) and after personnel at that office 
verified that according to SSAN Number furnished by SA, the 
subject was identical with merchant seaman in their records, 
SA was advised that no additional data regarding subJect could) 
be furnished without a "release from subject" or a "subpoena 
from U. s. District Court, District of Columbia, Washington, 
D. C." 

The other incident involved Tampa case !a= l~Jufile 
not availa~e! ~a::!n :1:m: fvision covered lea=at riis 
concerning!'-ol'-...-------....,.-....,..9Miami airtel 1/4/80, advised 

l 
INS informe iami t adue to recent Federal Court decisions 

~ Tampa ""'I':~ u - 190-1> ... ViVf ·. ur◄7AL JJO/bam - -!1I 
( 2 ) / A Buy U.S Savings Bonds Regularly on the Payroll Savings Plan 

~ w ...... 
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DOCUMENT I ..,,2~11.----­
CON~ENTIAL 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Washington Field Office 
Washington, D. c. 20535 

May 20, 1980 

IMPACT THE FREEDOM OF 
INFORMATION-PRIVACY ACTS ARE 

HAVING ON LAW ENFORCEMENT ACTIVITIES 

INFORMATION EXCHANGE AMONG 
FEDERAL, STATE AND LOCAL LAW 

ENFORCEMENT AGENCIES 

This document contains neither recommendations 
nor conclusions of the FBI. It is the property 
of the FBI and is loaned to your agency; it and 
its contents are not to be distributed outside 
your agency. , 

CONF~TJAl 

bl , 
l ... 

.:. . 
4 

-- -----~------ - --~---



I 

IMPACT TIIE FOIPA ARE HAVING 
ON LAW ENFORCEMENT ACTIVITIES 

Problems with Current Informants 
Or Potential Informants 

l(C) 

-2*-

bl 

,~} 

It;) 
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WFO Airtel to Director 
RE: IMPACT "'HE FREEDOM OF INFORMATION-PRIVACY ACTS 

ARE HAVING ON Ll\W ENFORCEMENT ACTIVITIES 
190-3 
ADDCNDUM: FOIPA BRJ\NCH, RECORDS MANAGEMEMENT DIVISION, 6/l~/80, C~:oP. 

_1 _______________ ___.l(e; 
No further action is required by Headquarters. 

' 

3 

------- -· -

.,. ,. 
' 

bl 



TRANSMfl' VIA 

u Teletype 

O Facsimile 
"'XI A, rte) 

DOCUMB{f 1-2 ... 2--, __ 
I, 

PRECEDENcJ:dNM~ BIFICAT,o'N, ~ r 
D Immediate O TOP SECRET ~s~ 
0 Priority O SECRET o~ ~.t♦ j 

~~ lS' '../'. 
D Rotlhne O CONFIDENTIAL ~✓- ~~~.04re1 

0 UNCLAS E F 1' 0 ~ I ~a .s-~.,;4',.
4 

0 UNCLAS l ~ ~'Q), 
Date 8/15/80 : 

I r----------------------------------------~-----~---~--I TO: DIRECTOR, FBI (190-3) 
(Attn: Training and Research Unit, ~ 

Records Management Division, Room 6280) ] 

I 
! 
I 

I 

I 

FROM:~ SAC, SPRINGFIEID (190-23) 
/ -t)v 

SUBJECT: IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON 
LAW ENFORCEMENT ACTIVITIES 

Re Bureau airtel to Albany, 3/20/79. 

Enclosed for the Bureau is the original and three 
copies of a letterhead memorandum pertaining to captiofnd mnttp.. 
The incident arose in connection with Springfield file ~ 
no Bureau file number available. 

I Canvass of employees of the Springfield Division did 
I not reveal any other incidents occurring during the month of 

7/15/80 through 8/15/80 concerning captioned matter. 

·U-~3 IA ... J 
SStFtED BY· f,o~7 M-f/l»fKf ~ 

fJEASON 1 5 ( c
1
} . 

qecLASSIFY ON. X 
J03-Ao7'13 

.. o --::,O 0c 
,'{!;_'1r.,. 

~~~ 
,~ £~ ?_..,, Bureau (l90-3)(Enc. 4) 

I 
- Springfield (190-23) 

DJC/dc 
l (3) 

CONhtJooJAl 

Approved· _______ _ Transmitted 

.1 00 D!TACH.m~ 
Rf:(Al,J~ TAA "NtT 

' p ---(Nu m bll r) <Tune> 
'ftU,S, GOVERf\MENT PRINTING OFFICE 1980·305•750/5402 

bl 

I 
! -· 

I 



UNITED STATES DEPARTMENT OF JUST,ICE 

FEDERAL BUREAU OF INVESTIGATION 

In Repl7, P,__ R,frr to 
Fila No 

Springfield, Illinois 
August 15, 1980 

.., ,r,, n l!l~, 

L,l ,, 

IMPACT THE FREEDOM OF INFORMATION -
PRIVACY ACTS ARE HAVING ON LAW 
ENFORCEMENT ACTIVITIES 

Law Enforcement Personnel's ability to obtain 
information from the general public. 

The individual 
re use to prov ause of the 
Freedom of Information Act - Privacy Act. This person commented 
that Congress could enact legislation making information public 
and identifying sources, He therefore did not want to run the 
risk of having his name later appear in the media as having 
furnished information to the Federal Bureau of Investigation. 

C\as • · 
De 

bl 

This document contains neither recanrnendations nor conclusions of the 
FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

CDNF,/JJENTIAL 



l•'D-36 (RPV, S.22-78) 

TRANSMIT VIA 

D Teletype 

D Facs1m1le 
1!J AIRTEL 

DOCUMENT 1..-8~1 ____ _ 
FBI 

PRECEDENCE CLASSIFICATION. 

0 Im med 1ate D TOP SECRET .--
□ Priority ~ G \-· I IX] SECRET 
D Roatine ~J • t .,;; D CONFIDENTIAL 

0 UNCLAS E F T 0 

I 
I 
I 
I 

4r,,~ 
~L, {)~• 

- -«:',r>) "-<. ~c-,. ... ""•1.(< J A(' "' 

0 
~,..(, •. ,_ .. ' , '•,i,.,, 

l'}.,-,,_~ .. .,,re,_. . , •Aro 
-~4.e •'.4' S1tvw1r' ~ li-~ ~ 

I 
I 
I 

0 UNCLAS l 
Datel0/21/81 : 

---~-~---~~--------------~----------~------:-:::,_~~----
TO : nrREcToR., FBI {190-3) ~~R~v-ko2'~~""" 

{ATTN: TRAINING & RESEARCH UNIT REASON 1 - C-
FOIPA SECTION, RMT DIV. ) " \ I j 

1 ~,J DECLA.SS!Ft' ,.,:~ ;( ______ _ 
FROM 1-1'1 .12 IC, NY 03-/(07'3 

~ , I ,-
SUBJECT ~~.a.....~~E FREEDOM OF INFORMATION/ 

..Q~_IJWL.~ORCEMENT ACTIYllIES-

For the Information of the FOIPA Section, RMT 
· Division, the following is set forth as an ex8ll1ple of the 
adverse impact upon the Bureau's FCI responsibilities of 
the FOIA: 

I I 

,·5.f.t,Rf.) 

-- bl 

Approved· -------- Transmitted -=,......,._,... _ _,____ Per 
(Nu111berl' (Tune> -----

-tru.s. GOVERl'l,ENT PRINTING OFFICE 1980-305-7~0/5402 



D:lCUMENT i/ ..1,,,ffu.:J;:ir:--,....1 ---

' TRAN3MIT VIA· CLAS SIFICATIOK • 
- I 

I 
I 

0 Tele,vpe D Immediate D TOP SECRET : 

□ Facsimile D Priority D SECRET I 
~ AI RTEI, D Routine D CONFIDENTIAL l 
$,•tlt .. 21>1>:J D UNCLAS EFT O l 

C~A~ii. If:' t""! , .. ~fl-6 7 ~ D UNCLAS l 
l"C•.~"'\ -i - C.' I 

~i~~s~~3' 2'_ ::..J"' _ ----- ------------ -~•.'." __ :!~ :4!~:---_ L _ --- --
TO: DIRECTOR, FBI (ATT'N: TRAINING AND RESEARCH UNIT, 

FOI PA BRANCH, ROOM 6 280) 

FRCl-1: SAC, CHICAGO (190-0-Sub B) -
~Aci OF FOlPA 
~ Ut;J ENFORC~T 
'1ffi'fi VrTI"ES"· ~ 

/ ,.,.,1111• 
3/20/80. 

Re Bureau airtel to Albany and all offices dated 

Enclosed for the Bureau are five copies of an LHM 
captioned as above. 

For the infonnation of the Bureau, the unidentified 
subject mentioned in the accompanying LlM is involved in rr 
Chicago case entitled, ( ]L~ bJ 

,'/ 
JJ 

@- Bureau (&le{.) 
1 - Chicago / 
THB:mfs . 
(3) 

... _, 

_/' ·1 
' : i 

jfo-3- '/J'3 
--------.......... ___,~ 

g MAR !:! g 1982 

Transmitted ________ _ Per ____ _ 
(Number> <Tune) 



In Reply, Please Refer to 

File No 

... 
DOCU~t~~ /I ..s.,;-a"""""3 ____ _ 

U .s. Department of Justice 

I 

Federal Bureau of Investigation 
Chicago, Illinois 60604 

(' \ · D ·. , March 24, 1982 :,, Jl..;- \t_ • 

THE IMPACT OF THE FREEDOM OF INFORMATION •4,-:, 
ACT AND THE PRIVACY ACT ON LAW ENFORCEMENT 

ACTIVITIES 

The following infonnation is being set out inasmuch 
as it exemplifies the effects of the Freedom of Information -
Privacy Acts (FOIPA) legislation upon investigative efforts 
of law enforcement personnel within the Chicago Division: 

___ (.........,$~~--------------------- bl I the subject
0

of th~ inte~iew raised the question 
._o~f-p_r_o_t_e_.ction of his identity and of the infonna.tion 

provided in view of the provisions of the Freedom of 
Information Acta The subject had in mind the incident 
wherein infonnation was released to Chicago Attorney Melvin 
SteinQ This release resulted in a lawsuit and much infavorable 
publicityo The identity of the Bureau's asset was ultimately 
revealedo 

The subject was advised that the information 
in that instance was classified and should not have been 
released. It was explained that it was only through an 
oversight and procedures have been put in place to prevent 
any future occuranceso It is not known at this time if this 
explanation has put the subject's fears to rest, as his 
cooperation is not yet assuredo 

l* 

This document contains net:her recommendations nor conclusions 
of the FBio It is the property of the FBI and is loaned 
to your agency; it and its contents are not to be distributed 
outside your agency. 

, , 

ENCLOSURE F8f/DO.I 
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Memorandum 

To 

From 

SubJect 

.•.t 't .•.. 

::- . b7C '"1 ,, ,, . Date 6/3/83 . . 
i,.. • I _, 

' 
IMPACT THE FREEDOM OF INFORMATION-PRIVACY ACTS 

:--iFOlPA} ARE RAVING ON LAW _Elff'ORCE~NT ACT.IV.IT,IES 
.J_ 

Purpose: To record receipt of attached submissions from 
the Intelligence Division regarding captioned subject. 

Details: Attached are three pages of submissions from the 
Inteil1gence Division submitted to the FOIPA Section for 
use in briefing the Director for his testimony before the 
Subcommittee on the Constitution, Senate Judiciary Committee, 
on April 21, 1983. All three submissions are entitled "Impact 
of FOIPA on Asset Development• and aJl arn classifiad SRJRET. 

I The latter two were th: :~issioas were furnished bJ! l bl 
no a ed. ~S) 

~ c.t'tx,, " ~L ~ ~ #~ ~ h ~ Jr:,.. ;1/a Tit-I?.. LU.. .,, 4 

Recommendation: That the attached material be filed as 
an enclosure 6ehind file to this memorandum in Bufile 190-3. 

(2) 

......,___.... 

l?/J~3 
SECRET MATERIAL ATTACHED 

A11t Dir "-

Ad■ S."a _ 
Crl• lo•_._ 
14ent __ 
, ... 11 __ 

laloa,otcwy_ 

L._.1 Coun -· 
Plat1 & l111p _ 

Rec Mt"'_ 
T•ch s ... .,,. _ 
T,.o,n1ng __ 

orr olCo,. 
& .. "bl,c AU. _ 

Teleph-R• _ 
DINctor'a Sec'y_ 

10 JUL 14 1983 ----
7 " 1 , r- ... , 1 :18 J 

t • I l_l ,) 



DOCUMENT l-''81::1------· 

RE: 
1; (s) 

NEGATIVE IMPACT OFOIPA ON FBI ASSET DEVELOPMENT 

This communication is class1£1ed "S~ret" 1B its 
en~ty. 

. 
~J BUFILE..,_ __ .....---

.5-\ s) 

--------·~) 
_1 _______________ 16) 

It is obvious FOIA had 
interviews. 

bl 



RE: 

puring January, 1983, I ::m sed SA I ! 
~hat he planned to contact! l Labor 

-.A~~~t~a~c~n~e~.,~a~nd other Sov1et5 et the Sovietassy concerning 
some academic research. ( ~ ~tated that he was willing 
to provide results of his meeting with FBIHQ but he did not b7C 
want to be designated as a :vroba] number source of the 
Washington Field Office.! ~tated that he has provided 
information to the FBI int e past; however, due to an FOIPA 
mistake his name was relea ed and this has caused some 
embarassment to him. '8) U, 

rovided ----~------,,--------""""!"------": negat1ye ~omments concerning FOIPA on asset development to 
lduring January, 1983. He stated that he was once ------an informant for the Bureau and that his name was inadvertently 

released and be is now involved in the National Lawyers Guild 
lawsuit. I !comments related to the difficulty the FBI 
must be having in developing quality assets who are not afraid 
of being exposed through FOIPA. (FBI files do reflecd I 
was an informant until we discontinued his services.) <A_I/\} 

S:8€:rtl!lY,'tfU:UilWB~ 

Classikied by 353 
Declas{\fy on: OADR 

• s .... 



fr · 2., · "Oo.3 .~ 
. • • · '"'c :' , •_-•· '10 'f: }"''-s/f!llwt'4,,,h, 

. - J . -~- -.. 
z< 17{5) I N 

NEGATIVE IMPACT OF FOIPA ON FBI ASSET DEVELOPMENT 

enti~. 
This communication is classified II Secret" Ht---t--ts 

1(5) 

I Cs) 

1(_5) 

--tC ~ 

bl 



36 (Rev 8-26 62) 

FBI 

PRECEDENCE 

D0CUMENT1~ ~"-+-----
TRANSMIT VIA 
D Teletype □ Immediate 
□ Facs1mIle 

1 ~ a1rte 
□ Priority 
□ Routine 

cLAssIFIcATI0N 
□ TOP SECREiJ" 
D SECRET 
□ CONFIDENTIAL 

TO· 

'FROM: 

□ UNCLAS E F T 0 
□ UNCLAS 

Date 6./J 7 /R4 

DIRRCTOR, FBI (A~"fTin~. TA~ UNIT) 

~AC, NEWARK (1 qf)-00) 

'F'REF.DOM OF' INFOR.f.fATION - l>RnTACV ACTS (FOt'PA) MATTF.RS 

I 
Re Bureau routin~ slin dated 1/1Q/R4. 

~--~--~it,~' 
I ~ I I 

!lu,tlf 

I 

In response to reference Bureau routinR slip, the 
~ollowinv. substantive problems were noted hv investi~ative 
personnel or the Newark Orric~l_lA,J 

Newark ~ileg29R-7] Bureau file inn-3 (C~U~A) certain 
individuals contacted as potential assests have re~used to b 7 c , ,' , 
coonerate because FOIA ~i~ht make their coooeration known. -......__J 

For vour information, rlurinp theJ !investigation 
(Newark file ~BA-12741, Bureau file RR-AOA 4) numerous FRI : 
documents were found in her nrison cell which were obtained ___ ~1 

throu~h FOIA. It is felt that manv of these doctl1'1lents should 
never have been orovided ~or her, as thev cnntained sensitive 
inf.orT11ation, as well as the identitv of local nolice officers. 

'£_., 
G).Bureau 
1-Newark 
AD'B/cn 
(4) 

(Number) (Time) 

, , 910W fffiJ. 

-- -- - ---

Per 



cn~~TL\L 
II. INFORMATION EXCHANGE BETWEEN FEDERAL, STATE AND LOCAL 

LAW ENFORCEMENT AGENCIES 

A. FEDERAL AGENCIES . . . n , • . . 
U. s. Department of Commerce 

In early 1977, in a foreign counterintelligence 
matter, the Department of Commerce, Washington, D. C., refused 
a request from the Tampa Division to disclose a list of 
export products destined for the Soviet Union. As a result 
of this refusal, which the Department of Commerce based 
upon the FOIA, an experimental investigative approach had 
to be discontinued. 

Federal Deposit Insurance Corporation (FDIC) 

The failure of a bank in Denver, Colorado, had 
resulted in FDIC receivership to liquidate the assets. 
Fraud was suspected within the bank. Although this matter 
was referred for FBI investigation, bank records in the 
hands of the FDIC could not be reviewed without a subpoena. 
The FDIC cited provisions of the Privacy Act for refusing 
access. 

Federal Bureau of Prisons 

In 1975, a bank robbery suspect at Los Angeles 
was determined to be an escapee from the Federal Prison 
at Terminal Island, California. The suspect was a known 
heroin user, who had been employed and treated in a federally­
funded narcotics prevention program. The program supervisor 
was contacted in order to obtain any information to locate 
the escapee. Due to federal privacy legislation, the supervisor 
declined to furnish any information concerning the escapee 
from the program files. · 

Military Installations 

Approximately a year and a half ago, a disbursing 
officer at Fort Carson, Colorado was incorrectly continuing 
to send payments to.a deserter. The officer declined to 
furnish the address of the deserter to FBI Agents because 
of h1s understanding of th~ FOIPA laws. _R'• ... ~~3 ~ 1 ~~1,f. 

.. ... 
. ; 

, I.A~ ... 1 ,._ r Y ___ '!!.I. -
\)t . ,.h.Jlr. Ult. ~-•·\•....11----* ~,...,.. -" ''• 1 

0 -/l0")'3 



In Savanah, a request was made by Army Authorities 
to determine the status of a possible deserter subject. 
In an effort to establish the subject's unit assignment, 
a military hospital was contacted and verified the subject 
was a patient. The hospital refused to release the subject's 
unit assignment or other information regarding his status, 
due to provisions of the Pr1vacy Act. 

An attempt by the Savanah office was made to contact 
the owner of a weapon which had been entered 1nto NCIC, 
to determine if it had been recovered. As the owner had been 
in military service, the Army Personnel Office was requested 
to furnish his separation address. That Office advised 
the record subject had requested his forwarding address 
not to be released, under the Privacy Act. Accordingly, 
this forwarding address was not furnished to the FBI. 

* 
An individual, his wife and child had assumed 

the identity of a retired military family. Through this 
identity they received medical care at numerous military 
hospital facilities including Fitzsimons u. S. Army Hospital 
at Denver, Colorado. According to the Army, information 
in the files at Fitzsimons could not be obtained due to 
the Privacy Act, without a "Letter of Need" or subpoena, 
although the loss at Fitzsimons alone exceeded $12,000. 

* 
In a civil rights investigation at Newport, 

Rhode Island, the victim was treated by a Navy physician 
assigned to the United States Naval Regional Medical Center, 
Newport. Agents determined from the staff at the Medical 
Center that the physician had been discharged from the 
service. However, citing the Privacy Act, the staff wpuld not 
provide his forwarding address. 

* 
During investigation of a civil rights violation 

at Memphis, Tennessee, it was determined a witness might 
be assigned to a nearby Naval Air Station. The base 
was contacted to verify whether or not the witness was an 
enlisted man assigned to that facility. However, military 
spokesmen declined to furnish any information, based on 
the Privacy Act. Subsequent independent investigation 
determined the witness was in fact a navy enlisted man 
attending a specialized class at the naval base. Nevertheless, 

- 2 -



"O~!~ri •r·: : 
l, ND'K,u,IIU,~ chief petty officer in charge of the class still declined 

to confirm the witness was in his class, based on a possible 
violation of the Privacy Act. In order to make this witness 
available for FBI interview, it was necessary to contact 
the Base Commander's Office. 

National Aeronautics and Space Administration (NASA) 

An employee of the General Counsel's Office, 
Kennedy Space Center, Cape Kennedy, Florida, was contacted 
in order to obtain the last known address for a former employee 
and refused to release this information, referencing "Privacy 
Act" restrictions. 

u. s. Postal Service 

On December 15, 1977, while conducting a fugitive 
investigation, a Special Agent of the Milwaukee Division 
requested a Postal Service employee to direct. him to Route 5, 
Rice Lake, Wisconsin. Replying he feared it might be a 
violation of the Privacy Act for which he could be subject 
to a $5,000 fine and a civil suit, the postal employee 
declined either to furnish geographic location of Route 5 
or to answer any further FBI questions. 

Securities and Exchange Commission (SEC) 

In an Unlawful Flight to Avoid Prosecution investigation, 
records pertaining to the subject of the investigation were 
requested from the Securities and Exchange Commission. 
The SEC delayed release of the information twenty-four hours 
in order to examine the ramifications of the Freedom ot 
Information Act. 

Social Security Administration 

In December 1975, an FBI fugitive investigation 
led to a possible current address of the fugitive in files 
of the El Paso Social secu,ity Office. Local Social Security 
representatives advised the fugitive's address in file could 
only be released under subpoena. However, when subpoena was 
issued by the U.S. District Court, El Paso, Texas, An SSA -
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regional attorney advised information requested in SSA files 
was not subject to subpoena under u. s. Code. It was suggested 
a relative of the fugitive cooperating with the FBI could 
go to the Social Security Office in El Paso and apply under 
the FOIA for the fugitive's address. In January, 1976, a 
cooperating family member by Freedom of Information request 
was given by SSA all the information the FBI had unsucessfully 
requested. 

* 

Recently, the Plattsburgh, New York Resident Agency 
received information from the New York State Police (NYSP) 
concerning a possible Fraud Against the Government: An 
individual was allegedly receiving full Social Security 
disability payments, but the NYSP were in possession of 
documentation showing this individual was working full time. 
However, based on provisions of the Freedom of Information­
Privacy Acts, the chief of the local Plattsburgh Social 
Security Office declined to furnish any information concerning 
the individual or his possible receipt of SSA disability 
payments. 

u. s. Treasury Department 

In an FBI fugitive investigation, the subject's 
father was determined to beau. s. Treasury Department 
employee in San Francisco. After several weeks delay, while 
agency attorneys were consulted concerning Privacy Act 
considerations, the FBI was finally permitted to review 
a personnel status form from the father's file in hope of 
locating a current address for the subject. Applicable 
personnel regulations required that the form be updated 
every twelve months; however, the father's form was dated 
19 months previously and contained only the subject's 
pre-fugitive address. The form delinquency was pointed 
out to the agency, with the FBI's suggestion an "update" 
by the employee might provide the needed address to locate 
his fugitive son. The agency took this matter under advisement 
for several weeks, and later informed the FBI the Privacy 
Act required the FBI's investigative interest be divulged 
to the father if he were asked to update his personnel 
status form. Consequentlyv this line of investigation was 
discontinued. 
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Internal Revenue Service (IRS) 

During a recent Strike Force Operation which 
included the FBI and IRS in Wilmington, North Carolina, 
the U. s. Attorney's Office requested information from 
prior tax returns of the subjects of this joint investigation. 
Despite approval of the Strike Force Attorney, and the 
Regional Office of IRS in Atlanta, Georgia, the FOIA officer 
of IRS in Greensboro, North Carolina, refused to turn 
over the requested tax records based on his interpretation 
of the Privacy Act. He expressed fear of being sued 
at some future date if he disclosed the records, and only 
produced them after a two-month delay upon direct order 
from a senior IRS official. 

Veterans Administration 

In an Interstate Transportation of Stolen Motor 
Vehicle investigation, the only lead available to the location 
of a witness was information the witness was an outpatient at 
the Veterans Administration Hospital in Indianapolis, Indiana" 
Officials at the Hospital confirmed the witness' outpatient 
status, but refused to furnish the witness' address, citing 
the Privacy Act. 

* 
The following article appeared in a recent edition 

of the Commercial Appeal, a local Memphis, Tennessee, newspaper: 

"Police complained yesterday that they were not 
contacted by Memphis Veterans Hospital officials about a 
58-year-old stabbing victim who entered the hospital Juae 7, 
until after the patient died Wednesday. 

"Lt. Don Lewis, assistant homicide squad commander, 
said the patient, Tom Echols of 1577 Airways, 'probably 
could have told us who had stabbed him or at least what 
the circumstances were if we'd only known about the case. 

'As it was, we didn't get any word about the stabbing 
until after he died and now, if it turns out to be ruled 
a homicide, we're stuck wi~h a mystery murder we'll have 
to work from scratch.' 

"Echols complained to hospital doctors of severe 
abdominal pain when he entered the hospital and doctors 
said they found an old abdominal stab wound when they operated 
on him. He died at the hospital at 3:02 p.m. Wednesday. 



"Lewis said that when ask'ed why the hospital failed 
to contact police about the stab wound, hospital authorities 
said that they did not want to violate the federal privacy 
laws. 

"No ruling had been made on the death late yesterday." 

B. STATE LAW ENFORCEMENT AGENCIES 

Agents who work on a frequent basis with the Indiana 
State Police Intelligence Unit have advised this unit has 
expressed concern about sharing their sensitive informant 
information with any Federal agency because of the disclosures 
being made under the FOIA and PA. The ISP Intelligence 
Unit continues to exhibit a cooperative attitude when dealing 
with known and trusted Federal Agents; however, they have 
advised they do not desire to be contacted for information 
by Agents who are not personally known to them. Their 
rationale 1s that they can trust the Agents they know to 
properly conceal the identity of their informants, even 
if the information were to be later released under the FOIA 
or PA. 

* 

The Phoenix FBI Office has noted a trend to exclude 
Agents working organized crime matters from key intelligence 
meetings in the Phoenix area. Several state law enforcement 
officers have mentioned a concern for the security of information 
in connection with FOIPA disclosures as the reason for the 
closed meetings. Phoenix undertook efforts through meetings 
with state and local law enforcement agencies to improve 
their understanding of the FOIA and PA legislation. These 
efforts have, not met with complete success. 

* 
The Attorney General for the State of Maine has 

advised he intends to follow a policy concerning the release 
of state records to be in conformity with the FOIPA. Consequently, 
in applicant background investigations, Maine State Police 
arrest records concerning relatives of applicants are not 
made available to the FBI. 

* 
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The State of Texas has a privacy act entitled 
the Texas Open Records Act, which is patterned after the 
Federal Freedom of Information Act. This Act limits access 
by federal investigators to certain records, including 
civil rights investigations. /·--. 

\.,,. ,,. ... 
,.,__ - ~I.. J ... ~ 

1 • 

C. LOCAL LAW ENFORCEMENT AGENCIES 

Due to FOIA and the Privacy Act, difficulty has 
been experienced on several occasions in obtaining information 
from the New York City Police Department (NYCPD). Some 
officers have stated their reluctance to make information 
available concerning subjects of local investigation because 
of these Acts. The Organized Crime Control Bureau and the 
Intelligence Division of the NYCPD have expressed concern 
over the FBI's ability to protect sources of information. 

* 
In a Boston civil rights investigation, in which 

the subject was a former employee of a Rhode Island law 
enforcement agency, the head of that agency advised subject's 
personnel file contained several previous complaints concerning 
bis alleged brutality. However, the agency refused to make 
the personnel file or information contained in it available 
to the FBI, out of fear the subject would have access to 
this information under the Privacy Act. 

* 
In a recent civil rights investigation, an effort 

was made to obtain a copy of a Utica, New York Police 
Department report of the victim's death. Local authorities 
would make the report available for review but decline9 
to provide a copy for inclusion in the FBI's investigative 
report. Anticipating a civil suit would be filed against 
the city and police department arising from the victim's 
death, they questioned the ability of the FBI in view of 
the FOIA and PA to maintain the local report in confidence. 

* 
A representative,of the Los Angeles Police Department 

Intelligence Division has stated he is very reluctant 
to furnish information regarding possible domestic revolutionaries. 
He is fearful such information could inadvertently be released 
pursuant to the FOIPA. 

* 
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A detective of the Union County Prosecutor's Office, 
Elizabeth, New Jersey, was contacting his local sources 
relative to the whereabouts of a former Elizabeth resident 
who is now a federal fugitive charged with murder. The 
detective said his sources and contacts in the Cuban community 
in Elizabeth were reluctant to provide information in this 
federal case or others because of the fear of disclosure 
under the FOIA. 

* 

The following letter was directed by the Chief of 
Police 1n Portland, Oregon, to the FBI: 

Dear Mr. Barger: 

With respect to FBI files being made accessible 
to persons or organizations pursuant to the Privacy Act 
or the Freedom of Information Act, I request that all 
investigative records of information, from whatever Portland 
Bureau of Police source {including the Portland Police Bureau 
as an organization, its employees, etc.), in your files 
be protected and kept confidential. 

If such protection cannot be assured to this 
organization by the FBI, we will only be able to cooperate 
in the exchange of non-sensitive, non-confidential information. 
The Portland Bureau of Police would not be able to pass 
on sensitive information to the FBI without this assurance 
of confidentiality, and the effectiveness of the working 
relationship between our organizations would be greatly 
diminished. 

Very truly yours, 

B. R. Baker 
Chief of Police 

Former Los Angeles Police Chief Edward Davis 
stated in the early part of 1977, that if any information 
is released by federal law enforcement agencies as a result 
of a request under the FOIPA, which indicated that the source 
of information was the Los Angeles Police Department, he 
would no longer allow his department to furnish information 
to any federal law enforcement agencies. 

* 
-- ..... 
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A representative from the Criminal Conspiracy 
Section of the Los Angeles Police Department has stated 
his section is very reluctant to discuss information concerning 
possible intelligence operations of the LAPD. The represen~ative 
stated he feared this information could inadvertently be !,,.r, ._ 
released by the FBI to an individual pursuant to his FOIPA ._. 
request. ~ .. :. · 

* 
In civil rights matters, officers of the Greensboro, 

North Carolina, Police Department have been cautioned by 
their departmental attorneys that, when interviewed as subjects 
by FBI Agents, they should respectfully decline to furnish 
any information based on the 5th Amendment. They have been 
cautioned further that any statement they do make to the 
FBI would be subject to disclosure under the FOIPA. 

* 
The Little Rock Police Department and the North 

Little Rock Police Department will not share their informants 
and, more importantly, a substantial amount of their informant 
information on federal violations, for fear an informant 
will be disclosed accidentally by the FBI through a request 
in connection with the Freedom of Information-Privacy Acts. 

* 
It has been observed the exchange of information 

among local police, state and federal investigators at the 
monthly meetings of the Columbia, South Carolina area Police 
Intelligence Organization has decreased substantially. 
Because of uncertainty over what information may meet FOIA 
or PA disclosure criteria, there is very little information 
exchanged at these meetings. 

* 
In the latter part of 1976, the FBI Milwauk~e 

Office experienced a reduction in the information that could 
be obtained from Milwaukee Police Department records relating 
to cases other than applicant matters. For a short period 
of time, only limited investigative information would be 
released to the FBI; however, an understanding was formulated 
whereby any arrest record not reflecting a conviction would 
n~t be dis~eminated ou~side the FBI. To maintain relationship 
with the Milwaukee Police Department, this understanding 
is still incorporated in Milwaukee investigative communications. 

* I • 
I 

I_.;_. 
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Since the Spring of 1976, the New Orleans Office 
of the FBI has encountered an express reluctance by the 
New Orleans Police Department and Jefferson Parish Sheriff's 
Office Intelligence Units to cooperate in furnishing written 
information to the FBI on security, as well as criminal, 
matters. A member of the NOPD Intelligence Unit stated 
that, despite past FBI assurances that all intelligence 
information would be considered confidential, it had been 
learned a former black activist, who had made an FOIA request 
to the FBI was furnished a copy of an intelligence report 
previously furnished to the FBI by the NOPD. Although this 
document did not reveal the identity of any NOPD informant, 
that local agency advised it had no choice but to decline 
to furnish further written information to the FBI, in order 
to prevent this situation from arising again. 

* 
In the course of a fugitive investigation, a 

Cleveland FBI Agent was denied information contained in 
City of Cleveland employment records, due to the Privacy 
Act. Subsequently, the Cleveland Agent was able to obtain 
these records through a federal search warrant which was 
served on Cleveland City Hall. However, because of delays 
required to obtain the search warrant, the Cleveland Agent 
missed apprehending the fugitive at his place of employment. 

D. FOREIGN LIAISON 

I in an b7D 
:" recant nomrer<ot j:p: ,., ti, two mamba,:, of the 

investigation concerning copyr1g t matters, these officers 
stated they did not furnish all information to the Federal 
Bureau of Investigation as they had in the past, due to 
the Freedom of Information Act. 

* 
bl 

_a_e_c_1_1n-ea_ .. S--a-c_t_1_v_e_1_9_a_s_s_1_s_t __ e1_1_e_E_B_1_a_e_e_a_u_s_e_o_r_c_1_1e-r-e-a-r----J-,~ J 
of seeing his name in the newspapers. He advised the promise 
of confidentiality by law enforcement i.n today's political 
environment is worthless.~ 

* 
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A citizen who has close contact with a foreign 
police agency discontinued his association with the FBI 
because he feared that, under the FOIA, information might be 
released which would 1dent1fy either himself or this foreign 
police agency. 

* 

In the past two years, several Agents have had 
contact with foreign police representatives visiting the 
United States. These representatives have come from Western 
countries, some of which have experienced internal problems 
with terrorism, including Great Britain, France, Canada 
and Norway. These police representatives generally offered 
the observation that, despite their high regard for the 
reputation and professionalism of the FBI, they believed 
(one said 1t was sadly amusing) all of the fine efforts 
of the FBI are sometimes diluted, if not negated, when the 
investigative results have to be furnished under the FOIPA 
to the subjects of investigations. This same dismay over 
restrictions on the FBI was relayed by a person who traveled 
to Israel and visited the Israeli Police. 

\ 
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III. ABILITY OF LAW ENFORCEMENT PERSONNEL TO OBTAIN INFORMATION 
FROM THE GENERAL PUBLIC 

A. AIRLINES .. 
In an FBI case, United Air lines at Seattle, Washington', 

had accepted a stolen check for airline passage. As United 
Airlines computers indicated to the ticket agent the check 
was stolen, the airline refused to issue the ticket which 
had been completed by the ticket agent. During the course 
of FBI investigation, United Airlines was requested to 
surrender the completed but unused ticket as evidence; 
however, the company declined to make the ticket available 
to the FBI due to the FOIPA. 

B. APARTMENT OWNERS 

A Richmond Division clerical employee, who is 
also employed by an apartment complex, advised this memorandum 
was prepared by the apartment manager relative to release 
of confidential information concerning tenants: 

"In response to many of your questions, our attorneys have 
advised us to follow this procedure: 

1) "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS TO BE ADMITTED 
TO ANY RESIDENT'S APARTMENT WITHOUT A SEARCH WARRANT. 

2} "NO POLICEMAN OR OTHER SIMILAR OFFICIAL IS ALLOWED TO 
SEE A RESIDENT FILE WITHOUT A SEARCH WARRANT OR A SUBPOENA. 

3} "ALL SUCH OFFICIALS MUST SHOW IDENTIFICATION. 

"We cannot give out the following information: 

1) Resident's income 
2) Resident's outstanding bills 
3) Resident's method of payment 

"We~ give out the following information: 

1) Resident's address 
2} Resident's marital status 
3) Resident's forwarding address 

"Please be courteous to all police officials. However, explain 
to them that you are prohibited from releasing confidential 
information. 

. ' l 
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"If you have any questions about this procedure, contact 
your rental coordinator." 

"Resident Managers must circulate this memo to all employees." 

C. BANKS 

Citing the Privacy Act, a large Denver bank would 
not make available details of a particular financial transaction 
without a subpoena, although the bank was the vehicle in 
a possible 2.2 million dollat fraudulent ITSP transaction. 

A former president of another Denver bank obtained 
loans using fraudulent financial statements. The former 
employer bank would not make available to the FBI the personnel 
file, the loan file, or the results of the internal audit 
regarding the president's activities, based on the Privacy 
Act. This information was not available from other sources. 

* 
In a maJor Fraud by Wire investigation including 

RICO ramifications, General Counsel for Wells Fargo Bank, 
San Francisco, advised that even though the subject of the 
investigation was in present default with the bank, no records 
would be made available to the FBI without a subpoena duces 
tecum. The General Counsel stated it was possible the 
subJect might at some future time enter into negotiations 
with the bank removing himself from a default position, 
at which time the bank would place itself and its officers 
in a position of great liability. According to the General 
Counsel, this liability would be based upon the fact the 
Privacy Act had prohibited the bank from releasing information 
to the FBI without a subpoena duces tecum. 

* 

During an investigation concerning disappearance 
of $1,000 from a Los Angeles bank, investigating Agents 
contacted a senior vice president to request background 
information on a particular suspect bank employee. The 
vice president advised that, due to recent federal and state 
privacy legislation, he could not furnish personnel informa­
tion concerning this employee, as he feared that the employee 
might then have grounds to file a law suit for invasion 
of privacy. 

* 
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In an investigation originating in Chicago involving 
false statements ta an estimated 50 to 65 banks resulting 
in 3.8 million dollars in law suits, the San Francisco .FBI 
Office served a subpoena for bank records at Wells Fargo 
Bank, San Francisco, and additionally made request to interview 
bank officers who had been personally contacted by subjects. 
Wells Fargo, a victim of the scheme, would not permit the 
requested interviews without additional subpoenas directed 
to the officers involved. By way of explanation, the bank 
advised the Privacy Act prevented discussion of any information 
concerning a bank customer without subpoena. 

* 
In a recent Honolulu investigation regarding Interstate 

Transportation of Stolen Property, an Agent was denied information 
contained in bank records which would have been of lead 
value in locating the subject. The bank personnel, including 
the vice president, cited the Privacy Act as basis for refusal 
to disclose this information, which would have indicated 
where the subject was cashing bad checks. 

* 
In an investigation involving almost $800 worth 

of bad checks, a request was made to review and obtain certain 
bank records at El Paso National Bank relating to the subject's 
checking account. An assistant cashier at the bank denied 
the request, citing the Freedom of Information Act and Privacy 
Act. This erroneous denial of information resulted in a 
two-month delay in the investigation. 

* 
An individual obtained a loan on home irnpro~ements 

insured by the FHA. The loan was defaulted and the State 
National Bank of Odessa, Texas, made a claim and was paid 
by the FHA. During subsequent investigation by the FBI, 
the State National Bank of Odessa, Texas, refused to furnish 
the FBI any information concerning the loan without a subpoena. 
The reason given for the denial of information was the Freedom 
of Information Act and the Privacy Act. 

* 
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- The First National Bank of Midland, Texas, was 
:,the victim bank in a Bank Fraud and Embezzlement - Conspiracy 

case. Losses suffered in this- case were approximately 
$476,000. Bank officials advised that under bank policy, 
which was based on the Freedom of Information and Privacy 
Acts, they would furnish no information to the FBI without 
a subpoena duces tecum. 

D. CREDIT BUREAUS 

Citing the Privacy Act, Cleveland Credit Bureau 
personnel refused to furnish information regarding a fugitive•s 
address and employment, which could have enabled the FBI 
to apprehend him. The Credit Bureau advised that such 
information would be released to the FBI only upon the issuance 
of a subpoena. 

* 

The policies of the Credit Bureau of Greater Houston, 
influenced and shaped by the impact of the Freedom of Informatton 
and Privacy Acts, have limited the information that is available 
to the FBI, as follows: 

(a)In applicant cases, even when waiver forms have 
been executed by the applicants, the Credit Bureau 
will not identify businesses where the applicants 
have delinquent accounts. 

(b)In criminal cases, the Credit Bureau will not 
identify businesses where the subjects (or other 
pertinent individuals) have applied for credit. 

* 
One of the larger collection agencies in St. Louis, 

Missouri, has refused to furnish information regarding individuals 
who are subjects of FBI investigations, and has specifically 
stated this reluctance is based on the FOIPA. 

E. EDUCATIONAL INSTITUTIONS 

In June 1978, a state university registrar was 
contacted for assistance in obtaining student documentation 
for an undercover Special Agent. The registrar declined 
to cooperate in the investigation, commenting his cooperation 
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would require him to knowingly misrepresent the university. 
He explained the Privacy Act was very clear as to what he 
could or could not do: he was even prevented from furnishing 
information to parents of students, even when the parents 
were entirely paying for their child's education. 

Agents of the Honolulu Office, in criminal investigations, 
are unable to gain access to registration and/or academic 
records of current and prior students at the University 
of Hawaii. The only information available is public source 
information which is contained in the Student Directory. 
The explanation for denial of access by University of Hawaii 
personnel is the Privacy Act. 

* 

During the fall of 1977, an SA of the Mobile Division 
was conducting a background investigation involving a Bureau 
applicant. The applicant's attendance at a community college 
in Alabama was verified but the agent experienced difficulties 
obtaining detailed information, even though the applicant 
provided the FBI with the required release. School officials 
refused to provide the agent with the names of the applicant's 
former instructors and attributed their position to the 
Privacy Act. 

* 

During a Civil Rights inquiry recently, a local 
university student stated incidentally that she was taking 
a Government course in which the professor gave extra credit 
to students who requested files on themselves from the FBI. 
The student herself received extra credit, even though the 
FBI responded to her FOIPA request that no files were iocated 
identifiable to her name. * 

Arizona State University officials have adopted 
an official policy of non-cooperation with investigators 
since the enactment of the Freedom of Information and Privacy 
Acts. This policy is carried out at all levels of the 
University's administration. Prior to the Freedom •Of Information­
Privacy Acts, the University was most cooperative. 
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. A~ Bo~lder, Colorado, in connection with applicant 
type investigations, there have been instances in which 
individuals displayed a reluctance to furnish derogatory 
information after being advised of the provisions of the 
Freedom of Information Act, even though it was pointed out 
that their identities could be protected. No information 
has been available from the Office of Records and Admissions, 
University of Colorado, Boulder, except in those instances 
where a signed release was provided. 

* 

During a recent Foreign Counterintelligence investigation, 
college records concerning the subject were unavailable 
without a release from the subject or a subpoena, due to 
fear of violation of the FOIPA. Personnel at the motel 
where the subject stayed would furnish only limited information 
concerning this individual, due to the FOIPA. 

* 
In connection with a fugitive investigative matter, 

a transcript supervisor at a major upper-midwest university 
advised on April 16, 1976, that in the opinion of the university 
administrators, no information could be released to Agents 
of the FBI concerning the fugitive without his consent 1n 
the form of a signed release granting authority to do so. 
The position of the University was said to be in compliance 
with provisions of the Privacy Act legislation. 

* 
In a recent FBI fugitive investigation, information 

was developed that the fugitive might be a student at State 
Technical School, Memphis, Tennessee. This institution 
was contacted and informed the investigating agent that, 
as a result of the Privacy Act, no information from records 
could be released to the FBI. The institution would not 
confirm whether or not the fugitive was currently a student. 

* 

During the investigation of an $11,000 Bank Fraud 
and Embezzlement violation, the University of Texas at El 
Paso was contacted regarding the subject. UTEP officials 
refused to disclose whether or not the subject was a veteran 
receiving VA educational benefits. The UTEP administration 
cited the Freedom of Information and the Privacy ·Acts as 
the reason for not providing the requested VA information. 
This denial of information resulted in a two-month delay 
in the investigation. 
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F. HOSPITALS AND PHYSICIANS tf!l!f6Je1T!).1. 
In an applicant investigation at Auburn, Alabama, 

a waiver was provided the FBI to obtain medical records concerning 
hospitalization at the health center of an educational institution 
there. The school physician refused to provide any information 
either to the FBI or to the applicant, even after the latter 
personally went to the health center to sign a second waiver 
drawn by the school. The office of the school president 
advised refusal to release information was due to the Privacy 
Act. 

* 

An individual identified as operating a check 
kite scheme with banks in Indiana, Ohio and Pennsylvania 
had been hospitalized in a St. Louis hospital. Investigation 
determined this individual had initiated his check-kite 
scheme from a hospital telephone. Nevertheless, hospital 
officials, citing the FOIPA, refused to verify his hospitalization 
or date of confinement. 

* 
In an FBI fugitive case, the Agent attempted to 

obtain background data on the fugitive from a private hospital 
in Indianapolis, where he had been a former patient. Hospital 
officials expressed the belief that Federal Privacy Law 
inhibited them from verifying the subject's status as a 
former patient, much less releasing background information 
on him. 

G. HOTELS 

A hotel in San Diego which is a part of a large 
nationwide hotel chain refused to furnish information on 
guests, including foreign visitors, without a subpoena due 
to the enactment of the FOIPA. 

* 
During a fugitive investigation of a subject wanted 

by federal and local authortties for extortion and firearms 
violations, a Special Agent of the New York Division contacted 
the security officer at the Rye Town Hilton Hotel, Port 
Chester, New York. The purpose of this contact was to develop 
background information on a former employee of the hotel 

•~' n !f 
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who was an associate of the fugitive. This employee allegedly 
had knowledge of the fugitive's current whereabouts. Security 
officials at the hotel refused to furnish any information 
from their files without a subpoena because they felt they 
were open to civil litigation under the provisions of the 
Privacy Act. 

* 

Numerous hotels and gambling casinos in the State 
of Nevada, which would formerly furnish information from 
their records on hotel guests and gambling customers during 
routine investigations, now require a subpoena before they 
will release any information to the FBI. The reason given 
by hotel officials for subpoena is for hotel protection, 
in the event of a law suit, following an FOIPA release given 
to these subjects of investigation. 

H. INSURANCE COMPANIES 

Information submitted to Medicare through Aetna 
Insurance Company, which would show medicare fraud perpetrated 
by the staff of a union-owned hospital in Anchorage, Alaska, 
was withheld by Aetna citing the Privacy Act. It was necessary 
to obtain a Federal Grand Jury subpoena for the desired 
information. 

* 
In the field of arson investigation, major insurance 

companies and the Fire Marshall Reporting Service have stated 
they will provide no information to federal law enforcement 
agencies except under subpoena. They advise their legal 
departments believe this position is necessary for protection 
against civil suit, in the event of an FOIPA disclosure. 

I. LEGAL PROFESSION 

On May 5, 1977, a nationally known U.S. District 
Court Judge refused to be interviewed on an applicant matter 
because he wanted any information furnished about the applicant 
to remain confidential. I~ was the judge's opinion the 
FBI could not prevent disclosure of this information at 
a later date to the applicant under the Privacy Act. 

* 

- - ...,,.. - 1 
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In response to an FBI inquiry concerning an applicant, 
an attorney who was a former AUSA confided that significant 
information, meaningful and derogatory, would not be forthcoming 
concerning the applicant because of the FOIPA. When pressed 
by the FBI Agents upon this point, the former AUSA stated 
that he himself would counsel his clients not to furnish 
the FBI with derogatory information in applicant-suitability 
matters. 

* 
During an investigation in March 1978, by the 

Kansas City Office, private attorneys were interviewed concerning 
the qualifications of a candidate for a Government position. 
These private attorneys initially declined to furnish derogatory 
information in their posession concerning the candidate, 
in view of the provisions of the Privacy Act. They did 
furnish pertinent information on a promise of confidentiality, 
and it is unknown what information they withheld due to 
fear of the effect of the Privacy Act. 

In a background investigation of a person considered 
for appointment as U. s. Magistrate, au. S. District Judge 
before whom this candidate practiced law declined to furnish 
any information which would be divulged to the candidate 
under the FOIA. 

* 

A federal district judge was interviewed in a 
background investigation concerning a departmental applicant. 
The judge stated he did not feel that the FBI could provide 
confidentiality concerning his statements. He declined 
to furnish candid comments concerning the applicant and­
stated he did not wish to be interviewed concerning any 
FBI applicant investigations in the future. 

* 
A prominent attorney in Dayton, Ohio, was contacted 

concerning an applicant. He indicated he was in a position 
to furnish uncomplimentary information concerning the applicant, 
but advised the interviewin9 agent that due to the FOIA 
he would not do so. Thereupon, he furnished a brief, neutral 
commentary. 

* 
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In connection with a suitability investigation 
concerning a nominee for U. s. District Judge, two attorneys 
contacted in July 1976, expressed extreme reluctance to 
furnish their true opinion regarding the qualifications 
of the candidate. They indicated they were fearful that, 
should the candidate be appointed to a judgeship and later 
learn of their statements, he would find a way to punish 
them professionally through his position. The attorneys 
eventually provided their comments after receiving an express 
promise of confidentiality; however, there is no assurance 
that they were as candid as they might have been before 
the FOIPA. 

* 
In a recent background investigation conducted 

by the Las Vegas Office pertaining to a Federal Judgeship, 
one attorney contacted advised he had derogatory information 
concerning the judicial candidate. However, he declined 
to furnish this information to the FBI stating he felt the 
information would eventually be disclosed to the applicant 
under the Privacy Act. He felt that, if this disclosure 
ever occurred, he would be unable to practice before the 
applicant's Court. 

J. NEWSPAPERS 

In a Corruption of Public Officials case, recent 
consideration was being given for change of venue to El 
Paso, Texas. The El Paso FBI Office was requested to review 
newspaper clipping files to determine the amount of publicity 
in the El Paso area the corruption matter had received. 
On April 10, 1978, a newspaper editor in El Paso, Texas, 
advised that, in light of the Freedom of Information Act 
and the Privacy Act, no information from newspaper clipping 
files would be made available to the FBI except upon service 
of a subpoena. 

K. POLITICIANS 

Recently in a Southern state, the State Chairman 
of one of the state's two major political parties was interviewed 
regarding a presidential appointment. This individual was 
advised of the provisions of the Privacy Act at the outset 
of the interview and requested confidentiality. He made 
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one or two statements of a derogatory nature and then requested 
that these statements be disregarded. He advised that, 
although he was aware his identity could be protected under 
the Privacy Act, he was not confident this protection would 
be effective. After the above statement, the interviewee 
would provide only a general statement regarding the appointees's 
honesty and terminated the interview. 

* 

In Oklahoma, a highly placed political figure offered 
to furnish information to the FBI concerning a multi-million 
dollar Act of Political Corruption. The information was 
never received because the Agent could not guarantee that 
his identity would not later be inadvertently disclosed 
through sophisticated queries sent to the FBI through the 
Freedom of Information Act. This source feared that the 
adversary in this matter could collect pieces of information 
from the FBI through the Freedom of Information Act, then 
assemble the information, possibly using a computer and 
identify the source. 

* 

During the course of a Public Corruption investigation, 
the interviewing agent in a southern office detected reluctance 
of witness police officers to provide complete information, 
subsequent to a discussion of the Freedom of Information­
Privacy Acts. It was the opinion of the interviewing agent 
this reluctance was based on apprehension by the police 
officers this information could be made available to the 
subject, a trial Judge before whom the police officers 
frequently appeared. 

L. PRIVATE COMPANIES 

During a routine investigation, a Special Agent 
sought the cooperation of a company personnel manager to 
determine the subject employee's residence from company 
records. Citing the restrictions of the Privacy Act, the 
personnel manager would neither confirm the subject's employment 
with his company nor provide any background information. 

* 
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During a recent national security investigation ti,~~l•~ 
involving possible Foreign Agents Registration Act violation,''!\//' /1'; 
a lead was set out to interview the owner of an electronics ,'. 
firm regarding the purchase of loudspeakers and other electronics, 
used by foreign nationals in a public demonstration. The 
The owner of the electronics firm refused to disclose this 
information unless a subpoena was issued, stating he feared 
the customers who rented his equipment might learn of his 
cooperation, under the FOIPA, and bring a civil action against 
the electronics firm for breach of confidentiality. 

* 
In connection with bank fraud matters being 

investigated in the Charleston Resident Agency, an auto 
dealer refused to furnish time cards of employees because 
he would violate the Privacy Act. 

* 
Because of the Freedom of Information and Privacy 

Acts, the policy of the Shell Oil Company limits the type 
and amount of information that the company will provide 
to the FBI regarding an applicant for employment. The personnel 
clerk for that company advised that, even when an applicant 
has executed a waiver form, the only information Shell 
will furnish regarding the applicant's employment is as 
follows: verification of employment, dates of employment~ 
position and salary. 

* 
During the course of investigation in Spokane, 

Washington, agents sought to review employment records 
at the Bon Marche Department Store and were advised that 
employment records were no longer available because of_the 
Privacy Act.· Agents also attempted to secure information 
concerning the subject from Sears Roebuck Company and Nordstrom 
Department Store and were advised that this information 
was not available without a court suppoena. 

* 
In a Dallas investigative matter regarding an 

electronics company, a former employee of the company who 
was a principal witness became fearful that he would be 
sued by the subjects of the investigation and the company 
if he provided information to the FBI. He was reluctant 



because he believed this information would be available 
through the FOIPA; if the criminal allegation was not 
ultimately resolved in court, he feared he would become 
civilly liable. On several occasions, this witness asked 
what his civil liability would be and expressed reluctance 
in providing information of value to the invest1gat1ng Agent. 

* 

Another Dallas investigative matter was based 
on information furnished by businessmen in a small town 
in Texas. When they initially furnished the information, 
these sources asked that they not be called upon to testify. 
Being businessmen in a small town, they expressed fear the 
information they provided would be used against them and 
harm their businesses. When these sources learned information 
which they furnished might be obtained through the provisions 
of the FOIPA by the investigation subJects, they stated 
they would not furnish any further information to the FBI. 

* 

In a fugitive investigation, information was developed 
that the subJect was a former employee of an oil company. 
When contacted, the oil company management declined to furnish 
any background information from their personnel files concerning 
subject's former employment. The stated reason for not 
furnishing this information was concern for possible future 
company liability should the fact of FBI cooperation become 
known to the subject under the FOIPA. 

M. PRIVATE LENDING COMPANIES 

An Equal Credit Opportunity Act case involved 
a limited investigation based on a Departmental memorandum 
which directed that 14 former employees of a loan company 
be identified and interviewed. Citing the Privacy Act, 
the loan company Legal Counsel declined to identify to the 
FBI the 14 former employees. Instead, he had his current 
employees make personal contact with these 14 individuals 
to request their permission to release their names to the 
FBI. This indirect process delayed the investigation for 
a one-week period. The company was also asked to release 
loan applications of certain individuals who had been granted 
loans within the past 18 months. On the basis of the Privacy 
Act, the loan company declined to release these financial 
documents. 
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N. PUBLIC UTILITIES 

During a recent security investigation, a lead 
was set forth for the Savannah Division requesting utility 
checks to be made to obtain information regarding certain 
individuals. Officials of a Georgia utility were contacted 
and advised that checks of their records would not be possible 
due to the provisions of the Privacy Act. 

* 
In Maryland, a local security office of the telephone 

company referred a "blue box" case to an FBI resident agency. 
However, the company refused to furnish any data concerning 
the principals involved in the violation without obtaining 
a subpoena for telephone company records. 

* 
In a fugitive investigation, the Indianapolis 

Office was given reliable information concerning the non­
published telephone number of the fugitive's location on 
the Christmas holiday. The FBI holiday supervisor tried 
in vain to obtain the location of the number from various 
officials at Indiana Bell Telephone Company, and the fugitive 
was not apprehended. Indiana Bell insisted a subpoena was 
needed, based on FOIPA considerations, before this type 
of information could be released to the FBI. 

* 

Due to FOIPA ramifications, New York Telephone 
Company procedures for access to subscriber information 
and toll records substantially delayed investigative activity 
in a similar FBI case. 

0. QUASI LAW ENFORCEMENT 

On January 17, 1976, the disciplinary board of 
the Supreme Court of Pennsylvania advised that, because 
of FOIPA considerations, all requests for information by 
the FBI must be in letter form and a release authorization 
signed by the applicant must be enclosed with the request 
letter. It was intimated that a written request might not 
elicit all information if the disclosure could cause difficulties 
for the board. 

* 
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The American Quarterhorse Association, located 
in Amarillo, Texas, will no longer provide any information 
to law enforcement agencies or investigators unless served 
with a subpoena. This Association has 1n the past assisted 
the FBI in coverage of aspects of the racing industry. 
The Association has advised its current restrictive policy 
is the direct result of FOIPA legislation. 

P. TRAVELER'S AID AND FAMILY SERVICES 

A Detroit kidnapping case involved a 65-year-old 
victim who had been brutally beaten, stabbed and left for 
dead in a rural area of Ohio. The victim could only 
provide nicknames for the kidnappers. Investigation revealed 
that the subjects had attempted to gain transportation from 
the Traveler's Aid Society in Detroit, Michigan. The Society, 
after being advised of the urgency of the matter, nevertheless 
refused to supply information on December 20, 1977, from 
records which would identify one of the subJects and possibly 
reveal the whereabouts of both subjects. This information 
was subsequently obtained the next day hy subpoena duces 
tecum and teletyped to a Texas Office within a few hours 
after receipt. Both subjects were arrested in Texas on 
December 26, 1977. However, a few hours prior to the arrest, 
one subject shot and killed an individual in Texas. 

* C 

The service as recent y re use 
o urn1s any 1n oration from their files to the FBI unless 

by a lawful court order. The Privacy Act was cited as the 
basis for this refusal to cooperate. 

Q. UNIONS 

On alleged Privacy grounds, Seafarers International 
Maritime Union in Brooklyn, New York, will no longer provide 
information to law enforcement agencies unless served with 
a subpoena. 

* 
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During the course of a Racketeer-Influenced 
Corrupt Organizations case involving certain union members 
and company officials, the investigating agent contacted 
non-union employees concerning alleged harassment by union 
members and the firing of several rifle shots at non-union 
members. A prospective witness to a particular incident 
declined to furnish any information to the FBI, on FOIPA 
grounds, stating that, "the Government just can't keep a 
secret anymore." 

* 
In a similar FBI case, a labor union official 

refused to furnish information to the Baltimore FBI Office. 
He claimed he would have no confidence in the security of 
his information 1n view of the ability of individuals to 
obtain their files under the FOIPA. 

R. WESTERN UNION 

During the course of an investigation to locate 
and apprehend a fugitive, a Special Agent and a cooperating 
witness attempted to obtain information from the Western 
Union Office, Jacksonville, Florida, concerning a telegraph 
money order and message sent to the cooperating witness 
from the subject. Employees at the Western Union Company 
advised they could not disclose any information regarding 
the money order or message, due to "Privacy concerns," without 
a court order. 

,... ..... .. : 
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IV REDUCTION IN CURRENT INFORMANTS OR POTENTIAL INFORMANTS 
RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES 

A. DEVELOPMENT OF POTENTIAL INFORMANTS 

During the past four months, three individuals 
were separately contacted in an effort to obtain their cooperation 
in organized crime matters. Each of these individuals advised 
the contacting agent they felt their conf1nentiality could 
not be maintained due to current FOIA legislation. It is 
believed these 1nd~viduals would have been cooperative had 
they not feared the FOIA and they woulf have been valuable 
FBI informants. Because of the wrde publicity which the 
FOIA has received, these i~dividuals were well aware of 
the public's ability to gain access to information in FBI 
files. 

* 

Shortly after a skyJack1ng began, an identified 
caller stated to a Special Agent that he was a medical 
doctor and that the skyjacker was probably identical to 
an individual who was an outpatient at the pyschiatric 
clinic where the caller was employed. He stated the individual 
was schizophrenic and was aangerous to himself and to other 
persons. The caller suggestea that a psychiatrist should 
be available during all negotiations with the skyiacker. 
The caller's 1dentity was requested since he was obviously 
knowledgeable concerning the skyJacker and could furnish 
possible valuable information in an attempt to have the 
skyjacker peacefully surrender. Despite the fact that 
several lives were 1n jeopardy, the caller stressed that 
he was unable to furnish his name because of Federal Privacy 
Act requirements and terminated the call. Because of this 
telephone call, the FBI did have a pysch1atrist available 
during negotiations with the skyjacker (who had been correctly 
identified by the caller) and the skyJacker's surrender 
was accomplished without loss of lives or property. 

* 
For approximately three years, a telephone caller 

known to the agent only by a code name furnished information 
in a wide variety of cases, from drug-related matters to 
terrorism. The caller never identified himself and advised 
he could never testify sinee to do so would risk death. 
The caller finally terminated his relationship, expressing 
fear that an inadvertent release of information by the FBI, 
under the FOIA, might identify him. 

* 
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An individual in a position to know information 
about an FBI subject stated to a Special Agent at Dallas, 
Texas, that she would not furnish any information lest it 
and her identity appear in the newspapers. She made reference 
to informati9n which was being published in the press as 
a result of an FOIPA request. 

* 

An agent of the Jacksonville Division was recently 
in contact with an individual believed capable of providing 
reliable direct and indirect information regarding high­
level political corruption. This individual advised his 
information would be furnished only if the contacting Special 
Agent could guarantee that the individual's identity would 
never be set forth in any FBI files. The contactlng Agent 
attributed this individual's reluctance to have his identity 
set forth in FBI files to a fear of the FOIPA and its effect 
on the FBI's ability to maintain confidentiality of information 
from lnformants. 

* 
In August 1976, an FBI field office contacted 

a potential criminal source, to determine why he was not 
now providing the FBI with information as he had been in 
the past. This potential source replied that he was in 
fear of losing his job and of retaliation by individuals 
about whom he might furnish information. The potential 
source asked if the FBI could guarantee the confidentiality 
of his relationship and of the information he furnished. 
He stated he was particularly concerned about confidentiality 
in light of the FOIA. In view of his apprehensions, this 
individual is no longer being contacted by the FBI. 

* 
A particular Organized Crime case involved an 

investigation to identify male juveniles being transported 
interstate for the use of homosexuals. Due to fear of reprisals 
stemming from FOIA disclosures and Privacy Act problems, 
various school officials would not cooperate in the investigation 
to verify the identity of the juveniles. In the same case, 
prominent citizens in a community displayed reluctant cooperation 
with the FBI out of fear oE'FOIA disclosure. 

* 
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In Portland, Oregon, a potential source advised p 
he would not cooperate with the FBI due to fear his 1dentit-p'S/J,&~h 
would be publicly revealed, which would be detrimental to 'Y'.""!, t..,~.l'f' 
his profession. This potential source referred to news · 
accounts in the local press regarding material made available 
under the FOIA, which had disclosed the names of several 
individuals in professional capacities at Portland who had 
assisted the FBI and the nature of their assistance. This 
type of publicity, according to the potential source, would 
be detrimental to any individual in business who elected 
to cooperate with the FBI. 

* 

A Special Agent advised that an individual in 
a high management position in a state agency wished to provide 
information to the FBI on a confidential basis. During 
one of the agent's initial conversations with this source, 
confidentiality was requested, specifically that the source's 
name never be mentioned in FBI files due to "past legislation, 
Freedom of Information Act, etc." This person was in a 
position to furnish information concerning White Collar 
Crime and political corruption; however, the potential source 
subsequently refused to cooperate with the FBI, in spite of 
the Agent's assurances. 

B. CRIMINAL INFORMANTS 

A Newark criminal informant, who furnished very 
significant information in an automobile ring case, advised 
he feared for his life after reading in various New Jersey 
newspapers of disclosures made under the FOIPA. As a result, 
this source will no longer furnish information which is 
singular in nature. 

* 

Several attempts have been made by the New York' 
Office to reactivate a former source, who had been extremely 
cooperative and productive. Current attempts to persuade 
the source to once again aid the FBI have been negative. 
The former informant refuses to cooperate, as he believes 
his identity cannot be kept,secure due to FOIPA disclosure 
policy. 

* 
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An informant of the Mobile Division was recently 
closed inasmuch as the source advised he felt the FBI could 
not efficiently protect the confidentiality of his relationship 
and his identity, due to the FOIPA. This source has previously 
provided excellent information regarding gambling and organized 
crime in the Mobile Division. He stated that he is afraid, 
if his name ever surfaced as providing information to the 
FBI, he would lose his business and everything he has worked 
for in his life. 

* 

A Top Echelon Informant of the Mobile Division 
was recently closed as he would no longer furnish information 
to the FBI, because he was concerned about his identity being 
made known as a result of recent disclosures of FBI information 
and confidential sources. 

* 

In 1976, the Albuquerque Division had an active 
informant who stated he would no longer continue in that 
capacity because it was his belief, as a result of the FOIPA, 
his identity and confidentiality could no longer be protected. 

* 

In an !TAR-Arson investigation, an individual 
in the Albany area was sucessfully developed as a potential 
source of information concerning racketeering and political 
corruption. However, upon learning of the provisions of 
the FOIPA, this individual requested that his conversations 
not be recorded and refused further cooperation. 

* 

Another field office informant r~lated a conversation 
which occurred between a local attorney and several organized 
crime figures. The attorney commented that within the next 
few years the FBI will be severely restricted in its efforts 
to obtain information from confidential sources. He stated 
that he fully expected the provisions of the FOIPA would 
be sucessfully utilized 1n identifying FBI informants. 
Agents subsequently contacting this valuable source have 
noted a subtle reluctance on his part to more fully penetrate 
the particular organized crime activities which he is in 
a position to cover. 

* 

- 31 -



An FBI Office in a major North Central City has 
received information from several reliable informants that 
most Organized Crime members in the area have been instructed 
to write to FBI Headquarters requesting file information 
pertaining to themselves. These informants have advised 
the sole purpose of this process 1s to attempt to identify 
informants who have supplied information to the FBI on 
Organized Crime matters. The FOIPA Branch of the Records 
Management Division, FBI Headquarters, has advised that 
such requests have been submitted by virtually every Organized 
Crime Figure in the area. 

* 
A Boston informant who has a great deal of knowledge 

concerning the Hell's Angels motorcycle gang is reluctant 
to furnish information on the gang because of the FOIA and 
PA. He has considerably reduced the amount of information 
he furnishes to the FBI. 

* 
A Boston informant who has furnished considerable 

information concerning the Weather Underground and the Prairie 
Fire Organization advised that he is very upset about the 
FOIA. He has learned through conversations with members 
of the counter-culture that former and current extremists 
are writing to FBI Headquarters under the FOIA in an effort 
to identify and expose informants. The informant indicated 
he is apprehensive about the Bureau's ability to properly 
safeguard information furnished by him. 

* 

A long-time confidential informant in San Diego, 
California, finally stated, "I can't help you any more·due 
to the Freedom of Information Act." This informant had 
previously furnished valuable information which led to arrests 
and recovery of Government property. Even though the promise 
of confidentiality was explained to the informant, he still 
refused to furnish further information. 

* 
An established source of one FBI field office 

had furnished information concerning a relative who was 
a federal fugitive. The fugitive was arrested and subsequently 
made an FOIPA request for the investigation concerning him. 
Based upon the information released, the former fugitive 
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reached the conclusion it was probably his relative who 
had furnished information concerning him to the FBI. This 
former fugitive subsequently threatened the life of the 
source and the source's family, and the source is now fearful 
that his relative may pass on his suspicions to other FBI 
subjects. 

* 
A former Salt Lake City informant had regularly 

furnished information resulting in recovery of large amounts 
of stolen Government property and the arrest and conviction 
of several subjects. In a pending Salt Lake City case, 
the former informant refused to cooperate because of his 
fear of the FOIPA, which he felt would in fact jeopardize 
his life should he continue cooperating with the FBI. 

In January 1978, the New York Office received 
information one prime FALN suspect was applying under the 
FOIA for his file. Sources close to the suspect advised 
he was seeking to discover the FBI's knowledge of his 
activities and the identities of Agents who were investigating 
him. 

* 

In a Western Field Office, a former highly productive 
confidential informant advised that he did not feel secure, 
due to widespread publicity concerning FBI informants and 
the FOIA legislation. He stated that, although he continued 
to maintain his confidentiality regarding his relationship 
with the FBI, he was not sure that the FBI could do the 
same. Due to this source's feelings, he discontinued all 
contact with the FBI. ' 

* 
In Philadelphia, an informant furnished information 

concerning LCN (La Cosa Nostra) figures and on organized 
crime conditions in Northeastern Pennsylvania. Subsequently, 
the source acquired the conviction that, under the Attorney 
General's FOIPA Guidelines, guarantee could no longer be 
given that his identity wo~ld be protected. Accordingly, 
the source declined to furnish any further information to 
the FBI. 

* 
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In one Northeastern FBI Field Office, on three 
separate occasions persons under development as organized 
crime informants have declined to furnish information of 
a confidential nature, if the information is reduced to 
writing 1n any form. These sources have cited media accounts 
of persons murdered by underworld figures because their 
identities were discovered as the result of the FOIA. 

* 
/ 

One FBI field office advised that a conf1dent1al 
source, who previously had Top Echelon Status and who had 
identified several members of the La Cosa Nostra, was discontinued 
in April 1977. This source had read an article in Time 
Magazine (April, 1977 issue, page 22) which had identified 
two former FBI sources who had been slain. The FBI could 
not convince the source that his own identity in the future 
would be fully protected. 

* 

In March 1978, the Drug Enforcement Agency (DEA) 
was advised that an informant of the Atlanta FBI Office 
might be in a position to provide timely information concerning 
large narcotics shipments, in exchange for a reward from 
DEA and the guarantee of confidentiality. A local representative 
of DEA responded that confidentiality could be guaranteed 
by DEA only in instances where the informant was operated 
by DEA as a source. DEA reward money could be paid to any 
individual supplying informationr however, the true identity 
of an FBI source would be reflected in DEA records for such 
payment. The FBI source was advised of the results of inquiry 
with the DEA. The source subsequently furnished the identities 
of the drug subjects of which he had knowledge. This information 
was disseminated to DEA. However, the source declined to 
have further contact with these subjects, for fear his identity 
would be made known at some later date under an FOIA request 
to DEA. 

* 
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A Boston FBI informant is well connected to the 
organized crime element in central Massachusetts, Boston 
and Providence, Rhode Island. Over the past year the informant's 
productivity has dram~tically decreased. Consequently, 
this decrease was discussed with the informant, who stated 
that he had begun to doubt the FBI's ability to protect 
the contents of its own files and information provided by 
its informants. He had learned that an organized crime 
figure had received over 500 pages of FBI Anti-Racketeering 
Reports and was unquestionably trying to identify informants. 

* 
The criminal informant coordinator of the Boston 

Division has been told by an individual, who would potentially 
be an excellent source of criminal information on the Boston 
waterfront, that even though he had cooperated with law 
enforcement personnel in the past he would never do so 
again. He stated that he was afraid that one day, as the 
result of FOIPA, he might "see his name in the Bos~on Globe." 

* 
In Dallas, an informant who has been furnishing , 

information to Special Agents of the FBI since 1953, regar~ing 
gambling, prostitution, stolen goods, and criminal intelligence 
information, when last contacted by an Agent indicated he : 
would no longer furnish any information to the FBI due to : 
the fact it could be disclosed under the FOIPA. The infor~ant 
felt his personal safety could be jeopardized by the disclosure 
of his identity, and he no longer wanted to take the perso~al 
risk and provide information regarding criminal activities. 

C. SECURITY INFORMANTS 

expresse 
~---"'a·ble. 

umor ormation 

* 
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An individual, who is in a position to furnish 
possible foreign counterintelligence information, expressed 
the opinion the Federal Government could not protect 
his identity in view of the constant scrutiny by Congress 
of the FBI and CIA and the subsequent news media leaks. 
This individual also stated he would be fearful that 
his identity would be revealed through access to records 
by the public under the FOIA, as well as extensive civil 
discovery proceedings exemplified by the SWP civil law suit. 
In addition, this individual expressed concern over former 
intelligence agency officers who were publishing books, 
possibly jeopardizing the confidentiality of sources. 

* bl 

L c..,.) ----------------· 
* 
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An informant expressed deep concern over security.' ·:t,.. ..... , ,: , 

and possible disclosure of his relationship with the FBI, · , 
noting recent instances in which FBI sources had been identified ~ 
in the press. The informant, who had provided critical 
information for many years in matters of the highest sensitivity, 
requested that his relationship with the FBI be terminated 
and that his name be deleted from all FBI records. 

* 

e 1n orman as repea e concern over poss1 
disclosure of his jdentity the FOIA. The source 
has now requested that all contacts be minimized in frequency 
and duration, that all information furnished be paraphrased, bl 
that his real or code names never be used, and that access 
to his information be severely restricted within the FBI. 

~~~~1~9~efome aPPareDt •;D• tb~t ~bile th: 17.m•:t•s[ C:::) 

I _ and t e amount o su s an ive 
information furnished has declined. 

* 
A former source of excellent quality was recontacted, 

since his background was such that he could develop information 
of value concerning the terrorist Puerto Rican independence 
group known as the FALN. After three hours of conversation, 
the former source agreed to cooperate with the FBI but only 
1n a very limited manner. He stated that due to the FOIA 
he longer believes that FBI Agents can assure his complete 
protection. He made it clear that he will never again function 
as deeply as he had previously in behalf of the FBI, noting 
that disclosure of his identity would most assuredly cast 
him his life. 

* 
An individual who has requested his identit,ec . . ~~ 

.as 
a so expresse concern o reve a 10n o is identity 
as furnishing information fo the FBI. This individual queried 
the Special Agent involved in the investigation as to whether 
his identity could be protected and stated that he was concerned 

• I r ........ , ... f 
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* 
Members of an organization which 1s currently 

under investigation in the domestic security area made 
several FOIPA requests to the FBI. Based upon this 1nformat1on, 
one member concluded that a particular jndividual had been 
providing information to the FBI. This conclusion was based 
not so much on the release of particular information or 
the identity of the individual who furnished 1t, 9ut 
upon the fact that much of the information went back many 
years, as well as up to the present. This member concluded 
that only one individual could have provided information 
of this nature over such a long span of time. The source 
who provided the information convinced both the member and 
the organization that this was not the case and that this 
source was not the ind1v1dual who provided information to 
the Federal Government. However, while the situation ended 
favorably, potential for harm to the source was great. (Note -
~ example is very sensitive.) 

* 
In September 1977, a former Special Agent advised 

the San Antonio Office that an informant bad contacted him 
upon learning that an FBI subject had obtained documents 
under the FOIPA. - The informant expressed the fear that 
his identity as a confidential source against this subject 
would be revealed. Th1s subject was trying to identify 
individuals who had provided information to the FBI concerning 
his activities. 

* 

In a Western FBI Office, an individual was contacted 
in a recent foreign counterintelligence investigation, as 
he was in a position to furnish valuable information on 
a continuing basis regarding the subject. Although this 
potential source displayed an otherwise cooperative attitude, 
he stated he would not furnish information for fear his 
identity might be revealed at some future date due to provisions 
of the Freedom of Information Act. 

* 
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Members of an organization dedicated to bringin&f1.\~"'-::-17,~., 
about a militant, working class movement based on Marxism- /fH;,., ! ,.,: 

Leninism, recently discussed the FOIA. A deCJ sioo was reacbed ., 
to d1 rect 11quiry to both the FBI and thei I 

_______ under provisions of the FOIA requesting information 
concerning the organization. It was thereby anticipated 
that a comparison of information concerning individuals, 
including dates, times and act1v1t1es, would identity informants 
in the organization. 

* 

In 1976, a most valuable and productive FBI informant 
ceased his activity in behalf of the Bureau. His reason 
for this decision was his concern over the FOIA, which he 
believed offered the distinct possibility of disclosing 
his identity as an informant. This source provided coverage 
on two major subversive and/or violence-oriented groups 
of investigative interest. 

* 
An FBI Agent was once told by an informant that 

"he would trust the Mafia to keep a secret more than he 
would the Bureau." 

* 
ReceotJv an iofo~roaot A I bl 

______________ !P _______________ _,,(c..J 
expreased great concern over the possibility of his identity 
being disclosed. The source stated that he recently read 
in a local newspaper that foreign visitors could gain access 
to FBI records through the FOIPA. 

* 

- 39 -

bl 

/ 



Since the advent of the FOIPA, numerous documents 
containing information furnished by an FBI asset of long 
standing have been released under provisions of these laws. 
These releases have had a delete.r 1ous effect upon the asset's 
relationship with the FBI. There has been a noticeable 
decrease in the volume of information furnished by the asset, 
who has been frank to state that he no longer has his former 
confidence that the FBI can maintain the confidentiality 
of his relationship. On numerous occasions, the asset has 
expressed reluctance to furnish information which he fears 
might be released under the FOIA, resulting 1n his physical 
jeopardy or leaving him open to civil suit. This asset has 
not yet terminated his relationship with the FBI, but the 
relationship is now a very tenuous one. 

D. INFORMANT SAFETY 

An informant of the St. Louis Office has expressed 
concern that individuals about whom he was providing information 
were requesting their FBI files under the FOIPA. This 
informant expressed fear for his personal safety and that 
of his family. This source had in the past provided reliable 
and corroborating information about individuals who have 
been convicted of federal crimes 1n the Eastern District 
of Missouri. There has been a recent reduction in amount 
and quality of the source's information. 

* 

On several occasions in the recent past, an informant 
of the Portland Division, who has furnished reliable informa­
tion has voiced his concern for h1s safety out of fear that 
his identity would in the future be revealed, under the 
FOIPA. He stated that when he began assisting the FBI it 
was his understanding that his identity and the information 
he furnished would always remain confidential. 

* 

A key witness of the Newark Field Office concerning 
a check-kiting scheme 1s also involved with loansharks. 
The witness is not being fully cooperative 1n the case, 
particularly in identifying a loanshark with whom the witness 
1s dealing, due to fear the loanshark will learn of the 
cooperation with the FBI because of the FOIPA. 
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V. MISCELLANEOUS (OTHER RELEVANT EXAMPLES) 

A. SUITABILITY INVESTIGATIONS 

In an applicant investigation, an official of 
the Portsmouth, Virginia Police Department refused to be 
candid in his remarks pertaining to the applicant in view 
of the Privacy Act and the Freedom of Information Act. 

* 
In a recent Newark National Academy case, a 

protected source expressed concern less he be identified 
as the source of derogatory information. He clearly indicated 
he was aware that the applicant would have access to this 
information through the Privacy Act. Other officers interviewed 
simply refused to be candid regarding the applicant, due 
to their awareness that the information might be released 
to him. 

* 
In another Newark suitability investigation, a 

local police department refused to make a record check on 
the applicant's brother without a waiver from the brother, 
because it was believed there was a possible FOIA or PA 
violation. 

* 
Special Agents of the Honolulu Division have recently 

observed a general reluctance by local law enforcement officers 
to furnish derogatory heresay information in· suitability 
investigations. Members of the law enforcement community 
have been apprised of the access and disclosure provisions 
of the Freedom of Information and Privacy Acts {FOIPA).-

In a background investigation of a police officer 
nominated to attend the FBI National Academy, a number of 
police officers within the same department requested that 
their derogatory comments not be reduced to writing. They 
cited the provisions of the FOIA as their reason. 

' 
* 
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A former high official in an upstate New York 
City was being considered for a White House staff position. 
An individual in that municipality refused to comment since 
he believed the candidate would be able to obtain this 
information through the Privacy Act. The official, who 
was aware of the Act's provisions, stated he still believed 
someone in the White House would have access to comments 
made. 

* 
During a 1978 SPIN investigation in Miami, the 

interviewee advised he was a business competitor acquainted 
with the appointee. He inquired as to what degree of confi­
dentiality could be provided if he furnished information 
regarding the appointee. Privacy Act provisions were explained 
to the interviewee. This was not a sufficient degree of 
confidentiality and_he would have nothing to say about the 
appointee. * 

During the same SPIN investigation at Miami, an 
officer in Dade County advised he had derogatory background 
information concerning the appointee. He said he did not 
want to "go on record" with the FBI concerning this information 
in view of the Privacy Act. He stated that he considered 
the information so pertinent that it required his direct 
contact with the House Committee on Assassinations, which 
had requested the SPIN investigation. After receiving 
the officer's information, the House Committee requested 
the FBI suitability investigation be discontinued. 

B. LAW SUITS 

A $600,000 civil suit was filed by a Honolulu 
plaintiff against a neighbor regarding derogatory information 
provided the FBI approximately 20 years ago concerning the 
plaintiff in a suitability investigation. The FOIPA request 
made by the plaintiff allegedly had enabled her to identify 
the defendant as the source of the derogatory information, 
which she claimed in her lawsuit was defamatory. The civil 
action required the defendant to retain private counsel 
at great personal expense and resulted in personal trauma. 
The defendant's retained counsel was successful in obtainin9 
dismissal of the suit on th~ technical defense of "Statute 
of Limitations." The primary issue of whether or not a 
person could sue an individual who had provided information 
to the FBI was not addressed. 
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In early 1978, an employer in the Los Angeles 
Division contacted that office concerning certain derogatory 
information furnished in 1967, on an employee who was then 
seeking a position with the White House staff. This individual, 
who had subsequently made a Privacy Act request to the FBI, 
determined that the former employer had provided derogatory 
information concerning her, and threatened to sue the employer 
if correction of this information was not forwarded to the 
FBI. The employer's written retraction of the previous 
information was subsequently submitted to the FBI Los Angeles 
Division, in order to avoid any potential civil entanglement. 

* 
An unsuccessful applicant for the position of 

Federal Bankruptcy Judge obtained his file via the FOIPA 
concerning his background investigation. He subsequently 
determined that several former employers and law partners 
had furnished derogatory information to the FBI concerning 
him. He has filed civil suit against these former employers 
and law partners and also filed an FOIPA civil suit against 
the FBI. 

* 
Recently the Legal Counsel for a large sheriff's 

office located within the Tampa Division requested copies 
of the FOIPA legislation out of concern that information 
released by his department or personnel might result in 
civil litigation against them. This agency has since requested 
confidentiality for all personnel handling record checks 
and is reviewing its current policy on disseminating informa-
tion to Federal agencies. · 

* 
According to a former informant, an FBI subject 

who had been active in dissident activities during the 
1960's and early 1970's and who had traveled through several 
Third World countries since that time, obtained his file 
under the FOIA. After reviewing the file this requester 
decided his former wife should sue the FBI and for that 
purpose furnished her with information from the file. 

* 
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In September, 1975, an editor of an underground 
newspaper in the Wisconsin area filed suit against the FBI 
contending the Bureau had improperly withheld information 
under the FOIPA. Once this matter was reviewed by a Federal 
Judge in Madison, Wisconsin, files pertaining to numerous 
activists in the Madison area, among whom was an FBI informant, 
were released. As a result, the identity of this informant 
was made known resulting in the loss of a very valuable 
source. Similarly, release of affinity files from a local 
police department in Wisconsin caused the loss of another 
valuable FBI source. 

* 

A subJect found guilty in an ITSP Little Rock 
case, subsequently filed a civil action against witnesses 
against him in that matter. Being unable to determine the 
identities of all witnesses, he has made several FOIPA requests 
through the Little Rock Office. His intention is obviously 
to discover the identities of additional witnesses whom 
he may Join in his civil suit. 

C. POLICE DEPARTMENT OPERATIONS 

In 1977, a requester through his attorney received 
over 200 pages of FBI documents pertaining to himself and 
an organization. He had previously believed that a local 
police officer was sympathetic to his views. From the FOIA 
release, the requester was able to determine that he had 
not "turned" the police officer, who was in fact forwarding -
to his department what the requester had said in confidence. 

* 

Another FOIPA requester had been tried and copvicted 
of two murders in Cleveland in the early 1970's. From FBI 
documents released as the result of an FOIPA civil action, 
his attorney professed to know the identity of the Cleveland 
police department source who in fact had furnished valuable 
information on the requester's murder convictions. 

* 

The New York C1ty,Police Department (NYCPDJ Intelligence 
Division has the responsibility of gathering information 
relating to terrorist matters. Police officers acting in 
an undeFcover capacity are targeted against certain bombing 
suspects. Officials of the NYCPO have expressed grave concern 
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about g1v1ng the FBI any information from these undercovers 
because of the FOIPA. It is noted that they do furnish 
the FBI with information, normally in abbreviated form, 
from their undercover officers. Should one of these undercovers 
be exposed because of the FOIA, it would be destructive 
of the professional r_elationship between the NYCPD and the 
FBI. 

D. LOUISVILLE, KENTUCKY KLAN RELEASE 

Embarrassment, distrust and strained relationship 
between the Louisville Division of the FBI and Chiefs of 
Police of the Louisville Division of Police and Jefferson 
County Police Department have resulted from an FOIPA request 
pertaining to Klan infiltration of these local law enforcement 
agencies. On September 19, 1977, the "Louisville Defender" 
newspaper carried an article captioned "FBI Documents Say 
12 to 35 City County Cops 1n KKK," and reported information 
from the FOIPA release. These disclosures related to 1976 
efforts which reportedly had been made to establish a unit 
of the United Klans of America at Louisville which was to 
have a membership limited exclusively to police and other 
law enforcement officials. 

E* SEATTLE NEWS RELEASE 

On June 16, 1978, the Coalition on Government 
Spying, publicly identified as an organization formed by 
the American Civil Liberties Union, The American Friends 
Service Committee, and the National Lawyers Guild, presented 
a copy of an FBI document consisting of several pages at 
a press conference at Seattle, Washington. The document 
was a teletype sent by Seattle to Minneapolis and the Bureau 
during the wounded Knee Incident of 1973. This document 
without question identified a representative of the news 
media as subsequently furnishing information to the FBI, 
although he was doing so unknowingly through his news 
director. The release of this information under the FOIPA 
has had a severe impact on the lives of the two newsmen 
involved. 
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F. FBI MANUALS 

In the fall of 1977, the warden of a state penitentiary 
expressed dismay at a current news story which described 
how the FBI had re.leased Agent's handbooks and manuals to 
a prison inmate, under the FOIA. When told this story was 
true, the warden declared that, rather than release such 
material to prison inmates, he would rather ignore such 
a law. 

* 
An individual in Oklahoma·city requested the FBI 

to permit his review of the FBI Manual of Instructions. 
This request was honored and the FBI processed 970 pages 
of the Manual of Instructions and mailed these materials 
to the Oklahoma City FBI Office in March, 1978, for his 
review. A letter was then sent to the individual requesting 
that he come to the Oklahoma City fBI Office to review the 
processed material. He never responded to this invitation. 
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Sl\C, T1FO (190-1 Sub G) 

IMPACT THE FllEEOOM OF INFORMATION -
PRIVACY ACTS Ar'l.E Hl\VING ON Ll\W 
BNFOilCElIBNT l\CTIVITIES. 

ReBuairtel, 3/20/79. 

c:;; 1 '11J81 iA L 
D SECRET 

0 CONFIDENTIAL 

D UNCLAS E F T 0 

Encloseo are original and two copies of an LHM dated 
and captioned as above. 

:"hecxample cjd in the enclosed LHM is in connection 
with ,,wo file~--------!!11,'1 (.Q'/" (cl 

CONFIDENTI.Z\L . 
Classified an~tended by 197 
neason for Ex sion: FCIM II, 1-2.4.2 (2, 3) 
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File No 
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UNITED STATES DEYA-~TMEXT. OF JUSTICE 
J ' , 

FEDERAL BUREAU 01" INVEST!GATION 

ilashington, D. c. 20535 
July 12, 1979 

( 
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), 
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'I 

I 

I The informant ~dvised he feels bei.ng ______________ .. 
in this position could only cJo harm to his reputation "if it 
ever cornes out ... 

711.i.s document contains neither 
recomrnendations nor conclusions 
of the FDI. It is the property 
of the FBI and is loaned to your 
2gency; it und its contents are 
not to ½e distri~uted outside of 
your agency. 
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TO: DIRECTOR, FBI (190-3) 
(ATTENTION: Training and Research Unit 

FOIPA Branch 
Room 6280) 

FROM: SAC, SAN FRANCISCO (19-50D) 

SUBJECT: IMPACT OF FREEDOM OF INFORMATION -
PRIVACY ACT ON LAW ENFORCEMENT ACTIVITIES 

Re Bureau airtel to Albany, dated 12/18/78. 

Enclosed for the Bureau are three copies of an 
LHM describing an incident demonstrating the detrimental 
impact of FOIPA on Federal Bureau of Investigation operations. 

The reoorted eumol e I• documented In Buteau Ell;~ 

Approved· Transmitted --=::---:-----,---=---,---- Per ____ _ 
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UNITED STATES D~~A.R~!ENT OF JUSTICE 
, , t'f • "· l ·,-, 11 ' 

FEDERAL BURE~lj'~F'fNt1is1-i-V-GATION 

San Francisco, California 

July 17, 1979 

IMPACT OF FREEDOM OF INFORMATION 
ACT (FOIA) AND OF PRIVACY ACT (PA) 
ON THE FEDERAL BUREAU OF INVESTIGATION 

The fol~owing example demonstrating the detrimental 
impact of captioned Acts on Federal Bureau of Investigation 
operations is being submitted in general terms in order to 
protect sensitive information and identities. 

LAW ENFORCEMENT PERSONNEL'S ABILITY TO OBTAIN INFORMATION FROM 
THE GENERAL PUBLIC 

___________________ _.t <!-J 

This document contains neittier recommendations nor conclusions 
of the FBI. It is the proAerty of the FBI and is loaned to 
your agency; it and its con£iJ-ft1:.~ ~re not to be distributed 
outside your agency. · 
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