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THE LIBRARY OF CONGRESS

WASHINGTON, D.C. 20540

OFFICE OF THE
INSPECTOR GENERAL
February 28, 2008

This letter responds to your request to our office for copies of our Semi-Annual
Reports.

The Library of Congress Office of Inspector General became statutory upon the
enactment of Public Law 109-55 in August of 2005. Consequently, we are only
enclosing copies of our Semi-Annual Reports for the years between August, 2005, and
the present. We are sending you hard copies of these reports because they are not
available in digital/electronic form at present. There is no charge for these copies.

Thank you for expressing interest in the Library of Congress Office of the
Inspector General.

SincereLy,

Kenneth Keeler
Assistant Inspector General
for Investigations









& The LIBRARY of CONGRESS

Ay
A MEessaGe FRoM THE INSPECTOR (GENERAL

I am pleased to present our Semiannual Repore to the Congress for the period ending March 31,

2006.

In the last six months we prepared reports on the topics of emergency preparcdness, collections sccurity
in the Geography and Map Division, transporwartion services, the Management Control Program,
conversion of financial balances ro the new linancial system, fiscal year (FY} 2005 linancial statemenus
of the James Madison Council Fund, and inspeccions of the Cairo and New Delhi Field Offices.
We also followed up on our FY 2004 audit of police management, issued a report on indircct cost
rates and overcharges o che Library’s Advencure of the American Mind grant program, provided
negotiation support to the Nacional Library Service for the Blind and Physically Handicapped (NLS),
and conducred several invescigacions. Finally, we cestified before Congress regarding the FY 2007
Library budget, placing particular emphasis on our concerns ahout the costs of the Library’s proposed

logistics center at Fort Meade.

We are pleased that our reports, along with the concerted effort of NLS 1o implement our
recommendations, resulted in $3.7 million being pur to better use in FY 2006 and $15.7 million thar

will be put to better use in FY 2007,

In the next six months, we will report on in-progress reviews of the Library’s collections acquisition
program, budget preparation operations. human resources policies, conversion to the new generation
of digital ralking books, information technology issues, the Librarys FY 2005 fnancial statemeots
audits, follow-up on our 2004 audir of the urilization of reading rooms, reviews of conrracts, and other

[opics.

This was our first full semiannual period since Congress passed the Library of Cangress Inspector
General Act of 2005, conferring statucory standing to our office. A few growing pains later, we look
forward 1o a continued harmonious relationship with Library management, and appreciate the support

and cooperation extended ro our staff.

AR

Karl W, Schornagel

[nspecror General
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of the Library’s collections. This was the first such
review in the Geography and Map Division. The
Division’s collections include 5.000,000 maps,
70,000 adases, 17,000 digical files, 8,000 reference
works, and 500 globes.
approximately 70,000 hiems each year of which
abour 60,000 are added to the collecrions. The

primary purpose of the review was to establish a

The Division acquires

baseline for future verifications, which will include
testing half of the items selected for this review
and a new randomly selected group of items. This
methad, known as paneling, utilizes cluster samples

to assess individual collection items over time.

Qur sample of 150 items was selected from items
accessed by Library patrons over a recent three-
month period. All items were accounted for and
approximately 95 percent of the items were in
excellent or good condition. We identified some
weaknesses involving physical access conerols thar
make the geography and map collections somewhat

more susceptible to theft.

TRANSPORTATION SERVICES

Incegraced Support Services (1SS) manages the
Library’s vehicle flecr, providing shudle services
10 the Taylor Street and Landover Center Annexes,
driver services, loaner vehicles, and delivery of
goods from the Landover warehouse to the Library's
Capital Mill buildings. The fleer consists of 21
vehicles: four trucks, three buses, three cargo vans,
Most

vehicles are available to staff for official business, buc

four minivans, and seven passenger cars.

only personnel with a commercial vehicle driver’s
license can operate the larger buses and trucks. The
objectives of our audit were to assess the economy
and efficiency of the Library’s cransportation
services program, and determine compliance with

the Motor Carrier Safety Improvement Act of 1999,

The audit included an evaluation of acdvities for FY
2005. e found thar:

* Basic Information 1o Effectively Manage
Operations Is Lacking — 158 does not analyze
utilization of its Aeet of vehicles available for
employee use and for driver services. Some of its
vehicles were not used at all during our six-maonth
test period. Based on our analysis of available
information, the Library’s feet could be reduced
by six or seven vehicles, resulring in abour a 30
percent reduction in the size of the fleer and

saving at least $30,000 annually,

[SS provides shuttle service four times daily o
the annexes. Our analysis of the daily logs kept
by the shurtle drivers for the months of January
and March 2005 disclosed thar the Taylor Screet
shuutle carried no passengers on 77 percent of the
trips in January and 34 percent in March. The
Landover shuude carried no passengers on 78
percent of the wips in January and 66 percent
in March. Additional savings can be realized by
climinating any unnecessary shurde services. 15§
agreed with our recommendarions to develop
or acquire a system or process o analyze its

operations.

= Controls Are Needed Over the Commercial
Vehicle Drivers Program — The Library does
not require docurnentarion proving that its
commertcial vehicle drivers have valid licenses
and comply wich the Moror Carrier Safery
Improvement Act of 1999, During the audir,
15S developed a form to keep track of its drivers’
information, but it does not perform any
verifications of the accuracy of the informartion.
The Library could incur unnecessary and
significant  liability for drivers operating it
vehicles. 1SS agreed with our recommendation
o develop policies and procedures that include
certifying annually that commercial drivers

comply wich regulations.






FinancIaL SYSTEM CONVERSION
RECONCILIATION

On Qcrober 1, 2004, the Office of the Chief Financial
Officer (OCFQ) successfully jmplemented a new
financial management system. The replacerment of
the Library’s aging Federal Financial System with
the state-of-the-ant Momencurn Financial Systern
{(Momentum) was the culminaction of a three-year
cfforc by OCFO and its major project partners,
CGI-AMS (Momentum’s vendor) and the Library's
Information Technology Services (ITS). The Library’s
decision to replace its obsolete software broughe its
financial system backbone into the 21st cencury.
Momenwm is a fully integrated, web-based system
that greatly increases funcrionality, user-friendliness,

and assures long-rerm vendor support.

Major challenges in replacing any lepacy system
include ensuring uninrertupred  operations  and

OCFO’s

replacementeffortsinvolved chetransfer(“conversion”)

rhe seamless cransfer of historical data.

to Momentum of over one million accounting and
procurement transactions. The major risks inherent
in a system conversion include the loss of dara and
unintended dara changes. The implementation of a
new financial system with incomplere or inaccurate
data could significantly impair the Library’s abilicy to
operate, make decisions, and comply with laws and
regulations. [n order to make sure thar the converred
data was complete and accurate, OCFO conducted a
comprehensive reconciliation of the converted dara,
which served as the primary internal control to ensure

the accuracy and completeness of the conversion.

Using staristical sarrlpling rc.chniqllcs, our ollice
examined the accuracy and reliability of QCFO’s
reconciliarion and reviewed its compliance with the
documented conversion strategy. We concluded that
OCFO’s reconciliation was accurate and complied

with the strategy.

Janies Mapison Councit Funp
FINANCIAL STATEMENTS

The James Madisen Ceuncil is an advisery body of
public-spirited individuals who contribuce ideas,
expertise, and financial support o promote cthe
Library’s collections and programs. ‘The James
Madison Council Fund (Fund) was established in
1989 to encourage contributions not only for current
prograns, but for permanent endowments char will
impact the collections and prograrns in the future,
Gifts to the Fund toraled $1.6 million in FY 2005

and $149.1 million since 1990.

Under contract with the OIG, rhe accounting firm
of Kearney & Company audited the Fund’s FY 2005
financial sratements and issued s Independent
The audit included the Fund’s

statement of fAnancial position as of Seprember

Auditor’s Report.

30, 2005, and the relared statements of acrivities
and cash fAows. The auditors concluded thar the
financial statements were presented fairly in all
material respects, and in conformity with generally
accepred accounting principles. The auditors found
no material weaknesses in intecnal controls over
financial reporting. ‘The auditors did, however, find
one instance of noncompliance reportable under
Government Auditing Standards: rhe Fund was
not in compliance with cerrain safery conditions
specified under the Congressional Accountability
Act of 1995. "This instance of non-comipliance with
safety conditions, however, is the responsibility of
the Architect of the Capitol (AOC) and the Library
of Congress, which provide premises for the Fund’s
operations. The Library has remediated the vast
majoricy of the instances of non-compliance under
this Act chat are its responsibility; the remaining

instances are the responsibilicy of the AOC.






INVESTIGATIONS

During this reporting period, we opened 43 invesrigations and closed 30. We referred six cases o the
U.S. Actorney General for prosecurion, obrained one criminal conviction, 2nd recovered approximately
$2.200 in cash and property. We also forwarded four cases 1o the Library’s Human Resources Services

for administrative acrion. Case and Hotline activity are detailed below:

TasLE 1: InvesTicaTion Case ACTiviTy

Beginning ot period 3 / 1>
Opened 12 31 43
Closed 12 18 30
End S S 5 S
TaBiE 2: HoTtuNE AcTTviTY

Allegations received 13

Referred co management for action -
Opened as investigations

Closed with no action 10






A Library othcial reporied eight missing boxes of
photographs thar were shipped from a contracror’s
out-of-state storage facility o the Primis and
Photographs (P&P) Reading Room.

investigation by the OIG and the contractor

A joint

revealed thar the phorographs were delivered to
the wrong sire. The conrractor’s delivery secrvice
failed to communicate with the Library recipient
before leaving the boxes in a hallway. OIG Special
Agencs conducted a Library-wide search for the
missing photographs without suceess.  P&P
officials estimared the loss at abowm $50,000. The
OIG referred the matter to the Library’s Office of
General Counsel.

A Library Police Othcer notified the OIG thar an
employee had thrown Library books into a trash
bin. Qur investigation idenrified the employee
and disclosed that he had placed ac least 23 books,
valued ar $965, iuro a rrash bin after returning from
medical leave. The employee explained that he was
feeling overwhelmed with work when he threw the
books into the trash. We referred 1the matrer 1o
Library management for administracive aciion. A

final decision is pending.

A private party reported thar he found a book
marked with a Library of Congress stamp in the
artic of a house he had recently purchased. The
book, Hoyles Standard Games, published in 1926, is
valued ac abour $400-8500, and had been declared
missing in July 1983. 'The OIG rerurned rhe book
1o the Library. The previous homeowners could not

be located.

lhe Q14 initdated a collaborarive effort with rthe
Library’s Personnel Security Officer, Congressional
Research Service (CRS) officials, and the Federal

Bureau of Investigation to present a security briefing
for CRS employees holding security clearances. We
encouraged this efforc afrer learning thar rwo CRS
employees had provided a CRS repori 1o a foreign
embassy official wirhout management’s permission
and had questionable social contact with the

official.

The OIG routinely monitors Internet auctions and
similar sites for sales of Library property, including
collections material.  During the reporting period,
we identified several talking book playback machines
for sale thar were issued ro participants in a program
sponsored by the Librarys National Library Service
for the Blind and Physically Handicapped (NLS).
In these cases we instructed the sellers to remove the

items from auction and return them o NLS.






ForLLow-Upr oN Prior PERIOD RECOMMENDATIONS

Effecting positive management change in Library
programs and acrivities requires a four-phase
approach: (1) identifying areas that could benehie
from OIG reviews, then planning audis, (2)
conducting audits and reporcing the results, (3)
obraining agreement from Library managers to
rake acrion to resolve recornmendations, and (4)
following up ro determine that implementarion
has occurred.  Significant recommendations from
previous semiannual reports on which correcrive
action has not been completed are conrained in

Table 3 an page 16.

We conducred three reviews this period o follow up

on audits reported in prior semiannual reporrs:

ManNaGeMENT oF EEO ProGRAM
NEEDS STRENGTHENING

The Library's Workforce Diversity Direcror, who
oversees the Library’s EEQ program, implemented
all of our recommendations except one. The
Directors implementations resulted  in  cthe
following corrective actions: the Cqual Employment
Opportunity Complaints Office received reporting
independence, acquired an auromared tacking
system, and EEQ) counselors and investigators now
receive a minimum of eight hours of professional

rraining annually.

The only unimplemented recommendatdion is to
revise the Library of Congress Regulation (LCR)
2010-3.1, Resolution of Problems, Complaines, and
Charges of Discrimination in Library Employment
and Staff Relations under the Fqual Employment
Opportunity Program.  The Director revised the
LCR, buc it has not been formally approved for
The revision mirrors 29 CIFR

§ 1614, {the Equal Employment Opportunicy

implementation.

Commission’s equivalent regulations}, and aligns
the Library’s EEO process with that of other federal
When implemented, LCR 2010-3.1

will resule in the following alignment changes:

agencies.

the complainanc’s right to che alcernarive dispuce
resolution process will not be resuicted to the
informal counseling stage, the timeframes and
procedures for filing complaints will be in calendar
days insread of work days, and disciplinary action
will be recommended if employees fail co fully

cooperare in the EEO process.

We will continue our follow-up when LCR 2010-
3.1 is approved.

ManAGEMENT OF DRC PrOGRAM
NEEDS STRENGTHENING

The Librarys “Workforce Direcror,

who oversees the Librarys Dispute Resolution
(DRC),

recommendartions, institrured an alrernarive to one

Diversiry

Center implemented most  of our
recommendation, and provided partial corrective
action 1o the remaining recommendarion. The
Director implemented an auromated tracking
system (REMEDY) for disputes, and developed
written standard operating procedures and policy
for a cencralized hling system. As an alcernarive o
our recommendarion that DRC conveners ennducr
a Library-wide dispute resolution training program,
an online course was madc available to all sraff. We

believe this action addresses our recormmendarion

in a cost-cffecrive manner.

Corrective action 1o revise the Librarys LCR
2020-7, Policy and Procedures for Using the
Alternative Dispute Resolution Process to Resolve
Dispures, is underway. The Director amended

the regulation’y language o advise managers chat






and rumors as to how the merger may transpire
are negatively affecting police morale.  This
uncertaingy abour the fucure of the Library Police
is disillusioning a number of Police management
officials and officers, and fostering an armosphere of

anxiety and distrust,

MoMENTUM FINANCIAL SYSTEM
CERTIFICATION & ACCREDITATION

Information system Certificarion and Accreditation
(C8cA) is the process of designing, resting, and
evaluating security lor informarion systems. The
Library implemented its new Anancial management
system (Momentum) ar rhe beginning of FY 2005.
Library maoagement designared Momentum  as
the frst system to undergo the C&A process. We

audired cthis process.

Our audit found defciencies in the Momenrum
CécA. These deficiencies included:

* Jack of independence of the certification agent,

* implementation of the system prior o C&A

complecion,

+ failure to completely test and documenc the
C&A, and

* implemencation of the system withour a quality
review of the C8eA.

Management responded to the recommendations
by taking correcrive action, including alternative
actions when it was unable to implement our
recommendarions due to resource limitations. The
actions raken by managemenr as a result of our
audit improved noc only the C&A bur also overall

computer security at the Libeary.












INSTANCES WHERE INFORMATION OR ASSISTANCE
ReEQUESTS WERE REFUSED

There were no instances during the period concerning the Library's unreasonable refusal to provide

informarion or assistance, or any other refusal from a Federal, State, or local government agency.

Funps QUESTIONED OR PuT 1O BETTER USE

TaBLE 4:

Aupits wviTH RECOMMENDATIONS FOR BETTER USEs oF FUNDS

..tor which no management decision was made by the starc of the period. -

..issued during the period.

. for which 1em

Subrotal -

vas made during the reporting period:

Value of reccom.....__ . _greed to by management.

Value of recommendartions not agreed to by management.

..for which no managemenc decision was made by che end of the reporting period. -

..for which no management decision was made within six months of issuance. -

ExpLaNaTORY NOTES

(A} We issued an audit report in March 2006,
Increased Management Atrention to Transportation
Services Can Result in Savings, Audit Repore No.
2005-PA-101 (sec page four), which found rhar the
Library leascs ar least six automobiles that it doesn’t
need. These vehicles cost the Library approximarely
$30,000 annually.

(B} We followed up on our August 2003 audit of
cagsetie playback machines ar the National Library

Service for the Blind and Physically Handicapped

(NLS} titled Economies Are Available in Managing
NLS Cusserre Playback Machine Inventory, Audit
Report No. 2001-PA-101,
recommended that NLS:

In summary, we

(1) perform a structured requirements analysis of
playback machine supply and demand prior to the
FY 2003 contract award, and use successive annual
analyses as input for derermining new achine
purchase quanticies, and (2) increase the casserce
machine repair contract to accemmodare reductions

in new machine purchases.

b4 m



MaNAGEMENT DECISION

NLS hired a contractor to conduce an independent study of supply, demand, and a machine repair strategy.
NLS adopred the contractor’s recommendations and is now buying fewer machines: 8,000 fewer in 2006
and none in 2007 {which represents a reduction of 50,000 machines). Further, we provided cost analysis
and negotiation strategy support that resulted in a reduction of about $30 in cose per unit for FY 2006. Nox
shown in the potential savings is the increased furure cost of repairs, which cannor be accurarely caleulated

ac this time. We caleulaced the cost savings as follows;

.- Ol assistance to NLS with price negotiations. $1.2m -

...reductions in purchase quantitics. $2.4m $15.7 m

Total $3.6m $157 m



TanLE 5: Avpits wiTH QuresTionen CosTS

...for which no management decision was made
by the starc of the period.

...issued during the period.

Subtotal

...for which a management decision was made
during the reporting period:

Value of recommendations agreed 1o
by management.

Value of recommendations not
agreed o by management,

...for which no management decision was made
£
by the end of the reporting period.

...for which no management decision was made
within six menrhs of issuance.

ExrranaTory NOTE

$102 k

$102

$102k

The $102,000 represencs the approximate amount of disallowed indirecr costs charged by the Education

and Research Consortium of Wesiern North Caralina, [nc. ro the Library’s "Advenwure of the American

Mind™ and “Norch Carolina Telecommunications Project” grants in FY 2002 through FY 2004. See

page 22 for a descriprion of this project.



STATUS OF RECOMMENDATIONS WITHOUT
MANAGEMENT DECISIONS

During the reporting period there were no recommendations more than six months old without

management decisions.

S1GNIFICANT REVISED MANAGEMENT DECISIONS

During the repnrting period there were no significant revised managemenr decisions.

S1GNIFICANT MANAGEMENT DECISIONS WITH WHICH
OIG DiISAGREES

During the reporting period there were no significant disagrecments with management abour decisions

on OGIG recommendations.

ONG



(OTHER ACTIVITIES

EnucamioN aND RESearRCH CONSORTIUM OF
WesTERN NorTH CAROLINA, INC. (ERC)

In FY 2000 and FY 2002, the Library awarded che
“Adventure of the Armerican Mind” (AAM) and
the “North Carolina Telecommunications Project”
(Telecom) grants o ERC. Both awards incorporate
Office of Management and Budger Circular A-133
requirements. These requirements, among others,
mandate that an endiry’s Federal cognizant agency
is responsible for negotiating and approving its
indirect races. As the cognizant agency, the Library
is responsible for approving indirect rates on behalf

of all federal agencics providing funding to ERC.

We evaluaced ERC's indirect rates for FY 2002
through FY 2004. During a prior audit, we found
that ERC incorrectly charged all indirece costs to
the AAM grane because in these years it lacked a
method to allocate indirect costs. We recommended
that ERC develop a rate to allocate indirect costs
to the various ERC administered federal awards.
including the Library’s awards. We utilized ERC’s
newly determined indirect rates to calculate char
it had previcusly overcharged the AAM grant by
$101,747 and asked for a refund of this amount.
The ERC Director and the Library agreed.

InsrECTION OF THE CATRQ FIELD OFFICE

We performed am inspection of the Library’s Cairo,
Egypr, Field Office.

The Field Office is a part of the Library’s Cooperative
Acquisitions Program (CAP) and collects materials

in several African and Middle Eastern nations.

The office s housed in the American Embassy in
Cairo and receives logistical support from the State

Department.

Our objectives were 1o determine if key internal
controls were in place and operating. The purpose
of the inspection was to support the CAP’s Anancial

statements audir.

As a whole, we found the key internal controls we
rested to be operating. We nored chree reporrable

control weaknesses:

* The Field Office sends blank "Purchase Orders”
o its vendors. We recommended that the Field
The Field Direcror

agreed with our recommendation.

Ofhce cease this practice.

* 'The Field Office did not reconcile or review
certain payroll information. We recommended
that the office regularly reconcile and review this
information. The Field Direcror agreed with our

recommendation.

* We found a shorrage in the Field Office’s perry
cash fund, and also found thatic was denominared
in two currencies, making it difficult re accurartely
value che fund. We recommended rhac the fund
be redenominated, subject o the practices of the
State Department, which conurois logistical issues
such as this, The field director initially agreed
to our recommendation, but upon consuleation
with the State Department, found thar it would
be conerary ro standard pracrice. We agreed o
withdraw our tecommendation subjecr to cerrain

conditions,



InsPECTION OF THE NEwW DELHI
FieLo OevicE

We performed an inspection of the Library’s New
Delhi, India, Field Office.

The Field Office is a part of the Library’s Cooperative
Acquisitions Program {CAP) and colleers marerials

The office is housed in

the American Center in New Delhi and receives

in several Asian nartions.
logistical support trom the State Department.

Our objectives were o determine if key incernal
controls were in place and operating.  The final
putpose of cthe inspection was to support the CAPs

financial statements audic.

As a whole, we found the key internal conrrols we
tested o be operating. We noted three reporrable

control weaknesses:

» The Tield Office was allowing certain key
employees to share compurer passwords. We
recommended that software be insralled on both
of these employees’ computers and char password
sharing be stopped. The Field Direcror agreed

with our recommendarion.

* The Fieid Office did not reconcile or review cerrain
payroll information. We rccommended thar the
Field Office periodically reconcile and review this
informarion. The Field Director agreed with our

recommendation.

+ We found thar potential for fraud existed in che
shipping department. We recommended that the
Field Office change cerrain practices, which would
reduce or eliminate the potential for fraud. The

Field Dirceror agreed wich our recommendation.

CoMPUTER SECURITY COORDINATION
Grour PARTICIPATION

The OIG serves as an advisor to the Computer
(CSCG).

management

Group
Library

Security  Coordination
The CS5CG  provides
with  recommendations and  oversight  on

computer  security  relating o rtechnical,

personnel,  administrative, enviranmenral, and
telecommunications issues. In FY 2006, the CSCG
reviewed and made recommendations on the
following: (1) the CSCG Charrer, (2) three revised
security directives, (3} compurer security policy, (4)
the I'l" security program, (3) the I'T Securiry Program
Strawegic Plan, and (6) the Library’s IT Security
Plan. We also provided comments on the revised
I'l" Security On-Line Awareness ‘Iraining program.
In November 2005, the Library appoinced a Chief
IT Security Officer. The OIG is encoutaged that
further security initiatives are planned to enhance

the security and controls of the Library.

Hf












