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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 54025
10 September 2008

This is the final response to your Freedom of Information Act (FOIA)
request dated 27 October 2007 for “ - The letter of request; - The letter of
response, - The contents of the administrative tracking file (notes, memos,
email, letters, etc., etc.), and also - The first 200 pages of any records provided
for each of the following eight (8) FOIA request cases at the NSA: 51864 51897
51978 51982 52003 52440 52467 52565.” A copy of your request is
enclosed. Your request has been processed under the FOIA and some of the
documents you requested are enclosed. Certain information, however, has
been deleted from the enclosures.

Some of the information deleted from the documents was found to be
currently and properly classified in accordance with Executive Order 12958, as
amended. This information meets the criteria for classification as set forth in
Subparagraph (c) of Section 1.4 and remains classified TOP SECRET and
SECRET as provided in Section 1.2 of the Executive Order. The information is
classified because its disclosure could reasonably be expected to cause
exceptionally grave or serious damage to the national security.

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in these documents. Accordingly, those portions are exempt
from disclosure pursuant to the third exemption of the FOIA which provides for
the withholding of information specifically protected from disclosure by statute.
The specific statutes applicable in this case are Title 18 U.S. Code 798; Title 50
U.S. Code 403-1(i); and Section 6, Public Law 86-36 (50 U.S. Code 402 note).

Commercial and financial information that is privileged or otherwise
confidential has also been deleted from the enclosures, pursuant to the fourth
exemption of the FOIA.

Also, some of the information has been deleted from the enclosures
pursuant to the fifth exemption of the FOIA. This exemption applies to inter-
agency or intra-agency memoranda or letters which would not be available by
law to a party in litigation with the agency, protecting information that is



FOIA Case: 54025

no.rr‘nally privileged in the civil discovery context, such as attorney-client
privileged information.

Additionally, personal information regarding an individual has been
deleted from the enclosures in accordance with 5 U.S.C. 552 (b)(6). This
exemption protects from disclosure information that would constitute a
clearly unwarranted invasion of personal privacy. In balancing the public
interest for the information you request against the privacy interests involved,
we have determined that the privacy interests sufficiently satisfy the
requirements for the application of the (b)(6) exemption.

Since these deletions may be construed as a partial denial of your
request, you are hereby advised of this Agency’s appeal procedures. Any
person denied access to information may file an appeal to the NSA/CSS
Freedom of Information Act Appeal Authority. The appeal must be postmarked
no later than 60 calendar days from the date of the initial denial letter. The
appeal shall be in writing addressed to the NSA/CSS FOIA Appeal Authority
(DJP4), National Security Agency, 9800 Savage Road STE 6248, Fort George G.
Meade, MD 20755-6248. The appeal shall reference the initial denial of access
and shall contain, in sufficient detail and particularity, the grounds upon
which the requester believes release of the information is required. The
NSA/CSS Appeal Authority will endeavor to respond to the appeal within 20
working days after receipt, absent any unusual circumstances.

Sincerely,

(fun . Atie

RHEA D. SIERS
Deputy Associate Director for Policy

Encls:
a/s



NATIONAL SECURITY AGENCY ADMINISTRATIVE
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DOCID: 3419018

ML

Verne Kopytoff
San Francisco Chronicle
901 Mission St.
San Francisco, Ca. 94103
(415) 777-6004 .
e-mail: vkopytoff@sfchronicle.com

National Security Agency Nov. 3, 2006
Attn: FOIA/PA Office (DC34) :

9800 Savage Road, Suite 6248

Ft. George G. Meade, MD 20755-6248

Dear Coordinator,

I’d like to make a Freedom of Information Act request for all documents relatéd
to Google, the Internet search engine based in Mountain View, Calif. The period of my
request is from Jan. 1, 2003 to the present.

~ The search should include - but not be limited to — documents (contracts,
specifications, etc.) and correspondence (by e-mail, fax and postal service) related to
Google as a vendor, adviser or consultant to the National Security Agency.

Documents should include those generated by the National Security Agency and
those by Google.

I’m willing to pay all necessary processing fees. However, I may be eligible for a
waiver for some or all of the costs based on my job as a journalist.

If you have any questions, please contact me.

Thank You,

. Verne Kopytoff
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=7 (b) (3)-P.L. 86-36

From: P

Sent: : 13, 20066:28 AM

To: (CIV-NSA) DC34

Subject: . (U) Corporate REMEDY - HD0000000373615 - Resolved

Classification: UNCLASSIFIED//FOR USE ONLY

HD0000000373615 has been resolved and will be automatically closed on 11/20/06 11:48:17 if
You do not close or reopen it before then through URL:
http://itsc.ecrc.emssc. 1tis nsa/servicereqg.htm

Solution Summary ’ : (U) Media S8tatus
Solution Description : (U//j)ao‘r Yes. Verne Kopytoff 1; ligted as an internet
reporter on the Business Desk for the S.F. Chronicle.

Source: News Media Yellow Book 2006 p. 238

We'd really like to hear how we're doing - please take
a moment to fill out our new online feedback form!
http://libraries.do.nsa/MLIB_customerfeedbackl.html

Description : (U//BOUYOY Please verify the media status of Verne Kopytoff

of the San Francisco Chronicle. Thanks!

Summary : ' ‘ .

Assigned To Individuals+ e T T T T b) (3) P L. 86-36
Assigned To Group+ : 8ID_Information S8vcs e :

Assign Time 11/13/06 11:40:42 Pt

Resolved Time 11/13/06 11:48:17 e

—

Create Time

Orig Submitter

Qo8

Case Category - Type ~ Item
Main Information Requests

classification s uucmssxnm//w ONLY

11/13/06 11 :39:317

8ilver
Corporate Appl:.cat:.ons/Services | Information Services |
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CIV-NSA)DC34 T T TTITIEEZ 2 () (3)-BL L. 86-36

-

From: (61%!‘7355!&51 /,../--'/"':.:'"/“ /"/
Sent; Monday, NﬁvTTlgem 27,2006 1:53PM_—~

To: AL -DC34 . //
Cc: CIV-NSA)DA31
Subject: : ON- CASE #51887 yd

e

Betty — please see the tespoﬁse below from

;;; ;rogram Manager

977-7864/Sab 4/S4220
Ste 6623 .

----Original Messane-----
From: CIV-NSA)DA32
Sent: ber 27, 2006 1:50 PM
To: CIV-NSA)DA31
Subject: . ON - FOIA CASE #51897

A ' N\
Classification: UNCLASSIFIED//FOR OF L USE ONLY

It would be seem to be similar in that there are several levels of service, at various prices, and the buyer chooses which
level of customer support he requires...seems from the documents that "Siiver” is the standard level of service offered by
GOOGLE.

Randy

——

Classification: UNCLASSIFIED/IFOR QEFICTAL USE ONLY
' .S N,
Randy -- the FOIA office wants to know if "silver" sérvice is similar to what we have here with EA and the
three tiers AN =,
or service levels or does it mean something else? \"\:\..\ \\‘-‘:\\
o NN AN

m Manager. _ NN \\:\
977-7864/Sab 4/54229 el RN
Ste 6623 e AN

: — N\
' T NN

-----Original Message----- . AN
From: S _" o ‘:‘"\*-»-\,,,\ 'Ez;‘»,

e .?AM S —— RO — T (b ) ( 3 ) -P.L. 8 6— 3 6
Yo CNSA)DA3!l ‘
. < “FOIA #51897

Classification: UNCLASSIFIED//FOR AL USE ONLY

Betty -- see-the reply below




DOCID:

[;mgogram Manager : e

977-7864/Sab 4/S4229
Ste 6623

1 contract 03C1398

3419018

e
Contract Value:  $2,077,952 ; ; -
Period of Performance ended 3 December 2005 _ j o
Service Purchased: Search Appliances R
*Silver” Support v o 2
P
i /"'/ s
From — TV-NSAYDASL
Sent: %/5. AM
ro- CIV-NSA)DA32

I
Subjects FW: (U5 QUESTION - Fowmse #51897 -
Classification: UNCLASS|F|ED”FOR O L USE ONLY
e
Randy -- can y/m{ look thisup for me in the data warehouse? Thanks

S ———

977-7864/Sab 4/S4229
Ste 6623

Classification: UNCLASSIFIED//FOR O , ,_JJS'E/ONLY
Jody, /./"' V

ce < i P
Subject: {U) QUESTION - FOIA CASE #51897 -

7 (b)(3)-P.L. 86-36

== (b)(3)-P.L. 86-36

Between 1 January 2003 to present, does NSA’ have any contracts, specifications, etc. related to GOOGLE

(search engine based in Mountain Viey,Californla) as a vendor, adviser or consultant?

Thanks! e

(UWIF/
FOIA Case Officer, DC34

Ops2B - 2B8118 - STEG248
963-5827/301-688-6527

Classlfication: UNCLASSIFIED//FOR OFFICI LY
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UNCLASSIFIED//FOR CIAL USE ONLY

FOIA Case: 51897

‘When responding, please complete ALL applicable blanks below.

1. NO RECORDS/NO SEARCH:

— l'reasonably believe that my organization does not have records in
our office files or in the Records Center that are responsive to the request.
Therefore, I have not conducted a seéarch and am not providing a search
estimate. o

2. SEARCH/NO RECORDS FOUND (cost under $28): .

__X__ No responsive records were found in our files or in the Records
Center, and our search cost was under $25.00. PLEASE COMPLETE

DD FORM 2086.

3. SEARCH/RECORDS FOUND (cost under $25):

__ Responsive records are attached. The search cost was under $25.00.
PLEASFE COMPLETE DD FORM 2086.

4. MUST SEARCH TO DETERMINE IF RESPONSIVE RECORDS EXIST:
— A search is required to determine if any responsive records exist. My
search costs are estimated on pages 2-3. (Note: if your search cost

estimate exceeds $25.00, DO NOT SEARCH for the information at this
time). -

W)/ /ExG0)___ 977-7a32, DA32.____ (D)(3)-P.L. 86-36

UNCLASSIFIED//FOR OFE
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| UNCLASSIFIED//FOR (o) AL USE ONLY

FOIA Case: 51897

:. ESTIMATED SEARCH AND/OR REVIEW COSTS

a. (U) List the various organizational elements which contributed to your
evaluation:

b. (U) Briefly describe the types of records that may be responsive (e.g.,
correspondence, intelligence reports, etc. ]

| c. (U) Indicate the NUMBER OF FILES which would have to be searched
for each category of file listed below [e.g., 2 file drawers and 1 safe):

1 flle drawers flle cabinets

— large flippers safes
desk drawers shinn boxes
small flippers

d. (U) Tell us the accessibility of the responsive flles:

1___ Files are centrally located

'Files must be recalled from storage

Files are contained in readily accessible folders

Files are scattered throughout several folders, drawers,
cabinets, and would require a page-by-page search for
proper retrieval

____ Files are located in various offices

—_ Files are organized chronologxca]ly rather than by subject

matter

/]

e. (U) Other unique conditions that may affect the processing of this
i request:

UNCLASSIFIED//FOR OFI USE ONLY

e
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UNCLASSIFIED//FOR OF USE ONLY

FOIA Case: 51897

f. (U) Machine files to be searched:
Databases, e-malils and the NSA Web. Briefly describe the

' system:

. (NOTE: Please do mot search or
i provlde a search estimate for Anchory files as S1213 (Anchory) is the
office responsible for conducting those searches/estimates.)

g. (U} Estimate the number of hours that you believe are required to
conduct a reasonable search.

: : Hours of Hourly
Grade Search Rate _ TOTAL
—___E9/GS8&below x  $20.00 =
__1_01-06/GS9-15 _.5___ x $44.00 = 22
____07/SCE/SLE/SLP x §75.00 =
h. (U) If a contract, was.it competitive? ___YES or _NO
| TOTAL COST OF ESTIMATE IS: $22

UNCLASSIFIED//FOR OF SE ONLY

e
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:::?/;E(b)@)-P.L. 86-36

72

/s

CIV-NSA) D4 .
From: | t(c NIﬂQKr“’CA)XSS — V/" 7, /R
Sent: ] nesday, March 28, 2007 8:34 AM S / y 3
To: — ~
Cc: - P /v !
Subject: ~(OYFOA 7 — = 7 !
© T2 i [
e /i /
Classification: UNCLASSIFIED/FOROF A/ /
/i /
o o ) Vo /ayi i
Yes I will mail the copies dvvgr/qglym y 7 Wi |
T e /oy |
P P Y/ /
el /2y I
ayd /
Chief, DA3S, IT Enterprise Contracting Office o ey !
992-4907, 301 688-9628 o Ve /
fax unclassified 301 688-9705 v Vv /4 i
NBP-1 Suite 6652 s V4 /i /
s v/ Yav/i /
-----Original pooe s Va4 Y/ f
r::: e - "~ Fnsa)pasz Vv v/ I
Sent: nesday, March 28, 2007 7:33 AM '
To: {CIv-NSA)  DA35 // // / //// /'/
Subject:  FW: (U) FOIA CASE #51897 a4 ay .
s Vi /
Classification: UNCLASSIFIED/IFO IALUSE ONLY /
: /4 !
Is this in your area...I'm having a brain faft” /,/ ,/' Vi /
iz v/ !
Rang\(‘ ' Vv Y /4 /
----- rigina zzzzo / /// |
;:::::- CIVfﬁ)Dﬁl // /// /
To: 7 DVNSADA32 /7 f
Cc: / (CTV-NSA)DA31 / // / |
Subject: 7 / //. f _ . l
FICIAL USE ONLY /

Classmcatlon UNC}ASSIFIED//FO

Called me aboyt the;e,mlssmg pages today -- can you tell me, what the status is?

V4 /
) a4
fogram Manager / // /
977-7864/Sab 4/S4229 ;o y ; /
Ste 6623
Yo
-----Original Message----- :'/ // /
From: -NSA)DABI
Sent: T 76 AM
To: [ —J{CIV-NSA)DA32
Cc: [ / kc1v-NSA)DA31
Subject: FW: (U) Foyx CASE #51897
Classmcatlom UNCLASSIFIED//IFO IAL USE ONLY

in FOIA?

Randy -- can you give me copies of the missing pages. to send to
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MACRO Program Manager
977-7864/Sab 4/54229
Ste 6623

From: LNSA} — D34 —— — — S ———
Sent: OLAM e T T

To: CIV-NSAYDA3L . . —— — 7

Cc: | EGWNSA‘)’DM
Subject: 7

Classification: UNCLASSIFIED/FOR IAL USE ONLY/ e

Hi Jody, ’ o

(b)(3) -P.L. 86-36

Randy provided me with copies of contract MDAG04-03-C- 1396 1h€m|ssmg pages pre )l;;tgd below. Please provide
them fo me. Thanks! S // /
/
s
A document was faxed on 13 Apr 04. {t looks like it’ s two pages | have-/th/e covér sh{a

A document was faxed on 4 Aug 03, It looks I}P/( s 19 pages. | pave the céver z{h/eel/
/ / / /
The ORDER FORM: Google Search Applvance /."/_ ,/ VA
Faxed 1 Aug 03 - missing page 1 -~ o Va4 Vi
Faxed 6 Apr 04 - missing pages/1‘13 S 7/ / /

o — v
s / / / /
o Caii._,' zlf?ert TES248 /"'/ v Y
'963 5827/3 1-688-6527 7 / / ’,/
kcwﬂw/ sac/n
Classification: Y (;flv-NSA) S3C1]
UNCLASSIFIERIIFOR

= ONLY

. 7 /" UNCLASSIFIED/FOR TAL USE
NLY ,/ .
lassification:| J*’/UNCLASSIFIEDIIFOR CIAL USE

ONLY |
Classification: UNCLASSIFIED//FOR OE L USE ONLY
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ICMNSM ...... D J e e e i —

‘ " — —— s
. From: NSA) DA322 AA,..,/--/{, e ; ;7//, 4
Sent: 71 56PM~ T e =T /

Ce: nms;\ DA31 ~ T(CIV-NSA) 53
Subject: 'RE‘(UTFO'ITCISEKTEJ'? ) _/--/ 4 /9/“ ? '

Ve
- s
P )
Classification: UNCLASSIFIED//FOR O USE ONLY S
7 e i
This contract is in my oid office, DA353... e LS T
Andy, can you help them on this? P /,«/ s
Thanks, 7 s /v
7 e
Mark P - VA
P e /A
(UL T : e a7y
Contracting Off - /I
ontracting Officer : 2
Ch/DA322, SAB1 Room S1CE20 e S
Suite 6604 - / ST

% 966-8321 N 301-688-7292 e -/ s /
- mm o Vs VA

e / ST

e vl /// / /

St e I
Sent; A 2007 8:11 AM Z si4y4 /
Yo: |/ i
Yo (av-NS/A)DIGl
Subject: : / S '

S/ Vi / : /
Classification: UNCLASSIFlEDIIFOR/OFFIC NLY
% /
Mark, / v 7/
Please provide a response /y 3 May 2007 - frér{ks' ,-/
I rd 1/
FOIA Case Officer, / / / /
Ops28 - 2B8118 - STE624% / / / /
963-5827/301-688-6527 Yy ' /
et . Va4 /
From: %aﬁ n6a) OM /
Sent: _Friday, A 07 9/58 AM /
To: ‘NSA) " DA3Z2
Cc CIV-NSA} DM /’
Subject: #51897
Classification: UNCLASSIFIEDIIFOR ,osacm/use ONLY
Hello Mark, | / '

| have a question about contract ‘ADA9040301396'

is the "search appliances” that‘the conltract is speaking about tho Google search technology (i.e., Software) that
we have on our INTERNAL mpulers here al NSA?

Thanks! -‘
(U Q&OI |
FOIA Case Officer,



DOCID: 3419018

Ops2B - 288118 - STER248
963-5827/301-688-6527

Classification: UNCLASSIFIED//FOR O AL USE ONLY



DOCID: 3419018

CIV-NSA) —DJ4. -~ R 7(b)(3)-P.L. 86-36

From: | (CIV-NBA) DA3ss—— ——— /;
Sent: 007 325PM T Y g
To: A) _Dda~ ] |
Cc: IV-NSA)DA31; < L 1 (EIN-NSA)X131
Subject: RE: (U) FOIA CASE #51897 —— vaml
~ P s /1
' - proavs Y/
Classification: UNCLASSIFIED//FOR | USE Opl;Y// VA
e P VA
Betty, - e / A /A
Under contract H98230-03-C-1396 the "search apphances" that )he c6njract s}ates tpa };oogle §9arch technology (i.e.,
Software) is not on our INTERNAL oompute;sﬁere atNsA. - .
ST i /]
If you have any questions or need addltronal mformationzpleaée e‘fnall| / s ’ land me.
777 7
Thanks, ‘/"'/ e / ,/' Y / /
Andy prd e /,./ A / YAy /
e P 7 / '/ '/ /
| A s YAy /
DA353 A / ;s /
992-4948 e e /
—Originol Message. - / / /S /
From: av-usA) DA322 / Yy /
Sent: 7'1:56 PM a VA /
To: = crv-ns» D34 . —/ /
= av~u5A)oA3y|V |‘(qv-N5A) DA353 /:‘
Subject: RE: ,
Classification: UNCLASSIFIED/IFOR ,Qeaemjo" om.v
. This contract is in my old office, DA353 ,/ / :./
Andy, can you help them on this? / / / /
Thanks, / 7/ / /
/ / / /
( - / / / /
ntracting Officer / n/ /
ChDAJ22, SAB1 Room S1CE20 / o/ . /
~ Sulte 6604 / Y j
7 o66-8321 ™ 301.688-7202  / S /
/ / /
' /
/
/
4‘/ ’
/
v CIV-NSA)DA31
Classification: UNCLASSIFIEDII/B,OFHCIKL’USE ONLY

Mark, . _ /

Please provide a response/:éy 3 May 2007. Thanks!
(UrE@do "




DOCID: 3419018

FOIA Case Officer, DJ41
Ops2B - 2B8118 - STE6248
963-5827/301-668-6527

—--Original - S e
From: Nsay DT T T T =T 7 (b)(3)-P.L. 86-36
2007 9:58AM . —— T : P
To: V-NSA). - —DA32Z -
Ca (CIV-NSA) D4 P
: {U) FOIA CASE #51897 o

Classification: UNCLASSIFIED//FOR IAJ.U§E ONLY
Heilo Mark, 7

| have a question about contract MDA90403C139/B

is the "search appliances” that the oontracl is speaking about ghe Google search technology (i.e., Software)
that we have on our INTERNAL oomputers here at NSA?

Thanksl! e
et |
FOIA Case Officer, DJ41
Ops28 - 288118 - STE6248
963-5827/301-688-6527

Classification: UNCLASSIFIED//FOR “USE ONLY



DOCID: 3419018

Page 1 of 1
[ e e :::j:’i’7 3)-P.1. 86-36
_letv-Nsa)DJs P
From: Stupar, Marianne G (CIV-NSA) DJ4 / e -
Sent: Wednesday, June 06, 2007 2:28 PM ™~
To: | keIV-NSA) D4

Subject:  (U) Phone Message
Signed By: mgstupa@nsa.ic.gov

importance: High :
Classification: UNCLASSIFIED/FOR s USE ONLY

Betty,
Shana Stanton called today about this case. Cole took the message and sent it to me by mistake, but it
relates to your Google contract case. Her phone number is 650-253-1037

(V) Marianne

Mariagnne &. Stupar
DJ41

Freedom of Information Act/Privacy Act Office
Ops 288118, Suite 6248 mgstupa®nsa

963-5827s, 301-688-6527 (V)
Classification: UNCLASSIFIED//FO! AL USE ONLY

6/7/2007



DOCID: 3419018 ‘
Page 1 of 1

) i T T T T () (3) -PL L. 86-36
(CIV-NSA) DJ4 » P
From: Stupar, Marianne G (CIV-NSA) DJ4 T -
Sent: Wednesday, June 06, 2007 248PM
To: [ ~ [(cIv-NsA) Dus

Subject: (U) Google case - again

Signed By: mgstupa@nsa.ic.gov

Classification: UNCLASSIFIED/FO AL USE ONLY

Betty, : o

That Shana Stanton called back and I spoke with her. She was just checking
to see if she had all the right pages and all in the right order. So I don't believe
you'll need to call her back. She said she'd be faxing it and then express mailing

" the hard copies.

(V) Marianne

Marionne 6. Stupar

DJ41

Freedom of Information Act/Privacy Act Office
Ops 288118, Suite 6248 mgstupa@®nsa

963-5827s, 301-688-6527 (V) .
Classification: UNCLASSIFIED//FOR OF SE ONLY

6/7/2007



DOCID: 3419018
Page 1 of 1

T T =7 (b) (3)-P.L. 86~36

‘_ GW-NSATUJI—_#‘_ o P

From: Stupar, Marianne G (CIV-NSA) DJ4 e

Sent: Thursday, June 07, 2007 9:05 AM—

To: | I(CTV&SA) DJ4 :

Subject: (U) Google oontrac( case .

Signed By: mgstupa@nsa.ic.gov

Classification: UNCLASSIFIED//FO CIAL USE ONLY

Betty,
the CPC just called. Shana Stanton's b4 justifications were faxed to the CPC but only 15 of 33 pages

came in. Can you please contact her to send the package again? Judy from CPC is sending the docs over in
the red bog to you. '

thanks

V) Marianne

Marianne 6, Stupar

DJ41

Freedom of Information Act/Privacy Act Office
Ops 288118, Suite 6248 mgstupa@nsa
963-5827s, 301-688-6527 (V)

Classification: UNCLASSIFIED/FOR Q L USE ONLY

6/7/2007
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001/033

Google

FACSIMILE TRANSMITTAL SHEET

—

> TO: MARIANNE STUPER ' FROM: SHANA STANTON
COMPANY; DATE: JUNE ¢, 2007
National Secutity Agency
FOIA Office (DJ4)
FAX NUMBER: NUMBER OF PAGES INCLUDING COVER:
443-479.3612 - - »n

PERONE NUMBER:

RE: FOIA CASE 51997

———————E

OurceNt DOrormzview [JrcEasx coMmENT ClriassRerey [ rLEASE RECYCLE

T ——
NOTES/COMMENTS:

_M
Ndncp;mmuﬁmmmwmmmmmm If you
have received it in error, plunmﬁ!yhmdcbymhyhoqemdmedmdydmyh
document and any attachments without copying or disclosing the contents. Thank you.

IF THERE ARE ANY mons REGARDING DELIVERY OF THIS FAX, PLEASE CONTACT:



DOGLBsy 20841 30 1.8

@002/033

Google inc Main 650 253.0000

1600 Amphithestrs Parkway ' Google Fax 650 253.0001
Mountain View, CA 94043 i www.google.com
DD: (650) 253-1037

June 6, 2007

VIA FAX & FEDERAL EXPRESS
FAX: 443-479-3612

National Security Agency

FOIA Office (DJ4)

9800 Savage Road Suite 6248

Ft. George G. Meade, MD 20755-6248
Attm; Marianne Stuper

Re: FOIA Case 51897
Dear Ms. Stuper:

I write onbahﬂfofGooglelnc ("Google”)mrcspmuetoyourlutudatedmyls 2007,
which Google received an or sbout May 30 Iunderstmdﬁ'omspukingtoyouthnthedateby
which the NSA ‘requires a response is actually today, June 6.

Pursuant to the Freedom of Information Act, 5 U.S.C. § 552, Google Inc. (“Google’) hereby
claims confidentisl treatment for certain information contained in the documents that NSA enclosegl
in its May 15% letter. Per the NSA's instructions, Google has bracketed the information for which it
claims exemption from disclosure under 5 U.S.C. § 552(b)(4). Copies of the documents, with
proposed redactions in red brackets, are enclosed herein.

Google hereby respectfully requests that the NSA redact all bracketed information from the
documents that it produces in response to the November 2006 FOIA request. - The bracketed
information relates to and concerns confidential financial and commercial matters. Spouﬁca.lly,
information regarding pricing, banking and internal corporate structure is commercially sensitive.
Disclosure of that information will cause Google competitive harm.



mailto:ytaptpq@rppl1e.qmt

DOGER20343 3038 '. | N

- Google

Freedom of Information Act Officer
June 6, 2007

Page 2

If you have any questions or concerns regarding the proposed redactions, please contact me
directly at the number or email above. If the NSA intends to produce thego docwnel.m without all of
the proposed redactions, Google respectfully requests an oppartunity to discuss any issues in advance
of production.

Very truly yours,
¢'Inc.

Shana N. Stanton
I hereby acknowledge receipt of the above request for confidential treatment.

Dated: ___ By
Title:
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Google inc. : . Main 650 253.0000
1600 Amphitheatre Parkway e Fax 650 253.0001
Mountain View, CA 94043 " www.google.com

sstanton(@ goog]

D: (650) 253-1037

June 6, 2007
FO NFID \ EST

VIA FAX & FEDERAL EXPRESS
FAX: 443-479-3612

National Security Agency

FOIA Office (DJ4)

9800 Savage Road Suite 6248

Ft. George G. Meade, MD 20755-6248
Attn: Marianne Stuper

Re: FOIA Case 51897
Dear Ms. Stuper:

I write on behalf of Google Inc. (“Google™) in response to your letter dated May 15, 2007,
which Google received on or about May 30™. I understand from speaking to you that the date by
which the NSA requires a response is actually today, June 6.

Pursuant to the Freedom of Information Act, 5 U.S.C. § 552, Google Inc. (“Google””) hercby
claims confidential treatment for certain information contained in the documents that NSA closefl
in its May 15® letter, Per the NSA's instructions, Google has bracketed the information for which it
claims exemption from disclosure under 5 U.S.C. § 552(b)(4). Copies of the documents, with
proposed redactions in red brackets, are enclosed herein.

Google hereby respectfully requests that the NSA redact all bracketed information from the
documents that it produces in response to the November 2006 FOIA request. The brackgted
information relates to and concerns confidential financial and commercial matters. ‘Specifically,
information regarding pricing, banking and internal corporate structure is commercially sensitive.
Disclosure of that information will cause Google competitive harm.
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Google

Freedom of Information Act Officer
June 6, 2007

Page 2

If you have any questions or concerns regarding the proposed redactions, please contact me
directly at the number or email above. If the NSA intends to produce these documents without all of
the proposed redactions, Google respectfully requests an opportunity to discuss any issues in advance
of production.

Very truly yours,

e Inc.

Shana N. Stanton
I hereby acknowledge receipt of the above request for confidential treatment.

Dated: By:
Title:
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DOCID: 3419018

Page 1 of 1
CIV-NSA)DJ4 — = T “7 (b) (3)-P.L. 86-36
From: '(CIV-ITSK)‘HE,AEC‘-’}C .
Sent: Wednesday, June 27, 2007 9:47 AM—— =~
To: B /kC_,_WpN@'}B;ﬁGC
Cc: | (CIV-NSA) D44
Subject: _RE: (U) FOIA CASE #51897 P

Signed B nsa.ic.gov

Classification: UNCLASSIFIED/FOR OILI?TIC"

Mike, e

o

e
" | received the document}ﬂid will review them.

P

Office of General Counsel
Acquisition and Logistics
977-7147s, (301)688-6541

s

S

a

N
Y
Ve
a
Ve
V4

< O¥j .

From

atummnzzg{iow 8:47 AM
To [CIV-NSA) D,0GC:

CC'! [CIV-NSA) D4
Su d 1 E #51897

Classification: UNCLASSIFIED//FOR

GOOD Morning Mike/Zach,

_NSA) D34

/

/

/

(CIV-NSA) D,0GC

.‘/.
,

/

7

I?L USE ONLY

Ref contract H88230-03-C-1396, a requeéter would iike all documents related to Google, the Internet

search engine based In Mountain View, ;

present. Shana Stanton from Google would like for NSA to redact all bracketed information from the

documents that it produces in responge to FOIA request #51897. The bracketed information pertains to
and concems confidential financial and commercial matters. Specifically, information regarding pricing,

. banking and internal comporate strycture is commercially sensitive. Disclosure of that information will
cause Google competitive harm. / ' .

. / )
| faxed all of the ref documents (30pgs total) to 301-688-6052. Thanks!

(U//F9u6|
FOIA Case cer,

Ops2B - 2B8118 - STE6248
963-5827/301-688-6527

Classification: UNCLASSIF IED/II-‘OR OF AL USE ONLY

6/28/2007

/
/o

lifornia. The period covered by the request is from 1 Jan 03 to
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(CV-NSA)DJ4

Page 1 of 3

i
From: L I(CIV-NSA) D}Ogé :
Sent: Monday, July 02, 20071:_59'@;::/' .
To: (CIV-NSA) D4
Ce: | ~ " ]ev-NSA) D.0GC
Subject: _RE: (U) FOIA CASE #51897-Google
Signed B nsa.ic.gov

Classification: UNCLASSIFIED/FOR USE ONLY

Betty,

| have reviewed this FOIA request. Please note:

p) (3]

7/3/2007
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Page 2 of 3

I hope this answers all of your questions. Please feel free to give me a call if you have any other questions or
concerns.

Office of General Counsel = (3)-P.L. 86-36
e

Acquisition and Logistics
977-7147s, (301)688-6541

- TOFHMleV?NSA)_Dijﬁ/"/ y

. Tuna37, 2007 8:47-AM / :
roJ kgvm) D,0GC;| kcav-nsa) p,06C
Cc: CIV-NSA) DM :

Subject: (U) FOIA CASE #51897
Classification: UNCLASSIFIED/FOR O, USE ONLY
GOOD Moming Mike/Zach,

Ref contract H08230-03-C-1398, a requester would like all documents related to Google, the Internet
search engine based in Mountain View, California. The period covered by the request is from 1 Jan 03 to
present. Shana Stanton from Google would like for NSA to redact all bracketed Information from the
documents that it produces in response to FOIA request #51897. The bracketed information pertains to
and concerns confidential financlal and commercial matters. Specifically, iformation regarding prlcl.ng.
banking and internal corrporate structure is commercially sensitive. Disclosure of that information will
cause Google compelitive harm. .

I faxed all of the ref documents (30pgs total) to 301-888-6052. Thanks!

7/3/2007
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Page 3 of 3

(W/Fp@— o T T T T T 7 (b)(3)-P.L. 86-36

FOIA Case Officer, DJ41

Ops2B - 288118 - STE6248
963-5827/301-688-6527

Classification: UNCLASSIFIED/FOR OFFIC]AR ONLY

7/3/2007
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CIV-NSA) “DJ& — " (b) (3)~P.L. 86-36

cCe: V-NSAJDA31 '
Subject: "RETUTFUITCISETF‘I#I (CONTRACT MDAB804-03-C-1396)
Classification: UNCLASSIFIED//FOR O . E ONLY

Betty,

This contract was a sole source contract to Google of Mountain View, California. There were three line items
on the contract. The following information is provided:

Contract Line Item 0001 - Google Search Appliance GB-8008 which is normally sold through resellers under

’ GSA contract pricing to the federal government,/ /./ (b) (4)
Contract Line Item 0002 - Hardware Replacement Option (2 years)] o) ()
Contract Line Item 0003 - Google Professional Services was a standard commercial hourly rate available to the
general public.

Andy _
e e = M(b) (3)-P.L. 86-36
DA353 e T
992-4948 i T T j_
' !

----Original Message-——— T T

From: CVNSA) D4~ oy

Sent: \Fm%usm/ o v S

To: -NSA). -DAI53 Pt

Ce: [ ;CIV-NSA)DBI; .

Subject:  RE: (U) FOIA CASE ¥ 51897 (CONTRACT IC16) /
e o /

Classification: UNCLASSIFIED//FOR OFEIGIAL USE ONLY

Andrew, e _,/ S a /

Do you know how soon you‘ll be abfe to provide an ans)w;z “Thanks!

FOIKOC{ e / / /
/

/
Ops2B - 2B8118 - STE6248 e ,,
963-5827/301-688-6527 Py /

(CIV-NSA) DM




DOCID: 3419018

Classification: UNCLASSIFIED/FOR genclﬁlse ONLY
Hello Andrew, |
I'm in the process of closing the subject FOIA case.

I'd like to know If the below were negotiated/developed for the contract with GOOGLE, In other words, wa;evthe
_ prices only submitted by GOOGLE as a negotiating strategy or are the prices avallable to the general public?

. List Prices
Appiliance Fees Per Unit
Prices/quantity for Supplies/Services

Thanks!

(U//’;pél o e T T T T T )y (3) ~p L L., 86-36
FOIA Case d )

Ops2B - 2B8118 - STE6246
963-5827/301-688-6527 .

Classification: UNCLASSIFIED//FOR OFF USE ONLY




DOCID: 3419018 | -

Page 1 of 2
NSA)DJ4
From:  Stupar, Marianne G (CIV-NSA) DJ4 T TIE ) (5)poL. 86-36
Sent: Friday, August 24, 2007 2:31PM__ _ . —— " e
To: CIV-NSA) DM e

Subject: FW: (U) Kopytoff case for the Google contract documents ,/"'
Signed By: mgstupa@nsa.ic.gov

. /
Classification: UNCLASSIFIED/FOR QFFTCIAL USE ONLY /

/
Betty, :

Ms. Stanton called back today. She has checked with her,people on this issue and they say that the item
no. 3 and its price ARE negoﬂqfed and not the publicly available rates. She asked if we could check with
our atty again and I said it wasn't the atty but the COR/(Mho told us this item was a public rate. 1So I
assured her that we would double check with our COR person and get back to her.

. a
/
/
. /
(V) Manianue ya
Marianne 6. Stupar /
DJ41 /

Freedom of Information Acf/Prlvag/Acf Office

I have not added this to comments yet.

Ops 288118, Suite 6248 mgstu
963-5827s, 301-688-6527 (Y
-—--Original Message-—---- /'/
From: Stupar, Marianne G (CIV-NSA) D}4

Sent: Thursday, August 23, 2007 2:57 PM

To CIV-NSA) D34

Subject: (U} Kopytoff case for the Google contract documents

Classification: UNCLASSIFIED//FOR O L USE ONLY

Betty,

this is an entry I made in your Google Contract case. Please let me know if you have any questions or
comments. Ms. Stanton may be getting back to me before you get back from leave anyway and I may send
you an update to this. But in the meantime, please don't mail out the final docs to your requester yet.
thanks}!

(U) Ms. Stanton of Google called and she was a bit worried that the docs were already
released. Again, the mail was slow and they only just got these docs and the ten days are
already up. I informed her they have not been made public to the FOIA Requester yet. She
wanted an explanation of why we didn't protect various things. For the Google employee
names, I expkained that we can't protect them because there is no law that allows us to. As
for Item No. 0003 in the contract, I explined that our COR said that that rate was a publicly
available rate and not a negotiated rate and that's why it does not qualify for b4 protection.

9/4/2007
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I
Page 2 of 2

'She would like a chance to look into this and respond to me again. So, do not send docs to

requester yet

(V) Marianne

Marianne 6. Stupar

DJ4L ,

Freedom of Information Act/Privacy Act Office

Ops 2B8118, Suite 6248 mgstupa@nsa
963-5827s, 301-688-6527 (W)

Classification: UNCLASSIFIED//FOR CIAL USE ONLY

9/4/2007
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{V-NSA) DJ4

From: CIV-NSA) DA353
Sent: ’\:ﬂmmﬁw—goo 7 8:46 A
To: CIV-NSA) DJ4: (CIV-NSA) DA353

Cec: (CIV-NSA) DA35

Subject: : E# 51807 (CONTRACT MDA9804-03-C-1396)
N . \ \ !

Importance: High BN \ AN i

NN N
Classification: UNCLASSIFIEDI/WSE ohgv O '\.\ '
- Befty - Andy works the late shift and arrives at 10:00. | wﬂhskAth }o answer you when he gets in.
Andy - Recall that | have a new Google PR to work for this cuslémek and Vd like to know what the FOIA complaint is all

about beforelsolicit. NONN N
\ \\ \
Kathy \ \\ \

| o NN
Tice of Contracting, DA363 . N

: —— N
992-4940(s) / 240-373-4940 ~— Y

NBP1, 8A47, SUITE 6652 R

. — S 3y-P.L. 86-36
~——-Origi _ R e T T T e (3)-
From: “NSA)  DA3S T :
Sent: 2007 8:22 AM—" L
To: NSA) DA353 o :
Subject: FW: (U) FOIA CASE # 51897 (CONTRACT MDA9904-03-C- 1396) // /

Classification: UNCLASSIFIED/IFOR OPFICIAL US}}// ONLY |
N

Kathy can you look into this questlon/afd let me know what/you find out. /I believe you may have the

contract with Andy. P //// _/

Thanks, T . //'/ Y

. ,/”'/ ) / 7 // /

I I e / / v /
Chief, DA35, IT Enterprise Contracting Office / / 24 i
902-4907, 301 688-9628 S i
fax unclassified 301 688-9705 O /
NBP-1 Suite 6652 sy v , i

//// /

----- Original /
From: | v Né\)um i
Sent: _I_Mm&.:mnqg 10, 2007 7 16 AM ,-
To: (v !

Cc: CIv- NSA)DA31 /

Subject: FW: (U) FOIA (‘ME/ 51897 (CONTRACT MDA9904-03-C- -1396)
Classification: UNCLASSIFIED/FOR 1AL us; ONLY

Joe -- Can you rr)afe sure that Andy gets back t FOIA today, she really needs an answer
on this FOlA',by today.

%r]ogram Manager

977-7864/5ab 4/54229
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D.H
Y- SA) DA353

civ-psmoast] —Lavns)  om
‘(cdmu

CT MDA9904-03-C-1396)

Classification: uncussurleb/@a,ospm:‘ﬁ‘se ONLY

Hi Andrew, \ N
N ~N )
How soon will you be able to provide me with an answe??\l have to respand to the requester by 10 Sep 07. Thanks!

FOIA Case or, e "-§:?

Ops2B - 2B8118 - STE6248 I —
963-5827/301-688-6527 T~

V4
-

N4 pCeAOe h
From: [ [cvnsayom p——

Sent: 4, 2007 707 MM _ = T )-P.L. 86-36
To: .n. -NSAY ﬁmn T
Cc: V- NSA)DABl ’(UV-NSA) -
Subject: RE: (U) FOIA CASE # 51697 (CONTRACT =
Classification: UNCLASSIFIED//FOR WE ONLY
: P/
GOOD Morning Andrew, rd S

d

In ref to Contract Line ltem 0003, GOOGLE/sand that tpe t}oyﬂ/y rate was negohated and NOT available to the
general public. /. S 7

Please double check then get back to me soones’t 'Pﬁdnks! -
- i

(uggedd 1" S
/,

FOIA Case Officer, DJ41 s

Ops28 - 288118 - STE6248 Vs

963-5827/301-688-6527 ey
ey

---Original MesTv—a—_I— /- .
From: CIV-NSA) DA3S3

2 , July 31, 2007 6:20 PM
To; A D4
CIV-NSA)DA3L .
ME # 51897 (CONTRACT MDA9904-03-C-1396)
Classification: UNCLASSIFIED//FOR OF SE ONLY

Betty,

This contract was a sole source contract to Google of Mountain View, California. There were three

line items on the contract. The following information is provided: ’
Contract Line Item 0001 - Google Search Appliance GB-8008 which is normally sold through

resellers under GSA contract pricing to the federal govemment] J(b) (4)

. . ~(b) (4
Contract Line Item 0002 - Hardware Replacement Option (2 years (b) (4)

2

[ — g —— e e mmmmame e
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Contract Line Item 0003 - Google Profmslonal Services was a standard commerc:al hourly rate
available to the general public.

Andy

DA353

992-4948 T
-----Original

From: NSA) /DH'"/ e .-/ o
To: m BA3S3

Ce: - o uwmu_:z:k dsy wo  Jav

Subject: / :._ \31
Clasmf'catlon' UNCLASSIFIEDIIIfOR o) x\
Andrew, T Vi / ‘

e A / i

Do you krow how soon you'l /bé able to provide an ans»éec"> Thahks! ,," 1.

E;;/ i / "-,
{U/E ‘/ ,,// / ] |
F 1A Case cer, S ‘ ‘ |

Ops2B - 288118 - STEB248 Su
963-5827/301-668-6527

v / j \
Yo/ / i i
—-—-Original —/ /" _./ ' 1
From; ‘D14 '
Sent: K
To: NSA) DABSf
. DA322;
= : m,.s.mz:jm - \_—__—!
Subject: ()] FOIA CASE # 51897 (CONTRACT /MDA9904-03-C-1396)
Classification: UNCLASSIFIEDIIfOR OF SE ONLY
Hello Andrew,

I'm in the process of closing the subjoct £OIA case.

I'd like to know if the below were negohatedldeveloped for the contract with GOOGLE. In other words,

were the prices only submitted by GOOGLE as a negotiating sirategy or are the prices available to the
general public? /

/
List Prices 4
Appliance Fees PerUnit ./
Prices/quantity for Supplies/Se;(lioes

Thanks! /

/
!

/
FOIA Case Officer,

Ops2B - 288118 - STE6248
963-5827/301-688-6527

Classification: UNCLASSIFIED//FOR OE ~USE ONLY

3

b) (3)-P.L. 86-36

(b

) (4)
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CIV-NSA) DJ4 | ' ---’:;Z;;S'f‘;";hﬁ‘b) (3)-P.L. 86-36
‘From: [ E’N‘NSA DAQSZ /"/ \'*‘\
Sent: F 11, 2007-8; Iﬁﬂf B N
To: N-NSA) D,0GC : /
Ce: __— HCIV-NSA) DJ4; [(CIV-NSA)DA31;
. V-NSA) DA35.
Subject: FW: (U) FOIA CASE # 51897 (CONTRACT MDA9904—03—C -1396)
.\ o
Classification: UNCLASSIFIED//FOR’ USE ONLY
Zach. SN : »
N
Please see the e-mail string/ J

b) (5)
- Thanks in advance for any comments and/or guidance. Ifyou need additional mﬁgnatlon please e-mail me or

call.. .

Andy :

S e "-"'~'“—"‘—"'—’”_"‘_:"T"'”,:: # (b) (3)-P.L. 86-36

DA353 p—

992-4948 P

--—-Original Message=---- ,-'-/"'/, /// /// /"/'

From: . CW NSA)DABI P

Sent: 5:34 AM S .

To: CIV-NSA) DA3s3] _ (CIv-NSA)  DA3S
Subject: 'FW: (U) FOIA CASE # 51897 (CONTRACT MDAS904-03-C-1396)

Classification: UNCLASSIFIED//FOR OF ONLY

Did this get answere_:_gfer"t/ﬁé FOIA office? l_nevér heard back é.ﬁything.

%ogmm Manager

977-7864/Sab 4/S4229
Ste 86823 '

--—-Original Message—---
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From: CIV-NSA)DA31

Sent: rMmdav..ﬁemb&gs 2 7 7:16 AM

To: -.

Cc: NSA)DABI

Subject: FW (U) FOIA CASE # 5\1897 (COP{I'RACT MDA9904-03-C- 1396)

Classification: UNCLAssuflEDWfWL USE ONLY
Joe -- Can you make sure that Andy get&baok tn FOIA today, she really needs an answer

on this FOIA by today. NN A\
AN \
rogr\arQManager _ AN N \
977-7864/Sab 4/S4229 . BN \
Ste 6623 Ny NN '
\_\ NN <__\
——-Original Message---- _ \
From: \
To: \'-.
o D34
Sulued: (0 \
Classification: UNCLASSIFIEDIIFGR  OEEH USE&QL\Y |
Hi Andrew, : \ 3’\. \\:\\\\A. \'\

How soon will you be able to provide me with an answei? | haveﬁoxekpond to the éﬁ\ues\er by 10 Sep 07. Thanks!

FOIA Case Officer, T

Ops2B - 2B8118 - STE6248 CTTr——
963-5827/301-688-6527 LT

/7 /

p:;ﬁ”gim ----- (av.nsk) —p T e o # (b) (3)-P.L. 86-36

Sent: , 2007 717 AM_.. . —— T e

- Tor . ‘NSA) DA3S3 T
i —
Subject: RE: (U).FOIA CASE # 51897 (CONTRACT -

Classification: UNCLASSIFIED//FOR OF
GOOD Moming Andrew

In ref to Contract Line ltem 0003, GOOGLE  said ﬁwat the hourly;a(e was negotiated and NOT available to the general
public. - ,; ,,/
B

Please double check then get back to me soonest. Thgnk/s'

(U//Fgeéjﬁ" - ?:/ /,,../
FOIA Case Officer, ] ' j S

Ops2B - 2B8118 - STE6248 Yl
963-5827/301-688-6527 payd
’ e s /

om0 P 7

From: CIV-NSA) 13A353

-Sent: 6:20 PM/

To: CIV-NSAY DM

Ce: ___JCIV-NSA)DA31

Subject: RE: (U) FOTA CASE # 51697 (CONTRACT MDA9904-03-C-1396)

Classification: UNCLASSIFIED//FOR OF USE ONLY

2
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3419018

Betty,

This contract was a sole source contract to Google of Mountain View, California. There were three line

items on the contract. The following information is provided:

Contract Line Item 0001 - Google Search Appliance GB-8008 which is normally sold through resellers

under GSA contract pricing to the federal government]

[

Contract Line Item 0002 - Hardware Replacement Optibn. (2 years)|

Contract Line Item 0003 - Google Professwnal Services was-a standard commercial hourly rate available

to the general public.

s

© Andy

o

DA353 ~
992-4948 N

~-—Original >
From: ‘CIVNSK) - DM
Smf%gg TS';S\PM ~.
To: N

- o —Javasaon s mzz::«:w wh om
. Subject: RE: (U) FOIA CASE ksms 3-c-1395)
Classification: UNCLASSIFIEDIIFO OEE AL USE :
Andrew,

Do you know how soon you'll be able to provide an answer? Thanks!

FOIA Case Officer, DJ41 .

Ops2B - 2B8118 - STE6248
963-5827/301-688-6527

P
-—-Original Me: T
From: CIVNSA) /DJ/ = ' ;
Sent: 14;3AM)/,/ 3 !
To: DA35 /
«“ kav“sfmm:::kav-m S I

Subject: (U) FOIA CASE # 51897 (CONTRACT MDA9904-03-C-1396)
Classification: UNCLASSIFIED//FOR USE ONLY

Hello Andrew,

I'min the process of closing the subject FOIA case. )

I'd like to know if the below were negotiated/developed for the contract with GOOGLE. In other words,
were the prices only submitted by GOOGLE as a negotiating strategy or are the prices available to the
general public? .

' ) 3

(b) (4)
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List Prices
. Appliance Fees Per Unit

Prices/quantity for Supplies/Servicsd
Thanks!

(U/,ﬁ%g)[:j_m_ﬂ_.n_,.____mW_____._M,__, . (b) (3)-.1. 836-3¢

FOIA Case Officer, DJ41
Ops2B - 2B8118 - STEE248
963-5827/301-688-6527

Classification: UNCLASSIFIED//FOR OFFIC ONLY
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CIV-NSA) DJ4

From: (CIV-NSA) DA353
Sent: er 13, 2007 6:59 PM
To: , (C-NSA) DJ4

Cc: (CIV-NSA)DA31
Subject: ‘ LFVVF(U)’FO'ITCISEW‘KTAQ? (CONTRACT MDAg904-03-C-1396)

) \ . ‘\__ [
\ e
Classification: UNCLASSIFIED//FO ICIAL USE ONLY
\ Vo
I concur with Zach's opinion that ISt (b) (5)
' - ’ Y T 1\
. Andy .\ . \ .\ .\
| * \ AU
A\ AN [N
992-4948 \ \ Vo
. N\ \ [ERY
g0l — \ i
From: CIV-NSA) D,0G VoA
e T N S
To: - - .
: n14:] CIV-NSA)DA3L; (CIV-NSR)  DA35;
z ] e ] y
Subject: : E # (€ DA C-1396) _ ; /
: Classificht\ioﬁ'WCLASS\FIEDII ICIAL USE qNLY /,/
Attorney- Worg ct DoNot Re g Absent GC Appr{)val
Attorney-Client anrleg ommun\gatlon tm Govemment Persqnnel Only,/
AN AN \ \\\\ \ / /
Ao | ' (b} (5)

I hope this answers your question, but please feel free to give me-a cé]t\\tf ydll havé /fﬂrther questions/concerns.
N\

Thanks.

i : (b) (3)-P.L. 86-36

Office of General Counsel
Acquisition and Logistics
977-7147s, (301)688-6541

---~Original Message—--
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B6-36

From: pe— =4 (b) (3)-P.L.
To: ) )
To: X v NSA)DABII___JZT (CVNSK)  DA35
Subject: # 51897 (CONTRACT MOAJ904-03-C-1396) . i
Classification: UNCLASSIFIED//FOR CIAL USE ONLY/ // /ﬁ /// //
Zach. y /// /i
VRV AV >)
/ 7N
/ V72
/ Ay
/ 7 AV
/ A yawayi /
/ YA /
/ VAV Y A A
/ / /S /7 /
/ /S / /
/ v / /
/ /Y /o /
———F
/ v /7 / (b} (5)
/ /S /o / /
/ /S /o I
/ /Y /o /
/ Y / / /

Thanks in advance for any corpments and/pr gu)dance, If you ne;d additional information please e-mail me

or call. Vs v, i /
/ A Y /
Andy Ve VAV /] /
/ /o /o j
4 Vi /o /
DA353 //' '._/' .v/l :_/' / /
992-4948 Sl /ot /
/o _,/ / /
--~-Original N A / / /
From: i / )DA31/ :/
Sent: 5 34 AM /
To: mcw NSA) DA353 (cw NSA)  DA3S
Subject: : ) 1897 (CO 5904-03C- 1396)
Classification: UNCLASSIFIEDIIFGR O USE ONLY

Did this get an;wered for the FOIA ofﬁc;? I never heard back anything.

/ .,/ /
| E / /
rogram Manager = /
977-7864/Sab 4/S4229
Ste 6623 : /
/ ,'/
--—-Otiginal o /v/ /
From: -NSA)DA3L
Sent: ; , 2007 7:16 AM
To: (CIV-NSA)  DA3S
Ce: - [(CIV-NSA)DA31
. Subject: (U) FOIA CASE # 51897 (CONTRACT MDA9904-03-C-1396)
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. Joe -- Can you make sure that Andy gets back to in FOIA today, she really needs an answer
on this FOIA by today. - \ :

MACRO Program Manager . \

977-7864/Sab 4/S4229 R \
Ste 6623 e \

-===-Original = )
From: NSA)---DM4

Sent: Thursday, Se ber 06, 2007 2:03 PM T
To: IV-NSA)— DA353-

Cc: NSAYDAZI] ™ —

Subject: . 7 (CONTRACT MDA9904-03-C-1

-
ul i
Classification: UNCLASSIFIEDIIFOR us; gm/l;gy
P

-P.L. 86-36

Hi Andrew, T

P /7

How soon will you be able to prov;d(me with an answer? )\5 e/ to reSpo’ndto the requester by 10 Sep 07. Thanks!

e / / ///
FOIA Case er, DJ. ,./ / L / / /

Ops2B - 2B8118 - STE6248 >
963-5827/301-688-6527

- o . Yy
Ry Yy

GOOD Morning Andrew,

/"' /" YAy

In ref to Contract Line Item oooa GOOGLE’ said thdt the hourly rate was negotiated and NOT available to the
general public, /

/' / /"
Please double check then get back to me sgonest. Thanks!

1./ x/ / 1/
(e og. v
Case 1cer, ; / / .

OpsZB 288118 - STEG248
963-5827/301-688-6527

~ ——-Original MssTM : :
From: YCIV-NSA) DA353
f.—m%my, July 31, 2007 6:20 PM
To: CIV-NSA) DM
Cc: | [CIV-NSA)DA31
Subject: . RE: (U) FOIA CASE # 51897 (CONTRACT MDA9904-03-C-1396)

Classification: UNCLASSIFIED//FQ USE ONLY
Beity, .

This contract was a sole source contract to Google of Mountain View, California. There were three
3
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line items on the contract. The following information is provided:

Contract Line Item 0001 - Google Search Appliance GB-8008 which is normally sold through

resellers under GSA contract pricing to the federal government,[

| Contract Line Item 0002 - Hardware Replacement Option (2 years| [ h (b) (4)

Contract Line Item 0003 - Google Professional Services was a standard commercial hourly rate
available to the general public.

Andy ‘

" (b) (3)-P.L. 86-36

DA3DS
992-4948
—---Original ‘M
From:
Sent:
TJo:-
Ce:

Andrew,

Do you know how soon you'll beable to provide an arfs vfe

r’? Thanks! / E

e v / !

(UHF ) ' YAV f |
FOIA Cas Yawawi / !
Ops2B - 238118 STE6248 VA i "
.963-5827/301-688-6527 VA i |
: _/” /" 7 | |

-----Original M / / |
From: )/ D4 " ' '
e e, , |

To: e SA) DA3S3 / ’
cc: KcIv- NSA)DABI,:kCN-NSA) DA322}
(CIVNSA) D)4

Subject: {U) FOIA CASE # 51897 (CONTRACT MDA9904-03-C-1396)

Classification: UNCLASSIFIED//FOR OF US'E ONLY :
Hello Andrew,

I'm in the process of closing the subject FOIA case.

I'd like to know if the below were negotiated/developed for the contract with GOOGLE. In other words,

were the prices only submitted by GOOGLE as a negotiating strategy or are the prices available to the
general public?

List Prices
Appliance Fees Per Unit
Prices/quantity for. Supplies/Services
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Thanks!

'(U//gau07|:}~-~' T T T by (3)-BLL. 86-36
FOIA Case Officer, DJ41 ' 4

Ops2B - 2B8118 - STE6248
963-5827/301-668-6527

Classification: UNCLASSIFIED//FOR OF, LUSEQNLY
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UNITED STATES GOVERNMENT

memorandum

FOIA Case: 51897

DATE: 13 December 2006
REPLY TO
ATTN OF: DC34

SUBJECT: (U) ESTIMATE OF SEARCH COSTS FOR FREEDOM OF
INFORMATION ACT (FOIA) REQUEST - ACTION MEMORANDUM

TO: DA3

1. (U) Please conduct a thorough search for all documents between
January 1 2003 to the present that relate to Google, the Internet
search engine based in Mountain View, California. The search
should include but not be limited to contracts, specifications, email,
Jax and postal service related to Google as a vendor, adviser or

consultant to the National Security Agency and provide copies of the
material to DC34. Do not forward originals. Please note that your
searches must include holdings in both your office and your office’s
records stored at the SAB 2 Records Center.

2. (U) In order for the Director of Policy to meet the time constraints
imposed by law, please complete and return the attached forms, a DD2086
(FRAMEMAKER) and your search results, to DC34 by 28 December 2006.

3. (U) If the search cannot be completed within the allotted time
frame please notify the Chief, DC34, Pamela Phillips (pnphill@nsa) via e-
*mail or phone of the reasons for the delay and the expected date of

completion.- ,
e (b) (3)-P.L. 86-36
(U/ /FORO] |
FOIA CASE OFFICER
DC34, 963-5827
bdbrown@nsa
Encls:
a/s

UNCLASSIFIED/ /FO AL USE ONLY
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When responding, please complete ALL applicable blanks below.

1. NO RECORDS/NO SEARCH:

. I'reasonably believe that my organization does not have records in
our office files or in the Records Center that are responsive to the request.
Therefore, I have not conducted a search and am not providing a search
estimate.

2. SEARCH/NO RECORDS FOUND (cost under $25):

No responsive records were found in our files or in the Records
Center, and our search cost was under $25.00. PLEASE COMPLETE
DD FORM 2086.

3. SEARCH/RECORDS FOUND (cost under $25):

- ____ Responsive récdrds are attached. The search cost was under $25.00.
PLEASE COMPLETE DD FORM 2086.

4. MUST SEARCH TO DETERMINE IF RESPONSIVE'RECORDS EXIST:

—___ A search is required to determine if any responsive records exist. My
search costs are estimated on pages 2-3. (Note: if your search cost
estimate exceeds $25.00, DO NOT SEARCH for the information at this
time).

(v)/ /F@GO)

Signature/Office/Secure Phone/Date

UNCLASSIFIED//FOR WE ONLY
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ESTIMATED SEARCH AND/OR REVIEW COSTS

a. (U). List the various organizational elements which contributed to your
evaluation:

b. (U) Briefly describe the types of records that may be responsive (e.g.,
correspondence, intelligence reports, etc.):

c. (U) Indicate the NUMBER OF FILES which would have to be searched
for each category of file listed below (e.g., 2 file drawers and 1 safe):

file drawers file cabinets
large flippers safes
desk drawers shinn boxes

small flippers

d. (U) Tell us the accessibility of the responsive files:

Files are centrally located

Files must be recalled from storage

Files are contained in readily accessible folders

Files are scattered throughout several folders, drawers,
cabinets, and would require a page-by-page search for
proper retrieval

Files are located in various offices

Files are organized chronologically rather than by subject
‘atter ‘

]

e. (U) Other unique conditions that may affect the processing of this
request.

UNCLASSIFIED//FOR OFFICTAL USE ONLY
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f. (U) Machine files to be searched:

_____ Databases, e-mails and the NSA Web. Briefly describe the

system

~ (NOTE: Please do not search or
provide a search estlmate for Anchory files as S1213 (Anchory) is the
office responsible for conducting those searches/estimates.)

g- (U) Estimate the number of hours that you believe are required to
conduct a reasonable search.

Hours of Hourly ‘
Grade Search Rate TOTAL
‘ E9/GS8&below x  $20.00 =
01-06/GS9-15 X $44.00 =
07/SCE/SLE/SLP X $75.00 =
h. (U) If a contract, was it competitive? YES or NC

TOTAL COST OF ESTIMATE IS:

UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
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FOIA Case: 51897B
17 September 2007

Mr. Verne Kopytoff

San Francisco Chronicle
901 Mission Street

San Francisco, CA 94103

Dear Mr. Kopytoff:

This responds to your Freedom of Information Act (FOIA) request of
3 November 2006, which was received by this office on 7 November 2006, for
documents related to Google, the Internet search engine based in Mountain
View, California. The period covered by this request is from 1 January 2003 to
present.

For purposes of this request and based on the information you provided
in your letter, you are considered a representative of the media. Unless you
qualify for a fee waiver or reduction, you must pay for duplication in excess of
the first 100 pages. Since processing fees were minimal, no fees are being
assessed. '

Your request has been processed under the FOIA. We conducted a
search and located a contract (MDA904-03-C-1396) between NSA and Google,
Inc. and the documents are enclosed. Certain information, however, has been
deleted.

The names of NSA/CSS employees, as well as certain functions and
activities of this Agency, have been deleted from the enclosures. These
deletions are exempt from disclosure pursuant to the third exemption of the
FOIA, which provides for the withholding of information specifically protected
from disclosure by statute. The specific statute applicable in this case is
Section 6, Public Law 86-36 (50 U.S. Code 402 note). In addition, commercial

. and financial information that is privileged or otherwise confidential has been
deleted from the enclosures, pursuant to the fourth exemption of the FOIA.

Since these deletions may be construed as a partial denial of your
request, you are hereby advised of this Agency’s appeal procedures. Any
person denied access to information may file an appeal to the NSA/CSS
Freedom of Information Act Appeal Authority. The appeal must be postmarked
no later than 60 calendar days from the date of the initial denial letter. The
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appeal shall be in writing addressed to the NSA/CSS FOIA Appeal Authority
(DJ4), National Security Agency, 9800 Savage Road STE 6248, Fort George G.
Meade, MD 20755-6248. The appeal shall reference the initial denial of access
and shall contain, in sufficient detail and particularity, the grounds upon
which the requester believes release of the information is required. The
NSA/CSS Appeal Authority will endeavor to respond to the appeal within

20 working days after receipt, absent any unusual circumstances. .

Sincerely,

Deputy Associate Director for Policy

Encls:
a/s
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M/R: (U) PARTIAL DENIAL

(U) The attached letter responds to Verne Kopytoff’s FOIA request of
3 November 2006 for all documents related to Google, the Internet search
engine based in Mountain View, California. The period covered by this
request is from 1 January 2003 to present. The search we conducted in
response to this FOIA request resulted in our locating documents related to a
contract (MDA904-03-C-1396) between NSA and Google, Inc.

(U) In this case, we contacted the requester, who is in the “media”
category, and he agreed to pay all necessary processing fees; therefore, we
began processing this case without an .initial response to the requester. Since
processing fees are minimal (less than $25.00), no fees are being assessed.
On 15 May 2007, we sent a Release Notification letter to Google, and as a
result of their review, Google requested that we withhold their pricing,
banking, and internal corporate structure.

, (uy /,59'06)' Marianne received a call from Shana Stanton (Google) on
30 May 2007, indicating that she is the legal counsel for Google in California
and that she had just received the Release Notification letter. Although we
verified with Google that the point of contact’s name (Joe Wiltshire) and
address were correct, he apparently then sent the contract documents to
their legal office. Marianne extended the response date for Ms. Stanton to
6 June 2007. On 6 June 2007; Ms. Stanton informed Marianne that she
would fax, then express mail, the hard copies. I received the FEDEX pages on
11 June 2007, and sent them to be scanned. On 21 and 26 June 2007,
Mr. Kopytoff called to check on the status of this request. On both dates, I
returned his call and left a voice message informing him that I was still
processing his case. I emailed Zachary and Mike (OGC) to ask them to review
Google’s (b)(4) redactions./ T b (5

/T sent an email to the NSA
POC for this contract] [to ask if the prices in the contract were

negotiated. | explained to me'in an email why each line i.tem
should be withheld. Based-on that email,\the only pricing information we

protected was the unit prices and amounts\fgr line items #1-2 of the contract.

(U) We advised Google (Shana Stanton) h\at we received their request
to withhold their pricing, banking, and iritel;nal carporate structure (employee
names and job titles, etc.). We explained thatwe did not protect their
internal corporate structure information or unit price or amount listed in item

#3 because the information does not meet the criteria-for protection. We
(b) (3)-P.L. 86-36

UNCLASSIFIED/ /FOR OFEICIAL USE ONLY
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enclosed a copy of the documents as we pfoposed to release thém, as well as
a copy of their letter of objection.

* (u//B200) On 23 August 2007, Ms. Stanton of Google called and
spoke with' Marianne. Ms. Stanton was worried that the documents were
already released. Again, the mail was slow and they only just got these
documents and the ten days were already up. Marianne informed her they
have not been made public to the FOIA Requester yet. Ms. Stanton wanted
an explanation of why we didn'’t protect various things. For the Google
employee names, Marianne explained that we cannot protect them because
there is no law that allows us to. As for line item #3 in the contract,
Marianne explained that our COR said that that rate was a publicly available
rate and not a negotiated rate and that is why it does not qualify for (b)(4)
protection. Ms. Stanton wanted a chance to look into those things and
respond to us again. In the meantime, I contacted the COR ( )
and asked him to double check line item #3 of the contract because Google !
believed it should be protected. On 27 7. the Requester called t#)
find out the status of this case, an informed him that I was
still processing the request. Requester called again on 5 September, and I
informed him that the documents had been sent to Google for review and that
Google had questions for NSA, which we were trying to'answer. He asked’
when the documents were sent to Google, and 1 informc%d him it wasin
August. He asked me how many responsive pages wereilocated, andI
informed him approximately 30. On 13 September 2007/ o) (5]

/On 14 September 2007, 1
left a voice message informing Ms. Stanton (Google) that N\\SA will protec,f: line
item #3 and that she should contact Marianne or Betty if she has any |
questions. '\_\ /j

(U) We advise the requester that he is in the media cé\tegory and
processing fees were minimal, therefore, no fees are being as§essed. W e
advise requester that his request has been processed under the FOIA.] We
inform requester that we conducted a search and located a contract !
(MDA904-03-C-1396) between NSA and Google, Inc. and the documents are
enclosed (30 pages). We inform requester that the names of NSA/ CS;
employees were deleted from the enclosures pursuant to the third exemption
of the FOIA and that certain other information was withheld under (b)(4) of
the FOIA. We provide the requester with appeal rights. Vol

“=BTT37-P.L. 86-36

U/ /F})«U‘G} DJ4; 963-5827, 14 September 2007

UNCLASSIFIED//FOR OF SE ONLY
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13 August 2007

Ms. Shana N. Stanton
Google, Inc.

+ 1600 Amphitheatre Parkway
Mountain View, CA 94043

Dear Ms. Stanton:

This letter is in response to your request that the National Security Agency
withhold certain information contained in all documents related to Google, the
Internet search engine based in Mountain View, California. The period covered by
this request is from 1 January 2003 to present. We conducted a search and located a
contract between NSA and Google, Inc. :

Upon receipt of your letter of 6 June 2007 (copy enclosed), we reviewed your
redactions in conjunction with the information we possess and made a determination
as to the releasability of the referencéd records. Enclosed please find the documents,
as we propose to release them to the requester. Redactions have been made deleting
the banking information and the pricing information for line item ##1-2, which, in our
view, are exempt from release under 5 U.S.C. 552(b)(3) and (b)(4).

With regard to your objections to the release of the internal corporate structure
of Google and the pricing for line item #3, please be advised that this information does
not meet the criteria for protection and was therefore not deleted. While we
understand your concern in this matter, we are obligated to apply the FOIA in
accordance with the principles established in judicial decisions interpreting 5 U.S.C.
Subsection 552(b)(4). Thése decisions do not support the application of the (b)(4)
exemption to the information, described above; that we propose to release to the
requester.

By this letter you are notified that we will release the referenced materials to
the requester at noon, 10 days from the date of this letter. This is a firm release date
set by this Agency in recogmtlon of its obligation to FOIA requesters and should be
viewed as such by you in proceeding with any action, including legal action, which
you may contemplate in light of our decision.

Sincerely,

RHEA D. SIERS
Deputy Associate Director for Policy

Encls:
a/s
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SUSPENSE.:

M/R: (U) SORRY RELEASE

(U) The attached letter responds to Google’s letter of 6 June 2007,
requesting that this Agency withhold certain information contained in
contract documents we located in response to a FOIA request for “all
documents related to Google, the Internet search engine based in
Mountain View, California. The period covered by this request is from
1 January 2003 to present.” The search we conducted in response to this
FOIA request resulted in our locating documents related to a contract
(MDA904-03-C-1396) between NSA and Google, Inc.

(U) 'In this case, we contacted the requester, who is in the “media”
category, and provided him with his case number. He agreed to pay all
necessary processing fees; therefore, we began processing this case
without an initial response to the requester. Since processing fees are
minimal (less than $25.00), no fees are being assessed. On 15 May 2007,
we sent a Release Notification letter to Google, advising that the above
documents had been requested under FOIA and that all information,
except the names of NSA employees, would be released unless Google
could justify withholding any additional information under (b)(4) of the
FOIA. As a result of their review, Google provided a two-page justification
requesting that we withhold their pricing, banking, and internal corporate
structure. They believe disclosure of that information will eause Google
competitive harm. :

(u// F;Q(O) Marianne received a call from Google (Shana Stanton)
on 30 May 2007, indicating that she is the legal counsel for Google in
California and she had just received the Release Notification letter.
Although we verified with Google that the point of contact’s name
(Joe Wiltshire) and address were correct, he apparently then sent it to
their legal office. Marianne extended the response date for Ms. Stanton to
6 June 2007. On 6 June 2007, Ms. Stanton informed Marianne that she
would fax then express mail the hard copies. Our CPC office contacted
Marianne and informed her that Ms. Stanton (650-253-1037) faxed the
documents but they only received some of the pages. I called Ms. Stanton
and asked her to fax the pages again. Instead of faxing all of the pages
again she sent all of the pages via FEDEX. I received the FEDEX pages on
11 June 2007, and sent them to be scanned. On 21 and 26 June 2007,
Mr. Kopytoff called to find out the status of this request. On both dates, I
returned his call and left a voice message informing him that I am still
processing his case and if he has any questions he can contact Betty or

UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
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Marianne. On 27 June 2007, I emailed Zachary and Mike (OGC) to ask

them to review Google's (b)(4) redaction request (I faxed the 30 pages to

t -
() (5]

FE/ I sent an email to the NSA POC for this contract
a see if the prices in the contract were negotiated.
d me that: T~ T e —— S — e

(b) (3)-P.L. 86-36

Thls con.tract was a sole source contract to Google of Mountain View,
Calzfomla. There were three line items on the contract. The following
information is provided: :

Contract Line Item 0001 - Google Search Appliance GB-8008 which is
normally sold through resellers under GSA contract pricing to the
federal governmentJ by (4)

Contract Line Item 0002 - Hardware Replacement Option (2 years.

Contract Line Item 0003 - Google Professional Services was a

standard commercial hourly rate available to the general public. :
=" {b) (3)-P.L. 86-36

Based on the email from the only pricing information we will
protect will be the unit prices and amounts for line items ##1-2 of this
contract.

(U) We advise Google (Shana Stanton) that we have received their
request to withhold their pricing, banking, and internal corporate
structure. We explain that we did not protect their internal corporate
structure information or unit price or amount listed in item #3 because
the information does not meet the criteria for protection. -We enclose a
copy of the documents as we propose to release them, as well as a copy of
their letter of objection. We advise that we plan to release the information
to the requester at noon, 10 days from the date of this letter.

---------- (b) (3)-P.L. 86-36

/Z,
(u/ /FO)XS) DJ4;963-5827, 2 August 2007

UNCLASSIFIED/ /FOR OFFICIAL-USE ONLY
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15 May 2007

Mr. Joe Wiltshire

Google, Inc.

500 Thompson Dairy Way
Rockville, MD 20850

Dear Mr. Wiltshire:

We are in receipt of a request under the Freedom of Information
Act (FOIA), 5 U.S. Code 552, for all documents related to Google, the Internet
search engine based in Mountain View, California. The period covered by this
request is from 1 January 2003 to present. We conducted a search and
located a contract between NSA and Google, Inc. Under the provisions of the
FOIA, we must release this information unless it falls within one of the
specified FOIA exemptions. Enclosed is a copy of the FOIA request and a copy
of the material as we propose to release it to the requester. Redactions have
been made deleting information which is exempt from release under 5 U.S.C.
552(b)(3). We recognize, however, that there may be additional information,
which your company may wish NSA to protect under the fourth exemption of
the FOIA. If you want us to withhold any of this information, please return the
material to us within 15 days of the date of this letter, bracketing in red those
portions you want protected and providing justification which fully states all
grounds upon which you oppose this disclosure. Your input will enable us to
make our determination about the final release of the enclosures.

In preparing your justification, be advised that statutorily imposed time
requirements mandate the timely release of responsive records to FOIA
requesters. For this reason, this letter offers the only opportunity you will have
to submit any justification for withholding information contained within the
enclosures. Accordingly, your response must be received within the specified
time frame and should conform to the need for specificity as described below.

Justifications for withholding additional information under FOIA
exemption (b)(4) as commercial or financial information that is privileged or
confidential should be specific and detailed. Conclusory or general assertions
that information falls within (b)(4) have been held to be insufficient to prove
substantial competitive harm. Thus, it is required that the justification be
supported by facts which demonstrate that disclosure will, for example, directly
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reveal labor costs or profit margiiis, or will provide competitors with valuable
insight into pricing or discount strategy.

Be aware, however, that the Federal Acquisition Regulation (FAR)
generally requires disclosure of certain information to all offerors for all
competitive contracts. The FAR requires notices to include, among other
things, the items, quantities and unit prices of each award. See 48 C.F.R. Ch.

1, § 15.503(b)(iv). In service-type contracts such as this, the hourly rates are

the unit prices. Information releasable under the FAR will not usually be
considered for exemption (b)(4) protection.

Your response should include the FOIA Case number and should be
addressed to National Security Agency, FOIA Office (DJ4), 9800 Savage Road
STE 6248, Ft. George G. Meade, MD 20755-6248 or may be sent by facsimile
to 443-479-3612. If sent by fax, it should be marked for the attention of the
FOIA office.

Upon receipt of your response to this letter, we will review this FOIA
request in light of all the information we possess, and will make a
determination as to releasability. You will be notified of our decision. Should
you fail to respond to this letter by the time requested, we will assume you
have no objection to release of the material. If you have any questions, please
call this office on 301-688-6527. ‘

Sincerely,
ol e Bl

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encls:
a/s
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SUSPENSE: 6 JUN 07

M/R: (U) INITIAL PROCESSING / RELEASE NOTIFICATION

(V) .Mr. Verne Kopytoff of the San Francisco Chronicle filed a FOIA
request with NSA on 3 November 2006, for all documents related to Google,
as a vendor or consultant for NSA, from 1 January 2003 to the present.

(U) I searched CTS using KOPYTOFF in both first and last name
position, and there are no prior requests from this requester. .I searched on
the subject and found the following two FOIA requests pertaining to Google:

#43936-GLOMAR: This request was for all communications between
Agency officials and representatives of Google Inc. regarding the use of
Google search technology for law enforcement and intelligence
purposes. There are no documents in this case.

#49326-GLOMAR: The requester in this case received an NSA FOIA log
and then asked for the same records that the requester in FOIA Case
43936 received. We gave him a GLOMAR reply as well.

(U) On 15 November 2006, the NSA Library confirmed that

Mr. Kopytoff is media. On 13 December 2006, I sent a search now memo to
DAS3 since all records about GOOGLE as a vendor or consultant would come
from that office. The only thing they could find was one contract, a

" modification and GOOGLE order form for the GOOGLE licenses (SILVER level
of support). Marianne asked me to contact DA3 and ask them to define
SILVER support and they did. SILVER is the middle level of support that
Google provides to the Agency. BRONZE is the lower level and GOLD is the
top of the line. She also asked me to contact OGC to find out the Agency’s
POC for hiring a consultant or an advisor. I spoke with Kim, and she said
they would go to the contractmg office. On 14 December 2006, I contacted
Mr. Kopytoff and left a voice message with my first name, phone number, and
his case number. On 8 February 2007, Mr. Kopytoff contactcd this office and
left a voice message asking for administrative details pertaining to this case. 1
returned his call and left another voice message with my first name, phone
number, and his case number. On 9 February 2007, Mr. Kopytoff sent an .
email to FOIARSC asking for administrative details pertaining to this case. I
called him for the third time and left a voice message with my first name,
phone number, and his case number. As I began to review the responsive
documents DA3 provided, Marianne asked the meaning of the term search
appliance. So I contacted and he explained it to me. Search
appliance means the same thing as search engine. Tl’re~search cnglne is used

(b)(3) -P.L. 86-36

UNCLASSIFIED/ /Fon/op‘uerﬁ USE ONLY
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FOIA Case: 51897

to perform a search using Google. Randy also informed me that, with a
cursory look at the contract, he believes that the only information that should
be protected are the NSA names.

(u/s/ EOU’G] On 9 February 2007, I called Google to verify that

Joe Wiltshire is the proper POC for contract MDA904-03-C-1396. On
19 March 2007, Mr. Wiltshire returned my call, confirmed that he is the POC
for Google, and provided his mailing address. Marianne wanted to know if the
"search appliances" described in the contract are the Google search technology
(i.e., Software) that we have on our INTERNAL computers here at NSA. 1
contacted the current Contracting Officer’s Representative| |
and he responded that it is NOT. He also provided a point of contact] |

we have additional questions about this contract. I tried/to contact
ask her how the GOOGLE search appliance described in the

contract 1s being used: s told that she is deployed to anot ér office.
Therefore I spoke with in X131. He informed me that the

"search appliances" are a search engme?:hatthe old X26 office xised for their
INTELINK (an implementation of the World Wide Webior the Tritelligence and
Defense Communities and their customers). J( (3)-P.L. 86-36

(U) This letter informs Google Inc. that a request was received under
the FOIA for all documents related to Google from 1 January 2003.to the
present. We inform Mr. Wiltshire that we located a contract between NSA and
Google and that the information will be released under FOIA unless it falls
within one of the specified FOIA exemptions. I completed redactions of NSA
employee names under (b)(3)/P.L. 86-36 of the FOIA. We inform
Mr. Wiltshire that if his company wants any additional information withheld,
he must provide justification within 15 days of the date of this letter. We
enclose a copy of the documents as we propose to release them and a copy of
Mr. Kopytoff’s request letter. If we do not hear from Mr. Wiltshire or Google
Inc. within that timeframe, we will release the enclosed document. We
provide our address and facsimile number for Mr. Wiltshire’s response.

e — OO ) — ]
(U//EQ‘GO) )J4,-963-5827; 14 May 2007 B)(31-P.L. 86-36
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“Comments” to FOIA Case 51897 (as requested under case 54025)

11/09/2006 (U) Betty, first verify media. Then just go to the Contracts ofc and let's see
if we have anything. Then let's talk about a response

11/13/2006 (U//EOYOY Sent query to verify media. e
11717/2006 (U) On 15 Nov I confirmed with]  |that the requester is media
since he is a member of the SF Chronical staff.

11/21/2006 (U) Sent an email to Jody asking her if DA has any contracts with
GOOGLE from 1 Jan 03-present.

11/27/2006 (U) Received response from DA3 - yes there was 1 contract W1th GOOGLE
that ended 3. Dec 05. MGS asked me to contact Jody to find out more about the contract
(what is SEARCH APPLIANCES and SILVER SUPPORT?). Also, contact OGC what's
the vehicle for advisor/consultant? Contacted Jody and Kim. Waiting for response.
12/05/2006 (U) Kim said she believes I should contact the CONTRACT office (DA3) if
I'd like to hire a consultant or such. Jody (Randy) said SILVER is the standard level
contract that is offered by GOOGLE.

12/13/2006 (U) Sent search now memo to DA3.

12/14/2006 (U) I called the requester and left a voice msg (my. name, phone and case
number).

12/15/2006 (U) Copy of request sent to PAO for their fyi.

02/08/2007 (U) JW sent me an email yest stating requester left a msg on our answering
machine on 5 Feb indicating he did not receive FOIA # etc. for his case. I left all of this
info for the requester on his answering machine on 14 Dec 06. I returned the requester s
phone call. Again, I left my name, phone and case number.

02/09/2007 (U) In response to the requester’s email to foiarsc, I called him
(4157776004) and left a voice msg (my name phone and case number). I also informed
him that I'm currently processing his case and he can contact me if he has questions. This
is my third time leaving a voice msg for this requester (14 Dec, 8-9 Feb).

02/09/2007 (U) I spoke with Randy (DA3). He said on a cursory look at the contract
simply protect the names. MGS also wanted him to define search APPLIANCE he did. I
questioned the FACILITY CODE on page 1 of mod 1 and he said it is releasable.
02/09/2007 (U) Called GOOGLE to verify the POC. Left voice msg 65062341 87
(name/phone).

02/21/2007 (U) On 12 Feb Joe Wiltshire returned my call. Ireturned h1s call today 301-
216-2559 to find out the GOOGLE poc, address, etc.

02/26/2007 (U) I called Joe Wiltshire today 301-216-2559 to find out the GOOGLE
poc, address, et;)l)i;j a voice msg for him to call me (left name/phone #).

=" (b)) {3)-P.L. 86~36

03/19/2007 (U/ O) Mr. Wiltshire returned my call today and confirmed that he is
the poc for GOOGLE and he provided a mailing address (500 Thompson Da1ry Way,
Rockville, MD 20850.

03/23/2007 (U) Pages are missing from various documents. Sent email to DA3 (Jody)
requesting the missing pages.

03/30/2007 (U) Joe provided me with the copies today Forwarded case to MGS for
review and approval.

04/03/2007 (U) Began reviewing. Had a few questions and additions for the CO, so
returned to CO with an email

UNCLASSIFIED//FOR L USE ONLY 1
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A
04/05/2007 (U) Contacted the requester and informed him that we/ltf;ca’fefi%#roﬁ. 30
. : : . SO \
pgs of responsive docs and will send to the appropriate compagy%o  reyiew then let'us
know what should be protected on their behalf. I also left my name, phone and case #. I
will speak with MGS after she speaks with CO A/ \
04/05/2007 (U) Mr. Kopytoff returned my call. Heasked e ifit was standard |
procedure for NSA to send the b4 Itr to the compafiy an/dI/ said yes' dnd further explained
that the co. has 15 days from the date of the letter to ;:e'spon/d/to 9§/ He tl}/anl#ed me and\
we ended the call. ) el S I :
04/19/2007 (U) I spoke with MGS about this cdse. She has a question for|
the COR and is waiting for him toreturn her.call. /  // T
.04/27/2007 (U) MGS had a question for/th/e CORY/ She tried to contdct him at the begin
of this month and he neverresponded. 1 sent he/rxﬁn em I/,S'est. asking her! for a status
and she informed me that the COR néver responded to-her so she would like for me to

contact :}6 obtain the arfswer to het question,’ / ]
05/01/2007 (U) I have not hedrd from{ ~ |s’o,/1 informed our DA3 poc (Jody).
Asked that he respond nlt 3:May 07. - / / !
05/02/2007 (U/ O)mo longer works in DA353, He prpvided another

poc ‘who should be able to ansyv/er_my question. Waiting for Andrew's
response. , / / i

05/04/2007 (U//EQTO) Andrew provided an answer. He said additional questions
should be directed to Gwen| r L /

05/09/2007 (U/fE,Ofﬁ)) Called and sent and email to // to find out HOW
the GOOGLE search appliance is being used i

05/14/2007 (U) On 11 May 07, I spoke with| who answered my question

about how the search engine GOOGLE is being used. Forwarded case to MGS for
review and approval. : "
05/15/2007 (U) Rev'd and approved. Signed Rel Notif

05/15/2007 (U) Placed signed doc in LYM mailing bin w/5 docs-susp 6 jun 07.
05/30/2007 (U) Shana Stanton called (she's legal counsel for Google in Calif). She
JUST GOT the release notif. I see that we verified with Joe Wiltshire that his name and
address were correct, but he apparently then sent it to the legal ofc. Let her know she has
til June 6th to respond. :

06/07/2007 (U) MGS spoke with Shana yest. Informed MGS she will be faxing and
then express mailing the hard copies to us.

07/07/2007 (U) CPC called MGS and informed that Ms. Stanton (650-253-1037) tried
to fax the doc. CPC only recvd some of the pgs. I called Ms. Stanton and left a voice
msg asking her to fax the pgs again and to call me if she has questions.

, 06/08/2007 (U) Received the b4 redactions from GOOGLE (partial pgs) that pertain to
the order form. ' )
06/11/2007 (U) I spoke with Ms. Stanton. She did NOT fax all of the pgs again because
she emailed MGS and FEDEXA the pgs. MGS checked her email the and she did receive
anything. I received all of the (FEDEX) pages today. Sending to be scanned.
06/21/2007 (U) DLE informed me that Mr. Kopytoff left a voice msg last night. He
wants to know the status. I called him and informed him that I'm still processing his case.
I left a voice msg (name, case and phone number).

UNCLASSIFIED//FOR O, L USE ONLY 2
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06/21/2007 (U) Mr. Kopytoff called again and left a msg for me. I returned his call and
left a voice msg (name phone case).

06/26/2007 (U) Verne Kopytoff called again. Left message for Betty as well as put
comment in case.

06/27/2007 (U) Emailed Zach and Mike (OGC) to ask them to review GOOGLE's b4
redaction request (faxed 30 pgs to 3016886052).

06/27/2007 (U) Ireturned Mr. Kopytoff's phone call. Iinformed him that I'm still
processing his case, the responsive docs are being reviewed to determine releasability and
if I'm not here when he calls he can speak with MGS.

06/28/2007 (U) Mr. Kopytoﬁ' called while we were at the office team build. Ireturned
is call today and left a voice msg that the docs responsive to this case are being reviewed
to determine releasability also left name phone and case #. Also, left msg that he can
contact MGS if I'm ngt available.

07/25/2007_(U/E@UO) Zach completed his review of the GOOGLE docs. Sent an
email to to see-if the prices in the contract were negotiated. — — — — 3)-P.L. 96-36
07/27/2007 (U) Sent an email to DA3 for a response - have not heard from |

07/30/2007 (U) Sent another email to DA3...were the GOOGLE prices negotiat

avail to general public?

08/01/2007 (U) DA3 responded to my question...will continue to process thls case.
08/02/2007 (U) Forwarded case to MGS for review and approval.

08/07/2007 (U) Rev'd and approved. Sent to FOIA DIV Q for PNP's review

08/09/2007 (U) Pamela was okay with this. Sent it to DJ to sign :
08/10/2007 (U) Proofed and ok, forwarded for approval/s1gnature

08/10/2007 (U) Signed

08/13/2007 (U) Placed signed ltr w/4 sealed docs in L.JM mailing bin - suspense 23 Aug
07.

08/23/2007 (U) Ms. Stanton of Google called and she was a bit womed that the docs
were already released. Again, the mail was slow and they only just got these docs and
the ten days are already up. Iinformed her they have not been made public to the FOIA
Requester yet. She wanted an explanation of why we didn't protect various things. For
the Google employee names, I explained that we can't protect them because there is no
law that allows us to. As for Item No. 0003 in the contract, I explained that our COR said
that that rate was a publicly available rate and not a negotiated rate and that's why it does
not qualify for b4 protection, She would like a chance to look into this and respond to me
again. So, do not send docs to requester yet

08/27/2007 (U/ 0O) The requester called to speak with Betty for a status check on
his case. I was hesitant to provide any information as I had a case pertaining to Google
which was Glomared. I told requester Betty was working case and he said he would call
next week.

09/04/2007 (U) Sent email to DA3 asking them to double check on line item 0003. Was
it negotiated or avail to public?

09/05/2007 (U) Mr. Kopytoff called for a status. -I informed him that the responsive
docs were sent to GOOGLE for their b4 redactions and GOOGLE had a question for
NSA and we are working on obtaining an answer for GOOGLE. He asked when did we
send the docs to GOOGLE and I said in Aug. He asked me how many responsive pgs

UNCLASSIFIED//FOR CIAL USEONLY 3
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were located and I informed him approx 30. 1informed him that he should speak with
MGS if I'm not avail. He thanked me and we ended the call.

09/07/2007 (U) Called DA3 (Andrew) no answer. Waiting for DA3 to answer question
- Negotiated or Avail to public.

09/10/2007 (U) I spoke with Jody today and she is working on obtaining an answer to
the line item 3 question and plans to answer today

09/14/2007 (U) DA3 consulted with OGC J_ _______ —

09/14/2007 (U) 1 called Ms. Stanton informing her (via voicemail) that NSA will protect
line item # and she can contact Betty or Mananne if she has any questions. Forwarding
case to MGS for review and approval.

09/14/2007 (U) rev'd final letter and MR. Last set of docs scanned in (sealed) are
correct except they need stamp

09/17/2007 (U) Unsealed last 4 docs, stamped then sealed again and placed in Kelly's:
mailing bin w/signed Itr. Case closed.

11/14/2007 (U/EOHG; requester called today and spoke first with Denise and then with
me. He had a number of questions and seemed to need some info before he could file an
appeal (or possibly file a newer, more specific request). He wanted to know where a
search was conducted and I did inform him Contracting. He asked if emails were
searched and I said I did not believe so (email is listed in his request). I explained about
the burden, time, money for email searching and I also explained that the FOIA only
requires that we search in offices where the records sought would most REASONABLY
be expected to be located. He thanked me and was satisfied with the help I provided
him.
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Frequently Asked Questions
The National Security Agency/
Central Security Service

What does the NSA/CSS do?
‘ The National Security Agency/Central Security Service (NSA/CSS)
is the nation’s cryptologic organization. Qur twofold mission is the
4 protection of U.S. information systems and the production of foreign
signals intelligence information. By its very nature, what we do as a key
member of the Intelligence Community requires a high degree of
confidentiality. NSA/CSS is tasked with preventing foreign adversaries from
| gaining access to classified national security information. We also collect,
process, and disseminate intelligence information from foreign signals for
national foreign intelligence and counterintelligence purposes and to support
military operations. The requirements driving NSA/CSS’ collection are set
at the highest levels of the U.S. Government.

What is the Central Security Service?

The Central Security Service (CSS) was established by Presidential Directive in 1972 to promote full
parmership between the NSA and the cryptologic elements of the Armed Forces. By combining NSA and CSS, we
are able to provide a more unified Department of Defense (DoD) cryptologic effort. The U.S. military elements —
Army, Navy, Air Force, and Marines — comprise the CSS. To further ensure joint operations, the Director of the
NSA is also the Chief of the CSS.

What is Information Assurance?

The Information Assurance (IA) mission is to provide the solutions, products, and services to protect
information infrastructures (for example, network or communication backbones) critical to U.S. national security
interests. 1A also conducts defensive information operations to achieve information security.

What is SIGINT? L
Qur Signals Intelligence (SIGINT) mission is to intercept and analyze foreign
adversaries’ communications signals, many of which are protected by codes and other
complex countermeasures. We collect, process, and disseminate intelligence information on
foreign intelligence targets in response to requirements set at the highest levels of government.

Who are the NSA/CSS’ Customers?

The NSA/CSS exists to protect the Nation. Our customers know that they can count on us to provide them
with what they need, when they need it, and in a form they can use. Specifically, we provide intelligence products
and services to the White House, Executive Agencies (such as the State Department), Chairman and Joint Chiefs of
Staff (JCS), military Commanders-in-Chief (CINCS) and component commands, military departments,
multinational forces, and our allies. In addition, we provide information assurance products and services to our
government customers and to industry.
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Who is the head of the NSA/CSS?

Our current Director, NSA/Chief, CSS, is Lt Gen Michael V. Hayden,
USAF. According to United States Code 201 of Title 10, the Director is appointed by
the Secretary of Defense and approved by the President of the United States. In
accordance with the Department of Defense (DOD) Directive 5100.20, dated
December 23, 1971, Director, NSA/Chief CSS is always a commissioned military
officer with at least a rank of three stars.

The Agency's senior leadership team supports him to guide the workforce.
They are the Deputy Director, currently Mr. William B. Black, the highest ranking
civilian at the NSA/CSS; plus, the Signals Intelligence Director (SID) and the
Information Assurance Director (LAD), who are also civilians.

What organizations are included in the U.S. Intelligence Community?

There are thirteen federal organizations in the Intelligence Community. In addition to NSA/CSS, the
following organizations are members: Central Intelligence Agency (CIA), National Imagery and Mapping Agency
(NIMA), Federal Bureau of Investigation (FBI), Defense Intelligence Agency (DIA), National Reconnaissance
Office (NRO), Department of Energy, Department of Treasury, Department of State, Army Intelligence, Air Force
Intelligence, Navy Intelligence and Marine Corps Intelligence.

What is the budget of the NSA/CSS and how many people work for it?

The size of the Agency's budget cannot be publicly disclosed. It is far from
true that the NSA/CSS has an unlimited "black” budget, unknown by other government
entities. While the budget of the NSA/CSS is classified, these details are known by the
Office of Management and Budget, by both the Senate Select Committee on

Intelligence (SSCI) and the House Permanent Select Committee on Intelligence
(HPSCI), and by the Defense Subcommittees of the Appropriations Committees in both
Houses of Congress. Resources allocated to the NSA/CSS are subject to rigorous
examination and approval processes. In 1997, the aggregate figure for all U.S.
: : government intelligence and intelligence related activities - of which the NSA/CSS was
one segment - was made public for the first time. The aggregate intelligence budget was $26.6 billion in fiscal year
(FY) 1997 and $26.7 billion for FY98. The amount of the intelligence budgets for other years has not been publicly
released.
The number civilian employees worldwide is available. This number changes due to new hires and
retirements, but averages over 15,000. If the NSA/CSS were considered a corporation in terms of dollars spent,
floor space occupied, and personnel employed, it would rank in the top 10% of the Fortune 500 companies.

Fact Sheet #1
Junuary 2002

For more information about the NSA/CSS, contact the Public Affairs and Communications
office on (301) 688-6524, or visit our website at http://www.nsa.gov
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Frequently Asked Questions
NSA/CSS’ Rich Heritage

What is cryptology?

Cryptology is the art and science of making and breaking codes and ciphers. NSA/CSS is responsible for
creating the systems that protect U.S. communications and for analyzing systems and communications used by
foreign powers. Making a code or cipher system is called cryptography. Those that try to “break” a cryptosystem
are practicing cryptanalysis. Another aspect of cryptology is steganography: concealing messages, usually
unencrypted, within another message or picture.

When did the NSA/CSS become part of the U.S. Intelligence Community?

Following World War 11, the government made an effort to unify the military’s cryptologic services. On
May 20, 1949, the Secretary of Defense ordered the issuance of JCS Directive 2010 establishing the Armed Forces
Security Agency (AFSA). Its mission was to conduct the communications intelligence and security activities of the
National Military Establishment. Unfortunately, AFSA had various difficulties, and by late 1951 President Truman
ordered a special committee to analyze the agency. The Brownell Committee made several recommendations for
change. In October, 1952, the President and the National Security Council adopted most of the recommendations
and issued a revised version of National Security Council Intelligence Directive No. 9. Communications
intelligence was determined to be a national issue, so the Armed Forces Security Agency became the National
Security Agency. President Truman signed the directive on November 4, 1952.

Where can I learn more about our Nation’s cryptologic heritage?
NSA/CSS is very proud of its National Cryptologic
Museum. The museum collection contains thousands of
artifacts that serve to illustrate the history of the cryptologic
profession. Featuring rare Civil War devices, World War 11
artifacts, and current secure voice communications systems,
the museum tells the cryptologic story in peacetime as well
as war. The museum also has a research library with a
see unique collection of commercial code books, declassified
"] NSA documents, and transcribed oral histories. It is open to
4 the public serving researchers, scholars, and students

interested in cryptology.

Just outside the museum is the National Vigilance Park and the Aerial Reconnaissance Memorial. This
memorial honors the many aerial reconnaissance crews who lost their lives in the performance of their duties. We
encourage you to visit this memorial dedicated to those who have served our nation in the cryptologic field.

The museum and park are located adjacent to NSA/CSS headquarters in Ft. Meade, Maryland. The
museum is open to the public, 9:00 AM to 4:00 PM, Monday through Friday. School groups and civic
organizations are welcome, and group tours may be scheduled in advance by calling 301-688-5849. National
Vigilance Park is open from dawn to dusk.
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How has cryptology influenced American history?

Code making is an ancient practice. Codes were used in America’s Revolutionary War and throughout the
history of the United States. Slaves in the South developed a code using patterns in qu1lts to help them escape to
the North. During the Civil War both Union and Confederate soldiers
leatned to send encrypted messages and to intercept enemy
communications. In 1917, the British decryption of a German message,
the Zimmermann Telegram, pushed the United States into World War 1.
The advent of radio communications at that time marked the start of
modern cryptology in the United States. Mobile intercept capabilities and
radio direction finding - locating the source of a transmission - provided
early warning of enemy activities, proving their value to the military.

Following WWI, the United States established its first peacetime
cryptologic offices. MI-8, under the direction of Herbert Yardley, worked
against foreign diplomatic cables from a covert site in New York City until 1929, when it was superseded by the
military’s cryptologic offices. William Friedman began the Army’s first peacetime service, hiring mathematicians
to become cryptanalysts. Today, the NSA/CSS continues to hire more mathematicians than anyone else in the
country. Also in the 1920s, CAPT Laurance Safford enlarged the Navy’s Research Desk, creating a cadre of
personnel who made major contributions and achieved cryptologic successes from the mid-1930s onward.

When WWII broke out, cryptology was key to the success of the Allies. Throughout the war, intelligence
derived from the Japanese diplomatic system, codenamed Purple, provided valuable information from the Japanese.
The U.S. Army also learned of many German plans through the Japanese ambassador in Berlin, who used Purple to
send messages to Tokyo. The U.S. Navy’s ability to break into the Japanese Navy Fleet Code,
JN-25, allowed them to learn vital information about Japanese intent. This prior knowledge permitted U.S. forces to
prepare and counteract the attack on Midway Island, the tuming point in the war in the Pacific. The Navy also had
success breaking and reading the secret messages of the Germans’ Enigma machines, assisting in Allied victories in

; the Atlantic, North Africa, and Europe. Some historians believe that the ability
to read Enigma messages may have shortened the war by two years.

Protecting U.S. communications is equally as important as reading the
enemy’s messages. During WWII, the Army and Navy recruited Native
Americans. Trained in radio communications, they spoke in their own
languages and used code words to confuse any enemy soldier who may have
been listening. High-level textual messages were encrypted on the SIGABA,
an extremely complicated cipher machine that was used throughout the war.
Neither the codes of the Marines® Navajo code talkers nor the SIGABA were
L. : ever broken by the enemy, providing the United States with a clear advantage.

Cryptology contmued to play a role through the Korean and Vietnam Wars, and the cryptologic
contributions to ascertaining the enemy’s intentions and abilities during the Cold War cannot be underestimated. It
can be argued that cryptology played a part in maintaining the peace in that tension-filled era.

Cryptology played another role throughout the second half of the Twentieth Century. Technologies
improved, and cryptology helped pioneer computers and communication technology. Today’s supercomputers,
encrypted cell phones, and verification systems owe some of their development to work done for the NSA/CSS.

The NSA/CSS continues to provide and protect vital information, shaping America’s history and
contributing to the nation’s cryptologic heritage.

Fact Sheet #2
January 2002

For more information about the NSA/CSS, contact the Public Affairs and Communications
office on (301) 688-6524, or visit our website at http://www.nsa.gov
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this contract under this Hardware Replacement Option. There is no piece part
replacement, but rather wtal system replacement in event of failure,
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SECTION D -PACKAGING AND MARKING

D.1 352.247-9002 PACKAGING AND PACKING {(JAN 1997) - ALTERNATE I (JAN 1997)

) Packaging and packing shall be in accordance with the Contractor's best commercial practice for domestic
shipment to insure safe arrival at destination. Two copies of packing slip shall be included with shipment.

Container(s) shall be clearly marked with, at a minimum, the following:

1. Name of Contractor

2. Contract No. and Delivery Order No. (if applicable)

3. Delivery Address

4. Point of Contact {if included in Section G)

5. Piece number and total number of pieces shipped (i.e.., "Box 2 of 10°¢)

Packing slips shall contain:

1. Name of Contractor

2. Contract No. and Delivery Order No. (if applicable)*

3. Delivery Address

4. 1Item descriptions and part numbers matching those in the contract

5. The correct number of pieces shipped

6. Point of contact (if provided in Section G}

7. A point of contact and phane number within the campany to discuss any discrepancies.

NOTE: Contractor is responsible for ensuring that the above information is included on any drop shipped
deliveries.

* If the contract number begins with MDA904, only the last seven letters/numbers (plus any delivery orderx
number, if applicable) needs to be refarenced. For example, MDAY904-97-C-0001 may be shown on the packing slip as
97-C-0001, and MDAS04-97-D-1001, Delivery Order 0005 may be shown as 97-D-1001/0005. Contract numbers beginning
with other than MDA904 shall be included in their entirety. The contract/delivery order number may be hand
written on packing slip if contractor's automated system will not accommodate the entire contract number.

(End of Clause)

SECTION E -INSPECTION AND ACCEPTANCE

E.1 352.232-9010 CONSTRUCTIVE ACCEPTANCE - SUPPLIES (oCT 1993)

Due to the nature of supplies being accepted, inspection and testing requirements, shipping and acceptance
terms, resources available for acceptance, or other factors relevant to this contract, acceptance of supplies
required herein shall be deemed to have occurred constructively aen the seventh calendar day after delivery for
the purpose of determining the payment due date and computing Government interest payments pursuant to the
Prompt Payment clause at 52.232-25.

(End of Clause)

B.2 352.232-9011 CONSTRUCTIVE ACCEPTANCE - SERVICES (oCT 1993)

Due to the nature of services being performed, inspection requirements, acceptance terms, resources
available for acceptance, or other factors relevant to this contract, acceptance of services required herein
shall be deemed to have occurred constructively on the seventh calendar day after performance for the purpose of
determining the payment due date and computing Government interest payments pursuant to the Prompt Payment
clause at 52.232-25.

({End of Clause)

k.3 352.246-9001 INSPECTION AND ACCEPTANCE AT DESTIMATION (APR 1989)

Inspection and acceptance will be performed at destination by the Contracting Officer or duly authorized
Agency personnel.

(End of Clause)
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SECTION E -INSPECTION AND ACCEPTANCE

E.4 352.246-9003 NOTICE: MATERIAL AND WORKMANSHIP (JUL 1999)

All material incorporated in the work shall be new and the work shall be performed in a skillful and
workman like efficient manner. Both materials and workmanship shall be subject to the inspection of the
Contracting Officer or his Quly authorized representative who may require the Contractor to correct defective
workmanship or materials without cost to the Government, unless the contract specifies otherwise.

(End of Clause)

SECTION F -DELIVERIES OR PERFORMANCE

r.l REFERENCED CLAUSES

The following contract clause(s) pertinent to this section is/are hereby incorporated

CLADSE 0. Trrie
$2.247-29 F.0.B. ORIGIN (JUN 1988)
r.2 52.342-11 ¥.0.B. ORIGIN - GOVERNMENT BILLS OF LADING OR INDICIA MAIL (PEB 1993)

(a) F.o.b. origin shipments shall be made on Government bills of’lading, or, if the supplies are mailable,
via the U.S. Postal System, using "Penalty Permit Imprint® indicia labels.

(b) If Govermment bills of lading are not furnished with the contract or applicable ordering document, the
Contractor shall obtain them from the Contracting Officer or designated representative.

{c} Unless otherwise directed, the Contractor shall address overseas parcel post to an ultimate DOD
consignee in care of a designated Army, Air Force, or Navy (fleet) post office and not to, or in care of, a
transportation officer, or other activity at a CONUS water or aerial terminal for transshipment.

(End of Clause)

F.3 352.211-9000 DELIVERIES (APR 1989)

(a)

The supplies called for herein shall be delivered in accordance with the applicable Time of Delivery
clause.

(b} Offeror is notified that required delivery date is effective as of the date of the contract (date of
award or acceptance document): accordingly, the delivery schedule must be expressed in terms of a specified
number of calendar days after the date of the award (acceptance) document. An acceptance of proposal mailed (or
otherwise furnished) to the successful offeror results in a binding contract. Therefore. in determining the

time available for delivery the offeror should take into consideration the time required for the notice of award
{acceptance) to arrive through the ordinary mails.

{End of Clause)
F.4 352.211-9001 TIME OF DELIVERY (OCT 1993)

The supplies called for herein shall be delivered on or before six weeks after date of award document -

{End of Clause)

F.5 352.211-9004 PERIOD OF PERFORMANCE (APR 1989)

This contract shall extend from date of contract award, through two years, unless performance is sooner
terminated under the terms of the contract.

(End of Clause}
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SECTION F -DELIVERIES OR PERFORMANCE

F.6 352.215-9009 PLACE OF PERFORMANCE (OCT 1993)

Unless the writgeg approval of the Contracting Officer is obtained in advance, the work herein shall not be
performed at any facility, octher than the contractor's plant located at 2400 BayShore Parkway, Mountain View,
CA, or the site of the sponsoring Agency.

(End of Clause)

r.? 352.247~9006 SHIPPING INSTRUCTIOMS - DORSEY ROAD (JAN 2003)

Supplies shall be shipped to the following:

Maryland Procurement Office

Dorsey Road Warehouse

1472 Dorsey Rd., Doors 1, 2 or 3

Hanover, MD 21076

REF: MDA904-03-c-1356+*

Attn: "LL15 Receiving Officer®

Piece Number and total # of pileces shipped (i{.e., "Box 2 of 10")

NOTE: Schedule shipments to arrive at destination from 7:00 AM to 2:30 PM Monday through Friday, excluding
Federal holidays. Call 410-691-2735 no less than 24 hours in advance of delivery for full loads, special
handling, or if you would like to schedule for a specific time.

NOTE: Contractor is responsible for ensuring that the above information is included on any drop shipped
deliveries.

* 1f the contract number begins with MDA904, only the last seven letters/numbers (plus any delivery order
number, if applicable) needs to be referenced. For example, MDA904-97-C-0001 may be shown on the packing slip as
97-C-0001, and MDA904-97-D-1001, Delivery Order 0005 may be shown as 97-D-1001/0005. Contract numbers beginning
with other than MDA304 shall be included in their entirety. The contract/delivery order number may be hand
written on packing slip if contractor's automated system will not accommodate the entire contract number.

{End of Clause)

(End of Clause)

SECTION G -CONTRACT ADMINISTRATION DATA

Q.1 ACCOUNTING AND APPROPRIATION DATA

ACR:AA
PR#A00390230000
AA 9730100.4500 531155 888-2513 S18119 Q8080N31-03 QB8080N3-03

OBLIGATED: $2.,077,952.00

Q.2 352.229-9000 NOTICE OF TAXATION {SEP 1994)

The Contractor shall provide the Contracting Officer with written notice of any proposed tax assessments,
exemptions, exclusions or refunds which would increase or decrease costs or liabilities to the contractor and/or
the Government. The notice shall be submitted in sufficient time to provide the Government a meaningful
opportunity to assert its immunity, participate in negotiations or litigation with the taxing authority
concerning the applicability of the tax, and/or adjust the parties’' liability for costs according to the
increase or decrease in tax.
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SECTION G -CONTRACT ADMINISTRATION DATA

{End of Clause)

G.3 352.229-9001 CONTRACTOR LIABILITY FOR STATE AND. LOCAL TAXES (BEP 1994)

Generally, the contractor is liable for payment of state or local taxes on this contract to the same extent
that it would be liable for such taxes on a contract with a nongovernment entity. Although it may be useful for
the contractor to inform the taxing authorities that the Maryland Procurement Office (MPO) is a federal
government agency, this fact alone does not in and of itself create a tax exenption for the contractor. While
some transactions undertaken by the contractor pursuant to this contract may be exempt from a state or local
tax, it is the Contractor's responsibility to identify such exemption under the applicable statute, and to
resolve the applicability of such with state or local taxing authorities.

(End of Clause)

G.4 352.232-9008 NOTICE OF PROMPT PAYMENT ACT APPLICABILITY {OCT 1993)
This contract is subject to the Prompt Payment Act, Public Law 97-177, as amended.
(End of Clause)

a.5 352.242-9000 CONTRACTING OFFICER'S REPRESENTATIVE (OCT 1993)

(a) The Contracting Officer may appoint one or more Government employees as Contracting Officer's
Representatives (COR) for technical purposes applicable to this contract. *®Technical® is restricted to
scientific, engineering, or field-of-discipline matters directly applicable to the work performed by the
Contractor under the requirements of this contract.

{(b) The appointment(s) will be in writing, signed by the Contracting Officer, and will set forth the
authority granted to and the limitations on the COR. Two copies of the letter of appointment will be provided
to the Contractor who shall acknowledge receipt of the appointment by immediately signing and returning one

copy of the letter. Such signing shall represent the Contractor's acknowledgement of the limited authority of
the COR.

(c) Appointments may bé changed or revoked by the Contracting Officer. The Contracting Officer will
notify the Contractor, in writing, of any such changes or revocations.

(End of Clause)

G.6 352.242-%001 CONTRACT ADMINISTRATION DATA {OCT 1993)

The Procuring Contracting Officer will retain all administration functions under this contract.
: (End of Clause)

SECTION H -SPECIAL CONTRACT REQUIREMENTS

H.1 352.204~-9001 DIBCLOSURE OF INFORMATION - CONTRACT (BEP 1996)

(a) DFARS 252.204-7000 and this clause shall govern any disclosure of information regarding this contract.
In using information authorized by this clause. the contractor (i) shall not disclose any information ) ]
concerning the sponsorship of this contract, or (ii} the nature of the Government's interest in and'appllcatxon
of the subject matter of this contract unless this type of information is expressly allqwed to be disclosed by
paragraph (b) and/or {(c) below, or by written approval of the cognizant Contracting Officer.

{b) The information listed below may be disclosed in proposals to United States Government Agencies in
response to requests for past performance assessments: when this information is completed at time of contract
award, the document shall be marked "FOR OFFICIAL USE ONLY." If any of the information that follows changes in i
your disclosure, the Contracting Officer must be notified in writing of the change.

S —
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[ ]
SECTION H ~BPECTAL CONTRACT REQUIREMENTS

CONTRACT NUMBER: MDA904-03-C-1396
CONTRACT TYPE: FIRM FIXED PRICE
AWARD DATE:
GOVERNMENT CONTRACTING ACTIVITY:

MARYLAND PROCUREMENT OFFICE

9800 SAVAGE ROAD

FORT GEQRGE G. MEADE, MD 20755-6000
ORIGINAL CONTRACT VALUE:52,077.952.00
CURRENT OR COMPLETED CONTRACT VALUE:
PERIOD OF PERFORMANCE: DATE OF AWARD THROUGH TWQ YEARS
COMPETITIVE/NONCOMPETITIVE/FOLLOW-ON {circle, underline or highlight sppropriate description)
PROGRAM TITLE:
CONTRACT EFFORT DESCRIPTION: (unclassified - as provided in solicitation package and completed as

part of the award document)

PLACE OF PERFORMANCE :
POINTS OF CONTACT/PHONE NUMBER:
CONTRACTING OFFICER:
PROGRAM MANAGER:

{c) For additional disclosures which require specific prior approval by the Contracting Officer, once
authorization to use any specific information has been approved by the Contracting Officer, the contractor is
authorized to reuse such specific information without obtaining additional authorizations from the Contracting
Officer. The contractor shall maintain a log of the additional uses and submit a copy of the log to the
Contracting Officer when each additional disclosure is made.

{End of Clause)

H.2 352.204-9010 NOTICE: CONTRACT ADMINISTRATION ARD CLOSEOUT GUIDANCE (JOL 2001)

The following guidance is provided for your use in administering and closing out the contract. When the
contract is complete, the contractor shall initiate final accounting and disposition. This shall be done in
accordance with the following instructions. 1f a portion of the instructions are not applicable te this
contract, then disregard that portion.

(a} Government Furnished Property/Documents

(1) The cognizant property administration office (Defense Contract Management Command (DCMC)and/or
Office of Naval Research (ONR) is designated to administer the maintenance by the contractor of official
Government Property Records for all Government property/documents. See Section G - Contract Administration Data
for the cognizant office for this contract.

of property/documents and forward same to the designated property administrator.

(3) At the end of the contract, the contractor shall submit the Govermment Furnished
Property/Documents Inventory Schedule, requesting disposition, to the cognizant office. The cognizant property
administration office shall then obtain the disposition instructions from the contracting Officer‘s
Representative (COR), and they will forward them to the contractor. The contractor shall provide the cognizant
office with a declaration that all Government furnished property/documents have been accounted for or expended
(disposition is complete) in the performance of the contract. The cognizant property administration office will
provide the Maryland Procurement Office (MPO) and the COR with the appropriate releases.

i
{2) The contractor shall sign (1) copy of the shipping or inspection document acknowledging receipt

(b} Contractor Acquired Property. At the end of the contract, the contractor shall submit the Contractor
Acquired Property list, requesting disposition, to the cognizant property administration office. This office
will then obtain the disposition instructions from the COR, and then will forward them to the contractor. The
contractor shall provide the cognizant office with a declaration that Contractor Acquired Property has been
dispositioned as requested. The cognizant property administration office will provide the MPO and the COR with
the appropriate releases.

(c) Plant Clearance. The cognizant property administration office is automatically delegated plant
clearance procedures.

{d) Classified Material/Documents (DD254 on the contract). The disposition/retention action of classified
holding should be initiated pursuant to paragraphs 5.1 and 5.m of the Industrial Security Manual. The inventory.
shall be submitted to the Director, NSA/CSS, ATTN: (the appliceble COR with office designator), 9800 Savage
Road, Ft. George G. Meade, Maryland 20755-6000. After compliance with the COR's disposition instructions, the
contractor shall submit evidence of compliance, certified by the CSSO, to the MPO (ATTN: DA3__ (Contracting
Officer's name), Maryland Procurement Office., 9800 Savage Road, Fort George G. Meade, MD 20755-6000). with a
courtesy copy to Q13 and the COR.

{(e) Report of Inventions and Subcontracts (Form DD882). Pursuant to the Patent Rights clausg of this
contract, the contractor shall submit the DD Form 882 to the Director, NSA/CS5, ATTN: (the applicable COR

_.d
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SECTION H -SPECIAL CONTRACT REQUIREMENTS

with office designator), 9300 Savage Road, Ft. George G. Meade, Maryland 20755-6000, with a courtesy copy to the
MPO (ATTN: DA3__(Contracting Officer's name), Maryland Procurement Office, 9800 Savage Road, Fort George G.
Meade, MD 20755-6000).

(f} Final Payment

(1) For contracts requiring final DCAA audit, the contractor shall submit the final voucher with
release and assignment documentation to the cognizant Defense Contract Audit Agency (DCAA)} office for processing
in accordance with FAR 4.804 (within 180 days).

{2) For all contracts not requiring final DCAA audit, the contractor shall submit the final invoice,
DD250, to the COR for processing.

tg) Contract Data Requirements List (CDRL) - DD Form 1423. 1If not previously provided to the COR, the
contractor shall provide the COR with status of the documentation for final resolution. This shall be submitted
to the Director, NSA/CSS, ATTN: (the applicable COR with the office designator}, 9800 Savage Road, Ft.
George G. Meade, Maryland 20755-6000, with a courtesy copy to the MPO (ATTN: DA3__(Contracting Officer's name),
Maryland Procurement Offjice, 9800 Savage Road, Fort George G. Meade, MD 20755-6000).

(h) Quick Closeout.

{1) The contractor shall review the contract for applicability of the Quick Close Out Procedures., in
accordance with the FAR 42.708, and determine if this method applies. “If applicable, the contractor may
request, in writing, Quiek Close Out authorization fram the CO.

(2) The MPO will authorize Quick Closeout Procedures, if applicable. The Contractor shall then
submit a copy of the letter, the final voucher., etc., directly to the cognizant DCAA office (see Section G).

(End of Clause)

3.3 352.211-9002 MOTICE : GOVERNMENT CLOSURES (DEC 1997)

ta) 1) Government Holidays:

New Year's Day - 1 January

Martin Luther King, Jr.'s Birthday - 3rd Monday in January
President's Day - 3rd Monday in February

Memorial Day - Last Monday in May

Independence Day - 4 July

Labor Day - 1st Monday in September

Columbus Day - 2nd Monday in October

Veteran's Day - 11 November

Thankegiving Day - 4th Thursday in November

Christmas Day - 25 December

(2) Any other day designated by Federal Statute, Executive Order or a Presidential proclamation. :

{3) When a holiday falls on a Sunday, the following Monday will be observed as a legal holiday. When
a holiday falls on a Saturday, the preceding Friday is observed as a holiday by U.S. Govermment Agencies. r

{4) Unless authorized by the Contracting Officer or his duly authorized representative, the
contractor shall not work UNDER MPO CONTRACT at any government facility on any holiday listed above nor should
any deliveries under this contract be made to an any govermment facility on those days. ‘

(5) The amounts in Section B of the contract include an allowance for holidays to be observed; and.
accordingly, the government will not be billed for such holidays, except when services are required by the
government and are actually performed on a holiday.

(b) Administrative leave:

(1) When the Government grants administrative leave to employees as a result of inclement weather,
potencially hazardous conditions, or other special circumstances, contractor personnel working at the specific
facility/location granted administrative leave shall alsc be dismissed. However, the contractor shall provide
sufficient on-site personnel to perform the requirements of eritical work already in process, if instructed by
the Contracting Officer or duly authorized representative.

(2) On-site personnel working on this contract shall not be granted access to Agency installaticns
during closure situations unless they are designated as emergency or essential personnel requ{red to'perform the
requirements of critical work already in process, or are otherwise instructed by the Contracting Officer or duly
authorized representative. On-site personnel at another government facility shall only be granted access under
terms agreed to with that Agency.

(c) Except for emergency situations or when instructed by the Contracting Officer or duly suthorized

e ——————————
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SECTION H -SPECIAL CONTRACT REQUIRENENTS

representative. the costs associated with the period of any such Agency closure shall not be a direct
reimbursable cost under this contract. If authorized in accordance with the contractor's normal accounting
procedures, these costs MAY be reimbursable as an indirect cast using established indirect cost pools.

{End of Clause)

H.4 352.215-5000 NOTICE: INCORPORATION OF SECTION K BY REFERENCE (AUG 1998)

v In accordance with FAR 15.204-1(b). Part IV of the Uniform Contract Format shall not be physically included
in the contract, but Section K, Representations, Certifications, and Other Statements of Offerors (as completed
by the Contractor) shall be deemed incorperated by referance in the contract.

(End of Clause)

H.5 352.227-9%000 SOFTWARE REQUIREMENT {ADG 1996)

The Contractor warrants that, to the best of its knowledge and belief, software provided under this
contract does not contain any malicious code, program, or other internal compoment {e.g.., computer virus} which
could damage, destroy, or alter software, firmware, or hardware or which could reveal any data or other
information accessed through or processed by the software. Further, the Contractor shall immediately inform the
ngtracting Officer upon reasonable suspicion that any software provided hereunder may cause the harm described
above.

The Government understands and agrees that any errors discovered in the software by the Government shall
be reported to Google and governed by the terms of the support services selected by the Government in thas
agreement to the extent the Government Security Restrictions will permit.

(End of Clause)

H.6 352.227-9002 COMMERCIAL COMPUTER SOFTWARE - CONTRACTS (FEB 1596)

Pursuant to the requirements of Defense Federal Acquisition Regulation Supplement (DFARS) 227.7202-1,
commercial computer software to be delivered under this contract will be acquired under the Google Order Form
and License
Terms, dated 8/1/03, $as attached, O PAG &S,

(End of Clause,

.7 352.227-9003 YEAR 2000 COMPLIANCE - COMMERCIAL ITENS (JOL 1999)

Definition: INFORMATION TECHNOLOGY means any equipment or interconnected pystem or subsystem of eqguipment,
that is used in the automatic acquisition, storage, manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or information. This is for equipment used by the
government directly or is used by a contractor under a contract with the Agency which (1) requires the use of
such equipment, or (2) requires the use, to a significant extent, of such equipment in the performance of a
service or the furnishing of a product. Information technology includes computers, anclllary equipment,
software, firmware and similar procedures, services (including support services), and related resources. It does
NOT include any equipment that is acquired by a Federal Contractor incidental to a Federal contract.

The Contractor warrants that each information technology product delivered under this contract shall be
able to accurately process date/time datas (including, but not limited to, calculating, comparing and sequencing)
from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year
calculations, to the extent that other information technology, used in combination with the information
technology being acquired, properly exchanges date/time data with it. All items developed or delivered under
this contract are covered under this clause unless expressly noted otherwise. If the contract or DD1155
contains a technology refreshment clause, successor products provided thereunder are also covered under this
clause unless expressly noted atherwise. If the contract requires that specific listed products must perform as

' a system in accordance with the foregoing warranty, then that warranty shall apply to those listed products as a
system. The dvration of this warranty and the remedies available to the Government for breach of this warranty
shall be as defined in, and subject to, the terms and limitations of the contractor's standard commercial
warranty or warranties contained in this contract, provided that notwithstanding any provision to the contrary
in such commercial warranty or warranties. the remedies available to the Government under this warranty shall
i1nclude repair or replacement of any listed product whose non-compliance is discovered and made known to the
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contractor in writing within ninety (90) days after acceptance. Nothing in this warranty shall be construed to
limit any rights or remedies the Government may otherwise have under this contract with respect to defects other
than Year 2000 performance.

The Govermment understands and agrees that any errors discovered in the product by the Govemrmment shall be
reported to Google to the extent the Government Security Restricitions permit and be governed by the terms of
the support services selected by the Government in this agreement.

(End of Clause)

H.8 352.227-9003 ROTIFICATION OF FOREIGN ORIGIN SOFTWARE AND/OR FIRMWARE (OCT 1999)

Offerors/Contractor shall notify the Contracting Officer in writing if any foreign manufactured, developed,
maintained and/or modified software and/or firmware will be used or included in the deliverables under th:s
contract. Foreign-origin software and/or firmware that is merely a possible candidate for use under this
contract shall also be identified. Notification pursuant to this clause must include the identity of the
foreign source and the nature of the software application, and is required as soon as there is a reason to know
or suspect foreign origin. .

MPO reserves the right to exclude foreign-origin software and/or firmware from use under contract on a case
by case basis.

(End of Clause)

H.9 352.228-9002 NOTICE 3 INSURANCE - WORK ON A GOVERNMENT IRSTALLATION (AvG 1996)

(a) In accordance with FAR 28.307-2 the contractor shall at his own expense, procure and maintain during
the entire performance period of this contract insurance of at least the kinds and minimum amounts set forth
below:

worker's Compensation and Employer's
Liability IDSUTANCR . .. ..t iurintee s innensannans $100, 000

General Liability Insurance:
For Bodily Injury Liability -
Minimum Per Occurrence............ e e $500, 000

Automobile Liability Insurance:

Minimum Par Person. ......c.cicvean:nssan PP $§200,000
Minimum Per Occurrence for Bodily Injury....... $500, 000
Minimum Per Occurrence for Property Damage......5$20,000

{b} Prior to the commencement of work hereunder, the Contractor shall furnish to the Contracting Officer a
written statement of the above required insurance. The policies evidencing required insurance shall contain an
endorsement to the effect that cancellation or any material change in the policies adversely affecting the
interest of the Government in such insurance shall not be effective for such period as may be prescribed by the
laws of the State in which this contract is to be performed and in no event less than thirty (30} days after
written notice thereof to the Contracting Officer.

{c) The Contractor shall insert the substance of this clause. including this paragraph (c}, in all first-
tier subcontracts hereunder. The contractor shall furnish (or ensure that there has been furnished) to the
Contracting Officer a current Certificate of Insurance, meeting the requirements of (b} above, for each such
first-tier subcontractor, at least five {5) days prior to entry of each such subcontractor's personnel on the
Government installation.

{End of Clause)

H.10 352.232-9009 DISCOUNTES FOR PROMPT PAYMENT (OCT 1993)

{a) Discounts for prompt payment will not be considered in the evaluation of offers. However, any offered
discount will form a part of the award, and will be taken if payment is made within the discount period
indicated in the offer by the offeror. As an alternative to offering a prompt payment discount in conjunction
with the offer, offerors awarded the contracts/purchase orders, may include prompt payment discounts on
individual invoices.
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(b} In connection with any discount offered, time will be computed (i) from date of delivery of the
supplies to carrier when acceptance 1s at the point of origin, (ii) from date of delivery at destination or port
of embarkation when delivery and acceptance are at either of these two points, or, (iii} from the date the
correct invoice or voucher is received in the designated billing office whichever is later. For the purpose of
computing the discount earned, payment shall be considered to have been made on the date which appears on the
payment check or the date on which an electronic funds transfer was made.

(End of Clause)

H.1l 352.244-9000 NOTICE: SUBCONTRACTING WITH CANADIAN CONTRACTORS (ocT 1993)

Provided the sponsoring Government Activity is not disclosed, the offeror is not prohibited from
subcontracting with Canadian Contractors, unless the work to be performed under any resulting contract is
classified in nature.

Federal Acquisition Regulation (FAR), Part 44, Subcontracting Policies and Procedures, particularly Subpart
44.2 - Consent to Subcontract, applies.

In addition to those clauses which the prime contractor is normally required to insert in subcontracts, the
following must be included, as required.

FAR 52.225-11 Restrictions on Certain Foreign Purchases (AUG 1998)
DFARS 252,225-7026 Reporting of Contract Performance Outside the United States (MAR 1998)

(End of Clause)

H.12 352.290-9008 USE OF NON-GOVERNMENT PERSONNEL BY THE MARYLAND PROCUREMENT OFFICE FOR CORTRACT CLOSEOUT
(Jud 2001)

Contractor personnel who have executed a non-digsclosure agreement with this office may administratively
handle documentation associated with this contract for closeout. purposes. Your signature on this document
constitutes acknowledgement and acceptance of the Maryland Procurement Office's use of contractor personnel in
the administrative closeout of this contract.

Documentation may include, but is not limited to, proprietary information, rate information, billing
information and supporting documentation.

(End of Clause)

SECTION I ~CONTRACT CLAUSES

I.1l REFERENCED CLAUSES
The following contract clause(s) pertinent to this section is/are hereby incorporated

CLAUSE NO. PITLE

52.202-01 DEFINITIONS (DEC 2001)

52.203-03 GRATUITIES  (APR 1984)

52.203-05 COVERANT AGAINST CONTINGINT FEEY (APR 1984 )

52.203-06 RESTRICTIONS ON SUBCONTRACTOR SALES 7O THE GOVERNMENT {JUL 1995)

52,203-07 ANTI-KICKBACK PROCEDURES  (JUL 1995)

52.203-08 CANCELLATION, RESCISSION, AND RECOVERY OF FUNDS FOR ILLEGAL OR IMPROPER ACTIVITY (J2N
1997)

52.203-10 PRICE OR PEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY (JAN 1997)

52.204-04 PRINTED OR COPIED DOUBLE-SIDED ON RECYCLED PAPER (AUG 2000)

52.209-06 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT  (JUL 1995)

52.211-05 MATERIAL REQUIREMENTS (AUG 2000)

52.211-06 BRAND NAME OR EQUAL (AUG 1999)

52.211-15 DEFENSE PRIORITY AND ALLOCATIOR REQUIREMENTS (SEP 1990)

52.212-04 CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (FEB 2002)

52.215-08 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT (OCT 1997)
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32.3219-08 UTILIZATION OF SMALL BUSINESS CONCERNS {OCT 2000)
52.235-11 BUY AMERICAN ACT--CONSTRUCTION MATERTALS UNDER TRADE AGREENENTS JULY 2002)
52.232-01 PAYMENTS (APR 1584)
52.232-11 EXTRAS (APR 1984)
52.232-17 INTEREST (JON 1996)
52.232-23 ASSIGNMENT OF CLAINS (JAN 1986)
52.233-03 PROTEST AFTER AWARD (AUG 1596)
$2.242-12 BANKRUPTCY (JOL 1995)
52.243~01 CRANGES - FIXED-PRICE (A0G 1987)
52.244-02 SUBCONTRACTS (AUG 1998)
52.249-08 DEFAULT {FIXED-PRICE SUPPLY AND SERVICE) (APR 1984)
52.251-01 GOVERNMENT SUPPLY BOURCES (APR 1984)
52.353-01 COMPUTER GENERATED FORME {(JAN 1991)
232.203-7001 PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTEER DEFENSKE-CONTRACT-RELATED FELONIES
(MAR 1999)
252.204-7000 DISCLOSURE OF INFORMATION (DEC 1991)
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992)
252.209-7000 ACQUISITION FROM SUBCONTRACTORS SUBJECT TO ON-SITE INSPECTION UNDER THRE INTERMEDIATE-
RANGE NUCLEAR FORCES (INF) TREATY (NOV 1995)

252.225-7012 PREFERENCE FOR CERTAIN DONESTIC COMMODITIES (APR 2002)
252.225-7016 RESTRICTION ON ACQUISITION OF BALL AND ROLLER BEARINGS (DEC 2000)
252.225-7031 SECONDARY ARAB POYCOTT OF ISRAEL (JUN 1892)
252.231-7000 SUPPLEMENTAL COST PAINCIPLES (DEC 1991)
252.243-7001 PRICING OF CONTRACT MODIFICATIONS (DEC 1991)
252.243-7002 REQUESTS FOR EQUITABLE ADJUSTMENT (MAR 1998)
252.247-7023 TRANSPORTATION OF SUPPLIES BY SEA (MAY 2002)
252.351-7000 ORDERING FROM GOVERNMENT SUPPLY SOURCES (MAY 1993)

I.2 53.252-02 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full
text of a clause may be accessed electronically at this/these addressi{es):

FAR: http://www.arnet.gov/far/
DFARS: http://www.acq.osd.mil/dp/dars/dfars.html

(End of Clause)

SECTION J -LIST OF ATTACEMENTS

J.1 GOOGLE ORDER FORM & LICENSE TERMS date 1 August 2003.

{End of Clause)
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o Google, Inc. ORDER FORM:
G [e 2400 Bayshore Parkway Google Search
¥ N s Mountain View, California Appliance
’ 94043 k
- (b) (4)
Approved for Release by MSA on gggg; g:;’gj;gg Fax I\
DO-17-2007 FOIA Casze # 51847 A
Customaer (Full Logal Name): Marylend Procurement Office : ‘-\
Sold to: Bl to: Ship tg: \
Attention: \
Address: [
City, State, , \
Zip: : |
Phone: | |
Fax: f \
Ermail: ! !
Purchase Order # (Required): VAT or applicable tax & |[ \\
| |
Google Search Numbear of | Number of | Software |Price Valld List J Quantity \ Appliance
Appllance™ Collections | Documents |Revision ¥ Until Prce |. \| Feas Per Unit
X GB-8008 Standard 5 15,000,000 3.4x 4 4‘%
aaanrdware Replacement na wa a 4
E@oﬂiﬁf ssional Servicas na va na 100
Total Fees Due (excludi icablo taxes) : $2,077,952
Shipping Method: UPS Deal Type: Direct Sale
Sales Region: U.S. Account Manager: Jon Venveriah
GOOGLE TO COMPLETE THIS SECTION UPON RECEIPT
Effective Date Shipment Dete Payment Due Date Order Form Ty
08/01/2003

Order Form Terms and Conditions

1. Incorporation of Online License Agresment. This Order Form is subject to and incorporates by reference the terms and
conditions of the Gaagle, (nc. Online License Agrasment for the Gaogle Search Appliance ("Agreemant’), a copy of which has
been provided to Customer far review and acceptance prior to making this order. All capitalized tefms used herein have the
meanings stated in the Agreement, unless stated otherwise. The signatory of this Order Form represents and warrants (1) that
he or she has thc power and authority to accept and to bind Customer to the Agreement and these Terms and Conditions, (i)
that Customer has read and understands the Agreement and these Terms and Conditions, and (jii) that Customer hereby
agrees to the Agreement and these Terms and Conditions.

2. Payment Terms. Customer shall pay Google fees in the amount and on the terms specified above, free and clear of, and
without any reduction for, any and all taxes. Payment shall be subject to the terms of Section G of Contract Number MDASO4-

03-C-1396.

Page 10f6
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Wells Fargo Bank — i |/
Palo Ao, Califomia USA Google, Inc.

3. Technical Support Servicas (“TSS"). In consideration of Customer's payment to Google of the Fees, Gooqle shall provide
TSS for the period of fime and at the fevei of eupport stated abave (the “Support Period”). At any time during the Suppart
Period, Customer may purchase additional TSS Support incident bundies at the rate in effect at the time of purchase. All TSS
shall be provided in accordance with the Google Search Appliance Technical Support Services Guldelines, located at ghc
following uniform resource locator: htip://support google.com, in effect at the time such services are ordered. Unless otherwise
agreed in writing, in order to receive TSS Customer agrees to provide Google with full and timely access to the Google Search
Appliance at reasanable times, including shipping the Google Search Appliance 1 Google If requested. Failure to provide such
access will be at Customer’s own risk and without tiability to Google.

4. Purchase Order. On or before the Payment Due Date, Customer shall issue a purchase order ("Purchase Order”) to Google
with the Purchase Order Number set forth above.

5. Shipment. No shipment will occur prior to Google's recelpt of a complete and duly executed Order Form. [f credit is denied,
shipment will occur on¢e payment has been received.

6. Government Purchases. The Product is a commercial product developed by Google totally at its private expense and is
provided with no rights conferred except as expressly granted in the Agreement. The Product is not to be distribuled,
transferred, duplicated, sold. or used In any way inconsistent with any term or condition of the Agreement. Google takes these
actions pursuant to rights granted by DFARS 227.7202 and FAR 12.212, AND LICENSING OF THE SEARCH APPLIANCE IS
CONDITIONAL UPON THE ACCEPTANCE OF THESE TERMS.

7. Authority. By signing this Order Fomn, Customer represents and warrants that (i) It has read and understands the Google
Search Appliance Online License Agreement that Is Incorporated by reference herein and agrees to be bound by its terms. and
(7)) it has full power and authority to accept these Order Form Terms and Conditions.

8. Evalustion Agreement. If Customar evalualed Software and/or the Google Search Appliance pursuant lo an executed
Agreement for Evaluation and Trial of Software Agrsement with Google. Customer hereby agrees that, notwithstanding
anything In the Agreement or Google Search Appliance Technical Support Services Guidelines to the contrary, Customer is not
entitled to any additional or separate Trial Perlod or Trlal Pertod TSS.

Google, Inc. Customer:. Maryland Procurement Office
By: By:
Print Name: Joan Braddi Print Name:

Title: Vice Pregident Search Appliance Salgs & Support Thie:

Date: Date:

P of 6 Googre Confidential
e 2 - v0&/01/03



08/01/2003 FRI 15:11 FAX @oo4/007

DOCID: 3419003

GOOGLE, INC,
ON-LINE LICENSE AGREEMENT
Google Search Appliance ™

This Online License Agreement for the Google Search Appliance (the “Agreement”) is betwean Google, inc. "Gaogle”)
and the customer tdentified in the appliceble Order Form(s) togsther with its Affiliates as defined herein (*Customer”) which are
collectively referred to herein as “You" or “Your", The Order Form(s), all related Involces, and the Technical Support Services
Guidelines, as dafined hersin, shall bo governed by this Agreement. CUSTOMER ACKNOWLEDGES THAT IT HAS READ THIS
AGREEMENT, UNDERSTANDS IT, AND AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS,

1. LICENSE. Subject to the terms and conditions of this Agreement, Google grants to You (and You agree to comply with) a
non-transferable, non-exciusive, limited license to use for the Term (as applicable and provided herein) (i) certain proprietary
computer software identitied in your Order Form in binary executable form only, known as the Google Search Appliance Software
{the “Software"), that is instalted in certain proprietary computer hardware (the “Hardware™) and (i) certain proprietary computer
software documentation (the “Documentation™). Such uss shall be restricted to creating an index of and searching for content
localed on & server, or servers, that Is or are owned by You or operated on Your behalf; such searching capabiity and results made
available by the Product on such authorized sefver or setver(s) are hereby licensed to Your authorized end-users. This license
specifically exciudes the use of the Software to index conlent on any server or servers which is not or ane not owned by You or
operaicd on Your beohelf. This licenae is further limited to indexing the number ("Number") of documents and colections,
reepectively, specified on Your Order Form. A lleense key that enablas the Software may be forwarded to You electronically. The
Software and Hardware are coflectively referred to hereln as the “Appliance”. The Appliance and Documentation gre collectively
referred to herein as the "Product”, which definition expressly excludcs any search reautts produced by the Appliance.

2. TERM. Subject o the payment of all required nonrefundable license and service fees as listed on Your Google Order
Form or invoice ("Fees”) and any applicable laxes, the termn of the license grantad herein shall be for a two (2) year period (the
“Term”), commencing on the date of shipment of the Appliance, unless terminated for breach or as otherwise set farth herein. Afier
Google has recoived Fees, You may lerminate this Agreement and the license hereunder at any time, without refund. by erasing all
Software and Your data from the Appliance and returning the Product to Google after submitting 2 Retum Request Form. Google
may terminate this Agreement and all licenses hereln (1) immedigtely upon written notice if You breach Section 4 (Confidentiality) or
Section 5 (Restricted Use); (i) upon ten (10) days’ written notice if You fail to make any required payfment when due unless such
payment is made within such ten-day perfod; and (ill) upon thirty (30) days' written notice if You fail to cure any other breach of the
Agreement within such thirty-day period.

If Your license and Agreement are terminated for breach, You must retum the Preduct to Google via Google's authorized
return shipment process for receipt within ten (10) business days of termination, unless otherwise agreed by Google in writing.

3. TECHNICAL SUPPORT SERVICES. In consideration of Your payment to Google of Fees, Google shall provide technical
support services ("TSS") to You for the period (“Support Perlod™) and at the level specified In Your Order Farm and in the
Technica) Support Services Guidelines ("TSS Guidelines”). The TSS Guidelines may be changed by Google in its sole discretion
providcd that such changes do not materially adversely affect the support provided by Google with respect to Your Suppert Period.
Such password- protacted TSS Guidelines can ba accessed at the following URL: http://support.google.com, or such other URL as
Google may provide from time to time. TSS include software updates made generally available during the Support Peried, including
subsequent releases of the Software as defined under the TSS Guidelines, When Google makes updates available, You agres that
such updates shall be installed as required by the terma of the applicable TSS Guidelines. Any copy of an update made to a
physical medium to facilitate the Instaliation of the update onto the Appilance must be erased or destroyed once Inst_alled on the
Appllance. TSS also includes repalr or replacement of any defective Hardware(as determined in Google’s sole discretion) or
Hardware that is damaged beyond norma! wear and tear in shipment ta You {untll You acquire Limited Title, 22 defined in Section 5,
herein), provided (i) You promptly comply with all procedurss stated In the applicabie TSS Guidelines or as provided by Gaogle, and
{I) damage o the Hardware was not caused by Your abuse, misuse, accident, alteration, ot unauthorized modification or
installation. TO THE MAXIMUM EXTENT PERMITTED BY LAW, THE FOREGOING SHALL BE GOOGLE'S ENTIRE LlABILlT.Y
AND YOUR SOLE AND EXCLUSIVE REMEDY FOR DEFECTIVE OR DAMAGED HARDWARE. Unless otharwise agreed in
writing, in order to receive TSS You agree lo provide Google with ful and timely access to the Appliance as provided in the
applicable TSS Guidellnes. Failure to provide such access will be at Your own risk and without liabillty to Google.

4 CONFIDENTIAL INFORMATION. The Product {induding the Software), any Order Form(s), the TSS §udellnq! and this
Agreement are confidentlal and proprietary information of Google andlor its icensors (‘Confidential Information”). Neither party
shall disclose or cause to be disclosed any Confldential Information of the other party, except to thase employees. representatives,
or contractors of the partios who require 2cce9s to the Confidential informaton to perform under this Agreement and who are bound
by written agreement not to disclose third-party confidential or proprietary information disclosed to Customer, or 23 such d|§closum
may be required by law or govemmental regulation. You agres to lake adequale steps to protect all Confidential Information from
unauthorized disclosure or use, Including 10 Your contractors who are not obligated by thelr agreements with You to protect the
ronfidential Information andfor Inteliectual property rights of third perties. You acknowiedge that the source and object code of ‘rhe
Software remains a confidential trade secret of Google and/or lis [icensors and that You are not cntitied to review either ﬁu_: object
code or the source code of the Software for any feason at any time. You further agree that any contractor or representative with
access to the Confidential Information shall sign a hon-disclosure agreement that protects the confidentiality of and m’tellecmal
property righte of Google and its licensors in the Product. Nothing in this Agreement shall prohibit or imit either party’s use of
information (a) previausly known to it without obligation of confidence, (b) independently developeq by or for it without use of or
access to the other party's Confidential Information, (c) acquired by it from a third party which is not under an obligation of

Goagle Conflgantial

Page3of6 .. v08/01/03
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confidence with respect to such information, or (d) which is or boecomes publicly available through no breach of this Agreement.
Resulls._analyses or other Information generated In benchmarking and/or performance testing of the Product shall be Confidential
Information and shel, at the request of Google, be provided to Google. Neither party shall use the name of the other party In any
news release, public announcement, advertisement, or other form of publicity without securing the prior written consent of the other.
Neither party shall disclose any of the terms of this Agresment to any third party without the prior written consent of the other,
sxcept o the party's auditors or attomeys. or under subpoena duly issued by a court of competent Jurisdiction, or as othenwise
fequired by law or governmental regulation. Each party acknowledges that damages for Improper disclosure of Confidential
Information may be irreparable: therefore, the injured party is entitied o seek equltable relief, including temporary restraining
order(s) or prefiminary or pemmanent injunction, in addition to all other remedies, for any violation or threatened violation of this
Sectlan or Section 5. In the event that Your Confidential Information Is left, whether inadvestentty or intentionally, In any Hardware
that is retumed for reasons other than defect or damage, Google shell have no liability whatsoever under this Saction for such
Confidential Information. If the Search Appliance [s retumed due to damage or defact, You will use commercially reasonable efforts
to remove such Confidential Information.

s. OWNERSHIP; RESTRICTED USE. All ownarship rights, title, and Inteliectual Property Rights in and to the Product shall
romain in Google end/or its licansors, except that title to the media and Hardware shall pass to You upon the receipt of Fees by
Google (‘Limfted Title”). “Intallectual Property Rights™ means any and all rights existing from tima to time under patent law,
copyright law, semiconductor chip prolection law, moral rights law, trade secret law, trademark law, unfair competition law, publicity
rights law, privacy rights law, and any and all other proprietary rights, and any and all applications, renewals, extenslons and
restorations thereof, now or hareafter in force and effect worldwide.

Title, ownership rights, and Intellsctual Property Rights in and to the content accessed through the Software are the
properly of the applicabl¢ content owner and may be protecied by applicable copyright or other law. The Product (including the
Software) is confidential and proprietary information of Google and/or its licensars. You acknowledge that the source and object
code of the Software remain a confidential trade secret of Google and/or its licensors. You agree not to, or to knowingly allow others
to: (i) adapt, transiate, or modify the Software; (i) decipher, decomplile, disessemble, reverse enginess, or otherwise attempt to
discover the source or object code of the Softwars, except to the extent gpplicable laws specifically prohibit such restriction; (iii) alter
the Number or creafe liconse kays that enable the Software: (iv) copy the Software except 2s provided in Section 3 {and any copy
must contain the same copyright and other proprietary nofices, legends, symbals, or labels that appear on or in the Software); (v)
use the Software for High Risk Activities as described in Section 6; or () sublicenss, loan, s8fl, rent or lease the Product, or any
component thereof. Any and all third party binary or source code included in the Product may be used only in conjunction with the
Appliance, and such use shall be subject to all the terms and conditions of this Agreement. THE PRODUCT OR ANY PORTION
THEREOI’; MAY NOT BE USED, COPIED. TRANSFERRED, OR MODIFIED EXCEPT AS EXPRESSLY PERMITTED BY THIS
AGREEMENT.

Any trade names, trademarks, service marks, logos, trade drees. and any other distinctive symbols, Iabels or designs
("Brand Features”) as well as any copyright or other proprietary notices appearing on or in the Product provided to You shall not be
removed or altered. At Your option, the search box (or other means uged by an end-user to enter a search query) and/or resuits
pages may consplcuously display an unaliered graphic from the Google Web site (at www.google comistickers.tml subject to the
terms and conditions at www.google.convpsmissions/index.html ) that indicates thet the search function is provided by Google and
the graphic may link to the Google sile located at www.google.com. Each party will submit to the other for inspection, and shall
obtain epproval prior to releass to the public, all materials containing the olher party's Brand Features (other than customer lists that
include Customer's nama). All use by Google of Customers Brand Features (Including any goodwill associeted therewith) shall
inure to the benefit of Customer and all use by Customer of Google's Brand Features (including any goodwill aesoclated therewith)
shall inure to the benefit of Google. Each party agrees not to challenge or assist others to challenge the other party’s Brand
Features or registration thensof (except to the extent such restriction is prohibited by law), nor shali either perty attempl to register
any Brand Features or domain names that ate confusingly similar to those of the other party. Except as set forth in this Section,
nothing in this Agreement shall grant to ane party any right, titie or interest [n or to the other party's Brand Features.

You agree that when you acquire Limited Title to the Hardwars, You shall besr all risk of kss. theft or damage of any kind
10 the Product and that your fallure to obtain insurance for the Product at acquisition of Limited Title will be at Your own risk and
without liability of any kind to Google.

Yau agree that You will nol, nor will You knowingly allow others to, ship. divert, transship, transfer, export or re-export the
Product and/or Software into any country or usa it in any manner prohibited by any export contral laws, restrictions, or regulations
administered by the U.S, Commerce Departments Bureau of Export Administration, the U.S. Depariment of Treasury's Office of
Foreign Assets Control or any other applicable government agency.

6. LIMITED WARRANTY. Google wamants to Customer that the Appliance will be free from defects in materials and
workmanship, and will substantially conform to all material specifications attached as Exhibil A hereto for 3 period of ninety (90)
days from the date of shipment to Customer. Google's ente liablilty and Customer’s sole and exclusive remedy with respect to
breach of this warranty will be Gaogle's obligations as set forth in TSS Guidelines.

Excluslons, The fimited warranty set forth herein will not apply to defects of errors in Product or Software that are caused by: 10
Customer's faiure to follow Google's environmental, installation, operation or maintenance instructions or procedures in
specifications, Documentation or the TSS Guidelines; (if) Customer's mishandiing, abuse, misuse, negligence, or Improper storage.

Paged of B . Google c%igg;lluozal
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servicing or operation of Product (including without limitation use with incompatible equipment), (i) modifications, repairs or
improper installations not made by Google, or {tv) powar failures, surges, fire, flood, accident, actions of third parties or other like
events outside Google's reasonable control. Without limiting the generality of the axclusions set forth in this section, Google does
not warrant that the operation of Praduct will be error-free or uninterrupted.

Disclaimer. EXCEPT AS SPECIFIED IN THIS AGREEMENT, ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS
AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT AND ANY |MPLIED WARRANTY ARISING FROM COURSE OF PERFORMANCE.
DEALING, USAGE OR TRADE, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE
LEGALLY INVALID. Google MAKES NO WARRANTIES OR REPRESENTATIONS WITH RESPECT TO ANY THIRD PARTY
SOFTWARE PROVIDED AS PART OF, OR IN CONNECTION WITH, PRODUCT. IN ADDITION, Google EXPRESSLY
DISCLAIMS ANY WARRANTY OR REPRESENTATION TO ANY PERSON OTHER THAN CUSTOMER WITH RESPECT TO
PRODUCT OR ANY PART THEREOF. THE SOFTWARE 1S NOT FAULT-TOLERANT AND [S NOT DESIGNED,
MANUFACTURED, OR INTENDED FOR USES SUCH AS THE OPERATION OF NUCLEAR FACILITIES, AIR TRAFFIC
CONTROL OR LIFE SUPPORT SYSTEMS, WHERE THE FAILURE OF THE SOFTWARE COULD LEAD TO DEATH. PERSONAL
INJURY, OR ENVIRONMENTAL DAMAGE {"HIGH RISK ACTIVITIES").

T. LIMITATION OF LIABILITY. IN NO EVENT WILL GOOGLE OR ITS LICENSORS BE LIABLE (i) FOR ANY INDIRECT,
SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY OR PUNITIVE DAMAGES INCLUDING, BUT NOT LIMITED TO,
DAMAGES FOR LOST DATA, LOST PROFITS, OR COSTS OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
HOWEVER CAUSED (INCLUDING BUT NOT LIMITED TO USE, MISUSE, INABILITY TO USE, OR INTERRUPTED USE) AND
UNDER ANY THEORY OF LIABILITY, INCLUDING BUT NOT LIMITED TO CONTRACT OR TORT AND WHETHER OR NOT
GOOGLE WAS OR SHOULD HAVE BEEN AWARE OR ADVISED OF THE POSSIBILITY OF SUGH DAMAGE REGARDLESS OF
WHETHER ANY REMEDY SET FORTH IN THIS AGREEMENT FAILS OF ITS ESSENTIAL PURFOSE; OR (il) FOR ANY CLAIM
ATTRIBUTABLE TO ERRORS, OMISSIONS. OR OTHER INACCURACIES IN THE PRODUCT OR DESTRUCTIVE PROPERTIES
OF THE PRODUCT. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY
TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH LIMITATION. FUTHERMORE, SOME JURISDICTIONS DO NOT ALLOW
THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS LIMITATION AND EXCLUSION
MAY NOT APPLY TO YOU. IN ANY EVENT, EXCEPT FOR () GOOGLE'S AND YOUR LIABILITY ARISING UNDER SECTION 4
(CONFIDENTIALITY) AND SECTION 10 (INDEMNIFICATION) AND (I) YOUR VIOLATION OF SECTION 5 (OWNERSHIP;
RESTRICTED USE), EACH OF THE PARTIES' OR GOOGLE'S LICENSORS' AGGREGATE LIABILITY UNDER THIS
AGREEMENT SHALL BE LIMITED TO THE FEES ON THE CORRESPONDING ORDER FORM.

8. MISCELLANEOUS. “"Affiliates” shall mean any enity in which You have a S0% or greater interast, or the maximum
amount allowed by locul taw, if less than 50%. Customer agrees that (i) any Affiliste granted any rights herein shall be bound by the
terme and conditions of this Agreement and the TSS Guidelines; (i) that the entity executing eny Order Form shall be responsible
for all actions of any of its Affiliates affecting any rights or obligations under this Agreement and the TSS Guidelines; and (iii) the
cumulative use of the Product and TSS by the entity sxecuting any Order Form and s Affillates shall not exceed the licensed limits
stated on each such Order Form(s) and in the TSS Guidelines. This Agreement Is personal % You. You may not assign Your rights
or delegate Your obligations under this Agrgement, without the prior written consent of Goagle, except to the surviving entity in a
merger or consolidation In which You participate or to 2 purchaser of all or substantially all of Your assets, provided that You notify
Gaogle in writing prior to such assignment, and provided that such surviving entity or purchasar shall expressly assuma, in a writing
promptly provided 1o Google, the performance of all of the terms of this Agreement. Any attempted assignment in derogation hereof
shall be null and vold. Upon termination, the following sectians of this Agreement will survive: 4, 5. 6, 7, 8, 9 and 10. This
Agreemant shalt be govemed by and construed in accordance with the laws of the State of Califonia and the federal U.S. laws
applicable therein, excluding its choice of law provisions, and You and Google agree to submit to the personal and exclusive
jurisdiction of the courts located in Santa Clara County, Calfomia, The parties specifically exciude from application to this
Agreement the United Nations Convention on Contracts for the International Sale of Goods and the Uniform Computar lnfqrmahgn
Transactions Act. If any provision of this Agreement Is found void and unenforceable, it shall be replaced 1o the exient possible with
a provision that comes closest to the meaning of the original provision. The unenforceability of any provision, however, shall not
affect the validity of the balance of the Agreement, which shall remain valid and enforceable according to its terms.

9. U.S. GOVERNMENT RESTRICTED RIGHTS. The Product Is commercial within the meaning of the applicabte civilian and
military Federal acquisition regulations and any supplement thereto. If the user of the Prodct Is an agency, department, employee.
or other cntity of the United States Govemnment, the use, duplication, reproduction, release, modification, dlsdos_ure. or transfer of
the Product, including technical data or manuals, s restricted by the terms, conditions and covenanls contained in this Agreemenl.
In accordance with Federal Acquisition Regulation 12.212 for civilian agencies and Defense Federal Acquisition R999|ﬂﬂ°"
Supplerment 227.7202 for military agencles, the use of the Software is further rastricted by this Google commercial software license
agreement.

f Googls Confidential
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Exhibit A
Google Search Appllance (GB-8008) Technical Specifications

DEE!

Document
A document is a data file that the Google Search Appliance associates with a single URL.

Collection
The largest set of documents over which a user can perfarm a single search using the Google Search Appliance.

Query
A set of seerch terms and search options transmitted to the Google Search Appliance.

TECHNICAL SPECIFICATIONS

Languages

Arabic, Chinese (Traditional & Simplified). Czech, Danish, Dutch, English, Estonian, Finnish, French, German, Greek,
Hebrew, Hungarian, lcelandic, italian, Japanese, Korean, Latvian, thuaman. Norwegian, Polish, Portuguese.
Romanian, Russien, Spanish, Swedish and Turkish.

File types
HTML, PDF, MS Office, Lotus and many others.

Document Size Limits
2.5MB per HTML document, 30MB per document for other file types (converted to 2.5 MB of HTML for Indexing).

Document Capeacity* .
Up to 4M documents or 40 GB per collection; up to 15M documents or 200 GB over all coliections; whichever comes
first.

Query Volume*
200 queries/minute per collection psak, 150 querles/minute per collection sustained.

* These results are from [ab tests using HTML documents with an average size of 3.5K, and actual results may vary.

TECHNICAI REQUIREMENTS

Administrative Console ,
The Google Search Appliance administrative console requires |E 5.0 or Netscape 4.0 or higher Web browser.

Power
The Google Search Appliance must be connected to a UPS (Uninterruptible Powsr Supply) unit to make sure that the
power source is clean.

Temperature . o
The Google Search Appliance must be placed in & temperature-controlled data center environment. which maintains
the temperature of the unit between 10 degrees Celsius and 30 degrees Celsius.

Google Confidential
Page 6 of 6 . vOB/01/03
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- Goaogle, Inc. ORDER FORM:
2400 Bayshore Parkway Google Ssarch
Mountain View, Californla  Appllance

94043
(850) 8304187 Aoy (4)
(850) 618-1835 Fax A
o
Cutomer (Full Lagal Neme): Maryiand Proourament Office ro
T Bilv: Ship tor A
Attention: : ! ;
Addrees: i L
Chty, State, f -
Zip: i |
Phone: '/" \
Fax: / |
Emall: . / \
Purchess Ordor # (Requiree: VAT or applileadis tax & / |
"Google Sesroh T | Numberef | "Nomoer of
Appllanca™ Collactions | Documents
(2 68-0008 Standard 5 15,000,000 ;
"B Herdware Raplacement S na nfa 4
onal Sendces na w/a na 100
$2,077,952
Shipping Methéd: UPS Deal Type: Direot Saie
| Sstos Roglon; US, Assount Manager Jon Vamvereh
. N —
QOCGLE TO COMPLETE THIS 8ECTION UPON RECEIPT
" Effective Durs ShipmentDsls | PeymentDusDats | Oraertorm Supplement s
08172608
Qrdec Form Tanms and Conditions '

1. I[ncarporstion of Onlina License Agreement. Thia Qrder Form Is aubject to and Incorporates by reference the terme and
conditions of the Google, Inc. Online License Agreament for the Google Search Appllance ('Agreement’), 3 copy of whiah has
been provided fo Customar for review and ascsplanee prior i making thia order. All caplisiived terms used hersin have the
meanings e@tad In the Agreament, uniass ststed othefwise. Ths algnafory of this Order Form represents snd warrarts (1) that
he or she has the power and sutharity to acospt and to bind Customer to the Agreement end these Terma and Conditions. (0
that Customar has read and understands the Agresment and thesa Tarms and Cénditiona, and () thet Customer hereby
agrees {o the Agreement and these Terme and Condions.

2. Payment Terms. Customer chall pay Google fee8 In the @mount and on the tarms specified sbove, free and dear of. end

Mﬁm;ts;:y reduction for, wny and efl txme. Payment chal be eubject t the terms of Bactian G of Contract Number MDASO4-

!§\ Dg&

oot

Faga1ol@ Gaogle Oonfidentis!
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Palo A, Calfffornla USA Goopls, Inc.

Technion! Bupport Services (“TS8"). In considamtien of Customar's payment © Gaogle of the Fees, Googie shall pravide
T88 for the pariod of tme and at the leve! of support etated above (the ‘Support Period®). At any time during the Support
Period, Customer mey purchese edditonal TSS Support incidert bundies &t the rate in effect at the tima of purchave, All T68
shall be provided In acoordsnce with the Google Search Appliance Technical Support Servicee Guidelines, located at the
following unform resouree locator: http:/aupnert seoale.com, in effect at the tme suah servicas are ordersd. Unisct othenvisa
agresd in wiiting, ih order to recsive TSS Customer agrees to provids Googié with fll and timely accaas 1 the Google Search
Appiliance at ressonable times, including shipping the Gongla Search Appliancs 10 Google If requastad. Faliure to provide auch
scesas will be ot Customer's own risk and without [labliity to Gaogle.

Purchase Order. On or bafore the Payment Due Date, Customer shalt issus B purchase order (‘Purchass Order”) 10 Google
with the Purchass Ordar Number sat forth above,

Shipment. No shipment will ocour prior to Gedgie's recelpt of a compiete and duly executed Order Form, If credit is denled,
shipment will occur once payment has bsen received.

PoVGad Wil 76 ot confonsd Séoept Bt cupreash, Grarted n 0 ACTeAPRL” The BESCUct 10 O 10 Do, dEtTted
WIh o rghs aonfame as M n ! ] .
M.duﬂh:zd.mld, or uasd In an nymmgntmwmormnmam resment. Google takes these
salions pursusnt to rights grented by DFARS 227.7202 und FAR 12.212, AND LICENSING OF THE S8EARCH APPLIANCE I8
CONDITIONAL UPON THE ACCEPTANCE OF THESE TERMS. .

Authority. By signing this Order Form, Customer represents and warrents that () it has ead and understanca ths Googla
Sesith Appliance Online Licanse Agresment that s Incorporated by reference herein and agrees to ba bound by Rs terms, and
{R) it has Nl power and athority to sccept thess Order Form Tarme and Caonditions,

Evelustion Agreemant If Customor svalusd Scftwere and/or the Google Search Appliance pursunt 1 an executed
Agresment for Evaluation and Trial of Softwere Agreement with Google, Customer hensby agress thal, notwithetanding
anything in the Agreement or Google Searcn Appllance Technical Support Services Guidelines to the contrary, Customer fe not
entfiffar to any additional or separats Tral Pariod or Trial Period 7SS,

Google, Inc, ' Customer: Marviand Procurement Office
By: : By:
Print Name: .nsn Braddi i Print Name:

Tite: Vige Preeidont Search Angliance Seles & Sicport Tite:

Date: ; Date:

o oniel
% Piga20r8 Gaogle Cond ‘
Rev A
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GOOGLE, INC.
ON-LINE LICENBE AQREEMENT
Googia 8earch Applisnce ™

Thie Oniine Licansa Agreement for the Gongls Search Applance "Agreernent”) (s batwean Gaogle, Inc. ("Google"
and the customer [dentiflec in the applicahie Order Form(a) together with g-;e MHAI:hs as damd hereln (‘c‘u’ghmﬂ?uch arn)
al::%!;y :hd:d .i: hh:rr;n: :‘ '"Yg.u' or "YO:dr"sy'l'ho zn:ler Form(s), ol related Invoioss, and the Technical Support Services

) n , shal m thia Agreement  CUSTOMER ACKNOWLEDGES THAT [T HAS TH!S
ACREEMENT, UNDERSTANDS IT, mmREES TO BE BOUND BY (TS TERMS AND CONDITIONB, ! READ

1. LICENSE, Subject lo e tefms and conditions of this Agreemant, Google grant 1o You (and You agree 1 COMply with) a
non-trengfensdie, non-exciusive, limited ficemse 1o use for the Term (ss applicatis and provided hersin) () eertaln ppf'gpl'letgry
computer scftware |dentifled In your Qrder Form in binary sxscutable form only, known s the Goople Search Applience Software
{the “Software”), thet Is Instelled In cerain propretary computer hardwars (the “Hardware™) and (I} certain prepristaty computer
software documentation (the “Documentation”). Such ues shall be restricted to creating en index of end sesrching for coment
locuted on & Berver, or servers, that is or are owned by You or oparitad on Your bahgtf: such searching capabillty and reaults made
aviliable by the Product on such author2ed sanvar of server(s) am hersby licensed o Your authorized end-users. This lloenes
specifically exciudes the use of the Software 1o Index content on Ay sefver or servers whish Ie not or are not owned by You or
operged on Your behalf, This license is further limitad o ind the numbar (‘Number”) of documents and collections.
m. apecifiad an Your Order Farm, A licensa kay that snebles tw Softwere be forwarded fo You elactronically. The

nd Hardware are cofiectvely refersd 1o hareln as the “Appliance’. The Appliance and Documentation sre collectively
reforred to herein aa the "Product’, which definition sxpressly exciudes srry search resuits praduced by tha Appliance.

a TERM. Subject to the psymant of sil required nonrefundabis Fcenss and gervice fesa as Lstad on Your Google Order
Form or inveice (Fees”) and any applicable taxes, the iarm of the Nicanse granied herein shall commanga ugan shipment of the |
Appiiance_and continus through G3 Decamber 2005, uniess terminated for breach or as atherwise est forth herain. After Google
has recelved Fees, You may terminate this Agreement and the license hersunder at any time, without refund, by erasing all
Saftware and Your data from the Applience and returning the Product to Google sfiar submiing a Refum Request Form, Google
may terminate this Agresmant ang all k2anaed hérein (i) immadi upon wiilten nofice ¥ You breach Saction 4 (Confidentality) or
Section & (Restricted Use): (@) upon ten (10) days' written notice i You fall to maks sy required payment when due unfess gleh
paymant i made within such tenday period; end () upon thiry (30) deye’ written notics ¥ You fall to eure any cther Breash of tha
Agreament within guch thirty-day d

If Your floanee and Agreament are terminated for breach, You must retum the Product to Geopis via Google's authorized
retum shipment procese for recaipt within ten (10) buainasa daya of tarmination, unisss ciherwine agreed by Google in writing.

8 TECHNICAL S3UPPORT SERVICES. In consideretion of Your payment to Gaogle of Fase, Goagle shall provide fechnical
eupport services "T8S”) to You for the penod ("Support Perfod”) ana at the lavel apecified in Your Order Form and in the
Technical Support 8sivices Guidelinea ('TSA Guidalinas”). The T&6 Guidelinge may be chenged by Google in its sole discretion
provided that such changes do not materiglly adversely effect the support provided by Google with rezpact i Yaur Support Perind,
Suoh password- protected TSS Guidelnas asn be nocessed et the foliowing URL: hIp//SupoDrt.googie.com, or such otier URL es
Googls mey previde from time.ta time, T8S include software updates mede generally svsiisble during the Support Period, Including
subgequent releasss of the Software sa definad undar tha T8S Guldelinss. When Google makes updates availeble, You agree that
auch updates shall be Inetslied 88 required by the terms of tha epplicable TSS Cuidsiines. Any copy of an update made to &
phyelcal medium {o faclitats the Instaliation of the updats onto the Applianca muat ba eraasd or destroyed ance Inatated on the
Applanos. TSO aleo inoludes repakr or repiacemant of any defective Hardware(as detsrmined In Goople's adie disorstien) or
Hérdware that Is damaged beyond normal wasr and tsar in shipment to You (unifl You acquire Limited Tite, as deiined in Section 5,
hare'n), provided {1} You pramptly comply with all prooadures siated in the appTicable TS8 Guidelinss or as provided by Googls, and
(M) damage 1o the Hardware wae nat cauasd by Your sbuss, misuse, accident, alternion, or unauthorized meodification or
installgtion. TO THE MAXIMUM EXTENT PERMITTED BY LAW, THE FOREGOING S8HALL BE GOOGLE'S ENTIRE LIABILITY
AND YOUR SOLE AND EXCLUSIVE REMEDY FOR DEFECTIVE OR DAMAGED HARODWARE. Uniese otherwise ggreed In
witting, in onder to receive TSS You sgrea to provide Google with Rl and timaly accass to the Appflance as provided In the
appiicable T8S Guidelines. Fallure to provide zuch scoess wiTl be at Your own Hek and withourt llabilly to Google.

4 CONPFIDENTIAL INFORMATION. The Product (inaluding tha Sofwere), any Order Form(s), the TSS Guideiinas and this
Agreament are 2onfidential and proprietaly informetion of Geagle and/ar its Hcsnsors (Confidente! Information®). Naither party
shall dlecioss or cause to be disciosed any Confidental imormation of the other party, excespt to those employses, representatives,
or contractors of tha parties who require access to the Confidential Information to perform undar this Agrestment and who sre baund
by written agraemant not 1o disoloes third-party confidential ot proprietary information diaoioeed to Customer, or ae such disclosure
may be required by law or govemmants! mgulation. You agres 0 take adequate steps to protect all Canﬂda_mlal Information from
unauthorzed disclosure or use, Inciuding to Your contractors who are not obligeted by their agreements with You t protect the
confidentia! information snd/or Intatactual property rights of third parties. You acknewiedge that the source and opject code of the
Sofiware remeins a confidential trede secret of Google snd/or its ficensors and that You grs not entitiad ts review elther the object
ocode or the source code of the Softwase for any ressen at any tima, Yeu further agree hat any contractor or repreasmtative with
sccses 1o the Confidential Information shall sigh a non-disciosure agresment that protects the confidentialty of and Intsliectual
property rights of Googls and I» licensors in the Product.  Nothing In this Agresment ehell prohibit or fimit either party'a uss of
Information (a) previously known to it withaut obligation of confidence, (b) Indepandantty developed by of for t without uee of or
pcoEss to the other party’s Corfidential information, (c) acquired by It from & third party which is not under en obligation of

N ls Confidentinl
Deey s PagolofG Google mumm\
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confidence with respect to such information, or (a) whieh s of bacormes publicly aveliable through no bresoh of thia Agreement
Reaults, antlyses or other information generated in benohmarking and/or performance testing of the Pracuct ahail ba Confidential
information end shal, at the request of Googl, be provided to Google. Nelthar party shelt use the nams of the other party In sny
newe feleasy, publio snnouncement, sdvertigement, or other form of publicity without sacuring the prior written consent of the other.
Nalther party ehall discioee any of ths terme of this Agreernent to any third party without the prior written consent of the other,
excopt to the party's auditors or ettomeys, or under subpoena duly iseued by a oourt of competamt urisdietion, or Bs otherwise
required by lew or govemmental regulation. Each paty acknowledges that damages for Impraper discicaure of Confidential
Information may be reparabie; therefore, the Injured party is entiied to sesk equitabis relief, Including Wmporary restraining
order(s) or preliminary or permanent Injunction, in addition to all other remedias, for any vicletian or threalsned violation of this
Saction or Section 5. In the event that Your Confidential informetian Is ieft, whether inadverténlly or intsntionally, in any Hardware
thet ls retumed for reasone other than defect or camage, Google shall hava no lishilty whatscaver under this Section for such
Confidential information. If the Search Appliance le retumed due to demage or defect, You will use commercially reasonable efforts
0 remove such Confidential Informution.

s OWNERGHIP: RESTRICTED USE. All ownership rights, title, and Intellectual Property Rights In and t the Product shali
remain [n Google and/or its licensers, except that (e to the medis and Hardwere shall pase to You upon the recaipt of Fees by
Google ("Limited Title"). ‘inteliactual Praparty Righta™ mesrs any and all righta existing from time to dme undar patent law,
copyright law, semiconductor chip protection law, moral HOItE Iow, trade searet law, trademaric [aw, unfeir compatition lew, publiclly
rights Iaw, privacy rights isw, and any &nd sil other proprietary rights, end sny and all applications, renewals. axtensions and
rexiomtions thereof, now or hereafter in foroe and effect workdwide.

Tie, ownership rights, and Intallachial Pmperty Righta in and to the content aocessed through the Bonware ars the
property of the applicabis contant owner and may ba protected by applicsble copyright or other law. The Product (including the
Ssfware) s canfidential snd proprietaty infarmation of Googis and/or its ¥osnaors.  You ecknowledge that the source and object
codo of the Scftware remain a corfidential trade seoret of Google and/or its icenegre. You agree net to, ar to knowingly allaw others
to: (1) adept. tranelote, or modify the Software; (i) decipher. decompie, disessembie, reverss enginesr, or otherwias sitemot o
disccver tha source or object code of the Software, excent to the extent applicabla fawe apeaTiaaly prohibit such restsiotion; (i) aiter
the Number or creata licenss keyas that enabie the SoRwars; (Iv) copy the Software except as pravided In Section 3 (and any copy
muat coniain the sams copyright and other pruprietary notices, legends, symbols, or iabals that appear on or In the Software); (V)
use the Saftware for High Risk Activities as described In Sectian 8; or (W) subllosnaa, loan, sell, rent or leass the Product, or any
component thereaf. Arty and all third party binary or sourcs coda Inguted In the Product may be used only In aonjunction with the
Appliance, and such use shall ba subject 15 aX tha larma and conditiene of this Agresment. THE PRODUCT OR ANY PORTION
IHG'E!EEEDMFENM_II_\Y NOT BE USED, COPIED, TRANSFERRED, OR MODIFIED EXCEFT A9 EXPRESSLY PERMITTED BY THIS

Any Tade nampe, tradernarka, service marks, logos, trade drass, and any other distinctive eymbols, labeis or dasigns
("Brand Featurea') s weil as any copyright or othar proprietary notices sppeering on or in the Product provided fo You ahall not be
removed or alferad. At Your option, the search bax {07 othar means used by an endeugar 1o enter a search query) and/or results
pages may conspiouously dispiay an unaltered graphic from the Google Web alle (st subject (o the
terma and canditions &t www.gaogia.comBamisiantindex himl ) thet indicates thet the esarch function ke provided by Google and
the graphic may link t the Gaogle eits kacated at www.google.com. Esch party will submit to the other for inepection, and shall
obtain sppraval pricr to raleace 1o the publo, all matsdals aontaining the other parly’s Brand Features (other than customer liste that
include Customer'sa name). All use by Google of Customer’s Brend Festures (Including any goadwili assoclatad therewith) shall
Inure to the benefit of Customer and all use by Customer of Goople's Brund Features (nciuding any goodwill a3eodiatad therewith)
shuli inute to tha banafit of Google. Eoch party sgrees not to challenge or asslst others io cheliengs the cther party’s Brand
Features or ragistmtion thereof (except % the extent such restriction I prohiblied by law), nor shall sither party sttempt 10 reglstsr
ary Brand Festures or domain namase that are confusingly aimllar to those of the othar perty. Exsept aa set forth in this Section,
nothing In this Agreement ehall grant 1o ona party any right, titie o Intarest In ar to the other perly's Brend Femtures.

You agree that when you acquire Limited Tide o the Haroware, You ehall bear ali sk of ioes, theht ar damage of any kind
to tng Praduct and thet your faliure to obtain Insurance for the Produat at saquisition of Limited Title wifl be st Your own risk end

without liablilly of any kind t© Goog's.

You agree that You will not, nar witi Yeu knewingly allow othese 1, ship, divert, traneship, transfer, export ar re-eaport the
Product and/or Software into any colntry or uss It in any menner prohibited by any axport cgnivol laws, restricliona, or reguietions
administered by the U.8. Commerce Depariment's Bursau of Expori Administration, the U.8. Depsrtment of Treasury's Offica of
Foreign Assets Control or any other applicable government agency.

5. LIMITED WARRANTY, Google waments to Customer that the Appliance will be free from defects In meterlals and
workmanehip, and wiil substartially conform 1 all metersl specifications attached as Exnilbit A hersto for & period of ninety (80)
daye from the date of shipment gcmm. Googie's entire lisbilty snd Cusiomer's scie and wxkmive remedy with respact ©
breach of thia warranty whl ba Googie's sbligatons as aet forth in Quidalnes.

Exciusions. The limitad warramty aet forth hersin will not spply to defects or errors In Product or Softwara that are caused by: (1)
Custamer's fallure to follow Googie’'s envienmental, inatallstion, opermtion or maintengnca instructions or precedures
ons, Documentstion or the T8S Guidainas: (i) Customer's mishandling, sbuse, Misuss, negligence. or Improper storege.
v, Confidentlal
‘ﬁ: e Page 4 of8 Gaogle ma)
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anrvicing or operation of Product (inclusing without imtation use whh incompatibia ment), (i) modifiaations, repairs or

SET om0 e S b e, S B o
. m 6 & i

not warmant thet the operafion of Product will bs armntras uﬁmﬁgﬁ.:p'::dv i set forth in this s + Google doas

Disolaimer, EXCEPT AS SPECIFIED IN THIS AGREEMENT, ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS
AND WARRANTIES, INCLUDING ANY IMPLIBED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOBE OR NON-INFRINGEMENT AND ANY IMPLIED WARRANTY ARISING FROM COURSE OF PERFORMANCE,
DEALING, UBAGE OR TRADE, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT THESE DISCLAIMERS ARE HELD TO B2
LEGALLY INVALID. Geogle MAKES NO WARRANTIES OR REPRESENTATIONB WITH REBPECT TO ANY THIRD PARTY
S0FTWARE PROVIDED A8 PART OF, OR IN CONNECTION WITH, PRODUCT. IN ADDITION, Goagle EXPRESBLY
DISCLAIME ANY WARRANTY OR REPRESENTATION TO ANY PERSON OTHER THAN CUSTOMER WITH RESPECT TO '
PRODUCT OR ANY PART THEREOF, THE SOFTWARE IS NOT FAULT-TOLERANT AND 18 NOT DESIGNED,
MANUFACTURED, OR INTENDED FOR USES SUCH AS THE OPERATION OF NUGLEAR FACILITIES, AIR TRAFFIC L
CONTROL OR LIFE SUPPORT SYSTEMS, WHERE THE FAILURE OF THE SOFTWARE COULD LEAD TO DEATH, PERSONAL

INJURY, OR ENVIRONMENTAL DAMAGE ("HIGH RISK ACTIVITIES").

|
. i
7. LINITATION OF LIABILITY. IN NO EVENT WILL GOOGLE OR IT& LICENSORS BE LIABLE {j) FOR ANY INDIRECT, |
SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMFLARY OR PUNITIVE DAMAGES INCLUDING, BUT NOT LIMITED TO, |
DAMAGES FOR LOST DATA, LOST PROFITS, OR COSTS OF PROCUREMENT OF 8LIBSTITUTE GOODS OR SERVICES, !
HOWEVER CAUSED (INCLUDING BUT NOT LIMITED TC USE, MIBUSE, INABILITY TO USE, OR INTERRUPTED USE) AND 'n
UNDER ANY THECRY OF LIABILITY, INCLUDING BUT NOT LIMITED TO CONTRACT OR TORT AND WHETHER OR NOT :
GOOGLE WAS OR SHOULD HAVE BEEN AWARE OR ADVISED OF THE POSSIBILITY OF SUCH DAMAGE REGARDLESS OF
WHETHER ANY REMEDY ST FORTH IN THIS AGREEMENT FAILS OF ITS ESSENTIAL PURPOSE; OR () FOR ANY CLAIM |
ATTRIBUTABLE TO ERRORS, OMISSIONS, OR OTHER INACCURACIES IN THE PRODUCT OR DESTRUCTIVE PROPERTIES i
OF THE PRODUCT. THIS LIMITATION OF LIABILITY SHALL NOT APFLY TO LIABILITY FOR DEATH OR PERSONAL INJURY -
TO THE EXTENT APPLICABLE LAW PROHIBITS SUGH LIMITATION. FUTHERMORE, 80ME JURISDICTIONS DO NOT ALLOW
THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, 80 THIS LIMITATION AND EXOLUSION
MAY NOT APPLY TO YOU. IN ANY EVENT, EXCEET FOR ) GOOGLE'S AND YOUR LIABILITY ARIBING UNDER SECTION 4
(CONFIDENTIALITY) AND BECTION 10 (INDEMNIFICATION) AND (1) YOUR VIOLATION OF SECTION 5 (OWNERSMIP:
RESTRICTED USE), EACH OF THE PARTIES' OR GOOGLE'S LICENSORS' AQGREGATE LIABILITY UNDER THIg
AGREEMENT SHALL BE {IMITED TO THE FEES ON THE CORRESPONDING ORDER FORM.

i 8 MISCELLANEQUSA. °Affiliatss™ ahall mesn mny entlty tn which You heve s 50% or gremr interest, or the meximum
emount allowad by local law, if less then 50%. Customer agrees thet (i) any Affiie granted any rights herein ehall be bound by tha
terme and condiona of thia Agreemaent and the TSS Guidefinas: () that the enlty axdauting any Order Famn shall be responaibie
for alt actians of eny of its Affliates effecting any rights or obligatians under this Agrsement and the T8S Guidelines; and (1) the
oumulative uss ef the Praduct and TSS by the entity executing sny Order Form and ks Afflistes shall not axcesd the licensed limfts
atated on sach such Order Form{e) and in the TSS Guldslines. This Agreement ie persanal to You. You may not assign Your rights
ot dalegate Your abligetions undsr this Agresmant, without tha prior writtan consant of Googla, @xoant to tha aurviving antity In o
merger or ¢coneolidution in which You perticipate or 1o & purchaser of aif or substentially ak of Your assets, provided that You notify
Google in writing prior to such assignment, and provided that such surviving enfity or purchasar ahali @xpresaly assume, in a wiiting
proinptly provided o Google. the performance of ali of the terme of this Agreament. Any attempiad assignment in dercgation herecf
shal ha null and veld. Upon termingtion, the following sections of this Agresment will eurviva: 4, &, 6, 7, 8, § and 10, This
Agresment shell be gavamed by and construed In-accordsnce with the lawe of the State of Callfurnia end the federal U.S. lews
applicable therein, exiuding !ts chelee of Iaw provislons, and You snd Google wgres 0 submiit o the al Bnd sxclusivo
Jurdediction of the courls located In Ganta Clare Caunty, CalMornia. Tha partias apecifically exciude sppliestien to this
Agreement the United Nations Convention on Contracts for the Intsmetional Sale of Goads and the Unifsrm Computer information
Transactions Act. If any proviaion of this Agresment is found vold and unanforcesbie, it shall be repleced o the extent possibie with
@ provision that comaes aleseast to the meaning of the origingl provision, The unenforcsablity of any provialon, however, shall not
affect the validity of the balancs of the Agresment, which shall remain valid end enforcesble according to It terme,

. U.8. GOVERNMENT RESTRICTED RIGNTS. The Product ls commerolal within the meaning of the applicable cMilan and
mittary Federal ecquleition regulations and any supplament theesto, i the user of the Praduct s a6 sgency, department, employse.
or other snity of the Uniitad States Government, the use, duplication, reproduction, relsase, modificstion, disclosurs, or transfer of
the Praduct, including technical data or manuals. s restricted by the terms, qonditions and eavanania containad in this Agresmant.
In sceordance with Federal Acquisition Reguistion 12.212 for civiian agenoiks and Defense Foderal Acquisiion Regulation :
Supplement 227,7202 for military agenclea, the use of the Software ls further restriciad by this Google commeralal software lloense

agreement, \

]

!
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Exhidit A
Google Search Appliance (38-8008) Technical Specifications

DEEINITIONS

OQotusrment
A document la a data file thet the Google Search Appliance aseociates with a single URL.

Collaction
The targest set of documenta aver which & user can perform a single search using the Google Search Appliance.

Quety
A set of search terms and seerch cptions tranemitted to the Google Search Appilgnce.

TECHNICAL SPECIFICATIONS

Langueges )
Arabic, Chinsse (Treditional & Simplified), Czauh, Danish, Duteh, English, Estonlsn, Finnish, French, German, Greok,
Hebrew, Hungerian, lcalandic, itajlan, Japsness, Korean, Latvian, Lithuanien, Norwoghn. Polish, Portuguese,
Romanian, Russten, Spanieh, Swedish and Turkigh.

Flie
HTML, PDF, M8 Office, Lotus and many othars.

Document Size Limits
2.5MB per HTML documaent, 3SDMB per dooument for other file types (converted to 2.5 MB of HTML for indexing).

Document Cepacity”
Up to 4M documents or 40 GB per callection; up to 15M dooumnents or 200 GB over all collactions; whichever comes

firat.

Query Volume*
200 queries/minute par collection peak. 130 queries/minule par collection suetained.

* Thase resuits are from lab tests using HTML documents with an average size of 3.5K, end actual rasulis may vary.

TECHNICAL REQUIREMENTS

Administraive Cansole
The Googla Saarch Appliance administrative coneole requires |E 8.0 or Natscepe 4,0 or higher Web browser,

Power
The Qoogle Seerch Applianae must ba connected fo a2 UPS (Uninterruptibie Power Supply) unit to make sure that the

power source Is ceen.

Tempsmature
T™he @oogh Search Appliance must ba placed In a temperature-controlied dats centor environment, which maintaina

the temnporeiure of the unit betwean 10 degress Calalus and 30 degroes Ceisius.

Googla Confidental
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AMERIMER br Sk R{dRMOorIFICATION OF CONTRACT MCON  TIDCOOR | PAGE OF PAGES
2 AMENDUENTMODIFICATION NO. 3. EFFECT.VE DATE 4. REQUISITICN/PURCHABE REQ. NO. |5. FROJECT NO. {If appi.oabie;
TI‘_:U_:;!: lepn’vr 2004 | na
. Y CODE 7 :
o o — ioéeso 7. ADMINISTERED BY {f oines than torn B) CODE | HSB230
Marylsnd Procurement Gfioe T e N
o Geme & Moacie MD 2075 T ]
ort George G. Maads, 58823 lo) (3)-P.L. 86-36
Phone: (301)668-8635 b proved for Release by NoA o/ (b) (4) i
9-17-2007 FOIA Case # 51897 / i
8. NAME AND ADDRESS OF CONTRACTOR (No..5treet,county, d1ate and ZiP Gada) {X oA AMENDMENT ?FISOLICJTAT!ON NO.
(850)823-4187 DUNE: 060802413 i !
:Qé l:':";:E“VE“""” / BB, DATED (6EE ITEM 11)
QOOALE.COM ——k
2406 BAYSHORE PARKWAY / TOA, MODIFICATION OF CONTRACT/ORDER NO.
MOUNTAIN VIEW/, CA 840431103 /, X MDAM.!C.} ﬁgmo
; 108. DATED (GEE ITEM 19)
cope lFACJUTY 0ODE 2008/08/04) |
“ 11, THIB [TEM ONLY ASPLIER TO AMEN DI ENTS OF ROG AT
Ie aended] | le ot oxtended.

The above numbe-wd salfoRatich ls amended ag 6 forh in (tem 14, The Nour and date spsoificd for reasipt of Offe

Offors munt acknowieage reaeint of thia amendment prior to the hour &nd dete 4peotfiad [n the soflehation or 63 amended, by phe of the Tollowing methods.
{w) By compiating theme &and 15, and returming _____ coplea of the amendment (b) by acknowieaging receipt of tle amen on eaoh covy of the effer
aubminsd: or (g By egpanto letter o telegrum whiah Inaludas a rafarsnce i the axliciiation and the amendment nggm. BAILUAE O¥ YOUR
ACKNOWLEDAMENT TO BE RECEIVED AT THE PLACE DESIONATED FOR THE RECEIPT OF OFFERS PRICR TO THE HOUR AND DATE
BPECIFIED MAY REBULT IN REJECTION OF YOUR OFFER. 1f by virua of this amandment you daalre ts changean ofier alfeally 2.5miTtad, uon change
may Da mada by telagram or letimr, provided sach telegram or lotter Mekas relemnce o the sslickatien and Hia nm‘ndmm nd s reasived prior 1o the

opening hour and da’y apeoified. | 1

12, ACCOUNTING AND APPROPRIATION DATA (i requ!red) / |

N/A ] ‘
13. THIB ITEM APPLIES ONLY TO MQDIFICATIONS OF GQNTHACTIO#DERB, ]

IT MODIFIES THE CONTRACT/QRDER NO. A8 DESCAIBED IN ITEM 14.
A THIS OHANGE ORDER 16 I8SUED PURBUANT TO: (Spscily euthortty) THE CHANGES €ET BOATH IN ITEM 14 ARE MADE IN THE
CONTRACT ORDEA NO. IN ITM 10A. j ]

B. THE ABCVE NUMBERED CONTRACT/ORDER 19 MORIFIED TO REFLECT THE Aomnmwdz OHANGES (aqiah a8 changee In paying
office, 8pprapriation dats, etc.) SET FORTH IN (TEM 14, PURUANT TO THE AUTHORITY OF FAR 43.108(b).

X C. THIS SUPPLEMENTAL AQREEMENT 18 ENTERED INTO PURSLANT TQ AUTHORITY OF, I !
BILATERAL AGREEMENT BETWEEN THE PARTIEB,
D. OTHER (Specily type of modification and authedty} f l

E. IMPORTANT: Contractor E 18 net, E |a required to sign this document and ren ; copies i the leauing office.
14, DEBCRIPTION OF AMENDMENT/MODIFICATION (Crpantzed by UCF ssction heedings, nduding odﬁ_ on/contract uubj.h atter whare fawatsie.)
A.) The purpoee of this modification i tn extend the pertod of performance of tha contract Miru 3 December 2003 &t no addtiona!

cost to the Government, as a result the {dlowing contract clause is reviesd. -
B.) Ag & reault of the above the tota! deller vilue of the centract remalrie unchanged as fé!lwa: l

FROM: §2.077,952.00 BY: $0.00 TO: $2,077,962.00 ‘ l
C.) Exoept as modif ad hera-in all torms and condlifione of the award gosument are In full force and stfect. |
. ! }
/ 1

| Brma and conditions of T GasuThent raforerced In em GA ar 10A. s ""5*""“ ohangod, rsmalns pmgau and in il

Exnapt as provided Nersin, all

foree and ottact, ' j :
TY8A. NAME AND TITLE OF BIGNER (Type of parm) 18A. NAME AND TITLE OF CONTRACTING OFFICBR (Type or print)
N\ r - Cortracting Ofioer |
MERICA _DATE SIENED

X 14 ACTO FEROR 16C. DATE BIGNBD | 1
ﬁ' o
on adhoraec 15 w4 Eoiire of Covreting O

ATANDARD PCRM 38 (REV. 10-89)
764901 -152-8070 30-105

Prascribad by GBA
PREVIOUS EQITION UNUSABLE FAR (48 CFR) 53.243




1.C< ™RACT ID CODE PAGE OF PAGES

AMENDMENDGF Squ_fwoyMODlFlC' JIN OF CONTRACT 1] 2

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. |5. PROJECT NO. (it applicable)
P 0001 N/A
6. ISSUED BY CODE Hosg2
BuyerISymbol:mAsa)--_...._.__g_E__ ?0 7. ADMINISTERED BY (I other than item 6) CODE | H98230
Maryland Procurement Office =~ T e
9800 Savage Road (SAB3) T
Fort George G. Meade, MD 20755-6623 —_:’(b) (3)-P.L. B6-36
Phone: (301)688-9635 /(b) (4) i
/ /
8. NAME AND ADDRESS OF CONTRACTOR (No.,street,county,State and ZIP Cofle) (X} | 9A. AMENDMENT OF SOLICITATION NO.
{650)623-4187 DUNS: 060902413 . /‘ ;
ATTN: JON VENVERLOH 95 DATED (?EE TEM 11)
GOOGLE INC /
GOOGLE.COM ; ;
2400 BAYSHORE PARKWAY / 10A. MODIFICATION OF CONTRACT/ORDER NO.
MOUNTAIN VIEW, CA 940431103 /" X MDAS04-03-C-1396/0000
; 108. DATED (SEE (TEM 13)
CODE [FaciLITY copE [ 2003/08/04

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
The above numbered solicitation is amended as sel forth in ftem 14. The hour and date specified for receipt af Werﬂ is extendedD is not extended.
Ofters must acknowledge receipt of this amendment prior to the hour and date specified in the solickation or as dmended, by one of the following methods:
{a) By completing Items 8 and 15, and retuming copies of the amendment; (b) by acknowledging receipt of the amendment on each copy of the offer
submitied; or (c) By separate letter or telegram which includes a reference to the solicitation and the smendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS FRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change
may be made by telegram or letter, provided each tolegram or letter makes reference to the solicitation and thi ; amendment, and is receved prior to the

opening hour and datea specified. ]

. ———— e ————————
12. ACCOUNTING AND APPROPRIATION DATA (It required) ’
I N/A "

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACT/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN {TEM 14.

| A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FOIT'TH IN ITEM 14 ARE MADE IN THE
CONTRACT ORDER NO. IN ITEM 10A. ,

8. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRAT.‘VE CHANGES (such as changes in paying
office, appropriation date, etc.) SET FORTH IN {TEM 14, PURSUANT TO THE AUTHORITY OF FrAFl 43.103(b).

X C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: J
BILATERAL AGREEMENT BETWEEN THE PARTIES. i
!

D. OTHER (Speciy type of modification and authority)
i

E. IMPORTANT: Contractor [ ] isnot, [l is required to sign this document and return i 1____ copies la the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solfeilation/contract subject matter where feasible.)
A.) The purpose of this modification is to extend the period of performance of the contract thru 3 December 2005 at no additional
cost to the Government, as a result the following contract clause is revised. )

B.) As a result of the above the total dollar value of the contract remains unchanged as follows:

FROM: $2,077,952.00 BY: $0.00 TO: $2,077,952.00 :

C.) Except as modified here-in all termns and conditions of the award document are in fdll force and eftect.
..f
|

ie!ofore changed, remains unchanged and in full

Except as provided hersin, all terms and conditions ot the document referenced in item 9A or 10A, as he!
force and eftect.

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLfE OF CONTRACTING OFFICER (Type or print)
Contracting Officer
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED| 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
BY
{Signature of person authorized to sign) (Signature of Contracting Officer)
NSN 7540-01-152-8070 30-105 STANDARD FORM 30 (REV. 10-83)
PREVIOUS EDITION UNUSABLE g;\engeg’:bg)%ggda

_
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352.211-%004 PERIOD OF FERFORMANCE (APR 1989)

This contract shall extend from date of contract award, through 3 December 2005, unless performance is
sooner terminated under the terms of the contract.

(End of Clause)

352.227-9002 COMMERCIAL COMPUTER SOFTWARE - CONTRACTS (FEB 1996)

Pursuant to the requirements of Defense Federal Acquisition Regulation Supplement (DFARS) 227.7202-1,
commercial computer software to be delivered under this contract will be acquired under the Google Order Form and

License
Terms, dated 8/1/03, as attached. The parties acknowledge and agree that Amendment P0001 amends the GOOGLE Order

Form and License Agreement, Section 2, to extend the Term through December 3, 2005 as reflected in the attached
Rev "A® of the GOOGLE Order Form and License Agreement, and that Rev "A" does not represent a new order between

the parties.
(End of Clause}
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