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SPECIAL INSPECTOR GENERAL FORIRAQ RECONSTRUCTION

- BAGHDAD, IRAQ -
US Embassy Annex. M-202 - Old Presidznbial Patace » Baghdad, Iraq APO AE 02315

Case No. 0001-03-1-SIGIR | June 4, 2003
PROJECT: Iraq Oil Infrasuucture
CASE SUMMARY — CLOSED: This project was initiated on October 6. 2004 10 document

the collection and cvaluation of information obtained from contract files and other sources for
indicators of fraud in the arca of [raqi oil pipeline and oil infrastructure security.

This action resulted in the initiation of SIGIR investigative case no. 0006-03-1-SIGIR
pertaining to award of the se ipeline Repair Operation (ERPROY

3R, of

. : Informuation pertaining 10 an unaccounicd
1sbursement of $30 million was resolved.

This action is now closed in the files of this office.

Prepared By:
Dstrbution:

EIR T !"Lppf'h\'ﬁ‘d b:\ “
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Special inspector General
for Iraq Reconstruction

Office of Investigations

Date: February §,2007 - B
o A

Subject: Discontinued lnvestiiatioh Report

1Q-06-0076-1

" Basis for Investigation:

ed to have paid a $700,000 bribe to some combination of S

. through a—m the form of a finders feeé, fora
mtilion dollar plus un-competed sole source contract, granted by some combination ofy and/

on, with-a 2.9 million dollar advance payment.

xs alle

Extent of Investigation

The investigation to date has included the following investigative actions:
Witnessed Interviewed: -

B 0 510004

CPA 4/27/04
A 4/’)0&22./(1

WARNING

This document is the property of the SIGIR Office of Investigations and is on fean 1o
your agency. Contents may not be disclosed to any party under investigation nor
may this document be distributed outside the receiving agency without the specific
prior authorization of the Assistant Inspector General for Investigations.

CLASSIFICATION:
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Records Examined:

g A/1 1/

Letters, documents, e-matls, received
Office Records g
E-mail files of]
Daia base records 5/13-14/04 and 5/20/04
Relevant Photos 5/22/04

Laptop Hard dgiy /04
Office files of] 6/3/04

Searches Conducted:

Search o!’liVing quarter 21:50-23:15 of 5/4/04

Referrals Made:

& on August 2, 2004

Results of the Investigation

obtained a contract signec -.v_ :
‘il}bxeqtzez1tl)

b e Coalition Provision al
overnment, stated that normal contracting procedures were circumvented in order to avoid the corrupt
practices of Iraqi Officials and in order to expedite the process in order obtain urgently needed security
for equipment that was being stolen. He further stated that he delivered the 2.9 million dollar check to
and obtained a receipt for it which he fumnished to his office, and that he had not
solicited or accepted any bribes. He consented to an access of his bank records and to taking a pelygraph.

‘ @ Coalition
Prows;onal Govemment stated he attended a meeting at the o where there was a
dxscussnon about companies being expected to pay a commisston for g getting business in Iraq and that -
SN 11 / or someorte else would be the contract consultant, for a fee, for any company that
do business in Iraq. He also stated that when ever someone called or came into the Coalition
Provisional Authorjty Ministry of Housing and Construction Office about business in Iraq. |
refer them to’nnd that the fee for joining their consulting group was $25,000.00 '

Coalition Provisional

Government, refused o be tnterviewed,

I

CLASSIFICATION: WARNING

This document is the property of the SIGIR Office of Investigations and is on Tean o
vour agency. Contents may not be disclosed to any pany under investigation nor
may this document be distributed outside the receiving agency without the specific
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vas contacted by Special Agents, from the Washington D.C. SIGIR Office. No
testimony was obtained from her relative to the receipt or disbursement of the aHeged $700,004.00
payment.

Conclusions and Recommendations

A substantial amount of work has been completed on thls case mcludmg 18 mterwews 8 record
examinations, a search, and coordination with S ’ e

_ with all relevant work in Baghda bemng completed nearly 3 years ago

The necessary testimony ol~w’as not obtained.

Accordingly. it is recommended that this case be closed, and that information in the case file relative to
be associated with any other available information to determine if there is a sufficient
basis for opening a separate criminal investigation on him.

Prepared by:

your agency. Contents may not be disclosed to any party under investigation nor
may this document be distributed outside the recciving agency without the specific
+ prior authorization of the Assistant Inspector General for Investigations.

DISTR: File
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Special Inspector General
for Iraq Reconstruction

Office of InveStig,atians Arlington Field Office

Old Case Number 0021-05-I-SIGIR .
SIGIR Case # 1Q-05-0054-1 May 11, 2006

Case Closing:

There are no US citizens or military personnel involved as a subject of this investigation. This
investigation is being referred to the Iragi Ministry of Health, Office of the Inspector General for action
they deem appropriate. ///nothing follows///

Prepared by

425425
APPR:

"CLASSIFICATION:

WARNING

‘This document is the property of the SIGIR Office of Investigations and is on loan to
sour agency. Contents may not be disclosed to any party under investigation nor
may this document be distributed outside the receiving agency without the specific
prior authorization of the Assistant Inspector General for Investigations.
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Special Inspector General T
for Iraq Reconstruction ( SN
. \1‘\;&1‘{{;1“
Office of Investigations ARG
SIGIR Case Number: 1Q-05-0040-1 o February 6, 2007

Case Closine:

BACKGROUND:

On 17 March 2005, SIGIR Investigations Baghdad received a referral fmm”SlGlR/Audit.
regarding possible criminal activity by w_ a former emplm ee of Coalition Police

development ofamulu million dollar contract aw arded 1ol
was re-hired b as a Vice President.

D a5 employed by n August 28, 2000, as a Security Specialist |1. Gl e f
February 27, 2004, and was hired hy the U.S. Department of State (DOS) on June 27, 2004 as a Senior
Consultant. ”\\ as assigned 1o the Coalition Provisional Authority (CPA) Ministry of Interior (MOI).
Counter Terrorism Special Operations Division (CTSO). {gilR resigned from the
DOS, effective September 12, 2004. On September 27, 2004, Yl as re-hired by

INVESTIGATION:

On May 21, 2004, while employed by DOS as a Senior Constltant to MOI/CTSOgE wrote a
memorandum to GTRTIEERE. C PA Contracting Officer strongly recommendin*e utilized for
the training of Iraqi close protection personnel. At the time the memo was written the CPA was
considering the award of a new contract for this training. The original $10,973,173 contract was avarded
to-on May 11, 2004, and was amended three (3) times. first on May 21, 2004, then again on May
28, 2004, and again on May 28, 2004. Amendment number two (2) appoint SR as the Contracting
Officer Representative (COR). The total value of the contract afier three amendments was $37.500.000.

The facts are clearin this case Giili88%\as an employee O-hO leﬁ- work for the CPA.

While emplm'ed at the CP AGESEMEOaricipated persanally and substantially as a representative of the
government m therecommendation and the rendering of advise to award without competition a contract

o Bl prior o his emploviment at the CPA was an emplovee o”nd subsequent 1o his -
employment at the CPA was re-hired at a higher level and with a substantial increase in salary. Asa
result o (R recommendation the contract (¢ vas increased without competition by
$46.526.827.

It is further alleged tha ‘ d_,emor executive wi it
person who signed as contmclor fo RN
2004, Ninc days afler leaving DOS g

fis a friend o SRR i d \ as the

DOS from 27 June to 18 Sept

4544

APPR: connollyj
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Office of Investigations \' e 0

ith a substantial increase in salary. Information de\ eloped mdlcatemhm lef,
and 1s currently employed by a global security firm with British and U.S. interest.

EVIDENCE:

-« Contracts for training Iraqi close protection personnel

«  Memorandum dated May 21, 2004 from il o GNNINTINNSINENS. .t -

Additional training Initiative for Iraqi Dignitary Protection Service

«  Memorandum dated May 19, 2004, fromGERARRIINEE o Administrator GERRE

sub_;cct Prouctlon of the New lragi Government

45 R ployiment records from
o “SNREREPRP: 1 ployiment records from DOS/CPA
. Copy of contract dated May 11,2004
e Copy of Amendment of Solicitation/Modification of contract POG0QGT effective May 21,
2004. This amendment increases the scope of the contract by $20.500.000
e Capy of the amendment PO0002 effective May 28, 2004, This amendment adds an
' additional $6.961,160 for the purchase of 18 Toyota Land Cruisers. 7 BMW 545157
Menedes Benz E500s and 12 Mitsubishi pick up trucks. This amendi®ent: also S’ppoa\s
SURERREEEE, o5 Contracting Officer Representative (COR) ang iR,
lhe Alternale Contmclmu Officer Representative (ACOR).
e  Copy ofmnendmenqwned May 28. 2004. This amendment increases the number
of close protection personne! 1o be trained from 300 to 1.200 and the fixed fee amount 1o
$31.000.000.

v

Tt

The FinCEN query was negative. Entryv/exit travel itinerary data provided by ICE during the peried of the
ingestigation was insignificant.

ALLEGED VIOLATIONS:
18 USC 208 Conspiracy to Commit a MaJor Fraud
18 USC 1031 Major Fraud Against the Umte_f! States

AINVESTIGATIVE OPINION: AUSA hdeclined prosécution

This investigation closed pending development of addifional information.

# .

Prepared by 3
DISTR: File
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Special Inspector General
for irag Reconstruction

Office of Investigations

¥S[GIR Casc Number: 1Q-06-0211-1 February 6, 2007

)

-

L pta S v i

"Case Closing:

Betwecen 20 Sep - 18 Oct 06 . = e ade numerous attempls to contac
am o b works the night shift as a Police Officer at the United
Natlons Heﬂdquanere New York City, NY.

About 1030, 18 Oct 06 mtelephomcall) interview edmnd briefed

him on the stalusand scope of this investigation. § , stated he was a SFC/E-7
assigned to the 1" Brigade Combat Team, Baghdad, Iraq durmg Oct 03. Al

related his primary duties were to manage L3 Imerpreters for the 1 Brigade Combat
Team Pstated he did not author or sign the Memaorandum regarding the
University of Banhdad . ' ' k

About 0800, 26 Oct 06 JENEENESENE (orwarded a scanned copy of the Memorandum to {58
SRS I _”;._:, for review. -

About 1030, 2 Nov 02. melcphomca“\ intervie wed Su
he reviewed the Memorandum and determined he did not author or Smn t 1e 'femorandum

Further, he stated he had no involvement in the University of Baghdad.

About 1040. 2 Nov 06 mnefcd i Republic of Irag, Commission
on Public Integrity (CPI). Investigation Depdrlmem US Embassy Annex., Baghdad. Iraq. und
briefed him on investigative {indings. No further investigative activity is requested by the CP1.

Investigation closed in the files of this office. Baid not author or signthe
aforementioned Memorandum. There is no inv estigative interest for SIGIR on this matier. The
CP1 has authority and jurisdiction and no further investigative activity is anticipated by SIGIR.

Attachments: None.

Prepared by: @ ¥ SIGIR-CID. Baghdad

DISTR: File
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APPR:
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Special Inspector General
for lraq Reconstruction

Office of Investigations

Date: February 8, 2007

To:'MSpecml Agent in Charge
Fron MRS pccial Agent

Subject: Discontinued Investigation Repart

Basis for Investication: -

is alle"ed to have paid a $700,000 brnbe to some combination o

g SRR 111 rouch a : BFin the form of a finders fee,
mtlhon dollar plusun- competed sole source contract, g by some combination of

or-mth a 2.9 million dollar advance payment.

ran(ed

Extent of Investigation
The investigation to date has included the following investigative actions:

Witnessed lnlervidved:

5453

APP R

CLASSIFICATION: WARNING
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Records Examined:

: R -/ /04
Office Records o L 4/22/04
Data base records
Relevant Photos 5/22/04

Laptop Hard drives 6/1/04

Office files of Ministry of Housing and Construction, 6/3/04

Searches Conducted:

Referrals Made:

AUSA—Eastern District of Virginia, Alexandria, VA on August 2, -004

Results of the Investigation

"residcnu[’unner ""f R R R (1| ] Lhat their firm
obtained a contract signed by NSNS ;,  SEES ( <ecur|tv ser 1ces, aiter which he departed Iraq
with- illi ance. 1e did not pay any money M *

Subsequently gind requested her 1050 (37

e former Project Manager. Ministry of Housing and Construction. Coalition Proyizsienal
Jovernment, stated that normal cantracting pracedures were circumvented in order 1o avoid the cerupt
practices of Iraqi Officials and in order to expedite the process in order obtain urgéntly needed security -

for equipment that was being stolen, He further stated that he delivered the 2.9 million dollar check o

m\nd obtained a receipt for it which he furnished to his office, and that he had not
soliciled or accepted any bribes. He consented to an access of his bank records and to taking a pelyeraph.

SRR - 8 Ministry of Housing and Construction, Coalition
Provisiona GO\ emmem siated he attended a meeting at the Capital Hill Club where there wasa
discussion about companies being expected to pay a commission for getting business in Iraq and that
and / or someene else would be the contract consultant. for a fee, for any company that
Wa 0 do business in Iraq. He also stated that when ever someone called or came into the (_oalllxcm
Prov s;onal Authority Ministry of Housing and Construction Clfice about business in lraq
refer them [(ﬂﬂﬂu that the fee mrjummg their consulting group was $25.000.00

. T S finistry of Housing and Construction, Coalition Provisional
overnment, refused to be interviewed. '

o

CLASSIFICATION: WARNING

This document is the property of the SIGIR Office of Investigations and s on loan to
vour agency. Contents may not be disclosed 1o any party under fnvestigation nor
may this document be distributed outside the receiving agency without the specific
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-\ms contacted by Special Agents, from the Washington D.C. SIGIR Office. No

testimony was abtained from her relative to the receipt or disburscment of the alleged $700,00000
payment.

Conclusions and Recommendations

A substantial amount of work has been completed on this case including 18 interviews. 8§ record
examinations. a search, and coordination with Assistant U.S. Attorney Eastern District of
Virginia, VA., with all relevant work in Baghdad being completed nearly 3 years ago.

The necessary testimony ol-vas not obtained.

Accordingly,

n lS recomnmended that this case be closed. and that information in the case file relative to
e associated with any other wvailable information to duermme lfthere is a sufficient
asis lor opening a separate criminal investigation on him.

Preparéd by: Special Agent
DISTR: File i

CLASSIFICATION: WARNING
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Special Inspector General
for Iraq Reconstruclion

Office of Investigations

SIGIR Case #: IQ—OG-OISO—I February 8, 2007
SUBJECT: Iraq Joint Coordination Center

CASE CLOSING:

'BACKGROUND:

On April 15, 2006, SIGIR Investigations received information from Joint Area
Support Group Central (JASG C) Real Estate & Property Office. The subject
property cameto their attention because their records indicated it was owned by
the Iraqi Government and it appeared it was occupied by an Iragi woman. This was
suspicious because it was known to JASG C that renovations were conducted to the
building underU.S. Government contract in the amount of $150,600.

The investigation determined that the Multi-National Security Transition Command
Iraq (MNSTC-1) working with the Coalition Police Assistance Training Team (CPATT)
determined a need for a Personal Security Detachment (PSD) response teamin the
International Zone (IZ). CPATT and the Iragi government officials located a vacant
residence suitable for this purpose. The facility would be identified as the Iragi
Joint Coordination Center (I1JCC). I was determined that the residence was slready
owned by the Iragi government. It was recommended that this residence be
converted to a (PSD) response building because it was relatively close to areas
where Iraqgi government officials resided and or worked. The thinking at the time
was that they would house both U.S. and Iraqgi PSD teams at this focation. This
would put the PSD in an area in close proximity of the principles under protection.

Four Iraqi companies were provided an opportunity to review the residence and the
scope of work with a representative of USACE prior to the submission of a formal
Solicitation. (e L0 0k notes and asked the USACE representative
lots of questions about the scope of work. R |< impressed the USACE
representative by bringing to the government’s attention that the generator
proposed was not adequate for the intended purpose.

Only three of the four contractors submitted a bid. One of three bids was dismissed
as being incomplete. Even though as slightly higher, the deciding factor
was that ad employees with government issued IZ Access Cards. This ready

under contract numberg

CLASSIFICATION: ‘ WARNING
- 1
¢ This document is the property of the SIGIR Office of Investigations und ison loan fo
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¢ prior authorization of the Assistant Inspector General for Investigations,

FOR OFFICIAL USE ONLY



(“,\k’ ‘c)
Office of Investigations : Nim 108 ¥

[
\ll, “ \-‘

R
The contract was awarded on January 13, 2005.. Construction started on January
20, 2005 and was completed on May 30, 2005. The project was managed by
USACE. The funding was from the 2004 Iraqi Relief and Reconstruction Funds
(IRRF). For reasons yet to be determined the 1JCC plan was dropped after the
renovation was started and or finished.

After the renovation and under the authorlty of

residence is identified as
determined thatae

one block north and approximately 250 feet east of said residence. Both. re5|dences
are property of the Iragi government.

On Friday, January 26, 2007,

e cccompanied U.S. Armyf§
the IZ Real Estate & Property- (IPQO) along with an Iragi lingu uct an
inspection of the residence.

nterviewedmmth the
assistance of the linguist. said in substance that she had beenliving

in a residence in close proximity to this residence. Iraqi government officials told
her they needed the residence for a hth rankln naval military officer. The Iraqi

government officials (NFI) advised SRR <he could occupy the subject
residence. was unable to provide additional information.

The inspectionof the residence determined that the renovations appeared to have
been completed and it appeared that the terms of the contract had been met.
However, it was also determined that some of the equipment was missing from the
site. Notable tems missing include one 125 K diesel generator, $35,000; one
Motorola 5000 Base Station (value unknown) although the actual cost of the radio
is not a cost associated with the contract it is presumed to have been purchased by
IRRF. The installation of the radio was at a cost of $1,200 and is attributed to the
contract. Three out of the four of CCTV system cameras are missing for a loss of
approximately $1,050. Itis unclear at this time whether these items were moved
to another Iragi government facility or stolen.

Items paid for under the contract and determined to be missing or stolen was at
least $36,000. These items were not present according to £=8 goct the time
she moved into the residence.

No prosecutorial merit and no further investigative action is anticipated. This
document serves to close the investigation.

CLASSIFICATION: : WARNING

. : i This document is the property- of the NASA Office of Inspector General and is on
FOR OFFICIALUSE ONLY ¢ Toan to your agency. Contents may nat he disclosed to any party under imestigation
¢ nor may this document be distributed outside the receiving agency without the
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- Office of Investigations

SIGIR Case Number: 1Q-06-0060-1 - 7 February 12, 2007

Case Closing:

BACKGROUND

On January 24, 2006, {8 Btcceived information from a contractor located in Basrah, Iraq.
The contractor. i at the time an Enpineer Technician, with U.S. Army Corps ofEnuneLrS.
Gulf Region Division South (U ACE/GRDS) B as been so employed since March 2005, i
made allegations against ' BFond a local Iragi company identified as
subsequently identified a$ I coarding alleged bid-rigging. Repeated anempts
to travel to Basrah to imeet willi§ ed auring this peried due to case priorities and elevated threat

conditions in the area,

On November 11,2006 fRSSmm—— SR .S s Basrah, Iraq to dlscusslhe
above described allegations of bid rigging. made the follcmmn allegations:

aic-and a local [raqi contracto are in collusion w nh each other 10 rig the bidding process

on contracts in and around Basrah, Iraq. aid becws had a close relanonshrp with
USACE/GRDS this posmoned at an advantage to have nowledﬂe about future contracts and when
_they would be announced for b This information according t was then shared witl

is alleged to have several dumm) companies existing on pa nly. said there was no dication
that USACE/GRDS was aware of the relationship betweer an The source claims #llworks

with the USACE and ultimately approves the prajects to warded in the area. The funding for these
projects is from GRDS. The source said the owner @ vas formerly a taxi driver prior to the war.
Now:-a few years later is reportedly a multi-millionaire because of his success as a contractor.

The principal allegation relates ICF ahility to repeatedly be the successful bidder on contracts. It is
alleged thatFTs successful in‘obtaining these bids because’suhmits three bids representing false
companies but in fact it is actually one company. This is done by creating false letterheads. The
submissions of bids on theses false letterheads are as if they were in fact separate and legitimate
companies, All proposals are drawn up by ongompany employee ulilizingpengineers ©
prepare the bids. According to the source the ers must be in the box or else ey are boxed oul™.
The source-identified these companies as:

L 8 —

ot Further 1dentified)

according tothe source has become so large they are able to bid on any contract because they have

the ability to obtain the specialties required for almost any contract. Hns no specialty but operates as

3417
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Office of Investigations

'SIGIR Case Number: 1Q-06-0006-1 " February 14, 2006

CASE CLOSING:

Background Information:

On October 4, 2005, Special Agent USAID, Office of Investipations was contacted

telephonically by m B CC e a\\ure[ha'
Cle regarding alleaations abou rEG—_G—G—— DBA

was working tor the Coalition Provisional
vas seeking business for his company

company known asj , MR U o cested that ft may have
appeared that he worked for the CPA ofﬁcials.w:ﬁd he was a
retired military officer and was adamant that he never worked for the U.S. government while obtaining
business for his company. '

aid he worked fo

B did not pay him all the money he was oweddaid he introduceds
consultant. 1o help et paid by USAID.

On November 9, 2005, SIGIR
have information about a retired Army

shortly after arriving to Baghdad he/she met d | ki
claimed thatﬁ ould guarantee C/I contracts if the C/l reimbursed®

c
in cash. The C/1 smﬁboastcd he would make $500.000 a year.

Based on the C/1's information and other inquires the following identifving data was establiched on

The C/l alleged that
) Saratoga. NY. The G/l
5% of the award amount

Name:
DBA:
SSN:
DOR:
Height: 5
FL D/L]
Spouse: §
Address: §

B Tssue Date: Expiration: §

CLASSIFICATION: WARNING
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On Navember 25,2005, an Investigative Lead request was forwarded to SIGIR Arlington fof FinCen
check. On November 8§, 2006 the FinCen check was conducted and delermined 1o be negative,

SIGIR Common PCO GRD PrOJecl Spreadsheets were seﬁrched and delermmed no contracts and no
reference (SETENSs : S o By \vere discovered during the query.

Open source references Internet web snle) sho\\- as Board of Director (2006)%§
_ i N R s |isted as having retired from
the H]lllldl’y in 1998 ‘During 2003 ransmont taq as Deputy Director of Requirements
Coordination in Baghdad and then as Chief of Staff Special Projects to the Coalition Provisional
Authority, accordmx. to the company’s web site. m_s described on the web site as a privately held
company, mcorporated in Virginia in October 1998. Its listed goal was to develop the world’s first
network-enabled security and fire protection system. Additionally|g
formerly a four star general, is shown as the Chairman of the Board.’

ssisied in the forming o fter retiring frony the military in 1998.

B on 4 October 2

According to an interview conducted by USATDESE.. :
. t.lalme fo \\ork for during May 2003 until

~ adamant that he never worked for the CPA. §
May/June 2004,

On February 12, 2007, the RhEgionai Security Office (RSO), Embassy badge office, was consulted (0
verify employment status. A copy of the RSO Embassy badge. personnel record on
indicating dates of employment were July 21 2004 and expire on August 5, 2005. The record indicates
lhai\\as a“Non USG Employee Contract™. There was no record ofrenexxal for this aiilicanr.

The sponsor for the applicant was Project and Contracting Office (PCO). sork
section is shown as PCO/Logistics. Additional unique identifiers are also provided on the record such as
SSN, DOB, bloodiyvpe, etc.

The investigation regarding the allegation tha ¥ as soliciting bribes was
unsubstantiated during the investigation. Recommend this case be closed due to lack of evidence o
substantiate the allegation.
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DISTR: File
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SIGIR Case#: DC-06-0176-HL ' o February 22, 2007

SUBJECT: &=

Case Closed:

i P : A was telephaonically mtervsewed on
February 16, 2007 to discuss and expound on the information which he previously
provided to SIGIR in his six page document headed "COR Issue Items.” As
background, hereinafter referred to as ‘.) submitted this document
following his one year in Iraq as a-contract employee. It contains a collection
of sixteen enumerated subjects, relating his observations and recommendations.
Among the topics are recommendations to: improve screener training; use "rank”
for contractors; standardize data entry measurements. -Heged that “an
epidemic” of conflicts of interest existed among soldiers, contractors, and
interpreters serving in Iraq. He also stated that fraud, waste, and abuse existed
because contractors “billed what they want, and no one was following up.”

Much of the document focused on the misconduct of one contract employee
with whom-ad significant interaction in Iraq. ccumented and reported the
misconduct tothe appropriate authorities. Regarding his allegation that contractors
fraudulently overbilled the Government for unworked hours, tated that he had
not read or seen the contracts pertaining to this issue, read any instructions or
documents substantiating his allegation, nor did he know anyone who could provide
personal, corroborative knowledge of this alleged practice in Iraq. :

ad previously contacted the Inspector General (1G), Multi-National
Corps-Irag (MNF-I), who responded to his concerns by letter dated December 17,
2005, wherein as advised that issues and recommendations raised during the
IG's interview of ad been referred to, and reviewed by, the Contracting Officer
Representative (COR), MNF-I. The COR also assured hat the Provost Marshal
had initiated legal action to remove the aforementioned problem employee.

INVESTIGATIVE OPINION: This particular matter lacks substantive and
corroborative potential for further investigation. It is recommended that his case

be closed.

PREPARED BY:
Senior Criminal Investigater
Special Inspector General for Iraq Reconstruction (SIGIR)
2493
APPR{GE
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SIGIR Case Number 1Q-05-0004-HL March 4, 2007

Case Closure and Discontinue Lead Coverage

This matter was initiated in the summer of 2005 based on information provided to SIGIR by
confidential source. The information from the confidential source alleged 1ha-ad mis-billed the
government on government contracts and that on'mployee may have been involved in a conflict of
interest. This wasa SPITFIRE task force case.

Investigation conducted by SIGIR personnel and other members of the task force was ultimately
forwarded to the Public Integrity Section, Criminal Division, U.S. Department of Justice, The Trial
Attorney in this matter was REERESTRSESINIE | Public Integrity. In a letter dated February 15, 2007, the
Public Integrity Section dec med prosecutxon in this case (a copy of this letter is attached to this 302).

As prosecution has been denied, it is requested that coverage on a lead in this matter dated June 13,
2006 requesting billing invoices from USA Engineering Finance Center, Millington, Tennessee and from
DFAS, Rome, NY be discontinued.

Based on the declination of prosecution, no further investigation will be conducted by SIGIR and this
matter is being placed in a closed status.

Attachment: Copy of declination letter date stamped February 15, 2007

nmmal Investigator, Baghdad
stmutlon 1Q- 05-0004-HL

CLASSIFICATION: : WARNING

This document is the property of the SIGIR Office of Investigations and isen loan to
vour agency. Contents may not be disclosed to any party under investigation nor
may this dacument be distributed outside the receiving agency without the specific
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SIGIR CASE NUMBER: DC-06-0162-HL

DC-06-0158-1

CASE CLOSING: DC-06-0162-HL (i

The above referenced matter was initiated subsequent to the receipt of a complaint by the Hotline

indicating that—personnel may have been in improper receipt of US Military
weapons. '

This matter was referred to the Federal Bureau of Investigation, Iraq Contract Corruption
Initiative, and by communication dated October 11, 2006, FBIHQ assigned it to FBI Field Office
Salt Lake City, Boise Resident Agency for investigation. A copy of the communication has been
made part of the file.

ras a subcontractor for v Co e hich was also the
sub]ect of a complaint which was referred {o the FBI. The FBI is addressmg the two separate
matters as one.

I recommend that§
DC-06-01 5 8- 1.
file.

DO C-06-0162-HL be closed and merged into
B¥ All serials in the ﬁle shou d be transferred to the g :

Prepared by: @ R
Office of Investigations,
Washington, D.C.

DIS'tR: Hg File
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SIGIR Case Number 1Q -06-0044-I | March 13,2007

REPORT OF INVESTIGATION |
SUBJECT:

POB: Palestine (Jerusalem, Israel)

SSN: L e

INS Registration Number: (kR

Date of Naturalization: —
US Passport: —

US Address: &

Employer: @

Security Clearance: Interim Secret Access Date: ENEINERS

LAW EN FORCEM ENT RECORDS CHECKS

10144

APPR
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Federal and State criminal history record checks were performed and disclosed no prior criminal history
for

STATUE

Title 15 USC Section 78dd(i) - Foreign Corrupt Practices Act

SYSNOPSIS

Terronst Enforcement Financial Unit. US Marine Corps eferred USM
: (I\ Inveshganons who alene us that

This matter was brought to the attention of SIGIR Investigations as a result of continued reiresemation in

ulti Nalxonal Forccs Ira -I) to S

3 mployed as a contract translator forg
to the Mutli National Forces Iraq, National Joint Operation Command. everal consensual
monitored telephone conversations wherein oke openly t as to how much he
and another Iraqi general would monetarily gain, an undercover operations was initiated and additional
bribe overtures were eventually made to a SIGIR undercover special agent posing as a US Army Corp of
Engineers Contracting Officer, from the Project and Contracting Office, Baghdad, Traq. On the basis of
the conducted thismatter was simultaneously referred to the US Department of Justice Criminal Division
Public Integrity Section as well as the US Attomey General's Office for Washington, DC.

In concert with the filing of a criminal complaint, applications for search warrants were pursued for living
quarters, computers, and work spaces here at the US Embassy Compound of- Given the
international complexities involved and the varying degrees of legal opinions from prosecutorial attorneys
assigned to the Stite Department, no warrants were executed in fraq. A ruse was created in orderto
entic ack 10 the US whereupon entry he was placed under arrest etained legal
counsel and has made repeated admissions that he did in fact offer a bribe t aswellasa
SIGIR undercover agent he knew ag B

In addition,
them agcess to the Interpational Zone. These badpes were stored ing
Majorg Fand were laken without his permission. These bad ges clearly reflect that they

are "US Government property" and are accountable items. Presentl e hrough his retained logal
counsel has indicated a willingness to negotiate a plea bargain in this matler.

as found in possession of several security badges of local Iraqi nationals granting
gsupcrior's desk, US Army

NARRATIVE

WARNING

This documcnt is the property of the NASA Office of Inspector General and is on
loan to your agency. Contenfs may not be disclosed to any party under investigation
nor may this document be distributed outside the receiving agency without the
specific prior avthorization of the Assistant Inspector General for Investigations.
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nitially was brought to our attention on 2 Jan 2006, when contact was made by (I
‘He informed SIGIR thatqad been approached bym 'ho offered a bribe 1ol
f he would arrange to purchase a map size printer and 1,000 protective vests. According fo

vas incensed that offered him a bribe.
a translator working at Adnon Place, Intemational
Zone, Baghdad, Iraq.-dentl ie s‘ Incident 1o the consensual
monitoring SIGIR was able 1o fully identif; v

Subseguent to the meeting wit R 2 meeting was scheduled for the same da vitl.
ﬂndamndator assigned to Y B | - { - 71c1i(S 45
anslate

ecopciled with those of In addition explained that he

was introduced t by ot fully identified) who was assigned to the National Joint
Operations Center Adnon Palace, Baghdad, Iraq. tated that on or about December 12,
200 ntroduced him t nd informed him that § B | merchandise

to offer and to trust him a lot as this arrangement would benefit them both.

-lso stated tha&-n‘o.vided him with a brown envelope that contined a

manufactures' prospectus for a map quality printer, (The envelope and prospectus are presently being
held as evidence by SIGIR Baghdad) tated that (NEEEERRRNRRRRRNEEY) (e rcd him a gift of
$60,000 if he would arrange for the acquisition ot the printer and L 000 protective vests at a price of
$90.000 for the printer and 1,000 each for the vest. #§ B dded that on 2 Jan 2006, he received

P
another call fronho offered 0,000 along with the copier for $90,000,
but reduced the giit to $50,000 for him and

After some discussion,*greed to a consensually maonitored telephone conversation with
mnder the guise of obtaining more specific information about the products so that a confract

could be generated similar 1o a legitimate one wherein a request from the Iraqi's could be forwarded to the

Civilian Police Assistance Training Team (CPATT) who would determine if funds were available and

then forward the request to PCO - GRD to leta contrait for the purchase. On 3 Jfan 2006, two

consensually monitored conversations between and vere successfully recorded.
The conversationswere conducted in Arabic and SIGIR had to rely on o translate. The
: ifts" but the amount of the "gifts" were {urther

nced to making g
Fecause of the reduction in price on the vest

monitored conversation included referen
reduced to $30,000 each forg@

@ bout a name of the company fouse for
M nstructed e 0 reference him as

to $500 each. Asinstructed, &
contracting _ :
» e [so provided two company names ta be used,

urther stated that he knew.

As intheir previous meetings, S
@in any subsequent dealings.

Subsequent to above, sufficient information allowed positive identification of #through the
Embassy Badge Issuance Office, and the specific information is referenced elsewhere in this report.

On 17 Jan 2006, this matter was formally referred {o the US Department of Justice, Criminal Division,
Asset Forfeiture and Money Laundering Section, Washington, DC. This matter was then referred to the
Public Integrity section of the Department of Justice.

CLASSIFICATION: WARNING
‘ \ ! This document is the property of the NASA Office of Inspector General and is on
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rial Attorney, US Department of Justice, Public Integrity Section, Washington, DC is the

attorney of record for this action. A preservation letter was dispaiched to Yahoo! to preserve material
subsequent to a search warrant foh{ahoo! e-mail account,

Through the utilization of ahoo! e-mail addres By SIGIR Baghdéd,
solicited a meeting wit posing a contracting officer for PCO - GRD fold

-mt he would be the contracting officer developing the paperwork to acquire the printer :nd the

vests that he discussed with“ On 6 Feb 2006 and 15 Feb 2006“7&*( with
hile wearing a monitoring device. On each occasio ade overtures tof
that he would be provided with funds to ensure that the contract was to be "sole sourced" and fully

consummated. -

During the course of the 6 Feb 2006 meelingnsconeﬂo a vehicle andvpresenicd a
was a C

copy of the proteciive vest he was offering for sale. The vest H design and manufacturer but _
did not contain serial numbers (The vest was provided to SIGIR one day after ras taken into
custody in the US)

All monitoring both in person and telephonic with-and igitally lo a compact
disc and the disc original compact disc were retained in the SIGIR evidence safe Baghdad, Iraq.

EVIDENCE

Evidence Property Custody Documents 001-06, 002-06, 0004-06, 0005-06 and 058-06 were collected and .
maintained in the SIGIR evidence lockers at the US Embassy Conmplex, Baghdad, traq and Arlington,
VA OpFebruary 9, 2007 evidence contained on vouchers 001-06, 002-06 and 0004-06 was shipped to
ey 12 Federal Express t BN |i<icd address infe & Scc attached vouchers listing
evidence collected for details)

EXHIBITS

September 2004.

1. Standard Form §6 offse

o

. A copy of the passport photo page off

B e Dcpariment of Defense common access card front and back.

(PN}

. Photocapies o

B hoo! e-mail account, 14 March 2006.

. Scriber information fro

R4S

. Notice of Suspension memorandum addressed tof grom the Department of the Army Legal

Ctraot

ervices Agency, 801 North Stuart Street, Arlington, VA 22202, 13 April 2006, _

o2
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5. Copies of Evidence Property Custody Documents voucher numbers 001-06, 002-06, 004-06 and 058-
06.

B0 6 Feb 2006 and 15 Feb 2006.

6. Copies of the transcripts o f S

7. Judgment Document from the US District Court for the District of Columbia, case number 1; 06-cr- '
00157-RJL, dated 7 Feb 2007, :

8. Federal Express Air Bills conceming the return deli\'eryb“)ropeny, 8 Mar 2007,

STATUS OF INVESTIGATION:

This matter was referred to the US Department of Justice, Washington, DC B - < .ssicncd
as the prosecuting sttomey for the Government. On August 4, 2006 &8 ilty to one
count of violations of the Foreign Corrupt Practices Act. On February 7, 2007-%57
sentenced to 36 months at the minimum security federal prison located in Morgantown, West Virginia;
upon re]ease‘s ordered to serve 24 month supervised probation and 250 hours of community
service.

GIR Investigations, Arlington

Prepared by:§
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Case Number: 1Q-06-0061-1 ’ 5 February 2006

CLOSURE MEMORANDUM:

Special Agechomacted T B o (he Department of Defense
Office of Inspector General. The authenticity of the contract awarded to Defense logistics Services
Incorporated, by the US Army Corps of Engineers rather than by the U.S. Army or Defense Logistics

Agency, and that it was not an attempt to avoid normal channels or oversight was discussed. Based on
this information, it was determined that the investigation in Baghdad should be discontinued.

Prepared by: (IR S| GI R Investigations Baghdad. Iraq
DISTR: File; Headquarters : '

716716
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October 3, 2005

Camp Taji, Iraq — Victim

Relevant statutes: 18 USC 201 — Bribery
- 18 USC 874 — Kickbacks

Case number: 1Q-05-003-1

Synopsis: Caseadministratively closed:

Allegations: OnAugust 19, 2005 g
. S advised his company had been awarded contracis to
prov. ide Life Suppon ervices (0 the [ragi Army training site at Camp Taji, Irag. The contracts
are on a month to month basis. and were issued by the Joint Contracting Command ~ Iraq (JCC-
ses six suppliers to deliver the food needed for the Iraqi Dihninn Facilities (DFAC).
W belicves the guards at the Iragi checkpoint are demanding payments be made by the
wpphers if they want their trucks to avoid lengthy waits. Additionally, the suppliers are
attempting to double and triple bill or the amount offood deh\ ered and
portion of this money is being demanded by the @ R
ctated that he esllmatcd the loss to his company as 0 this erort was appm\lmatcl) $300 000.

Phas an assistant, i .
Whas demanded an $8 000 payment be made lo him by an mplo; ee or lhelrﬂarba"e

lrud\s will be ejected from the base. Jos reported this information to (SRS
however he belicves no action has been taken.

4553
APPR: € e
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On August 28, 2005, q(fhief(jarbage Supervisor for AISG advised
-md demanded $10,000 a month from his company if they wanted to continueto do

business at Taji. tated that he subsequently paid SIS 3000, at which tnne he
was informed that this was not enough money because it had to be shared witl A
and two others. '

Investigation conducted: On August 22, 2005, Intetligence Operations
Specialist, Financial Trade Investigations Division, DHS, ICE, was provided with the
information available in a DEIDS Report regarding and requested to check the
databases available to her for any asset information relating 1o On August 23, 2003,

dvised she randdennhers for any financial information and received none. [t
was also negative when she extended it to the family.

On September 1,2005, was contacted at Camp Taji, Iraq. He waived his
rights to remain silent and have an attorney present. and elected to be interviewed and tomake a
voluntary statement. He further consented 1o a search of his living quarters on Camp Taji by
SIGIR Agenls.-advised that a search of his living quarters would reveal no evidence of
wrong-doing or misconduct. He stated that he had never been given money by any individual on
Camp Taji, neither Iragi nor American, '-wd never been offered money by or
any other Iraqi counterparts with whom he works. He advised that a search of his quarters would
probably reveal less than $300 in cash. This cash had been obtained by at the Camp Taji
Base Finance Office. A subsequent search o living quarters revealed no evidentiary
material.

On September 15. 2005, a report was prepared detailing the pertinent information conceming the
allegations that members of the Iraqi Army and Camp Taji security personnel were demanding
payments from the Iraqi suppliers at the base. This information was provided to Commission on
Public Integrity Advisor to forward to the appropriate investigators in that
agency for action.

Based on the above information. the proper jurisdiction to address this alleged criminal activity
among the Iraqi Nationals appears to be the Iraqi Police or Military. Itis therefore recommended
this matter be placed in a closed status. ‘

pmp'ired l-\y :
DISTR: File # 1Q-05- 00.1-
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Case No. 1Q-05-0037-1 - October 17, 2005

Pacific, AK

Cost Mischarging

CASE SUMMARY-CLOSED

On Mav 25 2005 this office received information that EEEEe. , it i .
was mischarging labor hours on two task orders for conlract No .
This was an Indefinite Delivery lndef'mle Quanltity (ID1Q) contract for $75M and m\olves
work at Bashra Alrort and Limm Qasr port & Fras also allesedly operating his own business.
. A s &y hile working in Iraq.  Interviews of
Nana Pacific employees disclosed thalgess had allegedly inappropriately billed the seaport task order
- for work done on the airport task order. When interviewed enied any cost mischarging between
the task orders butdid admit to charging for up to 100 hours ot work while on R & R. Iso advised
he worked on usiness, but only for short periods of time and often afier normal work hours,
On June 7, 2005, Joint Contracting Command-trag/Afghanistan (JCC-V/A) requested DCAA perorm an
audit of the contract. After numerous delays, the audit began, and during the review of the task orders,
DCAA discovered JCC-1/A had modified the task order on 7 and 10 September, The madifications
retroactively changed one of the task orders from a cost-type order to a fixed-price task order. The new
price is fixed, resolving all changes and complete adjustment. DCAA cancelled the audit indicaling they
performed. incurred cost audits on cost-ty pe contracts, not fixed. Further, DCAA advised it doesnot
appear there would be a means of recovery of any questioned amounts. Case closed.
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Special Inspector General
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Date: October 26, 2005

-Special Agent in Charge

- Special Inspector General for Irag Reconstruction
Criminal Investigations — Baghdad
U.S. Embassy Room 233
Baghdad, Iraq ’

Subjecl:~lnvestigmion #1Q-05-0048-1 — Final Report

Basis for Investigation

ary information of a security service contracior
— ) by representatives of the Department of Stte
omatic Security service ( hereinafter DSS) stationed in Iraq to a competitor security servicé firm

in conjunction-with the issuing of call orders incident to the award
anket purchase agreement on April 15, 2005. urportedly used this proprietary information as
part of the basis for a formal protest of the call order issuances on April 20, 2003 to the U.S. General
Accountability Office and the U.S. Ay Contract Appeals Division. Please be informed 1}1a’md
previously been authorized to provide security services at 5 sights in Irag which, as a result of the mstant
call order awards, were subsequently granted to Copies ofhformal protest were provided 1o
SIGIR Criminal Investigations in Baghdad, Iraq and at SIGIR Criminal Investizations Headquarters in
Arlington, VA, Both copies of the protest and related documents includecﬁentirc statement of
provided, this referral was by the Joint Contracting Command

work as have been included witl formal protest.

According to the documentation
(JCCI) at the behest o {EE—_G—Gc-

Additional information was provided through a confidential source regarding-nnd
Haowever. this information was non-specific and did not raise any additional allegations. Consequently,
was discounted for purposes of this investigation.

Preparcd by

f SIGIR-Investigations, Baghdad, iraq

CLASSIFICATION: WARNING

This document is the propery of the SIGIR Office of Investigations and is on loan 10
your agency. Contents niay not be disclosed to any party under investigation nos
may this document be distributed outside the receiving ageney without the specilic
prior authorization of the Assistant Inspector General for Investigations,

FOR OFFICIAL USE ONLY

feercamcedaeeand



2

Extent and Results of Investigation

" The contracting files were secured from JCCHand were thoroughly-analyzed. Included in the files was a
letter gencrated by Jepal counsels forqubsequcm to the formal protest'insisting that lhe Formal protest
only contained th ransition plan that had been provided to them by DSS . R
Mosul, Iraq and no ntire statement of work. This raised several questions at thaf ime. The first
was whether the tatement of work in its entirety constitited proprietary information. The second
was whethe ransition plan contained in its statement of work could be considered proprictary in
that the contents of the plan would have to be shared with competito n order to effect a transition of
work assignments. In addition to the above, an examination of the criminal statutes that relate tothe
disclosure of proprietary information are focused on the impropriety of disclosure of such information
prior to the awarding of a contract vis-a-vis subsequent to the competitive process as in the instant matter.
Consequently, a request for legal opinion was solicited from SIGIR — General Counsel.

On July 28, 2005 SIGIR - Associates General Counsel, provided
guidance that if’ ntire statement of work, a violation relating 1o the
disclosure of propnetary information could have occwrred. Further, they counseled if the disclosure to
vas restricted1o just lhcpransition plan, even though the plan might still be considered
proprictary, there would have been a legitimate reason to disclose that information, i.e. in order o

implement the transition plan on a timely and effective basis,

On June 2, 2005, linterviewed DSS-Acting § ' Baghdad. Iraq relative to this matter.
responded to all of my questions and provided the following pertinent information.

1. His electronic notes and retained e mail reflected that he had for\\'arded-lransition plan on
April 15,2005 at 09:17 P.M. to all five of the RSOs at the impacted embassy sights. This would
have included (RN O 2ted at Mosul, Iraq. provided me witha copy

~of this e mail and the ransition plan hl was forwarded to the five RSOs and athers
including [

2. Priorto takm 1 ne aove acnon he had met \uth his superior, @
: - B L g, \ho were all avare that
Ne would be sharing the transition plan with his counterparis as well as '
3. He obtained the transition plan from th statement of work and utilized his computer to copy

the transition plan solely and forward the same to his peers in the impacted posts of duty by e-
mail.

4. lle did not dircctly provide-\\‘ilh the transition plan but felt it had ta be shared in order to
implement any type of orderly transition. ;

5. At no time did he ever provide anyone \\'ilhqentire statement of work or divulge any
proprietary information except for the transition ptan.

After repeated attempts at retrieving the actual ormal protest with attachments from the General
Accountability Office to confirm what specifically had been provided, I was finally able to retrieve copies
of these documents through the U.S. Army Contract Appeals Division. This office coordinated the
evaluation of the formal profest. B d Protests. provided
me with a copy of the ormal prot . achment r & Jonuined
only the transition plan and nothing more. o ae—— :hataad not spectically
referenced solely ihe transition plan in their prote tcorre<po1ence Moregver relayed that
the “Army lawyers at CAD,” seeing that the transition plan was part of thef tatement of wark,
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assumed that had been provided the cntire statement of work which would have constituteda
Procurement Integrity Act violation. After a review of the documents and our discussion,
concluded that he felt the disclosure of the transition plan by DOS lo.would have beca rcasomble
under the instant circumstances.

Conclusion & Recammendation

The evidence gathered to date slrong:ly confirms that lhe-lmnsmon plan was obtained from !he.
statement of work by (SRS | [0 forwarded it to his counterparts in various parts of Iraq.
This would have included in Mosul, Irag. In 1hatwadm|ls receiving the transition
plan from t appears {0 corroborate the source of that information. is adamant that they
were not provided any roprietary information and legal counse! for the U.S. Army Bid Profest, US

Army Appeals Division, confirms this as well.

Based upon the above findings and the lack of any additional substantive allegations, | recommend that
this investigation be closed. | further recommend that the Department of State, Office of Inspector
General be notified of the outcome of this matter so that the disposition of this matter can be relayed to
DSS Special Agent who is presently assigned to the DSS oftice in Los Angeles, CA.

o pecial Agent
SIGIR - Criminal Investigations — Baghdad
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Special Inspector General
for Irag Reconstruction

Office of Investigations , 'f\,“;"
1Q-05-0045-1 ' » October 23, 2005

'whdad lraq

Falsification of Public Records (18 USC 2073)

CASE SUM MARY-CLOSED

Case initiated afterthe Regional Contracting Center (RCC) Taji, Iraq. reported that
had attempted to make delivery and receive payment on a forged government contract for $834,716 in
computer parts. Investigation determined the contracting officer’s signature and Point of Contact (POC)
are of someone who does not exist, and the requisition number and fund cne are invalid. A ‘mail
account was used fo conduct all the business with {SESEEEEY @pcooperated with the
investigation and daims they ordered/paid for the compuer hich were refused by the RCC Taji.
The complaintant, Wvice-president. G-
inlervie\:ed. His legal representative, (NN 121130 0 0

= was interviewed by .
Arlington, VA. Bond provided a folder, Attachment (1), containing niscelianeous documents regarding
in-an attempt to identify the

the forged contracl. SIGIR HQ served a Subpoena to—
contracting officerand delivery POC through subscriber information. The ubscriber Information

was probed with negative results. Further research of the Internet Protocol (IP) Addresses determmed
both came back toa network in Amsterdam. SIGIR HQ retains the official results of thef :
subpoena,” Afier itwas determined this was the only report of this nature received by SIGIR B
there was no loss © the government SIGIR HQ requested the investigation be closed.

aghdad and

Attachment (1) Emvelope containing miscellaneous documents

Prepared by: (.
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Special inspecior General SO,

for Iraq Reconstruction :"("J-.":N‘z’\";
d \,}4 ¥

. A

Office of Investigations , : ’ \{‘7‘:' i’

Date: ‘ November 6, 2005

TO: R L L L i S B(\"hddd C”n“nal 'n\ eS“&']UOHS

Office of Special Inspector General for Iraq Reconstruction
Subject: Allegations of Conflict of Interest in Contractual Arrangements byf

This informant has requested complete anonymity in this matter. He/She could not be specific inhis/her
allegations but provided the following information that he/she contends gives rise to his/her suspicions
that the conduct ofthe above targets may be more than just mismanagement.

. This matter involves activity that occurred within the IMRO — Ministry of Transportation,
Department of State, during the years 2004 and 2005 and involved the Iraq Railroad Sysiem. The
Iragi Railroad System consists of a single track line and 96 stations throughout the county. Irag
presently aperates at most 10 trains per day and Iraqi citizens ride the system free at any time.
The Iraqi Railroad System with a single track requires trains 1o stop on side tracks at various
points to ensure that the track is clear (from a train running in the opposite direction) andit is safe
to proceed. Historically, this was done telephonically by a train conductor.
At the outset of the war, Irag had approximately 1.500 rail cars capable of carrying equipment
and/or material including the use of con-ex boxes. About 1,000 of these railroad cars were lightly
sabotaged by insurgents but removing a wheel face plate and then removing the ball bearings.
This endeavor effectively blocked the single line tracks and the trains were incapable of nnning
with the blocked tracks. He/She estimated that all of the damaged cars could have been repaired
by simply reptacing the ball bearings, repacking the race with grease. and reinstalling a face plate
at a cost of about $2.000 a piece (estimated at the highest cost factor). Instead, SRSENSEEN :
under the provisions of the CPA. ordered 240 new flatbed train cars at a cost of about $"0M The
contract was awarded 10 a Polish firm, EEEREEEEEe: 1d the cars were delivered in2005.
There wasno oversight in this order and he/she quesllons lhe need for the acquisition when the
simpler repairs would have sufficed and the inventory of railcars would have been sufficient for
Iraq S ratlway system,
COINI <o initiated a program with the Iraqi Railroad System entitled “Computer
‘Based Tran Control” or CBTC. A CBTC allows more trains to run on a given track by
electronically monitoring the movement of all trains. With such a system. every train hasa
computer on board and a sending capability to a centralized computer which then transits
focations to the 96 stations throughout the country. In addition, every station was equipped with a -
node to also monitor the railway movement. This system was acquired from m
Ha global company with headquarters in the United States, at a cost of $25M. Thus far $23M
1as been spent and the CBTC system was initiated in April 2005, However, present estimates are
that it will cost another $9M to implement the CBTC fully.
4. He/She cannot understand why CBTC was introduced into the Iraq Railroad System as the
present usage cannot use this degree of technology. He/She contended that none of the Arab
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

2

neighbors of Iraq utilize a CBTC system even though their systems have a higher running
capacity. In addition. he/she added that in 1944 in the United States one of the railway systems
had 30 trains running per day and this was accomphshed clfectively utilizing hand switches and a
telegraph system.

5. burportedly initiated the prouram to utilize the CBTC system but departed Iraq prior
to its implementation. eft [rag in-January of 2005 and became a consultant forthe
Department of State, Matters of Rail, in Washington, D.C. 'as rumored 1o have come
to Iraq poor but had left rich. He/She is not aware of ctual residence or state of -
origin but that he presently is working in Washington, D.C.

6. was instrumental in hiring his replacement, who finalized the

acquisition of the CBTC with e/She contended that there wasa great
degree oftravel, high living, and parties in connection with the CBTC contract as v
acquisition of the 240 new railroad cars and suggests that
more than just their State Department salaries in retumn for th . He/She further contends
that no one at IRMO ever questioned either of these contracts in any way. He/She is unaware of
any significant quallf'catlons (such as rall\ a enomeer) that \\'ould ;__l\e credence (o the supposed
expertise of either {§ o

acquired stock in § prior to the time lhat the CBTC system acqmsmon was
made public but after Iearnmg that had been awarded the contract.

8. He/She cannot understand why this money was spent on the railway system and where there will
be much of a return of the investment made. He/She knows that changes have been made at
IRMO-Ministry ofTramporlat;on and now the Ambassador approves all such proposafc for
contracts.

9. Shorzl_y afier ol B\ as hired for the IRMO — Ministry of Transportation position,
announcements were made to hire “train experts™ to work w ith (e ¥ Howeverafter
interviewing with hese “experts”™ withdrew their app ication

t0. He/She feels that will be in a position to be retained by
the “CBTC expert in Iraq” after his IRMO-Ministry of Transpaortation positton is completed
He/She suggested that il attemipt to circumvent the rules regarding post
government employment. -

as

Based on the above information, 1 would recommend that this inf ormation be forwarded to SIGIR-Audit
for whatever action is deemed appropriate and that the allegation concerning “insider trading™ be
forwarded 1o the Securities and Exchange Commission for appropriate disposition. [ further recommend
that no further action be taken by SIGIR-Criminal lnvestigations due to the lack of specificity of
misconduct unlessadditional information is presented.

Special Agent. SIGIR — Criminal lnvestigations - Baghdad
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

Case Number 1Q-05-0044-T ‘December 14,2005

Baghdad, Iraq

Product Substitution

Case Summarv-Closed:

Case initiated on 24 July 2005, afier Joint Contracting Command-Irag/Afghanistan (JCC-1/A) reported
they received information from aghdad (a primary cantractor)
that they suspected contract {raud by their subcontractor, In government contracts for helmets and
protective vests, For the helmet subcontract rovided a product certification letter from

Seoul, Korea certifying compliance with Level 1T A Protection as detailed in the contract.
i€n the product became delinquent, ontacted the Korean company only to find out the company
was unaware of nd knew nothing regarding the delivery of helmets in Iraq. Interviewsat JCC-
/A determined the government never relied on the certification letier provided by —n the award of
the contract and was not concerned about the product bein prov 1ded by a campany from China. An
interview of the author of the letter [ N > coul, Korea, by the Naval
Criminal Investigative Service, determined the letter was authentic. ['wo helmets were seized for possible
testing. However, the testing was not completed after it was determined the N1J Level III A Protection
level ordered by the government had no standard for testing. Attempts to locate and recover any of the

protective vests were unsuccessful. This case is closed.

Prepared by KIGIR Investigations, Baghdad. Iraq
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Special Inspector General
for Iraq Reconstruction

Office of Investigations
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December 18, 20057

Name: SeSSuy

Relevantstatutes: 1§ USC 201 - B‘riberyv
18 USC 874 — Kickbacks

Case number: (0047-05-1-SIGIR
1Q-05-0025-1

Origin: Confidential Source
Synopsis: Case administratively closed.

Allegations: OnJuly 20, 2005, a conhdenual source (CS-3); advised s/he had heard thatan
American company named s Iy \vas recently awarded an $800, OOO contract {o
perform unspecified services. |he contract number was reported to b L
the competing companies, the name of which CS-3 stated s/he did not (now, 1led an dppeal of
the award based on contractual errors. CS-3 stated the normal amount of an award regarding a
substantiated dispute would be 15% of the contract price. CS-3's source, which s/he declmed 10
‘name, advised a contracting supervisor who is em ployed by muamed :
the individual in charge of the appeal board. E=agg# vas alleged to have ov erturned the 15%
award to the non-winning competing company, instead making the award 50%. CS-3 advised he
had no further information on this matter.

Investigation conducted: Discussion with other SIGIR investigators determined that {8

ng Command-Iraq (JCC-I). Hele
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currently resides at his residence in As the e \was a senior
government employee. not a ontractor working for the JCC-I as related by CS-3.

A review of the subject contract located at the Pentagon by Contracting
Officer, Pentagon Renovation and Construction Program, defermined the actual numberio be
There was no mention of a protest concerning the awardee,

which is an American construction company which has several contracts with the US
Government in Iraq.

Contact with@ S I Chicl Aftorney for protest in the US Army Contract
Appeals Division, determmed B hos not been involved in any protest that has been
litigated before the Government Accounting Office (GAO). (NI dvised he has been
employed in his current capacity since before the war in Iraq, and that his office defendsall
protests filed with the GAO regarding contract disputes. He stated this contract number could
not be traced to any of the protests handled that came out of [raq.

On November 30, 2005, B s ¢ current legal advisor and
procurement {raud advisor 1n Baah C I advnsed hlS offce had no record ofany
protests filed concerning this contract or the awardee §§ .

Based on the above, the information provided by CS-3 appears to be incorrect. 1t is therefore
recommended this mater be placed in a closed status. )

Prepared by :
DISTR: File 4 0047 05-1-
1Q-05-0025-1
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Special Inspector General
for Irag Reconstruction

Office of Invesligations

December 20, 2005

Name:

Relevant statutes: 18 USC 641 — Embezzlement

Case number: 0042-05-1-SIGIR
1Q-05-0026-1

Origin: Complaint received on Junc 21, 2005, from the Joint Contracting Command-Iraq (JCC-
1) following a Government Property Management Audit and Inventory Review of captioned
company’s contractual performance to provide Life Support Services for the Iragi Army at Camp
Taji, Iraq. '

Svnopsis: Case administratively closed.

Allegations: JCC-I auditors alleged gross negligence by comrac(or.n their management
of Government Property, as well as failure to provide deliverable items at numcrous locations
throughout the camp. One example of such failure was the establishment and oversight of the
Iraqi Army Moral, Welfare and Recreational (MWR) facility at Camp Taji, which was reported
{0 be extremely inadequate based on the funding level.

Investigation conducted: Following the above allegations. SIGIR investigators conducted a site
inspection of the services being provided by o the Iragi Army at Camp Taji as well as
conducted interviews of all availabl employees associated with the program. The
allegations regarding the condition of the MWR facility and the overall management of
Government Property at Camp Taji by were confirmed and photographically documented.
As a result of the JCC-] Auditand Inventory Review and this investigation, 1he’contract
to provide Life Support Services at Camp Taji was terminated at the end of June, 2005. SIGIR
mvesugators subsequemly met unh andf§

potential dollar amount loss to the U.S. (10\ ermmnt and request any outstanding funds obligated
to G (0 be w uhheld pendmu the results.
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On December 7, 2005, hief, Coalition Military Assistance
Training Team (CMATT) Contracts Branch, Contracting Officer, Joint Contracting Command-
Irag/Afghanistan (JCC-I/A), Security and Justice Sector, was contacted regarding the results of
the requested audit. advised his office determined that $804,748.99 which was
claimed by-had not been “earned or verified/justified™, and therefore, had not been paid.
He stated that this number is the contractor claim amount minus the adjusted amount afier the
audit, dvised the Government has not lost any money due to the fact thatno
disputed claims have been paid. N

As articulated above, s a company located in @ ¥ with no American
employees and no longer doing business in Iraq. Inasmuch as there was no loss to the US
Government, it is recommended this matter be placed in a closed status.

DISTR: File # 0042-05-1-SIGIR
1Q-05-0026-1
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for Iraq Reconstruction .""'",}.
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Office of Investigations Gagwr o™
1Q-05-0033-1 ‘ ' “January 2, 2006

Missing Generator/Possible Theft of Generator

CASE CLOSING:

Relevant Statutes: 18 USC 641 ~ Theft from Interstate or Foreign Shipments

Origin: Requesl for investigative assistance received on September 20, 2005, from the Department of
Slate Inspector General re"ardm;: a-missing Caterpillar Generator.

Synepsis: Case administratively closed.

Allegations: On or about June 13, 20085, a $376.000 Caterpillar Qenerator, S/N BPD00982, Maodel #
XQ2000E was reported missing and presumed stolen while in transit from the Jordanian International

Police Training Center (JIPTC). Amman, Jordan to Adnan Palace, Baghdad, Iraq.

er 26, 2005, SIGIR investigators conducted an interview with

Investigation conducted: On Septe

: Fdiscovered the ur"ent need for an electrical generator at Adnan Palace. The Coalition
Police Assistance Training Team (CPATT) and Iraq Reconstruction Management Office/Ministry of
Interior (IRMO/MOI) are co-located at Adnan Palace, Baghdad, Iraq. otlhed’n) email of
the requirement for an electrical generator. Without a replacement generator Adnan Palace was withaut
sufficient electrical power for basic necessities such as lights and cooling air during a period when the
outside temperature exceeded 115 degrees. as in Amman, Jordan and was familiar with JIPTC
and most of its available assets. vas aware that JIPTC had an additional generator that was not
currently being used at the time. advised hat this generator had the capacity to fill the
short term needs at Adnan Palace. The generator was described as a Caterpillar, 400v, 50 Hz, 1750 kva.
which was self contained and on its awn trailer. equesled JlP Ic to <end this generator to Adnan
Palace as a temporary solution for its electrical requirements. ' eceived authority and
approval from its Washington headqumers and agreed to send the ner'ltor to Adnan Palace.

On June 11, 2005458 ¥ (inalized arrannemenls for the shipment of the generator with
¥ The driver and tractor to pull the trailer/generator was identified and

rrived at JIPTC and details of the

delivery dectmauou was prov |ded to _
destination was Baghdad and cx rcssc 1S concerns about (@ ing the shipment into Iraq §

was not impressed withg us dress, appearance or demeanor.§ also sard the overall
mechanical condition of the tractor Fwas driving looked unfit for the trip. :

Baid he was
10825
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concerned the tractor would not pass the vehicle inspection conducted by the U.S. military to determine if
it was in sound mechanical condition for the convoy into Baghdad. said he recommended to

S -0t usingqmd suggcsted tha provide another drive §soc ST
representatives who were on site, olfered additional money and convincedg take the

shipment to Baghdad.

Fsaid he had previously planned to go to the Jordanian border to visit friends and also dosome
shopping at the duty free shop at the border crossing. Additionally, he wanted 10 be available toassist the
river if needed in getting the generator lhrouah Cusloms at the border. said he was
accompanied to the border by his g grlf'nen I i ho he planed to use
as an interpreter and ’ A conlrac or W 10 isemployed at the Amencm
Embassy Amman.

aid while enroute to the bordeq had called the driver at least two i
¢ progress 1o the border. On the lastcall at approximately 10:30 PM the driver told
he wanted to stop and spend the night along the route to the border. provided instructions
reaffirming to the driver that it was imperative that the shipment meetl'the military escort convoythe
following morning for the vehicle inspection required for the vehicle to join the mshlar) convoy into
Baghdad. dgreed to continue on to the border.

nd his friends 'v{'ailed at the border for the truck until approximatel 00 PM. and
friends did not locate the truck and they began the return trip to Amman. said on the return trip
he and his friends l?iii(iht they saw the truck driving towards the border and it was about an houraway

from the border. aid it was approximately 3:30 AM when they arrived back in Amman.-

On June 12, ZOOS,Paid he received a telephone call from _the Jordanian Border
Commander who advised

the truck with the generator never arrived and did not leave wiih the
7:00 AM military convoy A earch the immediate area to determine if
the truck was in the area. § o O lled back to advise he ad found
the truck and driver.

: : atled to repart to the convoy
commander for the truck inspection. o that the driver was missing severl
important documents that were required to transit the borde ' 5
arranged for o fax the documents direct to the border officials. (EE. ;
was scheduled to depart the border in the next convoy which would be June T3 '"'| U5,7at 7:00 AM.

On June 13, 2005,

Jo:daman national. <d\'|sed
authorize any change m drivers. Thours later SRR <.id he receiv eda telephone call from the
U.S. military who said the truck and generator were missing gEw-aid an all points alert was issued
regarding the missing generator. Later this datef§ #said hie informed all concerned agencies of the
missing tractor/trailer with generator.
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On ltune 14, 2005, kaid he received several telephone calls from unidentified U.S. military
sources who said the generator had been located. - aid, it was later determined that these calls
were unrelated to the missing generator,

On October 27, 2005, SIGIR investigators interviewed as n Amman,
Jordan., is the girl-friend o vho accompanied

fq SR 1o the Jordanian
border onJune 11, 2005.-elate 1o investigators the events essennal y

'the same as those described
above by her friend aid she had known Jordaman Border official since
around 1999.

On October 27, 2005, in Amman, Jordan, SIGIR investig fgators mlerwe\\ed
Manager, Amman Jordan

Country
greceived

but insurance
aid the driver,
R mlmllv bd”\ed at driving the shipment mlo lraq but was convinced
 lake the shipment.

The shipment was picked up at IPTC and arrived at the border and staged for link-up with the military
convoy. The following day received word that the driver had refused to go with the military
convoy. f§ #id later they learned the drivers had been switched in “no mans land™ the area
described as the land between the two borders that neither country claim.qaid this change of
drivers was not authorized by The truck continued in the line-up towards the Iragi border and the
military inspection yard. The truck stopped short of the gate and claimed the truck had broken down and
was unable to move and needed a water-pump. was assured that the truck was in a secure area this
was later verified by representatives of

2 : ] representative on scene reccived a

te ep one CaH from the owner r of the lractor trailer w ho said he bad brought a replacement part to the
border but was denied access by Jordian border officials, 1et with the owner and picked-up the
replacement part for the truck. S geturned to the area where the truck was previously parked and
discovered it was missing. A search of the arca was made with negative results.

. Sy 2id the owner of the truck that was uscd to transport the generator to the Jordanian border is
suing driver, {or abdndomn 1 lhe shipment at the border, § id the ather driver
identified as S - & Jclaimed he was badly beaten a ter he was highjacked with

the generator. 38 S arrested bv the Public Service Directorate (PSD) and reportedly turned over

to the General Infe huence Directorate for investigation. Details of that investigation were not released to

: B 0id he suspects the owner of the tractor/trailer unit conspired with the driver's of the

ruck to steal the generator.

Based on the results of the investigation it is clear that the gencrator made it to the Jordanian Bocder and
into the Jordanian/tragi barder area known as “No Mans Land™. The generator remains missing and is
presumed stolen. The generator is believed 1o be in Iraq. 1tis recommended that this investigation be
placed in a closed status until additional information is developed.
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 for lraq Reconstruction

Special Inspector General

Office of Investigations ‘

Government contract. The compiamt related that Holly |mproperly permltted

Case No. 1Q-05-0013-HL . ' January7, 2006

'Inflate-d'CVosts and Bid Rigging |

CASE CLOSING:

in May 2005, the Special Inspector General for iraq Reconstruction (SIGIR), Hotline,
made a referral to the SIGIR, Office of Investigations, Bahdad Iraof an anonymous
complamt that alleged billing |rreulantlesmvolvm DR

to increase the amount charged for services, up to double the original amount, and to
receive no bid contracts. The complaint did not identify the charges that were allegedly
doubled. The complaint also alleged tha had a conflict of interest with the
leadership of ' The complaint did not identify the nature of the
conﬂict ' : .

As a result of the complaint, the SIGIR Office of Investigations, Baghdad fraq mmated
a preliminary investigation. in Ma 2005 SIGIR Special Agent {{lllll _ :
met with SIGIR Audit Manager S ing the allegations. Subsequently

identified a contract for (e : that was funded by the fraq
Relief and Reconstruction Fund. Accordmg to an emai ‘
contract underthe Buildings, Education and Health Sector. The contract contained
seven open delvery orders the most significant of which involved transporation and
convoy security in the amount of $42 million. qequested the SIGIR Audit
Division to provide assistance in reviewing the contract for inflaled costs and costreport
issues. Due tothe complaint's lack of specificity concerning the nature of the doubled
charges, the SIGIR Audit Division declined to initiate an audtt

On June 27, 2005, made an inquiry with G SR ffrom the
Defense Contract Audit Agency (DCAA) in Baghdad,

any ongoing issues involving dvised Awa
conducting an audit of the on issues that did not involve cost repons On June 28,

2005, § srovided a copy of the SIGIR Hotline complaint to
consideration of expanding the DCAA audit to include cost report issues.
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requested-to advise him if the DCAA developed any information on§
- relevant to the complaint.

Subsequently, the SIGIR, Office of Investigations, Baghdad, Iraq, initiated a
computerized case management system and documented the allegations agains!{
under a formal investigation that was assigned o SIGIR . That
investigation did not develop any additional information concerning the specifics of the
inflated costs, the bid rigging, or the identity of the anonymous source. Likewise, the
DCAA has not contacted the SIGIR concerning the development of any additional
information. As a result, the investigation is being closed. The investigation will be
reopened if more specific allegations are received or the identity of the anonymous
source becomes known.
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Special inspector General
for Iraq Reconstruction

Office of Investigations

A
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January 09, 2006

Name:

Relevant statutes: Possible theft of Iraqi Government property
Case number: 1Q-05-0009-HL

Origin: Hotline Comp!aint b)’ PTG R o

Svnopsis: Case administratively closed.

Allu;:atiuns" On September 11, 2005, an investigation was opened resulting from information

” y who stated he discovered six to eight P-51 type fighter aircraft
ecting. All aircraft displayed Iraqi Air Force markings.
stated (Y - " oy ces told him that an unnamed Iraqi General had given

them the aircraftand they intended to ship the aircraft to the U.S. The-emplogees
stated the subject aircraft were operational before the recent war.

lnvesugatlon conducted : . was contacted and the grid coordinates of the

Y O \ihere the axrcraﬁ were located were obtained. The site was visited at which time

"It was determined the aircraft were not North American P-51 Mustang fighter planes, but rather
Brazilian-made Embraer Tucano 312 turbo-prop two seater military trainers. The Air Force
Directory reportsthat as of 1999, the Iraqi Air Force owned forty Tucano 312 aircraft.

Contact with

: vas bemg pald to mamtam them untif he could hand them 0\ er to the Air Force. She
stated the Iraqi Air Force wants their aircraft back and the Iragi MOD wants their own
investigators to investigate the General.

FBI Baghdad contacte Ry
which is a special group of investigators under the [raqi

econsiruction
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Management Office (IRMQ). The CPI's mission is to investigate matiers of fraud within the
various Iragi Ministries. tated that the CPI was very interested in the case and requested
all information. FBI Baghdad facilitated CPI's direct communication with the military o this
matter and advised they had closed their investigation. '

Based on the above information, it appears the CPl is best situated to resolve this investigation
which involves Iragi Government assets and a member of the Iraqi military. It is therefore
recommended this case be placed in a closed status.
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Special Inspector General
for Irag Reconstruction
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Oftfice of Investigations

Case No. |Q-05-0020- January 9, 2006

Theft of Funds

CASE CLOSING:

On September 17, 2005, the Special Inspector General for Irag Reconstruction, Office of
Investigations, Baghdad, Iraq (SIGIR), iniliated an investigation into a non-specific allegation
that former employees of&Fanh embezzled fundsfrom a
contract funded by the Irag Relief and Reconstruction Fund (IRRF) During the investigation, -
SIGIR special agents conducted interviews of (. B -nd performed consent
searches on two housing units under the control ofg though the agents did not

uncover evidence to support the allegation, both employees later resigned fro due to
other issues.

Immediately thereafter-hired a replacement for ‘The replacement

then made a more specific allegation against #claimed tha
ubmitted a false bill to or eventual reimbursement by the U.S. Govemment
The bill,:in the amount of $184,253, was for work done by an Iraqn sub-contractor named th

an employee of the @
ostensibly showed {

g During

,,,,,, e The S s s eettF However
'Ml & wrong MS Excel

¥ who was also present at the interview,
e agents with a copy of the actual invoice.
or $184,253, e “onfirmed
he form of a wire transfer, from ‘

~ that he received payment in t e amount of 184 253 ‘
B¥or the invoice.

Since the investigation did not develop evidence to support the allegation, the investigation is
closed pending receipt of additional information.
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Special Inspeclor General
for Iraq Reconstruction

Office of Investigations

Case No. 0038-05-1-SIGIR | ~ January 10, 2006

Conflict of lntereét

CASE CLOSING:

On May 22, 2005, the Special Inspector General for Iraq Reconstruction (SIGIR)
received a complaint of a conflict of interest involving an individual purported to be an
U.S. Government employee. The allegatlon originated from a conﬁdentlal source. The
subject of the allegation, I creinafter known as @y is aformer
employee of the Iraq Project and Contracting Office (PCO), a U.S. Govemment offce

The investigation established through interviews that A
as a contractor and assigned to work with the U.S. Government from May 2004 fo
Janua 2005 lmmedlately thereafter 8 B vcnt to waork for a vendor named

Since"was employed with the U.S. Government as a contractor, the
investigation is being closed as an administrative matter for the Joint Contracting
Command-lrag/Afghanistan. ' :
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Special Inspector General
for fraq Reconstruction

Office of Investigations.

lQ—OSfOO,l 5-1 : C January 10, 2006

CASE CLOSING:

On September 11,2005, SIGIR Office of Investigations was prouded mfonmnon by §
PCQO Billeting Manaﬂer Baghdad, Iraq. old SIGIR S '

about sutuect*, a British national, who is alleged to be obtammo life support services
and living quariers provided by the U.S. government without a current contract. ﬁwas oniginally
employed by mder a former logistics contract. The logistics contract expired in
July 2005. employment with expired with the contract. :
believed to be unemployed but remams m lhe Intematnonal Zone using AN .
BRI i order to further§g 'n business development.
etter that xdenuﬁe as no longer an
; ¥ Project Manager

. prowded a copy of §
employee of Gl '

Investigation by SIGIR determined while there were probably issues regarding theft of services it was
determined that itdid not warrant SIGIR investigative resources.

On September 11, “OOS the details of this investigation were referred (g8 :
Baghdad Regional Security Office, for whatever action that office deems appropnate
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

Old Case # 0023-05-I-SIGIR _
New Case #1Q-05-0049-I : January 11,2006

Sherman Anti-Trust Act Violation (Bid Rigging)

CLOSING REPORT:

The Special Inspector General for lrag Reconstruction (SIGIR), Office of Investigations,
initiated this investigation based upon an anonymous complaint of bid rigging ona
contract to purchase kitchen equipment for the lraqi special police commandos. The
source claimed that the bids originated from three Iraqi companies, which were owned
by Iraqi officers from the Iraqi special police commandos.

The investigation confirmed that three lraqi elonging to members of the
iraqgi special police bid on the contract. § from the Multi National
Security Transition Command-Iraq (MNSTCI), op that the bids were placed by the
companies belonging to lraql speCtal pohce commandos for security reasons. The
investigation identified GRS Y - the point of contact between MNSTCI
and the company that was awarded the contract. An interview O i R

RN 0 1d not engender any evidence that received anything of value from he
fraqi special police commandos to facilitate the contracts.

The mvestlgatnon verified the information in the complarnt but did not estabueh violative
conduct by U.S. nationals, and as such is closed.
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Office of Investigations K
1Q-06-0001-1 , -~ January 12, 2006

CASE CLOSING:

On September 22,2005,

S c-alleged that former employee
business at the expense o vhile in Iraq.

Addmonally it IS allet'ed thal

nformation submitted by{i
did not compete for this contract.

On October 12, 2005 N nterviewedg

Command JCCD), Baghdad, Iraq. -\'as interview
. B 2 11d subsequenta\\arded contract #

acccpt the
propmed $1,033.289.85 b»

U.S. Army ‘
an MBA at Univenity of North Carohna S

S that &
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resented a copy of th RO ointed out in each
reference to past performance he always illustrated in the - '
Vendor) would be shown as “(Program Management)™ “§ _ .
his way of indicating that he was responsible as Program Manager and tha Y - s he
Vendor for this solicitation. S

Pxplanmion regarding his role as “Vendor™ in the solicitation is plausible. The investigation
etermined no “False Claim™ regarding the solicitation proposal made by

This document serves to close the § nvestigation.
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Special Inspector General ' e u,.\
for Iraq Reconstruction SERND

Office of Investigations N 9"?7.:.'\”: S
1Q-05-0041-1 ) January 18, 2006

False Claims

CASE SUMMARY-CLOSED

§ after the Defense

Case was initiated 12 May 2005, and assigned (0§
) regarding

Criminal Investigative Serwce DCIS
possible f‘raud involvinofl :

The complainant, > CACI International, Joint
Contracting Command Iraq Baghdad, Traq, was telephonically interviewed by
DCIS on 16 February 2005. He alleﬂed- as submmmL invoices to JCCI for full amount of
construction costs prior to completion and submitting invoices for life support services prior to 1hc
facility’s construction. The alleged false invoices related to fixed price contract numbe rgE I
SR ror approximately $26 million, for the construction and life support services for two Iraqn Pohce
training facilities in Al Hilla, Iraq. DCIS referred the case aﬂer failed to follow up withacopy
of the contract, invoices. and associated communications with to assist in determining if an
investigation was warranted.  SIGIR investigation revealed JCCl issued a cure notices on 3 December
2004, for an equitable adjustment for future payments on the contract betwee (jil##kand PCO Baghdad.
Ultimately the contract was amended with the government recouplnﬂr $1.738, 000 from (and sertling

the disagreement with JCCI and b e the invoices. mtcrviewec-and developed

no additional pertinent information. The current Contract Administrator
JCC-I/A, who replaced was interviewed and advised there had been additional corrective

actions regarding the contract and in his opinion, nothing of a possible criminal nature has occurred. The
contract witl vill end on 31 January 2006 and they are competing for addmona :
As of this report the government has brought no additional allegations concerning

- their work acceptahle. This case is closed. ’

fand considers
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1Q-06-0011-1

20 January 2006

DOB:

Larceny of Government Funds

CASE CLOSED-SUMMARY

Case was initiated 17 NO\ ember 2005, after JCC-VA, Baghdad, Iraq, reported 588
Wits qucpected oﬁarceny of goy erumcn( funds The lhcft m\'oh ed the erroneous m) ment of
- T ; R Baclidad. On 16 April 2005,
was issued for theJiRradar cleetric upo rade. Within w eeks, the contractor,
was kidnapped and could nat perfoerm the wark. The contract was rctssucd tom
Hithout a modification order changing the contract number. Aftey S,
submitted a parlal invoice for $71,250 for work completcd payment was proccssetl The
processing office did not notice the vendor ehange and issued the check to L -
carly August 2005 GEIBERF W ho had been released and left Irag- was contacted by PCO Finance via
email to pickup acheck. On 15 August 2003,~ picked up the check, using a {etter
of authorization authored by G Y, m mediately negotiated the check at PCO-Finance,
Baghdad. «filfvhich was never award another contract by JCC-I/A, was now defunctand it
appearcd the collection of this money byERER equaled larceny of Iraqi Relief and Reconstructions
Funds. After attenpts by JCC-VA to contact i .md PP cre unsuccessful, SIGIR was
contacted. SIGIR establishes email contact with G ho stated after his kidnap and release, he
left Iraq withoutreturiing to the work site. He authorized iiiililiga friend in Baghdad, to accept
delivery of the money he thought was due him. dvised subsequent emails and phone calls
to PR in Baghdad went unanswered and he never reccived any of the money. After a month of
searching the US/International Zone / Red Zone, was lacated and interviewed. He denicd
any wrong doing and stated that he collected the money from PCO Finance after instructed to do so
by the government. G subsequently returned $65,000 in one hundred doliar bills. "
he spent $6,250 on personal travel an usiness expenses while waiting for b to contact
him. The seizedcash was refurned to PCO Finance and credited to the JCC-1/A line account for
® This case is closed. '

Recovery Value: 565,000
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

January 28, 2006

Office of spector General for Iraq Reconstruction, Criminal Investigations
Baghdad, Iraq :

Re: #IQ-OS-OO30-I
#1Q-05-0031-]

T

CLOSING REPO

The following narrative relates to the closing of the two criminal investigations entitled above with a

recommendation that the matter be discontinued and closed. This conclusion was made after relaying the
facts and cxrcumstances to the U S Department of Justice, Asset Forfeiture & Money Laundering Section,
= “ B Fwherein he felt there was no evidence of misconduct that

was prosecutable.

Basis for Investigation

been the subject of several allegatxons of fraud involving the acquisition o

with Iraqi funds, the excessive use of personal security detail (PSD) teams to travel in and around the
International Zone in up-armored vehicles, and the alleged sequestering of $ I3M in fo elgn bank accounts
in South America (the latter allegation was actually made against the name/#

Advisor, IRMO-MOI at a time when B hcld that position), These allegatlons resulted in an
investigation being initiated by SIGIR-CI which culminated without uncovering any indicia of wrong
doing.

y $4.1M in US. currency stored ma sate in his office that wasbemg used to pay for
overhead expenditures for the Adnan Palace in Baghdad, Irag. When he questloned how the

Director for IRMQ-MOI, was responsible or acquiring the funds fi Tra
as adamant that, although he had several meetings wit i
from the Chief Advisor position, no mention was ever made of the existence of the currency or that

IRMO-MOI staff unilaterally assumed responsibilities for the procurement and payment of overhead and
repair expenses of Adnan Palace.
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Special Inspeclor General
. for Iraq Reconstruction

Office of Investigations

Investigative Steps
In probing further, § confirmed lhal no Iraqi represemntative was assthed to assist with
the oversight of the expenditure of these funds. 1n addition, when he questioned his current Iraqi
counterparts about the funds, neither the present Minister of the Interior ; g nor the Financial
Minister for the Ministry of the [nterior contended that they had any knowledge that
such funds were in the hands of the Americans or were being llllllé(.d 1o pay overhead or any other
expense circumstances,

On the basis of this information, an investigation was launched that resulted in the securing of $4.008,910
in DFI (Development Fund for fraq) funds by SIGIR - Criminal Investigations in early Ju!v 2005,
Interviews were conducted with involved personnel and contractual and payment files were retained and
inventoried. Inaddition to the DFI funds taken, $8,662 in proceeds from the operation of an entity known
as the “Baghdad Country Club™ were secured. At that time, information suggested that the “Baghdad
Country Club™ was a har being aperated bv—n a building adjacent to Adnan Palace and that
issues in lvuw drunl\en behavior, indiscriminate gun fire, physical altercations, etc., had surfaced.

o . BN c pressing discomfort with possessmn of the currency and the circumstances

e, requested that SIGIR CI take possession of the funds and investigate the matter further.

escribed abov

During the interviews with gg .
R | |c o e (hat they purponedly retained documentation for the expenditure of
over $90M in DFl funds expended during the time frame 2003 to the then present. Both employees
contended that the contracts involving the $8.5M in currency were “let™ b)”nd that
appropriate cantrols were in place when dealing with the currency. They explamed that not one person
had both parts of the safe combination and, therefere, it took two to enter the safe, extract currency, and

make payments. They further claimed that persons receiving currency paynients were required to sign for
the payments.

A subsequent review of the expenditure records demonstrated that there were circumstances w here
payments made had partial or no doctimentation 1o properly substantiate the acquisitions made and. it did
not appear that appropriate contracting procedures had been followed, There was no indication that

Bor any of his constituents had any contracting officer experience or authorizations,
urthermore, allegations were suggested from third parties contending that there may have been potential
for double billing with respect ta these funds claiming that one of the primary contractors working on the
maintenance of the Adnan Palace was also working as a sub-contractor through in constructing
taw enforcement training facilities adjacent to the Adnan Palac B rcpresentatives s eciﬂcally
suagested that thee was potential for double bitling b : whed by g,
fraqi-American citizen from Virginia, offering a variety of services for the Irag Reconslruunon effort
ranging from conctrucnon contracting to procurement of “wi-fi”" services. ¥ tirough his
company B \\as the recipicnt of the majority of the maintenance, co strucllou aud
improvement contracts et byg threugh IRMQ-MOLL

Once the currencyand lhe above descrlbed financial records had been secured, efforts from IRMO-MQI
specificallyd S : ¥ U.S. Treasung '
Department of Stale Assistant Chief of Mission’s Office encouraged SIGI
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lmenor Minister’s represcnlmw
wherein she disavowed any knoy
the bank account from which it emanated af JEEEESES By n Baghdad, Iraq. After conferring with
SIGIR in-house counsel, it was decided that -Cl would return the funds directly to the Iragis,
specifically the Minister of Interior or his designee, and to allow the Iragis the opporlunn to dlsblrselhe
funds as they saw fit. On July 31,2005, a letter was generated 1ol R
offering to return the funds 1o him or his designee. The actua return of the funds was accomphshcd
on December 13,2005 in coordination with and the Departiment of State. The
delay primarily related to the reticence o o accept the funds.

The following is acompilation of information concerning the persons designated as targets of this
investigation andlor persons who are primary witnesses in this matter.

who became th
le was considered by
many 10 D¢ Vs ime to meeting and dealing with the
Minister of Interior. (0 asa resndence in Virginia adjacent to the Waslnnuton D.C. area but is
alleged to have property in South America. (No further information concerning property ownership in
South America has surfaced.) His spouse is purporicdly from South America. He is further alleged to
have $13M in a South American bank account. (No further information concerning South American
financial activitieshas surfaced.) The interviews with various IRMO-MOI employees disclosed that
vas aware of the currency being retained in his office and its purpose, but that he took noactive
Of¢ 11 the contraciual process, the ov ersight of the work progress. or the payments made for services
vas aware of what was being conslrucled and maintained. He also was aware llm the
- R — ‘as being operated by i

totnseneavor Also, mformatmn was receue

rendered. &8

or lhe W capom auqmsn(ton

: ie!f proclaimed “contracting officer™ for
n his capacity he not only assisted the Ministry of Interior with budgetary issues butalso
assumed responsibilities, purportedly with the concurrence of the Minister of Intetior, to perforn needed
maintenance and upgrades (o the Adnan Pa[ace.qage 27, had no prior expericnce in this field
before being selected for the position gadmitted having no training in the contracting field and
chose to bypass noimal contracting procedures because of the self described difficulty to make rou(me
and timely payments to the contractors through the Procurement & Contracting Office (PCO).§
contended that he had full concurrence of his superior.§ F and as well as the then Minister of
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Special Inspectlor General
for iraq Reconsiruction

Office of Investigations

Interior B® 10 handle the lraqi affairs in this manner.§ ¥ initially disavowed nnolvcnu.n(
in a contract established with his father in coxuuncnon with the procurement and
placement of gym equipment in a newly constructed facility (hal—had contracted. He
subsequently acquiesced that, after securing his father’s services, he allowed others to sign the contractual
paperwork in his stead. The contract amount was for $38,750 and in accordance with the specific terms
of the contract, lis father was overpaid by approximately $14,000. No effort has ever been made to
collect the overpayment front the senior b) anyone at IRMO-MQL. "epwned
IRMO-MOI just prior to SIGIR- Cl ] xakmg, possession of the cash funds and became the directorofa
fobbying ¢ . ' fTor the personal security detail comp'\mes operating in
Iraq. In Addmon ' b1Isheq a 1iquor store in the International Zone and it is suggested that he
has re-opened il BB 1 c parding the use of DFI funds. did not
see anything wrong i con g an Ulympic sty eswummnﬂ pool, a gymnasium, a VIP quariers,
catering food for RMO-MOI group meetings, modernizing a restaurant (owned b)“emd
outfitting a bar with liquor, glassware, furniture, and entertainment equipment all at fraqi expense.
contended that allof this was to be turned aver ta the Iragis so he did not see anything wrong withwhat
was done. even established his own web site vherein he referred to the

T 1\was hired subsequent ta the letting of some

by S. participate on a committee (o review statements of
work submitted for some contract announcements. He oversaw the day to day construction and
maintenance activities, and handled emergency repairs and purchasces. e owned and operated hisown
cons(ructlon busmess inthe Washmnton D C.-Annapolis, Mary tand area but he has no government
[N crated. . He expressed conicern over the method
i and thought that the payments 1o
ather should have becn ad_lu«led 10 Lonionn to the contract provisions. He saw no issues with
vthizing DFI funds to cater food for IRMO-MO! individuals who were attending a meeting on their “off”
day or with the inprovements made to Adnan Paluce. In addition, he expressed displeasure with the fact
that SIGIR CJ hadsecured the DFI currency and refused to allow its further use by IRMO-MOI personnel
1o make paymentsto the contractors. He was equally displeased with SIGIR CI for returning the currency
directly 1o the Minister of the Interiar as he felt the Minister would not honor the contracts due to their
(traqi) Jack of invalvement in the contracting process. It is interesting to note that he stated that he had
encourage B include an Iragi in the decision making processing for the contracts but this never

transpired.

R MO-MOI, was retained for work

primarily after afl of the contracts ha B .1 She waos instrument

assembling money and records so that contractors ceuld be p'ud She was instructed by :
do and what payments to make. She thought it was strange that the contractors must be paid in cash but
she did not have any prior cantractual experience and only recently had graduated from college and

“worked briefly fo : : did assist in obtaining access ta the currency and also
provided access to all of the recor s reflecting expenditures of DFJ funds from 2003 forward.
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Interviews were conducted with other IRMO-MOI personnel. other law enforcement. state department
personncl who have corroborated the statements obtained from the above identified individuals,

G gpcrsonnel provided invoices and other documentation of work performed by
the build out of the police training camp at Adnﬂn Palace. An analysis of these records did not reveal any
indicia of double billing,

Potential Additional Investigative Steps

I have expressed adesire to obtain an interview will—and to date have not been able o

encourage him to speak with me.

In addmon I have secured State Department e-mails o1 » pand have notfound
anything of particular substance that would contribute 10 this case. | have secured the hard drives from
the compulers of B SR Thcsu were v o!unl'ml) prov ided tome b

. LEe AUy request, T have not
taken steps to have them analyzed. | have sought advice of counsel to preserve the integrity of any
potential evidence that may exist on them. However, based upon counsel’s opinion of the evidence to
date, I question the worth of further scrutiny unless tangible evidence surfaces that any of the targets
involved benefited financially on a personal level from their conduct.

I am awaiting the following information from SIGIR-Cl Headquarters regarding this matter,

—

1. Fwas informedtha vas invelved in wire transfers according ¢
resu[ls of a subpoena purportedly issued for the wire transfers.
2. 1 have requested a financial profile by Immigration Customs Enforcement (DHS) ot
' EBand am awaiting the results, ThIS includes rcqueﬂS for CTRs. FBRS. property acquisiions,
an vehicle acquisitions.
I have requested the financial statements prepared by ncident 1o his employment with IRMO.

MO! that are usually filed on an annual basis by employees i high level positions.

. [ have requested wire transfer information on = located in Cyprus to poentially
uncover any transfers of funds regardi BN ) Lhat [ie was instrumental i encouraging the Ministry
of Interior to transact with this company for the weapous acquisition.

am awaiting the

Conclusion

Even though there is anticipated information that could be forthcoming, Tam still making a
recommendation that this matter be closed given the results abtained to date and the prosecutorial opinion
of the assigned attomey However, should subsequent information present
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circumstances that warrant further serutiny, this matter can be re-opened so that such issues canbe
pursued, '

Concurrence:
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1Q-05-0012-1 February 9, 2006

INTERVIEW OF HASANEN LUTFE AUMED:

On 7 February 2006, Special Agent§ conducted an interview of; , the
subject of this investigation. The interview was conducted at his place of employment, Project and
Contracting Office (PCQO) Baghdad, Irag. During the course of the interview{ i NN bserved (hat
\he original information/complaint received identified the subject asu The name obtaired from
and verified by the PCO badge is as follows: G i gobtained bio data
f"romn wh sch was not verified by any documents. iiliillsaid he was 31 years of age, bom in

Baghdad, [raq JESKERRISEEIRRY " d currently lives with his parents at

R said he and his family are from th
known by his asscciates as ,

SR e g9 and has becn so employed since June 2004, &
said he manarzed apprownalelv 1o f're station prqjects nat including one fire station headquarters
building. Of those 110 projects, 83 were scheduled for renovation of existing fire stations. gl
summarized his dutics as monitoring the construction/renovation projects of the fire stations all of\\luch
are located in the Red Zone in the Baghdad area and the surrounding provinces. The Iraq Ministry of
Interior (MOI) is in charge of fire station projects. The new building sites were selected/identified by the
Iraqi MO! civil defense oftice. All fire station construction sites require GPS coordinates to properly
identify the location as a requirement by the U.S. military. As partof duties he was required to
accompany MQI officials to each of the construction sites to obtain GPS readings. said this
procedure was complicated due to delays by MOl in selecting sites for the fire stations. GEEEERPs1id he
was primarily responsible for the following: Time Line: Quality Control Specifications of Contract:
Determine if Delays are real or fabricated; Co-operate and coordinate with MOL. nsaid he had
weekly meetings every Thursday \\hhn(he printe contractor for the fire station projects. These
meetings were attended by representatives of MO, Army Corp of Engineers/Gulf Region Divisien and

B why the interest in
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“the allegation identify ing~of'buyinﬂ contracts for 20% of the value of the contract.
-Satd he was aware of a company by a name very similar to lhe one dnscusscd R siid the

name he knew was a sub-contractor off i - '

any business relationship with said “No™. ¢
had any fire station projects in Wassit. said “No”.
slalion conlracls in the Baghdad area. idg

said he was not ina posmon to assist 'my contractor in obnmmg bids.
ever received any money from contractors. I said “No”.
of anyone that was illegally taking DFI funds from construction projects.

if he wasaware

said “No™.

Based on the above described information RN s concluded tha n fraqi citizenand
working directly with Iraqi sub-contractors is probably not a good candidate for SIGIR 1o pursuea this
time. Unul additional infarmation is obtamcd regarding sales of fire station contracts by PCO this
investigation is closed.

Prepared by: SIGIR Special Agent €
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Case Number: 1Q-06-0039-1 -~ 11 February 2006

Ministry of Interior Warchouse

Theft of Weaponsand Ammunition

CASE CLOSURE:

It was determined that ammunition and weapons missing from the warehouse at the Iraq Ministry of
Interior were purchased under the US Departinent of State, International Narcotics and Law Enforcement
Division, for use at the Baghdad Police College under the Civilian Police (CIVPOL) Training Program, a
program funded using money from the Iraq Reconstruction and Relief Fund. However, an investigation
conducted by the Major Crimes Unit of the Iraqi Police, under the direction of the Internal Affairs Team,
a division of the Civilian Police Assistance Training Team (CPATT), of the Multi-National Security
Transition Command - Iraq, revealed that there were no US citizens involved with the theft. Therefore,
because the Special Inspector General for Iraq Reconstruction does not have the jurisdiction to prosecute
citizens of Iraq, continued investigation is unjustifiable.

The information leamed during this investigation has been provided to the Chief of the Internal Affairs
Team for CPATT,and referred to.the Commission on Public Integrity even though the sources indicated
that they would not speak with any Iragis regarding this, or any other matter. Additionally, The Tactical
HUMINT Team 633 was provided with the name, e-mail address and telephone number for the Chief of
the Internal Affairs Team for coordination.

Prepared by: & SIGIR Investigations Baghdad. fraq
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Case Number: 1Q-05-0022-1 13 February 2006

False Claims

CLOSURE MEMORANDUM:

Without the missing invoices, it is impossible to ascertain i gl e ~nowingly made false
statements and claims that the Al Sumelat Water Network Project was 100% completed. Without these
invaices, the actual number of meters and type of pipe installed, and billed 1o the US government, cannot
be deterniined. Furthermore, the fact that the U.S. Arm) Corps of Engineers (USACE), Gulf Region
Division (GRD) terminated the contract for the Lon\ememe of the government and accepted a <culemenl
negates any civil actions.

Additionally, according 1o (EENER & e has many contrac
USACE GRD, and they have perfonncd ﬁr bv.ﬂer than most of their other local contractors.

stated that the B®umelat Water Network Project was the exception, rather than the rule for S
work.

B s 2 Lebanese company with no ties to the United States. This limits the jurisdiction
of the Special Inspector General for fraq Reconstruction to seek criminal prosecution. Although the
missing invoices cauld be obtained directly from S B e reality is that there is litle
chance for criminal or civil remedics. n‘lorcowr AP mperformance in its other contracts
with the GRD would make it unwise to seek smpcnsmn or dlsbarmen( Therefore, the continued handling
of this investigation is being terminated.

Prepared by

_ } SIGIR, Iraq
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SIGIR CASE NUMBER: DC-06-0043-1 ‘ 1T April 2006

SUBJECT: - Smuggling of U.S. Currency

ICE Northern KY, Request For Assistance

CASE SUMMARY - CLOSED

’was arrestedon Deccmber3 2005 by ICE Northern KY as he entered the U.S. from Iraq with
$40.500 of undeclired U.S. Currency.qnns the currency is his share of the proceeds from the
sale of a family residence in Baghdad, Iraq is a Naturalized U.S. citizen born in Iraq. He served as
an interpreter for the U.S. Military. ICE requests SIGIR assistance in authcnticating’storyor
determining the true origin of the currency. '

offered three letters of commendation / recommendation from U.S. Military Officers. ICEalso
requested assistance in locating these officers. The officers were located and appear ta have returned to
the U.S. On 10 January 2006, contact telephone numbers were provided to ICE so they could conduct the
interviews, -

On 17 January 2006 a lead was sent to SIGIR Investigations Baghdad requesting assistance in
authenticating thereal estate transaction. The lead was sent as an “Immediate” request as the AUSA in
KY is awaiting the results of SIGIR investigations to make his final prosecution decision.

On 9 February 2006 18 ke provided a preliminary report % advised that the documents
presented by’\ere shown to an Iragi American who works at the U.S. Embassy. This individual was
skeptical as to the authenticity of the documents. Additional information was requested fromd
deflense attorneys. This information, (R brother name, the realtor’s name as well as contactnumbers)
was received and forwarded to SN The plan was to hayve these individuals interviewed inthe
Green Zone. Dueto a lack ofmlerpreters and recent curfews these interviews have been delayed.

On 27 March 2006, a request for an update was sent to SIGIR - CI Baghdad
in for @ This request was based on a request for an update fror

The AUSA in Norlhern KY has a status conference on 3 April 2006,

¥ is standing
ICE Northem KY.

On 30 March 2006,¢ Hormy MI aﬁked for and received an update regarding lhls case. Armv
Ml has oversmhtresponwb:htv for the interpreters hired to work with the U.S. Military. S5,
apprised of this meeting..

11 April 2006 Update & Closing

. S IGIR — CI Baghdad, submitted a Memorandum of Interview of S
brother, EEes At the interview § provided ariginal real estate documents which were reviened by a
SIGIR tmnslatorv\ ho is familiar with financial and real estate records. The translator advised that the

3414
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documents appeared legilimale.‘information supponemoriginal explanation that g
obtained the currency from the sale of a family residence in Iraq. The real estate agent resides ina high

risk area of the red zone, thus precluding a personal interview, and he could not be reached by telephone.

SRR - i1 and attached Memorandum of Interview were immediately forwarded to
ICE Northern KY and g8 I also advised 8 Army Cl, and
JTTF Jacksonville FL. i

- Further investigative activity is not warranted at this time.

to
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Special Inspector General /“~
for Iraq Reconstruction e

Office of Investigations Arlington Field Office ROt

CPA0027-04-1 (SIGIR CASE NUMBER 1Q-06-0118-1) 24 Aprit 2006

CASE CLOSURE: CPA-1G Hotline file CPA 404-80, dated 30 April 2004, wasreferred
to investigations in the Baghdad, Iraq Field Office. The normal process of hotline referral
at the time mandated that the information prior to investigative case initiation was the
information was forwarded to the CPA-IG office in Arlington for review and disposition.
Case numbers for investigative actions in Iraq were assigned from Arlington at the time.
Case number CPA0022-04-1, was assigned to this case for investigative follow-up.

It should be noted that CPA-IG i tions received that same information on 1 May
2004, from DCIS Special Agen @ which was shared with hotline who assigned
their number CPA 405-91. Investigations was not aware of the pending previous referral
sent to Arlington for review, essentially with the same information from another source.
This was a direct coordination initiated by investigations which was assigned case number
CPA0027-04-1, which demonstrated this action was a tracking action in that the casewas
being maintained by DCIS.

Case number CPA0027-04-1, is administratively closed and crossed referenced to
CPA0022-04-1, (1Q-06-0113-1). No further investigative action is anticipated on thisaction
as it was referred to DCIS under their number 200301064Z-29-May-2003-60DC-EO.
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CPA0022-04-1 (SIGIR CASE NUMBER I1Q-06-0113-I) 24 April 2006

CASE CLOSURE: CPA-IG Hotline file CPA 404-86, dated 30 April 2004, was referred
to investigations in the Baghdad, Iraq Field Office. The normal process of hotline referral
at the time mandated that the information prior to investigative case initiation wasthe
information was forwarded to the CPA-IG office in Arlington for review and disposition.
Case numbers for investigative actions in Iraq were assigned from Arlington at the time.
Case number CPA0022-04-1, was assigned to this case for investigative foltow-up.

It should be noted that CPA-1G mvesugatmns received that same information on 1 May
2004, from DCIS Special Agent SHEEEIEEE This was a direct coordination initiated by
investigations which was assigned case number CPA0027-04-1, which demonstrated this
action was a tracking action in that the case was being maintained by DCIS.

Case number CPA0022-04-1, is administratively closed and crossed referenced to
CPA0027-04-1, (1Q-06-0113-I). No further investigative action is anticipated on this action.
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for Iraq Reconstruction

Office of Invesﬁgations ‘ {a;‘}:“.\.‘i:‘ N
Case Number: 1Q-06-0149-1 _ 02 May 2006

CASE INITIATION:

On 02 May 2006, Special Agent A reviewed a letter from § Sl s, 1n advisor
to the Republic of Iraq Commission on Pubhc Integrity. The letter indicated that a US Armv ofﬁcer only
tdentified as was overstepping his authority by demanding that an Iraqi prisoner be

released into his custody. ' '

; determined that this was not within the investigative purview of the Special Inspector General
for Iraq Reconstruction and referred to case the US Army Criminal Investigation Command.

Prepared by:

prE SIGIR Investigations Baghdad, Iraq
DISTR File; Headquarters
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May 8, 2006

peual Inspector General for raqReconstruct:on ~ Criminal Investigations
U.S. Embassy Iraqg— Rm. M-233

Subject: Case #1Q-06-0040-1 MNSTC-! Internal Audit Report, Reconciliation of the Iragi Armed Forces
(YAF) — Seized Assets Fund

Basis for Investication

This report relates fo an Internal Audit Report received from MNSTC-1, Baghdad, Iraq relating 1o their
offices attempted reconciliation of the Iraqi Armed Forces (IAF) Seized assets fund. A prior U.S. Army
Audit Agency (USAAA) Audit Report, dated September 30, 2005, recommended that the Multi-National
Security Transition Command-Irag(MNSTC-I), reconcile the Development Fund Irag (DFI),
Commander's Emergency Response Program (CERP) Fund, and the Iraqi Armed Forces (IAF) Seized
Assets Fund. After MNSTC-I conducted their audit of the combined DFI, CERP and IAF Seized Assets
Fund they determined that there were still issues in the report that required further audit and/or
investigation that is beyond the capacity of their auditors. Based on this, they forwarded the repoart to
SIGIR Audit and Investigations for further evaluation and possible investigation. They estimateda
potential shortfall of funds of ($920,477.00). The reconciliation report was deemed by their auditteam as
not being reliable and is necessarily qualified as a result of numerous problems.

Extend & Results of Investigation

In coordination with SIGIR Audit, Baghdad, Iraq, the objectives were to determine whether (1) sufficient
documentation existed to complete the MNSTC-I reconciliation of the [AF Seized Assets Fund, and (2)
any acts by responsible internal or external certifying officials, pay agents, vendors and contractors could
be identified that warranted further investigation,

The review of the IAF Seized Assets Fund contract and financial documentation provided to SIGIR
confirmed MNSTC-I's internal review conclusion that the records were too incomplete and unreliable to
be audited and thata valid reconciliation could not be achieved. Overall, there was little apparent
oversight during the time frame covered by the documents reviewed, There were numerous weaknesses in
management and financial controls, including: (1) spreadsheets were used in lieu of bank statements,
which were not aviilable 1o confirm deposits; (2) questionable payments were made without supporting
documentation; and (3) numerous shorlcomings in financial record keeping and accountability inthe JAF
Seized Assets Fund financial records. It was discovered that MNSTC-I failed to provide certainofficial
records to the contracting office. As such, the Joint Contracting Command -lraq, Afghanistan (JCCI)
made contracting actions without 1hc benefit of pertinent contract information contained i the records.

During the course of the MNSTC-I's internal audit their auditors met with Specml A"en g
SIGIR-Cl, Arlington, VA and provided the names of several pay agents and dlsbursmo agents that they
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felt merited closerexamination. These individuals are now located in CONUS. Special Agen(‘
consequently opened several investigations on these individuals and they are still active. SIGIR (! and
Audit, Baghdad, Iraq have provided assistance to Special Agent’n the form of conductingsearches
on identified pay agent accotnts and transactions and prepared spreadsheets with the results obtined. In
addition, spreadsheets were prepared on specific contractors,

Conclusions & Recommendations

SIGIR Audit has prepared their audit report and they concurred with MNSTC-I's internal audit
conclusion that the records were incomplete and too unreliable to be auditable and that a valid ;
reconciliation could not be achieved. There were no individuals that were identified during the course of
the audit/investigation that are still in Iraq that have fraud potential. There are, however, several on going
investigations in the United States. Consequently, [ reconimend that this matter be closed to the SIGIR-
Investigation files. : : :

PFopecial Agent
Special Inspector General for lraq Reconstruction-Criminal Investigations.
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SIGIR Case # DC-06-0139-HL 17 April 2006

Hotline Action — §

Eraud / Larceny
Case Closed

Since there is no apparent criminal conduct, this information is submitted for referral to SIGIR »—Audlt or
other approprlale section for any action deemed warranted.

Prepared by:
DISTR: Hq File

Criminal Investigations, Washington, D.C.
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1Q-05-0011-HL May 8, 2006

CASE CLOSINGDOCUMENT:

On | January 2006, during a case review it was determined that the allegations set forth in Hotline
Complaint were more appropriate for the U.S. Army Criminal Investigation Command (CID).

On 8 February 2006, during a meeting with Special Agent in Charge, the above
described Hotline Complamt was pronded to U S. Armiy CID for investigation. advised the

case would be assigned to §

Recommiend this case be closed pending additional information relating to frandulent activity,

Prepared by: Special Agent S S
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for Iraq Reconstruction

Office of Investigations Arlington Field Office

Old Case Number 0010-05-SIGIR
SIGIR Casc # 1Q-05-0032-1 May 11, 2006

Case Closing;

There are no US citizens or military personnel involved as-a subject of this investigation. This
~investigation is being referred to the lraqi Ministry of Health, Office of the Inspector General foracuon
they deem appropriate. /nothing follows///
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for Iraq Reconstruction

Office of Investigations Arlington Field Office

SIGIR CASE NUMBER DC-06-0152-1 ~ May 9,2006

Case Closed:

On May 2, 20086, o Special Inspector General Irag Reconstruction (SIGIR),

Washington, DC contacted Bl , formerly employed as a contract engineer with
assigned to Northern Iraq in support of the operation Restore Iragi Qil (RIO)

/Task Force Shield, concerning an allegation of corruphon in regards fo Task Force Shield.

BRI < tated that he was involved with Task Force Shield while he worked in frag from its
mmatlon He related that there were numerous foreign owned commercial companies that were
contracted by the Department of Stale and the Iraqi Reconstruchon Management Office (!RMO)
that were unable to complete the contract mission. SRR pecifically mentioned thaf] ;
e = s not qualified to provide pipeline securlty, s failed to provide any
evndence to support this allegation. He stated that IRMQ faued to abide by conlractmg
regulations and allowed foreign companies with little to no conlractmg experience to be granted

multi-miltion doltar contracts for pipeline security. § ,
any specific instances of criminal acts committed by oreign contrac{ companies buf he believed
that the companies did not have the prerequisite experience to manage contracts of that
magnitude,

: suggested that US Government emp!oyed contracting officers were complicit by
llowing companies with no security or pipeline experience have a multi-million dolfar contract
for pipeline securty. When ask to provide specifics details concerning his allegation
SRP s =ted “that he was an engineer not a cop”. He then referred to the SIGIR repart on
Task Force Shield and the expenditure of $147 million as an indicator of theft and fraud.

On May 9, 2006, dispatched an e-mail to wherein specific information
concernmg corruption involved with Task Force Shield was requested. .
give any specific details concerning corruption. e could not provide any details that
were not already listed in the SIGIR Audit report. (See attached e-mail response from R,
e afor details)///nothing follows///
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1Q-05-0036-] . May 11, 2006

CASE CLOSING DOCUMENT:

The allegations concernin"—in\ olvement in the theft of $715,000 in cash disbursements are
unsubstantiated. JgJJvas interviewed and denied culpability. SEEE® provided information which lead to
the recovery of $527,456 in DFI funds. An additional $75,000 in disbursements were located wil
assistance. The total recovered amount is $602,456. This investigation was held open due 1o the
rclationship with and investigation. Disclosures made by ;
a result of plea agreements pending sentencing have resulted in negative results.

Recommend this case be closed pending additional information.
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

May 11, 2006

. B R Special Agent in Charge ~ Criminal Investigations
Specml lnspeclorGeneral for fragq Reconstruction
Baghdad, Iraq

Re: Allegation of False Billing - 1Q-05-0016-1

FINAL REPORT

Basis for Investigation

On August 16, 2005, | met with'§ : -
Contracting Officer, all of Joint mmand-Iraq (JCCI) w ho provuded information
concerning a b(llmu Lhat lmd been made for barber shop and laundry services that were allegedly never
pravided bv L ’ 5 ased in Cyprus, is the market leading
support scrvices dl\'lSlOﬂ of a pubhcly traded international firm. specializing pimarily in
food services worldwide. Sl ras divisions in the United Kingdom as well as in the United
States. The payments made incident to the Forms DD 750 submmed b) D fOr services provided for in
this investigation were directed to ; o . e =

The services in question were suppoced to have been performed in "004 and 2005 and invoiced
through various billings during that time frame.

mper'formed avariety of services at various locations thraughout the Iraq Theater for the armed forces
(Coalition & lIraqi) with monetary ranges from $13M to $50M.

The specifics ofthe services billed but not provided were pnm'mly directed at a camp (Rusumnah)
haused by Iraqi soldiers and detailed as follows.

I. Barber services ——'Jined for barber services for the months of December 2004 through April
2005 at a rate of $1,277 per month for a total of $6.385.

2. Laundry services —'billed for laundry services for the maonths of July 2004 through October
2004 at a nte of $30,040.00 per month for a total of $120,160.00.

In addition to the ahove, stated tha
which billings totaling approximately $300,000 was submitted.
were never “put up® and the price per sign appeared excessive,

was to provide 20-30 signs also at Rustimivah for
ontended that these signs

lanation of these circumstances came {rom § :
Both contend that the above dtscrcpancnes related to honest mistakes and not submitted
with any intent (o defraud. § statements were contained in a letter {g dated June 1,
2005.

In addition tof
how this information had been elevated to §

| response concerning the fack of services provided, | attempted to further corroborate
nd what documentation existed to verify that the

8787
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services were not rendered and if’was placed on notice about the service. R s(ated hat he
had discovered this information from “SITREP” reports wherein verbiage existed that the services were
not performed. Unfortunately, the person (purportedly an Iraqi National) who wrote the SITREP report (a
contracied employce of a sub contractor) no longer was employed in that capacity. 1also inquired if there
was one person ora group of persons responsible for !he’billingi He stated that all billing
information originated from the Office in Kuwait. Please be informed that the JCCI personcl
including SHENNNER \cre (\Wice removed from the personnel stafling JCCI at the time all of these
contracts were drawn up SR (¢!t that the contracts were poorly drafted and did not necessarily
provide for the U.S. Government’s best interests.

At that poing, I feltthat the allegations were insufficient to warrant a criminal investigation given the
magnitude of the contracts® dollar values ($50M) and the dollar amount of the over billed expenses
(approximately $500K). There were also adjustments to these contracts that were in dispute some of
which were in favor of the U.S. Government and others that were in favor of“ Moareover, the
verbiage in the SITREP report relative to the mounting of the signs indicates that the signs wercerdered
but not received and that installation was committed to be performed upon arrival of the signs.

On August 24, 2005,-1gain contacted me and said he had just discovered another issue with

: contract and the billed amounts.. This time it related to the acquisition and delivery of bulk
gasoline. RRRRREE rcviewed the contract for the deliverable of services to the outpost at Numaniyah.

1ad agreed todeliver fuel to the military on a basis of a cost amount on a per liter basis. The

provisians of the contract allowed o bill for administrative costs such as delivery, pumping. elc.
under other accounting codes so that the fuel cost amount should have just reflected the actual costof

wasoline and nothing more. According (o'e 1e suspected that as billing the U.S.
Government at a rate of up to .72 per liter for bulk fuel purchases. Iso was analyzing
another section ofthe contract for transporting and eliminating sewage water. This portion of the contract
was based upon apercentage of cost basis and he had requested ’lhﬂ-provide him with the costs of
equipment, matcrials, labor, etc. Amongst the documentation provided were invoices for gasoline
purchased at the rate of $.12 per liter that were acquired in the same time frame as the bulk fucl
purchases. SN < bscquently requested documentation from g0 substantiate the costbasis for
the fuel dcqmsmons for the bulk deliveries to Numaniyah. § o stimated that the over billing
could amount in excess of $14M ¥ applied the same practice to allof the
military bases for which that firnt retains a contract, the impact would be in the $10°s of millionsof
dollars. On the basis of this information, a criminal investigation was initiated.

: - Extent and Results of ivestication
. : shortly after mnkm" the referral depaned theater (as well as g8
was replaced by &8 who was assigned as the contracting officer tohandle
who'explained that he was just

the BEB™ccount. On September 13, 2005, 1 cantacted
assigned thogccount as well as other pressing matters and had very little knowledge ofthem

circumstances. Bevcquested significant time to familiarize hlmsell wnh the issues in this
matter. The file atthis pomt consisted of three five inch thick binders. 2 also said PCO was
in the process of relocating and that the relocation would take the better portion of several weeks,
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stated that he would contact me when the douuncnmuon from

: requested byg
was delivered.

After the first of the year, I contacted u\vho stated that he had reviewed the files and was in
the process of trying to settle the contract through the JCCI legal counsel. ‘

3oth he an (successor (q had reviewed the facts and circumstances and
fett comfortable that the issues concerning the non deliverance of goods/services was not due to fraud,
They requested some additional time to review the files for data concerning the alleged discrepancy in the
fuel acquisitions.

After several weeks, an additional appointment was made with
acquisition with he informed me that the bulk costs of fuel began to escalate in 2004 and
the prices did climb and eventually reached .72 per liter. However. s provided me vilh g8
invoices that were dated araund the same time frame as the cost basis information for sewage
removal that reflected that the exact same per liter fuel price was utilized, i.e, .12 per liter.
also provided an excel worksheet that reflected the escalating cost for fuel acquired at a cost plus basis
ﬁomﬂand thetime frames of those increases. In addition, SRR rovided me with copies of
Forms DD 250 documenting that ﬂ\eamvmccs that included bulk fuel purchases were paid al the rate
of .12 per liter,

In discussing the fuel

Conclusion & Recommendation

Given the documentation that was provided by regarding the fuel acquisition, this matter
appears to have nocriminal prosccution potential regarding the Tucl purchase issue. As previously stated
the other issues inthis matter do not appear sufficient in terms of dollar amounts. repetition of conduct.
and/or ability 1o establish responsibility of the part of specific ESS employees to warrant any {urther
investigative probe.

Consequently, | recommend. that this investigation be closed with no further action taken.

& Special Agent

e id Special Agent
SlGlR [n\cslwdllons
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Case Number 1Q-06-0003-1 May 27, 2006

Discontinued Investigation

Basis for [nvestioations:

SR B s alleged to have worked ona contract that was investigated by the Special Inspector
eneral for Iraq Reconstruction under the case number 1Q-05-0003-1.

Extent of Investigation

The investigationincluded the following actions:

. Review of the investigative case file for case 1Q-05- 0003 I which the Special Inspector
General for Iraq Reconstruction investigated relative tof8 g

2. Discussion with Special Agent the investigating agent for

Case 1Q-05-0003-1.

{dentification of all contracts en which

[F8)

4. ~Review of the maost relevant contracts on whicl vorked.

5. Interview of
and Justice Sector, relative tof

6. Research of the vendors associated with -contracts which involved participation by §

~4

he only Contracting Officer remaining in Irag for contracts
orked

Interview of
on which

8. Review of FINCIN records for any Currency Transaction Reports and / or any Suspicious
Activity Reports relative to
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" Results of Investigation

The Investigation disclosed the following:

—

stigated by Special Inspector General for Iraq Reconstruction
-1. disclosed no reference 1ok
involv ement in the contract em" m\esnnatcd

. A review of the case it
relative
nor did it disclose e any refer

2. A discussion with Specml A"enl 5
aforementioned case disclosed that j§
irregularity in the scope of that investigation,

I the investigating agent for the
: g8 name had not surfaced relaftive to any

(9% )

@ Deputy Principal Assistant Responsible for Contracts- Reconstrucnon at
JCC- IIA ldenn{'ed lhe following 17 contracts as thase worked on by

Contractd . Location Vendor

Tadji
Tadji
Tadji
Area 4/NAMAR
Tal Afar
Phoenix Base
Phoenix Base
An Numaniyah ESS
Al Kasik

Al Kasik

~ Blickenstaft/Mosut

*  Habbanivah

. Rustamiyvah
Rustamivah
Basra
Tadji
Tadji

4. Aﬂer reviewing the list of contracts that had been identified as ha\ms,
pois ; o 1Volvement. g2 und his staff determip
contract would likely have the greatest amount of involvement by

that the fellowing 7
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Contract Number Lacation VendorContract Officers
Tadji
(Security)
e Ruslamiya
(Life Support)
o Rustamiya
(Life Support)
{Convoy Security)
Taji

-(Logistics & Transport)

Area 4 Nam

Various

A review of the aforemennoned cantracts disclosed that they nenemll) had proposals, evaluations,
aw ards, and award_;us fi ns that did not appear 10 have any major irregularities. The one
which involved less than $500,000.00 and did not

Any \\hexe in 4 of the aforementioned Lonlmcl fifes.
i Eas a Point of Contact.

as Contract
erroneously

inistrator,

Administrator, and, s Contract Administrator and

as Contract Officer.

5. Interview of ontracts Branch. JCCL, Security
and Justice Sector, disclosed thogs e departed post in December, 2005 and has not
returned. The last e-mait received from him was on January 24. 2006 wlie Asaid that
lie waslooking forward to retuning but did not provide a return date 1us not
responded to e-mails since then and his whereabouts in not known to JCCL
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subscquemly reported thatg & vould be retuning March 2, 2006 10 work

th a dnfferet section of JCCI.

6. A research of\rendors associated with contracts which involved participation
by SRS disclosed the following:

The company has a website which indicates that it is 2 years old and has
Department of Sate cantracts

The Company has a website which indicates that it has been in business since
1979 and was formed by 3 prior Secret Service Agents, one of which is the
current CEQ, and that it has Department of State Contracts.

- The company has a website which indicates that it is in construction and ¢ivil
engineering and constructed 1000 living quarters in | 1 base camps in Iraq. Head

office is in Switzerland and it also has offices in Kuwait, Germany. [taly, Greece,

Turkey, and Bulgaria.

A website was not located for the company, but there was a website that referred
to ll This website indicates that there have been Filipinos kidnapped from
IRI? 2 company that supplies the traqi Army and others with food supplies.

7. Interview ofgd the only Cantracting Officer remaining in
Iraq for contracts on which worked, disclosed that
was the contracting officer for the following contracts which involved partucnp'\(mn by

Contract Location Vendor Product / Service
Tadji Security
Histantlya * Life Support

During his work with he has not seen or heard anything that would fead him (o
helieve that had at anvtime done anything that was illegal, fraudulent. or in
violaticn of any of the rules or regulations. He had not observed any suspxcxous coincidences
or other activities that would lead him to have ethical concerns about
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8. Special Agen Scompleted the FINCEN check and reported
that there was no record of any Currency Transaction Report activity nor any Suspicious
Activity Report activity,

Caonclusions and Recommendations

Based on the aforementioned investigative actions there were no apparent indications of criminal
violations. In the absence of any further specific allegations, it is recommended that this investigation be

closed
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SIGIR CASENUMBER DC-06-0166-1 (HL000471-06) 1 June 2006

CASE CLOSURE:

This referral from Hotline is being referred to SIGIR case DC-06-0151-1 as the same allegations
are made, This action is considered closed. '

APPR:
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1Q-06-0134-1 : June 6, 2006

CASE CLOSING DOCUMENT:

Investigation opened to document the transmittal of information received from e
a U.S. government C2X contractor regarding an email he recewedfrom [
April 26, 2006, from the compuler of SRR

The information relates o an allegation which identified sev eral companies as “fal\e companies”.
One of the companies is that of : The significant
portion of the information relates to these ~fake companies’ " were fundmL the “Iraqi Militia™.

This information was provided to USMC Bon April 4, 2006.
is the SIGIR POC for the Terrorist Exploitation and Financial Unit. The investigation
determined that all allegations regarding the companies were owned by Iraqi nationals,

This investigation closed

Prepared by: Special Agent$
DISTR: File

1027
APPR: £ B
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Date: June 11, 2006

Subject: D:scannnued Invcsu" mon

Basis for Investication:

Information received from the Resident Aﬂent in Charge of the Baltimore office of the Def'ense Cnmmal
Investigative Service disclosed that CHSSTNNIREEINE, o contract administrator for {8 ;

m ad filed a Qui Tam action on June 27, 2005 under the false claims act Title 31 USC section 3729
with the United States District Court for the District of Columbia, alleging bid rigging, back dated
contracts, and claims for duplicate purchases, relative to the construction and provisioning of laundry
services. In addition he alleged payments to shell companies for the drifling of well water. Alf allegations
related to & ; -

Extent of Investigation

The investigation included the following actions:

1. Researched Procurement Contact Office and Joint Contract Command
Iraq data bases for contract

2

Contacted the Office of Defense Contracting Audit Agency.

3. Contfacted Office of the Defense Contracting Management

Agency.
4. Confacted the budget office of the Iraq Reconstruction Management
Office.
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Results of Investigation

The Investigation disclosed the folowing:

l. i SRR (s not available from the data bases of the Procurement
Contract Office or the .lomt Contract Command Iraq.
2. The Defense Audit Agency advised that the contract

is funded 60% by the Department of Defense and 40% by the Department of State. The
unding comes from the operating budget appropriations of both departments and that
detatled funding information is available from the Defense Contract Management Agency

[F*]

The Defense Contracting Management Agency provided contract

administration data that contained Accounting and Appropriations Data, which disclosed that
the funding for this contract was funded by the Department of Army, but that some amounts
had been received through the Military Interdepartmental Procurement Request Procedure,

4. The budget office of the Iraq Reconstruction Management Office determined that IRRF funds
‘had notbeen used for any reimbursables through the Military Interdepartmental Procurement
Request Procedure. They furnished Military Interdepartmental Purchase Request Form,
Acceptance of MIPR form, and the Detaifed Report for Project Work Item relative to Task
order 59, which disclosed that this task order had received $195, 866.00 through this process,
but that no IRRF funds had been expended. It appears that the MIPR was done by misiake,
because Contract AN should be funded by operations funding framhe
Depanment of the Arm) and the Department of State.

Conclusions and Recommmendations

Based onthe aforementioned investigative actions there are no indications of any IRRF funding.
Accordingly, it is recommended that this investigation be closed for lack of jurisdiction and
referred back to office of the Defense Criminal Investigative Service’s Baltimore office for
whatever action they deem appropriate.

Prepared by: £ SIGIR Investigations, Baghdad, Iraq
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SIGIR CASE Number 1Q-06-0129-1 June 13,2006

Case Closing:

e contacted the Special Inspector General for fraq Reconstruction (SIGIR) conceminga
possnble “kickback scheme™ dealing with the potential sale of in Iraq.

Several telephone conversations were conducted with ERRRER during which time he advised that
was askedto drop its price $11.00 per unit for a total of$| 10.000 to ¢ ‘pay...pcople on the ground -

in order to get this contract signed™,

Spccial Agent, SIGIR in lrag where in they discussed

scheme, ~ v are nol being bounht by the lraql s as thev are onlv
buving S

3 or any kickback

Currentlythere is no evidence of any fraud dealing with the purchase of
schemes. Theretore this matter is being closed.

Preparcd by:

APPR:
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SIGIR Case Number DC-06-0156-HL  (HL000488-06) ‘ June 20,2006

Case Closing;

On June 18, 2006, SRR ES . Special Inspector General Irag Reconstruction (SIGIR),
Washington, DC completed a SIG!R HOTLINE COMPLETION REPORT (HCR) relating. to
above hotline and case #'s.

SIGIR received a Hotline complaint under #HL 000488-06, subject —§ ¢ A review of the
information disclosed that there are clear indications of Contractmg Officer and Contractor
issues regarding compliance issues. The allegations are that the contractor failed to comply
with a Statement of Work (SOW). With that allegation, a cure notice would normally be issued
to place the contractor on notice. The Contracting Officer has a process whereby a clause
allows the Conliacting Officer to terminate the contract for failure to comply with the SOW.
There are indicalors that all information was not fully provided to the SIGIR Hotline.

A review by the Reporting Agent (RA) indicates that this complaint would be best monitored and
completed by the Inspections and/or Audit Division of SIGIR. This RA is forwarding this action
for recommended referral to address the concerns of the complainant. The information
forwarded was found to be non criminal in nature.

PREPARED BY:&
20 June 2006
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SIGIR CASE NUMBER: DC-06-0010-HL (HL0O00433-05 ) June 22, 2006
SUBJECT:

Case Clasure

Alleged Violation: Bribery - 18 USC 201

Narrative:

This investigation was predicated upon information received m Hotline No.
HLO00433-05 from an anonymous source who alleged £ jfwas accepting bribes
to award reconstruction projects.

Repeated attempts to interview the complainant, who was subsequently identified
' ‘ were unsuccessful. admitted he had no direct
knowledge and only heard through ancther mdtvnual that this was going on.

In the absence of being able to interview s in depth and with no ability to
identify any other potential witnesses - no further investigative activity is
warranted in this case.

Prepared by: §
DISTR:Hg File

, Criminal Investigations, Washington, D.C,

1014
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1Q-06-0078-1 , CJune 25,2006

DISCONTINUED REPORT:

It my recommendation that this investigation be closed. The allegations of bribery remain
unsubstantiated. Evidence to date mdncates that this is a case of one contractor filing complaints against
another in an attempt to cover their own inadequacies and poor performance. The allegations of bribery
were not even substanuated during the initial report with the US Army CID Special Agents§

R TR, Contact with the Contracting Officer for the Joint Contracting Command
shows that it seems one contractor is pitted against the other contractor.

Prepared by: Special Agent
DISTR: File
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" SIGIR CASE Number 1Q-06-0046-1 July 3,2006

f ~ Criminal Investigations
U. S. Embassy Iraq - Rm. M-233

Basrah Regional Contracting Office - CERP Fund

Basis for Investigation

This report relates to allegations from B ,

B [raq/ Afghanistan South, concernmq potentlal contract lrregularmes in Basrah Iraq.
The allegations involved contract fraud, bribery and kickbacks awarded in Basrah through the
Commanders Emergency Response Program (CERP) and the Provincial Reconstruction and
Development Committee (PRDC). 4{ililllii inferred that some of the funds may come from the
Iraq Relief and Reconstruction Fund.

Extent & Results of Investigation

An on-site visit was made to Basrah in February, 2006. At that time, SRR Sc\cra)
British / Danish military and civilians were interviewed as well as Iraqi Natlonals Limited
documentation was provided at that time from the sources that were interviewed and very little
new information with criminal potential has been received since. Most of the funding for the
contracts has been with CERP funds.

The vast majority of the allegations related to Iragi Nationals and a former British military
officer. There was one allegation that a former American contract officer had improperly
awarded contracts to one of his employee’s husband. There was insufficient information
obtained regarding this allegation for criminal purposes. In the past eight to nine months, the
security situation in the Basrah area has increasingly worsened to the point where numerous
shutdowns have occurred and transportation outside of the Embassy compound was not
recommended. This condition is present today and has added to the problems in this
investigation.

Conclusions & Recommendations

‘The results of the investigation showed that the vast majority of the allegations related to Iragi
Nationals and a former British military officer.. Information obtained regarding the former

2441

APPR:!
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American contract officer was insufficient to support further investigative efforts. Conscquently,
I recomimend that this matter be closed to the SIGIR — Investigative files.

Special Agent
Special Inspector General for [raq Reconstruction — SIGIR
Criminal Investigation
Baghdad, lraq

WARNING

This document is the property of the NASA Office of Inspector Generaland is on
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Special Inspector General for Iraq Reconstruction

SIGIR HOTLINE COMPLETION REPORT (HCR) 14 July 2006

1. Name of Examining Official:

2. Duty Position and Telephone Number of Examining Official:

Operations Director SIGIR Investigations -4 NN

3. Organization of Examining Official: SIGIR Investigations, Arlington

4. Hotline and Control Numbers: HLO00428-06
5. '
6. Scope of Examination, Findings, Conclusions. and Recommendations:

The attached compliant was declined by SIGIR Investigations under report investigation
DC-06-0199-1 :

7. Cite Criminal or Regulatory Violations Substantiated: N/A

Disposition: The information contained in the referred Hotline indicates that SIGIR HL
referred this report of information to the USAF Inspector General on 12 October 2005,
Although this is a criminal action, SIGIR investigations does not recommend a separate
SIGIR investigation be initiated.

SIGIR investigations is declining this referred action and it is recommended that HL
contact the respective USAF Inspeclor General and inquire the status of the referred
action. No further action is anticipated by SIGIR investigations, Arlington Field Office.

8. Security Classification of Information: This report is FOR OQFFICIAL USE ONLY as
an Inspector General report. This Inspector General report contains privileged
information and will be protected. Specifically, dissemination of the report will be
restricted to the absolute minimum consistent with the effective management of the
internal affairs of SIGIR. Dissemination of any portion of the report will not be made
without specific permission of the Inspector General, SIGIR.

9. Locationof Field Working Papers and Files: SIGIR, Arlington, VA

10. Additional Notification Information: NA

DIRECTOR OF OPERATIONS
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

SIGIR CASE NUMBER 1Q-06-0174-1

CASE CLOSURE:

ThlS matter was mmated on 7 June 2006 based on information received from USA]D auditors
that 3. . B had altempled to bribe § = \While he
was the Minister of Aonculture for Iraq B, is contracted by USAID to ass:st Irag thh its
a"rlcultural sector. Thxs bribery allegation came fromfl N
A ..\ 1inistry of Agriculture. This matter was mvestwated in conjunctxon
Reglonal Inspeclor General, Special Agen

Office of Agricultural Affairs, Embassy of the United States
Baghdad was interviewed and related that he was told by USAID auditors tha“hﬂd
informed auditors that had told "lo be careful of SR because they “had offered
him a bag full of money”.

lntervneus were conducted of S i . and§
y 8 Both (R - n r operate in Iraq and are familiar with
Both denied a any type of bribery, actual or attempted. of [l Both advised tha Jilf
suppons the agricultural sector in Iraq. nprouams operate on receipts received from the
various programs. SN does not dlcburse cash as the Umted Nations Food and Agriculture
Program does. @ . s s had met him on only one
occasion.

e R former Minister of Agriculture (May 2004 — May 2005) was interviewed
at USAID Bas,hdad oes not knov I circonally and has never met S
g s currently employed by Jiimns the Ll\es(ock Component manager for Iraq. She was
unable to provide any information concernin B other than the fact that he succeeded her
as Minister of Agriculture. She is not aware of} 8 s current location.

g2 \Was interviewed at lhe U S. Embassy, Baghdad concerning hlS

allc"duon ofbnbcry s admitted telling S & of the bribery allegation % =8
advised that this was onlv a rumor he heard. He could not provide the name(s) of the percon he
heard the rumor from and he could not prov 1de any information as to the reason for the alleged

unfounded o does not l\now :
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As the allegations in this matter have not been substantiated and further, appear to be
unfounded, this matter is being placed in a closed status. USAID is closing their companion
investigation. :

Prepared by:
DISTR: 1Q-06-0174-1

SIGIR. Baghdad
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Special Inspector General

for Iraq Reconstruction ”": aﬁ

‘ lr u'k:“’ |
Office of Investigations Arlington Field Office ek
REPORT OF INVESTIGATION 2 AUGUST 2006

SIGIR CASE NUMBER IQ-05-0051-1 (0009-05-I-SIGIR-8-NOV2004-YQ-ZO-F)

SUBJECT(s):

T o 0 C 103 ] Unaut orlzed Computer
Access; [18 uscC 1030] Abuse of Authority;  [DoD Regulation 5507.7-R,
Joint Ethics Regulation (JER) ] Prohibited Use of Network Services;
USCENTCOM General Order Number 1A, [10 USC, Section 164(c)] Threat
Communicating; [18 USC 494] False Statements

Statem ents

VICTIM(S) U
e POB: US Vlrgnn Slanas, ;
S : Baghdad, Iraq,
9316, USCENTCOM General Order Number 1A, [10 USC, Section 164(c)]
‘Threat Communicating - '

Amarillo, TX; Female; Cau; Civ Contractor, {8 aghdad, Iraqg, APO AE
09316; [18 USC 1030] Unauthorized Computer Access

3.  US GOVERNMENT (Multi-National Force Irag (MNF-I), Joint
Area Support Group -Central (Provisional) (JASG-C(P), US Embassy Annex,
Baghdad, Irag, APO AE 09316 [18 USC 1030] Unauthorized Computer
Access; [18 USC 1030] Abuse of Authority; [DoD Regulation 5507.7-R, Joint
Ethics Regulation (JER) ] Prohibited Use of Network Services; USCENTCOM
General Order Number 1A, [10 USC, Section 164(c)] Threat Communicating;
[18 USC 849] False Statements
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SIGIR CASE NUMBER 1Q-05-0051

TIME/DATE OF OCCURRENCE: 1833-1525 hours; 29 October - 2
November 2004 :

LOCATION OF OCCURRENCE: Project Contracting Office (PCQO) Annex,
International Zone, Baghdad, Iraq '

SYNOPSIS:

Investigation disclosed that§ ju a contract systems sector analyst for the
Project Contract Office (PCO), hdad Iraq in an open forum challenged the
authenticity of engineering sector data that was put in spreadsheets and
briefed to PCO by a systems program manager. SSENKRES challenge
specifically dealt with inaccurate contactor progress and expenditure data
hentered, data that was considered erroneous and very misleading to
the Program Management Officials (PCO), who are responsible for briefing
progress on. contracts in Iraq to the Secretary of the Army. Additionally,
denved from the initial compliant, there were indicators that the firm of
' who employed JEESEE was committing fraud by
actions, through what he

mampu atmg data ‘irate over § c
believed were anonymous emails using his Government computer, sent
threatening and intimidating emails to lbecause of what he divulged.
reported he was in fear for his life and the safety of his family

resulting from the email threats. made a full disclosure of his
concems that he made pubhc and in the open forum in a sworn statement,
Also, ey 2 'superuser” on the computer network with full administrator

: prrv;leges previously sent emails to usmg the same user ID that were
on the emails he sent anonymously to g @9 later, using his
administrator privileges hacked into the computer network to retrieve the
emails he hadsent to & &1 discovered while on her computer that
her personnel email account was being hacked, immediately notified the
Informatnon Technology Systems Chief (IT), who conducted a preliminary
tigation. The IT Chief was not aware that the compliant she got from
§ were concerning the same person until she completed a -
systems analysis. The systems analysis by the IT Chief validated that the
same person who sent the emails to g | was the person who hacked into
“email, which lead back to! This investigation upon its
conclusion was unable to substantiate that$ ntentionally entered
erroneous data into the @ data base that was used to generate

reports briefedto PCO.

STATUTES:
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SIGIR CASE NUMBER IQ-05-0051 3

. Title [18 USC 1030]

. Under the Provisions of Title 18 USC, this investigation revealed \
that S used a Government computer system to flegally |
send threats by email.

c. Under the Provisions of Title 18 USC, ¥l hacked the MNF-I
computer network using government equipment violating [18
USC 1030}, to delete emails from the Yahoo network that would
identify him as the author of threating emails.

d. Under the Provisions of DoD 5507.7-R, Joint Ethics Regulation
CER), MM cxercised Abuse of Authorrty as a computer
systems administrator. ,

e. Under the Provisions of CENTCOM Regu!atlon 25-206,%

violated this statue by exhibiting Prohibited Use of Network

Services. General Order Number 1A - Para 2 (Prohibited

Activities) Title 10, United States Code, Section 164(c) and the

Uniform Code of Military Justtce

o o

f. (UCMJ), Title 10, United States Code, Section 801-940.
Paragraph 2 of this General Qrder is punitive. Civilians serving
with, employed by, or accompanying the Armed Forces of the
United States in the
USCENTCOM AOR may face criminal prosecution or adverse
administrative action for violation of this General Order.

NARRATIVE:

1. On 8 November 2004, @ 3 Department of State (DSS),
Relonal Security Office, Baghdad Irag was contacted by §#® .
S e o PCO/DOD Contractor, regarding threats he received via emall 3
; g referred the report of incident tod§ By (DSS) for follow-up
(Exhibits -1 and 2).

2.

On 8 November 2004 ! »
. = that he had a professronal disagreement

- stated that
had a verbal

rusing an account under g
guessed that the emails were written by
considering that g2 * had a user name o
CLASSIFICATION: :

" usmga pseudonym,
® for PCO computer
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SIGIR CASE NUMBER IQ-05-0051 ' 4

project accounts. | contacted the PCO Information Assurance
Manager, , about the emails (Exhibits 1 and 2).

3. On 8 November 2004, & g interviewed o _
£ R - ho ut the allegation. § conﬁrmed that she had spoken with
e cbout the allegation and that she had completed an initial inquiry

mto the matter. confirmed that ¥ xag had a user name of

* which linked to b and that she captured “snapshots”
of his user account that verified that he did send the emails to
stated that she forwarded the information she obtained tolgu.
mnformation Assurance Chief (Exhibits 2 and 3).
4. On 8 November 2004, the RSO‘s office found this matter fell outside the
investigative purview for the US Embassy Baghdad RSO’s Office, and

referred this action to SIGIR, as PCO came under the Iraqi Reconstruction
effort (Exhlblt 1).

SIGIR - Baghdad

interviewed TR

= g felt it was evident

: R, - cceeded in hacking into M Yahoo email account and .
deleted personal emails they both exchanged which was released by the
victim to @ The victim had Yahoo restore the deleted files which were
being deleted before the victims’ eyes while she was on the network. The
data according to £ was contained in Yahoo accounts, a company they
both were subscrrbers to. The victim felt if correct, did hack the
victims Yahoo account and must have been very desperate for whatever
reason to protect his ID relating to Yahoo emails. The act by £ 288
stated B vas the second report he received, the first bemg a
communication of a threat via email to g (Exhibit 3).

6. On 11 November 2004, & provided this reporting agent with
supporting documents that g signed and Initialed on 15 August
2004; “a PMO Computer End User Agreement”, and demonstrated thaton 30
October 2004, attended and completed the MNF-I Information Assurance
Network Trammg class. The training provided on 30 October 2004, stated
B specifically addressed user agreements and referred to violations of
aw when computer systems are improperly used (Exhibits 3, 4, 5, 6, and 7).
CLASSIFICATION: : WARNING
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SIGIR CASE NUMBER IQ-05-0051 5

nt interviewed S
MNF-1/CSO, SlgnaIAnnex
stated he did not speaﬁcally recall the date, but he
the PCO IT representative who advised him
that an reported getting threatening emails at the PCO
complex: added that he was aware that a search of the NIPER
email network had been conducted and he was provided a copy of the email
traffic. Identifying links were established based on log-on mformatuon l
L stated that he briefed the division chiefs at PCO fEaaas .
who did not give him any indication they were going to take any
action at that time. added that he reported this to the Embassy
Annex Counter Intelligence personnel who declined investigative jurisdiction
on the complaint (Exhibit 3). ‘

OO, this ror i

11 November :

~N

Baghdad Iraq.
got information from

8. On 13 November 2004, thts reporting agent interviewed GEaE
- Informatnon Technology Specialist (IT), PCO Commercial Network
aghdad Irag. NN stated that on 2 November 2004, she was asked
to assist "":f e e an employee of PCG who reported to he was
receiving threatening em BRI . nclerstood a day or two before

receipt of the email trafficy Y had a verbal confrontatron with afellow :

employee working in the same division. (EEEEEE SRR

emails he was receiving and he believed that he knew who was sendlng

eeem found that the person sending the email traffic went by

' 2 on the Yahoo network

e did a scan of the victims’

temporarylnternet files and captureda snapshot of the files.  When {58
had nough information to confirm the author of the ernall traffic

was

account for release to investigators.
network on 3 November 2004, and found that access had been
restored and the files she had previously viewed had been erased and could
not be retrieved. & stated that as a systems administrator it
is rare that retrieval of records could not be ‘accomplished although erased,
therefore she suspected that EEEEERERS " detected that his account was/had
been scanned Ldvisec she has not had a conversation with
oncerning this investigation (Exhibits 8, 9 and 10). :

CLASSIFICATION: WARNING
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SIGIR CASE NUMBER IQ-05-0051 6

9. On 15 November 2004, , employee of
PCO, Baghdad, Iraq was interviewed by this reporting agent. till
visibly shaken by the occurrences at the PCO Annex, stated that he was
threatened by { and took his threats serious. & added that
as an analyst he requested that the data he provided concerning the
prOJects in his sector, be entered on the spreadsheets as he reported.

O whatever reason stated GHEEEE took issue with this and refused to

provide an explanation for the inaccurate figures he did report. The
- information annotated on the spreadsheets he briefed,h

felt
was a fraudulent representation of information, and was manipulated data.
a native New Yorker as was believed that had the

capability to reach out and do harm to his family in New York. e
scheduled to fly to New York in a matter of days of thIS interview, felt he was

very much a target also (Exhibit 11).

10. On 20 November 2004, this reportmg agent met withg
Human Resources Manager, Sausas
came in to acknowledge that his company was notlﬁed that
requested to visit the SIGIR office for interview. gt confirmed the
request was passed on and requested to personally sit in on the interview.
e was advised that this was not a normal protocol that the
mvestlgatlve unit follows and it was preferred that he not be present.
T ' 3 was aware of the requirement and he would
msure he would make the appointment (Exhibit 12). '

¢ Civilian Contractor

11 About 13110 20 November 2004
il : 'CO Baghdad Iraq

g before he was questioned.
Human Resourc Manager, &

being present and dvxsed tha attorney, who he spoke with prior,
directed that he Y submit documents he had for review by this
investigating age i presented a three ring binder which contamed
email documents rela mg to meetings; di

systems personnel; and dialogue that ¥

documents did
suspected  of,

=

was
commumcatmg a threat mamu!atmg contract data; and providing false
expenditure reports. § n response to questions he submitted false
reports, advised that as a Programmer, he decided to restrict the Sector

CLASSIFICATION: : ' WARNING
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SIGIR CASE NUMBER 1Q-05-0051 7

Analyst’s from entering or changing figures in the database, making him the
only one that could make entries to database. He added that the analysts
were entering unit ratios rather than dollar amounts thus the dstabase
reflected zero cost figures for certain accounts. PCO requested contractor
costs according tol to be figured in under labor which was not
being done. The programmers in the various sectors were doing this because
PCO had not defined a set system of costing to them s;mllar to what SBH
was doing. Getting the programmers to enter data a 8 fcit it should
be caused the conflict with ki & according to g 74
was being unreasonable ‘in the manner he posted his data ﬁgures and
wanted them adjusted in the data base to reflect what he entered. i
g did agree that his unwillingness to work the issues out fmpeded
productnvsty and did not send any. follow-up documents to dispute the
information or reflect a fix. § RS
believed the profile of all the aHeged emails he sent should be enough to
explain his position, however, there were no ema provided showing the
threatening emails he sent to «&E denied that he ever
threatened , but aHeged he was threatened in public by
S £  When asked why he didn't file a compliant as others have, he dld
not provide plausible explanation. g ikt sa Wwas asked who ]
S ; : was, and his recponse was, he d not know
tated that he was recently counseled about leaving his computer
unattended, therefore he felt anyone could have sent the email.
. refused to admlt that he was the author of any threatening email
traffic to ‘ 3 was shown a snapshot of his computer
proﬁle which linked him to the user name e at which time Lhere
was a brief sience.; This reporting agent mqunred whether he knew
f stk and his reeponce was yes. Any exchange of emails and his reqponce
was again yes. This reporting agent asked " if he went on line and
retrieved any documents that he may have sent to g and his
response was no, he did not have the knowledge to do something like that.
Again g was shown a profile printout of his email account traffic and he
continted  to deny any knowledge or involvement. Before additional
questioning could be asked of A= } he suddenly became extremely
agitated and irate, then stormed out of the interview roorn, which was being
conducted inroom M106, of the US Embassy Annex, Baghdad Iraq {Exhibits
13 and 14).

12. At 1110, 21 November 2004, this reporting agent briefed (i8S
Project Co ntractmg Office (PCO),
Baghdad, Iraq on the status of this case. @@l Falter being briefed
advised based on the information he was provided, it was his intention to
CLASSIFICATION: : WARNING
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SIGIR CASE NUMBER IQ-05-0051 | §

recommend that g A access to the database and computer network
be blocked and a recommendatton he be directed to leave Iraq. FEs
was further advised that his office does not recommend what actions should
be taken, just present the facts of the investigation conducted.
was further advised that this office would attempt to pursue prosecution
through the AUSA, Northern Virginia (Exhibit 12).

13. At 1225, 22 November 2004, this reort: g agent spoke further with
e W tated that g % came to him with a sixpage
andwritten statement with his explanatron of issues addressed in this
~investigation. GaEENEEERR -dmitted to G e did send the two
emails he was questxone about concerning § vhich he allegedly
did during a period of work frustration (Exhibit 12). '

14. At 1635, 22 November 2004,
office and volunteered the followin
this morning he was directed to make ,
United States which he did. £ IS _program manager allegedly
rescinded the directive and stated that as going to be placed on
administrative leave effort to explain the concerns this office
had on the data input told & hat the analyst were entering data in
units, a cost which is programmed at a certain dollar amount by PCQ. The
computer baseline only recognizes dollar value entries, thus the unit sums
showed up as a zero cost factor, based on the non-recognition of the unit
factors entered. The shortages that were noted were not actually shortages;
as,) entered the convelt d dolicr values previously shown as units.
o made it clear thet g2 7 by far was the expert on the P3e/c
pro;ectshandted by PCO, and probably the only one who understood rts
operatron (Exhlblt 12).

R returned to the SIGIR
formation. ¥ stated that early
plans for g § return to the

15. At 1315, 23 Noverrber 2004, accompamed b SIGIR Auditor§

3 this reporting agent interviewed
Contractor for PCO, Program Manager, employed b
site office Baghdad, Iraq. . :
‘three separate entities that wor for PCO. & advised as the Program
Manager, he built, implemented and processed data that was fed from the
sectors and then pushed to a data base called § e & Stated his
mission is derived from PCO Stand Operating Procedure (SOP) 109, which
outlines standardization for developing cost loaded program schedules at the
Sector level. Sector levels operate independent and push cost information
to common database programs such as PRIMAVERA and MAXIMO, both of
which are addressed in the SOP. The cost or budget values are toaded into
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SIGIR CASE NUMBER 1Q-05-0051 ' 9

P3e/c from MAXIMO ‘or PRIMAVERA via the .
interface. A majority of the programmers are trained in PRIMAVERA P3e/c
. used in the Sectors to Program Schedule, and Manage their portion of the
Program and Projects included therein. The sectors must enter Project
Activity, Scheduling, and Cost information, and administer and updste the
sector schedules in a consistent manner to enable PCO to rollup Schedule
and Cost information for the Program and intermediate levels above the
Pro;ect level for performance analysus/measurement and reporting = The
manner in which the system is designed is what CElEEEEY rcferred to when
he addressed his sector contract dollar values with @8 g% The poblem
however is that the Programmers such a I use units for codt data
input and Schedulers like #EHE use actual dollars. When the
programmer enters a unit value which is costed at a set amount, the
program doesn’t recognize the unit values thus zero’s the value which the
scheduler has to manually adjust to correct. In the g8 ituation
according to S ; =2 who has worked in this theater since August
2004, was percerved as stressed. His knowledge of the P3e/c data system
far surpassed everyone ‘and he was one the few "“superuser” personnel
warking in PCO. (BB felt that the problems that were occurring with
& were effectmg productron and fimes threatened to resign several
beheved that at one time he had things under control
betweena s 2nd G § oS he directed them both, there would be no
personal email interaction between the two. g found that his directive
did not work Meetmgs were mrsced and schedu!es were not completcd due

would be a blow to the operation,
productivity, it would be best that Jr

requirements were generated from Task Orders. ¢8 -
nothing that he, his programmers or schedulers could do in the program
data input, that would enable the contract firm to generate more revenue
other than the fixed price contact price awarded (Exhibits 15 and 16).

16. On 23 November 2004, delivered to this office a CD
prepared bys B Contract Programmer, PCO Annex. The CD as
previously promrsed y showed the entries and data captured for
preparation of spreadsheets. The information reviewed by this reporting
agent was found to be highly technical and only a snapshot of the big
picture. The spreadsheets provided only reflected a percentage of the total
contacts and obligations that are tracked by the Contractor for PCO.
Comparison documents from previous reporting periods and access to the
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SIGIR CASE NUMBER 1Q-05-0051 0

actual database information would be needed to assess the accuracy of the
data entered on the documents reviewed (Exhibit 12).

17. At 0950, 29 November 2004, this reporting agent interviewed Char e
o @y Civillan Contractor for PCO, P employed byRaeS
site office Baghdad, Iraq. stated that she started getting emarls at
her desk from a secret admirer who seemed to know all about what she was
doing, as if the person was right there with her. SRR tee Nad no way of
knowing that her secret admirer actually sat at a desk on the other side of a
work statlon barrler wali The user name used by the secret admirer was
: inquiry

at the workplace
: He told her that
e L wos his college mckname when he went to school in New York.
On 7 November 2004, g & added that she was working on her
‘computer looking at her Yahoo account achieving her sent folders. 4s she
was achieving her folders she started seeing everything relating to them
disappear before her eyes. She hit refresh and received a message§
T ———— Then there was no activity for the account
shown. stated she went back to her inbox found that emails were
gone and efforts to retrieve theg % data she saw and her emails
were unsuccessful. hecked her other files to catch them and found
they continued to disappear. ¢ 38l c mailed Yahoo immediately and asked
them to back-up what she had on the server. The next morning 8
N vember 2004, her accounts were restored and she changed her password.
e got a snapshct cof what was ﬂe’eted which lead back tog®

stopped by her desk asking to have a private meet with her.
stated that she did not meet with SRR o< requested and had
no idea what

he wanted to talk about.

f also added that she discussed her
cencerns with , 2 . the Information Technology support person
who also witnéssed the movements of documents from her accounts and
aided her in getting snapshots of retrieved information (Exhibits 9 and 17).

hi t effected further coordmahon
e » Baghdad, lrag. -G00E0R,
ed the status g fford him the opportunity to
provide the PCO Security Director a recommendation on, L
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was provided the results of the SIGIR investigation concerning the
compliant(s) reported (Exhibit 18).

19. On 28 January 2005, & a2k was reinterviewed by this
reporting agent. g B stated that he returned from leave in the United
States late in December 2004, and S @ was not at the work site.
(i podded that his supervisor under th eat of being sent ho , forced to
apologlze to the program manager fo ABAEE", cventhough g knew he
did nothing wrong. Additionally ke was told his contract would not be
renewed when it expired.in May 2005. Another sector within the PCO Annex
learned of what i T was planning to do to £4 #and offered him a
posstron which § accepted. ® #% submitted his resignation to
IS supervisor he had 30 days to find a replacement,
with a reportrng date of 31 January 2005, t e F  As far as
additional threat i stated he did not receive or experience any while
on leave. He did state that he received repeated phones calls &t his
residence by a caller who would hang up when the phone was answersd. g i
" o wanted to rnake it clear that although he had not heard from or
spoken to £ B ¥ he still feared tha would try to do himharm
(Exhibits 18 and 19).

-

Prepared by: 318
Director of Operations, Investigations Division
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Special Inspector General
for Irag Reconstruction

Office of Investigations

Date: August 6, 2006

g Special Agent in Charge, SIGIR Investigations, Baghdad

From:§ Special Agent, SIGIR Tnvestigations, Baghdad

Subject: Discontinued Investigation
CERIE f DC-06-0183-1

Bisis for Case

On June 12,2006 SIGIR submitted a case Initiation Document baed on a
Hot Line Report that resuited from a telephone conversation he had witl who
requested to speak with SIGIR Investigators in Baghdad.

Extent of Actions Taken

The actions taken included the following:

1. Review of the prior investigative file pertaining to the informant.

2. Several telephone conversations between the informant and g

Results of Investigation

1. A reviewofthe prior investigative file pertaining to the informant disclosed that the tnvestization
concluded that there was no information relative to fraudulent acts committed by the informant
that felt under the jurisdiction of the Special Inspector General for Irag Reconstruction.

12

ftelephone conversatians between ; F and informet
concluded that 1 g wad not been.able fo obtain aitry into
had to offer did not warranta SIGIR Agent’s (rave)

raq and 2. The information tha
outside of Iraq.

Conclusions and Recommendations

[t is reconmmended that this matter be closed fo the files of SIGIR Investigations
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

Date: August 7,2006

To: L SIGIR Investigations, Baghdad

[GIR Investigations, Baghdad

Subject: Disconﬁnﬁcd Investigation
AML/CTF 1Q-06-0184-1

Basis for Investigation

On Iune 21,2006 SIGIR§ & submitted a case Imtintion Document in order to
“capture potential criminal mlellx"ence on irregular contracting practices invelving the

Extent of Investication

The investigation included the following:

1. Obtained and examined Contract k o arded t

[fy Bachdad, Iraq.

2. luterviewed Contract Officer who subsequently submitted contract. bank,

and background information rehnve Ny

Results af Investication

L. A cursory examination of Contract @ disclosed that on Januany 12, 2006 Jaint

Contracting Command — Irag (ICC-1) Securuv and Justice Sector awarded a contract 1o

t (8 Baghdad, Iraq for the caonstruction of force protection for the B a"hdad Palice
College inthe Amount of $976,000. '

13

. hvas interviewed on June 21, 2006 and stated that conract

B was avarded (0B B which is shown to be an fragi firm, butthat the
only documentation of Iragi ownership is the self certification that an officer of the firn signs and
submits aspart of the contracting process. He said that the contract was one of the Quick
Reaction Force {(QRF) construction contracts and there was a strong emphasis on awarding such
contracts to lragi firms. He had no indications of any irregularities with respect (o actians by
except for a small funding problem that required the transfer of funds.

Contracting
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Contracting Officer §

Address:

% arrada,

Key Persounel:

Bank Account:
Through: §

For &

Favor of 8

Projects with MNSTC-I

subsequently provided the following information relaive to

Baghdad, Iraq

B Lebanese by Origin)

2 Jan-06 $2,739,715.00

2 lan-06 $979.600.00

10 May §936,130.00
02 Jun-006 $184.260.00

¢

Conclusions and Recommendations

At this point in time there are no specific indications of fraud. It is recommended that this matter b
closed to the filesof SIGIR Investigations and that any further time spent on actions re}alne 1o this matter
be charged to lhe ‘Raw Data”™ category under DC-06-0187-1.
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Special Inspector General N

for Iraq Reconslruction :. 2 .‘;"}'-":
eJ il

MK es 5

Office of Investigations G
SIGIR CASENUMBER [Q-06-0145-1 _ ~ Augus §, 2006

Fraud

RESULTS OF INVESTIGATION

. Task Force Shield Audit Report was reviewed in depth with referring auditors,

Key witnesses were identified and interviewed. Two potential sources could not be locawd and/or
would not respond to inquiries.

Follow-up sources were contacted.

4. Financial background data bases were searched.

=

L2

It appeared that style of command and management disturbed many of those who
worked for him and with him. His superiars also experienced dtff'(:ultv with his management sty le.

However, none of the individuals that were interviewed knew of any specific instances uherm
; Ja® may have profited from his actions or in-actions. His ﬂnlure to cooperate with SIGIR-AUDIT
apparenlly was notunusual for his personality.

The investigation failed to identifv the name of the sub-contractor
cmployed by priorio him assuming conmmmand of Task Force Shield.

allegedly was

The individual who witnessed shredding documents just prior to hin being transferred
to CONUS. did not know what the subject or content of the decuments were. The person admited that is
was not unusuval that when peaple leave their positions they often ';hred documents as pan of their
processing out.

The financial backeound data base searches disclosed nothing unusual and no potential leads.

Conclusions and Recommendations

It is recommended that this matter be closed to the files of SIGIR Investigations,

Special Agent in Charge
SIGIR-Investigations
Baghdad, lraq
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Special Inspector General
for lraq Reconslruction

Office of Investigations

SIGIR CASE NUMBER DC-06-0167-1 o August 10, 2006

2(Qui Tam)

_ Fraud / False Claims

Case Closure: A review of the Qui Tam documents submitted reveal that the topics outlined arenot
criminal in nature. The topics listed appear to be violations of regulations governed by Occupational
Health and Safety Administration (OSHA). Irecommend this action be clased in the investigative files of
SIGIR. ///nothing follows///

Prepared by: SIGIR Investigations. Arlington Field Office
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Special Inspector General /7\\
for Iragq Reconstruction : v REMLY

Office of Investigations Arlington Field Office

SIGIR CASE NUMBER DC-06-0209-HL (HL00QO0316)
12 September 2006

CLOSURE REPORT:

The information contained in the hotline complaint was not investigated as a
criminal complaint. The mformatlon relatlve to the complaint was however
provided to SIGIR Audit. SRR : Baghdad indicated
in an email on 15 February 2005 that SIGIR audit offered to conduct an
audit but the State Department insisted that their IG contract out the
audit/investigation.

The complaint forwarded to investigations by Hotline although not
investigated has been indexed and logged with the data provided by the
complainant. The development of the SIGIR intelligence data base will
provide for retrieval of this information inserted which may assist in an
ongoing or future investigation pertaining to the subject and subject
company. The existence of the data will also be provided to the debarment
and suspensions divisions for retention.

No further investigative activity will be endeavored at this time on the initial

compliant. This action is closed and will be reopened upon receipt of
additional information.
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

- Special Inspector General for Irag Reconstruction
Office of Investigations

~Report of Investigation

Case Title : ' ' Case Number
T —_— g ’ IQ~06—0}27-[
Related File(s)

, Baghdad, Iraq

Case Location . Report Date
Baghdad, Iraq September 28, 2006
Report Subject

Referral to US. Army Criminal Investigations Division (CID), Baghdad, [raq

SYNOPSIS

In March ’7006 source witly access to know reported thatggg vas continuing
to knowingly fund a police training program that is a]]egcdly not desired by the
Iragqi Ministry ofthe Interior (MOI).
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Special Inspector General
for Irag Reconstruction

Office of Investigations

to

DETAILS

On March 15,2006, at around noon while having lunch in the Old Presidential Palace (U.S.
Embassy Annex) e : sat with an individual from the lraq Ministry of
the Interior (MOI). The mdwxdual relaled an account of an unwanted contract and an Iragi law
enfarcement unit currently being trained by MNSTC-1. The training of the planned 25,000
member Iragi equivalent to U.S. Highway Patrol/State Troopers is a little over half completed
(approximately 15,000 trained, so far). According to the source, a decision was made tono
longer fund the balance of the contract and turn the program over to the Jraqi Ministry ofthe
Interior. When the matter was presented to MOI, they tol hat they were not going to
fund the unit because they did not want it anyway. According to MOI, the 4 Brigade afthe
unit, in particular, was engaged in road blocks for the purpose ofexlorhng Iragi civilians,

IR not wanting the matter to become generally known, decided to cantinue to fundhe
training in order to avoid having to brief the matter up the chain.

On March 16, 2006, freceived a communication {rom source who related the following:
1 am sincere in what I said about speaking {urther on the issue we discussed, if needed. Just
- FY1...the topic came up again this afternoon and I discovered 1 was mistaken in the number...it's
somewhere around 3-5000." Meeting was arranged with source on March 17, 2006, but source
failed to show and has made no further contact.
On September 27, 2006, this matter was referred to g U.S. Ammy CID
Baghdad, Iraq.

SUBJECT(SYDEFENDANT(S)

Responsible

DISPOSITION

This investigationis closed.
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Special Inspector General
for Irag Reconstruclion

Office of Investigations

Date: October 2, 2006

nvestigations Section Iraq
Special Inspector General for [raq Reconstruction

Frorn:
. Investigations Section [raq
Special Inspector General for Iraq Reconstruction

Subject: Discontinued Investigation

1Q-06-0042-1

Basis for Investication:

A F ; B Kuwail furnished information that
alleged lhat'unad defrauded the U.S. Government through false claims that resulted from B
ardering a second tier subcontractor to:

. Sendsealed empty refined petroleum product tankers from Kuwait to Iraq
Send sealed half full refined petroleum product tankers from Kuwait to Iraq
Sell refined petroleum product tankers in Iraq. claim againg 8 and split the proceeds

fad P

Extent of Investioation

Contract data bases were examined (o determine whether there were any contracts that had Tor m!{F
funding for the importation of refined petroleum products from Kuwait 1o frag.

The Defense Contract Audit Avency was contacted to obtain any available audit background information.

% W ho was the person alleged (o have
been ordered to short ship fuel to Kuwait was interviewed.

7313
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Results of Investigation

Task order 5 was finded

Research of contract data bases disclosed that Contract ‘
with DFI and OMA funds, some which may have been MIPIRed from IRR ,

The records of the Defense Contract Audit Agenc '(DCAA) dlsclosed thal on Octaber 8, 2004 NCAA
had completed an audit report relative to Contract FESEEEEEEE & Task Order No. 5. The sope of
the audit was confined to the reasonableness of the negotiated price of Juel, and concluded that (1)a cost
pricing data waiverhad been granted by the Commanding General of U.S. Army Corp of Enginees and
(2) the procurement files related 10 the Kuwait supplier did not contain data to support the reasonsleness
of the negotiated purchase orders. The audit did not cover the allegations of fraud that were the baes for
this investigation.

i i disclosed thathe owns
which inilia!lvn 2003 negotiated fara
I : contract through : wha was a procurement Officer
with The contract was a RIO (Reconstruction oflraq) Oil) humanitarian praject forthe
delivery of refined petroleum products to Iraq intended to make gasoline and other refined
petroleum roducls available (o the Iraqi people. The contract ultimately w ent to the Kuwaiti
fxrm EEERERSRRE \\ hich is owned by two Kuwaiti partners, § &t 2nd§
I\ ho hadno tranQpOmn;, lankers at the time that ‘hev recened the contract.
contracted with afirm named R owned by SiE 8 @ ¥ and a firm name

An Interview of Sl ‘
and operates the Kuwaiti firm

He was instructed by S0 R to contact Brelative to obtaining a sub
contract for trdnspoxtmﬂ ref'ned petroleum products from Kuwait 1o Iraq. He did contract with
PR 11 2003 and in conjunction with the contract he provided them with an “A 1027 all
mclusx\'e Ianker package which included driver. insurance. and maintenance at a rate of 2,900
KD (approximately 10.000 U.S. Dollars) per menth per tanker for between 400 and 300 tnicks.

The normal routine involved 1. ) His drivers having the tankers loaded at the[giein )
' B facility, 2.) The tankers proceeding to the dispatch area to form up with th
convoy, and 3.) The delivery of the refined petroleum products to various designated !ocanons in
Irag. At the timemnd place of loading there was no mceasurement of the fuel except to relyon the
capacity of the tunker (for example 32.000 liters per tanker).

Upon delivery of the fuel to the lraqis, they would sign a receipt and at some point the Iragis
started noting substantial shortages on the back of the receipt. When this happened he staried
going to the dispatch point and checking the tankers to determine if they were in fzct full. He
weuld stick his am down into the taker {rom the top of the tank and found that there was eften
times no fuel within an arms length {rom the top of the tanker, Following his attempts to
determine the quantity of fuel being loaded on the tankers 88 representatives started sealing
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the tankers at the dispatch point $o that he no longer had access to them. In April of 2004 he
stopped transporting fuel fo

He thinks thotgs

Govemmenl for full tankers and lhat Ihrs could be de(crmmcd by checzng the blllmgs submrued

some of these, The amount ofdocumentahon that he may be mlhng to furnish may depind upon
how serious we are about this matter and how much we are able to do for himin terms of
assisting him in obtaining payment for current claims he has pending wit ;

His contract with hecause of the risk involved in delivering fuel to Traq, hd the
standard clause that prowded for reimbursement for any losses incurred in carrying out fie
normal terms of the contract. He has lost between 140 and 145 tankers. Some of these 1akers
were not owned by him, but were contracted to him by other individuals and / or firms. However,
he has paid for the losses of any such tanker to those whom he has contracted with. He alo has
had four deaths related to the contracts and has paid the families involved because it washis
responsibility. His claims pending with§ vhich include loss of tankers, lossof lives,
and lost use of equipment totals about 17 million U.S. Dollars.

has also submitted inflated claims te Xor Joss of tankers and

He thinks that

that, as inturn submitted these claims to the U.S. Government. His basis for thinking so is
that & hos asked various sub-contractors for writlen statements that lost tankers were
valued at amounts in excess of the real value.

Conclusions and Recommendations

, &% has not 1o date prouded any records he claims to have relative to shortages alleged to
have been claimef by the lraqi recipients of the refined petroleum products. He has no direct knowledge
of any amounts charged by @ nor amounts charged by £288B to the U. S. Government.
He has made no reference to being ordered by nar anyane else © short ship refined petroleun
products. He appears to be trying to use the Office of the Special Inspector General as lev erage atamct

to assist him with his unpaid claims that he has pending with them.

Itis recommended (hat this case be closed to Files, and if ¢ ever furnishes
documentation of specific alleged shortages. the case be re- opened to determine if in factf
charged @B for such specific alleged shortag ics and iIf g in turn charged the U.S. Government for
such specific alleged shortages.
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Special Inspector General
for Irag Reconstruction

Office of Investigations -

SIGIR CASE NUMBER: 1Q-06-0032-I (DC-04-0001-1) October 5, 2006

SUBJECT:

MEMORANDUM TOV THE FILE: After reviewing captioned files, a determination

was made thatthese two SIGIR cases should be combined. In both of theseliles,
allegations of the theft of the same money(s) were made which involve two

different subjects.

RECOMMENDATION: SIGIR case file IQ-06-0032-1 should be closed

administratively and subject

# should be added to SIGIR casefile

0C-04-0001-1. Any and all documents associated with the file to be closed should
be merged into SIGIR case file DC-04-0001-1.
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Special Inspector General <

for fraq Reconsliruction ’0“""-
Office of InVesﬁgaﬁdhs s ’ ] \"{}f‘v!._.i:f*‘:
SIGIR CASE Number 1Q-06-0212-1 October 12, 2006

CASE SUMMARY —- CLOSED: This investig

tion was initiated on Auvgust 29,2006,
based on information obtained regardinglg being listed as a subject of comption

charges by the Iraqi Council on Public llneﬂruy (CPI) The information regarding the charges was not
released to this office as the investigative process accomphshed by CPI is done in secrecy. Accoding o
CPI none of the charges pending against G jnvolved the use of U.S. Government
monies. Based.upon the information developed it was determined that this did not fall within the
inv estn.anveJurzsduuon of the SIGIR. The Consular Office, U.S. Embassy, Baghdad, Irag was
monitaring the situalion ag ags holds dual U.S. and Iraqi cmzensh and would
intervene 1fneces<'uy On Oclober 11, 2006 this office was notified that§ :
sentenced to two years by the CPl court. Prior to his being incarceratedg was taken
- to the U.S. Consular office where he was held pending resolution by U.S. government and Iraq1 Officials.

This investigation is closed within the files of this office. This investigation will remain closed pending
information which would warrant the reopening at a later date.
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Special Inspector General
for Irag Reconstrucion

Office of Investigitions

SIGIR CASE NUMBER: 1Q-06-214 Octoberl?, 2006

This investigationis closed. No further investigative activity is anticipated.

Attachments: None

SIGIR-CID. Baghdud
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Special Inspector General .
for Iraq Reconstruction

Office of Investigations

SIGIR CASE NUMBER: 1Q-06-214-1

conducted an AutoTrackXP name check ofg
hich revealed the following information:

On 15 Qct 06 §

elephonically interviewed who ielated

About 2030 16 Oct 06,

that he was the

: Baghdad, Iraq, in Jul 0 ¥ stated that the Memorandum ta
all Coalition Checkpoints was valid. § MR firther stated that during that timelragi
citizens were onlyallowed to carry money equwalen( to $5,000.00 or they would otherwise be
apprehended and detained at Coalition Checkpoints. He said that he provided these
Memo andums toa select few Iraqi citizens, to includ who were veiied by

' R ;- BI, Baghdad, Iraq. ¥ ' said there was no end date 1o
the Memorandums due to the lack of Government mfrastructure at the time the Memarandums
were generated.

Atlachments: Nore
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Special Inspector General
for lrag Reconstruction

Oftfice of Investigations

SIGIR Case Number 1Q-06-0214-1 September 14, 2006

On 14 Sep 06, this off'ce recewed a Iet1er ofmterest from the Republic of Iraq Commission of Public
Integrity (CPl) G R T ey B Memorandum for Coalition Checkpoints inlrag, A
Company, 2/37 Armor 8 Jul 03 and Memorandum Coalition Provisional Authority (CPA), 23 Oul 03.

The Memorandum for Coalmon Checkpoints in Iraq, 8 Jul 03, stated 1hat & & and his
associales were given the rights to travel within Iraq and across neighboring borders for the purpose of
importing and exporing currency, consumer goods automobiles and other goods. The Memorandum
was authored by CPA, B8 A Company, 2/37 Armor.

The CPA Memorandum, 23 Oct 06, stated tha B \was a carrier of larﬂe amounts of funds
($2,000,000.00+) and requested he be allowed access lhrough checkpoints. Additionally it stated iha S
: had been vetted by the FB[ and rounnel rted large sums {rom Irag to Jordan, The
Memorandum was authored by Sl i PA.

The CPI letter of interest requested this office determine the validity of the 2/37 Armor and CPA
Memorandum and end date for the Memorandums.,

Attachments: CPI Letter of Interest, 8 Aug 06
Memorandum for Coalition Checkpoints, 8 Jul 03
CPAMemoarandum, 23 Oct 06

Prepared by: § DIGIR-CID, Baghdad
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Special Inspector General : ‘ it g
for Iraq Reconstruction ‘ SN

Office of Investigalions

SIGIR CASE NUMBER: IQ-05-0050-I October 19, 2006

SUBJECT:

MEMORANDUM TO THE FILE CASE CLOSING: On November 2, 2004, the SIGIR
oﬁ'ce m Bagdad recenved a hotline referral complaint pertaining to al!egatlonsthat
B & employee, was giving expensive gift baskets to
government oﬂ"c;als who in turn accepted the gifts. According to the complaint, on
or about October 20, 2004, unknown person(s) Ieft a wntten note msnde the offices
of the SIGIR Audit staff stating "Why is@ ks L
expensive gift baskets to government officials
Who is being bought? Who is being sold?”

On or around December 9, 2004, witnesses were interviewed who had witnessed
s ' cceive and dlstrlbute gift boxes to US Government employees. This
revealed a value of $75.00 possibly for one gift.

Because of the lapse of time since the last interview was conducted and because
the dollar amount of the allegation is very Iow it is recommended that this
investigation be administratively closed.
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Special Inspector General 2>

for Irag Reconstruction ( /x:\."',
5\,}:‘/,{:

Office of Investigations . \'E\-",'},-,-;i-"’\i‘

- SIGIR CASE NUMBER: DC-06-0146-I October 19, 2006

SUBJECT:

MEMORANDUM TO FILE CASE CLOSING: This investigation was predicated on

information obtained from L . advised that while in Iraq,

captioned subject, who was in the U.S. Navy at that time, took payments from
;o walk paper work through the system.

On April 25, 2006, & was interviewed at his residence by SIGIR and Internal
Revenue Service (IRS) Agents During the interviewg provided detailed
information of h:s affiliation with i¥and the fact that for a period of time, he
worked for SEEEEIE company while he was on terminal leave from the Navy.
He related that he only did this after he got the approval from the naval legal -
council. He advised he never took any monies fro other than what was
owed him as an employee of

On July 28, 2006 R

adwsed that he was dechmng prsecutaon of
o cause of lack of evidence to support criminal conduct by 3
Therefore it is recommended this investigation be closed.

Prepared by: £fEes
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@ Criminal Investigations, Washington, D.C.
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

SIGIR CASE NUMBER DC-05-0005-1 ‘ : OCTOBER 24, 2006

EMBEZZLEMENT & THEFT

CASE PREDICATION;

This case was predicated upon receipt of allegations that g :
Iragi Ministry of Health (MOH) w as possibly involved i in emhezzlcment or theﬁ of f'unds from the
Development Fund for Iraq (DF1), durmg the period of Coalition Provisional Authority (CPA).

RESULTS OF INVESTIGATION;

Investigation b : ¢ SIGIR — Addingten, was conducted by interviews, the

examination of documents and related materials in an effort to co:robo:mc the allegations. As aresult of
Cthis i investigation. no substance was forthcoming nor developed andj S
: durmo the investigative period as to the ongoing results of this inquiry. It w as decided that 2 farget
interview of § g would be the last remaining action and that was completed § : :
on September 29,2006, & addressed with investigators the unanswered questions, pronded
documentation and sansﬁed the case agent with his responses. '

DECLINATION;

This matter was presented and discussed with § who declined prosecution
and that decision concurred with the recommendation of the SIGIR agents tnvolved. No further
investigation remains and this matter should be clased.

‘Prepared by SIGIR ~ Arlington
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Ofﬂce of Investigatibns i

SIGIR CASE NUMBER DC-06-0186-1 OCTOBER 24, 2006

ILLEGAL BROKERING IN U.S. MUNITIONS
TITLE 22 USC2778
ARMS EXPORTCONTROL ACT

CASE PREDICATION;

A joint investigation was initiated with the Depantiment of Homeland Security (ICE). the Internal Revenue
Service (IRS/CID, Army CID 10l, Tobacco & Firearms (ATF) regarding the allegationthat the

: : Ry was involved in the theft of millions of dollarsof U.S.
and Iraqi funds allocated lo and unhzed by the Coalition Provisional Authority (CPA) by contractors and
U.S. military and civilian personnel.

RESULTS OF INVESTIGATION;

As of Octaber 11" and dates thereafier, Senior Spccul Agent g e Departiment of
Homeland Security/Arlington (ICE) advised your writer that no criminal w ronﬂdomu has been established
or.corroborated re: SIGIR has another joint investigation with the aforementioned goup of
agencies regarding§ : DC-06-0185-1, that is ongoing and may lead to prosecution cf
as the mdxwduahn\olvcd in cnmmal activity was the employee sales representative of mpnoned
ST g e @ and continues as the target of that pending investigation. Based
uon the review ofall available information dev eloped during the course of this investigation from all
agencies, it is appropriate that the Arlington Case DC-06-0186-1 be closed as no justification forfurther
investigation is varranted. 1t should be noted that the original case initiation mdncaled two potential
venues/jurisdictions exist, but that issue is unlikely to remain on the pending i

CLOSE/MERGE CASE;

As a result of this information, it is recomniended this case be closed and any pemnnnt documents
merged into DCO6-0185-1, which remains the pending case involving SR

Prepared by;

SIGIR/ Arlington
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

SIGIR Case Number 1Q-0204-06-1 ' October 26, 2006

Case Closing:

This matter was opened on August 2, 2006 based on information received from the Iraq Commission on
Public Integrity (CP1) on July 16, 2006. On or about October 20, 2005, captioned subject§
stopped and questioned by Iraqi airport officials at Baghdad International Airport (BIAP) concerming his
attempted transport over $1,000,000.00 cash out of Iraq. SIGIR initiated this investigation to determine
the legitimacy 01’“ and the source of the cash he was transporting,

Investigation conducted to date has determined that
theatre. € is employed by 5 . @l performs work for the 1).S. caalition
under at least one contract, 28 _ It was confirmed that a cash payiment of $1,133.715.00
was made toﬂmnc\r about October 20, 2005 while attempting to transfer the funds to a fellow GRS
employee for transport to EEME offices in Dubai, UAE, and for payment of expenses in Mosul,

is a legitimate contractor operating in the Iraq

AsTEER s o legitimate contractor and the source of the funds he was carrying have been determined to be
legitimate no further investigation will be conducted in the mater and it is being placed in a closed status.,

SIGIR Investigations, Baghdad
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SIGIR CASE NUMBER DC-06-6159-1 _ OCTOBER)0, 2006

CLOSING REPQRT:

The above referenced investigation was opened upon the rccenp( ofmformm;on limt

handauns and a 308 rifle as ﬂlﬂs from 2, a former CPA contractor who is curremlv in custody
awaiting sentencing on numerous charges related to his activities as a contractor in Iraq.

_ a 45 caliber
vas cooperative and provided etimony

After his return tathe United States oave his brother in law
handgun and a 308 aulomanc rifle. When interviewed
and evidence regarding §

The Bcaseis pending indictment by the Department of Justice, and to date no prosecutorial action
has occurred re; § R although DOJ has indicated it imay seek indictment for passession of illewal

weapons.

As this investigation is closely related to case number DC-035-0007-1,
{ recommend it beadministratively closed and merged into DC-05-0007-1.

Prepared by:
DISTR: File
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Special Inspector General -
for Iraq Reconstruclion

Office of Investigations

SIGIR CASE NUMBER: DC-06-0193-1 ' November 2,2006

SUBJECT:

SSN:
DOB:

CASE CLOSING:

The above captioned investigation was initiated upon the receipt of information by the CPA-1G
Baghdad Field Office to the effect that the subject had claimed overtime pay and other
government allowances when he was, in fact, outside the theatre for some of the period daimed.
Investigative results disclosed that the subject was on approved leave without pay for theperiod.
and for part of the period in question was on official travel to Washington, D.C. Some expenses
claimed by SR were questioned and disallowed by the CPA accounting section. Subsequent
litigation filed by with the Merit Systems Protection Board about this matter wasan
attempt by him to prove he was officially on the roles as a government employee for some of the
questioned time period, thereby entitling him to pay and allowances. That suit was dismissed as
frivolous and was therefore not entitled to his claim.

As this matter has been successfully litizated by the government and lacks prosecutive merit, |
recommend it beadministratively closed.

riminal Investigations
Washington, D.C.
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SIGIR CASE NUMBER DC-07-0006-1 NOVEMBER 1, 2006

CONTRACT FRAUD; BRIBERY

Case Closing:

Captioned matter was predicated upon receipt of the allegation, furnished through the Qffice of the House
Sub Commmee on National Security, Emerging Threats and International Relations, Congressman
SERSERER ¢ 1ich set forth the potential for contract fraud & bribery by the captioned subjects.

After a review of the alorementioned referral. no jurisdiction of the allegations was determined within the
scope of the Special Inspecior General for Iraq Reconstruction. This same relerral was sent 1o the
Department of Defense and is being address by DCIS. Based upon said review, with the concurrence of
SAC - Arlington,ihis matter is administratively closed.
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Special Inspector General
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Office of Investigations

SIGIR Case Number: 1Q-06-0213-1 Date: 2 Nov 06

Case Closing:

Investigation closed in the files of this office. , had contracted scrvices for
installation support of Camp Arifjan and Camp Doha Kuwait. There were no Iraq
Reconstruction funds or interest involving §8 . @uw 1 he Special Agent in Charge
R Kuwait Fraud Office, U.S. Army Major Procurement Fraud Unit. assumed

investigative respon51b1hty of this investigation.

Attachments: None.

Prepared by: SIGIR-CID, Baghdad

Date: 2 Nov 06
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SIGIR CASE NUMBER: 1Q-06-0110-1 7 November 3, 2006

SUBIJECT: g

CASE SUMMARY/CLOSURE: On August 2, 2004, the CPA-IG Bagdad Field Office
‘Initiated an investigation concerning the misuse or abuse of a satellite phone
system. This allegation centered on @&l g who may have been
overcharging the vernment for satellite telephone ervices. Contract number
T N (0 M ABNEREE Cctailed the price for voice calls at $4.00 per minute and
the price for data calls at $20.00 per minute. At that time, a review of the receipts
revealed tha B charged $20.00 per minute for voice calls, which should have
been billed at $4.00 per minute. Further investigation revealed that the system in
question was system number 762269650, which had an invoice amount billed to..
the government of $25,480.00 during the period from June 8, 2004 to July 6, 2004.

During the mvestlatlon several mterwews were conducted. Of note, was an

Embassy Annex, Bagdad, Iraq on
August 26, 2004. g who was one of the former Ambassadorial Technical
Support personnel, acknowledged that he used the satellite phones in question to
support the Ambassador for both voice and data communications. He added that
he connected the satellite phone units to the computer network to upload and
download email for the Ambassador on the data side. { tated that the
system, when the Ambassador was away from the Palace, was always up and ready
in the event the Ambassador came in at anytime wanting to check his emailor
make a call. All calls that the Ambassador wanted to make went in the secure
communication mode. § 9 shared the duties as Ambassadorial Tech Support
with another member of Network Support who is no longer in Iraq. He advised that
they both operated the equipment the same way having the system always ready
for the Ambassador.

On September 1, 2004, e iawas re-interviewed and questioned further about
the output of satelhte phone in respect to voice quality and data quality. S8

- stated that asthe Ambassador’'s Communications Technician, he set the Satelhtp
phones provided him to work with the computer and secure phone and set the
phone on the highest resolution which is on the data band, or the "High Speed
PSTN”., He added by operating at this speed, the clarity of voice was enhanced
withiout the customary echo that would emit from a STU phone unit operating on
normal voice output band. g} fadded that the costs of operating the units
was never addressed with him nor was it his concern as the Ambassador’s
Communication Technician.
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RECOMMENDATION: Because of the low amount of money involved in this
investigation, the period of time that has lapsed since the case has been active and
the possibility that no violation of faw occurred, it is recommended this case be
administratively closed. '

Prepared by: Criminai Investigations, Washington, D.C.
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SIGIR Case Number [Q-05-0014-1 November 06,2006

Final Report of Investigation

Bribery (UNFOUNDED)

NARRATIVE:

This investigation was nnlmled deCd upon information reccived from an unidentified anonymious source
who alleged that £58 » Iraq paid bribes to recene contracts tobuild the
Iraq Police Trainmg F cnht Camp Delta, Al-Kut, Irag (IPTF). Investigation by this office did not prove
or disprove thatgi = Rabribed any U.S. Officials to win the contract to construct the IPTF.

SYNOPSIS:

L. On September27, 2005
and un tested anonymous source regarding
receive the contract to build the “Police Training Facility
concerning the facility was provided.

this office receiv rmation from a unidentified
¢ Iraq paying bribes o

at Camp Delta (NF1). No further information

this office coordinated wit
Department of State, Bureau of International Narcotics and Law
ntorcement, Baghdad, [raq regarding the location of the Pelice Training Facility at Camp Delta.g
was not familiarwith the location of Camp Delta but stated to contact the Multi National Security
Transition Command - Iraq (MNSTC-1} regarding the location and identification of the Police Training
facility in question.

2. On November 12, 2003,

On January 5,2006 reviewed the records of U.S, Army Corps of Engineers (USACE).
Prcgcct and Contracting Office (PCO), Gulf Region District (GRD), Baghdad, Iraq to determine ithere
was a project listed with a focation of Camp Delta. Upan review of the project list available at PCO it
was determined there were no prajects listed at Camp Delta.

4. Between January 8 - 16, 2006 reviewed records regarding the Border Enforcement and
Public Safety Training Academy located in Al-Kut, fraq. Records indicated that the academy was
referred to as Camp Delta. The records indicated that MNSTC-1 was the controlling agency regarding the
academy and specifically ¢ % MNSTC-1, Baghdad. Iraq. v '
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Special Inspeclor General
for Irag Reconstruction

Office of Investigations

: 2
1Q-05-0014-1 ’
5. On January 19,2006 v binterviewed B who provided Contract Number

B \vhich was to build the Border Enforcement and Public Safety Academy.
determine ithat the project would be monitored by Air Force Center for En\'nonmenlal
E\cellence (AFCEE) and the point of contact for the project was listed as 5
Construction Manger, AFCEE.

6. Between January 3 - 27. 2006 .48 = g8 coozdinated with MNSTC-! representatives andres iewed

copies of contracl i = = and contract & ke : (FO 0017) Dmm" (hecuur\e of

the reviev

8. On February 12, 2006 SRS £ his office, interviewed G v
Contract Manger ind E2 e e ) ircclor of Operations. Baghdad. ¥ra regarding their
knowledge of britery or kickbacks associated with the subcontsactors at the Camp Delta Project. Neither
had any knowledge regarding bribery or kickbacks occusring but said that it would not surprise them as
the lraqi’s do buycantracts and pay commissions for their part in completing a contract. Regarding the
contracting process the men indicated that ompetes there sub contracted work the same way as the
govermment rcquesunu pro osals and evaluating \he pmposais for the best value, the gentlemen further
indicate that the : : does deal with them in many facets o include
providing contract temporary waor Lers W hICh fessens the e\posun. of U.S. Personne! to possible hazards in

ddllUCIOUS locations.

9. On May 10, 2006

amed

that he did not have any kno
however indicate that \he inmhly was n(\t bung built m LLS Stand dld.\ dlld wias al\\:x_\'s
dealing withd ersonnel regarding problems but had received remedy from them and they were
continuing to address the preblems with the construction of the academy.,

1Q-05-0014-1

Aintervieweds  Nanager,
Irag regarding his knowledge of Americans requesting bribes or

WARNING

10. On May 11, 2006,
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i there was any rumors of other traqi contractars paying bribes t ricans.

ue ofbrnbes being offered to U.S. personnel o

g did indicate that lie did complete pat of the
project as a Sllbconlmclor o K and paid arcund 10% togs 10 buya
portion of the contrict from JEEE so that he could work ande
no f'urlher information to prov ide remrdm" this investigation.

According ta he did not have knowled
Kickbacks being requested by U.S.

arn money. had

1.

Between M'rr 16, 2006 and November 7, 2006 numerous attemplts to interview members 0
: but met with negative usulls the cmdlls sent 1@

General Mmmger.
-cancerns the interviews were nol conducted.,

This investigation is closed within the administrative files of this office. An-evaluation of the
information developed to date and the source of the information has led to the discontinuation ofthis
investigation pending {urther information which would warrant it’s reopening at a fater date.

Prepared B;\'
09316
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SIGIR CASE NUMBER: DC-04-0001-I ‘November 6, 2006

SUBJECT:

~

CASE CLOSING:

The above captioned investigation was opened upon the receipt of information that a possible shotage of
funds existed in the accounts of Pay Contract Officers of the Coalition Provisional Authority in
was ﬁhon by QIOO 000. (O Jflcr

by SIGIR audnom and at !ed':t lhree interviews ofy : -(one by SIGIR auditors and o -
after Advice of Righis - signed statements obtained by 1G investigators.)

As a result of the audit and investigative activity it was learned tha g Cash was in fdcz
over by $100,000.00 and BEE under by that amount. In addition it was learned that§

had a locker in his office containing over $670,000.00. The cash was returned to the vault and no
loss sustained. Initial suspicions were that g & may have been attempting to steal the funds.
Audit work and interviews disclosed poor internal controls, or rather the lax enforcement of
existing policies and procedures, to be the most likely cause. Lack of sufficient vault storge
resulted in the constant commingling of cash in the vault, and the routine of handwritten. doppy
receipts resulted in less than adequate record keeping. Much was blamed on the luck of sufficient
vault storage, long days, and lack of personnel and equipment which resulted in a haphazurd
accounting for receipts and disbursements. No investigative activity has been noted in the file
since approximately December 2004 wherd telephonically agreed to submit to polveraph.

Given that no loss or crime hus been recognized, a polygraph of S would necessarily yield
results as eitherdeception, no deception or inconclusive. Should the resuh indicate deception, the
investigation would not have gained any information of evidentiary value. as the information is
inadmissible. That no loss has been sustained certainly rles out prosecution.

Inasmuch as all logical investigation has heen conducted: no loss sustained: und internal control
weaknesses identified, I recommend this matter be closed.

Prepared by ' SIGIR Investigations. Arlington Field Office

DISTR: Hq Fille .
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SIGIR Case Number 1Q 05-0034-1 ' November 21, 2006

Case Closed:

This action was initiated November 3, 2004 when an anonymous source provided information cancerning
coutract irrecularities between the Iragi Ministry of Defense (IMOD) and §

On August 16, ZOOJnswncd an e\clusnc sole source Broker Services Aucemenl (BSA)with the
traqi Ministry ofDefense (IMOD) to refurbish antiquated lragi armor. The 2 and his
company S e suthority to enter any Iragi mititary facitity in the country and removed
armor to evaluate it lor serviceability. If the equipment was determined to be serv iceable it was
transported to a depot facility for refurbishment and repairs. The equipment was determined to he
unserviceable it was stripped and sold as serap to the highest bidder. The SBA madeg
company solely responsible for alf armor in Iraq. As a part of the SBA sold scrap meml with no
oversight and wassolely r eﬁpons;ble for providing the revenue frony each sale to the IMOD aficr e
deducted his 10% prefit.

On October 25,2004, &
of three checks. The IMOD appointed 1y
abided by the SBA gl [aced the advanced payment to
account in his name.

Was "l\

en an '1d\ ance pavment of $24. 714.697.16 in the form
. as a represent: itive 1o ensur
in an unidentified Lebanese bank

On December 8, 2004, and an associate were ambushed and killed aHe"edlv bvi insurgents. Aﬁar

B death it vas determmed thdl
the advance payment given to'g 8
possession of the funds,

Thism was cantracted by and received funding through the Government of frag. Other than the
feadership of the Mutli National Security Transition Command - Iraq’s strong support of E

: % the US Government did not suffer a lass. The alleged theft of $24,
14,697.16 by does not fall in the purview of the US Government asf 288 is reported to be a
citizen of Lebanan with no LIS affiliation: and the missing funds belonged to the Government of fragi. It
is recommended that this action be closed in the files of SIGIR [nvestigations and referred to the
Government of Iriq for action they deem appropriate. /I/Nothing Follows//

Prepared by SIGIR Investizations, Arlington Field Oftice
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SIGIR Case Number 1Q 06-0022-1 ~ November 14, 2006

Case Closed:

This action was initiated March 5
2004. The complaint aileﬂed lhat

2005, bse on a hotline com

A contract campany doing work in Iraq. Afier the contract was aw
- Bresioned from the CPA and when to work forthe company. After @2g

empIO) ment with § it is alleged that he used his contacts at the Coahnon Provisional
Authority to continue getting contracts fo :

There was no information uncovered to prove freleascd proprietary information tofg :
The information concerning§ %lleged activities was incomplete and the complainant refused to
further elaborate on the allegations. SIGIR [nvestigations has declined to

pursue this action as a criminal matter; this action is being closed in the files of this office,
/linothing follows/i/

Prepared by R SIGIR Investigations, Arlington Field Office
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Special Inspector General
for Iraq Reconstruclion

Office of Investigations

SIGIR Case Number [Q-06-0031-1 November 14, 2006

SUMMARY:

In December 2003, 3g8BEERERE (ormcerly an Arabic interpr eter for 1hc CPA, I“CLZZ]”) e\chnnﬂcd S\\ 1SS

not the owner of'lhe Swiss dmar and the dmar could not be e.\changed before Jan 17, 2004 (CPA ordcr
#43). exchanged 2 million Swiss dinars and received the equivalent of $180,000 to $200,000.

In September 2004, $29.000 in Ul S currency was returncd to & CPA, Southern Irq.
: B urned the funds into the CPA taspector General's Office, Baﬂhdad, Irag. The returned of the
funds were supposed 1o be a partial payment by B for the funds he illegally obrained. The renaining
$151,000 have notbeen recovered; in October 2005, SIGIR returned
$29,000 into the Ingi Government.

®s 2 Kuwaifi citizen and currently has no affiliation with the US Government. It is suspected that
the Swiss dinar ¥ #¥e xchanged were Iragi Government funds. In 2004, this investigation was rﬂferred
to the Iraqi GO‘\ erment for action they deem appropriate.

Recommend this action be closed. [t is the responsibility of the Iraqi Government 1o pursucffs
connection with the thief of Iraqi funds as he is a citizen of Kuwait with no current ties to the US
Government.//mohing follows!//

SIGIR Investigations. Arlington Field Office
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SIGIR Case Number 1Q-06-0128-1 ' ‘ November 15,2006

Case Closing:

 As of this date, July 13, 2006, source has reported no further specifics to substantiate the allegations re
Case is closed due fo no specific, factual information to support the voiced suspicions.

Prepared by:§

SIGIR Investigations, Baghdad, Iraq
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SIGIR CASE NUMBER: DC-06-0196-1 November 15, 2006

SUBJECT:

raud

CASE CLOSING:

The above captloned investigation was opened as a result of information received from}
4 a former confidential source now deceased. In an interview dated May, 2004 &
an-American contractor in Baghdad, made numerous allegations of illegal activity conceming the
awarding of contracts by the CPA Contract office.  specifically alleged that itwas
necessary 1o pay bribes to contracting officials in order to win a contract. He stated to
investigators that he had observed a Turkish national named § delivering boxes or
bags filled with cash to the green zone. He did not know to who n the money was delivered. He
further described a complex system for paying kick backs and/or bribes to numerous people in
different officesin connection with contract awards.@ @ said he had never paid a bribe or
kickback in connection with his work in Iraq; nor had he ever witnessed a bribe or kickback
payment. In fact he had not been approached for a bribe or kickback, but understood from
conversations with =hat that is how things worked.

men(mned
Uu.s. \mw a FI\CF‘\‘ cearch \\dc conducted with negative

Given the death off Eby insurgents in 2004, and all logical investigation has been conducted
with no information developed corroborating the allegations, I recommend this matfer be
administratively dosed.

Prepared by:

Criminal Investigations,
Washington, D.C.
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Special Inspector General
for Irag Reconstruction

Office of Investigations

SIGIR Case Number 1Q-06-0029-] ' A November 15, 2006

Casc Closed:

On August 2, 2004, § ] § Mutli-National Forces fraq Communications Suppm(Oﬁ"u
Baghdad, Iraq reparted a potenllal misuse of a US Government satellite phone. On or about July2

2004 four phone bills were received by the director of Communications Support Oﬂ'ce \\llh a
request from lhe \\'ashmuton DC office oflhc Coalition PrO\ isional Authonly Rmr Operationsthat they

fOur phones The prlmary phone in question was identified as satellite phone nuinberdiaRRasEs ThlS
phone bill for the enodJ 2004 thru July '

Sigenella, ltaly was interviewed.
there on or about February 27, 2 o] 2 communications ofﬁce Iool\ed at the phone as an
asset 10 his office and made it work. Aﬂer !hree monlhs in Irbilf eft for Tikirit
stated that he left the phone behind when he departed: tated that he never signed forthe

phone and denied that he placed $25, 480.00 in phone calls on the satellite phone.

On July 17,2006, SIGIR Deputy General Counsel. Arlington. VA opined that
insufficient evidence had been developed to support criminal charges and that the development of this
case was not practical. recommended this action he clased.

SIGIR Investigations, Arlington Field Office
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Special Inspector General
for Irag Reconstruttion

Office of Investigitions .

SIGIR CASE NUMBER: DC-05-0001-I November 21, 2006

SUBJECT:

CASE CLOSING:

The above captioned investigation was initiated by Immigration and Customs Enfarcement (1CE)
and SIGIR uponreceipt of information that subject whife sening with
the U.S. Army inlraq had purchased and then exported from Iraq to the United States an
armored Mercedes Benz 1988 that had purpartedly belonged to Saddam Hussein or thelragi
Government. ICE seized the vehicle subsequent to the execution of a search warrant, and is
considering prosecution for illegal importation if it can be proven he forged permission to export
the vehicle on Amy letterhead.

By letter dated November 21, 2006, the above captioned matter was referred to the 62" Military
Police Detachment, Devens Massachusetts for investigation of possible Uniform Code of
Military Justice (UCMJ) violations, including passible illegal use of ARMY documentation to
accomplish the export of the vehicle.

As all legical investigation has been conducted by SIGIR and the matter relerved to [CE and the

&

appropriate US Army Military Police unit, this matter is being closed.

Prepared by
Criminal Investigations,
Washington, D.C.
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Special InspectorGeneral
for Iraq Reconstruction

QOffice of Investligations

SIGIR CASE NUMBER 1Q-06-0195-1 , ~ November 27, 2006

CASE CLOSING:

On 13 July 2006.§ eneral Manager lraq, met with SIGIR Special
Agents accordinglo a previously negotiated agreement to turn over weapons \por(ed from the United
States on U.S. State Department form DDTC export license numbe Fexphined that
10 longer required weapon o longer had PSD/Security Contrac,ls EHE8 s2id the weapons
were onﬂdey exported by e 2 ho had requested and received approval from U.S,
Departiment of State, Dnrectora!e of Defense Trade Controls, for the transfer of w eapons tof
R no longer had a requirement for the weapon vanted to dispose of the weapons.

Since

An inventory of the weapons was conducted and subsequently determined their were twenty-four (24)
Glock model 17.9mm handguns and fifty seven (57) Double Star Corp (Star-15), model M-4 syle. 5.36
mm caliber weapons. The above described weapons were received in used and in some instances un-
serviceable and or parts missing condition. The inventories are attached to this report and consistof three
(3) pages.

This report serves to document the transfer of the above described weapons from SIGIR investisations to
the U.S. Depanment of State, Regional Security Office, Baghdad, Irag. The case was apened to

document the inventory and transfer ol la additional investigative acuvity
is contemplated therefore recommend that it

Prepared by:
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December 4, 2006
- SIGIR CASENUMBER: IQ-06-0085-1

CASE CLOSING:

SUBJECT:

The above captioned in\festigatiou was-opened at Baghdad in luly, 2004 upon the receipt of information

. ¥ a subcontractor l¢ PofTicials had
been obstructing two constructhion projects for no reason, i.e. delayed work for 10 days, held out on
approvals for materials shipment, and issued unfounded stop work orders to
further stated thatone of his employees had been solicited for a bribe by Lebanese employees of &
B : . The Lebanese (not Nurther identified) indicated that for $2. 000.000.00 they
problems go away.

could make

Investigation by SIGIR Baghdad disclosed that 1ad heen relieved ofsubconlrac(m" by

z or defaulting on their contract, Further inv: estigation included interview ofgae

= who alleged he had been selicited for the $2,000.000.00 pay ment

did not |denl|fy the emplo_\, ees or otherwise provide any useful investigative leads to the intervienmg

agent. In {act the contrary is true B stated he wouldn™t cooperate in the investigation and would
not return to the sie in Kirkuk as he feared reprisals.

{which
L na

As the statements of® £k appear to be founded on his angera g for pulling his contract
according to interview of contracting official is within the rights of a Prime Contractor such asg ’
information was developed or disclosed to support his allegation, and { jrefusal (o providea
factual account ofan attempted extortion, this matter is being closed at SIGIR, Arlington.

Prepared hy 2 :
- Criminal Investigations
Arlingon, Virginia,
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Special Inspector General
for Iraq Reconstruction

Office of Investigations

SIGIR CASE NUMBER 1Q-06-0192-1 . November 27,2006

CASE CLOSING:

On July I, 2006, SlGlR investigations received the complaint indirectly from a person who wished to
remain anonymous. The complamt was received by this person in a writien email. The authorof the
complaint was sendmo the email on behalf of an Iragi friend who was identified as an lraqi conactor.
' provided lns company name, & sEonda fraqna celllar

telephone number, .

B feped i in lhe email that an American contractor,
®\was cheating and deceiving and was late paying
for work completed.

NONCy

Numerous attempts to contact § & ! the above described Iraqna cell number w here negaive.
Email contact wasestablished on November 23, 2006. oy csponded in an email message
indicating that theissue with had been resolved, pparently had just returned frem
Dubai and said in he email that the money issue had been resolved. - o

This report servesio document the findings and recommendation that this investigation be closed based
on the recent information provided by the ariginal camplainant,

Prepared by:
DISTR: File
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Special Inspector General
for Iraqg Reconstruction

Office of Investigations Arlington Field Office

SIGIR CASE NUMBER DC-07-0019-I 6 December 2006

CASE CLOSING SUMMARY:

On 28 November 2006, this Reporting agent inquired of &
OIG, DOS the status of a referred investigation, which was referred to SIGIR
by Center for Preventive Action, Council on Foreign Relation. SIGIR has not
received an update since referral of the information 15 February 2006.

On 30 November 2006,
action as follows: .
The allegations do not identify any DOS employees as stealing funds; they
are non-specific and appear to be audit refated R 3 lack of
program accountability issues. Based on the mformataon the complaint
does not warrant “INV” investigation.

g% responded to the status of the referred

.The reported information has been indexed in the SIGIR criminal intelligence
database, If additional information is received by SIGIR in the future, this
office may elect to initiate a separate investigation independent of what the
Department of State QIG may elect to do.

Prepared hy:
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Special Inspector General
for Irag Reconstruction

Office of lnvestigations

SIGIR Case Number DC-06-0171-1 | December 7, 2006

CASE CLOSING:

30, 2006, by SIGIR Arlington after receiving information from
A review of the allegation was reviewed by SIGIR
was interested because a similar complaint was
received and investigated under SIGIR Baghdad case number 1Q-06-0129-1 on 27 March 2006, This
investigation related to a possible “kick back™ scheme regarding the potential sale o i
handguns in lraq;mhnndgun was the weapaon that ultimately purchased in Irag. On 2 lune
2006, this investigation was closed without any evidence of fraud. :

This investication was opened on May
 Division Manager

reviewed the instant camplaint and-determined that it was the same iyue.

Recommend this investigation be closed until additional facts are received to substantiate the aflegation.

This investigationclosed.

' Prepared by: SIGIR Investigations, Baghdad, fraq
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Special Inspector General
for lraq Reconstruction

Office of Investigitions

SIGIR CASENUMBER: DC-67-0004-1 : December 8, 2006

SUBJECT:

Case Closed:

On October 12,2006, source information was received by 28R 1he source provided information which
alleged specific kowledge regarding kickbacks and corruption by officers and others involved with the
Multi National Searity Transition Command (MNSTC-I) inJ7 sector. Subject also states he has
information regarding the Baghdad Police Academy. :

SIGIR §

i : G lopened SIGIR case number DC-07-0004 reference (HLOGO527-060) e
states i .\0" that he will establish contact m:h the complainants in Tenncssee for an inerview,

SIGIR Baghdadhas determined that llncmmse was inadvertently assigned two case numbers, The
other case nuniberis assigned 10 SIGIR Baghdad b under case number 1-07-0013-(; Case
Title, Prelim-MNSTC-1 - J7. :

Requeét Case Number DC-07-0004-1 be closed administratively.

Prepared by: SIGIR Baghdad Investigations
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Special Inspector General
for Iraq Reconstruclion

Office of Investigations

SIGIR Case Number [Q-06-0075-1 Decenber 10, 2006

ing/Over Billing

Case Closing:

This matter was initiated as a result of information received from former, employee

b The allegations made were for the most part outside of the purview of SIGIR or without merit (As
an example, G lleges that SERwas to have 12 pilots in Iraq atall times. [n fact. a review of the

contract calls for the availability of 4 pilots and 4 co-pilats). One allegation tha was overcharging

for helicapter flight hours thru manipulation of the helicopter Hobb’s meter was further investigied.

- livessence, &R advised that every helicopter is equipped with a Hobb's meter which calculates flight
time, like a car’s odometer. I Ileged tha had rewired this meter to record time as soon as the
hzmerv switch is lumed on. By doing this i pre ﬂwhl checks in addmon to ﬂl"h[ time.
An interview of thaf ¥ Maintenance Supervisor, /
Hobb’s meters on each MD-530f helicopter operated b_\,a ¢
personnel to view an actual MD-530f used byEE® He pointed out the two Hobb's meters. Bah are
located on the center console of the aircraft in different positions. One of the meters registers battery run
time (1ime during which pre flight checks are conducted) and approximate engine run time. Thesecond
meter registers actual flight time. The need to manipulate the flight Hobbs meter would not be necessary
as the time need only be recorded from the battery run time meter.

Per contracty ¥ is authorized up to 120 hours per month per hcliccp er in
fraq. & g has never exceeded this amount. A review ofa .n()" report concerning the interyjewof
Department of State (DoS) Contracting Officers @ : geamconducted on Jue 14,
2006, on file DC-06-0175-1 estimates 3659 hours of {light time under the contract. This would indicate a
monthly hour total of approximately 76 hours per month per helicapter, below the 120 hour allowible
ceiling per helicopter per month.

In addition, contact with DoS revealed that this is a DoS funded contract. .
the RSO Baghdad and by DoS OIG personnel that this was a State Departiment contract funded ty DOS
and that any future inquiries, leads or requests for documents should be run through the RSO office
Baghdad or the DoS OIG. A forwarded investigative reports and documents to SIGIR
DC in Septemberof 2006. mderstands that these decuments/allegations were provided io DoS
OIG for whateverinvestigative action they deemed appropriate. '

Bascd on the above, this matter is being placed in a closed status at this time.

Prepared by: SIGIR Investigations, Baghdad
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Special Inspector General
for Iraq Reconstnction

Office of Investigatiens

SIGIR CASE NUMBER: 1Q-06-0179-1 December 14, 2006

SUBJECT:

Case Closed:

Captioned matter was originally carried as Case 0031-04-1-CPA, involving the
mysterious disappearance of cash from the B.. 1€ missing
money, approximately $20,000, was under the control o SR e
That case was closed administratively on June 19,

‘The investigation from May 2004, was revisited on June 16, 2006, under the ,
aforementioned I1Q-06-0179-1, so it could be properly recorded in SORS. The file
review was ongoing, with no new investigation noted. During attempts to locate
and identify any and all investigative reports, additional materials surfaced, but no
significant or substantive results were noted. The admission of wrongdoing
attached to this document from March 15, 2005, stands as the record of
% who utilized the monies for gambling while in Manila. He claimsto
he $20,000 in cash, misappropriated from the$ [, "on the
table” of a card game, with the intent to return the next day and finish his game.
As luck would have it, upon his return, the money and game were gone!

As a result ofthis statement, USA/CID was apprised of the ihformation and no
further investigation was warranted by SIGIR, nor other actions taken. Thismatter
was briefly discussed with &5 i USA/CID, who furnished their last
summary of investigative activity on this matter. Based upon the amount,
prosecutive decisions made in 2004-2005 and a prior case closing, it is
recommendedno further action be taken and this matter closed administratively by
SAC- SIGIR/Allington.

Prepared by: ' SIGIR-Arlington
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Office of Investigitions . ' Lol
SIGIR CASE NUMBER: DC-07-0017-11L December 18,2006
SUBJECT:

CASE CLOSING:

Synopsis: The above captioned investigation was opened upon the receipt of a complaint
reccived by the SIGIR Hatline in September 2004 wherein the complainant atleged he tad been
assaulted by unnamed U.S. persons while in Iraq. Complainant further alleged that his employer.
2 ... over billed the US Gavernment for work performed; misreprescrted
work performance and was taking and making bribes and payoffs.” Attempts to locate and
interview complainant continue. ‘

Complainant conacted SIGIR Hot Line September 2004 with allegation of physical ussault
against him while in Iraq by unnamed persons. Subsequent emails received from complainant
{(and copied to FBI, DOD IG, State Dept.; USAID, and ATF) continued with reiteration of
physical assault and one lengthy email 10 SIGIR and other investigative agencies included the
allegation of overbilling, etc. sct forth above. The allegation of over billing. bribes and payoffs
are vague, and made almost as an afterthought.

Complainant wastelephonically interviewed on December 7. 2006. The interview disclosed that
complainant wasfired from &R ' ¥ and escorted from the workplace by S
securtty personnel. It was during this incident that complainant alleged he suffered serious bodily
injury. Complainant offered no detail or other elaboration as to his claims of payotfs and bribes.

As complainantis alleging a physical assault matter coincidental to his being dismissed and has
offercd only an wmdocumented and unsubstantiated elaim of fraud to which he was neither a
witness nor participant, this matter is being closed.

Prepared by
riminal Investigations,
Washington, D.C.
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Special Inspector General
for-lragq Reconstruction

Office of Investigations

SIGIR CASENUMBER: DC-06-0047-1 “December 18, 2006

SUBJECT:

CASE CLOSING:

This matter was opened upon the receipt of information from attorney i
effect that his client had information regarding possx le contract
irregularities betwee and the Army Corps of Engineers. : a federal employec,
was interviewed by, ' : & Hon lanuary 19, 2006 in the presence of
her attorney. Inthe mtervxew she stated tha had been awarded a sole source contract for
five years on an emergency basis when in fact she thought the contract could have been awarded
for a one year tem and then opened to other bidders. g BEEEER provided no information or
documents supporting her complaint. She claimed that as a result of her complaint, persomel
action was takenagainst her. '

o the

In September 2005, her attorney stated to the B Jhat he and = intendedto file
a lawsuit againstthe Army and Secretary of the Army a”Cmel racial, sexual, and whistle blower
discrimination.

also set forth her camplaint about this matter to the DOD 1G and the FBI.
has been interviewed by the FBI regarding this matter, the contract she is
speaking about was in fact put out for compeum e bids, and lhe FBI T Task Force. Amy and

Pentagon auditars, and DOD [G are investigating this maticr is being closed at
SIGIR.

Prepared by:

Criminal Investigations
Arlington, Virginia,
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Special Inspector General
for Irag Reconstruction

Office of Investigations

SIGIR Case Number 1Q-06-0019-1 ~ January 17,2007

Case Closure:

This investigation was initialed based upon a referral from ;
P : BB 1 : 4 proxrded testimony to a

mee on June 77 2005 « concermn" alleg aations ofcorruptron commided by
in Iraq.

On September 28,2005, SIGIR Investigations interviewedGEEEEEIRN ho stated tha was arrently
involved in a contract with the Government of lraq to deliver fuel purchaqed by the Iragi Goverpnent for
public consumption to Nasiriyah, Diwaniya, Najaf, Samawah, Al Kut, and Karbala, fraq. The contract
with the Iraqi Government had been in place for approximately 16 months and was due to end in
Dceceimber 2005.8 Fstated that his drivers were responsible uploading fuel at refinericsin Kawait
City. the delivery of the fuel into Iraq. and the downloading of the fuel into above and below gromd tanks
in the above mentioned lIraqi cities. He believed the fuel drop off points and storage facilities were
contracted to be repaired by Sl : Gtk (uel trucks arrived at the
aforementioned cities the fuel facilities were in dxsrepalr ok Ralleged tha vas under contract
' 'to make repmrs and refurblch the oil infrastructure in Southern Iraq. but failed to complete

the work.

On July 6, 2006, &2 made contact with & ' Gulf Region Division, USACE,
Wmches!er VA and obtained contract numbers  and  uulized by
the USACE that obligated with oil infrastructure repairs and refurbishment in Sou(heru [raq (also
known as RIO Sauth). On fune 24, 2006 £F 2@ coordinated with i 0 USACE Pay
Cemer Memphrs TN and obtained invoices submitted for payment by under contract number

. o5 The invoices indicated that @& received payment for wark allegedly completed
under the aforementioned contract numbers.

SIGIR Investigations met with
| Project Contracting Ofﬁce
at the SIGIR offices iocalcd in Arluwlon

On July 18, 1006.E¥
Contracts Manager,

v 4 stated that upon recerpt oﬁhe
) immediately SIOppcd all work on all projects. He stated tha
did net receive notice from the Government (USACE) to resume work before 90 days so they
abandon the projects.
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Special Inspector General
for Iraq Reconsirudion

Office of Investigations

o

expending anymort funds on that particular project other than the cost incurred as a result of teminating
the project.

USACE explanation for the stop work/suspension of work orders is due to a reprioritization of finds for
other projects. There were questions concerning the USACE performance in the management of S35 a5
a contractor in theconduct of the RIO contract not only on this praject but several others throughout

- Southern lraq. I issuspected thatthe USACE contracting office should have issued terminations for
defaultin lieu of stop work orders/suspension of work orders asg was most likely in defaultof their
contractual abligation to make repairs under the RIO contract. Further. it is suspected thafE%R

given preferential teatment by means of stop work orders as an alternative to terminations for default hv
USACE.

" No criminal activity has been uncovered as a result of this inves tigation. g failed 10 performon
numerous projectscontracted to them by USACE under RIO. The issuance of stop work/suspendon of
work orders and the termination of the portions of the contract by USACE absalved of anyliabitity
concerning substandard or incomplete work in performance of portions of the RIO contract. was
allowed 1o determine their own percentage of completeness on cach project that was terminated. Based
on that percentage,and without oversight from the US Government, the USACE paidfgR to teminate
the projects. ‘

Prepared by L SIGIR Investigations, Arlingtan Field Office
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Office of Investigations

1QQ-06-0082-1 ‘ Januvary 30, 2007

CASE CLOSING:

SUBJECT:

This matter wasopened by SIGIR, Baghdad upon the receipt of a complaint from a Program
Officer, Civilian Police Assistance Training Team (CPATT) who stated
was to provide a communications system and 1rammn in January 2005. The radios were
manufactured by a U.K. firm and distributed by through the military. Approximately 50
radios were delivered but the manuals were in Em_hsh and only one radio tower had been
completed, so the system was less than effective. She did not know how many radios were
distributed or haw the program was funded, and is unaware of the specifics of the contract.

Complainant does not allege criminal activity by any party, but rather, as end user of product.
seems (o be expressing dissatisfaction with implementation of the program. Absent more clear
statement as to possible fraud, recommend closure.

Prepared by
Criminal Investigations.
Arlington. Virginia
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Special Inspector General
for lraq Reconstruction

Office of Investigations

SIGIR CASE #: 1Q-06-0173-1 I February 2007

SUBJECT:

CASE CLOSING:

This case was initiated by SIGIR Investigation in June 2006 regarding alleged bibery for
contract awards relating to construction contracts at}

Special Agents from SIGIR-Investigations relayed information to Army CID and eﬁoﬁs were
coordinated to jointly assess the allegations and investigate the allegations.

The investigation disclosed that US Army Zi it located at Forward Operation
Base (FOB) Union and acting in the position as ‘Mayor of that FOB used his positionlo accept
bribes from interpreters and get kickbacks ‘from vendors at this FOB. The case further
developed information that US Army o : also located st Union FCB and
acting in the postion as "Deputy Mayor Ived in similar crrmmal actiilies.

y
On October 31, 2006, a joint operation was conducted consisting of several teams o Special
Agents from Army CID, DCIS and SIGIR at FOB Union. Search warrants were served on the
two (2) Army suspects' work locations, living quarters and persons and numerous canvassing
interviews were conducted Additionally, Army CID SA’'s simultanecusly cenducted interviews
of both & R

e b formed one team responsible for interviewing two (2) military

personne! an E6 and an E 9 as well as two (2) civilian traqi interpreters. Both interviews of the

~military personnel failed to provide incriminating information implicating any criminal ads. One
of the two civilian Iraqi interpreters provided informaticn implicating 3 had llegally
taken a $200 ipod without paying for it.

SIGIR {8 B ond {

3 Both denled that they recetved stolen goods from § ; %

further interviewed one (1) civilian lraqgi interpreter with negative results and one (1) civilian Iraqgi

store manager (rugs and th merchandise). The store manager provided information to
‘ . vt had rlpped hlS store off by taking a rug and not paying

7 } conducted canvassing interviews of seven (7) military personnel
within the Union Army Post Office (APO). One of the postal clerks, §
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- from lragi linguists assigned to the unit totaling approximately $1,000. g

been a girlfriend of £ == and allegedly recéived stolen goods.
denied those allegations and provided a sworn statement denying any wrongdoing.

86 & Headquarters and Headquarter Battery, 2/77™ Field Adtillery Battalion, Fort Hood,
TX waived his right to legal counsel and provided a sworn written statement whereln he
admitted that between December 2005 and present he had accepted cash payments from lragi
contractors working on the FOB totaling approximately $7,000. i further admitted
receiving various items from lIraqi vendors on the FOB without paying for them due fo his
position as FOB Mayor. st had $1,350 on his person at the time he was detained which
he admitted he received form lraqr contractors (Interpreters).

P& Headquarters and Headquarter Battery, 2/77" Field Artillery Battalion, Fort Hood,

X walved his right to legal counsel and provided a sworn written statement wherein he
admntted that between approximately June 2006 to the present he had accepted cash payments
$ had $341on his
person at the time he was detained which he admitted he received from Iraqi linguists.

This investigation has determnned that J B'had committed the offenses of bribery and
graft and/or extortion by requiring Iragi local national who live and work on FOB Unionlllto pay
him on a monthly basis under the threat of either being lerminated from employment orremoved
from the FOB and forced to return to the local Baghdad area. It has been alleged that Sieg

@R acting in his capacity as mayor, would approve request for Iragi nationals toes li
vendor shops in buildings on FOB Union (il for a fee up lo $15,000. Further, g&
alleged to routinely enter the shops and take whatever items he wanted for free. The shop
owners d allow this to happen in fear of being closed and kicked off of the FOBIif they
required o payfor the items.

Information from-Army & Air Force Exchange Service (AFEES) Western Uni
disclased that between 1 December 2005 and 28 August 2008, '
Wesltern Union arlotal of $7,800 {o his wife who resides in Fort Hood, TX.

n representatives
57 had sent via

The investigation established information tha ¥ 8 also commilted essentially the same

type of criminalacts as FOB “Sheriff.”

The alleged criminal acts by SESEEE and & 2 have impacled the U.S. American
soldier's imagein as much as publlc corruption within the mayor's and deputy’s cells on FOB
Union IH gives enunpepular degree of sentiment towards the US Army by Iraqi citizens.

Judicial punishment is anticipated through the Brigade Judge Advocate, 4™ Infantry Division
who is anticipaling the filing of Uniform Code of Military Justice (UCMJ).

This case will be closed as there are no apparent criminal violations covered under SIGIR's
jurisdiction.
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The initial allegations regardin’Q confracts and bribery as they relale to SIGIR's area of
responsibility were not substantiated

Case submitted for closing.
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